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Department of Energy
Washington, DC 20585

0CT 25 2016

Re: Freedom of Information Act Request HQ-2016-01041-F

This is the Office of Inspector General (OIG) partial response to the request for information that
you sent to the Department of Energy (DOE) under the Freedom of Information Act (FOIA),
5U.S.C. § 552. You asked for a copy of the DOE OIG reports identified by the following
numbers:

e DOE/NG-0919
e OAS-SR-07-01
e SI-11-27

e S0515042

e S0515022

e 1G-0671

e OAS-SR-05-03
e OAS-SR-05-01
e S021S5020

e SO01ISO18

e S991S022

e S95IS017

e OAS-FS-14-04
e OAS-FS-13-07
e S99IS025

e OAS-SR-10-04
e S04IS002

The OIG has completed the search of its files and located documents responsive to your request.
This partial response letter provides the OIG response with respect to all of the requested reports,
other than the one identified by the number DOE/IG-0919. A response regarding that requested
report will be provided at a later date.

A review of twenty-three (23) responsive documents and a determination concerning their

release has been made pursuant to the FOIA, 5 U.S.C. § 552. Based on this review, the OIG
determined that certain material has been withheld from the responsive documents pursuant to
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subsections (b)(3), (b)(5), (b)(6), (b)(7)(C), and (b)(7)(E) (referred to as Exemptions 3, 5, 6,
7(C), and 7(E) respectively). Specifically the OIG review determined:

e Documents 1, 5, 8 -12, 22, and 23 are being released to you with certain material
withheld pursuant to Exemptions 6 and 7(C).

e Documents 2, 4, 20, and 21 are being released to you in their entirety.

e Document 3 originated with the DOE’s Office of Intelligence and
Counterintelligence (IN). This document has been forwarded to IN for a
determination concerning its releasability. IN will respond directly to you
concerning the document.

¢ Document 6 is being released to you with certain material withheld pursuant to
Exemptions 3, 5, 6, and 7(C).

¢ Document 7 is being released to you with certain material withheld pursuant to
Exemptions 6, 7(C), and 7(E).

e Document 13 - 19 originated with the DOE’s Office of Environmental
Management (EM). These document have been forwarded to EM for a
determination concerning their releasability. EM will respond directly to you
concerning these documents.

If you have any questions about the processing of Documents 3 and 13 -19, you may contact the
following;:

Mr. Alexander C. Morris, U.S. Department of Energy, 1000 Independence Avenue, SW,
Washington, DC 20585 or on (202) 586-5955

Exemption 3 protects information included in OIG's records specifically exempted from
disclosure by another Federal statute; in this case the National Security Act of 1947, 50 U.S.C. §
3024(i)(1). Pursuant to this statute, certain information pertaining to intelligence sources and
methods is protected.

Exemption 5 exempts from mandatory disclosure “inter-agency or intra-agency memorandums
or letters which would not be available by law to a party other than an agency in litigation with
the agency. . . .” Exemption 5 incorporates the attorney-client privilege, which protects
confidential communications related to a legal matter for which a client has sought professional
advice. The privilege protects a client’s disclosure to an attorney, the attorney’s opinions
regarding the information disclosed, and communications between attorneys regarding the
information.

The information withheld under Exemption 5 includes confidential communications between
DOE attorneys and DOE staff. Releasing this information could have a chilling effect on the
willingness of attorneys to make honest and open recommendations to their clients in the future
and harm the integrity of the governmental decision-making process. Therefore, information is
being withheld pursuant to the attorney-client privilege.



Exemption 6 protects from disclosure “personnel and medical and similar files the disclosure of
which would constitute a clearly unwarranted invasion of personal privacy. . ..” Exemption
7(C) provides that “records or information compiled for law enforcement purposes” may be
withheld from disclosure, but only to the extent the production of such documents “could
reasonably be expected to constitute an unwarranted invasion of personal privacy. . ..”

Names and information that would tend to disclose the identity of certain individuals have been
withheld pursuant to Exemptions 6 and 7(C). Individuals involved in the OIG enforcement
matters, which in this case include subjects, witnesses, sources of information, and other
individuals, are entitled to privacy protections so that they will be free from harassment,
intimidation and other personal intrusions.

In invoking Exemptions 6 and 7(C), we have determined that it is not in the public interest to
release the withheld material. In this request, we have determined that the public interest in the
identity of individuals who appear in these files does not outweigh these individuals’ privacy
interests. Those interests include being free from intrusions into their professional and private
lives.

Exemption 7(E) protects information that "would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement
investigations or prosecutions if such disclosure could reasonably be expected to risk
circumvention of the law."” 5 U.S.C. § 552(b)(7)(E).

The information withheld pursuant to Exemption 7(E) consists of descriptions of a cyber security
incident at a DOE site. The redacted information includes computer system configurations and
architecture, hardware and software employed at DOE's sites, tools and services utilized, cyber
defense actions, and identification of encryptions used at various DOE's sites. Disclosure of this
information runs the reasonably foreseeable risk of circumventing the law by allowing malicious
actors additional information about what tools and techniques to successfully employ against
specific DOE sites. Further, the information withheld details potential vulnerabilities which can
be used to compromise additional DOE computer systems in the future. Thus, a document is
being withheld, in part, under Exemption 7(E) of the FOIA.

To the extent permitted by law, the DOE, in accordance with Title 10, Code of Federal
Regulations (C.F.R) § 1004.1, will make available records it is authorized to withhold pursuant
to the FOIA unless it determines such disclosure is not in the public interest.

As required, all releasable information has been segregated from the material that is withheld and
is provided to you. See 10 C.F.R. § 1004.7(b)(3).

This decision may be appealed within 30 calendar days from your receipt of this letter pursuant to

10 C.F.R. § 1004.8. Appeals should be addressed to the Director, Office of Hearings and Appeals,
HG-1/L’Enfant Plaza Building, U.S. Department of Energy, 1000 Independence Avenue SW,
Washington, DC 20585-1615. You may also submit your appeal by e-mail to

OHA filings@hq.doe.gov, including the phrase “Freedom of Information Appeal” in the subject line.



Thereafter, judicial review will be available to you in the Federal district court either
(1) in the district where you reside, (2) where you have your principal place of business,
(3) where the Department’s records are situated, or (4) in the District of Columbia.

Sincerely,

B. Nelson

Asgistant Inspector General
for Audits and Administration
Office of Inspector General

Enclosures
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U.S. Department of Energy
Office of inspector General
Office of Inspections and Special Inquiries

Concerns Regarding the Department of
Energy’s Counterintelligence Inspection
Program
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Department of Energy
Washington, DC 20585

January 18, 2[".)05

MEMORANDUM FOR THE,SECRET

FROM: regof§ H. Friedman
- Inspector General

“SUBIRECT! INFORMATION: Inspection Report on “Concerns Regarding the
' Department of Energy’s Counterintelligence Inspection Program”

BACKGROUND

The Oilice of [nspector General (OIG) recently completed a review of allegations regarding the
Depaitiment of Energy’s (DOE) counterintelligence inspection program (Tnspection Program).
Specifically, a confidential complainant alleged that: the cost of the Inspection Program was
excessive; the Inspection Program lacked Federal management; inspection reports were biased
against National Nuclear Securily Adiministration facilities and activities; inspections were not
conducted in compliance with Generally Accepted Government Auditing Standards; and,
inspection reports were not timely,

The objective of our review was to deteninine the facts surrounding the allegations, The OIG did
not attempt to assess the overall quality of the Inspection Program. This report containg
information from documents marked by the program office as “Official Use Only.”
Accordingly, this report is marked “Official Use Only.”

RESULTS OF INSPECTION

We were unable to substantiate the allegations regarding the Inspection Program.

One of the allegations provided to the OIG was that the cost of the Inspection Program was
cxeessive. Because we could not identify a comparable program at another agency, we had to
meaningful benchmark against which to compare the cost of the DOE effot. Thus, we were not in
a position to opine conclusively on the excessive cost question.

In evaluating the cost issue, however, we found that neither Federal officials nor Pacific Northwest
National Laboratory (Pacific Northwest) officials, who were responsible for managing the
Inspection Program, could initially provide complete and detailed data on the specific cost of
individual inspections. While this complicated our work, it did not affect the conclusions noted
above.
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Further, during the coursc of our review, certain other matters carne to our atfention and we provide
the following observations:

e The use of Pacific Northwest to procure the services to conduct counterintelligence
inspections was inconsistent with DOE policy on purchasing by management and cperating
coniractors; and,

» There were philosophical differences between Office of Counterintelligence and Office of
Defense Nuclear Counterintelligence officials, resulting in part [rom the Dcpartment’s
bifurcated counterintelligence program. We believe these differences have the potential to
undennine the effcctivencss of the overall counterintelligence efforts of the Department.

We made recommendations to management to address the issues raised in this report.

MANAGEMENT REACTION

Management took issuc with certain recommendations, observations, and statements in our
rcport. Management’s coraments are provided in their entirety in Appendix B. Where
appropiiate, we revised our report based on management comments.

Altachment

cc:  Deputy Secretary
Adwinistrator, National Nuclear Security Administration
Under Secretary for Energy, Science and Environment
Director, Office of Counterintelligence
Director, Office of Intcllizence
Dircctor, Office of Management, Budget and Bvalation
Chief, Office of Defense Nuclear Counterintclligence
Director, Office of Program Liaison and Financial Analysis (ME-100)
Director, Policy and Internal Controls Management (NA-66)
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Dverview

INTRODUCTION AND
OBJECTIVE

BACKGROUND

The Office of Inspector General (OIG) recently completed

a review of allegations regarding the Department of Energy’s
(DOE) counterinteiligence inspection program (Inspection
Program). Specifically, a confidential complainant alleged that:
the cost of the Inspection Program was excessive; the Inspeclion
Program lacked Federal management; inspection reports were
biased against National Nuclear Security Administration (NNSA)
facilities and activities; inspections were not conducted in
compliance with Generally Accepted Government Auditing
Standards (GAGAS); and, inspection reports were not timely.

The objective of our review was to determine the facts sutrounding
the allegations. The OIG did not attempt to assess the overall -
quality of thc Inspcetion Program,

Presidential Decision Directive-61 (PDD-61), *“U. S. Department
of Encrpy Counterintelligence Program,” issucd in 1998, required
DOE to establish a formaf Inspection Program to identify
deficiencies in and to improve operations of DOE’s
counterintelligence functions. Historically, both defense and non-
defense counterintelligence activities were managed within the
Department by a singlc, unified counterintelligence office. In
accordance with PDD-61, the Office of Counterintelligence (QCI)
was created for this purpose, reporting directly to the Secretary of
Encrgy. Howcvcr, in the FY 2000 National Defense Authorization
Act, DOE’s counterintelligence operations were bifurcated by the
creation of a separate Office of Defense Nuclear
Counterintelligence (ODNCI) responsiblec for NNSA
counterintelligence activities. While the Department now has two
separate counterintelligence offices, the OCI Director retained
responsibility for the Tnspection Program both for NNSA and non-
NNSA operations. The Inspection Program is administered for the
OCI Dircctor by Pacific Northwest National Laboratory (Pacific
Northwest), a DOE management and operating (M&QO) contractor,
Pacific Northwest subcontracis with individual inspectors whao
conduct the counterintelligence inspections.

Page 1
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OBSERVATIONS AND  We did not substantiate the allegations regarding the Inspection
CONCLUSIONS Prograin. However, we found that:

e Neither Federal program officials nor contractor officials
responsible [or managing the [nspection Program could
initially provide detailed data on the specific costs of the
individual inspections conducted under the prograni.
During our review, Pacific Northwest provided changing
cost figures regarding the cost of individual inspections.

Although not directly related to the scope of our review, we made
the following observations: '

» The use of Pacific Northwest to procure the services of
inspectors to conduct counterintelligence inspections was
inconsistent with DOE policy on purchasing by M&O
contractors; and,

e There were philosopbical differences between OCI and
ODNCI officials, resulting in part from the Department’s
bifurcatcd counterintelligence program. We believe these
differences have the polential to undermine the
effectiveness of the overall counterintelligence efforts of
the Department.

Observations and Conclusions

Page 2
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COST OF THE
INSPECTION
PRCGRAM

FEDERAL
MAMAGEMENT

We could not determine if the costs of the Inspection Program
were excessive. We attemnpted to contrast the costs of the
Inspection Program with sitnilar efforts in other agencies.
Howecver, we were unable to find a comparahle program to serve
as a benchmark, Responsihle officials advised that the Tnspection
Program was modeled after the Federal Bureau of Investigation's
(EBI) ficld office inspection program, A senior FBI Inspections
Division official identified significant differences between the -
Inspection Program at DOE and the FBI's program. Therefore, we
could not compare the two programs,

We found that Federal managers provide direct oversight of the
Inspection Program. However, responsible Federal officials could
not provide data regarding the specific costs of the individual
inspections conducicd under the Inspeciion Program, Also, during
our review, Pacific Northwest provided changing cost figures
regarding the cost of individual inspections. Under these
circurastances, we do not helicve that Federal managers have
adequate assurance that the costs for the Tnspection Program are

being properly managed,

When we asked Federal officials for the costs of the individual
inspcctions, they referred us to Pacific Northwest, [nitially, Pacific
Northwest could not provide detailed cost data for individual
inspections. Subsequently, Pacific Northwest provided us different
cost data on several occasions between July 2003 and December

2004,

Based upon the iatest data provided by Pacific Northwest in
December 2004, approximately $7.8 million was spent on labor and
travcl costs for specific inspections between the start of the program
in 1999 and late 2003, and approximately the same amount was
spent on other Inspection Program costs, inciuding overhead costs.
The other Inspection Program costs include Pacific Northwest's cost
to manage/administer the Inspection Program, which was
approximately $ percent of the yearly total inspection cost. Pacific
Northwest officials said that the 9 percent consisted of labor/travel
hours associated with managing the project (client interface,
monthly/quarterly reports, ctc.), and the costs associated with
administering the inspector subcontracts.

Using the cost data provided by Pacific Northwest in December
2004, we calcuiated that approximately $15.6 million was spent on
the Inspection Program belween 1999 and late 2003, of which the

Page 3
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average labor and travel costs for a full inspection of a
counterintelligence officc werc approximately $131,300.
Howecvcer, when a pro rata aliocation of the overhead and other
Inspection Program costs was added to the labor and travel costs,
the total average cost of each inspection was approximately
$262,600.! Similarly, special inspections, which are limited scope
follow-up inspections conducted when a site receives a rating of
marginal or below in any of its activitics, bad average lahor and
travel costs of approximately $75,000, and average total costs of
about $150,000. As an example, the counterintclligence activities
at the Oakland Opcrations Office, which were managed by a
Federal official, were inspected on April 15-26, 2002, The
counterintelligence inspection team consisted of 6 inspectors, 1
technical advisor, and 2 administrative staff. The labor and travel
costs for this inspection were $192,783, The total cost, including
labor, travel, and the pro rata amount, was $385,566.

In his management comments, the OCI Director provided similar
figures for the average cost of individual inspections. He stated
that the average full inspection is approximately $135,924
(unburdened) or approximately $266,752 (with costs pro rata),
while a special inspection is approximatcly $76,244 (unburdened)
or approximatcly $149,628 (with costs pro rata). We could not
account for the differences in the inspection costs.

Also, the OCI Dircetor stated that a 48 percent reduction in
cxpenditures from Fiscal Year 2002 ($3.97 inillion) to Fiscal Ycar
2004 ($2.09 million) demonstrates that the costs of the Inspection
Program arc being sufficiently managed. Although it appears that
management has taken steps to reduce the costs of the Inspection
Program, we note that the decrcasc in expenditures was not solely
the result of cost reduction efforts. A Pacific Northwest official
stated that the decrease in expenditures was achieved by reducing
project management and financial administration time,
streamlining administrative processes, decreasing the number of
personne] involved in each inspection and decreasing the
frequency of inspections from every 2 years to every 3 years for
programs rated as Satisfactory. However, we note that the numbcr
of sites reviewed decreased from 14 in Fiscal Year 2002 to 9 in
Fiscal Year 2004, and the number of inspection reports issued

- decreased from 11 in Fiscal Year 2002 to 7 in Fiscal Year 2004.

' These {igures do not include the Headquarters inspection that was conducted during February 10-21,
2003, and March 24-April 4, 2003, The cost of the Headquarters inspection, including labor, travel and the pro
rata amount, was approximately §1,803,600.

Page 4 Details of Findings
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BIAS AGAINST NNSA

AUDITING
STANDARDS

TIMELINESS OF
REPORTS

OBSERVATIONS

We did not identify a bias against NNSA-related offices by the
Inspection Program. We reviewed a sample of inspection reports
for both OCI and ODNCT offices. We noted that the reports were
written in a manner that singled out individunals for criticism in
both offices. Also, we did not identify a meaningful difference
Iretween the ratings given to OCI offices and the rafings piven to

QODNCT offices.

We found that the Inspection Program is not required to follow
GAGAS. GAGAS are standards for Federal auditors contained in
the Government Auditing Standards (Yellow Book) promulgated
by the Government Accountability Office. PDD-01 required DOE
to establish an inspection program for its counterintelligence
activitics, but did not contain a requirctnent that the inspection
program follow GAGAS. Also, an FBI official advised that the
FBI ficld office inspection program does not follow GAGAS.

We found that inspection reports were typically being issued
within 60 days of the gitc visit. A responsible official told us thal
early in the Inspection Program reports were issuied three to six
manths after the completion of fieldwork., However, in May 2003,
the Inspection Report for the QCI/ODNCI Headquarters inspection
stated that reports were being “delivered too late after completion
of an inspection.” It also stated an objcctive to issuc future
inspection reports within 60 days of the end of the site visit. We
reviewed a saniple of seven inspection reports issued since May
2003, and found that all seven were issued within 60 days of the

sile visit,

We observed that the use of Pacific Northwest to procure the
services of inspectors to conduct counterintelligence inspections
was inconsistent with DOE policy on purchasing hy M&O
contractors. We determined that under DOE policy, Headquarters
offices, such as OCI, are not to subcontract through M&Q
contractors for services that could be directly contracted by Federal
Procurement managers. DOE procuremcnt officials opincd that by
administering the counterintelligence inspection program, Pacific
Northwest was directly supporting a Headquarters mission that was
not within the scope of its M&O contract. Although OCI officials
adviscd us that they have explored other procurement options for
obtaining support for the Tnspection Program, QCI continues to use
Pacilic Northwest [or this purpose, Both DOE procurement and
OCT officials opined that it may be more cost cffective to procurc a
support services contract for the inspections program directly
through OCI Headquarters.

Page 5
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RECOMMENDATIONS

MANAGEMENT
COMMENTS

INSPECTOR
COMMENTS

We also observed that there were philosaphical differences
between OCI and ODNCI officials, resulting in part from the
Department’s bifurcated counterintelligenee program, which has
the potential to undermine the effectiveness of the overall program.
We detenmincd that tbe relationship between the personnel of these
two offices was not as collegial, particularly regarding the
Inspection Program, as would have been expected given the
importance of the Department’s counterintelligence efforts and the
need for a cooperative effort complex-wide. Within the last year,
the Secretary of Energy, the Adninistrator of NNSA, and the
National Counterintelligence Executive cxpressed concern that the
bifurcation of the Department’s counterintelligence function could
impede efficient counterintelligence activities at DOE, Qur
observations during this review tended to support this concem, and
we believe that the Department should continue its cfforts to
congsolidate counterintelligence activities,

We recoramend that the Director, Office of Counterintelligence:

I. In ¢oordination with the Director, Office of Managcerment,
Budget, and Evajuation, identify the most appropriate
mechanism for procuring support for the counterintelligence
inspection program; and

2. Enbance efforts to manage the costs of the counterinielligence
inspection program,

Management took issue with certain of the recornmendations,
observations, and statcments in the report. Regarding the first
recommendation, management stated that they had underiaken
consultations with the Dircctor, Office of Procurement and
Assistance Management, to determine if the use of Pactfic Northwest
to procure services of inspectors to conduct counterintelligence
ingpections is consistent with DOE policy. Managemecant disagreed
with the second recommendation. Management stated that the
problems leading to the recommendation were addresscd prior to our
review. Management’s comments are provided in their entirety in

Appendix B.

Where appropriate, we rcyised our report to address management’s
comments. Although management stated that Pacific Northwest
had implemented a system for tracking the costs of individual
inspections starting in the middle of Fiscal Year 2003, Pacific
Northwest officials told us that there had been no attempt to track

Page 6
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individual inspection costs prior to our request for this data. Data
provided by Pacific Northiwvest in response to our requcst for the
cost and staffing levels for individual inspections continually
changed during our review. Qur report includes the {atest data
from Pacific Northwest, which was provided in December 2004,
We belicve the changing cost and staffing figures provided by
Pacific Northwest officials confirms our belief that Federal and
contractor officials need to enhance their efforts to manage the
costs of the Inspection Program.

Page 7 Inspector Comments



Appendix A “OFFCTAL USE-ONCY

SCOPE AND As part of our revicw, we interviewed Federal and contractor

METHODOLOGY DOE and NNSA officials at headquarters and the following field
locations; Pacific Northwest Nalional Laboratory, Richland
Operations Office, Lawrence Liverimore National Laboratoty,
Livermore Site Office, and Sandia National Laboratory in
California. We also reviewed documents relevant to the
counterintelligence inspections program and DOE procurement

policy.
This inspection was conducted in accordance with the “Quality

Standards for Inspections” issued by the President’s Couneil on
Integrity and Efficiency,

Page 8 Scope and Methodology
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Depariment of Energy
Washington, DC 205685

Ockober 1, 2004

BECRETAR
regory H. Friedman
Inspector General

FROM:

SUBJECT: INFORMATION: Special Repott on the "Department's
Pracess for Responding to a Congressional Informaiion
Request” OAS-SR-05-01

INTRODUCTION

On January 15, 2004, members of the U. S. Iouse of Representatives, Commitiee on
Government Relorm, acting under the "Seven Member Rule” (5 U.5,C. 2954), requested
that the Department of Energy provide copies of all communications relating to H.R, 6,
the Energy Policy Act of 2003, covering the period November 21, 2003, to January 15,
2004, The members requested all written, electronic, or oral communications between
the Department or other executive branch officials and indusiry lobbyists, represcntatives
of trade associations or intercst groups, or other persons outside of the executive branch
relating to H.R. 6. This request was preceded by a similar request, dated December 22,
2003, from Representatives Henry A, Waxman and John D. Dingcll that raiscd concerns
about the Department’s compliance with prohibitions against lobbying contained in 18
U.S.C. 1913, to which the Department responded on January 0, 2004, According to
Commitiee members, the Department's initial response did not provide the information
requested and they were prompted to make the second request under the "Seven Member
Rule." On Febtuary 4, 2004, the Department responded to the Committee member’s
sceond request for information. '

Subsequently, the Ranking Minority Mcmber and 13 other members of the Commiltee
asked the Office of [nspector General to review the veracity and completeness of the
response that the Department sent to members of the Commiitee, Commiticc mcmbers
also rcquested that the Office of Inspector General examine how the Department’s
response was researched and reviewed. The Olfice of Inspector General conducted a
fact-linding review, the objective of which was to determine the Departinent's process for
developing its February 4, 2004, response to the congressional request for information.

OBSERVATIONS

Responsible officials indicated that the Department followed its normal process when
preparing the February 4, 2004, response to the members of the Comumnittce. Officials in
the Office of General Counsel (OGC) and the Executive Secretariat {ES) indicated that
they took the request seriously and that they expended a good deal of effort to colicct
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information and respond in a timely manner. However, the Department does not have a
requirement to maintain documentation of research efforts completed in response to
congressional data requests, Thus, by necessity, our review was bascd largely on the
recollcctions of officials involved with the response. Those officials explained that, due
to the passage of time, they had only limited recellection of the actual procedures
performed. They told us that, to the best of their knowledge, they followed their standard
practice when responding to this congressional inquiry. As explained, the process in this
case: (i) was limited to searches of certain written and electronic communications for
high-level Department officials; (i) did nof include inquiries of lower-tevel officials
outside the offices determined fo be the most likely to have information responsive (o the
request, or other executive branch officials; and, (iit) would not have included direct
inquiries of all high-level Department officials to determine whether any contacts were
made that were not documented in hard copy or electronic files,

Research and Review Process

Officials told us that normally ES serves as the focal point for directing information
requests to the appropriate offices for response. In this case, ES dirccted the request to
OGC because il was closely related to the December 22, 2003, congressional request
regarding the Department’s compliance with the prohibitions against lobbying.
According to OGC officials, they received information submitted by various offices and
preparcd the response thal was sent (o Commitiee members on February 4, 2004.

ES and OGC told us that, while they could not recall who made the determination, a
decision was made that the Offices of the Secretary; Deputy Secretary; Under Secrelary
for Energy, Science, and Environment; Assistant Secretary for Congressional and
Intergovernmental Affairs; Scheduling and Advance; and ES were most likely to have
information responsive 1o the request. The Department's response to the Committee
members identified the offices that were searched for responsive documents. ES and
OGC officials indicated that the Committee members' request letter was provided to these
offices with ¢ither an oral or ¢-mail request, Officials stated that responding offices
would typically search their phone logs, e-mails, cotiespondence and subject {iles, and
daily calendars. ES and OGC officials also indicated that it was not their general process
to provide specific guidance on how to conduct seaiches. However, OGC officials stated
that they discussed with the Office of Congressional and Intcrgovernmental Affairs what
types of vecords should be searched to respond to this specific congressional request,

Scope of Research and Review Proccss

According to ES and OGC officials, they routincly make judgments regarding the scope-
of their research and review process because of the volume of requests the Department
receives and the level of cffort required to respond to them. They added that searches for
information must be made in a manner that provides timely responses, For these 1easons,
officials acknowledged that they decided to limit their review to the Department elements
most likely to have information responsive to the request. In particular, officials who
prepared the response advised us that:



Program offices, such as the Offices of Fossil Energy and Nuclcat Encrgy, were
not included in the information search because the request was directed to offices
most likely to have contacts on legislative matters.

Other executive branch officials outside the Department were not asked about
their contacts with industry officials because, according ta Department officials,
such a search would be outside the Department's capabilities and would be
logistically unreasonable. They noted, however, that if other executive branch
officials had any communications with outside entities regarding ILR. 6 and had
"carbon copied" the Secretary, a record of that conununication would likely have
been idenlificd in the Department's search of its correspondence files.

The Department’s website was not researched because it was publicly available
and information about any relevant contacts would alrcady be available to the
congressional requesters, Officials asserted that searches of the calendars for the
Secretary, Deputy Secretary and Under Sccretary should have identified all
speeches related to ILR. 6. However, ES and OGC indicated that the subject of a
meeting or spcech is not always listed on the calendar and that this lack of
specificity might account for missing the two secretarial speeches previously
identified by Committee members as responsive to questions raised about H.R. 6.

While those preparing the February 4, 2004, response directly questioned the
Deputy Secretary about industry contacts related to H.R. 6, the Secretary and the
Under Secretary were not specifically consulted about such contacts. Rather, the
Department’s response (o the commitlee members was based on a review of
hardcopy and electronic files. Finally, officials told us, and available
documentation indicated, that none of the offices other than the Assistant
Secrctary for Congressional and Intergovernmental Affairs reviewed or concuned
in the final response to the Committee members' request.

Contacts with, or initiated by, congressional officials were omitted because OGC
decided that the thrust of the request was that the Department possibly had not
complicd with prohibitions against lobbying and contacts with Congress as set
forth in {8 U.S.C. 1913. Additionally, OGC asscried that members of Congress
would not always want their contacts with the Departiment made public. Further,
the Department discusscd its decision to exclude communications between
members of Congress and the Department of Energy rclated to H.R. 6 in its
February 4, 2004, response to the Committee members,



Documnentation of Research and Review Process

According to ES and OGC officials, the Department's process does not require that
detailed records be maintained supporting the sources that were searched and the specific
methodologics used. As a consequence, Department officials involved in the subject
search told us that they found it necessary to rely primarily on their recollection regarding
the processing of the response to the Committee members. They acknowledged, as well,
that their recollections, after the passage of about cight months, may be incomplete.
Further, as previously noted, little documentation was available to support the oral
descriptions of the process cmployed in this case. For example, we did not find evidence
of complete responses provided to OGC, which would have cxplained which files were
scarched and which could have confirmed whether or not relevant contacts had been
identified. Documentation to suppoit reported ¢-mail searches in the Offices of the
Deputy Secretary and Under Secretary were not available, and officials we contacted in
these offices could not recall scarching for any communications related to the request of
the Commitiee members. However, OGC officials advised us that a scnior official in the
Office of the Deputy Secrelary had searched that office for relevant communications in
response to the Commiitee members’ request. Additionally, officials could not provide
documentation supporting the reported detailed review of the Secrctary's calendar since
November 21, 2003, While an Office of Scheduling and Advance official recalled
searching lhe Secretary's calendar for information on energy-related contacts, the official
could not recall if anything was found.

In summary, as described by OGC and ES, the Department followed its normal process in
responding to the Commitiee members’ information request. However, we were unable
to independently confirm the described pracess because of the lack of detailed records
and the incomplete recollection of these officials causcd by the passage of lime.

We discussed the facts containcd above with Department officials who prepared the
congressional response and included relevant comments, where appropriate. Qur review
methodology is described in an attachment to this repoit,

We appreciate the cooperation of the Department's staff during this review, If you have
any questions regarding the matiers discussed in this report, please do not hesitate to
contact me.

cc: Deputy Secretary
Under Secretary for Energy, Science and Environment
Assistant Secretary for Congressional and Intergovernmental Affairs
General Counsel
Directar, Office of the Exccutive Secrelariat

Attachment



Attachment

SCOPE AND METHODOLOGY

“To accomplish our objective we:

Reviewed the congressional request dated December 22, 2003, from
Congressmen Henty Waxman and John Dingell; and the January 15, 2004,
request from members of the Committee on Government Reform;

Revicwed the Department's responses dated January 6 and February 4,
2004, respectively, from the General Counsel and the January 5, 2004,
response from the Acling General Counsel;

Interviewed officials from the Offices of General Counsel and Executive
Secretariat involved in coordinating the response to éach request;

Interviewed officials from the Offices of the Deputy Secretary; Under Secretary
for Energy, Science and Environment; Congressional and Intcrgovernmental
Affairs; and Scheduling and Advance to determine the processes they used to
respond to the request; and,

Reviewed documents of communications regarding energy related contacts
provided by various offices.

This was a special review of the Depariment's process {or responding to a particular
inquiry from congressional sources and did not inclnde tests of internal controls and
compliance with laws and regulations applicable to audits.
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Overview

INTRODUCTION On February 10, 1999, the Office of Inspector General, U.S,

AND OBJECTIVE Department of Energy (DOE), initiated an inspection of
allegations regarding inappropriate travel by certain employees
of the Lawrence Livermore National Laboratory (Livermore).
Specifically, information provided to the Office of Inspecttons
alleged that Livermore has inappropriately funded vacations and
personal business in conjunction with official travel for 10
employees (five couples) who were identified as domestic
partners.

The objective of this inspection was to determine if the five
couples employed by Livermore traveled together to the same
business locations on the same dates without an appropriate
business purpose. Our inspection was conducted from March
through August 1999, and included a review of 136 travel
expense reports for the 10 Livermore employees, as well as
interviews with several of the Livermore travelers and their
supervisors concerning the purpose of specific trips and the
expenses authorized. We also interviewed Livermore
management officials regarding the practices generally used by
the Lawrence Livermore National Laboratory in managing,
administering, and funding the Livermore travel program.

This inspection report has been prepared in part to accomplish
the purposes of the Government Performance and Results Act of
1993 by documenting methods of decreasing waste and
improving efficiency in Federally-funded programs. This
inspection was conducted in accordance with “Quality Standards
for Inspections” issued by the President’s Council on Integrity
and Efficiency.

Page 1 Inspection of Lawrence Livermore National
Laboratary Domestic Partner Travel



OBSERVATIONS AND Our inspection did not find widespread evidence that the five

CONCLUSIONS couples named in the allegations traveled together without an
appropriate business purpose, or that vacations and other
personal business were inappropriately funded in conjunction
with official travel. The five couples included in this inspection
traveled together 48 times (for a total of 96 trips) from Fiscal
Year 1994 through Fiscal Year 1998. For 93 of the 96 trips
reviewed, we found no direct evidence that the business
purposes of the trips were inappropriate, or that Livermore
inappropriately funded vacations and personal business in
conjunction with the official business of these trips.

However, for three of the 96 trips, we did find that the use of
Department funds to finance all or part of these three trips was
inappropriate, and that recovery of funds is warranted, In the
case of two of these trips, a couple employed by Livermore
traveled together by car to Colorado to discuss fossils and the
human exploration of the planet Mars as part of two independent
research projects, and charged their time and travel costs to the
Department. In the case of the third trip, a Livermore employee
filed a false Traveler’s Expense Report and a false Foreign Trip
Report which stated that he was on official business in Berlin,
Germany, when he was actually on vacation in Southern
Germany, Austria, and Italy for a portion of the period claimed.

Page 2 Inspection of Lawrence Livermore National
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travel-related expenses, and were paid $8,811 in wages while on
this trip. The total cost incurred by Livermore was $10,942.

The DOE QOakland Contracting Officer for Livermore said that
vas unaware of any DOE programmatic guidance,
ratory Directed Research and Development Program,
Work-For-Others Program, or any other atllowable reason for
spending DOE funds for fossil or Mars settlement issues,
said these activities appeared to be independent research work
on the part of the travelers. Similarly, a Livermore Deputy
Associate Director said that the use of lasers for fossil
excavation or gamma [abeling technology was not specifically
approved at the time of travel by anyone from the Department of
Energy.

Section (e), “Examples of itetng of unallowable costs.” Clause
3.2, “ALLOWABLE COSTS,” of the DOE Management and

Operating Contract {(M&QO Contract) with the Regents of the
University of California for the Management of the Lawrence
Livermore National Laboratory (Contract No. W-7405-ENG-48,
effective October 1, 1997) states that the costs of independent
rescarch and development, excluding Laboratory Directed
Research and Development, are unallowable uniess specifically
provided for elsewhere in the contract. Qur inspection was not
able to identify any DOE programmatic guidance, Laboratory
Directed Research and Development, or Work-For-Others
Program related to this trip. As such, the amount of $10,942
represents an unallowable cost under the M&O Contract and
should be recovered.

FaIStﬂ cation of a Travel A Livermore employee made a claim of official business ona

....... | o Y Leamiih mi vt i amk B st AP A bere thad ae antinallss

' This figure was revised from $7,855 in the draft report to $10,942 in the
final report to reflect Livermore's recalculation of the labor cast using the
standard salary, paytoll burden, Organizational Personnel Charge, and the
Organizational Fagility Charge,
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For the Manager, Oakland Operations Office:

Recommendation 3: Consistent with the
findings of this report, recommend that
Livermnra tala annranriate personnel action
gain: n accordance with
Section E i1.3.2., “uiner Corrective Action,” of
the Lawrence Livermore National Laboratory
Personnel Polices and Procedures Manual for
falsifying two travel related documents and for
providing false and misleading statements to the
Office of Inspector General.
Recommendation 4; Dir¢ - 7 7 oo s mmm e
a review of other trips tal
over the past five years
any other instances wher
inappropriately reimhursi
expenses as a result of falsified travel documents,
and, if so, take appropriate action to recover these
amounts.
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MANAGEMENT Recommendation 1; The DOE Oakland Operations Office

COMMENTS {Oakland) “concurred in principle” with the finding and
recommendatinn Livermore’s DOE Oakland Contracting
THie e as decided to issue a “Notice of Intent to
Disallow” %1vu,v42 for inappropriate travel.

Recommendation 2: Oakland “concurred in principle” with the
finding and recommendation, stating that Oakland will take
appropriate action, Oakland also stated that a referral has been
made to the Livermore Office of Investigative Services, who
will conduct an investigation regarding the falsification of a
travel expense report and that this investigation will be
completed by December 31, 1999. Oakland will review the
results of the Livermore investigation and make allowability
determinations by March 30, 2000.

Recommendation 3: Oakland “concurred in principle” with the
finding and recommendation, stating that Oakland agrees with
Livermore’s proposed action of referring the Office of Inspector
General’s finding to the Livermore Office of Investigative
Services, for Livermore’s own investigation of the matter.
Qakland stated that Livermore will complete their review by
December 31, 1999, and that Oakland will validate Livermore’s
findings and respond to the Office of Inspector General by
March 30, 2000.

Recommendation 4; Oakland concurred with Livermore’s
proposed action to have the Livermore Office of Investigative
Services conduct a review of travel by the subject employee for
the past five years. Oakland stated that Livermore will complete
their review by December 31, 1999, and that Oakland will
validate Livermore’s findings and respond to the Office of
Inspector General by March 30, 2000.

INSPECTOR COMMENT  We consider management’s comments to the recommendations
to be responsive.

Page 8 Management and inspector Comments
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Qbservaﬁons and Conclusions

~We were unable to conclusively determine who released the Internal Report outside DOE. .
Thirty original copies of the Internal Report were printed by Sandia on January 21, 1999. These
original copies were distributed at DOE Headquarters, the Albuquerque Operations Office, and
Sandia. We determined that at least 31 additional copies of the Internal Report were reproduced.
We also determined that in excess of 125 DOE and DOE contractor employees had access to the
Internal Report, but this number could be substantially higher because of the large number of
copies available throughout the Department. We interviewed over 60 DOE and DOE contractor
employees, including the principals and key senior staff of the DOE offices that received an
original copy of the Internal Report. Everyone interviewed denied releasing the Internal Report
outside the Department of Energy.

The results of our inspection, based on extensive interviews, document searches, and reviews of
telephone records, do not provide conclusive evidence as to the individual, or individuals, who
inappropriately released the Internal Report. There were indications, however, that the Internal
Report was released by someone within, or closely connected to, the Office of Nonproliferation
and National Security (NN). Specifically, the USA Today article included information from two
issue papers that were prepared by the Ofﬁce of Safeguards and Security (NN-51), and we found

no ev1dence that th--- ¢~ f==r= —====s wreeme oooo- Li-srihuted outside NN prior to publication of
the ~" ' . Furthe )ffice of Public Affairs said the reporter
tol¢ 8t he BAC vopive wr som i senannir susevinng w1€€1S fOr anNual reports to the President on

the ovu.us Of safeguards and security at domestic nuclear weapons facilities for 1994 through
1997. DOE officials believed the documents in question were internal tracking sheets used by
the Office of Security Affairs (NN-50), the Office of the Assistant Secretary for Nonproliferation
and National Security (NN-1), and the Office of the Executive Secretariat. We determined that
the NN-50 and NN-1 tracking sheets would not normally leave NN; and the Executive
Secretariat tracking sheet would normally only pass between NN and the Office of the Executive
Secretariat.

Using information available through DOE's OfFice of Chief Information Officer, we examined
all outgoing and selected mcommg telephone records for the periods associated with the release

oftheInte "~ - -telephone calls were made from telephones
assigned | ffice of Safeguards and Security (NN-51), to the
reporter’s 1ary 1998 until publicatic~ -“““e article. These
phone cal d us in two interviews th ad no recollectic

of ever hivuug spunvi w un supuna praa W pablication of the article. . ... .Jlephone calls
were placed to the reporter’s direct office phone number on January 22 1998 and |
January 23, 1998, OnJanuary 23, 1998,theDep = = ' a memorandum to DOE
Heads of Departmental Elements announcing tha ould be heading a team t
review and evaluate DOE security. Two additioha: wivpinmn vana were placed to the reporter
and 13 days, respectively, before the article was printed in March 1999. A complete discussion
of all Departmental telephone calls to the reporter just prior to the publication of the article are
presented in the “Details of Finding™ section of this report.



Finally, in a memorandum dated March 18, 199 Mffice of
Security Affairs, stated that ad received infounauon wan wwivarcu wa wie unaothonzed
‘release of the Internal Reportmay have come from within the Office of Security Affairs or the .
Office of Safeguards and Security.

DETAILS OF FINDING

Printing and Distribution of the Internal Report

On January 21, 1999, 30 original copies of the Internal Report were printed by Sandia in
Albuquerque, New Mexico. Twelve of the original copies were hand delivered to DOE
Headquarters and provided to certain attendees at a January 25, 1999, DOE Security Council
(Council) meeting. Eleven copies were hand delivered to Sandia’s office in' Washington, D.C.,
and seven copies remained at Sandia in Albuquerque, New-Mexico, and were distributed to
individuals at Sandia who participated in the review and to the Manager of the Albuquerque
Operations Office. '

The Council is chaired by the Under Secretary of Energy. At the January 25, 1999, meeting of
the Council, the Internal Report was provided to officials from the Offices of Nonproliferation
and National Security; Defense Programs; Environmental Management; Field Management; and
Environment, Safety and Health. The Under Secretary advised the recipients that the document
was very sensitive and must be tightly controlled. Recipients of the Intemal Report were to
prepare comments on the report and provide their comments to the Under Secretary.

Prior to the Council meeting, the Manager, Albuquerque Operations Office, was provided a copy
of the Intemal Report. The Director, Office of Counterintelligence, was also provided a copy of
the Internal Report subsequent to the Council meeting. Certain members of the review team that
prepared the Internal Report and the Senior Advisors to the review team were also provided
copies.

We determined that the Internal Report was widely distributed within DOE. In excess of 125
DOE and DOE contractor personnel had access to either original or reproduced copies of the
Internal Report. In addition to the 30 original copies of the Internal Report, we are aware of 31
reproduced copies that were made. The Office of Nonproliferation and National Security
reproduced at least 25 copies; and the Office of Environmental Management and the
Albuquerque Operations Office reproduced three copies each. Twenty-one of the 25 copies
reproduced within the Office of Nonproliferation and National Security have been destroyed by
the Office of Safeguards and Security.

D ion in the P si T
Just prior to publication of the ~ * " rcalle fic
. OfPUinCAﬁ‘airs According he l'epl.n LG DAIW Iy WA WU RILE, VI GI1L @ uv']e

and had in his possession & €0y . v <urevs e . LepoOT, intemnal DOE memoranda, and DOE
internal tracking reports which showed that DOE was late in providing annual reports to the
President on the status of safeguards and security at domestic nuclear weapons facilities for 1994






_______ which t this is the only issue |
_that ¢i »f ™7 "nvestigations cit
_accunt ki salized that the ¢

FBI il'lvuausauuua Wad 14 VUL LIGYSE LIVLLLIGU GUYJIG UL . waiov EPANCY. In fact
determined that only eight incidents were actually referred to the FBIL.

Distribution of Internal ing Sh

As noted previously, just prior to the publication of the article, the reporter calle

.and told.. |among other things, that he had copies of DOE internal tracking Shewes cvs wassmons
reports ¢ President on the status of safeguards and security at domestic nuclear weapons
facilities for 1994 through 1997, Officials we interviewed said they believed that the documents
the reporter had were internal tracking sheets used by NN-1, NN-50, and the Office of Executive
Secretariat. We determined that the NN-1 and NN-50 tracking sheets would not normally leave
NN; and the Office of Executive Secretariat tracking sheet would normally only pass between
NN and the Office of the Executive Secretariat.

f Secunty Affairs Memor m_on Release of Security Information

formed us-th: iitially believed that the unauthonzed release of the Internal

| from within __._ _ffice of Security Affairs. “" °° ° * the Office of
Safeguards and Security. The day after the article appeare: isued-a-memorand
to all Federal and contractor employees in these two office: Bd “received....
information that indicates that a person or persons working ... vuv w.avny ve Security Affairs or

the Office of Safeguards and Secun'ty may have released, or caused to be released, internal drafis
and other mformatwn concernmg the Department’s security operations to persons outside the
et~ know of this information.” However, in an interview v *~
t¢ vas no longer sure that the information was leaked fron
:d... .hat the reporter’s possession of the issue papers and tht
et i o2 nennng wrevwne == »-€MM 10 POINt to NN.

and Department of Energy regulation and directives, to protect classified, controlled, proprietary
and sensitive information entrusted to me.”



ntervi E Tactor

- TheOffice of Inspector General interviewed more than 60 of the DOE and DOE contractor
employees who had received either an original or reproduced copy of the Internal Report or who
had access to a copy of the Internal Report. This included principals or key senior staff of the
organizations that received an original copy of the Internal Repon, including the Office of
Nonproliferation and National Security; the Office of Defense Programs; the Office of
Environmental Management; the Office of Environment, Safety and Health; the Office of Field
Management; the Office of Counterintelligence; the Albuquerque Operations Office; and Sandia.
Everyone interviewed denied releasing the Internal Report to any individual(s) or entity(ies)
outside the Department of Energy or its contractors. In addition, everyone interviewed who
acknowledged having access to the two issue papers denied releasing the issue papers to any
individuai(s) or entity(ies) outside the Department of Energy or its contractors. We found no
evidence during the course of these interviews that anyone outside the Office of Nonproliferation
and National Security had ever seen these issue papers prior to publication of the article.

Revi f Telephone R

DOE, through the Office of the Chief Information Officer, had access to the telephone numbers
for incoming and outgoing calls on assigned cellular phones and for outgoing calls from assigned
desk phones. Records of all telephone calls made from Germantown and Forrestal Government
desk phones, from June 1998 to April 1999, were reviewed to determine whether any calls were
made 1o the reporter’s direct phone number at [/SA Today. We also examined records of all
Government issued cellular calls made by certain DOE employees who had access to the Internal
Report and issue papers during the same time period.

A review of the June 1998 to April 1999 phone records showed that 10 calls were placed to the
reporter’s direct phone number at USA Today prior to March 17, 1999. Seven calls were from
DOE’s Office of Public Affairs, or~ --"" - “~= *-¢ Office of the Under Sarratary and tun
calls were from phones assigned tc One call was made fron
desk phone on March 4, 1999, a1 €.. > p.ss. s nv vau lasted about 3.5 minute
mandasnibn —amnrier on March 5, 1999, at 10:22 a.m. from the celtular phone assigned to

The call originated from Reston, Virginia, and lasted approximately two

calls were placed to the reporter 12 and 13 days, respectively, before the US4
Today article was published. |
Based on the res*- -~ -~~~ ~“these phone records, we also obtained the desk and cellular
_phonerecord "~ or January 1998 to May 1998. A revigr: ~€+hara ranacda
showed that two ..., «. _ ree.ee..c ately one minute each, were made fron
ceflular phone to the reporter’s direct phone number at USA Today on Jam.u. 'y w1000y an
January 23, 1998. On January 23, 1998, the Deputy Y S A
DOE Heads of Departmental Elements announcing tha

review and evaluate DOE security.
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Cyber sceurity has been an area of particular intercst at Los Alamos due, in part, to well-
publicized prior security incidents. In 1999, the then Secretary ol Energy accepted a new
plan for cyber security at Los Alamos — commonly referred to as the Nine-Point Plan ~ as
a result of a high profile compromise of classified data. This plan specifically directed
that safeguards be implemented to prevent the migration of classified information to
unclassificd systems. In a subsequent Secretarial initiative, called the Six Furthér
Enhancements to DOE Cyber Security, both contractor and Federal officials were
directed to take action to reduce the cyber security threat posed by insidets. In 2004, to
address additional weaknesses in this arean, the Director of the Laboratory ordered a
fengthy, sccurity stand-down to address and resolve such concems. That shutdown,
according to the U.S. Government Accountability Office, delayed important national
security work at a significant monetary cost to the taxpayers. Bascd on the problems we
observed, clearly these efforts were not entirely successful and additional improvements
are needed. . !

i

The physical and intellectual data that resides at the Los Alanos National Laboratory
reflects its preeminent national security mission, Yet, our review of matters-related to the
most recent incident identified a eyber security envirpnment that was inadequate given
the sensitivity of opcrations at the Laboratory. This was especially troubling since the
Department and the National Nuclear Security Administration have expended tens of

. millions of dollars upgrading various components of the Laboratory’s security apparatus,
including vast expenditutes on cyber security. In fact, the eyber security events described
previously were among the factors that caused the Department to recompete the contract
to operate Los Alamos, While significant procedural weaknesses were evident, human
failure, whether willful or not, was the key component in this matter. In our report, we
identified a numher of specific actions associated with the latest series of events that were
in contravention of recognized sccurity policies and procedures.

Our detailed report also includes specific recommendations to strengthen security policy
aud procedures at both the Department and the Laboratary. On Junc 1, 2006, Los
Alamos National Security LI.C assumcd respansibility as the operator of the Los Alamos
National Laboratory. Many of these recommendations require specific contractor actions
to address the weaknesses noted in our special inquiry. In this context, the Department
needs to hold the new contractor accountable for the reforms necded to ensure i secure
cyber security envitonment at Los Alamos. Further, we concluded that the lessons
learned from this incident should be applied throughout the Depattment of Energy

complex,
Attachment
cc:  Deputy Secretary

Administrator, National Nuclear Security Administration
Chief of Staff
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eveuts are the subject of an on-going investigation by the Federal Burcau of fuvestigation, the
results of which may ultimately provide additional information that should be considered in
determining corrective actions. Not withstanding the investigative effort, our review found that a
namber of safeguards designed to protect classificd information at LANL were not working as
mtended.

Clessiflicd Network and Computer Security Controls

The Los Alamos National Laboratory had devcloped policies designed to proteet classified
information, However, in many instanccs these policies and procedures were ineffective. For
cxample:

e Poris that could have been used to inappropriately migrate infonmation from classified
computers to unclassified devices and computers had not been disabled, T.ANL

B ~“knowledged that this vulnerability was not limited to the area in which

as working but also existed in a number of other classificd computing

LHGI LGN,

. as provided with direct physical access to classified computers and
s granted computer privileges that were not requircd for the performance
dﬁ
« Program and security officials permitted the introduction of compufers and peripherals
(scanners and a printer) inlo a classified compufing environment even though they were
not approved. Such devices could have been used (o compromise network securily,

‘These cyber sccurity weaknesscs resulted from control and management failures at multiple
levels. In particular, wc noted that policies designed to protect classified information were non-
cxistent, not enforced or were madequate. For cxample, the Los Alamos National Laboratory
failed to:

« Enforce, in all cases, controls designed to prevent the nigration ol classified data (o
unclassified systems;

s Devclop policies requiring system administrators to takc advantage of rcadily availabic
nteans 1o physically secure clagsified computcrs; and,

» Ensurc that incorapatible functions werc segregated and that related compensating
controls were in place and operating as intended.

We also found other weaknesses that limited the eflectiveness of the Laboratory’s clussified
information systci: protection propram and tay have contributed fo the diversion of the
classified information in this case. For example, Federal review of the Laboratory’s classificd

2



information systems was not as aggressive as it should have been. Also, we found that some of
the Laboratory’s policies for procuring classified information support services and for
developing and administering system security plans were conflicting and inconsistent, Further,
Federal policy design and implementation 1ssues regarding mixed media viinerabilities
(mingling classified and unclassified computers and/or storage devices) were not adequately
addressed and could have implications for the entire Department of Energy complex,

Qonuritu Manvonns Deanasn

On-Going and Needed Corrective Actiotis

Alter discovery of the incident, management officials al various levels of the Department and at
1.ANL launchcd an effort to identify and correct conirol deficiencies that caused or contributed
to the unauthorized removal of classified information. The Dcputy Secretary issued a
memorandum dirceting that each laboratory and Federal facility operating a classified computer
system conduct an imimediate and thorough examination of the adequacy of ils practices and
procedures to ensurc that classified information is properly protected, LANL officials also
reported that they had taken actions designed to increase the security over classificd information,
including securing open ports. Based on our preliminary review, we belicve these steps could, if
properly implemented, help resolve many of the problems we found, However, additional action
is niecessary. Consequently, we made a number of specific recomimendations designed to: (i)
increase the protection of classified information at LANI. and other Departmental facilities; and,
(i) improve the integrity of the securitly clcarance investigation and evalualion pracess,












2006, found that hardware inventaries included in security plans werc imadequate [or various
programs and sitcs. As noted in guidance published by the National Instilutc of Standards and
Technology (NIST), accurate inventorics are a key initial step in determining what system
elcments arc exposed ta secunity risks.

Structural Control and Implementation Weaknesses

Thesc cyber security weaknesses resulted from control and management failures at multiple
levels. In paiticular, we noted that policies designed to protect classified information were not
enforced or were inadcquate, For example, the Los Alamos National Laboratory had not:

e Taken adequate action, in all cascs, to enforce controls designed to prevent the migration
of classificd data to unclassified systems;

¢ Devcioped policy rcquiring system administrators to take advantage of readily available
means to physically securc classified computers; and,

¢ Ensurcd that incompatible functions were segregaled and related compensating controls
were in place and operational.

Mipration Vulnerabilities

Although LANL had developed policies designed to prevent the unauthorized transfer of

W€ NEIWOTK CRgINCermg OIncials ana others wiinihn inc LA INL CHIEL INIoOTMAanon UIICEr s
organization expressed concerns with open ports and problems with managing tamper-indicating
devices, a Laboratory-wide solution was ncver developed or deployed. As cvidenced by a series
of e-mail exchanges between members of a “diskless computer discussion group” during the
March-April 2006 timetrame (with copies provided to the NNSA’s Los Alamos Site Office),
group members responsible for configuring computers were concemed that a conimon technical
solution ta “address the control of USB/Firewire ports™ in mixed media environments had not
been devcioped. In discussing the security challenges associated with modern, multi-port
compuiers, one member of the group recognized that it “would be a simple matter to plug somc
recording device into one of these open ports and swrite to it.”

LANL managcment officials acknowledged, during securily briefings related to the discovery of
the divcrsion of classified information, that the aclions to disable USB portts in mixed media
environments had pot been conpletely effective in the past. They noted that after the recent
diversion of classified information they had identified a number of environments where ports
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reimaincd accessible. As part of its remediation cffort initiated after the curvent problem was
discovered, Laboratory management rcported that if had required each user lo re-review
classified irformation security requirements, had sccured virtually all vulnerable USB ports, and
had directed that all (lash drives be collected and controlied, We were unable (o verify in the
available timeframe that the actions described by management had actually been complefed.

Security of Rack-Mounted Camputers

LANTL also failed to take advantage of readily available sccurity measures thai, in this case,
would most likely have prevented the unauthorized removal of the elcetronic classified material
found on the seized flash drive, A senior laboratory management official told us that as part of
its inifiative to secure CREM following a major security event in 2002, they had acquired
locking vacks that were to be used to secure most rack-mounted classified compuler systems,
Although uncertain of the timing, that official explained that at some point the decision was
midc that these rack mounted systems did not contain CREM and that there was no niced to
secure them if thoy were located in vaults or VTRs. Both computer security and management
officials that we consulted at the Laboratory informed us that securing these racks would have
dcnied access o the cnabled 1JSB ports in the VTR in question and that such action could have
prevented the download of the diverted classified information (See Appendix 2). Afier
discussing this issue with Laboratory management officials, thesc officials indicatcd that they
have now dirccted that all classificd conmputer racks be locked regardless of their location,

Segrepation of Incompatible Functions

The assignment of incompatible functions by LANL to a single individual might have
contributed to the unauthorized removal of classificd information in this case, As specificd by
NNSA poiicy, “...mcasures must be implemented to ensure the manageme
separation of security eritical functions.” Tn this casc, however, LANL did
fm such separ auon and provided a smgle individual with unfettered author

" ""ed systems. For cxample, the originz

hysical acce  * “assified compuiter
nd several o -workers, The su
provided wi... .... .ame authority and

erc not owned by the government and/or had not been
evaluated for securtty u:npucts from bemg mtloduccd into the classified computing environmeny

Esscatially, ~ . "0 supervise and approve their own

. actions. Th ctions 1 T Taportant in this
CASC DECANS. wivue wevivans siiy sins o sevowsanssaos wae 1e DIKETS | resence in anc
around the classificd computer racks — a situation that could hi ycomplete the
alleged insertion and removal of the flash drive from the classi . out detection.

Because of the extent to wluch lSSO‘; are assigned as system admlmstrators n other
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safcguards be developed and implemented to prevent the migration of classified data to
unclassified systenmis and decrease (he potential for insiders {o exploit security vulerabilities,
This direction specifically rcquired that organizations “estahlish requiremcnts that place stringent
controls on computers and work stations, including controls on .., ports that could be used to
download files.” While ordered and impiemented for the three laboratories under the cognizance
of the then Atbuquerquc Operations Office, the requirement was ncver included in the
Department’s or the NNSA’s cyber security policy, Despite efforts by the Department’s Chief
Information Officer and various working groups chartered by that organization, this and other
policies relaled to national security systenis, including many of those required by the Federal
Information Systems Security Management Acl (FISMA), have yei (o be incorporated in
Department policy.

A senior official with the Office of Independent Oversight indicated th, rganization had
reported on the Department’s failure to update its classified computer soe.w.., policy. Asnolec.
in its Report on the Status of the Department of Energy’s Information Security Progrant for
National Security Systems (September 2006), issued to satisfy FISMA evaluation requiremens,
the Office of Independent Oversight reported that policies for protecting national securily
systems had not been updated since 1999 and were seriously out of date. The inspcetors

LYDEN OCVUTNNY MUURNI HUPITINEWIA UV 13YUCY

[.ahoratory officials, including the Dircctor and his senior staft, informed us that they were
comunitted to providing a multilayered defense against both internal and cxternal parties that may
wish to damage computer systems or compromise information. While these officials indicated
that they have recently strengthened their resolve to achicve this goal in response to the recent
diversion of classified information, they idcntified what they believed to be significant structurai
issues that have fiustrated their efforts in this regard. Specifically, during the transition of the
apcrating contract from the University of California in nid-2006, LANS identified cyber
securitv a¢ a nreevicting condition, one that they lacked (hic resources to address in the short run,

The procawung vouation related to cyber security, one of scveral identified during the ¢
transition phase, was based primarily on the fact that the University of California had not

‘the NNSA cyber sceurity implementing guidance. The Laboralory

wdicated that funding was insufficicnt to implement the majority of

; :ments as specified in the NAPS, and provided information that indicated

that only a small fraction of those lcqunements had been implemented to date. In add:ition Lo the
prcexisting condifion identified prior fo contract transition, LANL also told us that planned
funding reductions could further impact their ahility to safcguard classified information. On
September 27, 2006, the Laboratory Director, in a joint letler with the Dircctors of the Lawrence
Tivermore and Sandia National Laborafories, reiterated his concern that a forthcoming 30
percent reduction in ¢yber sceurity funding would ecndanger hoth unclassificd and classified
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information systotns. NNSA’ s that efforts were underway to
identify additional funding fo- | ey oo __._ o2nsc laboratories.

Ongoing Reviews and Corrective Actions

Management officials at various levcls of the Department and at LANL prompily launched an
effort to identify and correct contral deficiencies that caused or contributed to the unauthorized
removal of classificd information. The Dcputy Secretary also issued a memoranduin directing
that each laboratory and Federal facility operating a classified computer system conduct an
inunediate and thorough examination of the adequacy of its practices and procedures o cnsure
that classificd information is properly protected. LANL ofTicials also reporied that they had
taken actions designed to secure open ports and increase security over classified information, To
facilitate (his work and provide technical assistance, the Department’s Chief Information Officer
told us that his office had conunissioned a study to identify and evaluatc the relative strengths
and weaknesses of the various hardwarc and software methods of securing computer ports and is
working to update classified cyber security policy,

National Securify Impacts

The seriousncss of the theft or diversion of classified material conld have a significant impact on

RECOMMENDATIONS

Although a number of cyber security initiatives are underway, we concluded that the Department
nccds to reemphasize its commitment to cyber sceurity, In addition, to address the weaknesscs
described i our report, we reconuncnd that the Under Secretary for Nuclear
Security/Administrator of National Nuclear Security Administration, working with the Chief
Information Officer and the Chief Health, Safety and Security Officer, complete the [oliowing
detailed actions, all of which may have applicability across the complex:

1. Ensure that classified cyber secunty policies and implementing instmicttons are updated
to address noted deficiencies;

2. Disable unnecded active USB and other system pouts that could permit the
unanthorized diversion or theft of classified information;

3. Securc classified computer racks;
13
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—.concerning this-review;-please conta t202-58

‘We ihe ar' o tis

matter, L
- TESPON nvironimental
Manap or relating to the
- Savanr }any matters
affecti of particular

- fees to Westinghouse Savannah River Company; any involvement in the discussions or

decisions regarding the future management and operating contract structure nt the Savannah
River Site; or any involyement in the source selection process unique to the competition for the
contractor at the site. Further, the Assistant General Counsel said that under Department policy
it is likely that any new contracte =~ ' " ' - - " “'ng workforce below the senior

management fevel. She said-tha {d a paosition below that threshold and
could anticipate being relained b, .. ... _______.__ .. .he Savannah River Site, should one be
selected.

In light of the above, we plan no further action on this matter.

This inspection was concducted in accordance with the “Quality Standards for Ingpections”
issued by the President’s Council on ncy. Ify = anyquestions
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substantiate allegations of improper procurement practices or problems with business center site
selection discussed in the complaint. We discussed our findings regarding the overpaymenls
with management officials in EM and the Office of Management, Budget and Evaluation who
agreed to take appropriate administrative action. Specifics regarding our findings are discussed

in the following paragraphs.

While the complaint alleged substantial problems with travel and assignments, our testing
revealed only two instances of small overpayments for per diem. The aliegation named five EM
officials who allegedly abused travel regulations by claiming full travel, lodging and meal per
dicm reimbursements for both their permanent and temporary duty stations,

We found, however, that only two of the five named individuals claimed reimbursements fot per

dier~ »rmmmnon me mmmeeers Inogtions during the same tim~ =~~‘od. Specifically, we found that
whi. ‘as on a defail al one locatior aveled-to-several other locations.
for ofticial business and on three occasions reccived dup ... navmmente Far maale ang incident;
expenses totaling approximai ited that whil as.receivin
-{cmporary quarter allowance: her location for o1nicial purposes and received
additional per dicm for thice. Iso received both per ™ C nent and
temporary quatter allowance :mporat'y quarters. F xcessive

reimbursement costs totaled upproximarery »s44, Management explatucu wia i imay have
occurrcd due to confusion with regulations regarding permanent change of duty station. We
have referred these matters to the Office of Management, Budget and Evaluation, which agreed

lo recover the overpayments or take appropriate action.

In examining allcgations rcgarding inappropriate permanent changes of station, we observed an
admimistrative error that resulted in the Department paying one |nd1v1dual morc than it should

have for a move to a location other than the assigned perm T articular, we
noted th* - ~~t comparison was not performed for movin »a location
-athes.th: ew permanent duty station, The cost comp........ ... ..... ......ed the expenss
to an an lowable for a move to the new duty station. We referred this error to an officiat
in the Office of Management, Budget and Evaluation who determined that the excessive
reimbursement totaled $622. Once this crror was broug’ I's attention it agreed (¢

make the necessary corrections and seek repayment fror

Although the complaint cited serious time and attendance abuses, we were unable to substantiate
the aticgations. The complaint alleged that three EM officials never charged annual leave and
two of these officials claimed travel reimburscments while on vacation. We reviewed time and
attendance records for the three individuals and found that each person used a substantial amount
of leave during the last iwo years. We also found that the travel reimbursements claimed by
these individuals showed that they traveled to specific Department sites or other locations where
Department-related conferences were held. No other facts came to our aitention to indicate that
the three individuals abused time and attendance,




Despite assertions to the contrary, we were also unable to substantiate allegations of procurement
or business center selection improprieties. The complaint alleged thut EM sitcs were forced to
use four named suppori service contractors ind that these contractors were not producing any
tangiblc work products. At two sites wherc these contractors were used, we found that over 90
percent of their contracts were either competitively bid or awarded to Small or Minority
Businesses that the Department classified as "set asides.” Contracting officials told us that all of
the contractors were producing tangible work products and that they were satisficd with their

performance.

It was also alleged that the Departinent chose to develop ils EM Consolidated Business Center in
the State of Ohio for political reasons. However, we lound extensive documentation indicating
that the lecation was chosen for business and financial reasons. As with a number of allegattons
contained in the comnplaint, no other facts came to our attention to indicate that problems in this

aren were significant or material.

No recommendations arc being made in this report and a formal response 1s not required. We
appreciate the cooperation of the Department’s staft during this review. [If you have any
questions regarding the matters discussed in this report, please do not hesitate 1o contact me.

Attachment

ce: Chief of Staff




Attachntent

SCOPLE

The review was performed between November 2004 and March 2005 at Department
Headquarters in Washington, DC, and Germantown, MD. We evaluated (ravel documenis, and
time and attendance documents for individuals specifically named in the complaint for calendar
years 2003 and 2004, We also spoke with contracting officials regarding the services pravided
by the four named contractors during Fiscal Years (FY) 2003 and 2004 at IM sites in Richland,
Washington, and Rocky Flats, Colorado. Additionally, we analyzed documents supporting the
FY 2004 decision to locate the Consolidated Business Center in Cincinnati, Ohijo.

METHODOLOGY

To accomplish our objective we:

= Analyzed travel documents obtained from the Financial Services Branch of the Office of
Management, Budget and Evaluation to determine whether the employees named in the

allegation were abusing travel regulations,

*  Analyzed time and attendance information abtained from the Financial Services Branch
for the employees named in the allegation to determine whether the employees named in

the allcgation were abusing time and attendance,

= Met with EM management officials to discuss inappropriate costs and delermine if such
costs were justified and approved.

« Questioned Technical Representatives and Contracting Officers to determine whether the
four support service contracts were competed and the work being performed by the
contractors was satisfactory.

= Analyzed the documents that supporied the sclection of Cincinnati, Ohio, as the location
for the Consolidated Business Center to determine whether the decision was bascd on

business cost-effectivencss.

This special inquiry included a review of compliance with laws and regulations. However, we
did not include a test of internal controls or i review of the Government Performance and
Resuits Act of 1993, applicable to audits. Additionally, we did not rely on computer-processed
data during this inquiry,




ENYIRONMENTAL MANAGEMENT CONTROLS

1. Trovel and Time & Attendauee Abuses

¢  Many ES and S8ES oftficials abused travel regulations and leave regulations.

2. Misuse of OIG

o BM manipulated the QIG by having anonymous allegations made to the OIG and
then not resolving the tssue properly. The complainant claimed that EM wsed this
method as a pretense for taking disciplinary action against employees it was
targeting. Afler discussions with Division Director, we decided against pursuing
these allegations because it would not be possible to establish management®s role
due (o the anonymous nature of the complaints. The complaint also did not
provide a sufficient basis or facts necessary for tollow-up, Finally, the complaing
was based on the mistaken premise that the OIG forwards all allegations to
managenent for resolution, Actually, the OIG cavelilly reviews each complaing
and makes an independent decision as to whether to investigate the issues or
forward thent to managenient [or resolution.

3. Support Service Contractors

e Support services contractors were being forced on all EM sites and were not
producing any tangible work producis.

4. SES and ES Selections

o SES and ES employees were not properly selected. We did not pursue these
allegations because we believed that it would be difficalt for us to prove that
individuals selected {or positions were not the best qualified,

5. Consolidated Business Center iu Ohio

o The Secretary chose Cincinnati, Ohio for the Consolidated Business Center in an
cffort to pain the State of Ohio’s support for the current administration to continue
for the next four years. Field managers are forced to eliminate positions and
functions from R1L and SRS so the federal employees transferred to the CBC from
clogwe sites in Colorado and Ohio will have work,

1ofl
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INTRODUCTION AND OBJECTIVES

On January 23, 2002, the Office of Inspector General (OIG) initiated an inspection to determine
the facts and circumstances surrounding the approval of golf and pilot training for employees of
thc Rocky Flats Ficld Oifice (Rocky Flats}. The inspection was initiated in response to a request
from the Secretary of Bnergy. Specifically, in a mcmorandum to the Inspector General dated
January 16, 2002, the Secretary stated that a concern was brought to his attention that some
Department of Energy (DOE}) employees at Rocky Flats were authorized to take golf and pilot
training at taxpayer expense. The Scerctary asked that the OIG cxaminc the circumstances
surrounding the approval of this training. The Secretary also asked that the OIG examine what
occurred and make recommendations regarding the training pian at Rocky Flats, the procedures
under which the training was approved, and the manner in which Rocky Flats managcment
responded to the situation. -

The objectives of our inspection, therefore, were (o determine: (1) the circumstances that led up
to this training; (2} what pracedurcs were used to approve the training; and, (3) the manner in
which Rocky Flats management responded when concerns were raised about the authorization of

this training.

OBSERVATIONS AND CONCLUSIONS

Ouy inspection determincd that Rocky Flats approved and funded golf training for one employee
and pilof training for three other employees without a legal basis for the expenditure of Federal
funds associated with this training.

In the process of approving the golf and pilot lessons, Rocky Flats did not have approved
training policies and procedures as required by DOE Order 360.1A, FEDERAL EMPLOYEE
TRAINING, Instead, Rocky Flats developed a Trammg and Educauon Prioritization (TEP) Plan

that included misleading an:” "~ The TEP was
_.approved and accepted.-by -tk ithout any legal
revicw by the Rocky Flats € & basis for
authorizing the golf and pilc th- "~z of
Chief Counsel had concurre . S =) nikd.

not produce a copy of this document. Morcovcr offluals in the Offlcc of Chief Counsel told ut
they had never received a draft of thc TEP for lcgal revicw and had not concurred.

In the process of securing Federat funds to pay for this training, Rocky TFlats provided a
misleading certification statement to the Oak Ridge Financial Service Center indicating that golf
and pilot training complied with applicable laws and regulations. The certification statement was
then retroactively attached to two training authorizations for pilot lessons that had already been
paid prior to the statement being developed.

The Roeky-HFla iled to asswre that all
appropriate Fec layed-a-central role-in
_.the authorizatic sible for the Lraining

program a[ ROCI\J 4 MLALD WAL YT ALD L DLW I.ILIIIILIIE U(\.IJUII, LWwrilbwhd Lll.l'\.lll 17 LLiw uvvciopmcnt Of the



Training and Education Priaritization Plan, an articipated in the devclopi
certification statement sent to the Qak Ridge Fruancial Service Center. Furthe
was the Rocky Flatse ' ¢ wha took the galf training al Governminent expe
authorization sighed b lhordinate.

1e legal problems associated with the gc

take dccisive and timely action. Instcat s

as seeking some rationale to justify the autnorizauon or tus type of teaind

ral reviews by other DOE officials over a 10 ' © 7" her
evaluate the appropriateness of goif and pilot training. Even afte sued ver
direction that the approval of this type of training should cease, v ivuuu v cn s dNTZatiON
for pilot training costing $1,500 was approved and paid.

In ldvessing (he training concerns disclosed that
th ver the conclusions reached regarding the
ap ling. We ld by Rocky Flats officials
th. for givin he wrong answer” (that i

fe pinions on wie authorization of the golf a

pi and implying that they were not team

pl hesc statements.

RESULTS OF INSPECTION

Rocky Flats did not have Approved Training Policics and Procedures

The Rocky Flats Field Office did not have approved training policies and procedures when the
golf and pilot training was authorized between November 2000 and March 2001, We were told
that Rocky Flats had been working on training policies and procedurcs since Octaber 2000, but
that the policies an procedures had been under review and revision without being finalized at the
time the golf and pilot training was approved. (Sec Appendix B for DOE criteria.)

Rocky Flats Relied on a Training and Education Prioritization (TEP) Plan that included
Misleading and Incomplete Criteria for Allowable Training

The Rocky Flats Field Office relicd on a TEP developed by a Training Advisory Committee' in
September 2000, for the funding and scheduling of training and education for Rocky Flats staff.
This plan establishcd general guidelines to implement a prioritization process for the Individual
Development Plan Program at the silc, and a process for funding (raining and education.
However, the TEP included misleading and incomplete criteria for allowable training, which
implied that training that met any of the criteria set forth in the TEP could be approved, (See
Appendix B for TEP criteria and criteria for Career Transition Plans or Workforce Development

Plans.)

! The Training Advisory Commitice was farmed in accardance with Arlicle 24 of the Collective Bargaining
Agreemcent between the Ammerican Federation of Government Employees Loeal [ 103 and Rocky Flals management
and was comprised of six Federal employecs, three union members and three non-union membets.



Rocky Flats Accepted the TEP without any Evidence of a al Review

_..On.Qctolk jproved and aceepted the TEP. In a memorandum to
the Depui sers, other Rocky Flais officials, and union

........... represent: 1 the recommendations of the Training Advisory

.Committ eRo s Office of Chief Counsel had concurred
0N & FOUl g wvuaenuns s e s s Py DL ras unable to provide us with a copy of thi

document. In contrast, officials in the Office or Lnief Counsel told us that they had never
reccived a draft of the TEP for legal review, and that the Office of Chief Counse! had not
conctirred on the TEP. Given the apparent reliance placed on the Chief Counsel’s review and
concurrence of the TEP, the importance of this inconsistency cannot be overstated.

Rocky Flats Approved Golf and Pilot Training

The Danle Tlats Tinld Nifice app Lot train:
ch 2001 tho also
vas authorizea gotr training at & c
g was inappropriately paid for wi
ee other eniployee
vere authorized pil
four Rocky Fiats employees on their Individual
Development Plans bctwccn June and November 2000. The Individual Development Plans were
signed by the employees and their Supervisors of Record.

Golf and Pilot Training Authorized by a Training Specialist

Concerns about the Appropriateness of Training Formally Raised by the Rocky Flats
Funds Certifier on February 9, 2001

In early 2001, responsible Rocky Flats officials recognize
was highly inappropriate. In fact, on February 9, 2001, th
sent an e-mail to the Office of Chief Counsel stating that:

—Agtt have informed the Manager, CFO, my
BEAMN v irery ceeran vere e mmrananegs ~o-.-€ that, in my opinion, these classes (golf
and pilot training) exceeded the authority of the Government Employees
Training Act, and that approving these type of training activities should
ceasc immediately. [belicve that under Federal Appropriations Law and
ethics regulations, this constitutes abuse and mismanagement of Federal
appropriations.












RECOMMENDATIONS

As noted in our report, certain disciplinary actions and efforts to recover funds have already been
initiated, some as recently as January of this ycar, We believe, hawever, that more nccds to be
done. Consequently, we are addressing the following recommendations to the Offices of
Environmental Management; Management, Budget and Evaluation; and, the Office O&VOI'E{C-I‘
and Community Transition,

We recommend that the Assistant Secretary for Environmental Management:

I. Consider the full range of options for disciplinary action with respect to the inappropriate
handling of training authorizations, funding, and the improper and nntimely resoiution of
these issues,

2, Review all training at Rocky Flats to ensure it complies with all applicable laws, regnlations,
and Departmental Orders.

3. Complete the recovery of all costs associated with golf and pilot training at Rocky Flats.

We recommend that the Divector, Office of Management, Budget and Evaluation/Chief
Financial Officer, and the Director for the Office of Worker and Community Transition;

4. Re-evaluate transitional training progrants and procedures Department-wide to ensure that
such programs comply with all applicable laws, regulations, and Department Ovders; and if
necessaty, issue supplemental Department-wide policy on this issue,



APPENDIX A
Scope and Methodology
While reviewing the Secretary of Energy’s concern discussed in this report, we evaluated:
¢ the circumstances that led up to this training,
¢ what occurred with regard to the training plan,
e the procedures under which the training was approved, and
s the manner in which the Rocky Flats management responded to the situation

As part of our review, we interviewed officials from the Racky Flats Office of Chief
Counscl, Office of Chief Financial Officer, Office of Training, Office of Administrative
and Strategic Planning, Training Advisory Committee rmembers, and Rocky Flats
employees.

In addition, we also reviewed documentation relating to the Rocky Flats training
procedures; Rocky Flats training orders; Individual Training Plans; training approval,
autharizations, and payment; legal documentation; Rocky Flats memorandums, letters,
and electronic mail messages; Department of Energy Headquarters training
documentation; Department of Energy General Counsel opinions; Ohio Field Office and
Rocky Flats Assessment Report; and corresponding documentation.

This ingpection was conducted between January and March 2002, in accordance with “Quality
Standards for Inspections” issued by the President’s Council on Integrity and Cfficiency.



APPENDIX B
Depariment of Energy Criteria
DOE Order 360. 1A

DOE Order 360.1A% FEDERAL EMPLOYEE TRAINING, states that each DOE element must
have an approved training plan. This Order states that the Heads of DOE Elements (First-Tier
Headquarters and Senior Qperations/Tield Office officials) approve the training policies and
procedures for their DOE elements, '

Training and Education Priovitization Plan (TEP) Criteria for Allowable Training

Specifically, the TEP identified “Criteria for Allowable Training/Education Courses™ as that
contained in “Title 5, Chapter 1, and Office of Personnel Management, Scction 410,101 subpart
{d) and ().” The TEP stated that *“Mission-related training is training that supports agency goals
by improving organizational performance at any appropriate level in the agency, as determined
by the head of the agency.” The TEP stated that this definition included training that:

I. Supports the agency's strategic plan and performance objectives.

2, Improves an employce's current job performance.

3. Allows for expansion or enhancement of an employee’s current job.

4. Enables an employee to perform needed or potentially needed duties outside
the current job at the same level of responsibility.

5. Meets organizational needs in response to human resource plans and re-
engineering, downsizing, restructuring, and/or program changes.

However, only the first four categories deal with mission-related training that would prepase an
employee to perform another job at Rocky Flats or within the Department of Energy. The fifth
category addresses a type of training referred to as transition or non-traditional {raining that may
leadd to jobs in other Federal agencies or the private sector. The training authorizations for the
Rocky Flats employees, who were authorized golf and pilot training, identified the training as
“EMPLOYEE TRANSITION.” These ermployees tried to suppott the appropriateness of the
(raining through inferences that they were preparing for positions in other Federal agencies,

The TEP also included "Retraining” under “Criteria for Allowable Training/Education Courses’
as follows:

Retraining means training and development provided to address au individual’s
skills obsolescence in the current position, and/or training and development (o
prepare an individual for a different occupation, in the same agency, or in
ancther Government agency.

* This Order was cancelled on October 11, 2001, and superceded by DOR Order 360.1B.



Career Transition Plan or Workforce Development Plan

The Departnent of Energy only allows the funding of transition training to other Federal
agencies in two ways: under a Career Transition Plan, or under 2 Workforce Development
Program. The TEP did not addrcss the regulatory criteria found under 5 C.F.R. 410%, 42 US.C.
7274h*, or 42 1.8.C. 7237° that would lepally authorize either of these types of transition
training, Specifically, in order for training ta be anthorized under a Carcer Transition Plan,
employees must be subject to certain specific actions, including certificates of expected
separation, certifications indicating that positions are surpius, or reduction-in-force notices.’
However, the TEP did not address these critcria, Under a Workforce Development Program, the
requirements of 5 C.F.R. 410.307 must be followed. This regulation requires the head of the
agency, prior to authorization of the training, to determine that there exists a reasonable
cxpectation of placement in another agency, considering the extent to which the employee’s
skills may be utilized in the new position, the employee’s capability to learn skills and acquire
knowledge and abilities in the new position, and the benefits to the Government that would result
(rom retaining the employee in Federal service. Again, the TEP did not address these criteria.

Certification Statement

The Rocky Flats Office of the Chief Financial Officer and the Oak Ridge Financial Service
Center (Financial Service Center) had several discussions during January 2001, and the
fotlowing certification statement was first provided by Rocky Flats to the Financial Service
Ceniter in February 2001 so that the Financial Service Center would release Federal funds to pay
for the pilot and golf fessons:

The Rocky Flats Field Office (RFFQ) has been designated a closure site, and as
such the Manager has determined it is the interest of the Government to provide
and/or pay for training that will assist employees with career transition, The
RFFO Training Official, having been officially delegated responsibility to make
such determinations, has determined that this training is in conipliance with
applicable laws, regulations, policies, and requirements including, but nat
limited to 5 U.S.C. 4103 (b) and 5 C.E.IR, 410.307(c)(2), and therefore has
authorized the employee’s training request.

!5 Code of Federal Reguiations (C.E.R.), Administrative Persannel, Office of Personnel Management,

Fart 410, TRAINING,

 Departtient of Energy Defonse Nuclear Facilities Workforce Restructuring Plas.

! Priority Placement, Job Placement, Retraining, and Counseling Programs for United States Depariment

of Encrgy Employees Affected by Reduction in Force.

% § C.F.R. 330.301, Placement Assistance Pragrams for Displaced Employees, § C.FR. 330.601, Agency Career
Trausition Assistance Plans for Local Surplus and Displaced Employees, and 5 C.F.R. 330.701, Interagency Carcer
Transition Assistance Plan for Displaced Employees.
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According 1 1e most important aspect of P/ * * °3 mission was to suppor’ """ *
by developiig s wuvw vin g ISM performance indicators aid that PA&A focused

on another aspect of its mission - performing and writir., .- ,.cal analyses as part of i
additionai role of assessing environment, safety and health matters in the Department

said that although there was normally a collegial atmosphere within EH, the contentic .
posture taken by PA&A over criticism of the drafl, the lack of‘ rcsponswencss by PA&A to

the criticiam, and the tone of PA&A’s comments * " he relationship
between PA&A and the rest of EH. According t n to change the
PA&A organization was based on scveral factor: to make any changes
to the draft bascd on the criticisms by EH manag 1other factor in the
decision was that PA&A Jurning up mone by using old contrac
vehicles to perform work aid, for example, sed one and one-half
months of contractor mouwy wi work to csseatia | | ) 1that no changes wei
needed to the draft.

Conclusion

Based on our limited scope review, we concluded th as competitively selected

to an SES position. We also concluded that the PAL.. . ...... ... ..t did not identify any new,
significant safety issues. However, there is conflicting evidence regarding the alleged
supptession of the PA&A draft report and (he basis for the reorgani; -~ - “™* °* These
matters appear to be the result of a professional disagreement amon, nd El
management officials. We plan no further action on these matters.

Please let me know if you have any questions regarding this matter.
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Summary Abstract Report Of Inspection Of
“Alleged Improper Management Actions By Office Of
Environmental Management Officials”

This is an Office of Inspector Generai Summary Abstract Report of Inspection of four
anonymous complaints which alleged that Office of Environmental Management -
officials had taken improper management actions against RUST Geotech, Inc.,, a
contractor at the Department’s Grand Junction Project Office. This inspection was

. conducted in accordance with Quality Standards for Inspections issued by the
. President's Councit on Integrity and Efficiency.

I. PREDICATION

In the month of December 1994, the Office of Inspector General received four
anonymous complaints of improper management actions by certain Office of
Environmental Management officials. The complaints included allegations that Office
of Technology Development (EM-50) officials improperly tried to have an October 1994
Crosswalk Report, entitled “Technology Needs Crosswalk -- Status and Analysis of
Environmental Technology Management at DOE,” changed by threatening to withhold
EM-50 funding from RUST Geotech, Inc., a Departmental contractor who prepared the
report for the Office of Environmentat Restoration (EM-40). One complainant alleged
that the October 1994 Report contained "true and well-documented statements about
‘the Office of Technoiogy Development” and that the report was revised as a resulit of
EM-50 officials’ threats to withhold EM-50 funding. The complaints also included the
allegation that EM-50 officials directed disciplinary action to be taken against six RUST
Geotech authors who prepared the report. We identified the following issues as the
focus of the inspection.

1. Did EM-50 officials inappropriately direct the withholding of EM-50 funding from
“RUST Geotech, Inc. at Grand Junction because they were dissatisfied with the
October 1994 Crosswalk Report that RUST Geotech prepared for EM-407 .



2. Was useful information deieted from the October 1994 Crosswalk Report as a result
of EM-50 ofﬂcuals dlrectlon to withhold funding from RUST Geotech?

3. Were the disc1plmary actions taken against the six RUST Geotech authors directed
by EM-50 officials?

The period covered by the inspection was January through September 1995. We
interviewed Headquarters officials from the offices of the Assistant Secretary for
Environmental Management; the Assistant Secretary for Human Resources and
Administration; General Counsel and Contractor Employee Protection. We also
interviewed Departmental officials at the Albuquerque Operations Office {Albuquerque)
and the Grand Junction Project Office. Furthermore, we interviewed contractor officials
with RUST Geotech, Inc. Finally, we reviewed relevant provisions of Departmental
regulations, policies and procedures; and relevant information located at RUST
Geotech, Inc. and the Department’'s Headquarters and field offices. Attachment A
includes a list of key individuals, including their titles; organizations and locations.

Il. BACKGROUND

The Office of the Assistant Secretary for Environmental Management (Environmental
Management) was formed in November 1989 and was tasked with cleaning up the
environmentat pollution at DOE weapons complex facilities and preventing further
environmentat contamination. The Waste Management (EM-30) and Environmental
Restoration {EM-40) components of Environmental Management were established-to
- help carry out this mission. Envirecnmenta! Management officials believed that existing
technology would be too costly and would take too long to clean up DOE sites. As a
result, a Technoiogy Development {EM-50) component was established within
Environmental Management to identify and promote the use of new and jnnovative
technologies. . : .

Environmental Restoration’s {EM-40) Office of Program Integration had a responsibility
for providing a link between environmental problems and relevant technologies. To
further carry out this responsibility, Environmental Restoration officiais tasked RUST
Geotech, Inc., a contractor at the Department's Grand Junction Project Office, to

- complete annual Crosswalk Reports beginning in 1991. The Reports were initially
called technology needs assessments. In October 1993, Environmental Restoration
(EM-43) officials tasked RUST Geotech, Inc. to complete the fourth Crosswalk Report
through a “Technology Needs Crosswalk -- Fiscal Year 1994 Update.” According to the
“Objective and Scope” of work for the 1994 Report (Attachment B), RUST Geotech
ofﬁclals were to:

) Update the information on Environmental Restoration problems and the Office of
. Technology Development's deveioping technologies in the January 1993 Crosswalk
Report and data base;



A .

¢ Expand the range of coliected information, including waste form and disposal
considerations, developing technologies, and emphasis on decontamination and
- decommissioning activities;

¢ Transfer crosswalk information effectively to DOE technology users and providers;

» Assist DOE Headquarters and Operations Office officials in the use of the crosswalk
information; and

o Include a crosswalk purpose, process, results and observations from analysis and
site visits sections in the report.

The task resuited in a January 1994 draft Crosswalk Report which was issued and
distributed for review and comment to Environmental Management officials, including
EM-50 officials. Em Officials’ comments on the January drafl of the Crosswalk Repon

- were considered in preparing a.September 1994 version of the Crosswalk Report,
which was commented on by Booz Allen Hamiilton, Inc., an independent consulting firm.
Booz Allen Hamilton, Inc.'s comments were considered in preparing an Qctober 1994
version of the Crosswalk Report.

In December 1994 it was alleged that EM-50 officials were dissatisfied with the October
Report and as a result directed the withholding of EM-50 funding from RUST Geotech,
and directed the disciplining of RUST Geotech authors responsible for writing the
report. Subsequently, the report was revised to address EM-50's concerns and the
final report was issued March 1995, We noted that Executive Summaries of all three
"draft reports mentioned above included the text with which EM-50 officials were
allegedly dissatisfied. This Summary Abstract Report of Inspection presents the
findings, conclusions and recommendations of the inspection and Departmentai
managers comments on the inspection repon.

. RESULTS OF INSPECTION

1. Did EM-50 officials inappropriately direct the withhoiding of EM-50 funding
from RUST Geotech, Inc. at Grand Junction because they were dissatisfied

with the October 1994 Crosswalk Report that RUST Geotech prepared for_
EM-407?

QIMCIAIS NIFONGANy nad Not ageguatsly Consisarsa civi-ou Omiclals Concerns m
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major distinction between his previous actions and fut'ure' action would be to follow
- through to ensure that the withholding of funding was completed.

tated during a M 1995, *~ ° wthat EM-50 funding was not

1 RUST Geotech tated t1 relieved the funds were withheld until
approxlmately two or more we_... _.go whe ntacted Environmental Management

budget officiais and was told that the RUS" ueuwch Grand Junction funds had not
been withheld.

We reviewed the October 1994 through March 1995 monthly financial pian changes for
EM-50 funding of RUST Geotech at the Grand Junction Project Office and we did not
find evidence that EM-50 funding had been withheld from RUST Geotech as directed
by the EM-50 DAS.

Appropriateness of Direction 1o Withhold EM-50 Funds

We believe that the EM-S rection to withhold EM-50 funding at RUST .
Geotech to get the EM-4( tention was inappropriate and reflected poor
management performanc 1 the standards regarding effective communication
and coordination that are in his Executive Performance Plan. This Plan was prepared
fortherating = ° = °° ° 1994 through September 30, 1995, and was sig=~~
by the EM-§( n February 10, 1995.

We identified four standards in the EM-5( erformance Plan that we believe are

"applicable. These standards were found ...... . ..formance Area | -- "LEADERSHIP*
and they included A.3. “COMMUNICATIONS™, A 4. "EXTERNAL RELATIONSHIPS/
NETWORKING"; A 5. "NEGOTIATIONIINFLUENCING" and A.6. “INTERPERSONAL
RELATIONSHIPS."

Standard A.3. "COMMUNICATIONS" stated, in part, that the

.Establishes processes and systems which promote commun:catlons wuhm
the organization, and with the organization’s customers.”

Standard A.4. "EXTERNAL RELATIONSHIPS/INETWORKING” stated:

“Effectively articulates and promotes the organization's purposes and programs
to outside groups. Meets regularly with clients, institutionalizes relationships
with-them as needed and engenders their cooperation and support.”

Standard A.5. “NEGOTIATING/INFLUENCING® stated:

“‘Language and behavior promote ‘win-win’ solutions when differences or
opportunities between groups or individuals arise. Makes timely, thoughtful and -
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practical proposals to resolve impasses or reach consensus, taking
stakeholders’ interests into account.”

Standard A 6. “INTERPERSONAL RELATIONSHIPS' stated, in part.
“.. Creates solid'working relationship across various levels of the Depantment.”

It was our view that the EM-§ ctions in directing the withhoiding of funds from
RUST Geotech to “get the atie: i v . . .EM-40" were not consistent with these
standards. '

We also believe that the EM-S ctions were inconsistent with two of EM's "18
Rules of Engagement,” which ... ....... vere devetoped at an “EM Team Building
Retreat." These Rules were distributed to all EM staff through EM's computer network.
The two rules of engagement that we believe to be applicable were “No ‘end runs'.” and .
“Preach teamwork in your organization.” - :

Furthermore, We reviewed three other criteria to determine their applicability to this -
management action: 1) Standards of Ethical Conduct (5 CFR 263" ™ = ureme~*
Integrity (48 CFR 3.104), and 3) Scops of Official. Duties (the EM-5 ositio
Description.) We did not find that these criteria applied to this issuc.

" Finally, we reviewed the October 1894 through March 1985 monthly financial plan
changes for EM-50 funding of RUST Geotech at the Grand Junction Project Office. We
did not find evidence that EM-50 funding had been withheld from RUST Geotech,

' despite the EM officials direction to withhold the funds.

RECOMMENDATIONS -
1
I TSN NS G @1aal. ) /
Th oncurred
Wit e e e e e g

“...[1] am considering, in consultation with representatives from the office of

Human Resources and Administration and the Cffice of Ge ) | the
following actions: a) appropriate disciplinary action agains d
b) taking actions into consideration in preparin innual

performance appraisal.”



-

2. We recommend that
reemphasize the Secr _ ,  _,
regarding openness and acceptance of d:ssentmg oplnlons

e g mENt

Th sncurred
wit =
“..will take action -- both through issuance of a guidancé memorandum and in
discussions with senior managers within the Office of Environmental
Management (EM) -- to reemphasize the Secretary of Energy’s initiative
ragarding openness and acceptance of dissenting opinions.”

2. Was useful information deleted from the October 1994 Crosswalk Report as a
result of EM-50 officials’ direction to withhold funding from Rust Geotech?

-

Aithough we did not do sufficient analysis 0 conclude that useful information was
deleted, we found evidence that supports the view that information was deleted from
the report that may be useful for identifying management problems regarding
technology development. Accordingly, we beiieve that Environmental Management
officials should have the deleted information independently reviewed by an
organization other than.EM-40 or EM-50 to determine if corrective actions are
appropriate.

Direction to Change the Crosswalk Rem

We interviewed Departmental and RUST Geotech officials and reviewed pertinent
documents, including memorandums and the October 1994 and March 1995 Crosswalk
Reporis to determine what direction was aiven to chanae the Crosswalk Report.

memorandum foéused primarily on the *9 oﬁ;'liners“ and did not require other critica’



. assessments to be removed. itated during a May 4, 1995, interview
that the directions to change ..._ . .. ..__ _ _ader because the "9 one-liners’ were
. "woven” throughout the report, and therefore, several sections of the report were
required to be rewritten.

Changes to the Crosswalk Report's Executive Summary

We reviewed pertinent documents, including memorandums and the October 1994 and
March 1995 Crosswatk Report to determine what information was changed in the final
report. We found that RUST Geotech officials modified the Executive Summary of the
October 1984 Crosswalk Report, in part, by deleting five of the “9 one-liners” and
changing the remaining four “one-liners.” The inspection also found that numerous
changes were made to the body of the report.

Foilowing are the five "one-liners” that were deleted from the Executive Summary.

“Technology development should not be geared toward developing the perfect
technology; rather, it must focus on providing sufficient information to make good
environmental restoration decisions. Technology deveiopers must work with end

~ users (champions) to ensure that modifications are indeed necessary and that user
requirements are met. DOE's technology development prograrn is being
restructured to move in this direction.”

"A significant portlon of EM-50 funding is directed toward nontechnological
activities. Approximately haif of the EM-50 budget is funding for technical support,
administrative, management, and other similar activities that are not directly
technology development. These activities could be the result of the radiological
environment associated with current and former defense efforts that require a high
percentage of these services to satisfy DOE orders, procedures, and directives.”

"Organization of technology activities by ‘Program Elements’ within EM-50 makes it
difficult to find information about a technology with the emphasis on transferring
technology from inside DOE to the outside, more effective and comprehensive
information transfer toois need to be implemented. The recent addition of a toll free
"1-800" number will aid in these efforts.”

“The role that the different EM organizations have in developing a technology is not
defined; that is, how far should EM-50 develop a technology before it is tumed over
to EM-30 and EM-40? 'For new technological applications being pursued by EM-50,

_an element of EM-40 or EM-30 involvement (i.e., champion) and funding would
seem appropnate, because EM-40 or EM-30 is presumably the ultimate user of the
technology. By investing in the technology, the customer is more likely to use it.
The invoivement of EM-40 or EM-30 also would bring the regutatory and public
stakeholders into the process and increase the likelihood that the technology | wull be
accepted.”
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“Coordination of technology deveiopment activities within EM-50 is not
straightforward, establishment.of priorities for technology development funding is

. not apparent and contmuuty of technology development efforts is lacking from year
to year.” :

The foliowing statements were aiso deleted from the Executwe Summary of the
Crosswalk Report.

“For DOE’s envircnmental technology development efforts to be successful, a
‘fundamental change in culture is required to instill a passion to recognize that
environmentat technoiogy is needed now for field appllcatlon to problems that
pose a real and current threat.

“Organization of technology development activities into integrated
Demonstration, integrated programs, and Focus areas creates a potential for
redundancy.”

Changes to the Body of the Crosswalk Report

During our review of the October 1994 and March 1995 versions of the Crosswalk
Report, we found that observations and statements were deleted and changed in the
body of the report. Statements deleted in Section “3.0 Resuits” inciuded:

“Whife the overail emphasis of the EM-50 program seems to be appropriately
.placed and geared to solving DOE problems, in many cases it appears that a
“shotgun" approach is being used and numercus competing efforts at various
DOE sites are aimed at solving the same problem (e.g., many different
“technologies are being funded that accomplish the same goal). A clear strategy .
does not emerge that describes how these various efforts support each other.”

“Many EM-50 efforts appear to be related and overfap Qith one another, as well
as with EM-40 projects. Enough information was not available to determine how
these activities are integrated and coordinated. With the development of the

Focus Areas within EM, coordination of similar actlwttes should be more clearly
understood.”

Attachment E presents more 'eS:amples of the changes to the body of the report.

L! efulgess of Information. Qeleted

We interviewed Enwronmental Management officials and the six RUST Geotech
authors of the October 1994 Report. We also reviewed EM-50 officials” and RUST

Geotech authors' written comments on the “9 one-liners® and Booz Allen and Hamilton,
Inc. officials’ comments on a September draft of the Crosswalk Report. We found that
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the comments provided in the mterwews and documents we reviewed focused on the
factual accuracy and usefulness of the information in the Crosswaik Report In our
view, some of these comments provided evidence that information was deleted from the
report that may be useful for identifying management problems regarding technology
development. Accordingly, we believe that Environmental Management officials should
have the deteted information independently reviewed by an organization other than
EM-40 or EM-50 to determine if corrective actions are approprlate

Following are some specific excerpts from Departmental and contractor offucuals
comments on the Crosswalk Report and documents that we reviewed. '

ecember 6, 1994, mamorandum (Attachrhent D) commenting on the "‘9' -
wemmoia aaensd, in part, that: .

“The referenced report prepared by Rust Geotech, Inc. for the Office of
Environmental Restoration appears to have been prepared without reference to,

.or knowledge of, the scope of the Office of Environmental Management (EM)
technology development activities. Accordingly, the report has limited
usefuiness to achieve its intent, i.e., ‘to permit DOE Headquarters {DOE-HQ)
and fieid personnel to use the information to assist them in making decisions
regarding technology development investments.

“The report purports to provide an analysis of technology development activities
being pursued by the Office of Waste Management (OWM), the Office of
Environmental Restoration (OER), and the Office of Technology -
Development(OTD). However, the General Observation contained in the
Executive Summary of the report in Volume | are aimost exclusively devoted to
OTD programs. These observation are replete with errors of fact and omission.
Both deficiencies could have been remedied by more careful research,
accessing readily available reports, and talking with the principals.”

RUST Geotech authors' had prepared written comments on the “9 one-liners”
(Attachment F) after EM-50 officials’ concerns were initially raised in [ate November.
s were completed in jate December 1994 and included a response to
ecember 6, 1994, memorandum on the “9 one-liners.” The RUST
wowow auunna d comments included the following statements.

“The October 1994 report...does not portray the full scope of EM's technology
development efforts. -(This was stated in the first paragraph of Section 2.0 of the
October 1994 report.) However, the January [1994] report did undergo review
by OTD and concemns expressed in those reviews were-addressed in the
subsequent revision dated October 1994. Note that the Crosswalk Report.
represents a snapshot in time' (August 1993) of a rapidly-evolving EM Program;
it recognizes that efforts are currently underway to correct past deficiencies
noted by a variety of organizations.

-
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“The issues in question have been referred to as ‘one-liners' that appear as part
of the buileted items in the Executive Summary. In most cases the ‘one-liners’
have been taken out of context by not including the entire bullet and not relying
on how this bullet is backed up by information in the body of the report.
Therefore, the entire bulleted items from the Executive Summary are included
below with the 'one-liners’ presented in bold italicized typeface. Note aiso that
backup information to support the bullets in the Executive Summary is provided
in the complete reponrt, including the appendices.” , o

Following are excerpts from the EM-5 \ecember 6, 1995, memorandum and
the RUST Geotech authors’ written cc.......... »n one of the "9 one-liners.”

The one Iineﬁ stated: “Coordination of technology deveiopment activities within OTD is -
not straightforward, establishment of priorities for technology deveiopment funding is
not apparent, and continuity of technology development efforts is lacking from year to

year.”

EM-!{

'‘osition in the Decemb'er 6, 1954, memorandum:

“This statement appears to refiect a lack of awareness of the significant
coordination efforts ongoing within EM and of the processes leading to final
selection of OTD program activilies. Technology Needs Statements from QWM
[Office of Waste Management) and OER [Office of Environmental Rastoration)
are submitted to OTD. These need documents are widely distributed intemnally
to the DOE complex and to the external community including stakeholders. On
the basis of these Needs Statements a call for TTPs [Technical Task Plans] is
made to the fisld in coordination with OVWM and OER. In the ‘New Approach'
referenced above, an action plan provides for establishing pricrities and
assuring coordination on continuing technology development efforts.”

RUST Geotech Authors' Written Comments: -~

“Cohceming the coorc{ination of technolagy development activities within QTD,

‘during the analysis of the TTP PEG information it was not readily apparent how

or if the coordination of technology development activities within the EM-50
program actually occurred. However, it was readily apparent that numerous -
TTP's within many categories appeared to have similar if not the same names
and descriptions. How thase activities are integrated and coordinated is
unclear, particularly when they are being conducted through different integrated
demonstrations and programs ai different sites by different individuals.
Numerous examples illustrate how this conclusion was reached and are found
throughout in Section 3 and the Appendix of the Crosswalk Report. One of
these examples are listed below but are only a small sample and the reader is
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urged to read the documents in their entlrety to obtain a better understanding of -
- why this conclusion was made.

“Example

“Many TTP's from several different sites describe identical scopes of work with
no description of clear-cut differences in responsibilities. !t was unclear if these
efforts were coordinated or if each 1aboratory was conduct:ng an mdependent
program.

“AL143502 Robotics Contammant Analysis Automatlon S (LANL)

AL213203 . “ - (SNL)Isic]
ID413203 . ‘ “ C Y (WINCO) [sic]
OR143502 . " “  (ORNL) [sic]
RL313201 . * ‘ . " ‘ (PNL) [sic]
RL413201 . : o E C . (WHC)[sic)

‘As part' of the New Approach and as stated in the report on page 3-14 'With the
development of the focus areas W|thm EM, coordination of similar actwutles
should be more clearly understood.’

"Regarding establishment of priorities, EM-50 does publish a technology

' development 'needs summary' that describes the types of programs and
technologies that it is pursuing. However, the most recent needs summary
(dated March 1994) identifies needs for 100 different projects being conducted
through 11 seperate programs. No overall priority was assigned to any of these
projects or. programs

“The statement about continuity of technology development efforts is based on
review of TTPs over a span of several years. It was very difficult to track a TTP
from one year to the next and to determine the ‘history' of the project. TTP
numbers and titles changed and it was not possible to determine why funding
may have been discontinued for a given project (e.g., low priority, preliminary
results not encouraging). Since the time of the analysis of TTPs for the -
Crosswalk Report, EM-50 has published its 1994 Program Summary (dated
October 1994), which does list TTPs and funding levels from 1992 to 1994. This
information is useful, though it still provides no explanation of why funding was
discontinued for specific projects.”

In addition, we found an October 13, 1894, Booz Alien Hamilton, Inc. (Booz Allen)
review of the September 1994 draft which appeared to support the possibility that
potentially useful information may have bean daleted from the report. Specn“ cally, the
Booz Allerv review stated that
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“This version of the document is generally well written and presents good
suggestions for improvement of the overall EM technoiogy development
programs. It should be noted, however, that the general flavor of the document
is critical of EM-50...Not withstanding the above comment, we agree that
many of the deficiencies noted in the document have an etement of truth to them
and that the criticisms made by the authors of this crosswalk are largely
constructive in nature. They also offer sound-suggestions which attempt to
rectify the shortcomings in the DOE/EM system.”

" Early Comments on the Crosswalk Regon by EM-50 Ofﬁcials

We interviewad EM-50 officials and reviaswad ralevant rinr-.; imante h'; ratarmina if
EM-50 officials had expressed concerr
October 1994 Crosswatk Report.

A February 7, 1994, memorandum fror

Program Integration (EM-43), forwardeu « vupy v viv vsnimuny 1 uur wun vivesran
Report to EM-50 for review comment. EM-50 officials

omment with a February 28, 1994, memorandum fror

=ruirnnmantat Raetaratinn Raeaarch and Deve[opme]|

'rogram Integration | .
. Mtal information on three of the *9 one-liners”. The

memorandum did not state that any of the “9 one-liners” should be deleted.

Also, the February memorandum stated that:-

“This document is useful in showing where there may be some duplication in
technology development between EM-50 and EM-40. It will also be helpful in the
technology focus area approach we are embarking on to bring cioser
coordination to environmental technology development activities within EM as
well as with other invoived parties.” : '

- However, we noted the remorandum also expressed overall concems
with the January Cross.._.... .. _.., _.__..g that*. . .We strongly recommend that the
document not be published in its current status, since it does not adequately represent
the EM-50's technology development programs.” The memorandum further stated that
EM-30 work was absent from the report. We noted that the October 1994 Crosswalk

'Report was modified to inciude EM-30 information.

‘In a March 23, 1994, memorandL QOffice of Research and

Development official (EM-541), t rovided five comments
on the Crosswalk Report. Oneo. _._ .. _ .. ..._.setoone of the “9 one-

finers” that cited a Iack of peer rewews on EM-50 pro;ects ‘The comment was that:

*
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“5) Many findings about EM-50 TD [Technology Development] efforts are based
on-whether a corresponding TTP was or was not identified. This method
has the potential for incorrect findings. For, example, a lack of peer review
was cited. However, such activities do occur, without specificaily being
called.out via a TTP [Technical Task Plan]. For example, the In Situ
Remediation Integrated Program has increased its peer review activities, but
one would not see this by searching the TTP tities.”

Crosswa'- -
a RUST
iquarters

trip on Anen
| EM-55
essed by
une 5, 19

WRETVIEW (1@l 172 UId DL DHTY up uie o vire-nned wii nuo 1 wewou Jfficials wi

they interviewed him.

RECOMMENDATION

3. We recommend that the

CONSIdEr 8N INABPENUB .. s vviver wi mim 11 iiwr s srmirs s s v g vt Wt s 1A
report by an organization other than EM-40 or EM-50 to determine if corrective
actions are approprlale The results of any review should be provided to the Oﬂ' ice .
of Inspections.

ated that:

“We concur with this recommendation, and plan to organize a team of EM
representatives from offices other than EM-40 or EM-50 to review the specific
findings in the Executive Summary of the October 1994 draft report prepared by
RUST Geotech, and specific provisions in the text that were subsequently
revised of deleted, to provide input on (1) the extent to which findings in the draft
Executive Summary shouid be considered in defining a revised mission and '
function for a new EM office of Science and Technology, which is being formed
as an element of the Secretary’s Alignment initiative; and (2) the extent to which.
technical findings or observations in the draft October 1994 RUST Geotech
report need to be considered in defining the specific technology—development
activities that will be pursued in the new Office of Science and Technology.”
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3. Were the disciplinary actions taken against the six RUST Geotech authors
directed by EM-50 officials? - :

The inspection did not find-evidence that any Departmental official directed that
disciplinary actions be taken against the six RUST Geotech authors of the October
1994 Crosswalk Report. However, we found that the Environmental Management
Deputy Assistant Secretary for Technology Development’s direction to withhold EM-50 -
funding led, in part, to RUST Geotech management officials’ decision to discipiine - ‘
these authors. We noted that Aibuquerque Operations Office officiais conducted a
review of the disciplinary actions and, in a memorandum documenting the review's
results, made statements which appearad to be contrary to the Secretary's policy on
openness and the Department's Contractor Employee Protection Reguiations.

We did not address the question of whether the disciplinary actions were appropriate.
‘This matter would be administratively the jurisdiction of the Department's Office of
Contractor Employee Protection (OCEP), if the RUST Geotech authors were to file a -
complaint with that Office. OCEP is the office responsible for administering Title 10
Code of Federal Regulations (CFR) Part 708, “DOE Contractor Employee Protection
Program.” Part 708 was established April 2, 1992, to “...protect DOE contractor and
subcontractor employees from reprisals.” The six disciplined authors were advised by
the Office of Inspections of their rights to file a comptaint with OCEP.

The foilowing information from statements, interviews and documents is provided as
support for our findings.

RUST Geotech Authors Disciplined

We interviewed Departmental and contractor officials and reviewed the relevant
documents to determine if Departmental officials directed RUST Geotech management
to'take disciplinary action against the six authors who had prepared the October 1994
Crosswalk Report.

- Letters of Diéciglinag Action

‘plinary action from RUST Geotech’
3 the six authors, stated thatthey we. . —cv v e

T ———

“This report, as published, demonstrates a serious lack of professional judgment
~and client sensitivity. H is full of opinions and editorial comments that are -
“insuiting to our client and not reflective of your corporation’s views. The
insensitivity demonstrated in this report has led directly to the projected loss of
over $2 million in program assignments and a significant amount in award fee.”

n












Geotech [sic] management for the action taken...Finally, loss of revenue (EM-50)
in the private sector is a drastic conseguence of employee conduct and that
certainly was another legitimate consideration in this case..

We did not address the ' - N owever, we -
discussed this issue wi ffice of
Contractor Employee F ion of the
Crosswalk Report by R vered under
protected activities of 1. <. .., . . SO I « « el g 1

initiate a review to determine whether rettha‘llon took place if the RUST Geotech S
authors forwarded complaints to OCEP.

Albuauerdue's Statement on the Contractor Employees’ Work Assignments

ad stated in the January 25, 1985, memorandum that it was
.+ e wnney POOT judgment in utifizing these employees who had earlier reveaied a
bias.” This bias, we believe, referred to a March 23, 1993, letter to the Secretary, in
which three of the six disciplined authors expressr= *=== <~ =3 Environmental
Restoration and Technology Development issues Iso stated in the
January 25, 1995, memorandum, that: '

“it shouid be noted that the Rust-Geotech [sic] employees who staffed the report
had corresponded to the Secretary of Energy, ostensibly as private citizens, with
their very negative view of EM-50, and so there was already a fertile bed for a
biased work product.”

We believe that Albuquergue's criticism of RUST Geotech’s assignment of these .
employees to prepare the Crosswaik Report may be inconsistent with DOE's policy on
contractor emplayee protectian. it is, in part, the Department's policy (10 CFR, Part
708.3) that contractor emplayees at DOE facilities should be able to provide

information to DOE conceming misman=anamant nr arnee waeta nf funde withayt fear of
reprisal. We discussed this issue wit| CEP, who-
stated that the letter to the Secretary - . § o -
protected disclosures under 10 CFR, Part 708.

The # tated that in documenti'ng-the results of
their teview ui MU 1 WBLIsW & wavipnay adtions, AL did not intend to make
statements which appeared to be contrary to the Secretary’'s policy on openness.

Letter to the Secretary of Energy
We reviewed the March 1883 letter from three of the disciplined authors to the
Secretary as well as the Assistant Secretary for Environmental Management's

-1@8pONes #n this laktar  Tha March 23 1007 letter from three of the six disciplined
‘authors o the Secretary of Energy expressed the
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authors’ views of DOE's Environmental Restoration and Waste Management Programs;
Specifically, the letter stated;

“...We have concluded that DOE has complicated the cleanup process by
applying internal orders and procedures to activities for which they are not
relevant. We firmly believe that DOE's lack of progress in cleanup is largsly
self-imposed and can be significantly improved through a change in DOE's
culture...We urge you to strongly consider the following recommendations

..Review and evaluate the relationship between EM-50 Technology
Development activities and the EM-30 and EM-40 programs they serve. There
is very litlle interaction between EM-50 personnel and their intended clients in .
EM-30 and EM-40. If EM-50 is to be successful, client mtegratlon is essential
and is Iargely lacking at thie tima *

"3 on “client integration”, we noted thg

nsiration Testing and Evaiuation, st

lid not consider EM-30.-EM-40 or EM-60 to be

hat the primary ~ mers of EM-50 are the U.S.
\aapayei 3, Lugiead anu u e nedsirial partners. Jrther stated that funds and
projects are trecked separately within EM-30, 4C, __ _nd 60.

Finally, we reviewed a letter
Environmental Managemeni j,
1993, letter to the Secretary

“I had the-opportunity to read several parts of your letter to Secretary O'Leary.
First, congratulations on your willingness to share and record your ideas.

- Second, | agree wholeheartedly with your desire to reduce obstacles to cleanup.
Third, thanks for your support. | look forward to working with you.”

We noted, however, that the authors of the letter to the Secret
=---—*- -~ this letter. In the January 25, 1995, memorandum
lated thet the RUST Geotech authors had been cou
- —— -, 4nd that, in the view of RUST Geotech management, these empioyees had
been disciplined for what was deemed to be an unprofessional attack on EM-50.

RECOMMENDATIONS

4. We recommend thet the ind the
Manager, AlBUQUErGUE « pur e e~ tmiie srapw v 1w s 1w s e OCH
Management are aware that it is contrary to DOE Contractor Employee Protection
Regulations to take adverse action, including adverse decisions on.work :
assignments, against contractor employees who make disclosures to The Secretary
or other Departmentat! officials in good faith.



Th ar—-
wil
AILH\-‘HUI \iuy VPUIGINIUI I S 1] Iy \nl—! B LAV UIUF\J L B I bl S AR l?li lUPlUggl |‘“§l'ws 1

RUST Geotach management are aware that adverse action, including adverse
decisions on work assignments, against authors who make disclosures to the .
Secretarv or other Departmental officials in aood faith.

The oncurred in principle with the
rBCUIIIIIIUH,UﬂlIUII dlig Sawy e ianuwingg.

*... on January 20, 1995, [AL] announced the AL Associates’ Concerns Program

(ACP) Implementationto allAL™ =~ ° °  itractar employees. As part of the
AL Pragram announcement, th mphasized support far
Departmental policy ensuring tl._. __... _ __ .)deral and contractor empioyees

must be free to voice their concermns and opinions without fear of retaliation and
iterated the Secretary’s declaration of 'zero tolerance’ for reprisal. With the
announcement, all AL Area/Project Office Managers were instructed to
prominentiy display posters announcing the AL ACP Program, 24-hour 1-800
Hotline Number, and the DOE Contractor Employee Protection Program at DOE
and DOE contractor/subcontractor sites. In conjunction with the AL ACP
implementation, AL Area/Project Office Managers were instructed to encourage
AL contractors to devetop and implement similar employee concems programs if
an avenue for the expression of employee concerns was not already in place.
Additionally, brochures announcing the program and emphasizing the
Department’s and AL's position of ‘zero tolerance for reprisal' were provided for
all AL federal and contractor employees at AL sites.”

“The Grand Junction Project Office provided AL ACP and DOE Contractor
Employee Protection Program materials and instructions to ... General Manager,
RUST Geotech, Inc., on February 14, 1995, for posting and dissemination of
Program information to RUST Geotech, Inc., empioyees.

. 5. We recommend that th Ibuquerque Operations Office, take steps to -.
ensure that AL adminisuauve = nidustrial relations staff understand DOE's policy
regarding reprisal against contractor employees for engaging in an activity that is
protected under DOE's contractor employee protection regulations.

The concurred with this
-rec o
“All AL staff were advised of the enhanced AL Associates’ Concemns Program
and the Offica of Contractor Employee Protection Program, with emphasis on the
Department's and AL's position of ‘zero tolerance for reprisal’ through the
aforementioned program announcement, posters, and brochures. Since the
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Program enhancement and announcement, the AL Associates’ Concerns
Program Manager has worked closely with the AL Industrial Reiations and
Administrative staff in the evaluation and resolution of contractor employee
concerns. The AL Industrial Relations staff is not only cognizant of the
Contractor Employee Protection Program, in April 1895 they communicated to all
AL Area/Project Offices the Department’'s emphasig on complying with both the
spirit and specific requirements of the Contractor Employee Protection Program

Th

co

the Alpuguergque uperauons Unice 10 ke SI8ps 10 eNsure an AL damirnsirauve ana
industrial relations staff are advised of and understand DOE's policy regarding reprisal
against contractor employees for engaging in an activity that is protected under DOE’s
Contractor Employee Protection Regutations.
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Ina May 2010 email, a procurement cfficial, afler learning of these practices, cantioned a senior
EERE manager that staffing is the responsibility of the prime contractor and that Federal
cmployces should not participate in interviewing potential contract employecs.

WORK ATMOSTIIERE

Our tnquiry focused on identifying the facts surrounding specific allegations concerning an
individual contract cimployec and contractor. Tn doing so, we were mindlul that these activities
occutred during EERF's early efforts to implement the Recovery Act, The Recovery Act
significantly expanded EERE programs and funding, resulting in the need to immediately hire a
large numbcer of Federal cmployces and expand the use of contractors in implementing EERE's
programs. Several witnesses discussed the pressure EERE was under to implement the Recovery
Act programs and expressed their belief that this pressure led to the Program's reliance on lcss
than optimal Federal hiring and contracting practices. Additionally, the sclecting official in this
case was new to the Federal govertunent and claimed to be unfamiliar with Federal miles and

regulations for hiring of cmployccs,

Because of the significance of the Recovery Act and the retevance of the Department'’s hiring and
contracting practiccs to the success of the Recovery Act's energy componeats, the Depattment
should take prompt action to ensure that the issues raised jn our report are thoroughly reviewed
and addressed. We have made several recommendations designed to help inprove the integrity
of the hiring and contractor management process. Thue to the nature of this repott, it was not
formally coordinated with management prior to release. Management's formal comments, or
management decision on our recommendations, will be appended to the report when received.

Consistent with the requirements of the Inspector General Reform Act of 2008, the information
contained in this report, in an appropriatc format, will be made publicly available.

Any request for telease of the details in this matter will be handled by the OIG in accordance
with the Freedom of Information Act (Title 5, U.S.C. Section 552) and the Privacy Act (Title 5,

[J.8.C. Sectipn 552a).

cc:  Deputy Secretary
Chief of Staff
General Counsel
Chicf Human Capital Officer
Director, Qffice of Management

Attachiment



Attachment

SPECIAL INQUIRY INTO EERE RELATED ALLEGATIONS

Beginning in April 2010, the Office of Inspector General (OIG) reecived multiple allegations
concerning hiring and contracting within the Office of Energy Efficiency and Renewable Energy

-(BERE). Thesc aflegations included:

contract employee, to a senior Federal

1. Improprieties in the hiring o
-selected or otherwise had an unfair

...carecr position,-including co
advantage;

2. Perforinance veriunental duties, including the supervision of Federal
—employees; b hile a contract employee; and,

3. Award of work to a contractor, New West 'l‘cclmologiés, LLC (New West Technologies)
without adequate competition. '

Although a number of other allegations with similar concerns were received, the OIG chose to
focus ifs attention on those outlined above hecause of their overall importance to the integrity of
the EERE mission. Conscquently, we initiated a [act-finding inquiry into these matters. To this
end, we interviewed 31 current and former Department ciployees, including issue area
specialists; analyzed over 250,000 emails; and identified and reviewed appiicable Federal laws

and regulations,

We concluded that the allegation of pr rgs substantiated. We also
1detitifred-a-nwmber of actions by mary buted to a perception held by
many in the EERE career wo ~ ~ " thi number of inherently
__gQYGl'mnelllal----lelwt-iOHS"‘“’hih 18 & vunmact vinpruyeo. wonne We did not substantiate the
allegation regarding the lack .. v...petition, we discovered that other management actions
contributed to an atmosphere in which EERFE work tasks assigned to a support scrvice contractor

could have been improperly manipulated.

Qur report presents email evidence that pertain to the specific allegations included in the scope
of our inquiry. Our analysis of emnails also disclosed another area of concern related to Federal
interference in the hiring of support service contractor cmyployces that is outlined in this report.

Improprieties in the Iliving of a Contract Employee
















Attachment (continued)

ion and was never promised a

and unfamiliar with Federal
stated that, as isor
surces fo guid thr
ywever, when

could be scen as an untawr

ave been recused from doing

Based on concerns noted above, in our opinion, the process related to the hiring ¢
was tainted, including likely violations of the following laws and regulations:

s 5 U.S.C 2301(b)}(1): "Recruitment should be from qualified individuals from appropriate
sources in an endeavor to achicve a wark force from all segments of society, and
selection and advancement should be determined solciy on the hasis of relative ability,
knowledge, and skills, after fair and opcn competition which assures that all receive equal

opportunity;”

* 5U.S.C 2302(b)(6): "Any employce who has the authority {o take, direct others to take,
recommend, ar apprave any personnel action, shall not, with respect to such authority -
grant any preference or advantage not authorized by law, rule, or regulation to any
employee or applicant for cmployment (including defining the scope or manner of
compctition or the requirements for any position) for the purpose of nnproving or
injuring the prospects of any particular person for employment;"

o 5 11LS.C. 2302(b)(12): "Any cinployee who has the authorily to take, direct others o take,
recommend, or approve any personnel action, shall not, with respect to such authority -
take or fail to take any other personnel action if the taking of or failute to take such action
violates any law, rule, or regulation implementing, or directly concerning, the merit
system principles contained in section 2301 of this title;"

» 5CF.R 2635.101(b)8): "Employces shall act imipartially and not give preferential
treatment lo any privatc organization or individual;” and,

o 5 C.F.R. 2635.101(b)(14): "Employees shall ecndcavor to avoid any aclions creating the
appearance that they arc violating the law or the ethical standards set forth in this parl.
Whether particular circumstances create an appearance that the law or thesc standards
have been violated shall be determined from the perspective of a reasonable person with

knowledge of the relevant facts.”

We concluded that this matter should be refcired to the 1. S. Special Counsel for prosecutorial
determination. Because of their proximity in time and appointment by the same selecting

L0















Altachment (continucd)

4. Review, madity, and/or stress adherence to policies and procedures as they relate to
prohibitions from interference or directing contractors to hire specific individuals; and,

5. Review and modify policies and procedures for the identification and role of contractor
employees, including conirols designed to prevent them from developing task orders for
their own contracts, Also, specifically determine whether the support scrvice contract
employee participation on interviewing panels violates FAR or other requirements
concerning inherently governmental lunctions.

A formal responsc is required to this report, When received, managemient's responsc will be
appended to the report.
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Department of Energy
Washington, DC 20585

April 12, 2004

MEMORANDUM FOR THE MANAGER, J S SITE OFFICE

‘. . JL A ot
FROM: < Herbert ¢hardéo 1 cp%’[';spector General
SUBJECT: (wlNFOR_MA ION"Special Report to Management on "Purchase

Card Transactions of 8 Los Alamos National Laboratory Buyer"
(S0418002)

BACKGROUND

This report supplements the Office of Inspector General's {OIG's) public report on Los
Alamos National Laboratory's Purchase Card Program Corrective Actions (DOE/AG-
0644, Apri! 2004). The public report on corrective actions provides the results of our
review of Los Alamos National Laboratory's efforts fo correct weaknesses reported by
several external reviewers and by this office in our reports, Special Inquiry on Operations
ut Los Alamos National Laboratory (DOR/IG-0584, January 2003) and Internal Controls
over Personal Computers at Los Alamos National Laboratory, (DOB/IG-0597, April
2003.)} The public report on corrective actions describes a number of positive steps taken
by the Laboratory to strengthen its purchase card program. This report provides specific
details on the actions of a single purchase cardholder that, due to Privacy Act
considerations, could not be included in the public repott,

In late 2002, the Laboratory was the subject of intense scrutiny as a number of
questionable t stions came to light. Thig included an allcgation that:
one employe: ad attempted {0 buy an automobile with a Laboratory
purchase cara. sasvu un ruviews performed under the auspices of the University of
California, the University concluded that the cvidence did not support the allegation
regarding the purchase of an automobile; however, certain aspects of this matter remain
under Federal criminal investigation and are specifically excluded from the scope of this
report. :

Weaknesses hiphlighted by the University during its review -ansactions
prompted us to conduct an independent review to determine s sactions, as

a Laboratory procurement official, were in compliance with tu.c uvuiawsy « policiesand .
whetber corrective actions had been initi~*-* *- ~---'-- questionable fransactions.
Although still employed at the Laborator 15 been on leave since the

summer of 2002 and not been anthorized .. .._.._ .., _rchase card transactions since

that date.
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RESULTS OF REVIEW

"7e found that, during the 45 period ending in June 2002 in whic g
1.active purchase cardholdes iolated established Laboratory controis over purcnase
ards. Specifically, our examinauui revealed several items that were purchased even

though they appeared on the Laboratory's intemal list of items that should not be

procurcd using purchase cards, Further, we identified instances wheye the Laboratory

“ain the busincss purpose fc ‘- **-—---*'-n or provide adequate supporting
. In addition, we noted th ied an undocumented records
nc that made retdeving sy, .~ ctions difficult.

iew, we found that the Laboratory had taken correcfive action regarding

ansactions that had been questioned by prior review teams, Further, we
<o weeer . LaboOYatory had adequately resolved the transactions identified by the prior
review teams as requiring additional review,

We conducted our field work at Los Alamos from November 2003 through March 2004,
Our review included interviewing Laboratory and NNSA. Officials, reviewing relevant
purchase card docurnents, as well as selecting and testing a wide range of randomly and
judgmentally selected purchase card transactions. On a sample hasis, we evaluated

pproximately 11,000 ' lued at over $15 million that were completed during
he-final 45 months th as an active cardholder. Based on this body of
work, we made four Nuusuunuanons designed toad ™~~~ - ms raised in this

report. This includes a recommendation to re-evalua mployment status
given the findings in this and prior reports.

On a separale track, the Office of Inspector General is currently conducting an Inspection

to determine the adequacy of internal controls at the Laboratory over use and invenlories
of certain personal computers,

MANAGEMENT REACTION

Management concurred with our reconmendations und indicated thal a corrective aclion
plan will be prepared to address the recornmendations. Management's verbatim
comments are included in an appendix to this report.

We consider management's comments to be responsive to our recommendations.
Because this is a non-public repott, the recommendations arc tracked intemally by our
Office of Inspections and Special Inquiries. Since action is pending on the
recommendations, they will remain open in our systetn, and updates on the status of
corrective actions should be provided to us every 30 days until the recomimendations are
closed.
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Administrator, National Nuclear Security Administration
Director, Policy and Internal Controis Managciment (NA-66)
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f stober 1998 until June 200:
urchase irchase cardholde L
ory). Specificall w
costing more than $15 mimon and _ )
of all funds expended through the Labor:© ' purchase card

program, Based on allegations of misust ras placed on . ...
investigative leave during th: 37 0f muwe and has not held a

purchase card since that time nrchase card-transactions-have
been the subject of multiple1_ . __ .. _, including those performed by

an Bxternal Review Committee (Committee)' chartered by the

University of California (University), a follow-up evaluation fo the

Comumittee's1 ' :d by the Laboratory, and our current
e U —...éxamination ¢ ransactions.

Independent Examination of Transactions

We conducted an independent evaluation ¢ urchase
card activity that included testing 254 sepa....c woeeeveeenas. OQur
sample was drawn from purchases previously reviewed by the
Committee, items that had been reviewed by the Laboratory, and
two saraples selected independent of prior work. We used random

asv " ' ' ample selection techniques. We also scanned’
~ail ‘ansactions in the purchase card system to
ider...; wwusanny potentially improper transactiona for

examination, Qur examination included verifying the business
purpose, documentation, and when applicable, the existence of
purchased items.

Through our testing of 254 transactions, we found th;

violated established Laboratory controls over purcha:

observed 21 purchases that did not follow established procedures.
Specifically, we found:

s Seventeen fransactions for items that were purchased even
though they appeared on the Laboratory's internal list of
itemns that should not be procured using purchase cards.
These items included automotive parts, 2 mini-utility service
vehicle, tools, a computer, a gas grill, and a refrigerator.
Laboratory officials told us that the "unauthorized list" was
developed to prevent the purchase of items that should be
controlled, could easily be converted to personal use, or
should be procured by other means far efficiency or health
and safety reasons, Laboratory officials told us that a
number of the items we discovered had a valid business

! The Externa! Review Committee was comprised of two independent experts, supplemented by forensic accounting
services provided by the public accounting firm of PricewaterhouseCoopers, LLP.
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RECOMMENDATIONS  To correct the specific issues noted in this report, we recommend that the
Los Alamos Site Office Manager:

1. Review specific transactions identified in this report for cost
allowability.

2. Direct the Laboratory fo ensure purchase card
documcntation is stored in a fashion to pennit timely
retrieval and examination,

3. Direct the Laboratory o continue its efforts to locate the
misging property items identified in tlus report, If the iteins
are ultimately unable to be located, require the Laboratory to
file an incident report and reimburse the Department as

appropriate.
4, Determine w tive aclion, if any, should be
taken agains ven the findings of this and

Previous rev......

MANAGEMENT Management's comunents on the report are included in an appendix.
REACTION
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