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information qualifies for exemption under (7)(c) or (7)(f), there is no discretion in its
release.
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General David G. Perkins, Commanding General, U.S. Army Training and Doctrine
Command, is the Initial Denial Authority (IDA) and by position | am the delegated
IDA. You may appeal this partial denial of release to the Secretary of the Army.
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Command, Office of the G-6 (ATIM-IA), 661 Sheppard Place, Fort Eustis,
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disposition on behalf of the Secretary of the Army. To meet the deadline for the
appeal, the appeal letter must be received by this office and forwarded to the
Secretary of the Army within ninety (90) days of the date of this partial denial letter.
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Alecia Bolling, at: (703) 428-6238, usarmy.belvoir.hqgda-oaa-ahs.mbx.rmda-foia-
public-liaison@mail.mil.
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LETTER TO THE FIELD
Forensic Science and Technology

by Thomas P. Dee, Director, Defense Biometrics, OSD AT&L (DDR&E)

Forensics is one area in which the Department of
Defense (DOD) is applying capabilities and technol-
ogies typically used in law enforcement to fulfill na-
tional security and counterterrorism applications.
While forensic science is traditionally known as ap-
plying scientific knowledge and methodology to le-
gal problems and criminal investigations, the War
on Terrorism is fundamentally reshaping forensic
science. The DOD redefines forensics as, “The ap-
plication of multi-disciplinary scientific processes to
establish facts.”

Forensic sciences such as latent prints, DNA, fire-
arms and tool marks, forensic document examina-
tion, digital evidence, and forensic pathology and
odontology have been used primarily for legal and
law enforcement applications, but have also signifi-
cantly impacted military operations, particularly in-
telligence operations.

As many Americans have seen in nightly news-
casts brought into our living rooms, the combatant
commander, Soldiers, and Marines have learned
that the same science we apply to identifying, catch-
ing, and convicting common criminals is extremely
useful in identifying enemies, insurgents, and ter-
rorists and scientifically linking them to other peo-
ple, places, things, organizations, and events.

In particular, the rapid forensic exploitation of
sensitive sites, items, and information has signifi-
cantly aided U.S. and Coalition forces’ operations,
resulting in the identification and elimination of
enemy threats through disruption, targeting, and
prosecution.

Challenges and Capabilities

The capability to extract actionable information
through forensics exploitation of recovered materi-
als will be critical to the nation’s security in the 21*
century. New technologies will be required to enable
military forces to recognize, preserve, collect, ana-

lyze, store, share, and process materials across the
range of military operations.

At the request of the Under Secretary of Defense
for Acquisition, Technology and Logistics, and as
tasked by the Joint Chiefs of Staff, the U.S. Army
Training and Doctrine Command (TRADOC) is con-
ducting a Forensics Capabilities Based Assessment
as a first step in defining and integrating future fo-
rensic capabilities. Parallel development of the sci-
ence and technology (S&T) that enables forensics
operations will ensure that our technology base will
be poised to support our future forensic programs.

On 15% October 2008, the Director, Defense
Research and Engineering (DDR&E) hosted a
three-day Forensic S&T Workshop in Arlington,
Virginia to develop a Strategic Plan. The pur-
pose of this workshop was to engage S&T leader-
ship, establish an S&T baseline for the Forensic
Program, map that baseline to our desired fu-
ture capabilities, and enable a DOD S&T roadmap
that defines transition paths to formal acquisition
programs. The workshop was held in work group
format, with each group reporting back to all at-
tendees and DOD/Interagency leadership at the
end of the workshop. Over eighty people were in
attendance.

DOD attendees of the workshop included repre-
sentatives from the Service research laboratories,
DOD S&T organizations, Technical Support Working
Group, Joint Improvised Explosive Device Defeat
Organization, law enforcement, biometrics and intel-
ligence communities, and the defense forensic labs.
Other organizations represented included the mil-
itary criminal investigation organizations, and the
Joint Expeditionary Forensic Facilities, as well as
TRADOC and the U.S. Army Military Police School.

Interagency attendees consisted of representatives
from the National Institute of Justice, Department
of Energy labs, National Institute of Standards and
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dividuals from the remaining population and supporting law enforcement. All of these capabilities help
to create the safe and secure environment necessary to allow for the political and public infrastructure to
operate effectively, as well as provide the services necessary for a government to establish effective popu-
lar support.

Scoping the Problem: IW

IW is the violent struggle amongst state and non-state actors for legitimacy and influence over a popula-
tion.” In order for one side or faction to win, they must gain the loyalty and support of the population. How
they gain this support is immaterial-whether through fear and intimidation or by convincing the people
that they can best provide their basic needs-but once they have gained the support of the popular centers
of gravity, the contest has been won.

Irregular combatants are largely drawn from the population they are trying to influence and win-IW is
seldom led or instigated by outside forces. Although outside forces may support and supplement the com-
batants, or even subvert them to their own ends, the actual combatants themselves are usually indistin-
guishable from the local population. To exist, irregular forces must therefore be able to blend in with that
population. For irregular forces to thrive and succeed, the population must actively support them.?

To defeat irregular forces, one must separate them from the population. This should be done in two
ways: ideologically, and physically.® One accomplishes the first by convincing the population they are bet-
ter able to provide for their needs than the irregular forces. The recent “Awakening” in Iraq’s Al Anbar prov-
ince is an example of this dynamic. As Al Qaeda and their allies inflicted casualties and violence against
the local population, they alienated themselves from the people. The local Arabs turned to the Marines for
help-thereby handing victory to the Coalition Forces.®

But seldom are irregular forces as short-sighted as Al Qaeda was in Al Anbar province. Irregular forces
are usually able to exploit the natural divisions present in any society to find a segment of the population
willing to support them and provide cover.” When this occurs, one must then be able to physically sepa-
rate them from the population-like using a fine-toothed comb to rid a person of lice. [t is time consuming,
painstaking work that bears constant repetition to get right-and it can be very painful for the population
you are trying so hard not to alienate, because it requires a certain amount of state intrusion into their
private lives to search, segregate and clear through the areas where the irregular forces are known or be-
lieved to operate.

Given the nature of IW, these two measures are often conducted simultaneously: one isolates and sepa-
rates the irregular forces from their popular base of support while at the same time convincing that pop-
ulation that the current regime will do a much better job of leading and providing for them than will the
irregular forces. In order to make this balancing act work, we need a mechanism that helps us to easily
identify who the irregular forces are in order to avoid false arrests and detentions. We also need a way to
prove in court that the people we detain are guilty of violence “beyond a reasonable doubt”. In this way,
we not only prove the justice of our own cause, but also “drive a wedge” between those we detain and try,
and the populace.

Biometrics and forensics provides the evidence we need to produce that “wedge”.

Specific Programs

“Within DOD, multi-disciplinary forensic sciences contribute to sensitive site exploitation, identifying, track-
ing and targeting enemy forces, examining crime scenes, prosecution of offenders in court systems, and the
identification of human remains and manner of death. Capabilities to collect, process and analyze deoxy-
ribonucleic acid (DNA), firearms signatures, tool-marks, and trace evidence have all been employed either
within the Central Command AOR or in-CONUS to help identify persons of potential interest.”®

LTG James D. Thurman

US Army G-3/5/7
25 April 2008
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that units pre-print basic diagrams of the various
compounds under their jurisdiction for handy, im-
mediate use by investigators. More detailed scene
sketches and diagrams can be fashioned at the
scene to drill down on specifics. Include things like
locations of weapons, instruments of the crime,
victims, witnesses, and guards in the diagram.
Remember that Iraq is on the metric system, so
make things easy for the judges to understand, use
meters and centimeters on the diagram instead of
feet and inches.

Among the most important pieces of evidence are
the statements. As military practitioners, we are ac-
customed to the standard “sworn statement” that all
of the U.S. Armed Forces use in one form or another.
For the CCCI, this is not good enough. The state-
ments are good enough to refresh a witness’ mem-
ory, but the CCCI requires live witness testimony.
However, the statements are still part of the record,
so get good ones. Ideally, your statements should be
from Iraqgi nationals. Get the standard sworn state-
ment from the guards, but get Arabic statements

from the Iraqi correctional officers (ICOs} and from -

the suspect’s fellow detainees and the detainee vic-
tim, if there is one. Culturally, these statements will
go far with the judges.

Most importantly, get a written statement from the
detainee suspect. Iraqi detention facilities are not in
America and the detainees are not Americans. They
don’t have a right against self incrimination. If the
suspect will not write a statement, write it for him
based on the facts that vour investigation uncov-
ered and ask him to sign it. If he refuses to sign the
statement, write “Refused to Sign” on the document
and make it part of the record. If he agrees to sign
the statement, take a picture of him signing it.
Although such statements are generally not admis-
sible in court unless taken in front of an Iraqi po-
lice officer or judge, thev can be used to impeach
the suspect’s testimony at the investigative hear-
ing or the trial. If you have an ICO at the scene,
have him witness the suspect’s statement and then
get a statement from him too. All statements, at a
minimum, should include the five Ws (Who, What,
Where, When, and Why )

The Crime Scene

You may have noticed that I haven’t spoken very
much about physical evidence. | don’t want to give

the reader the impression that physical evidence is
not as important as what we have discussed so far,
but in a TIF many factors will conspire against the
intrepid investigator to taint or destroy your phys-
ical evidence. The previously mentioned floor plan
diagram will get you a referral to trial and a convic-
tion. The actual physical evidence will go very far to-
ward getting a longer sentence for the defendant.

But there are a lot of “ifs” in a TIF. By the time
the investigator gets to the scene, it is often more
than several minutes old and any number of other
detainees have contaminated it and any number of
guards have responded to quell the situation. The
well trained guards will protect the scene as best
they can, but they are often not the military occu-
pational specialty (MOS) qualified Military Police
who are trained in crime scene protection. They are
Soldiers, sailors, and airmen of other MOSs and are
trained in maintaining the good order and disci-
pline of the facility and treating detainees with dig-
nity and respect.

The investigator must also remember that the
crime scene is usually in a section of the com-
pound that must be put back into service in rel-
atively short order. By this I mean that crimes in
the TIF will usually occur in one of the detainee liv-
ing spaces necessary to maintain the detainee pop-
ulation such as the detainee sleeping area or the
detainee latrine. Thus, evidence must be collected
quickly at the scene and you will usually only get
one shot at it.

Conclusion

The final word in this basic primer on evidence
in the detainee environment is to think outside the
box. Don’t feel confined to thinking like an American
when you are gathering evidence in a TIF in Iraq.
Take lots of pictures, draw diagrams, get lots of
statements, gather and protect what physical evi-
dence you can, and your suspect will get a nice long
sentence at trial. *

Captain Kevin Weise is a graduate of Pennsylvania State
University and the Thomas M. Cooley Law School. While
deployed with the 177" Military Police Brigade and TF 134,
he was the Staff Judge Advocate of Theater Internment
Facility Camp Remembrance I, Baghdad, Iraq, from July
2007 through April 2008. He currently resides in Michigan
and is a Judge Advocate in the Michigan Army National
Guard and is the JAG Regional Accessions Coordinator for
the Midwest.
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Forensics Application on the
Battlefield

We can apply forensics on the battlefield with a
much lower profile than most police departments
and crime labs for several reasons. The first is
that police are held to a much higher standard of
proof in order to gain a conviction in court. This is
a major difference between the two functions of Law
Enforcement and Military Intelligence, and it drives
a lot of legal discussion between what is an appro-
priate level of proof to target a person in combat and
what is appropriate to prosecute a person for a crime
in civil society.

Police operating within a civil society and in a con-
stitutional framework must wait for a crime to oc-
cur before they can level charges against a person.
The basis of police work is to detect, solve and pun-
ish crime after it has occurred, and must by its very
nature be reactive. Police dissuade potential crimi-
nals by their presence and reputation for effective-
ness in solving crimes and prosecuting cases. Once
a crime is committed, police restore justice by ap-
prehending the criminals and bringing them before
the court for trial. At trial, they must prove guilt “be-
yond a reasonable doubt.™

Criminalists werking in a crime lab spend a lot
of time and energy making sure that their analy-
sis is based on fact and free from errors. Any gaps
in procedure, even something as simple a break in
the chain of custody or a missed testing procedure,
can be used by a defense attorney to cast enough
doubt on the case to sway a jury. For this reason,
criminalists and forensic scientists are well drilled
in documenting everything and showing their work.
As a result, law enforcement forensics is precise and
usually slow, with lots of back-checks to ensure ac-
curacy and to leave no loopholes a defense attor-
ney might exploit to cast doubt in the minds of the
jury. Speed-which is not terribly important if the
accused is already in custody—is sacrificed for accu-
racy and the sure knowledge that society is punish-
ing the right suspect.’

Conversely, as Soldiers, our task is to destroy the
enemy’s capacity to make war. If intelligence can
identify and locate the enemy’s pressure points—or
high value targets-before he has a chance to use
them, then so much the better. We are actually
expected to be proactive (Nathan Bedford Forrest

would have said, “To get there firstest with the most-
est.”) Combat intelligence works on probabilities-not
established facts. For targeting purposes, accuracy
is reduced to determining the highest probability
and speed may mean the difference between win-
ning and losing. In this environment, forensic anal-
ysis need only provide a best estimate. The only jury
that needs convincing is the Targeting Board-the
only judge is the maneuver commander.

For forensics to work on the battlefield, the old
aphorism that “The Best is the Enemy of the Good
Enough!” is valid. Police work demands the best
in order to protect the constitutional rights of law
abiding citizens. Warfighting requires only the “good
enocugh” answer to provide us with actionable intel-
ligence and targeting information.

A second point that differentiates us from police
is that we are not responsible for enforcing narcot-
ics and drunk-driving laws, More than 75 percent of
the evidence evaluated in U.S. crime laboratories is
drug related.® Accordingly, our domestic crime labs
spend significant time and budget on toxicology
equipment which is unnecessary for battlefield in-
telligence. Police have a valid reason to analyze and
detect the presence of drugs in various materials,
but we don’t. Therefore, some of the more techni-
cally complicated and delicate pieces of equipment
that are commonplace to law enforcement forensics
are superfluous to us. Having neither the burden
of drug and alcohol testing, nor the need to prove
our forensic analysis in court gives us a lot of free-
dom. It also means that we do not need the same
level of education in order to do some of the basic
forensics procedures and incorporate them into our
intelligence collection and analysis. But it will re-
quire some additional training and tools, and per-
haps most importantly, critical thinking to make it
work and, as always in this era of “emerging doc-
trine”, a good dose of creativity.

The Six Forensic Functions

To effectively incorporate forensics into our intel-
ligence cycle, we must first master basics: recog-
nize, preserve, collect, analyze, store, and share.®
None of these are radically different than anything
we already do. We can adapt already existing pro-
cesses to fit the needs fairly easily, and there are
courses and training resources available for some of
the more esoteric skills that are required.
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employ a corps of civilian crime scene technicians
who specialize in forensic material collection and
can cross train with the forensic collectors.

Analyze. The fourth forensic function is anal-
ysis, which may range from recognizing valuable
forensic material on the site to in depth exami-
nations in a lab or forensic facility. Regardless,
forensic analysis attempts to scientifically link
materials, people, places, things, intentions, ac-
tivities, and events. It involves scientific instru-
mentation and equipment to compare known
materials and information with unknown or un-
identified materials, and the results may require
interpretation and further analysis.'*

To accomplish this task, we should first ensure
we have established a system within our intelli-
gence processes to account for the new information
and data which forensics will provide, and a way
to incorporate that information into our Intelligence
Fusion. We should start with ourselves and assess
our own abilities to think critically about our envi-
ronment, our enemy, and the clues he leaves be-
hind that give us vital insight into his composition,
disposition and intent. This is not necessarily dif-
ficult, but we have not been trained especially well
(or extensively) on how to think forensically. As a re-
sult, there is no uniformity across the force. Critical
thinking is already a part of many of the various
curricula at Fort Huachuca, but there needs to be
much more of it, and it should be taught at lower
education levels so our junior Soldiers begin their
careers with some guidance and awareness for how
to analyze.

But until doctrine and training do catch up, there
is much that we as leaders can do to fill in some of
this gap. First we should create a culture within our
intelligence sections where we openly formulate,
explore, discuss and evaluate ideas and informa-
tion. In over eighteen months as the senior Division
Analysis and Control Element (ACE) observer/
trainer at the Joint Intelligence-Combat Training
Center, I was able to observe and explore a variety
of styles, methods and tactics, techniques, and pro-
cedures for producing intelligence. One of the best
indicators I had for whether a group was doing well
and “getting it” was simply to observe the activity
of the students. If the ACE was quiet and orderly,
with everyone’s face buried in a computer screen,
it was seldom a good sign. Conversely, if the action

in the ACE was dominated by a group of people sit-
ting around a table with various chart packs and
notepads, looking very much like a scene from the
play “Twelve Angry Men,” it was usually a VERY
good sign!

Computers and mental models are great tools, but
they will never replace a fact-based discussion be-
tween two sentient beings, at least not in any of our
lifetimes. We can get data from computers, and as-
semble them in ways that are perhaps easy to vi-
sualize, but seldom (if ever) will we get a conclusive
answer to anything but the simplest of logic prob-
lems. And bearing in mind we are ultimately target-
ing human beings, we are seldom presented with
the simplest of logic problems!

If we are going to collect and analyze forensic
material from the battlefield, we will be presented
with an array of information which often just won't
fit with our preconceived ideas. We must be nim-
ble enough in our thought, and rigorous enough in
our criticism, to incorporate this information into
the whole of the fusion process. We then must con-
stantly evaluate it against all of the other informa-
tion we receive from our other sources. Perhaps it
is not too early to say that at some point, we might
even incorporate forensics into a MASINT cell within
the ACE.

To use the forensic material we plan on collect-
ing, we need to develop our own tools and think
through each problem for ourselves. We will need
to progress past the point of deductive reasoning,
where all of the steps are laid out for us and we
can make predictions and test our hypotheses; to
abductive reasoning, where some of the steps are
missing and we are forced to arrive at plausible hy-
potheses using a fragmented mosaic of sometimes
not very-well connected facts mixed with valid as-
sumptions. It is a bit like the difference between
simple mathematics, and algebra where we must
solve for the unknown.

And as we think through the problem, we should
bear in mind that good ideas do not have any mil-
itary rank attached to them. If we open our pro-
cess to active discussion and debate, then we must
accept that sometimes the E-4 does indeed have a
better grasp on the problem than the O-4, the real
test of leadership is how well we use the assets (and
ideas) we control, not in how often we are “right”.
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tories processed evidence while considering the end
goal of sworn testimony. Because of the strict na-
ture of the legal environment, forensic science has
naturally evolved under a very controlled and strin-
gent framework. Traditional forensic practitioners
are respectful of control and “chain of custody” of
the evidence from the first crime scene responder
through the entire process.

Although this mindset is ideal for the U.S. legal
system, it isn’t a very efficient process. There are
many requirements of this process that are cum-
bersome in all but the most thorough applications.
Although some aspects, such as chain-of-custody
forms, can be easily adapted to the hattlefield, other
processes cannot. For example, in general crime
scene processing, most items of evidence collected
for further exploitation are completely documented
prior to handling. This generally involves photogra-
phy or video as the scene was preserved, follow-up
with assigning each item a unique numbered ev-
idence marker, photography of the evidence with
the marker from a distance (from mid-range and
close-up), and usually obtaining a final close-up
photograph with a scale next to the item. Another
example involves the traditional forensic process of
thorough, sequential, multi-disciplinary processing
of items. Within the U.S. legal system, there is often
time for an item to proceed through the trace anal-
ysis section, the DNA section, the questioned docu-
ment section, etc.

The reasons for this strict adherence to process
and protocol are well founded in traditional case
law. During court, the prosecuting authority has to
build an air-tight case that doesn’t even leave a “rea-
sonable doubt” in the mind of a juror deciding on
guilt or innocence. Each case fact could introduce
such doubt, so every case fact must be solid. There
can be no room, for example, for a defense attor-
ney to claim that a piece of evidence was planted at
the scene or that a fingerprint was lifted from some-
thing other than what it was labeled as being lifted.
Although the goal of “beyond a reasonable doubt” is
necessary for legal proceedings, a lesser standard
for certain aspects of the process may be acceptable
for some military and intelligence applications.

A New LPE Mission
In the U.S. Central Command theater of opera-
tions, it has become necessary to explore every en-
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abling technology to defeat the asymmetrical warfare
tactics of terrorists. Because of the time and effort
requirements to apply forensics in the traditional
manner, it had never been applied on the battlefield
to defeat an enemy prior to 2004. The Armed Forces
Institute of Pathology has used forensic science to
identify the remains of fallen soldiers, but true bat-
tlefield forensics was introduced as a new concept
in concert with a push for more intelligence.

The main thought in taking certain facets of fo-
rensic science “forward” was simply that some addi-
tional capability was better than no capability at all.
Previously, soldiers would simply leave or destroy
items in place. Some items, like improvised explo-
sive devices (IEDs), were collected for other types
of processing. Expeditionary collection techniques
were introduced to U.S. Marines and Special Forces
who regularly encountered caches of items of in-
terest. Instead of destroying the items, they were
taught to collect items that, if they yielded LPs or
DNA, would provide actionable intelligence on that
individual. As with any intelligence, it significantly
degrades with time, so the emphasis was on expedi-
tionary exploitation even if traditional forensic ide-
als such as thorough, sequential processing were
sacrificed.

This new approach has worked so well that two
individuals per day remain in custody or are pros-
ecuted based in part on biometric identification.
Since 2004, nearly 2,000 LP identifications have
associated nearly 1,000 separate terrorists as hav-
ing touched items of interest. Over a dozen death
sentences have been handed down in the Iraqi le-
gal system as a direct result of LP identifications
on items of interest. Numerous high-value individ-
uals whose LPs appear on multiple items of interest
have been successfully targeted as a result of in-
telligence that would never have been obtained if it
weren’t for this new application of forensic science
on the battlefield.

Continuous ABIS Operations

Even with forensic processing forward, an en-
terprise biometric system is necessary in order to
search the biometric impressions developed on the
battlefield. It doesn’t do much good to have a per-
fect human signature if you can'’t search it through
a file to make a positive identification. In 2004, the
Biometrics Fusion Center (part of what became the
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BTF) developed and deployed the fingerprint seg-
ment of the ABIS. An ABIS differs from commonly
recognized AFI systems in that it includes other bi-
ometric search algorithms, such as face, iris, palm
prints, etc.

ABIS Operations maintains a 24/7, year round
support effort for DOD operations in multiple areas
of operation. The branch is staffed with highly qual-
ified and certified tenprint and LP examiners who
provide feedback to submitting partners quickly
and efficiently. ABIS Operations is alsoc system and
file tvpe “agnostic”. Although the BTF recognizes
the value of biometric standards (and in fact leads
the DOD community in refining them), it also rec-
ognizes that, in a time of war, we cannot restrict
incoming data not meeting a pre-determined stan-
dard. As an example, the FBI requires its custom-
ers to submit a complete tenprint record that has
a minimum resolution (500 pixels per inch (ppi)).
The ABIS Biometric Examination Services Branch
(BESB) has accepted files and obtained positive re-
sults from submissions with as few as one finger-
print image and at resolutions as low as 200 ppi.

While the ABIS is designed to be a “lights out”
(no human intervention) system when it comes to
searching tenprint enroilments against the exist-
ing tenprint database, there are many lower quality
tenprint files that can’t automatically be determined
as an identification or non-identification. These are
known as “yellow resolves” and require a human ex-
aminer to make the final determination. Currently,
approximately 12 percent of all enrollments have to
be reviewed by a human examiner. NGA will reduce
that number to about 3 percent when it is fully op-
erational due to multimodal fusion logic within the
system, which combines the scores of different mo-
dality searches. ABIS averages about 20,000 bio-
metric enrollments per week (with a high of more
than 32.000) and roughly 2,000 images per month
from our continental U.S. (CONUS) and outside the
continental U.S. (OCONUS) partners for formatting,
encoding, and searching in the ABIS. These biomet-
ric images of LPs are not considered forensic evi-
dence {that would be the actual developed print)
because ABIS is considered a tool for making a pos-
itive association. If the identification is to be used
for court purposes, the examiner who developed the
LP will prepare a courtroom package to demonstrate
the identification outside the auspices of the bio-
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metric system. In other words, the ABIS is a tool to
find a match, but it still takes the forensic examiner

to testify to it.

Biometric images are assessed by qualified LP ex-
aminers at the BTF, formatted, encoded, and searched
against the ABIS (as well as the FBI's IAFIS). A list of
possible candidates is returned for the examiners to
review. For the ABIS system, that list consists of 10
candidates. For IAFIS, the list could be as high as
80 but averages 68 candidates per print. The rea-
son for this is that the ABIS database is about one-
thirtieth the size of the 1AFIS database. To improve
the accuracy of searching against the larger IAFIS
database, the “penetration” of each file is limited to
30 percent of the database. With some rare pattern
types or known finger positions, this may only re-
quire one search that produces 20 candidates, but
for some LPs without pattern information, up to
four searches are required with each response re-
turning 20 candidates.

LP Case Prioritization and Processing

LP cases are submitted to the BTF with a prior-
itization. This prioritization is determined by the
submitting labs and is based on {in part) the cir-
cumstances surrounding the event from which the
evidence was recovered. For example, LPs developed
on evidence recovered from an IED event that led
to the injury or death of a Coalition Soldier would
be given the highest priority while those from some
documents found at an abandoned cache would
get a much lower priority. The prioritization is color
coded: red is the highest, yellow is moderately high,
and green or white are the least sensitive for time-
liness in response. When a red case comes into the
BESB section, all work on other cases is stopped and
full attention is devoted to the red case. Turnaround
time for a red case is measured in hours, while yel-
low cases can take a day or two and green cases can
take up to two weeks. Currently, the turnaround
time on “first looks” for all casework is less than
seven days.

Within each case, other task-based prioritiza-
tion is practiced. The highest priority is activity that
leads up to ABIS LP candidate comparison. The for-
matting task involves opening each LP in Adobe*
Photoshop” and conducting a series of image pro-
cessing steps to transform the camera image into
a standard resolution and standard image type re-
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quired by ABIS. Each LP is different, and often fac-
tors such as background surface will cause unique
distortion that must be manually corrected for ac-
curate searching. Examiners almost always con-
duct image enhancement to increase the contrast
between the ridges and the furrows during the for-
matting process.

The next task at the same priority is to encode
the formatted LP in software that allows the exam-
iner to place markers over the unique ridge end-
ings and bifurcations (minutia) that the system
uses to search the database. The minutia template
is used by search algorithms {along with other in-
formation) to sift through millions of other biomet-
ric templates and rank them in order of likelihood of
a match. Once the top ten candidate list is returned
from ABIS, the next priority is the first look from an
examiner and verification of a match if necessary.
Beyond that, the BTF operates under a lower prior-
itization of follow-up task work, which includes the
following:

1. IAFIS “Top Checks.” When an LP candidate from
a search against the IAFIS system is above a cer-
tain score threshold, it alerts the BESB to check
the results.

2. File Re-encoding. A second examiner will re-
encode LPs for resubmission against the sys-
tem in order to achieve a higher accuracy
rate than just one examiner encoding the
print. Re-encoding LPs has been shown to yield
about 10 percent more identifications than single
encodings.

3. ABIS “Second Looks.” A second examiner will re-
view the response lists that have already been
looked at during the “first look” process in or-
der to achieve a higher accuracy rate than just
one examiner comparing the candidates. Second
ABIS examinations have been shown to yield ap-
proximately 7 percent more identifications than
single examinations of response files.

4. IAFIS “First Looks.” An examiner will review the
remainder of IAFIS responses.

5. Manual “First Looks.” An examiner will compare
additional unsolved LPs in the case with all of
the fingerprints of a known offender in that case.
This occurs when some but not all of the LPs
“hit” in ABIS. Generally, making additional iden-
tifications to the same individual is considered a
lower priority task than making new hits to pre-

viously unidentified individuals.

6. IAFIS “Second Looks.” This task is just like ABIS
second looks but applied to the IAFIS responses
to achieve a 7 percent accuracy increase in this
task.

7. Manual “Second Looks.” This is a second look at
manual comparisons that would follow Manual
“First Looks” to achieve higher accuracy.

When an LP is run against the ABIS and IAFIS da-
tabases without identification, the image is stored
in the unsolved latent file {ULF). As new tenprint en-
rollments are collected and submitted to ABIS, they
are automatically searched against the ULF, and
scores above a certain threshold are presented to
examiners for review. This is important because in-
dividuals involved in actions against Coalition forces
leave LP evidence on material collected at the scene
even before they have been detained or otherwise
enrolled. Biometrics are not always in the system for
comparison when the LPs are encoded and submit-
ted, so an initial run against a database that does
not contain the subject’s biometrics will not result
in an identification. The “reverse” or “after the fact”
search can result in an identification of a newly de-
tained individual to the item from an event that oc-
curred on an earlier date. Unsolved latent matches
{(ULMs) still occur today on LPs entered in 2004.
These ULMs occur about 25 percent of the time that
an identification occurs. The subject’s biometrics
have already been obtained 50 percent of the time,
and a “direct” LP search produces the match. The
remaining 25 percent of all identifications are made
as a result of manual comparisons. The current size
of the ULF is approaching 50,000 images. As the
known database and the ULF continue to grow, the
likelihood of identifications against any single file
also increases. Furthermore, through data sharing
agreements with the Departments of Justice and
Homeland Security, and in the near future with the
National Counter Terrorism Center and the Terrorist
Screening Center, this database of critical LPs will
continue to be used to secure our national borders
by stripping away the anonymity that terrorists so
desperately strive to maintain.

ABIS Metrics

In November 2004, a case with several LPs arrived
at the ABIS Operations center in Clarksburg, West
Virginia, for searching. This case resulted in the
first LP identification against the DOD ABIS in the
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War on Terrorism. Although only a limited number
of cases would be submitted during the remainder
of 2004, this small inauspicious start would soon
give way to a massive influx of biometric LP im-
ages for searching. In total, there have been nearly
10,000 cases containing nearly 50,000 LP images
processed by the BTF since 2004.

The average LP case is a project in itself. Although
cases vary in the number of images received, the
average is about 5 LPs per case. Each LP search
returns 10 candidates from ABIS and an average
of 68 candidates from IAFIS, yielding 780 separate
comparisons per case for full adjudication (count-
ing verification by a second examiner). To adhere
to reasonable turnarcund times, sub-tasks are pri-
oritized to obtain the highest probability of success
as early in the process as possible. In one case, an
IED event occurred in theater, items were delivered
to the OCONUS laboratory, LPs were developed,
captured, and transmitted to the BTF, searched
through ABIS, identified to a subject who had been
previously detained, and a report was provided back
to theater within just four hours in total. Generally,
this process takes days or weeks due to more realis-
tic delays between steps in this multi-organizational
process. But the facts speak for themselves—the
ABIS Operations center supports this joint process
to meet the goal for on-time, prioritized matching
processes in support of force protection and na-
tional security.

BTF S&T Coordination and C&T
Evaluation/Integration of New
Technologies

Within the BTF, the Strategy Division is responsi-
ble for establishing the strategic direction for DOD
Biometrics activities and enabling the employvment
of biometric capabilities. The Strategy Division in-
cludes two branches, the Futures Branch and the
Concepts and Technology {C&T) Branch that work
together with the biometrics and forensics commu-
nities to develop and provide future biometric ca-
pabilities that support the forensic mission. The
Futures Branch coordinates the biometrics Science
and Technology (S&T) efforts across DOD while the
C&T Branch facilitates the movement of those tech-
nologies into prototype or developmental efforts for
transition to the enterprise.

The BTF plays an important role in forensics S&T
by pursuing three primary objectives in the advance-
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ment of biometric technologies to enable forensics.
First, the BTF synchronizes biometric technologies
and capabilities that interface with forensic tech-
nologies and capabilities across DOD. Second, it in-
terfaces with government, industry, and academia
to develop and exploit the forensic/biometric cross-
over technology base for future DOD capabilities.
Finally, the BTF supports the coordination of efforts
between the biometric and forensic S&T communi-
ties. The Futures Branch and C&T Branch work to-
gether to assist the BTF in accomplishing the above
objectives in support of forensics S&T.

In addition to coordinating biometrics S&T efforts,
the BTF is supporting two projects that directly im-
pact the forensics mission. The first project is to de-
velop a Latent FlvKit Capability for the BTF. The goal
of this project is to produce a field kit that will al-
low latent print examiners to quickly respond to an
event (e.g., natural disaster}, capture LPs, and sub-
mit them to ABIS for matching. The second project
is to develop a rugged, portable LP workstation. The
goal of this project is to develop a prototype device
to digitally capture latent fingerprints in a tactical
environment. Together, these projects demonstrate
how the BTF is helping to advance biometric tech-
nologies to support the forensics mission.

TNT Partnerships

Since 2005, the BTF has partnered with the Naval
Postgraduate School and the U.S. Special Operations
Command in hosting Tactical Network Topology
(TNT) experiments. TNT provides a research venue
to support the near-term needs of the warfighter by
evaluating and improving biometric capabilities and
communication architectures used to collect, store,
and transmit biometric data. Experiments and con-
cepts conducted in the TNT emphasize wireless net-
works, unmanned/autonomous vehicles, sensor
networks, situational awareness, net-centric appli-
cations, target tracking and identification, and bi-
ometric identification and verification. Measures
of performance for each technology are collected by
Special Operations Forces operators and engineers/
technicians. Requirements gaps and technical short-
falls are then addressed and improvements are made
for the next quarterly experiment.

The BTF uses the TNT environment to evaluate
current and emerging forensic and biometric tech-
nologies in a simulated operational environment.
The BTF’s C&T Branch considers validated require-
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ments and biometric capability gaps, gathers exper-
imental biometric and supporting technologies, and
weaves these technologies into operational events
and scenarios with detailed objectives. The BTF as-
sists experimentation partners, including various
branches of the military, the combatant commands,
industry, and national laboratories to conduct exper-
iments. Actual assessments of the experiments are
conducted by assessors, such as the West Virginia
Army National Guard’s (NGJ 19th Group Special
Forces, Special Operations Research and Support
Element, and the Joint Interagency Training and
Education Center (JITEC).

BTF experimentation in forensics has been a part
of TNT for several guarters. Most of the forensic tech-
nologies center on alternate ways as well as more
time efficient means to capture LPs. Technologies
have shown ways to dust, lift, and digitally convert
LPs, thus reducing time spent on a specific target.
Other participating technologies have shown alter-
nate ways to capture LPs from surfaces without us-
ing lift tape.

Although biometric experimentation in TNT is rel-
atively new, it has grown to a point that necessitates
expansion into Camp Dawson in Kingwood, West
Virginia, and the Center for National Response (CNR)
in southern West Virginia. Camp Dawson provides
a realistic training landscape that affords partici-
pants the opportunity to meet certain challenges of
their wartime missions. The facility is also used by
the West Virginia Army NG, the Army NGs of other
states, Army Reserve, Reserve Officers’ Training
Corps, and other Active and Reserve components
of the Air Force, Navy, and Marine Corps. CNR is
an operational component of the JITEC, which is
an NG training activity operated by the Chief, NG
Bureau and the Adjutant General of West Virginia.
It is a flexible Weapons of Mass Destruction train-
ing complex that provides multi-scenario exercises
for the military or joint operations with military and
first responders.

BTF Test and Standards Conformance
The Test and Standards Conformance ({TASC)
Branch exists to plan, conduct, and report the re-
sults of events, tests, simulations, experiments,
and evaluations of the nation’s investments in
biometric-enabled information technologies, pro-
grams, and products necessary to support the

U.S. Armed Forces. In that context, the continued
objective is to rapidly test quality biometric technol-
ogies that satisfy user needs with measurable im-
provements to mission capability. In Section 112 of
the Emergency Supplement Act, 2000, Public Law
No. 106-246, the Department of the Army was desig-
nated as DOD’s Executive Agent for developing and
implementing biometric technologies. Accordingly,
on 27 December 2000, Deputy Secretary of
Defense Rudy de Leon signed a memorandum ti-
tled, “Executive Agent Appointment.” In this mem-
orandum, Mr. de Leon directed the Secretary of the
Army to “establish a Biometrics Fusion Center to
acquire, test, evaluate and integrate biometrics, and
to develop and implement storage methods for bio-
metrics templates.” As such, the Biometrics Fusion
Center’s (now part of the BTF) testing capability
was created. Since 2001, the TASC Branch has em-
ployed rigid testing plans and principles to ensure
that the collection, enrollment, matching, storage,
updating, and sharing of biometric technologies is
accomplished in a secure, timely, accurate, usable,
and reliable manner.

The mission of the TASC laboratory is to plan,
conduct, and report the results of events, tests,
simulations, experiments, and evaluations of
biometric-enabled technologies to decision makers
so they can ensure that our warfighters have the
right biometric capabilities for success across the
entire range of military operations. To accomplish
this, TASC engineers apply basic test principles to
discover, demonstrate, and evaluate biometric ideas,
concepts, technologies, or products across the DOD
Biometrics Enterprise.

DOD Directive 8521.01E, DOD Biometrics, de-
fines the testing scope for the BTF and establishes
conduct for biometric test activities. Conformance
to approved biometric standards is paramount to
the technology acquisition process. In addition to
knowing the extent to which a technology is able to
collect, transmit, store, retrieve, manipulate, match
(if required), and display biometric and personal
data, the BTF must also know that the technology
will meet critical issues of mission performance, us-
ability, information assurance, and supportability.
Such assurances are provided as a result of the test
and evaluation functions.

The TASC Branch evaluates technologies through
conformance evaluations, scenario evaluations,
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and informal tests, evaluations, or assessments.

Examples of biometric testing done in the past

include:

+ Conducting biometric standards conformance
testing for all products, programs, and services.

4+ Providing support to DOD acquisition organi-
zations in developmental testing, systems in-
tegration, and/or independent verification and
validation of biometric systems.

4+ Maintaining awareness of the biometric market-
place and evaluating commercial/government
off-the-shelf products useful to federal govern-
ment agencies.

4+ Supporting DOD operational test agencies for
the conduct of formal developmental and op-
erational test and evaluation activities that de-
termine system effectiveness, survivability, and
suitability.

Having evaluated more than 300 biometric tech-
nologies over the past eight years, TASC engineers
have a vast understanding of the capabilities and
limitations of biometric systems and devices de-
ployed to support the War on Terrorism. Today, the
TASC Branch is seeing more handheld collection
devices preparing to provide a forward latent collec-
tion and matching capability as well as more local
biometric matching systems with latent print capa-
bilities. These systems will soon provide warfighters
with a forward capability to collect, store, match, and
share latent fingerprint images and information with
enterprise systems according to DOD standards.

BTF Challenges

Although the BTF is maintaining a superior posi-
tion with regard to identity dominance, there are still
challenges to overcome. Limited bandwidth from the-
aters of operation to the enterprise ABIS system con-
tinues to plague response times back to the soldier.
Forensic laboratories in remote locations have to use
satellite technology to transmit very large digital case
files for processing. Generally, it is more cost effec-
tive to conduct all biometric activity within CONUS.
For this reason, most of the raw unprocessed cam-
era images of the biometric are provided to the BTF
for formatting. Although this is necessary for accu-
rate processing, these images can sometimes reach
20 or 30 megabytes each, and some cases literally
have hundreds of images of LP biometrics.

The workflow within the BTF is being re-engineered
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for maximum efficiency. In 2004, Excel* spreadsheets
and manual file systems were sufficient for the vol-
ume of casework, but the BTF is in the process of
planning and implementing automated case man-
agement systems and central server job queues for
comparisons. Although the transition period is on-
going, the BTF remains able to perform the highest
priority task work in support of theater operations.

The lower priority task work, such as IAFIS ex-
aminations and 2" level examinations, continues
to become backlogged. New strategies are currently
being explored, such as standing up a remote ex-
amination services capability, training and involv-
ing Wounded Warriors or their caregivers, and
even involving examiners from other departments
in the comparison task work. Although the cur-
rent comparison backlog is approaching 10 million
separate comparisons, these programs along with
an aggressive staffing strategy are anticipated to
bring the backlog under control within the next few
years.

Finally, the challenge of forensic training and
awareness will be an ever-looming battle in these
early years of new battleflield forensic capability.
There seems to be constant bombardment of tradi-
tional forensic ideals working against the new ex-
peditionary battlefield forensic model. Commanders
at all levels need to understand what battlefield fo-
rensics was intended to provide and how the verv
process to achieve those results may require fall-
ing short of some institutional laboratory forensic
procedures and processes. They also need to un-
derstand how those forensically developed biomet-
ric signatures can be transmitted to the enterprise
biometric capability for maximum value back to
theater. Training our troops how to preserve and
collect items of interest and conduct some lim-
ited exploitation of immovable items is a relatively
straight-forward exercise that just requires the right
sponsorship, staffing, and execution. Obtaining the
doctrine and policy to support this new type of train-
ing is the current challenge.

BTF Future

There are some great future capabilities in store as
the BTF continues to support the warfighter through
maintenance and operation of the enterprise bio-
metric capability. The upgrade to the NGA will allow
more efficient matching of forensically developed bi-
ometric signatures. As we continue to identify pro-
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multimodal biometric identification was pioneered
by the Frenchman Alphonse Bertillon in the late
1800s as he established the uniqueness of differ-
ent body measurements and combined them with
photographs and fingerprints in the early 1900s to
establish identity portfolios. Fingerprints have been
used throughout the U.S. for criminal identification
in the 20 century. Within the DOD, the most prom-
inent use has occurred in the U.S. Army Criminal
Investigation Laboratory, established in 1943.

Unique Aspects of Each Community

Given their separate and distinct histories as well
as the evolution of their missions over time, each
of these communities naturally has facets that are
separate from the others.

The forensic science community is very concerned
with traditional legal application of its products.
Stringent aspects of scene preservation, evidence
packaging and storage, documentation of items
and actions, as well as knowledge of relevant case
law are important within each forensic discipline.
Strict adherence to sequential discipline process-
ing as well as sequential chemical and physical pro-
cessing within each discipline are paramount to
achieve the ideals of thoroughness required by the
legal system. Often, one type of forensic examina-
tion may reveal the necessity for another, requiring
additional laboratory time to not destroy potentially
useful evidence. The principle in forensic science of
thoroughness at all costs, including time, is diamet-
rically opposed to the principle in the Intelligence
Community (IC) that the value of information de-
creases exponentially over time. It is far better to
have 80 percent of the intelligence now than 99 per-
cent of the information too late., Furthermore, the
IC is interested only in the facts, not necessarily in
knowing the exact chemical processes and underly-
ing theories used to determine those facts.

There are also many of the forensic disciplines
that have no bearing whatsoever on biometrics.
Generally, identifying biological or physical signa-
tures of a person are considered biometric while
identifying signatures of an item are considered fo-
rensic. The biometric community is not interested
in the impression evidence left by a gun barrel on a
bullet, a tire in mud, or a pry-bar on metal. These
aspects of forensic science are important, but they
have no relevance to the hiometric identification of
an individual. Even if someone is captured wear-

ing the exact shoe that left an impression at a loca-
tion of interest, it cannot be automatically inferred
that he/she was the wearer of the shoe at the time
the incident occurred. For these and other reasons,
there will always be aspects of forensic science that
are separate from the field of biometrics.

Likewise, there will always be aspects of intelli-
gence that are separate from biometrics and foren-
sics. Neither of the latter communities is concerned
with techniques for eliciting information from
sources or even with the use of their products for
predictive analysis or calculating the probability
of the occurrence of future events. Intelligence an-
alysts are concerned with the “so-what” behind a
biometric match or a forensic finding, but the objec-
tive nature of biometric matching and forensic iden-
tification prevents these communities from being
concerned with how their products (identifications)
are used. Other facets of intelligence that are of no
obvious concern to the biometric or forensic com-
munities include espionage, reconnaissance, inter-
rogation, targeting, cryptanalysis, etc.

The biometric community is interested in the use
of physical, biological, or behavioral characteristics
of an individual to effect personal identification. In
many cases, this interest centers on types of char-
acteristics or uses of those characteristics that are
not relevant to the forensic community or the IC. For
example, neither of the latter communities would be
interested in volumetric measurements of the chest
cavity over time or the uniqueness of human cardio-
electrical patterns. Nor would they be interested in
some of the business functions facilitated by bio-
metrics, such as physical access control, smart-card
identity verification, or methods to obtain biometric
population statistics. The IC might be interested in
the information behind such endeavors, such as ac-
cess logs that show when and where a particular in-
dividual attempted to gain access to a facility, but
the actualization of the business processes neces-
sary to support those functions are squarely cen-
tered in the biometrics arena.

Convergence

Although there are many areas that are exclusive
to each community, other areas of these communi-
ties have begun to come together over the course of
the last decade. Prior to 2001, there was no large-
scale biometric collection within the DOD other
than to conduct fingerprint checks against the FBI's
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able use of such systems to store and search dig-
ital biometric profiles, most notably by way of the
Integrated Automated Fingerprint Identification
System (IAFIS). The IAFIS maintains the largest bio-
metric database in the world, containing fingerprints
and corresponding criminal history information vol-
untarily submitted by state, local, and federal LE
agencies. A national fingerprint and criminal his-
tory system maintained by the FBI, the Criminal
Justice Information Services (CJIS) Division, the
IAFIS provides automated fingerprint and latent
search capabilities, electronic image storage, and
electronic exchange of fingerprints and continuous
responses. By comparison, the Combined DNA Index
System (CODIS) is used to store and search DNA pro-
files obtained from a number of indices, specifically:
convicted offender, forensic, arrestees, missing per-
sons, unidentified human remains, and biological
relatives of missing persons. CODIS operates at na-
tional, state, and local levels, where the National
DNA Index System enables laboratories to exchange
and compare DNA profiles across the country, in-
cluding those from all 50 states, the U.S. Army, and
the FBI.2

The Department of Homeland Security (DHS)
maintains an Automated Biometric Identification
System known as IDENT, consisting of biometric
data and information on known criminals and sus-
pected terrorists from profiles contained in IAFIS on
non-U.S. citizen persons of interest to LE.

Similar to the DHS IDENT, the Department
of Defense (DOD) maintains its own Automated
Biometric Identification System (ABIS.) ABIS is
the DOD’s central repository for all biometrics
collected by DOD personnel from non-U.S. citizen
persons of interest. While numerous other federal,
state and local government agencies also have bi-
ometric databases, the above constitute the larg-
est national biometric databases in the U.S.

Biometric Applications

As the field of biometrics continues to evolve, so
does the precise manner of classifying biometrics
systems. Used in conjunction with automated da-
tabases, biometric applications that center on the
broader functions of access control and identity
management allow expanded capabilities in foren-
sics and military Counterintelligence to authenti-
cate, identify, or facilitate attribution of a human

subject. While the concept of access control is self-
explanatory, identity management can be defined
as “the registration, storage, protection, issuance,
and assurance of a user’s personal identifier(s) and
privileges(s) in an electronic environment in a secure,
efficient, and cost-effective manner.”® Applications
may use automated or manual processes, indepen-
dently or as part of an overall information gather-
ing scheme.

A biometric device can be applied in virtually
any application scenario in which one might oth-
erwise use non-biometric identification, such as
keys, identification cards, security cards, per-
sonal identification numbers (PINs), or passwords
to gain access to a physical facility, a virtual do-
main (information system), or a process, or to de-
termine eligibility for a privilege.! In the contexts
of LE and national defense, relevant sub-catego-
ries encompass physical and logical access con-
trol and security, and identification-applications
that help the above communities in determining
who someone is, who someone should be, or who
someone might be. Many departments and agen-
cies at all levels of government, as well as pri-
vate companies, use a combination of biometrics
based systems with various modalities, primarily
fingerprint, face and iris, for automated recogni-
tion and verification.

Biometric applications can function in either of
two ways—verification or identification. Verification
is the process of comparing a presented biometric
template to a stored biometric reference(s) asso-
ciated with a specific purpose. Verification appli-
cation processes can be generally described as
one-to-one (1:1} matching, where it must be de-
termined that the user is in fact the person they
claim to be.5 During verification, a user will typi-
cally present their “claim” of identity in the form
of a name, unique identification number, token or
ID card. Then, the user must authenticate against
the claim of identity by presenting their biometric
sample and having the resulting template matched
against the reference(s) associated with that us-
er’s enrollment record. Verification is commonly
used in access control applications where an indi-
vidual has already been granted privileges or ac-
cess rights and the system needs to verify that the
person seeking access under the given identity is,
in fact, that individual.®
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The DOD uses biometric verification to control ac-
cess to U.S. military facilities in Iraq. Specifically,
the Biometric ldentification System for Access (BISA)
is a verification system that results in the issue of
a “smart card” type of identification token. Its tar-
get population is non-U.S. personnel seeking em-
ployment at, or access to, U.S. and Coalition bases.
The 1D card used for BISA contains key biometrics
of the person to whom the card was issued, allowing
for fast matching between the biometric stored on
the badge and the biometric provided by the badge
holder, each of which is read by a single integrated
device, which compares the two (1:1) each time a
badge-holder attempts to gain access to a base.”

In identification applications, the system at-
tempts to determine if a person is known to the
system {with or without a claimed identity) by com-
paring the presented biometric sample and resul-
tant template with all known references (the entire
enrolled population) in the database. The process
associated with biometric identification involves
one-to-many (l:n) matching. Identification appli-
cations are typically used for LE investigations or,
as a screening process to ensure that the person
applying for a benefit is not already enrolled in the
system and receiving the entitlement under another
name or identity.* Identification is often performed
during or immediately following initial enrollment
of the person’s biometric.” Part of the federal crim-
inal records check process, for example, involves
an applicant’s or suspect’s ten-print to ten-print
search verification through IAFIS, which compares
the complete set of fingerprints against the data-
base of ten-prints.

DHS, with eligibility input from the Department
of State (DoS), established the identification pro-
gram called the United States Visitor and Immigrant
Status Indicator Technology Program, better known
as US-VISIT. It is one component of a system of se-
curity measures that begins overseas and continues
through a visitor’s arrival in and departure from the
U.S. In many cases, US-VISIT begins at U.S. con-
sular offices issuing visas overseas, where officials
collect a person’s biometrics (digital fingerprints
and photographs) and check them against IDENT
{*one-to-many”). When the visitor arrives at the U.S.
port of entry, their fingerprints are taken and used
to verify (“one-to-one”) that the person entering the
country is the same person who received the visa.'?

While such federal systems have achieved no-
table success, the creation of more sophisticated
systems like the FBI Next Generation ldentification
system may help to do more than simply verify
an identity through direct searching and match-
ing. Projects, including the establishment of a
national Biometrics Center of Excellence, are un-
derway to expand and increase the efficacy of auto-
mated biometric identification systems to include
other intrinsic and extrinsic biometrics such as
palm prints, scars, marks, tattoos, and iris and fa-
cial imaging.!' In biometric identification systems,
however, obtaining a “hit” in a database is far from
identification in the worlds of forensic science and
military CI.

Attribution

Biometric systems can also be used to record and
associate facts about an individual, helping to es-
tablish connections between people and places,
events, or other people.’? The development of tools
designed to compare and analyze biometrics serve
to strengthen both capability areas. Biometric al-
gorithms can be designed to relate facts and char-
acteristics to build a profile of someone who is
otherwise anonymous. An example would be ob-
taining a “one-to-many” match of the biometric
profile from an unknown individual collected dur-
ing a crime scene investigation or during tactical
or sensitive site exploitation, with an enrolled pro-
file (e.g., a known detainee or convicted felon, or
other unknown biometric profile associated with
a prior event).

Biometric systems like IAFIS assist LE in mak-
ing the critical connection between a crime and a
suspect. An evidence print to ten-print search can
be run when crime scene technicians recover a fin-
gerprint from a crime scene and investigators have
not identified a suspect or find that a suspect’s fin-
gerprints do not match the evidence print. If the
search does not yield a hit, then the system retains
the evidence print as an unsolved file. When new
ten-prints are entered into the system, they are
searched against unsolved files. This “ten-print to
latent print search” may reveal the involvement of
a suspect with a previously unresolved crime.'* The
FBI also uses the CODIS Program as a similar re-
source to generate forensic leads when investigators
recover DNA from a crime scene.'? A match between
DNA profiles from the Forensic and Offender indi-

FOR OFFICIAL USE ONLY

January - March 2009

61



ces provides investigators with a suspect’s identity,
while a match between DNA profiles in the Forensic
Index can link crime scenes.'®

The DOD’s Biometrics Automated Toolset (BAT) is
an identification and enrollment system that has al-
lowed military operators to collect biometrics from
persons of interest and search that data against a
repository of known and suspected terrorist data, as
well as profiles from “unknown” individuals. The col-
lection process is essentially the same as for BISA,
but BAT is used to create and maintain profile re-
cords in ABIS.'® BAT equipment consists of a laptop
computer with identity management software and
the various peripheral devices used mainly by mili-
tarv personnel and serviced by contractors to collect
specific biometric modalities: fingerprints, iris im-
ages, and facial photographs. Quick reaction forces
equipped with BAT kits may process a scene after
an improvised explosive device (IED) has been deto-
nated, to include collection of biometrics from peo-
ple in the vicinity who may have been involved. BAT
is also used to process prisoners brought into var-
ious detention centers.'” All biometrics collected
by BAT and BISA operators are routed by various
means to the ABIS for initial enrollment or verifi-
cation. Data from each system has been used suc-
cessfully to identify persons known to have hostile
intentions toward the U.S. and coalition forces, en-
abling their apprehension and detention.

While these biometric systems can provide crucial
clues to LE, they are not substitutes for the human
analytical component of investigation required to
draw valid conclusions about motive, history, and
the relatedness of tangible and intangible evidence
particular to an incident. It takes the revolving and
combined efforts of LE and forensic science to en-
able and enhance the ability to establish “truth” in
terms of the law. Similarly, it takes the combined
efforts of intelligence and military operations that
use biometrics to achieve identity superiority on the
battlefield.

Biometrics in LE

Anthony Fortune, a consultant with the Office of
the Secretary of Defense (Policy}), recently told an
audience, “When [ was a civilian police officer, we
didn’t call it biometrics—we called it evidence.”'®
Lieutenant Colonel John Manson made one distinc-
tion by stating, “Biometrics can tell us who some-

one is: forensics can tell us what they did.”'” These
are telling statements about how biometrics and fo-
rensics often become confused.

Alphonse Bertillon solved the problem of identi-
fying criminals during growing urbanization in the
late 1800s by establishing a method of identifica-
tion called anthropometry, which is based upon the
measurement of various distinguishable aspects
of the human body including such things as arm
length and head circumference. While many oth-
ers eventually developed more specific methods of
measuring human characteristics, Bertillon essen-
tially discovered the first application of biometrics
in LE.?°

Forensic science, or simply forensics, is any field of
science “dedicated to the methodical gathering and
analysis of evidence to establish facts that can be
presented in a legal proceeding.” 2!

Forensics, like biometrics, is multidisciplinary and
uses knowledge and methodologies from many sci-
entific disciplines including biology, anthropology,
chemistry, engineering, genetics, and even computer
science that support both criminal and non-crimi-
nal investigations. The greatest difference between
forensics and biometrics then is that while forensics
by definition examines the entire spectrum of scien-
tific fields and methods and applies them to the law,
biometrics focuses solely on those fields related to
human identification-merely one aspect of forensics.
While LTC Manson correctly implied that forensics
is a more involved process, perhaps a more precise
statement would be that forensics can tell us if the
individual in question did what we have reason to
believe he did.

The biometric technologies and methods used
in forensics for human identification are increas-
ingly being applied in other areas of national secu-
rity, most notably defense, and have corresponded
with efforts in finding new and non-lethal ways of
fighting the non-conventional War on Terrorism.
Human identification may serve as an end in itself
or be part of a larger process, involving stakehold-
ers whose operational requirements often overlap
(see Table 1.) The various policies, operating pro-
cedures, management, and administrative work
concerned with the institutional application of bio-
metrics, however, are most effective when the pri-
mary biometric application is clear.
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examination. Forensics has the ability to support
military operations by attributing enemy activity to
state or non-state actors using nationally and inter-
nationally accepted legal standards. Combat forces
may utilize forensic methodologies to defeat adver-
saries, deterring them from gaining military advan-
tages, and providing proof of adversarv operations
capable of withstanding legal scrutiny. Armed with
attributable data supported by biometrics, military
forces can begin to influence the enemy’s decision
making process by affecting the enemy’s operational
environment.?

CI versus Prosecution

The “beyond a reasonable doubt” standard of
proof to which forensic scientists are held along
with strict standards for scientific and technical
evidence,’® requires that conclusions offered by fo-
rensic scientists be supported by more than what
is available through automated biometric sys-
tems."' The LE community requires strict chain of
custody protocols in the collection of evidence (in
this case, associated biometric and non-biometric
data) and allows substantially more time on scene
than is permitted combat forces. These operating
procedures may conseguentially restrict crucial ac-
cess to biometric data and are unrealistic in com-
bat operations. The “burden of proof” for military
commanders is substantially lower than that for LE
for a number of reasons, not the least of which is
the requirement for rapid decision making and re-
sponse on site. Further, the austere conditions of
combat do not guarantee that biometric samples
are either collected or maintained in a manner that
is acceptable to the legal system. As one Army offi-
cer opined in April 2005, “We have to document and
catalog evidence to make a case against people that
we capture...The process is painstaking and often
frustrating to soldiers who have, up until recently,
been trained for maneuver warfare.”*? The military
may only require a minimum level of acceptability
in order to carry out its mission. Despite that, in
some cases the results of a mission may also have
LE implications.

In its strategic efforts to make biometrics fully op-
erational in support of DOD objectives and to enable
DOD-wide identity superiority, biometrics doctrine
development has been toward a distinct military
capability, and primarily considered as a targeting
tool with LE implications, where the LE community

was recognized as being the technical experts.®
Perhaps it would be prudent to consider Captain
Brian Gellman'’s approach to evidence versus intel-
ligence collection in fighting an unseen enemy:

“Evidence collection is more important than body
count in counterinsurgency. We cannot kill insur-
gents when they do not fight back; they know their
chance of winning a court case is much greater
than the chance of winning a firefight. Instead of
relying on other government agencies or untrained
combat arms soldiers, each unit needs an organic
CSI team that can conduct on-site evidence collec-
tion techniques to increase the successful prosecu-
tion of captured insurgents.’?*

Imposing forensic standards on the use of biomet-
rics in military operations may prove to be a major
limiting factor in broadening biometric applications
in meeting overarching national security objectives,
but ignoring their importance may prove just as
detrimental.

The Challenge

The same functions that allow the DOD to be self-
sufficient and self-sustaining, namely internal LE
and intelligence capabilities, make operational de-
cision making and policy development challenging
when it comes to managing biometrics. Recently,
the Government Accountability Office released a re-
port acknowledging the complicating factor of man-
aging biometrics in a unique organization like the
DOD. The report highlighted:

“Biometrics activities are dispersed throughout
DOD at many organizational levels...and DOD has
not established implementing guidance clarifying
decision making procedures to minimize duplica-
tions af effort and ensure interoperability across
these levels... [W}ith many different organizations
using biometrics for their own requirements and
missions, coordination has been difficult to achieve

across DOD.™™*

Both the competing and overlapping needs
and objectives of the various DOD organizations
makes streamlining an approach to biometrics
difficult, not only within DOD, but among the var-
ious members of the user community who want
to take advantage of the capabilities that biomet-
rics offers. The National Science and Technology
Council Subcommittee on Biometrics and ldentity
Management (IldM) has adequately summarized
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the need to lift limitations imposed by the inde-
pendent development and application of biomet-
ric technologies.

“At the Federal level, needs and uses vary signif-
icantly, and a one-size-fits-all technical IdM ar-
chitecture cannot satisfy all agency constraints
and requirements. However, there are clear com-
monalities that would benefit from a coordinat-
ed Federal effort, enhance agencies’ abilities to
meet mission needs, ensure privacy protection,
and enable individuals to exercise their identi-
ties securely.” 3¢

The FBI CJIS is endeavoring to establish interop-
erability between the IAFIS and other biometric sys-
tems, with primary emphasis currently on DHS’s
IDENT, DoS, and the DOD’s ABIS.?” Additionally,
the FBI and DOD have been engaged in a mutually
beneficial information sharing relationship since
2003-2004. Since then, the FBI has allowed DOD
to install and maintain its central database at the
CJIS facility in West Virginia. This arrangement
has allowed it to take advantage of existing FBI ex-
pertise, shared security and logistics. Last spring,
senior FBI and DOD officials agreed that the col-
location and convergence of the DOD biometric fa-
cility with CJIS would be mutually advantageous.
In particular, maturation of the Next Generation
ABIS ensures that the DOD will be poised to share
this innovation more readily with FBI as the Next
Generation IAFIS and CODIS programs concur-
rently grow.*®

The Biometrics Task Force (BTF), who has been
given the daunting responsibility of tackling this
multi-layered obstacle, has a mission to lead
“DoD activities to program, integrate, and syn-
chronize biometrics technologies and capabili-
ties to support the National Security Strategy.”*®
Bill Vickers, Special Advisor to the Director at the
BTF, stressed that, “Given the crucial role bio-
metrics is playing in the War on Terrorism, DOD
must plan to provide secure facilities and a reli-
able platform for the central databases providing
interaction with other biometric databases and
responses to the field.”*® A consistent theme re-
garding many aspects of U.S. national security,
greater cooperation in strategic planning, as well
as implementation between primary stakeholders,
must take place if the U.S. is to have a united
front against its enemies, foreign or domestic.

Conclusion

The U.S. has the opportunity to take maximum
advantage of biometric technologies and their po-
tential to effectively meet our national security ob-
jectives by developing a better understanding of its
various functions, and distinguishing between the
needs and requirements of the user community,
particularly LE forensics. The challenge remains in
determining how best to achieve operational effi-
ciency by using one tool to accomplish many ends.
Whether the DHS requires biometric technology for
airport screening, the DOD for access control at a
temporary checkpoint in a theater of operations, or
the FBI to monitor the transfer of DNA data pro-
cessed from a crime scene, the key to understand-
ing biometrics across a growing community of users
lies in setting clear goals and expectations for its
application in each user community.

Concerns about chain of custody, the protection
of sensitive information associated with a biomet-
ric profile, and the need for access to those profiles
to enable rapid decision making must guide rather
than stifle the effective management of biometrics
and the important processes they stimulate. The
unprecedented opportunity to make the most of this
increasingly important non-lethal application of sci-
ence and technology to fight crime and defeat our
foreign adversaries depends on it. m
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forensics within DOD, the FESG must rely upon
the experience and expertise residing within its
membership to guide the FESG towards achieving
its objectives. In other words, the success of the
FESG hinges upon the participation and coopera-
tion of the entire forensics community.

Origins of the DOD Forensics
Governance Structure

Operations Iraqi Freedom/Enduring Freedom
{OIF /OEF) generated a large mobilization of tech-
nology and ideas in support of mission accomplish-
ment. The enemy’s ability to employ anonymity
within the population presented a unique challenge
to the military, a challenge which was ideally suited
to be met through the application of forensic sci-
ence. As the enemy applied new techniques, tactics,
and weapons, technological solutions were rushed
to the battlefield in support of the warfighter. The
immediate success enjoyed by the several forensic
solutions that were implemented in OIF and OEF
gave rise to an even greater demand for forensic ca-
pability and illustrated the need for the capability to
be established as one that would be available into
the indefinite future.

Forensics was applied through multiple efforts
and programs to support intelligence operations
and targeting, law enforcement, and medical sup-
port missions. The forensic exploitation of weapons
and materials for intelligence purposes expanded
greatly in response to the improvised explosive de-
vice (IED) and sniper threats in Iraq. Beginning with
the efforts of a handful of latent print examiners to
identify IED cell members and snipers, other foren-
sic capabilities were incrementally deployed on the
initiative of many individual organizations and com-
munities.” Forensic laboratories with firearms sig-
nature, tool-mark, and DNA analysis capabilities
were soon deployed to Iraq, while digital forensics
examiners exploited captured computers and cell-
phones for intelligence value. As the multi-disci-
pline forensic laboratories were established in Iraq,
they were leveraged not only against enemy target-
ing, but against the coalition mission of establish-
ing the rule of law in Iraq. With little capability of
its own to exploit potential evidence for prosecut-
ing criminals, the Iraqi government relied upon the
deploved DOD forensic labs to supply evidence and
testimony in the prosecution of criminals within the
Iraqi judicial system.

The growing number of forensic laboratories in
Iraq spawned the need for the training of coalition
ground forces in the identification, collection, and
handling of materials for forensic exploitation. With
no established forensics collection training plan,
deploying units turned to multiple sources for help.
In recognition of the immediate training require-
ment, organizations conducting forensic analysis
responded by establishing mobile training teams to
provide the necessary training. The dramatic impact
of forensics to the success of these diverse missions
led to an increase in the demand for forensic capa-
bilities. The demand for forensic training and ana-
lytical assets was beginning to exceed the supply.
If the demand for forensic capabilities equated to its
value, the value of forensic science to the warfighter
had become unquestionable.’

By 2007, the success of the multiple individual
forensic efforts, and the potential shortfall in re-
sources, brought attention to the lack of an au-
thority responsible for coordinating the ongoing
efforts and ensuring that forensics was a capa-
bility that continued to be available in the long
term. In a July 2007 memorandum Mr. John
Young, then Director of Defense Research and
Engineering (DDR&E), recommended that the
Joint Requirements Oversight Council initiate a
CBA to assess forensics as an enduring capability
and to support a strategy to identify and manage
the desired capabilities, develop supporting sci-
ence and technology investments, information man-
agement requirements, and supporting manpower
and technical skill levels. Once initiated, the CBA
would become an 18 month effort that would pro-
vide for the establishment of forensics as an endur-
ing capability.”

In recognition of the more immediate need to co-
ordinate ongoing efforts, Mr. Young, in cooperation
with the Army Provost Marshal General (PMG), also
convened a three day Defense Forensics Workshop
to address the coordination and resourcing of ex-
peditionary forensic capabilities. Among the work-
shop’s 55 findings and recommendations was the
overarching recommendation to establish a joint
management structure to oversee and guide the
development of a defense forensics capability. The
recommendations developed by the workshop at-
tendees provided the groundwork for the establish-
ment of the FESG. In a January 2008 memorandum,
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the Under Secretary of Defense for Acquisition,
Technology, and Logistics formally established the
FESG to coordinate the development and manage-
ment of defense forensics capabilities. The FESG
Charter was signed in April 2008 and established
the scope, objectives, membership and responsibil-
ities of the FESG.

The concurrent establishment of the FESG with
the imitiation of the Forensics CBA serves as a re-
minder of the separate solutions that have been
implemented to resolve the two sides of the same
capability gap. While the CBA is expected to provide
solutions across the doctrine, organization, train-
ing, materiel, leadership, personnel and facilities
(DOTMLPF) spectrum to establish an enduring fo-
rensics capability, the FESG was established as an
interim solution to rectify the immediate manage-
ment gap. The FESG need only exist until a foren-
sics Executive Agent and Principal Staff Assistant
are designated, and the CBA has informed the cre-
ation of an enduring capability. This fact presents
the FESG with its most fundamental challenge: How
can an interim organization maintain its relevance
and authority? The answer lies in the organization
and membership of the FESG.

FESG Structure and Organization

The structure and organization of the FESG was
developed in recognition of the several organizations
which have a significant investment in the future
of forensics as an enduring capability. The leader-
ship of the FESG is composed of the principals of
three DOD organizations: the Defense Intelligence

Agency’s Directorate for Measurement and Signals
Intelligence and Technical Collection (DIA-DT); the
Biometrics Task Force (BTF); and the Army’s senior
law enforcement officer, the PMG. The three chairs
are responsible for providing oversight and under-
taking resolution of issues across DOD forensics
initiatives and programs. The chairs are supported
in this effort by the Chairman of the DOD Forensic
Science Committee, who is responsible for advising
the FESG on matters pertaining to the technical as-
pect of forensics (see Figure 1).

While the FESG co-chairs provide the necessary
guidance and direction to the FESG, the continuing
progress of the FESG will occur as a result of the
work of its membership. One strength of the FESG
is that it exists as the single forum and structure for
the DOD forensic community to communicate its re-
quirements and coordinate its efforts with other or-
ganizations. Originally chartered to include only the
Services, combatant commanders, and a handful
of other DOD activities as its members, the FESG
membership has grown to over 30 Service, staff, and
joint organizations. These organizations have come
to realize that it is in their best interests to be in-
volved as the FESG has begun to address resourc-
ing immediate expeditionary forensic requirements
and is taking the steps to establish the foundation
for an enduring forensic capability. The FESG mem-
bership is comprised of all DOD forensic stakehold-
ers, or organizations that have an interest, due to
either direct or indirect participation in one or all
of the forensic functions. It includes organizations
across operational, medical, intelligence, and law en-
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importantly, the solutions and recommendations
developed in each working group are the result of
the direct participation of the FESG membership.
The full participation in ongoing, and future FESG
working group efforts are critical because the FESG
relies upon the expertise that resides in the de-
centralized forensic environment to develop realis-
tic and prudent solutions to immediate capability
needs.

The Capability and Requirements Working Group’s
(CRWG) newly developed requirements process is a
prime example of how membership participation in a
working group task can directly impact DOD foren-
sic governance decisions. As proposed, the process
allows for the CRWG to examine all emerging capa-
bility requirements, and using the expertise resident
in the CRWG membership, provide resourcing rec-
ommendations that will best satisfy those emerging
requirements. The recommendation will then go for-
ward with the weight of the entire forensic commu-
nity behind it.

The FESG members, through the working groups
have also taken the first steps toward establish-
ing the foundation for an enduring forensics capa-
bility. The development of the Capstone Concept
of Operations (CONQPS} for DOD Forensics was
made possible through the participation of the
FESG membership. The CONOPS provides the ba-
sis for the assessment and analysis of capabil-
ity gaps and redundancies done using the CBA
process. The Training and Certification Working
Group’s examination of Battlefield Collection
Training and forensic examiner and technician
training standards will also directly feed the CBA
demand for information and analysis. It is critical
to the timeliness of the CBA that all the efforts of
the FESG membership continue to directly feed
into the CBA process. It is through this relation-
ship with the CBA that the FESG members will
have a direct impact on the establishment of an
enduring forensic capability.

Conclusion

Interim or not, the FESG is moving forward with
decisions which impact both the forensic commu-
nity and the warfighter. As the DOD biometrics ca-
pability has grown more robust, forensic collection
and analysis capabilities have become a vitally im-
portant link between an anonymous enemy and
the evidence which links him to a specific event or

place. As the enemy transitions from an infrastruc-
ture-based hierarchy to one based on a social net-
work of individuals, it is essential that the DOD
develop and maintain the means to detect and iden-
tify the unique signature of individuals. Tasked with
the responsibility to both maintain the expedition-
ary forensic capability and to establish an enduring
capability, the FESG will rely upon its membership
to provide the solutions which will accomplish those
tasks. The FESG will succeed or fail based on the
dedication of its membership to the accomplish-
ment of those tasks.

Membership of the FESG

This partial membership listing is not intended to
be all inclusive roster of the FESG, but rather a sam-
ple which illustrates the diverse organizations which
have come together to support both an expeditionary
and enduring forensic capability within DOD. This
list is not intended to provide a description of the full
scope of the organizations activities. For more infor-
mation on any of the organizations listed here, refer to
the sources listed in each organization’s description.

U.S. Air Force Office of Special Investigations
{AFOSI). AFOSI provides professional investigative
service to commanders of all Air Force activities. Its
mission is to identify, exploit, and neutralize crimi-
nal, terrorist and intelligence threats to the U.S. Air
Force, DOD, and the U.S. The agency reports to the
Inspector General (1G), Office of the Secretary of the
Air Force. AFOSI is headquartered at Andrews Air
Force Base, Maryland and has units in 221 places
globally, both on Air Force bases and in strategi-
cally important locations around the globe,
http:/ /www.osi.andrews.af.mil/.

Armed Forces DNA Identification Laboratory
(AFDIL). AFDIL provides human remains identifica-
tion, forensic DNA analytical services, bio-informatic
analysis and management services, mass fatality
specimen collection and management services, hu-
man reference specimen collection, catalaging, archi-
val, and retrieval repository services. It supports the
Armed Forces Medical Examiner System (AFMES) and
Armed Forces Institute of Pathology (AFIP) through
consultation, education and research. AFDIL is lo-
cated in Rockville, Maryland. http://www.afip.org/
consultation/ AFMES/AFDIL/index.html.

Biometrics Task Force (BTF). The BTF leads DOD
activities to program, integrate, and synchronize bi-
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ometric technologies and capabilities and to operate
and maintain DOD’s authoritative biometric data-
base to support the National Security Strategy. The
BTF acts as the DOD proponent for biometrics, lead-
ing the development and implementation of biomet-
ric technologies for combatant commands, Services,
and agencies, delivers capabilities in order to con-
tribute to the enhancement of the biometric com-
munity, and empowers the warfighter by improving
operational effectiveness on the battlefield.

http:/ /www.biometrics.dod.mil/.

DOD Cyber Crime Center (DC3). DC3 sets stan-
dards for digital evidence processing, analysis, and
diagnostics for any DOD investigation that requires
computer forensic support to detect, enhance, or
recover digital media, including audio and video.
The center assists in criminal, counterintelligence
(CI), counterterrorism, and fraud investigations of
the Defense Criminal Investigative Organizations
(DCIOs) and DOD CI activities. It also supports
safety investigations and IG and commander-di-
rected inquiries. DC3 aids in meeting intelligence
community (IC) document exploitation objectives
from a criminal law enforcement forensics and CI
perspective. DC3 provides computer investigation
training to forensic examiners, investigators, sys-
tem administrators, and any other DOD members
who must ensure Defense information systems are
secure from unauthorized use, criminal and fraud-
ulent activities, and foreign intelligence service ex-
ploitation. DC3 is located in Linthicum, Maryland.
http:/ /www.dc3.mil/home.php.

Defense Cyber Crime Institute (DCCI). DCCI
provides legally and scientifically accepted stan-
dards, techniques, methodologies, research, and
tools on digital forensics to meet the current and fu-
ture needs of the DOD CI and law enforcement com-
munities. http:/ /www.dc3.mil/home.php.

Defense Cyber Crime Investigation Training
Academy (DCITA). DCITA develops and delivers
computer investigation training courses for DOD
organizations, DCIOs, military CI agencies, and
law enforcement organizations. The Academy is
the only government organization solely dedicated
to computer investigations training, development,
and delivery. Students are trained in the latest
digital forensic techniques using state-of-the-art
equipment, classrooms, and technologies.
http:/ /www.dc3.mil/home.php.

Defense Computer Forensics Laboratory
(DCFL). The DCFL mission is to provide timely
and innovative digital evidence processing, analy-
sis, and diagnostics for any DOD investigation that
requires computer forensic support to detect, en-
hance, or recover digital media, to include audio
and video. This includes on-site assistance includ-
ing search and seizure and expert testimony. The
DCFL supports criminal, CI, counterterrorism, and
fraud investigations of DCIOs and DOD CI activi-
ties; but also safety investigations, IG directed in-
quiries and commander inquiries. DC3 also sets
DOD guidelines for digital forensic analysis.
http://www.dc3.mil/home.php.

Defense Intelligence Agency (DIA). DIA plays a
central role in gathering, processing, and produc-
ing intelligence used to inform policymakers and
warfighters alike. DIA has been a major part of the
unification of effort among the IC as a whole. It is
increasing its investment in the development of
Human Intelligence and technical collection capa-
bilities to further improve its surveillance and warn-
ing capabilities. http://www.dia.mil/.

Joint IED Defeat Organization (JIEDDO).
JIEDDO leads, advocates, and coordinates all DOD
actions in support of combatant commanders and
their respective Joint Task Forces’ efforts to defeat
IEDs as weapons of strategic influence. JIEDDO
works aggressively to find, develop, test and rap-
idly deliver emerging counter-IED (C-IED)} capa-
bilities to the warfighter. Split along three lines of
operation (Attack the Network, Defeat the Device
and Train the Force), JIEDDO’s initiatives to help
maximize warfighter capabilities include technical
and forensic exploitation of devices, explosives de-
tection and IED-specific pre-deployment training
for Soldiers, Sailors, Airmen and Marines. JIEDDO
tailors these initiatives to the urgent needs of com-
batant commanders, bringing them to the field
quickly using its rapid acquisition capabilities.
https://www.jieddo.dod.mil/.

Joint POW/MIA Accounting Command-Central
Identification Laboratory (JPAC-CIL). The mis-
sion of JPAC-CIL is to achieve the fullest possible
accounting of U.S. service personnel missing form
past conflicts through the direct recovery and lab-
oratory analyses of human remains. Located in
Hawaii, it is the largest Forensic Anthropology labo-
ratory in the world. http://www.jpac.pacom.mil/.
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National Ground Intelligence Center (NGIC).
NGIC produces and disseminates all-source integrated
intelligence on foreign ground forces and related mifi-
tary technologies to ensure that U.S. forces have a deci-
sive edge in current and future military operations. It is
DOD'’s primary producer of ground forces intelli-
gence. NGIC produces scientific and technical in-
telligence and military capabilities analysis on
foreign ground forces required by warfighting com-
manders, the force modernization and research &
development communities, DOD, and national poli-
cymakers. NGIC is leading the way in the U.S. Army
Intelligence and Security Command’s C-IED target-
ing program by providing technical intelligence and
all source fusion capabilities to assist Multi National
Forces-Irag in identifying bomb-making networks
in Irag. NGIC is located in Charlottesville, Virginia.
http:/ /www.inscom.army.mil/ MSC/DefaultNGIC.
aspx?text=off&size=.8em

National Media Exploitation Center (NMEC).
NMEC is a Director of National Intelligence Center
composed of DIA, CIA, FBI, NSA, and DC3 as part-
ner organizations. NMEC is responsible for inte-
grating Intelligence Community DOMEX policies,
standards, and procedures with tactical and opera-
tional level DOD procedures and ensures responsive
DOMEX suppeort to meet the needs of intelligence,
defense, homeland security, law enforcement, and
other U.S. Government consumers.

Naval Criminal Investigative Service (NCIS).
NCIS is the primary law enforcement and Cl arm of
the U.S. Department of the Navv. It works closely
with other local, state, federal, and foreign agencies
to counter and investigate the most serious crimes:
terrorism, espionage, computer intrusion, homi-
cide, rape, child abuse, arson, procurement fraud,
and more. Examiners in NCIS’ forensic laboratories
play an important part in supporting agency inves-
tigations by examining evidence and providing testi-
mony in court. The examiners apply their expertise
in analyzing arson accelerants, trace evidence, la-
tent fingerprints, questioned documents, and drug
chemistry and related chemicals. http:/ /www.ncis.
navy.mil/ncis/index.asp

Provost Marshal General (PMG). The PMG leads
and directs policy for Army law enforcement, po-
lice intelligence, physical security, corrections
and internment, criminal investigations, and mil-
itary police support throughout the full range of

military operations. The PMG supports the Army
for management and execution of the Army Force
Protection mission including antiterrorism oper-
ations and intelligence functions and serves as
the commanding general of U.S. Army Criminal
Investigation Command. https://www.us.army.
mil/suite/page/409448

U.S. Army Criminal Investigation Laboratory
(USACIL). USACIL provides worldwide forensic lab-
oratory service, training, and R&D to all DOD inves-
tigative agencies in trace evidence, DNA/Serology,
latent prints, firearms and toolmarks, digital evi-
dence, drug chemistry, and forensic documents. 1t
provides the widest range of services of all the DOD
accredited forensic laboratories. USACIL also oper-
ates an Army school to train forensic laboratory ex-
aminers and manages the U.S. Army CID Command
criminalistics and visual information programs. Of
the federal laboratories accredited by the American
Society of Crime Laboratory Directors-Laboratory
Accreditation Board, only the Federal Bureau of
Investigation Laboratory offers as many supporting
forensic disciplines as USACIL. USACIL, located at
Fort Gillem, Georgia, provides forensic laboratory
services to DOD investigative agencies and other
federal law enforcement agencies. http://www.cid.
army.mil/usacil.html. e

Endnotes
1. FESG Charter, April 2008.

2. John J. Young, Jr., Defense Forensics Workshop Invitation, July
25, 2007,

3. For more detail on the early forensics efforts in Iraq, read the
article by Tom Cantwell and Sean Falconi in this issue.

4. John J. Young, Jr., Defense Forensics Workshop I[nvitation, July
25, 2007.

Captain Shawn McMahon is currently assigned to the Qffice
of the PMG serving on the Professional Staff of the FESG. He
holds an MA in Strategic Intelligence from the National Defense
Intelligence College and is a graduate of the Ml Captains
Career Course.
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AAIDB
AATF
ABIS
ACE
ADCON
AFDIL
AF1
AFMES
AFOSI
AFRSSIR
AIMS
ALARACT
AMSAA
AO

AOR

ARL
AT&L
ATF

BAT
BCT
BESB
BEWL
BIAR
BISA
BOD
BTF
BUSK

CALL
CBA
CCCl
CED
CENTCOM
CEXC
CEXC-A
CEXC-i
CID
CIDNE
CIED
CIL
CITP
CJCsI
CJIs
CNR
COCOM
CODIS
CONOP
CONUS
CPA
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Anti-Armor Incident Database

Anti-Armor Task Force

Automated Biometric Identification System
Analysis Control Element

administrative control

Armed Forces DNA Identification Laboratory
automated fingerprint identification

Armed Forces Medical Examiner System
U.S. Air Force Office of Special Investigations

Armed Forces Repository of Specimen Samples for the Identification of Remains

Automated Identity Management System

all Army activities

Army Materiel Systems Analysis Agency

area of operation

area of responsibility

Army Research Laboratory

Acquisition, Technology, and Logistics

Bureau of Alcohol, Tobacco, Firearms and Explosives

B

Biometric Automated Toolset

brigade combat team

ABIS Biometric Examination Services Branch
Biometric-Enabled Watch List

Biometrics Intelligence Analysis Report
Biometric Identification System for Access
DOD Biometric Operations Directorate
Biometrics Task Force

Bradley Urban Survivability Kit

Center for Lessons Learned

capabilities based assessment

Central Criminal Court of Iraq

fraqi Criminal Evidence Division

U.S. Central Command

Combined Explosives Exploitation Cell
Combined Explosives Exploitation Cell-Afghanistan
Combined Explosives Exploitation Cell-Iraq
U.S. Army Criminal Investigation Command
Combined Information Data Network Exchange
counter improvised explosive device

JPAC Central Identification Laboratory
Counter-IED Targeting Program

Chairman of the Joint Chiefs of Staff Instruction
Criminal Justice Information Services

Center for National Response

combatant command

Combined DNA Index System

concept of operation

continental United States

Coalition Provisional Authority
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CRWG
CTC
CTC

DC3
DCCI
DCFL
DCGS-A
DCITA
DDR&E
DFES
DFL
DFN
DFTRA
DHS

DIA

DNA
DOD
DOMEX
DOTMLPF
DT

EA
EBTS
EFL
EFP
EJK-TF
EOD
ES2

FA
FBI

FEB

FEI
FESG
FOB
FOC
FORINT
FP

FRT

G2
G3
GRC

HARMONY
HBCT
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Capabilities and Requirements Working Group

combat training center

U.S. Military Academy Counter Terrorism Center
D

DOD Cyber Crime Center

Defense Cyber Crime Institute

Defense Computer Forensics Lab

Distributed Common Ground System-Army

Defense Cyber Crime Investigation Training Academy
Director of Defense Research and Engineering
Defense Forensics Enterprise System

Defense Forensic Laboratories

Defense Forensic Network

Defense Forensics Training & Research Academy
U.S. Department of Homeland Security

Defense Intelligence Agency

deoxyribonucleic acid

Department of Defense

document and media exploitation

doctrine, organization, training, material, leadership, personnel, and facilitie:
Directorate for MASINT and Technical Collection (DIA)

E

executive agent

Electronic Biometric Transmission Specification

expeditionary forensic laboratories

explosively formed projectile

Extra-Judicial Killing Task Force

explosive ordnance disposal, explosive ordnance detachment
Every Soldier is a Sensor

firearm

Federal Bureau of Investigation
Forensic Exploitation Battalion

For everyone's information
Forensics Executive Steering Group
forward operating base

full operational capability

Forensics Intelligence

Forensic Photographer

Firearms Reference Table

G

Army or Marine Corps component intelligence staff officer
Army or Marine Corps component operations staff officer
general rifling characteristics

H

National DOMEX database
heavy brigade combat team
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HIIDE Handheld interagency identity Detection Equipment

HJC Higher Judicial Council (Iraq)
HMMWV high-mobility multipurpose wheeled vehicle
HUMINT Human Intelligence
HVAC high-voltage air conditioning
|
IAFIS Integrated Automated Fingerprint Identification System
1Al International Association for Identification
IBIS Integrated Ballistic Identification Systems (ATF)
IC Intelligence Community
ICO Iraqi correctional officers
IDENT DHS Automated Biometric Identification System
IdM Identity Management
IED improvised explosive device
IR intelligence information report
10 information operations
10C initial operational capability
IPB Intelligence Preparation of the Battlespace, Intelligence Preparation of the Battlespace
ISAF International Security Assistance Force
ITF Investigative Task Force
ITO Iraqgi Theatre of Operations
1z Iraq
(V4 International Zone
J
J2 Intelligence Staff Officer; Joint command
JATAC Joint Asymmetric Threat Awareness Counter
JCIDS Joint Capabilities Integration Development System
JDEC Joint Document Exploitation Center
JEFF Joint Expeditionary Force Forensics, Joint Expeditionary Forensic Facility
JFC Joint force commander
JIEDDO Joint IED Defeat Organization
JITEC Joint Interagency Training and Education Center
JPAC Joint POW/MIA Accounting Command
JPEC Joint Prosecution and Exploitation Cell
JROC Joint Requirements Oversight Council
JTAPIC Joint Trauma Analysis and Prevention of Injury in Combat
L N
LE law enforcement
LEP Law Enforcement Professional
LIMS Laboratory Information Management Systems
LP latent print
LPE latent print examination
M
MASINT Measurement and Signature intelligence
MEDEX media exploitation
METT-T mission, enemy, terrain, troops available, and time available
MITT military transition team
MNC-I Multi-National Corps—iraq
MND Multi-National Division
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