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This letter is an interim response to your Freedom of Information Act (FOIA) request dated July 07, 2014,
addressed to the Transportation Security Administration (TSA) FOIA Branch seeking “a copy of each
report provided to Congress (or a Congressional Committee) which is not posted on the TSA public
website...to [include] reports dated since January 1, 2010.”

The processing of your request identified certain materials that will be released to you. Portions not
released are being withheld pursuant to the Freedom of Information Act, 5 U.S.C. § 552. Please refer to
the Applicable Exemptions list at the end of this letter that identifies the authority for withholding the
exempt material, which is indicated by a mark appearing in the block next to the exemption. An
additional enclosure with this letter explains these exemptions in more detail. We are continuing the
processing of your request and will have our final response to you as quickly as possible.

The rules and regulations of the Transportation Security Administration applicable to Freedom of
Information Act requests are contained in the Code of Federal Regulations, Title 6, Part 5. They are
published in the Federal Register and are available for inspection by the public.

Fees

There are no fees associated with processing this request because the fees incurred do not exceed the
minimum threshold necessary for charge.

Administrative Appeal

In the event that you wish to appeal this determination, an administrative appeal may be made in writing
to Kimberly Walton, Assistant Administrator, Office of Civil Rights & Liberties, Ombudsman and
Traveler Engagement (CRL/OTE), Transportation Security Administration, 601 South 12" Street, East
Building, E7-1218, Arlington, VA 20598-6033. Your appeal must be submitted within 60 days from
the date of this determination. It should contain your FOIA request number and, to the extent possible,
the reasons why you believe the initial determination should be reversed. In addition, the envelope in
which the appeal is mailed should be prominently marked “FOIA Appeal.” Please note that the Assistant
Administrator’s determination of the appeal will be administratively final.



If you have any questions pertaining to your request, please feel free to contact the FOIA Branch at 1-
866-364-2872 or locally at 571-227-2300.

Sincerely,

% __,l M(_ch-

Regina McCoy

FOIA Officer
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Message {rom the Acting Admmistrator

On behalf of the Transportation Security Administration (1'SA), I am pleased to present the
findings of the Freight Railroad Transportation Security Risk Assessment and an accompanying
National Strategy. This report is in response to a requirement in the fmplementing
Recommendations of the 911 Commission Act of 2007 (9/11 Act), Puhlic Law 110-53, Section
1511, It provides the results of a comprehensive assessment of the risk of a terrorist attack
involving the Nation’s railroad transportation system. This report addresses issues in freight rail
transportation and the interaclion between freight railroad operators and passenger railroads such
as the National Railread Passenger Corporation {Amtrak). A more detailed description of the
nisk assessment for puhlic transportation operations is contained in the Mass ‘I'tansit Annex to the
2010 I'ransportation Systems Sector-Specific Plan, which incorporates the requirements of the
National Strategy for Public 'I'tansporration Security enumerated in Section 1404 of the 9/11 Act.

The Secretary of the Department of Homeland Security (DHS) delegated responsibility to TSA
to complete a nationwide nsk assessment examining the potential threat, vulnerabilities. and
consequences of a terrorist attack involving the Nation’s freight railroad transpertation system,
and to develop a National Strategy to mitigate security risks concemning the Nation’s freight rail
system,

TSA completed this risk assessment in conjunction with other DHS entities, Federal partners,
and industry members. TSA consulted with a wide range of freight rai! transportation systein
stakeholders in preparing this report.

This document is marked as Sensitive Security Information and special handling pracedures
apply to its storage and transmission.

Pursuant to statutory requirements, this report is being provided to the Chairmen and Ranking
Members of the House Transportation and Infrastructure Commitiee, the Scnate Coinmitiee on
Commerce, Science, and {ransportation, the Flouse Committee on Homeland Security, and the
Senate Committee on Homeland Security and Governmental Affairs.

If I may be of further assistance, please do not hesitate to contact me or the TSA Office of
Legislative Affairs at (§71) 227-2717.

Sincerely yours,
Yy

il i

Gale D. Rossides
Acting Administrator
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Execufive Summary

The Transportation Security Administration (SA) s submitting this document in response to the
congressional requirement for a comprehensive assessment of the risk of a terrorist attack on the
Nation’s rail transportation system. as required by Section 1511 of the fmplementing
Recommendations of the 9/11 Commission Act of 2007 (9/11 Act), Public Law 110-53, August 2,
2007.

The purpose of this report is to describe the strategic level risks to the [reight rail mode of
transportation. 1t is important to understand that any analysis of risk in the Nation’s railroad
transportation system must be viewed in the context of the entire transportation sector. That
context is provided by TSA's Transportation Sector Security Risk Assessment (TSSRA). The
TSSRA is a comprehensive national risk assessment which provides the context in which to
compare railroad risks with other modes of transportation in the sector. This modal risk
assessment was prepared using the same methodology as the TSSRA.

The Rail Security Risk Assessment (RSRA) is an appraisal by TSA analysts of the risks facing
the freight rail system. Freight railroads are a key link in the U.S. intermodal supply cbain. To
assess the risks of terrorism associated with the (reight rail system, TSA drew on previous
assessments and used a mix of qualitative and quantitalive approaches consistent with DHS
methodology and risk assessments for other modes of transportation.

Risks identified as areas of primary concern in the freight railroad transportation system are:

1. The transportation of certain cargoes, particularly toxic inhalation hazard (T1H)} materials,
through densely populated arcas.

2. ™ ' rability to attack of eertain critical railroad infrastruetu

The RSRA risk scores are not a part of this document but are contained in the freight rail section
of the overarching TSSRA. However, composite risk scenario scores in the RSRA are estimated
to be at the middle or lower end of what is projected to be the tinal scale for the transportation
sector with threat being generally low, vulnerability ranging from moderate to high, and
consequence being mostly low with a few specitic scenarios being potentially high.

Included in this report is a National Strategy for Freight Railroad Security, also required by
Congress in Scetion 1511 of the 9/11 Act. This strategy is found in the Conclusions and
flecommendations section of this report. A more detailed explanation of the national strategy
wili be included in the upcoming update of the Freight Raiiroad Annex of the Transportation
Systems Sector-Specitic Plan.

IWARNING: Thit record tontains Sensitive Security Information that is conteolled onder 4% CFR paris 1S and 1520, No ooart of this
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A. Legislative Language

In pertinent part, Section 1511 of the fmplementing Recommendaiions of the 911 Commission
Act 0f 2007 (9/11 Act), Public Law 110-53, Title XV - Surflace Transportation Security, Subtitle
B—Railroad Security, includes the {ollowing requirements:

(a) RISK ASSESSMENT.—T1he Secretary shall establish a Federal task force, including the
Transportation Security Administration and other agencies within the Department, the
Department of Transportation. and other appropriate Federal agencies, to complefe,
within 6 months of the date of enaciment of this Act, a nationwide risk assessmenr of a
terrorist attack on railroad carriers. The assessment shall include—

(1) a methodology for conducting the risk assessment, including timelines, that
addresses how the Depariment will work with the entities described in subsection
(c) and make use of existing Federal expertise within the Department, the
Department of Transportation, and other appropriate agencies;

(2) identification and evaluation of critical assets and infrastructure, including
tunnels used by railroad carriers in high threat urban areas;

(3) identification of risks to those assets and infrastruciure;

(4) identification of risks that are specific to the transportation of hazardous
materinls via railroad:;

(3} idersificarion of risks 1o passenger and carge securify, lransportarion
infrastructure protection systems, operations, communications systems, and any
other area identified by the assessment;

(6) an assessment of employee training and emergency response planning,

{7) an assessment of public and private operational recovery plans, taking into
account the plans for the maritime sector required under section 70103 of title 46,
United States Code, to expedite, to the maximum extent practicable, the return of
an adversely affected railroud fransportation system or facility to its normal
performance level after a major terrovist attack or other security event on that
system or facility; and

(8) an account of actions taken or planned by both public and privaie entities to
address identified railroad security issues and an assessment of the effective-
integration of such uctions.

(h) NATIONAL STRATEGY. —
(1) REQUIREMENT —Noi later than 9 months after the date of enactment of this Act
and based upun the assessment conducted under subsection (a), the Secrefory,
cansistent with and as required by section [14(t) of title 49, United States Code.

shall develop and implement the modal plan for railroad transportation, entitled
the *"National Strategy for Railroad Transportation Security.

HARNMING: This record contalny Sengitive Secnrity Informution that is cantrolled nnder 49 CFR parts 15 and 18200 No puart of this
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The Sceretary of the Department of Homeland Security (DIHS) delegated responsibility to the
Transportation Security Administration (TSA) to complete a nationwide risk assessnmient
examining the potential threat, vulnerabilities, and consequences ol a terrorist attack on the
Nation's freight rail system, as required by the 9/11 Act.

DHS also delegated responsibility to TSA to develop a national strategy for freight railroad
transportation. The strategy included in this report in the conclusions and tecommendations
scetion is based on the freight rail security risk assessment. It is intended that the strategy
contained in this report is complemented by the Freight Rail Annex of the Transportation System
Sector Security Plan, as part of the National Infrastructure Protection Plan required by Homeland
Sceurity Presidential Directive 7 (HSPD-7).

release nay result in civil penalty or other action. For LS. goyernmenl agencies, public disclosure is governed by 5 LS., 357 and 49
CFR parts 15 and §520.
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B. Freight Rail Security Risk Assessment

]. Background
Description of Mode

The freight rail system in the United States is comprised of over 140,000 miles of active railroad
track. A total of over 550 common carrier freight railroads use these tracks and originate over
35 million' carloads of raw materials and finished goods each year. Of the common carrier
freight railroads, there are seven major interstate carriers (Class [) and the remaining carriers are
classified as regional. short tine, and terminal railroads (Class IT & [11).2 These railroads employ
over 186.000 persons and move more than 2.9 billion tons ot material annually.

Ireight railroads are also a key link in the U.S. intermodal supply chain. Over the past 10 vears,
intermodal traffic has been the fastest growing rail traffic segment. Today, there are 12 million
intermodal rail shipments annually. An increasing number of the intermodal transters trom the
maritime mode to freight rail are international movements,

Definition of Risk Assessment

At TSA, a risk assessment is a product or process that collects information and assigns values to
risks tor the purpose of informing priorities, developing or comparing courses of action, and
informing decision making. [t is an appraisal of the risks facing an entity, asset, network,
geopraphic area, or other grouping. Here, for example. TSA analysts have produced a risk
assessment outlining risks to the treight rail industry. The product (s called the Rail Security
Risk Assessment (RSRA).

Purpose

TSA determines risk by completing risk assessments, and then designs requirements to address
those identified risks. From these requirements, TSA is able to develop a suite of potential
solutions that includes, but is not limited to, industry action items, grants, regulations, and
seeurity countermeasures.

The purpose of this Rail Security Risk Assessment is (o describe the strategic level risks to the
freight railroad mode of transportation.

 Association of American Railroads, Railroad Statistics, June 2009
- As used in this document, Class I, Class 1, and Class 11 have the meanings assigned by regulations of the Surface
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[1. Risk Assessment Methodology

'I'o assess the risks of terrorism associated with freight rail, TSA used a mix of gualitative and
quantitative approaches consistent with risk assessments for other transpartation sectors,

For this Rail Security Risk Assessment (RSRA), TSA established a team of risk management
and seeurity experts within the freight rail transportation system. TSA used the specialized
expericnces and backygrounds of these risk experts, coupled with the results and findings from
risk methodologies and assessments throughout DHS (such as the National Comparative Risk
Assessment, Strategic Homeland Intrastructure Risk Assessment, and the ongoing
Transportation Sector Security Risk Assessment), as well as published reports from the
Government Accountability Office regarding risk imnanagement approaches.

TSA determined that a scenario- TSA’s Scenario-Based Risk
based approach was the most
appropriate methodological tool to
use for the RSRA. TSA applied the @ Scenarios
generally aceepted risk muanagement ‘ ni
framework of Risk as a product of
Threat, Yulnerability, and
Consequence.

Assessment Process

R=TxVxC

This framework provides a common
definition and process to analyze the
basic factors of risk, both to and from
the entire transporlation system,

Figure 1: TSSRA Scenario-Based Risk Assessmenl Process
TSA used fault-tree analysis® to

develop the scenarios. In an effort to avoid the 9/11 Commission’s “failure of imagination™
criticism, TSA initialty identified over 100 possible combinations of infrastructure elements and
terrarist attack methods. T'SA used the Failure-Modes and Effects Analysis® method in
conjunction with a survey/elicitation of subjcct matter experts (SMEs). and grouped the detailed
set of 100-pius scenarios into approximately 10 plausible attack scenarios that were deemed
reasonable and credible, and meriting further analysis for risk mitigation.

" Fault-tree anulysis is an anahytic proeess used Lo prevent or identify Tailures of process prior to their vecurrenee. The approach
15 widely accepted in professional analytic circles and has muny well-known variations, including root cause analysis and attack
tree analysis. The process asks experts to work through an event by repeatedly asking the question: “[How could this happen?™ A
tece diagram (s used to record the process.

* Failure modes and eftects analysis (FMEA) is w widely used procedure (or analysis of potential failure modes within 4 system
lor ¢lassitication by severity or determination of the effect of failures on the system

1 PAFLS L @na e 2n,



In this assessment, Attack Scenarios are vicwed from two primary perspectives:
(1) RISK 760 THE TRANSPORTATION SYSTEM (Freieht Fadroad as a Target)

(2) RISK FROM THE TRANSPORTATION SYSTEM~(Freight railroad as 2 Weapon)

TSA’s Office of Inteiligence (O1) evaluated this set of scenarios for threat (T}, TSA derived
vulnerability (V) scores for the scenarios through a survey-based elicitation of the extensive
interagency and private sector resources associated with freight railroad transportation. TSA
derived consequence (C) scores from a combination of engineering studies and input from these
subject matter experts.

In 2004, TSA initiated Rail Corridor Assessments (RC As) as part of a Homeland Security
Council tasking. RCAs involve a detailed review of freight rail operations focusing on the
transportation of toxic inhalation hazard (TIH) materials through large cities known as High
Threat Urban Areas (HTUAs).® The RCAs have developed into comprehensive reviews that
incorporate assessments of emergency planning and response along with the input of attack
planners to evaluate ikely threat scenarios at specifically determined points along the assessed
freight rail system. TSA conducted RCAs using the Freight Rail tlazard Analysis Tool. which
TSA jointly developed in full cooperation with the {reight rail industry.

TSA reviewed many ol the existing industry practices to reduce risk in conducting the RSRA.
Further, TSA has conducted comprehensive rail corridor risk assessments, in partnership with
industry, State and local law enforcement, emergency management organizations, and elements
of DHS and the Department of Transportation (DOT)® in 13 major metropolitan areas. The
results of these assessments were used to inform the RSRA.

Additionally, TSA has hosted an ongoing forum to study and analvze potential threats against
tank cars carrying chlorine, the most ubiquitous TIH substance carried in the railroad system.
This forum includes members from the Naval Surface Warfare Center (Carderock Division), the
Federal Bureau of Investigation (FBI), the Transportation Security Laboratory (DHS Science &
Technology Directorate), the Federal Railroad Administration, the Pipeiine and Hazardous
Maiterials Satety Administration, as well as members of the academic community.

The railroad industry participants for the RSRA consisted of:

s The American Association of Railroads (AAR)
e Burlington Northern Santa Fe Railroad

e Norfolk Southern Ruilroad

«  Union Pacific Railroad

S High Threat Urban Arca edRs an ared comprising one or more cilics and surrounding arcas including a | 0-mile huffer zone. us
listed in Appendix A to 49 CFR Part 1380,

* DT participunts in rait cormidor assessments inciude the Federal Railroad Administration (FRA) and the Pipeline and
Hazardous Materials Safety Administration (PHMSA).
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C. National Strategy tor IFreight Railroad Transportation
Security

The 9/11 Act, section 1511, mandates that the Secretary of Homeland Security develop and
implement a “National Strategy for Railroad Transportation Security.” The Secretary of
Homeland Security delegated to TSA the responsibility for developing this strategy.

Bascd on the Railroad Security Risk Assessment (RSRAY), the following strategy is offered to
enhance resilience and reduce security risk within the Nation’s freight railroad transportation
system. This strategy is the framework for recommended action to manage identified risk.
While the risks identified in the RSRA still exist, there has already been significant progress
towards reducing these nisks, most specifically the risk associated with the transportation of toxic
inhalation hazard materials through densely populated urban areas. The RSRA provides a
methodology that supports the development of a strategy that is focused and containg measurable
ohjectives.

Strategic Security Goals and Objectives

In the 2010 Transportation Systems Sector-Specific Plan, DHS outlined four goals for the
transportation sector which are consistent with the President’s homeland security agenda, sector
priorities, and the statutory imperatives for protecting the transportation system and improving
resiliency of its eritical infrastructure and networks. These goals shape the approach used to
manage transporiation sector specific risk;

. Prevent and deter acts of terrorism using, or against, the transportation system.

[1. Enhance the all-hazard preparedness and resilience of the global transportation system to
safeguard U.S. national interests.

I, Improve the effective usc of resources for transportation security,

IV. Improve sector situational awareness, understanding, and collaboration.
For the freight rail mode, the overarching strategic sccurity goal has been to reduce the risk
assoclated with the transportation of potentially dangerous cargoes hy rail. and to increase the

resiliency of the railroad network. The primary strateaic objectives to achicve this goal are:

1. Rcduce the vuincrability of rail cargo shipments and their potential to threaten the public
and other critical infrastructure sectors.

b

Reduce the vulnerability ot the railroad network, including critical operating
infrastructure.

release may result in civil pemalty vr ather action. For UK, government agencies, public disclosure is governed by 5 U8, 852 and 49
TR party 15 and 1520,

12






Torealize the strategic goal for freight rail security and its objectives, TSA will partner with
industry and government stakcholders to identfy and implement programs and processes o
achieve measurable risk reduction through col]dhmatwc and regulatory initiatives.

The “National Strategy tor Railroad Transportation Security™ outlines the risk mitigating
activities already taken and/or currently underway by TSA and its security partners and proposes
new ways to address nisks in the future. The strategy also includes focus arcas where better
knowledge and understanding is needed to unprove the assessment of risk concerning the freight
railroad transportation system.

Mission, Asset, and System Specific Risk Assessment (MASSRA) Activitics

Mission, Asset, and System Specific Risk Assessments focus on one or more risk elements, or
scenario-specific assessments, such as a blast effect analysis on a certain type of conveyance,
Physical security self-assessments conducted by transportation scrvice providers that estimate
vulnerability also [all into the MASSRA calegory. These assessments generally do not cross
jurisdictional lines and have a narrow, specific tocus. They generally provide a detailed analysis
of infrastructure vulnerabilities and can be used to determine which countenneasures should be
used to mitigate risk, The following are a summary of MASSRA activities in the freight rail
mode.

¢« Compliance Inspections: TSA and the Federal Railroad Administration (FRA) conduct
periodic inspections to ensure compliance with federally-mandated security and security-
refated regulations. These regulations include TSA’s Rail Transpontation Sccurity Rule (49
CFR Part 1580), which, in the treight rail contexi, requires railroads, rail hazardous materials
shippers, and rail hazardous materials receivers in High Threat Urban Areas to implement
chain of custody procedures to ensure the positive hand-off of rail security-sensitive material
shipments.'” The FRA enforces PHMSA requirements for security awareness training and
security planning requirements (49 CFR 172,704, 172,802, and 172.820). When deficiencies
that arc potential system vuinerabilitics are discovered, they are tracked and enforced via a
mutually agreed upon cormrective action plan and/or civil penalty actions.

¢ Corporate Security Reviews (CSR): The CSR program is an “instructive” review of a
company’s security plan and procedures, and it provides the government with a general
understanding of each freight railroad’s ability to protect its critical assets and its methods for
protecting hazardous materials under its control. Teams {rom I'SA analvze the railroad’s
security plan for suthiciency, determine the degree to which mitigation measures are
implemented throughout the company, and recommend potential improvements. During the
course of the CSR, the icam may alse conduct site visits of operations, including critical
bridges, wunnels, operations centers, and vards. The company s eritical asset list is also

" 49 CFR Part 1580 also requires these entities to appoint a rail security coordinator. provide location and shipping infarmation
for certain rail cars, and report significant seeurnity concerns to ' I'SA. See 49 CFR 1580,101, 1580.103, and 15%0.105.

HARMING: Vhis recnl eantaing Sensitive Securibe Information that is controlled undee 49 CFR ourts 15 sod 158200 No part of this
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discussed to gain an understanding of its “eriticality™ determination. Specific recommended
mitigation strategies are tied to identified vulnerubilities and discussed with company
ofiicials,

Comprehensive Reviews: Comprchensive Reviews are a DHS initiative that TSA and/or
the United States Coast Guard (USCG) lead in the transportation scctor as the respective
sector-specific agencies. In the freight rail system. Comprehensive Reviews are conducted
on specific rail corridors and critical railroad infrastructure. Comprehensive Reviews of rail
corridors currently focus on asscssing the vulncrabilities of high-population areas where TIH
materials arc moved by rail in significant quantitics. Comprchensive Reviews of critical
railroad bridges are planned for 2010 and a specialized assessment tool has been developed
by TSA to facilitatc and standardizc the process. The reviews in the railroad system are
conducted by teams comprised of subject matter experts trom TSA, FRA, various
organizations within DHS, the affected railroads, State and local homeland security officials,
and local response and rccovery organizations.

These assessments aid DHS and the owner/operator in identifying security control points
(areas of high consegquence and vulnerability) at each location. The sccurity control
points/critical control points are reviewed using current threat scenarios, and mitigation
strategics are then proposed. Afier completing the assessment. the team prepares a summary
of each corridor and a freight rail hazard analysis. The assessments provide site-specific
mitigation strategics and lessons lcamed, as well as tactics that can be modified for usc at the
corporate or national level.

TIH Material Rail Tank Car Risk Assessment Project: TSA has participated in a multi-
agency cffort with the academic community and experts from varous disciplines to conduct
a series of in-depth examinations concerning, the risks associated with a T1H release from a
rail tank car in a densely populated area. 'T'he components of the assessment include the
development of specific attack scenarios designed to achieve a TIH release in a populated
area (including the types and amounts of explosives and weaponry placement on the tank
car); an analysis using computcr modeling and field validation testing to determine structural
damage incurred based on attack scenario weapons used and the physical characteristics of
standard DOT Specification 105J rail tank cars; an estimation of release rates from the
breached tank car for emergency response and dispersion modeling purposes; an estimation
ol the characteristics of a | TH materials plume in a metropolitan environment; and a review
ol applicable dispersion models currently in use to idenlify deficiencics and recomnmend
actions that will impreve the accuracy of the current modeling too! set.

Site Assistance Visits (SAV): DHS has completed SAVs on railroads and other sector
infrastructure. The SAV is an information gathering visit. The visil is non-regulatory and is
not an inspection. There is not a pass-fail grade, By definition, the SAV mecthodology is
designed to facilitate the identification and documentation of critical infrastructure and key
recaniress? (CT/KRY viilnerahilitioe with dizenesinn of mittaatinn areateoies hatween

15



government and industry. They are tools that assist with the development of methods {0 both
deter terrarist attacks and inerease the survivability of these resources.

Communication and Information Sharing Activities

TSA regularly communicates with its stakeholders, implementing a variety of mechanisms 1o
enhance its stakcholder relationships to effectively respond to issues. questions, or concerns
regarding freight rail security. The stakeholders engaged include members of the railroad
indusiry and shipper communities, as well as Federal, State, {ocal, and tribal governments. TSA
shares Open Source. For Official Use Only (FOUO), Law Enforcement Sensitive (LES),
Sensitive Security Information {SS1), and Classified information where appropriate, and
develops the content for and hosts pertinent, regular conference calls for internal and exiernal
stakeholders as needed. Meetings with the Government Coordinating Council (GCC) are also
held every quarter. The Division also meets with State Homeiand Security Advisors to discuss
current programs, as well as to solicit feedback on ways to enhance {reight raif security in their
region.

¢ Rail Security Coordinator (RSC) Networks On November 26, 2008, TSA issued a [inal
rule on rail transportation security (see 73 FR 72130} which included provisions for {reight
railroad carriers, rail security-sensitive material (RSSM) shippers. and RSSM receivers
operating within an HTUA to appoint a primary, and at least one alternate, RSC.'' RSCs are
designated at the corporate level, and serve as the security liaison between their organization
and TSA. RSCs serve as the primary point of contact for intelligence information and
security-related activities and communications with TSA (24 hours a day, 7 days a week),
and must coordinate security practices with appropriate law enforcement and emergency
response agencies.

Covered entitics are required to subniit to TSA the contact information of each of their RSC
desipnees, including names, tittes, telephone numbers, and e-mail addresses. As such, TSA
has assembled a comprehensive database of stakeholder contact information to establish a
network for information sharing with the industry.

In the event that TSA needs to convey time-sensitive security information to a regulated
party, the RSC Network is beneficial, particularly in situations requiring frequent intormation
updates. The ability to communicate with specific individuals also allows [or continuity.
Individuals serving as RSCs are best suited to understand sccurity problems, raise issucs with
corporate leadership, and recognize when emergency response action is apprepriate.

The RSC Network is intended to benefit both the industry and TSA. By creating channels of
communication between the private sector and the Federal Government, security and threat
information can be shared more effectively. Lstablishing these communication channels

' 49 CFR 1580.101.
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provides TSA and the industry with a broader view of the risks facing the sector, and altows
for appropriate steps to be taken to prevent, deter, and minimize the consequences of a
potential werrorist attack. The RSC Network was created with the intent to Loster information
sharing and thereby enhance the security of the sector,

e Homeland Security Information Network (HSIN): The HSIN aims to share information
in an integrated. secure web-based approach, as well as coordinate and colaborate with
TSA’s freight rail security partners in “real time,” The FY 2010 jaunch of the Freight Rail
portal is expected to create a user {riendly tool to enhance information-sharing. The Freight
Rail portal on HSIN endeavors to be 4 “one-stop” shop to all of the TSA’g {reight rail
security pariners, The portal 15 intended to be used as a way to provide consistent messaging
on issues and topics related to freight rail security. TSA will continue w0 develop and
identify content, and facilitate maintenance ot the portal, in order to augment its information
sharing capability with its stakeholders.

Risk Mitigation and Resiliencc Enhancement Activities

TSA and its partners in transportation security have developed numerous processes, tools, and
programs to reduce the risk and enhance resilience in the freight rail sector. [etails of thesc
efforts are listed in the appendices of this Report. The following provides a summary of these
activities.

Standards Development and Rulemaking:

TSA and the Department of Transportation (DOT) have worked with the railroad industry to
develop both collaborative and regulatory initiatives that reduce the vulnerability of rail security-
sensitive material shipments and increase the security of the freight rail network. Both agencies
have developed new baseline standards tor operational security and enacted regulations that
require enhanced planning, training, and operational changes to reduce both security and safety
risks.

»  Security Action Items: TSA has, in conjunction with DOT and the Class I carriers,
developed a program identifying a list of best practices called Seeurity Action Items (SAD.
An initial list of 24 SAls was issued as voluntary security guidelines for the transportation of
TIH materials, and was distributed to rail carriers and Federal partners in June 2006. These

SAls addressed three general areas: system security, access control, and en route security. In
Naovemhber 20006 TR A 1caenad theee additianal valimtary SATe ss hich dirertlv addrecend jcaiee

CFRparts 15and 1S20.
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Hazardous Materials Regulations: In 2003, the Pipeline and Hazardous Materials
Administration (PHMSA) added provisions to the Federal hazardous materials regulations
(68 I'R 14309 {March 23, 2003) (49 CI'R Parts 100-185}) that require carriers of hazardous
materials, including freight railroads, to: 1) provide securily awarcness training to
employees; and 2) develop and implement security plans that address the assessment of
security risks for shipments of hazardous materials; personnel security; unauthorized access;
and en route security.” FRA is responsible for the enforcement of these regulations.

TSA Rulemaking: On November 26, 2008, TSA issued a {ina! rule on rail transpertation
security covering (in pertinent part) freight railroad carriers, shippers of RSSM, and receivers
ol RSSM located within an HTUA. ™ The rule establishes procedures for positive chain of
custody while RSSM cars are in transportation. The rulc also defined the term “rail security-
sensitive materials,” the transportation of which requires freight railroad carriers, RSSM
shippers, and RSSM receivers located in an HTUA to carry out the chain of custody and
control security measures established in the rule. RSSM is delined 10 mean one or more of
the categories and guantities of the following materials:

(1) A rail car containing more than 2.268 kg (5,000 lbs) of a Division 1.1, 1.2, 0r 1.3
{explosive) material, as defined in 49 CFR 173.50;

(2) A tank car containing a material poisonous by inhalation as defined in 49 CFR 171.8,
inciuding anhydrous aminaonia, IJivision 2.3 gases poisonous by inhalation as set forth in
49 CFR 173.115(c), and Division 6.1 liquids meeting the defining criteria in 49 CFR

173.132¢a)(1)(ii1) and assigned to hazard zone A or hazard zone B in accordance with 49
CFR 173.133(a), excluding residue quantities of these materials: and

(3) A rail car containing a highway route-controlled quantity ot a Class 7 (radioactive)
material, as detined in 49 CFR 173 .403.

Further, the ruie requires the appointment of Rail Security Coordinators, the reporting of
location and shipping information of RSSM rail cars, and the reporting of signilicant security
concerns to TSA.

NS & 3OV Becommendod Securin: Action ftems for the Kl Trunsportation of Toxic fdualation facard Mareriais,
Wastington, DO, November 21, 2006,

T When PHMSA adopted its securlly reaulations, shippers and freight eallroad carriees were informed that those regulations were
“the Oirststep In what may be 2 seres of ratemakings to address the seeurity of hazardous materials shipments.” 68 FR ar 14511,
PHMSA also noted " FSA iy developing regulations that are likely 1o iinpose additional reguirements bevond those established in
[that] final rule.” and stated it would “consult und coordinate with TSA concerning security-related hazardous materials
transportation regulations * * ** 68 FR at 14511,

" 73 FR 72130-72186.

D JHIELY LT AU LTS,
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TSA s surface ingpector workforee is the primary mechanism by which the agency monitors
industry compliance with the chain ot custedy provisions.

PHMSA Rulemaking: On the same day 1'8SA issued the final rule on rail transportation
security, PHMSA issued a final rule (see 73 FR 72182) designed to enhance rail
transportation safety and security of shipments of hazardous materials by requiring that
railroads use routes with the fewest overall safety and security risks to transport security-
sensitive hazardous materials. The rule requires rail carriers to analyze safety and security
risks along raii routes where certain quantities of TIH, explosive, and high-level radioactive
muterials are transported, assess alternative routing options, and select the practicable routes
that pose the least overall risk to satety and security, The PHMSA rule also clarifies rail
carriers’ responsibility to address within their security plan issues refated to en route storage
and delays in transit. Rail carriers are also required to inspect placarded hazardous materials
rail cars for signs of tampering, or the presence of suspicious items, including improvised
explosive devices.

Beginning July 1, 2008, rail carriers began to compile data on specified shipments of
hazardous materials and routes currently used. Railroads were required to use the six months
of data they collected between July and December for their initial risk assessments.
Thereafter railroads must collect this data annually. Railroads must use the data to analyze
safety and security risks along routes where those materials are transported, assess alternative
routing options, and make routing decisions based on those assessments.

The safety/security nisk analysis must consider at minimum the 27 Rail Risk Analysis Factors
listed in Appendix D to 49 CFR Part 172 that may aftect the possihility of a catastrophic
relcase along a specific route, including factors such as the volume of the commodity
transported; the total distance traversed; track attributes; papulation density; the
environmental characteristics of the area surrounding the route; and any prior history of
incidents or risk mitigation measures tor the route, among others.

Irv addition to the routes normally and regularly used for hazardous materials movements, the
rail carriers must analyze and assess the safety and security of all available alternative routes
over which they have authority to aperate. Railroads also have to consider the use of
interchange agreements with other railroads when determining practicable alterative routes
and the potential economic etfect of using an alternative route.

Using the results of the route analyses and risk mitigation measures that will be implemented,
a rail carrier is required to select the routes posing the least overall safety and security risk.

DHS provided funding to the Railroad Research Foundation, a not-for-profit foundation
under the Assaciation of American Ratlroads, to develop a routing model that a railroad can
use in complying with the rule. Railroads are free to choose other routing madels in
preparing their analyses.
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The rulemaking also included provisions Lo the sceurity plan requirements. The rule requires
that railroad sccurity plans must inctude: (1) a procedure for consulting with ofterers and
consignees to minimize the time a material is stored incidental to movement; (2) measures to
limit access to the materials during storage and delays in transit; (3) measures to mitigate risk
to population centers during storage incidental to transportation; (4) measures to be taken in
the event of an escalating threat level during storage incidental to transporiation; and (3} a
procedure for notifying the consignee in the event of transportation delays.

¢ TSA Rulemaking in Development

Enhanced security training standards for frontline railroad employecs: Scction 1517 of
the 9/11 Act directs the Secretary of Homeland Security to develop and issue regulations for
a training program to prepare railroad frontline employees [or potential security threats and
conditions.

Railroad Carricr Assessments and Plans: Section 1512 of the 9/11 Act requires the
promulgation of a regulation that will provide guidance and standards to be utilized in the
conduct of vulnerability assessments and the subsequent development of sccurity plans,

Compliance and Benchmarking Activities

¢ TSA Toxic Inhalation Hazard (TIH) Risk Reduction Project: The freight rail
vulnerability assessments have led to the implementation of a TIH Risk Reduction Project.
The Project objectives focus on Joaded and unattended toxic inhalation hazard material rail
cars in HTUAs. The original risk reduction goal for this project was a 50 percent reduction
in the risk associated with TIH rail shipments within H'TUAs by the end of calendar year
2008. 'this goal was exceeded with a recorded reduction in risk of over 39 percent. In 2009,
there was a cumulative risk reduction ol over 82 pereent as compared against the baseline
year (see Table 3 below). The risk reduction was achicved because of the voluntary actions
of the rail carriers and their eustomers” collaborative efforts, without regulation,

o Sccurity Action Item Implementation Surveys: In September 2006, TS A initiated surveys
to objectively measure the level of industry implementation of seven field-critical action
items from the first 24 SAIs. The seven security items that were assessed and measured had
been selected due to their direct impact on transportation security and because they are most
directly tied to practices and procedures applied in the field rather than at the corporate
level."" These surveys were not compliance inspections, but rather assessments to determine
the depth and depree of employee security awareness and security action item
implementation. During the course of the visit, inspectors observe conditions in the facilily

U DHS, TSA, TSNM, Freight Rail Security Division. Freight Ruil Transportation of Toxic Inkalation Hazard Maierials.
Securtty Avtion Item Implementasion Survey Summary Report 2006, Washington, D.C. 2006. p. 1



and interview first line employees to determine the tevel of implementation. TSA Inspectors
initially visited railroad yards and terminals in cach ol the 46 HTUASs from September to
December 2006, conducting assessiments of over 150 individual railroad facilities and
interviewing over 2,600 emplovees.'®

TIH Risk Reduction 2007-2009
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Table 3: TTH Risk Reduction
Preparedness Activities

¢ Intermodal Security Training & Exercise Program (I-STEP): I-STEP is the primary
Federal vehicle for faciiitating sceurity excreises in the Railroad Transportation System.
TSA developed I-STEP in an cftort to enhance the preparedness and resilience in the
transportation network, I-STEP excercises conducted in railroad transportation system
facilitate discussions regarding the information sharing processes and coordination between
the Federal Government and the freight rail industry, particularly during heightened states off
alert. I'SA has analyzed the diverse characteristics of the freight rail system 1o provide the
right combination of tools and exercise services to address these variations.
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Grant Pragrams

Freight Rail Security Grant Program (FRSGP): In 'Y 2009, the 'RSGP funded sceurity
training for frontline employees, the completion of vulnerability assessments, the
development of security plans within the freight rail industry. and the installation of GPS
tracking systems for railroad cars transporting TI1H materials. Eligible applicants are divided
into groups based on the types of projects they can apply for: Class |, I and 111 railroad
carriers can apply for training and security plan development. Owners, or lessees of railroad
cars transporting TI1H can apply for tracking device installation. The total FRSGP funding
available in FY 2009 was $15,000,000. In FY 2010 available funding is $15,000,000 and
eligible programs include the installation of tracking devices an TIH tank cars, employee
security training, and security enhancements for critical bridges.

Buffer Zone Protection Program (BZPP): The BZPP, administered by DHS, provides
funding 1o increase the preparedness and resilience capabilities of jurisdictions responsible
for the safety and security of communities surrounding designated high-priority critical
infrastructure and key resources, including chemical facilities, financial institutions, nuclear
and electric power plants, dams, stadiums and other high-risk/high-consequence facifitics,
through allowable planning and equipment acquisition. Specific BZPP sites within 49 States,
the District of Columbia, and the U.S. Virgin Islands have been selected based on their level
of risk and criticality, Railroad systems have qualified for BZPP funding in the past and may
qualify tor future funding. The totat BZPP funding available in FY 2009 was $48.575,000.

Research Projects Related to TIH Rail Transportation:

There are several projects aimed at improving the resistance of rail cars to attack and accidents
assoclated with the transport of T1H materials, as well as to understand the impact of a tank car
quantity release of a TIH matcrial. These projects include:

Advanced Tank Car Collaborative Rescarch Program (ATCCRP) - Railroad, shipper,
and tank car builder groups, with support from TSA, FRA, and Transport Canada and the
DHS Science & Technology Directorate {S& 1), have collaborated on tank car safety and
security research to reduce potential public safety and secunity risks associated with the
transportation of TIH materials. Thosc groups, represented by the Association of American
Railroads, the American Chemistry Couneil, the Chlorine Institute, The Fertilizer Institute,
and the Railway Supply [nstitute, agreed to work together on an Advanced Tank Car
Cotlzborative Research Program to promote improvements in rail tank car safety and
security. The focus is on the transportation by rail ol TIH materials. The ATCCRP is
working to identity and characterize promising tank car design concepts and technologies
that can be successfully used by tank car builders to achieve significant risk reductions in rail
tank car safety and security. This research initiative intends to reduce or eliminate the
likelihood of a release of a TTH matenal from a rail tank car due to an accident or securiiy
breach.
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o TSA’s Tank Car Vulnerability Assessment Project - TSA is funding a tank car
vulnerability assessment project to better understand the weapons that would likely be used
apainst a TJH tank car and their likely inpact on the TIH tank car. With support trom a team
ol experts [rom DIIS, FBL, and DOD. the weapon threats against the TiH tank car were
identified, defined, and prioritized. The DHS Transportation Security Lab and the Naval
Surface Warfare Center (NSWC) conducted an engineering analysis of the weapon’s impact
on the TIH tank car, which is being followed up with actual tank car weapons impact testing
al the Aberdeen Proving Grounds,

s  Understanding Large-Scale Toxic Chemical Transport Releases — The DHS S&71
Chemical Security Analysis Center (CSAC) has been tasked with investigating knowledge
and capability gaps that were identified by TSA, in1 the prediction of the impact and behavior
of large-scale ‘1M material relcases. For large scale releases of tank car quantities of TTH
materials, there is knowledge lacking pertaining to cloud formation, liquid pooling,
vaporization rate, the effects of buildings and terrain as well as other factors that are nceded
to make a proper evaluation and impact prediction. Deficiencies were brought to light after
the large scale TIH material releases from rail car accidents in Granitevitle, South Carolina
(2003) and Macdona, T'exas (2004) where the released TIH cloud behavior did not malch
with accepted scientific predictions. Efforts ta better understand large TIH releases include
conducting a scicntific litcrature gap analysis, a toxicity analysis, and laboratory. wind tunnel
and small scale field tests. Release testing of approximately one-ton quantities of chlorine
and anhydrous ammonia is planned for the spring of 2010 at the Dugway Proving Grounds,
Utah. The DHS CSAC has acknowledged that large scale release testing will be required to
adequately complete this project.

e Tank Car Hardening Project (aka “Dragon Shicld”) — TSA was involved ina
government-industry working group consisting of representatives from FRA. the Association
of American Railroads. the Railway Supply Institute, the American Chemistry Council, the
T o ) o " nlank cars by

FRA provided
eries of chlorine
. e e e, B roughout the
United States were conducted at NSWC Dahlgren. The test results provided some promising
results with additional testing needed. This project is complete,

¢ Next Generation Rail Tank Car Project — The Dow Chemical Company, in partnership
with the Union Tank Car Company and the Union Pacific Railroad, are developing a "Next
Generation™ rail tank car that will better withstand the destructive forces a tank car may see
in a violent train derailment. TSA. through a Memorandum of Cooperation with the Dow
Chemnical Company, is working 1o incorporate technologies that can provide protection
against high-caliber firearms. DOD components at NSWC Indian Head and NSWC
Carderock are providing technigal ~ointonne e tha daralamneans ~Fiha Mext (Geperation
Tank Car as it relates to protection

WHARNING: Thic tecored contalny Sensitive Secocibe Tnformation that i cantealled nndee J9 CFR parets 15 sod 18200 Noooart of this
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« DHS S&T Rapid Responsg and Recovery Project - In August 2008, DHS S&T signed 4
Technology Transition Agreement (TTA) with the DS Oftice of Inlrastructure Protection
(IP) and TSA 1o develop technologies and methodologies that will reduce or climinate the
release of TTH materials from rail tank cars and stationary tanks, with potential approaches to
include sealing and puncture resistant technelogies. This work will continue, in part, with
the work Initiated in the Tank Car Hardening Project (aka “Dragon Shield”). TSA intends to
work closely with DHS S&T on this project in determining ways TTH material rail tank car
manufacturers can provide protection against some of the expected weapon threats to the rail
tank car. Funding is anticipated from FY 2009 through FY 2014.

Metrics for Continuous Improvement

e TIH Risk Reduction Program: In 2007, TSA began assessing the potential vulnerabilities
and consequences posed by TIH rail cars in major cities by gathering, monitoring, and
quantifying risk information associated with TIH rail shipments traveling through
460 HTUAs. The assessment program was developed to measure the progress Federal and
industry efforts are having in reducing the risk associated with the transportation of TIH in
major cities. TSA collects and uses both historical and curreat information on the number of
TTH rail shipments in each HTUA, security at rail yards holding TIH shipments in cach
I1TUA, and the population of each of these cities, Specifically, TSA compiles information
for four factors:

» Total hours TIH cars were present inside an HTUA. TSA collects data from the
rail industry’s automated systems that record the movement and location of all rail
cars within the U.S, rail system by means of electronic identification tags. TSA uses
this data to quantify the amount of time TIH rail cars are located within a city.

o Unattended hours of loaded TIH cars inside an HTUA. TSA colleets this
information through visits conducted by TSA inspectors,

» Population proximity to unattended TIH ears. TSA uscs 1.5, Census Bureau data
to determine the population within a one-mile radius of each TTH car that was sitting
unattended and to rank gach city’s possible cxposure based on this information,

o City ranking. TSA prioritizes the cities” importance on a scale of 1 10 5 (5 beinp the
highest) using a logarithmic factor bascd on the population of each city.

TSA also developed a formula. based on the information collected. to quantify a risk score
for each city. The risk score is a relative measure, or indictor, of the T{H security risks
within a city for a given time period. Historical information for these risk factors was
gathered from June 1, 2005, 1o May 31, 2006. This information was uscd to cstablish a
basetinc risk score for each of the 46 H1'UAs as a means of comparison to the information
for the current year,

HARNING: This reenrd conraing Seasitive Security Inlormation thiad 1s controlled under 4% CFR parts 15 and TR No maet of this

FULCANL (164 TL3UAL S LY I PLINAILY UR U3l

CFR parts 15 and 1520,

LLIUAL FU e U CL IR AELHLITS,y LG WIALEIIUI L 13 SUTCLUEU U} 33 Uall. Ju Al w7

24



As of December 2008, TSA determined that there was over a 59 percent national reduction in
risk since the end of the baseline period. This achievement surpassed the original goal of a
30 percent risk reduction by the end of 2008, At the end of FY 2009, the measured risk had
been reduced by 82 percent in comparison to the baseline year. The information TSA has
collected gives the agency a way to closely compare the vulnerabilities and coasequences
related to TIH transportation across various cities over time. The development of national
risk scorecards, which ranks each city by risk score, also allows the agency to monitor which
cities or railroads have high-risk scores, and to focus further assessment and security efforts
on these cities or railroads.

Continued risk reductions will require maintaining the reductions already achieved. This will
be accomplished by leveraging surface transportation security inspectors to continue field
verification of risk reduction methods, as well as setting a path for achievement of additional
reductions in future vears. Indeed, the benefits derived from the TIH Risk Reduction
Propgram have been so valued that the Office of Management and Budpet has designated the
program as a Program Assessment Rating Tool (PART), and tasked TSA with continuing the
program through the end of calendar vear 2013. As such, TSA will continue to measure the
ongoing risk associated with the inovement of TIH shipmenis within the same 46 HTUAs.
However, rather than continuing to compare the ongoing risk against the original baseline,
cach year will be compared to the prior year, with the goal of a 10 percent risk reduction over
the previous year,

The Chain of Custody provisions (see 49 CFR 1380.107) of the November 2008 Rail
Transportation Security Rule also require regulated entitics to ensure a positive and secure
exchange of shipments of rail sccurity-sensitive materials, including TIH. Requiring covered
parties to establish chain of custody and control procedures will further reduce the risk of
TTH rail transportation in HTUAs.

¢ Transportation Risk Reduction Matrix: To measure the fundamental aspects of security,
the following metrics have been established for the freight rail sector. Measurement of these
metrics by TSA commenced in FY 2010. Corporate Security Reviews of railroads will serve
as the primary method for gathering the necessary data. The mcasurement results will be
prepared on an annual basis and will be shared with industry stakeholders and the Freight
Rail Sector Coordinating Council te foster an environment of continuing excellence in risk
raduction and resilience enhancement through planning, training, and execution.

e Vulnerability Assessments — percentage of railroad carricrs completing vulnerability
assessments that includce the identification of critical asscts and analysis of asset
vulnerabilities

¢ Security Plans - percentage of railroad carriers that have system security plans in place
that at a minimum meet the requirements of 49 CFR 172.802 and address specific
security countermeasures tor critical asset protection at elevated aleri levels

WARNING: This record containy Sensitive Scenrity Information that is controlled under 4% CFR parm 18 and 1520. No part of this

CFR parts 15 and 1520,
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o Veltting of 'mployees - percentage of frontling railroad employees that have been vetted
through the use of a security threat agsessment (for exampie, issuance of a TWIC)

o Training of Employees — percentage of employees that have been trained in sequrily
awareness in accordance with 49 CFR 172.704 and in the procedures for the
identification and recognition of [EDs in the railroad environment

¢ Drills and Exercises — percentage of raitroads that have participated in a security focused
exercise within the past 12 months

+ Security Awarencss percentage of railroads that have active employee security
AWAreness programs

s Screening of cargo
»  Technology Applications

o Secure Critical Infrastructure

release may reswlt in civil penatty vr other action. For U8, government agencics. public disclosure is governed by $ 150, 532 and 49
CFR parts 15 and 1521
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Appendix A: Research Projects Related to TIH Rail Transportation

TSA is currenily supporling several projects aimed at gaining a better understanding of the
mechanisms and consequences associated with attacks on rail tank cars that transport TIH
materials. These projects include:

e TIH Material (Chlorine) Tank Car Consequence Analysis/Validation

Project Overview — The project will identify a scientific and computer-based methodology
supported by industry, government, and the academic community that can be used to predict the
behavior of a catastrophic release of TIH materials like chlorine and anhydrous ammonia after an
attack on a 90 ton DOT Spec 105I500W tank car in a densely populated urban area. Chlorine is
a Zone B TIH material.

For large scale releases of tank car quantities of TIH materials like chlorine, DHS and the
dispersion modeling community lack critical dense gas release knowledge relating to cloud
formation, liquid pooling, vaporization rate, the effects of buildings and terrain as well as other
factors needed to make a proper evaluation and impact prediction. Deficiencies were brought to
light after large scale TIH material releases in Graniteville, South Carolina (2005) and Macdona,
Texas (2004), where the released chemical cloud behavior did not match with accepted scientific
predictions.

Problem Solution - To solve this problem, TSA has partnered with the DHS S&T Chemical
Security Analysis Center (CSAC) to investigate knowledge and capability gaps in the prediction
of the impact and behavior of large-scale TTH material releases. Part of the problem is that there
have been so very few large scale dense gas release experiments; scientists working with DHS
have suggested that the thermodynamic cloud behavior of small releases and large release are
very different, particularly as it relates to the amount of liquid TIH that vaporizes as a function of
time. It is the amount of material that vaporizes from a liquid to a gas and then travels with the
wind that is critical in determining the downwind concentrations and impact to populations.
Efforts presently underway to better understand large TIH releases include conducting a
scientific literature gap analysis, a toxicity analysis, and laboratory, wind tunnel and small scale
field tests.

Project Goal - The goal of the project is for large scale TIH material tank car releases, w1th a
tocus on chlorine as the primary objective and a secondary focuson '

provide DHS S&T with the capability to describe the near field effec he
project will take into account specific initial release conditions and, veius uiv nuvwivugy v wn
near field, be able to accurately predict the near tield and far field effects of the released TIH
material.

Key Task Areas - Understanding Catastrophic Release Chlorine Cloud Formation - Source
Term Analysis and Development - The objective of this task is to investigate and develop ways

CFR parts 15 and 1520,
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to improve the accuracy of source terny data vsed as input for modeling of large-scale TIH
releases, The source term describes all of the physical and interactive behavior of a pressurized
gas rcleased from containmient, as well as the release environment, Differences between small
and large relcases related to:

¢ Phase composition of cloud

o Eftect of chlorine temperature and superheat

¢ Pooling of released material

¢ Etfect of impingement of flashing jet as chlorine is released from container
e Air mixing and heat to evaporate released chlorine droplets

e [Effects of barriers and buildings

« Composition (vapor versus liquid droplets) and duration of chlorine cloud
e Distribution and behavior of acrosol droplets

e Effect of gravity versus wind on chlorine cloud

o Depletion of chlorine cloud due to localized reactions

e Understand toxicity ot chlorine

Relationship to the 9/11 Aect — Section 1519(b) of the 9/11 Act requires DHS to conduct an
air dispersion modeling analysis of release scenarios of TIH materials resulting from a
terrorist attack on a loaded railroad tank car.

Project Status — This project is ongoing, A project team has conducted gap analysis and
determined areas in present modeling capabilities that could be the cause of significant
discrepancies between modeled and accidental releases. This was done through hundreds of
hours of study, discussions, and through an extensive literature search. DHS S&T has
funded a study of tank car accidents where large amounts of TIH materials were released,
such as in Macdona, Texas, in 2004 and Graniteville, South Carolina, in 2003, This
information will be used to conduct dispersion modeling analysis and validate dispersion
modeling results. DHS S&T has provided FY 2009, 2010 and 2011 funding for the project.
This is in addition to funds being provided by TSA. In addition, TSA will coordinate its
efforts with the Defense Threat Reduction Agency (DTRA) who have parallel interests in
this area. Release tests of representative quantities of chlorine and anhydrous ammonia are
planned for the spring of 2010 at the Dugway Proving Grounds, Utah, using fundq made
available through the 9/11 Act.

release may restlll in cml permln or other action. For LS. ;_mernmcm ngem:les pub!;c diselosure is gmermd b\r SUSC 3\2 and 49
CFR parts 15 and 1520,
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o TiH Maiterizl Rail Tank Car Threat Assessment

Project Overview: The purpase of this project is to identify, define, and prioriiize threats
and threat scenarios for TIH material rail tank cars, to evaluate the likely methods of attack
an adversary would use to breach a TiH material tank car, and to define the types and
amounts of explosives and weaponry placement on of this project
allow for the evaluation of the tank car’s vulnerabils

TSA led a technical team to conduct the tank car threat analysis consisting of representatives
tfrom the following organizations:

e TSA Freight Rail Division

¢ TSA Explosive Division

*+ NSWC Carderock Division

s Federal Bureau of Investigation

« U.S.DOT PHMSA

* TSA Ofhce of Intelligence

» DHS S&T, Transportation Security Laboratory
¢ DHS Office of Intelligence & Analysis

The technical team determined the five weapons most likely to be used in an aftack on a tank
car containing TIH material. The exact amounts of materials and the method of delivery are
contained in the classified report that was prepared at the conclusion of the project. The .
report provides information on the expecied efficacy of each weapon type and the {imitations
of each.

Relationship to 9/11 Act — Section 1519(a) ofthe 9/11 Act requires DHS to assess the likcly
methods of a dcliberate terrorist attuck against a railroad tank car used to transport TIH
materials, and for each method asscssed, the degree 1o which it may be successtul in causing
death, injury, or serious adverse effects to human health. the environmeni. critical
infrastructure, national sccurity, the national ¢conomy, and public welfare. In complying
with this requirement, DHS is to consider the most current threat information as to the likely
mcthods of a successtul terrorist attack on a railroad tank car transporting TIH materials.

Project Status — This project is complete.

FARNING: This recard contalns Sensitive Sceurity Information that is controlled under 49 CFR parts 15 and 1528 No port of this
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(,FR ﬁart.s.-.l.ﬂ a.nd 1520.

TTH Material Rail Tank Car Vulnerability

Project Overview — The purpose of this project is to better understand and quantity the

vulnerability of tank cars used to transport TIH materials to likely terrorist attacks methods.

Objectives of this project include:

e Assisting in the development of rail security vulnerability reduction measures

¢ Estimating release rate from the breached tank car for emergency response and dispersion
modeling purposes

Tank Car Vulnerability Assessment Project -~ TSA has initiated a project to assess the
vulnerability of the DOT Specification 105] TIH material tank car to the weapon threats
identified in the TIH Material Tank Car Threat Assessment Project. The project will analyze
the level of likely structural damage incurred and hole size generated by each weapon type
through computer modeling backed by field validation testing, Technical participants
include TSA Freight Rail Division, TSA Explosive Division, NSWC Carderock Division and
FBI Weapon of Mass Destruction and Explosive Group.

Next Generation Rail Tank Car Projcet — The Dow Chemical Company, in partnership
with the Union Tank Car Company and the Union Pacific Railroad, are developing & “Next
Generation” rail tank car that will better withstand the destructive forces a tank car may see
in a violent train derailment. TSA, through a Memoranduin of Cooperation with the Dow
Chemical Company, is working to incorporate technologies that can provide protection
against high-caliber firearms, DOD components at NSWC Indian Head and NSWC
Carderorl- maim smmmmre Al bmalhalanl mmal it nn Jam dhm Amn il i m Tl KT..:XI Generat]on
Tank Ca

Tank Car Hardening Project (aka “Dragen Shield”) — TSA was involvedin a
government-industry working group consisting of representatives from FRA, Association of
American Railroads, the Railway Supply Institute, the American Chemistry Counc®' <+~
Chlnrine Inctitite and NQW Indian Haad tn avamina mathade ta harden tank car

FRA proviueu

sries of chlorine
LOLLR WO BPRGLAD WA VLWL VY LLLE LU LIGHLD DUULILIUAAL U YOLIMUL WAPILLRLLLLWD mroughout the United
States were conducted at NSWC Dahlgren. The test results provided some promising results
with additional testing needed. This project is complete.

DHS S&T Rapid Response and Recovery Project — In August 2008, DHS S&T signed a
Technology Transition Agreement (TTA) with the DHS [P and TSA to develop technologies
and methodologies that will reduce or eliminate the release of TIH materials from rail tank
cars and stationary tanks. with potential approaches to include sealing and puncture resistant
technologies. This work will continue, in part, with the work initiated in the Tank Car
Hardening Project (aka “Dragon Shield”). TSA intends to work closely with DHS S&T on
this project in determining ways TIH material rail tank car manufacturers can provide
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projection against some ol the expected weapon threyts to the rail fank car. Funding is
anticipated from FY 2009 through FY 2014,

Advanced Tank Car Cellaborative Research Program (ATCCRP) - Railroad, shipper
and tank car builder groups. with support from TSA, FRA, and Transport Canada and the
DHS S&T, have collaborated on tank car safety and security research to reduce potential
public safety and sccurity risks associated with the transportation of TIH materials. Those -
groups, represented by the Association of American Railroads, the American Chemistry
Council, the Chlorine [nstitute, The Feruilizer [nstitule, and the Railway Supply [nstitute.
agree to work together on an Advanced Tank Car Collaborative Research Program to
promote improvements in rail tank car safety and security. The focus is on the transpertation
by rail of TIH materials. The ATCCRP is working to identify and characterize promising
tank car design concepts and technologies that can be successfully used by tank car builders
to achieve significant risk reductions in rail tank car safety and security. This research
initiative intends to reduce or climinate the likelihood of a release of a TIH material from a
rail tank car due t¢ an accident or security breach.

Relationship to the 9/11 Act — The above referenced projects also address the requirements
of Section 1519a)(3) of the 9/11 Act.

FEICHSE WAy TEXUI I U HEIGIY 0T GINEE ACLON. PUF U0 BOYECIINENT AZEBUIEN, JUDLIC UINCHISUIIE 15 BUYCTHEU BY 2 Uuwd A, D32 dnu 47
TR parts 15 and 1524,
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Appendix B: Current Industry Best Practices for Railroad Security

the Assoctation ol American Railroads developed the Terrorism Risk Analvsis Security
Management Plan in April 2003 as a result of the terrorist attacks of September 11, 2001, and as
a proactive measure in collaboration with DHS in addressing perceived security vulnerabilities
within the freight rail system. The AAR created five critical action teams, each for a specific
area of concern within the rail industry;

e Hazardous Matcrials — focused on hazardous materials and chemicals, their suppliers and
users, methods of transport and possible risks and countermeasures

e Operational Security - focused on the life cycle of a train and
vulnerabilities/countermeasures to railroad operations

* Physical Infrastructure — focused on assimilating lists of critical infrastructure,
countermeasures to threats, and alert level actions

e Military Liaison — focused on coordinating with the Strategic Rail Corridor Network
{STRACNET) on the efficient operation of military rail network, and countermeasures to
terrorist threats

¢ Information Technology and Communications - [ocused on command and control of rail
shipments, data systems and tracking of shipments, and key personnel and contractors'’

Furthermore, the AAR plan provides an overall framework for industry-wide security measures
while leaving the actual implementation up to the individual raitroads. Carriers utilized the pian
as a puidance document to create securily management plans for their respective carrier company
addressing their identification of ¢ritical infrastructure and other security concerns. TSA
reviewed these particular plans for the Class I carriers as part of the TSA Ceorporate Security
Review process.

The AAR developed rating criteria for the vulnerability of key assets and the impact upon the rail
system. This was completed should a particular asset be disabled by a terrorist attack. These
rankings were rated as: low, medium, high, and critical. A critical impact was defined as the loss
of that asset severely degrading or stopping rail operations for an indefinite period of time.

Overall, the AAR identified 1,300 assets within the rail system. While the AAR did consider
both issues of direct business relevance and national leve] of importance in identi{ying each
asset, their primary concern was the direct business impact of each asset. Of these 1,300 assets.
a much smaller number were identified as being “critical” in their impact rating. This list of
critical asslcsts has heen used to drive specific countermeasures fo target improvementis where
NECESSAry.

7 Browder. William M. Association of American Railroads (2003), Freight Rail Security Bricfing [PowerPoint slides).
Retrieved from UC Berkeley Web site: httou//www techtranstur, berkelev.edu/railroad05downloads/BROWDER. ndt. slides 13-26.
B 1 o -

Ihid, slide 17.

TAILOTL ECEAY S ATUL NED LITIL PFLIBEILT A1 UALLT AR ITUIE. B U & e BUTLLLESUIN AL ALLL AL PN WIS IUIeIL 13 g

CFR parts i35 and 1320,



As part ol the Yerrorism Risk Analysis Secrrity Management Plan, the AAR developed a four
stage alert plan which lays out progressively higher levels of action 1o be taken in the event of
certain security situations. [t details actions to be taken in the areas ol security personnel,
operations, and information technology and communications. The levels are:

Level | — “Normmal Day to Day Operations”

Level 2 —*“Heightened Security Awareness”

Level 3 —“A Credibie Threat of an Attack on the US or Railroad Industry™

Level 4 —“A Confirmed Threat of Attack Apainst the US Raiiroad Industry or Actual Attack
in the US™'*

To etfectively deal with the potential threat, the AAR established a series of countermeasures
that arc laid out in detail in the plan. These covered three areas which are as follows:

e “People” countermeasures — covered areas such as employee security training, training of
cimergency response teams, and placement of key personnel

» “Process” countermeasures — ¢stablished the AAR Operations Center and the Railway
Alert Network (RAN). Staffed 24 hours a day, the AAR Operations Center is a
Department of Defense cleared facility that works in conjunction with the Surface
Transportation [nformation Sharing and Analysis Center (ST-ISAC) to ensure
appropriate collection, analysis, and sharing of security-related information. The RAN
links the Operations Center with the industry to pass on sensitive information and alert
levels to the railroads, law enforcement agencies, major shippers, and the short line
railroads. It operates 24 hours a day and utilizes mobile communications at lower threat
levels, but 1s physically manned at alert levels 3 and 4

¢ “Technology” countertneasures — focused on various aspects of establishing secure
communications’”

Railroad carriers have also adopted and implemented the list of 24 Security Action ltems issued
in June 2006, as well as the three supplemental SATs issued in November 2006. ‘The industry has
used the SAls to increase employee awareness and institute operational processes to reduce the
risk associated with the transportation of TIH through High Threat Urban Areas. Accordingly,
the railroads’ adoption of the action items into practice allowed for the successful achievement of
the goal of a 50 percent risk reduction trom TIH in transportation by the end of 2008.

% | bid, slide 33.
= Ihid, slide 27.
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Appendix C;  Security Action Items

Recommended Security Action Items for the Rail Transportation of Toxic
Inhalation Hazard Materials

This document contains recommended sceurity action items for the rail transportation of
materials poisonous by inhalation, commonly referred to as Toxic Inhalation Hazard (TIHY'
materials. Adoption of these measures is voluntary, Movement of large quantitics of TIH
materials by rail in proximity to population centers warrants spccial consideration and
atteniion. These materials have the potential of causing significant numbers of tatalities and
injuries if intentionally released in an urban envirgnment.

The efficient operation of our critical interstate rail system requires a uniform nationwide
approach to railroad security. The security action items listed in this document have been
identified by the Department of Homeland Security {(DHS) and the Department of
Transporation {DOT) during risk assessments and securily reviews and build upon existing
DOT hazardous matecials regulations. In panticular the DOT regulations at 49 CFR Scctions
172,704 and 172.800-804 require each transporter of hazardous materials, including TIH
matcrials, to develop and implement security plans and to train appropriaie employees in
security measures, DHS and DOT are issuing these voluntary action items as measures that
should be considered when security plans are developed. implemented, and revised. The
action items are voluntary to allow the railroad carriers to adopt measures best suited to their
particular circumstances provided the measures are consistent with exisling regulations. It is
not our intent that these security action items be enacted into law by state and local
governments. Existing federal regulations likely would preempt any such law,

The security action items have been divided into three categories 1} system security; 2)
access control; and 3} en-route security. System security and access conirol refer to practices
affecting the security of the railroad and its property. En-route security refers to the actual
movement and handling of railcars containing TIH rnaierials,

DHS and DOT recognize that no one solution fits all locations and circumsiances. These
security action items allow for fexibility in implementation based upon the assessed
vulnerability of a particular process or operation. Where applicable, implementation of these
action items to their fullest extent practicable should be the goal of the affected property
owner and operator.

DHS and DOT reserve the right to update or modify these security action items as
circumstances warrant.

! Under the Hazardous Materials Regulations {49 CFR F21-180), TIH materials are gases or liquids that are known or presumed
on the busis of Lests to be so toxic to humans as to pose & hasaed to health in the event of a release during ransportation. See 49
CER171.8, 173,115, and 173,132

release may vesuwll in civil penatty or other action, Far LS, goverament ageacies. public disclosure is governed by 5 1LS.C. 552 and 49
CFR parts 15 and 1520,
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System Security Practices Affecting the Transportation of TIH Matcerials

b

[}

10.

11.

12.

Designate an individeal with overall responsibilily for hazardous materials ransportation
sceurity planning, training, and implementation. This individual should report directly to
an executive officer of the company. Designate an individual with overall responsibility
for security planning and countermeasure implementation for company-designated
eritical infrastructure.

Conduct exercises, at least annually, to verify the effectiveness of security plan(s).

Develop and conduct an internal or external company audit program to independently
verity that the security plan is being effectively implemented. The audit process should
include a policy for record keeping of the audit and a method for management review and
performance measurement.

[dentify and then annually review company-designated critical infrasiructure. Ensure that
changes or additions to the operating environment have been properly addressed.

Maintain a communications network to receive timely government notices of current
threat conditions and available intelligence information. Adjust security measures as
necessary to reflect current threats and vulnerabilities based on available intormation,

Make use of opportunities to establish liaison and regular communication with tederal,
state, and local law enforcement, emergency responders. security agencies, and industry
pariners. Strive to make local law enforcement aware of railroad securily issues.

Establish iiaison and collaboration with other railroad security offices to promote
informatien sharing and security enhancements.

As with industry safety programs. regularly reinforce security awareness and operational
security concepts to all employees at all levels of the organization.

Reinforce the need for employees to immediately report to the proper authorities all
suspicious persons, activities, or objects encountered,

Have contingency plans in place to supplement company security personnei o protect
company-designated critical infrastructure as threat conditions warrant such as contracts
to enpage private security guard providers or procedures o request supplemental physical
security assistance of federal, state, local, and tribal authorities.

Restrict access to information controlled by the railroad that it determines to be sensitive,
n particular information about hazardous materials shipments and security measures.

Make available emergency response planning materials, and when requested, work with
local communities 1o tacilitate their training and preparation 1o deploy and respond to an
emergency or security incident.

CFR parts 15 und 1520,



13. Cooperatively work with the federal, state, local, and tribal governments 1o idemtity
through risk assessments those locations where security risks are the highest.
Cooperatively work with the fderal. state. local, and tribal governments to identify and
implement protective measures at these locations.

Access Control Sccurity Practices

14. Focus proactive community safety and security outreach and trespasser abatement
programs in arcas adjacent to company-designated critical infrastructure to reduce the
likelihood of unauthorized individuals on company property and to enhance public
awareness of the imporiance of reporting suspicious activity.

15. To the extent feasible and practicable, utilize photo identification procedures for
company-designated critical infrastructure, Establish procedures for background checks
and safety and security training for contractor cmplovees with unmonitored access to
company-designated critical infrastructure.

16. To the extent feasible and practicable, and as threat conditions warrant, restrict the access
ot contractors and visitors at non-public areas of company-designated critical
infrastructure and monitor the activities of visitors in or around such infrastructure.

17. Establish employee identification measures for all employees. Conduct spot checks of
identification as threat conditions warrant.

18. Implement measures 10 deter unautborized entry and increase the probability of detection
at company-designated critical infrastructure as threat conditions warrant. To the extent
patrols are utilized, vary the patiern and schedule to avoid predictability,

19. Utilize interlocking signals and/or operating rules to prevent trains from occupying
moveable bridges until they are locked in place.

En-route Security Practices

20. Maintain systems to locate rail cars transporting [TH materials in a timely manncr to
enable the implementation of security measures when necessary and provide information
on the location of rail cars carrying TTH materials to DITS and DOT, as requested, in case
of events of naticnal significance.

21. During reguired on-ground safety inspections of cars containing TIH matcrials, inspect
for any apparent signs of tampering, sabotage, attached explosives, and other suggested
items, Train employces 10 recognize suspicious activity and report security concerns
tound during inspections.

22, Provide local authorities with information on tbe hazardous matenals transported through
their communities consisient with AAR Circular OT-55.

release may resutt in civit penalty or other action. For U5, government agencics, public disclosure is governed by 5 ULS.C, 552 and 49
CFR parts 13 and 1520,
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23, Consider aliernative routes when they arc economically practicable and result in reduced
overall safety and security risks. Work with the DTS and DOT in developing better
soltware ools to analyze routes,

24. In rail yards, to the extent feasible, place cars containing TTH materials where the most
practical protection can be provided against tampering and outside interference when
appropriate for the threat level in the geographic area in accordance with the AAR
Security Management Plan,

e Supplement No. 1, Issued November 21, 2006

This document contains recommended security action items for the rail transportation of
materials poisonous by inhalation, commonly referred te as Toxic Inhalation Hazard (11H)
materials. Adeption of these measures is voluntary. Movement of large quantities of TIH
materials by rail in proximitv to population centers warrants special consideration and
artention. These materials have the potential of causing significant numbers of fatalities and
injuries if intentionally relcased in an urban environment.

The supplemental security action items contained in this document are the result of
cooperalive work between government and industry to craft mganingfitl and executable
actions that will provide for the reduction in the security risk associated with the rail
transportation of TIH materials. These action items are an addition to the original 24 action
items that were issued on June 23, 2006.

['he three action iiems contained herein represent the next step in enhancing the security ot
rai} shipments of TTH. These three items especially itcm number 1, the provision calling for
the preparation of site-specific plans for high threat urban arcas build upen rather than
replace the original 24 action items.

I. Introduction

The Department of Homeland Security and the Department ot Transportation are concemed
about the risk posed by the transportation by rail of bulk Toxic Inhalation Hazard materials
(T1H) in High Threat Urban Areas. Our intention is to work with the freight rail industry to
develop and implement security initiatives that will measurably reduce the risk and enhance
the security of bulk Texic Inhalaiion Hazards moved by rail in High Threat Urban Arcas
(HTUA) DHS and DOT have identified four areas to be addressed:

The establishment of sceure storage arcas for rail cars carrying Toxic Inhalation Fazrard
(TIH) materials;

» The expedited movement of trains transporting rail cars carrying 11H materials:

* The positive and secure handott of 11H rail cars at points of carrier interchange and at
poinis of origination and delivery: and,

*  The ininimization of unattended loaded tank cars carrying TII1 materials

[P . .- -~ e e (RS - s PRETE f an ooy B T T P N L

relgase gy resnlt in civil penally or other acoen. For U5, government agencies. public disclosure is governed by 5 L0352 and 4%
CFR parea 15 and 1520,
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1I.  Risk Delinition

All railroad freight carriers operating in High Threat Urban Areas will develop snnexes to
their security plans that are site specific to that High Threat Ushan Arca as defined by the
Department of Homeiand Security Urban Arca Sceurity Initiative (UASI) geographic areas.

The secarity plans will be risk-based and will include metrics that reflect population density
and the amount of TIH materials transported by rait and the length of time that these
shipments are in High Threat Urban Areas. The plans will be classified appropriatcly to
protect sensitive information.

TSA will provide the rail carricss with a list of urban areas previously identified.

The goal of this initiative is to measurably reduce the risk of the transportation by rail of bulk
TIT materials through bigh threat urban arcas. Railroads will strive to reduce risk by 23
percent in the first ycar. TSA will work with the railroads on goals for succeeding years, Risk
will be defined as a funetion offopu]ation density, number of TIH shipments, and the length
of time TTH cars are unattended™” and unsecured.

HI. Data Base

The risk reduction will be measured by the time TIH cars are held in yards, terminals, on
railroad-conirolled leased tracks and the time that TIH trains are stopped or standing within a
HTUA. Raitroads will strive to provide TSA bascline data within 60 days.

IV. Action Plans to Reduce Risk

Supplemental Security Action Item No. 1

Rail carriers with operations in High Threat Urban Arcas (HTUA) will devclop site-specific
security plans that address the security of the transportation in bulk of TIH material in loaded
rail cars (“TIH cars™) in HTUA. The siie-specific security plan should include specitic and
detailed measures to enhance the security of TIH cars in the carrier’s custody. These plans
should be completed within 90 days of the issuance date of the guidelines.

The site-security plan will address the following abjectives for railroad cperations within the

HTUA:

1) Reduce thc numbcer of hours TIH cars are held in vards, terminals. and on raiiroad-
controlied leased track in H1TJA.

2) Minimize the occurrence of unattended™ TIH cars in HTUA.

2 Unattended Cars for the purpose of this documient are those rail cars that are in a train ar on railroad-controlled leads or tracks

with no crew on hoard, no personnel active in the arca, or no clectroeic monitoring, “Persannel” includes railraud emplovees or
agents, law entorcement officers, private security guards, and rail customer employecs.

CFR party 15 and 1520,
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3) Reduce potential exposure to surrounding people, properly and environment in HTUA.
special emphasts should be placed on reducing potential exposure to hospitals, high-
oceupancy buildings, schools, and public venues.

4) Reduce the occurrence of standing TTH trains in HTUA.
5) Provide a procedure for the protection or surveillance of unatiended TIH trains in HTUA
6) Ensure compliance with CFR 49 Part 174.14 (48 hour rule).

7) Develop site-specific procedures for the positive and sccure handoff of TIH cars at points
of origin, destination, and interchange in high threat urban areas.

Supplemental Security Action ltem No, 2

Rail carriers will net operate trains carrying TIH within a speciticd distance of public venues
with National Special Security Events in progress and as requested by the appropriate agency
responsible for overall event security coordination.

Supplemental Security Action lem No. 3

Rail carrters will, in the sceurity planning process, identify and select areas throughout the
carmricr’s system where cars containing TIH can be moved and held when threat conditions
warrant. Risk and exposure to the general public are factors to be considered in the selection
process. The rail carrier will provide this information to the government upon request.

V. Verilication

The Transportation Securily Administration and the Federal Railroad Administration will
work cooperatively to evaluate the degree of implementation of these security action items
through data analysis and inspection, and may take appropriatc actions to encourage carriers
to achicve risk reduction.

o Supplement No. 2, Issued February 12, 2007

[. Introduction

The Department of Homeland Security (DHS) and the Department of Transportation (DOT)
are concerned about the risk posed the transportation by rail of bulk TIH materials in High
Threat Urban Arcas. Our intention is to wotk with the freight rail industry to develop and
implemcnt security initiatives that will measurably reduce the risk and enhance the sccunty
of bulk Toxic Inhalation Hazards moved by rail in High Threat Urban Areas. On June 23,
2006, under Access Control Security Practices, paragraph 15, we recommended that the
industry:

15.. .. Establish procedures for background checks . . . for contractor employees
with unmonitored access 1o company-designated critical infrastructure.

CFR paris 15 and 1510,
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match the SSA’s records, which reduces the tikelihood that an individual who has adopted a
false wentity and ditffieult to thoroughly vet s part of the workforce.

Iv. Immigration Status

The industry should also consider using the Systematic Alien Verification for Entitlements
(SAVLE) database to dctermine a non-citizen’s immigration status. SAVE is an
intergovermmental information-sharing service for agencies and employers to use (o ensure
that an applicant has lawful presence in the United States. SAVE is nationally accessible and
contains selected immigration status information on approximately 50 million individual
non-citizens.®*

¥ Ear information on accessing SAVE, contuct: Dirsctor, SAVIE Program. USC1S SAVE Program, Douglas Development
Buiiding. 2nd Floor, 20 Massachusetts Ave., NW, Washington, C 20529

WARNING: This record contains Sensitive Secority toformation that is controlled under 42 CFR parts 15 and 15200 No part af this
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relesse may resnlt in eivil penally or ather action. For LS government agencies. public diselesure is governed by 5 ULS.CL 552 and 49
CFR parts [5 and 1520,
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E. Appendices
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Message from the Acting Administrator

March 25, 2010

I am pleased to present the following report “Air Cargo Screening Statistics, Fourth Quarter”
prepared by the Transportation Security Administration (TSA).

This report was compiled pursuant to the language set forth in Section 515 of the Fiscal Year
2009 Department of Homeland Security Appropriations Act (P.L. 110-329), which specifically
requires TSA to submit screening statistics to Congress quarterly. P.L. 110-329 also requires
TSA to report the amount of cargo screened at each airport by cach passenger air carrier.
Statistics included in this report are derived from data reported by the air carriers in the months
of July, August and Scptember 2009,

Section 1602 of the Implementing Recommendations of the 9/11 Commission Act of 2007

(P.L. 110-53) mandates that 5C perccnt of cargo placed on passenger aircraft is screencd not later
than Fehruary 3, 2009, and that 100 percent of cargo placed on passenger aircraft is screened not
later than August 3, 2010. TSA is pleased to report that the February 2009 50 percent screening

mandate has becn met.

This report is being provided to the following Members of Congress:

The Honorabie David E. Price
Chairman, Housc Appropriations Subcommittee on Homeland Security

The Honorable 1larold Rogers
Ranking Member, House Appropriations Subcommittee on Homeland Security

The Honorable Robert C. Byrd
Chairman, Scnate Appropriations Subcommittec on Homeland Security

The Honorable George V. Voinovich
Ranking Member, Senate Appropriations Subcommittee on Homeland Security

Inquiries relating to this report may be directed t r to the Department’s
Acting Chief Financial Officer, Peggy Sherry, at

Sincercly yours,

ol et

Gale D, Rossides
Acting Administrator



Executive Summary

This document is the Transportation Security Administration’s (TSAs) 1 1th submission of the
congressional requirement for air cargo screening statistics, as required by Section 5135 of the
Fiscal Year (FY) 2009 Consolidated Security, Disaster Assistance, and Continuing
Appropriations Act (P.L. 110-329).

The Fourth Quarter FY 2009 air cargo screening report includes a variety of statistics that
identify the volume of air cargo accepted and screened, as reporiad by passenger air carriers
and cvaluated by TSA. Specifically. the report summarizes the following information:

b

2)

3

AIr cargo screening statistics from regulated domestic and foreign air carriers. This
information encompasses all data, figures and diagrams for the months of July, August,
and September 2009. Specifically, the data focus on cargo uplifted on flights originating
within the United States/territories and cargo uplifted on inbound flights originating
outside the United States/territories. The total percentage of cargo screened on flights
originating within the United States during this reporting period is 62 percent by weight
and 77 percent by Master Air Way Bill (MAWB).

Alir cargo screening statistics relating 1o Indirect Air Carriers (IACs), shippers and
other entities certified by TSA to screen cargo for uplift on domestic passenger flights.
These Certified Cargo Screening Facilities (CCSF) report cargo screening data to TSA
pursuant to their program requirements. During this period, 322 CCSF-1ACs were
required to screen. The weight screened by CCSF-TACs is 160 million pounds, while
the number of MAWDBs screened during this peried is 117,897.

Inbound cargo from international last points of departure, TSA currently uses an analysis
of historical data from the Bureau of Transportation Statistics (BTS) to estimate this
statistic. Because BTS data lag significantly behind the reporting peried, TSA uses data
from the same period of the previous calendar year. The BTS data provide insight into
the amount of cargo entering the United States aboard passenger aircraft by weight.
During this period, BTS data show that 438 million pounds of cargo were transporied on
international flights inbound to the United States. The percentage of weight screened on
these flighis is estimated to be 56 percent during this period.
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I. Legislative Language

This document compiies with the language set forth in Section 515(d) of the Fiscal Year (FY)
2009 Department of Homeland Security (DHS) Appropriations Act (P.L. 110-329}, which states:

Not iater than 45 days after the end of cach quarter, the Assistant Secretary
{Transporlation Security Administration) shail submit to the Committees on
Appropriations of the Senate and the House of Representatives a report on air cargo
inspection statistics by airporl and air carrier detailing the incremental progress being
made {o meet section 44901(g)(2) of title 49, United States Cede.



II. Background

P.L.. 109-295, signed on October 4, 2006, states that Transportation Security Administration
(I'SA)™... shall report air cargo screening statistics quarterly to the committees on
Appropriations of the Senate and the House of Representatives, by airport and passenger air
carrier...” The reporting requirement is continued by language in Section 515(d) of

P.L. 110-329.

To implement the congressional mandate, TSA has issued a series of Security Directives,
Emergency Amendments and updates to air carrier security programs requiring air carriers to
submit cargo statistics monthly. The statistics derived from these submissions are the basis for
TSA’s report to Congress. In addition to the recent 50 percent cargo screening requirement,
TSA has further secured the air cargo environment by requiring the screening of 100 percent of
cargo placed on passenger aircraft at smatler commercial Category [1-1V airports throughout the
United States and its territories. TSA has also mandated 100 percent screening of cargo
identified as elevated risk within the U.S. air cargo supply chain and required that sensitive cargo
be subject to alternative security measures, In October 2008, TSA mandated the screening of
100 percent of cargo placed on narrow-body aircraft departing from the United States and its
territory airports.


















[V. Appendices

A Cargo Screening Data by Category X, [and Air Carrier

Total Total %Total
4th Quarter Compliance at Category X, | | Uplifted Screened Sereened
H# MAWR 1,344,292 1,048,660 78.0%
Caepo Weight lbs] 706,271,058 | 438,546,463 621%

BY AMRPORT CATEGORY X, | AND AIR CARRIERS
T5A CARGO SCREENING RESULTS ON 50%, 100% REPORTING BY PASSENGER AIR CARRIERS

Reporting Period; FY2008 dth Quarter
[ataincladed it report by Carriers Submitting usadle ata 16 TS4
Teday's Date: November 24, 2009

**MAWB Screened = MAWR Screaned at 100 percent + (MAWSE Screened at S0 percent x 0.5)
**Ibs S¢reened = Pounds of MAWS Scraened at 100 percent + (Pounds of MAWE Screened 2t 50 percant ¥ 0.5)
Sorted by cargo weight (1bsj uphfted and view of the top five airports and top five carriers ot those stations with sublotais displayed.
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UB. Departovnl of Hnoyeland Security
60§ Sobth 12th Siroet

JAN 12 2010 Askngton, VA 10598
A‘;; Transportation

Security
Administration

ACTION

MEMORANDUM FOR: Elaine C. Duke
Under Secretary for Management

FROM: Gale D. Rossidegm
Acling Administrator

SUBJECT; Transportation Security Administration’s (TSA's)
Sereening of Passengers by Observation Techniques
(8PQT) Repart as Required by the DHS Appropriations
Act, 2010, Public Law (P.L)) 111.83

Purpgse

To transmit a report and data to Cangress regarding the Transportation Security
Admuinistration’s Screening of Passengers by Observation Techniques (SPOT) pragram
a5 required by the DHS Appropriations Act, 20)0, P.L. 1i1-83.

Discussipn

This report provides a background of the SPOT program, frath inception to current state,
and explaing how the program provides an additional layer of security vital 10 the
successful protection of the Nation’s transporiation systems, and supports the DHS
mission to “prevent and deter terrorist attacks and protect against and respond to threats
and hazards to the nation ...." This report also diseusses the ewrrent and future initiatives
designed to combat the above threats of tetrorism,

Recommendation
Please ¢lear the attached report for the Department of Homeland Seeurity to deliver to the

Chairmen and Ranking Members of the Senate and House Appropriations Subcommitiees
on Homeland Seecurity,

Approve Disapprove
Muodify Needs more discussion

Attachment




















































































[V. Appendices

A. Cargo Screening Data by Category X, I and Air Carrier

CATEGORYX &I Total % of Total
Compliance Total Uplifted |  Screened Screened

#fMAWB 1357360 | 1013467 | B08%

Cargo Weight (Ibs) | 805596450 | 630479.347 78.3%

BY AIRPORT CATEGORY X, [ AND AIR CARRIERS
TSA CARGO SCREENING RESULTS ON 100-PERCENT REPORTING BY PASSENGER AIR CARRIERS

Reporting Period: FY 2010 Third Quarter
Data included in report by carriers submitting usable data to TSA.

* MAWB = Master Arr Way Bills

April datta were calculated o the basis of requirement to screen 50 percent of cargo placed on passenger aircrafi effective on February 1, 2009,
**MAWB Screcned = MAWB Screened at 100 percent + (MAWB Screened at 30 percent x (.5)
** Ibs Screened = Pounds of MAWB Screened at 100 percent + (Pounds of MAWB Screened at 50 percent x (.5)

Mav and June dato was calculated on the basis of requirement fo screen 73 percent of cargo placed on passenger aircraft effective on May 1, 2011
¥ MAWB Screened = MAWB Screened at 100 percent + (MAWB Screened at 75 percent x 0.75)
¥ ibg Screened = Pounds of MAWR Screened at H0 percent + (Pounds of MAWB Scroened at 75 percent x 9.75),

" The datain this table represent sereening al Categery X and Category [ airports only, while data in the Curgo Upiifted on Flighey Qrigtiating Within the Unired Stares and Territeries table on page 4 represent
screening data at all aiports,
*Fipurs in this chart have been rounded; therefore, column totals may not equal the sum of the numbers displayed in each column,







































Inquiries re yartment's
Deputy Ch

Sincerely yours,

@LS- =

John S. Pistole
Administrator
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The [lonorable Jerry Lewis
Ranking Membher, House Committec on Appropriations

The Honorable Danicl K. [nouye
Chairman, Senate Comimittee on Appropriations

The Honorable ‘Thad Cochran
Ranking Member, Senate Commzittee on Appropriations

The Honorable Bart Gordon
Chairman, Ilouse Committee on Science and Technology

The Honorable Ralph M, Hall
Ranking Member, [House Commitice on Science and Technology

¢ Honorable John . Rockeleller
Chaimman, Scnate Committee on Commerce, Science, and Transportation

The Honorable Kay Bailey 1Hutchison
Ranking Member, Senate Committee on Comimerce, Science, and Transportation

If you have any questions, please do not hesitale to contact me the TSA
Office of Legislative Affairs  (571)227-2717.

Yours very truly.

W —

¢t Napolitano































































IV. Appendix C: TSA Mass Transit Threat
Assessment




























V. Appendix : 1&A IVIass lransit 1hreat
Assessment


















(U/FQUO) DIHS/T&A and TSA recommend and support a robust program of protective
measures [or the mass transit sector. The TSA security recommendations below stress
vigilance, integration. and unpredictability. They are intended to extend the frequency
and duration of terrorists™ preoperaiional rescarch. surveillance, reconnaissance. and other
preparations: 1o create opportunities for them to make noticeable mistakes: and to detect
thetr activities and disrupt their plans.

— {U/FOUOQO) Vigitance: Active awareness and participation by all mass transit and
passcnger rail employees, law enlorcement efficers. vendors who work in and
near transit and rail systems, and the traveling public. are critical to detecting
potential terrorist activity. Public awareness campaigns are a key component.
Suspicious activities should be reported to authorities.

— (UA/FOUQO) Integration: Inicgration of private sector security and employees.
law enforcement. and (irst responders is integral to success. Lacking the
advantage of air travel’s sccure arcas and 100 pereent sereening requircments, a
key objective in mass trunsit and passenger rail sccurity is to implement security
activities destgned to disrupt and deter.

— {U/FOUO) Unpredictability: Sw sslul terrorists have used surveillance and
familiarization with targets to discern patterns in security activities and
procedures. Mass transit and passenger rail agencies should strive for
unpredictability in their security procedurcs and operations to thwart both
preoperational activities and actual attacks.

— (U/FOUO) Consider establishing surveillance at key entrances and areas of high
consequence or high pedestrian traffic. Deploy plain-clothes law enforcement or
security oflicials to perform surveillance in lerminals, slations, rai] cars, rail
vards, and other locations.

— (U/FOUO) Inercasc visibility of law entoreement vehicles and uniformed
security personnel.

— (U/TOUO) Increasc [requency of inspections of passenger rail cars, terminals,
stations, and rail vards for suspicious or unattended items.

— {U/FOUO) Coordinate necessary sceurity clforts with federal, state, local. and
tribal law enlorcement agencics.

— (U/FOUO) Direct all employees. conttactors, and vendors, as appropriate, to be
alert and to report immediately to the operations center or to local law
enforcement (per the respective emergency notification procedures) any situation
that appears to constitute a threat or suspicious activity.

| yE C
Page 5 of 6









VI. Appendix E: TSA Assessment: Train Station
Attack Methods
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(U) Scope Note

(U//FOLQ) This Transportation Security Administration Office of Intelligence (TSA-Ql) assessment is intended
to provide an in-depth profile of the terrorist tactics, technigues, and procedures (TTPs) used to attack train
stations. This assessment examines reporting that details attacks at train stations worldwide from 2004

to 2009, and is the second in a series of products focusing on TTPs used to attack mass transit systems.

This assessment was produced to help security managers evaluate the effectiveness of and vulnerabilities in
passenger railroad security programs, plans, and activities.
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Key Findings

{U//FOUQ} Train stations will likely continue to be targets for terrorist groups due to their openness,
ease of access, confined spaces, and mass gatherings of people.

+ {U//FOUO} The number of attacks against train stations worldwide has remained steady since 2006.

+  (U//FOUO) Terrorist groups worldwide have demonstrated the ability to use a variety of weapons
against train stations; however, improvised explosive devices are the most common weapon used.

{U//FOUO} Violent Islamic extremist groups have conducted the most lethal attacks against train
stations.

« {U//FOUO} While an attack on a train station can occur at any time, TSA-QI's data review shows the
evening rush hour was the most consistent time for an attack.
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U) Endnotes

B Y I

{U) Warldwede Incidents Tracking Systerm; httpsfwits nctogovs 25 fanoary 2000; (U}

{UIS, Army, Training and Doctrine Command; TRADOC G2: U TRAROC G2 Handbook Mo | 067U 4 Angust 2008; (U] 15 Septamber 2008
U1 Worlduide Incidents Tracking Systerm; Http Mwits netegow: 25 January 20 0; (U

L 4S. Army, Trainlng and Docknpe Command: TRADOC G2 (U TRADOC 52 Handbook Mo 1.06:7U); 4 August 2008; (U 15 September 2008
WU S, Army, Tralning and Dectrne Cormimand; TRADOC G2 (U TRADOC G2 Handbook Mi 1 08" (L) 4 August Y008 (U] 15 September 2008
(U} Worldwide ncidents Tracking System: http/fwits.ncte.gow: 25 January 2H 0 (U4

{1 Worldwide fncidents Tracking System; http/fwats nctogow 25 January 2000; (U0

(U1 wWoarldwide ncldenes Trackiog Systerm: hitpfwits nete gov 25 lanuary 200 0; i)}

U} ¥orldwide incidents Tracking System; httpo/fwitsnctcgow: 21 July 2009 5U)

L Worldwide tncidents Tracking System; hoepsfans notcgov: 20 August 2009;5U)

U3 wWorldwrde Bcldents Tracking Systeny httgdteats motogaoy: 25 Jaraary 200 0; (1)

1) Warldwide incidents Tracking System; httpo/witsictc.gav: 21 Jly 2008, :4)

[U) Worldwide tncidents Tracking System; httpofiwts netc.gov: 22 September 2009; iUt

U Worldwide Incldenns Tracking System; httgdheats notegow: 19 August 2008 {U)

U135, EUP20050527550014; 27 May 2005, ;L)

(U1 OSC; SAP200ADTOROD000Z; 8 lanuary 20t (L)

13 W lclwocho e ledenits Trackiog Systom: hittp/feats note.gow: 25 Januaary J010: (U}

(L) Worldwide incidents Tracking System: hitprt/wits nete gov: 19 August 2009, 4L

[U) Worldwide fncidents Tracking System: hitp:/fwits netc gow; 22 September 2009; (U}

TL) Worldwide B ldents Trackimg Systom; hipdiwitsngto g 21 July 2008 4U)

U] D50 FEA00606 1 204238; 15 June 2006; (U1

L)1 8BC; 26 May 2008, "\ Bornb Recks Busy SnLankan Trainy™ iU

) BBC, 19 Febiruary 2007, (L) Dozens Dead mndian Traln Bkases; (2]

U warl dwide tncidents lracking System; httpofwitsnotcgow: 21 Maly 20009, (1)

(U] Worldwrde tncidents Tracking System; hrtpo/fwits note gov B August 2009 (LU}

1U) wrrldwitcle ncldents Tracking Syster; hitpfiwntsnctc.gow: 26 August 2009, iU)

W) Warldwide incidents Tracking Systemn: http.tiwits.nctc.goy; 25 January 2010; iUt

U] Werrldwads Incidents Tracking System: hitp/fvats neteqov; 25 fanuary 2310 iU

1) Worlelwacle tncidents Tracking Systemy; hitpo/wasncte.gow: 25 January 2010; (U

() Worldwide incidents Tracking System: hitpy//wits.nete.gow: 25 January 2010; iU

1) worrldwade incldents Trocking Systemy: hitpdiwity nito gow: 19 Auqust 2010:4L)

[L) Worldwide trrldents Tracking System: http/fwits nete.gow: 25 January 2000; (U}

U7 05, EUP20050304430017; 4 March 2009; (LI

(W1 worldwade mcigdents Iracking Jystem: httpfets notugow 21 July 2009, (U]

(U] Wil dwede tacidents Tracking System: httpofansnoto.gow: 25 Jargary 2000 10

{U) 080, JPP20060130062006, 30 Jan 2806, (W)

1) o ldwrde tcldents Trackineg System; Dttpssfents note goy; 25 fanuary 2000; (U]

{1 worldwide Incidents Tracking System; hitpsffwitsncicgow 25 January 2010; (U

1U) wanw timesonlione.cauk; 16 December 2009, (W) Beat Officer Prevented Terror Attack by Stopping Suspicious Tounst," (Ut
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IX. Appendix H: Excerpt from 2007 RAND Study
Securing America’s Passenger-Rail Systems
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Passenger-Rail Systems

Jeremy M. Wilson, Brian A. Jackson, Mel Eisman,
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A RAND N FEARTRUTTY RE, SAFETY, AMD ENVIRONMENT PROGRAM



The research described in chis report was supported by the National
Institute of Justice, Office of Justice Programs, U.S. Department of
Justice and was conducted under the auspices of the Homeland Security
Program within RAND Infrastructure, Safety, and Evironment. The
opinions, findings, and conclusions or recommendacions expressed in
this publication are those of the authors and do not necessarily reflect the
views of the Department of Justice.

Library of Congsess Cataloging-in-Publication Data

Securing Amcricas passenger-rail systems 7 Jeremy M. Wilson .. [etal.].
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Table 5.16
System-Level Security-Improvement Recommendations
Security-Improvement Average Marginal Annual Cost
Responses Recommendations ($ miltions)
Inexpensive solutions with Implement enhanced security 0.14
highest cost-effectiveness training (Si0 1.0}
payoffs
Use portable (handheld) 0.62
detection systems (S10 7.0}
Increase number of signs and 0.04
public-address announcements
(S0 4.1)
install blast-resistant cantainers 0.21
{510 12.0}
Add canine team (S10 2.0) 0.63
Inexpensive solutions with install retractable bollards 0.03
reasonable cost-effectiveness (510 13.2)
payoffs
Institute employee background 0.06
checks and issue updated badges
(510 3.0}
install structurally reinforced 0.27
pilfars (810 14.8)
Install rail-information status 0.22
displays (510 4.2)
More expensive solutions with install fixed blast barriers SIC 0.87
highest cost-effectiveness 13.1}
payoffs
install perimeter fencing and IDSs 3.1
(510 5.0)
Install perimeter fencing and 4.75
perimeter surveillance systems
(510 8.0)
implement hybrid security system 8.30
(510 11.0)
Expensive, longer-term solutions  Add rail-vehicle surveitiance 1.35
for future cansideratian systems (S10 9.0}
Upgrade personnel ACSs (510 10.0) 1.40
instali passenger- and baggage- 1.75
screening systems (S10 6.0)
Instalt tunnel surveillance system 3.06
(510 8.1)

Before generating an integrated system-security implementation plan, security
planners should prioritize the list of recommended S1Os based on a logical order of
implementation. Prioritizacion of the list of recommended SIOs could occur through
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The Honorable Daniel Coats
Ranking Member, Senate Appropriations Subcommittee on Homeland Security

Inquiries relating to this report may be directed r to the Department’s
Deputy Chief Financial Officer, Peggy Sherry, ¢

Sincerely yours,

&V—S- Lose.

John S. Pistole
Administrator













































































































































































































































































































































V. Appendices

Appendix A. Airport Codes — Canine Team Locations

Airport Code Airport Name Airport Code Airport Name
ABQ) Albhuguergue International Sunport LIT Litt{e Rock Nafional
ACY Atlantic City MCI Kansas City Internationat
ANC Ted Stevens Anchorage International MCO Orlando International
Hartsfield-Jackson Atanta
ATL International MDW Chicago Midway
AUS Austin-Bergstrom International MEM Memphis International
BDL Bradley International MHT Manchester-Boston Regional
BGR Bangor International MIA Miami International
Birmingham-Shuitiesworth
BHM International MKE Genera) Mitchell International
BNA Nashville International MSP Minneapolis-St. Paul International
Louis Armstrong New Orleans
BOI Baise Air Terminal/Gowen Field MSY International
MWAA {for | Metropolitan Washington Airport
BOS Baoston Logan International DCA and IAD} | Authority
BUF Buffalo Niagara International OAK Oakland International
Baltimore-Washington International
BWI Thurgood Marshall OMA Omaha Eppley Airfigld
CLE Cleveland Hopkins International ONT LA/Ontario International
CLT Charlotte/Douglas International ORD Chicago-O'Hare International
CMH Port Columbus International ORF Nortolk International
COS Colorado Springs Municipal PAPD Port Authority Police Department
CPD Chicago Police Department PBI West Palm Beach International
Cincinnati/Northern Kentucky
CvVG Internationul PDX Porttand International
DAL Daltas Love Field PHL Philadelphia Tnternational
DAY James M. Cox Dayion International PHX Phocnix Sky Hatbor Internationai
DEN Denver Internationat PIT Pittsburgh International
DFW Dallas/Fort Worth International PVD T F Green
DTW Detroit Metropolitan Wayne County RNO Reno-Tahoe [nternational
ELP El Paso International RSW Southwest Florida International
EWR Newark Liberty International SAN San Diego international
Ft. Lauderdale-Hollywood
FLL International SAT San Antonio International
GSN Saipan Internaticonal SDF Louisville Regionat




Airport Code Airport Name Airport Code Airport Name
GSO Piedmont Triad International SEA Seattle-Tacoma International
GUM Antonio B, Won Pat International SFO San Francisco International
Norman Y, Mineta San Jose
HNE Honolulu International SJIC International
HOU Houston Hobby SIU Luis Munoz. Marin International
IAH Houston Intercontinental SLC Salt Lake City International
IND Indianapolis International SMF Sacramento International
ITO Hilo International Airport SNA John Wayne
JAX Jacksonyille International STL Lambert-St. Louis International
JFK John F. Kennedy International STT Cyril E. King
LAS McCarran international TPA Tampa International
LAX Los Angeles International TUL Tulsa Internationat
TUS Tucson Internationa
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conducted throughout the supply chain by TSA-approved aircraft operators and certified cargo
screening facilities (CCSFs).

TSA's approach (o accomplishing the screening mandate for domestic air cargo was achieved
by:

¢ Implementing security program revisions to require 100-percent screening of cargo
transported on narrow-body aircraft by October 1, 2008; 50 percent domestic screening
by February 1, 2009; 75-percent domestic screening by May 1, 2010; and 100-percent
domestic screening no later than August 1, 2010;

e Creating, in 2008, the CCSP, which allows entities such as shippers, manufacturers, and
indirect air carriers (IACs) to screen cargo at points upstream in the air cargo secure
supply chain, before tendering to an air carrier for transport on passenger aircrafl,

¢ Publishing on September 16, 2009, an interim final rute (IFR) that established the CCSP
and, on August 18, 2011, the Air Cargo Screening final rute. which carried forth the
framework for the CCSP and made a few changes in the requirements from the IFR; and

e Approving additional air cargo screening technologies for use by industry,

CCSP

TSA's CCSP continues to play an integral role in ensuring compliance with the 100-percent
screening mandate domestically, enabling TSA-certified IACs, shippers, and independent cargo
screening facilities (ICSFs) to screen cargo along the supply chain. As of January 2014, 1,053
program participant locations were certified by TSA as CCSFs under the CCSP, including 487
IACs, 483 shippers, and 83 [CSFs.

CCSP Entities by Type, January 2014
7%

46%

shipper
AC
CSF


















































































IV. Appendices

Appendix A. Airport Codes — Canine Team Locations

Airport Code

Airport Name

Airport Code

Airport Name

ABQ Albuquerque International Sunport LIT Adams Field
ACY Atlantic Ciy International MCI Kansus City International
ANC Ted Stevens Anchorage International MCO Orlando International
Hastsfictd-Fackson Atlanta
ATL International MDW Chicago Midway
AUS Austin-Bergstrom Intertational MEM Memphis International
BDL Bradley International MHT Manchester-Boston Regional
BGR Bangor International MIA Miami International
Birmingham-Shuttiesworth
BHM International MKE General Mitchell International
BNA Nashville International MSP Minneapolis-St. Paul International
Louwis Armstrong New Orleans
BOI Boise Air Terminal/Gowen Field MSY International
MWAA (for | Metropolitan Washington Airport
BOS Boston Logan International DCA and IAD} | Authority
BUF Buffalo Niagara International DAK QOuakland International
Baltimore-Washington International
BWI Thurgood Marshall OMA Eppley Airficld
CLE Cleveland Hopkins Internationai ONT LA/Ontario International
CLT Charlotte/Douglas International ORD Chicago-O'Hare International
CMH Port Columbus International ORF Norfolk International
COS City of Colorado Springs Municipal PAPD Port Authority Police Department
PBI Paim Beach Iniernational
Cincinnati/Northern Kentucky
CVG Iniernational PDX Portland Inlcrnational
DAL Dallas Love Field PHL Philadelphia [nternational
DAY James M. Cox Dayton [nternational PHX Phoenix Sky Harbor International
DEN Denver International PIT Pittsburgh International
DFW Dallas/Fort Worth [nternational PVD Theodore Franeis Green State
DTW Detroit Metropolitan Wayne County RNO Reno-Tahoe International
ELP Bl Paso International REW Southwest Florida International
EWR Newark Liberty International SAN San Diego International
Ft. Lauderdale-Hollywood
FLL International SAT San Antonio International
Louisville International
GSN Saipan International SDF Standiford Field
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Airport Code Airport Name Airport Code Airport Name
GSO Piedmont Triad International SEA Seattle-Tacoma International
GUM Antonio B, Won Pat International SFO San Francisco International
Norman Y, Mingta San Jose
HNE Honolulu International SJIC International
HOU Houston Hobby SiU Luis Munoz. Marin International
IAH Houston Intercontinental SLC Salt Lake City International
IND Indianapolis International SMF Sacramento International
ITO Hilo International Airport SNA John Wayne - Orange County
JAX Jacksonville International STL Lambert-St. Louis International
JFK John F. Kennedy International STT Cyril E. King
LAS McCurran Internationai TPA Tampa International
LAX Los Angeles International TUL Tulsa Internationat
TUS Tucson Internationat
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Report on the Implementation of the Law

Enforcement Officers Flying Armed
(LEOFA) Program

In accordance with Section 1615 of the Implementing
Recommendations of the 8/11 Commission Act of 2007,
Pub. L. 110-53, codified at 49 USC § 44903

March 2010

Transportation Security Administration

A Homelana
o g o s e

aisclogure Is governed by 3 LLS.C, 352 and 4¥ CEH party 13 and 1320,




Message from the Acting Administrator

[ am pleased to present the following report regarding the Transportation Security
Administration’s {TSA’s) plans to impiement a national program using biometric technology to
support armed law enforcement travel on commercial aircraft. The report has been compiled in
response to a legislative requirement accompanying the Implementing Recommendations of the
9/11 Commission Act of 2007, Pub. L. 110-53. 121 Stat. 266 (2007) (codified as amended at 49
USC § 44903).

Pursuant to statutory requirements, this report 1s being provided to the Chairmen and Ranking
Members of the Senate Committee on Commerce, Science, and Transportation and the House

Committee on Homeland Security.

It I may be of further assistance, please do not hesitate to contact me or the TSA Office of
Legislative Affairs, at (571) 227-2717.

Sincerely yours,

fld it

Gale D. Rossides
Acting Administrator
Transportation Security Admnistration

4Y LFK parits 13 And idath
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Executive Summary

The purpose of this report is to describe TSA’s actions 10 establish a federally-managed national
program for armed law enforcement officers (LEOs) traveling by commercial aircrafi as set forth
in Section 1615 of the Implementing Recommendations of the 9/11 Commission Act of 2007
(911 Act).

The implementation of the Law Enforcement Officer Flying Armed (LEOFA) program is a
significant undertaking requiring extensive consuitation with thousands of Federal, State, local,
and tribal law enforcement agencies which issue credentials to an even larger population of law
enforcement officers. The national population exceeds 800,000 sworn law enforcement officers
representing over 18,000 different law enforcement agencies at the Federal, State, tribal,
territorial, and local level.

To date, TSA has made progress in achicving the security objectives of Section 1615. TSA
conducted a series of forums with the law enforcement community in order to better understand
their operational requirements. Effective July 13, 2009, TSA implemented an clectronic
verification process in order to verify that State, local, tribal, and territorial LEOs, who are
seeking to carry a weapon on board a commercial aircraft, are doing so for official purposes. For
Federal law enforcement officers, effective February 28, 2010, TSA will require that each
Federal LEO flying armed be in possession of 2 Unique Federal Agency Number (UFAN) issued
by TSA to that Federal agency. These processes serve as an additional verification step at airport
checkpoints for law enforcement officers flying armed.

TSA is now focusing its efforts on documenting requirements necessary to btometrically verify
the identity of Fedcral LEOs using credentials issued by their respective agencies in conjunction
with the implementation of Homeland Security Presidential Directive Number 12. These
requirements will drive the development of robust cost estimates to support an analysis of
alternatives to be completed in 2010.

FEHARE TMAY YESUITIN CI¥I (RNAITY OF GNEY ACTION. FOr LD, EOYCTAMENT AZENCICY, QUDIT OISTIOMLIE 1Y BUYCFAIED DY D LD L. 304 Al
49 CFR parts 15 and 1320,

i




Table of Contents

I Legislative REQUITEMEBNT ..ottt b et b e 1
1L Background
1I.  Discussion

Iv. Conclusion/DHE ACHON PLAN i rerseisminsisiss s isimrintasrtessssosssressssmsessaetsssesiseeass 5

TOIEHUDT HIAY TEIMEL AL BRI PUMENLY W1 WFLLTE SV U] Liade EUT LI ML SR 0L I T, PPHA I VLI LWL L 67 EAFTLE IILAE BRY o7 Sieadetn o7y l4 AL

49 CFR parts 15 and 1520,

iii




I. Legislative Requirement

'This document responds to the reporting requirements set forth in the Implementing
Recommendations of the 9/11 Commission Act of 2007, Pub. L. 110-53, Section 1615(b), 121
Stat. 266 (2007} (codified as amended at 49 U.S.C. § 44903). which states:

Not later than 180 days after implementing the national registered armed law
enforcement program required by section 44903(h)(6) of title 49, United States Code, the
Secretary of Homeland Security shall submit to the Commitice on Commerce, Science,
and Transportation of the Senate and the Committee on Homeland Security of the House
of Representatives a report, [fthe Secretary has not implemented the program within 180
days afier the date of enactment of this Act, the Secretary shall submit a report to the
Committees within 180 days explaining the reasons for the failure 10 implement the
program within the {ime required by that section and a further report within each
successive 90-day period until the program is implemented explaining the reasons for
such further delays in implementation until the program is functioning.
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IT. Background

Pursuant to the requirements of the 9/11 Act, the purpose of the LEQFA program is to establish a
process by which biometric technology may be used to verify the identity of a LEO and confirm
their authority to carry a weapon on board a commercial aircraft. The successtul implementation
of this program will enable verification of identity to a higher degree of certainty than is possible
using current, non-biometric processes. Leveraging the capabilitics of the National Law
Enforcement Telecommunications System (NLETS), the LEOFA program will also ensure that a
State, local, territorial, or tribal LEO has a specific reason for tlying armed that 1s within the
scope of their duties.

TSA continues to take a methodical approach to issues associated with the LEOFA program by
separating Federal LEOs from State, local, territerial, and tribal LEOs. A 2000 Report from the
Bureau of Justice Statistics indicates there arc over 845 000 Federal, Statc and local LLEOs,
However, 845,000 LEOs do not fly armed annually. In September 2005, DHS estimated
approximately 462,000 LEQFA trips were taken annually, The breakdown between Federal and
State or municipal LEQs indicated that approximately 70 percent of these trips were taken by
Federal LEOs and only 30 percent by State and local LEOs.

A biometric credential for State, local, territorial, and tribal LEOs may not be feasible given the
size of the population and its statistically smaller share of annual LEOFA trips. Tor example, in
the period since the NLETS solution was made mandatory on Juiy 15, 2009 through November
23,2009, only 7,749 individual non-Federal LEQOs were 1ssued umique identifiers to fly armed.
At present, resources are not available {or the development and impiementation of a separate
biometric credentialing program for thesc non-Federal 1.EOs, and significant program design
issues must be resolved, including issuance authority, vetting standards, and program costs.
Nevertheless, TSA is proceeding to improve the [.LEQOF A process to reduce the opportunity for an
individual to use a counierfeit LEQ) credential to carry a firearm onboard a commcrcial aircrafi.

In early 2008, TSA hosted a series of forunis soliciting input to enhance verification of State,
local, territorial, and tribal law enforcement officers’ identities while flying armed on

commercial flights. The participants consisted of State and local law enforcement agencies, the
National Governors™ Security Association, raternal Order of Police, International Association of
Chiefs of Police. the Major County Sheriffs” Association, the Airport Law Enforcement
Agencies Network, National Sheriffs’ Association, the United States Secret Service, and the
Federal Burcau of Investigation. This collaboration led TSA to develop a verification process

for State, local, territorial and tribal LEO’s flying armed using NLETS. NLETS is an
international, computer-based message system linking State, local and Federal law enforcement
and justice agencics to sharc information.
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(SSD) Under the new system, State, local, territorial, and tribal LEQOs with an operational need to
fly armed on a commercial flight must preregister their travel with TSA by sending an NLETS
message to TSA in advance of travel. The NLETS message replaces the original letter of
authority, signed by the chief or agency head, described in 49 CFR 1544.219. Once the NLETS
message is received by TSA, TSA returns to the agency an NLETS response messape containing
a unique eight-character alphanumeric authorization. TSA checks this authorization, along with a
check of other required identifying documents, for verification at the [.LEQ checkpoint on the day
of travel. A transition period for the NLETS notification process began on November 7, 2008,
during which time TSA continued to honor the authorization letier but encouraged the use of the
NLETS authorization code.

(SSI) Beginning July 15, 2009, TSA no longer accepts paper letters of authority for LEOs flying
while armed on commercial flights. State, local. territorial. and tribal law enforcement officers
with an operational need to fly armed are required to pre-register their travel with TSA by
submitting an NLETS message to TSA prior to travel. This new procedure has significantly
enhanced the LEOFA verification process and provided TSA with increased situational
awareness of the national law enforcement officer ilying armed community. The NLETS
solution ¢liminates the opportunity for counterfeit letters of authority and restricts the ability of
individuals to fly armed without authorization trom their employing agency.




III. Discussion

With the NLLETS solution now in place for State, local, tribal, and territorial LEQs, a reliable
system for verifying Federal LEQ identily is necessary. TSA believes the best way to
accomplish this is by leveraging the standard identification requirement contained within
Homeland Security Presidential Directive Number 12 (HSPD-12). HSPD-12 requires Federal
agencies to issue interoperable biometric Personal Identity Verification (PIV) credentials to all
Federal employees. This long-term strategy supports sccure, electronic, real-time identity
verification and authentication as well as the ability to electronically authenticate privileges.

TSA is currently gathering and documenting requirements for performing biometric verification
of Federal LEOs using PIV credentials at the screening checkpoint. As part of this requirements
gathering effort, TSA will identify and analyze alternative solutions and develop detailed cost
estimates to support selection of a recommended approach for nationwide deployment. TSA
expects to conclude this analysis in 2010,
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IV. Conclusion/DHS Action Plan

TSA is continuing to make positive progress in implementing the LEOFA program. The advent
of NLETS pre-regisiration requirements for State, local, territorial, and tribal LEOs resulted in
enhanced security measures and addressed security vulnerabilities which tformed the basis for
section 1615 of the 9/11 Act. In addition, TSA has developed an interim identification
verification process for Federal LEOs. until biometric verihcation becomes operational.

{8S8I) The Federal interim solution is similar in design and resides in the same database as the
system currently used to verify State, local, territorial, and tribal LEQs. Each Federal law
enforcement agency will be issued a Unique Federal Agency Number (UFAN), The UFAN,
along with a check of otber required identifying credentials, will be used for verification at the
[LEO checkpoint by TSA on the day of travel. The Federal interim solution transition period
began on February 1, 2010, and mandatory use of the UFAN will begin on February 28, 2010.
While this interim solution does not satisfy the biometric mandate, it will enhance aviation
security by serving as an additional Jayer of verification for Federal LEQs flying armed unti}
biomelric identification verification becomes operational.

TSA is working towards a biometric identitication verification process for LEOs. The issuance
of HSPD-12 compliant PIV credentials for Federal LEOs should further enhance LEOFA
operations. TSA is currently documenting requiremcnts in order to leverage the biometrte
capabilities of these credentials to support ideatity verification at the screening checkpoint.
TSA will use these requirements to generate robust cost estimates and perform an analysis of
alternatives in 2010.




V. Appendix

Congressional Report Recipicnts

The Henorable John D. Rockefeller
Chairman, Senate Committee on Commerce. Science. and Transportation

The Honorable Kay Bailey Hutchison
Ranking Membcr, Senate Committee on Commerce, Science, and Transportation

The Honorable Bennie G. Thompson
Chairman, House Committee on Homeland Security

The Honorable Peter T. King
Ranking Member, House Committee on Homeland Sceurity
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