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DEPARTMENT OF STATE 
Amb. Larry L. Palmer 

OFFICE OF THE DIRECTOR OF 
NATIONAL INTELLIGENCE 

Jennifer L. Hudson 
NATIONAL ARCHIVES AND 
RECORDS ADMINISTRATION 

Sheryl J. Shenberger 
NATIONAL SECURITY 
COUNCIL 

John P. Fitzpatrick, Chair 

December 6, 2016 

Interagency Security Classification Appeals Panel 

c/o Information Security Oversight Office 
700 Pennsylvania Avenue, N.W., Room 100 

Washington, D.C. 20408 
Telephone: (202) 357-5250 

Fax: (202) 357-5907 
E-mail: iscap@nara.gov 

EXECUTIVE SECRETARY 

William A Cira, 
Acting Director 
INFORMATION SECURITY 
OVERSIGHT OFFICE 

Please be advised that the Interagency Security Classification Appeals Panel (ISCAP) has 
concluded its consideration of the mandatory declassification review appeal 2008-049 filed by 
you and that the 60-day period during which an agency head may appeal an ISCAP decision to 
the President has expired. Enclosed are copies of the documents and a chart that outlines the 
ISCAP decisions on the records under appeal. With the exception of any information that is 
otherwise authorized and warranted for withholding under applicable law, we are releasing all 
information declassified by the ISCAP to you. If you have questions about this appeal, please 
contact William Carpenter of my staff at (202) 357-5250. 

Sincerely, 

fA~ff f& ·~z A·: Ii~~ 
WILLIAM A. CIRA 
Executive Secretary 

Enclosures 

cc: Mr. Joseph W. Lambert 
Central Intelligence Agency Member of the IS CAP 



C010;35125 
~,.-- SEC~E!T 

-£:SCR'!T7 /Xl 

DIRECTOR OF CEN'I'RAL IN'I'ELLIGEN'CE DIRECTIVE 1/8 

MANAGEMENT OF NATIONAL IMAGERY, IMAGE.RY INTELLIGENCE, 
GEOSPATIAL ACTIV:ITIES, ARD RELATED INFORMAT:ION 

{EFFECTIVE 21 March 2001) 

(U//~ ~ursuant to the National Security Act of 1947, as 
amended; the Na.tional Imagery and Mapping Agency Act of 
1996; Executive Order 12333; Executive Order 12591; 
Presidential Decision Directive 49, and other applicable 
statutes, Presidential orders, and directives, the Director 
of Central Intelligence {DCI) establishes these policies and 
procedures for the management of national imagery, imagery 
intelligence, geospatial activities, and related :matters. 
Applicable provisions cited in DCID 1/1 (19 November 1998) 
and the Memorandum of Agreement (MOA), Between The Secretary 
of Defense and The Director of Central Intelligence on The 
National Imagery and Mapping Agency dated 16 October 1998 
and 11 February 2000, respectively, are included by 
reference. 1 

I. (0//peeoy Purpose 

This directive sets forth responsibilities and policies of 
the DCI and Intelligence Community (IC) elements and 
establishes DCI policies and procedures for managing 
national imagery, imagery intelligence, and geospatial 
activities and information to satisfy the US Government's 
intelligence needs consistent with the protection of 
intelligence sources and methods. Nothing in this directive 
is intended to modify the authorities of the heads of 
executive departments or agencies, consistent with the 
authorities and responsibilities of the DCI, to manage 
elements of the IC under their responsibilities. 

II. cut t-:8eeer Policy 

Imagery, imagery intelligence, geospatial activities, 
related information, and assets must be managed to provide 
timely and accurate support to the President, National 
Se.curity Council, the departments and agencies of the United 
States and the Congress. With due regard for the protection 
of intelligence sources and methods, the DCI will foster and 
support IC collaboration and innovation across intelligence 

1 This Directive rescinds DCID 214, dated 9 September 1982, and DCID 2/9, dated I June 1992. 
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disciplines, recognize the needs of national and 
departmental intelligence consumers, establish a framework 
for national and international relationships, and ensure 
elimination of waste and unnecessary duplication. All IC 
elements with responsibilities for overseeing and conducting 
activities relating to intelligence requirements and the 
application of IC collection, analytic, and production 
capabilities will play an integral, mutually supportive role 
under this and other applicable directives. These elements 
shall collaborate to ensure that activities addressed by 
this directive and other intelligence activities are 
consistent and complementary, and shall refer ambiguities in 
responsibilities or missions to the Deputy Director of 
Central Intelligence for Community Management (DDCI/CM) for 
resolution. 

:u:I. ).s1 Jt.esponsibi1ities 

A. _..(.Bf Genera1 

Consistent with applicable law, the DCI will establish, 
approve, and support policies, prioritized requirements, and 
collaborative mechanisms to govern, oversee, and clarify 
responsibilities relating to national imagery collection, 
analytic, and production resources and activities, including 
foreign intelligence-sharing arrangements; support national 
policymakers and other intelligence customers; support all­
source analysis and production and clandestine operations; 
develop and implement programs and policies to review and 
correct deficiencies in the national imagery missions; 
eliminate waste and unnecessary duplication; integrate 
imagery operations across the IC and consumer communities; 
and provide for appropriate dissemination and release of 
imagery and related information. 

B. J-8') Deputy Director of Central Intelligence for 
Community Management (DDCI/CM) 

1. (U//-i'Oe01 The DDCI/CM, subject to the guidance and 
direction of the DCI and, as appropriate, through the 
Assistant Director of Central Intelligence for Analysis and 
Production (ADCI/AP) and the Assistant Director of Central 
Intelligence for Collection (ADCI/C), shall: 

a. Advise and assist the DCI in carrying out the DCI's 
Community-wide management responsibilities related 
to this directive, to include ensuring and 
overseeing the efficient and effective tasking, 
collection, analysis, production, and dissemination 
of imagery and imagery intelligence. 

2 
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b. Serve as the principal officer for 
coordination, approval, and oversight of IC 
imagery, imagery intelligence, and related policies 
and activities involving foreign cooperative 
arrangements. 

c. Provi_Q.e policy guidance and direction to DCI 
corranittees. 

2. J,.81' The ADCI/AP and the ADCI/C are the DCI's 
designees for establishing priorities and resolution of 
conflicts regarding the prioritization of national imagery 
requirements and collection tasking priorities, 
respectively, if these requirements and priorities cannot be 
resolved in Community fora. 

c. t&T DCX Committees 

1. ,+,st- The Remote Sensing Committee (RSCOM) is the 
principal Intelligence· Corranunity policy and planning group 
for imagery, imagery intelligence, and related geospatial 
activities under this directive and shall carry out its 
assigned functions pursuant to the "DCI Implementation of 
Foreign Remote Sensing Policy, n dated 15 June 1998, or 
successor direction. The RSCOM shall: 

a. µ?{ ·Advise and support the DDCI/CM and the IC 
Deputies and Principals Committees on policy issues 
and oversight of assigned remote sensing and related 
activities, to include programs for sharing national 
imagery, remote sensing technology, and related 
capabilities with allies, coalition partners, 
international organizations, and others, as 
appropriate. 

b. {U/ /,i:QYe+- Serve as the principal IC vehicle to 
coordinate remote sensing policy and will, as 
appropriate, commission and review assessments of 
remote sensing capabilities, risks, and forecasts 
conducted by member organizations. 

2. (U//~) The Operations Corranittee (OPSCOM} is the 
DCI's Community forum responsible for: 

a. Reviewing and advising the DCI's designees on 
imagery collection priorities and tasking. 

3 
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b. Supporting, as appropriate, the effective 
management of the collection tasking, processing, 
production, exploitation, and dissemination 
processes. 

D. ¢} Rational Imagery and Mapping Agency 

1. (U//~ The National Imagery and Mapping Agency 
{NIMA) is the principal IC element with responsibilities 
relating to national imagery, imagery intelligence, and 
geospatial activities and related matters. 

2. (U//~Q0ot" The Director, NIMA (D/NIMA), in 
accordance with applicable laws, policies, and DCI and other 
applicable directives and guidance, and as appropriate on 
behalf of the Secretary of Defense and pursuant to agreement 
between the DCI and the Secretary of Defense, is the DCI's 
'principal imagery advisor and shall: 

' 
a. (U//Ji!OW0)- Support the approved imagery 
intelligence requirements of the IC and other US 
departments, agencies, and customers, to include 
provision of timely and accurate processing, 
production, exploitation, ·and dissemination of 
imagery, imagery intelligence, and geospatial 
information, consistent with the protection of 
intelligence sources and methods. 

b. (U//,.:000} To help ensure the promulgation and 
implementation of DCI policies related to imagery, 
imagery intelligence, and related geospatial 
activities and information: 

i. Formulate, coordinate and, upon DCI approval, 
implement policies, directives, manuals, and 
guidance relating to national imagery and imagery 
intelligence activities and related information 
and derived product, including related geospatial 
product. 

ii. Formulate, coordinate and, upon DCI approval, 
implement national imagery policy, to include 
national imagery security policy, governing the 
use of products from national satellite and 
airborne reconnaissance systems for intelligence 
policy and geospatial applications, and for other 
appropriate functions in support of Federal 
departments and agencies. 

4 
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iii. Maintain the DCI's Imagery Policy Series 
(IPS) and implement DCI policies relating to 
imagery-derived products, historical satellite 
and airborne imagery, sensitive signatures, 
domestic imagery; data releasability, and related 
functions. 

iv. Coordinate special controls on various 
imagery products through the Controlled Access 
Program Coordination Office (CAPCO) in the 
Community Management Staff (CMS). 

v. Establish and maintain IC fora, such as the 
Imagery Policy and Security Committee (IPSCOM) or 
other committees and processes, as needed, to 
assist in the formulation and implementation of 
DCI imagery policies and forward matters that 
cannot be resolved in Community fora to the DCI 
or designee for decision. 

c. ~ Ensure the effective management of 
processes for the collection tasking, processing, 
production, exploitation, and dissemination of 
imagery; to include implementing decisions of the 
DCI's designees for the approval of collection 
requirements levied on national imagery assets, 
determination of priorities for such requirements, 
and resolution of c~nflicts in such priorities 
except as may be agreed between the DCI and the 
Secretary of Defense pursuant to the direction of 
the President .. 

d. (U//~) Serve as the Program Manager for the 
National Imagery and Mapping Program within the 
National Foreign Intelligence Program (NFIP). 

e. (U//~ Serve as the IC Functional Manager 
for imagery, imagery intelligence, and geospatial 
investment activities. 

f. (U//~ Manage an archive of national and 
commercial imagery, imagery intelligence, and 
geospatial information on behalf of the IC and 
authorized users. 

g. (U/li!e06) Perform such other functions related 
to national imagery, imagery intelligence, and 
geospatial activities and information as set forth 
in applicable directive, MOA, or as assigned 
pursuant to applicable authorities. 

5 
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h. (U//.i!Q00t"' Provide administrative support to the 
OPSCOM. 

E. )...9r' :tmagery Requirements and Collection Tasking, 
Anallsis, and Production 

l. (U//~OUO)- Imagery and Imagery Intelligence 
Requirements 

With the advice of the OPSCOM, the D/NIMA will: 

a. Review substantive imagery, imagery intelligence, 
and geospatial information collection, exploitation, 
and analytic and production requirements and 
priorities. 

b. Develop and submit to the National Intelligence 
Production Board a consolidated statement of these 
requirements and priorities in accordance with the 
policies and procedur~s established by the ADCI/AP. 

2. )-81' Collection Tasking 

a. (U//iOUOr The Chairman, OPSCOM, appointed by 
the DC! after consideration of cand1dates 
recommended by the D/NIMA, is responsible for the 
day-to-day approval of collection requirements 
levied on national imagery collection assets; 
determination of priorities for such requirements; 
and resolution of conflicts in such priorities in 
accordance with applicable law, presidential 
directive, and MOA. 

I 
b. (U//.i!QY~ The Chairman, OPSCOM, shall resolve 
conflicts in collection tasking priorities subject 
to the guidance and direction of the ADCI/C and the 
ADCI/AP, except as otherwise agreed between the DCI 
and the Secretary of Defense pursuant to the 
direction of the President. 

c. J,81 The Chairman, OPSCOM, shall make 
recommendations to the D/NIMA and the ADCI/C on 
advisory tasking for theater and tactical assets and 
on opportunities for Department of Defense imagery 
collection elements to meet national intelligence 
and other imagery requirements when these elements 
are assigned to or under the operational control of 
the Secretary of a Military Department or the 
Commander of a Co~batant Command. 

6 

SECRBPt/Xl 

SECRET 



COl 0.35125 
SECRET 

.SECRE'J?/ /Xl 

h. (U//~ Provide administrative support to the 
Ol?SCOM. 

E. J.81 .Imagery Jlequirements and Collection Taskini:. 
AD.a1yaia, and Production 

l. (U//~ Imagery and Imagery Intelligence 
Requirements 

With the advice of the OPSCOM, the D/NIMA will: 

a. Review substantive imagery, imagery intelligence, 
and geospatial information collection, exploitation, 
and analytic and production requirements and 
priorities. 

b. Develop and submit to the National Intelligence 
Production Board a consolidated statement of these 
requirements and priorities in accordance with the 
policies and procedures established by the ADCI/AP. 

2 . ...(.B'f Collection Tasking 

a. (U//~ The Chairman, OPSCOM, appointed by 
the DCI after consideration of candidates 
recommended by the D/NIMA, is responsible for the 
day-to-day approval of collection requirements 
levied on national imagery collection assets; 
determination of priorities for such requirements; 
and resolution of conflicts in such priorities in 
accordance with applicable law, presidential 
directive, and MOA. 

b. (U//~UOt The Chairman, OPSCOM, shall resolve 
conflicts in collection tasking priorities subject 
to the guidance and direction of the ADCI/C and the 
ADCI/AP, except as otherwise agreed between the DCI 
and the Secretary of Defense pursuant to the 
direction of the President. 

c. ~ The Chairman, OPSCOM, shall make 
recommendations to the D/N!MA and the ADCI/C on 
advisory tasking for theater and tactical assets and 
on opportunities for Department of Defense imagery 
collection elements to meet national intelligence 
and other imagery requirements when these elements 
are assigned to or under the operational control of 
the Secretary of a Military Department or the 
Commander of a Combatant Command. 

6 
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3. (U/ /.ECurgt- Analysis and Production 

a. The ADCI/AP and D/NIMA shall keep the DCI 
advised of efforts to ensure that imagery 
intelligence support to all-source analysis and 
production is in no way degraded or compromised, and 
advised of the adequacy of existing capabilities, 
processes, and infrastructure. 

b. The D/NIMA will support the DDCI/CM and the 
designee of the Secretary of Defense in their joint 
responsibilities to determine policies and programs 
necessary to review and correct deficiencies 
identified in the capabilities of the imagery and 
geospatial communities to accomplish assigned 
national missions, including support to the all­
source analysis and production process. 

F. ~ Foreign I>iacloaure or I>iaaemination of :Image:y, 
Imagery Intelligence, and Related Geoapatial Information 

1. .(U/ /~ The foreign disclosure or release of 
imagery, imagery intelligence, and imagery derived products, 
including related geospatial information and support will be 
governed by DCID 6/7: Intelligence Disclosure Policy, and 
other applicable policies, directives, and procedures. 

2. ....(.&1" The RSCOM is the DCI' s policy forum for the 
development of remote sensing cooperative arrangements as 
well. as remote sensing exports and transfers. Lead agencies 
shall coordinate with the RSCOM regarding potential foreign 
cooperative arrangements and support relating to imagery, 
imagery intelligence, and imagery derived product, including 
related geospatial information, and related support to 
intelligence or security services or other entities of 
foreign countries and international organizations. 

3. (U//~) The IPSCOM is the Community forum for 
review and coordination of imagery classification and 
handling guidance, including guidelines and techniques for 
processing and marking imagery and derived product for 
disclosure or release. 

4. (U//~ Requests for foreign disclosure or 
release of imagery, imagery intelligence, or related derived 
product that cannot be resolved in Community fora consistent 
with DCID 617 must be submitted to the DCI or designee for 
approval. 

7 
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5. (U//~ The D/NIMA shall, in coordination with 
appropriate IC elements, develop for DCI approval policies, 
procedures, and guidance, consistent with DCID 6/7 and 
policy guidance from the RSCOM, for the disclosure and 
release of imagery, imagery intelligence, related geospatial 
information, derived product, and related activities and 
information to foreign countries, entities, or persons. 

G. (U//JIOfil&t" Architecture. Interoperability, and 
Acquisitions 

Subject to applicable guidance of the DCI and the Secretary 
of Defense, or their designees, and consistent with the 
protection of sources and methods, the D/NIMA shall: 

1. Formulate and implement policies, plans, standards, 
and end-to-end architectures for integrated operations 
across all facets of the imagery and geospatial information 
process among national, theater, and tactical programs, to 
include integration of civil and commercial imagery. 

2. Gather and compile imagery, imagery intelligence and 
geospatial information requirements; prescribe and mandate 
system and data standards and end-to-end technical 
architectures related to interoperability among diverse 
users. 

3. Perform, direct, or coordinate the research, design, 
development, deployment, operation, and maintenance of 
systems related to the collection, tasking, processing, 
exploitation, dissemination, and archiving of imagery, 
imagery intelligence, and geospatial information. 

4. Transfer or otherwise provide such systems as 
appropriate. 

5. Develop and field systems of common concern related 
to imagery, imagery intelligence, and geospatial 
information. 

6. Coordinate, on behalf of the IC, advanced research 
and development activities and related technology 
initiatives and investments in the imagery and geospatial 
community; identify opportunities for high-risk R&D 
investments and innovations leading to fundamental changes 
and significant improvements in processes and practices; and 
leverage expertise and capabilities through partnerships 
among elements .in the IC, industry and academia. 

8 
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7. Support the Mission Requirements Board, the 
Executive Director, Intelligence Community Affairs, and the 
Senior Acquisition Executive, in the Office of the DDCI/CM, 
to enable them to provide timely, comprehensive, 
independent, and informed advice and perform their assigned 
responsibilities with respect to imagery activities and 
related matters. 

8. Advise the DCI on the ability of existing imagery 
collection systems to meet IC priorities and on future needs 
for imagery, imagery intelligence, and geospatial 
information capabilities and systems to meet national' 
missions. 

9. Identify and analyze the industrial base to meet 
essential imagery requirements of national customers and to 
ensure that industrial base effects on NIMA functions are 
considered. 

10. Assess commercial sector capability to meet 
imagery, imagery intelligence, and geospatial information 
needs of the IC. 

H. (U//~~ Civil Applications and Domestic I:mage:cy 

The D/NIMA shall establish procedures to ensure legal review 
of requests for the tasking of national imagery assets to 
collect domestic imagery, the tasking of such assets to 
collect imagery for civil agencies, the dissemination of 
national imagery pursuant to collection or from archives to 
civil agencies or for assistance to law enforcement, or any 
other collection or dissemination of imp.gery from national 
assets or archives involving US persons or assistance to law 
enforcement. Prior to submission to the Chairman, OPSCOM, 
or his designee for approval, such requests shall be 
referred to the DCI's Office of General Counsel for 
concurrence, unless the DCI's General Counsel agrees such 
concurrence is not required. 

Director of Central Intelligence 
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Attachment to 
NFIB--5 .1 /90 
22 July 1982 

DIRECTOR OF CENTRAL INTElllGENCE DIRECTIVE NO. l/9 1 

BIOGRAPHIC INTELLIGENCE 

(Eff.-ctive lB May 1976) . 

DCID l'\o. l /9 

Pursuant to Section 102 of the National Security Act of 1947, Executive Order H:lile5 1..i1J.5to 
and National Sccurit>· Council lntelligence Directives. the follo\\'ing responsibilities 
a:nd procedures are hereby established. · 

I. Purpose 

This directive establishes responsibilities and procedures for Intelligence 
Communitr organizations for the collection and production of biographic intelligence 
on foreign personalities of intelligence interest for national securit;· purposes. 

2. Collection 

a. The Department of State shall be primarily 1esponsible for the collection of 
biographic information on political, economic. scientific, technical, social and 
cultural personalities. 

b. The Department of Defense shall be primarily responsible for the collection 
of biographic information on military personalities arid on scientific, technical 
and economic personalities directly associated with foreign military and military 
support activities. · 

3. Production 

a. The Central Intelligence Agcnc~· shall be res n.sible for the roduction of 
bio ra hie intelli encc on forei n olitica!, 

.__ ___ _.personalities. 

b. The Department of Defense shall be responsible for the production of 
biographic intelli~ence on foreign military personalities. 

c. In answer to specific requests or requirements, eath department or agency 
has the responsibility to produce, evaluate or make availaole to authorized 
recipients biographic inteiligence and data on foreign personalities within it.> 
assigned categories of responsibility. 

4. Community rcsponsibllitie$ 

All pertinent biographic information eoHected or developed within Intelligence 
Communit)' organizations shall be forwarded to the department or agency having 
primary responsibility as assigned in paragraph 3. above. 

17his dirrcti•~ supcr>~es DCIO l/Q. effe<:ti•~ 26 October 11161. 

George Bush 
Director of Central I ntelligenee 

Withheld under statutory authority of the 
Central Intelligence Agency Act of 1949 (50 
U.S.C., section 3507) 

EOtJFl91.alTl,a.l 

COPY N2 18 3 
DECLASSIFIED UNDER AUTHORITY OF THE 
INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL, 
E.O. 13526, SECTION 5.3(b)(3) 

ISCAP APPEAL NO. 2008-049, document no. 2 
DECLASSIFICATION DATE: December 02, 2016 

L._.-----------·········----- .... --·----.. ·· -----.. ·-·-·-~ 
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO. l/13 1 

COORDINATION OF THE COLLECTION 
AND EXPlOITATION OF IMAGERY INTELLIGENCE 

IEffrctive lS Ma~· 1976) 

. J.30 'Sb 
Pursuant to Section !02 of tht> !\:ational St.cur~ty Act of 194i, Execuih·e Ordt'1 ~ 

an~ National Security Counc:il lntelligence. D.irective5, a Commitlt'e on lm<1,:ery 
Requirement~ and Exploilation (COMIREX·J i~ hereby establiohed a~ a $landing 
Director of Central Jntellige11ce Committet' with-the foUov.•ing miS$kl!1 and functiom. 2 

I. Mission 

The mission of the committee. under th" general guidance of lhe Director of 
Central Intelligence~ is to advise. assist and-. a~ dir.eded, act for the- Director in the 
discharge of his duHes and responsiMitiesm:t forth in NSC!Ds l, 3 and 8 with·re.$pect 
to tl1e collection, processing arid e:cploit~ticin . of im~gery; to advise tlif J\'a!ional 
Foreign Intelligence ·Board; to assist in criordination · "'·ithin the l·ntelligencf' 
C',ommunity the accomplishment of infelligence·objectin~s. established by the Director 
of Central lntclli~ence in accordance \\'.it:hJli~ ·prior.it'i:es; and-to promote the efft-c:tive 
ust- of Community ima11ery rollection ancl.exploitaUon resouree~ and pmducts both at 
1ht> national and mililar~· command:liw~Js. The COMlflE:X is nol .rr~pnnsible for 
providinr, guidance to.tactical reconnaissanee assefs·in.directsupport of t:·S and Allied 
force~. . 

2. Ftm(:liom 

The Junctions of the committee ·are: 

a. To recommend:: to the Dirtclor of Central lnlellitzence and coordinate 
policiPs, ·directives and.guidance for tht"collection, proc:'t>.~sing and exploitation of 
imagery. 

b. To maintain a· cognizance of plans. programs and practic:e' of <n·erhcad 
reconnai5sancl' 3 and the proct'SSing and exploitation of derived imagt>ry: and to 
advisr tht- Director of Central intelli~e·ncl.! of ihe responsivcness·to national nePds 
for intelli~enct -information of existing and potentfal ~ystt>m.~ and ·remurces for 
thr rollection and explC1itation of overhead reconnaissance 'imagery. 

'Tliis d;1~ctiv• 1up.t<>•d.,.DC!D f/13 cHrc!i•• )'July 11'167 
>Fur th~ purf!Mt• Ill thi• di1ecij\'t, th!' term •·imagery·· inducle-. a!Lpraducb of •werl ... ad rr<'<>n""i>.ancr 

1l1at p«l\'IM·a llkeneu.ol any natural.or mlin-made·le~tmr•. objects and acilvilln. This·lmar:cr;,.~n I<• 
acquir~ thioug.h lhr sensing ol thr Yiwol or an~· olh01••i:mcnt·of1he-elt<1romar;netic speci.Uift'. li~'~«>O, 
such as panchrnmatic,. lnfraN!cl and radar. Within .(he conic•! of rhis-dii.-chve, imaiery dee• not includ• 
iecord• of c:ommuniC11tions, radar $igliab or·telcn1ctry data .that du not r~n:li:!uct' th• liken& ol obi!!ci• on 
photographic malerialc 

'0¥erhead. ieCQlnaiss&l\C\' >!)C'tifil·a!h·-.indutJe• denier! ar~u. "bidi 11n· dtfio..d •• all lt'rrifor)· •nd 
tcrrllnriol watrn claim~d by·CommunisfMlion•: fti;:,. .. JFauuch ntber ""'iu of priudt)· mtelligentt lnt~rc•I 
as ma~· be determ~ned· by the l:lircetor of Ccnlrnl Intelligence. 

WAii.NiNO WOllCE 
Sfl'<SlllVE INTElllOfNCE ~QIJRCf.5 

/.>10 MPHOl>S l>IVOIVfl) 
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Withheld under statutory authority of the 
Central Intelligence Agency Act of 1949 (50 
U.S.C., section 3507) 
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c:. To formulatt- coordinate:-d intellip:t<nC't ~uidancc: for: 

( l) Thf' proiramming of imagery collection and pmcessing resource~; 

(2) Collection mission plannin~ and tasking; c J 

The commilleE> shall make approprialf' re:-comml.'nd~tiom to ensure thE- validity 
and praclicalil) of such guidl!lnce in !ht' lighl of changing national 
circum~!an~s. th~ intellijeonce objeoti\les and priorities established by the DCI. 
arid cost effectiveness and certain ri$k considerations. · 

d. To monitor .. evaluate and report the' statm and effectiveness of overhead 
reconnaisl'ance cc:i-:.erage of defined areas and targets and the timeliness or 
ei;ploitation reporting of such coverage. 

e-. To evaluate: 

(1 J Imager)' products in the exploitation effort in term~ of utility. quality, 
timeliness and cost, and 

(2( The nt!ed to change ei.ther collection or exploitation guidance 
accordin~.J;-. 

f. To coordinate all malter~ relating to the evaluation. revision, 
implementation and execution of thf' National Ta~king ·Plan: and. as 
appropriate, to maintain cognizant'!!' of other policle! and plans relating: lo 

imagery e~ploitation 

g. To examine" current and planned overhead reconnaissance imagery 
collection system> and make recommendations, as appropriate, with respect to 
imagery e~ploit:ition requirements, techniques and information handling 
capabilities, including anr specific: needs for overseas processing of such imagery 
for national .purposes. 

h. To provide'. the effecti'\'e interface of research and d!'!velopment on imagery 
processing and interpretation equipment with projected exploitation activities at 
the- national and departmental level~: and to providl' a focal point for the 
ei;peditious excha11ge or information in the intC"resl of ensuring coordinated 
equ1pmenr procurement programs. 

i. To makr recommendatiom, advise on and dt'velop the proc-edure~ 
governing tht utilization of the products from overhead imager}' reconnaissanet' 
to include: 

(1) Dissemination; 

(2) Special ~ecurity controls; 

(3) Provisiom for use outside specie.I controls; and 

{4) The reiease or disclosure of s1.1clr imagery or derived information to be 
made to foreip:n government~ or international org,anizations in which the US 
Government participates. 
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3. Community rl.'spomibilitiei 

5EC~!T 
XOF(IR'S 

Upon request of the committee chairman, lntelli)!:enre Community OI(!aniiations 
shall furnish. to the committee withir• t>stablished securit~< $afeguards partieular 
information or materfak needed by iht .c:omrliittee and pertinent to its functions. 

4. Composition, organi=.~tum and iulas. bf procedure 

a. The composition. ~rgariization c!nd, rules of procedure of the COM lREX are 
those stated in ocm· 1/~. 

b. .The Chairman of COMH\EX .. as necessary. shall call upon Intelligence 
Community mganizii.tions e-ng:aged· :in imagery reoonna~sance or exploitation 
uncler the pur\·iew of this directh·e:to provide consultants to assist the committee .. 

.. 
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 2/6P 
ill 

Biographic Intelligence 

(Effective 4 August 1982) 

1. Purpose 

This directive assigns responsibilities to designated Intelligence Community components for the collection, 
maintenance, and production of biographic intelligence, as services of common concern. on foreign 
personalities of potential national intelligence interest. 

2. Primary Responsibilities 

As services of common concern: 

The Department of State will collect biographic infonnation,on foreign political, economic, scientific, 
technical, social, and cultural personalities. ' 

The Department of Defense will collect biographic information on foreign military personalities and on 
scientific. technical, and economic Personalities directly associated with foreign military and military 
support activities. 

The Department of Defense will maintain data bases and produce biographic intelligen~e on foreign 
military personalities. 

The Central Intelligence Agency will maintain data bases and produce biographic intelligence on foreign 
po Ii ti call I personalities. 

Responsible components will service requests and requirements from the Intelligence Community and 
other parts of the United States Government and will make available pertinent biographic intelligence as 
appropriate. 

3. Intelligence Community Responsibilities 

All biographic information collected or developed by Intelligence Community components will be . 
forwarded to the component with primary responsibility for the production and maintenance of foreign 

biographic intelligence. i DECLASSIFIED UNDER At:THORITY OF THE J INTERAGE~CY SECURITY CLASSIFICATION APPEALS PANEL, 
==========='1 E.O. 13526, SECTION 5.3(b)(3) "' 
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Footnotes 

ill This directive supersedes DCID l/9, effective 18 May 1976. Withheld under statutory authority of the 
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DIRE~TOR OF CENTRAL INTELLIGENCE DIRECTIVE 

2/lOP ill 

National Signals Intelligence Requirements and Policy 
Coordination 

(Effective 1 June 1992) 

Pursuant to the provisions of Section 102 of the National Security Act of 1947. and Executive Order 
12333, responsibility is hereby assigned for the development of requirements and the coordination of 
Director of Central Intelligence (DC/) policies on national signals intelligence. 

1. Policy 

The National SIGINT Committee, which is under the National Security Agency, will advise and assist the 
. l 

Director of Central Intelligence, in addition to the Director, National Security Agency, in the discharge of 
duties and responsibilities concerning signals intelligence set forth in Executive Order 12333. The 
Committee will monitor and assist in coordinating, within the Intelligence Community, the 
accomplishment of objectives established by the Director of Central Intelligence. 

2. Responsibilities 

Under the guidance of the Director, National Security Agency (DIRNSA), the Committee serves as an 
Intelligence Community advocacy forum for the users of signals intelligence infonnation and programs. It 
also assists the DIRNSA in coordinating SIGINT approaches to the satisfaction of.DCI objectives and 
promotes the effective use of SIGINT resources throughout the Intelligence Community. In fulfilling these 
responsibilities, the Committee: 

a. advises the DIRNSA of the impact of current and future national intelligence objectives and 
priorities for infonnation and operational support; 

b. develops objectives and requirements and establishes the priority and relative importance for specific 
SIGINT infonnation needs stemming from national intelligence goals; · 

c. advises the DIRNSA on long-term req1,Jirements for SIGINT programs and activities; 
d. apprises the DIRNSA of agency .and departmental plans and programs involving substantial impacts 

on SIGINT requirements, programs. and activities; 
e. conducts reviews of such SIGINT issues and topics as may be requested by the Director, National 

Security Agency, the Executive Director for Intelligence Community Affairs, and the Director of 

f. 
C I I Jr entra nte 1gence; 

Withheld from public release under 
I 25Xl, E.0.13526 I §6 of the National Security Act of 1959, 

50 IJ.S.C. 3605 (P.L. 86-36) 
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g. proposes and recommends policies for the security, compartmentation, and sanitization of signals 
intelligence information, equipment, and techniques; 

h. evaluates the satisfaction of signals intelligence requirements, including the contributions of specific 
SIGINT programs, and reviews for endorsement evaluation~ done by others in the US SIGINT 
System. 

The Chairman of the Committee is appointed by the DIRNSA. in consultation with the DCI. The Vice 
Chainnan of the Committee and Chairman and Vice Chainnan of standing subcommittees are appointed 
by the Chairman of the Committee with the consent of the DIRNSA. 

The members of the Committee are to be representatives designated by Intelligence Community principals 
who are authorized to speak on behalf of their principals. Representatives of US Go.vemment organizations 
outside the intelligence Community (e.g., DEA, US Coast Guard, and others having valid specialized 
SIGINT requirements) may be invited to participate in Committee activities by the Chairman of the 
Committee, on the approval of the DIRNSA. 

Standing subcommittees and task forces to assist the Committee may be established as required. 

3. Intelligence Community Assistance 

Upon request of the Committee Chairman, Intelligence Community elements will provide information 
pertinent to the Committee's responsibilities within approved security safeguards. 

Footnotes 

1).1.This directive supersedes DCID 3/6, effective 12 May 1982. 
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 

2/llP ill 

Management of National Measurement and Signature Intelligence 

(Effective December 1992) 

Pursuant to Section 103 of the National Security Act of 1947, and Executive Order 12333, responsibility 
is hereby assigned for the management, direction and implementation of DCI policies and procedures on 
national measurement and signature intelligence matters. accordingly, this directive establishes policies 
and procedures for the fulfillment of this responsibility. 

1. Policy 

Measurement and signature intelligence (MASINT) must be organized and managed to maximize the full 
range of capabilities to satisfy the intelligence needs of the National Security Council and the departments 
and agencies of the U.S. Government. These responsibilities must be executed with efficiency and 
economy in the use of technical and personnel ·resources. Accordingly. the Central MASI NT Office (CMO) 
of the Defense Intelligence Agency (DIA) will support the Director of Central Intelligence (DCI) and the 
Secretary of Defense in the management of MASINT activities. Specifically, the CMO will, as a service of 
common concern on behalf of the Intelligence Community, provide for the development, coordination, 
management, direction and implementation of DCI policies and procedures on national MASIN1: matters. 
Consistent with applicable Jaw and subject to the guidance of the DCI and the Secretary of Defense, the 
Director, CMO will formulate and implement plans, standards, architectures, policies and procedures to 
provide for integrated operations across all facets of the MASINT process among national, theater and 
tactical programs. The Director, CMO will manage MAS INT requirements and tasking responsibilities 
consistent with DCI priorities in peacetime and Secretary of Defense guidance during wartime. 

2. Definition 

For purposes of this directive, MASINT is technically derived intelligence (excluding traditional imagery 
and signals intelligence) which, when collected, processed and analyzed, results in intelligence that locates, 
tracks, identifies or describes the signatures (distinctive characteristics) of fixed or dynamic target sources. 
MASINT includes the advanced processing and exploitation of data derived from overhead and airborne 
IMINT and SIGINT collection systems. 

MASINT data can be acquired from a variety of satellite, airborne or shipborne platforms; remotely piloted 
vehicles; or from mobile or fixed ground-based collection sites. MASINT sensors include, but are not 

. limited to, radar, laser, optical, infrared, acoustic, nuclear, radiation detection, sprectroradiometric and 
seismic systems as well as gas, liquid and solid materials sampling systems. 

Activities undertaken by or on behalf of the Directorate of Operations of the Central Intelligence Agency 

I
I DECLASSIFIED UNDERAUTHORITY OF THE .. 
. INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL, 111410410:47 AM 
1 E.O. 13526, SECTION 5.3(b)(3) 

ISCAP APPEAL NO. 2008-049, document no. 7 
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shall only be included with the agreement of the Deputy Director for OperationsJ I MASINT 
collected by or on behalf of th4 I Department of Defense or 
othe4 !elements of the Federal Government shall be deemed to be MASINT for purposes of this 
directive, unless otherwise agreed by the DCI and the appropriate agency heed. 

3. Responsibilities 

The CMO is a joint Intelligence Community-Department of Defense activity within the DIA, staffed by 
personnel from the DIA and detailed from the Intelligence Community. The Director, CMO is appointed 
by the Director, DIA. 

Under the direction, authority and control of the Director, DIA and subject to the guidance of the DCI"on 
national intelligence manors, the Director, CMO shall, as a service of common concern: 

a. Ensure responsive MASINT support to the Intelligence Community, the Department of Defense, the 
National Security Council and other U.S. Government departments and agencies. 

b. Develop and manage requirements and maintain a National MASINT Requirements System related 
to the tasking, collection, processing, exploitation and dissemination of MASINT. 

c. Develop and implement standards and architectures to foster the interoperability of equipment 
associated with national and non-national MASINT tasking, collection, processing, exploitation and 
dissemination from national and non-national systems controlled within the Intelligence Community 
and the Department of Defense. Ensure that these standards and architectures are consistent with 
programs conducted by the various departments and agencies of the Federal Government outside the 
Intelligence Community that use MASINT from national collection systems. 

d. Provide centralized functional management of the following MASINT programs and budgets: 
1. The MASINT programs within the National Foreign Intelligence Program, consistent with 

applicable guidance from the DCI. 
2. The tactical MASINT programs within the budget aggregation known as Tactical Intelligence 

and Related Activities, consistent with applicable guidance from the Secretary of Defense. 
3. All appropriate research and development activities related to MASINT collection, processing, 

exploitation and dissemination. 
e. Formulate guidance and standards for training personnel involved in MASINT collection 

management, tasking, exploitation and dissemination at the national and non-national levels. 
f. Develop, recommend and implement policy with respect to national and non-national MASINT 

tasking, collection, processing, exploitation, handling and dissemination, including bilateral 
collection relationships with foreign governments (consistent with applicable DoD and DCI 
Directives) and the provision of MASINT to entities outside of the U.S. Government. Policies on 
MASINT handling and dissemination include disclosure, classification and liaison policies which 
must be approved by the DCI, and matters relating to the application of special security controls 
associated with various MASINT products as directed by the DCI. 

g. Consistent with DCI policy, protect intelligence sources and methods relating to MASINT from 
unauthorized disclosure. 

h. Through a central MASINT tasking authority, task national MASINT collection assets of the 
Intelligence Commu.nity and the Department of Defense in accordance with intelligence 
requirements established by the DCI in peacetime and the Secretary of Defense it} wartime, and 
provide advisory collection tasking to theater and tactical MASINT collection assets not allocated to 
meet national requirements. 

1. Coordinate MASINT exploitation activities among the separate organizations at the national and 
non-national levels. 

j. Advise the DCI and the Secretary of Defense on the adequacy of existing and potential systems to 

1/14/04 10:47 AM 
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satisfy re uirements for national and non-national MASINT. 
k.r-_.___..~~~~~~l~2=s=x=1,=E=.o=.=13=s=26:::::-I--'-~~~~~~~~-----, 

I. Develop the infrastructure and processes for multi-discipline interaction with other collection 
activities. 

m. Evaluate the performance of MASINT components of the Intelligence Community and the 
Department of Defense in meeting national and non-national intelligence requirements. 

The Director, CMO will perform such other functions related to MASINT as the DCI or the Secretary of 
Defense may direct. Within the CMO is a central MASINT tasking authority. Among other duties, and 
subject to the guidance of the DCI, this authority has the specific responsibility for tasking national 
MASINT systems as well as non-national systems when allocated for national intelligence missions. 

Also under the CMO is the MASINT Committee, which will advise and assist the Director of Central 
Intelligence, in addition to the Director, DIA and the Director. CMO in the discharge of duties and . 
responsibilities outlined above. The MASINT Committee replaced the DCI MASINT Committee; Under 
the guidance of the Director, CMO, the MASINT Committee serves as an Intelligence Community forum . 
lo assure MASINT information and programs are responsive to user needs. It assists the Director, GMO in 
coordinating MASINT approaches to the satisfaction of DCI and Secretary of Defense objectives and 
promotes the effective use of U.S. Government MASINT collection, processing and exploitation resources 
at all levels. The focus of its activities will he on developing policies and DCI guidance for future 
MASINT programs and activities, validating and prioritizing specific MASINT requirements, and 
monitoring and evaluating requirements satisfaction. 

The Chairman of the MASINT Committee is appointed by the Director, DIA in consultation with the DCI. 
The Vice Chairman of the Committee and the Chairmen and Vice Chairmen of standing subcommittees 
and working groups are appointed by the Chairman of the Committee with the consent of the Director, 
DIA. The members of the Committee am to be representatives designated by Intelligence Community 
principals who are authorized to speak on behalf of their principals. Representatives of government 
organizations outside the Intelligence Community may be inviteo to participate in Committee activities by 
the Chairman of the Committee, with the approval of the Director, DIA. The Chairman of the MASINT 
Committee reports to the Director, CMO, who has direct access to the DCI as required to fulfill 
Intelligence Community responsibilities. 

The CMO will perform the Intelligence Community management responsibilities previously vested in the 
DCI MASINT Committee. 

4. Intelligence Community Assistance 

Upon request of the Director, CMO or the MASINT Committee Chairman, Intelligence Community 
elements shall provide information pertinent to the CMO and Committee mission and functions within 
approved safeguards. 

Footnotes 

ill.This directive supersedes DCID 3/17, effective 20 November 1986. 
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 3/9P 
ill 

Foreign Atomic Energy Intelligence 

(Effective l June 1992) 

Pursuant to the provisions of Section 102 of the National Security Act of 1947 and Executive Order 
12333, a Joint Atomic Energy Intelligence Committee (JAEIC) is herewith established. 

1. Mission 

The Committee, in consultation wi'th the Chairman, National Intelligence Council, will advise and assist 
the Director of Central Intelligence (DCI) in the discharge of his duties and responsibilities with respect to 
the production of national intelligence on foreign atomic energy issues and will promote the effective use 
of Intelligence Community resources for this purpose. 

2. Definition 
,, 

Atomic energy intelligence includes foreign research, development, production, transport. control, and 
stockpiling of nuclear weapons, special nuclear materials, and other components of warheads; reactors, 
nuclear power and propulsion systems, and controlled thermonuclear reactions; installations, equipment, 
personnel, and other resources related principally to these activities. It also includes environmental hazards 
and safety aspects of the preceding systems and activities. It does not include intelligence weapons deli very 
systems other than on the nuclear warheads or nuclear propulsion systems associated therewith. 

3. Functions 

Under the general guidance of the Chairman, National Intelligence Council, the Committee will: 

a. assess foreign atomic energy developments; produce coordinated intelligence reports; and contribute, 
as appropriate, to national intelligence products; 

b. keep the DCI apprised on the responsiveness of foreign atomic energy intelligence production to 
national security requirements, based on monitoring the quality of this production; 

c. make recommendations to the DCI on the need for improvements in collection, analytical, and 
reporting capabilities in support of foreign atomic energy intelligence production, including, but not 
limited to: 

l. identification of new collection systems to be developed and deployed; 
2. identification of collection capabilities to be reduced or discontinued; 
3. changes in the processing, reporting, and dissemination of collected intelligence information, 

ill including changes which involve contractor support and activities by cooperating foreign 
intelligence services; 

DECLASSIFIED UNDER AUTHORITY OF THE 
INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL, 
E.O. 13526, SECTION 5.3(b)(3) 
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d. make recommendations on the relative priorities of foreign atomic energy intelligence collection, 
processing, and analysis; 

· e. in coordination with the DCI Security Forum, make recommendations on the dissemination and 
release of foreign atomic energy intelligence; and 

f. schedule, participate in, and provide staff support for international atomic energy intelligence · 
conferences, as approved by the DCL 

4. Intelligence Community Responsibilities 

On request by the Committee Chainnan, intelligence Community components will provide, withip 
established security safeguards, information pertinent to the Committee's mission and functions. 

5. Composition and Organization· 

The Committe.e Chainnan will be appointed by the Director of Central Intelligence. 

The members of the Committee will be representatives designated by Intelligence Community principals. 

The Chainnan will establish subcommittees and other working groups as required. 

With the approval of the Chairman, National Intelligence Council, the Committee Chairman may invite 
representatives of relevant United States Government entities with national security interests to participate 
as appropriate: 

The Committee will be supported by an Executive Secretariat. 

Attachment: 

• Procedures for Control of 
Initial Information Regarding 
Foreign Nuclear Explosions 

PROCEDURES FOR CONTROL OF INITIAL INFORMATION 

REGARDING FOREIGN NUCLEAR 
EXPLOSIONS. 

Attachment to DCID 3/9P 

(Effective l June 1992) 

Pursuant to the provisions of the Director of Central Intelligence Directive on Foreign Atomic Energy 
Intelligence, the following procedures are established for the dissemination of information on the detection 

of foreign nuclear explosions: 

SECRET l/14104 l0:49 t\:M 
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I 25Xl, E.0.13526 
.__ ________________ __,The airman, I , w1 m orm t e-m 1v1 ua 
members of the Committee. The Director, DIA, will inforni those persons within the Department of 
Defense who, in his judgment, have an immediate need to receive this information. 

Lt_· ______ 1_2s_x_1_,E_._o_.1_3s_2_6 ______________ ~------------~----~ 
L I 25Xl, E.0.13526 

L[_·~----~-l=2=sx=1=,=E=.o=.1=3=52=6=---------------~---------------~-
5. The Chairman, JAEIC, will prepare a statement summarizing all available information and will convene 
a meeting of the Committee to panicipate in the preparation of the statement as he deems appropriate. The 
statement will be made available as soon as possible to individual JAEIC members who will in tum notify 
their principals. Further dissemination will be detennined by Intelligence Community principals. 

I 25Xl, E.0.13526 I J 

7. No public release of information about foreign nuclear tests will be made ex.cept as directed by the 
President or the National Security Council. 

Footnotes 

filThese procedures supersede the procedures set forth in the Attachment to DCID 3/9, 18 June 1982. 

ffiProcedures governing the control of the dissemination of information on the detection of foreign 
nuclear explosions are attached. 
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 

3/lOP ill 

Foreign Scientific and Technical Intelligence 

(Effective l June 1992) 

Pursuant to the provisions of Section 102 of the National Security Act of 1947 and Executive Order 
12333, a Scientific and Technical Intelligence Committee (STIC) is herewith established: 

1. Mission 

The Committee, in consultation with the Chairman, National Intelligence Council, will advise and assist 
the Director of Central Intelligence (DCI) in the discharge of his duties and responsibilities with respect to 
the production, coordination, and evaluation of intelligence on foreign scientific and technical 
developments and wi.11 promote the effective use of Intelligence Community resources for this purpose. 

2. Functions 

Under the general guidance of the Chairman, National Intelligence Council, the Committee will: 

\C 
M 
in 
~ .... 
0 
~ 
~ .... 

>< 
in 
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a. assess foreign scientific and technical developments, both military and civil, which could affect 
significantly the national security of the United States, including new physical discoveries and 
advanced technologies and their application to future military or non-military systems; produce 
coordinated intelligence reports; and contribute, as appropriate, to national intelligence products; 

b. keep the DCI apprised on the responsiveness of foreign scientific and technical intelligence 
production to national security requirements; 

c. make recommendations to the DCI on the need for specific improvements in collection, analytical, 
and reporting capabilities on foreign scientific and technical developments, to include, but not­
limited to: 

d . 

e. 

f. 

l. identification of new collection capabilities that should be developed and deployed; 
2. identification of existing collection capabilities that should be reduced or discontinued; 
3. changes in the processing, reporting, and dissemination of collected intelligence information, 

including changes which involve contractor support and activities! I 

make recommendations on the relative priorities of, and resources needed for.I.._ _____ __.la'nd 
technical intelligence collection, processing, and analysis; 
in coordination with the DCI Security Forum, make recommendations on the dissemination and 
release of! I and technical intelligence; and .---------------------. schedule, participate in, and provide staff support for1..--_______________ __. 
and technical intelligence, as approved by the DCI. 
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3. Intelligence Community Responsibilities 

On request by the Committee Chainnan, Intelligence Community components will provide, within 
established security safeguards, infonnatfon pertinent to the Committee's mission and functions. 

4. Composition and Organization 

The Committee Chainnan will be appointed by the Director of Central Intelligence. 

The members of the Committee will be representatives designated by Intelligence Community principals. 

2of2 

The Chairman will establish subcommittees and other working groups as required. 

With the approval of the Chairman, National Intelligence Council, the Committee Chairman may invite 
representatives of relevant United States Government entities with national security interests to participate 
as appropriate. 

The Committee will be supported by an Executive Secretariat. 

Footnotes 

ill.This directive supersedes DCID 3/10, effective 18 June 1982. 
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 
3/llP ill 

Foreign Weapon and Space Systems Intelligence 

(Effective l June 1992) 

Pursuant to the provisions of Section 102 of the National Security Act of 1947 and Executive Order 
12333, a Weapon and Space Systems Intelligence Committee (WSSIC) is herewith established. 

1. Mission 

The Committee, in consultation with the Chairman, National Intelligence Council, will advise and assist 
the Director of Central Intelligence (DCI) in the discharge of his duties and responsibilities with respect to 
the production, coordination, and evaluation of intelligence on foreign weapon and space systems and will 
promote the effective use of Intelligence Community resources for this purpose.· 

2. Terms of Reference 

WSSIC will be responsible for assessing the technical characteristics and capabilities; design, 
developmen~. and initial deployment; and the technical characteristics and capabilities of command, 
control, communications, electronic warfare, and support systems of foreign weapons and space systems. 

\. This responsibility will include, but is not limited to, the following: 

a. ballistic missile systems, 
b. space systems, 
c. aerospace defense systems, 
d. ground forces weapons systems, 
e. air forces weapons systems, 
f. naval forces weapons systems, 
g. biological and chemical warfare systems, and 
h. directed energy weapoos systems. 

The Committee will have no responsibility for assessing military order of battle or doctrine. 

3. Functions 

Under the general guidance of the Chainnan, National Intelligence Council, the Committee will: 

a. assess foreign weapon and space system developments which could affect significantly the national 
security of the United States, including future weapons systems employing advanced technologies; 
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produce coordinated intelligence reports; and contribute, as appropriate, to national intelligence 
products; 

b. keep the DCI apprised on the responsiveness of foreign weapon and space systems intelligence 
production to national security requirements; 

c. make recommendations to the DCI or Intelligence Community offices coordinating collection 
activities on the need for specific improvements in collection, analytical,. and reporting capabilities 
on foreign weapon and space systems intelligence, including, but not limited to (1) identification of 
systems or activities required to close key intelligence gaps, (2) identification of new collection 
capabilities to be developed and deployed, (3) identification of existing capabilities that should be 
reduced or discontinued, and (4) changes in processing, reporting, and dissemination of collected 
intelligence information, including changes which involve contractor support...._ ____ __. 

I I . 
d. make recommendations on the relative priorities of intelligence collection, processing, and analysis 

of foreign weapon and space systems; 
e. in coordination with the DCI Security·Forum, make recommendations on the dissemination and 

release of foreign weapon and space systems intelligence to.__ ________ ...._ __ ...., 
f. schedule, participate in, and provide staff support for Intelligence Community and 

intelligence conferences on foreign weapons and space systems intelligence, as app'-r-o-ve_.,..,.---.,..,...... 
DCI; and 

g. assi n s stem desi nators and so inform the Intelli ence mmunity and intelligence offices D 
......... _______________________ as appropriate. 

4. Intelligence Community Responsibilities 

On request by the Committee Chairman. Intelligence Community components will provide, within 
established security safeguards, information pertinent to the Committee's mission and functions. 

Intelligence Community components will make available intelligence professionals to support the 
Committee's activities. 

5. Composition and Organization 

The Committee Chairman will be appointed by the Director of Central Intelligence. 

The members of the Committee will be representatives designated by Intelligence Community principals. 

The Chairman will establish subcommittees and other working groups as required. 

With the approval of the Chainnan, National Intelligence Council, the Committee Chairman may invite 
representatives of relevant United States Government entities with national security interests to participate 
as appropriate. 

The Committee will be supported by an Executive Secretariat. CIAIOSWR will be responsible for 
providing a permanent support staff. Other agencies may volunteer personnel for these positions. 

Footnotes 
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DIR.ECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 3/12 1 

FOREIGN ECONOMIC INTELLIGENCE 

(Effective I June 1992) 

Pu~uan1 ro the provisions of Section I 02 of the National Securi1y Act of 1947 and 
Exc:curive Order 12333. an Economic lntelligenc.e Commircce is herewith established. 

1. Mission 

The Commim:e, in consulta1ion with 1he Chairman. National Intelligence Council. 
will advise and assist Lile Dirc<;tor of Central Intelligence (Del) in the discharge of his duties 
and responsibilities wi(h respccr ro the production of foreign economic intelligence and will 
promote the effectiye use of Intelligence Community resources for this purpose. 

2. Functions 

Under the general guidance of the Ch.ainnnn. National lntelligencc Council. the 
Commiltee will: · 

a. keep the DCJ apprised of both ongoing and new collection and analysis effons 
that respond to his overall tasking ~quirements in the economic security area~ 

b. provide guidance to Intelligence Communiry collection components; and 

c. n:view Ince!ligence Community-wide efforts against the international economic 
security target. recommending modifications where appropriate. 

3. Intelligence Communit] Respom.ibilmes. 

On request by the Committet: Chairman. ln[elfigence Community components will 
provide. within established security safeguards, infoITr1ation pertinent to the Commiuee's 
mission and· functions. 

4. Compo1ilion and OrganiuJ,s:Wn 

The Committee Chairman will be appointed by the Director of Central Intelligence:. 

·The members of the Commiitee will be represcntlltives designated by Intelligence 
Community principals. 

The Chairman will establish subcommiuees and other working groups as required. 

With the approval of th.e Chairman. National Intelligence Council. the Committee 
Chairman may invite representatives of relevant United States Govemmenr enrilies wich 
na1ion:1l $ecurity interests to participace as appropriate. 

The Committee. will be supported by an Execu1ive Secretariat. 
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 3/16PW 

Foreign Denial and Deception Analysis 

(Effective 1 June 1992) 
(Administrative Corrections 30 December 2002) 

Pursuant to the provisions of Section 102 of the National Security Act of 1947 and Executive Order 
· 12333, a Foreign Denial and Deception Analysis Committee (DDAC) is herewith established. 

I. Mission 

The Committee will advise and assist the Dfrector of Central Intelligence (DCI) in the discharge of duties 
and responsibilities with respect to the analysis of foreign activities to thwart intelligence capabilities of 
the U.S. Government through denial and deception, and it will promote the effective use of Intelligence 
Community Resou.rces for this purpose. 

2. Functions 

Under the general gu.idance of the Chainnan, National Intelligence Counci 1, and in consultation with the 
National Intelligence Production Board, the Committee will: 

a. coordinate the Intelligence Community's national-level, all-source analysis of the purpose, 
means, and effectiveness of foreign intelligence denial and deception measures; 

b. ensure timely review of all-source intelligence denial and deception issues, identified either 
within DDAC, by the other Community committees, or by departmental entities, for the purpose of 
developing a Community assessment (including differing views); 

c. foster training, seminars, and symposia to increase the Intelligence Community's awareness of, 
and improve it analytical capabilities to address and identify, foreign denial and deception efforts; 

d. ensure the maintenance of comprehensive data bases containing information about foreign 
denial and deception actions, means, methods, and measures against U.S. Intelligence; 

e. further the dissemination of infonnation concerning denial and deception intelligence to 
appropriate analytic elements: I :... I 

25Xl, E.0.13526 
f. commission and oversee assessments of substantive intelligence damage suffered or anticipated 
from compromises of classified! I information involving or impacting on intelligence 
sources and methods; for this function, oversee the maintenance of a comprehensive, integrated 
data base containing infonnation pertaining to compromises of intelligence sources and methods 
disclosed through a variety of means, and related information; 
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g. foster analyses by the Intelligence Community of foreign denial and deception organizations, 
policies, objectives, capabilities, and activities; 

h. examine intelligence actions the United States might take to counter foreign denial and 
deception activities; and 

i. make recommendations to the DCI. 

3. Intelligence Community Responsibilities 

On request by the Committee Chainnan, Intelligence Community components will provide, within 
established security safeguards, information pertinent to the Committee's mission and functions. 

Individual Community intelligence production components will support the preparation of assessments 
sponsored by the Committee. 

4. ComposUion and Organization 

The Committee Chairman will be appointed by the Director of Central Intelligence; and will also represent 
the DCI on the Department of Defense Damage Assessment Committee (DODDAC). 

The members of the Committee will be designated by the Intelligence Community principals of CIA, DIA, 
NSA, and State/INR, the agencies that provide the National Intelligence Production Board principals. The 
military services may designate representatives to participate in the de1iberations of the Committee or the 
subcommittees. 

The Chainnan will establish subcommittees to identify, review, and analyze foreign intelligence denial 
and deception measures against the major collection disciplines: HUMINT, imagery, MASINT, and 
SIGINT; in particular, the HUMINT Subcommittee will analyze selected, significant, sensitive 
human-source reporting in order to identify possible deceptive elements. 

The parent Committee itself will retain responsibility for assessing measures countering certain sensitive 
intelligence sources and methods that are too sensitive for assignment to a subcommittee. 

The Chairman will establish other subcommittees, working groups, and panels, as required. 

Thel.____,..,,.....-.,--.-_,,.,.-....,...,..--.._I _25_X_l_..., _E_.0_._13_5_2_6__._I _______ ___.~ill serve as an 
advisory body to the Committee. 

The Committee will be supported by an Executive Secretariat. 

CLBY: DCI 
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 
3/20P 

Committee on Narcotics Intelligence Issues 

(Effective 24 January 1990) 

Pursuant to the provisions of Section 102 of the National Security Act of 1947, and Executive Order 
12333, a Committee on Narcotics Intelligence Issues is hereby established. · 

1. Mission 

The Committee on Narcotics Intelligence Issues will serve as the senior coordinating body within the US 
Government on matters affecting foreign countemarcotics intelligence; advise and assist the Director of 
Central Intelligence (DCI) in the discharge of his duties and responsibilities with respect to US foreign 
counternarcotics intelligence policies and programs; promote the effective use of Intelligence Community 
resources for these purposes and assist in evaluating the overall perfonnance of the Intelligence 
Community in accomplishing the objectives established by the DCI. · 

2. Definitions 

Counternarcotics encompasses US domestic and foreign efforts to control the production, processing, 
distribution; and use of illicit drugs, including illicit drug money flows. 

Foreign counternarcotics intelligence in dudes collection, processing, exploitation analysis, production c · 

and dissemination by elements of the US Government of infonnation on the production, processing 
distribution, and use of illicit drugs, external to the United States; the transportation of illicit drugs, 
including into the United States; the international movement and laundering of drug money; and the drug 
control policies, programs, and operations of foreign governments. 

3. Functions 

Under the general guidance of the Deputy Director of Central Intelligence/DDCI), the Committee will: 

a. Coordinate, monitor, and evaluate implementation of the Intelligence Community's foreign 
counternarcotics intelligence strategy as developed by the Community Coordination Group of the 
DCI Counternarcotics Center. 

b. Advise the DCI on the effectiveness of the intelligence Community's performance in support of US 
counternarcotics policy, programs, and operations and related national security requirements. 

c. Review specific critical foreign counternarcotics intelligence problems and provide 
recommendations to the DCI for possible improvements in collection, production, and coordination. 
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d. Review that portion of the National Foreign Intelligence Program dealing with countemarcotics, and 
advise the DCI on the adequacy of intelligence support to US countemarcotics policies, programs, 
and operations. 

e. Review, in coordination with DCI collection and priority committees, individual foreign narcotics 
intelligence collection or requirements initiatives developed by, or for the Community Coordination 
Group of the DCI Countemarcotics Center, and provide guidance on implementation to the 
Intelligence Community. 

f. Identify and assess, in concert with the Intelligence Research and Development Council, 
methodologies and technologies that may improve the Intelligence Community's countemarcotics 
support effort. 

g. Provide a venue for discussions and coordination between the Intelligence Community and the law 
enforcement agencies· ahd, as appropriate, other elements engaged in counternarcotics efforts. 

4. Responsibilities of the Intelligence Community 

Upon request of the Committee Chairperson, elements of the Intelligence Community shall, within 
DCI-approved security safeguards, provide information pertinent to the Committees mission and functions. 

5. Composition and Organization 

The Special Assistant to the DCI for Countemarcotics shall serve as the Chairperson of the Committee. 

As directed by the Committee, the Chairperson may establish subcommittees, working groups, and panels 
to support the work of the Committee, drawing on resources of the DCI Countemarcotics Center and other 
participants in the Committee. 

Membership of the Committee will include representatives with senior management responsibilities from 
the Intelligence Community agencies concerned with countemarcotics--the Central Intelligence Agency, 
the Defense Intelligence Agency, the National Security Agency, the Department of State's Bureau of 
Intelligence and Research, the Intelligence Community Staff, the Deputy Chief of Staff for Intelligence of 
the Army. the Director of Naval Intelligence, the Assistant Chief of Staff for Intelligence of the Air Force, 
and the Director of Intelligence of the Marine Corps. 

The Chairperson will also invite representatives from the Office of National Drug Control Policy, the law 
enforcement agencies, elements of the Department of Defense engaged in the countemarcotics efforts, and 
appropriate policy officials to be participants on the Committee. 

The Committee will be supported by an Executive Secretariat provided by the liltelligence Community 
Staff. 
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 

3/22P ill " 

Interagency Intelligence Committee on Terrorism 

(Effective 1 April 1997) 

( U) Pursuant to the provisions of the National Security Act of 1947 and Executive Order 12333, an 
lnteragency Intelligence Committee on Terrorism (llCT) and a Terrorism Warning Group (7WG) art: 
hereby established. 

1. Mission 

(12')The IICT will advise and assist the Director of Central Intelligence (DCI) in the discharge of his duties 
and responsibilities with respect to the coordination and publication of national intelligence on terrorism 
issues and will promote the effective use of Intelligence Community resources for this purpose. The DCI 
Terrorism Warning Group will prepare coordinated Intelligence Community threat warnings from the DCI 
to alert senior policy makers of possible foreign terrorist attacks against US and allied personnel, facilities 
and interests. 

2. Definition 

(U) Title 22, U.S.C. sec. 2656f (d), defines terrorism as "premeditated, politically motivated violence 
perpetrated against noncombatant targets by subnational groups or clandestine agents." It defines 

_international terrorism as terrorism "involving the citizens or the tenitory of more than one country." The 
Intelligence Community in its work uses these definitions and this directive reflects its use. 

3. Functions 

a . .JerThe Interagency Intelligence Committee on Terrorism will: 
1. Serve as the principal mechanism of the Special Assistant to the DCI for coordinating 

Intelligence Community support to the US Government's pol"icies and programs combating 
terrorism. 

2. Develop and implement procedures-and guidelines for issuing Intelligence Community 
warnings of terrorist threats to affected citizens, organizations, and installations. 

3. Identify the need for, and facilitate the drafting of, interagency intelligence publications. 
4. Facilitate the exchange of intelligence information pertaining to terrorism. 
5. Facilitate the exchange of technical and forensic information relating to terrorism. 
6. Promote training and instruction in the phenomenon of international terrorism. 
7. Advocate career development initiatives for intelligence personnel working on the .terrorism 
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8. Promote and monitor terrorism-related research and development within the national 
Intelligence Community. 

9. Provide recommendations facilitating the collection, production, coordination and 
dissemination of intelligence on terrorism. 

IO. · Provide a venue for discussions, information sharing, coordination, and decision making 
among members of the Intelligence Community and other elements engaged in efforts to 
combat terrorism. 

11. Provide impartial review, comment and advocacy regarding programs that impact on the 
national Intelligence Community's terrorism mission. 

b. j!Z) The Terrorism Warning Group will: 
1. Issue terrorism warning reports from the DCI to senior policy makers 
2. Develop guidelines and criteria for issuance ofterrorist warning reports. 
3. Monitor regional or country threat levels developed by Intelligence Community organizations 

and reconcile, explain or acknowledge divergent views. 
4. Organize such formal and ad hoc community analytical exchanges and warning forums as 

necessary to complete its mission. 

4. Intelligence Community Responsibilities 

(U) On request of the Chairman of the IICT, Intelligence Community members will provide information 
regarding plans, programs, resources and operations pertinent to the committee's mission and functions 
wit~in DCI-approved security safeguards. 

S. Composition and Organization 

a. (U) The Committee Chairman will be a Community officer appointed by the DCI, who will also 
manage the activities of the Terrorism Warning Group (TWG) and the Community Counterterrorism 
Board (CCB). 

b. (U) The IICT will be composed of representatives of the Intelligence Community, as defined by E.O. 
12333 and the National Security Act of 1947, as well as representatives of relevant US Government 
entities with counterterrorism and antiterrorism responsibilities. The chairman will establish · 
subcommittees, task forces, working groups and advisory groups as required. 

c. · (U) The 1WG will be composed of a mix. of civilian and military personnel from the Intelligence 
Community. 

d. (U) The CCB will be the Executive Secretariat for the IICT and the TWG. 

Footnotes 

ill This DCID supersedes DCID 3/22, dated 24 October 1990. 

CLBY~ I 
Cl:.. REASON: see l.S(c) 
DECLON:Xl 
DRV FROM: MIS 1-87 

Withheld under statutory authority of the 
Central Intelligence Agency Act of 1949 (50 
U.S.C., section 3507) 

I DCI Home I CAPCO Home I DCIDs I Comments I CMS I lntelink Central I 

cmff IDDfflAL l/14/04 10:52 AM 



C01035137 
DCIO 3/22P KONFIElillfflAL) 

3 of 3 

• 
Withheld under statutory authority of the 
Central Intelligence Agency Act of 1949 (SO 

1 U .S.C., section 3507) 

1114104 10:52 AM 



COlQ~.5138 
010 3/28P (€0l<lf'!O!HTIA:L) 

.__ __ ---1 Withheld under statutory authority of the 

I ofl 

Central Intelligence Agency Act of 1949 (50 
U.S.C., section 3507) 

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 
3/28P 

Committee on International Organized Crime Intelligence Issues 

(Effective 13 December 1994) 

Pursuant to the provisions of Section 102 of the National Security Act of 1947, and Executive Order 
12333, a Committee on international Organized Crime Intelligence Issues is hereby established. 

1. Mission 

The Committee on International Organized Crime Intelligence Issues will serve as the senior coordinating 
body within the US Government on matters affecting foreign intelligence on international organized crime; 
advise and assist the Director of Central Intelligence (DCI) in the discharge of his duties and 
responsibilities with respect to Intelligence Community policies and programs on international organized 
crime; promote the effective use of foreign intelligence resources to support the development and 
implementation of US policy to counter the activities of international organized crime groups; and assist in 
evaluating the overall performance of the Intelligence Community in accomplishing the objectives 
e.stablished by the DCI. 

2. Definitions 

International organized crime encompasses continuing criminal and conspiratorial activities that are 
transnational in character and are perpetrated by organized groups with a hierarchical structure whose 
primary objective is illegal financial gain. Principal international organized crime groups include Latin 
American, RussiaFI, Eurasian, Italian, Nigeria, and Asian organizations. Threats to US national and 
economic security posed by international crime groups stem from--but are not limited to--their activities 
involving drug trafficking, alien smuggling, gray enterprises, financial crimes, extortion of US businesses 
overseas, and theft and smuggling of nuclear materials and technologies associated with weapons of mass 
destruction. 

Foreign intelligence on international organized crime includes collection, processing, exploitation, 
analysis, production, and dissemination by elements of the US Government of information on the impact 
of organized criminal activities on political and economic stability and govemability in countries important 
to US security and foreign policy interests; the leadership, command and control, infrastructure, and 
operations of international crime groups that pose a·significant threat to US national and economic security 
interests; and the capabilities and effectiveness of foreign governments to combat international organized 
crime. 

3. Functions 
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Under the general guidance of the Deputy Director of Central Intelligence (DDCI), the Committee will: 

a. Coordinate, monitor, and evaluate implementation of the Intelligence Community's foreign 
intelligence strategy on international organized crime as developed by the DCI Crime and Narcotics 
Center and the National Intelligence Council. 

b. Provide a venue for foreign intelligence coordination and planning among Intelligence Community, 
policy, law enforcement, and other elements engaged in foreign activities against international 
organized crime. 

c. Advise the DCI on the effectiveness of Intelligence Community support to US policy, programs, and 
operations against the foreign activities of international organized crime groups. 

d. Identify, foreign intelligence problems and shortfalls on international organized crime; provide 
recommendations to the DCI for improvements in collection production, and coordination; and 
review and evaluate implementation of efforts to enhance foreign intelligence. 

e. In coordination with DCI collection and priority committees, review individual collection and 
intelligence requirements initiatives developed by the Community Coordination Group of the DCI 
Crime and Narcotics Center, and provide implementation guidance to the Intelligence Community. 

4. Responsibilities of the Intelligence Community 

Upon request of the Committee Chairperson, elements of the Intelligence Community shall, within 
DCI-approved security safeguards, provide information pertinent to the Committee's mission and 
functions. 

5. Composition and Organization 

The Director, DCI Crime and Narcotics Center--in his role as Issue Coordinator for lnt~rnational · 
Organized Crime--shall serve as the Chairperson of the Committee. 

As directed by the Committee, the Chairperson may establish subcommittees, working groups, and task 
forces to support the work of the Committee, drawing on resources of the DCI Crime and Narcotics Center 
and other participants of the Committee. 

Membership of the Committee will include representatives with senior management responsibilities from 
Intelligence Community entities concerned with international organized crime--the Central Intelligence 
Agency. the Federal Bureau of Investigation, the National Security Agency, the Defense Intelligence 
Agency, the Department of State's Bureau of Intelligence and Research, the Department of the Treasury, 
the Department of Energy, the Community Management Staff, the Deputy Chief of Staff for Intelligence of 
the Anny, the Director of Naval Intelligence, the Assistant Chief of Staff for Intelligence of the Air Force, 
and the Director of Intelligence of the Marine Corps. 

The Chairperson also will invite representatives of the law enforcement agencies, the Department of 
Justice, the Department of State's Office of International Criminal Justice, the Office of the Secretary of 
Defense (OSD), and other policy officials engaged in efforts against international organized crime to be 
participants on the Committee. 

The Committee will be supported by the Community Coordination Group in the DCI Crime and Narcotics 
Center. 

u 
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DIRECTOR OF CENTRAL INTELLIGENCE DDlECTIVE NO. 4/21 

TI!E DEFECTOR PROGRAM ABROAD 

(£ffective 18 May 1976~ 

· Pursuant to Section 102 of the National Security Act.of 1947, Executive 
Order 11905 and National Security Council Intelligence Directives, the 
following responsibilities a.nd procedures are established. 

l. Purpose 

This directive establishes policies, procedures and pract.ices for· the 
· inducem!!nt, · exploitatiop and handling of defectors outside the United· States, 
its. territories and possessions .. It does not: apply in acdv.e theaters of war 
where US forces are· engaged or where the President. so directs. 

2. Definitions 

'a. Defecto·rs: Defectors are defined as nationals of the 
USSR, People' a. Republic of Chirta, Alb.;,nia, ·~ulgaria, ·.Cambodia,· 
Cuba, Czechoslovakia,• East Ge:i:triany;. ijuligary, .Laos, -North• Korea, 
Mongolia, Po.land, Romania/ Vietnam and Yugoslavia, who have· escaped 
from the control of a:ny such country, or who, being outside such 
jurisdiction and control, art\ unwilling to return.thereto, and who· 
are of special value to the U.S Government. because: .. 

(1) They are able to add valuable new or confirmatory 
information to ui~ting US inteUigence knowledge., 

. ' (2) They are of. operational value' to a us department. 
or asency ' ot ' 

(3) Their de-fecti9n can be psychologiCally exploited 
to the advantage of the United States; · 

b. Inducement: Inducement ~s an·act committed or manifestly 
instigated by a u~ official ancl demonstrably intended to bring about 
a defection for which ~he t]S Government. might, if ·the act were· 
dis.::overed, be called upon .to account. 

1. · This directive supersedes DCID No. 4/2, effective 26 June 1959. 
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c. Pote~tial Defector: A potential defecto·r is a national 
of the countries set forth in paragraph 2a above, woo (1) is 
dissatisfied or potentially estranged in his allegiance to the 
government of his nationality, (2) may reasonably ··tie· expected t_o 
be· susceptible to.defection or recruitment in place, and (3) appears 
to meet specia,l values criteria of a defector as set forth in · 

·paragraph 2a above. · 
\ 

d. Disaffected Pers·on: A disaffected person is a potential 
defector who either through inducement or voluntary action on his 

· _part, has indicat;ed ¥."ill.ingness or desire to defect. 

e. Walk-In: . A walk-in is a disaffected person who presents 
himself to a US ·installation· in a foreign courttt:Y. and requests asylum 
or assistance in escaping from Communist control. 

f. Refugee: A refugee is a 'E_)erson who is outside of and 
. unwilling to return to his country of nationality or habitual 

re::ddence because of a well-founded fear of being· persecu~ed for 
reasons o.f race, religion, nationality, membership of a particular 
social group, oi: political opinion, does not possess another.citizen-­
ship, h_as not acquired resident status in tne country of present 
domicile and who is not a defector. 

3. ·other natiOnals 

· The provisions of this directive may be applied in whole or in part to 
cases. involving nationals of coui+eries other than those specifically named 

·in paragr?ph 2a .above, when the Director of Central Intelligence determines 
such action. to be in the best inte1:e.sts of the United States. 

4. ·. · object.1.,:,es 

Explottation of def~ctors shall be conducted for the following· purposes: 

a. To ODta:ii:J. inforwation relati~e to the internal security of 
the Unite4 States, .. and to obta'in foreig\1 intelligence infol:'lll4tion in' 
response to intelligence objectives established by the Directo.r of 
Central Intelligertce .and departmental intelligence requirements . 

. b. To acquire operati,onal intelligence. 

· c. . To gain a propagand<t advantage. 

S. Operatit:tg principles·of the program 

a.. Defection, particularly from the USSR an,d People's Republic 
of China, should be encouraged and induced whenever there is a net 

2 
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advantage to US interests. Accordingly, US Government organizations 
should: 

(1) Encourage and induce .the defection of potend.ally 
vaJ.uable incfividuals from the areas described ':i:ft' paragraph 2a 
above. Before any US Government organization initiates 
action to .induce defection, i.t should consider whether recruit­
ment in lace would· better serve the interests .of the US. 

-. . (4) Take no action to encourage the departure of la-rge . 
numbers of nationals from .c.ountr·ies listed in ·paragraph 2a above. 

(5) 'Give priority. to the satisfaction of intelligence 
.objectives in accordance with NSCII) No.· 2. before engaging in 
psychological. exploitation cif defecto.rs. 

(6) Coordinate the implementation of overt· publicity 
concerning.defectors with the Department of State.and· the United 
States Information Agency. · 

(7) . Condq.ct c0ordination, as provided herein, so as to. 
respect the. interests' .capabilities ·and responsibilities of 
an departl!lentsand agen~ies to ensure full use of such 
capabilities in· support of the Defector Program. 

b. I 

. 6. Responsibilities of local· Defector Committees 

A local Defector Committee shall be escabl~shed abroad wherever the US 
has diplomatic representation. / \ 

<\,___ _ __,..,.._.._ __ / 

I 
l .. 
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Th~ COIDl;llitte~ may .invite representatives of other departments 
and agencies and mili.tarycommands as appropriate to participate. The local 
Defector Cotiimittee shall: . ....... . ., 

'· 

a. Meet pedodicall,y, tiot'lllally at least once quarterly, 
to coordinate interagency aspects of the Defector Program in the 
area concerned. Copies of minutes .of all local Defector Committee 
meetings shall be fonrar' ed 

e ommittee as ington. 

b. . Establish. local operating procedures fo consonance <Ji th 
this directive for the implementation of the Defector Program within 
the committee's .geographic area. Such procedures shall accopiplish 
the following: · 

(1) Provide for the secure and expeditious ieception and 
handling of_ walk,~ins and other disaffected persons. 

(2) Provide that defector status is consiqered for all 
individutils. who !lleet the criteria establ.ish~d J?y ~SCIP No. 4, 
in ~ach case balancing· the "special value'' of the defection 
against t~e risk, i.f ajl.y,. to the political. aµd diplomatic 
interests of the .. US ~. 

(3) Ensure that: 

(a) Information related. to immit\enc~ of ,hos.tilit.ies 
or threat to the security of US personnel and any US ' 
installation is procured and disseininated as a matter 
of. immediate priority .. 

. . .. ' . : ... 

. . (b) .· Bona f:!.des is established as expl\!ditiously as 
possi:Ple. 

(c) Each defectot signs. a statement.that his 
·defect.ion. is :Voluntary ;;lnd that he requests political 
asylum. 

(d) The resources and facilities of all partitipating 
US Government organizations are .. employed as· fulty as 
necessary to facilitate handling of the. individuaL 

ce> 'I 
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c. ·Consider and resolve mutual problems. When such· problems 
cannot be resolved the matter shall be referred through Central 
Intelligence Agency channels' to the Interagency Defector Committee, 
Washington, Iri such cases, representatives of other US· Government 
qrganiz.at~ons may communicate directly with their pdncipals in 
Washington on the subjects involved. If time does not permit referral 
to the Interagency Defecto'C' Committee, Washington, the matter shall be · 
submitted for decision to the senior US representative in the area. 

d. Keep the .Intel-agency Defector Committee, Washington, informed 
concerning each defector., including the status of exploitation. Appro­
priate reports on disaffected persons of potential intelligence interest 
also will be .made to the Interagency Defector Commit tee, Washington . 

. e. Establish procedures to ensure: that all· members of the local 
Defe.ctor Committee are kept currently info.fmed o:n local defector 
matters as T.Jell as applicable US policies ~nd procedures. ·. · 

· f. .Recommend to the Interageri.cy .Defector Committee, Washington, 
proposals for surfacing or the release of initial overt publicity 
concerning a,defector. ~ 

25Xl, E.0.13526 
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9. Responsibilities of the Senior US Representative in the area 

The Senior US Representative in the.area concerned will be responsible 
for: 

' ' ' 

a . Determining,\ 
. \'--..,-...,,-----.....,..-,,.....---..,,.-,.-----.,..--..,.---------"""\ the manner 

and degree to whic.h actions contemplated toward a disaffected 
person.or defector may affect the political ljlnd diplomatic interests 
of the US. · 

b. Ensuring.that appropriate US bfficiali:; not·covered by 
membership on the local defector committee, who are likely to be 
in co:ntact with disaffected persons., a-re briefed. co:ncerning defector . 

. matters as .appropriate.,·. · 

c. Providing poli~y guidance.and further assistance 
in carrying ...._---..-------.-........ .,--..,....---.,,...,..-.....,.....,...........,....,.....-...,...------

0 u t his responsib !ties under this d.irective. 

j 25x1, E.0.13526 

George Bush 
Director.of Central Intelligence 
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 

NO. 4/l (SECOND REVISIO~} ..... 

Priority List of Critical National Intelligence ObjeC:tives 
(Revised 8/ 4/ 53) · 

In accordance with DCID 4/ l, paragraph 3, the following list 
in order of priority of critical national intelligence objectives, with 
respect to the USSR and its Satellit~s (includi~g Communist China) 
is 1established; so the highest priority shall be'given to the collec­
tion of information and to the p~oduction of intellig~nce concerning 
Soviet· and Satellite capabilities and·. intentions for: 

1. taking direct military action against the Continental 
Unite.d States; · · 

2.. taking dir.~ct .. military aetion, ·~rnPi~ying USSR and 
Satellite Armed ·Forces, againljt vital l:f. s. possessions, areas 
peripheral to the Soviet Orbit, and Western Europe; 

3. conductiii.g clandestine attack 'Qy mass destruction weapons 
against the Continental ·united States, vit.al U.S. possessions, areas 
peripheral to the Sovi~t Orbit; anQ. Wes tern Europe; 

,· 

4. interfering with u. s. strategic air attack; 

5. · interferin.g with U.S .. movement of men and material by 
water transport; 

6. production and stockpiling, including location of instal­
lations and facilities, of atomic and relef.te4. we.apons, other critiCal 
weapons and equipment; and critical transportation equipment; 

7. Crea°Ung situations ·anywhere fo the world dangerO,Ufl to. 
U.S. national security, short of commitment of Soviet and Satellite 
Armed Forces, including foreign direct.ed ~al>otage and espi()~ge 
objectives; 

8. interfering ~~th U.S. political,. psychological and economic 
courses of acti9n for the achievement of critical U.S. aims and 
objectives. 

-SE§:REtLLEN W. DULLES 
~~tree ~r of. Central Intelligence 

si::e~i::r 
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(0) DIRECTOR 01" CENTRAL INTELLIGENCE DIRECTIVE 6/7 1 

(U) Intelligence Disclosure Policy 

(Effective 30 June 1998) 

(U) Pursuant to the provisions of the National Security 
Act of 1947, as amended, and Executive Order 12333, policies, 
responsibilities, and procedures are herewith established 
governing the disclosure or release of US intelligence to 
officials of foreign governments, and international 
organizations or coalition partners consisting of sovereign 
states. Nothing in this policy is intended to amend, modify, or 
derogate the authorities of the DCI contained in Statute or 
Executive Order. This DCID was previously designated DCID 5/6. 

l. Purpose 

a. (U) This directive establishe$ policy for the 
disclosure or release of classified US intelligence to 
officials of foreign governments, and international 
organizations or coalition partners consisting of sovereign 
states (hereinafter, "foreign governments"). The directive 
furthers the responsibilities of the Director of Central 
Intelligence (DCI) to protect intelligence sources and 
methods and to formulate policies concerning intelligence 
arrangements with foreign governments. 

b. (U) ~his directive also furthers the policy contained 
in Director of Central Intelligence Directive 6/6 by 
defining the categories of .intelligence information that 
may not be disclosed or released to a foreign government. 

2. Policy 

a .. (U/~) US intelligence is a national asset to be 
conserved and protected and will be shared with foreign 
governments only when consistent with US national security 
and foreign policy objectives and when an identifiable 
benefit can be expected to accrue to the United States. It 
is the policy of the US Government to share intelligence 

1This DCID was originally 5/6P. It was ren\.llliliered on 20 April 2001. 

.. 

DECLASSIFIED UNDER AUTHORITY OF THE 
INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL, 
E.O. 13526, SECTION 5.3(b)(3) 

ISCAP APPEAL NO. 2008-049, document no. 17 
DECLASSIFICATION DATE: December 02, 2016 

COUP IDEH'fIMi._I ___ __.IXl 
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with foreign governments whenever it is consistent with US 
law and clearly in the national interest to do so/ 

b. ¢; 0 Disclosure or release of intelligence 
information to coalition partners will be made pursuant to 
a Concept of Operations {CONOPS) issued by the DCI. The 
CONOPS will be coordinated with affected departments and 
agencies prior to issuance. The CONOPS shall govern the 
disclosure and release of intelligence information during 
the period covered by that document. In the absence of a 
CONOPS, the policies contained in this DCID shall apply, 
until the DCI determines whether a CONOPS is required. 

c. <£1"0 Proposals to disclose or release intelligence 
to foreign governments that are contrary to this 
Intelligence Disclosure Policy shall be submitted to the 
DCI for approval. Existing intelligence arrangements and 
directives, upon which such proposals are based, need not 
be modified, unless inconsistent with this DCID. 

d. (U//~ Information marked NOFORN or REL TO (and 
country{ies)) may not be disclosed or released to foreign 
governments not stipulated in the marking without 
originator appr9val. 

e. {U/~oeo)- Whenever feasible, intelligence that cannot 
be disclosed or released shall be separated by the use of 
tear lines, port.ion marking, and/or segregable annexes, 
from that which may be released, in accordance with the 
policies contained in DCID 6/6. 

3. Applicability 

(U) Except as expressly authorized by the DCI, the policy, 
procedures, and criteria set forth in this directive and 
its attachment shall be uniformly applied to the disclosure 
or release of US intelligence to foreign governments. 

4. Responsibilities 

a. (U) The DCI shall formulate policies concerning 
foreign intelligence and counterintelligence arrangements 
and relationships with foreign goverrunents. 

b. (U) Only Designated Intelligence Disclosure Officials 
(DIDO) may authorize the dissemination of intelligence to 
cooperating foreign goverrunents under arrangements 
established or agreed to by the DCI. 

GONFIS~H'i'IAL~I ___ __.IXl 
~~~~~~~~~~~~~~~~~~~ 

2 Withheld under statutory authority of the 
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c. (U) Officials of organizations that are not part of 
the Intelligence Community, as defined in the National 
Security Act of 1947, as amended, SO use 401a(4), and 
Executive Order 12333, intending to disclose or release US 
intelligence to foreign governments shall obtain permission 
from the DIDO of the organization that originated the 
information. 

5. Definitions 

(U) Disclosure: 
intelligence, whether 
without providing the 
for retention. 

Showing or revealing classified 
orally, in writing or any other medium, 
recipient with a copy of such information 

(U) Release: Providing the recipient of classified 
information with a copy, whether in writing or any other medium, 
of such information for retention. 

(U) Sharing: Activities involving the disclosure or 
release of intelligence. 

(U) Intelligence 
following information, 
classified pursuant to 
or successor Executive 

(and Related Materials): Includes the 
whether written or in any other medium, 
Executive Order 12958 or any predecessor 
Order: 

a. (U) Foreign intelligence and counterintelligence 
defined in the National Security Act of 1947, as amended 
and Executive Order 12333; 

b. (U//~ Information describing US foreign 
intelligence and counterintelligence activities, sources, 
methods, equipment, or methodology used for the 
acquisition, processing, or exploitation of such 
intelligence; ·foreign military hardware obtained through 
intelligence activities for exploitation and the results of 
the exploitation; and any other data resulting from US 
intelligence collection efforts; and 

c. (U//~ Information on Intelligence Conununity 
protective security programs (e.g. personnel, physical, 
technical, and information security). 

(U) Designated Intelligence Disclosure Officials (DIDO&): 
The heads of departments and agencies with 
organizations in the Intelligence Community or the heads of such 
organizations, and their specifically designated subordinates 
whose names and positions are certified to the DCI in writing, 

COMPIBE?if'f IAL~,_ ____ !Xl 
r--~~~~~~~~~~~~~~~~~~-, 
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and other US officials designated by the DCI. (See Attachment A, 
section B for DIDO authorities and responsibilities.) 

{U) Senior Official of the intelligence Community (SOXC): 
A sore is the head of an agency, office., bureau, or other 
intelligence element as identified in Section 3 of the National 
Security Act of 1947, as amended, 50 USC 40la(4), and Section 
3.4{f) {1 through 6) of Executive Order 12333. 

(U) Sanitization: The process of editing or otherwise 
altering intelligence information or reports to protect 
sensitive intelligence sources and methods, capabilities, and 
analytical procedures in order to permit wider dissemination. 

(U) Coalition: 

a. (U) An arrangement between one or more nations for 
common action; 

b. (U) Multi-national action outside the bounds of 
established alliances, usually for single occasions or 
longer cooperation in a narrow sector of common interest; 
or 

c. (U) A force composed of military elements of nations 
that have formed a temporary alliance for some specific 
purpose. 

{U) Senior Foreign Officials: Responsible foreign 
·officials or individuals who, by virtue of their positions or 
access, may directly affect policy making of recipient foreign 
governments. This includes, but is not limited to, officials of 
ministerial rank and above; national department, agency and 
service chiefs; and representatives of ambassadorial rank and 
above. 

Withheld under statutory authority of the 
Central Intelligence Agency Act of 1949 (50 
U .S.C., section 3507) 
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(U//EOYet' Attachment A to this directive sets forth 
implementing procedures, 2 including special procedures to be 
followed in coordinating, approving, and recording disclosures 
or releases to senior foreign officials or of analytical or 
esti~ative products of the Central Intelligence Agency or the 
National Intelligence Council to foreign governments. 

/SI 
Director of Central Intelligence 

30 June 1998 
Date 

2 (U) These procedures derive ftom and have the authority of the DCI Directive on Intelligence Disclosure Policy. 

COMF!'.eEH'fIAL/I l !Xl 
~~~~~~-'-~~~~~~~~~~~~ 
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A'l'TACBMJ!:N'l' A 

. (0//~ CRJ:TERIA AND PROCEDURES CONCERNING 
DISCLOSURE OP OS IN'l'ELLIGEN'CE 

(E~fective 30 June 1998) 

Nothing in this policy is intended to amend, modify, or derogate 
the authorities qf the DCI contained in Statute or Executive 
Order. 

A. (0//.Jtf.JD&Jr Intelligence Disclosure and Release Criteria 

(U//iOUO~ In accordance with the Director of Central 
Intelligence Directive, Intelligence Disclosure Policy, 
Designated Intelligence Disclosure Officials (DIDO) will use all 
of the following general criteria in determining the 
appropriateness and suitability of intelligence disclosures or 
releases to foreign governments: 

1. (U//FOYOl Disclosure or release is consistent with 
united States foreign policy and national security objectives 
concerning the recipient foreign government. 

2. (U//~ Disclosure or release can be expected to 
result in a clearly identifiable benefit to the United States, 
such as: 

a. (U//.i!OUO) Serving a specific US national purpose-­
political, economic, or military. 

b. (U//~0UO) Obtaining conunensurate information or 
services from the proposed recipient. 

c. (U//FOYO) Supporting specific bilateral or 
multilateral plans, arrangements, treaties or alliances. 

d. (U/~) Aiding US intelligence or 
counterintelligence activities. 

3. (U) It is determined that the disclosed or released 
intelligence is not likely to be used by the recipient in a 
manner ha~ful to US interests. In particular: 

Withheld under statutory authority of the 
Central Intelligence Agency Act of 1949 (50 
U.S.C., section 3507) 
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a. (U) The intelligence will not be disclosed or released 
to a third government or any other party without the 
approval of the releasing US department or agency. 

b. (U) The recipient foreign government has the 
capability and intent to provide to US intelligence the 
same degree of protection provided it by the United States. 

c. (U) The intelligence will not be used for other than 
the stated purpose without the approval of the releasing 
department or agency. 3 

I 25Xl, E.0.13526 

B. (U) General Procedures for the Disclosure or Release of US 
I:ntelligence 

1. (U//~ In implementing the policies, procedures, 
and criteria contained herein for the disclosure or release of 
intelligence, DIDOs also will be governed by procedures and 
guidance contained in the documents below, and other DCI 
procedures and guidance. The provisions of this DCID will take 
precedence. 

a. (U//FOtl'O) Signals Intelligence Security Regulations 
(SISR) issued by the DCI, which provide guidance on the 
release of signals intelligence; 

b. (U//~ DCI Directive 6/6: Security Controls on the 
Dissemination of Intelligence Information, which 
establishes common controls and procedures for the 
dissemination and use of int~lligence; 

I 25Xl, E.0.13526 

d. (U//~ National Imagery and Mapping Agency (NIMA) 
_I_ma___.g ..... e_r_.Y.___P_o_l_i_c_.y~S_e...,....,.r_i_e_s ( I PS) , which contains detai 1 ed 
guidance on the disclosure and release of imagery 
intelligence; 

3 (U/~) In documentary releases a statement will be included in transmittal correspondence or affixed to the 
document itself indicating that the information is provided with the understanding that the recipient wilt comply 
with the conditions above. Whenever appropriate, a similar statement of caution will be included in oraVvisual 
disclosures. 

Withheld under statutory authority of the 
Central Intelligence Agency Act of 1949 (50 
U.S.C., section 3507) 
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e. (U//i:GYe1 National Policy and Procedures for the 
Disclosure of Classified Military Information to Foreign 
Governments and International Organizations (NDP-1), issued 
pursuant to National Security Decisipn Memorandum 119, 
which governs the release of classified military 
information including military intelligence; 

f. 

I 25Xl, E.0.13526 

g. (U//EOUO-) National Policy Governing the Disclosure or 
Release of Communications Security Information to Foreign 
Governments and International Organizations, issued by the 
National Security Telecommunications and Information 
Systems Security Committee (NSTISSC) which provides release 
requirements for communications Security; 

""' 
h. i..er---i DCI issued Concept of Operations (CONOPS) for 
US i~t~ence support; and 

I 25Xl, E.0.13526 

j. (U//~) Measurement and Signature Intelligence 
(MASINT) Policy Series, issued by the Central MASINT 
Office (CMO), which provide guidance on the release of 
MASINT. 

2. (U//~OUO) DIDOs may authorize the release or 
disclosure of uncaveated intelligence to foreign governments in 
accordance with the criteria in paragraph A above and Section 
VII.B, DCID 6/6. 

3 .. 

I 25Xl, E.0.13526 

4. (U) DIDOs will, in addition: 

a. (U) Follow disclosure and release guidelines issued by 
the DCI to cover specific situations. 

CONFIDEM'fIAI:i/ j j;xl 

8 Withheld under statutory authority of the 
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c. (0) :Intelligence Which May Not Be Disclosed or Released 

~c===J The following intelligence may not be disclosed or 
released to a foreign government in accordance with DCID 6/6: 

1. 

2. 

3. 

4. 

5. 

I 25Xl, E.0.13526 
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9 

-CO~ff I DENTIA:t 

.--~~~~~~~~~~~~~~~~~ 

Withheld under statutory authority of the 
Central Intelligence Agency Act of 1949 (50 
U.S.C., section 3507) 



C01035139 

6. 

b. 

c. 

CONFIDENTIAL Withheld under statutory authority of the 
Central Intelligence Agency Act of 1949 (50 
t: .S.C., section 3507) 
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d. ~ I Identification of a specific ~ource, either by 
name, title, or position, as the provider of intelligence 
information; or the disclosure of other information that 
reasonably could be expected to jeopardi~e sources and 
methods. 

8. 

9. I 
I 25Xl, E.0.13526 
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D. (U) Special Procedures for Disclosures or Releases to 
Senior Foreign Officials or of Analytical and Estimative 
Products of the Central Intelligence Agency and. the 
National Xntelligence Council to Foreigu Gove:r:a:ments 

I 25Xl, E.0.13526 

1. 

2. 

3. 
I 25Xl, E.0.13526 

4. 
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6. 

E. (0) oversight and Recordkeeping Provisions 

1. 
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3. (U) Failure to comply with the provisions of this DCID 
could result in the loss of intelligence access for the 
officials involved. 
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 7/3 

(U) INFORMATION OPERATIONS AND INTELLIGENCE COMMUNITY 
RELATED ACTIVITIES 

(Effective 01 July 1999) 
(Administratively updated 5 June 2003) 

1. REFERENCES. 

a) (U) DCID 5/1, "Espionage and Counterintelligence 
Activities Abroad," 19 Dec 1984 

b) (U) NSCID 5, "U.S. Espionage and Counterintelligence 
Activities Abroad," 19 Dec 1984 

c) (U) NSCID 6, ''Signals Intelligence," 17 Feb 1972 
d) (U) NSD 42,. "National Policy for the Security of 

National Security Telecommunications and Information 
Systems,• 05 Jul 1990 

e) (U) Presidential Decision Directive/NSC-63 (PDD-63}, 
"Critical Infrastructure Protection, " 22 May 1998 

f} (U) Memorandum of Agreement on Oversight Board for 
Private Sector Relationships, 05 Jun 1998 

g) (U) Charter of the National Special Communications 
Working Group (NSCWG), 07 Jan 1997 

h) (U) Memorandum of Agreement concerning Deconfliction of 
Computer Network Operations (CNO), 01 Jul 1999 

i) (U) Charter of the Bilateral· Information Operations 
Steering Group (BIOSG), 14 Apr 1998 

j) (U) DCID 5/6, "Intelligence Disclosure Policy, 11 

30 Jun 1998 
k) (U) National Security Act (NSA) of 1947, as amended 
1) (U) Title 10, U.S. Code (Armed Forces) 
rn) (U) MOA Between DoD and the IC Regarding the Information 

Operations Technology Center (!OTC), 
04 Mar 1997 

n) (U) Concept of Operations (CONOP) for the Information 
Operations Technology Center (!OTC}, 
04 Mar 1997 

o} (U) Title 50, U.S. Code 

2. PtTRPOSE. 

UNDER AUTHORITY OF THE 
INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL, 
E.O. 13526, SECTION 5.3(b)(3) 

I ISCAP APPEAL NO. 2008-049, document no. 18 
I DECLAS~l~ICATl?N DATE: Dec~mber 02, 2016 

------····_J 

SECRETJ.._ __ ___.t/Xl Withheld under statutory authority of the 
Central Intelligence Agency Act of 1949 (50 

SECRET 
U.S.C., section 3507) 



C01035142 SECRET 
Withheld under statutory authority of the 
Central Intelligence Agency Act of 1949 (50 
U.S.C., section 3507) 

~rl._ __ __.lrx 1 

(U) This directive sets forth the responsibilities of 
Intelligence Community (IC) components in the conduct and 
coordination of: 

• (U) Information Operations (IO), 
• (U) Intelligence and related support to IO, and 
• (U//~ Deconfliction of specific computer network 

operations (CNO) conducted by National Foreign Intelligence 
Program (NFIP) agencies. 

3 • AtJ'l'BOllI:'fI:ES • 

(U/~ This DCID does not affect the authorities, 
responsibilities, and restrictions relating to components of the 
IC and the Department of Defense (DoD) that are set out in 
existing statutes, executive orders, and policy directives such 
as Presidential Decision Directives (PDDs), National Security 
Council Intelligence Directives (NSCIDs) 1 and other DCIDs, in 
particular the requirements under reference (a) for coordination 
of espionage and counterintelligence activities abroad. This 
DCID clarifies the DCI authorities under which IC elements may 
carry out computer network attack (CNA) and computer network 
exploitation (CNE) using NFIP funds. 

4 • DEl'INI:TIONS. 

A. (U) The definition of information operations (IO) is: 
"Actions taken to affect adversary information and information 
systems while defending one's own information and inform~tion 
systems." 

B. (O//~ Information Operations is an integrating strategy. 
Although still evolving, the fundamental concept of IO is to 
integrate different activities to affect decision making 
processes, information systems, and supporting information 
infrastructures to achieve specific objectives, as well as to 
protect and defend friendly information and information 
infrastructures. IC IO-related activities include CNE and other 
supporting intelligence activities. 

5. DISCUSSION. 

A. (U//~ The concept of Information Operations (IO) emerged 
against the backdrop of the explosive growth of information 
technology. IO has made use of electronic warfare (EW), 
psychological operations (PSYOP), military deception, operational 
security (OPSECl, and physical destruction. The. rapid spread of 
computers and computer networks has led to their inclusion as 
instruments for attacking and influencing information 
infrastructures. Withheld under statutory authority of the 

Central Intelligence Agency Act of 1949 (50 
I;.S.C., section 3507) 
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B. (U//F.ouol Computer network operations (CNOl comprises 
computer network exploitation (CNE) -- denoting a broad range of 
intelligence collection activity; computer network attack (CNA) -· 
- denoting attacks on computer systems and networks; and computer 
network defense (CNDl - denoting actions taken to protect U.S. 
computer systems and networks and possibly those of allies and 
coa.lition partners. CNE is an intelligen_ce collection activity 
and, while not viewed as an integral pillar of DoD IO doctrine, 
it is recognized as an IO-related activity that requires 
deconfliction with IO. There are interdependencies and 
relationships among CNE, CNA, CND, and other IC activities in 
support of IO which may require mechanisms to ensure proper 
deconfliction or coordination among those NFIP funded IC elements 
that engage in these activities. 

C. (U//F.Pt10'> IC IO activities include conducting, with proper 
authorization, covert action, including CNA. IC elements 
authorized to conduct CNA under DCI authorities in peacetime will 
be specified by a Presidential Finding. 

D. (Ul IC IO-related activities include: 

• (Ul Collecting, processing, analyzing, and disseminating 
foreign intelligence and counterintelligence on IO. 

• (U) Conducting CNE, in accordance with the authorities 
described in references ·(b) and (c). 

• (Ul Supporting other U.S. government organizations in the 
conduct of their IO missions. 

• (U) Ensuring effective warning and defense against IO. 
• (U) Performing computer network defense (CND) activities 

-commensurate with established legal statutes or the 
technical direction provided by NSA/CSS, as specified in 
reference (d), or the National Infrastructure Protection 
Center (NIPC), as set forth in reference (e). 

6. DBCONl'LtC'l'ION'. 

A. (U) While this DCID does not address every contingency, IO 
and IO-related activities specified in paragraphs 6.C and 6.D 
shall be deconflicted and mutually supporting. Deconfliction 
mechanisms shall be established to guarantee compatibility within 
areas of common concern. 

B. (U) To support the establishment of deconfliction processes, 
it is important to initially identify the 
applicable authority for an action so that a~tivities can be 
conducted within an appropriate legal context and oversight 
requirements can be satisfied. The nature and the context of an 
activity will determine the applicable legal authority for the 
activity (i.e., the authority under which an activity is 
conducted) . The following guidelines shall apply: 

SECRET,1._ __ -'l/X I i 
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1) (U) The criterion for identifying the applicable 
authority for a proposed activity shall be the "primary 
purpose" of the activity. For example, if the "primary 
purpose" of an activity is foreign intelligence (FI) 
collection, FI collection authorities shall prevail, 
notwithstanding the fact that the activity may have other 
purposes. 

2) (U) The nature and context of the activity, and not the 
U.S. Government entity that conducts it, shall determine the 
applicable authority. 

C. .1,.8"'/ D The Oversight Board for Private Sector Relationships 
(reference f) and the National Special Communications Working 
Group (NSCWG) (reference g) exist to deconflict mission related 
industrial relations and special communications, respectively. 
They shall be expanded to include new membership as appropriate. 

D. 1--8"7 0 CNA/E Deconfliction process. CIA and NSA will 
jointly manage, as an IC service of common concern, an 
Interagency Target Register (ITR) to deconflict IC CNA and CNE 
operations. IC elements conducting CNA or CNE operations under 
DCI authorities shall deconflict their operations within the ITR 
structure according to ITR procedures and appropriate access 
negotiated with the principal signatories to the MOA cited in 
reference (h). The IC recognizes a need to establish procedures 
for deconflicting CNE activities with other appropriate U.S. 
agencies. 

E. 

I E.O. 13526, section l.4(c) 

Withheld from public release under 
§6 of the National Security Act of 1959, 
50 U.S.C. 3605 (P.L. 86-36) 

7. IMPLEMENTATION. 

(U) Except where covered by existing policies, IC IO-related 
responsibilities are listed below. 

A. (U) The Deputy Director of Central Intelligence for 
Community Management (DDCI/CM) shall: 

I 

£ECRE=rA~--~'''X I 
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1) (U) Serve as the IC focal point for IO strategic 
planning and policy coordination within the IC and 
with the Bilateral Information Operations Steering 
Group (BIOSG) (per reference i). 

2) (U) Represent IC organizations that are not already 
represented on the BIOSG. 

3) (U) Provide administrative and staff support to 
the Secretariat of the BIOSG (per reference i). 

4) (U) Oversee implementation of this DCID. 

B. (U) The Assistant Secretary of State for 
and Research (I&R) shall: 

Intelligence 

l) (U) Support the Chiefs of Mission in their review of 
the implications of contemplated IO.for foreign 
affairs and diplomatic relations pursuant to reference 
(a). . 

2) (U) Pursuant to reference (j), review the 
implications of contemplated sharing of intelligence 
on foreign IO programs with allies or other foreign 
entities. 

C. (U) The National Intelligence Officers (NIOs) for Warning 
and for Science & Technology shall jointly provide the DCI 
and other IC elements with appropriate strategic warning 
against IO. 

D. (U) Consistent with the National Security Act of 1947 
(reference k), the DCI has assigned the following tasks, 
which, pursuant to lO·USC 113 (reference' 1), the Secretary 
of Defense has directed the DoD components listed below to 
execute. 

l) (U) The Director, National Security Agency/Chief 
Central Security Service (DIRNSA/~CSS) shall: 

i. (U) Integrate CNA, CNE, and CND tools, 
techniques, and technology into the SIGINT and 
INFOSEC communities. 

ii. (U) Train, equip, and organize the U.S. 
Cryptologic System to support the CNE, CNA, and 
CND requirements needs of its customers. 

iii.(U) Provide IO-related military targeting 
support. 

iv. (U) Provide intelligence gain/loss assessments in 
response to CINC IO targeting. 

v. (U) Develop and support analytic modeling 
and simulation techniques to support CNA/CNE 
efforts. 

-SECRETA._ __ __.l!X l 
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2) (U) The Director, Defense Intelligence Agency 
(D/DIA) shall: 

i. (U) Ensure that DIA is postured to support 
the full range of IO activities, both offensive 
and defensive, including psychological operations, 
military deception, electronic warfare, computer 
network operations, operations security, and 
physical destruction. 

ii. (U) Train and equip the Defense HUMINT Service 
(DHS) to support the IO requirements of its 
customers. 

iii.(U) Provide IO-related military targeting 
support. · 

iv. (U) Perform all-source analysis, production, 
dissemination, and provision of military and 
military-related intelligence on foreign 
information infrastructures and foreign 
information threats for the Secretary of Defense, 
Joint Chiefs of Staff, other defense components, 
and, as appropriate, non-defense agencies. 

v. (U) Pursuant to existing DoD directives, 
instructions and other guidance, conduct Human 
Factors intelligence support for the full range of 
IO. 

vi. (U) Pursuant to DoD requirements, provide 
strategic indications and warning for IO. 

vii. (U) Provide political-military assessments in 
response to CINC IO targeting. 

3) (U) The Director, National Imagery and Mapping 
Agency (D/NIMA) shall: 

i. (U) Conduct imagery and geospatial analysis 
to identify critical foreign information 
infrastructures and assess their 
interdependencies. 

ii. (Ul In partnership with other IC elements, 
provide targeting support to IO. This includes 
identifying physical targets, developing targeting 
packages and preparing combat assessments. 

iii. (U) With approved tasking, help identify 
vulnerabilities to key U.S. infrastructures (CONUS 
and OCONUS) in order to contribute to more 
effective defensive IO practices. 

iv. (U) Provide o~her imagery and geospatial 
information support to IC and DoD IO efforts in a 
timely and effective manner. 

v. (U) Ensure IO requirements are included in any 
delineation and assessment of future requirements. 

SECRET,j._ ...,,..... _ __.ltX~l ______________ _..__, 
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5) (U) The Director of the Information Operations 
Technology Center (D/IOTC) shall execute 
responsibilities in accordance with references (m) and 
(n). 

E. (U) The Director, Federal Bureau of Investigation (D/FBI) 
shall: 

1) (U) Provide available, releasable information 
and operational support that may assist in the 
planning or execution of an IO activity by IC 
and DOD. . 

2) (U) ' Assist other agencies in assessing the risks of 
planned IO activities to the U.S. information 
infrastructure. 

3) (U) Keep the U.S. private sector and Government at 
all levels informed of threats to the U.S. information 
infrastructure that may arise from IO activities 
without divulging U.S. plans or intentions. 

4) (U) Develop and deploy tools to reduce the risk of 
penetration, corruption, and disruption of critical 
U.S. information systems and networks. 

5) (U) Investigate IO intrusions ·and attacks against 
information networks and systems in the United States. 

F. (U) All IC Element Heads shall: 

1) (U) Provide the DDCI/CM with the information 
required to assist the DCI in implementing this 
directive. 

~~.._-~t;x1 
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2) t.S1 Cooperate closely with the IOTC to ensure 
consistency between the CNA and dual purpose (CNE) 
techniques contained in. the Toolbox and any other 
developing or employed capabilities. 

3) (U) Take reasonable steps to protect their own 
systems from hostile CNA and CNE. 

8. REVIEW. 

(U) The DDCI/CM shall coordinate the IC's annual review of this 
DCID for currency and completeness. 

//s// George J. Tenet 

DIR.BC'l'OR OF CENTRAL IN"l'ELLIGENCE 

J.uly 1, 1999 

DA'l'E 

Withheld under statutory authority of the 
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APPENDIX A 

Definitions of Terms Osed in this Directive 

Computer Network Attack (CNA): (U) Operations to manipulate, 
disrupt, deny, degrade, or destroy information resident in 
computers and computer networks, or the computers and networks 
themselves. 

Computer Network Defeuse (CND): (Ul Efforts to defend against 
the CNO of others, especially that directed against U.S. and 
allied computers and networks. 

Computer Network Exploitation (CNE): (U) Intelligence collection 
and enabling operations to gather data from target or adversary 
automated information s sterns (AIS) or networks. 

I E.O. 13526, section I.4(c) 

Computer Network Operations (CNO): (U) CNE, CNA, an.d CND 
collectively. 

Covert Action: (U) Refer to Section 503 of the National Security 
Act of 1947, Title V (50 u.s.c. 413-413b) {references k and o) 
and related legislation. [Related legislation includes the 1991 
Intelligence Authorization Act and 102d Congress Report SENATE 
First Session 102-85 and House Conference Report 102-166.] 
Section 503 refers to covert action as, " ... an activity or 
activities of the United States Government to influence 
political, economic, or military conditions abroad, where it is 
intended that the role of the United States Government will not 
be· apparent or acknowledged publicly, but does. not include--

{U) ... activities the primary purpose of which is to 
acquire intelligence, traditional counterintelligence 
activities, traditional activities to improve or maintain 
the security of United States Government programs, or 
administrative activities; 
... traditional diplomatic or military activities or 
routine support.to such activities: ... traditional law 
enforcement activities conducted by United States Government 
law _enforcement agencies or routine s.upport to such 

SECRET! trx \ 
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activities; or ... activities to provide routine support 
to the overt activities ... of other United States 
Government agencies abroad." (Special Activities is a 
euphemism for covert action; as such it is redundant to 
include it here.) 

Deception: (U) Th.ose measures designed to mislead an ·adversary 
by manipulation, distortion, or falsification of evidence to 
induce him to react in a manner prejudicial to his interests. 

25Xl, E.0.13526 

Electronic Warfare: (U) The use of electromagnetic and directed 
energy to control the electromagnetic spectrum or to attack an 
adversary. 

Human Factors: (U) The psychological, cultural, behavioral, and 
other human attributes that influence decision making, the flow 
of information, and the interpretation of information by 
individuals or groups at any level in a· state or organization. 

Znformation Operations (ZO)s (U) Actions taken to affect 
adversary information and information systems while defending 
one's own information and information systems. 

:Information System: (U) The organizations, personnel, and 
components that collect, process, store, transmit, display, 
disseminate and act on information. 

Operations Security (OPSEC): (U) A process of .identifying 
critical information and subsequently analyzing friendly actions 
attendant to military operations and other activities to: a. 
Identify those actions that can be observed by adversary 
intelligence systems; b. Determine indicators hostile 
intelligence systems might obtain that could be interpreted or 
pieced together to derive critical information in time to be 
useful eo adversaries; c. Select and exec~te measures that 
eliminate or reduce to an acceptable level the vulnerabilities of 
friendly actions to adversary exploitation. 

Physical Destruction: (U) Referred to in Joint military doctrine 
as one of the core di.sciplines of IO. Note: Not all physical 
destruction is IO nor related to it. Physical destruction can be 
used to further tactical, operational, and/or strategic IO 
objectives. Examples include destroying command and control 
facilities, communications links, and components supplying energy 
to power communications. 
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Psycholo~ical OparatioDs: (U) Planned operations to convey 
selected information and indicators to foreign audiences to 
influence their emotions, motives, objective reasoning, and · 
ultimately the behavior of foreign governments, organizations, 
groups, and individuals. The purpose of psychological operations 
or PSYOPs is to induce or reinforce foreign attitudes and 
behavior favorable to the originator's objectives. 

Special Commu.DicatioDs: (U//~ The relay of U.S. government 
or allied signals from or into areas typically characterized by 
an intense counterintelligence or operational security 
environment, usually in support of covert or clandestine 
intelligence or military operations, or sensitive overseas law 
enforcement activities. 

SECRE'f f ~,_ __ _,rx l 
..------------------------, 11 

Withheld under statutory authority of the 
Central Intelligence Agency Act of 1949 (50 
U.S.C., section 3507) -SEC~E 1-

L~----~---------~--------------------~ -----······--------


	CoverPaqeTemplateR.pdf
	Description of document: Eighteen (18) Director of Central Intelligence Directives (DCIDs), 1976-2003
	ISCAP release 06-December-2016
	Posted date: 26-December-2016
	Note: Material released under ISCAP appeal
	Source of document: Mandatory Declassification Review Request Information and Privacy Coordinator Central Intelligence Agency Washington, D.C. 20505


