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Interagency Security Classification Appeals Panel

c/o Information Security Oversight Office
700 Pennsylvania Avenue, N.W., Room 100
Washington, D.C. 20408
Telephone: (202) 357-5250
Fax: (202) 357-5907
E-mail: iscap@nara.gov

EXECUTIVE SECRETARY

William A. Cira,

Acting Director
INFORMATION SECURITY
OVERSIGHT OFFICE

Please be advised that the Interagency Security Classification Appeals Panel (ISCAP) has
concluded its consideration of the mandatory declassification review appeal 2008-049 filed by
you and that the 60-day period during which an agency head may appeal an ISCAP decision to
the President has expired. Enclosed are copies of the documents and a chart that outlines the
ISCAP decisions on the records under appeal. With the exception of any information that is
otherwise authorized and warranted for withholding under applicable law, we are releasing all
information declassified by the ISCAP to you. If you have questions about this appeal, please
contact William Carpenter of my staff at (202) 357-5250.

Sincerely,

WILLIAM A. CIRA
Executive Secretary

Enclosures

cc: Mr. Joseph W. Lambert
Central Intelligence Agency Member of the ISCAP
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 1/8

MANAGEMENT OF NATIONAL IMAGERY, IMAGERY INTELLIGENCE,
GEOSPATIAL ACTIVITIES, AND RELATED INFORMATION

DECLASSIFIED UNDER AUTHORITY OF THE

(EFFECTIVE 21 March 2001)

(U7 /80897 Pursuant to the National Security Act of 1947, as
amended; the National Imagery and Mapping Agency Act of
1996; Executive Order 12333; Executive Order 12591;
Presidential Decision Directive 49, and other applicable
statutes, Presidential orders, and directives, the Director
of Central Intelligence {(DCI) establishes these policies and
| procedures for the management of national imagery, imagery
intelligence, geospatial activities, and related matters.
Applicable provisions cited in DCID 1/1 (19 November 1538)
and the Memorandum of Agreement (MOA), Between The Secretary
of Defense and The Director of Central Intelligence on The
National Imagery and Mapping Agency dated 16 October 1998
and 11 February 2000, respectively, are included by
reference. ?

INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL,

E.O. 13526, SECTION 5.3(b)(3)
DECLASSIFICATION DATE: December 02, 2016

ISCAP APPEAL NO. 2008-049, document no. 1

I. (O//¥080rT Purpose

This directive sets forth responsibilities and policies of
the DCI and Intelligence Community (IC) elements and
establishes DCI policies and procedures for managing
national imagery, imagery intelligence, and geospatial
activities and information to satisfy the US Government's
intelligence needs consistent with the protection of
intelligence sources and methods. Nothing in this directive -
is intended to modify the authorities of the heads of
executive departments or agencies, consistent with the
authorities and responsibilities of the DCI, to manage
elements of the IC under their responsibilities.

‘IX. (OU//ReP0r Policy

Imagery, imagery intelligence, geospatial activities,
related information, and assets must be managed to provide
timely and accurate support to the President, National
Security Council, the departments and agencies of the United
States and the Congress. With due regard for the protection
of intelligence sources and methods, the DCI will foster and
support IC collaboration and innovation across intelligence

' This Directive rescinds DCID 2/4, dated ¢ September 1982, and DCID 2/9, dated 1 June 1992,
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disciplines, recognize the needs of national and
departmental intelligence consumers, establish a framework
for national and internatiocnal relationships, and ensure
elimination of waste and unnecessary duplication. All IC
elements with responsibilities for overseeing and conducting
activities relating to intelligence reguirements and the
application of IC collection, analytic, and production
capabilities will play an integral, mutually supportive role
under this and other applicable directives. These elements
shall collaborate to ensure that activities addressed by
this directive and other intelligence activities are
consistent and complementary, and shall refer ambiguities in
responsibilities or missions to the Deputy Director of
Central Intelligence for Community Management (DDCI/CM) for
resclution. :

IIX. ‘}sf Responsibilities

A. _(87 General

Congistent with applicable law, the DCI will establish,
approve, and support policies, prioritized requirements, and
collaborative mechanisms to govern, oversee, and clarify
responsibilities relating to national imagery collection,
analytic, and production resources and activities, including
foreign intelligence-sharing arrangements; support national
policymakers and other intelligence customers; support all-
source analysis and production and c¢landestine operations;
develop and implement programs and policies to review and
correct deficiencies in the national imagery missions;
eliminate waste and unnecessary duplication; integrate
imagery operations across the IC and consumer communities;
and provide for appropriate dissemination and release of
imagery and related information.

B. &7 Deggtx Director of Central Intelligence for
Community Managemant (DDCI/CM)

1. (U//pev®t The DDCI/CM, subject to the guidance and
direction of the DCI and, as appropriate, through the
Assistant Director of Central Intelligence for Analysis and
Production {(ADCI/AP) and the Assistant Director of Central
Intelligence for Collection (ADCI/C), shall:

a. Advise and assist the DCI in carrying out the DCI's
Community-wide management responsibilities related
to this directive, to include ensuring and
overseeing the efficient and effective tasking,
collection, analysis, production, and dissemination
of imagery and imagery intelligence.

2
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b. Serve as the principal officer for
coordination, approval, and oversight of IC
imagery, imagery intelligence, and related policies
and activities inveolving foreign cooperative
arrangements.

c. Provide policy guidance and direction to DCI
committees,

2. 487 The ADCI/AP and the ADCI/C are the DCI's
designees for establishing priorities and resolution of
conflicts regarding the prioritization of national imagery
requirements and collection tasking priorities,
respectively, if these requirements and priorities cannot be
resolved in Community fora.

C. 48 DCI Committees

1. 48Fr The Remote Sensing Committee (RSCOM) is the
principal Intelligence Community policy and planning group
for imagery, imagery intelligence, and related geospatial
activities under this directive and ghall carry out its
assigned functions pursuant to the “DCI Implementation of
Forelgn Remote Sensing Policy,* dated 15 June 1598, or
successor direction. . The RSCOM shall:

a. (27 ‘Advise and support the DDCI/CM and the IC
peputies and Principals Committees on policy issues
and oversight of assigned remote sensing and related
activities, to include programs for sharing national
imagery, remote sensing technology., and related
capabilities with allies, c¢oalition partners,
international organizations, and others, as
appropriate.

b. (U//Eeu¥er~ Serve as the principal IC vehicle to
coordinate remote sensing policy and will, as ’
appropriate, commission and review assessments of
remote sensing capabilities, risks, and forecasts
conducted by member organizations.

2. (U//¥6¥8) The Operations Committee (OPSCOM) is the
DCI's Community forum responsible for:

a. Reviewing and advising the DCI's designees on
imagery collection priorities and tasking.

—SBERER/ /X1
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b. Supporting, as appropriate, the effective
management of the collection tasking, processing,
production, exploitation, and dissemination
processes.

>

D. }83 National Imagery and Mapping Agency

1. {U//EQUSY The National Imagery and Mapping Agency
{NIMA} is the principal IC element with responsibilities
relating to national imagery, imagery intelligence, and
geospatial activities and related matters.

2. {U/ /#08€r The Director, NIMA (D/NIMA), in
accordance with applicable laws, policies, and DCI and other
applicable directives and guidance, and as appropriate on
behalf of the Secretary of Defense and pursuant to agreement
between the DCI and the Secretary of Defense, is the DCI's

‘principal imagery advisor and shall:

a. (U//Feber Support the approved imagery
intelligence regquirements of the IC and other US
departments, agencies, and customers, to include
provisiocn of timely and accurate processing,
production, exploitation, "and dissemination of
imagery, ilmagery intelligence, and geospatial
information, consistent with the protection of
intelligence sources and methods.

b. (U//E8Ber To help ensure the promulgation and
implementation of DCI policies related to imagery,
imagery intelligence, and related geospatial
activities and information:

i. Formulate, coordinate and, upon DCI approval,
implement policies, directives, manuals, and
guidance relating to national imagery and imagery
intelligence activities and related information
and derived product, including related geospatial
product. . ~

ii. Formulate, coordinate and, upon DCI approval,
implement national imagery policy, to include
national imagery security policy, governing the
use of products from national satellite and
airborne reconnaissance systems for intelligence
peolicy and geospatial applications, and for other
appropriate functions in support of Federal
departments and agencies.

4 -
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iii. Maintain the DCI's Imagery Policy Series
(IPS) and implement DCI policies relating to
imagery-derived products, historical satellite
and airborne imagery, sensitive signatures,
domestic imagery, data releasability, and related
functions. ‘

iv. Coordinate special controls on various
imagery products through the Controlled Access
Program Coordination Office (CAPCO) in the
Community Management Staff (CMS).

v. Establish and maintain IC fora, such as the
Imagery Policy and Security Committee (IPSCOM) or
other committees and processes, as needed, to
assist in the formulation and implementation of
DCI imagery policies and forward matters that
cannot be resolved in Community fora to the DCI
or designee for decision.

c. 487 Ensure the effective management of
processes for the collection tasking, processing,
production, exploitation, and dissemination of
imagery:; to include implementing decisions of the
DCI's designees for the approval of collection
requirements levied on national imagery assets,
determination of priorities for such requirements,
and resolution of conflicts in such priorities
except as may be agreed between the DCI and the
Secretary of Defense pursuant to the direction of
the President. )

K]

d. (U//¥6%®) Serve as the Program Manager for the
National Imagery and Mapping Program within the
National Foreign Intelligence Program (NFIP).

e. (U//Epuer™ Serve as the IC Functional Manager j
for imagery, imagery intelligence, and gecspatial
investment activities. |

f. (U//E0UST Manage an archive of national and

commercial imagery, imagery intelligence, and

geospatial information on behalf of the IC and ‘
authorized users. f

g. (U//®2e¥8) Perform such other functions related

to naticonal imagery, imagery intelligence, and

geospatial activities and information as set forth !
in applicable directive, MOA, or as assigned . (
pursuant to applicable authorities. 1

s |
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L. {(U//B0Bey Provide administrative support to the
QPSCOHM.

E. (87 Imagery Reguirements and Collection Tasking,
Analysis, and Production

1.

+

a.

(U/ /FoU8— Imagery and Imagery Intelligence

Requirements

With the advice of the OPSCOM, the D/NIMA will:

Review substantive imagery, imagery intelligence,
and geospatial information collection, expleoitation,
and analytic and production requirements and
priorities.

b. Develop and submit tc the National Intelligence
Production Beoard a consolidated statement of these
requirements and priorities in accordance with the
policies and procedures established by the ADCI/AP.

487 Collection Tasking

a. (U//EQUOy~ The Chairman, OPSCOM, appointed by
the DCI after consideration of candidates
recommended by the D/NIMA, is responsible for the
day-to-day approval of collection reguirements
levied on national imagery collection assets;
determination of priorities for such requirements;
and resolution of conflicts in such priorities in
accordance with applicable law, presidential
directive, and MOA.

/
b. {(U//E8B6+ The Chairman, OP3CCM, shall resolve
conflicts in collection tasking pricrities subject
to the guidance and directiocn of the ADCI/C and the
ADCI/AP, except as otherwise agreed between the DCI
and the Secretary of Defense pursuant to the
direction of the President.

c. 87 The Chairman, OPSCOM, shall make
recommendations to the D/NIMA and the ADCI/C on
advisory tasking for theater and tactical assets and
on opportunities for Department of Defense imagery
collection elements to meet national intelligence
and other imagery requirements when these elements
are assigned to or under the operational control of
the Secretary of a Military Department or the
Commander of a Combatant Command,

6
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h. (U//E@Uﬁr Provide administrative support to the
OPSCOM. ' ’

E. (8) Imagery Requirements and Collection Tasking,
Analyeis, and Producticn

1.

a.

{(U/ /PGB Imagery and Imagery Intelligence

Requirements

With the advice of the OPSCOM, the D/NIMA will:

Review substantive imagery, imagery intelligence,

and geospatial information collection, exploitation, -

and analytic and production requirements and
priorities. .

k. Develop and submit to the National Intelligence
Production Board a consolidated statement of these
regquirements and priorities in accordance with the
policies and procedures established by the ADCI/AP.

A48T Collection Tasking

a. (u//Pe¥® The Chairman, OPSCOM, appointed by
the DCI after consideration of candidates
recommended by the D/NIMA, is responsible for the
day-~to-day approval of collection regquirements
levied on naticnal imagery collection assets;
determination of priorities for such requirements;

and resolution of conflicts in such priorities in

accordance with applicable law, presidential
directive, and MOA.

b, (U//8089r The Chairman, COPSCOM, shall resoclve
conflicts in collection tasking priorities subject
to the guidance and direction of the ADCI/C and the
ADCI/AP, except as otherwise agreed between the DCI
and the Secretary of Defense pursuant to the
direction of the President.

¢. 487 7The Chairman, OPSCOM, shall make
recommendations to the D/NIMA and the ADCI/C on
advisory tasking for theater and tactical assets and
on opportunities for Department of Defense imagery
collection elements to meet national intelligence
and other imagery requirements when these elements
are assigned to or under the operational control of
the Secretary of a Military Department or the
Commander of a Combatant Command,

6
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3. ({U//EQUed~ Analysis and Production

a. The ADCI/AP and D/NIMA shall keep the DCI
advised of efforts to ehsure that imagery
intelligence support to all~-source analysis and
production is in no way degraded or compromised, and
advised of the adequacy of existing capabilities,
processes, and infrastructure.

b. The D/NIMA will support the DDCI/CM and the
designee of the Secretary of Defense in their joint
responsibilities to determine policies and programs
necessary to review and correct deficiencies
identified in the capabilities of the imagery and
geospatial communities to accomplish assigned
national missions, including support to the all-
source analysis and production process.

F. A8) Foreigm Disclosure oxr Dissemination of Imagery,

Imagery Intelligence, and Related Geospatial Information

1. {U//Feu¥ed The foreign disclosure or release of
imagery, imagery intelligence, and imagery derived products,
including related geospatial information and support will be
governed by DCID 6/7: Intelligence Disclosure Policy, and
other applicable policies, directives, and procedures.

2. 4&r The RSCOM is the DCI's policy forum for the
development of remote sensing cooperative arrangements as
well as remote sensing exports and transfers. Lead agencies
shall coordinate with the RSCOM regarding potential foreign
cooperative arrangements and support relating to imagery,
imagery intelligence, and imagery derived product, including
related geospatial information, and related support to
intelligence or security services or other entities of
foreign countries and international organizations.

3. (U//F0H¥6) The IPSCOM is the Community forum for
review and coordination of imagery classification and
handling guidance, including guidelines and techniques for
processing and marking imagery and derived product for
disclosure or release.

4. (U//P6W83 Requests for foreign disclosure or
release of imagery, imagery intelligence, or related derived
product that cannot be resolved in Community fora consistent
with DCID 6/7 must be submitted to the DCI or designee for
approval.

—SEERBTY /X1
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5. (U//808€r The D/NIMA shall, in coordination with
appropriate IC elements, develop for DCI approval policies,
procedures, and guidance, consistent with DCID 6/7 and
policy guidance from the RSCOM, for the disclosure and
release of imagery, imagery intelligence, related geospatial
information, derived product, and related activities and
information to foreign countries, entities, or persons.

G. (U//¥QU0) Architecture, Interoperability, amnd
Acguisitions

Subject to applicable guidance of the DCI and the Secretary
of Defense, or their designees, and consistent with the
protection of sources and methods, the D/NIMA shall:

1. Formulate and implement policies, plans, standards,
and end-to-end architectures for integrated operations
across all facets of the imagery and geospatial information
process among national, theater, and tactical programs, to
include integration of c¢ivil and commercial imagexry.

2. Gather and compilé imagery, imagery intelligence and
geospatial information requirements; prescribe and mandate
system and data standards and end-to-end technical
architectures related to interoperability among diverse
users.

3. Perform, direct, or coordinate the research, design,
development, deployment, operation, and maintenance of
systems related to the collection, tasking, processing,
exploitation, dissemination, and archiving of imagery,
imagery intelligence, and geospatial information.

4. Transfer or otherwise provide such systems as
appropriate. : :

5. Develop and field systems of common concern related
to imagery, imagery intelligence, and geospatial
information.

6. Coordinate, on behalf of the IC, advanced research
and development activities and related technology
initiatives and investments in the imagery and geospatial
community; identify opportunities for high-risk R&D
investments and innovations leading te fundamental changes
and significant improvements in processes and practices; and
leverage expertise and capabilities through partnerships
among elements in the IC, industry. and academia.

-SECREFR/ /X1
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7. Support the Mission Requirements Board, the
Executive Director, Intelligence Community Affairs, and the
Senior Acquisition Executive, in the Office of the DDCI/CM,
to enable them to provide timely, comprehensive,
independent, and informed advice and perform their assigned
responsibilities with respect to imagery activities and
related matters.

8. Advise the DCI on the ability of existing imagery
collection systems to meet IC priocrities and on future needs
for imagery, imagery intelligence, and geospatial
information capabilities and systems to meet national
missions.

9. Identify and analyze the industrial base to meet
essential imagery requirements of national customers and to
ensure that industrial base effects on NIMA functions are
considered. '

10. Assess commercial sector capability to meet
imagery, imagery intelligence, and geospatial information
needs of the IC.

H. (U//¥088y Civil Applications and Domestic Imagery

The D/NIMA shall establish procedures to ensure legal review
of requests for the tasking of national imagery assets to
collect domestic imagery, the tasking of such assets to
collect imagery for civil agencies, the dissemination of
national imagery pursuant to collection or from archives to
civil agencies or for assistance to law enforcement, or any
other collection or dissemination of imagery from national
assets or archives involving US persons or assistance to law
enforcement. Prior to submission to the Chairman, OPSCOM,
or his designee for approval, such requests shall be
referred to the DCI's 0Office of General Counsel for
concurrence, unless the DCI‘s General Counsel agrees such
concurrence is not required.

21 March 2001

Director of Central Intelligence Date

~SECRET/ /X1
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22 July 1982

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NOC. 1/9°

BIOGRAPHIC INTELLIGENCE

(Effective 18 May 1976)

DCID No. 1/9

Pursuant to Section 102 of the National Security Act of 1947, Executive Order 12985 1.2 2036
and Nationai Security Council Intelligence Directives, the following responsibilities

and procedures are hereby established.

1. Purpose

This directive establishes respansibilities and procedures for Intelligence
Cemmunity organizations for the collection and production of biographic intelligence

on foreign personalities of intelligence interest for national security purposes.

2. Collection

a. The Department of Stale shall be pnmanly responsible for the collection of
biographic information on political, econamic, sczentxfm, technical, social and

zultural personalities.

b. The Department of Defense shall be primarily responsible for the collection
of biographic information on military personalities and on scientific, technical
and economic pescnahhes directly associated with foreign military and military

support activities.

3. Production

a. The Central Intelligence Agency shall be responsible for the production of

persanalities,

b. The Department of Defense shall be responsible for the production of

biographic intelligence on foréign military personalities.

¢. in answer to specific re‘qucsli ot requirements, each department or agency
has the responsibility to produce, cvaluate or mske availadle to authorized
* recipients biographic intelligence and data on foreign personalities within its

assigned categories of responsibility.

4. Community responsibifities

" All pertinent biographic information collected or developed within Intelligence
Commiunity organizations shall be forwarded to the depastment or ageacy having

primagy responsibility as assigned in paragraph 3. above.

tThis directive supersedes DCID 1 /8. effective 26 October 1861,

Ceorge Bush

Director of Central Intelligence

Withheld under statutory authority of the
Central Intelligence Agency Act of 1949 (50
U.S.C., section 3507)
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO. 1/13"

COORDINATION OF THE COLLECTION
AND EXPLOITATION OF IMAGERY INTELLIGENCE

(Effective 18 May 1976)
2036
Pursuant to Section 102 of the National Security Act of 1947, Execulive Order %
and National Security Council Intelligence Directives, a Committee on Imagery
Hequirements and Exploitation (COMIREXY is hereby. established as a stending
Director of Central Intelligence Committee with-the following mission and functions.?

1. Mission

»

The mission of the commiltee, under the general guidance of the Director of
Central Intelligence, is.to advise, assist and. as-directed, act for the Director in the
discharge of his duties and responsibilities:set forth in NSCIDs 1, 3 and 8 with respect
to the collection, processing and exploitatin of imagery; to advise the National
Foreign Iotelligence Board, to assist in coordination -within the lntelligence
Community the accomplisiment of infelligence objectives established by the Director
of Central Intelligence in accordance with his priorities: and to promote the effective
use of Community imagery collection and eiploitatian resources and praducts both at
the national and military command levéls, The COMIREX is not sesponsible for
providing guidance to tuctical Téconnaissance assets.in d:rect support of LS and Alhed
forces. : .

2. Functions .
The funclions of the committee are:

‘a, To recommend:to the Director of Centra) Intelligence and coordinate
policies, directives and guidance for the.collection, prodessing and exploitation of
" imagery.

b. To maintain a-cognizance of plans,. programs and practices of overhead
reconnaissance™ and the processing and exploitation of derived imagery: and to
advise the Director of Central Intelligenée of the responsivenessto national needs
for intelligence information of existing and potential systems and resources for
the collection and exploitation of overhead reconnaissance imagery.

This disective supersedes DCID J/13 o] lrcn'vc‘l' Jisly !967

TFar the purposes of this disective. the term “imageny’ includes all products of tverhead reconnaissance
that provide o likeness of any natural or man-madé-features, objects and activitfes. This Smagcr\- an be
acquired thiough the sensing of the visug! or any Gihes ssgment of the clectramagnetic spectridy by Sensors,

such a3 punchromastic, infrared and radar. Within {he contex! of this directive, imagery does not include

records of ications, radar signals or telemetiy data that du net reproduce the iikmas of objects on

photographic material:
3Qverthead reconnaissance specificaliv- includes denied aveas. whieh ure defined o5 4l torritory and
territarial waters claimed by Communist nations: a&'well acsuch other reas of priority intelligence interest

s may be determined by the Dircctar of Centenl Intélligence.

115
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U.S.C., section 3507)

Withheld under statutory authority of the
Central Intelligence Agency Act of 1949 (50
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¢. To formulate eoordinated intelligence guidance for:
{}) The programming of imagery collection and processing resources:
{2} Collection mission planning and tasking;

(3} J
{4) J

The commitiee shall make appropriate recommendations 1o ensure the validity
and precticality of such guidance in the light of changing national
circumstances, the intelligence objectives and priorities established by the DCI,
and cost effectiveness and certain risk considerations. ‘

d. To monitor, evaluate and report the stalus and effectiveness of overhead
reconnaissance caverage of defined areas and targets and the timeliness of
exploitation reporting of such coverage.

e. To evaluate:

{1) Imagery products in the exploitation effort in terms of utility. quality,
timeliness and cost, and

(2) The need to change either collection o explojtation guidance
accordingly. ’

{. To cuordinate all matters relating to the evaluation. revision,
implementation and execution of the National Tasking ‘Plan: and, as
appropriate, to maintain cognizance of other policies and plans relating io
imagery exploitation.

g To examine curren{ and planned overhead reconnaissance imagery
collection systems and make recommendations, as appropriate, with respect to
imagery exploitation reguirements, lechniques and information handling
capabilities, including any specific needs for overseas processing of such imagery
for national purposes. '

h. To provide the effective interface of research and development on imagery
processing and interpretation equipment with projected exploitation activities at
the national and departmental levels: and to pravide 2 focal point for the
expeditious exchange of information in the interes! of ensuring coordinated
equipment procurement programs.

i. To make recommendations, ‘advise on and develop the procedures
governing the utilization of the products from overhead imagery reconnaissance
to include:

(1) Dissemination;

(2) Special security controls,
" ) : . . AN
{3} Provisions for use outside special controls; and
{4) The reiease or disclosure of such imagery or derived informatior to be
made to {oreign governments or international organizations in which the US
Government participates. :
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3. Community responsibilities

Upon request of thie committee chairman, Intelligence Community organizations
shall furnish to the commitice within esiablished security: safeguards particular
information or materials needed. by the commiittes and pertinent to-its functions.

4. Composition, orgam:atwrz andtules of procedure

a. The composition, orgamzatxcn ‘dnd.rules of pmcedure of the COMIREX are
those stated in DCI> ua

b. The Chairman of COMIREX as necessary, shall ca]l upon Intelligence
Community organizdtions engaged in imagery reconnaisgsance or exploitation

undér the purview of this directive'to provide consultants to.assist the commitiee.

.
o

~ ) Fooo . George Bush
, ‘Director of Central Intelligence
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Withheld under statutory authority of the
% Central Intelligence Agency Act of 1949 (50
U.S.C., section 3507)

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 2/6P

Biographic Intelligence

- (Effective 4 August 1982)

1. Purpose

This directive assigns responsibilities to designated Intelligence Community components for the collection,
maintenance, and production of biographic intelligence, as services of common concern. on foreign
personalities of potenual national mtelhgencc interest.

2. Primary Responsibilities
As services of common concern:

The Department of State will collect biographic mfonnauon on foreign political, economic, scientific,
technical, social, and cultural personalmes

The Department of Defense will col ect biographic information on foreign military personalities and on
scientific, technical, and economic Personalities directly associated with forelgn military and mllltary
support activities.

The Department of Defense will maintain data bases and produce biographic intelligence on foreign
military personalities. i :

The Central Intelligence Agency will maintain data bases and produce biographic intelligence on foreign
political| |personalities.

Responsible components will service requests and requirements from the Intelligence Community and
other parts of the United States Govemment and will make available pertinent blographnc intelligence as
appropriate.

3. Intelligence Community Responsibilities

All biographic information collected or developed by Intelligence Community components will be .
forwarded to the component with primary responsibility for the production and maintenance of foreign
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Footnotes .

{1) This directive supersedes DCID 1/9; effective 18 May 1976.
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE
, 210
National Signals Intelligence Requirements and Policy
Coordination

(Effective 1 June 1992)

Pursuant to the provisions of Section 102 of the National Security Act of 1947, and Executive Order
12333, responsibility is hereby assigned for the development of requirements and the coordination of
Director of Central Intelligence { DCI) policies on national signals intelligence.

1. Policy

The National SIGINT Committee, which is under the National Security Agency, will advise and assist the
Director of Central Intelligence, in addition to the Director, National Security Agency, in the duscharge of
duties and responsibilities concerning signals intelligence set forth in Executive Order 12333, The
Committee will monitor and assist in coordinating, within the Intelligence Community, the
accomplishment of objectives established by the Director of Central Intelligence.

2. Responsibilities

Under the guidance of the Director, National Security Agency (DIRNSA), the Committee serves as an :
Intelligence Community advocacy forum for the users of signals intelligence information and programs. It
also assists the DIRNSA in coordinating SIGINT approaches to the satisfaction of DCI objectives and
promotes the effective use of SIGINT resources throughout the Intelligence Community. In fulfilling these
responsibilities, the Committee: :

a. advises the DIRNSA of the impact of current and future national intelligence objectives and
priorities for information and operational support;

b. develops objectives and requirements and establishes the priority and relative importance for specific
SIGINT information needs stemming from national intelligence goals; -

c. advises the DIRNSA on long-term requirements for SIGINT programs and activities;

d. apprises the DIRNSA of agency and departmental plans and programs involving substantial impacts
on SIGINT requiremcnts, programs. and activities; ~

e. conducts reviews of such SIGINT issues and topics as may be requested by the Director, National
Security Agency, the Execuuve Director for Intelligence Community Affairs, and the Director of
Central Intelligence;

f. Withheld from public release under

| 25X1, E.0.13526 §6 of the National Security Act of 1959,
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g proposes and recommends policies for the security, compartmentation, and sanitization of signals
intelligence information, equipment, and techniques;

h. evaluates the satisfaction of signals intelligence requirements, including 1hc conmbuuons of specific
SIGINT programs, and revxews for endorsement evaluations done by others in the US SIGINT
System.

The Chairman of the Committee is appointed by the DIRNSA. in consultation with the DCI. The Vice
Chairman of the Committee and Chairman and Vice Chairman of standing subcommittees are appointed
by the Chairman of the Committee with the consent of the DIRNSA.

The members of the Committee are to be representatives designated by Intelligence Community principals
who are authorized to speak on behalf of their principals. Representatives of US Government organizations
outside the intelligence Community (e.g., DEA, US Coast Guard, and others having valid specialized
SIGINT requirements) may be invited to participate in Committee activities by the Chairman of the
Committee, on the approval of the DIRNSA.

Central Intelligence Agency Act of 1949 (50

Withheld under statutory authority of the
U.S.C,, section 3507)

Standing subcommittees and task forces to assist the Committée may be established as required.

3. Intelligence Community Assistance

Upon request of the Committee Chairman, Intelligence Community elements will provide information
pertinent to the Committee’s responsibilities within approved security safeguards.

Footnotes

(1) This directive supersedes DCID 3/6, effective 12 May 1982.
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE
{Q
2/11P

Management of National Measurement and Signature Intelligence

{Effective December 1992)

Pursuant to Section 103 of the National Security Act of 1947, and Executive Order 12333, responsibility
is hereby assigned for the management, direction and implementation of DCI policies and procedures on
national measurement and signature intelligence matters. accordingly, this directive establishes policies
and procedures for the fulfillment of this responsibility.

1. Policy

Measurement and signature intelligence (MASINT) must be organized and managed to maximize the full
range of capabilities to satisfy the intelligence needs of the National Security Council and the departments
and agencies of the U.8. Government. These responsibilities must be executed with efficiency and
economy in the use of technical and personnel resources. Accordingly, the Central MASINT Office (CMO)
of the Defense Intelligence Agency (DIA) will support the Director of Central Intelligence (DCI) and the
Secretary of Defense in the management of MASINT activities. Specifically, the CMO will, as a service of
common concern on behalf of the Intelligence Community, provide for the development, coordination,
management, direction and implementation of DCI policies and procedures on national MASINT matters.
Consistent with applicable law and subject to the guidance of the DCI and the Secretary of Defense, the
Director, CMO will formulate and implement plans, standards, architectures, policies and procedures to
provide for integrated operations across all facets of the MASINT process among national, theater and
tactical programs. The Director, CMO will manage MASINT requirements and tasking responsibilities
consistent with DCI priorities in peacetime and Secretary of Defense guidance during wartime.

2. Definition

For purposes of this directive, MASINT is technically derived intelligence (excluding traditional imagery
and signals intelligence) which, when collected, processed and analyzed, results in intelligence that locates,
tracks, identifies or describes the signatures (distinctive characteristics) of fixed or dynamic target sources.
MASINT includes the advanced processing and exploitation of data derived from overhead and airborne
IMINT and SIGINT collection systems.

MASINT data can be acquired from a variety of satellite, airborne or shipborne platforms; remotely piloted
vehicles; or from mobile or fixed ground-based collection sites. MASINT sensors include, but are not

.limited to, radar, laser, optical, infrared, acoustic, nuclear, radiation detection, sprectroradiometric and

seismic systerns as well as gas, liquid and solid materials sampling systems.

Activities undertaken by or on behalf of the Directorate of Operations of the Central Intelligence Agency
| DECLASSIFIED UNDER AUTHORITY OF THE '
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shall only be included with the agreement of the Deputy Director for Operationsl MASINT
collected by or on behalf of thq IDepartment of Defense or
othe11:]elements of the Federal Government shall be deemed to be MASINT for purposes of this
directive, unless otherwise agreed by the DCI and the appropriate agency heed.

3. Responsibilities

| 25X1, E.0.13526 |

The CMO is a joint Intelligence Community-Department of Defense activity within the DIA, staffed by
personnel from the DIA and detailed from the Intelligence Community. The DlI‘CCtOI‘ CMO is appointed
by the Director, DIA.

Under the direction, authority and control of the Director, DIA and subject to the guidance of the DCI'on
national intelligence manors, the Director, CMO shall, as a service of common concern:

a. Ensure responsive MASINT support to the Intelligence Community, the Department of Defense the
National Security Council and other U.S. Government departments and agencies.

b. Develop and manage requirements and maintain a National MASINT Requirements System re]ated .
to the tasking, collection, processing, exploitation and dissemination of MASINT.

c. Develop and implement standards and architectures to foster the interoperability of equipment
associated with national and non-national MASINT tasking, collection, processing, exploitation and
dissemination from national and non-national systems controlled within the Intelligence Community
and the Department of Defense. Ensure that these standards and architectures are consistent with
programs conducted by the various departments and agencies of the Federal Government outside the
Intelligence Community that use MASINT from national collection systems.

d. Provide centralized functional management of the following MASINT programs and budgets:

1. The MASINT programs within the National Foreign Intelligence Program, consistent with
applicable guidance from the DCI.

2. The tactical MASINT programs within the budget aggregation known as Tactical Intelligence
and Related Activities, consistent with applicable guidance from the Secretary of Defense.

3. All appropriate research and development activities related-to MASINT collection, processing,
exploitation and dissemination.

e. Formulate guidance and standards for training personnel involved in MASINT collection -
management, tasking, exploitation and dissemination at the national and non-national levels.

f. Develop, recommend and implement policy with respect to national and non-national MASINT
tasking, collection, processing, exploitation, handling and dissemination, including bilateral
collection relationships with foreign governments (consistent with applicable DoD and DCI
Directives) and the provision of MASINT to entities outside of the U.S. Government. Policies on
MASINT handling and dissemination include disclosure, classification and liaison policies which
must be approved by the DCI, and matters relating to the application of special security controls
associated with various MASINT products as directed by the DCI.

g. Consistent with DCI policy, protect intelligence sources and methods relating to MASINT from
unauthorized disclosure.

h. Through a central MASINT tasking authority, task national MASINT collectlon assets of the
Intelligence Community and the Department of Defense in accordance with intelligence *
requirements established by the DCI in peacetime and the Secretary of Defense in wartime, and
provide advisory collection tasking to theater and tactical MASINT CO“CCtIOﬂ assets not allocated to
meet national requirements.

i. Coordinate MASINT exploitation activities among the separate organizations at the national and
non-national levels. |

j- Advise the DCI and the Secretary of Defense on the adequacy of existing and potential systems to !
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1. Develop the infrastructure and processes for multi-discipline interaction thh other collection
activities.
m. Evaluate the performance of MASINT components of the Intelligence Commumty and the
Department of Defense in meeting national and non-national intelligence requirements.

k.

The Director, CMO will perform such other functions related to MASINT as the DCI or the Secretary of
Defense may direct. Within the CMO is a central MASINT tasking authority. Among other duties, and
subject to the guidance of the DCI, this authority has the specific responsibility for tasking national
MAGSINT systems as well as non-national systems when allocated for national intelligence missions.

Also under the CMO is the MASINT Committee, which will advise and assist the Director of Central
Intelligence, in addition to the Director, DIA and the Director, CMO in the discharge of duties and '
responsibilities outlined above. The MASINT Committee replaced the DCI MASINT Committee. Under
the guidance of the Director, CMO, the MASINT Committee serves as an Intelligence Community forum .
to assure MASINT information and programs are responsive to user needs. It assists the Director, CMO in
coordinating MASINT approaches to the satisfaction of DCI and Secretary of Defense objectives and
promotes the effective use of U.S. Government MASINT collection, processing and exploitation resources
at all levels. The focus of its activities will he on developing policies and DCI guidance for future :
MASINT programs and activities, validating and prioritizing specxfc MASINT requ1rements and
monitoring and evaluating requirements satisfaction. :

The Chairman of the MASINT Committee is appointed by the Director, DIA in consultation with the DCIL.
The Vice Chairman of the Committee and the Chairmen and Vice Chairmen of standing subcommittees
and working groups are appointed by the Chairman of the Committee with the consent of the Director,
DIA. The members of the Committee am to be representatives designated by Intelligence Community
principals who are authorized to speak on behalf of their principals. Representatives of government
organizations outside the Intelligence Community may be invited to participate in Committee activities by
the Chairman of the Committee, with the approval of the Director, DIA. The Chairman of the MASINT
Committee reports to the Director, CMO, who has direct access to the DCI as required to fulfill
“Intelligence Community responsibilities.

The CMO will perform the Intelligence Community management responsibilities previously vested in the
DCI MASINT Committee.

4. Intelligence Community Assistance

Upon request of the Director, CMO or the MASINT Committee Chairman, Intelligence Community.
elements shall provide information pertinent to the CMO and Committee mission and functions within
approved safeguards.

Footnotes

(1) This directive supersedes DCID 3/17, effective 20 November 1986.
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 3/9P
()

Foreign Atomic Energy Intelligence

(Effective 1 June 1992)

Pursuant to the provisions of Section 102 of the National Security Act of 1947 and Executive Order
12333, a Joint Atomic Energy Intelligence Committee (JAEIC) is herewith established.

1. Mission

The Committee, in consultation with the Chairman, National Intelligence Council, will advise and assist
the Director of Central Intelligence (DCI) in the discharge of his duties and responsibilities with respect to
the production of national intelligence on foreign atomic energy issues and will promote the effective use
of Intelligence Community resources for this purpose.

2. Definition

Atomic energy intelligence includes foreign research, development, production, transport. control, and
stockpiling of nuclear weapons, special nuclear materials, and other components of warheads; reactors,
nuclear power and propulsion systems, and controlled thermonuclear reactions; installations, equipment,
personnel, and other resources related principally to these activities. It also includes environmental hazards
and safety aspects of the preceding systems and activities. It does not include intelligence weapons delivery
systems other than on the nuclear warheads or nuclear propulsion systems associated therewith.

3. Functions
Under the general guidance of the Chairman, National Intelligence Council, the Committee will:

. a. assess foreign atomic energy developments; produce coordinated intelligence reports; and contribute,
as appropriate, to national intelligence products; ‘

b. keep the DCI apprised on the responsiveness of foreign atomic energy intelligence production to
national security requirements, based on monitoring the quality of this production;

c. make recommendations to the DCI on the need for improvements in collection, analytical, and
reporting capabilities in support of foreign atomic energy intelligence production, including, but not
limited to:

1. identification of new collection systems to be developed and deployed;

2. identification of collection capabilities to be reduced or discontinued;

3. changes in the processing, reporting, and dissemination of collected intelligence information,
(2) including changes which involve contractor support and activities by cooperating foreign
intelligence services;
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d. make recommendations on the relative priorities of foreign atomic energy intelligence collection,
processing, and analysis; : :
- €. in coordination with the DCI Security Forum, make recommendations on the dissemination and
release of foreign atomic energy intelligence; and
f. schedule, participate in, and provide staff support for international atomic energy intelligence -
conferences, as approved by the DCI.

4. Intelligence Community Responsibilities

On request by the Committee Chairman, intelligence Community components will provide, within
established security safeguards, information pertinent to the Committee’s mission and functions.

5. Composition and Organization
The Committee Chairrnan will be appointed by the Director of Central Intelligence.
The members of the Committee will be representatives designated by Intelligence Community principals.
'The Chairman will establish subcommittees and other working groups as required.
With the approval of the Chairman, National Intelligence Council, the Committee Chairman may invite
representat'ives of relevant United States Government entities with national security interests to panticipate
as appropriate:
The Committee will be supported By an Executive Secretariat.
Attachment:

¢ Procedures for Control of

Initial Information Regarding
Foreign Nuclear Explosions

PROCEDURES FOR CONTROL OF INITIAL INFORMATION

REGARDING FOREIGN NUCLEAR
EXPLOSIONS.

Attachment to DCID 3/5P

{Effective | June 1992)

Pursuant to the provisions of the Director of Central Intelligence Directive on Foreign Atomic Energy
Intelligence, the following procedures are established for the dissemination of information on the detection
of foreign nuclear explosions:

2of3 —SECRET- 1/14/08 10:49 AM
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{The Chairman, JAEIC, will inform the individual’
members of the Committee. The Director, DIA, will inform those persons within the Department of
Defense who, in his judgment, have an immediate need to receive this information.

%]

| 25X1, E.0.13526 |
3]
| 25X1, E.0.13526 |
4,
= | 25X1, E.0.13526 |

> :

5. The Chairman, JAEIC, will prepare a statement summarizing all available information and will convene
a meeting of the Committee to participate in the preparation of the statement as he deems appropriate. The
statement will be made available as soon as possible to individual JAEIC members who will in turn notify

their principals. Further dissemination will be determined by Intelligence Community principals.

,15;\

25X1, E.0.13526

7. No public release of information about foreign nuclear tests will be made except as directed by the

President or the National Security Council.

Footnotes

(1) These procedures supersede the procedures set forth in the Attachment to DCID 3/9, 18 June 1982.

{2) Procedures governing the control of the dissemination of information on the detection of foreign

nuclear explosions are attached.

CL BY: XXX

CL REASON: XXX Withheld under statutory authority of the

DECL ON: OADR
DRV FROM:

Central Intelligence Agency Act of 1949 (50
U.8.C., section 3507)

1/14/04 10:49 AM



C01035133 ~reeeT.

DClD ymP«eTml Withheld under statutory authority of the

Central Intelligence Agency Act of 1949 (50
‘ U S.C se tlon 3507)

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE
1)
3/10P

Foreign Scientific and Technical Intelligence

(Effective 1 June 1992)

Pursuant to the provisions of Section 102 of the National Security Act of 1947 and Executive Order
12333, a Scientific and Technical Intelligence Committee (STIC) is herewith established.

1. Mission

The Committee, in consultation with the Chairman, National Intelligence Council, will advise and assist
the Director of Central Intelligence (DCI) in the discharge of his duties and responsibilities with respect to
the production, coordination, and evaluation of intelligence on foreign scientific and technical
developments and will promote the effective use of Intelligence Community resourcés for this purpose.

2. Functions'

Under the general guidance of the Chairman, National Intelligence Council, the Committee will:

a. assess foreign scientific and technical developments, both military and civil, which could affect
significantly the national security of the United States, including new physical discoveries and
advanced technologies and their application to future military or non-military systems; produce
coordinated intelligence reports; and contribute, as appropriate, to national intelligence products;

b. keep the DCI apprised on the responsiveness of foreign scientific and technical mtelhgencc
production to national security requirements;

¢. make recommendations tothe DCI on the need for specific improvements in collection, analytical,
and reporting capabilities on foreign scientific and technical developments, to include, but not:
limited to:

1. identification of new collection capabilities that should be developed and deployed; i
2. identification of existing collection capabilities that should be reduced or discontinued;
3. changes in the processing, reporting, and dissemination of coliected intelligence information,
including changes which involve contractor support and activities| |
I I . :

d. make recommendations on the relative priorities of, and resources needed for,F }and
technical intelligence collection, processing, and analysis;

e. in coordination with the DCI Security Forum, make recommendations on the dissemination and
release of | | and technical intelligence; and

f. schedule, participate in, and provide staff support for| ]
and technical intelligence, as approved by the DCL.

\
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3. Intelligence Community Responsibilities

On request by the Committee Chairman, Intelligence Community components will provide, within
established security safeguards, information pertinent to the Committee’s mission and functions.

4. Composition and Organization

The Committee Chairman will be appointed by the Director of Central Intelligence.

The members of the Committee will be representatives designated by Intelligence Community principals.
The Chairman will establish subcommittees and other working groups as required.

With the approval of the Chairman, National Intelligence Council, the Committee Chairman may invite
representatives of relevant United States Government entities with national security interests to participate

as appropriate.

The Committee will be supported by an Executive Secretariat.

Footnotes

(1) This directive supersedes DCID 3/10, effective 18 June 1982.
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE
(¢
3/11P

Foreign Weapon and Space Systems Intelligence

(Effective 1 June 1992)

Pursuant to the provisions of Section 102 of the National Security Act of 1947 and Executive Order
12333, a Weapon and Space Systems Intelligence Committee (WSSIC) is herewith established.

1. Mission

The Committee, in consultation with the Chairman, National Intelligence Council, will advise and assist
the Director of Central Intelligence (DCI) in the discharge of his duties and responsibilities with respect to
the production, coordination, and evaluation of intelligence on foreign weapon and space systems and will
promote the effective use of Intelligence Community resources for this purpose.

2. Terms of Reference

WSSIC will be responsible for assessing the technical characteristics and capabilities; design,

development, and initial deployment; and the technical characteristics and capabilities of command,

control, communications, electronic warfare, and support systems of foreign weapons and space systems.
This responsibility will include, but is not limited to, the following:

ballistic missile systems,

space systems,

aerospace defense systems,

ground forces weapons systems,

air forces weapons systems,

naval forces weapons systems,

biological and chemical warfare systems, and
directed energy weapons systems. : !

0 e OO

The Committee will have no responsibility for assessing military order of battle or doctrine.

3. Functions
Under the general guidance of the Chairman, National Intelligence Council, the Committee will:

a. assess foreign weapon and space system developments which could affect significantly the national :

security of the United States, including future weapons systems employing advanced technologies;
|
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produce coordinated intelligence reports; and contribute, as appropriate, to nauonal intelligence
products;
b. keep the DCI apprised on the responsiveness of forei gn weapon and space systems intelligence
production to national security requirements;
¢. make recommendations to the DCI or Intelligence Community offices coordinating collection -
activities on the need for specific improvements in collection, analytical,. and reporting capabilities
. on foreign weapon and space systems intelligence, including, but not limited to (1) identification of
systems or activities required to close key intelligence gaps, (2) identification of new collection
capabilities to be developed and deployed, (3) identification of existing capabilities that should be
reduced or discontinued, and (4) changes in processing, reporting, and dissemination of collected
intelligence information, including changes which involve contractor support, |

d. make recommendations on the relative priorities of intelligence collection, processing, and analysis
of foreign weapon and space systems;

e. incoordination with the DCI Security Forum, make recommendations on the dissemination and
release of foreign weapon and space systems intelligence to

f. schedule, participate in, and provide staff support for Intelligence Community andl |
intelligence conferences on foreign weapons and space systems intelligence, as approved by the

DCI; and

g. assign system designators and so inform the Imclhgcnce Community and intelligence offxccsD
as appropriate.

4. IntelligenceACOmmunity Responsibilities

On request by the Committee Chairman, Intelligence Community components will provide, within
established security safeguards, information pertinent to the Committee’s mission and functions.

Intetligence Community components will make available mtclhgence professionals to support the
Committee’s activities.

S. Cm‘npositibn and Organization

The Committee Chairman will be appointed by the Director of Central Intelligence.

The members of the Committee will be repre.éentatives designated by Intelligence Community principals.
The Chairman will establish subcommittees and other working groups as required.

With the approval of the Chairman, National Intelligence Council, the Committee Chairman may invite
representatives of relevant United States Government entities with national security interests to participate

as appropn ate,

The Committee will be supported by an Executive Secretariat. CIA/OSWR will be responsible for
providing a permanent support staff. Other agencies may volunteer personnel for these positions.

Footnotes
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DIRECTOR OF CENTRAL INTELLIGENCE D!RECTIVE 312
FOREIGN ECONOMIC INTELLIGENCE
-{Effective l‘ June 1992)

Pursuant 1o the provisions of Séc:ion 102 of the Nationa! Security Act of 1947 and
Executive Order 12333, an Economic Intelligence Comminee is herewith estabiished.

1. Mission A

‘The Comminee, in consultation with the Chairman, National Intelligence Council.
will advise and assist the Director of Central Intelligence (DCI) in the discharge of his duties
and responsibilities with respect o the production of foreign economic intelligence and will
promote the effective use of Intelligence Community resources for this purpose.
2. Functions

Under the general guidance of the Chairman, National Intelligence Co{mcii. the
Commiites will: )

a2 keep the DCT apprised of both ongcihg and npew colleciion and analysis efforts
that respond to his overall tasking fequirements in the economic security arex;

b. provide guidance 1o lntelligence Community collection components; and

¢. review Intelligence Community-wide efforts against the international economic
security target, recommending modifications where appropriate.

3. Imtelligence Community Responsibilities

On request by the Comminee Chairman, Intelligence Community components wil
provide, within established security safeguards, information pertinent to the Committee’s
mission and- functions.

4. Composition and Organizasion
" The Committee Chairman wili be appointed by the Director of Central latelligence.

"The members of the Commintee will be represenratives designated by Intelligence
Community principals. o : ‘
The Chairman will establish subcommittees and other working groups as required.

With the approval of the Chairman, National Inteiligence Council. the Commitee
Chairman may invite representatives of relevant United States Government entities with

national security interests ¢ participate as appropriate.
The Committee will be supported by an Executive Secretariat.

U.S.C., section 3507)
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 3/ 16Pm
Foreign Denial and Deception Analysis

{Effective 1 June 1992)
{Administrative Corrections 30 December 2002)

Pursuant to the provisions of Section 102 of the National Security Act of 1947 and Executive Order
12333, a Foreign Denial and Deception Analysis Committee (DDAC) is herewith established.

1. Mission

The Committee will advise and assist the Director of Central Intelligence (DCI) in the discharge of duties
and responsibilities with respect to the analysis of foreign activities to thwart intelligence capabilities of
the U.S. Government through denial and deception, and it will promote the effective use of Intelligence

N Community Resources for this purpose.

2. Functions

Under the general guidance of the Chairman, Nat:onal Intelligence Council, and in consultation with the
National Intelligence Production Board, the Committee will:

a. coordinate the Intelligence Community’s national-level, all-source analysis of the purpose,
means, and effectiveness of foreign intelligence denial and deception measures; :

b. ensure timely review of all-source intelligence denial and deception issues, identified either
within DDAC, by the other Community committees, or by departmental entities, for the purpose of .
developing a Community assessment (including differing views);

c. foster training, seminars, and symposia to increase the Intelligence Community’s awareness of,
and improve it analytical capabilities to address and identify, foreign denial and deception efforts;

d. ensure the maintenance of comprehensive data bases containing information about foreign i
denial and deception actions, means, methods, and measures against U.S. Intelligence;

e. further the dissemination of information concerning denial and deception intelligence to
appropriate analytic elements;

| 25X1, E.0.13526 |

f. commission and oversee assessments of substantive intelligence damage suffered or anticipated
from compromises of class;fledl::jinformation involving or impacting on intelligence
sources and methods: for this function, oversee the maintenance of a comprehensive, integrated
data base containing information pertaining to compromises of intelligence sources and methods
disclosed through a variety of means, and related information;

DECLASSIFIED UNDER AUTHORITY OF THE [
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g. foster analyses by the Intelligence Community of foreign denial and deception orgamzauons
policies, objectives, capabilities, and activities;

h. examine intelligence actions the United States might take to counter foreign denial and
deception activities; and

i. make recommendations to the DCL
3. Intelligence Community Responsibilities

On request by the Committee Chairman, Intelligence Community components will provide, within
established security safeguards, information pertinent to the Committee’s mission and functions.

Individual Community intelligence production components will support the preparation of assessments
sponsored by the Committee.

4. Composition and Organization

The Committee Chairman will be appointed by the Director of Central Intelligence; and will also represent
the DCI on the Department of Defense Damage Assessment Committee (DODDAC). :

The members of the Committee will be designated by the Intelligence Community principals of CIA, DIA,
NSA, and State/INR, the agencies that provide the National Intelligence Production Board principals. The
military services may designate representatives to participate in the deliberations of the Committee or the
subcommitiees.

The Chairman will establish subcommittees to identify, review, and analyze foreign intelligence denial
and deception measures against the major collection disciplines: HUMINT, imagery, MASINT, and
SIGINT; in particular, the HUMINT Subcommittee will analyze selected, significant, sensitive
human-source reporting in order to identify possible deceptive elements.

The parent Committee itself will retain responsibility for assessing measures countering certain sensitive
intelligence sources and methods that are too sensitive for assignment to a subcommittee.

The Chairman will establish other subcommittees, working groups, and panels, as required.

Thd [ 25X1, E.0.13526 | vill serve as an
advisory body to the Committee.

The Corf‘;mittee will be supported by an Executive Secretariat.
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE
3/20P

Committee on Narcotics Intelligence Issues

(Effective 24 January 1990)

Pursuant 1o the provisions of Section 102 of the National Security Act of 1947, and Executive Order
12333, a Committee on Narcotics Intelligence Issues is hereby established.

1. Mission

The Committee on Narcotics Intelligence Issues will serve as the senior coordinating body within the US |
Government on matters affecting foreign counternarcotics intelligence; advise and assist the Director of
Central Intelligence (DCI) in the discharge of his duties and responsibilities with respect to US foreign
counternarcotics intelligence policies and programs; promote the effective use of Intelligence Community
resources for these purposes and assist in evaluating the overall performance of the Intelligence
Community in accomplishing the objectives established by the DCI.

2. Definitions

Counternarcotics encompasses US domestic and foreign efforts to control the production, processing,
distribution; and use of illicit drugs, including illicit drug money flows.

Foreign counternarcotics intelligence includes collection, processing, exploitation analysis, production
and dissemination by elements of the US Government of information on the production, processing
distribution, and use of illicit drugs, external to the United States; the transportation of illicit drugs,
including into the United States; the international movement and laundering of drug money; and the drug
control policies, programs, and operations of foreign governments.

3. Functions
Under the general guidance of the Deputy Director of Central Intelligence/DDCI), the Committee will:

a. Coordinate, monitor, and evaluate implementation of the Intelligence Community’s foreign
counternarcotics intelligence strategy as developed by the Community Coordination Group of the i
DCI Counternarcotics Center. B

b. Advise the DCI on the effectiveness of the intelligence Community’s performance in support of US
counternarcotics policy, programs, and operations and related national security requirements.

c. Review specific critical foreign countemnarcotics intelligence problems and provide
recommendations to the DCI for possible improvements in collection, production, and coordination.

x DECLASSIFIED UNDER AUTHORITY OF THE
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d. Review that portion of the National Foreign Intelligence Program dealing with counternarcotics, and
advise the DCI on the adequacy of intelligence support to US counterarcotics policies, programs,
and operations.

e. Review, in coordination with DCI collection and priority committees, individual foreign narcotics
intelligence collection or requirements initiatives developed by, or for the Community Coordination
Group of the DCI Countemnarcotics Center, and provide guidance on implementation to the
Intelligence Community.

f. Identify and assess, in concert with the Intelligence Research and Development Council,
methodologies and technologies that may improve the Intelligence Community’s counternarcotics
support effort.

g. Provide a venue for discussions and coordination between the Intelligence Community and the law
enforcement agencies and, as appropriate, other elements engaged in counternarcotics efforts.

4. Responsibilities of the Intelligence Community

Upon request of the Committee Chairperson, elements of the Intelligence Community shall, within
DCl-approved security safeguards, provide information pertinent to the Committees mission and functions.

5. Composition and Organization
The Special Assistant to the DCI for Counternarcotics shall serve as the Chairperson of the Commuittee.

As directed by the Committee, the Chairperson may establish subcommittees, working groups, and panels
to support the work of the Committee, drawing on resources of the DCI Counternarcotics Center and other
participants in the Committee.

Membership of the Committee will include representatives with senior management responsibilities from
the Intelligence Community agencies concemed with counternarcotics--the Central Intelligence Agency,
the Defense Intelligence Agency, the National Security Agency, the Department of State’s Bureau of
Intelligence and Research, the Intelligence Community Staff, the Deputy Chief of Staff for Intelligence of
the Army, the Director of Naval Intelligence, the Assistant Chief of Staff for Intelligence of the Air Force,
and the Director of Intelligence of the Marine Corps. |

The Chairperson will also invite representatives from the Office of National Drug Control Policy, the law
* enforcement agencies, elements of the Department of Defense engaged in the countcmarconcs efforts, and
appropriate policy officials to be participants on the Committee.

The Committee will be suppoﬁed by an Executive Secretariat provided by the Intelligence Community

Staff.

Withheld under statutory authority of the
CL BY{ |
CL REASON: XXX Central Intelligence Agency Act of 1949 (50
DECL ON: OADR U.S.C., section 3507)

DRY FROM: MULTIPLE

| DCI Home | CAPCO Home | DCIDs | Comments | CMS | Intelink Central |

20f3 — CONFHDENTFA , 1/14/04 10:52 AM




c0103 5 137 —CONHDBENTAL | Withheld under statutory authority of the
DCID 37227 (CONFIDENTIAL) . [ 1 Central Intelligence Agency Act of 1949 (50
‘ ‘ U.S.C., section 3507)

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE
3/20p & :

Interagency Intelligence Committee on Terrorism

(Effective 1 April 1997)

(U) Pursuant to the provisions of the National Security Act of 1947 and Executive Order 12333, an
Interagency Intelligence Committee on Terrorism (IICT) and a Terrorism Warning Group (TWG) are
hereby established.

1. Mission

(&f The IICT will advise and assist the Director of Central Intelligence (DCI) in the discharge of his duties
and responsibilities with respect to the coordination and publication of national intelligence on terrorism
issues and will promote the effective use of Intelligence Community resources for this purpose. The DCI
Terrorism Warning Group will prepare coordinated Intelligence Community threat wamings from the DCI
to alert senior policy makers of possible foreign terrorist attacks against US and allied personnel, facilities
and interests. _ :

2. Definition

(U) Title 22, U.S.C. sec. 2656f (d), defines terrorism as "premeditated, politically motivated violence
perpetrated against noncombatant targets by subnational groups or clandestine agents." It defines
.intemnational terrorism as terrorism "involving the citizens or the territory of more than one country.” The
Intelligence Community in its work uses these definitions and this directive reflects its use. '

3. Functions

a._{€YThe Interagency Intelligence Committee on Terrorism will:

1. Serve as the principal mechanism of the Special Assistant to the DCI for coordinating
Intelligence Community support to the US Government’s policies and programs combating
terrorism. :

2. Develop and implement procedures-and guidelines for issuing Intelligence Community
warnings of terrorist threats to affected citizens, organizations, and installations. ‘
Identify the need for, and facilitate the drafting of, interagency intelligence publications. |
Facilitate the exchange of intelligence information pertaining to terrorism.

Facilitate the exchange of technical and forensic information relating to terrorism.
Promote training and instruction in the phenomenon of international terrorism.
Advocate career development initiatives for intelligence personnel working on the terrorism

NSk W
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8. Promote and monitor terrorism-related research and development within the national
Intelligence Community.

9. Provide recommendations facilitating the collection, production, coordination and
dissemination of intelligence on terrorism.

10." Provide a venue for discussions, information sharing, coordination, and decision making
among members of the Intelligence Community and other elements engaged in efforts to
combat terrorism.

L1. Provide impartial review, comment and advocacy regarding programs that impact on the
national Intelligence Community’s terrorism mission. ’

b. _{€) The Terrorism Warning Group will;
1. Issue terrorism warning reports from the DCI to senior policy makers
2. Develop guidelines and criteria for issuance of terrorist warning reports.
3. Monitor regional or country threat levels developed by Intelligence Community orgamzanons
and reconcile, explain or acknowledge divergent views. '
4. Organize such formal and ad hoc community analytical exchanges and waming forums as
necessary to complete its mission.

4. Intelligence Community Responsibilities

(U) On request of the Chairman of the IICT, Intelligence Community members will provide information
regarding plans, programs, resources and operations pertinent to the committee’s mission and functions
within DCl-approved security safeguards. :

5. Composition and Organization

a. (U) The Committee Chairman will be a Community officer appointed by the DCI, who will also
manage the activities of the Terrorism Warning Group (TWG) and the Community Counterterrorism
Board (CCB).

b. (U) The IICT will be composed of representatives of the Intelligence Community, as defined by E. 0.
12333 and the National Security Act of 1947, as well as representatives of relevant US Government
entities with counterterrorism and antiterrorism respensibilities. The chairman will establish
subcommitiees, task forces, working groups and advisory groups as required. -

c.-(U) The TWG will be composed of a mix of civilian and military personnel from the Intelligence
Community.

d. (U) The CCB will be the Executive Secretariat for the IICT and the TWG

Footxiotes

(1) This DCID supersedes DCID 3/22, dated 24 October 1990.
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE
3/28P |

*

Committee on International Organized Crime Intelligence Issues

(Effective 13 December 1994)

Pursuant to the provisions of Section 102 of the National Security Act of 1947, and Executive Order
12333, a Committee on International Organized Crime Intelligence Issues is hereby established.

1. Mission

The Committee on International Organized Crime Intelligence Issues will serve as the senior coordinating
body within the US Government on matters affecting foreign intelligence on international organized crime;
advise and assist the Director of Central Intelligence (DCI) in the discharge of his duties and
responsibilities with respect to Intelligence Community policies and programs on international organized
crime; promote the effective use of foreign intelligence resources to support the development and
implementation of US policy to counter the activities of international organized crime groups; and assist in
evaluating the overall performance of the Intelligence Community in accomplishing the objectives
established by the DCL.

2. Definitions

International organized crime encompasses continuing criminal and conspiratorial activities that are

transnational in character and are perpetrated by organized groups with a hierarchical structure whose :
primary objective is illegal financial gain. Principal international organized crime groups inciude Latin ;
Armerican, Russian, Eurasian, Italian, Nigeria, and Asian organizations. Threats to US national and i
economic security posed by international crime groups stem from--but are not fimited to--their activities i
involving drug trafficking, alien smuggling, gray enterprises, financial crimes, extortion of US businesses !
overseas, and theft and smuggling of nuclear materials and technologies associated with weapons of mass f
destruction. :

Foreign intelligence on international organized crime includes collection, processing, exploitation,
analysis, production, and dissemination by elements of the US Government of information on the impact
of organized criminal activities on political and economic stability and governability in countries important
to US security and foreign policy interests; the leadership, command and control, infrastructure, and
operations of international crime groups that pose a significant threat to US national and economic security
interests; and the capabilities and effectiveness of foreign governments to combat international organized

5 I
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Under the general guidance of the Deputy Director of Central Intelligence (DDCT), the Committee will:

a. Coordinate, monitor, and evaluate implementation of the Intelligence Community’s foreign
intelligence strategy on international organized crime as developed by the DCI Cnme and Narcotics
Center and the National Intelligence Council.

b. Provide a venue for foreign intelligence coordination and planning among Intelhgence Commumty,
policy, law enforcement, and other elements engaged in foreign activities against international
organized crime.

¢. Advise the DCI on the effectiveness of Intelligence Community support to US policy, programs, and
operations against the foreign activities of international organized crime groups. .

d. Identify, foreign intelligence problems and shortfalls on international organized crime; provide
recommendations to the DCI for improvements in collection production, and coordination; and
review and evaluate implementation of efforts to enhance foreign intelligence.

e. In coordination with DCI collection and priority committees, review individual collection and
intelligence requirements initiatives developed by the Community Coordination Group of the DCI
Crime and Narcotics Center, and provide implementation guidance to the Intelligence Community.

4. Responéibilities of the Intelligence Community

Upon request of the Committee Chairperson, elements of the Intelligence Community shall, within
DCl-approved security safeguards, provnde information pertinent to the Committee’s mission and
functions.

5. Composition and Organization

The Director, DCI Crime and Narcotics Center--in his role as Issue Coordinator for International-
Organized Crime--shall serve as the Chairperson of the Committee.

As directed by the Committee, the Chairperson may establish subcommittees, working groups, and task
forces to support the work of the Committee, drawing on resources of the DCI Crime and Narcotics Center
and other participants of the Committee.

Membership of the Committee will include representatives with senior management responsibilities from
Intelligence Community entities concerned with international organized crime--the Central Intelligence

Agency, the Federal Bureau of Investigation, the National Security Agency, the Defense Intelligence -

Agency, the Department of State’s Bureau of Intelligence and Research, the Department of the Treasury,

the Department of Energy, the Community Management Staff, the Deputy Chief of Staff for Intelligence of

the Army, the Director of Naval Intelligence, the Assistant Chief of Staff for Intelligence of the Air Force, ;
and the Director of Intelligence of the Marine Corps. '

The Chairperson also will invite representatives of the law enforcement agencies, the Department of
Justice, the Department of State’s Office of International Criminal Justice, the Office of the Secretary of
Defense (OSD), and other policy officials engaged in efforts against international organized crime to be
participants on the Committee.

The Committee will be supported by the Community Coordination Group in the DCI Crime and Narcotics
Center.

1/14/04 10:52 AM
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THE DEFEC‘I‘OR PROGRAM ABROAD

(Effectiye 18 May 1976}

! Pursuant to Section 102 of the National Securlty Act of 1947, Executive
Order 11905 and Natiomal Security Council Intelligence Directives, the
following responsibilities and’ procedures’ are established.

l.' Purposet

‘I‘his diractlve estabhshes ‘pOllCleS, procedures and practlces for the ,
'inducement exploitatiop and handllng of defectors outaide the United States, o
' its territories and possessions. It does not’ apply in active theaters of war

| where US forces are- engaged or where the Pre51dent so d;rects.

2. Definltions- R - ""?'YI:Aft ' i“‘ . ; S L

ISCAP APPEAL NO. 2008-049, document ne. 16
DECLASSIFICATION DATE: December 02, 2016

E.O. 13526, SECTION 5.3(b)(3)

For’ the purpose of this dzrective, the terms listed below shall have ‘ '1}
,the ‘meanings 1nd1cated.‘f'

1 DECLASSIFIED UNDER AUTHORITY OF THE
=S INTERAGENCY SECURITY CLASSIFICATION APP

.

‘a. Defectors. Defectors are def;ned as nationals of the o
USSR, People's. Republic of’ China, Albania, Bulgar;a Cambodia,
Cuba, Czechoslovakia "East Germauy, Hungary, Laos, North Korea,
ﬁongolla, Poland, Romania,’ Vxetnam and Yugoslavxa, ‘who have escaped
from the control of any such country, or who, being outside such
jurisdiction and control, are unwilling to return. thereto‘ ‘and vho
are of special value to the- Us Government because.»

RO ) o Ry PR WAL AR T
.

(1) They are able to add valuable new or conflrmatory
information to existing us. intalllgence knowledge

e e

(2) They are of operational value to a- US department
.or agency, or v

(3) Their defection can be psychologically exploited
to the advantage of the United States.

: b. Inducement‘ Inducement is-an act committed or manlfestly
instigated by a US official and demonstrably intended to bring about
a defection for which the US Government might, if the att were-

Central Intelligence Agency Act of 1949 (50

.Withhe]d under statutory authority of the

discovered, be called upon to account. %

‘ . - , : -

‘ < - : - . R : . =
1. This'directive superaedes DCID«No. &f2,~effeative‘26 June 1959. . -
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c.i Petentiel-Defector:\ A potential'defectof is a national

of the countries set forth in paragraph 2a above, who (1) is
" dissatisfied or potentially eStranged in his allegiance to the

¥ ‘government of his nationality, (2) may reasonably be expected to

3 be susceptible to defection or recruitment in place, and (3) appears

A to meet -gpecial values criteria of a defector as set forth in - ‘
g paragzaph 2a above. ' ‘.
g , . V . .
o _d. Disaffected Person: A disaffected person is a potential :

~ defector who either through inducement or voluntary action on his - |
.;part has indicated willingness or desxre to defect.

L i
‘m,)~

e. Walk-In: . A walk-in is a disaffected person who presents
himself to a US installatioén in a foreign country and requests asylum
or- assistance 1n escaping from Communist control.

_ £ Refugee. A refugee is a person who s outsxde of and o
© unwilling to return te his country of nationality or habitual .
residence because of a well-founded fear of being ‘persecuted for Lo
reasons of race, religion, nationallty, membership of a particular
social group, or political opinion, does not possess ‘another citizen~
ship, has not acquired resident status in the country of present
_‘domicile and who is not a defector.

'3.A 'Other-naciOnals L i

'The provisions of this directive may be applied in whole or in part to
cases involving nationals of countries other than those specifically named -
-in paragraph 2a above, when the Director of Central Intelligence determlnes
:such action to be in the ‘best interests of ‘the United States.

“4.‘1 Objec:ives 3 o “":‘1" o , ». S S
‘,Exploitation of defectors shall be conducted for the follwang purposes:

a._ To obtain information relative to- the internal security of
the United States, and to obtain foreign intelligence information in:
response to intelligence objectives established by the Director of _
Central Intalligence and departmental intelligence requirements. ,A .

b. To acquire eperational intelligence.
fc.ﬂ To gain a propagauda ‘advantage.

5. vaerating principles of the: progtam :

- d. Defection, particularly from the USSR and People's Republic
‘»' of China, should be encouraged and 1nduced whenever there is a net

2




06420111  seeRee
| : : R . : _ggcmg:g_ ° s ‘DCIDrNo.‘ 4/2’- o
[25X1,£.0.13526 | S | S |

advantage to us 1nterests. Accordingly, US Government organizations ‘ )
should L i - S ) ‘
(1) Encourage and induce .the defection of potentially’ - o
valuable .individuals from the areas described "im paragraph Za '
above. Before any US Government organization initiates -
action to induce defection, it should consider whether recruit-—
ment in place would better serve the interests of the US.

-~ (4) Take no action to encourage the departore of large
numbers of nationals from oountmies listed in paragraph Za above. : i

(S) Give priority to the satisfaction of intelligence
.objectives in accordance wich NSCID No, 2 before ‘engaging in. .
psychological exploitacion of defectors. : :

(6) Coordinate the implemencation of overt publicity
concerning defectors with the Department of State and- the Unlted ;
States Information Agency o : o S T

- Conduct coordination, as provided herein, so as to
‘tespect the 1nterests. capabilities ‘and responsibilities of
all departments and - agencies to ensure full use of such
;capabilitles in support of the Defector Program.

,_‘ b. j

CR iesponsibi}ities of»looél3Defeotor Committees
A local Defector Committee shall be established abroad wherever the US
‘has. diplomatic representation. |

| 25X1, E.0.13526
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The committee may invite representatives of otler departments

" and agencies and military ‘commands as: appropriate to partiCipate. The local
Defector Committee shall . . : '

. e =

a. Meet periodically, normally at least once quarterly.
to coordinate interagency aspects of. the Defector Program in the
" area concerned, . Copies of minutes .of all local Defector Committee:
meetings shall be forwarded|

| [to the Interagency Defector Committee (IDC) Washington.

b. Establish local: operating procedures in consonance with
this directive for the implementation of the Defector Program Wlthin

the committee's geographic area. Such procedures shall accomplish
the following o Lo

, (l) Provide for the secure and expeditious reception and
handling of, walk—ins and other disaffected persons

(2) PrOVide that defector status 1is conSidered ‘for all ]
individuals who meet the criteria established by NSCID No. 4,
in each case balancing the ' special value" of the defection
against the risk, if any,,to the political and diplomatic
interests of the Us. . . .

(3) :Ensure thatt :

(a) Information related to imminence of hostilities'
or threat to ‘the security of Us personnel and any - us
installation is procured and disseminaCed as a matter ‘
_of immediate priority : o

(b) Bona fides is established as expeditiously as -
possible. o e Sl

(c) Each defector signs. a statement that his
“defection 1is voluutary and that he requests political
asylum . o . .
- {d) The resources and facilities of all participating '
us Government organizations are: employed as fully as
necessary to facilitate handlingpof the indiVidual.A~~

(e)“‘;-

25X1, E.0.13526 |
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c. 'Considervand resolve mutual problems. When'sucheproblemé
cannot be reésolved the matter shall be referred through Central »
Intelligence Agency channels to the Interagency Defector Committee,

‘Washington. In such cases, representatives of other US-Government -

organizations may communicate directly with their principals in
Washington on the subJects involved. 1If time does not permit referral
to the Interagency Defector Committee, Washington, the matter shall be -

.submitted for decision to the senior Us representative in the area. R

d. - Keep the .Interagency Defector Committee, Washington, informed
concerning each defector, 1nc1uding the status of exploitation. .Appro-
priate reports on -disaffected persons of potential intelligence interest
also will'be made to the Interagency Defector Committee, Washington. : l

e. Establish procedures to ensure that all. members of the ‘local

‘l Defector Committee.are kept currently 1nformed on local defector
‘matters as well as applicable US policles and procedures. B

£ Recommend to- the Interagency Defector Committee, Washington,v

concerning a defector. , P
- N

25X1, E.O.13526
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9. Responsibilities ofvthe'Seniqr‘US Représentative in the area

o Thé Senior US Representative in the area concerned will be responsible’
" for: R S ‘ K

- o a. vFDétermining,\ |
f the manner

-and degree to which actions contemplated toward a disaffected

person or defector. may affect’ the political and diplomatic interests
cf the US.

b. Ensutlng that appropriate US offlcials not covered by
membership on the local defector committee, who are likely to be :
~in contact with disaffected persons, are briefed concerning defector - 5
fmatters as. apprcpriate.;. -

. c, -Préviding policy guidance .and further assis:ance‘ ‘ I'
[ |[in carrying
out his responsibilities under this directive. ’ .

]v“zsx1, E.0.13526 |

George Bush .

K Director of Central Intelllgence
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE -
NO. 4/2 (SECOND REVISION)"

Priority List of Cr1txca1 National Intelligence Ob;ectwes ,‘ |
(Revised 8/4/53)

- In accordance with DCID 4/1, paragraph 3, the following list.
in order of priority of critical national intelligence ob_]ectwes, with
respect to the USSR and its Satellites (1nc1ud1ng Communist China)
is/established; so the’ highest priority shall be given to the collec-
tion of information and to the production of intelligence concermng
Sovxet and Satellite capabilities and intentions for:

1. taking direct military action against the Contmental
United States;

2. taking d1rect ‘military action, employmg USSR and
Satellite Armed Forces, against vital U.S. possessions, areas
peripheral to the Soviet Orbxt -and Western Europe;

3. conductmg clandestme attack by mass destruction weapons_‘ A
against the Continental United States, vital U.S. possessions, areas
peripheral to the Soviet Orbit, and Western Europe,

4. intérfering v?i{h U.S. strategic aii_-"at't.ack;

5. . 1nterfermg with U.S. movement of men and materlal by
water transport; .

6. productxon and stockpiling, mcludmg location of mstal- _
lations and facﬂxnes. ‘of atomic and related weapons, other critical
weapons and equ.xpment, and critical transportatzon eqmpment,

7. creatmg s1tuat10ns a.nywhere in the world dangerous to
U.S. national secunty, short. of comrmtment of Sov1et and. Satelhte

objectives;
8. 1nterfer1ng thh U. 8. political, psychologxcal a.nd economxc

courses of action for the achievement of cntxcal U.S. axms and
objectives.

S‘EgﬁE%LLEN w. DULLES
irector of Central Intelligence
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(U) DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 6/7%
(U) Intelligence Disclosure Policy

(Effective 30 June 1998)

(U) Pursuant to the provisions of the National Security
Act of 1947, as amended, and Executive Order 12333, policies,
responsibilities, and procedures are herewith established
governing the disclosure or release of US intelligence to
officials of foreign governments, and internaticnal
organizations or coalition partners consisting of sovereign
states. Nothing in this policy is intended to amend, modify, or
derogate the authorities of the DCI contained in Statute or
Executive Order. This DCID was previously designated DCID 5/6.

l. Purpose

a. (U) This directive establishes policy for the
disclosure or release of classified US intelligence to
officials of foreign governments, and international
organizations or coalition partners consisting of sovereign
states (hereinafter, "foreign governments®). The directive
furthers the responsibilities of the Director of Central
Intelligence (DCI) to protect intelligence sources and
methods and to formulate policies concerning intelligence
arrangements with foreign governments.

b.” (U) This directive also furthers the policy contained
in Director of Central Intelligence Directive 6/6 by
defining the categories of intelligence information that
may not be disclosed or released to a foreign government.

2. Policy

a. .(U/iEeYe) US intelligence is a national asset to be
conserved and protected and will be shared with foreign
governments only when consistent with US national security
and foreign policy objectives and when an identifiable
benefit can be expected to accrue to the United States. It '
is the policy of the US Government to share intelligence

'This DCID was originally $/6P. It was renumbered on 20 April 2001.

' DECLASSIFIED UNDER AUTHORITY OF THE
| INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL,
| E.O. 13526, SECTION 5.3(b)(3)

‘ ISCAP APPEAL NO. 2008-049, document no. 17
| DECLASSIFICATION DATE: December 02, 2016
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with foreign governments whenever it is consistent with US
law and clearly in the national interest to do so.

b. }C?[::] Disclosure or release of intelligence
information to coalition partners will be made pursuant to
a Concept of Operations {CONOPS) issued by the DCI. The
CONOPS will be coordinated with affected departments and
agencies prior to issuance. The CONOPS shall govern the
disclosure and release of intelligence information during
the period covered by that document. In the absence of a
CONOPS, the policies contained in this DRCID shall apply,
until the DCI determines whether a CONOPS is required.

c. uad::] Proposals to disclose or release intelligence
to foreign governments that are contrary to this
Intelligence Disclosure Policy shall be submitted to the
DCI for approval. Existing intelligence arrangements and
directives, upon which such proposals are based, need not
be modified, unless inconsistent with this DCID.

d. (U//E0YeY Information marked NOFORN or REL TO (and
country{ies)) may not be disclosed or released to foreign
governments not stipulated in the marking without
originator approval.

e. {U//~reuoy~ Whenever feasible, intelligence that cannot
be disclosed or released shall be separated by the use of
tear lines, portion marking, and/or segregable annexes,
from that which may be released, in accordance with the
policies contained in DCID 6/6.

3. Aapplicability

{U) Except as expressly authorized by the DCI, the policy,
procedures, and criteria set forth in this directive and
its attachment shall be uniformly applied to the disclosure
or release of US intelligence to foreign governments.

4. Responsibllities

a. {(U) The DCI shall formulate policies concerning i
foreign intelligence and counterintelligence arrangements
and relationships with foreign governments.

b. (U) Only Designated. Intelligence Disclosure Officials
(DIDO)} may authorize the dissemination of intelligence to
cooperating foreign governments under arrangements
established or agreed to by the DCI. '

—CONFIRENTIAL[ X1
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c. {U) Officials of organizations that are not part of
the Intelligence Community, as defined in the National
Security Act of 1947, as amended, 50 USC 401a{4), and
Executive Order 12333, intending to disclose or release US
intelligence to foreign governments shall obtain permission
from the DIDQ of the organization that orlglnated the
information.

5. Definitions

(U) Disclosure: Showing or revealing classified
intelligence, whether orally, in writing or any other medium,
without providing the recipient with a copy of such information
for retention.

{U) Release: Providing the recipient of classified
information with a copy, whether in writing or any other medium,
of such information for retention. S

(U) Sharing: Activities involving the disclosure or
release of intelligence.

{U) Intelligence {(and Related Materials): Includes the
following information, whether written or in any other medium,
classified pursuant to Executive Order 12958 or any predecessor
or successcor Executive Order:

a. {U) Foreign intelligence and cocunterintelligence
defined in the National Security Act of 1947, as amended
and Executive Order 12333;

b. (U//8QUe+ Information describing US foreign
intelligence and cocunterintelligence activities, sources,
methods, equipment, or methodology used for the
acquisition, processing, or exploitation of such
intelligence; - foreign military hardware obtained through
intelligence activities for exploitation and the results of
the exploitation; and any other data resulting from US
intelligence collection efforts; and

c. (U//80884 Information on Intelligence Community
protective security programs (e.g. personnel, physical,
technical, and information security).

(U) Designated Intelligence Disclosure 0Officials (DIDOS):
The heads of departments and agencies with
organizations in the Intelligence Community or the heads of such
organizations, and their specifically designated subordinates
whose names and positions are certified to the DCI in writing,

—coNPERENTRRE[ X1 {
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and other US officials designated by the DCI. (See Attachment A,
section B for DIDO authorities and responsibilities.)

{U) Senior Official of the Imntelligence Community (SCIC):
A SOIC is the head of an agency, office, bureau, or other
intelligence element as identified in Section 3 of the National
Security Act of 1947, as amended, 50 USC 40la{4), and Section
3.4(f) (1 through 6) of Executive Order 12333.

(U) sanitization: The process of editing or otherwise
altering intelligence information or reports to protect
sensitive intelligence sources and methods, capabilities, and
analytical procedures in order to permit wider dissemination.

{(U) Coalition:

a. (U) An arrangement between one or more nations for
common action:

b. (U} Multi-national action outside the bounds of
established alliances, usually for single occasions or
longer cooperation in a narrow sector of common interest:

or
c. (U) A force composed of military elements of nations
that have formed a temporary alliance for some specific
purpose. » .

) {U) Senior Poreign Officials: Responsible foreign
officials or individuals who, by virtue of their positions or
access, may directly affect policy making of recipient foreign
governments. This includes, but is not limited to, officials of
ministerial rank and above; national department, agency and
service chiefs; and representatives of ambassadorial rank and
above,
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6. Procedures

(U//EQUSY Attachment A to this directive sets forth
implementing procedures,? including special procedures to be
followed in coordinating, approving, and recording disclosures
or releases to senior foreign officials or of analytical or
estimative products of the Central Intelligence Agency or the
National Intelligence Council to feoreign governments.

/S/ ’ " 30 June 1998
Director of Central Intelligence Date

¢

2 (U) These procedures derive from and have the authority of the DCI Directive on Intelligence Disclosure Policy.
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pCID 6/7
ATTACHMENT A

{T//FQue} CRITERIA AND PROCEDURES CONCERNING
DISCLOSURE OF U3 INTELLIGENCE

(Effective 30 June 1998)

Nothing in this policy is intended to amend, modify, or derogate
the authorities of the DCI contained in Statute or Executive
Order.

A. (O//E0B0Yr 1Intelligence Disclosure and Release Criteria

(U//EQUS¥ In accordance with the Director of Central
Intelligence Directive, Intelligence Disclosure Policy,
Designated Intelligence Disclosure Officials (DIDO) will use all
of the following general criteria in determining the
appropriateness and suitability of intelligence disclosures or
releases to foreign governments:

1. (U//Fou8¥y Disclosure or release is consistent with
United States foreign policy and national security objectives
concerning the recipient foreign government.

2. (U//#¥096) Disclosure or release can be expected to
result in a clearly identifiable benefit to the United States,
such as: '

a. {U//8QUb)» Serving a specific US national purpose--
political, economic, or military.

b. (U//#8¥er Obtaining commensurate information or
services from the proposed recipient.

¢. {U//F8Yed Supporting specific bilateral or
multilateral plans, arrangements, treaties or alliances.

d. (U/ipoy¥ge) Aliding US intelligence or
counterintelligence activities.

3, (U) It is determined that the disclosed or released
intelligence is not likely to be used by the recipient in a
manner harmful to US interests. In particular:

conpzpENeEaE/l _ |/x1

U.S.C,, sectio

Withheld under statutory authority of the )
Central Intelligence Agency Act of 1949 (50

—CONFIDENTHAT ' ;

n 3507)




C01035139 ‘ —
. ] i ; Withheld under statatory authority of the
: Central Intelligence Agency Act of 1949 (50
U.S.C., section 3507)

—conezpmNezan/[ /x1

a. (U) The intelligence will not be disclosed or released
to a third government or any other party without the
approval of the releasing US department or agency.

b. (U} The recipient foreign government has the
capability and intent to provide to US intelligence the
same degree of protection provided it by the United States.

c. (U) The intelligence will not be used for other than
the stated purpose thhout the approval of the releasing
department or agency.

25X1, E.0.13526

B. (U) Gensral Procedures for the Disclosure or Release of US
Intelligence

1. (U//FQUSy In implementing the policies, procedures,
and criteria contained herein for the disclosure or release of
. intelligence, DIDOs also will be governed by procedures and
guidance contained in the documents below, and other DCI
procedures and guidance. The provisions of this DCID will take
precedence.

a. {(U/+FOBE> Signals Intelligence Security Regulations
(SISR) issued by the DCI, which provide guidance on the
. release of signals intelligence;

b. (U//ES8684 DCI Directive 6/6: Security Controls on the
Dissemination of Intelligence Information, which
establishes common controls and procedures for the
dissemination and use of intelligence;

| 25X1, E.0.13526 = 2

d. (U//Fou¥es National Imagery and Mapping Agency (NIMA) !
Imagery Policy Series (IPS), which contains detailed
guidance on the disclosure and release of imagery
intelligence;

} (UMFOUE) In documentary releases a statement will be included in transmittal correspondence or affixed to the
document itself indicating that the information is provided with the understanding that the recipient will comply
with the conditions above. Whenever appropriate, a similar statement of caution will be included in oralivisual

disclosures.
—CONPEBENTEIAL / [::}/ X1
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e. (U//EGB6&Y National Policy and Procedures for the
Disclosure of Classified Military Information to Foreign
Governments and International Organizations (NDP-1}, issued
pursuant to National Security Dec;sxon Memorandum 119,

- which governs the release of classxfled military
information including military intelligence;

)

25X1, E.0.13526

g. (U//EQUQ} National Policy Governing the Disclosure or
Release of Communications Security Information to Foreign
Governments and International Organizations, issued by the
National Security Telecommunications and Information
Systems Security Committee (NSTISSC) which provides release
requirements for Communications Security;

S

h. ,(Z;:} DCI issued Concept of Operations (CONCPS) for
US intelligence support; and

i. |
| 25X1, E.0.13526 }

3. (U/ /FSU8) Measurement and Signature Intelligence
{MASINT} Policy Series, issued by the Central MASINT
Office (CMO), which provide guidance on the release of
MASINT. '

2. {(U//Fe¥syr DIDOs may authorize the release or
disclosure of uncaveated intelligence to foreign govern.ments in
accordance with the criteria in paragraph A above and Sectlon
VII. B DCID 6/6.

s ]

25X1, E.0.13526
4. (U) DIDOs will, in addition: T
a. {U) Follow disclosure and release guidelines issued by

the DCI to cover specific situations.

—conprpENTEAL/[ /X1 5
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C. (U) 1Intelligence Which May Not Be Disclosed oxr Released

(ﬂ’[j The following intelligence may not be disclosed or
released to a foreign government in accordance with DCID 6/6:

25X1, E.0.13526 |
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4. yﬁ:} Identification of a specific source, either by
name, title, or position, as the provider of intelligence
information; or the disclosure of other information that
reasonably could be expected to jeopardi;e sources and
methods.

8. / '

9. v
25X1, E.0.13526

10.
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D, (U) Special Procedures for Disclosures or Releases to
Senior Foreign Officials or of Ansalytical and Egtimative
Products of the Central Intelligence Agency and the
National Intelligemce Council to Foreign Governments

25X1, E.O.13526

25X1, E.0.13526
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E. (0) Oversight and Recordkeeaping Provisions

1.’

25X1, E.0.13526
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3. (U) Failure to comply with the provisions of this DCID

could result in the leoss of intelligence access for the
officials involved.
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 7/3

(U) INFORMATION OPERATIONS AND INTELLIGENCE COMMUNITY
: RELATED ACTIVITIES

(Effective 01 July 1999)
(Administratively updated 5 June 2003)

1. REFERENCES.

a) (U) DCID 5/1, "Espionage and Counterintelligence
Activities Abroad," 19 Dec 1984

b} (U} NSCID 5, "U.8. Espionage and Counterintelligence
Activities Abroad, " 19 Dec 1984

c) (U} NSCID 6, "Signals Intelligence," 17 Feb 1972

d} (U) NSD 42, "National Policy for the Security of
National Security Telecommunications and Information
Systems, ™ 05 Jul 1990

€} (U) Presidential Decision Directive/NSC-63 (PDD-63},
"Critical Infrastructure Protection," 22 May 1998

£) (U) Memorandum of Agreement on Oversight Board for
Private Sector Relationships, 05 Jun 1998

g) (U) Charter of the National Special Communications
Working Group (NSCWG), 07 Jan 1997

h) (U} Memorandum of Agreement concerning Deconfliction of
Computer Network Operations (CNO), 01 Jul 1999

i) (U} Charter of the Bilateral Information Operations
Steering Group (BIOSG), 14 Apr 1998

3} (U) ©DCID 5/6, "Intelligence Disclosure Policy,"
30 Jun 1998

k} (U} National Security Act (NSA) of 1947, as amended

1y {U) Title 10, U.S5. Code {Armed Forces)

m) (U) MOA Between DoD and the IC Regarding the Information
Operations Technology Center {(IOTC),
04 Mar 1997

n} (U} Concept of Operations (CONCP) for the Information
Operations Technology Center (I0TC),
04 Mar 1997 : : ,

o) {(U) Title 50, U.S. Code C

2. PURPOSE.

| DECLASSIFIED UNDER AUTHORITY OF THE
| INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL,
~ E.O.13526, SECTION 5.3(b)3) |

" ISCAP APPEAL NO. 2008-049, document no. 18 |
| DECLASSIFICATION DATE: December 02,2016 g |
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(U) This directive sets forth the responsibilities of
Intelllgegce Community {IC} components in the conduct and
coordination of: '

¢ (U} Information Operations (ID),
{(U) Intelligence and related support to IQ, and
(U//EQUOY Deconfliction of specific computer network
operations (CNO) conducted by National Foreign Intelligence:
Program (NFIP) agencies. : .

3. AUTHORITIES.

(U/E0YE) This DCID does not affect the authorities,
responsibilities, and restrictions relating to components of the
JC and the Department of Defense (DoD) that are set out in
existing statutes, executive orders, and policy directives such
as Presidential Decision Directives (PDDs), National Security
Council Intelligence Directives (NSCIDs), and other DCIDs, in
particular the reguirements under reference {a) for coordination
of espionage and counterintelligence activities abroad. This
DCID clarifies the DCI authorities under which IC elements may
carry out computer network attack (CNA) and computer network
exploitation (CNE) using NFIP funds.

4. DEFINITIONS.

A. {U) The definition of information operations (IO} is:
"Actions taken to affect adversary information and information
systems while defending one's own information and information
systems.”

B. (U//FQUBY Information Operations is an integrating strategy.
Although still evolving, the fundamental concept of IO is to
integrate different activities to affect decision making
processes, information systems, and supporting information
infrastructures to achieve specific objectives, as well as to
protect and defend friendly information and information
infrastructures. IC I0O-related activities include CNE and other
supporting intelligence activities.

5. DISCUSSION.

A, (U//BQUEeY The concept of Information Operations (I0) emerged
against the backdrop of the explosive growth of information
technology. I0 has made use of electronic warfare (EW),
psychological operations (PSYOP), military deception, operational
security (OPSEC), and physical destruction. The rapid spread of
computers and computer networks has led to their inclusion as
instruments for attacking and influencing information

infrastructures. Withheld under statutory authority of the
Central Intelligence Agency Act of 1949 (50
U.S.C., section 3507)
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B. (U//FQuUOT Computer network operations (CNO} comprises
computer network exploitation (CNE) -- denoting a broad range of
intelligence collection activity; computer network attack {(CNA) -~
- denoting attacks on computer systems and networks; and computer
network defense (CND) -- denoting actions taken to protect U.S.
computer systems and networks and possibly those of allies and
coalition partners. CNE is an intelligence collection activity
and, while not viewed as an integral pillar of DoD IO doctrlne

it is recognized as an IO-related activity that requires
deconfliction with I0. There are interdependencies and :
relationships among CNE, CNA, CND, and other IC activities in . .
support of 10 which may require mechanisms to ensure proper
deconfliction or coordination among those NFIP funded IC elements
that engage in these activities.

C. (U//FRB0) 1IC IO activities include conducting, with proper
authorization, covert action, including CNA. IC elements
authorized to conduct CNA under DCI authorities in peacetlme will
be specified by a Presidential Finding.. ’

D. ~(U) IC IO-related activities include:

s (U) Collecting, processing, analyzing, and disseminating
foreign intelligence and counterintelligence on IO.
s (U) Conducting CNE, in accordance with the authorities
described in references (b) and (c).
s (U) Supporting other U.S. government organlzatzons in the
conduct of their IO missions.
{(U) Ensuring effective warning and defense against IO.
{(U) Performing computer network defense (CND) activities
. commensurate with established legal statutes or the
technical direction provided by NSA/CSS, as specified in
reference (d), or the National Infrastructure Protectxon
Center {(NIPC), as set forth in reference (e).

6. DECONFLICTION.

A. {(U) while this DCID does not address every contingency, 10
and IO-related activities specified in paragraphs 6.C and 6.D
shall be deconflicted and mutually supporting. Deconfliction
mechanisms shall be establlshed to guarantee compatibility within’
areas of common concern. .

B. (U} To support the establishment of deconfliction processes,
it is important to initially identify the

applicable authority for an action so that activities can be
conducted within an appropriate legal context and oversight
requzrements can be satisfied. The nature and the context of an
activity will determine the applicable legal authority for the
activity (i.e., the authority under which an activity is
conducted). The following guidelines shall apply:

-—S—EGRETE:le
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1) (U) The criterion for identifying the applicable
authority for a proposed activity shall be the “primary
purpose” of the activity. For example, if the “primary
purpose” of an activity is foreign intelligence (FI)
collection, FI collection authorities shall prevail,
notwithstanding the fact that the activity may have other
purposes.

2) (U) The nature and context of the activity, and not the
U.S. Government entity that conducts it, shall determine the.
applicable authority.

C. L87{::] The Oversight Board for Private Sector Relationships
(reference f) and the National Special Communications Working
Group (NSCWG) (reference g) exist to deconflict mission related
industrial relations and special communications, respectively.

- They shall be expanded to include new membership as appropriate.

D. @57£::] CNA/E Deconfliction process. CIA and NSA will
jointly manage, as an IC service of common concern, an
Interagency Target Register (ITR) to deconflict IC CNA and CNE
operations. IC elements conducting CNA or CNE ¢perations under
DCI authorities shall deconflict their operations within the ITR
structure according to ITR procedures and appropriate access
negotiated with the principal signatories to . the MCA cited in

reference (h). The IC recognizes a need to establish procedures
for deconflicting CNE activities with other appropriate U.S.
agencies.

B |

| E.O. 13526, section 1.4(c) |

Withheld from public release under
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7. IMPLEMENTATION.

(U) Except where covered by existing policies, IC IO-related '
responsibilities are listed below.

A, (U) The Deputy Director of Central Intelligence for
Community Management (DDCI/CM) shall:

Withheld under statutory authority of the
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1} {U)} Serve as the IC focal point for IO strategic
planning and policy coordination within the IC and
with the Bilateral Information Cperations Steerlng
Group (BIOSG) (per reference 1).

2) (U) Represent IC organizations that are not already
represented on the BICSG.

3} {U) Provide administrative and staff support to
the Secretariat of the BIOSG (per reference i).

4} {U) Oversee implementation of this DCID.

B. {U) The Assistant Secretary of State for Intelligence
and Research (I&R) shall: .

1} {U) Support the Chiefs of Mission in their review of
the implications of contemplated I0O.for foreign
affairs and diplomatic relations pursuant to reference
{a). ’

2) {(U) Pursuant to reference (j), review the
implications of contemplated sharing of intelligence
on foreign IO programs with allies or other foreign
entities.

C. (U} The National Intelligence Officers (NIOs) for Warning
and for Science & Technology shall jointly provide the DCI
and other IC elements with appropriate strategic warning
against IO.

D. (U) Consistent with the National Security Act of 1947
(reference k), the DCI has assigned the following tasks,
which, pursuant to 10:USC 113 (reference 1)}, the Secretary
of Defense has directed the DoD components listed below to
execute.

1) (U} The Director, National Security Agency/Chief
Central Security Service (DIRNSA/CCSS) shall:

i. (U) Integrate CNA, CNE, and CND tools,
techniques, and technology into the SIGINT and
INFOSEC communities.

ii. (U) Train, equip, and organize the U.S.
Cryptologic System to support the CNE, CNA, and
CND requirements needs of its customers.

iii.{U) Provide I0~-related military targeting
support.

iv. (U) Provide intelligence ga;n/loss assessments in
response to CINC IO targeting.

v, (U) Develop and support analytic modelihg
and simulation techniques to support CNA/CNE
efforts.

E___JXI
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The Director, Defense Intelligence Agency

(D/DIA) shall:

i.

(U) Ensure that DIA is postured to support
the full range of 10 activities, both offensive
and defensive, including psychological operations,

‘military deception, electronic warfare, computer

iii.

iv.

vi.

vii

(U}

network operations, operations security, and
physical destructiocn.

{U) Train and equip the Defense HUMINT Service
{DHS) to support the I0 requirements of its
customers.

{U) Provide I0-related military targeting
support. '

(U) Perform all-source analysis, production,
dissemination, and provision of military and
military-related intelligence on foreign
information infrastructures and foreign
information threats for the Secretary of Defense,
Joint Chiefs of Staff, other defense components,
and, as appropriate, non-defense agencies.

{U) Pursuant to existing DoD directives,
instructions and other guidance, conduct Human
Factors intelligence support for the full range of
10.

(U) Pursuant to DoD requirements, provide
strategic indications and warning for I0.

.(U) Provide political-military assessments in

response to CINC IO targeting.

The Director, Natlonal Imagery and Mapping

Agency (D/NIMA} shall:

i.

ii.

iv.

(U} Conduct imagery and geospatial analysis

to identify critical foreign information
infrastructures and assess their
interdependencies.

(U) 1In partnership with other IC elements,
provide targeting support to I0. This includes
identifying physical targets, developing targeting
packages and preparing combat assessments.

.{U) With approved tasking, help identify

vulnerabilities to key U.S. infrastructures (CONUS
and OCONUS) in order to contribute to more
effective defensive I0 practices.

{U) Provide other imagery and geospatial
information support to IC and DoD IO efforts in a
timely and effective manner:

(U) Ensure I0 requirements are included in any
delineation and assessment of future requirements.

6 Withheld under statutory authority of the
Central Intelligence Agency Act of 1949 (50
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5) {(U) The Director of the Information Operations
Technology Center (D/IOTC) 'shall execute .
responsibilities in accordance with references (m) and
{n).

E. (U) The Director, Federal Bureau of Investigation (D/FBI)

shall: .

1) (U} Provide available, releasable information
and operational support that may assist in the
planning or execution of an I0 activity by IC A
and DoD. .

2) (U) : Assist other agencies in assessing the risks of
planned IO activities to the U.S. . information
infrastructure. :

3) (U) Keep the U.S. private sector and Government at

all levels informed of threats to the U.S. information
infrastructure that may arise from IO activities
without divulging U.S. plans or intentions.

4) (U) Develop and deploy tools to reduce the risk of
penetration, corruption, and disruption of critical
U.S. information systems and networks.

5) (U) ~ Investigate IO intrusions and attacks against i
information networks and systems in the United States.

F. {(U) All IC Element Heads shall:
1) (U) Provide the DDCI/CM with the information

required to assist the DCI in implementing this
directive.

' e
, . : 7
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2) (87 Cooperate closely with the IOTC to ensure
consistency between the CNA and dual purpose (CNE)
technigues contained in the Toolbox and any cother-
developing or employed capabilities.

3} {U) Take reasonable steps to protect their own
systems from hostile CNA and CNE.

8.  REVIEW.

(U} The DDCI/CM shall coordinate the IC's annual review of this
DCID for currency and completeness.

//s//! George J. Tenet July 1, 1999

DIRECTOR OF CENTRAL INTELLIGENCE DATE

‘ithheld under statutory authority of the
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APPENDIX A

Definitions of Terms Used in this Directive

Computer Network Attack (CNA): (U} Operations to manipulate,
disrupt, deny, degrade, or destroy information resident in
computers and computer networks, or the computers and networks
themselves. ‘

Computer Network Defense (CND): (U) Efforts to defend against
the CNO of others, especially that directed against U.S. and
allied computers and networks.

Computer Network Exploitation (CNE): (U) Intelligence cecllection
and enabling operations to gather data from target or adversary
automated information systems {AIS) or networks. -

| E.O. 13526, section 1.4(c) |

Computer Network Operatioms (CNO}: (U) CNE, CNA, and CND -
collectively.

Covert Action: (U) Refer to Section 503 of the National Security

Act of 1947, Title V (50 U.S.C. 413-413b) (references k and. o)

and related legislation. [Related legislation includes the 1991 5
Intelligence Authorization Act and 102d Congress Report SENATE |
First Session 102-85 and House Conference Report 102-166.]

Section 503 refers to covert action as, ". . . an activity or i
activities of the United States Government to influence ‘ '
political, gconomic, or military conditions abroad, where it is.
intended that the role of the United States Government will not
be apparent or acknowledged publidly, but dees not include--

(U} . . . activities the primary purpose of which is to ‘ i
acquire intelligence, traditional counterintelligence 5
activities, traditional activities to improve or maintain T
the security of United States Government programs, Or (
administrative activities;

. . . traditional diplomatic or military activities or
routine support to such activities; . . . traditional law
enforcement activities conducted by United States Government
law_enforcement agencies or routine support to such

-SEEREF] X1
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activities; or . . . activities to provide routine support
to the overt activities . . . of other United States
Government agencies abroad."” (Special Activities is a

euphemism for covert action; as such it is redundant to
include it here.)

Deception: (U) Those measures designed to mislead an adversary
by manipulation, distortion, or falsification of evidence to
induce him to react in a manner prejudicial to his interests.

25X1, E.0.13526

Electronic Warfare: (U) The use of electromagnetic and directed
energy to control the electromagnetic spectrum or to attack an
adversary. :

Human Factors: (U) The psychological, cultural, behavioral, and
other human attributes that influence decision making, the flow
of information, and the interpretation of information by
individuals or groups at any level in a state or organization.

Information Operations (IO): (U) Actions ‘taken to affect
adversary information and information systems while defending
one’'s own information and information systems.

Information System: (U) The organizations, personnel, and
components that collect, process, store, transmit, display,
disseminate and act on information. )

Operations Security (OPSEC): (U) A process of identifying
critical information and subsequently analyzing friendly actions
attendant to military operations and other activities to: a.
Identify those actions that can be observed by adversary \
intelligence systems; b. Determine indicators hostile
intelligence systems might obtain that could be interpreted or |
pieced together to derive critical information in time to be - |
useful to adversaries; c. Select and execute measures that
eliminate or reduce to an acceptable level the vulnerabilities of
friendly actions to adversary exploitation.

Physical Destruction: (U) Referred to in Joint military doctrine {
as one of the core disciplines of IO. Note: Not all physical
destruction is IO nor related to it. Physical destruction can be
used to further tactical, operational, and/or strategic IO
objectives. Examples include destroying command and control
facilities, communications links, and components supplying energy
to power communications.

Withheld under statutory authority of the
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Psychological Operatioms: (U) Planned operations to convey
selected information and indicators to foreign audiences to
influence their emotions, motives, objective reasoning, and-
ultimately the behavicr of foreign governments, organizations,
groups, and individuals. The purpose of psychological operations
or PSYOPs is to induce or reinforce foreign attitudes and
behavior favorable to the originator’s objectives.

Special Communicatioms: (U//FQUe&T The relay of U.S5. government
or allied signals from or into areas typically characterized by
an intense counterintelligence or operational security
environment, usually in support of covert or clandestine
intelligence or military operations, or sensitive overseas law
enforcement activities.

11
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