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FDll 
Federal Deposit Insurance Corporation 
550 17th Street. NW. Washington. DC 20429-9990 

December 13, 2016 

In re: FDIC FOIA Log Number 16-0289 

Legal Division 

This is in response to your May 24, 2016 Freedom oflnformation Act (FOIA) request for a copy 
of the following four FDIC Office oflnspector General publications: 

EV AL-16-001 
AUD-14-006 
EV AL-12-003 
Audit Report 06-016 

Our records search has been completed, and all of the records that you requested have been 
located. 

We are granting your request in part. I have enclosed copies of the records that are being 
disclosed, which consist of 123 pages. 

The information withheld is exempt from disclosure under FOIA Exemptions 4, 5, 6 and 7(E), 5 
U.S.C. § 552(b)(4), (b)(5),(b)(6) and (b)(7)(E). Exemption 4 requires us to withhold trade 
secrets, and confidential or privileged commercial or financial information that was submitted by 
a person. Exemption 5 allows us to withhold inter-agency or intra-agency memorandums or 
letters which would not be available by law to a party other than an agency in litigation with the 
agency (i.e., information that is privileged to the FDIC). Exemption 6 requires us to withhold 
personnel and medical files and similar files the disclosure of which would constitute a clearly 
unwarranted invasion of personal privacy. Exemption 7(E) requires the withholding ofrecords 
or information compiled for law enforcement purposes to the extent that the production of such 
law enforcement records or information would disclose techniques and procedures for law 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement 
investigations or prosecutions if such disclosure could reasonably be expected to risk 
circumvention of the law. 

You may contact me at 703-562-2274 or aliturner@fdic.gov or our FOIA Public Liaison, Acting 
FDIC Ombudsman Gordon Talbot, by email at GTalbot@fdic.gov or telephone at 703-562-6040, 
for any further assistance and to discuss any aspect of your request. Additionally, you may 
contact the Office of Government Information Services (OGIS) at the National Archives and 



Records Administration to inquire about the FOIA mediation services they offer. The contact 
information for OGIS is as follows: Office of Government Information Services, National 
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 
20740-6001, email at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or 
facsimile at 202-741-5769. 

If you are not satisfied with the response to this request, you may administratively appeal by 
writing to the FDIC' s General Counsel. Your appeal must be postmarked or electronically 
transmitted within 90 days of the date of the response to your request. Your appeal should be 
addressed to the FOIA/P A Group, Legal Division, FDIC, 550 17th Street, NW, Washington, 
D.C. 20429. Please refer to the log number and include any additional information that you 
would like the General Counsel to consider. 

Sincerely, 

/Signed/ 

Alisa Turner 
Government Information Specialist 
FOIA/Privacy Act Group 



Page 1 

August 2006 
Report No, 06-016 

Controls Over the Disposal of Sensitive 
FDIC Information by Iron Mountain, Inc. 

AUDIT REPORT 

This Report Contains Confidential 
Information 

For Official Use Only 
Restricted Distribution 

Office of A1Jdita 

oig 

·' ':\ 
I 
I ,, 

- _,,; 
·-:'1/ 



Bac]{ground and 
Purpose of Audit 
In carrying out its mission, the 
FDIC creates and acquires a 
significant amount of sensitive 
infonnation. Much of this 
information is required to be 
protected by federal statutes and 
regulations. lt is, therefore, critical 
that the FDIC implement 
appropriate controls when 
disposing of sensitive information 
to prevent an unauthorized 
disclosure that could lead to 
potential legal liability or public 
e1nban·assment. 

The FDIC's Division of 
Ad1ninistration (DOA) has overall 
responsibility for the FDIC's 
records management prograrn, 
including the disposition of official 
hardcopy and electronic records no 
longer needed to conduct business. 
ln 2000, DOA a\.varded a contract 
to Iron Mountain, Inc.® (Iron 
Mountain) for nationwide records 
management services, including 
the disposal of sensitive FDIC 
records. The FDIC's headquarters 
offices disposed of approxin1ately 
168,000 pounds of sensitive and 
non-sensitive records frou1 July 
2005 through Februaty 2006, 
primarily due to consolidation of 
headqumters office space. 

The objective of the audit \.Vas to 
determine whether the FDIC has 
adequate controls for ensuring the 
secure disposal of sensitive 
infonuation by Iron Mountain. The 
audit focused on the disposal of 
information contained in shredder 
bins and consoles provided by Iron 
Mountain for the FDIC's 
headqua1ters offices. 
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Report No. 06-016 
August 2006 

Controls Over the Disposal of Sensitive FDIC 
Information by Iron Mountain, Inc. 

Results of Audit 

The FDIC established a number of key controls to ensure the secure disposal of 
sensitive information by Iron Mountain. Such controls include a corporate policy 
on records disposal; policies and procedures related to contractor integrity, fitness, 
and background investigations; and contractual requirements governing the 
destruction ofinfonnation. In addition, no instances of unauthorized disclosure or 
use of sensitive FDIC information came to our attention during the audit. However, 
as reflected in the table below, the FDIC needed to intprove its oversight of the Iron 
Mountain contract to ensure that conh·ols designed to safeguard the disposal of 
sensitive infom1ation \Vere effectively implemented. We also identified ce1tain 
other n1atters relating to subcontractor costs and agreements and the identification of 
FDIC's records 1nanage1nent contractors that warrant management attention. 

Controls for Safeguarding the Disposal Establishment Implementation 
of Sensitive Information of Control of Control 

Independent Audits and Trade Needs Needs 
Certifications Improvement Improvement 

Integrity, Fitness, and Custody of ;/ . Needs 
Sensitive Information Improvement 

Back!,'TOund Investigations 
;/ Needs 

Jmprove1uent 

Authorization of Contractor Personnel ;/ Needs 
Improve1uent 

Supervision ofRecords and Media ;/ Needs 
Destruction Improvement 

Cettificates ofDestruction 
;/ Needs 

Intprovement 

On-site h1spections ofDisposal ;/ Needs 
Operations Improventent 

*Indicates that the control is in place. 

Recommendations and l\.'lanagement Response 

We recon1n1ended that the Director, DOA: 
• Consider the results of independent operational audits and recognized h"ade 

association ce1tifications before approving disposal finns. 
• Require all fun1s providing records disposal services on behalf of the FDIC to 

comply with FDIC acquisition policies and procedures. 
• Establish clear expectations regarding contractor and subcontractor oversight 

for contracted records n1anagement services. 
• Perforn1 periodic site inspections offinns providing records disposal services. 
• Ensure that subcontractor invoices and agreements are consistent with FDIC 

policy and the Iron tvlountain contract. 
• Identify all finns providing records n1anagement services for the FDIC. 

DOA management's com1nents and plaillled actions were responsive to the 
recommendations. 
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FDl<i 
Federal Deposit Insurance Corporation 
3501 Fairfax Drive, Arlinglon, VA 22226 

DATE: August 10, 2006 

MEMORANDUM TO: Arleas Upton Kea 
Director, Division of Administration 

·······~·-
FROM: Russell A. Rau 

Assistant Inspector General for Audits 

Office of Audlls 
Office of Inspector General 

SUBJECT: . Controls Over the Disposal of Sensitive FDIC Information 
by Iron Mountain, Inc. 
(Report No. 06-0 l 6) 

This repo1i presents the results of our audit of the FDIC's controls over the disposal of 
sensitive hardcopy records and eleccronic media ' by the Corporation's records 
management contractor, Iron Mountain, Inc.® (Iron Mountain).2 The audit focused on the 
disposal of information contained in shredder bins and consoles provided by Iron 
Mountain for the FD I C's headquarters offices. The objective of the audit was to 
determine whether the FDIC has adequate controls for ensuring the secure disposal of 
sensitive information by Tron Mountain. Appendix I of this report discusses our audit 
objective, scope, and methodology in detail. Appendix II contains a glossary of te1ms. 

BACKGROUND 

In fulfilling its legislative mandate of insuring deposits, supervising financial institutions, 
and managing receiverships, the FDIC creates and acquires a significant amount of 
sensitive. information, such as financial institution examination ratings, pending 
enforcement actions, and personally identifiable infonnation of depositors. The FDIC 
also creates a wide range of sensitive information related to its employees, such as 
personnel files, health records, attorney-client privileged information, and Equal 
Employment Opportunity complaint files. Much of the information managed by the 
FDIC falls within the scope of several statutes and regulations intended to protect such 
information from unauthorized disclosure. These statutes and regulations include the 
Privacy Act of 1974; the Federal Information Security Management Act of 2002 
(FIS.l'v1A); and Parts 309, Disclosure of Information, and 3 l 0, Privacy Act Regulations, of 
the FDIC's Rules and Regulations, which address disclosure of information and 
implement the Privacy Act, respectively. It is, therefore, critical that the FDIC 
implement appropriate controls when disposing of sensitive information to prevent an 

1 For the purpose of this repo11, the te1m "record" refers to both official corporate records and non-record 
documents (such as copies of official records). Electronic media include compact disks (CDs), floppy 
diskettes, microfiche, and microfilm cartridges. 

2 Iron Mountain is a registered trademark ofiron Mountain, Inc. 

This Report Contains Co11fide11tial Information 
For Official Use Only R estricted Distribution 
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unauthorized disclosure that could lead to potential legal liability or public 
embarrass1nent for the Corporation. 

To imple1nent the records disposal requirements of the Fair and Accurate Credit 
Transactions Act of2003 (FACT Act), the U.S. Federal Trade Co1nmission (FTC)3 

issued a regulation entitled, Disposal ofC~onsun1er Report Jn}Orn1ation and Records (the 
Disposal Rule). The Disposal Rule, \Vhich became effective June l, 2005, i1nplements 
the FACT Act requirement that "any person that maintains or othe1wise possesses 
consumer information, or any con1pilation of consumer information, derived from 
conslnner reports for a business purpose[,] properly dispose of any such information or 
co1npilation." The Disposal Rule requires organizations and individuals to employ 
"reasonable tneasures" \vhen disposing of sensitive inforn1ation derived from consumer 
reports to protect against unauthorized access to or use of the information. The FDIC's 
Legal Division advised us that the FTC and the other regulators, when drafting the 
Disposal Rule, did not contemplate that the rule would apply to federal agencies. 
However, for the purposes of our audit, we considered the Disposal Rule to embody 
prudent business practices that the FDIC should voluntarily adopt to safeguard the 
disposal of its sensitive infor1nation derived from consun1er repo1is. 

The FDIC's Division of Administration (DOA) has overall responsibility for the 
Corporation's records manageinent progratn, including the disposition of official 
hardcopy and electronic records that are no longer needed to conduct business. The 
FDIC's Chieflnfo1111ation Officer (CIO). who is also the Corporation's Chief Privacy 
Officer, is responsible for ensuring that the FDIC takes appropriate steps to protect 
personally identifiable information from unauthorized use, access, or disclosure. In 
addition, FDIC Circulars 1210.18, FDIC' Records Atfanagement Progran1; 1210.1, FDIC 
Records Retention and Di:,posal ,S'chedu!e; and 1210.4, Recorlis Disposition, define 
corporate policy and procedures for managing and disposing of sensitive records created 
or acquired in the course of conducting business. Circular 1610.2, Security Policy anll 
Procedures.for FDIC' Contractors and Subcontractors, defines criteria for assigning risk­
level designations to contractor perso1U1el to ensure their background investigations are 
com1nensurate with the criticality of their responsibilities. Further, the FDIC' Acquisition 
Policy Manultl (APM) contains the Corporation's policies and procedures for procuring 
goods and services and identifying roles and responsibilities for all FDIC employees 
involved in the pre-solicitation, solicitation, proposal evaluation, award, and contract 
ad1ninistration phases of the procuren1ent process. 

On July 19, 2000, DOA awarded a contract to Iron Mountain for nationwide records 
n1anagement services, including the disposal of sensitive FDIC records no longer needed 
to conduct business. DOA expanded the scope of the Iron Mountain contract effective on 
Feb111ary 26, 2005, to supply the FDIC's headquarters and selected regional offices with 

3 The FACT Act directs the FTC, the bank regulators, and others to promulgate rules regarding the proper 
disposal of consumer report information. In this context, the tern1 consumer report includes information 
obtained fron1 a consun1er reporting company that is used, or expected to be used, to establish a 
consurner's eligibility for credit, employment, or insurance, among other purposes. The FTC's rule 
covers most businesses that use consumer report information. 

This Report Co11tai11s Co11fide11tial I1ifor1nation 
For Official Use Onlj1 2 Restricted Distribution 



Page 6 

shredder bins and media consoles to dispose of sensitive hardcopy records and electronic 
(b )( 4 L media,resoectively..~J .... 
~~~(4),.(bJ --- I Iron Mountam 

(~)~: ~, ~~? - t~~~~~~:::::::~f:ID~u;;;;;;;r;;;;;;in;;;;;;;g;;:;th=e=p=e='.ri=od;J;.l""'."'lb-, 2'.'.""'.0~0""'."'5~th~r-ou-g~h-=F~e~br-u-ar-y"""'2"""0"'"06""'",-1-.... -............ 1...J ........ 
1 

(b )(4 ) ... . ... -1 - lipproximately 168,000 pounds of sensitive and non-sensitive FDIC records that 

(b)(4) ... 

(b)(4) 

had been placed in the bins by headquarters employees and contractor personnel.
5 

L;;;;;;;;;;;;;;;===:::... ____ _J The Iron Mountain contract was sc e u e to expire on 
July 31, 2006. FDIC contracting officials advised us that they are in the process of 
negotiating a new contract with Iron Mountain. 

RESULTS OF AUDIT 

The FDIC established a number of key controls to ensure the secure disposal of sensitive 
information by Iron Mountain. Such controls include a corporate policy on records 
disposal; policies and procedures related to contractor integrity, fitness, and background 
investigations; and contractual requirements goveming the destruction of information. In 
addition, no instances of unauthorized disclosure or use of sensitive FDIC information 
came to our attention during our on-site visits to Iron MountainJ · · - - .J. 
However, the FDIC needed to improve its oversight of the Iron Mountain contract to 
ensure that controls designed to safeguard the disposal of sensitive information were 
effectively implemented. We also identified ce1tain other matters relating to 
subcontractor costs and agreements and the identification of the FDIC's records 
management contractors that warrant management attention. 

OVERSIGHT OF THE IRON MOUNTAIN CONTRACT 

The FDIC has established key controls to safeguard the disposal of sensitive information 
by Iron Mountain; however, the implementation of these controls needed improvement. 
Weaknesses in the implementation of key information disposal controls were caused 
primarily by a lack of effective FDIC oversight of the Iron Mountain contract. The table 
on the following page identifies key controls for safeguarding the disposal of sensitive 
information and our assessments of the FDIC's actions to ensure the controls were 
properly established and implemented. We identified these controls based on an analysis 

4 J1g11M9.llnli.l.in~qes11otpres.ently. . .supply I. Jn the 
FDIC's regional offices. 

5 The large volume of records shredded during this peliod was attributed to the consolidation of the 
FDIC's headquarters offices in the first quarter of 2006. 

6 Subsequent to our field work, DOA informed us that the current Iron Mountain contract was extended to 
September 30, 2006, to allow sufficient time to negotiate a new contract. 

This Report Contains Confide11tial 111/ornmtion 
For Official Use Only 3 Resll'icted Distrib11tio11 
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of relevant infor1nation-security-related statL1tes, regulations, policies, and guidelines as 
well as the FDIC's own policies and procedures. 7 A brief description of our assessment 
of each control follows the table. 

Assessments of Key Information Disposal Controls 

Controls for Safeguarding the Disposal of Establishment 
Sensitive Information of Control 

Independent Audits and Trade Certifications Needs 
Improvement• 

Integrity, Fitness, and Custody of Sensitive Info1n1ation 
y 0 

Background Investigations 
y 

Authorization of Contractor Personnel y 

Supervision of Records and Media Destruction 
y 

Certificates of Destruction 
y 

On-site Inspections of Disposal Operations 
y 

'Indicates that the control is incon1plete or not operating as intended. 
b Indicates that the control is in place. 

Independent Audits and Trade Certifications 

Implementation 
of Control 

Needs 
I1nprovement 

Needs 
Iinprovement 

Needs 
!1nprove1nent 

Needs 
Improve1nent 

Needs 
Improvement 

Needs 
Improve1nent 

Needs 
Improvement 

The FDIC established and implemented a nun1ber ofi1nportant due diligence procedures 
for selecting prospective records disposal firms. Ho\vever, the Corporation can 
strengthen its due diligence procedures when selecting firms expected to handle 
consu1ner repo1t information on behalf of the FDIC. Specifically, the FDIC should 
voluntarily adopt two measures contained in the Disposal Rule: (1) review and consider 
the results of an independent audit of the disposal firm's operations and/or compliance 
with the Disposal Rule and (2) 1·equire that the disposal firm be ce1tified by a recognized 
trade association. Although the FDIC is not bound by the Disposal Rule, the tv.10 

referenced 1neasures represent prudent practices that the FDIC should adopt to ensure that 
consun1er repo1t inforn1ation is properly disposed of. 

7 See Appendix I for the statutes, regulations, policies, procedures, and guidelines used in the audit. 

This Report Co11tai11s Co11fide11tial Informatio11 
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Integrity, Fitness, and Custody of Sensitive Information 

The APM requires firms proposing to provide services to the Corporation to complete the 
FDIC Integrity and Fitness Representations and Certifications and Contractor 
Representations and Cert(ficafions. These certifications provide assurance that, among 
other things, individuals providing services on behalf of the FDIC satisfy the minimum 
standards of integrity and fitness defined in 12 Code of Federal Regulations (C.F.R.) Patt 
366, Minimum Standards of Integrity and Fitness f or an FDIC Contractor. The Iron 
Mountain contract prohibits the award of subcontracts to third pa11ies that have not filed 
such certifications. Although Iron Mountain completed the referenced certifications, 

(b )( 4 ) ............. . .... ......... 1. .. ............. jhad not. In addition, the APM requires contractors and 
subcontractors to complete a Cont1·actor ConfidenNality Agreement when their 
employees have access to confidential information, work on-site at the FDIC, or have 
access to FDIC systems. Confidentiality agreements are intended to provide the FDIC 
with added assurance that contractors will properly safeguard confidential information in 
their custody. Iron Mountain did not execute a Contractor Confidentiality Agreement 
until Januaiy 13, 2006, more than 5 years after the contract had been awarded. Fuither, 

(b )( 4 )----------~l--··- .. ............ !had not executed Contractor Confidentiality Agreements. 

Background Investigations 

The APM and Circular 1610.2, Security Policy and Procedures for FDIC Contractors 
and Subcontractors, state that all FDIC contracts meeting ce1tain criteria shall be 
assigned a risk-level designation of high, moderate, or low.8 Risk-level designations are 
based on the criticality of a contractor's responsibilities performed regarding the potential 
effect misuse of information would have on the Corporation's mission. Risk~level 
designations are used in determining the level of background investigation needed for 
contractor personnel. Circular 1610.2 states that risk-level determinations must be 
documented in the Contractor Risk Level Record. FDIC contracting officials did not 
prepare a Conn·actor Risk Level Record for the Iron Mountain contract because they 
presumed the risk associated with the contract was low. However, given the sensitivity 
of the information handled by Iron Mountain and its subcontractors, a higher risk-level 
designation may be warranted. 

Author ization of Contractor Personnel 

The APM states that, unless otherwise provided in the contract, the FDIC has the right to 
approve proposed subcontractors before a contractor can award a subcontract. The APM 
also states that the decision to approve new subcontractors under an existing contract 
must be made in writing by the Contracting Officer and that the written approval is 
required before the subcontractor may begin work. In addition, the Iron Mountain 
contract states that the contractor "shall not engage subcontractors to perform any of its 

8 The circular applies to all FDIC contracts awarded after August I, 2003, including: (I) all contracts for 
services greater than $I 00,000; (2) contracts at any amount when contractor employees have access to 
FDIC facilities or net\vork/systems; or (3) any contract at the discretion of the FDIC. The circular does 
not apply to contractors that access FDIC facilit ies on an infrequent and generaHy unscheduled basis. 

Tlds R eport Contains Co11fide11tia/ Information 
For Officio/ Use Only 5 Restricted Distribution 
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responsibilities under this contract without the prior written approval of the FDIC." The 
FDIC's Contracting Officer did not authorize I lbefore .. theseJinnscam~ ............ (P.)(4.) 
into possession of and began destroying sensitive FDIC records and e lectronic media. 
Prior to the end of our audit fieldwork, FDIC contracting officials approved I ·H --J ... ................ (b.)(4.) 

(b)(4)_ ___________ . -~-~ as subcontractors on the Iron Mountain contract.) In addition, the APM states 
la pnme contractors proposing the use of subcontractors shou ld complete a detailed 

Subcontracting Plan that defines how the prime contractor wi ll ensure overs ight and 
control of the subcontractor's work. Iron Mountain did not submit a Subcontracting Plan 

(b)(4 ) ..................................... ... Jail · · to the FDIC Contracting Officer. 

Supervision of Records and Media Destrnction 

The Iron Mountain contract states that all disposals shall be witnessed by a full-time 
employee oflron Mountain who is either a supervisor or manager acceptable to the 
FDIC. We conducted a pre~announe-ed visit otl - f i+-Apci.Ll3-r2006 to observe the (b)(4) 

(b)(4 ) _______ jjrm...'..sf ------ I During our on-site visit, we observed an Iron 
Mountam employee witnessmg the destruction of the FD I C's hardcopy records. We also 

((~ ))((: )) ........................................ ......... c.onduc.ted.a .. pre,,announrdvisit-ofl-- - · ......................... I ................. Ion ................ .. ............ (p).(4.) 
........................................................ May3,2006, .... .Hewever;· ~vas not destroying media at the time of our visit. An 

Iron Mountain representative informed us that lron Mountain staff had not visited 
(b )(4 L.. l .................................. · ~rior to our visit on May 3, 2006. 

(b )( 4 Ub) .............. · Certificates of Destruction 
(6) 

According to the Iron Mountain contract, " ... a signed Cettificate of Destruction shall be 
provided to FDIC for each collection destroyed. This certificate wi ll indicate where and 
when the destruction occurred .... " Although the Certificates of Destruction that we 
sampled for the FDIC's hardcopy records could be tracked to specific shredder bins, they 

(b )( 4) did not i11dicate. thatl ................................ ..... I 
(b )( 4 )::::.::::::::::·:::::::::::::.:: .. :. .·. r· .... . . .. . . . .... .. , We did not assess the adequacy of Certificates of Destruction ...... .(.b.)(4.), (b) 

related to electronic media because FDJC contracting officials advised us that no such (
6

) 
certificates had been provided to the FDIC at the time of our audit. 

On-site Inspections of Disposal Operations 

The APM requires contract Oversight Managers or Technical Monitors to perform 
inspections at the time and place of a contractor's performance. In addition, the National 
Institute of Standards and Technology (NIST) Special Publication (SP) 800-53, 
Recommended Secw·;ty Conh·o/s for Federal Information Systems, recommends that 
federal agencies verify media destruction actions. Inspecting information disposal 
operations provides assurance that sensitive hardcopy records and electronic media are 
destroyed in a timely manner, by trained and properly authorized personnel, and in 
accordance the terms of the contract. FDIC contracting officials had not performed an 
on-site inspection of the records destruction process prior to our audit. 

This Report Co111ai11s Confidential Information 
For Official Use 011/y 6 Restricted Distribution 
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Huringouron-sitevisitof8 we concluded that, consistent with the terms of the 
--lronMountaineontraet;FEHGrecordsl · · ~ould not be read or 

nracticably reconstructed. As previously stated, we were unable to observe 1--.-...... -....... -....... -.. 1 ......................................... (b.)(4.) 
L. .. !was not destroying media at the 

time of our visit.9 

Why Key Disposal Controls Were Not Implemented 

The FDIC had not adopted certain due diligence procedures pe1taining to the selection of 
firms handling consumer repmt information on behalf of the FDIC because such 
procedures are not required. In addition, FDIC contracting officials informed us that they 

.. wereawareo.f..J.ronMountain'sl--······ put had 
.............. ove1:.J.ookedsteps··toe11surel....... I 

Contracting officials may have had a greater awareness of the need to subjecd I ....... (b}(4) 
J .... --·· -· - - lif the Certificates of Destruction had identified 

where the FDIC's records were being destroyed and who was performing the destruction . 

............. I ~111~~~~ :?.1~~~'1.:~~~~i~~~:flcials indicated that the: weTp~i:~~:r~l~~=~!~~n Mountain 

Conse uentl , contractino officials had not taken action to ensure I H - • .. .I. 
--···· FDIC contracting officials would have been ale1ted to 

JronMountain's 1ad they attempted to perform an on-site inspection of 

Finally, DOA established requirements in the APM for"(l) a Contract Administration 
Plan for all contracts and task orders for services having a total estimated value of 
$100,000 and (2) an Oversight Management Monitoring Plan to assist in performing 
oversight activities for complex contracts for services. We found neither of these 
documents in the contracting files. Preparation and use of these documents would have 
provided a greater understanding of the level of oversight necessary to ensure that Iron 
Mountain and its subcontractors met contract performance requirements. 

Conclusion and Recommendations 

Although no instances of unauthorized disclosure or use of sensitive information came to 
our attention during the audit, weaknesses in contract oversight limited the FDIC's 
assurance that proper safeguards were being taken to securely dispose of sensitive 
information. A contracting official informed us that the FDIC was in the process of 
negotiating a follow-on contract with Iron Mountain and that Iron Mountain had been 
requested to notify the FDIC of any subcontractors that it plans to use under the new 
contract. The contracting official stated that DOA would follow appropriate procedures 
to ensure that Iron Mountain's proposed subcontractors provide the required integrity, 
fitness, and background investigation forms to the FDIC. We were also informed that 

.. 9..0urYisitstoJ .. . H jdid not constitute a comprehensive inspection of the firms' security 
programs or records and media isposal operations. Such inspections are the responsibility of the FDIC. 

.................. Had ... weperformedacompreh.ensive.inspection··Ofi I security wenknesses may have 
come to our attention. 

This Rep01·t Co11tai11s Co11fide11tial Infomwtion 
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DOA was working with security personnel to determine vvhether the current risk-level 
designation for the Iron Mountain conb-act was appropriate. 

We recom1nend that the Director, DOA: 

(I) Require that the results of independent operational audits and recognized trade 
association certifications be considered before approving contractors and 
subcontractors to dispose of sensitive infor1nation on behalf of the FDIC. 

(2) Require 1ron Mountain to ensure that all firn1s providing records disposal services 
on behalf of the FDIC under the Iron Yiountain contract comply with the APM 
and Circular 1610.2, including provisions relating to integrity, fitness, custody of 
confidential information, FDIC approvals, and background investigations. 

(3) Establish in appropriate contract docun1entation clear expectations regarding 
contractor and subcontractor oversight \Vhen executing a new contract for 
nationwide records managen1ent services. 

(4) Perfor1n periodic site inspections of the records disposal process, as prescribed by 
the APM, to ensure that sensitive hardcopy records and electronic media are 
destroyed in a timely n1anner, by trained and properly authorized personnel, and 
in accordance the tenns of the contract. 

OTHER MATTERS WARRANTING MANAGEMENT ATTENTION 

We identified two contract oversight matters \va1Tanting management attention. 
Specifically, FDIC contracting officials needed to (1) ensure that payments to Iron 
Mountain are consistent with corporate policy related to subcontractor costs and 
(2) identify all contractors and subcontractors providing records management services on 
behalf of the FDIC nationwide to ensure the FDIC's interests are adequately protected. 

Subcontractor Costs 

To help contracting officials ensure that subcontractor costs billed to the FDIC are 
appropriate, the APM includes steps to verify that (I) the hours and labor categories 
clai1ned on contractor invoices are consistent with suppo1ting time sheets and/or 
subcontractor invoices, (2) subcontractor labor has been properly pre-approved, and 
(3) subcontractor costs billed to the FDIC are consistent with the costs that the contractor 
actually paid or was billed by the subcontractor. The APM specifically states that prime 
contractors are prohibited from seeking reimbursement of 1narkups of any kind on 
subcontractor invoices without the approval of the Associate Director, DOA, Acquisition 
Services Branch. We did not audit the a1nounts billed to the FDIC on Iron Mountain's 
invoices or review subcontractor agreements for consistency '0.1ith the Iron Mountain 
contract. However, we noted that in\'oices submitted by Iron Mountain did not identify 
subcontractor costs or subcontractor pa11icipation in the destruction process. 

This Report Contains Co11fide11tial l1iformatio11 
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Accordingly, we recommend that the Director, DOA: 

(5) Obtain and review lron Mountain>s subcontractor invoices and subcontracting 
agreements (if appropriate) related to work perfo rmed byl --- --to ... -............. (.P.}{4) 
determine whether the invo ices and agreements are consistent with the APM and 
the Iron Mountain contract. 

Identification of FDIC Records Management Contractors 

At the close of the audit, FDIC contracting officials advised us that they had become 
aware of two other subcontractors, in addition tol ............ . .jthatw.ere. .. pr9.Yi.C.l.i!)g 
records management services under the Iron Mountain contract. Contracting officials 
also informed us that they were working to identify other contractors and subcontractors 
that may have been engaged at the FDIC's regional, area, and field office locations to 
provide records management services. It is critical that the FDIC ensure that all of its 
records management contractors and subcontractors comply with the APM by protecting 
the FDIC 's interests in such areas as privacy, confidentiality, integrity, and fitness. The 
planned renewal of the Iron Mountain contract provides the FDIC an oppo1tunity to 
ensure such protectjons are in p lace at all FDIC locations. 

Accordingly, we recommend that the Director, DOA: 

(6) Develop a complete inventory of contractors and subcontractors providing records 
management services on behalf of the FDIC at all headquarters, regional, area, 
and field office locations and take appropriate steps (where necessary) to protect 
the FDIC's interests, paiticularly in the areas of privacy, confidentiality, integrity , 
and fitness. 

CORPORATION COMMENTS AND OIG EVALUATION 

The Director, DOA, provided a written response to a draft of this repott on Ju ly 26, 2006. 
The response is presented, in its entirety, in Appendix III of th is repo11. The Director 
concurred with five of the report's six recommendations and partially concurred with the 
remaining recommendation. Based on DOA's response, all six recommendations are 
considered resolved, but they will remain open until we have determined that agreed-to 
corrective actions have been completed and are effective. DO A's response to each of the 
recommendations is summarized below, along with our evaluation of the response. 

Recommendation 1: Require that the results of independent operational audits and 
recognized trade association certifications be considered before approving 
contractors and subcontractors to dispose of sensitive information on behalf of the 
FDIC. 

DOA Response: DOA concun-ed with the recommendation. DOA stated that it is 
important to recognize that the attainment of an independent operational audit and trade 
ce1iification by Iron Mountain is not a requirement of the current contract, which will 
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expire on September 30, 2006. However, DOA plans to consider the OlG's 
recommended actions as part of ongoing contract negotiations with Iron Mountain and 
incorporate such requirements into the new c.ontract, as warranted. DOA also stated that 
the FDIC Oversight Manager would perform periodic reviews o f Iron Mountain 's 
disposal operations to achieve greater assurance that sens itive infom1ation is destroyed in 
a timely manner, by trained and properly authorized personnel, and consistent with the 
terms of the contract. 

DOA indicated that Iron Mounta in has not attained such trade association certifications 
However, Iron Mountain is a membe.r of two industr trade associations, 1 ········· J........ . ......... .(0.)(4) 

................. ,,,_ ,, ....... ... ...................................... 

---:--:----:----:-"""'7"'-~--~----l OA indicated that Iron Mountain 
considers its standards to be superior to those o NAID. DOA plans to require Iron 
Mountain to perform a comparison between its standards and those ofNAJD and will the 
use the results of the comparison to determine whether requiring a trade ce11ification fo r 
Iron Mountain would be beneficial. DOA also plans to ascertain whether Iron 
Mountain' s subcontractors are certified by a trade association, but noted that it may be 
required to utili ze subcontractors who are not cettified in some cases. 

Subsequent to the DOA Director's response, a DOA management official advised us that 
DOA was in the process of developing a records management manual that would include, 
among other things, guidance on the need to consider independent audits and trade 
certifications from future contractors that dispose of FDIC records. 

OIG Evaluation of Response: The recommendation is resolved but will remain open 
until we have determined that agreed-to correcti ve action has been completed and is 
effective. 

Recommendation 2: Require Iron Mountain to ensure that all firms providing 
records disposal services on behalf of the FDIC under the Iron Mounta in contract 
comply with the APM and Circular 1610.2, including provisions relating to 
integrity, fitness, cus tody of confidential information, FDIC approvals, and 
background investigations. 

DOA Response: DOA partially concurred with the recommendation. DOA stated that 
key Iron Mountain personnel are, and have been, compliant with the APM and Circular 
1610.2 provisions. DOA also stated that "intermittent" contractor and subcontractor 
personnel working under the Iron Mountain contract were compliant with the background 
investigation requirements of Circular 161 0.2. However, as patt of its ongoing contract 
negotiations with Iron Mountain, DOA wilJ require the completion of integrity and 
fi tness ce1iifications, contractor representations, and confidentiality agreements for both 
Iron Mountain and all of its proposed subcontractors. DOA will also request evidence of 
Iron Mountain' s processes for reviewing the backgrounds of its own personnel and 
subcontractor persmmel who are not considered key personnel. In addition, DOA will 
require Iron Mountain to develop a plan to ensure that all contractor and subcontractor 
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personnel are in co1npliance \.Vith FDIC policy relating to custody of confidential 
inforn1ation, FDIC approvals, and background investigations, as appropriate. 

OIG Evaluation of Response: We spoke with DOA manageinent officials on August 8, 
2006 regarding the response to this recommendation . DOA 1nanagement officials 
recognized that the reco1n1nendation is intended to apply to all contractor and 
subcontractor personnel having access to sensitive inforn1ation, not just personnel 
designated as key or intennittent personnel. DOA officials also informed us that they had 
elevated the risk-level designation on the Iron Mountain contract from low to moderate 
following our audit. The higher risk-level designation \Viii afford the FDIC greater 
assurance that security oversight of the Iron Mountain contract is adequate. The 
reco1nmendation is resolved but v.rill remain open until we have determined that agreed-to 
corrective action has been completed and is effective. 

Recomn1endation 3: Establish in appropriate contract documentation clear 
expectations regarding contractor and subcontractor oversight when executing a 
new contract for nationwide records management ser\.'ices. 

DOA Response: DOA concurred with the reco1nn1endation. To ensure that oversight of 
the Iron Mountain contract is adequate, DOA is developing a site review plan that will 
require the FDIC Oversight Manager or designated representative to perform periodic 
inspections of Iron Mountain's performance. Such actions will be consistent \.Vith NIST 
SP 800-53. In addition, DOA vvill require a subcontracting plan that addresses contractor 
and subcontractor oversight expectations as patt of the ne\.V Iron Mountain contract. The 
site review plan will include procedures to evaluate Iron Mountain's adherence to the 
subcontracting plan. 

OIG Evaluation of Response: Subsequent to the DOA Director's response, a DOA 
n1anage1nent official advised us that, in addition to considering guidelines in NJST SP 
800-53, DOA would consider all relevant NIST guidelines, including draft SP 800-88, 
Guiclelines.for Media ~'lanitization, to ensure appropriate tneasures are taken to dispose of 
sensitive FDIC infonnation. The recomn1endation is resolved but will remain open until 
we have dete1mined that agreed-to corrective action has been completed and is effective. 

Recon1mendation 4: Perform periodic site inspections of the records disposal 
processi as prescribed by the APlYI, to ensure that sensitive hardcopy records and 
electronic media are destroyed in a timely manner, by trained and properly 
authorized personnel, and in accordance the terms of the contract. 

DOA Response: DOA concurred '"'ith the recomn1endation. In its response, DOA state1.1 
that the FDIC Oversight Manager v.1ould conduct periodic site inspections of the records 
disposal process under the new Iron Mountain contract. In addition, the FDIC Oversight 
Manager will evaluate Iron Mountain's con1pliance \.Vith the subcontracting plan 
discussed in response to Recom1nendation 3. 
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OIG Evaluation of Response: The recommendation is resolved but will remain open 
until we have determined that agreed-to corrective action has been completed and is 
effective. 

Recommendation 5: Obtain and review Iron Mountain's subcontractor invoices 
and subcontracting agreements (if appropriate) related to work performed by 

.!.... ............... ... .. lo determine whether the invoices and ag1·eements are 
consistent with the APM and the Iron Mountain contract. 

DOA Response: DOA concurred with the recommendation. DOA indicated that the 
disposal services reviewed under the audit were billed to the FDIC at fixed-unit prices 
that were determined to be fair and reasonable. As pa11 of DO A's ongoing contract 
negotiations, Iron Mountain's rates for disposal services will be eva luated for 
reasonableness . DOA stated that invoices for the Iron Mollntain contract have been 
reviewed and are consistent with the terms of the contract and FDIC policy. 

OIG Evaluation of Response: On August 8, 2006, we spoke with DOA management 
officials regarding the response to this recommendation. DOA management officials 
stated that the restrictions on subcontractor mark-ups described in the APM are not 
intended to apply to fixed-price-type contracts for which pricing is determined to be fair 
and reasonable. However, the management officials indicated that the APM is not clear 
in this regard and that appropriate clarification would be made as part of a planned 
project to update the APM. DOA management officials also stated that the site review 
plan and subcontracting plan described in response to Recommendation 3 would provide 
added assurance that subcontractor serv ices are performed consistent with the terms of 
the contract. The recommendation is resolved but will remain open until we have 
detennined that agreed-to corrective action has been completed and is effective. 

Recommendation 6: Develop a complete inventory of contractors and 
subcontractors providing recor·ds management services on behalf of the FDIC at all 
headquarters, regional, area, and field office locations and take appropriate steps 
(where necessary) to protect the FDIC's interests, particularly in the areas of 
privacy, confidentiality, integrity, a nd fitness. 

DOA Response: DOA concurred with the recommendation. DOA stated that it would 
identify and inventory all subcontractors as patt of its ongoing negotiations with Iron 
Mountain. DOA also stated that it would take all necessary steps to protect the FDLC's 
interests in the areas of privacy, confidentiality, integrity, and fitness. 

OIG Evaluation of Response: We also spoke with DOA management officials on 
August 8, 2006 regarding the response to this recommendation. DOA management 
officials stated that actions to address this recommendation would include the 
identification of all contractors and subc.ontractors providing records management 
services on behalf of the FDIC. The recommendation is resolved but will remain open 
until we have determined that agreed-to corrective action has been completed and is 
effective. 
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APPENDIX I 

OBJECTIVE, SCOPE, AND METHODOLOGY 

Objective 

The objective of the audit was to determine whether the FDIC has adequate controls for 
ensuring the secure disposal of sensitive information by Iron Mountain. We conducted 
our audit work in accordance with generally accepted government auditing standards 
during the period March through June 2006. 

Scope and Methodology 

The scope of the audit was limited to the disposal of sensitive hardcopy records and 
electronic media contained in shredder bins and media consoles provided by Iron 
Mountain in the FDIC's headquarters offices. To accomplish the audit objective, we 
evaluated the adequacy of the FD I C's controls for safeguarding the disposal of sensitive 
information as defined in the Iron Mountain contract (as amended). Specifically, we 
evaluated relevant provisions of the Iron Mountain contract for consistency with the 
APM and FDIC Circulars 1210.4, Records DisposNion, and 1210.11, Official Records 
and Personal Papers. We also evaluated the Iron Mountain contract for consistency with 
appJjcable federal laws, regulations, policies, and guidelines related to the disposal of 
sensitive information. 

We interviewed the FDIC's Contracting Officer, contract Oversight Manager, and other 
officials who had responsibility for overseeing Iron Mountain's disposal of sensitive 
· · · iewed re resentatives of Iron Mountain and its 

1....----.----:-----~---~---.,,......--------.I In addition, 
we observed the removal of sensitive information from selected FDIC headquarters 
buildings and erformed on-site visits of I Tron Mountain's storage facility in Jessup, 

.......... Ma1..Jand· ... 2 
The audit 

.. d~i~d~n;;;;:o7t ~in;.;;c~l;.;;ud"Te._a1""'."1_e __ v_ar-u-a":"'t1""'."o""'."n""".o~t.-e-,.~..,...,."."'"s -co-n"""t .... ro~s....,o-v"""e_r .,.,_e....,,.e""'s ... r-u-c .... 1""'0""'n-o-s_Jensitive 

electronic media or information technology (IT) equipment performed by the Division of 
Information Technology (DIT). 10 

Laws and Regulations 

Jn conducting our audit, we considered the fo llowing statutes, rules and regulations, and 
policy. 

• FISMA. FISMA (codified at Title 44, United States Code (U.S.C.) Chapter 35) 
requires federal agencies, including the FDIC, to deve lop, document, and 
implement an agency-wide information security program that provides security 

10 DIT Policy, LAN [Local Area Network) Management Aledia Sanitization, permits DIT local area 
network management and DIT's Client Services Branch staff to sanitize or destroy sensitive electronic 
media or lT equipment. 

This Report Co11tai11s Co11fide11tial lnformatio11 
For Official Use Only l 3 Restricted Distribution 



Page 17 

APPENDIX I 

for the infor1nation and systems that suppo1i the operations and assets of the 
agency, including those provided or managed by another agency, contractor, or 
other source. FJSMA directs agencies to have an annual independent evaluation 
perfo1med of their info11nation security progra1n and practices and to report the 
results of the evaluation to the Office of Management and Budget (OIVIB). 

• The Privacy Act of 1974. The Act (5 U.S.C. § 552a) imposes various 
requireinents on federal agencies (including the FDIC) whenever they collect, 
create, 1naintain, and distribute records (as defined in the Act and regardless of 
whether they are in hardcopy or electronic format) that can be retrieved by the 
nan1e of an individual or other identifier. TI1e Act also requires appropriate 
technical, ad1ninistrative, and physical safeguards to ensure the security and 
confidentiality of records and protection from hazards to their security. 

• Freedom of Information Act. The Act (5 U.S.C. § 552) contains disclosure 
require1nents for federal records (including those of the FDIC), including 
requests for info11nation by the general public. Certain types of records are 
exempt fro1n the disclosure require1nents, including privileged records, law 
enforcement records, and records that would affect personal privacy or 
confidential commercial infor1nation. 

• FACT Act. This Act a1nends the Fair Credit Reporting Act (15 U.S.C. Chapter 
41) by adding provisions regarding the accuracy of infor1nation in consumer 
reports, protection in the case of identity theft, the proper disposal of credit repott 
information, etc. Saine provisions of the Fair Credit Reporting Act apply to the 
FDIC. 

• Title 44, U.S.C. Chapter 33. The provisions of this chapter govern the disposal 
of federal records. The FDIC follows those provisions as a matter of policy as 
expressed in FDIC Circular 1210.18, FDIC Records Manage1nent Program. 

• Federal Deposit Insurance Act (FDI Act), sections 12(f)(3) and (4). See 
Appendix Il of this repo1t (A1ini1n11111 Stanclards of Integrity anll Fitness) for 
further information. 

• FDIC Rules and Regulations. Part 309, Disclosure of Inforn1ation, sets fo1th 
the basic policies of the FDIC regarding inforn1ation it maintains and the 
procedures for obtaining access to such infoi-tnation. Pait 310, PrivaCJ' Act 
Regulations, establishes regulations in1plementing the Privacy Act of 1974 by 
delineating the procedures that an individual 1nust follow in exercising access or 
a1nendment rights under the Privacy Act to records maintained by the FDIC in 
systems of record. Pait 366, Mini1111an Standards of Integrity and Fitness for an 
FDIC Contractor, establishes the 1ninilnum standards of integrity and fitness that 
contractors, subcontractors, and en1ployees of contractors and subcontractors 
1nust 1neet if they perfor1n any service or function on behalf of the FDIC. 
(FDIC's regulations are codified at Title 12, C.F.R.) 

• OMB Circular No. A-130, Ma11age111ent of Federal Inforn1ation Resources, 
Appendix 111, Security of Federal Auton1ated l11forn1atio11 Resources 
(OMB A-130 Appendix Ill). O:t\IB A-130 Appendix III requires agencies to 
establish controls to assure adequate security for all info1mation processed, 
trans1nitted, or stored in federal aL1tomated infor1nation systems. ONIB A-130 
Appendix III defines adequate security as security co1nmensurate with the risk 
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and magnitude of harm resulting from the loss, misuse, or unauthorized access to 
or modification of information. 

• Disposal Rule. The Disposal Rule requires organizations and individuals to 
employ "reasonable measures" when disposing of sensitive information derived 
from consumer repo1ts to prevent the unauthorized access to or use of 
information. The FD I C's Legal Division advised us that the FTC and the other 
regulators, when drafting the Disposal Rule, did not contemplate that the rule 
would apply to federal agencies. However, for the purposes of our audit, we 
considered the Disposa l Rule to embody prudent business practices that the FDIC 
should voluntarily adopt to safeguard the disposal of its sensitive information 
derived from consumer repo1ts. 

In addition, we evaluated the FD I C's controls for disposing of sensitive information 
under the Iron Mountain contract for consistency with relevant provisions of NIST SPs 
800-53, Recommended Security Conn·olsfor Federal Information and Information 
Systems, and 800-53A, Guide for Assessing the Security Controls in Federal lnformatfon 
f,),stems. Although these documents are not legally binding on the FDIC, they contain 
goverrunent-wide security recommendations that agencies are expected to follow.· 

P rior Audit Coverage 

The OJG performed a prior audit of Iron Mountain's records management and storage 
operations to determine whether (I) the contract for records storage was cost-effective 
and (2) the FDICs procedures were consistent with other best practices in the tederal 
government and private industry. 11 In addition, the OIG conducted audit work related to 
the FDIC's Privacy Program. 12 However, these audits did not address controls over the 
disposal of sensitive FDIC information by Iron Mountain. 

Internal Controls Reviewed 

We identified and evaluated selected FDIC internal controls designed to safeguard the 
removal, transp011ation, temporary storage, and destruction of sensitive hardcopy records 
and electronic media by Iron Mountain and its subcontractors. Such controls included 
relevant policies, procedures, contractual provisions, and practices. 

Performance Measures, Fraud, and Illegal Acts 

We did not develop specific audit procedures to assess performance measures or detect 
fraud and illegal acts because they were not considered material to the audit objective. 
However, throughout the audit, we were sensitive to the potential for fraud , waste, abuse, 
and mismanagement. 

11 OIG Report No. 04-045 entitled, Reco1·ds Management and Storage, dated September 30, 2004. 
12 OIG Reports entitled, Response to Privacy Program b1formatio11 Request in Olv!B 's Fiscal Year 2005 

Reporting lnstructio11sfo1· FJSMA and Agency Privacy 1l!fanage111ent, dated September 2005 (Repott 
No. 05-033); and FDIC Safeguards Over Personal Employee !11for111ation, dated January 2006 (Report 
No. 06-005). 
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APPENDIX II 

GLOSSARY OF TERMS 

'fcrm Definition 

A generic te11n that describes a check or checks that DOA's 
Security Managen1ent Section completes on contractors and 
its personnel to ensure they 1neet minimum security, 
integrity, and fitness standards as set forth by the FDIC. 
These checks range from a fingerprint criminal records 

Bacl{ground 
check by the Federal Bureau of Investigation to checks of 
various on-line databases such as Lexis/Nexis,® Dun and 

Investigation 
Bradstreet, and the General Services Administration's 
Debarred an(/ Suspen(/ell Bidders List. 

The term also includes various types of background 
investigations conducted by the U.S. Office of Personnel 
Management for the FDIC. 

An individual, co1poration, pa1inership, joint-venture, or 

Contractor 
other third-party entity that enters into a contract with the 
FDIC to provide goods, services, or other requirements 
pursuant to its tenns and conditions. 

The Fair Credit Reporting Act defines the term "consumer 
report" to include information obtained from a consumer 
reporting con1pany that is used, or expected to be used, in 
establishing a consun1er's eligibility for credit, employment, 

Consumer Report or insurance, a1nong other purposes. Credit repo1is and 
credit scores are consumer repo1is, as are repo11s that 
businesses or individuals receive \Vi th information relating to 
e1nployrnent background, check-writing history, insurance 
claims, residential or tenant history, or 1nedical history. 

The FDIC representative \Vith delegated authority to enter 
Contracting Officer into and legally bind, adtninister, and terminate contractual 

instruments on behalf of the FDIC. 

Disposal or Disposition All actions taken \vhen records are no longer needed to 
of Records conduct business. 

The Disposal Rule, which the FTC issued effective June I, 
2005, requires organizations and individuals to e1nploy 
"reasonable measures" when disposing of sensitive 

Disposal Rule 
information derived from consumer reports to prevent its 
unauthorized access or use. This regulation implements 
section 216 of the FACT Act, \.vhich was designed to close a 
loophole in prior legislation by expanding the scope of 
coverage of the Act. 
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Term Definition 

Includes any means for transmitting messages electronically 
in a format that allows visual text to be displayed on 

Electronic Media equipment, such as a personal co1nputer monitor. Examples 
include CDs, tloppy diskettes, microfiche, and microfilm 
ca11ridges. 

A data communications system that connects IT devices in a 

Local Area Net\vork 
building or group of buildings \Vithin a few square miles, 
including (but not !in1ited to) \Vorkstations, front-end 
processors, controllers, S\vitches, and gateways. 

The 1ninimum standards of integrity and fitness required of 
individuals who provide service to or on behalf of the FDIC 
include regulations governing conflicts of interest, ethical 
responsibility, and use of confidential information in 

Minimum Standards of accordance \Vith section 12(f)(3) of the FDI Act, 12 U.S.C. 
Integrity and Fitness § 1822(f)(3), and the prohibitions and the requirements for 

submission of information in accordance with section 
12(!)(4) of the FD! Act, 12 U.S.C. § 1822(1)(4). Part 366 of 
the FDIC Rules and Regulations implements these statutory 
provisions. 

Measures that prevent or deter attackers from accessing a 
Physical Security facility, resource, or information stored on physical media. 
Controls A control can be as simple as a locked door or as elaborate 

as multiple layers of armed guardposts. 

Risi{ 
The probability that a pat1icular threat will exploit a 
pa11icular vulnerability of a system. 

An evaluative classification designation assigned to 
contractor personnel based on the criticality of the 
responsibilities perfonned regarding the potential effect 
1nisuse ofinfo11nation \Votild have on the Corporation's 
mission. Positions are classified as follows: 

(I) High Risk: Access to highly sensitive/critical 
Risk-Level Designation systems or info1mation vvith the potential for causing 

exceptionally serious da1nage. 
(2) Moderate Risk: Access to moderately 
sensitive/critical systeins or information with the 
potential for causing 1noderate damage. 
(3) Low Risk: Access to syste1ns or infonnation with 
the potential for causing mini1nal damage. 
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Term Definition 

Sensitive Inforn1ation 

Subcontractor 

Sensitive data n1eans (1) any information, the loss, misuse, 
modification of, or unauthorized access to, could affect the 
national interest or the conduct of federal programs, or the 
privacy to which individuals are entitled under the Privacy 
Act of 1974, but has not been specifically authorized under 
criteria established by an Executive Order or an act of 
Congress to be kept classified in the interest of national 
defense or foreign policy; and (2) sensitive records as 
defined in FDIC Circular 1210.4 that are generally not 
releasable under the Freedoin of Information Act or whose 
access is controlled by the Privacy Act. In some instances, 
such records are accessible to only selected individuals 
within the FDIC. Examples of FDIC-generated sensitive 
records include personnel records, employee health records, 
Equal Employment Opportunity complaint files, employee 
ethics files, attorney-client privileged documents, and 
investigative case files. Examples of failed institution 
sensitive records include employee personnel files and 
asseUcredit files. 

An individual, corporation, pa1inership, joint-venture, or 
other third-party entity that has entered into a contract vvith 
an FDIC contractor to perform war\( on behalf of the FDIC. 
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CORPORATION COMMENTS 

FDICI 
Federal Oeposll lnsuran<;t Corporation 
3501 fahfa< OriYe, Ming10<1. VA 2222S-3500 

July 26, 2006 

MEMORANDUM TO: Stephen M. Beard 
Deputy Assistant Inspector General for Audils 

. ............................................ F.R:OM"i ....................................... .. AiJeas'UpioilKeiiJ'"""'''''''''''''''''''''''''''''''"""'""' 

Director, Division Vi AWlltJUSUBLIOJI 

APPENDIX III 

SUBJECT: Management Response to the Draft OIG Audit Report Entitled, 
Controls Over the Disposal of Sensitive FDIC lnformario11 by Iron 
Mo1111tai1r, Jue. 

This is in response to lhe subject Draft Office of Inspector Gc11eral (OIG) Report, issued June 29, 
2006. ln its report, the OIG identified six recommendations. 

We appreciate that the OIG noted that it did not find any instance of unauthorized disclosure or 
use of sc.nsitivc infom1a1ion but recognize that some weaknesses exist that warrant our attention. 
This response outl ines our planned correc tive actions for each of the recommendations cited in 
the OTG's Report. 

MANAGEMENT DECISION 

Findin11: Wuknesscs ln Contract Oversight 

Condition: Although no instances of unauthorized disclosure or use of$ensilive infomtation 
came lo our attention during the audi t, weaknesses in contract oversight limited the FOIC's 
assurance that proper safeguards were being ta.ken to securely dispose of sensitive infomtation. 

Recommendation 1: That the Director, Division of Adminislration (DOA} require ttiat the 
results of independent operational audits and m:ognized trade association certifications be 
considered before approving contractors and subconlractors to dispose of sensitive information 
on beholfofthe FDIC. 

ManagcmenlResponse 1: DOA cone~ with this recommendation. 

Corrective Action: Although DOA agrees wilh the OIG r~ommendntion, it is important to 
note that the attainment of an independent operational audit and trade certifications by Iron 
Mountain (IM) was not 11 requirement of the current ConlTact. The current IM contracl was 
scheduled to expire on July 31, 2006, but was extended to Scptemlxlr 30, 2006, to allow 
sufficient time to negotiate a new contract; therefore, DON ASB will not seek to modify the 
current contract to include lhe recommended actions suggesle(J by the OIG. Instead, DOAIASB 
will consider the OlG's recommended actions in the negotiations that are in process with IM and 
will look to incorporate them and any trade certifications as deemed warranted into the nelY 
contmcr, expected to be awarded by September JO, 2006. DOA recognize$ the need for 
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audits/reviews that will review the processes and procedures of contnictors and sobcontraclors in 
the disposition ofsensilive information. These periodic reviews, which will be conducted by the 
FDIC Oversight Manager, will support compliance with the audit recommendation through the 
use of NIST Special Publication (SP) 800-53, Reco111me11ded Security Co11trols for Federal 
/11formatio11 Systems. that federal agencies verify media destruction actions, as guidance. 
Moreover, the auditing l!Jld review of the information disposal operations will provide FDIC with 
the assurance that sensitive hardcopy records and electronic media are destroyed in a timely 
manner by trained and properly authorized personnel and in accordance the terms of the contract. 

In regard to contractors and subcontractors being certified by a recognized trade association, IM 
has not attai---' -··-L ·- • " " ' •hn .. ••A tni?mbr r• oftwo well-known industrv trade 

.~i.c.ial.iJ:lll.s~··' ----;;;;;;;;;;;;;;~·~·······~··· .... = ....... = ....... = ... ····~·· ;;;;;;;;;:::=:::...____,...-~~~~~~_Jl 
................ "'' is a leader in the industry and 

considers that their standards are superior to those ofNAID. CM is currently in the process of 
b~oming a member of the Intemational Slandards Organization (ISO). IM plans to adopt IS O's 
intemittional standards of the industry to maintain their superior position in lhe marketplace. 
Given IM's plans, FDIC will require IM lo produce a comparison between their standards and 
the NAID standards. FDIC will then determine if any significant benefit exists for a certiticntlon 
requirement. With regard lo the subcontractors, we will inquire iflhey are certified by a trade 
association. However, we may be required to utilize subcontractors who may not be cenified in 
some cases. 

Date of completion: September 30, 2006. 

Recommeodation l: That the Director, DOA require Iron Mountain to ensure that a!l lirms 
providing records disposal services on behalf of the FDIC under the Iron Mowilain Contract 
comply \\ith the APM and Circular 1610.2, including provisions relating to integri ty, fitness, 
custody of confidential infonnation, FDIC approvals, and background investigations. 

Management Response 2: DOA partially concurs with this recommendation. 

Correclive Acllon: DOA is currently nnd has been in compliance with the APM and Circular 
1610.2 for all key personnel working under lhe Contract. The FDIC is also in compliance with 
the back~ound investigation requirement for contractor :ind subcontractor inlermittent personnel 
as stated in Section 5, paragraph 3 oftl1e Circular which states, "This policy shall not apply lo 
lnlerinltteot contractors who access FDIC facililies on au lofrtqucot aod generally 
un5cheduled basis." 

As part of negotiations of the new contract, FDIC will require IM to complete lnlegrity and 
Fitness Certifications and Con1rac1or Representations and execute Confidentiality Agreements 
for both IM and all proposed subcoonactors. With regard to background investigations, IM will 
be asked to provide evidence of their corporate process for reviewing the backgrounds for both 
their own persoMel and those of their subcontractors that arc not considered key persoMel. ln 
nddition, a provision will be added to the new contract requiring IM to develop a plan to ensure 
!hat all conlraclor and subcontractor personnel are in compliance with provisions relating to 
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access and custody of confidential inforrnalion, FD[C approvals, and background investigations 
as appropriate, relating lo contractors and subcontractors as defined under Circular 1610.2. 

Date of completion: Sep1ember 30, 2006. 

Recommendation 3: T11at Che Director, DOA establish in appropriate contract documentation 
clear expectations regarding contractor and subcontractor oversight \Vhen executing a new 
contract for nationwide records management services. 

Management Response 3: DOA concurs with this re<:orruncndation. 

Corrective Action: An FDIC Site Review Plan will be included in negotia!ions of the new 
contract and a provision will be included in the new IM: contract to address conlraclor and 
subcontractor oversight expectations. At this time, the Program Office is in the process of 
drafting a Site Review Plan that will require the FD!C Oversight Manager or their 
representatives to perforrn periodic inspecticns ofIM:'s performance. This plan will include field 
office locations and random site visits to improve FDIC oversight of the IM: Contract 10 ensure 
!hat ccntro!s designed in the Site Review Plan provide adequate safeguards for the disposal of 
sensitive inforrnation. As stated in the APM, "a prime contractor proposing the use of 
subcontractors should complete a detailed subcontracting plan defining ho\v the prime contractor 
\Viii ensure oversight and control of the subcontractor's work." Given this requirement, a 
subcontracting plan requirement \vill be incorporated in the new IM: contract and the Site Review 
Plan will also consider procedures to evaluate IM's adherence to its subcontractor oversightplail 
The proposed actions will use NIST Special Publication (SP) 800-53, Recommended Security 
Controls/or Federal ln/or111atio11 Systems, as guidance in verifying media destruction actions. 
Inspecting infomiation disposal operations will provide assurance that sensi1ive hatdcopy records 
and electronic 1ncdia ate destroyed in a timely manner by 1rained and properly authorized 
personnel and in accordance the terms of the contract. 

Date of completion: September 30, 2006. 

Recommendation 4: That the Director, DOA perfonn periodic site inspections of the records 
disposal process, as prescribed by the APM, to ensure that sensitive hardcopy records 110d 
electronic media are destroyed in a timely manner by trained and properly authorized personnel 
and in accordance the terrns of the Contract. 

l\laoagemcnt Response 4: DOA concurs with this recommendation. 

Corrective Action: FD I C's current standard procedure includes site visits by the FDIC 
Oversight Manager (OM), utilizing a Site Visit Checklist which is used by the FDIC (OM) or 
their representative on each site visit. After each site visit the OM or their representative 
prepares documents and provides any recon1mcndcd changes or improvemen!s if necessary to 
IM. The OM under the new IM contract \vill conduct periodic site inspections of the records and 
disposal prCK:eSS. As part of\he inspeelion plan, the OM will be required lo evaluate IM's 
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compliance with its subcontracting oversight plan. As stated in our response to 
Recommendation 3 above, a subcontracting plan rcquircn1cnt will be discussed in negotiations 
and the result included in the new contract with IM. 

Date of completloo: September 30, 2006. 

Finding: Subcontractor Co~ts 

Condition: The APM specifically states that prime contractors are prohibited fron1 seeking 
reimbursement of markups of any kind on subcontractor invoices without the approval of the 
Assodate Director, DOA, Acquisi!ion Services Btanch. We did not audit the amounts billed to 
the FDIC on Iron Mountain's invoices. However, we noted lhat invoices submitted by Tron 
Mountain did not identify subo;:ontractor costs. 

Recomn1endatlon 5: That the Director, DOA obtain and review Iron Mountain's sulx:ontractor 
invoices and subcontracting agreements (if appropriate) related to work performed by HIDna and 
Gemark to determine whether the invoices and agreements arc consistent with !he APM and the 
Iron Mountain Contract. 

Management Response 5: DOA concurs with this recommendation to review the invoices. This 
is a finn-lixed-price Contract where services are already known and they l1avc reasonably 
definable functional or detailed specifications with agreed-upon fixed unit prices for each of the 
operational activities defined under the Contract Th<l.'s agreed-upon fixed unit prices were 
determined to be fair and reasonable for the services provided prior to award for the existing 
contract and will be evaluated for reasonableness as part of the negotiations of the new contracl 
Invoices for the current Contract have been reviewed and are in accordance with the tenns and 
conditions of the Contract and current policy. 

Corrective Action: None 

Finding: Identification of FDIC Records Managemeot Contractors 

Condition: !tis critical that the FDIC ensure that all of its records management contractors and 
subcontractors comply with !he APM by protecting the FDIC's interests in such areas as privacy, 
confidentiality, integrity, and fitness. The planned renewal of the Iron Mounlain Contract in July 
2006 provides the FDIC an opportunity to ensure such protections are in pla<:c al a!! FDJC 
locations. 

Recommendation 6: That the Director, DOA develop a complete inventory of contractors and 
subcontractors providing records management services on behalf of the FDIC al a!! headquarters, 
regional, area, and field office locations and take appropriate steps (where necessary) to protect 
!he FDJC's interests, particularly in the areas of privacy, confidentiality, integrity, and fitness. 

M11nagement Response 6: DOA concurs with this recommendation. 
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Corrective Actiou: All subcontractors will be identified and inventoried during negotiations of 
t11e new contract with IM and all appropriate documents and procedures will be e:i;ecu!e<l before 
the award oft he new contract. This audit recominendation will be discussed as part of 
negotiations and the necei;sary requirements will be put in place to ensure that the FDIC's 
interest in the area of privacy, confidentiality, integrity and fitness are protected and included in 
the new IM contract. 

Date of completiou: September 30, 2006. 

If you have any questions regarding this response, FDIC's point of contact for this matter is 
Andrew Nickle. Mr. Nickle can be reached at (703) 562-2126. 

cc: Ann Bridges Steely 
Michael Rubino 
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MANAGEMENT RESPONSE TO RECOMMENDATIONS 

This table presents the management response on the recommendations in our report and the status of the recommendations as of the 
date of report issuance. 

Open 
Rec. Expected Monetary Resolved:~ °' Number Corrective Action: Taken or Planned/Status Comoletion Date Benefits Yes or No Closedb 

DOA will consider independent operational September 30, 2006 NIA Yes Open 
1 audits and trade certifications as part of its 

ongoing contract negotiations v,·ith Iron 
Mountain and incorporate such requirements 
into a ne\v contract, as warranted. Also, DOA 
will evaluate the results of a comparison 
between Tron Mountain's disposal standards and 
NATO standards. Jn addition, DOA will include 
guidance on the need to consider operational 
audits and trade certifications in its records 
manage1nent 1nanual currently under 
developn1ent. 
DOA will require integrity and fitness September 30, 2006 NIA Yes Open 

2 certifications, contractor representations and 
certifications, and confidentiality agreements for 
Iron Mountain and its proposed subcontractors. 
Also, DOA will review Iron Mountain's 
background investigation processes for its 
personnel and proposed subcontractor 
personnel. In addition, DO.'\. will require Iron 
Mountain to develop a plan to ensure 
co1npliance \Vith FDIC policy regarding custody 
of confidential information, FDIC approvals, 
and background investigations. Subsequent to 
our field work, DOA elevated the risk-level 
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designation ofthe Iron Mountain contract from 
low to moderate \Vhich will provide greater 
assurance that security oversight of the contract 
is adeQuate. 

3 DOA \Vill develop a site review plan and September 30, 2006 NIA Yes Open 
subcontracting plan that address contract 
oversight expectations for the Tron Mountain 
contract 

4 The FDIC Oversight Manager Vv·ill conduct September 30, 2006 NIA Yes Open 
periodic site inspections of Iron Mountain's 
di.,..,osal ooerations. 

5 DOA has determined that prior invoices September 30, 2006 NIA Yes Open 
submitted by Jron Mountain are consistent with 
the requirements of the APM. DOA 
manage1nent officials also stated that the site 
review plan and subcontracting plan described 
in response to Recomrnendation 3 would 
provide added assurance that subcontractor 
services are performed consistent v,:ith the terms 
of the contract. 

6 DOA will develop an inventory of a!! Septe1nber 30. 2006 NIA Yes Open 
contractors and subcontractors providing 
records disposal services on behalf of the FDIC. 

• Resolved - ( 1) l\.1anage1nent concurs V.'ith the recom1nendation, and the planned corrective action is consistent with the recommendation. 
(2) Management does not concur with the recommendation, but planned alternative action is acceptable to the OTG. 

APPENDIX IV 

(3) Management agrees to the OIG monetary benefits, or a different ainount, or no ($0) amount. Monetary benefits are considered resolved as Jong 
as management provides an amount. 

b Once the OJG determines that the agreed-upon corrective actions have been completed and are effective, the recommendation can be closed. 
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FDIC: 
Federal Deposit Insurance Corporation 
3501 Fairfax Drive, Arlington, VA 22226 Office of Inspector General 

DATE: 

MEMORANDUM TO: 

FROM: 

SUBJECT: 

March 23, 2012 

Board of Directors 
Audit Committee 

Jon T. Rymer 
Inspector General 

The National Owned Real Estate Management and Marketing 
Services Contract with CB Richard Ellis, Inc. 
(Report No. EV AL-12-003) 

The attached report presents the results of the Office of Inspector General's audit of the National 
Owned Real Estate Management and Marketing Services Receivership Basic Ordering 
Agreement (ORE RBOA), contract RECVR-08-G-0151, which we performed in response to an 
FDIC management request. Our objectives were to determine whether costs that CB Richard 
Ellis, Inc. (CBRE) billed the FDIC under the ORE RBOA were supported adequately, consistent 
with the terms and conditions of the contract, allowable, and reasonable. 

We determined that a preponderance of CBRE's claims paid by the FDIC from contract 
inception through July 31, 2011 were adequately supported, consistent with the terms and 
conditions of the contract, allowable, and reasonable. We identified $42,015 (1 percent of 
amounts tested) in claims that were not consistent with the contract terms. In addition, based on 
the statistical sampling methodology we employed, we estimated that there is a 90-percent 
probability that the actual amount that the FDIC paid for CBRE claims that were not consistent 
with the contract terms or were not adequately supported would not be less than $398,227, and 
that the actual amount of costs not adequately supported would not be less than $57,226. We 
made recommendations that management disallow the $42,015 in claims we determined through 
testing were inconsistent with contract terms and consider disallowing the statistically-projected 
questioned amounts. Management's response adequately addressed our recommendations. We 
also included a number of observations regarding opportunities to enhance the economy, 
efficiency, and effectiveness of similar existing or future FDIC contracts. 

We do not intend to publicly release the report in its entirety and distribution is for official 
use only. We will, however, post the Executive Summary on our public Web site. We 
request that you safeguard the contents of the report accordingly. 

If you have any questions, please call me at (703) 562-2166 or Stephen M. Beard, Deputy 
Inspector General for Audits and Evaluations, at (703) 562-6352. 

Attachment 
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FDIC: 
Federal Deposit Insurance Corporation 
3501 Fairfax Drive, Arlington, VA 22226 

Office of Audits and Evaluations 
Office of Inspector General 

DATE: 

MEMORANDUM TO: 

FROM: 

SUBJECT: 

March 23, 2012 

Arleas Upton Kea, Director 
Division of Administration 

Bret D. Edwards, Director 
Division of Resolutions and Receiverships 

Stephen M. Beard 
Deputy Inspector General for Audits and Evaluations 

The National Owned Real Estate Management and Marketing 
Services Contract with CB Richard Ellis, Inc. 
(Report No. EV AL-12-003) 

This report is provided in response to your request that we audit the FDIC's contract for owned 
real estate management and marketing services with CB Richard Ellis, Inc. (CBRE). We found 
that a preponderance of CBRE's claims paid by the FDIC from contract inception through 
July 31, 2011 were adequately supported, consistent with the terms and conditions of the 
contract, allowable, and reasonable. We made two recommendations for the FDIC to disallow 
questioned claims that we identified during our testing and a third recommendation to consider 
disallowing statistically-projected questioned amounts. We also included a number of 
observations regarding opportunities to enhance the economy, efficiency, and effectiveness of 
similar existing or future FDIC contracts. Our evaluation of your response to a draft of this 
report is incorporated into the body of the report. Your response was sufficient to resolve the 
recommendations. In addition, we acknowledge and summarize CBRE's response to sections of 
the draft report specifically involving claims reviewed and amounts questioned. 

Consistent with the OIG's established approach to the Corrective Action Closure (CAC) process, 
the OIG plans to limit its review of CAC documentation to those recommendations that we 
determine to be particularly significant. Such determinations will be made when the Division of 
Finance, Corporate Management Control (CMC) advises us that corrective action for a 
recommendation has been completed. Recommendations deemed to be significant will remain 
open in the OIG's System for Tracking and Reporting (STAR) until we determine that corrective 
actions are responsive. All other recommendations will be closed in STAR upon notification by 
CMC that corrective action is complete but remain subject to follow-up at a later date. 

We do not intend to publicly release the report in its entirety and distribution is for official 
use only. We will, however, post the Executive Summary on our public Web site. We 
request that you safeguard the contents of the report accordingly. 
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If you would like to discuss this report, please contact E. Marshall Gentry, Assistant Inspector 
General for Evaluations, at (703) 562-6378 or A. Michael Stevens, Evaluations Manager, at 
(703) 562-6381. We appreciate the courtesies extended to the audit staff. 

Attachment 

cc: Thomas D. Harris, Deputy Director, Acquisition Services Branch, DOA 
Gail Patelunas, Deputy Director, Receivership Operations Branch, DRR 
James H. Angel, Jr., Deputy Director, Corporate Management Control, DOF 
Daniel Bendler, Chief, Management Support Section, DOA 
Steven K. Trout, Manager, Internal Review Section, DRR 
Howard Cope, Manager, Internal Review Section, DRR 
David Chapman, Chief Statistician, Data Applications Section, DIR 
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Office of 

Office of Evaluations 
Report No. EV AL-12-003 

The National Owned Real Estate 
Management and Marketing Services 
Contract with CB Richard Ellis, Inc. 

This report contains sensitive 
information and is for official use only. 

Other than the Executive Summary, 
the contents of the report are not 

releasable without the approval of the 
Office of Inspector General. 

March 2012 
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Executive Summary 

The National Owned Real Estate 
Management and Marketing Services Contract 
with CB Richard Ellis, Inc. 

Report No. EVAL-12-003 
March 2012 

FDIC management requested and the FDIC Office of Inspector General (OIG) completed an audit to 
determine whether costs that CB Richard Ellis, Inc. (CBRE), billed the FDIC under contract 
RECVR-08-G-0151, the National Owned Real Estate Management and Marketing Services Receivership 
Basic Ordering Agreement (ORE RBOA), were supported adequately, consistent with the terms and 
conditions of the contract, allowable, and reasonable. 

To achieve our objective, we tested a statistically valid selection of the universe of CBRE invoices under 
this contract that the FDIC paid from contract inception through July 31, 2011. 

Background 

The FDIC's Division of Resolutions and Receiverships (DRR) sought contractor services to assist in the 
acquisition, management, research and preparations for marketing, and ultimate sale of owned real estate 
property that the FDIC acquires as receiver of failed financial institutions. In November 2008, the FDIC 
executed RBOA contract RECVR-08-G-0151, effective November 14, 2008, with CBRE. The initial 
term of the ORE RBOA was 3 years with three options, each to extend the contract for 2 years. CBRE 
and the FDIC agreed in August 2011 to terminate the ORE RBOA. The FDIC's plan to transition ORE 
assets to other RBOA contractors was completed at the end of December 2011. 

Among other things, the ORE RBOA required the contractor to 

• at all times act in good faith and in the best interests of the FDIC, and use its best efforts and exercise 
all due care and sound business judgment in performing its duties under the RBOA; 

• maintain books, records, documents, and other evidence sufficient to reflect properly all costs claimed 
to have been incurred in performing the contract; and 

• make available records relating to the work terminated for 3 years after any resulting final settlement. 

We determined that the FDIC paid CBRE $108,319,278 (not including funding advances, which we 
excluded from our testing) for contract services and pass-through asset-level expense reimbursements 
from contract inception through July 31, 2011. The invoices comprising that amount represent our 
sample universe. 

Audit Results 

Based on a review of a statistically valid sample of invoice line items, we determined that a 
preponderance of CBRE' s claims paid by the FDIC from contract inception through July 31, 2011 were 
adequately supported, consistent with the terms and conditions of the contract, allowable, and reasonable. 
Of $4,094,787 tested from 1,623 sampled claims, we found $42,015 (1.03 percent of amounts tested) in 
129 claims (7.95 percent of the number of claims tested) that were not consistent with the contract terms 
in the four types of invoices that we reviewed. We found the following among the four types of claims 
that we tested: 
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• Asset Management Fees - We tested 587 claims totaling $538,464. We found that CBRE claimed 
and the FDIC paid $6,969 (1.29 percent) in asset management fees that were not consistent with the 
contract terms. 

• Pass-Through Expenses - We tested claims for 718 assets that comprised 2,283 individual bills 
(which is actually an indeterminately greater number because the detailed data that CBRE provides to 
the FDIC rolls up certain expenses that are contained on multiple bills). Claims tested totaled 
$1,345,397. We found that CBRE claimed and the FDIC paid $7,140 (0.53 percent) more than 
appropriate per the contract, which includes both incorrect and unsupported claims. 

• Labor and Travel Expenses - We tested 163 claims totaling $1,965,317. We found that CBRE 
claimed and the FDIC paid a net of $30,996 ( 1.58 percent) that was not consistent with the contract 
terms, which includes both incorrect and unsupported claims. 

• Other Expenses - We tested 69 other expense invoices (those not falling into one of the three areas 
above) in their entirety comprising $245,609 in total claims. We found that, netting overcharges with 
undercharges, CBRE could have but did not claim $3,090 (1.26 percent) more than the FDIC paid for 
other expenses. 

Based on our testing a statistically valid sample of items that CBRE claimed and the FDIC paid in that 
period, we calculated an unbiased projection of questioned costs to be $742,558 (0.69 percent of the 
sample universe). In addition, we estimated that there is a 90-percent probability that the actual amount 
of CBRE claims that should be questioned would not be less than $398,227, and that the actual amount of 
costs not adequately supported would not be less than $57 ,226. These projections reflect certain instances 
in which CBRE could have but did not make allowable claims. 

We made three recommendations for the FDIC to disallow components of the questioned claims. We 
plan to report $398,227 as total questioned costs, and report $57,226 as unsupported costs in the OIG's 
next Semiannual Report to the Congress. The amount ultimately disallowed by the FDIC could change 
based on final management decisions after evaluating the findings and recommendations included in the 
report. 

In addition, we are including a number of observations, while neither within the scope nor fully evaluated 
as part of this audit, regarding opportunities to enhance the economy, efficiency and effectiveness of 
similar existing or future FDIC contracts. 

Management Comments 

The Directors of the Division of Administration and the Division of Resolutions and Receiverships jointly 
provided a written response, dated March 6, 2012, to a draft of this report. In the response, the Directors 
concurred with the two recommendations to disallow questioned costs that were not consistent with the 
contract terms, net of claims that CBRE could have but did not make, and that CBRE could not 
adequately support as consistent with the contract terms. Regarding the third recommendation, the 
Directors acknowledged that the projected questioned costs may be statistically valid, but decided not to 
pursue collection of projected questioned costs based on the low error rate in the sample and the 
probability that collection costs would exceed recoveries. 
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We also provided CBRE with sections of the draft report specifically involving claims reviewed and 
amounts questioned. In a letter to our office responding to the report, CBRE acknowledged the audit 
results, but requested that language in the report associated with unsupported expenses and questioned 
claims be clarified. Further, CBRE questioned whether statistical projections were appropriate 
considering the firm used prudent judgment and acted in good faith and in the best interests of the FDIC 
in performing its duties under the ORE RBOA. We considered CBRE's comments in finalizing our 
report. 

Because this report includes sensitive information, we do not intend to publicly release the report in its 
entirety. We will, however, post this Executive Summary to our public Web site. 
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FDIC: 
Federal Deposit Insurance Corporation 
3501 Fairfax Drive, Arlington, VA 22226 

Office of Audits and Evaluations 
Office of Inspector General 

DATE: 

MEMORANDUM TO: 

FROM: 

SUBJECT: 

March 23, 2012 

Arleas Upton Kea, Director 
Division of Administration 

Bret D. Edwards, Director 
Division of Resolutions and Receiverships 

Stephen M. Beard 
Deputy Inspector General for Audits and Evaluations 

The National Owned Real Estate Management and 
Marketing Services Contract with CB Richard Ellis, Inc. 
(Report No. EV AL-12-003) 

FDIC management requested and the FDIC Office of Inspector General (OIG) completed 
an audit to determine whether costs that CB Richard Ellis, Inc. (CBRE), billed the FDIC 
under contract RECVR-08-G-0151, the National Owned Real Estate Management and 
Marketing Services Receivership Basic Ordering Agreement (ORE RBOA), were 
supported adequately, consistent with the terms and conditions of the contract, allowable, 
and reasonable. 

To achieve our objective, we tested a statistically valid selection of the universe of 
invoices under this contract that the FDIC paid from contract inception through July 31, 
2011. Appendix 1 presents additional details on our objective, scope, and methodology. 
Appendix 2 describes our statistical sampling methodology. 

BACKGROUND 

The FDIC's Division of Resolutions and Receiverships (DRR) sought contractor services 
to assist in the acquisition, management, research and preparations for marketing, and 
ultimate sale of owned real estate property that the FDIC acquires as receiver of failed 
financial institutions. Due to the widely varying size and types of assets from failed 
institutions, scalability and flexibility of the contractor's workforce was essential. 

On November 13, 2008, the FDIC executed RBOA contract RECVR-08-G-0151, 
effective November 14, 2008, acting as receiver for various institutions and in its 
corporate capacity with CBRE, a Delaware corporation with a principal place of business 
in Washington, D.C. The ORE RBOA provided for services to assist the FDIC in the 
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identification, acquisition, managing, and marketing (sales and disposition) activities of 
all ORE assets. 

Among other things, the ORE RBOA required the contractor to 

• at all times act in good faith and in the best interests of the FDIC, and use its best 
efforts and exercise all due care and sound business judgment in performing its 
duties under the RBOA; 

• maintain books, records, documents, and other evidence sufficient to reflect 
properly all costs claimed to have been incurred in performing the contract; and 

• make available records relating to the work terminated for 3 years after any 
resulting final settlement. 

We determined that the FDIC paid CBRE $108,319,278 from contract inception through 
July 31, 2011, not including funding advances 1 to bank accounts that CBRE would use to 
pay expenses allowed under the contract. We excluded invoices for funding advances 
from our testing because the actual expenses claimed from the advances would be tested 
by our sample of remaining invoices and amounts that the FDIC paid. Our audit applied 
a statistical sampling methodology with reasonable target precision to allow us to project 
our results across the universe of invoices that the FDIC paid CBRE under the contract 
through July 31, 2011. Those invoices represent our universe as shown in Table 1. 

T bl 1 C t t I a e on rac nvo1ces P "db th FDIC th a1 1y e roua h J I 31 2011 UI\' ' 
Invoice Type Number Value Tested 
Asset Management Fees 1,376 $25,874,899 61 
Pass-Through Expenses 1,410 $75,625,827 63 
Labor and Travel Expenses 172 $5,312,234 73 
Other Expenses * 269 $1,506,318 69 
Invoices Eligible for Testing 3,227 $108,319,278 266 
Source: OIG analysis of a ORR data extract from the FDIC's New Financial Environment. 
·Other expenses invoices are those that were not one of the three other invoice types. 

Sampled Value 
$538,464 

$1,345,397 
$1,965,317 

$245,609 
$4,094,787 

The initial term of the ORE RBOA was 3 ears with three o tions each to extend the 
contract for 2 ears. (b)(4),(b)(5) 
(b)(4),(b)(5) 

The FDIC and CBRE (b)(4),(b)(5) 
r-~~~~~~~~~~~~~~~~~~---,andagre~e--,-~to----,-te_r_ffil~n-at~e-t,..,--e___,.....,,......,.~ 

e s p an to trans1t10n assets to other RBOA contractors was 
completed at the end of December 2011. 

1 The audit also excluded $1,010,984 paid for pass-through expenses based on incorrectly classifying the 
invoice as a funding advance. 

2 
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AUDIT RESULTS 

We determined that a preponderance of CBRE's claims paid by the FDIC from contract 
inception through July 31, 2011 were adequately supported, consistent with the terms and 
conditions of the contract, allowable, and reasonable. Of $4,094,787 tested from 1,623 
sampled claims, we found $42,015 (1.03 percent of amounts tested), including $19,462 in 
costs the audit determined to be inadequately supported, in 129 claims (7.95 percent of 
the number of claims tested) that were not consistent with the contract terms in the four 
types of invoices that we reviewed.2 Based on testing a statistically valid sample of items 
that CBRE claimed on invoices that the FDIC paid from contract inception through July 
31, 2011, 3 we calculated an unbiased projection of the questioned costs for the audit 
universe (claims that CBRE made and the FDIC paid from contract inception through 
July 31, 2011) to be $742,558. In addition, we estimated that there is a 90-percent 
probability that the actual amount that the FDIC paid for CBRE claims that were not 
consistent with the contract terms or were not adequately supported would not be less 
than $398,227.4 The projection incorporates our findings that, in some cases, CBRE 
could have but did not make some claims. 

Table 2 summarizes our testing and results, which are explained more fully in subsequent 
sections of this report. 

Table 2: Claims Tested and Amounts Questioned 
Number Amount of Amounts Tested Projected 

of Claims Exceptions to ORE Inadequately Amounts Questioned 
Invoice Type Tested RBOA Criteria Supported Questioned Costs 
Asset 
Management Fees 587 $6,969 n/a $6,969 $320,770 

--------------------- -------------------------- --------------------------

Pass-Through 
Expenses 718 $2,650 $4,490 $7,140 $340,748 

--------------------- -------------------------- --------------------------

Labor and Travel 
Expenses 163 $16,024 $14,972 $30,996 $93,084 

--------------------- -------------------------- --------------------------

Other Expenses 155 ($3,090) n/a ($3,090) ($12,044) 
Total 1,623 $22,553 $19,462 $42,015 $742,558 
Source: OIG testing and analysis, with projections from DIR. 

Asset Management Fees 

We randomly selected 61 asset management fee invoices. From those, we randomly 
selected 587 individual claims that totaled $538,464. 

(b)(4) ,(b)(5) 

ur statlstlca samp mg met o o ogy was eve ope m consu tatlon wit t e D1v1s10n o Insurance an 
Research's (DIR) Data Applications Section and is described iJ]....U=·.Llll· L.8.l==·lLL------~ 
4 Because the audit found no exce tion with an issue that the (b)(4) ,(b)(5) 
(b)(4) ,(b)(5) 

3 
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We found that CBRE incorrectly claimed and the FDIC paid $6,969 (1.29 percent) of the 
tested asset management fee claims, net of claims CBRE could have but did not make. 
Based on those results, we projected the questioned costs of the universe for asset 
management fees to be $320,770. Amounts questioned included: 

• 11 billing errors totaling $14,797 (2.75 percent) that CBRE corrected prior to 
audit; and 

• 8 billing errors totaling $2,692 (0.50 percent) related to an FDIC duplicate 
payment that CBRE repaid prior to the audit. 

In addition, our testing found the following amounts that the FDIC paid for CBRE claims 
that were not consistent with the contract terms: 

(b )(4) 

Pass-Through Expenses 

We randomly selected 63 pass-through expense invoices. From those, we randomly 
selected 718 claims that totaled $1,345,397. 

We found that $2,650 (0.20 percent) of the tested CBRE pass-through expense claims 
that FDIC paid were not consistent with the contract terms. In addition, we found that, 
although required by the contract, CBRE could not adequately support an additional 
$4,490 (0.33 percent) of pass-through expense claims it made and that the FDIC paid. 
Therefore, overall, we found that the FDIC overpaid $7,140 (0.53 percent) of tested pass­
through expenses. Based on those results, we projected the questioned costs of the 
universe for pass-through expenses to be $340,748. 

We determined that the following claims that CBRE made and the FDIC paid were not 
reasonable pass-through expenses: 

4 
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(b )(4) 

CBRE submitted and the FDIC paid three claims of $350, $1,600, and $2,540 
purportedly fo~(b)(4) !expenses that 
comprised the $4,490 that CBRE could not adequately support. As noted previously, the 
ORE RBOA requires CBRE to maintain and make available books, records, documents, 
and other evidence sufficient to reflect properly all costs claimed to have been incurred in 
performing the contract. 

Labor and Travel Expenses 

We randomly selected 7 5 labor and travel expense invoices. Two of the 7 5 invoices were 
misclassified and we tested those with other expense invoices. From the remaining 73 
invoices, we randomly selected 163 individual labor and travel claims that totaled 
$1,965,317. 

We found that $16,024 (0.82 percent) of the tested labor and travel expense claims that 
CBRE made and the FDIC paid were not consistent with the contract terms, net of claims 
CBRE could have but did not make. In addition, we found that, although required by the 
contract, CBRE could not adequately support an additional $14,972 (0.76 percent) of 
labor and travel expense claims it made and that the FDIC paid. Therefore, overall, we 
found that the FDIC overpaid $30,996 (1.58 percent) of tested labor and travel expenses. 
Based on those results, we projected the questioned costs of the universe for labor and 
travel expenses to be $93,084. 

Claims that were not consistent with the contract terms included l(b)(4) I 
(b )(4) 

5 
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addition, the following are the most significant exceptions that we found to ORE RBOA 
criteria: 

(b )(4) 

The following were labor and travel expense claims that CBRE could not adequately 
support: 

(b )(4) 

6 
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Other Expenses 

We randomly selected 69 other expense invoices that comprised 155 individual claims 
that totaled $245,609. 

We found that $911 (0.37 percent) of tested other expense claims that CBRE made and 
the FDIC paid were not consistent with the contract terms. However, we also found that 
CBRE could have but did not claim other expenses totaling $4,000 (1.63 percent). 
Therefore, overall, we found that the FDIC underpaid $3,089 (1.26 percent) of tested 
other expense claims. Based on those results, we projected the questioned costs of the 
universe for other expenses to be a negative $12,044. 

We determined that CBRE made and the FDIC paid the following claims that were not 
consistent with the contract terms: 

(b )(4) 

Those incorrect claims were more than offset b claims that CBRE could have but did 
not make for the (b )( 4) 

l(b)(4) 

RECOMMENDATIONS 

We recommend that the FDIC: 

1. Disallow $22,553 for amounts that CBRE claimed and the FDIC paid that 
were not consistent with the contract terms, net of claims that CBRE could 
have but did not make; 

2. Disallow $19,462 that CBRE claimed and the FDIC paid that CBRE could not 
adequately support as consistent with the contract terms; and 

7 
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3. Consider disallowing an additional $356,212, which represents the statistically 
valid minimum of projected questioned costs of $398,227 less $42,015 in 
questioned costs identified through items tested. 

Appendix 3 of this report explains the OIG's monetary benefit terms and a summary of 
the questioned costs identified in this audit. 

OBSERVATIONS REGARDING OPPORTUNITIES TO ENHANCE 
SIMILAR CONTRACTS 

(b)(5) 

8 
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I (b )( 4 ).(b )(5) 

MANAGEMENT COMMENTS AND OIG EVALUATION 

On March 6, 2012, the Directors of the Division of Administration (DOA) and DRR 
jointly responded to a draft of this report. In their response, they concurred with the first 
two recommendations: ( 1) to disallow questioned costs that were not consistent with the 
contract terms, net of claims that CBRE could have but did not make; and (2) to disallow 
questioned costs that CBRE could not adequately support as consistent with the contract 
terms. Regarding the third recommendation, the Directors acknowledged that the 
projected questioned costs may be statistically valid and stated that management decided 
not to pursue collection of projected questioned costs based on the low error rate in the 
sample and the probability that collection costs would exceed recoveries. Appendix 4 
presents FDIC management's response in its entirety. 

After we issued our draft report, we determined that adjustments were needed in our 
estimates of the minimum actual amounts that the FDIC paid for CBRE claims that were 
not consistent with the contract terms, and of costs not adequately supported. We 
corrected those estimates in the final report. We advised the Directors of DOA and DRR 
of the revised estimates and they considered them in providing their written response to 
the report. 

We consider management's response sufficient to resolve the recommendations. In 
addition, with regard to the observations included in the report, an FDIC official advised 
us that DOA and DRR are reviewing the contract and associated processes to implement 
any changes as appropriate. 

In addition to discussing and resolving findings directly with CBRE throughout the audit, 
CBRE reviewed sections of the draft report specifically involving claims reviewed and 
amounts questioned. In a letter to our office dated February 28, 2012, CBRE endorsed 
the audit's core finding that a preponderance of claims paid by the FDIC from contract 
inception through July 31, 2011 conformed to contract terms. In addition, CBRE 
questioned whether statistical projections of the questioned costs were appropriate given 
the firm's belief that it had made prudent business judgments and acted in good faith and 
in the best interests of the FDIC in performing its duties under the ORE RBOA, and 
exercised all due care and sound business judgment in performing its duties. Further, 
CBRE requested that language in the report associated with unsupported expenses and 
questioned claims be clarified. We considered CBRE's comments in finalizing this 
report. 

11 
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Appendix 1 

Objective, Scope, and Methodology 

Objective 

The objective of our audit was to determine whether costs that CBRE billed the FDIC 
under contract RECVR 08-G-0151, the ORE RBOA, were adequately supported, 
consistent with the terms and conditions of the contract, allowable, and reasonable. 

We conducted this audit from August 2011 to January 2012 in accordance with generally 
accepted government auditing standards. Those standards require that we plan and 
perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis 
for our findings and conclusions based on our audit objective. We believe that the 
evidence obtained provides a reasonable basis for our findings and conclusions based on 
our audit objective. 

Scope and Methodology 

To accomplish our objective, we: 

• Reviewed relevant records and files, including the ORE RBOA contract and 
select modifications, prior OIG audit or evaluation work relating to the ORE 
RBOA, and the DRR Asset Resolution Manual. 

• Met with appropriate DOA and DRR officials to discuss the audit objective, status 
of the contract, and the FDIC's relationship with CBRE and to consider any of the 
FDIC officials' specific concerns. 

• Consulted with DIR staff to develop a statistical sampling methodology with 
reasonable target precision to allow projections across the universe of task orders, 
properties, invoices, and/or total amounts billed and paid under the RBOA. (See 
below and Appendix 2.) 

• Met with CBRE officials to gain a basic understanding of CBRE billing 
procedures and controls. 

• Determined the number of invoices and the amounts the FDIC paid under the 
RBOA from contract inception through July 3, 2011, and stratified the universe 
based on invoice number coding into four groups: asset management fees, labor 
and travel expenses, pass-through expenses, and other expenses (those invoices 
that did not fall into the other three strata). 

• Randomly selected a statistically valid sample of invoices to confirm relevant data 
and address the audit objective. 

• Reviewed FDIC Contractor Travel Reimbursement Guidelines and the United 
States General Services Administration nightly lodging allowance. 

12 
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Appendix 1 

Objective, Scope, and Methodology 

FDIC staff not employed by the OIG supported this audit. A DRR internal review 
specialist provided technical advice and worked as an audit team member during audit 
planning and testing. In addition, a DIR statistician served as a specialist to the audit to 
develop the statistical sampling plan detailed in Appendix 2, advise the audit team on 
implementing the sampling plan, and perform the analysis included in this report 
projecting the results of audit testing to the universe of invoices paid under the contract 
from contract inception through July 31, 2011. While these DRR and DIR staff members 
supported the audit, throughout the audit, the OIG remained responsible for all decisions 
regarding the scope, methodology, and reporting of audit results. 

Internal Control, Reliance on Computer-processed Information, Performance 
Measurement, and Compliance with Laws and Regulations 

Consistent with the stated objective, we did not assess the FDIC's or CBRE's overall 
internal control or management control structure beyond what we include in this report. 
We obtained data from the FDIC's and CBRE's information systems; however, we did 
not assess the effectiveness of information system controls. 

The Government Performance and Results Act of 1993 (the Results Act) directs 
Executive Branch agencies to develop a customer-focused strategic plan, align agency 
programs and activities with concrete missions and goals, and prepare and report on 
annual performance plans. Such an assessment was not part of this audit's objectives. 
Program audits of FDIC operations review the FDIC's compliance with the Results Act. 

A wide range of potential risks for fraud exist with any contract. Key fraud risks related 
to this audit include false claims by the contractor or subcontractors whose expenses are 
passed through to the FDIC, or duplicate claims by or payments to CBRE. We assessed 
the risk of fraud and abuse related to our objective in the course of evaluating audit 
evidence. 
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Appendix 2 

Statistical Sampling Methodology 

Audit Universe 

The universe for this audit was all invoices that CBRE submitted to the FDIC that the 
FDIC paid under the contract through July 31, 2011. We identified those invoices from 
data provided by the DRR's Business Operations Support Section, which provided a 
database of invoices based on queries they run routinely. There were no CBRE invoices 
paid in 2008. DRR provided the data in four Microsoft Excel files listing CBRE invoices 
paid in 2009, 2010, January-February 2011, and March-July 2011. 

The audit universe provided by DRR consisted of 3,260 invoices that the FDIC paid to 
CBRE from contract inception through July 31, 2011. We separated the universe into 
four strata (or types) based on the type of invoice, which we determined from the invoice 
numbering system used for this contract. Our four strata were invoiced claims for: 

• Asset management fees, which are the charges that CBRE was entitled to claim 
based on the type, value, term of management, and other factors. 

• Pass-through expenses, which are costs related to managing assets that CBRE 
incurred and paid for through bank accounts the FDIC established and for which 
CBRE submitted invoices to replenish those bank accounts. 

• Labor and travel expenses, which are costs for personnel and travel expenses 
permitted under the contract. 

• Other expenses, which comprise invoices not in the other three strata and include 
a range of asset management-related expenses and other costs the FDIC incurred 
under the contract, including the advance of funds to bank accounts for pass­
through expenses. 

We determined that 33 of the other expense invoices were for funding advances. We 
excluded those from our universe because the actual expenses claimed from those 
advances would be tested by our sample of remaining invoices and amounts that the 
FDIC paid. 

Sample Design 

We consulted with the DIR Data Applications Section to identify a means to sample the 
available data-paid invoices-statistically. As detailed below, the audit used a 
randomly selected two-stage stratified sample except for other expense invoices where 
the audit used a randomly selected single-stage sample. The sampling plan was designed 
so that, within "round-off error," items within each stratum have the same probability of 
selection. 
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Appendix 2 

Statistical Sampling Methodology 

Our purpose was to conduct variable sampling that would allow us to estimate the 
quantity of overpayment in dollars in the universe of payments that the FDIC made to 
CBRE under contract RECVR-08-G-0151, the ORE RBOA. 

Two-stage sampling was accomplished by a random selection of invoices at the first 
stage, followed by a random selection of line items within invoices at the second stage. 
The two stages of selection were conducted separately within either two or three substrata 
defined within each of the four primary strata (except for the other expenses stratum). 
The labor and travel expenses and pass-through expenses strata were segmented into 
large- and small-dollar- invoice substrata. The asset management fees stratum was 
separated into three substrata, defined by large-, medium-, and small-dollar-value 
mv01ces. 

We executed the sampling plan in a manner that allowed for additional testing, if desired. 

Sample Unit 

For other expense invoices, we used a single-stage sample by randomly sampling 
invoices and testing all the line items on each selected invoice. For the other three strata, 
we applied two-stage sampling where the invoices were the primary sampling unit and 
the specific billing lines on the invoices were the secondary sampling unit. 

What the specific billing lines on the invoices represented varied depending on the type 
of invoice. For labor and travel expense invoices, a billing line was a travel claim for an 
individual. For asset management fee invoices, a billing line was the fee charged for one 
asset (individual property or group of properties, based on the contract) in the invoice 
month. For pass-through expense invoices, a billing line was the total expenses claimed 
for an individual asset in one month. 

Sample Size 

We estimated our target total sample size considering time and resources available; 
precision targets for estimating universe totals; DRR's Internal Review testing experience 
and results; limited, high-level review of some invoices; and a rough estimate of total 
billing lines for invoices in each stratum from a judgmental test sample of 15-18 invoices 
from each stratum. Based on these factors, it was decided to select a total sample of 
between 1,500 and 2,000 billing lines. Where our initial estimates of the average number 
of billing lines per invoice for a stratum varied significantly from actual results from the 
sample, we worked with the statistician and adjusted, before testing, the target sample 
size and the overall sampling rate for a stratum or substratum. 

Source of Random Numbers for Sample Selection 

The audit generated random numbers from the Defense Contract Audit Agency's 
(DCAA) EZ Quant (Version 1.1.1) Statistical Analysis Software, which has a random 
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Appendix 2 

Statistical Sampling Methodology 

number generator function. DCAA developed and tested EZ-Quant for use in its audit 
processes. It is freeware, and its use and copying is unrestricted. 

Characteristics Measured 

The purpose of this audit's samples was to determine the extent of overpayments (or, if 
negative, underpayments) resultin from inade ort or noncom liance with 
contract terms. Issues that (b)(4),(b)(5) 

l(b)(4),(b)(5) I were 
treated as complying with contract terms. 

Testing was done on the four strata of expenses and varied among the strata. For 
example, testing for asset management fees determined whether charges were correct for 
the property type and value, while testing for pass-through expenses determined that 
there was sufficient supporting documentation for the expenses and that the expenses 
were reasonable and appropriate under the contract. Within each stratum, testing was 
conducted consistently among all audit team members by using standardized data 
collection instruments. 

16 
Sensitive Information- For Official Use Only 



Page 25 

Appendix 3 

Explanation of Monetary Benefit Terms and Monetary Results 

The Inspector General Act of 1978, as amended, ( 1) defines the terminology associated 
with monetary benefits identified by auditors and (2) establishes the reporting 
requirements for the identification and disposition of questioned costs in audit reports. In 
addition, the explanations provided below indicate that the process for actual recovery of 
questioned costs involves various stages, evaluations of factors, and decision-making 
processes. The following defines the key terms associated with monetary benefits and 
explains how they relate to each other. 

• First, auditors may identify "questioned costs" based on an alleged violation of a 
provision of a law, regulation, contract, grant, cooperative agreement, or other 
agreement or document governing the expenditure of funds. In addition, a 
questioned cost may be a finding in which, at the time of the audit, a cost is not 
supported by adequate documentation (i.e., unsupported questioned cost); or a 
finding that the expenditure of funds for the intended purpose is unnecessary or 
unreasonable. It is important to note that the OIG does not always expect to 
recover 100 percent of all questioned costs. 

• The next step in the process of making a decision about questioned costs is a 
"management decision." This is the final decision issued by management after 
evaluating the finding(s) and recommendation(s) included in an audit report. The 
management decision must specifically address the questioned costs by either 
disallowing or not disallowing these costs. A "disallowed cost" is a questioned 
cost that management, in a management decision, has sustained or agreed should 
not be charged to the government. 

• Once management has disallowed a cost and, in effect, sustained the auditor's 
questioned costs, the last step in the process takes place which culminates in the 
"final action." This is the completion of all actions that management has 
determined are necessary to resolve the findings and recommendation included in 
an audit report. Typically, in the case of disallowed costs, management will 
evaluate factors beyond the conditions in the audit report, such as qualitative 
judgments of value received or the cost to litigate, and decide whether it is in the 
FDIC's best interest to pursue recovery of disallowed costs. 

Based on observed results from testing a statistically valid sample of items that CBRE 
claimed on invoices that the FDIC paid from contract inception through July 31, 2011, 
summarized in Table 2 in the body of this report, we calculated an unbiased projection of 
questioned costs to be $742,558. In addition, we estimated that there is a 90-percent 
probability that the actual amount that the FDIC paid for CBRE claims that were not 
consistent with the contract terms or were not adequately supported would not be less 
than $398,227.5 This projection reflects our findings that CBRE could have but did not 
make some claims. 

5 As noted in Appendix 1, a DIR statistician, serving as a specialist to the audit, performed the analysis 
projecting the testing results to the audit universe. 
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Appendix 3 

Explanation of Monetary Benefit Terms and Monetary Results 

Our presentation of statistical projections in this report was consistent, to the extent 
possible, with DCAA's Guidance on Variable Sampling Policy, 11-0TS-OOl(R), dated 
January 3, 2011. 
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Appendix 4 

Corporation Comments 

FDIG 
Federal Deposit Insurance Corporation 
3501 Fairfax Drive, Arl ington, VA 22226-3500 Division of Administration 

DATR: 

MEMORANDUM TO: 

FROM: 

SUBJECT: 

March 6, 2012 

Stephen M. Beard 
Deputy Inspector General for Audits and Evaluations 

Aricas Upton Kea, Dircctorl (b )(6) 
Division of Administration 

Bret D. Edwards, Director '------------' 
Division of Resolutions and Receiverships 

Management Response to the Draft OIG Audit Report Entitled, Audit 
of the National Owned Real Es/ate ManaKementand Marketing 
Services Contract with CB Richard Ellis, Inc. (Assignment No. 2011-
086) 

This is in response tu the subject Draft Office oflnspector General (OJG) Audit Report, issued 
February 3, 2012. In its report, the OIG made three recommendations to the Division of 
Administration (DOA) and the Division of Resolutions and Receiverships (DRR). 

We appreciate the review work performed by the OIG and that as noted in its report a 
preponderance of CB Richard Ellis (CBRE) claims were adequately supported, consistent with 
the terms and conditions of the contract, allowable, and reasonable. However, we recognize that 
certain claims did not conform to the terms of the contract. This response ourlines the planned 
corrective actions for each of the recommendations cited in thi: OIG's Report. 

MANAGEMENT DECISION 

Finding: Claims Paid were not Consistent with Contract Terms 

Recommendation I: That the FDIC disallow $22,553 for amounts that CBRE claimed and the 
FDIC paid that were not consistent with the contract twns, net of claims that CBRE could have 
but did nut make. 

Management Response 1: DOA and DRR concur with the recommendation. 

Corrective Action: The DOA contracting oflicer will issue a wTittcn demand to CBRE to 
recover $22,553. A copy of the check will be provided as pruufofrecovery. 

Completion Date: June 5, 2012 
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Appendix 4 

Corporation Comments 

Recommendation 2: That the FDIC disallow $19,462 that CBRE claimed and the FDIC paid 
that CBRE could not adequately support as consistent with the contract terms. 

Management Response 2: DOA and ORR concur with the recommendation. 

Corrective Action: The DOA contracting officer will issue a written demand to CBRE to 
recover $19,462. A copy of the check will be provided as proof of recovery. 

Completion Date: June 5, 2012 

Recommendation 3: That the FDIC consider disallowing an additional $356,212, which 
represents the statistically valid minimum of projected questioned costs of $398,227 less $42,015 
in questioned costs identified through items tested. 

Management Response 3: Although DOA and DRR acknowledge that the projected questioned 
costs may be statistically valid, management has decided not to pursue collection of projected 
questioned costs based on the low error rate in the sample and the probability that collection 
costs would exceed recoveries. 

~ave any questions regarding this response, the point of contact for DOA is I (b)(6) I 
liQ.li_Jat (703) 562-2118. 
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Summary of FDIC Management's Response 
to the Recommendations 

Appendix 5 

This table presents FDIC management's response to the recommendations in our report and the 
status of those recommendations as of the date of report issuance. 

Expected 
Rec. Completion Monetary Resolved:a Open/ 
No. Corrective Action: Taken I Planned Date Benefits Yes/No Closed b 

1 The DOA contracting officer will issue a June 5, 2012 $22,553 Yes Open 
written demand to CBRE to recover 
$22,553. A copy of the check will be 
provided as proof of recovery. 

2 The DOA contracting officer will issue a June 5, 2012 $19,462 Yes Open 
written demand to CBRE to recover 
$19,462. A copy of the check will be 
provided as proof of recovery. 

3 Although DOA and DRR acknowledge that NIA $356,212 Yes Closed 
the projected questioned costs may be 
statistically valid, management has decided 
not to pursue collection of projected 
questioned costs based on the low error rate 
in the sample and the probability that 
collection costs would exceed recoveries. 

a Resolved - (1) Management concurs with the recommendation, and the planned, ongoing, and completed 
corrective action is consistent with the recommendation. 

(2) Management does not concur with the recommendation, but alternative action meets the intent of 
the recommendation. 

(3) Management agrees to the OIG monetary benefits, or a different amount, or no ($0) amount. 
Monetary benefits are considered resolved as long as management provides an amount. 

b Recommendations will be closed when (a) Corporate Management Control notifies the OIG that corrective actions 
are complete or (b) for recommendations that the OIG determines to be particularly significant, when the OIG 
confirms that corrective actions have been completed and are responsive. 

21 
Sensitive Information- For Official Use Only 



Page 1 

f 
BS 

Office of Audits and Evaluations 
Report No. EV AL-16-001 

The FDIC's Efforts to Ensure Professional 
Liability Claims Are Cost Effective 

This report contains sensitive 
information and is for official use only. 

Other than the Executive Summary, 
the contents of the report are not 

releasable without the approval of the 
Office of Inspector General. 

February 2016 



Page 2 

Executive Summary 

Offiee of 
lnspeetor General 

The FDIC's Efforts to Ensure Professional 
Liability Claims Are Cost Effective 

Why We Did The Evaluation 

Report No. EVAL-16-001 
February 2016 

After a rigorous review of the factual circumstances surrounding the failure of an insured depository 
institution, the FDIC may pursue professional liability claims (PLCs) against directors, officers, and other 
professionals whose wrongful conduct caused losses to those failed institutions. PLCs also include direct 
claims against insurance carriers and contract rights inherited from the institution under fidelity bonds that 
institutions purchase to cover losses resulting from dishonest or fraudulent acts by their employees. To 
collect on these claims, the FDIC often must sue the professionals for losses resulting from their breaches 
of duty to the failed institution. Professional liability lawsuits are only pursued if they are both 
meritorious and expected to be cost effective. 

Our objective was to evaluate the FDIC's efforts to ensure that PLCs are cost effective. We focused our 
review on the design of the FDIC's policies, procedures, and other practices associated with managing 
costs of PLC cases. We conducted this evaluation in accordance with the Council of the Inspectors 
General on Integrity and Efficiency's Quality Standards for Inspection and Evaluation. 

Background 

The FDIC's professional liability program is intended to maximize recoveries to receiverships and hold 
those officials who caused losses accountable. The FDIC' s Division of Resolutions and Receiverships 
(DRR) and Legal Division are jointly responsible for the program. DRR Investigations and the Legal 
Division's Professional Liability Unit (PLU) investigate 11 claim areas for each institution failure and 
pursue recovery of losses by filing PLCs. The FDIC Board delegated joint authority to the DRR Director 
and the FDIC' s General Counsel to settle, dismiss, or otherwise dispose of non-asset-related suits or 
claims, which includes PLCs. As such, pursuing PLCs requires a coordinated effort between DRR and 
PLU. 

Evaluation Results 

DRR and the Legal Division have procedures and controls in place for ensuring that PLCs are cost 
effective including, among other things, considering costs to pursue the claim against potential recovery 
sources; developing a budget for outside counsel fees; capturing PLC-related costs; seeking FDIC Board 
authority to sue and, where appropriate, settle claims; and drafting reports and holding meetings to 
periodically monitor case status. Notwithstanding these efforts, we identified additional opportunities to 
ensure the cost effectiveness of PLCs by 

• enhancing coordination between DRR and the Legal Division, 
• clarifying how the FDIC determines and reassesses PLC cost effectiveness, and 
• better documenting key decisions made throughout the PLC process. 

Recommendations and Corporation Comments 

We made six recommendations to strengthen program controls to help ensure that PLCs are cost effective. 
The FDIC has taken or proposed actions that are responsive to our recommendations . 
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FDICI 
Federal Deposit Insurance Corporation 
3501 Fairfax Drive, Arlington, Virginia 22226 

DATE: February 11, 2016 

MEMORANDUM TO: Bret D. Edwards, Director 
Division of Resolutions and Receiverships 

Charles Yi, General Counsel 
Legal Division 

Office of Audits and Evaluations 
Office of Inspector General 

(b)(6) ..................................... . .. . . ·························~L... _____________ ____. 

FROM: E. Marshall Gentry 

SUBJECT: 

Assistant Inspector General for Evaluations 

The FDIC 's Efforts to Ensure Professional Liability Claims Are 
Cost Effective (Report No. EV AL-16-001) 

After a rigorous review of the factual circumstances surrounding the failure of an insured 
depository institution, the FDIC may pursue professional liability claims (PLCs) against 
directors, officers, and other professionals whose wrongful conduct caused losses to those failed 
institutions. PLCs also include direct claims against insurance carriers and contract rights 
inherited from the institution under fidelity bonds that institutions purchase to cover losses 
resulting from dishonest or fraudulent acts by their employees. To collect on these claims, the 
FDIC often must sue the professionals for losses resulting from their breaches of duty to the 
failed institution. Professional liability lawsuits are only pursued if they are both meritorious and 
expected to be cost effective. 

Our objective was to evaluate the FDIC's efforts to ensure that PLCs are cost effective. We 
focused our review on the design of the FDIC's policies, procedures, and other practices 
associated with managing costs of PLC cases. Specifically, we reviewed 19 claims related to a 
non-statistical sample of four insured depository institutions that failed between 2009 and 2011. 
We selected institutions that failed earlier in the recent financial crisis to ensure sufficient time 
had passed for PLC activity to occur. We reviewed available documentation to validate our 
understanding of the FD I C's methodology for determining costs associated with PLCs and 
whether the financial infonnation the FDIC uses to make PLC-related decisions was 
comprehensive, accurate, timely and considered throughout the life cycle of the claim. 

We conducted this evaluation in accordance with the Council of the Inspectors General on 
Integrity and Efficiency's Quality Standards for Inspection and Evaluation. Appendix 1 of this 
report includes additional details on our objective, scope, and methodology. Appendix 2 
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contains a glossary 1 and Appendix 3 contains a list of acronyms and abbreviations. Appendix 4 
contains the Corporation's comments on this report. 

Background 

The FDIC's professional liability program is intended to maximize recoveries to receiverships 
and hold those officials who caused losses accountable. The FDIC's Division of Resolutions and 
Receiverships (DRR) and Legal Division are jointly responsible for the program. DRR 
Investigations and the Legal Division's Professional Liability Unit (PLU) investigate 11 claim 
areas for each institution failure and pursue recovery of losses by filing PLCs if they are both 
meritorious and expected to be cost effective. 2 The 11 PLC types are described in Table 1 
below. 

Director and Officer 
(D&O) Liability 

Fidelity Bond 

Accountants' 
Liabilit 
Attorney Malpractice 

Appraiser 
Mal ractice 
Insurance 

Commodity Broker 

Issuer 

Residential Mortgage 
Malpractice and 
Fraud 

Securities and 
Residential Mortgage 
Backed Securities 

Claims against former directors and officers of a failed institution for conduct that caused 
loss to the failed institution, such as negligence, gross negligence, or breach of fiduciary 
duty. 
Claims against insurers for failure to pay under a financial institution bond issued to the 
failed institution for covered acts. 
Claims against external or internal accountants and auditors for conduct that caused loss to 
the failed institution, such as breach of contract, ne li ence, and rofessional mal ractice. 
Claims against attorneys and law firms for conduct that caused loss to the failed institution, 
such as breach of contract, ne Ii ence, and rofessional ma! ractice. 
Claims against individual appraisers and appraisal firms for conduct that caused loss to the 
fai led institution, such as breach of contract, neaJi ence, and rofessional ma! ractice. 
In states permitting such claims, direct actions against liability insurance carriers, or actions 
brou ht as assi nee of a rofessional liabilit insurance olic . 
Claims against brokers or brokerage firms whose conduct in connection with the purchase 
or sale of commodities caused loss to the failed institution, such as breach of contract, 
ne Ii ence, rofessional ma! ractice, and violation of law. 
Claims against insurance brokers for conduct in connection with the issuance of insurance 
olicies that caused loss to the fai led institution, such as breach of contract and ne Ii ence. 

Claims against mortgage brokers, title insurance companies, closing agents, and appraisers 
for conduct in connection with residential mortgages that caused losses to the failed 
institution, such as breach of contract, breach of fiduciary duty, negligence, and 
professional negligence. 
Claims against securities brokers, brokerage firms, control persons, issuers, depositors, 
underwriters, and sellers in connection with the purchase or sale of securities to the failed 
institution, such as breach of contract, negligence, gross negligence, breach of fiduciary 
duty, and violation of law. 

1 Terms that are underlined when first used in the report are defined in Appendix 2, Glossary. 
2 The 1992 FDIC Board of Directors Statement Concerning the Responsibilities of Bank Directors and Officers 
explains that the FDIC only pursues PLCs that meet the two criteria. The scope of this evaluation did not include 
reviewing the FDIC's actions to determine a PLC's merit. We discuss how the FDIC addresses those crite1ia in this 
report only to provide context needed for the reader to understand the overall PLC process. 

2 
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Other claims against professionals that do not fit into the other PLC types. 
Claims 
Source: Generated by the FDIC Office of Inspector General (OIG) based on FDIC procedures. 

The FDIC Board delegated joint authority to the ORR Director and the FDIC's General Counsel 
to settle, dismiss, or otherwise dispose of non-asset-related suits or claims, which includes PLCs. 
As such, pursuing PLCs requires a coordinated effort between ORR and PLU. 
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(b )(5)...... DetermininaMerit.I 
(b )(5) .. 
(b )(5) ,.... .................... !Federal and state statutes and judicial decisions establish the legal obligations of 

individuals and entities subject to PLCs. To show that a t.OJ1f!'!.i!l! has merit, the FDIC generally 
must establish: 

• Duty: the party owed a duty to the institution. 
• Breach of duty: the duty was breached or violated. 
• Causation: the misconduct was the cause for the loss to the institution. 
• Damages: the breach of duty resulted in a loss to the institution. 

(b )(5) J ... I Additionally, some state laws include a business 

(b )(5) __ 

(b )(5) 
········· .. ,_ 

judgment rule that has been interpreted to require the FDIC to prove gross negligence to succeed 
on a PLC. 

Determining Cost Effectiveness. At its simplest, for a claim to be expected to be cost 
effective, the FDIC's estimated recoveries should exceed its estimated costs to pursue the claim. 

Litigation Approval and Process. When claims are deemed to be both meritorious and 
expected to be cost effective, the FDIC has 3 years to file tort PLCs and 6 years to file contract 

4 
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PLCs from the date of an institution failure, unless state law ermits a lon er timeframe. 3 If the 
(b )(5) 

(b)(5) I 

(b}(5) -----------------------------~----......... ==;;;;;;;;;;;;;;;;;;;;;;;;;;;;;~::::::==---------s::===L1 __ =:::;;;;~ (~)(?.L 
(b)(5) I (P)(~) 
~){5). 
(b )(5) 

········-······-··· lb================:..... __________ _J ._,·:.::::c::.:: ___ -------------------------------------------------------

I 

While the FDIC is fully prepared to litigate its claims against professionals of failed institutions 
to judgment, at any time during the process the parties may settle. Some defendants might agree 
to mediation either before or after the FDIC files a lawsuit, and in some cases a court ma order 

(b )(5) _______ -----------------.!mllie~ci~ia.[!.ti.2]0Ill!J .. --•-b=================---------------J 
(b )(5) 

(b )(5) 

(b )(5) 
---------------------------, 

...i:.P1::;LC~D!,!:O!!:C:!:!UL!!ml!:e:rn~ta!!.!twio2.!n!.:.·...JDb!R!:5.!SR.Jk~e~eol2lswPJ;:JL~C~-:rr~ell.il,at~e:g,d.£JdLQO~cu~mlle~nllts~inL.:v~arlLiU20~u1i.s .11 olli!a&!ce~sw.l ___ ..=:::::;;;;;;;;;;;;;;;;J<P)(~) 
(b )(5) -

······················· 

---------------------------------------------------------------------------------------------------------------------·-------------------------------------------------------------------------------------------------------

(b )(5) 

(b )(5), (b )(7) 

~gY(5 } , (b)(7 ) -~-----------------------===r. 
(E) -----------------------------·-----------------------------------------------

:::~:.:~)(7 ) 3; 12 u.s.c. § 1821(d)(14). 

(E) r -------------------------------------
5 
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~~~(5},(b)(!.} I In addition, OAs may maintain both hard-copy and 
electronic documents related to their cases. 

Reporting. PLU tracks PLC recovery and expense information on an aggregate, program-wide 
basis and reports this information to the FDIC Board on a quarterly and annual basis. The FDIC 
provides an annual report to Congress, which contains information on PLC recoveries during the 
year, the number of authorized and filed lawsuits, the number of open investigations, and the 
results of annual performance goal6 efforts. 

Recoveries often lag expenses because of the time inherent in the litigation process that is often 
required to collect on PLCs. Annual recoveries can also be heavily impacted by large 
settlements. In a report issued in July 2014, 7 we recommended that the FDIC track recoveries 
and expenses associated with PLCs by institution, and periodically report this information to the 
FDIC Board and other FDIC executives. The FDIC agreed to begin reporting on recoveries and 
expenses by institution annually for failed institutions in which all claim areas were closed or 
fully resolved during the reporting period. The Legal Division issued its first such report in 
February 2015. 

Program Accomplishments. From 1986 through 2014, the FDIC and former Resolution Trust 
Corporation 8 (RTC) collected $8.62 billion from PLCs at a cost of $2.14 billion. 

From January 1, 2009, through October 23, 2015, the FDIC authorized lawsuits in connection 
with 150 failed institutions against 1,207 individuals for D&O liability. This includes 108 filed 
D&O lawsuits (70 of which have fully settled, and 1 of which resulted in a favorable jury 
verdict) naming 826 former directors and officers. The FDIC also has authorized 69 other 
lawsuits for residential mortgage-backed securities, 9 London Interbank Offered Rate 
suppression, fidelity bond, insurance, accounting malpractice, appraiser malpractice, and 
attorney malpractice claims. In addition, 59 residential mortgage malpractice and fraud lawsuits 
are pending, consisting of lawsuits fi led by and inherited from failed institutions. 

(b )(5) ·················1 . . . . 
. ················································· ······························································ 

omt report o t e ices o nspector enera o t e , oar o ovemors o t e e era eserve ystem 
and Consumer Financial Protection Bureau, and Department of the Treasury, Enforcement Actions and Professional 
Liability Claims Against Institution-Affiliated Parties and Individuals Associated with Failed Institutions, July 20 14. 
The July 20 14 OTG report summarized the PLC process but did not evaluate cost, recovery, and budgetary aspects. 
That OTG report also summarized PLC activity from 2008-2012 and factors impacting the FDTC's pursuit of PLCs. 
8 RTC was a temporary federal agency established in 1989 to oversee the disposal of assets from fai led savings and 
loan institutions. 
9 As Receiver for failed financial depository institutions, the FDIC will file lawsuits for claims based on 
misrepresentations in offering documents for residential mortgage-backed secmities purchased by fai led institutions. 
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Evaluation Results 

DRR and the Legal Division have procedures and controls in place for ensuring that PLCs are 
cost effective including, among other things, considering costs to pursue the claim against 
potential recovery sources; developing a budget for outside counsel fees; capturing PLC-related 
costs; seeking FDIC Board authority to sue and, where appropriate, settle claims; and drafting 
reports and holding meetings to periodically monitor case status. Notwithstanding these efforts, 
we identified additional opportunities to ensure the cost effectiveness of PLCs by 

• enhancing coordination between DRR and the Legal Division, 

• clarifying how the FDIC determines and reassesses PLC cost effectiveness, and 

• better documenting key decisions made throughout the PLC process. 

Enhanced Coordination Between ORR and the Legal 
Division Could Help Ensure PLCs Are Cost Effective 

DRR and the Legal Division jointly are responsible for carrying out the PLC program and must 
work together to investigate claims and pursue meritorious cases in a cost-effective manner. We 
identified opportunities to enhance coordination and re-evaluate DRR and PLU's respective roles 
in the PLC process and clarify coordination expectations within DRR and PLU guidance. Doing 
so could help the divisions ensure that PLCs are cost effective. 

Authorities, Roles, and Responsibilities. Under the FDIC Bylaws, the DRR Director shall 
exercise general supervision and control over the performance of the Corporation's functions 
with respect to the activities of failing depository institutions, which includes, among other 
things: 

7 
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• general supervision and control over the receivership and liquidation functions of the 
Corporation; 

• establishing and liquidating claims of the Corporation as subrogee of the claims of 
insured depositors; and 

• liquidating assets acquired by the Corporation as Receiver, liquidator, or liquidating 
agent of a failed institution. 

The Bylaws also designate the General Counsel as the chief legal officer of the Corporation and 
legal adviser to the Board and the officers of the Corporation, which includes the DRR Director. 
The General Counsel renders all legal services necessary to enable the Board and the 
Corporation's various organizational units to discharge their respective duties and 
responsibilities, and otherwise has the powers and performs the duties usually vested in the 
general counsel of a corporation. 10 

The FDIC Board's Delegations of Authority Relating to Receivership Management delegate joint 
authoritv to the DRR Director and General Counsel for some receivershio resoonsibilities. 

!Accordingly, the .._ __ ....,... ....... --..................... --------............. .,,.... ....... ----............. --..................... --------...........! 
two divisions jointly are responsible for the professional liability program, including worki ng 
together to investigate claims and ensuring those pursued are meritorious and are expected to be 
cost effective. 

In our view, DRR and PLU need to re-evaluate their respective roles in the PLC process to 
reflect their delegated authorities and to help ensure that both divisions' perspectives are 
adequately considered in decisions involving PLCs. 

~g ~~ ~ l;(b) G.L.JiQc:tn~~JQLC.Qordina.ling P.LC. ... Acti.viti.es .... 

(7)(E) 

could more specifically .._ ___________________________________________________ ---I 

iv1s10ns s ould work together 

10 Such powers include conducting litigation, participating in any judicial or administrative proceeding, and 
defending the Corporation. 
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Identifying and Managing PLC Costs By Avoiding Duplicative Work. Both D~R and the I ,eaal 
Division spend receivership funds to investigate and litigate potential claimsJ ····..... (~)(~) 

(b)(5) I_~···· __________________ _ 

(b)(5) .L ....... .... I Weweretold,and 

(b )(5) 
(b )(5) 

(b )(5) 

case documentation suggests, that each division might not be aware of the full extent of costs 
incurred by the other division and the extent to which the other division retains outside 
contractors, OC, or experts. 11 

Opportunities ma also exist to better control investi ation costs and ensure that work is not 
.... .du. Jicative ..... . 

onet e ess, given t e amounts spent on mvest1gat10ns m re at10n to overa expenses, 
DRR and the Legal Division should continue to look for opportunities to reduce investigation 
costs. Possible initiatives could include: 

• Benchmarking cost estimates for the overall investigative work by financial institution to 
gauge investigation cost effectiveness. 

• Increasing DRR's and the Legal Division's awareness of costs incurred and activities 
performed by each division for contractor and OC investigative work. 

• Ensuring DRR has contractor cost controls in place if it has to rely on investigation 
contractors in future crises. 

With the two divisions sharing the goal of identifying meritorious claims, there is a risk that OC 
investigative work might duplicate DRR efforts. We have been told anecdotally that this has 
hannened and both DRR and the Leirnl Division acknowled!!ed that duolication was oossible. 

(b )(5) .. ·· 1 ······························································································································································· 
·············································· 

(b )(SL.. ,.::12:.L~1 ----===;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;::::::==::======::..._-----------_J 
(b )(SL.1 ,· ··············································································································································································································· I 
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To jointly implement the professional liability program efficiently and effectively, both the[::J C!:>X?L. 
(b)(S) I ~ould better identify specific investigative 

(b)(5) __ 
,....!.!ro~l~es~an~d:!..!!re~s~oon~s~i~b1~·11~· ti~· e:2.s.!:b:!::e!.!tw:,:e~e~n~t;!!h!::.e.!.tw~o~d~iv!..;!i~s1!!;· o~n~s:J.. 1 ________ ;;;;;;;;;;;;;;;;;;;;;;;;;;==----------iP)(~) 

Communicating Timely and Effectively. While DRR and the Legal Division have established 
procedures to support effective communication, we observed and were told that communication 
between DRR and the Legal Division was not always timely and effective. I I .H (b)(~) 

:: :::: t lw6en s1tuauons such ~ iliose I 

~~~~§~·························· 
~'1{~ ············~ ........ . 

occur, promptly addressing them would support efficiency that could reduce PLC costs and 
improve case management. 

Processing Authority Memorandums. Preparing and obtaining approval for authority 
memorandums is an im ortant decision oint wher FDI considers the cost effectiveness of 

(b)(5) Based on the sample cases that we reviewed, DRR management's consideration 
o t e propose A TS memorandum did not occur until DRR received the ATS memorandum for 
signature. DRR could benefit from a documented process for vetting such memorandums. 

In responding to our draft observations on this topic, regional DRR management indicated that 
DRR's UC should be involved in ensuring the ATS memorandum is factually accurate along 
with the OA and OC, when needed. Legal Division management noted that more recently PLU 
will brief DRR management on the ATS memorandum, upon request. 

When the FDIC pursues a PLC, the FDIC typically provides defendants an opportunity to engage 
in settlement discussions or mediate the claims in advance of filinQ a lawsuit or a court miQht 

(b )(5) nrrl~¥ m<>rl1<:>t1r>n I 
(b)(5) 
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(b )(5) f ..... ···· ... l1n some instances, DRR management was not made aware of the proposed 

(b )(5) 
····.,. 

(b )(5) 
(b )(5) ...... . 

(b )(5) 

minimum settlement values before receiving the final memorandum for approval. More recently, 
DRR instituted procedures to involve its management earlier. 

DRR and the Legal Division recently have instituted joint senior management briefings of cases 
requiring FDIC Board approval or discussion wi th the Chairman. Also, beginning the last 
quarter of 2014, DRR and the PLU began meeting regularly to review proposed ATS and 
authority to settle actions. 

Closing PLCs. While the professional liability program has processes to monitor the timing of 
closing claims, it should consider a process to ensure that claims DRR and PLU agree lack merit 
or cost effectiveness do not incur unnecessary expense because of delays in closing them. 

····.,. 

Coordination Efforts Begun. Both DRR and the Legal Division have undertaken efforts to 
strengthen their management of the professional liability program. DRR: 

• established an Assistant Director, Investigations, position in May 2012; 

• µpdatedits .. 
. ................. and .... exhibits as part of that update; 

• established a receivership operations liaison position in headquarters in late 2014 to 
further promote open communication and collaboration; 

• now has the Assistant Director, Investigations, attend high-profile mediations, engage 
with counsel on a regular basis, and perform case reviews of open claims jointly with the 
Legal Division; and 

• ....... ha..s ... be.gun ... updatin.gits ..... l_·······-·······-·······-·······-······-······ ___ __.lfrom its ... I ____ ···-········ ... ····f ······ ............................................................................... J.~)~5) 
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DRR and the Legal Division: 

• began bi-weekly phone calls in 2012 to communicate and discuss professional liability 
program matters as they arise; 

• established more consistent management-level briefings to address questions and issues 
for professional liability program matters being presented to the FDIC Board and 
proposed settlement actions to be discussed with the FDIC Chairman; and 

• in Januarv 2015. resumed auarterlv meetings, now via video teleconference,._! ___ __, (b)(?.) 
(b)(SL _ ·~;;;;;;;;;;;;;;;±1 ;;;;;;;;;;;:.:;========-------11 __________ _ 
(b )(5) .. 

While DRR and the Legal Division have begun these efforts to better coordinate their 
professional liability program activities, they should jointly review and understand clearly how 
their respective roles and responsibilities complement each other at each stage of the PLC 
process, and integrate their procedures to conduct investigations, establish litigation budgets, 
seek authority to sue, determine minimum settlement amounts, and close cases. Jointly 
established protocols would help DRR and the Legal Division coordinate their work throughout 
the PLC process, and establish and maintain an effective partnership to implement the 
professional liability program efficiently and economically. 

Recommendation 

To support enhanced coordination between DRR and the Legal Division, which would help 
ensure PLCs are cost effective, we recommend the DRR Director and the General Counsel: 

1. Review, revise, and establish guidance that: 

• more clearly defines DRR's and the Legal Division' s respective roles and 
responsibilities to manage costs during the entire PLC life cycle; 

• delineates PLC investigation scope to aid DRR and Legal Division staff in 
determining the extent of their respective investigative work; 

• ensures each division's activities are communicated appropriately and coordinated 
throughout the PLC process, including allowing adequate opportunity to review and 
consider authority memorandums; 

• supports timely closing PLCs that the FDIC determines lack merit, cost effectiveness, 
or both; and 

• results in DRR and Legal Division expectations for coordination being consistent and 
complementary. 
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The FDIC Should Clarify How It Determines and 
Reassesses PLC Cost Effectiveness 

To assess an individual PLC's cost effecti veness, the FDIC considers expected recoveries in 
(b)(5) .. relation to estimated OCJitigation costs. J I 
(b )(5) I 
~ff$),,,,,,,, II 
(b )(5) 

(b )(5).. ......... .............................. .. . . -· ·· ··· · I Finally, because we could not 
readily locate documentation to support certain PLC decisions, as discussed in the following 
section, we could not independently determine whether the cost effectiveness of PLCs was 
reassessed, as required, as cases progressed. The FDIC would benefit from clarifying 
expectations and guidance in these areas. 

Implementing Cost-Effectiveness Criteria. DRR'sl k efers to (~)(5) 
cost-effective claims and provides steps for investigating a failed institution's 11 potential claim 

(b)(5) areas, 
(b )(5) ·.··.·_··.·.·.·.·.·.·.·.·.·.·.· .. ··········F·.-.... _ ---.... t ... --------r~-=--;:===~~········-·······-------:-:-"'"'."'":"--:--:--:---:---:----:-------'':"":""""'········ Cb.X?L 
(13)(§) &;;;;;;;;;;;........ ___ ==;;;;r-- Tuef - ~oes not explicitly include criteria on what costs to consider 

or how to determine PLC cost effectiveness. 
(b )(5) 

(b)(5) _:_ I.he ... oµtl ines criteria for a claim to be considered cost effective. . .... b)(~) 
(b)(5) .......------------1 ............ ---------------...... 
(b )(5) -

(b )(5) 

(b )(5) 

(b )(5) 

(b )( 5) ·······················Gommunlcatin Cost Eftectivenes....········································································································································ 
(b)(5) 
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The FDIC also reports to the FDIC Board quarterly and annually overall professional liability 
program recoveries and expenses. In those reports, the FDIC includes professional liability 
program costs for, among other things, DRR Investigations, PLU, and other FDIC divisions' 
staff time; DRR contractor costs; OC fees and expert costs for investigation and litigation; and 
information technology (IT) and other FDIC support costs. 13 Beginning in early 2015, the FDIC 
began reporting to the Board professional liability program costs and recovery information by 
individual institution. 

The difference in the costs considered in analyzing cost effectiveness at the claim level versus 
the program level creates a risk that the Board, FDIC management, and other parties involved in 
the PLC process might mistake what costs are considered in determining PLC cost effectiveness. 
We believe program understanding could be enhanced if DRR and the Legal Division clearly 
articulated how they determine PLC cost-effectiveness in authority memorandums. 

Allocating IT Costs to PLCs. While some IT-related costs are captured in receivership 
accounts, costs the FDIC incurs related to DMS historically have not been allocated to individual 
programs, including PLCs, and there has been no feasible way to do so with that system. While 
DMS 's purpose is to ensure the FDIC's compliance with legal and statutory requirements, 14 

which is broader than just the FDIC's professional liability program, PLC investigations rely 
heavily on DMS information. 

The portion of DMS costs that apply to the professional liability program are not included as 
claim or program expenses and, consequently, are not considered when the PLU determines 
whether a claim is expected to be cost effective or in presenting program cost effectiveness. It is 
presently not possible to determine what portion of DMS costs directly or indirectly support the 
FDIC's professional liability program. However, DMS costs that relate to the professional 
liability program likely are material. 

13 Costs reported still would not include any portion of DMS costs because the FDIC does not presently have the 
means to allocate such costs to the professional liability program. 
14 The FDIC is prohibited under 12 U.S.C. § 182l(d) (15) (D) from destroying any records of an insured depository 
institution for which it has been appointed receiver. The FDIC, as Receiver, must retain records going back 10 years 
from the date of receivership and must maintain these records for at least 6 years. 
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Under the FDIC's contract for DMS that became effective November 1, 2008, the FDIC paid the 
contractor $427.6 million through December 31, 2014. The FDIC issued five types ofDMS task 
orders, including ones for data capture ($299.5 million or 70 percent of total DMS costs) and 
case support ($57.5 million or 14 percent of total DMS costs). Case support is a broad category 
that includes a ranfe of investigation and litigation support activity, but it is not a direct proxy 
for PLU support. 1 

The FDIC is implementing the f~U~g-~~11Is..R~t.!l_~~r_vj£~~ (FBDS) program to replace DMS. 
The FDIC recognized the need to im rove its functionalit to rovide more ranular data for 

~~ ~~;~ i=a~~e=enuo reYiew. 

(b )(5)...... Reassessin CostEffectiveness;•··········································································································································· 
(b )(5) 

····· ... 

15 Case support task orders include support for commercial litigation, enforcement, requests from the OIG or 
criminal autho1ities, subpoenas from third parties, and requests from other regulators and the Division of Insurance 
and Research . 

(b)(5) I .................................... . 
..... ....................... _____ ·······_·······_······_·······_······_······· ___ ·······_·······_·······_······_·······_······_·······_······_·· ---------------------
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(b)(S) ····························! .... _· ---------------------------

Analyzing a PLC's cost effectiveness when the FDIC receives a settlement offer will never be 
distilled to a specific formula and will require the PLU to apply its subjective assessment to 
objective financial information and facts of the case. However, it may be prudent for PLU to 
clarify expectations for reconsidering minimum allowable settlement amounts over time and to 
what extent OAs should consider, document, and discuss settlement offers with ORR. 

Recommendations 

To clarify how the FDIC determines and reassesses PLC cost effectiveness, we recommend the 
ORR Director and the General Counsel: 

2. Reassess the type of and extent to which costs related to the professional liability 
program are considered in determining whether a PLC is expected to be cost effective. 

3. Review communications related to PLCs to ensure that program costs and costs 
considered in making cost effectiveness determinations are differentiated and presented 
clearly. 

4. Clarify at which key points in the life cycle of a case the FDIC should reassess cost 
effectiveness. 

PLU Should Better Document Key Decisions Made 
Throughout the PLC Process 

The Legal Division maintains electronic PLC-related documents in a SharePoint site, inl J (b)(§) 
and on OAs' computers, as well as hard copy documents. For the PLCs that we reviewed, 
documentation was not always readily available to support certain financial information used in 
cost-effectiveness decisions, certain assumptions and cost factors, or PLC case management. 
Limited case documentation impacted our ability to assess the FDIC's efforts to ensure PLCs are 
cost effective and impacts the Corporation's ability to oversee the professional liability program. 
We concluded that PLU could benefit from better case documentation requirements and a central 
document control or case management system. 

The United States Government Accountability Office (GAO) Standards for Internal Control in 
the Federal Government 17 explains that appropriate documentation of transactions and other 
significant events, which would include key decisions, should be clearly documented and readily 
available. In our view, good documentation is important to: 

17 The November 1999 edition (GAO/AIMD-00-21.3.1) is applicable to this evaluation. GAO updated the 
document in September 2014 (GA0-14-704G). That edition became effective beginning with fiscal year 2016. 
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• maintain rationale and support in the event that Corporate decisions are questioned or 
challenged in the future; 

• set expectations for what information should be gathered and considered at various stages 
of the PLC process; 

• facilitate management oversight and supervisory review of individual cases; 

• provide a documentation trail for internal and external audit functions; 

• maintain continuity in the event that staff leave the Corporation or informal forms of 
document storage, such as an employee's computer hard drive, fail; 

• promote consistency in how case decisions are supported; and 

• facilitate programmatic reviews of the program such as horizontal reviews and trend 
analyses. 

Support for Financial Information Used in Cost-Effectiveness Decisions. We could not 
locate, through our research of PLU's SharePoint site and discussions with the OA, certain 
support for financial information used in cost-effectiveness decisions during the PLC process. In 
some cases, we could not locate documents, such as the budget for outside counsel, which 
provides the basis for litigation expense estimates. In other cases, documents that we did locate 
contained outdated, unsupported, or incorrect information, {P)(!?.) 

(b )(5) ................ •············································································································································································································································ 

(ih\CI;) I ······································· I 
""?.{W ·········::::::::::c:.:..-:: •••••• ..., •• ··-·····-··········-···········-···········-··········--------• ------------1 
(b )(5) 

(b)(5) ·······::::::::::::::::Jr;;:======-----\ ....................................................................................................................................................... . (b )(5) ··········· 
·····························•··········································································· 

(b )(5) 

(b)(5) 

PLU was able to provide documentation we requested in support of specific costs and estimated 
recovery amounts after considerable time and effort. However, it was ...... · ........................................................ ..__ ... 
information within authorit memorandums to su ortin documents. J(?.) 

However, without a case management 
... s_y-st~e-m_o_r -so_m_e_m_e_a_n_s_o_,_"'"o_c_u_m_e_n~t-m-g""""".,....,. .... c-a_s_e_a_c~ti-v"'"1'1ty, understanding PLU' s historical 

analyses and resulting decisions can require significant effort by PLU management to recreate, if 
needed, as it did for this evaluation. 
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Support for Certain Assumptions and Cost Factors. ATS and Request for Advance 
Authority to Settle memorandums provided estimated settlement amounts that were based on 
assumptions and cost factors for which PLU was not always able to readily explain and did not 

(b )( 5) P~9.Yi.<:l~ '.ll:l ~µ4.i.ttr.a.iL l I 
(b)(S) Estimated settlement amounts that 

(b )(5) 

(b )(5) 

depend on such information could be inaccurate or not independently verifiable, and could 
complicate the FDIC's efforts to ensure that the related claim remains cost effective. 

For another case, an OA could not readily explain during an interview how the Legal Division 
determined the case's estimated recovery value. Later, PLU management advised us the case 
had no recovery value. Better case documentation could have preserved the financial 
characteristics of this case to explain how the FDIC reached its recovery value conclusion. 

Case Management Documentation. We could not locate certain budget-related documentation 
and the retention memorandum for a law firm hired for one of the institutions in our sample 
through our research of PLU's SharePoint, ALIS, or discussions with the OA. We also could not 
locate some or all of what we understood would be annual case reviews that PLU mana ement 

,..:h~o~l~ds~w~it~h~O~A~s~fo~r~e~a~ch~of~t~h~e~f~ou~r~i~n~st~it~u~ti~on~s~1~· n~o~u~r~s~am~p~le::_ . .L... _____ ::;::;;;;;;;;;;;;;;;;;;;;;~d(P.J(?.) 

PLU officials ultimately located the case review documentation and clarified that case reviews 
were not performed exactly every 12 months or for all institutions. PLU officials noted the 
challenges of not having a central document control system, and mentioned that, in one case, an 
OA' s computer hard drive failed, which resulted in a loss of supporting documentation. Those 
factors limit PLU's ability to manage case documentation more efficiently and effectively. 

Finally, as discussed earlier, PLU could better document its reassessment of cost effectiveness as 
claims progress through the litigation process. Much of this consideration is done orally, 
according to PLU management. 

Inadequate case documentation limits the FDIC's ability to ensure PLCs are cost effective and its 
ability to oversee the professional liability program. While PLU has strengthened its 
recordkeeping, including utilizing a SharePoint site for final internal documents and court 
documents, the unit would benefit from better case documentation requirements and a central 
document control or case management system that is fully searchable. Such steps would provide 
additional means for efficiently standardizing case files to support decisions and facilitating 
transitions of matters between attorneys. 
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Further, adequately documenting key decisions and the basis for information supporting those 
decisions is necessary for management and oversight review and analyses. Most federal 
agencies are required by the Federal Records Act (FRA) to make and preserve records containing 
adequate and proper documentation of the organization, functions, policies, decisions, 
procedures, and essential transactions of the agency. Those records should be designed to 
furnish the information necessary to protect the legal and financial rights of the Government and 
of persons directly affected by the agency's activities. The FDIC has determined that the 
Corporation is not covered by that Act; 18 however, the FDIC Records and Information 
Management (RIM) Policy Manual reflects the spirit of the Act. Specifically, the policy states 
that the FDIC shall maintain proper documentation of its operations, among other things, to 
provide current and historical data pertaining to actions taken by the FDIC, and inform decision 
making by FDIC officials and their successors through the use of sufficient historical data. 
Corporate policy also states that files should be maintained in an orderly, systematic manner so 
documents can be retrieved quickly and sensitive information protected. 

Recommendations 

To ensure the FDIC appropriately documents the key decisions and the information used to make 
those decisions throughout the PLC process, we recommend the General Counsel: 

5. Establish documentation expectations for PLCs and reflect such expectations in PLU 
procedures. 

6. Consider implementing an electronic case management system for the professional 
liability program to include a fully-searchable repository that maintains supporting case 
documentation. 

Corporation Comments and OIG Evaluation 

The DRR Director and General Counsel responded to a draft of this report on January 25, 2016. 
Following discussion with the OIG, the DRR Director and General Counsel provided a revised 
written response dated February 10, 2016 that clarified some of their corrective actions. That 
response is presented in its entirety in Appendix 4. 

The DRR Director and General Counsel concurred with the report's six recommendations and 
described corrective actions to address each of them. The completed or planned actions are 
responsive and the recommendations are resolved. The response indicated that DRR and the 

18 FRA 44 U.S.C. Chapter 31, as amended in 1976, incorporates the agency definitions set forth in 40 U.S.C. § 

........ I 02(4) a~~j IQ?(?.): I 
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Legal Division have completed corrective action for recommendations 2, 3, 5, and 6. Those 
recommendations are closed while recommendations 1 and 4 will remain open until corrective 
actions have been completed. Appendix 5 summarizes the Corporation's corrective actions. 
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Appendix 1 

Objective, Scope, and Methodology 

Objective 

Our evaluation objective was to assess the FDIC's efforts to ensure that PLCs are cost effective. 
To fulfill this objective, we evaluated whether the information the FDIC uses to make decisions 
was comprehensive, accurate, and timely and considered throughout the life cycle of the claim. 

We performed our work from April 2014 to July 2015 at the FDIC's offices in Arlington, VA 
and in Dallas, Texas, in accordance with the Council of the Inspectors General on Integrity and 
Efficiency's Quality Standards for Inspection and Evaluation. 

Scope and Methodology 

To address our evaluation objective, we first gained an understanding of the PLC process and 
outlined DRR's and the Legal Division's roles in investigating and pursuing PLCs by: 

• researching FDIC policy, Board delegations, and applicable laws referring to PLCs; 

• reviewing DRR's Investigation Manual and the Legal Division's PLU Procedure Manual, 
in particular to identify how the FDIC determines cost effectiveness and how DRR and 
the Legal Division coordinate PLC efforts; 

• determining what information and functions ALIS provides for PLCs; and 

• reviewing the following audit, evaluation, and oversight reports: 

o GAO, FDIC and RTC Could Do More to Pursue Professional Liability Claims, 
GAOff-GGD-92-42, June 1992. 

o FDIC OIG, Audit of the Professional Liability Claims Process, Audit Report No. 
02-019, May 2002; 

o FDIC Legal Division, PLG Visitation Report, July 2003. 

o Offices of Inspector General of the FDIC, Board of Governors of the Federal 
Reserve System and Consumer Financial Protection Bureau, and Department of 
the Treasury, Enforcement Actions and Professional Liability Claims Against 
Institution-Affiliated Parties and Individuals Associated with Failed Institutions, 
Report numbers EVAL-14-002, 2014-SR-B-01 1 and OIG-CA-14-012, 
respectively, July 2014. 19 

19 The report summarized the PLC process but did not evaluate cost, recovery, and budgetary aspects. The report 
also summa1ized PLC activity from 2008-2012 and factors impacting the FDIC' s pursuit of PLCs. 

21 
This Report Contains Sensitive Information 

For Official Use Only Restricted Distribution 



Page 25 

Appendix 1 

Objective, Scope, and Methodology 

We then assessed the FDIC's methodology for determining costs associated with PLCs by: 

• identifying what cost and expected recovery information is used, and how timely, 
accurate, and complete that information is; 

• determining what analysis is performed with the information used, and what information 
from those analyses is documented and communicated, to whom it is communicated, and 
how it is communicated; and 

• reviewing the points at which the FDIC considers the cost effectiveness of PLCs. 

To validate our understanding of the FDIC's methodology for determining costs associated with 
PLCs and whether the information the FDIC uses to make decisions was comprehensive, 
accurate, and timely and considered throughout the life cycle of the claim, we tested a 
non-statistical sample of PLCs related to four insured depository institutions that failed between 
2008 and 2013. As illustrated in Table 3, below, our sampled institutions included those with 
(l) active PLC investigations, (2) PLCs closed after investigation without pursing litigation, 
(3) active PLC mediation or litigation, (4) settled PLCs, as well as (5) institutions for which the 
PLC pursued multiple PLCs. 

T bl 3 S f S • 1 di n r 'PLC 

Sampled 

I 
Claims ~ Institution 

A D&O Liability ,/ 

Accountant Malpractice ,/ 

Attorney Malpractice ,/ 

Fidelity Bond ,/ 

Appraiser Malpractice ,/ 

B D&O Liability ,/ 

Accountant Malpractice ,/ 

Attorney Malpractice ,/ 

Fidelity Bond ,/ 

Appraiser Malpractice ,/ 

c D&O Liability ,/ 

Accountant Malpractice ,/ 

Attorney Malpractice ,/ 

Fidelity Bond ,/ 

Appraiser Malpractice ,/ 

D D&O Liability ,/ 

Accountant Malpractice ,/ 

Attorney Malpractice ,/ 

Fidelity Bond ,/ 

Total Claims 1 13 4 1 
Source: OIG Analysis of data from the PLU SharePomt site and DOLLARS. 
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Objective, Scope, and Methodology 

........................1 ············· (~){?_) _ ....................................................................................................................................................................... ..,h access to the PLU I 
(b)(S) ................ ·L;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;=::;:;:::::=======---------...J(NFE), we: 

(b )(5) 

• documented the chronology of events; 

• collected and analyzed data, where applicable, for each phase of the PLCs; 

• assessed the time it took for closing out claims; 

• identified increases to the litigation budget, if applicable; 

• reviewedIICcommentsinf ~nd interviewed OAs to determine if OCs 
duplicated DRR Investigations's work; 

• reviewed ongoing monitoring of claims; 

• reviewed the completeness and our understanding of the information collected with both 
DRR Investigations and PLU staff; and 

• discussed each case with the relevant OAs to confirm the process and documentation. 

In addition, we interviewed the following FDIC officials to determine their roles, 
responsibilities, and perspectives related to this evaluation's objective: 

• Director, DRR; 

• Associate Director, Receivership Operations, DRR; 

• Assistant Director, Investigations, DRR; 

• DRR Resolution and Receivership Specialists; 

• Acting Assistant General Counsel, Professional Liability and Financial Crimes Section, 
Legal Division; 20 

• Acting Senior Counsel, PLU;21 

• PLU supervisory and senior counsel; 

20 Effective February 9, 2015, this individual reverted to her permanent position as Senior Counsel, PLU. 
21 Effective February 9, 2015, this individual reverted to her permanent position as Supervisory Counsel, PLU 
Group III. 
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Objective, Scope, and Methodology 

• The Legal Division 's Internal Control Liaison; and 

• OAs for each institution in our sample. 
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Appendix 2 

Glossary 

Term Definition 
~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

(b )(5) 

(b )(5) 
····.,. 
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Appendix 2 

Glossary 

Term Definition 
SharePoint A web application platform in the Microsoft Office server suite that allows users 

to store, track, and manage electronic documents. 

Tort Claim A civil legal claim, other than a breach of contract, for which a remedy may be 
obtained, usually in the form of damages. 

(8)(§) 
:::::.:::::::::::::.:::::. ::.: :::::::::.•::::::-- .......................................... •········· l I 
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ATS 

D&O 

OMS 

(b )(5) I ......... 

DRR 
(b )(5) 

ml••••••• 

FRA 
(b )(5) ........ 1 ............. 

GAO 

IIC 

IT 

Page 30 

Acronyms and Abbreviations 

Request for Authority to Sue 

Director and Officer 

Data Management Services 

Division of Resolutions and Receiverships 

Federal Records Act 

Government Accountability Office 

Investigator-in-Charge 

Information Technology 

(b)(s) _ ................ ,.....L ................ _.········-··········-··· _______ __. 

OA 

oc 
OIG 

PLC 

PLU 

RIM 

RTC 

Oversight Attorney 

Outside Counsel 

Office of Inspector General 

Professional Liability Claim 

Professional Liability Unit 

Records and Information Management 

Resolution Trust Corporation 
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Corporation Comments 

FDll 
Federal Deposit Insurance Corporation 
5501 7" Street, NW, Washin!10I\ DC LD429 

TO: 

FROM: 

February 10, 2016 

E. Marshall Gentry 
Assistant Inspector General for Evaluations 
Office of Inspector General 

Bret D. Edwards /signed/ 
Director 
Division of Resolutions and Receiverships 

Charles Yi /signed/ 
General Counsel 

Appendix 4 

SUBJECT: Revised Management Response to Draft Office of Inspector General Evaluation 
Report Entitled, The FDIC 's Efforts to Ensure Professional Liability Claims are 
Cost Effective (Assignment No. 2014-025) 

Thank you for the opportunity to review and comment on the draft evaluation report by the 
Office of Inspector General ("OIG") for the Federal Deposit Insurance Corporation ("FDIC") 
entitled, The FDIC 's Efforts to Ensure Professional Liability Claims are Cost Effective 
(Assignment No. 2014-025), dated December 4, 2015. The objective of the report is to evaluate 
the FDIC' s efforts to maximize the cost-effectiveness of professional liability claims ("PLCs"). 
From 2008 through 2015, the period covered by the report, the FDIC recovered $2.99 billion and 
incWTed expenses of$833.9 million. Since the inception of the PLC program in 1986, $9.07 
billion has been recovered with $2 .24 billion in expenses incWTed. While the program has been 
cost-effective over the years, management of the Division of Resolutions and Receiverships 
("ORR') and the Legal Division remain committed to making improvements wherever possible. 
Accordingly, the steps described following have been or will be taken with respect to each of the 
OIG's six recommendations. We Wlderstand that the report will not be made public and, because 
our response includes confidential or privileged information as well, it is provided with the 
Wlderstanding that it also will not be made public. We appreciate your review and 
recommendations. 

OJG Recommendation No. 1: To support enhanced coordination between DRR and the Legal 
Division, which would help ensure PLCs are cost effective, we recommend the DRR Director and 
the General Counsel: 

1. Review, revise, and establish guidance that: 

• more clearly define DRR's and the Legal Division's respective roles and responsibilities to 
manage costs during the entire PLC life cycle; 
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Corporation Comments 

• d!:lim:ci!t!..1' PLC illVE:Stig"twn .;.;.·ope IO aid DRR und Lt•g,;il Division sh!fJ in d.:t~·r111f11ing fh~· 
ex/€nt of their l'~'.\jlt!Clil't! inve.,·tigalive ·,rork: 

• .Jnsu•·t!.~ each di1·is10i1's acr1l'lt1es ar~ com11;:micated approp•·wtdy and coordmared 
t:wo11gl1rJ11t ihe PLC procv:s:,. including ,1/lowing ad~quat.t oppormnity to rel'h~'.'. and 
,;on.s1d.Jr rnllhorit)' lllf11Jorn11dums: 

• suppol'ts r.1tn.J(1· closing PLCs 1/iar rhc FDIC de1enw11es Ja ... ·1': 111.Jni. cost L!f.fecti\'cness. or 
bo1J1: ancl 

• nwtits in DnR ~mJ "°"R"l Oiviston expeucif.ion.~Jr>r ~oordinalion heing .::onsi.;tem and 
co111pleme11tary. 

Management Response: DRR and Legal Cl'llCUr with this rcc~-..nm.:ndation. 

Plmml'd CmTN'fi\'l' A<'fion: ORR :incl I .e,eal will cl:u·it\• their Divisi1m;;' respecti\·e roles :incl 
re:;pon~ihili1ies and dearly .:1imn11mi.:al« tll<lSt! mies and respnn:-:ihilil i~s lo staff. ORR and I ,<!!J:tl 

alsl' will upcfat.: ch.:ir respective proccdrn·aJ mamrnls to i11co11rnrnc.: this guidauc.:. I ===•• ........................................ 1(~)(?. ) 

Proposed Implementation D;ue: Compktion orri.:-..:valuati~)n imd m;munl updaks: D.:i:.:mb.:r 
31. 2016. 

OIG Ret·o11unt>ndaHu11 Nos. 2 & J: 'l'u c:lar~ij· how ihe 1-V!C de1erminc:; and ro:!os,;esse,; f'LC 
C.:USI ejfi:r.:f11·~ .. ne:;s. II'(;}'(;;'' ummrmu rh~ .. [;RP. Dir~c ... ·fvr ttnd th~ u(;'l'/<Jrtd c.'u11rwd: 

~- Reas.•r?.ss rl!r?. !j7>e o,fond extcm 10 which co.m related m r.he pro(ess1onul :whiliTy 
progrom ore considered in derermining whether a PLL~ 1s e.\pr?.cced to be ca.>r e.f.fectl\'e. 

3. He11;eu: cumnwnicc.lfion.~ reia/eJ /u !'i.C" lu ensure 1hu1 program cr.>sl.' und cos/s 

~:(11·1.mkrcti 111 makmg cu.~t efi~c.:t11\<1iess ckter111i1;atw1;s are cltff'en,ntmted and prescnled 
chmrly. 

Managl'ntl'nt ResponS<': DRR and Legal concur wilh bllth recommendations. 

Correl'fh·l' Action 'l'aken: DI~ n aml I ,egal histori..:ally h:n:e ass.:s~.:d all rd.:\'a11l ..-o~ls in 
d.:tennining cos1-.:tle.:1iven.:i;:o-. All pn,gr:1111 exp.:n~es are regularly rerw1ted hl lhe FDIC R1,ard 
1JfDirec1N·s ,,n a program-wid.: basis in PLC ,\nnu:il Repo11s going ba~J.; lo the prior crisi~. 
Costs for individual PLO; rc.:ommcud.:d to lltc Board or lo d.:kgatcd ~uuhority in authority-ro­
suc memoranda for :ipproval arc presented <Jll a "goiug fon'o'ard'" basi~ only (i.e .. "sunk" ce>sts ar.: 

2 
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Appendix 4 

Corporation Comments 

nol c'onsidt>r<?d 1. ll1is dill'erl!1tct> in \:011,;id<?ring and pr<?s ... nting ~"'-H" ha:> ht>t>ll int~gral to th~ 
proper manag.:m.:-nt nfthc pmf.:ssional liahilit;r progr:im from its illc'.:pli<ln in 19~6. ,\,.;a rc•sult. 
PLl. already has pmcedures in place t•l make de;u- whether .:osts are being repl)rted on a 
pmgram-widc basis or ar.: being coni;idcrcd only on a going forward basis as appropriat.:. In 
rcsponsc llJ Rcrnmmcndation 2. the ORR DircclClr and th.: General Counsd have rcc1'1t:>id.:rcd 
these two method!:: of detennining eo~t-etl'ectivenegi; and have concluded that they remain folly 
approprial~. I I 

I 
.. J ................................... ....... ·······················-········· I During th.: Cl'Ursc of its crnluation. the OIG 

···························· ........ 
concluded that it had found imtauc.:s in which PLl'"s cmnmunications relating to PLC cost-
df.:ctivcncss were not pr.:s:;nt.:d as ckarly as th.:y CllUld ha Ye"-·"' ~n ..,, .... ~.4~ "'111 'll~ ;n '"'"'l.:- .... 

·' '"'_,.,ff,.,,•tivo>"-><« :> ·- • ••• ,< in :>nthnrih:-tn-""" ·•• ·• --~ .. ..,,1,,I I 

I 
I 

I 
Impll.'ml'nfation Dalt: lmplemenced as (lf Dei:emb¢r IC.. 2015, 

01<..; Rcronunmdation No. 4: lo c!ari]_i- how rhe 1•VJC deter111111<?.s (IJ1d rea~sess<?.s j'LC .:osl 
~jj;;c ti ven.;s s. w~: reco111m~11d tile i.JP.R Dir<.1cror 'md rho: <.iener,·ti Cow1.s'1f: 

·i- Clai-~15' ar 1t'h1ch key poinrs m tht! f~te c;c!e o,;.:. case Thar FDIC ,;houid reassess cosr. 
effecuveness. 

.l\·lamtgl'lllCHt l{,·sponst·: URR and Lc:gal l'Um:ur \l·ilh this n::cormm:ndation . 

Pl•mned Con·ective Actions: ORR and l....:gal haw in phi~\: proi.:i:duri.:s fl' .;-nsuri.: thul ~ost-
effectiven¢~~ of'a.,P.I:C:::i~J~2Ji~a~S¢.S.Se.dJ I 

·······················~······ ········ 
······································~· 

1············· 

Propo~t'tt Implementation Dutt•: !X..:¢mb~r 3 L 2016. 

OlG Enluatio11 Rero1mnt'ndation ~o. 5: To ensure the FDIC apprrJpnato?./y do:wnenrs tlu: 
keel' dec;s;on.~ and the in_formarwn used to mc1ke rhu.;,,; dec1s;ons thrmighow the !'l.C procc:s.~. we 
recommend rhc ( ienerol ( 'mmsd: 

5. J:~:srablish docu111e1m;rion tlrpeci,;rionsfcw 1-'Ll's and re,rlect sud1 exp<.cwrions tn PLU 
proced11res. 

3 
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Appendix 4 

Corporation Comments 

Management Response: I .:gal concur.< with thi~ r • .:.:0111111.:ndation. 

PT I - ,,. .... : ~~ 1h, i.~ - ,.,_ ···-·· ...... ,.. l· "' r1 .... '. ... .,. __ ,., ti.. ;,,•·--· ·-·. -.- ,,, .. <, ........ A • ···---. ~ ·~· •• ···•< 

I 
(b )(5) 

.._ _______________________________ ...,,In its 

.;rnluation report. the OIG obscr\'cd that in one or 1mm: of the four failed imtitutillm that it 
seleckd for t!Valuati,m in its re,•iew. the as~igned OA wa" not able! w locate \)f could not readily 
locate •llle M nHwe nfthe force•lini:, tfocuments. PT JI has imprnvecl its pmce;;~es with the use of 
Share p,lint sin,,e the four in~lit11tions al is,Hle failed (th.i ht<>1 of whid1 failed in! !2.0l..1.) ........................................................... (P)(?_) 
and will coutinu.: to r.:ly 011 Shar~Point for retention of k.:y dllCUmcuts. l'Lll continue;; Ill Wllrk 
to imprn,·c its retention of complete copies of all tlt'the forcg,:,ing. docum.·nts for cadt faikd 
institution by rnntinuing l<J train staff n:garding the imp011am:c •Jf <lornmcnt rdcntil•ll. l'LU is 
already documenting and will oontinue Ttl d•)Ct11nent material r"'asse~!;Jnent::- of Cl)st-effe1.'livenes~ 
stated in the k.iy document!; note<l previously. 

P.-opos<'CI lmplcmmtatiou Oat<': Rdh!sbt!r training ,lll Shnrt!P,iim procedures will be pr,wided 
to staff 110 lat..:r than January 3 L 20 16. 

OIG Rcromnundation No. 6: To ens11re rlre FDIC appropriareiy documems rhe key decwons 
um/ tl1'~ 1n_;(,rnw1ivn used lo make lhv.~l< dc£.•1sion; 1hrl•ughu111 the PLC proc·e.H. ll".?. reco11;111.tnd 

lh~· Geneml Cuuns....,f: 

6. ( 'onsidJr imp!en;eminf: an .::!.x.tronic COSE: ma•1<ige;11en1systemfor1he proj.Jssiona! liahiliry 
prof!.ram ro include a.fidly·.~eor.::lial•lt! repostrmy 1hat mainroins supponinp, ca.<o) 

documenranon . 

. M:m:tgt'mt'nt l{t'sponst": L..:gal <.:l•u~·mi; with this r.:co111111.:11datiL't1. 

Con·e{'ti\·e Actions Taken: PI .l.I currcntlv m!l.imain~ PI .C-rclakd d11cumcnt~ clcctroni~ally on 
I lmd on computer tiles 0fOAs, 
as well ;\~ in hard copy fomrnt - as the OIG evaluation report notes. This documentatil'll is not 
as readily s.:an.:hahle or m:..:t:ssihle as ii C\•ulJ he: if th.: 1.cgal Division ha<l a fonnal ~ase 
111:111ag.:1m:nl ~yskm similar lo syskmi; in us.: in th.: priv<1k s.:..:tor (cg .. a >'yskm like i \l:111ag.: ). 
L.:gal is ..:111T.:11tly limit.:d tl• th.: kdmology that is a\'ailahl.,- ;mJ ar.:.:.,-ssibl,.- within th.,- FDIC. 
I .egal suppo1ts the implcm~ntation ,lf a Ct)Jnprchensi\'.; d11cumcnt management ;;ystcm to the 
e:1.1c1tt that budg.:tary :Uld IT constraints permit. Such a syskm would provide an integrated 
5ystem for use by case teams that w,:,uld. among other things. provide 01ie place for storage: of all 
;;a~t: sp.c:dfk l·ommunkati(lJl~ (including c:mail). allow tc:anu; t,• w,•11 mor<' dfi..:ic:ntly vn a sing!.: 
draft do..:ument. ..:r.:ak a rc:posilOry that \\'\>uh\ allow for th.: dli.:i.:nl lransition or rdirc:rm:nt of 
file~. and all<)\\' for differemiakd a.::ct!i<i' tn d1)Ctnnenti< within the repoi<itory to prt!sen·e 
.:onlidcm;cs :md pri\'ilcgcs. H,•wcvcr. J ,cgal rccogni1.cs tlml these arc cnrporatinn-wid.: syst.:ms 
and that a dctcnnination on the pur.:hasc and implementation of such a system r.:quir..:s appro\·a\ 
outside Legal and DRR. Accordingly. at Legal" s "'~'1ucst. on January 29, 201<;. the Legal 
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Corporation Comments 

lufonualion T"'dmology Unit reyut'l.ll<'d that DIT illllhoriz~ a husin"'ss anulv::is r<'lalt'd lo th"' 
inml.:m.:nlat ion of a do.:um.:-nt managi:mi:nl sv~li:m. 111 addition.I ·····················-········· 
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Appendix 5 

Summary of the Corporation's Corrective Actions 

This table presents corrective actions taken or planned by the Corporation in response to the 
recommendations in the report and the status of the recommendations as of the date of report 
issuance. 

Rec. Corrective Action: Expected Monetary Resolved:3 Open or 
Number Taken or Planned Completion Date Benefits Yes or No Closedb 

l DRR and the Legal Division will December 31, 2016 $0 Yes Open 
clarify their divisions' respective roles 
and responsibilities, clearly 
communicate those roles and 
responsibilities to staff, and update 

·· i~~~~~~~~J!~~kg~;a~~~~- to 
DRR and 

the Legal Division will implement a 

··········· ···················· ················· ·········-······ 

2 DRR and the Legal Division February 10, 2016 $0 Yes Closed 
historically have reported all program 
expenses to the FDIC Board of 
Directors in annual reports on the PLC 
program while presenting "going 
forward" expenses for individual 
PLCs. The DRR Director and the 
General Counsel have reconsidered 
these two methods of determining 
cost-effectiveness and have concluded 
that they remain fully appropriate. A 

············· ······························ 
·····1·······························································-

3 The Legal Division added an explicit December 16, 2015 $0 Yes Closed 
statement in authoritv memoranda that 
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Summary of the Corporation's Corrective Actions 

Rec. Corrective Action: Expected Monetary Resolved:8 Open or 
Number Taken or Planned Completion Date Benefits Yes or No Closedb 

4 DRR and the Legal Division will December 31, 2016 $0 Yes Open 

.............. ······················· .... ... c.:l~ri.fyj11the.ir.respectivel························ I 
I !existing procedures to ensure 
that cost effectiveness of a PLC is to 

············· 
·· ·······················--·-············--

I . 

5 PLU will continue efforts to improve January 31, 2016 $0 Yes 
its retention of complete copies of all 
of the foregoing documents for each 
failed institution and provided 
refresher SharePoint training to its 
staff. 

6 The Legal Division supports the January 29, 2016 $0 Yes 
implementation of a comprehensive 
document management system to the 
extent that budgetary and IT 
constraints permit. However, the 
Legal Division recognizes that these 
are corporation-wide systems and that 
a determination on the purchase and 
implementation of such a system 
requires approval outside Legal and 
DRR. Accordingly, the Legal 
Division requested that DTT authorize 
a business analysis related to the 
implementation of a document 
management system. 

a Resolved - (1) Management concurs with the recommendation, and the planned, ongoing, and completed 
corrective action is consistent with the recommendation. 

(2) Management does not concur with the recommendation, but alternative action meets the 
intent of the recommendation. 

(3) Management agrees to the OIG monetary benefits, or a different amount, or no ($0) 
amount Monetary benefits are considered resolved as long as management provides an 
amount 

Closed 

Closed 

b Recommendations will be closed when (a) Corporate Management Control notifies the OIG that corrective actions 
are complete or (b) in the case of recommendations that the OIG determines to be particularly significant, when the 
OIG confirms that corrective actions have been completed and are responsive. 
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Executive Summary 

The FDIC's Receivership Basic Ordering 
Agreements for Business Process Operations 
Services 

Report No. AUD-14-006 
March 2014 

When an insured financial institution fails, the FDIC is appointed receiver by the primary chartering 
authority. The FDIC, in its receivership capacity, through the Division of Resolutions and Receiverships 
(DRR), manages the assets of a failed bank to preserve or enhance their value and disposes of them as 
quickly as possible. The FDIC uses a number of information technology (IT) applications to facilitate the 
management, marketing, and servicing of assets, and has relied heavily on the use of contractors and 
failed bank staff to carry out its receivership obligations, including outsourcing Business Process 
Operations (BPO) services. The work covered by BPO contractors covers pre-closing, closing, and 
post-closing activities involved in a failed bank's closure. 

On April 22, 2010, the FDIC executed Receivership Basic Ordering Agreements (RBOA) for BPO 
services, one to Fiserv Federal Systems, Inc. (Fiserv) (RECVR-10-G-0079) and the other to Fidelity 
National Information Services, Inc. (Fidelity) (RECVR-10-G-0080). As of early February 2014, the 
FDIC had awarded 280 Task Orders (TO) totaling $190,930,363 to Fiserv and 230 TOs for a total value 
of $166,862,204 to Fidelity under their respective RBOAs. 

The primary objective of this audit was to determine whether payments made by the FDIC to Fiserv and 
Fidelity were adequately supported, allowable under the terms of the contracts, and reasonable. In 
addition, we performed work related to TOs awarded by the FDIC to Fiserv (TO 0071) and Fidelity (TO 

(b}(S) 99.~Q)f<:>r.i.mPl.~m~nt.ingatoolkitcaUedl ~o be used in converting failed bank information from 
a bank's data processing system into the FDIC's systems. The purpose of our work was to determine 
whether (1) contractor tasks and deliverables were within the scope of the task order statements of work 
(SOW) and (2) associated billings were reasonable. 

To achieve our objective, we tested simple random samples of the labor and travel cost universes under 
these RBOAs that the FDIC paid Fiserv and Fidelity in 2012. In regard to thel ·-. ~Os.w.~ .... j~)(?.L 
discussed the scope of work within the TOs with DOA and DRR officials, analyzed the two TOs, tested 
labor and travel transactions, and relied on the work from a separate OIG Audit, The FDIC's Controls 
over Business Unit-Led Application Development Activities, Report No. AUD-13-007, issued 
September 11, 2013. In addition, we performed data analyses on the labor and travel cost universes under 
both RBOAs for the period April 22, 2010 through February 14, 2013 to identify trends, inconsistencies, 
and anomalies in labor and/or travel costs billed to the FDIC. 

Background 

An RBOA is used to expedite the acquisition of goods and/or services in support of failing or failed 
institutions and is similar to a Basic Ordering Agreement (BOA) except it is limited to awards in support 
of DRR and is not assigned a monetary value or a contract ceiling. Rather, dollar value ceiling controls 
are established at the TO level, allowing DRR the ability to formulate requirements and resultant cost 
estimates as needs become better defined. DRR uses the RBOA vehicle for obtaining various services 
such as receivership assistance, loan servicing and collections, asset valuations, and BPO. 
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The services provided by BPO contractors Fiserv and Fidelity included but were not limited to: 

• Determining the data processing environment and IT operation activities prior to closing; 
• Downloading data during pre-closing activities; 
• Regulating and controlling the data processing, communication systems, e-banking, wire 

transfers, Web sites, and other applications at bank closing; 
• Converting bank general ledger data for transfer to FDIC systems; 
• Coordinating with the acquiring institution to transfer operations of the bank after closing; 
• Providing IT support to the FDIC; 
• Providing forensic support for the investigations function; and 
• Providing interim servicing for retained loans. 

In addition, the FDIC awarded 13 nonbank-specific TOs to Fiserv and 12 to Fidelity under their 
respective RBOAs for services related to areas such as Training, 4-C System Administration, Loss Share, 
Job Aids, Deposit Downloads, Post-Closing Direct Support, Post-Closing Indirect Support, Large Bank 
Modernization, Weekly Reporting, Large Bank Simulation, and Settlement and Release of Claims. 

Audit Results 

DRR has established and implemented various control activities for overseeing Fiserv and Fidelity to help 
ensure that the contractors meet their respective performance objectives and comply with contract 
provisions. DRR developed and issued the Division of Resolutions and Receiverships Contract Oversight 
Manual (DRR COM) to provide a daily operating guide for contract oversight staff in the performance of 
their contract oversight responsibilities. DRR also has a robust invoice review process, including weekly 
meetings with Fiserv and Fidelity to discuss labor charges and monthly meetings to discuss travel 
charges, to help ensure that contractor claims for labor and travel costs under the BPO RBOAs are 
appropriate and supportable. 

To test the adequacy of these controls, we reviewed simple random samples of 280 Fiserv and Fidelity 
labor and travel cost charges incurred during 2012 (December 2012 travel expense information was not 
available at the time of our review for Fidelity). We verified labor charges against the price schedule in 
the contract and qualifications in contractor employee resumes. We verified travel charges against 
supporting travel receipts and government lodging and per diem rates. We found no exceptions. 
Accordingly, we can estimate with a confidence level of 95 percent that labor and travel charges incurred 
by Fiserv in 2012, labor charges incurred by Fidelity during 2012, and travel charges incurred by Fidelity 
during the period January through November 2012 were adequately supported and consistent with rates 
approved in the task orders with an error rate of at most 3.8 percent. As part of our testing, we also 
verified the contract deliverable that the FDIC received for each sampled labor charge. For certain labor 
charges, we had to rely on explanations provided by DRR rather than reviewing source documents. In 
regard to evaluating the reasonableness of charges associated with the I l:ros, ... .17 ... ofthe.28.Q (b)(S) 
charges we tested were expenses incurred while performing work under th~ ITOs,andw.e. (~)(Sf 
concluded that these charges were reasonable. In addition, we judgmentally selected labor charges under 

(b}(S) JheJ fros and concluded that these charges were reasonable. 

11 



Executive Summary 

Page 4 

The FDIC's Receivership Basic Ordering 
Agreements for Business Process Operations 
Services 

Report No. AU0-14-006 
March 2014 

During the course of our audit, we became aware of contract actions and unanticipated funding increases 
that illustrate a need for greater DRR and DOA coordination when planning for program needs that will 
involve contractors. 

Finally, in performing analyses of the labor and travel costs universes, we identified instances where 
contractor employees in travel status are not always using hotel tax exemption forms when incurring 
lodging expenses in any of the 11 states that offer the exemption for hotel occupancy taxes. We are 
referring this matter to DRR and DOA for further study because it may provide an opportunity to reduce 
contractor travel expenses in these and other FDIC contracts. 

The report contains four recommendations intended to strengthen controls for monitoring the performance 
of BPO contractors that cover pre-closing, closing, and post-closing activities for failed banks and 
enhancing acquisition team coordination. In addition, we included an observation for management' s 
attention and further study related to contractor employees using hotel occupancy tax exemption forms 
when incurring expenses in any of the states that offer exemptions. 

Corporation Comments 

On March 26, 2014, the Director, DOA, and the Director, DRR, provided a joint written response to a 
draft of this report. In the response, the Director, DOA, concurred with recommendations l and 2, which 
are addressed to DOA and DRR, and the Director, DRR, concurred with all four of the report's 
recommendations, which are addressed to DRR. The response described ongoing and planned actions to 
address the recommendations. DOA and DRR intend to complete planned actions by December 31 , 2014. 

Because this report contains sensitive information, we do not intend to make the report available to the 
public in its entirety. We will, however, post this Executive Summary on our public Web site. 

lll 
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FD I ct 
Federal Deposit Insurance Corporation 
3501 Fairfax Drive, Arlington, Virginia 22226 

Office of Audits and Evaluations 
Office of Inspector General 

DATE: 

MEMORANDUM TO: 

FROM: 

SUBJECT: 

March 31, 2014 

Arleas Upton Kea, Director 
Division of Administration 

Bret D. Edwards, Director 
Division of Resolutions and Receiverships 

/Signed/ 
Stephen M. Beard 
Deputy Inspector General for Audits and Evaluations 

The FD/C's Receivership Basic Ordering Agreements for 
Business Process Operations Services 
(Report No. AUD-14-006) 

This report presents the results of our audit of the FDIC's Receivership Basic Ordering 
Agreements (RBOA) for Business Process Operations (BPO) services with Fiserv 
Federal Systems, Inc. (Fiserv) (RECVR-10-G-0079) and Fidelity National Information 
Services, Inc. (Fidelity) (RECVR-10-G-0080). The FDIC executed both RBOAs on 
April 22, 2010, and as of early February 2014, the FDIC awarded 280 Task Orders (TO) 
totaling $190,930,363 to Fiserv and 230 TOs for a total value of $166,862,204 to Fidelity 
under their respective RBOAs. 

The primary objective of this audit was to determine whether payments made by the 
FDIC to Fiserv and Fidelity were adequately supported, allowable under the terms of the 
contracts, and reasonable. In addition, we performed work related to TOs awarded by the 
FDIC to Fiserv (TO 0071) and Fidelity (TO 0060) for implementing a toolkit called 

(b}(S) , ..... I·-·· to be used in converting failed bank information from a bank' s data 
processing system into the FDIC's systems. The purpose of our work was to determine 
whether (l) contractor tasks and deliverables were within the scope of the task order 
statements of work (SOW) and (2) associated billings were reasonable. 

To address our objective, we (1) reviewed policies, procedures, and control processes for 
awarding and administering the BPO contracts with Fiserv and Fidelity and for 
overseeing contractor performance; (2) interviewed Division of Resolutions and 
Receiverships (DRR) program officials and Division of Administration (DOA) 
contracting officials responsible for these BPO contracts; and (3) tested simple random 
samples of the labor and travel cost universes under these RBOAs that the FDIC paid 

(b)(S) f.i.~~t.:Y..c:tl.1.i:i.F.i.d~Utyi.n2012.Jnregardtothel . fOs, we discussed the scope of 
work within the TOs with DOA and DRR officials, analyzed the TOs, tested select labor 

(b)(S) '1:!1<:l!t.:'.l:Y.~L9.ha.rges .. .attributabletol- lwork, and relied on the work from a 
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separate FDIC OIG audit, The FD/C's Controls over Business Unit-Led Application 
Development Activities, Report No. AUD-13-007 issued in September 2013. 

We also reviewed selected additional TOs and performed data analysis of Fiserv and 
Fidelity labor and travel expenses for reasonableness and to identify anomalies. 

We conducted this performance audit in accordance with generally accepted government 
auditing standards. Appendix 1 of this report includes additional details on our objective, 
scope, and methodology; Appendix 2 provides a detailed description of our statistical 
sampling methodology; Appendix 3 contains the Corporation's comments on this report; 
and Appendix 4 contains a summary of the Corporation's corrective actions. 

Background 

An RBOA is used to expedite the acquisition of goods and/or services in support of 
failing or failed institutions and is similar to a Basic Ordering Agreement (BOA) except it 
is limited to awards in support of DRR and is not assigned a monetary value or a contract 
ceiling. Rather, dollar value ceiling controls are established at the TO level, allowing 
DRR the ability to formulate requirements and resultant cost estimates as needs become 
better defined. DRR uses the RBOA vehicle for obtaining various services such as 
receivership assistance, loan servicing and collections, asset valuations, and BPO. 

The services provided by BPO contractors Fiserv and Fidelity included but were not 
limited to: 

• Determining the data processing environment and information technology (IT) 
operation activities prior to closing; 

• Downloading data during pre-closing activities; 

• Regulating and controlling the data processing, communication systems, 
e-banking, wire transfers, Web sites, and other applications at bank closing; 

• Converting bank general ledger data for transfer to FDIC systems; 

• Coordinating with the acquiring institution to transfer operations of the bank after 
closing; 

• Providing IT support to the FDIC; 

• Providing forensic support for the DRR investigations function; and 

• Providing interim servicing for retained loans. 

As of early February 2014, the FDIC had awarded 267 bank-specific and 13 nonbank­
specific TOs to Fiserv and 218 bank-specific and 12 nonbank-specific TOs to Fidelity 
under their respective RBOAs. The FDIC awarded individual bank-specific TOs for each 
failed institution. The FDIC awarded nonbank-specific TOs for services related to areas 

Sensitive Information -For Official Use Only 
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such as Training, 4-C System 1 Administration, Loss Share, Job Aids, Deposit 
Downloads, Post-Closing Direct Support, Post-Closing Indirect Support, Large Bank 
Modernization, Weekly Reporting, Large Bank Simulation, and Settlement and Release 
of Claims. 

Under the RBOAs, Fiserv and Fidelity provided IT support leading up to the institution 
failure (pre-closing), during closing weekend, and during the receivership processes 
(post-closing). The FDIC purchased InfoSphere from the IBM Corporation to be used in 
converting information from the failed bank's data processing system into the FDIC's 
systems. In October 2010, the FDIC awarded TO 0071 and TO 0060 to Fiserv and 
Fidelity, respectively, to support the implementation of InfoSphere and development of 
procedures and processes related to its use. 

DOA and DRR collectively manage the contract award and administration process. DOA 
is responsible for entering into and administering contracts, ensuring compliance with 
terms of the contracts, and protecting the interests of the FDIC in all of its contractual 
relationships. DRR is responsible for overseeing the day-to-day work, reviewing and 
approving deliverables and contract invoices, and informing DOA of any needed changes 
to the contract. DOA's Acquisition Services Branch (ASB) officials in Dallas managed 
the contracting aspects of these RBOAs while DRR Dallas officials in Contract Oversight 
provided oversight management of the contracts. 

Audit Results 

DRR has established and implemented various control activities for overseeing Fiserv 
and Fidelity to help ensure that the contractors meet their respective performance 
objectives and comply with contract provisions. To test the adequacy of these controls, 
we reviewed simple random samples of Fiserv and Fidelity ( 1) labor charges against the 
contract price schedule and qualifications in contractor employee resumes and (2) travel 
charges against supporting travel receipts and government lodging and per diem rates. 
Based on our results, we concluded that labor and travel payments made to Fiserv and 
Fidelity under the BPO RBOAs during 2012 were adequately supported, consistent with 
the rates approved in the TOs, and reasonable. In regard to evaluating the reasonableness 

(b)(S) gf.~h;:i,r.ge.s.associatedwiththel ·· ITOs, 17 of the 280 charges we tested were 
expenses incurred while performing work under the I lrOs,and.w.econc.lu.q~g (~)(5) 
that these charges were reasonable. In addition, we judgmentally selected labor charges 

(b}(S) H····· H .. underHthel- - - ~Os and concluded that these charges were reasonable. 

During the course of our audit, we became aware that DRR and DOA had different views 
as to whether tasks assigned by DRR to Fiserv and/or Fidelity were within the scope of 
the RBOAs or associated TOs. These instances involved thel H -J+Osandothe.r HH(~).(?.) 
TOs and required unanticipated funding increases and unplanned modifications. We 

1 4-C is DRR's system of record for failed bank assets retained in receiverships. 
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noted that DRR did not always prepare, and ASB did not always require, justifications for 
(b)(S) th~fundingjncreasesforthel · frOs. In addition, DOA and DRR agreed to 
(b)(S) ................ rnt.i.fyFideJity'..s..J- · rro in order to resolve confusion and uncertainty regarding 

the use of an unauthorized subcontractor that had not been approved by the CO, as 
required by the APM. These actions illustrate a need for greater DRR and DOA 
coordination when planning for program needs that will involve contractors. 

DRR's BPO Contract Oversight Process 

DRR has established various control activities for overseeing Fiserv and Fidelity to help 
ensure that the contractors meet their respective performance objectives and comply with 
contract provisions. DRR developed and issued the Division of Resolutions and 
Receiverships Contract Oversight Manual (DRR COM) to provide a daily operating 
guide for contract oversight staff in performing their contract oversight responsibilities. 
DRR also has a robust invoice review process, as described below, to help ensure that 
Fiserv's and Fidelity's claims for labor and travel costs under the BPO RBOAs are 
appropriate and supportable. 

DRR uses Oversight Managers (OM), Task Order Oversight Managers (TOOM), and 
Technical Monitors (TM) to monitor the performance of its contractors. The DRR COM 
provides that DRR contract oversight staff work closely with ASB in implementing 
ASB' s Acquisition Policy Manual (APM) and Acquisition Procedures, Guidance and 
Information (PGI), which supplements the APM. The APM and PGI represent the 
FDIC's official policies, procedures, and guidance for all FDIC contracts. 

OMs, TOOMs, and TMs are responsible for ensuring the timeliness and accuracy of 
invoices received from DRR contractors, and only substantiated amounts are paid for 
completed work. DRR established a comprehensive billings review and payment 
approval process for the BPO contracts with Fiserv and Fidelity, which includes: 

• reviewing invoices, contractor weekly labor charges spreadsheets, contractor monthly 
travel charges spreadsheets, time sheets, travel vouchers, and supporting 
documentation; 

• preparing weekly reports outlining topics, concerns, and documents contract 
oversight staff want to discuss and address at weekly meetings with the contractors; 

• verifying invoices against spreadsheets updated to address questions and concerns 
raised by contract oversight staff; 

• reviewing travel data files against labor hours, travel and accommodation rates, and 
travel receipts; 

• ensuring that all travel issues are reconciled and reflected in the monthly travel 
invoices; and 

• meeting with Fiserv and Fidelity weekly to review labor reports and monthly to 
review travel reports and address any questions. 
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BPO Labor Costs 

The RBOAs are, for the most part, time and materials contracts. Using a spreadsheet 
containing labor hour charges for calendar year 2012, we randomly selected 140 labor 
charges for detailed testing- 70 for Fiserv and 70 for Fidelity. In testing the 140 labor 
charges, we performed the following: 

• Reviewed resumes to determine whether the contractor employees providing the 
services had the appropriate experience to work and provide the required deliverables. 

• Verified that Fiserv and Fidelity submitted invoices reflecting and supporting the 
labor hours billed to the FDIC. 

• Confirmed that the labor categories agreed with the labor category prices documented 
in the RBOAs and respective TOs. 

• Recalculated the amounts billed to verify their accuracy. 
• Worked with DRR to identify contract deliverables resulting from the labor charges. 

We determined that Fiserv's and Fidelity's labor costs paid by the FDIC for the 
140 tested charges were adequately supported, consistent with the rates approved in the 
task orders, and reasonable. Accordingly, we can estimate with a confidence level of 
95 percent that Fiserv and Fidelity labor expenses during 2012 were adequately supported 
and consistent with rates approved in the task orders with an error rate of at most 
3.8 percent. When practical, we were able to associate the labor charges with specific 
deliverables, such as pre-closing data request tracking (DRT) reports, screen prints 
depicting standard reports, fi les showing data downloads from closed banks to FDIC 
internal systems, forensics reports, bank collateral file data reports, and accounting 
reports. We verified that the deliverables were associated with the correct institution and 
that the timing of the labor charge was reasonable in relation to the deliverable date. 
However, for certain charges, such as those associated with servicing loans or managing 
projects, we relied on DRR's assurances that the work performed was satisfactory. In 
those instances, loan servicing files were too voluminous or there were no single 
documents that could be attributed to the sampled and tested project management labor 
charges. 

BPO Travel Costs 

Fiserv and Fidelity employees also incur travel expenses in carrying out their RBOA 
duties. Both contractors maintain master spreadsheets containing all travel costs. Again, 
we selected a random sample of 140 travel charges for detailed testing-70 for Fiserv and 
70 for Fidelity. In testing the travel charges, we performed the following: 

• Determined whether the travel expenses were incurred during the scope of the 
contracted services identified in the respective TOs. 

• Verified the reasonableness of the travel destinations in relation to the locations 
where the work was performed. 
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• Confirmed that Fiserv and Fidelity provided receipts to support the billed amounts. 
• Verified that hotel rates were appropriate for the locations and that government 

lodging rates were obtained. 
• Determined the reasonableness and sufficiency of documentation provided to support 

taxicab, tolls, baggage handling, and miscellaneous expenses. 

We determined that Fiserv's and Fidel ity's travel costs paid by the FDIC for the 
140 tested charges were adequately supported, consistent with the rates approved in the 
task orders, and reasonable. Accordingly, we can estimate with a confidence level of 
95 percent that Fiserv travel expenses during 2012 and Fidelity travel expenses from 
January through November 2012 were adequately supported and consistent with rates 
approved in the task orders with an error rate of at most 3.8 percent. 

Data Analytics 

We also performed some routine data analysis of the labor and travel databases to 
confirm that billed costs appeared reasonable. For the labor database, we performed 
various sorts and subtotals to ensure the following: 

• Labor categories were billed consistently in agreement with the price schedule. 
• Selected employees were billed at the same labor category throughout the contract. 
• Employees did not bill excessive hours of labor in a single day. 
• There were no instances of duplicate employees. 

For the travel database, we confirmed that certain expenses, such as taxi fares, were 
reasonable, and per diem amounts agreed with General Services Administration (GSA) 
rates. 

Contracting Actions Illustrate a Need for Greater DOA and ORR 
Coordination 

During the course of our audit, we became aware that DRR and DOA had different views 
as to whether tasks assigned by DRR to Fiserv and/or Fidel it were within the scope of 
the RBOAs or associated TOs. These instances involved . ·····-··· ndother... .J~)(?.) 
TOs and required unanticipated funding increases and unp anne mo 1 ications. We 
noted that DRR did not a'wavs orenare rd ASB did not always require, justifications for 

(b)(S) thefundinginereasesfor: TOs. In addition, DOA and DRR agreed to 
ratify Fidelity's InfoSphere TO in order to resolve confusion and uncertainty regarding 
the use of an unauthorized subcontractor that had not been approved by the CO, as 
required by the APM. These actions illustrate a need for greater DRR and DOA 
coordination when planning for program needs that will involve contractors. 
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(b )(5) !Application Development Efforts: For our review of thel JfOsj (~)(?.) 
we determined that some of the IT tasks performed by Fiserv and Fidelity, as well as the 
resulting deliverables, were application development activities in nature that were not 
explicitly addressed in the RBOA scope of services or the InfoSphere TO SOW. As 
discussed earlier, these TOs instructed Fiserv and Fidelity to support the implementation 

(b)(5) ofthd····· !software and to develop procedures and processes related to the use of 
(b)(5) ,,,,, ••••••••••••••••J J T.heTOsdefined+ las a toolkit purchased by the FDIC to be used 

in the data transformation process from a bank's data processing system into FDIC 
systems. However, DRR also used these TOs to perform application development work 

(b)(5) ........... 11.~ingQracle's J........................ !facility, system maintenance services, and 
associated stakeholder reports for the following eight IT software projects: 

(b )(5) 

(b)~, 

(b ~-

DRR indicated that a June 2011 modification expanded the SOW to include the ! J ....... (~)(?.) 
application development activities. This modification revised the RBOA and I I ...... (~)(?..) 
TOs to add three new labor categories, two of which werd · f ProgramrningSpecialist. (~)(5) 

(b)(5) andSeniorl ··· ~rogramming Specialist. Section IV, Labor Categories, of the RBOA 
stated that: 
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.. .. . [TJh4 lwill document and assist in the design and 
development of procedures and processes using the Oracle I ~evelopmenL (~)(5) 
toolkit, web technologies and other programs in the resolution of institutions and 
manipulation of financial data for reporting and anal sis with direction from the 
Oversight Manager or Technical Monitor. Th (b)(5) 

wrn deyelon v ariQ!ls renaa;s for the use of the BIS stakeholders. The .......... . ..... {l::l)(?.L 
--1- ·· · · - ] will model, discover, map, and analyze data across e c..-

mu Jt i pl e information sources, and automate information integration across 
multiple FDIC applications. 

However, Section II of the RBOA, Scope of Services, and th~-----··· ... ·····~·OWdid···not -
_mentionl- br application development work. 

In April 2013, DRR requested that DOA issue separate TOs under the BPO RBOAs for 
the eight applications in order to better track application development costs. DOA 
informed DRR that this software development work was outside the scope of the BPO 
RBOAs and DOA would not be able to issue the TOs requested by DRR. Instead, DOA 
stated that a new contract would need to be developed to address the application 
development work. DRR responded that much of the application development work for 
these eight applications had been completed and that soliciting and issuing a new contract 
would significantly delay completion of the eight applications, but disagreed that the 
work was out of scope. In order to facilitate a more defined process going forward, DOA 
and DRR agreed to complete the application development work for the eight applications 
under the Infosphere TOs, but required that any future application development work be 
completed under the new contract. 

j~)(5) 

Table 1 on the next page presents information about expense modifications to the 
(b}(5) J ..... ···· ··· ·· · I As illustrated, these application development efforts described above 

resulted in significant cost increases to the TOs. 
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Table 1: lnfoSphere TOs and Modifications Related to Expenditure Ceilings and 
Periods of Performance 

TO and 

I 

Fiserv I Fiserv Period of I Fidelity I Fidelity Period Modification 
(MOD) 

Dollars Performance Dollars of Performance 

TO awarded $2,699,320 1 year: 1011912011 
I 011912010 

TO awarded $2,699,320 I year: 10/20120 I 1 
10120120 10 

MOD #6 executed NIA NIA Increased to NIA 
01/2612012 $4,499,320 

MOD #6 executed Increased to NIA NIA NIA 
0412012012 $4,459,320 

MOD #9 executed Increased to Extended to NIA NIA 
0812812012 $7,627,320 1011912013 

MOD #10 executed NIA NIA Increased to NIA 
0812812012 $6,659,320 

MOD # 12 executed Increased to NIA NIA NIA 
0510812013 $8, 127 ,320* 

MOD #14 executed Increased to NIA NIA NIA 
0512212013 $9,667,320 

MOD # 15 executed Increased to Extended to NIA NIA 
10104120 13 $ 11 ,423, 139 1213 1/2013 

MOD # 16 executed NIA Extended to NIA NIA 
1211612013 01/31/2014 

MOD # 16 executed NIA NIA NIA Extended to 
0110612014. 0212812014 

Source: OIG Review of DOA's Consolidated Document Information System (CDIS). 
Note: Administrative contract modifications and certain modifications extending periods of performance are 
not presented in Table 1. 

(b)(S) .. .. . =Th.§.l$§QQ,QQQad.di tionaLfundingwasfor. f r ork only becaus~ ·+=iad·beenst.oppedfor. .. (~)(~t 
a brief period of time (May 8-14, 2013). 

(b )(5) 

We noted that DRR did not always prepare, and ASB did not always require, 
justifications for the funding increases noted in Table 1. The APM and PGI provide that 
prior to awarding a contract modification that increases the total value of a contract, the 
CO and OM must ensure that any funding and approvals have been obtained and the 
necessary documentation, including a Justification for Non-Competitive Procurement 
(JNCP)-required when a funding increase exceeds 15 percent of the original award 
amount- has been entered into the official contract file. In regard to the Fiserv 
l lro, a JNCP was prepared for the funding increase in Modification 15 
executed on October 4, 2013, but there were no JNCPs for the other TO modifications 
(#s 6, 9, 10, and 14). Although the JNCP prepared for TO Modification #15 included a 
discussion of the other non-competitive TO modifications for funding increases, these 
modifications had been executed 5 to 18 months prior to Modification 15 - long after the 
timeframe stipulated in the APM and PGI. 
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DRR provided information showing that a former COi ltoldthe (~)(6) 
DRR OM that a JNCP would not be required for Modification #9, executed in 
August 2012 for a funding increase of $3,168,000. ASB could not readily explain why a 
JNCP was not required, but noted that all contract actions are situational. ASB noted that 
it would typically require a JNCP for any funding increase greater than 15 percent of the 
original award amount. 

(b}(5) .. Jnxe.gardto.theEidelityl- ITO, we did not locate any JNCPs for the funding 
increases in Modifications 6 and 10 in the official contract file. 

DRR has RBOA Implementation Procedures, dated December 31, 2008, that include 
guidance for identifying contracting needs, preparing funding requisitions, and 
processing RBOAs and TOs; conducting on-site management of TOs; and overseeing 
RBOAs. However, the procedures are silent on funding and JNCP requirements for TO 
modifications. We also noted that the RBOA Implementation Procedures do not mention 
desired coordination and communication activities between the DRR OMs and TMs and 
the ASB COs and Contract Specialists. 

Technically, the labor category description in the June 2011 modification to the RBOA 
(b)(5) contemplatesprooessdesignusingthel kool kit to manipulate failed bank financial 

data for reporting and analysis purposes which could be interpreted as application 
development activities. However, given the fact that the contract ceiling quadrupled for 
Fiserv and more than doubled for Fidelity, we would expect to see more explicit contract 
language within the RBOA Scope of Services section and/or the I Jsow. .......... (~)(5.) 
defining the nature of the application development work, contract requirements, and 
associated deliverables. We would also expect to see greater justification for the non-
competitive cost increases. 

We recommend that DRR and DOA reiterate to DRR and ASB staff the APM 
requirement for written justifications for contract extension and funding increases, 
including JNCPs. We decided not to make recommendations specifically related to 

(b)(5) ... H·HIH---- ~ecause: 

(b )(5) 
(b )(5) . 

............................... (l}Eise.rv ... ~n~ ... Ei~~li\)y'.:~':Jln.J .etef. their._I_·· _. __ __,!work, and DRR is in the process 
of.closmg out th~ _ TOs. 

(2) DRR and DOA initiated activities to award a contract for services related to 
applications, including development, maintenance, optimization, and other related 
functions under a different BOA not associated with the Fiserv or Fidelity RBOA. 

(3) In response to a recommendation made in a prior OIG report regarding mitigating 
risks associated with business unit-led application development, 2 the FDIC agreed 
to include language in a planned corporate policy on business unit-led application 

2 OIG Report No. AUD-13-007, The FDJC's Controls over Business Unit-led Application Development 
Activities, dated September 11, 2013. 
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development that requires FDIC business units to coordinate with the FDIC's 
Division of Information Technology (DIT) to ensure that applications developed 
by business units are recorded in the Corporation's information systems 
inventory, when appropriate, and develop written IT governance processes that 
address the review and approval of developed proposals, the decision-making 
process for authorizing the deployment of applications to the production 
environment, and the tracking and reporting of application development costs. 
The FDIC issued Circular 1300.7, Information Technology Development Policy, 
on January 30, 2014. 

(b)(S) ~e:::~:r1-~:~~~~r:;~r~i~~~~:::e~~; ;~~~e:~~~:~~ne~~2~ib~:~~~ss and 
information requirements. DIT and D~n the process of revising this MOU, but 
at the time of our draft report, the revised and updated MOU had not yet been executed. 
We recommended that DRR work with DIT to expedite the signing and execution of the 
revised MOU, especially in light of the new DRR application development BOA 
discussed above. DRR agreed with the intent of the recommendation but took an 
alternative action as discussed in the Corporation Comments and OIG Evaluation section 
of this report. 

We identified several other situations involving an unauthorized! +-
subcontractor and potential out-of-scope work associated with other TOs where there was 
a lack of coordination and agreement between DRR and DOA. We provided the details 
of those situations, including the risks and effects, separately to DRR and DOA. 

Mitigating Risks Through Closer Coordination and Up-Front Planning 

When administeri ng a contract, it is important to ensure that all assigned contractor tasks 
and deliverables are clearly covered by the existing contract statement of work. Any 
action that causes the contractor to extend or expand the requirements of the contract and 
thus impact the price, schedule, quantities or quality of the deliverables, or change other 
substantive terms and conditions of the contract beyond the SOW may be considered an 
unauthorized contractual commitment. OMs and COs must be aware of, and guard 
against, the potential of unauthorized contractual commitments and proactively 
coordinate any events that could result in such an action. Determining how to address 
procurement needs that do not fit squarely within an existing contract requires the joint 
involvement of the program and contracting office. To that end, the DRR COM states 
that DRR's Contract Oversight Department should work closely with ASB and is an 
integral part of the contracting process to ensure compliance with technical aspects of a 
contract while fulfilling the mission of the FDIC. 

While only one of the issues we identified resulted in contract ratification, there were 
several actions where it appeared ASB conceded to allow work to continue and process 
certain contract actions without further documentation and approvals in order to avoid 
negatively impacting DRR operations. In each case, DRR and ASB could have 

Sensitive Information - For Official Use Only 
11 

(b )(5) 
······································ 



(b )(6) 

Page 17 

benefitted from better up-front planning and coordination. It is incumbent on the 
program office, in these instances DRR, to involve ASB officials as early as possible in 
situations where its business needs and requirements must be addressed through 
contracting activities. It is also incumbent on ASB to protect the FDIC's interests by 
ensuring that, ultimately, all requirements of the APM and applicable law, regulations, 
and other applicable procedures and approvals have been met. We recognize that some 
of our findings may have been better understood and accepted during the financial crisis 
because of the unprecedented volume of work required under very tight timeframes. 
However, the pace of bank failures has declined significantly since 2010, and the 
contracting actions we are citing in this report occurred, for the most part, during 2012 
and 2013 - subsequent to the crisis. 

Recommendations 

We recommend that the Director, DRR, and Director, DOA: 

(1 ) Reiterate to DRR and ASB staff the requirement for written justifications for 
contract extension and funding increases, including written JNCPs when funding 
increases exceed 15 percent of the original award amount. 

(2) Reemphasize to appropriate DRR and ASB personnel the importance of 
coordinating contracting activities and requirements among the program, contract 
oversight, and contracting officials. 

We recommend that the Director, DRR: 

(3) Coordinate with the Director, DIT, to finalize, sign, and execute the 

rn +~e:~randu: of Understantg regarding the use ofl + 
(4) Revise and issue RBOA Implementation Procedures to include a section that 

establishes expectations for timely, frequent, and open coordination among COs, 
OMs, and TOO Ms and written justifications for TO modifications for funding 
increases and period of performance extensions. 

Observation - Hotel Tax Exemptions 

In performing analyses of the labor and travel charges, we identified instances where 
contractor employees in travel status are not always using hotel tax exemption forms 
when incurring lodging expenses in those states that offer the exemption for hotel 
occupancy taxes. Eleven states provide exemptions from sales and/or occupancy taxes 
on hotels/motels for government employees on official travel - Alaska, Delaware, 
Florida, Kansas, Massachusetts, Missouri, New York, Oregon, Pennsylvania, Texas, and 
Wisconsin. The FDIC's Division of Finance (DOF) Web site contains the appropriate 
state tax exemption forms to be completed and submitted to lodging establishments. 
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When contractors purchase goods or services to use in performance of an FDIC contract, 
they generally have to pay the taxes assessed on the goods or services because contractors 
cannot claim tax-exempt status by virtue of the fact that they are performing work for the 
FDIC However, some jurisdictions may extend the FDIC tax-exemption to contractors, 
depending on the nature of the charge. In that event, DOA APM and PGI tax procedures 
suggest that contractors should take advantage of all available exemptions. The FDIC's 
Contractor Travel Reimbursement Guidelines do not specifically mention hotel tax 
exemptions. DRR's travel guidelines for Fiserv and Fidelity state that hotel taxes are 
reimbursable, even though some contractors are able to secure tax exemptions from 
certain hotels. 

In reviewing the travel universe databases for Fiserv and Fidelity BPO RBOAs, we 
identified thousands of incidents of hotel tax charges. Fiserv and Fidelity travel 
databases do not separately break-out federal and state taxes so we could not readily 
quantify amounts attributable to federal and state lodging tax expense. We are referring 
this matter to DRR and DOA for further study because it may provide an opportunity to 
reduce contractor travel expenses in these and other FDIC contracts. 

Corporation Comments and OIG Evaluation 

The Director, DOA, and the Director, DRR, provided a joint written response, dated 
March 26, 2014, to a draft of this report. The response is presented in its entirety in 
Appendix 3. In the response, the Director, DOA, concurred with recommendations 1 and 
2, which are addressed to DOA and DRR, and the Director, DRR, concurred with all four 
of the report' s recommendations, which are addressed to DRR. In addition, the response 
describes completed and planned corrective actions to address the recommendations. 
DOA and DRR intend to complete planned actions by December 31, 2014. 

With respect to recommendation 3, which related to finalizing, signing, and executing the 
(b)(S) MQQi.:~g<3.,r.qingtheuseof0rac1e 's l I DRR responded that 

the MOU had been superseded by Circular 1300.7, Information Technology Development 
Policy, dated January 30, 2014. DRR noted that Circular 1300.7 is intended to be a 
corporate-wide policy defining governance structures for addressing FDIC information 
technology development, deployment, and maintenance activities, which include the use 
of APEX. The issuance of Circular 1300.7 meets the intent of our recommendation and 
we consider recommendation 3 to be closed. 

(b )(5) 
A summary of the Corporation's corrective actions is presented in Appendix 4. The 
completed or planned actions are responsive to the recommendations, and the 
recommendations are resolved. Recommendations 1, 2, and 4 will remain open until 
corrective action has been completed. 
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Appendix 1 

Objective, Scope, and Methodology 

Objective 

The primary objective of this audit was to determine whether payments made by the 
FDIC to Fiserv Federal Systems, Inc. (Fiserv) and Fidelity National Information Services, 
Inc. (Fidelity) under their respective Receivership Basic Ordering Agreements (RBOA) 
for Business Process Operations (BPO) services were adequately supported, allowable 
under the terms of the contracts, and reasonable. In addition, we performed work related 
to TOs awarded by the FDIC to Fiserv (TO 0071) and Fidelity (TO 0060) for 

(b)(S) .. imple.me.nting.aJoolkitcalled{ ~o be used in converting failed bank information 
from a bank's data processing system into the FDIC's systems. The purpose of our work 
was to determine whether (1) contractor tasks and deliverables were within the scope of 
the task order statements of work (SOW) and (2) associated billings were reasonable. 

We conducted this performance audit from April 2013 to January 2014 in accordance 
with generally accepted government auditing standards. Those standards require that we 
plan and perform the audit to obtain sufficient, appropriate evidence to provide a 
reasonable basis for our findings and conclusions based on our audit objectives. We 
believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

Scope and Methodology 

The scope of this audit included Fiserv and Fidelity RBOA and TO contract activities 
from April 2010 (date of both RBOA awards) through mid-February 2013. We also 
reviewed contract activity from April 2010 through mid-January 2014 for the lnfoSphere 
and select other TOs (i.e. , Job Aids , DMS, and DINB/BOC). To achieve the objectives, 
we performed the following procedures and techniques. 

( 1) Reviewed policies, procedures, and control processes for awarding and administering 
the BPO contracts with Fiserv and Fidelity and for overseeing contractor 
performance, including: 

• FDIC Acquisition Policy Manual, dated August 22, 2008. 
• Acquisition Procedures, Guidance and Information (PG/) Manual, dated 

March 2011. 
• Division of Resolutions and Receiverships Contract Oversight Manual, dated 

December 2011 . 
• DRR Contract Oversight Procedural Memorandum (OM-11-009), Invoice 

Review/Payment and Invoice Credit Procedure, dated March 25, 2011. 
• DRR Receivership Basic Ordering Agreement (RBOA) Implementation 

Procedures, dated December 31, 2008. 
• DRR Asset Resolution Manual, dated May 9, 2011. 
• FDIC Failed Financial Institution Closing Manual, dated April 22, 2010. 
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Circular 3700.16, DRR Contract Management, dated January 17, 2008 . 
DRR Resolutions Manual, dated March 28, 2011. 
DRR/DIT Memorandum of Understanding for .-1-----...... -....... -........ -....... -....... -....... -........ -....... -....... -J (b)(5) l rn • rnH ~ated December 6, 2010. ,__ ________ ..... 

FDIC Contractor Travel Reimbursement Guidelines and the United States 
General Services Administration nightly lodging allowances. 

(2) Reviewed the Fiserv and Fidelity BPO RBOAs and bank-specific and nonbank­
specific TOs included in our sample of labor and travel charges. 

(3) Interviewed DRR contract oversight and program officials and DOA contracting 
officials responsible for the Fiserv and Fidelity BPO RBOAs to identify and obtain an 
understanding of (a) the Corporation's established internal controls related to 
contracting and contractor oversight and (b) the RBOAs and associated TOs. 

(4) Tested a statistically valid selection of the labor and travel costs universes under the 
BPO RBOAs that the FDIC paid Fiserv and Fidelity during 2012.3 See Appendix 2 
for details on the statistical sampling methodology. 

H.H •• (5}Jnregardtothef- · ITOs, we discussed the scope of work within the TOs with 
DOA and DRR officials, analyzed the TOs, tested select labor and travel charges 
'.!ttiihutabletol ··· !work, and relied on the work from a separate FDIC OIG 
audit, The FD/C's Controls over Business Unit-Led Application Development 
Activities, Report No. AUD-13-007 issued in September 2013. 

(6) In regard to the other TOs (Job Aids, DMS, and DINB/BOC), we discussed the scope 
of work with DRR and DOA officials and analyzed aspects of the TOs. 

We performed our work at the FDIC's offices in Arlington, Virginia. 

Internal Control, Reliance on Computer-processed Information, 
Performance Measurement, and Compliance with Laws and Regulations 

As described in the Scope and Methodology section of this Appendix, we performed 
audit procedures to identify and obtain an understanding of the FDIC's established 
internal controls related to contracting and contractor oversight. However, consistent 
with the stated objective, we did not assess the implementation or effectiveness of those 
controls or the adequacy of the FDIC's overall internal control or management control 
structure beyond what we include in this report. We obtained data from DRR's 
information systems and DOA's Consolidated Document Information System (CDIS); 
however, we did not assess the effectiveness of information system controls. 

With any contract of the size and scope of the Fiserv and Fidelity RBOAs, there is 
increased risk that contractors could inappropriately bill the FDIC for additional hours or 

3 December 2012 travel charges were not available for Fidelity at the time that we selected our sample. 
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improperly allocate contract charges to the wrong task order and that such charges could 
go undetected by the program office or our audit. However, DRR's oversight efforts and 
controls help mitigate that risk, and we designed our audit procedures to provide 
reasonable assurance that billings are adequately supported and allowable. 

The Government Performance and Results Act of 1993 (the Results Act), as amended, 
directs Executive Branch agencies to develop a customer-focused strategic plan, align 
agency programs and activities with concrete missions and goals, and prepare and report 
on annual performance plans. For this audit, we did not assess the strengths and 
weaknesses of the FDIC' s annual performance plan in meeting the requirements of the 
Results Act because such an assessment is not part of the audit objectives. The FDIC's 
compliance with the Results Act is reviewed in program audits of FDIC' s operations. 

Regarding compliance with laws and regulations, as part of our testing of labor and travel 
charges, we included steps to determine whether the FDIC, Fiserv, and Fidelity had 
complied with provisions of the APM, the BPO RBOAs, and respective TOs. The results 
of our tests are discussed, where appropriate, in the report. Additionally, we assessed the 
risk of fraud and abuse related to our objectives in the course of evaluating audit 
evidence. 
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Appendix 2 

Statistical Sampling Methodology 

Sample Universe 

The universe for this audit was all Fiserv and Fidelity labor and travel expenditure 
charges incurred during the period April 22, 2010 (RBOAs award date) through mid­
February 2013. We identified those charges from data provided to us by DRR's Business 
Information Systems (BIS) and Contract Oversight organizations in the Dallas Regional 
Office, which downloaded four databases - Fiserv travel, Fiserv labor, Fidelity travel, and 
Fidelity labor. DRR provided the data in four Microsoft Excel files. 

The audit universe provided by DRR consisted of the following: 

• Fiserv'.fravel =I kharges incurred during the period 05/02/2010 -
01/26/2013. 

• Fiser v Labor-I · !Charges incurred during the period 04/26/2010 -
02/22/2013. 

• Fidelity'.fravel-I · tharges incurred during the period 04/25/2010 -
02/28/2013 . 

.... !....... Fidelity Labor-1 ~harges incurred during the period 04/26/2010 -
02/22/2013. 

We sampled Fiserv travel and labor charges included in the databases for 2012. We 
sampled Fidelity travel charges included in the database for the period January­
November 2012 and labor charges for 2012. The 2012 database charges consisted of the 
following: 

• Fiserv T-ravel···§··· ···················· charges incurred during 2012. 
• .......... EiservLabor- ·················· harges incurred during 2012. 
• .. Fidelity Travel ... harges incurred during the period January-November 

2012 . 
...... IL Fidelity.Labor-+ · ~harges incurred during 2012. 

Using random numbers, we selected a total of 280 charges- 70 from each of the 
databases-for detailed testing. 

Sample Design and Size 

We consulted with the FDIC Division of Insurance and Research (DIR) Data 
Applications Section to determine a minimum sample size to ensure sufficiently precise 
estimation. We used a sample size of 70 records for each of the four databases - Fiserv 
travel and labor and Fidelity travel and labor. This ensured that finding no errors in the 
sample for any particular database would mean that the universe error rate was less than 
four percent with 95 percent confidence. 
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DIR generated random numbers for each of the samples - Fiserv travel and labor and 
Fidelity labor and travel. DIR determined that if there are no errors found in a simple 
random sample of 70 line items (charges), the proportion of line items (charges) with 
errors in the population is at most 3.8 percent. 

Characteristics Measured 

In testing the travel charges, we verified the following: 

• Travel occurred during the scope of the contracted services. 
• Travel destination was reasonable in relation to the work performed. 
• Documentation was provided to support the expense incurred. 
• Mileage expenses were reasonable. 
• Hotel rates appeared appropriate for the location. 
• Per diem rates claimed agreed with the approved government rates. 
• Taxi, airfare, and rental car charges appeared reasonable. 

In testing the labor charges, we verified the following: 

• Labor rates billed were consistent with the contracting pricing schedules. 
• Fiserv and/or Fidelity employees met the requisite labor qualifications 

(determined by a review of employees' resumes). 
• Contractors provided the requisite deliverables resulting from labor charges. 
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Corporation Comments 

FDll 
Federal Deposit lnsu ranee Corporalio" 
3601 Faina~ Drive, AlllnglCll, VA 22226 Division cl f,drrir.is~al'on 

DATE: Mii!'ch 26, 2014 

MEMORANDUM TO: Ste_phen M. Deard 
Oeputy Inspector General for Audits and Evaluations 

Arlcas Upton Kea, T>irector I I l<'ROM: 

Appendix 3 

Division of Acministratio'lln.1.... ___________ _ 

Bret D. Edwards, DirccJ .... J. ................................. . 

St;BJECT: 

Divhion uf Resolutions and RCcc1versillps 

Management Response tu the Drill\ OIG Audit Report Entitled, 
The FDJC '.!·Receivership Busic Ordering Agreements for Business 
Process Operations Services (Assignment i':u. 2013-025) 

This is in response to the subject draft Office of Inspector General (OIG) audit repurt, issued 
February 27, 2014. In its report, the OIG made four recommendations two recommendations 
jointly to the nivision of Rci;o\utions and Receiverships (DRR) and the Division of 
Administration (DOA) and two recommendations to ORR. 

We appreciate the review performed by the OIG. In its i·eport, the OIU noted that there arc 
various oversight control activities in place to ensure that the contractors• perfonnunce objectives 
are met. However, we recognize the need to address certain issues identified by the 010. This 
response outlines the planned corrective actions for each recommendation cited in the OIG's 
report. 

MANAGEMENT DECISION 

Retummend1ttioo 1 (DRR 11nd DOA): Reiterate to DRR and DOA Acquisition Services Branch 
(ASB) staff the requirement for written justifications for contract e:dension and funding 
in(.-reasi:s, including written Ju:ilifi1:iitiun for Non-Competitive Procurement (JNCP) when 
funding increases exceed 1 S percent of the original aw11rd illJluunt. 

DRR and DOA Management Response: ORR and DOA concur with this recommendation. 

Corredive Attion: 
DRR: OOA's current Oversight Management Certification Program includes training that 
emphasizes the requirements for written justifications for contract exten.\ions, funding increases, 
including IUnding increases that exceed 15 percent of the original award value. DRR expects 
this training program to be completed for the existing applicable staff in 20 l 4. Additionally, 
DRR conducts intemal Oversight Management training where these requirements will te 
emphasized, 
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Corporation Comments 

DOA: DOA ASB Policy & Systems Section will send an email to ASB Contracting Ofliccrs to 
reiterate the requirement for v.Titten justifications for contract extension and funding increases, 
including w:ritten JNCPs when funding increases exceed 15 percent of the original award 
amount. DOA ASB will also share the email with the ORR lJallas Contract Oversight Group. 

Completion date: 
ORR will complete its proposed actions by December 31, 2014. 
DOA ASH will issue an email by April 30, 2014. 

Recommendation 2 (ORR 11nd DOA): Reemphasize ta appropriate ORR and DOA ASB 
personnel the impottance of coordinating contracting activities and requirements among the 
program, contract oversight, and contracting officials. 

DRR and DOA Management Response: ORR and DOA concur with this recommendation. 

Correetivc Action: 
ORR: DOA ASB and DRR staff participate in several regularly scheduled meetings where these 
topics will be discu~sed and emphaHi:i:ed. We will en~ure lhal the Oversight Management 
Certification training and ORR Contract Oversight training place emphasis 1.m the impurtilllcc of 
this coordination. Additionally, by April 30, 2014, we will issue an email to Oversight Managers 
stressing the importance of coordinating contracting activities and roquircrncnts among the 
proi;ram, contract ovcrgight, and contracting officials. 

DOA: DOA ASB will issue an email to ASH Contracting Officers to emphasize the '.mportance 
of coordinating contracting activities and requirements among program office and ASR 
pcr$0nncl (Ovcr:<ight M111U.1i;lcrs and Contracting Officers). DOA ASB will share such email with 
the DRR Dallaq Contract Oversight Group. The responsibilities and expectations for 
communicatinir contract activities is also a subject that is addressed in detail as part of the 
FDIC' s Oversight Manager o·aining courses, which FDIC Oversight Managers are required to 
complete as part of the FDIC' s Oversight Management Certification Program. Emphasis on this 
subject will continue to be made in the FDIC OM Courses. 

Completion Date: 
DRR will issue an email by April 30, 2014. 
DOA ASB will issue an email by April 30, 2014. 

Appendix 3 

Recommendation 3 (ORR): Coordinate with the Director, DIT, :o .fioalfae, sign. and execute 
the Memorandum of Understanding regarding the use of Oracle'sl J .......................................... (~)(5) 
byDRR. 

DRR Management Response: DRR agrees with the intent of this recommend~tiu11. Refer lu 
the alternate solution as noted in the corrective action section. 

2 
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Appendix 3 

Corporation Comments 

Cnrrective Action: 
The Der;;her ~ 2010, MOU that provided specific guidance for DRR's usi:: ufr · .. J .. . ....... 

.. J .. - - -~as been superseded by Circular 1300.7, issued by tho: fDlC's Xctmg Clo on 
January\ 2or. This Circula1· is intended to he a corporate-wide policy defining governance 
structures for addressing YUIC information lec~Jolngy tvelopment, deployment, and 

. ........................ (.~)_(?. ) 

mai11tC.llll.l1~~!1C?t\yiJ!es, . .w.hichinclude theuse·o - as well as other tools that may be used 
by the FDIC, regardless of which Division or Office is doing the development. 

Completion Date: Completed January 30, 2014. 

Rerominendation 4 (DRR): Revise and issue RBOA Implementation Procedures tc include a 
section that establishes expectations for timely, frequent, and open coordination among COs, 
OMs, a1td Task Order Oversight Managers (TOOMs) and written justifications for TO 
modilkations for funding increases and period-of-perfonnance extensions. 

DRR Management Re~ponse: DRR concurs with this recommendation. 

Corrective Action: 
DRR will review the current Job Aids applicab~e to Conttact Oversight to ensure that these 
expectations ~re clearly incorporated. These Job Aids will he referenced and linked on the FDIC 
intranet, 

Co111plction Uate: Dccemho:r JI, 2014. 

3 
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Appendix 4 

Summary of the Corporation's Corrective Actions 

This table presents corrective actions taken or planned by the Corporation in response to 
the recommendations in the report and the status of the recommendations as of the date of 
report issuance. 

Rec. No. 

I 
1 

2 

I Expecied I Corrective Action: Taken Completion Monetary 
or Planned Date Benefits 

DRR's ReSRODSe: DRR DRR $0 
expects to provide Oversight 12/31/2014 
Management Certification 
Program training to existing 
applicable staff in 2014. This 
training emphasizes the 
requirements for written 
justifications for contract 
extensions and funding 
increases, including funding 
increases that exceed 15 
percent of the original award 
value. Additionally, DRR 
conducts internal Oversight 
Management training where 
these requirements will be 
emphasized. 

DOA's ResRonse: DOA DOA $0 
ASB Policy & Systems 4/30/2014 
Section will send an email to 
ASB Contracting Officers to 
reiterate the requirement for 
written justifications for 
contract extension and 
funding increases, including 
written JNCPs, when funding 
increases exceed 15 percent 
of the original award amount. 
DOA ASB will share the 
email with the DRR Dallas 
Contract Oversight Group. 

DRR's ResRonse: DOA DRR $0 
ASB and DRR staff will 4/30/2014 
participate in several 
regularly scheduled meetings 
where these topics will be 
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I Expected I 
Corrective Action: Taken Completion Monetary 

or Planned Date Benefits 

discussed and emphasized. 
DRR will ensure that the 
Oversight Management 
Certification training and 
DRR Contract Oversight 
training place emphasis on 
the impo1tance of 
coordination. DRR will also 
issue an email to Oversight 
Managers stressing the 
importance of coordinating 
contracting activities and 
requirements among the 
program, contract oversight, 
and contracting officials. 

DOA's Resuonse: DOA DOA $0 
ASB will issue an email to 4/30/2014 
Contracting Officers to 
emphasize the importance of 
coordinating contracting 
activities and requirements 
among program office and 
ASB personnel (Oversight 
Managers and Contracting 
Officers) . DOA ASB will 
share the email with the DRR 
Dallas Contract Oversight 
Group. DOA noted that the 
FDIC' s Oversight Manager 
training courses, which FDIC 
Oversight Managers are 
required to complete as part 
of the FDIC's Oversight 
Management Certification 
Program, address the 
responsibilities and 
expectations for 
communicating contract 
activities in detail. DOA will 
continue to emphasize this 
subject in the FDIC OM 
Courses. 

The December 6, 2010 MOU Completed $0 
that provided specific 1/30/2014 
guidance for DRR's use of 
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I 

I Expected I 
Rec. No. Corrective Action: Taken Completion Monetary I Resolved:' I Open or 

or Planned Date Benefits Yes or No Closedb 

-1 ··············· ························· I 
was superseded by Circular 
1300.7, issued by the FDIC's 
Acting CIO on January 30, 
2014. This circular is 
intended to be a corporate-
wide policy defining 
governance structures for 
addressing FDIC information 
technology development, 
deployment, and maintenance 
activities, which include the 
useofEJ as well as other 
tools that may be used by the 
FDIC, regardless of which 
Division or Office is 
performing the development. 

4 DRR will review the current 12/31/2014 $0 Yes Open 
Job Aids applicable to 
Contract Oversight to ensme 
that coordination 
expectations are clearly 
incorporated. DRR will 
reference and link these Job 
Aids on the FDIC intranet. 

a Resolved - (1) Management concurs with the recommendation, and the planned, ongoing, and completed 
corrective action is consistent with the recommendation. 

(2) Management does not concur with the recommendation, but alternative action meets the intent 
of the recommendation. 

(3) Management agrees to the OIG monetary benefits, or a different amount, or no ($0) amount 
Monetary benefits are considered resolved as long as management provides an amount. 

b Recommendations will be closed when (a) Corporate Management Control notifies the OIG that corrective 
actions are complete or (b) in the case of recommendations that the OIG determines to be particularly 
significant, when the OIG confirms that corrective actions have been completed and are responsive. 
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