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Federal Deposit Insurance Corporation
550 17th Street, NW, Washington, DC 20429-9990 Legal Division

December 13, 2016

In re: FDIC FOIA Log Number 16-0289

This is in response to your May 24, 2016 Freedom of Information Act (FOIA) request for a copy
of the following four FDIC Office of Inspector General publications:

EVAL-16-001
AUD-14-006
EVAL-12-003
Audit Report 06-016

Our records search has been completed, and all of the records that you requested have been
located.

We are granting your request in part. I have enclosed copies of the records that are being
disclosed, which consist of 123 pages.

The information withheld is exempt from disclosure under FOIA Exemptions 4, 5, 6 and 7(E), 5
U.S.C. § 552(b)(4), (b)(5),(b)(6) and (b)(7)(E). Exemption 4 requires us to withhold trade
secrets, and confidential or privileged commercial or financial information that was submitted by
a person. Exemption 5 allows us to withhold inter-agency or intra-agency memorandums or
letters which would not be available by law to a party other than an agency in litigation with the
agency (i.e., information that is privileged to the FDIC). Exemption 6 requires us to withhold
personnel and medical files and similar files the disclosure of which would constitute a clearly
unwarranted invasion of personal privacy. Exemption 7(E) requires the withholding of records
or information compiled for law enforcement purposes to the extent that the production of such
law enforcement records or information would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement
investigations or prosecutions if such disclosure could reasonably be expected to risk
circumvention of the law.

You may contact me at 703-562-2274 o 'FOIA Public Liaison, Acting
FDIC Ombudsman Gordon Talbot, by e or telephone at 703-562-6040,
for any further assistance and to discuss any aspect o1 your request. Additionally, you may
contact the Office of Government Information Services (OGIS) at the National Archives and



Records Administration to inquire about the FOIA mediation services they offer. The contact
information for OGIS is as follows: Office of Government Information Services, National
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland
20740-6001, email a telephone at 202-741-5770; toll free at 1-877-684-6448; or
facsimile at 202-741-> /o0v.

If you are not satisfied with the response to this request, you may administratively appeal by
writing to the FDIC’s General Counsel. Your appeal must be postmarked or electronically
transmitted within 90 days of the date of the response to your request. Your appeal should be
addressed to the FOIA/PA Group, Legal Division, FDIC, 550 17th Street, NW, Washington,
D.C. 20429. Please refer to the log number and include any additional information that you
would like the General Counsel to consider.

Sincerely,
/Signed/

Alisa Turner
Government Information Specialist
FOIA/Privacy Act Group
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Report No. 06-016
August 2006

Controls Over the Disposal of Sensitive FDIC
Information by Iron Mountain, Inc.

Resulis of Audit

In cairying out its mission, the
FDIC creates and acquires a
significant amount of sensitive
information. Much of this
information is required to be
protected by federal statutes and
regulations. 1t is, therefore, critical
that the FDIC implement
appropriate controls when
disposing of sensitive information
to prevent an unauthorized
disclesure that could lead to
potential legal liability or public
embarrassment.

The FDIC’s Division of
Adwinistration (DOA) has overall
responsibility for the FDIC’s
records mauagement program,
including the disposition of official
hardcopy and electronic records no
longer needed to conduct business.
In 2000, DOA awarded a contract
to Iron Mountain, Inc.® (Iron
Mountain) for nationwide records
management services, including
the disposal of sensitive FDIC
records. The FDIC’s headquarters
offices disposed of approximately
168,000 pounds of sensitive and
non-sensitive records from July
2005 through February 2006,
primarily due to conselidation of
headquarters office space.

The objective of the audit was to
determine whether the FDIC has
adequate controls for enswing the
secure disposal of sensitive
information by Iren Mountain, The
audit focused on the disposal of
information confained in shredder
bins and consoles provided by [ron
Mountain for the FDIC’s
headquarters offices.

The FDIC established a number of key controls fo ensure the secure disposal of
sensitive information by Iron Mountain. Such confrols include a cerporate policy
on records. disposal; policies and procedures related to contractor integrity, fitness,
and background investigations; and contractual requirements governing the
destruction of information. In addition, no instances of unauthorized disclosure or
use of sensitive FDIC information came to our attention during the audit. However,
as reflected in the table below, the FDIC needed to improve its oversight of the [ron
Mountain contract to ensure that controls designed to safeguard the disposal of
sensitive information were effectively implemented. We also identified certain
other matters relating to subcontractor costs and agreements and the identification of
FDIC’s records management contractors that warrant management attention.

Controls for Safeguarding the Disposal | Establishment | Implementation

of Sensitive Information of Control of Control
Independent Audits and Trade Needs Needs
Certilications Improvement Improvement
Integrity, Fitness, and Custody of 37 Needs
Sensitive Information Improvement
3 Needs

Background Investigations Jmprovement

4 Needs

Authorization of Contractor Personnel
Improvernent

Supervision of Records and Media v Needs
Destruction Improvement
Certificates of Destruction v Needs
Improvement
On-site Inspections of Disposal y Needs
Operations Improvement

* Indicates that the control is in place.
Recommendations and Management Response

We recommended that the Director, DOA:

+  Consider the results of independent operational audits and recogiized trade
association certifications before approving disposal firns.

s Require all firms providing records disposal services on behalf of the FDIC to
comply with FDIC acquisition policies and procedures.

s Establish clear expectations regarding contractor and subcontractor oversight
for contracted records management services.

s Perform periedic site inspections of finns providing records disposal services.

« Ensure that subcontractor inveices and agreements are consistent with FDIC
policy and the [ron Mountain contract.

a  Identify all firns providing records management services for the FDIC,

DOA management’s comments and planned actions were responsive to the
recommendations.
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FDIC

Federal Deposit Insurance Corporation Office of Audils
3501 Fairfax Drive, Aringlon, VA 22276 Office of Inspeclor General
DATE: August 10, 2006

MEMORANDUM TO: Arleas Upton Kea
Director, Division of Administration

FROM: Russell A. Rau
Assistant Inspector General for Audits

SUBJECT: . Controls Over the Disposal of Sensitive FDIC Information
by Iron Mountain, Inc.
(Report No. 06-016)

This report presents the results of our audit of the FDIC’s controls over the disposal of
sensitive hardcopy records and electronic media' by the Corporation’s records
management contractor, Iron Mountain, Inc.” (Iron Mountain).2 The audit focused on the
disposal of information contained in shredder bins and consoles provided by Iron
Mountain for the FDIC’s headquarters offices. The objective of the audit was to
determine whether the FDIC has adequate controls for ensuring the secure disposal of
sensitive information by Iron Mountain. Appendix I of this report discusses our audit
objective, scope, and methodology in detail. Appendix IT contains a glossary of terms.

BACKGROUND

In fulfilling its legislative mandate of insuring deposits, supervising financial institutions,
and managing receiverships, the FDIC creates and acquires a significant amount of
sensitive information, such as financial institution examination ratings, pending
enforcement actions, and personally identifiable information of depositors. The FDIC
also creates a wide range of sensitive information related to its employees, such as
personnel files, health records, attorney-client privileged information, and Equal
Employment Opportunity complaint files. Much of the information managed by the
FDIC falls within the scope of several statutes and regulations intended to protect such
information from unauthorized disclosure. These statutes and regulations include the
Privacy Act of 1974, the Federal Information Security Management Act of 2002
(FISMAY; and Parts 309, Disclosure of Information, and 310, Privacy Act Regulations, of
the FDIC’s Rules and Regulations, which address disclosure of information and
imiplement the Privacy Act, respectively. It s, therefore, critical that the FDIC
implement appropriate controls when disposing of sensitive information to prevent an

' For the purpose of this report, the term “record” refers to both official corporate records and non-record
documents (such as copies of oflicial records). Electronic media include compact disks (CDs), floppy
disketles, microliche, and microfilm cartridges.

* Iron Mountain is a registered trademark of Jron Mountain, Inc.

This Report Contains Confidential Information
For Official Use Only Restricted Distribution
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unauthorized disclosure that could lead to potential legal liability or public
embarrassment for the Corporation.

To implement the records disposal requirements of the Fair and Accurate Credit
Transactions Act of 2003 (FACT Act), the U.S. Federal Trade Commission (F‘TC)3
issued a regulation entitled, Disposal of Consumer Report Information and Records (the
Disposal Rule). The Disposal Rule, which became effective June 1, 2005, implements
the FACT Act requirement that “any person that maintains or otherwise possesses
consumer information, or any compilation of consumer information, derived from
consumer reports for a business purpose[,] properly dispose of any such information or
compilation.” The Disposal Rule requires organizations and individuals to employ
“reasonable measures” when disposing of sensitive information derived from consumer
reports to protect against unauthorized access to or use of the information. The FDIC’s
Legal Division advised us that the FTC and the other regulators, when drafting the
Disposal Rule, did not contemplate that the rule would apply to federal agencies.
However, for the purposes of our audit, we considered the Disposal Rule to embody
prudent business practices that the FDIC should voluntarily adopt to safeguard the
disposal of its sensitive information derived from consumer reports.

The FDIC’s Division of Administration (DOA}) has overall responsibility for the
Corporation’s records management program, including the disposition of official
hardcopy and electronic records that are no longer needed to conduct business. The
FDIC’s Chief Information Officer (CIO), who is also the Corporation’s Chief Privacy
Officer, is responsible for ensuring that the FDIC takes appropriate steps to protect
personally identifiable information from unauthorized use, access, or disclosure. In
addition, FDIC Circulars 1210.18, FDIC Records Management Program; 1210.1, FDIC
Records Retention and Disposal Schedule; and 12104, Records Disposition, define
corporate policy and procedures for managing and disposing of sensitive records created
or acquired in the course of conducting business. Circular 1610.2, Security Policy and
Procedures for FDIC Contractors and Subcontractors, defines criteria for assigning risk-
level designations to contractor personnel to ensure their background investigations are
commensurate with the criticality of their responsibilities. Further, the FDIC Acquisition
Policy Marual (APM) contains the Corporation’s policies and procedures for procuring
goods and services and identifying roles and responsibilities for all FDIC employees
involved in the pre-solicitation, solicitation, proposal evaluation, award, and contract
administration phases of the procurement process.

On July 19, 2000, DOA awarded a contract to Iron Mountain tfor nationwide records
management services, including the disposal of sensitive FDIC records no longer needed
to conduct business. DOA expanded the scope of the [ron Mountain contract effective on
February 26, 2005, to supply the FDIC’s headquarters and selected regional offices with

? The FACT Act directs the FTC, the bank regulators, and others to promulgate rules regarding the proper
disposal of consumer report information. In this context, the term consumer report includes information
obtained from a consumer reporling company that is used, or expected to be used, to establish a
consumer’s eligibility for credit, employment, or insurance, among other purposes. The FTC’s rule
covers most businesses that use consumer report information.

This Report Contains Confidential Information
For Official Use Only 2 Restricted Distribution
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shredder bins and media consoles to dispose of sensitive hardcopy records and electronic

4]

media rpqpeotiw-l}f

| Iron Mountain

During the period July 2005 through February 2006,
pproximately 168,000 pounds of sensitive and non-sensitive FDIC records that
d been placed in the bins by headquarters employees and contractor personncl.5

ha

Tran Mauntainl

| The Tron Mountain contract was scheduled to expire on

July 31, 2006.° FDIC contracting officials advised us that they are in the process of
negotiating a new coniract with Iron Mountain.

RESULTS OF AUDIT

The FDIC established a number of key controls to ensure the secure disposal of sensitive
information by Iron Mountain. Such controls include a corporate policy on records
disposal; policies and procedures related to contractor integrity, fitness, and background
investigations; and contractual requirements governing the destruction of information. In
addition, no instances of unauthorized disclosure or use of sensitive FDIC information
caine to our attention during our on-site visits to [ron Mountainf -~
However, the FDIC needed to improve its oversight of the [ron Mountain contract to
ensure that controls designed to safeguard the disposal of sensitive information were
effectively implemented. We also identified certain other matters relating to
subcontractor costs and agreements and the identification of the FDIC’s records
nanagement contractors that warrant management attention.

OVERSIGHT OF THE IRON MOUNTAIN CONTRACT

The FDIC has established key controls to safeguard the disposal of sensitive information
by Iron Mountain; however, the implementation of these controls needed improvement.
Weaknesses in the implementation of key information disposal controls were caused
primarily by a lack of effective FDIC oversight of the Iron Mountain contract. The table
on the following page identifies key controls for safeguarding the disposal of sensitive
information and our assessinents of the FDIC’s actions to ensure the controls were
properly established and implemented. We identified these controls based on an analysis

............................................................... i the

FDIC’s regional offices. .
5 The large volume of records shredded during this period was atiributed to the consolidation of the
FDIC’s headqnarters offices in the first quarter of 2006.
® Subsequent to our field work, DOA informed ns that the cwrrent [ron Mountain contract was extended to
September 30, 2006, to allow sufficient time to negotiate a new contract.

54
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of relevant information-security-related statutes, regulations, policies, and guidelines as
well as the FDIC’s own policies and procedures.” A brief description of our assessment
of each contral follows the table.

Assessments of Key Information Disposal Controls

Controls for Safeguarding the Disposal of Estabiishment | Implementation
Sensitive Information of Control of Control

Independent Audits and Trade Certifications Needs A Needs

Improvement Improvement
b

Integrity, Fitness, and Custody of Sensitive Information \ Needs
Improvement

Background Investigations v Needs
Improvement

Authorization of Contractor Personnel + Needs
Improvement

Supervision of Records and Media Destruction v Needs
Improvement

v Needs

Certificates of Destruction
Improvement

-\! Needs

On-site Inspections of Disposal Operations
[mprovement

* Indicates that the control is incomplete or not operating as intended.
® Indicates that the control is in place.

Independent Audits and Trade Certifications

The FDIC established and implemented a number of important due diligence procedures
for selecting prospective records disposal firms. However, the Corporation can
strengthen its due diligence procedures when selecting firms expected to handle
conswer report information on behalf of the FDIC. Specifically, the FDIC should
voluntarily adopt two measures contained in the Disposal Rule: (1) review and consider
the results of an independent audit of the disposal firm’s operations and/or compliance
with the Disposal Rule and (2) require that the disposal firm be certified by a recognized
trade association. Although the FDIC is not bound by the Disposal Rule, the two
referenced measures represent prudent practices that the FDIC should adopt to ensure that
consumer repott information is properly disposed of.

7 See Appendix I for the statutes, regulations, policies, procedures, and guidelines used in the andit.

This Report Contains Confidential Information
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Integrity, Fitness, and Custody of Sensitive Information

The APM requires firms proposing to provide services to the Corporation to complete the
EDIC Infegrity and Fitness Representations and Certifications and Contractor
Representations and Cerfifications. These certifications provide assurance that, among
other things, individuals providing services on behalf of the FDIC satisfy the minimum
standards of integrity and fitness defined in 12 Code of Federal Regulations (C.F.R.) Part
366, Minimumn Standards of Integrity and Fitness for an FDIC Contractor. The Iron
Mountain contract prohibits the award of subcontracts to third parties that have not filed
such certifications. Although Iron Meuntain completed the referenced certitications,

fhad not. In addition, the APM requires contractors and

su bcontractms to complete a Contractor Confidentiality Agreement when their
employees have access to confidential information, wotk on-site at the FDIC, or have
access to FDIC systems. Confidentiality agreements are intended to provide the FDIC
with added assurance that contractors will properly safeguard confidential information in
their custody. Iron Mountain did not execute a Contractor Confidentiality Agreement
until January 13, 2006, more than 5 years after the contract had been awarded. Fuither,

N — |had not executed Confractor Confidentiality Agreements.

Background Investigations

The APM and Circular 1610.2, Security Policy and Procedures for FDIC Contractors
and Subcontractors, state that all FDIC contracts meeting certam criteria shall be
assigned a risk-level designation of high, moderate, or low.? Risk-level designations are
based on the criticality of a contractor’s responsibilities performed regarding the potential
effect misuse of information would have on the Corporation’s mission. Risk-level
designations are used in determining the level of background investigation needed for
contractor personnel. Circular 1610.2 states that risk-level determinations must be
documented in the Confractor Risk Level Record. FDIC contracting officials did not
prepare a Contractor Risk Level Record for the [ron Mountain contract because they
presumed the risk associated with the contract was low. However, given the sensitivity
of the information handled by Iron Mountain and its subcontractors, a higher risk-level
designation may be warranted.

Authorization of Contractor Personnel

The APM states that, unless otherwise provided in the contract, the FDIC has the right to
approve proposed subcontractors before a contractor can award a subcontract. The APM
also states that the decision to approve new subcontractors under an existing contract
must be nade in writing by the Contracting Officer and that the written approval is
required before the subcontractor may begin work. In addition, the Iron Mountain
contract states that the contractor “shall not engage subcontractors to perform any of its

¥ The circular applies to all FDIC contracts awarded after August 1, 2003, including: (1) all contracts for
services greater than $100,000; (2) contracts at any amount when contractor employees have access to
FDIC facilities or network/systems; or (3) any contract at the discretion of the FDIC. The circular does
not apply to contractors that access FDIC facilities on an infrequent and generally unscheduled basis.

This Report Contains Confidential Informuation
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responsibilities under this contract without the prior written approval of the FDIC.” The
FDIC’s Contracting Officer did not authorizel ........................................... Ib@f@l'e these. fllrnscame ___________
into possession of and began destroying sensitive FDIC records and electronic media.
Prior to the end of our audit fieldwork, FDIC contracting officials approved |

(b)(4) . ... e ~|as subcontractors on the fron Mountain contract.) In addition, the APM states
Tat prime contractors proposing the use of subcontractors should complete a detailed
Subcontracting Plan that defines how the prime contractor will ensure oversight and
control of the subcontractor’s work, Iron Mountain did not submit a Subcontracting Plan
b)) . farf..ooe e fo the FDIC Contracting Officer.

Supervision of Records and Media Destruction

The Iron Mountain contract states that all disposals shall be witnessed by a full-time
employee of Tron Mountain who is either a supervisor or manager acceptable to the

firm’ SI ..................................................... I During our on-site ViSit, we observed an [ron

Mountam employee witnessing the destruction of the FDIC’s hardcopy records. We also
conducted a pre-announced.visit off . [ on.
May.3,.2006. - Hewever;f-— was not destroying media at the time of our visit. An
Iron Mountain representative informed us that [ron Mountain staff had not visited

: |prior to our visit on May 3, 2006.

OO oo dieates of Deracion

According to the Iron Mauntain contract, “... a signed Certificate of Destruction shall be

provided to FDIC for each collection destroyed. This certificate will indicate where and

when the destruction occurred ....” Although the Certificates of Destruction that we

sampled for the FDIC’s hardcopy records could be tracked to specific shredder bins, they

............................ ]

. | We did not assess the adequacy of Certificates of Destruction
related to electronic media because FDIC contracting officials advised us that no such
certificates had been provided to the FDIC at the time of our audit.

On-site Inspections of Disposal Operations

The APM requires contract Oversight Managers or Technical Monitors to perform
inspections at the time and place of a contractor’s performance. In addition, the National
Institute of Standards and Technology (NIST) Special Publication (SP) 800-53,
Recommended Security Controls for Federal Information Systems, recommends that
federal agencies verify media destruction actions. Inspecting information disposal
operations provides assurance that sensitive hardcopy records and electronic media are
destroyed in a timely manner, by trained and properly authorized personnel, and in
accordance the terms of the contract. FDIC contracting officials had not performed an
on-site inspection of the records destruction process prior to our audit.

This Report Contains Confidential Information
For Official Use Only 6 Restricted Distribution
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(E)(4) ------------------------------------------------------------- During-our-on=site-visit-of | | we concluded that, consistent with the terms of the
( )(4) .......................................................... I r@nM@untainContl-act,PDICreCOIﬂsl ........................................ . k_ould not be l‘eﬂ.d or
nracticably reconstructed. As previously stated, we were unable to observe[ ] (b)(4)

: |was not destroying media at the

time of our visit.”

Why Key Disposal Controls Were Not Implemented

The FDIC had not adepted certain due diligence procedures pertaining to the selection of
firms handling consumer report information on behalf of the FDIC because such
procedures are not required. In addition, FDIC contracting officials informed us that they

( b ) (4 ) ---WE:I-‘-G---a-Wa-I‘G--O-f-'--I—l-‘@-n---Meuntf--i-n-f-s--l ........... but had

ovetlooked steps-to-ensurel :

Contracting officials may have had a greater awareness of the need to subjec e (b)(4)
(b)(4) ................................................ I ............................................................................. . Iifthe Cel-tiﬁcates OfDCStI’llCtiOl‘l had identif‘lcd

where the FDIC’s records were being destroyed and who was performing the destruction.
Eyrther. FDIC coniracting officials indicated that they were unaware that Iron Mountain -
(b)(4) —— | prior to our audit. (b)(4).(b)

Consequently, contracting officials had not taken action to R e — | Egj(4)
Bt | FDIC contracting officials would have been alerted to

on. Mountain’s. 1ad they attempted to perform an on-site inspection of

Finally, DOA established requirements in the APM for (1) a Contract Administration
Plan for all contracts and task orders for services having a total estimated value of
$100,000 and (2) an Oversight Management Monitoring Plan to assist in performing
oversight activities for complex contracts for services. We found neither of these
documents in the contracting files. Preparation and use of these documents would have
provided a greater understanding of the level of oversight necessary to ensure that [ron
Mountain and its subcontractors met contract performance requirements.

Conclusion and Recommendations

Although no instances of unauthorized disclosure or use of sensitive information came {0
our attention during the aundit, weaknesses in contract oversight limited the FDIC’s
assurance that proper safeguards were being taken to securely dispose of sensitive
informnation. A contracting official informed us that the FDIC was in the process of
negotiating a follow-on contract with Iron Mountain and that Iron Mountain had been
requested to notify the FDIC of any subcontractors that it plans to use under the new
contract. The contracting official stated that DOA would follow appropriate procedures
to ensure that Iron Mountain’s proposed subcontractors provide the required integrity,
fitness, and background investigation forms to the FDIC. We were also informed that

b)y4) ? Qur.uvisits to] e did not constitute a comprehensive inspection of the firms’ security
programs ot records and media disposal operations. Such inspections are the responsibility of the FDIC.
y4) .Ha.d_..we...perfozrmecl..a..compzrehcnsi.ue.--i-ns.peetion--oﬂ ----------------------------------- : | security weaknesses may have

come to our attention.

This Report Contains Confidential Information
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DOA was working with security personnel to determine whether the current risk-level
designation for the Iron Mountain contract was appropriate.

We recominend that the Director, DOA:

(1) Require that the results of independent operational audits and recognized trade
association certifications be considered before approving contractors and
subcontractors to dispose of sensitive information on behalf of the FDIC.

(2) Require Iron Mountain to ensure that all firms providing records disposal services
on behalf of the FDIC under the Iron Mountain contract comply with the APM
and Circular 1610.2, including provisions relating to integrity, fitness, custody of
confidential information, FDIC approvals, and background investigations.

(3) Establish in appropriate contract documentation clear expectations regarding
contractor and subcontractor oversight when executing a new contract for
nationwide records managenient services.

(4) Perform periodic site inspections of the records disposal process, as prescribed by
the APM, to ensure that sensitive hardcopy records and electronic media are
destroyed in a timely manner, by trained and properly authorized personnel, and
in accordance the terms of the contract.

OTHER MATTERS WARRANTING MANAGEMENT ATTENTION

We identified two contract oversight matters warranting management attention.
Specifically, FDIC contracting officials needed to (1) ensure that payments to Iron
Mountain are consistent with corporate policy related to subcontractor costs and

(2) identify all contractors and subcontractors providing records management services on
behalf of the FDIC nationwide to ensure the FDIC’s interests are adequately protected.

Subcontractor Costs

To help contracting officials ensure that subcontractor costs billed to the FDIC are
appropriate, the APM includes steps to verify that (1) the hours and labor categories
claimed on contractor invoices are consistent with supporting time sheets and/or
subcontractor invoices, (2) subcontractor labor has been properly pre-approved, and

(3) subcontractor costs billed to the FDIC are consistent with the costs that the contractor
actually paid or was billed by the subcontractor. The APM specifically states that prime
contractors are prohibited from seeking reimbursement of markups ot any kind on
subcontractor invoices without the approval of the Associate Director, DOA, Acquisition
Services Branch. We did not audit the amounts billed to the FDIC on Iron Mountain’s
invoices or review subcontractor agreements for consistency with the Iron Mountain
contract. However, we noted that invoices submitted by Iron Mountain did not identify
subcontractor costs or subconiractor participation in the destruction process,

This Report Contains Confidential Information
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Accordingly, we recommend that the Director, DOA:

(5) Obtain and review Iron Mountain’s subcontractor invoices and subcontracting

agreements (if appropriate) related to work performed by| i o (b)(4)

determine whether the invoices and agreements are consistent with the APM and
the Iron Mountain contract.

Identification of FDIC Records Management Contractors

At the close of the audit, FDIC contracting officials advised us that they had become
aware of two other subcentractors, in addition tof
records management services under the Iron Mountain contract. Contracting officials
also informed us that they were working to identify other contractors and subcontractors
that may have been engaged at the FDIC’s regional, area, and field office locations to
provide records management services. [t is critical that the FDIC ensure that all of its
records management contractors and subcontractors comply with the APM by protecting
the FDIC’s interests in such areas as privacy, confidentiality, integrity, and fitness. The
planned renewal of the Iron Mountain contract provides the FDIC an opportunity to
ensure such protections are in place at all FDIC locations.

Accordingly, we recommend that the Director, DOA:

{6) Develop a complete inventory of contractors and subcontractors providing records
management services on behalf of the FDIC at all headquarters, regional, area,
and field office locations and take appropriate steps (where necessary) to protect
the FDIC’s interests, particularly in the areas of privacy, confidentiality, integrity,
and fitness.

CORPORATION COMMENTS AND OIG EVALUATION

The Director, DOA, provided a written response to a draft of this repott on July 26, 2006.
The response is presented, in its entirety, in Appendix III of this report. The Director
concurred with five of the report’s six recommendations and partially concurred with the
remaining recommendation. Based on DOA’s response, all six recommendations are
considered resolved, but they will remain open until we have determined that agreed-to
corrective actions have been completed and are effective. DOA’s response to each of the
recommendations is summarized below, along with our evaluation of the response.

Recommendation 1: Require that the results of independent operational audits and
recognized trade association certifications be considered before approving
contractors and subcontractors to dispose of sensitive information on hehalf of the

FDIC.

DOA Response; DOA concurred with the recommendation. DOA stated that it is
important to recognize that the attainment of an independent operational audit and frade
certification by Iron Mountain is not a requirement of the current contract, which will
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expire on September 30, 2006. However, DOA plans to consider the O1G’s
recommended actions as part of ongoing contract negotiations with [ron Mountain and
incorporate such requirements into the new coentract, as warranted. DOA also stated that
the FDIC Oversight Manager would perform periodic reviews of Iron Mountain’s
disposal operations to achieve greater assurance that sensitive information is destroyed in
a timely manner, by trained and properly authorized personnel, and consistent with the
terms of the contract.

DOA indicated that Iron Mountain has not attained such trade association
However, Iron Mountain is a member of two industry trade associations, L

OA indicated that Iron Mountain

considers its standards to be superior to those ot NAID. DOA plans to require Iron
Mountain to perform a comparison between its standards and those of NAID and will the
use the results of the comparison to determine whether requiring a trade certification for
Iron Mountain would be beneficial. DOA also plans to ascertain whether [ron
Mountain’s subcontractors are certified by a trade association, but noted that it may be
required to utilize subcontractors who are not certified in some cases.

Subsequent to the DOA Director’s response, a DOA management official advised us that
DOA was in the process of developing a records management manual that would include,
among other things, guidance on the need to consider independent audits and trade
certifications from future contractors that dispose of FDIC records.

OIG Evaluation of Response: The recommendation is resolved but will remain open
until we have determined that agreed-to corrective action has been completed and is
effective.

Recommendation 2: Require Iron Mountain to ensore that all firms providing
records disposal services on behalf of the FDIC under the Iron Monntain contract
comply with the APM and Circular 1610.2, including provisions relating to
integrity, fitness, custody of confidential information, FDIC approvals, and
background investigations.

DOA Response: DOA partially concurred with the recommendation. DOA stated that
key Iron Mountain personnel are, and have been, compliant with the APM and Circular
1610.2 provisions. DOA also stated that “intermittent” contractor and subcontractor
personnel working under the Iron Mountain contract were compliant with the background
investigation requirements of Circular 1610.2. However, as part of its ongoing contract
negotiations with Iron Mountain, DOA will require the completion of integrity and
fitness certifications, contractor representations, and confidentiality agreements for both
[ron Mountain and all of its proposed subcontractors. DOA will alsc request evidence of
Iron Mountain’s processes for reviewing the backgrounds of its own personnel and
subcontractor personne! who are not considered key personnel. In addition, DOA will
require [ron Mountain to develop a plan to ensure that all contractor and subcontractor
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personnel are in compliance with FDIC policy relating to custody of confidential
information, FDIC approvals, and background investigations, as appropriate.

OIG Evaluation of Response: We spoke with DOA management officials on August 8,
2006 regarding the response to this recommendation . DOA management officials
recognized that the recommendation is intended to apply to all contractor and
subcontractor personnel having access to sensitive information, not just personne!
designated as key or intermittent personnel, DOA officials also informed us that they had
elevated the risk-level designation on the Iron Mountain contract from low to moderate
following our audit. The higher risk-level designation will afford the FDIC greater
assurance that security oversight of the Iron Mountain contract is adequate. The
recommendation is resolved but will remain open until we have determined that agreed-to
corrective action has been completed and is effective.

Recommendation 3: Establish in appropriate contract documentation clear
expectations regarding contractor and subcontractor oversight when executing a
new contract for nationwide records management services.

DOA Response: DOA concurred with the recommendation. To ensure that oversight of
the Iron Mountain contract is adequate, DOA is developing a site review plan that will
tequire the FDIC Oversight Manager or designated representative to perform periodic
inspections of Iron Mountain’s performance. Such actions will be consistent with NIST
SP 800-53. In addition, DOA will require a subcontracting plan that addresses contractor
and subcontractor oversight expectations as part of the new Iron Mountain contract. The
site review plan will include procedures to evaluate Iron Mountain’s adherence to the
subcontracting plan.

OIG Evaluation of Response: Subsequent to the DOA Director’s response, a DOA
management official advised us that, in addition to considering guidelines in NIST SP
800-53, DOA would consider all relevant NIST guidelines, including draft SP 800-88,
Guidelines for Media Sanitization, to ensure appropriate measures are taken to dispose of
sensitive FDIC information. The recommendation is resclved but will remain open until
we have determined that agreed-to corrective action has been completed and 1s effective.

Recommendation 4: Perform periodic site inspections of the records disposal
process, as prescribed by the APM, to ensure that sensitive hardcopy records and
electronic media are destroyed in a timely manner, by trained and properly
authorized personnel, and in accordance the terms of the contract.

DOA Response: DOA concurred with the recommendation. In its response, DOA stated
that the FDIC Oversight Manager would conduct periodic site inspections of the records
disposal process under the new [ron Mountain contract. In addition, the FDIC Oversight
Manager will evaluate Iron Mountain’s compliatice with the subcontracting plan
discussed in response to Recommendation 3.
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OIG Evaluation of Response: The recommendation is resolved but will remain open
until we have determined that agreed-to corrective action has been completed and is
effective.

Recommendation 5: Obtain and review Iron Mountain’s subcontractor invoices

and subcontracting agreements (if appropriate) related to work performed by
g_lo determine whether the invoices and agreements are

consistent with the APM and the Iron Mountain contract.

DOA Response: DOA concurred with the recommendation. DOA indicated that the
disposal services reviewed under the audit were billed to the FDIC at fixed-unit prices
that were determined to be fair and reasonable, As part of DOA’s ongoing contract
negotiations, Iron Mountain’s rates for disposal services will be evaluated for
reasonableness. DOA stated that invoices for the Iron Mountain contract have been
reviewed and are consistent with the terms of the contract and FDIC policy.

OIG Evaluation of Response: On August 8, 2006, we spoke with DOA management
officials regarding the response to this recommendation. DOA management officials
stated that the restrictions on subcontractor mark-ups described in the APM are not
intended to apply to fixed-price-type contracts for which pricing is determined to be fair
and reasonable. However, the management officials indicated that the APM is not clear
in this regard and that appropriate clarification would be made as part of a planned
project to update the APM. DOA management officials also stated that the site review
plan and subcontracting plan described in response to Recommendation 3 would provide
added assurance that subcontractor services are performed consistent with the terms of
the contract. The recommendation is resolved but will remain open until we have
determined that agreed-to corrective action has been completed and is effective.

Recommendation 6;: Develop a complete inventory of contractors and
subcontractors providing records management services on behalf of the FDIC at all
headquarters, regional, area, and field office locations and take appropriate steps
(where necessary) to protect the FDIC’s interests, particularly in the areas of
privacy, confidentiality, integrity, and fitness.

DOA Response: DOA concurred with the recommendation. DOA stated that it would
identify and inventory all subcontractors as part of its ongoing negotiations with Iron
Mountain. DOA also stated that it would take all necessary steps to protect the FDIC’s
interests in the areas of privacy, confidentiality, integrity, and fitness.

OIG Evaluation of Response: We also spoke with DOA management officials on
August 8, 2006 regarding the response to this recommendation. DOA management
officials stated that actions to address this recommendation would include the
identification of all contractors and subcontractors providing records management
services on behalf of the FDIC. The recommendation is reselved but will remain open
until we have determined that agreed-to corrective action has been completed and is

effective.
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OBJECTIVE, SCOPE, AND METHODOLOGY

Objective

The objective of the audit was to determine whether the FDIC has adequate controls for
ensuring the secure disposal of sensitive information by Iron Mountain. We conducted
our audit work in accordance with generally accepted government auditing standards
during the period March through June 2006.

Scope and Methodology

The scope of the audit was limited to the disposal of sensitive hardcopy records and
electronic media contained in shredder bins and media consoles provided by Iron
Mountain in the FDIC’s headquarters offices. To accomplish the audit objective, we
evaluated the adequacy of the FDIC’s controls for safeguarding the disposal of sensitive
inforination as defined in the Iron Mountain contract (as amended). Specifically, we
evaluated relevant provisions of the Iron Mountain contract for consistency with the
APM and FDIC Circulars 1210.4, Records Disposition, and 1210.11, Official Records
and Personal Papers. We also evaluated the Iron Mountain contract for consistency with
applicable federal laws, regulations, policies, and guidelines related to the disposal of
sensitive information.

We interviewed the FDIC’s Contracting Officer, contract Oversight Manager, and other
officials who had responsibility for overseeing Iron Mountain’s disposal of sensitive
information. We also interviewed representatives of Iron Mountain and its

In addition,

we observed the removal of sensitive information from selected FDIC headquarters
buildings and performed on-site visits of (1) Iron Mountain’s storage facility in Jessup,

__________ Maryland; (2] _ I

............................................................................................................................................. The audit

did not include an evaluation of the FDIC s controls over the destruction ol sensitive
electronic media or information technology (IT) equipment performed by the Division of
Information Technology (DIT)."®

Laws and Regulations
In conducting our audit, we considered the following statutes, rules and regulations, and
policy.

¢ FISMA. FISMA (codified at Title 44, United States Code {(U.S.C.) Chapter 35)
requires federal agencies, including the FDIC, to develop, document, and
implement an agency-wide information security program that provides security

' DIT Policy, LAN [Local Area Network] Management Media Sanitization, permits DIT local area
network management and DIT’s Client Services Branch staff to sanitize or destroy sensitive electronic
niedia or [T equipment.

This Report Contains Confidential Information
For Official Use Only 13 Restricted Distribution




Page 17

APPENDIX

for the information and systems that support the operations and assets of the
agency, including those provided or managed by another agency, contractor, or
other source. FISMA directs agencies to have an annual independent evaluation
performed of their information security program and practices and to report the
results of the evaluation to the Office of Management and Budget (OMB).

¢ ThePrivacy Act of 1974. The Act (5 U.S.C. § 552a) imposes various
requirements on federal agencies (including the FDIC) whenever they collect,
create, maintain, and distribute records (as defined in the Act and regardless of
whether they are in hardcopy or electronic format) that can be retrieved by the
name of an individual or other identifier. The Act also requires appropriate
technical, administrative, and physical safeguards to ensure the security and
confidentiality of records and protection from hazards to their security.

¢ Freedom of Information Act. The Act (5 U.S.C. § 552} contains disclosure
requirements for federal records (including those of the FDIC), including
requests for information by the general public. Certain types of records are
exempt from the disclosure requirements, including privileged records, law
enforcement records, and records that would affect personal privacy or
confidential commercial information.

» FACT Act. This Act amends the Fair Credit Reporting Act (15 U.S.C. Chapter
41} by adding provisions regarding the accuracy of information in consumer
reports, protection in the case of identity theft, the proper disposal of credit report
information, etc. Some provisions of the Fair Credit Reporting Act apply to the
FDIC.

¢ Title 44, U.S.C. Chapter 33. The provisions of this chapter govern the disposal
of federal records. The FDIC follows those provisions as a matter ot policy as
expressed in FDIC Circular 1210.18, FDIC Records Management Program.

¢ Federal Deposit Insurance Act (FDI Act), sections 12(f)(3) and (4). See
Appendix [T of this report (Minintum Standards of Integrity and Fitness) for
further information.

s FDIC Rules and Regulations. Part 309, Disclosure of Information, sets forth
the basic policies of the FDIC regarding information it maintains and the
procedures for obtaining access to such information. Part 310, Privacy Act
Regulations, establishes regulations iniplementing the Privacy Act of 1974 by
delineating the procedures that an individual must follow in exercising access or
amendment rights under the Privacy Act to records maintained by the FDIC in
systems of record. Part 366, Minimum Standards of Integrity and Fitness for an
FDIC Contractor, establishes the minimum standards of integrity and fitness that
contractors, subcontractors, and employees of contractors and subcontractors
must meet if they perform any service or function on behalf of the FDIC.
(FDIC’s regulations are codified at Title 12, C.F.R.)

s  OMB Circular No. A-130, Management of Federal Information Resources,
Appendix III, Security of Federal Aufomated Information Resources
(OMB A-130 Appendix I1I). OMB A-130 Appendix III requires agencies to
establish controls to assure adequate security for all information processed,
transmitted, or stored in federal automated information systems. OMB A-130
Appendix 11l defines adequate security as security commensurate with the risk
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and magnitude of harm resulting from the loss, misuse, or unauthorized access to
or modification of information.

« Disposal Rule. The Disposal Rule requires organizations and individuals to
employ “reasonable measures” when disposing of sensitive information derived
from consumer reports to prevent the unauthorized access to or use of
information. The FDIC’s Legal Division advised us that the FTC and the other
regulators, when drafting the Disposal Rule, did not contemplate that the rule
would apply to federal agencies. However, for the purposes of our audit, we
considered the Disposal Rule to embody prudent business practices that the FDIC
should voluntarily adopt to safeguard the disposal of its sensitive information
derived from consumer reports.

In addition, we evaluated the FDIC’s controls for disposing of sensitive information
under the Iron Mountain contract for consistency with relevant provisions of NIST SPs
800-53, Recommended Security Controls for Federal Information and Information
Systems, and 800-53A, Guide for Assessing the Security Controls in Federal Information
Systems. Although these documents are not legally binding on the FDIC, they contain
government-wide security recommendations that agencies are expected to follow.

Prior Audit Coverage

The OIG performed a prior audit of Iron Mountain’s records management and storage
operations to determine whether (1) the contract for records storage was cost-effective
and (2) the FDIC’s procedures were consistent with other best practices in the federal
government and private industry.'’ In addition, the OIG conducted audit work related to
the FDIC’s Privacy Program.]2 However, these audits did not address controls over the
disposal of sensitive FDIC information by Iron Mountain.

Internal Contraols Reviewed

We identified and evaluated selected FDIC internal controls designed to safeguard the
removal, transportation, temporary storage, and destruction of sensitive hardcopy records
and electronic media by Iron Mountain and its subcontractors. Such controls included
relevant policies, procedures, contractual provisions, and practices.

Performance Measures, Fraud, and Illegal Acts

We did not develop specific audit procedures to assess performance measures or detect
fraud and illegal acts because they were not considered material to the audit objective.
However, throughout the audit, we were sensitive to the potential for fraud, waste, abuse,
and misinanagement.

' OIG Report No. 04-045 entitled, Records Management and Storage, dated September 30, 2004,

2 OIG Reports entitled, Response to Privacy Program Information Request in OMD’s Fiscal Year 2005
Reporiing Instructions for FISMA and Agency Privacy Management, dated September 2005 (Report
No. 05-033}; and FDIC Safeguards Over Personal Emplovee Information, dated January 2006 {Report
No. 06-005).
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GLOSSARY OF TERMS

A generic term that describes a check or checks that DOA’s

Security Management Section completes on contractors and
its personnel to ensure they meet minimum security,
integrity, and fitness standards as set forth by the FDIC.,
These checks range from a fingerprint criminal records
check by the Federal Bureau of Investigation o checks of
various on-line databases such as Lexistexis,® Dun and
Bradstreet, and the General Services Administration’s
Debarred and Suspended Bidders List.

The term also includes various types of background
investigations conducted by the U.S. Office of Personnel
Management for the FDIC,

Contractor

An individual, corporation, partnership, joint-venture, or
other third-party entity that enters into a contract with the
FDIC to provide goods, services, or other requirements
pursuant to its terms and conditions.

Consumer Report

The Fair Credit Reporting Act defines the term “consumer
report” to include information obtained from a consumer
reporting company that is used, or expected to be used, in
establishing a consumer’s eligibility for credit, employment,
or {nsurance, ameng other putposes. Credit reports and
credit scores are consumer reports, as are reports that
businesses or individuals receive with information relating to
employment background, check-writing history, insurance
claims, residential or tenant history, or medical history.

Contracting Officer

The FDIC representative with delegated authority to enter
into and legally bind, administer, and terminate contractual
instruments on behalf of the FDIC,

Disposal or Disposition
of Records

All actions taken when records are no longer needed to
conduct business.

Disposal Rule

The Disposal Rule, which the FTC issued effective June 1,
2005, requires organizations and individuals to employ
“reasonable measures” when disposing of sensitive
information derived from consumer reports to prevent its
unauthorized access or use. This regulation implements
section 216 of the FACT Act, which was designed to close a
loophole in prior legislation by expanding the scope of

coverage of the Act.
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Includes any means for transmitting messages electronically
in a format that allows visual text to be displayed on
equipment, such as a petrsonal computer monitor. Examples
include CDs, tloppy diskettes, microfiche, and microfilm
cartridges.

Local Area Network

A data communications system that connects [T devices in a
building or group of buildings within a few square miles,
including (but not limited to) workstations, front-end
processors, controllers, switches, and gateways.

Minimum Standards of
Integrity and Fitness

The minimum standards of integrity and fitness required of
individuals who provide service to or on behalf of the FDIC
include regulations governing conflicts of interest, ethical
responsibility, and use of confidential information in
accordance with section 12(f)(3) of the FDI Act, 12 U.S.C.
§ 1822(f)(3}, and the prohibitions and the requirements for
submission of information in accordance with section
12(f)(4) of the FDI Act, 12 U.S.C. § 1822(f)(4). Part 366 of
the FDIC Rules and Regulations implements these statutory
provisions.

Measures that prevent or deter attackers from accessing a

Physical Security facility, resource, or information stored on physical media.

Controls A control can be as simple as a locked door or as elaborate
as multiple layers of armed guardposts.

Risk The probability that a particular threat will exploit a

particular vulnerability of a system.

Risk-Level Designation

An evaluative classification designation assigned to
contractor personnel based on the criticality of the
responsibilities performed regarding the potential effect
misuse of information would have on the Corporation’s
mission. Positions are classified as follows:

(1) High Risk: Access to highly sensitive/critical
systems or information with the potential for causing
exceptionally serious damage.

(2) Moderate Risk: Access to moderately
sensitive/critical systems or information with the
potential for causing moderate damage.

{3) Low Risk: Access to systems or information with
the potential for cansing minimal damage.
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Sensitive data means (1) any information, the loss, misuse,
modification of, or unautherized access to, could affect the
national interest or the conduct of federal programs, or the
privacy to which individuals are entitled under the Privacy
Act of 1974, but has not been specifically authorized under
criteria established by an Executive Order or an act of
Congress to be kept classified in the interest of national
defense or foreign policy; and (2) sensitive records as
defined in FDIC Circular 1210.4 that are generally not
releasable under the Freedom of Information Act or whose
access is controlled by the Privacy Act. In some instances,
such records are accessible to only selected individuals
within the FDIC. Examples of FDIC-generated sensitive
records include personnel records, employee health records,
Equal Employment Opportunity complaint files, employee
ethics files, attorney-client privileged documents, and
investigative case files. Examples of failed institution
sensitive records include employee personnel files and
asset/credit files.

Subcontractor

An individual, corporation, partnership, joint-venture, or
other third-party entity that has entered into a contract with
an FDIC contractor to perform work on behalf of the FDIC.
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CORPORATION COMMENTS
Federal Deposit insurancy Corperalion
3501 Fafar Drive, Adinglon, YA 22226-3500 Divlsion of Admirisiaton
July 26, 2006

MEMORANDUM TO: Siephen M. Beard

Deputy Assistant Inspector General for Audits
FROM: Arleas Upton Kéi

Director, Division
SUBJECT: Management Response 1o the Drafl QIG Audit Report Entitled,

Controls Over the Disposal of Sensitive FDIC Information by fron
Monntain, inc.

This is in respanse to the subject Draft Office of Inspector General (OIG) Report, issued june 29,
2006, Inits repont, the O1G identified six recommendations.

We appreciate that the 01G noted that it did not find any instance of unauthorized disclosure or
use of sensitive information but recognize that some weaknesses exist that warrant our attention.
This response outlines our planned correclive aclions for cach of the recommendations ciled in

the OG's Report.
MANAGENMENT DECISION
Finding: Weaknesses in Contract Oversight

Condition: Althongh no instances of wnauthorized disclosure or use of sensitive information
came to our atention during Whe audit, weaknesses in contract oversight limited the FDIC™s
assurance that proper safeguards were being taken to securely dispose of sensitive information.

Recommendation 1: That the Director, Division of Administration (DOAY) require that the
results of independent operational audits and recognized trade association certifications be
considered before approving conlractors and subcontractors to dispose of sensitive information
on behalf of the FOHC.

Management Response 1: DOA conenrs with this recommendation. .

Corrective Action: Although DOA agrees with the OIG recommendation, it is importent to
note that the atainment of an independent operational andit and trade certifications by Iron
Mountain {0M) was not a requiremeot of the current Contract. The current IM contracl was
scheduled to expire on July 31, 2006, but was extended to September 30, 2006, to allow
sufficient time to negotiate a new contract; therefore, DOA/ASE will not seck to modify the
current contract 10 include the recommended actions suggesled by the OIG. Instead, DOA/ASB
will consider the O1G's recommended actions in the negotiations that are in process with IM and
will look to incorporate them and any trade certifications as deened warranted into the new
contract, expected to be awarded by September 30, 2006. DOQA recognizes the need for
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audits/reviews that will review Lhe processes and procedures of contractors and subcontraclors in
the disposition of sensilive information. These periadic reviews, which will be conducted by the
FDIC Oversight Manager, will supporl compliance wilh the audit recommendation through the
use of NIST Special Publication {(SP) 800-53, Recommended Security Controls for Federal
Information Spstems, that federal agencies verify media destruction actions, as guidance.
Moreover, the auditing and review of the information disposal operations will provide FDIC with
the assurance Lhat sensitive hardeopy records and slecironic media are destroyed in a timely
manner by lrained and properly authorized personne! and in accordance the lemms of the conlrael.

In regard to contractors and subconl:actors being certified by a recognized trade association, IM
embers of two well-known industry lrade

~—JM is a leader in the industry and

conmders that lheir standasds are superior 1o those of NAID, M is currently in the process of

becoming 2 member of the Inlernational Standards Organization (IS0). IM plans to adopt ISO's
intemational standards of the industry lo maintain their superior position in the marketplace.
Given [M's plans, FDIC will require IM {o produce a comparison belwzgen their standards and
the NAID standards. FDIC will then determine if any signi ficant benefit exists for a cerlification
requirement. With regard to the subcontraclors, we will inguire if they are cerlified by a trade
association. However, we may be required 1o utilize subconiractors who may not be certified in

Some cages.

Date of completton: Seplember 30, 2006,

Recommendation 2: That the Director, DOA require lren Mountain to ensure that ail [irms

providing records disposal services on behalf of the FDIC under the Iron Mountain Contract
comply with the APM and Circular 1610.2, including provisions relating to integrity, finess,
custody of confidential information, FDIC approvals, and background investigations.

Management Response 2: DOA partially concurs with this recommendation.

Corrective Action; DOA is currently and has been in compliance with the APM and Circuiar
1610.2 for all key personnel working under ihe Contract. The FDIC is also it compliance with
the background investigation requirement for contracter and subcontracior intermittent personnel
as stated in Section §, paragraph 3 of Lhe Circular which stales, "This policy shall not apply to
Intermittent contractors who access FDIC facilities on an infrequent and geaerally
unscheduled basis,"

As parl of negotiations of the new contract, FDIC will require I to complete Integrity and
Fitness Cerlifications and Conlractor Representations and execute Conlidentiality Agreements
for both IM and all proposed subcontractors. With regard to background invesligations, IM will
be asked to provide evidence of their corporate process for reviewing the backgrounds for both
their own personnel and those of their subconiraclors that are not considered key personnel. In
addition, & provision will he added 1o the new contract requiring IM to develop a plan to ensure
that ail contractor and subcontracior personnel are in compliance with provisions relating to
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access and custody of confidential information, FDIC approvals, and background invesligations
as appropriale, relating 10 contractors and subcontractors ag defincd under Circular 1610.2.

Date of completion: September 30, 2006.

Recommendaton 3: That the Director, DOA establish in appropriate vontract documentation
clear expeclations regarding contractor and subconlractar oversight when execuling 2 new
contract for nationwide records management services.

Manngement Response 3: DOA concurs with this recorunendation.

Corrective Action:  An FDIC Site Review Plan will be included in negotiations of the new
contrzel and a provision will be included in the new IM contract 10 address coniractor and
suhconlractor oversight cxpectations. At this lime, the Program OfTice is in the process of
drafting a Site Review Plan Lhat will require the FDIC Oversight Manager or their
representatives to perform periodic inspections of IM’s performanee. This plan will include field
office locations and random sile visils to improve FDIC oversight of the IM Conlract 10 ensure
that controls designed in the Site Review Plan provide adequate safeguards for the disposal of
sensilive information. As slated in the APM, "a prime contraclor proposing the use of
subcontractors should complete a detailed subcontracting plan defining how the prime contractor
will ensure oversight and control of the subcontractor’s work.” Given this requirement, a
subcentracting plan requirement will be incomporated in the new IM contract and the Site Review
Plan will also consider pracedures (o evaluate IM’s adherence to its subcontracilor oversight plan.
The proposed actions will use NIST Special Publication (SP) 800-53, Recommended Security
Contrals for Federal Information Systems, es guidanee in verifying media destruclion actions.
Inspecting information disposal operations will provide assurance Lhat sensitive hardcopy records
and electronic media are destroyed in a timely manner by irzined and properly authorized
personnet and in accordance the lerms of the contract.

Date of completion: September 30, 20086,

Recommendation 4: That the Director, DOA perform periodic site inspeclions of the records
disposal process, as preseribed by the APM, to ensure that sensitive hardcopy records and
clectronic media are destroyed in a timely manner by trained and properly authorized personnel
and in accordance the terms of the Contract.

Magnagement Response 4: DOA concurs with this recommendation.

Corrective Action: FDIC's current standard procedure includes site visits by the FDIC
Oversight Manager (OM), utilizing a Site Visit Checklist which is used by the FRIC {OM) or
their representative on each site visit. After each site visit the OM or their representative
prepares dacuments and provides any recommended changes or improvements if necessary fo
IM. The OM under the new IM contract will conduct periedic site inspections of the records and
disposal process, As part of the inspeetion plan, the OM will be required lo evaluate Mg
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compliance with its subcontracling oversight plan. As stated in our response 1o
Recommendation 3 above, a subconlracting plan requirement will be discussed in negotiations
and the result included in Lhe new contract with 1M.

Date of completlon: September 30, 2006,

Finding: Subcontractor Cosis

Condition: The APM specifically states (hat prime conlractors are prohibited from secking
reimbursement of markups of any kind on subconlractor invoices without the approvol of the
Associate Directar, DOA, Acquisition Services Branch. We did not audit the amounts bitled to
the FDIC on Iron Mountain’s invoices. However, we noted (hat invoices submitted by Tron
Mountain did not identify subconlractor costs,

Recomniendation §: That the Director, DOA obtain and review Iron Mountain’s subconbactor
invoices and subcontracting agreements {if appropriate) refated 10 wark performed by Hanna and
Gemark to determine whether the invoices and agresments are consistent with the APM and Lhe
Tron Mountain Coniract.

Management Response 5: DOA concurs with this recommendation to review the invoices. This
is a firm-fixed-price Contract where scrvices are already known and they have reasonably
delinable functionat or detailed specifications with agreed-upon fixed unit prices for each of the
operational activitics defined under the Contraci. [M's agreed-upon fixed unit prices were
determined 1o be fair and reasonable for the services provided prior to award for the existing
contract and will be evalualed for reasonableness as part of the negotiations of the new contract.
Invoices for the current Contract have been reviewed and are in accordance with the terms and
conditions of the Contract and current policy.

Corrective Action: None

Finding: Identiftcation of FDIC Records Management Contractars

Condition: it is critical that the FDIC ensure that all of its records manngement contraclors and ;
subcontractors comply with the APM by protecting the FDIC's interests in such areas as privacy, S
confidentiality, integrity, and fitness. The planned renewal of the Iron Mountain Contract in July
2006 provides the FDIC an opportunity 1o ensure such protections are in place at nil FDIC
locations.

Recommendation 6: That the Director, DOA develop a complete inventory of contractors and
subcontractors providing records management services on behalf of the FDIC a1 afl headquaders,
regional, area, and field office locations and take appropriate steps (where necessary) to protect
the FDIC’s inferests, particularly in the areas of privecy, confidentiality, integrity, and fitness.

Management Response 6: DOA concurs with this recommendation,

This Report Contains Confidential Information
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APPENDIX 11X

Corrective Action: All subcontractors will be identified and inventoried during negotiations of
Lhe new conlract with IM and all appropriale documents and procedures will be executed before
Lhe award of the new conlract. This audit recormnendation will be discussed as part off
negatiations and the necessary requirements will be put in place to ensure that the FDIC's
interest in the area of privacy, confidentiality, integrity and ftness are protecled and included in
the new IM contract.

Date of completion: September 30, 2006.
il you have any queslions regarding this responsc, FDIC’s point of vontact for this matter is

Andrew Nickle, Mr. Nickle can be reached at (703) 562-2126.

c¢: Ann Bridges Stecly
Michael Rubino
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MANAGEMENT RESPONSE TO RECOMMENDATIONS

ATPENDIX IV

This table presents the management response on the recommendations in our report and the status of the recommendations as of the
date of report issuance.

Rec.
Number

Corrective Action: Taken or Planned/Status

Expected
Completion Date

Monetary
Benefits

Resolved:™
Yes or No

Open
or
Closed”

DOA will consider independent operational
audits and trade certifications as part of its
ongoing contract negotiations with [ron
Mountain and incorporate such requirements
into a new contract, as warranted. Also, DOA
will evaluate the results of a comparison
between Tron Mountain’s disposal standards and
NATD standards. In addition, DOA will include
guidance on the need to consider operational
audits and trade certifications in its records
management manual currently under
development.

September 30, 2006

N/A

Yes

Open

Fou ]

DOA will require integrity and fitness
certifications, contractor representations and
certifications, and confidentiality agreements for
Iron Mountain and its proposed subcontractors.
Also, DOA will review Iron Mountain’s
background investigation processes for its
personnel and proposed subcontractor
personnel, In addition, DOA will require Iron
Mountain to develop a plan to ensure
compliance with FDIC policy regarding custody
of confidential information, FDIC approvals,
and background investigations. Subsequent to
our field work, DOA elevated the risk-level

September 30, 2006

N/A

Yes

Open
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APPENDIX IV

designation of the Iron Mountain contract from
low to moderate which will provide greater
assurance that security oversight of the contract
is adequate.

3 DOA will develop a site review plan and September 30, 2006 N/A Yes Open
subcontracting plan that address contract
oversight expectations for the Iron Mountain
contract.

4 The FDIC Oversight Manager will conduct September 30, 2006 N/A " Yes Open
periodic site inspections of Iron Mountain’s
disposal operations.

5 DOA has determined that prior invoices September 30, 2006 N/A Yes Open “
submitted by Iron Mountain are consistent with
the requirements of the APM. DOA
management officials also stated that the site
review plan and subcontracting plan described
in responsc to Recommendation 3 would
provide added assurance that subcontractor
services are performed consistent with the terms
of the contract.

6 DOA will develop an inventory of all September 30, 2006 N/A Yes Open
contractors and subcontractors providing
records disposal services on behalf of the FDIC.

St

? Resolved — (1) Management concurs with the recomimendation, and the planned corrective action is congistent with the recommendation.
{2) Management does not concur with the recommendation, but planned alternative action is acceptable to the OTG.
(3) Management agrees to the OIG monetary benefits, or a different amount, or no ($0) amount. Monetary benefits are considered resolved as long
as management provides an amount.

* Once the OIG determines that the agreed-upon corrective actions have been completed and are effective, the recommendation can be closed.
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FDIC

Federal Deposit Insurance Corporation
3501 Fairfax Drive, Arlington, VA 22226 Office of Inspector General

DATE: March 23, 2012

MEMORANDUM TO: Board of Directors
Audit Committee

FROM: Jon T. Rymer
Inspector General

SUBJECT: The National Owned Real Estate Management and Marketing
Services Contract with CB Richard Ellis, Inc.
(Report No. EVAL-12-003)

The attached report presents the results of the Office of Inspector General’s audit of the National
Owned Real Estate Management and Marketing Services Receivership Basic Ordering
Agreement (ORE RBOA), contract RECVR-08-G-0151, which we performed in response to an
FDIC management request. Our objectives were to determine whether costs that CB Richard
Ellis, Inc. (CBRE) billed the FDIC under the ORE RBOA were supported adequately, consistent
with the terms and conditions of the contract, allowable, and reasonable.

We determined that a preponderance of CBRE’s claims paid by the FDIC from contract
inception through July 31, 2011 were adequately supported, consistent with the terms and
conditions of the contract, allowable, and reasonable. We identified $42,015 (1 percent of
amounts tested) in claims that were not consistent with the contract terms. In addition, based on
the statistical sampling methodology we employed, we estimated that there is a 90-percent
probability that the actual amount that the FDIC paid for CBRE claims that were not consistent
with the contract terms or were not adequately supported would not be less than $398,227, and
that the actual amount of costs not adequately supported would not be less than $57,226. We
made recommendations that management disallow the $42,015 in claims we determined through
testing were inconsistent with contract terms and consider disallowing the statistically-projected
questioned amounts. Management’s response adequately addressed our recommendations. We
also included a number of observations regarding opportunities to enhance the economy,
efficiency, and effectiveness of similar existing or future FDIC contracts.

We do not intend to publicly release the report in its entirety and distribution is for official
use only. We will, however, post the Executive Summary on our public Web site. We
request that you safeguard the contents of the report accordingly.

If you have any questions, please call me at (703) 562-2166 or Stephen M. Beard, Deputy
Inspector General for Audits and Evaluations, at (703) 562-6352.

Attachment
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FDIC

Federal Deposit Insurance Corporation Office of Audits and Evaluations
3501 Fairfax Drive, Arlington, VA 22226 Office of Inspector General
DATE: March 23, 2012

MEMORANDUM TO: Arleas Upton Kea, Director
Division of Administration

Bret D. Edwards, Director
Division of Resolutions and Receiverships

FROM: Stephen M. Beard
Deputy Inspector General for Audits and Evaluations

SUBJECT: The National Owned Real Estate Management and Marketing
Services Contract with CB Richard Ellis, Inc.
(Report No. EVAL-12-003)

This report is provided in response to your request that we audit the FDIC’s contract for owned
real estate management and marketing services with CB Richard Ellis, Inc. (CBRE). We found
that a preponderance of CBRE’s claims paid by the FDIC from contract inception through

July 31, 2011 were adequately supported, consistent with the terms and conditions of the
contract, allowable, and reasonable. We made two recommendations for the FDIC to disallow
questioned claims that we identified during our testing and a third recommendation to consider
disallowing statistically-projected questioned amounts. We also included a number of
observations regarding opportunities to enhance the economy, efficiency, and effectiveness of
similar existing or future FDIC contracts. Our evaluation of your response to a draft of this
report is incorporated into the body of the report. Your response was sufficient to resolve the
recommendations. In addition, we acknowledge and summarize CBRE’s response to sections of
the draft report specifically involving claims reviewed and amounts questioned.

Consistent with the OIG’s established approach to the Corrective Action Closure (CAC) process,
the OIG plans to limit its review of CAC documentation to those recommendations that we
determine to be particularly significant. Such determinations will be made when the Division of
Finance, Corporate Management Control (CMC) advises us that corrective action for a
recommendation has been completed. Recommendations deemed to be significant will remain
open in the OIG’s System for Tracking and Reporting (STAR) until we determine that corrective
actions are responsive. All other recommendations will be closed in STAR upon notification by
CMC that corrective action is complete but remain subject to follow-up at a later date.

We do not intend to publicly release the report in its entirety and distribution is for official
use only. We will, however, post the Executive Summary on our public Web site. We
request that you safeguard the contents of the report accordingly.
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If you would like to discuss this report, please contact E. Marshall Gentry, Assistant Inspector
General for Evaluations, at (703) 562-6378 or A. Michael Stevens, Evaluations Manager, at
(703) 562-6381. We appreciate the courtesies extended to the audit staff.

Attachment

cc: Thomas D. Harris, Deputy Director, Acquisition Services Branch, DOA
Gail Patelunas, Deputy Director, Receivership Operations Branch, DRR
James H. Angel, Jr., Deputy Director, Corporate Management Control, DOF
Daniel Bendler, Chief, Management Support Section, DOA
Steven K. Trout, Manager, Internal Review Section, DRR
Howard Cope, Manager, Internal Review Section, DRR
David Chapman, Chief Statistician, Data Applications Section, DIR
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This report contains sensitive
information and is for official use only.
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Executive Summary

RS The National Owned Real Estate
Office of \\—‘/ Management and Marketing Services Contract

I t G -y | with CB Richard Ellis, Inc.
nspec Or enera Report No. EVAL-12-003

March 2012
Why We Did The Audit

FDIC management requested and the FDIC Office of Inspector General (OIG) completed an audit to
determine whether costs that CB Richard Ellis, Inc. (CBRE), billed the FDIC under contract
RECVR-08-G-0151, the National Owned Real Estate Management and Marketing Services Receivership
Basic Ordering Agreement (ORE RBOA), were supported adequately, consistent with the terms and
conditions of the contract, allowable, and reasonable.

To achieve our objective, we tested a statistically valid selection of the universe of CBRE invoices under
this contract that the FDIC paid from contract inception through July 31, 2011.

Background

The FDIC’s Division of Resolutions and Receiverships (DRR) sought contractor services to assist in the
acquisition, management, research and preparations for marketing, and ultimate sale of owned real estate
property that the FDIC acquires as receiver of failed financial institutions. In November 2008, the FDIC
executed RBOA contract RECVR-08-G-0151, effective November 14, 2008, with CBRE. The initial
term of the ORE RBOA was 3 years with three options, each to extend the contract for 2 years. CBRE
and the FDIC agreed in August 2011 to terminate the ORE RBOA. The FDIC’s plan to transition ORE
assets to other RBOA contractors was completed at the end of December 2011.

Among other things, the ORE RBOA required the contractor to

¢ atall times act in good faith and in the best interests of the FDIC, and use its best efforts and exercise
all due care and sound business judgment in performing its duties under the RBOA;

e maintain books, records, documents, and other evidence sufficient to reflect properly all costs claimed
to have been incurred in performing the contract; and

¢ make available records relating to the work terminated for 3 years after any resulting final settlement.

We determined that the FDIC paid CBRE $108,319,278 (not including funding advances, which we
excluded from our testing) for contract services and pass-through asset-level expense reimbursements
from contract inception through July 31, 2011. The invoices comprising that amount represent our
sample universe.

Audit Results

Based on a review of a statistically valid sample of invoice line items, we determined that a
preponderance of CBRE’s claims paid by the FDIC from contract inception through July 31, 2011 were
adequately supported, consistent with the terms and conditions of the contract, allowable, and reasonable.
Of $4,094,787 tested from 1,623 sampled claims, we found $42,015 (1.03 percent of amounts tested) in
129 claims (7.95 percent of the number of claims tested) that were not consistent with the contract terms
in the four types of invoices that we reviewed. We found the following among the four types of claims
that we tested:
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o Asset Management Fees — We tested 587 claims totaling $538,464. We found that CBRE claimed
and the FDIC paid $6,969 (1.29 percent) in asset management fees that were not consistent with the
contract terms.

¢ Pass-Through Expenses — We tested claims for 718 assets that comprised 2,283 individual bills
(which is actually an indeterminately greater number because the detailed data that CBRE provides to
the FDIC rolls up certain expenses that are contained on multiple bills). Claims tested totaled
$1,345,397. We found that CBRE claimed and the FDIC paid $7,140 (0.53 percent) more than
appropriate per the contract, which includes both incorrect and unsupported claims.

e Labor and Travel Expenses — We tested 163 claims totaling $1,965,317. We found that CBRE
claimed and the FDIC paid a net of $30,996 (1.58 percent) that was not consistent with the contract
terms, which includes both incorrect and unsupported claims.

o  Other Expenses — We tested 69 other expense invoices (those not falling into one of the three areas
above) in their entirety comprising $245,609 in total claims. We found that, netting overcharges with
undercharges, CBRE could have but did not claim $3,090 (1.26 percent) more than the FDIC paid for
other expenses.

Based on our testing a statistically valid sample of items that CBRE claimed and the FDIC paid in that
period, we calculated an unbiased projection of questioned costs to be $742,558 (0.69 percent of the
sample universe). In addition, we estimated that there is a 90-percent probability that the actual amount
of CBRE claims that should be questioned would not be less than $398,227, and that the actual amount of
costs not adequately supported would not be less than $57,226. These projections reflect certain instances
in which CBRE could have but did not make allowable claims.

We made three recommendations for the FDIC to disallow components of the questioned claims. We
plan to report $398,227 as total questioned costs, and report $57,226 as unsupported costs in the OIG’s
next Semiannual Report to the Congress. The amount ultimately disallowed by the FDIC could change
based on final management decisions after evaluating the findings and recommendations included in the
report.

In addition, we are including a number of observations, while neither within the scope nor fully evaluated
as part of this audit, regarding opportunities to enhance the economy, efficiency and effectiveness of
similar existing or future FDIC contracts.

Management Comments

The Directors of the Division of Administration and the Division of Resolutions and Receiverships jointly
provided a written response, dated March 6, 2012, to a draft of this report. In the response, the Directors
concurred with the two recommendations to disallow questioned costs that were not consistent with the
contract terms, net of claims that CBRE could have but did not make, and that CBRE could not
adequately support as consistent with the contract terms. Regarding the third recommendation, the
Directors acknowledged that the projected questioned costs may be statistically valid, but decided not to
pursue collection of projected questioned costs based on the low error rate in the sample and the
probability that collection costs would exceed recoveries.
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We also provided CBRE with sections of the draft report specifically involving claims reviewed and
amounts questioned. In a letter to our office responding to the report, CBRE acknowledged the audit
results, but requested that language in the report associated with unsupported expenses and questioned
claims be clarified. Further, CBRE questioned whether statistical projections were appropriate
considering the firm used prudent judgment and acted in good faith and in the best interests of the FDIC
in performing its duties under the ORE RBOA. We considered CBRE’s comments in finalizing our
report.

Because this report includes sensitive information, we do not intend to publicly release the report in its
entirety. We will, however, post this Executive Summary to our public Web site.
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FDIC

Federal Deposit Insurance Corporation Office of Audits and Evaluations
3501 Fairfax Drive, Arlington, VA 22226 Office of Inspector General
DATE: March 23, 2012

MEMORANDUM TO: Arleas Upton Kea, Director
Division of Administration

Bret D. Edwards, Director
Division of Resolutions and Receiverships

FROM: Stephen M. Beard
Deputy Inspector General for Audits and Evaluations

SUBJECT: The National Owned Real Estate Management and
Marketing Services Contract with CB Richard Ellis, Inc.
(Report No. EVAL-12-003)

FDIC management requested and the FDIC Office of Inspector General (OIG) completed
an audit to determine whether costs that CB Richard Ellis, Inc. (CBRE), billed the FDIC
under contract RECVR-08-G-0151, the National Owned Real Estate Management and
Marketing Services Receivership Basic Ordering Agreement (ORE RBOA), were
supported adequately, consistent with the terms and conditions of the contract, allowable,
and reasonable.

To achieve our objective, we tested a statistically valid selection of the universe of
invoices under this contract that the FDIC paid from contract inception through July 31,
2011. Appendix 1 presents additional details on our objective, scope, and methodology.
Appendix 2 describes our statistical sampling methodology.

BACKGROUND

The FDIC’s Division of Resolutions and Receiverships (DRR) sought contractor services
to assist in the acquisition, management, research and preparations for marketing, and
ultimate sale of owned real estate property that the FDIC acquires as receiver of failed
financial institutions. Due to the widely varying size and types of assets from failed
institutions, scalability and flexibility of the contractor’s workforce was essential.

On November 13, 2008, the FDIC executed RBOA contract RECVR-08-G-0151,
effective November 14, 2008, acting as receiver for various institutions and in its
corporate capacity with CBRE, a Delaware corporation with a principal place of business
in Washington, D.C. The ORE RBOA provided for services to assist the FDIC in the

Sensitive Information — For Official Use Only
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identification, acquisition, managing, and marketing (sales and disposition) activities of

all ORE assets.

Among other things, the ORE RBOA required the contractor to

e at all times act in good faith and in the best interests of the FDIC, and use its best
efforts and exercise all due care and sound business judgment in performing its

duties under the RBOA;

e maintain books, records, documents, and other evidence sufficient to reflect
properly all costs claimed to have been incurred in performing the contract; and

¢ make available records relating to the work terminated for 3 years after any

resulting final settlement.

We determined that the FDIC paid CBRE $108,319,278 from contract inception through
July 31, 2011, not including funding advances' to bank accounts that CBRE would use to
pay expenses allowed under the contract. We excluded invoices for funding advances
from our testing because the actual expenses claimed from the advances would be tested
by our sample of remaining invoices and amounts that the FDIC paid. Our audit applied
a statistical sampling methodology with reasonable target precision to allow us to project
our results across the universe of invoices that the FDIC paid CBRE under the contract
through July 31, 2011. Those invoices represent our universe as shown in Table 1.

Table 1: Contract Invoices Paid by the FDIC through July 31, 2011

Invoice Type Number Value Tested Sampled Value

Asset Management Fees 1,376 $25.874,899 61 $538,464
Pass-Through Expenses 1,410 $75,625,827 63 $1,345,397
Labor and Travel Expenses 172 $5,312,234 73 $1,965,317
Other Expenses* 269 $1,506,318 69 $245.,609
Invoices Eligible for Testing 3,227 $108.,319,278 266 $4.094,787

Source: OIG analysis of a DRR data extract from the FDIC’s New Financial Environment.
Other expenses invoices are those that were not one of the three other invoice types.

The initial term of the ORE RBOA was 3 years with three options, each to extend the

contract for 2 years. |(0)4).(0b)(5)

(b)(4),(b)(®)

[(b)(4),(0)(B)
RB

(b)(4),(b)(®) The FDIC and CBRE {(b)(4),(b)(5)

|and agreed to terminate the ORE

OA. The FDIC’s plan to transition ORE assets to other RBOA contractors was

completed at the end of December 2011.

' The audit also excluded $1,010,984 paid for pass-through expenses based on incorrectly classifying the

invoice as a funding advance.

2
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We determined that a preponderance of CBRE’s claims paid by the FDIC from contract
inception through July 31, 2011 were adequately supported, consistent with the terms and
conditions of the contract, allowable, and reasonable. Of $4,094,787 tested from 1,623
sampled claims, we found $42,015 (1.03 percent of amounts tested), including $19,462 in
costs the audit determined to be inadequately supported, in 129 claims (7.95 percent of
the number of claims tested) that were not consistent with the contract terms in the four
types of invoices that we reviewed.” Based on testing a statistically valid sample of items
that CBRE claimed on invoices that the FDIC paid from contract inception through July
31, 2011,° we calculated an unbiased projection of the questioned costs for the audit
universe (claims that CBRE made and the FDIC paid from contract inception through
July 31, 2011) to be $742,558. In addition, we estimated that there is a 90-percent
probability that the actual amount that the FDIC paid for CBRE claims that were not
consistent with the contract terms or were not adequately supported would not be less
than $398,227.* The projection incorporates our findings that, in some cases, CBRE
could have but did not make some claims.

Table 2 summarizes our testing and results, which are explained more fully in subsequent
sections of this report.

Table 2: Claims Tested and Amounts Questioned

Number Amount of Amounts Tested Projected

of Claims | Exceptions to ORE | Inadequately | Amounts Questioned
Invoice Type Tested RBOA Criteria Supported | Questioned Costs
Asset
Management Fees 587 $6,969 n/a $6,969 $320,770
Pass-Through
Expenses 718 $2.650 $4.490 $7.140 $340,748
Labor and Travel
Expenses 163 $16,024 $14,972 $30,996 $93,084
Other Expenses 155 ($3,090) n/a ($3,090) ($12,044)
Total 1,623 $22,553 $19,462 $42,015 $742,558

Source: OIG testing and analysis, with projections from DIR.

Asset Management Fees

We randomly selected 61 asset management fee invoices. From those, we randomly
selected 587 individual claims that totaled $538,464.

(b)(4),(b)(®)

~ Our statistical sampling methodology was developed in consultation with the Division of Insurance and

Research’s (DIR) Data Applications Section and is described i
* Because the audit found no exception with any issue that the

detail in Annendix 2

(b)(4),(b)(®)

(b)(4),(b)(®)

3
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We found that CBRE incorrectly claimed and the FDIC paid $6,969 (1.29 percent) of the
tested asset management fee claims, net of claims CBRE could have but did not make.
Based on those results, we projected the questioned costs of the universe for asset
management fees to be $320,770. Amounts questioned included:

¢ 11 billing errors totaling $14,797 (2.75 percent) that CBRE corrected prior to
audit; and

¢ 8 billing errors totaling $2,692 (0.50 percent) related to an FDIC duplicate
payment that CBRE repaid prior to the audit.

In addition, our testing found the following amounts that the FDIC paid for CBRE claims
that were not consistent with the contract terms:

(b)4)

Pass-Through Expenses

We randomly selected 63 pass-through expense invoices. From those, we randomly
selected 718 claims that totaled $1,345,397.

We found that $2,650 (0.20 percent) of the tested CBRE pass-through expense claims
that FDIC paid were not consistent with the contract terms. In addition, we found that,
although required by the contract, CBRE could not adequately support an additional
$4,490 (0.33 percent) of pass-through expense claims it made and that the FDIC paid.
Therefore, overall, we found that the FDIC overpaid $7,140 (0.53 percent) of tested pass-
through expenses. Based on those results, we projected the questioned costs of the
universe for pass-through expenses to be $340,748.

We determined that the following claims that CBRE made and the FDIC paid were not
reasonable pass-through expenses:

4
Sensitive Information — For Official Use Only
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CBRE submitted and the FDIC paid three claims of $350, $1,600, and $2,540
purportedly for|(P)4) lexpenses that
comprised the $4,490 that CBRE could not adequately support. As noted previously, the
ORE RBOA requires CBRE to maintain and make available books, records, documents,
and other evidence sufficient to reflect properly all costs claimed to have been incurred in
performing the contract.

Labor and Travel Expenses

We randomly selected 75 labor and travel expense invoices. Two of the 75 invoices were
misclassified and we tested those with other expense invoices. From the remaining 73
invoices, we randomly selected 163 individual labor and travel claims that totaled

$1,965,317.

We found that $16,024 (0.82 percent) of the tested labor and travel expense claims that
CBRE made and the FDIC paid were not consistent with the contract terms, net of claims
CBRE could have but did not make. In addition, we found that, although required by the
contract, CBRE could not adequately support an additional $14,972 (0.76 percent) of
labor and travel expense claims it made and that the FDIC paid. Therefore, overall, we
found that the FDIC overpaid $30,996 (1.58 percent) of tested labor and travel expenses.
Based on those results, we projected the questioned costs of the universe for labor and
travel expenses to be $93,084.

(b)4)

Claims that were not consistent with the contract terms included

(b)4)

5
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addition, the following are the most significant exceptions that we found to ORE RBOA
criteria:

(b)4)

The following were labor and travel expense claims that CBRE could not adequately
support:

(b)4)

6
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Other Expenses

We randomly selected 69 other expense invoices that comprised 155 individual claims
that totaled $245,609.

We found that $911 (0.37 percent) of tested other expense claims that CBRE made and
the FDIC paid were not consistent with the contract terms. However, we also found that
CBRE could have but did not claim other expenses totaling $4,000 (1.63 percent).
Therefore, overall, we found that the FDIC underpaid $3,089 (1.26 percent) of tested
other expense claims. Based on those results, we projected the questioned costs of the
universe for other expenses to be a negative $12,044.

We determined that CBRE made and the FDIC paid the following claims that were not
consistent with the contract terms:

(b)4)

Those incorrect claims were more than offset by claims that CBRE could have but did

not make for the |(b)(4)

(b)4)

RECOMMENDATIONS

We recommend that the FDIC:

1. Disallow $22,553 for amounts that CBRE claimed and the FDIC paid that
were not consistent with the contract terms, net of claims that CBRE could
have but did not make;

2. Disallow $19,462 that CBRE claimed and the FDIC paid that CBRE could not
adequately support as consistent with the contract terms; and

-
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3. Consider disallowing an additional $356,212, which represents the statistically
valid minimum of projected questioned costs of $398,227 less $42,015 in
questioned costs identified through items tested.

Appendix 3 of this report explains the OIG’s monetary benefit terms and a summary of
the questioned costs identified in this audit.

OBSERVATIONS REGARDING OPPORTUNITIES TO ENHANCE
SIMILAR CONTRACTS

(b)(5)

8
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MANAGEMENT COMMENTS AND OIG EVALUATION

On March 6, 2012, the Directors of the Division of Administration (DOA) and DRR
jointly responded to a draft of this report. In their response, they concurred with the first
two recommendations: (1) to disallow questioned costs that were not consistent with the
contract terms, net of claims that CBRE could have but did not make; and (2) to disallow
questioned costs that CBRE could not adequately support as consistent with the contract
terms. Regarding the third recommendation, the Directors acknowledged that the
projected questioned costs may be statistically valid and stated that management decided
not to pursue collection of projected questioned costs based on the low error rate in the
sample and the probability that collection costs would exceed recoveries. Appendix 4
presents FDIC management’s response in its entirety.

After we issued our draft report, we determined that adjustments were needed in our
estimates of the minimum actual amounts that the FDIC paid for CBRE claims that were
not consistent with the contract terms, and of costs not adequately supported. We
corrected those estimates in the final report. We advised the Directors of DOA and DRR
of the revised estimates and they considered them in providing their written response to
the report.

We consider management’s response sufficient to resolve the recommendations. In
addition, with regard to the observations included in the report, an FDIC official advised
us that DOA and DRR are reviewing the contract and associated processes to implement
any changes as appropriate.

In addition to discussing and resolving findings directly with CBRE throughout the audit,
CBRE reviewed sections of the draft report specifically involving claims reviewed and
amounts questioned. In a letter to our office dated February 28, 2012, CBRE endorsed
the audit’s core finding that a preponderance of claims paid by the FDIC from contract
inception through July 31, 2011 conformed to contract terms. In addition, CBRE
questioned whether statistical projections of the questioned costs were appropriate given
the firm’s belief that it had made prudent business judgments and acted in good faith and
in the best interests of the FDIC in performing its duties under the ORE RBOA, and
exercised all due care and sound business judgment in performing its duties. Further,
CBRE requested that language in the report associated with unsupported expenses and
questioned claims be clarified. We considered CBRE’s comments in finalizing this
report.
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Appendix 1

Objective, Scope, and Methodology

Objective

The objective of our audit was to determine whether costs that CBRE billed the FDIC
under contract RECVR 08-G-0151, the ORE RBOA, were adequately supported,
consistent with the terms and conditions of the contract, allowable, and reasonable.

We conducted this audit from August 2011 to January 2012 in accordance with generally
accepted government auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis
for our findings and conclusions based on our audit objective. We believe that the
evidence obtained provides a reasonable basis for our findings and conclusions based on
our audit objective.

Scope and Methodology

To accomplish our objective, we:

e Reviewed relevant records and files, including the ORE RBOA contract and
select modifications, prior OIG audit or evaluation work relating to the ORE
RBOA, and the DRR Asset Resolution Manual.

e Met with appropriate DOA and DRR officials to discuss the audit objective, status
of the contract, and the FDIC’s relationship with CBRE and to consider any of the
FDIC officials’ specific concerns.

e Consulted with DIR staff to develop a statistical sampling methodology with
reasonable target precision to allow projections across the universe of task orders,
properties, invoices, and/or total amounts billed and paid under the RBOA. (See
below and Appendix 2.)

e Met with CBRE officials to gain a basic understanding of CBRE billing
procedures and controls.

e Determined the number of invoices and the amounts the FDIC paid under the
RBOA from contract inception through July 3, 2011, and stratified the universe
based on invoice number coding into four groups: asset management fees, labor
and travel expenses, pass-through expenses, and other expenses (those invoices
that did not fall into the other three strata).

e Randomly selected a statistically valid sample of invoices to confirm relevant data
and address the audit objective.

e Reviewed FDIC Contractor Travel Reimbursement Guidelines and the United
States General Services Administration nightly lodging allowance.
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Appendix 1

Objective, Scope, and Methodology

FDIC staff not employed by the OIG supported this audit. A DRR internal review
specialist provided technical advice and worked as an audit team member during audit
planning and testing. In addition, a DIR statistician served as a specialist to the audit to
develop the statistical sampling plan detailed in Appendix 2, advise the audit team on
implementing the sampling plan, and perform the analysis included in this report
projecting the results of audit testing to the universe of invoices paid under the contract
from contract inception through July 31, 2011. While these DRR and DIR staff members
supported the audit, throughout the audit, the OIG remained responsible for all decisions
regarding the scope, methodology, and reporting of audit results.

Internal Control, Reliance on Computer-processed Information, Performance
Measurement, and Compliance with Laws and Regulations

Consistent with the stated objective, we did not assess the FDIC’s or CBRE’s overall
internal control or management control structure beyond what we include in this report.
We obtained data from the FDIC’s and CBRE’s information systems; however, we did
not assess the effectiveness of information system controls.

The Government Performance and Results Act of 1993 (the Results Act) directs
Executive Branch agencies to develop a customer-focused strategic plan, align agency
programs and activities with concrete missions and goals, and prepare and report on
annual performance plans. Such an assessment was not part of this audit’s objectives.
Program audits of FDIC operations review the FDIC’s compliance with the Results Act.

A wide range of potential risks for fraud exist with any contract. Key fraud risks related
to this audit include false claims by the contractor or subcontractors whose expenses are
passed through to the FDIC, or duplicate claims by or payments to CBRE. We assessed
the risk of fraud and abuse related to our objective in the course of evaluating audit
evidence.
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Appendix 2

Statistical Sampling Methodology

Audit Universe

The universe for this audit was all invoices that CBRE submitted to the FDIC that the
FDIC paid under the contract through July 31, 2011. We identified those invoices from
data provided by the DRR’s Business Operations Support Section, which provided a
database of invoices based on queries they run routinely. There were no CBRE invoices
paid in 2008. DRR provided the data in four Microsoft Excel files listing CBRE invoices
paid in 2009, 2010, January-February 2011, and March-July 2011.

The audit universe provided by DRR consisted of 3,260 invoices that the FDIC paid to
CBRE from contract inception through July 31, 2011. We separated the universe into
four strata (or types) based on the type of invoice, which we determined from the invoice
numbering system used for this contract. Our four strata were invoiced claims for:

e Asset management fees, which are the charges that CBRE was entitled to claim
based on the type, value, term of management, and other factors.

e Pass-through expenses, which are costs related to managing assets that CBRE
incurred and paid for through bank accounts the FDIC established and for which
CBRE submitted invoices to replenish those bank accounts.

e Labor and travel expenses, which are costs for personnel and travel expenses
permitted under the contract.

e Other expenses, which comprise invoices not in the other three strata and include
a range of asset management-related expenses and other costs the FDIC incurred
under the contract, including the advance of funds to bank accounts for pass-
through expenses.

We determined that 33 of the other expense invoices were for funding advances. We
excluded those from our universe because the actual expenses claimed from those

advances would be tested by our sample of remaining invoices and amounts that the
FDIC paid.

Sample Design

We consulted with the DIR Data Applications Section to identify a means to sample the
available data—paid invoices—statistically. As detailed below, the audit used a
randomly selected two-stage stratified sample except for other expense invoices where
the audit used a randomly selected single-stage sample. The sampling plan was designed
so that, within “round-off error,” items within each stratum have the same probability of
selection.
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Appendix 2

Statistical Sampling Methodology

Our purpose was to conduct variable sampling that would allow us to estimate the
quantity of overpayment in dollars in the universe of payments that the FDIC made to
CBRE under contract RECVR-08-G-0151, the ORE RBOA.

Two-stage sampling was accomplished by a random selection of invoices at the first
stage, followed by a random selection of line items within invoices at the second stage.
The two stages of selection were conducted separately within either two or three substrata
defined within each of the four primary strata (except for the other expenses stratum).
The labor and travel expenses and pass-through expenses strata were segmented into
large- and small-dollar- invoice substrata. The asset management fees stratum was
separated into three substrata, defined by large-, medium-, and small-dollar-value
invoices.

We executed the sampling plan in a manner that allowed for additional testing, if desired.
Sample Unit

For other expense invoices, we used a single-stage sample by randomly sampling
invoices and testing all the line items on each selected invoice. For the other three strata,
we applied two-stage sampling where the invoices were the primary sampling unit and
the specific billing lines on the invoices were the secondary sampling unit.

What the specific billing lines on the invoices represented varied depending on the type
of invoice. For labor and travel expense invoices, a billing line was a travel claim for an
individual. For asset management fee invoices, a billing line was the fee charged for one
asset (individual property or group of properties, based on the contract) in the invoice
month. For pass-through expense invoices, a billing line was the total expenses claimed
for an individual asset in one month.

Sample Size

We estimated our target total sample size considering time and resources available;
precision targets for estimating universe totals; DRR’s Internal Review testing experience
and results; limited, high-level review of some invoices; and a rough estimate of total
billing lines for invoices in each stratum from a judgmental test sample of 15-18 invoices
from each stratum. Based on these factors, it was decided to select a total sample of
between 1,500 and 2,000 billing lines. Where our initial estimates of the average number
of billing lines per invoice for a stratum varied significantly from actual results from the
sample, we worked with the statistician and adjusted, before testing, the target sample
size and the overall sampling rate for a stratum or substratum.

Source of Random Numbers for Sample Selection

The audit generated random numbers from the Defense Contract Audit Agency’s
(DCAA) EZ Quant (Version 1.1.1) Statistical Analysis Software, which has a random
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Appendix 2

Statistical Sampling Methodology

number generator function. DCAA developed and tested EZ-Quant for use in its audit
processes. It is freeware, and its use and copying is unrestricted.

Characteristics Measured

The purpose of this audit’s samples was to determine the extent of overpayments (or, if
negative, underpayments) resulting from inadequate support or noncompliance with
contract terms. Issues that|(b)(4)v(b)(5) |
|(0)(4),(b)(5) |were
treated as complying with contract terms.

Testing was done on the four strata of expenses and varied among the strata. For
example, testing for asset management fees determined whether charges were correct for
the property type and value, while testing for pass-through expenses determined that
there was sufficient supporting documentation for the expenses and that the expenses
were reasonable and appropriate under the contract. Within each stratum, testing was
conducted consistently among all audit team members by using standardized data
collection instruments.
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Appendix 3

Explanation of Monetary Benefit Terms and Monetary Results

The Inspector General Act of 1978, as amended, (1) defines the terminology associated
with monetary benefits identified by auditors and (2) establishes the reporting
requirements for the identification and disposition of questioned costs in audit reports. In
addition, the explanations provided below indicate that the process for actual recovery of
questioned costs involves various stages, evaluations of factors, and decision-making
processes. The following defines the key terms associated with monetary benefits and
explains how they relate to each other.

e First, auditors may identify “questioned costs” based on an alleged violation of a
provision of a law, regulation, contract, grant, cooperative agreement, or other
agreement or document governing the expenditure of funds. In addition, a
questioned cost may be a finding in which, at the time of the audit, a cost is not
supported by adequate documentation (i.e., unsupported questioned cost); or a
finding that the expenditure of funds for the intended purpose is unnecessary or
unreasonable. It is important to note that the OIG does not always expect to
recover 100 percent of all questioned costs.

e The next step in the process of making a decision about questioned costs is a
“management decision.” This is the final decision issued by management after
evaluating the finding(s) and recommendation(s) included in an audit report. The
management decision must specifically address the questioned costs by either
disallowing or not disallowing these costs. A “disallowed cost” is a questioned
cost that management, in a management decision, has sustained or agreed should
not be charged to the government.

e Once management has disallowed a cost and, in effect, sustained the auditor’s
questioned costs, the last step in the process takes place which culminates in the
“final action.” This is the completion of all actions that management has
determined are necessary to resolve the findings and recommendation included in
an audit report. Typically, in the case of disallowed costs, management will
evaluate factors beyond the conditions in the audit report, such as qualitative
judgments of value received or the cost to litigate, and decide whether it is in the
FDIC’s best interest to pursue recovery of disallowed costs.

Based on observed results from testing a statistically valid sample of items that CBRE
claimed on invoices that the FDIC paid from contract inception through July 31, 2011,
summarized in Table 2 in the body of this report, we calculated an unbiased projection of
questioned costs to be $742,558. In addition, we estimated that there is a 90-percent
probability that the actual amount that the FDIC paid for CBRE claims that were not
consistent with the contract terms or were not adequately supported would not be less
than $398,227.° This projection reflects our findings that CBRE could have but did not
make some claims.

> As noted in Appendix 1, a DIR statistician, serving as a specialist to the audit, performed the analysis
projecting the testing results to the audit universe.

17
Sensitive Information — For Official Use Only



Page 26

Appendix 3

Explanation of Monetary Benefit Terms and Monetary Results

Our presentation of statistical projections in this report was consistent, to the extent
possible, with DCAA’s Guidance on Variable Sampling Policy, 11-OTS-001(R), dated
January 3, 2011.
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Appendix 4
Corporation Comments
FDIC
Federal Deposit Insurance Corporation
3501 Fairfax Drive, Adington, VA 22226-3500 Division of Administration
DATE: March 6, 2012
MEMORANDUM TO: Stcphen M. Beard
Deputy Inspector General for Audits and Evaluations
FROM: Arleas Upton Kea, Dircctor (b)(G)
Division of Administration
Bret D. Edwards, Director
Division of Resolutions and Receiverships
SUBJECT: Management Response to the Draft OIG Audit Report Entitled, Audit

of the National Owned Real Estate Munagement and Marketing
Services Contract with CB Richard Ellis, Inc. (Assignment No. 2011-
086)

This is in response to the subject Draft Office of Inspector General (O1G) Audit Report, issued
February 3, 2012. T its report, the OIG made three recommendations to the Division of
Administration (DOA) and the Division of Resolutions and Receiverships (DRR).

We appreciate the review work performed by the OIG and that as noted in its report a
preponderance of CB Richard Ellis (CBRE) claims were adequately supported, consistent with
the terms and conditions of the contract, allowable, and reasonable. Howcver, we recognize that

certain claims did not conform to the terms of the contract. This response outlines the planned
corrective actions for each of the reccommendations cited in the OIG’s Report.

MANAGEMENT DECISION

Finding: Claims Paid were not Consistent with Contract Terms

Recommendation 1: That the FDIC disallow $22,553 for amounts that CBRE claimed and the
FDIC paid that were not consistent with the contract terms, net of claims that CBRE could have
but did not make.

Management Response 1: DOA and DRR concur with the recommendation.

Corrective Action: The DOA contracting officer will issue a written demand to CBRE to
recover $22,553. A copy of the check will be provided as proof of recovery.

Completion Date: Junc 5, 2012
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Corporation Comments

Recommendation 2: That the FDIC disallow $19,462 that CBRE claimed and the FDIC paid
that CBRE could not adequately support as consistent with the contract terms.

Management Response 2: DOA and DRR concur with the recommendation.

Corrective Action: The DOA contracting officer will issue a written demand to CBRE to
recover $19,462. A copy of the check will be provided as proof of recovery.

Completion Date: June 5, 2012

Recommendation 3: That the FDIC consider disallowing an additional $356,212, which
represents the statistically valid minimum of projected questioned costs of $398,227 less $42,015
in questioned costs identified through items tested.

Management Response 3: Although DOA and DRR acknowledge that the projected questioned
costs may be statistically valid, management has decided not to pursue collection of projected
questioned costs based on the low error rate in the sample and the probability that collection
costs would exceed recoveries.

at (703) 562-2118.

If Eou have any questions regarding this response, the point of contact for DOA is
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Appendix 5

Summary of FDIC Management’s Response
to the Recommendations

This table presents FDIC management’s response to the recommendations in our report and the
status of those recommendations as of the date of report issuance.

Expected
Rec. Completion | Monetary | Resolved:” Open /
No. Corrective Action: Taken / Planned Date Benefits Yes/No Closed
1 | The DOA contracting officer will issue a June 5, 2012 $22,553 Yes Open

written demand to CBRE to recover
$22,553. A copy of the check will be
provided as proof of recovery.

2 | The DOA contracting officer will issue a June 5, 2012 $19,462 Yes Open
written demand to CBRE to recover
$19,462. A copy of the check will be
provided as proof of recovery.

3 | Although DOA and DRR acknowledge that | N/A $356,212 Yes Closed
the projected questioned costs may be
statistically valid, management has decided
not to pursue collection of projected
questioned costs based on the low error rate
in the sample and the probability that
collection costs would exceed recoveries.

@ Resolved — (1) Management concurs with the recommendation, and the planned, ongoing, and completed
corrective action is consistent with the recommendation.
(2) Management does not concur with the recommendation, but alternative action meets the intent of
the recommendation.
(3) Management agrees to the OIG monetary benefits, or a different amount, or no ($0) amount.
Maonetary benefits are considered resolved as long as management provides an amount.
® Recommendations will be closed when (a) Corporate Management Control notifies the OIG that corrective actions
are complete or (b) for recommendations that the OIG determines to be particularly significant, when the OIG
confirms that corrective actions have been completed and are responsive.
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Executive Summary

Ofﬁce Of The FDIC’s Efforts to Ensure Professional

Liability Claims Are Cost Effective
Inspector General

Report No. EVAL-16-001
February 2016

Why We Did The Evaluation

After a rigorous review of the factual circumstances surrounding the failure of an insured depository
institution, the FDIC may pursue professional liability claims (PLCs) against directors, officers, and other
professionals whose wrongful conduct caused losses to those failed institutions. PLCs also include direct
claims against insurance carriers and contract rights inherited from the institution under fidelity bonds that
institutions purchase to cover losses resulting from dishonest or fraudulent acts by their employees. To
collect on these claims, the FDIC often must sue the professionals for losses resulting from their breaches
of duty to the failed institution. Professional liability lawsuits are only pursued if they are both
meritorious and expected to be cost effective.

Our objective was to evaluate the FDIC’s efforts to ensure that PL.Cs are cost effective. We focused our
review on the design of the FDIC’s policies, procedures, and other practices associated with managing
costs of PLLC cases. We conducted this evaluation in accordance with the Council of the Inspectors
General on Integrity and Efficiency’s Quality Standards for Inspection and Evaluation.

Background

The FDIC’s professional liability program is intended to maximize recoveries to receiverships and hold
those officials who caused losses accountable. The FDIC’s Division of Resolutions and Receiverships
(DRR) and Legal Division are jointly responsible for the program. DRR Investigations and the Legal
Division’s Professional Liability Unit (PLU) investigate 11 claim areas for each institution failure and
pursue recovery of losses by filing PL.Cs. The FDIC Board delegated joint authority to the DRR Director
and the FDIC’s General Counsel to settle, dismiss, or otherwise dispose of non-asset-related suits or
claims, which includes PLCs. As such, pursuing PLCs requires a coordinated effort between DRR and
PLUL

Evaluation Results

DRR and the Legal Division have procedures and controls in place for ensuring that PLLCs are cost
effective including, among other things, considering costs to pursue the claim against potential recovery
sources; developing a budget for outside counsel fees; capturing PL.C-related costs; seeking FDIC Board
authority to sue and, where appropriate, settle claims; and drafting reports and holding meetings to
periodically monitor case status. Notwithstanding these efforis, we identified additional opportunities to
ensure the cost effectiveness of PLCs by

e cnhancing coordination between DRR and the Legal Division,
e clarifying how the FDIC determines and reassesses PLC cost effectiveness, and
e better documenting key decisions made throughout the PLC process.

Recommendations and Corporation Comments

We made six recommendations to strengthen program controls to help ensure that PL.Cs are cost effective.
The FDIC has taken or proposed actions that are responsive to our recommendations.
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FDIC

Federal Deposit Insurance Corporation Office of Audits and Evaluations
3501 Fairfax Drive, Arlington, Virginia 22226 Office of Inspector General
DATE: February 11, 2016

MEMORANDUM TO: Bret D. Edwards, Director
Division of Resolutions and Receiverships

Charles Yi, General Counsel
Legal Division

FROM: E. Marshall Gentry
Assistant Inspector General for Evaluations

SUBJECT: The FDIC’s Efforts to Ensure Professional Liability Claims Are
Cost Effective (Report No. EVAL-16-001)

After a rigorous review of the factual circumstances surrounding the failure of an insured
depository institution, the FDIC may pursue professional liability claims (PLCs) against
directors, officers, and other professionals whose wrongful conduct caused losses to those tailed
institutions. PLCs also include direct claims against insurance carriers and contract rights
inherited from the institution under fidelity bonds that institutions purchase to cover losses
resulting from dishonest or fraudulent acts by their employees. To coliect on these claims, the
FDIC often must sute the professionals for losses resulting from their breaches of duty to the
failed institution. Professional liability lawsuits are only pursued if they are both meritorious and
expected to be cost effective.

Our objective was to evaluate the FDIC’s efforts to ensure that PLCs are cost effective. We
focused our review on the design of the FDIC’s policies, procedures, and other practices
associated with managing costs of PLC cascs. Specifically, we reviewed 19 claims related to a
non-statistical sample of four insured depository institutions that failed between 2009 and 2011.
We selected institutions that failed earlier in the recent financial crisis to ensure sufficient time
had passed for PLC activity to occur. We reviewed available documentation to validate our
understanding ot the FDIC’s methodology for determining costs associated with PLCs and
whether the financial information the FDIC uses to make PLC-related decisions was
comprehensive, accurate, timely and considered throughout the life cycle of the claim.

We conducted this evaluation in accordance with the Council of the Inspectors General on
Integrity and Efficiency’s Quality Standards for Inspection and Evaluation. Appendix 1 of this
report includes additional details on our objective, scope, and methodology. Appendix 2
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Description
Other Miscellaneous | Other claims against professionals that do not fit into the other PLC types.
Claims

Source: Generated by the FDIC Office of Inspector General (OIG}) based on FDIC procedures.

The FDIC Board delegated joint authority to the DRR Director and the FDIC’s General Counsel
to settle, dismiss, or otherwise dispose of non-asset-related suits or claims, which includes PLCs.
As such, pursuing PLCs requires a coordinated effort between DRR and PLU.

(b))

3
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must establish:

e Duty: the party owed a duty to the institution.
e Breach of duty: the duty was breached or violated.
e (Causation: the misconduct was the cause for the loss to the institution.
¢ Damages: the breach of duty resulted in a loss to the institution.
(b)) | | ...................................................................................................................... . | Additionally, some state laws include a business
judgment rule that has been interpreted to require the FDIC to prove gross negligence to succeed
on a PLC.

Determining Cost Effectiveness. At its simplest, for a claim to be expected to be cost
effective, the FDIC’s estimated recoveries should exceed its estimated costs to pursue the claim.

Litigation Approval and Process. When claims are deemed to be both meritorious and
expected to be cost effective, the FDIC has 3 years to file tort PLCs and 6 years to file contract
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PLCs from the date of an institution failure, unless state law permits a longer timeframe.” If the

b)5)

(b)(5) !
b)5)

b)(5)

®IB)_.

LU

While the FDIC is fully prepared to litigate its claims against professionals of failed institutions
to judgment, at any time during the process the parties may settle. Some defendants might agree
to mediation either before or after the FDIC files a lawsuit, and in some cases a court may order

S

®X5)

(b)5)..

®)Xe) ..

(b)(3),(b)(7)
(E)

(b)(5)

P12 U.S.C. §1821(d(14).
4

(b)(3),(b)(7)

(E)
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Identifying and Managing PLC Costs By Avoiding Duplicative Work. Both DRR and the [ eoal

Division spend receivership funds to investigate and litigate potential claims.] e

..................................................................................................... | We were to]dj and

__________________ duplicative. | ...

case documentation suggests, that each division might not be aware of the full extent of costs
incurred by the other division and the extent to which the other division retains outside
contractors, OC, or experts. 1

Opportunities may also exist to better control investigation costs and ensure that work is not

Nonetheless, given the amounts spent on 1nvestigations in relation to overall PLU expenses,
DRR and the Legal Division should continue to look for opportunities to reduce investigation
costs. Possible initiatives could include:

e Benchmarking cost estimates for the overall investigative work by financial institution to
gauge investigation cost effectiveness.

e Increasing DRR’s and the Legal Division’s awareness of costs incurred and activities
performed by each division for contractor and OC investigative work.

e Ensuring DRR has contractor cost controls in place if it has to rely on investigation
contractors in future crises.

With the two divisions sharing the goal of identifying meritorious claims, there is a risk that OC
investigative work might duplicate DRR efforts. We have been told anecdotally that this has
happened, and both DRR and the Legal Division acknowledged that duplication was possible.

3
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To jointly implement the profcsuondl liability program efficiently and effectively, both the L(B)(3)

I ............................................................................................................. kould better ldentlfy SpeleiC lnveStlgatl\«'e

roles and responsibilities between the two divisions.| . b)(5)
Communicating Timely and Effectively. While DRR and the Legal Division have established
procedures to support effective communication, we observed and were told that communication
between DRR and the Legal Division was not always timely and effective.l .................................................. | ............. (b)(3)

........ [When situations such as those

occur, promptly addressing them would support efficiency that could reduce PLC costs and
improve case management.

Processing Authorltv Memorandums Prepanng and obtalmng approval for authonty

....... |Based on the sample cases that we reviewed, DRR management’s consideration

of the proposed ATS memorandum did not occur until DRR received the ATS memorandum for
signature. DRR could benefit from a documented process for vetting such memorandums.

In responding to our draft observations on this topic, regional DRR management indicated that
DRR’s 11C should be involved in ensuring the ATS memorandum is factually accurate along
with the OA and OC, when needed. Legal Division management noted that more recently PLU
will brief DRR management on the ATS memorandum, upon request.

When the FDIC pursues a PLC, the FDIC typically provides defendants an opportunity to engage
in settlement discussions or mediate the claims in advance of filing a lawsuit, or a court might
order mediation

10
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The FDIC Should Clarify How It Determines and
Reassesses PLC Cost Effectiveness

To assess an 1nd1v1dua1 PLC’s cost effectiveness, the FDIC considers expected recoveries in

.......................................................................................................................................................... | Finally, because we could not
readily locate documentation to support certain PLC decisions, as discussed in the following
section, we could not independently determine whether the cost effectiveness of PLCs was
reassessed, as required, as cases progressed. The FDIC would benefit from clarifying
expectations and guidance in these areas.

Implementing Cost-Effectiveness Criteria. DRR’s I lrefersto.... (b)(5)

cost-effective claims and provides steps for investigating a failed institution’s 11 potential claim
areas,

(b)(5)

13
This Report Contains Sensitive Information

For Official Use Only Restricted Distribution






Page 18

Under the FDIC’s contract for DMS that became effective November 1, 2008, the FDIC paid the
contractor $427.6 million through December 31, 2014. The FDIC issued five types of DMS task
orders, including ones for data capture ($299.5 million or 70 percent of total DMS costs) and
case support ($57.5 million or 14 percent of total DMS costs). Case support is a broad category
that includes a range of investigation and litigation support activity, but it is not a direct proxy
for PLU support. .

....Reassessing.._.GGs.t...E.ﬁeetivenes.s; ...............

' Case support task orders include support for commercial litigation, enforcement, requests from the OIG or
criminal authorities, subpoenas [rom third parties, and requests [rom other regulators and the Division of Insurance
and Research.
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maintain rationale and support in the event that Corporate decisions are questioned or
challenged in the future;

¢ set expectations for what information should be gathered and considered at various stages
of the PLC process;

¢ facilitate management oversight and supervisory review of individual cases;

e provide a documentation trail for internal and external audit functions;

e maintain continuity in the event that staff leave the Corporation or informal forms of
document storage, such as an employee’s computer hard drive, fail;

» promote consistency in how case decisions are supported; and

e facilitate programmatic reviews of the program such as horizontal reviews and trend

analyses.

Support for Financial Information Used in Cost-Effectiveness Decisions. We could not
locate, through our research of PLU’s SharePoint site and discussions with the OA, certain
support for financial information used in cost-effectiveness decisions during the PLC process. In
some cases, we could not locate documents, such as the budget for outside counsel, which
provides the basis for litigation expense estimates. In other cases, documents that we did locate

contained outdated, unsupported, or incorrect information,l .......................................................................................... | ............ (b)(S)
(b)(5)
TCT R — |
(b)(5)
PLU was able to provide documentation we requested in support of specific costs and estimated
recovery amounts after considerable time and effort. However, it was still difficult to trace cost
infomlation Within authority memorandums to Supporting documents. ............................................................ ( )(5)
©E) . [
(b)) | However, without a case management

system or some means of documenting PLC case activity, understanding PLU’s historical
analyses and resulting decisions can require significant effort by PLU management to recreate, if
needed, as it did for this evaluation.
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Appendix 1

Objective, Scope, and Methodology

We then assessed the FDIC’s methodology for determining costs associated with PLCs by:

¢ identifying what cost and expected recovery information is used, and how timely,
accurate, and complete that information is;

¢ determining what analysis is performed with the information used, and what information
from those analyses is documented and communicated, to whom it is communicated, and
how it is communicated; and

s reviewing the points at which the FDIC considers the cost effectiveness of PLCs.

To validate our understanding of the FDIC’s methodology for determining costs associated with
PLCs and whether the information the FDIC uses to make decisions was comprehensive,
accurate, and timely and considered throughout the life cycle of the claim, we tested a
non-statistical sample of PLCs related to four insured depository institutions that failed between
2008 and 2013. As illustrated in Table 3, below, our sampled institutions included those with
(1) active PLC investigations, (2) PLCs closed after investigation without pursing litigation,

(3) active PLC mediation or litigation, {4) settled PLCs, as well as (3) institutions for which the
PLC pursued multiple PLCs.

led Institutions’ PLCs

Table 3: Summary of Sam

Status
Claims Active Closed after | Mediation or
Investigation | Investigation Litigation

Sampled
Settled

Institution
A D& O Liability

Accountant Malpractice
Attornev Malpractice
Fidelity Bond
Appraiser Malpractice

B D&QO Liability
Accountant Malpractice
Attorney Malpractice
Fidelity Bond
Appraiser Malpractice

ANENANENEN ANENENEANEN

C D&Q Liability v
Accountant Malpractice v
Attorney Malpractice v
Fidelity Bond v
Appraiser Malpractice \d

D D& Liability v
Accountant Malpractice
Attorney Malpractice
Fidelity Bond

ANENAN

Total Claims 1 13 4 1

Source: OIG Analysis of data from the PLU SharePoint site and DOLLARS.
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Objective, Scope, and Methodology

e The Legal Division’s Internal Control Liaison; and

e OAs for each institution in our sample.
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Appendix 2
Glossary
(b)(5)
(b)(3).
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Appendix 2
Glossary
Term Definition
SharePoint A web application platform in the Microsoft Office server suite that allows users
to store, track, and manage electronic documents.
Tort Claim A civil legal claim, other than a breach of contract, for which a remedy may be

obtained, usually in the form of damages.

26
This Report Contains Sensitive Information
For Official Use Only Restricted Distribution



Page 30
Appendix 3

Acronyms and Abbreviations

Acronym /

Abbreviation Explanation

es
ATS Request for Authority to Sue
D&O Director and Officer
DMS Data Management Services
OIC N —— |
DRR Division of Resolutions and Receiverships
OO I—— |
FRA Federal Records Act
/G I I — .
GAO Government Accountability Office
nc Investigator-in-Charge
IT Information Technology
(b)(5). .. | — |
OA Oversight Attorney
oC Outside Counsel
OIG Office of Inspector General
PLC Professional Liability Claim
PLU Professiconal Liability Unit
RIM Records and Information Management
RTC Resolution Trust Corporation
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Appendix 4

Corporation Comments

= delineater PLC ivestigation scope (o ufd DRR and Legal Division staff in determining fhe
extent rJ_,"“Ihe."r resprective imvestigalive Wk

SASHrES @aCh divisioil's activifies arve comnittifcated appropriately: and coordinated
thvonghout the PLEC process, including allowing adeguare oppormnifl- to reviev and
consider aithoriny memoirandians:

stipports tisnely closing PLCs thar the FDIC deterniinies Tack merd, cost affectiveness, or
hott, andd

resity in DRI and Legal Diivision expectations for coovdingtion heing consistemt and
complemantary.

Management Response: DRR and Legal concur with this recommendation.

Planned C'orrective Action: DRR and Tegal will clarify their Divisions” respective roles and
responsibilities and clearly communicale those roles and rexponsihilities 1o stall. DRR and T.euul
also will update thew respective procedural manuals to meorporate this guidanes.

(b)(5)

(b))

Proposed Implementation Date: Completion ol re-cvaluation and manual updates: December
31.2016.

OIG Reconmnendation Nos, 2 & 3: Lo clarify fow the FLIC determines and reassesses 7LC
cest gffecinveness, we reconnnerd the DRE Divector and the General Connsel.

2. Reassess the nipe of and extent to which costs related 1o the protessional labiliny
rogram are constdered in determining wherher a PLC 15 expected to he cosrt effecive,
= =3 ot
3. Review compinications refated to PLCs to ensure that program costs amd costs
cewsiderad i makemg cost offectovenesy determinations are differentioted amd preseniced
cleariy

Management Response: DRR and Legal concur with both recomimendations.

Corrective Action Taken: DRER and Tegal historically have assessed all relevant costs in
detertnining cost-eftectivenass. All program expenses are repularly veported to the FDIC Board
of Directors on a program-wide basis tn PLU Annual Reports going back to the prior crisis,
Costs for individual PLCs recommended 1o the Board or to delepated authority 1 authoritv-to-
sue memoranda for approval are presented on a going forward ™ basis only (Le., “sunk” costs are
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Appendix 4

Corporation Comments

nol consideredr. This dillerence in considering and presenting costs has been integral 1o the
proper management ol the professional lability program from it inception in 1986, As a result,
PLU already has procedures in place to make clear whether costs are being reported on a
proaram-wide basis or are being considered only on a going forward basis as appropriate. In
response to Recommendation 2. the DRR Director and the General Counscl have reconsidered
thiese two methods of determining cost-etfectiveness and have concluded that they remain fully
appropriate. |

.................................................................... |DllI‘ill£ the courss of its evaluation. the OIG

concluded that it had found instances in which PLLUT s u)mmumcmons Lclatme, to PLC Lmt-
-,tfu,tl\ CnSss were not pr;.:.,nh.d as Ll\.a['l\r as they could have

Implementation Date: Implemented as of Decerber 16, 200135,

O1C Recommmendation No. 41 To clarify fow the FLHC defernines and reqssesses FLC cost
effectivencss, we recommend the LR Director and the General Counsel:

< Clavipi ar which kev poinisan the life cyefe of a case thar FDIC shoiid reassess cost
effectiveness.

Management Response: DRR and Legal concur with this recommendation.

Planned Corrective Actions: DRR and Legal have in place procedures o ensure that cost-
etfectiveness ot a PI1.C Is A58 - |

Propesed Implementation Dote: December 31, 2016,

OIG Evaluation Recommendation No. 5: 7o ensuie the FDIC appropriately documents the
kev decisicas and the information nyed to moke those decisions throwgfiont the P1LC process, we
vecomminend the CGenaial Connsel:

5 Esmblish doctmentation expectations for PLCs and reflect such expectations tn PLL
proceditres.

(b)(3)
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Corporation Comments

NManagement Response: [egal concurs with this recommendation.

®)S

Inits

svaluation report. the OIG observed that in one or more of the four failed institutions that it

selected for evaluation in its review, the assigned (A was not able to locate or could not readily
locate one or more of the foregoing docwments. PTIT has improved its processes with the use of
SharePoint since the lour institntions al issie failed (the last ol which luiled in-QQ-.l...l..) ............ (b)(SJ

and will contimue to rels on Shars Point for retention of key documents. PLU continues to work
to unprove its retention of complete copies of all of the foregoing documents tor cach tailed
institution by continuing o train stall regarding the importance of document retention. PLU s
already documenting and will continue to document material reassessments of cost-eftectiveness
stated in the key documents noted previously.

Proposcd Implementation Date: Refresher trainmg on SharePoint procedures will be provided
to statt no later than January 31, 2016.

OICG Recemmendation No. 6:  To ensure the FDIC appropriately documents rhe key decisions

cred Fhe caformation wsed to make those decisions throughont the PLC process, we reconisrend
the Ureneraf Ceonnsel:

& Constder implemientng an electronic case memagement svstem for the professional liahiling
£ 24 X . Iz )
program o incliude a fidly-seqrchable repository that maintaing supporting case
documentanon.

Management Response: Legal concors with thus recommendation,

Corrective Actlons Taken: PLU currentlv maintaing P1.C-related documents clectronically on

hud on computer tiles of (FAs,

as well as in hard copy format — as the OIG evaluation report notes. This documentation 15 not
ax readily searchable or accessible as it could be iF the Tegal Division had a formal case
management syslem similar 1o systems in use in the private sector (¢ g, a system like iManage).
Legal 1s corrently lunted to the tlechuology that 1s avialable ind accessible withun the FDIC,

| egal supports the implemaentation of a comprehensive document management system to the
extent that budgetary and IT constraints perimt. Such a svstem would provide an integrated
svstemn for use by case teanis that would. among other things. provide one place for storage of all
case specific communications (including email). allow teams to work more efficiently on a single
draft document. create a repository that would allow Tor the efficient transition or retirement of
files, and allow for differentiated access to docwnents within the repository 1o preserve
conlidences und privileges. However, Legal recognizes that these are eomporation-wide svstems
and that a determination on the purchase and imiplementation of suich a svstem requires approval
putside Legal and DRR. Accordingly. at Legal’s request, onl January 29, 20106, the Legal

For Official Use Only
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Corporation Comments

Intormaution Teclmology Unit reguested that DIT authorize a business analysis relaled to the
implementation of a document management system. 1o addition] e (b)(5)

S ey B
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Summary of the Corporation’s Corrective Actions

This table presents corrective actions taken or planned by the Corporation in response to the
recommendations in the report and the status of the recommendations as of the date of report
issuance.

Rec. Corrective Action: Expected Monetary Resolved:® Open or

Number Taken or Planned Completion Date  Benefits Yesor No Closed”

1 DRR and the Legal Division will December 31, 2016 30 Yes Open
¢larify their divisions' respective roles
and responsibilities, clearly
communicate those roles and
responsibilities to staff, and update
(216 E— K fo
incorporate such guidance. DRR and
the Legal Division will implement a

2 DRR and the Legal Division February 10, 2016 50 Yes Closed
historically have reported all program
expenses 1o the FDIC Board of
Directors in annual reports on the PLC
program while presenting “going
forward” expenses for individual
PLCs. The DRR Director and the
General Counsel have reconsidered
these two methods of determining
cost-etfectiveness and have concluded
that they remain fully appropriate. A

®)s)y

3 The Legal Division added an explicit | December 16, 2013 30 Yes Closed
statement in authority memoranda that

(b)(5)
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Summary of the Corporation’s Corrective Actions

Rec. Corrective Action: Expected Monetary Resolved:® Open or
Number Taken or Planned Completion Date Benefits Yes or No Closed"
4 DRR and the Legal Division will December 31, 2016 30 Yes Open
:existing procedures to ensure
that cost effectiveness of a PLC is to
5 PLU will continue efforts to improve January 31, 2016 50 Yes Closed
its retention of complete copies of all
of the foregoing documents for each
[ailed institution and provided
refresher SharePoint training to its
statf.
6 The Legal Division supports the January 29, 2016 30 Yes Closed

implementation of a comprehensive
document management system to the
extent that budgetary and IT
constraints permit, However, the
Legal Division recognizes that these
are corporation-wide systems and that
a determination on the purchase and
implementation of such a system
requires approval outside Legal and
DRR. Accordingly, the Legal
Division requested that DIT authorize
a business analysis refated to the
implementation of a document
munagemem system.

* Resolved — {1} Management concurs with the recommendation, and the planned, ongoing, and completed
corrective action is cansistent with the recommendation.
(2) Management does not concur with the recommendation, but alternative action meets the
intent of the recommendation.
(3) Management agrees to the OIG monetary benefits, or a different amount, or no {($0)
amount. Monetary benefits are considered resolved as long as management provides an
amount.
® Recommendations will be closed when {(a) Corporaie Management Control notifies the CIG that corrective actions
are complete or (b) in the case of recommendations that the OIG determines to be particularly significant, when the
OIG confirms that corrective actions have been completed and are responsive.
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Executive Summary

The FDIC’s Receivership Basic Ordering
Office of Agreements for Business Process Operations

Agre
Inspector General | == -

Reporl No. AUD-14-0086
March 2014

Why We Did The Audit

When an insured financial institution fails, the FDIC is appointed receiver by the primary chartering
authority. The FDIC, in its receivership capacity, through the Division of Resolutions and Receiverships
(DRR), manages the assets of a failed bank to preserve or enhance their value and disposes of them as
quickly as possible. The FDIC uses a number of information technology (IT) applications to facilitate the
management, marketing, and servicing of assets, and has relied heavily on the use of contractors and
failed bank staff to carry out its receivership obligations, including outsourcing Business Process
Operations (BPO) services. The work covered by BPO contractors covers pre-closing, closing, and
post-closing activities involved in a failed bank’s closure.

On April 22, 2010, the FDIC executed Receivership Basic Ordering Agreements (RBOA) for BPO
services, one to Fiserv Federal Systems, Inc. (Fiserv) (RECVR-10-G-0079) and the other to Fidelity
National Information Services, Inc. (Fidelity) (RECVR-10-G-0080). As of early February 2014, the
FDIC had awarded 280 Task Orders (TO) totaling $190,930,363 to Fiserv and 230 TOs for a total value
of $166,862,204 to Fidelity under their respective RBOAs.

The primary objective of this audit was to determine whether payments made by the FDIC to Fiserv and
Fidelity were adequately supported, allowable under the terms of the contracts, and reasonable. In
addition, we performed work related to TOs awarded by the FDIC to Fiserv (TO 0071) and Fidelity (TO

a bank’s data processing system into the FDIC's systems. The purpose of our work was to determine
whether (1) contractor tasks and deliverables were within the scope of the task order statements of work
(SOW) and (2) associated billings were reasonable.

To achieve our objective, we tested simple random samples of the labor and travel cost universes under
these RBOAs that the FDIC paid Fiserv and Fidelity in 2012. Inregard tothe[ - _JlOs,we
discussed the scope of work within the TOs with DOA and DRR officials, analyzed the two TOs, tested
labor and travel transactions, and relied on the work from a separate OIG Audit, The FDIC's Controls
over Business Unit-Led Application Development Activities, Report No. AUD-13-007, issued

September 11, 2013. In addition, we performed data analyses on the labor and travel cost universes under
both RBOAs for the period April 22, 2010 through February 14, 2013 to identify trends, inconsistencies,

and anomalies in labor and/or travel costs billed to the FDIC.

Background

An RBOA is used to expedite the acquisition of goods and/or services in support of failing or failed
institutions and is similar to a Basic Ordering Agreement (BOA) except it is limited to awards in support
of DRR and is not assigned a monetary value or a contract ceiling. Rather, dollar value ceiling controls
are established at the TO level, allowing DRR the ability to formulate requirements and resultant cost
estimates as needs become better defined. DRR uses the RBOA vehicle for obtaining various services
such as receivership assistance, loan servicing and collections, asset valuations, and BPO.
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The FDIC’s Receivership Basic Ordering
Agreements for Business Process Operations

Executive Summary Services

Reporl No. AUD-14-006
March 2014

During the course of our audit, we became aware of contract actions and unanticipated funding increases
that illustrate a need for greater DRR and DOA coordination when planning for program needs that will
involve contractors.

Finally, in performing analyses of the labor and travel costs universes, we identified instances where
contractor employees in travel status are not always using hotel tax exemption forms when incurring
lodging expenses in any of the 11 states that offer the exemption for hotel occupancy taxes. We are
referring this matter to DRR and DOA for further study because it may provide an opportunity to reduce
contractor travel expenses in these and other FDIC contracts.

The report contains four recommendations intended to strengthen controls for monitoring the performance
of BPO contractors that cover pre-closing, closing, and post-closing activities for failed banks and
enhancing acquisition team coordination. In addition, we included an observation for management’s
attention and further study related to contractor employees using hotel occupancy tax exemption forms
when incurring expenses in any of the states that offer exemptions.

Corporation Comments

On March 26, 2014, the Director, DOA, and the Director, DRR, provided a joint written response to a
draft of this report. In the response, the Director, DOA, concurred with recommendations | and 2, which
are addressed to DOA and DRR, and the Director, DRR, concurred with all four of the report’s
recommendations, which are addressed to DRR. The response described ongoing and planned actions to
address the recommendations. DOA and DRR intend to complete planned actions by December 31, 2014.

Because this report contains sensitive information, we do not intend to make the report available to the
public in its entirety. We will, however, post this Executive Summary on our public Web site.

il
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Table 1: InfoSphere TOs and Modifications Related to Expenditure Ceilings and
Periods of Performance

TO and

Modification
(MOD)

Fiserv
Dollars

Fiserv Period of
Performance

Fidelity
Dollars

Fidelity Period
of Performance

TO awarded $2,699.320 1 year: 10/19/2011
10/19/2010
TO awarded $2,669.320 | | year: 10/20/2011
10/20/2010

MOD #6 executed N/A N/A Increased to N/A
01/26/2012 $4,499,320

MOD #6 executed Increased to N/A N/A N/A
04/20/2012 $4,459,320

MOD #9 executed Increased to Extended to N/A N/A
08/28/2012 $7.627,320 10/19/2013

MOD #10 executed N/A N/A Increased to N/A
08/28/2012 $6,639,320

MOD #12 executed Increased to N/A N/A N/A
05/08/2013 $8,127.320*

MOD #14 executed Increased to N/A N/A N/A
05/22/2013 $9.667.320

MOD #15 executed Increased to Extended to N/A N/A
10/04/2013 $11,423,139 12/31/2013

MOD #16 executed N/A Extended to N/A N/A
12/16/2013 01/31/2014

MOD #16 executed N/A N/A N/A Extended to
01/06/2014. 02/28/2014

Source: ClG Review of DOA's Consolidated Document Information System {CDIS).
Note: Administrative contract medifications and certain modifications extending periods of performance are

We noted that DRR did not always prepare, and ASB did not always require,
justifications for the funding increases noted in Table 1. The APM and PGI provide that
prior to awarding a contract modification that increases the total value of a contract, the
CO and OM must ensure that any funding and approvals have been obtained and the
necessary documentation, including a Justification for Non-Competitive Procurement
(JNCP)—reqmred when a funding increase exceeds 15 percent of the original award

as been entered into the official contract file. In regard to the Fiserv

TO, a INCP was prepared for the funding increase in Modification 15
executed on October 4, 2013, but there were no INCPs for the other TO modifications
(#s5 6, 9, 10, and 14). Although the INCP prepared for TO Modification #15 included a
discussion of the other non-competitive TO modifications for funding increases, these
modifications had been executed 5 to 18 months prior to Modification 15 — long after the
timeframe stipulated in the APM and PGIL.
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Corporation Comments

Appendix 3

FDIC

Federal Deposit Insurance Corporation
3501 Fairfax Drive, Milnglon, VA 22226 Dilsian of Adrriniskalion

DATE: March 26, 2014

MEMORANDUM TO: Stephen M. Deard
Deputy Inspector General for Andits and Evaluations

(b)(6)

FROM: Arleas Upton Kea, Treator
Division of Administration

(b)(4)

Bret D. Edwards, Dircetd
Division of Resobutions and Receiversiups

SUBJECT: Management Response to the Drafl OIG Audit Report Entitled,
The FDIC 's Receivership Basic Ordering Agreements for Business
Process Operations Services (Assignment No. 2013-025)

This is in respense to the subject draft Qffice of Inspector General (O1G) audit repom, issued
February 27, 2014, In its reporl, the O1G made four recommendations  two recommendations
juintly to the Division of Resolutions end Receiverships (DRR) and the Division of
Administration (IX0A) and two recommendations to DRR,

We appreciate the review performed by the OIG. In its report, the OIG noted that there are
various oversight contrel activities in place to ensure that the contractors® performance objectives
are mef, However, we recognize the need to address certain issues identified by the OIG, This
response outlines the planned corrective aclions for each recommendation cited in the OIG's
report.

MANAGEMENT DECISION

Recommendation 1 (DRR und DOA); Reiterate to DRR end DOA Acquisition Services Branch
{ASB) staff the requirement for written justifications for contract exlenston and funding
increases, including written Justifivation for Non-Competitive Procurement (INCP) when
funding increases exceed 15 percent of the otiginal award smount.

DRR and DOA Management Response: DRR and DGA concur with this recommendation.

Corrective Action:

DRR: DDA’s current Oversight Management Certification Program includes training that
cmphasizes the requirements for written justifications for contract extensions, funding increases,
including funding increases that exceed 15 percent of the original awerd value. DRR expeots
this training program to be completed for the existing applicable staflin 2014, Additionally,
DRR conducts internal Oversight Management training where these requirements will be
emphasized,

Seusitive Information — For Official Use Only
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DOA: DOA ASD Policy & Systems Section will serdl an email 1o ASB Contracting Officers to
rciterate the requirement for written justificalions for conlract extension and funding increases,
including written INCPs when funding increases exceed 15 percent of the original award
arount, DOA ASB will also share the email with the DRR Dallas Contract Oversight Group.

Compietion date:
DRR will complete its proposed actions by December 31, 2014,
DOA ASB will issue an email by April 30, 2014,

Recommendation 2 (DRR and DOA): Reemphasize ta appropriate DRR and DOA ASB
personnel the imporance of coordinating confracting activities and requirements among the
program, contract oversight, end coniracting officials.

DRR and DOA Management Response; DRR and DOA concur with this recommendation.

Corrective Action:

DRR: DOA ASB and DRR staff participate in several regularly scheduled meetings where these
topics wili be discussed and emphasized. We will snsure that the Oversight Manapement
Certification training and DRR Contract Oversight training place emphasis on the imporance of
this coordination. Additionally, by April 30, 2014, we will issue an email to Oversight Managers
stressing the imporance of coordinating contracling activitics and requirements among the
propram, contraet oversight, and contracting officials.

DOA: DOA ASB will issue an email to ASB Coniracting Officers te emphasize the importance
of coordinaling contracting activitics and requirements among program office and ASR
personnel (Oversight Manegers and Contracting Officers). DOA ASB will share such email with
the DRR Dallas Contract Oversight Group. The responsibilities and expectations for
communicating contract activities is also a subject that is addressed in detail as part of the
FDIC's Oversipht Manager training coutses, whiclh FDIC Oversight Managers are required fo
complete es part of the FDIC's Oversight Management Certification Program. Emphasis on this
subject will continune to be made in the FDIC OM Courses.

Completion Date:
DRR will iszue an email by April 30, 2014,
DOA ASB will issue an email by April 30, 2014,

Recommendation 3 (DRR): Coordinate with the Director, DIT, to finalize, 515n and execule

1he Memorandum of Understanding regarding the use of Oracle’ sI .......................

by DRR.

DRR Management Rezponse: DRR agrves with the intent of this recommendation. Reler ta
the altemate solution as noted in the carrective action section.

Seusitive Information — For Official Use Only
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Corrective Action:

2010, MOU that provided specific puidance for DRR's use of - .........
Acting 10U on

as been superseded by Circular 1300.7, issucd by the FDIC's
anbary iU, 2014, This Circular is intended to be & comporate-wids policy defining governance
structures for addressing FDIC information technology development, deployment, and

i Livi '_Q.S.,.._\_»!_-rhinh.include..tha--use-a us well as other tools hat may be used
, regardiess of which Division or Office is doing the develepment.

Completion Date: Completed January 30, 2014,

Recommendation 4 (DRR): Revise and issue RBOA Implementation Procedures tc include a
section that establishes expectations for tiinely, frequent, and open coordination among COs,
OMs, and Task Order Qversight Managers (1'00Mas) and written justifications for TO
maodifications for funding increases and period-of-performance extensions,

NRR Management Responses DRR coneurs with this recaommendation.

Correefive Action:

DRR will review the current Job Aids applicable to Contract Oversight 10 ensure that these
expeciations are clearly incorporated. These Job Aids will be referenced and linked on the FDIC
intranet,

Cowpletion Date: December 31, 2014,

Seusitive Information — For Official Use Only
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Summary of the Corporation’s Corrective Actions

This table presents corrective actions taken or planned by the Corporation in response to
the recommendations in the report and the status of the recommendations as of the date of
report issuance.

Rec. No.

Corrective Action: Taken

Expected
Completion

Monetary

Resolved:’

Open or

or Planned

DRR’s Response: DRR
expects to provide Oversight

Management Certification
Program training to existing
applicable staff in 2014. This
training emphasizes the
requirements for written
Justifications for contract
extensions and funding
increases, including funding
increases that exceed 15
percent of the original award
value. Additionally, DRR
conducts internal Oversight
Management training where
these requirements will be
emphasized.

DOA’s Response: DOA
ASB Policy & Systemns

Section will send an email to
ASB Contracting Officers o
reiterate the requirement for
written justifications for
contract extension and
funding increases, including
written JNCPs, when funding
increases exceed 15 percent
of the original award amount.
DOA ASB will share the
email with the DRR Dallas
Contract Oversight Group.

Date

DRR
12/31/2014

DOA
4/30/2014

Benefits

30

$0

Yes or No

Yes

Yes

Closed®

Open

Open

DRR’s Response: DOA
ASB and DRR staff will
participate in several
regularly scheduled meetings
where these topics will be

DRR
413072014

$0

Yes

Open
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Corrective Action: Taken
or Planned

discussed and emphasized.
DRR will ensure that the
Oversight Management
Certification training and
DRR Contract Oversight
training place emphasis on
the importance of
coordination. DRR will also
issue an email to Oversight
Managers stressing the
importance of coordinating
contracting activities and
requirements among the
program, contract oversight,
and contracting officials.

DOA’s Response: DOA

ASB will issue an email to
Contracting Officers to
emphasize the importance of
coordinating contracting
activities and requirements
among program office and
ASB personnel (Oversight
Managers and Contracting
Officers). DOA ASB will
share the email with the DRR
Dallas Contract Oversight
Group. DOA noted that the
FDIC’s Oversight Manager
training courses, which FDIC
Oversight Managers are
required to complete as part
of the FDIC’s Oversight
Management Certification
Program, address the
responsibilities and
expectations for
communicating contract
activities in detail. DOA will
continue to emphasize this
subject in the FDIC OM
Courses.

Page 28

Expected

Completicn

Date

DOA
4/30/2014

Monetary
Benefits

$0

Resolved:®

Yes or No

Yes

Open or
Closed®

Open

The December 6, 2010 MOU
that provided specific
guidance for DRR’s use of

Completed
1/30/2014

$0

Yes

Closed
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Expected

Rec. No. Corrective Action: Taken | Completion | Monetary | Resolved:® | Open or
or Planned Date Benefits | YesorNo | Closed®

1 N [ — . |

was superseded by Circular
1300.7, issued by the FDIC’s
Acting CIO on January 30),
2014. This circular is
intended to be a corporate-
wide policy detining
govemance structures for
addressing FDIC information
technology development,
deployment, and maintenance
activities, which include the
-----u-se--of-- as well as other
tools that may be used by the
FDIC, regardless of which
Division or Office is
performing the development.

(b))

4 DRR will review the current | 12/31/2014 50 Yes Open
Job Aids applicable to
Contract Oversight to ensure
that coordination
expectations are clearly
incorporated. DRR will
reference and link these Job

Aids on the FDIC intranet.

# Resolved — (1) Management concurs with the recommendation, and the planned, ongoing, and completed
corrective action is consistent with the recommendation.
(2) Management does not concur with the recommendation, but alternative action meets the intent
of the recommendation.
{(3) Management agrees to the OIG monetary benefits, or a different amount, or no {$0) amount.
Monetary benefits are considered resolved as long as management provides an amount.

® Recommendations will be closed when {a) Corporate Management Control notifies the CIG that corrective
actions are complete or {b) in the case of recommendations that the CIG determines to be particularly
significant, when the CIG confirms that corrective actions have been completed and are responsive.
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