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ARCHIVES 

Via email 

OFFICE of INSPECTOR GENERAL 
NATIONAL ARCHIVES and RECORDS ADMINISTRATION 

8601 ADELPHI ROAD, COLLEGE PARK. MD 20740-6001 

www.archives.gov/ofg 

November 2, 2016 

Re: Request for OIG Investigations Information (NARA OIG FOIA 16-07) 

This letter is in response to your email dated January 31, 2016 requesting "a copy of the Report 
of Investigation or Final Report or Closing Memo, etc." for a list of NARA OIG closed 
investigations. I have performed a search and have attached the Report oflnvestigation or 
closing memos. However, three of the requested investigations did not have any such 
documentation. Investigation 13-0003-I, while termed an investigation, was an administrative 
effort by the Office of Investigations to house various information 011 agency-wide information 
security violations in one location. As such, it has no report. Further, Investigation 14-0001-I 
shows the outreach completed by the Archival Recovery Team, and it has no final report. 
Investigation 14-0004-I was closed without any report as it was redundant with other 
investigations. 

I am releasing the attached documents from the OIG files with information redacted mainly 
under FOIA Exemptions b(6) and b(7)(C) due to the privacy interests of the parties involved. 
Redactions pursuant to Exemptions b(6) and b(7)(C) included information that constituted a 
clearly unwarranted invasion of personal privacy and/or records compiled for law enforcement 
purposes that could reasonably be expected to constitute an unwarranted,inva8ion of personal 
privacy. Some redactions, such as those detailing security response deficiencies at certain 
facilities, are redacted under Exemption b(7)(F) as they could reasonably be expected to 
endanger the life or physical safety of an individual. Please note all redactions on the disclosed 
pages were done by replacing information with a black line. In the interests of getting available 
information to you as fast as possible, I am disclosing this document immediately. If you wish 
for a redaction by redaction breakdown of exemptions, please contact me. 

You have the right to administratively appeal those determinations by writing to the Archivist of 
the United States, National Archives and Records Administration, 8601 Adelphi Road, College 
Park, MD, 20740, within ninety (90) calendar days of the date of this letter. If you choose to 
appeal, your appeal letter and its envelope should be clearly marked "Freedom of Information 
Act Appeal," and you should explain why you believe NARA should release the withheld 
information. · 

If you would like to discuss our response before filing an appeal to attempt to resolve your 
dispute without going through the appeals process, you may contact the OIG's FOIA Public 
Liaison, James Springs, for assistance at: 

National Archives and Records Administration 
Office of Inspector General 
8601 Adelphi Road, Room 1300 



College Park, MD 20740-6001 
(301) 837-3018 

james.springs@nara.gov 

Further, some of the files also contained information from the US Department of Justice, 
Executive Office for United States Attom~ys (EOUSA). Some of that information has been 
redacted under Exemption b(5) as inter-agency or intra-agency memorandums or letters which 
would not be available by law to a party other than an agency in litigation with the agency. 
Those redactions are done in a gray box, and are specifically marked as coming from the 
EOUSA. For those redactions from the EOUSA only, EOUSA does consider this the final action 
on the request. If you are not satisfied with this response to this request specifically about the 
marked EOUSA redactions, you may administratively appeal by writing to: 

Director, Office of Information Policy (OIP) 
United States Department of Justice, Suite 11050 
1425 New York Avenue, NW, Washington, DC 20530-0001 

You may also submit an appeal through OIP's FOIAonline portal by creating an account on the 
following web site: https://foiaonline.regulations.gov/foia/action/public/home. Your appeal must 
be postmarked or electronically transmitted within ninety (90) days of the date of this letter. If 
you submit your appeal by mail, both the letter and the envelope should be clearly marked 
"Freedom of Information Act Appeal." You may contact their FOIA Public Liaison at 202-252-
6020 for any further assistance and to discuss any aspect of your request. 

If you are unaple to resolve your FOIA dispute through the FOIA Public Liaison for the EOUSA 
or the NARA OIG, the Office of Government Information Services (OGIS), the Federal FOIA 
Ombudsman's office, offers mediation servicesto help resolve disputes between FOIA 
requesters and Federal agencies. The contact information for OGIS is: 

Office of Government Information Services 
National Archives and Records Administration 
8601 Adelphi Road-OGIS 
College Park, MD 20740-6001 
ogis@naragov 
ogis.archives.gov 
202-741-5770 or 1-877-684-6448 

Finally, in accordance with Department of Justice guidance, I would also like to notify you that 
Congress excluded three discrete categories oflaw enforcement and national security records 
from the requirements of the FOIA. See 5 U.S.C. 552(c) (2006 & Supp. IV 2010). This response 
is limited to those records that are subject to the requirements of the FOIA. This is a standard 
notification given to all our requesters and should not be taken as an indication excluded records 
do, or do not, exist. 



If you have any questions, you may contact me at 301-837-1966 or john.simms@nara.gov. 
Thank you for contacting the NARA OIG. 

Sincerely, 

John Simms 
Counsel to the Inspector General 
Office of Inspector General 
National Archives and Records Administration 
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Dm : Septmnber 30, 2013 

Jleply io : Matthew Elliott, Assistant Inspector General for Investigati~ 
Sal>jcct : Alllenment or Releareher Regiltration at the National Arcllivea and Reeonh 

Admfnfltration (13-0014-1) 

To ' : Jay Bosanko, Chief Operating Officer, Office of Chief Operating Officer (C) 

PURfOSE 

The Office of Investigations (01) pcrfurmcd a limited BSPemD<mt ofNational Archives and 
Records Administration (NARA) procedures for Issuing researcher cards and methods used to 
verify researcher identity. The 01 also reviewed whether electronic databases are used to capture 
researcher data and track researcher access to NARA facllities. This rqiort Is informational and 
Is meant to convey observations to Tl\ll!!aganent that may help NARA create an Improved 
NARA-wide researcher registration system (RRS). 

SCOPE 

The 01 generally assessed the cummt researcher registration procedures at Archives I and TI, lhe 
National Archives at San Francisco (RW-88). and the Herbert Hoover Presidential Library and 
Museum (LP-HH). Specifically, the 01 reviewed (1) the functionality and viability of the RRS 
used at Archives I and ll, (2) the procedures used to Issue researcher cards at RW-SB, (3) the 
procedures used to Issue msearcber cards at LP-HH, and ( 4) the potent!a1 benefits of 
imp!eJilb!ilhig a NARA-wide RRS. 

BACKGROUND 
Oflirn of Inspector Oepml Andjt R.eportsNos. 08-07and10-14 

In April 2008 the Office of Inspector General (010). Office of Audit {QA) Issued 010 Audit 
Report No. 08-07, AudJJ of NARA 's Researcher Registration ldsnttjlcation Card Program. In 
part the audit found: 

"NARA does not utilize a common, integrated technology application for processing, producing 
and storina res e er>:her cani appllcatloos at ell NARA locations wi1h research rooms," and 



"The lack of an automated and uniform processing program, (1) negatively impacts NARA's 
ability to properly safeguard the records and artifacts entrusted to NARA; and (2) requires 
researchers to repeat the application process at some NARA facilities." 

As a result the audit recommended: 

"The Archivist should evaluate the enhanced secupty and customer service benefits that would . 
accrue to NARA and consider implementing an automated integrated researcher registration 
system at all NARA facilities with research rooms." 

Jn August 2010, the OA issued OIG Audit Report No. 10-14,Auditofthe Process for Providing 
ond Accountlngfor Information Provided to Researchers. In part, the audit found: 

''NWC1 lacks a centralized database to process researcher requests,'' and 

''NARA 's ability to effectively identify and/or investigate potential theft of archival documents 
may be hindered as critical information is not housed in a central location. In the event a 
researcher is suspected of theft, a centralized database could provide essential information suc:h 
as (1) photo identification of the suspected researcher; (2) dates and times of the researcher's 
visits; (3) all NWC locations visited; and (4) all records requested. Additionally, if an individual 
bas stolen from other institutions, a centralized database may help determine if that individual 
has accessed records at one or more NWC facilities." 

As a result, the audit recommended: 

"The Assistant Archivist for Records Seryices - Washington, DC (NW)2 should implement a 
centralized database for all of the NW divisions involved in the processing of researchers' 
requests for records and determine the necessary information that should be included in the 
database. At a minimum the database should include the elements recorded in the NWCC 
·database." 

Although NARA m•nage1J1ent concurred with the audit recommendations, both iemain open and 
largely unresolved. 

Attempts by the 01 to Obtain Researpher Access Information 

In August 2011, the 01 joined the Federal Bureau of Investigation {FBI) in an investigation of 
Barry Landau and Jason Savedoff. During that investigation, the.FBI seized over 10,000 
historical items of unknown provenance from Landau's residence. There was immediate 
evidence Landau and Savedoffhad stolen holdings from the Franklin D. Roosevelt Library and 

1NWC refers.to NARA's Access Programs which are now organized under Resean:h Services and broken down into 
regions and facilities. 

2The AsslSlallt Archivist fOr Records Services is now designated as the Executive for Resean:h Services. 
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Museum. However, in order to detennine whether Landau and Savedoff had visited any other 
Presidential Libraries, the 01 had to request data from each library because NARA still did not 
have a centralized RRS. The 01 had no evidence Landau or Savedoffvisited any ofNARA's 
regional archives. If they had, the 01 would have also had to request a similar data call from all 
of those filcilities. 

OBSERVATIONS 

I. NARA management has notfally developed a plan to address the recommendations above 
from OIG Audit Report No. 08-07 and OIG Audit Report No. 10-14. Specific.ally, NARA still 
does not have a liniform standard for issuing researcher Identification cards or tracking 
researcher use of NARA facilities. 

NARA Efforts to Resolve the Open Audit Recommend•tions 

Over approximately the past year, R has made me11SUI11ble progress in developing requirements 
for an automated NARA-wide RRS. However, the audit recommendation from 2008 has largely 
gone unaddressed for over five years. IfNARA management had moved expeditiously to 
address the recommendation, the 01 would have been able to quickly and efficiently determine 
whether.Landau and Savedoffhad visited other NARA research rooms. Additionally, had the 
recommendation been implemented, the RRS at Archives I and D would have already been 
replaced. 

The 01 did not assess the current status of the circulation databases mentioned in 010 Audit 
Report 10-14, However, it is evident from the research room activities the 01 did review that 
NARA management has made no significant progress in implementing a centralized database to 
process and track researcher requests for documents. 

01 Assessment of Researcher Registration Procedures Gurrentlv Used at Archives I and II. LP­
IIlI and RW-SB 

The 01 determined NARA still only has one RRS, which is limited to research rooms at 
Archives I and n. RW-SB and LP-HH both use paper-based systems and neither maintains an 
electronic database of researcher card issuance or access. Although all four locations assessed 
required researchers to provide identification and fill out a form, the identification requirements 
at RW-SB and LP-HH were not consistent with those used at Archives I and Il. In filct, the 
NARA website states, "Research Card requirements may vary slightly at different facilities." 

The RRS used at Archives I and n can capture a photo image of a researcher and record 
identifying infonnation including name, address and type of identification provided (including 
any identification numbers i.e. driver's license or passport numbers). The RRS at Archives I and 

. II can also produce a plastic researcher card that includes a photograph. Research room staff at 
RW-SB and LP·HH reported they also maintain registration paperwork that includes identifying 
inforination. However, neither field filcility issues researcher cards with photographs or records 
information from documents provided as proof of identity. 
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RW-SB staff told the 01 the researcher cards issued from that facility are valid at any NARA 
facility except Archives I and II. However, the LP·HH staff told the 01 cards issued from the 
library are only valid at that location. The 01 also observed at both RW-SB and LP-HH that a 
manual sean:h of either sign-in logs or record pull slips was required to determine if a researcher 
visited that location. 

Suggested Remediation: 

The 01 suggests NARA management consider: 

I. Prioritizing defining, acquiring and implementing an agency-wide RSS. lfNARA 
does not allocate funding and attention to this matter, the 2008 audit 
recommendation will remain open and WU'eSOlved. The continued absence of a 
centralized NARA RSS may again hinder the Ol's ability to quickly and 
efficiently investigate allegations or discoveries of resean:her theft. 

2. Planning for a system that could eventually be enhanced and integrated with 
NARA holdings management systems. An RRS that is capable of tracking 
researcher requests for documents would directly address the 20 l 0 audit 
rerommendation. 

3. Implementing a centralized NARA-wide RRS. The system could be accessed via 
the NARAnet or Internet from all NARA facilities with research rooms. A 
centralized RSS would also assist NARA in standardizing policies and procediires 
for issuing researcher cards throughout all NARA facilities. 

4. Executing this project from the Office of the Chief Operating Officer, because 
this initiative would require collaboration between Research Services (R), the 
Presidential Libraries (LP) and Information Services (I). 

Additionally, a plastic photo researcher credential associated with a specific government 
issued identification document is more difficult to counterfeit than the paper cards 
currently issued at RW-SB and LP·HH. lfNARA implements such a card agency-wide it 
may help discourage resean:hers from providing false information when obtaining a 
researcher card. 

A centralized tracking of researcher access would also allow NARA to conduct data 
analytics on researcher access. The statistics or trends identified could then assist NARA 
management in allocating human and fiscal resources to facilities, divisions and projects 
that involve research serVices. 
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2. The RRS used at Archives I and Archives II is at the end of its lifecycle and is not a viable 
NARA-wide solution. 

The 01 interviewed research room staff and evaluated the RRS used at A.IChives I and II. The 
currentRRS has been in use at Archives land II since 1999, andhad been updated and supported 
by the vendcr until approximately five years ago. The 01 leamed that during the implementation 
phase of the current system NARA management at\empted to gain support for a NARA-wide 
rollout of the RRS. However, staff at the regional archives and Presidential Libraries strongly , 
opposed agency-wide implementation. 

The RRS at Archives I and II is at the end of its life and has limited application and functionality. 
The 01 noted the most reliable part of the current system is the registration portion and not the 
access dsta, which could provide an overall picture of how facilities are being used and by which 
researchers. The RRS and its peripheral components are also largely dependent on the obsolete 
Windows XP operating system to produce the researcher registration cards. 

NARA was unable to provide the OI with documentation that management conducted software 
lifecycle planning before implementing the current RRS. This planning should have accounted 
for the eventual replacement of the existing system and provided for the eventual migration of 
legacy data to a new system. A lack of lifecycle planning suggests NARA took a short-term 
approach to implementing the RRS, and is now faced with an outdated and unsustainable 
platform. 

NARA research room staff had the following information about the RRS used at Archives I and 
II: 

• the current RRS doesn't have mandatory fields in the database, 
• expired researcher cards remain active in the access control system, which would allow a 

researcher with an expired card to enter research access points, 
• data doesn't always properly import from the badge making software to the access 

control system, and 
• researchers aren't given a unique record ID in the system, making it difficult to identify 

when researchers have had replacement cards made. 

NARA research .room staff also had the following suggestions: 

• require researchers to scan into each research room and scan when they request records 
• registration information shouldn't be put into the Holdings Management System, but 

should be integrated in future deployments, 
• any new.RRS that should be scalable and deployed nationwide, and 
• any new RRS should be a commercial-off-the-shelf (COTS) application that is already in 

use in other organizations. 
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The 01 did some preliminary research on commercially available software programs that could 
be implemcmcd across an euteipiise network. The 01 identified sev~ commercial applications 
that appealed to be easily implemented across the agency, likely at a significantly lower cost than 
a custom solution. 

Suggested ~n: 

The 01 msgcsts NARA management consider initiating a JI111ltidiscipline working group 
cmnprised of repicsenlallvcs from R, LP and L The working group could develop 
tecbnical requirements for a NARA-wide RSS, ~then work with acquisitions to 
develop a scope of work and Identify potential procurement vehicles for a suitable COTS 
application. 

SYMMARY QF BELATED ACTMTX 

Ruearchsr Rrglstralion at tM National Mchtvu oft/,. Untied Kingdom 
' ' 

The 01 berw Jnnarked researcher registration procedures In place at the National Archives of the 
Unltcil Kingdom (UK Archives). The 01 relied upon the first hand experience of an 010 staff 
member and the procedures detailed on the UK Archives website 
bttp;J/mpatlnn@l@l'l1hlyaw:uJslvis!tln;edm-ticket.htm. 

The UK Archives requires that teaearehers obtain a reader's ticket only if they wish to examine 
original documents. Researchers are not required to have a reader's ticket if they request access 
to copies ofdocumeo!s, microfilm or microfiche. To obtain a reader's ticket, researchers are 
requlrcd to provide two forms of identifl.cation - one form as proof of name and one form as 
proof of address. The website specifics excepted forms of both. 

The reader registration room staff then takes a photograph for the reader's ticket, which is a full 
bead shot without any head or face covering. 

ResearchcrB then use their reader's ticket to order original docwnents using computer terminals 
In the reading rooms. The 010 staff member fern mar with the process explained the UK 
Archives uses a dptehto..se to record all requeslB made by each researcher using a reader's ticket. 
For example. if a researcher cannot m:all what rec:mds be bas requested in the past, the UK 
Archives can search his request history. 

MANAGEMENT COMMENIS 

The 01 met with--Rcscardi Servi·· before and after ~leting this 
asse 1m Prior~ apessmenf, told the 01 be bad already begun 
to address the audit reco111111.-ndatlon and assess the via 1ty o~thc existing database used at 
Archives I and IL He also indicated be lntrmc!cd to review COTS appllcatiODS used to issue 
researcher credentials and track rn: •cher accesa. Finally, be Indicated be intended to look at 



networked solutions that could be implemented throughout all ofNARA's regional research 
rooms. 

Following the assessment, the 01 briefed-on the observations and ~remediation 
reported above. -also updated the 5iiiiiliis progress. Specifically,-reported the 
Information Technology (11) Architecture Committee has approved the concept of centralized 
NARA researcher database and-will soon begin working an IT contractor to develop 
system requirements. He also continues to believe there are a number of COTS solutions that 
will meet the system requirements. He does not support developing a customized system. 

CONCLUSION 

The RRS currently used at Archives l and II is an aging application with limited potential for 
expansion and enhancement. The 01 suggests NARA management consider replacing it as soon 
as possible with a NARA-wide solution that will provide for scalability, enhancement and 
integration with NARA's holding management systems. 

Please provide a written response to this Assessment Report within 30 days of the date of issue. 
As with all OIG products, the OIG will detennine what infonnation is publicly posted on the OIG 
website from this Assessment Report. If you have any suggestions for redactions, please Include 
them with your response. If you have any questions or require additional information, please 
contact me at 301-837-3000. 

cc: David S. Ferriera, Archivist of the United States, N 
Debra Wall, Deputy Archivist, ND 
Gary Stem, General Counsel, NOC 
Bill Mayer, Executive, R 
James Gardner, Executive, L 
Michael Wash, Executive, I 
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OFFICE of 
INSPECTOR GENERAL 

Dalo : February 6, 2014 

Reply to: Acting Inspector General, Office of Inspector General (010) 

Subject : Allleument of Critical Incident Law Enforcement Rapome-­
(14-0002-1) 

To : David Ferriero, Archivist of the United S1Btes (N) 

In September 2013, a single shooter lcilled 12 people at the Washington Navy Yard. Following 
that incident, 1he Archivist of the United S1Btes requested that the Actin !!isPector General 
clarify the role of the 010 in an active shooter incident • 'The 010 has no 
responsibility as a first response law enforcement organimtion so 1he Office 

-

In · · ons (01) completed an assessment of critical inci nt law' rcement response I 
This was a limited assessnent to examine occupant emergency planning, 

prep , and coordination internal-- and external with local law enforcement. 
This is.an Informational report meant to convey observations to managem~y then 
help improve the effectiveness ofNARA's emergency response planning-. 

Incident response plans and procedures are defined in an Occupant Emergency 
Plan (OEP). Specifically, 1he OEP contains Emergericy Actions Plans (EAPs) for several law 
enforcement response scenarios including an active shooter event. In summary, the assessmll11t 
found: 

1. 1he four key personnel identified in the OEP were generally knowledgeable about the 
OEP; however, three lacked appropriate training to carry out their OEP functions; 

2. NARA management has no fonnal plans or schedule to conduct OEP exercises; 

has not routinely coonfmatc:d with local law 

4. there are no Sceurity Management Branch (BX) represmtatives_.,n 
weekends and holidays. 



8ACKGROUNQ 

~ccupont Emergency Plan 

In October 2013, the Chief of Security prepared end NARA management approved en OEP. 
- Occupant Emergency Programs: An lnJeragency SeCllrily Committu Guide, MOTCh 
iIDl(iSCOuide), defines en OEP as "a written set~ures to protect life end property in a 
facility under specific emergency conditions." Th~ OEP defines the roles end 
responsibilities of key NARA personnel, end establishes EAPs for specific emergencies. The 
Facilities Management Branch (BF) has primary responsibility for the OEP. 

Faclllly Security Committu -has a formal Facility SeCurity Committee (FSC) that meets approximately every two 
iiiOiiilis:tii' discuss the OEP, EAPs, end other Internal operating procedures that impact securinll 
- The Chief of Security prepared end the FSC approved the recently updated OEP 8iiil' 
'iiSSiiC!BiCdEAPs 

SCOPE 

-

01 encrally assessed emergency planning for critical incident scenarios Identified in. 
OEP that require a law enforcement response. Specifically, the 01 reviewed (l}the 

respollSlDilities of NARA employees responsible for executing the OEP, (2) whether 
NARA conducts training and exercises to test OEP planning end prep11Iedness, and (3) whether 
NARA management coordinates regularly with local law enforcement. 

OBSEBVATIQNS 

1. Key personnel are not familiar with the OEP and have not been properly trained 

Desjmntsx! Officla) l!J]d AJ!mwtrt PmrignutmJ Official 



Both the Designated Official and the alternate Designated Official (Directors) stated the Chief of 
Security gave them the OEP to review in September 2013. The Directors and the Chief of 
Security also visited the security control center to familiarize the Directors with emergency 
. incident procedures. Although the Directors stated they were generally familiar with the OEP 
and with security control operations, neither were aware the OEP makes them responsible for 
evacuation and emergency operations during a critical incident involving local law enforcement. 
Additionally, neither Director has received any formal training in incident comman~. 
Finally, the Directors did not know the OEP Occupant Emergency Coordinator is­
Building Manager, not the Chief of Security. 

Occuoant Emergency Coordinator 

The OEP states the Occupant Emergency Coordinator is responsible for (I) identifying personnel 
required to carry out the OEP, (2) establishing working relationships with other Federal and local 
agencies having emergency responsibilities, (3) scheduling and coordinating training and drills to 
ensure the safe evacuation/relocation of personnel in the event of an emergency, ( 4) coordinating 
Memorandums of Understanding (if any) with local emergency personnel and (5) coordinating 
the activities of local emergency personnel, other government agencies, and other support 
personnel during an emergency. 

The Building Manager was unaware they had been assigned as the Occupant Emergency 
Coordinator, and did not know where their position fell on the OEP organizational chart. The 
Building Manager recalled reviewing the OEP, but they were unaware that the BF was 
respoDSl'ble for the plan. Rather, they thought the Chief of Security and the BX were responsible 
for managing the plan. The Building Manager explained that because the Chief of Security 
created the OEP, they assumed the BX was the responsible office. 

The Building Manager noted that prior to 9/11 most government building:i had OEPs primarily 
for natural disasters, so the facilities department was typically respoDSl'ble for drafting, 
implementing, and testing the plan. The Building Manager further noted that after 9/11 most 
OEPs were changed to reflect terrorist threats and the OEP became more of a security function. 
The Building Manager believed the Chief of Security was responsible for law enforcement 
liaison. 

Securitv Coonlinatnr 

The Security Coordinator is the Chief of Security-. The Chief of Security prepared 
the OEP and represents NARA at ISC meetings. The"CIBP'1iidicates the Chief of Security is 
responsible for (1) providing support and guidance on security related matters to the Designated 
Official, (2) developing, coordinating, and maintaining the Building Security Plan and security 
response protocols, (3) maintaining personnel and site security during emergency situations, and 
( 4) assisting in the collection of information for local law enforcement authorities. 
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The Chief of Security confirmed the Building Manager is the primary point of contact in the 
event of a building evacuation. However, the Chief of Security stated if a critical incident 
n:quircs 11 law enforcement response, they are the primary point of contact instead of the 
Building Manager. The Chief of Security explained the Building Manager is not trained in 
physical security, so the Building Manager is only qualified to handle critical incidents involving 
natural disasters or tire. Although the Chief of Security was clear about this defined split in 
rcsponsibllities, they could not cite where the OEP defines this change in COOJm•mi structure. 

Suggested Remedial/on; 

The 01 suggests senior NARA management consider revising the OEP to reflect the 
peISODilel responsible for decision-making and operatious during critical incidents 
involving a law enforcement response. Additionally, the OI suggests NARA 
management consider formally BSSigning BX responsibility for the OEP. Fmally, the 01 
sugaests the Directors Immediately develop 11 tndnin& curriculum for all key OEP 
personnel. 

2. The Directors do not have a plan or schtdule to conduct eurclses lo test NARA and local law 
enforcemem response In accordanca with tha OEP. 

The OEP n:quircs the Directors to schedule and conduct Security Levelllraining and exercises 
to test critical incident law enforcement re&J>Ol!!!:. However, the Directors have neither 
conducted nor scheduled any tndnin& or drills ... Additionally, the Directors were 
not aware of their responst'bllity to conduct emergency exmcises and instead thought the Chief of 
Security was responsible. 

The. Chief of Securl stated BX has not conducted an critical incident response drlllsl 
- because The Chief of Security also 
~plans to conduct any critical Incident response drills. The Chief of Security further 
explained he does not see 11 need to perfonn drills for incidents requiring a law enforcement 
-~the . olice Departmen-responds quickly to all callsl 

Suggested Remediation: 

The 01 suggests the Directors consider establishlng a plan to conduct a critical Incident 
law enforcmncnt response exerolse·-withln the.next calendar year. NARA 
management could conduct the exerc~urs or use tabletop1 scenarios. The 
Directors should ensure the MPD participates in the planning and execution of all 
scbednled drills. 

1 Ac:widiug tba JSC Guido tab1e1Dp oxerclaea are dilcusslona-bascd exercises where personnel moet In a cillSlroom 
ICtllng or In breUout groups to dlscuu tbolr roles end nspomcs during an emcrpucy. A fiu:l11bdor prosmts a 
scemrio Biid ub the exercise (>lltlclpants questlona related to the scemrio, Illus Initiating a diK:usslon unong the 
partlciplll1ll ofrolcs, rapomlbllltJcs, coordlmllon, llld dccllloo-maldng. 
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3. The Chief of&curlly does not ngularly coordinate wUh local law eeforcement. 

The OEP. identifies-. as the local law enfon:ement agency-· nsible for onding to 
However, thc OEP makes no specific reference to the 

the specializc;d--responsiblc for the majority of, incidents descn . m e 
EP. The Chief of Security refers information and intelligence to~ Im11eria1 

refencd to-often relates to gcncral, nonspcoific tbreat9 rece~ 

A sergeant with .would be 
not covered by 

The seigeant would like to assess the building and expressed an interest in usin& parts of the 
building to conduct training and drllls for his specia1lzed units. The sergeant explained having 
drllls and training in the building increases the cffcctiveness of first responders. F'mally, the 
sergeant indiCated it would be beneficial for to understand their responsibility and 
jlirisdiction, because-I is not building. 

Sugguted Remedkztion: 

is 

The 0-su the Directoni ~the Chief of Security to llII8Jl8C for representatives 
from to tour-and meet with key OEP and security personnel. 
Additio y, the Of n:commends NARA management consider establishing regular 
mcctlngs with_ to share OEP n:latcd Information and intelligence. The Chief 
of Security should also consider documenting all formal coordination with local law 
cnfim:ement, other security directors, and other Federal agencies. 

4. There i8 no BX pruencs a-on wee/rends and holidays when the building is open to 
the public. . 

are open to the public and the research rooms operate 
aturday. NARA personnel serve end mpervise rcscarchcrs at all times while 

the research rooms are open ~ic. However, during weekends and Federal holidays 
then: aie no BX personnel-. Security staff on those days is limited to contract 
sectirity gumds. . 

In the event of a critical incident at-over the wcckcnd or on a holiday, the OEP would 
be initiated by a contract englnru on duty end/or a contract security supervisor. The Chief of 
Security stated apprOpriate con1Iact employees would assume command and control until local 
law eufim:emcnt aniw. The Chief ofS~taled contract personnel have been trained 
on how to n:spond to a critical incident at_ in the absence of BX personnel. 
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In comparison, $e--_ the 

! all have F~er5onnel at their facilities 
, 365 days a year. . 

Suggested Remediation: 

The 01 suggests NARA IIJllllBgement consider staffing-with a security 
specialist during all hours the facility is open to the public. Additionally, the 01 suggests 
the Chief of Security formally explore the cost and security benefits of us~ 
employees (General Series -0085) instead of contract security guards·-· 

SPMMARY OF BBT..4.TEP ACTMTX 

MANAGEMENT COMMENJS 
The Ol~ the results of this BS!!C'!!!J!!ent with the Executive for Bnslness Support Services 
and the agency Security Officer. Both generally Concurred with the observatiQDS and suggested 
remediation. However, the Security Officer asked that the report reflect that Bdditional full-time 
cquiVa.1ents or funding may be necessary to implement the rrmedlatlon suggested 1mder 
Observation 4. 

Please provide a written mponse to this AsseslllJlalt Report within 30 days of the date of Issue. 
If you have any questions or require additional information, please contact mo or Matthew 
Elliott, my Assistant IDspector Gonera1forInvestigatiODS,at301-837-2941. 

~~ 
Acting Inspector Gonera1 

cc: 1ay Bosanko, Chief Operating Officer, C 
Charles Piercy, Executive, B 
Kevin McCoy, Security Officer, BX 
Debra Wall, Deputy Archivist, ND 
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NATIONAL 
ARCHIVES 

OFFICE of 
INSPECTOR GENERAL 

Dalo : Aprll 24, 2014 

11ep1y 1o: Acting Inspedot Cleneral, Office of Inspector Ocneral (010) 

8"*"' : Aaeument of Critical Incident Law Enfon'N"ent Reapome 
(14-0llQ3.I} 

To : ~d Ferricro, An:hivilt of the United States (N) 

In September 2013, a single shooter killed 12 people at the Washington Navy Yard. Following 
that incident, the Arcltivist of the United States requested that the Actin !!isPector General 
clarify the role of the 010 in an active lhootcr Incident The 010 has no 
R8JIOlllllbllity as a first response law enf'orcemcnt mpn•mon so the Office 
-ons (01) completed an e"""111M!!t of critical incl t aw . n:ement responsel 
· Thie wu a Umited assessment to !lXll!Dine occupant emergency planning, 
prepar , and coordinaticin internal-. and external with local law enforcement. 
Thlsls an lnfunn•rtioJllll report meant to~. ervations to Dlllllllgem-· which may then 
help Improve the effectiveness ofNARA's mnmgengyiespomepbtnning 

Incident response pbtns and procedures for_ are defined in an OccUpant Emergency 
Plsn (OEP). Specifically, the OEP contains Emergency Actions Plans (EAPs) for several law 
enfmcement response acemrios Including an active shooter event In summary, the assessment 
found: 

1. the three key pc:rsonnel identified in 1he OEP wero geomally knowledgeable about the 
OEP; · hoW8Yet, all three lacked llJICCific OEP tralnina to carry out their OEP functions; 

2. the Security Coordinator was 'llllSUie 
~r another Iocsl law enforcement agency wo 
critical incident, and; 

3. the Designated Offioia1 does not have a plan or schedule to conduct exercises to test 
NARA and local law enf'orcemcnt response In llCl:Drdance with the OEP, and; 

4. there are no Security Management Branch (BX) representatives at 
~hen tho building ii opml to resemdlen. 



BACICGBOUNQ 

-Occupant Emergency Plan 

In August 2011, the BX conducted a security BllllSS4:SCC:s111Iient 

ofHomeland.ecurl (DHS), Intera Securi 
olasslftcd as a Security Level 
ba9cd In part on storieal sJanlfic:anee o 1'1ft~ 
studmta and c:onlrallton assigned to the fadlity. 

In l 2013 the Facility & Property Mamgemant Division (BF) approved an OEP fur 
Occupant ElMrgMcy Program&: An lntmzgm:y &Cllrlty Committee Gulde, March 

), defines an OEP u "a written set-f roc:edures to protect life and property In a 
filclllty under spcclfk: emergency c:onditions." The OEP defines the roles and 
IapODSibi1itles ofkcy NARA penonnel, and establis s for speoifio cmersenclcs. The BF 
has primary responslbi1i1y for the OEP. 

Unlike 
theOE , 

SCQPE 

has no fonnal Facility Security Committee that meets to discuss 
hn!al operating procedmea that impact security. 

y asscssod emergency phnnring for critical incident sc:eoarios identified In the 
EP that require a law enforcement response. Speoifically, the 01 reviewed (1) the 

. responslhD!tles ofNARA employ=s responsible for executing the OEP, (2) whether 
NARA conducts training and exercises to test OEP pl111111ing and pepmwmm, and (3) whether 
NARA mmwgemcot ooordinates regularly with local law l!llforc:emcnt. 

9R!IBBYATION8 

1. Key pl1'80llM1 an familiar wilh IM OEP, but they have not been properly trained. 

Des!gnntM Qfficle! npd AJtmintp Des!gnntM Officjal 

LI ....._ I : : • 



1be Dealgnatcd Oftlclal stated the Team Leader gave him the OEP to review In January 2013. 
The Designated Official was 8""""'1JY fAmillar with the OEP and with security control 
operations. The Des!gnatM Oftlclal W11S abo awme the OEP makes him responsible for 
evacuadon and emergency opmations during a critical inoldcnt Involving local law enfim:emcnt. 
The Deslgn••ed Official h!ll not been trained In lncldeot C(lll!Dll!Dd or response. Rather, the 
Designated Official stated he relied on experionce from working at another Federal agency. 

Occupant Emergency Coordinator la 
[hcmllllfb=r,, the Director). 'Ihc OEP states the OccupantEmergency 

C001rdimiito:ris mjlonslble for (1) Identifying peraonnehequiml to carry out the OEP, (2) 
establisbin& woddna relAtfonships with other Federal and local apncles havina emqency 
mponsibllitles, (3) •ched11'!ng !IDd coordinating training and drills to ensure the safe 
evaouatlcnlrelo ofpusmmcl ln the.event of an emergency, (4) coordinating Men101audwns 
ofUndcnlandlna (lfany)withlocal ClllOlgencypersanl!OI and (S) coon!inating the activities of 
local emergency personnel, other government agendes, and other 1UppOrt personnel during an 
emergency. 

The Director was knowledgeable about the OEP and knew where his positioD fell on the OEP 
mganlmtlona] chart. The Dlrcctor stated prior to 9/11 moat SoVliliwuent buildings bad OEPs 
primarily for natural diwten, so the f'acllitles depmlment was typically responsible for drafting, 
impJanentlna. and tcstin11 the plan. However, the Director stated that after 9/11 most OEPs were 
chmaed to micc:t tcmJrist 1breata and the OEP became more of a security function. The 
Director belieVcd the.Team Leader should be rcsponsib1e ~law enforoement liaisOn. The 
DiJector stated he wali not formally trained for his OEP responsibilities, but Instead relies on bis 
past-cxpcrience. 

Security Crordi0 Atnr 

~Coordinator la the Physical Security Team Leader (hereafter, the Team Leader) at 
- The OBP Indicates the Security Coordinator la responsible for (1) providing support 
and guidl!Dce on secwity related matters to the Designated Official, (2) developiq. coordinating, 
and maintaining the Emersency Action Plan and security respOlllO piotocols, (3) Jlllliml!inlng 
Jl""'O'DW\ and site security during CDl&jtillll)' sltllltions, and ( 4) aaslstins in the coUection of 
infunnation for local law eofotcement authorities. 

The Tm Leader '10llfirmed the Dhwtm is the ptimmy point of CO'rtact in the event of a 
building IMICUSl!on. However, the Team Leader stated If a crltical Incident requires a law 
cmfbrc:ement respollllD, they would be the pdmary point of contact instead oftbe Director. The 
Team Leader also said it would be more appropriate to uslan them as the Occupant Emeraency 
Coordinator, but BX would need more personnel to handle the additional responsibilities. 



Srlgguted JWnsdlatton: 

Tho 01 suggests senior NARA m"""8""'ent consider m'isfna the OEP to reflect the 
pc:rsomicl 1espomiblo fur declalon-maklng and operations during critical incidents 
involving a law enforcement response. Additionally, lhc OI llUagests NARA 
man1acmimt consider furmally assilP'dna BX mponslbilily for the OEP. Finally, the OI 
nggests the Deslgnllfcod Ofiicia1 Immediately develop a tnliniug i:uniculum for all key 
OEP personnel. 

Suggu/ed JWnedlallon: 

Tho. or !!ES the Dcslanatcd Official require the Team Leader to~ OEP to 
identify~ the local law cmfureement qency responsible for-

Tho Team Leader should also consider piovldfna- with a tour o~ and 
manging a meeting betwee~ and key OEP"iiiid security per.IOJllle"T"Ac13Iiionally, 
the OI recommend• NARA management consider estim!ishlng regular mcetinp with 
-to share OEP related lnformalion and intCmsence. · . 
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3. Ths Duignatld OjJlclal dou not have a pllllf or IC/wbde to conduct exercises to test N.nu 
and local law "l[orcement ruponse In~ with the OEP. 

The OEP miuJres the J)Nlgneted Ofiicial to schedule and conduct Securlzy Leve. training 
Bild exercises to test critical incident law enforllement response. However, the Designated 
Official has neither conducted nor scheduled any training or drills {related to law enforcement 
relJIODllC)at- . 

Svgguted &mediation: 

The 01 sugcsts the Dmpted Official establish a plan to conduct a critical incident law 
cnfou:ement response exercise at-within the next calendar~· NARA 
managcment could conduct the ex~ houm or use tabletop1 scenarios. The 
Designated Ofticlal should cmure-pmticipates In the planning and execution of all 
scheduled drills, 

4. There is no BX pruence a whan the building is open to the public. 

The 01 suggests NARA managrmvmt consider shifting a security 
t . • r. ' . apecialist during all homa the faCility Is open to 1bc puli • y, the 01 suggcst5 

the Team.Leader fonnally explore the cost and security benefits of using Feder&l 
employees (Oeneral Series- OOSS) In.stead of contract security guards at-

MANAGEMENT COMMENTS 

The 01 met with NARA management to dlscusa the results of this assessment and seek clarity to 
1111re10lwd requosts for Information. NARA llWlll8ement provided 1bc 01 with all neceasuy 
information and the 01 distributed a draft report for review and comment. Management 
iequested the 01 clarify sections of the rt related to Observations 2 and 3. A5 a result, the 01 
c:larificd that the Team Leader stated might respond 
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_, ~basamutualassiotanceagreemmnwith--­
~Oi'COP'ied the more specific languaae from 0bS~81DDDllllY 
bullcta on page 1. 

Please provide a writtm response to this >ssessment Report withln 30 days of the date of Issue. 
If you have any questions or require additional Jnfmmation, please <:ontact me or Matthew 
Elliott, my A aistant Impectur Oenoral for Investigations, at 301-83 7-2941. 

cc: Jay Bosanko, CbiefOpcratlng Officer, c 
Charles Plrmy, Executive, B 
Kevin McCoy, Sceurlty Officer. BX 
Debra Well, Deputy Archivist, ND 

l'lge 6. 
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REPORT OF INVESTIGATION 

TitleJN~me and address): Type of Investigation: Type of Report 

Criminal/Administrative [g] Final 

0 Supplemental 

Social Security Number: N/A Employee Non-employee Fonner Employee 

Date of Birth: Data Entered on Duty: Position and Grade: 
N/A N/A N/A 
Post of Duty: N/A Organization and Office: N/A 

Period oflnvestlgation: October 2008 - November 2010 

BASIS FOR INVESTIGATION 

On October 28, 2008, . · Contractlng Officer's Representative (COR), National Archives and 
Records Administration (NARA), told NARA's Office of Inspector~-­

supplied equipment under NARA contract numbe~~ly 
grey market material. In addition, the material might have been manufactured in foreign countries to 
include China and Hungary. 

18 U.S.C. § 371 Conspiracy 
18 U.S.C. § 1343 Wire Fraud 
18 U.S.C. § 2 Aiding and Abetting 

ALLEGED VIOLATIONS 

RESULTS OF INVESTIGATION 

The OIG substantiated that- provided counterfeit.and re market Cisco e 
purchased from an unauthorized distributor, 

ulpment to NARA, 
. The United 

Distribution No. 

Office of Inspector General 1 
NaUonal Archlvas and Records 2 Admlnlstration, General Counsel 

Assistant U.S. Attorney 

Other (Specify): 

NARA - 010 Form 01 212 (Rev 1112005) 
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/.J1J~ 
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investiaations 
Division Office: 

Headquarters . 
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REPORT OF INVESTIGATION 

States Attome 's Office for the Southern District of Ma land declined prosecution 

The OIG prevented the undue payment of $1, 149, 100 to- for counterfeit and grey market 
products. 

INVESTIGATIVE SUMMARY 

Background 

Cisco products and services are sold through .a network of Cisco Authorized Channel 
Partners. Cisco's Authorized Channel Partners are required to resell Cisco Products 
and Services in a given territory, as set forth in contractual agreements with Cisco. 
The base level partner is a Select Partner, and the top-level partner is a Gold Partner. 
Cisco products are sold with end user warranties. These warranties are personal to 
the first end user and, unless expressly authorized by Cisco, the warranty may not be 
transferred to any new purchaser of the Cisco products. Thus, any product that is not 
purchased through the legitimate Cisco Authorized Channel does not come with a 
valid warranty. Clsco's service and support model allows for customers to purchase 
additional service coverage on Cisco's networking equipment in the event the 
customer needs assistance in troubleshooting technical problems or replacement of 
faulty parts. These service contracts are called SMARTnet contracts. Customers may 
choose from a variety of support and contract offerings depending on the nature of 
service they wish to receive. SMARTnet contracts are available to the first end user of 
a product, and Cisco requires that a second end user may obtain a SMARTnet 
contract only after paying to have the product re-inspected and paying for licenses for 
the software that is installed on the product. 

EXHIBIT 

On..-. 2008, via the Federal Business Op~Opps) 
we~blicly announced NARA solicitation --issued as a 1, 2 
request for quotation (RFQ). There were 18 line Items listed. One of the line items 

~·~ . 1~N~~ 
----- . 09-002-1 
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REPORT OF INVESTIGATION 

was.fpr 14.SMARTnet service contracts for 14 equipment pieces, -
.--. During the contractual Questions and Answers session, an 
~asked If NARA would accept Cisco equipment that was not 
sourced from a certified Cisco partner. NARA responded with an Amendment of 
Solicitation/ Modification of Contract, Standard Form 30, which clarified " ... NARA 
requires that all Cisco products be purchased from 'Authorized/Certified Vendor's 
only.' Any and all vendors submitting quotes shall provide proof of authorization from 
Cisco." - re~d to the NARA FedBlzOpps announcement with an undated 
quotation In Which - indicated they would supply "new" Cisco equipment. 
- stated they were an authorized Cisco Selflcl Partner. - submitted a 
quote for $1, 149, 100 and offered the following: 1) Assembly and configuration of the 
chassis at no additional cost should the government wish to take advantage of this 
op!Jon; and 2) a one year performance replacement level warranty [Agent Note: This 
Is not a Cisco Warranty.] 

On , 2008, NARA awarded - the contract. On - 2008, 
Cisco notifie_d that they would be removed from the Cisco Partner program. 
On ; 2008, NARA received equipment from - via-. 

ARA's COR, notified the DIG that the labels on the equipment indicated the 
equipment originated from China, Hong Kong, 'and Hungary; and Cisco informed ' 
the equipment was grey market-explained that grey market meant the equipment 
originated outside of the Cisco approved distribution channels. The serial numbers 
and other forensic data were provided to Cisco for further assessment. Cisco told the 
DIG that 41 pieces of equipment were counterfeit, In that the equipment was Cisco 
brand equipment but the original labels had been removed and re laced with false 
lab.els. The 41 leces consisted. of 

. The remainder of the equipment was 
idenlifie as grey market, as it was sold outside of authorized C_lsco distribution 
channels. Counterfeit equipment ls fnellglble for SMARTnet service contracts. To 
support the grey market equipment with SMART net service contracts, Cisco would 
require NARA to pay an additional fee to reexamine and license the equipment. 

- Interviews/Investigative Actions 

PRIOR TO AWARD 

On September 12, 2008, In response to RFQ clar(ficatlon questions, 
••••••••••••ll•systems Development DIVlsfon 

(NHV), NARA, emailed the NARA Acquisition Analyst, . - - .-
. · - and advised that the Cisco equipment purchased by NARA must be new 

arid must have Cisco authorized service. [Agent Note: The word "new" was omitted 

3 

Case Titie: , I Case Number: 
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REPORT OF INVESTIGATION 

from the NARA RFQ; however, - bid specified that all parts would be new.] 

POST AWARD 

On September 26, 2008,-, Brand Protection Group, Cisco, emailed 
, and asked for the source of the NARA equipment•••• 

advised that-discounting was higherthan what is given to large Gold 4 
Partners and a high discount on this deal would require a deviation from the Cisco 
Sales Team. In this case no deviation was glven.-·told that per-
contract with Cisco as an authorized reseller, ls.on! .able to purchase Cisco 
services and roductsJrom an authorized distributor 

and to resell such Cisco serilces and pro ucts rectly 
to end users. advised · that resold Cisco products that have been sourced 
outside of Clsco's authorized channels do not come with a valid software license or 
hardware warranty. Cisco reserves the right to refuse support on any secondary 
market sourced product, even if presented with a valid SMART net contract Proof 
must. be presented th.atthe product has undergone an inspection b-ls.co, and 
appro rlate soflware. llcenses are rocured. told-that suppliers 
were . [Agent Note: At the time of the ... ARA RFQ, 

r .authorized Cisco distributors. actual 
Atthe 

time of this award, was not an authorized Cisca distributor or a Channel 
Partner.- coordinated with- to provide- the Cisco equipment 
At the time ofthls award,-was not an authorized Cisco distributor or a channel 
partner.] 

5,6 

PerEOUSA 

Case TIUe: . . . 1 ·Case Number: 
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REPORT OF INVESTIGATION 

(B)(5) 

PerEOUSA 

On September 30, 2008, - emailed NARA CO representative •11111. •li•I 
stating the equipment they would supply NARA would be" ... new, genuine Cisco, 
and it comes with ·a one-year warranty. A Cisco-certified engineer Will be on-hand for 
a day to receive and test the equipment when it arrives at NARA.• 

On October 1, 2008, emailed to advise that - was .contacted 
by Cisco Account Manager · · Who Indicated that the equlpment ~ 
quoted was "sourced outside the channel and not from an authorized distributor.' 
Iii•· •. further Indicated the equipment would not be supported. - told 
they would honor their commitments and meet •expectations. 

On October 1, 2008, , Cisco . emailed - to 
advise that- failure to disclose Information about the Cisco authorized 
dlstribu\qrJheyplan to procure NARA products from severelyjeopardlzed the status 
of- reseller agreement with Cisco. Additionally, Cisco Brand Protectl0n 
reserves the right to terminate the Channel Partner agreement between - and 
Cisco, 

On October 2, 2008, a Cisco representative, emailed to 
thank.• tor discussing the. risk NARA may have With the a~ ... 

. advised Cisco would be seeking action agalnst-ClTieTo--
unwllllngness to fulfill the NARA purchase through the Cisco authorized channel. 

suggested there was a risk that- supplied grey market product. 

On or about October 6, 2008, and - met with and 
At no time did-tell · · tha-was a reseller or state 

was a supp lier of grey market Cisco pr~ assured that 

7 

8 

9 

10 

11 

Case TIUe: I Case Number. 
----- . . 09-002-1 

NARA - OIG Form 01212 (Rev 04/20o"'s>,__------------------'-'--~o=ftlce,---o~f lnspe-"°"c:1o-r=Ge-ne-ra-,--I 

National Archives and Records Administration 
Page 5 

OFFICIAL USE ONLY 

THIS DOCUMENT IS PROVIDED FOR OFFICIAL USE ONLY. ANY REQUEST FOR DISCLOSURE OR FURTHER DISSEMINATION OF THIS 
DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED TO THE OFFICE OF INSPECTOR GENERAL. NATIONAL 
ARCHIVES AND RECORDS ADMINISTRATION. 



REPORT OF INVESTIGATION 

NARA would receive the equipment as requested.- questioned whether the 
equipment would be used or second hand. -denied the equipment would be grey 
matkeVusedand,would be packaged to show that It was new.- responded that 
- and- would get the equipment supported by Cisco certified 
technicians. - told that Cisco representatives wanted• to believe they 
would not support the equipment~ would, In fact, support It. checked 
the ... Cisco website and it indicated - was a Cisco partner. D. e~sco telling 
•••they would not support the eq ulpment, believed - had the 
ability tor;nake Cisco support the equipment. During this time, called_ 
and told-that Cisco w9uld not suppo~ and Cisco had removed-

. from thefr partner llst. went onto Clsco's website and could no longer'conflrm 
- was listed as a Cisco partner. became concerned as Cisco was the 
manufacturer and they told •they were not going to support the product. In addition, 
Cisco told •the equipment may be counterfeit. took no action. 

On October 28, 2008,~G that- supplied equipment under 
NARA contract number~ that was possibly grey market material. In 
addition, the material might have been manufactured in foreign countries to include 
China and Hungary. 

On October 30, 2008, the OIG contacted Cisco to discuss the Cisco equipment NARA 
purchased. . said due to concerns about the origin of the Clsc~ment, 
Cisco questioned - about where they sourced the equipment. - was not 
clear with Cisco. about their distributor and did not confirm they would use Cfsco 
certified distributors to fulfill the equipment order. Cisco checked a partial list of the 
serial numbers associated with the NARA contract order and determined that the 
equipment they researched was grey market.- advised grey market equipment Is 
equipment purchased outside of permitted Cisco channefs.-told the OIG that grey 
marketrnerchandlse can be new, used or counterfeit-revealed the following 
concerning 11 serial numbers •esearched from the equlpmen- provided to 
NARA: 1) Two were pieces of equipment originally sold in Atlanta, GA; 2) six were 
sent to Germany; and 3) three went to Bangladesh- did not purchase this 
equipment.from Cisco or a Cisco certified distributor, thus, the equipment was grey 
market equipment. 

12 
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REPORT OF INVESTIGATION 

15 

16 

Cisco, via their legal counsel, provided the OIG a redacted coi:i of their findings 
pertaining to the equipment provided to NARA b and for Inclusion in 
this report. Their report Indicated that 40 of the and 1 of the 17 
[mlsldentlfied in the conclusion of the repo were counterfeit It was 
determined that all of the - were stolen prior to official sale by Cisco. All of the 

Case Title: I ~;~~~~~ber. 
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REPORT OF INVESTIGATION 

- were labeled with false serial numbers, some of which were duplicated in that 
they were assigned to other Cisco products and the Media Access Control (MAC) 
addresses were assigned to other Cisco products or other manufacturers. The­
- appeared to have been stolen from a contract manufacturer, but in addition it 
Was defective ands. hould have been scrapped. The~eled with a 
false serial number ahd a MAC address assigned to~· 

told the OIG that 
of , brough!the NARA deal to-. -was partnering with 

. Companies like-seek out small businesses because they know that 18 
thefederal government likes to contract and support small business such as-. 
- knows that the small business will get the contract but will have diffiCu'liY"'" 
funding the deal. - wlll contact these com anles and offer to ·support !hem In 
!heir contracts with the federal government. would have never been able to 
~e NARA contract without companiesHke and -and 
~mployee-wcirked with on the NARA contract. 
understood that the eqi.Jipment for NARA was for "brand new" equipment. Brand new 
meaning it was not used and had not been "put in service." -said that 
- has no affiliation with Cisco, is not a Cisco partner, and does not have any 
official access to the Cisco database.-sald that •uses other companies to 
asslstmwith SMART net coverage. -said that "a lot of relationships we 
have were' people doing things they were not supposed to do, but It ha ens· every 
~\Jr industry." -cited the example of using 
-· to research serial numbers In Cisco's database. As long as ould 
acquire information on serial .numbers and end user contact information, they could 
help-get coverage.-belleved that_.,ad a relationship with 
Clsc~lowed them to acquire coverage. Another company that assisted 
-In SMART net coverage for the NARA equipment was 

,,Cisco Investigator, told the OIG that 
and registered NARA as t e "end user" on 

'shol!ld not have been able to acquire a SMART net ,contract for 
NARA Was not the original end user. The original end user, 19 

located in Sweden, purchased at least 2 of the 13 
2008. . explained at the time of-purchase, 

ould come with original purchase warranties but, the warranty was 
sold th~ to another company, as warranties do not 

- provided counterfeit and ~rket Cisco equipment to NARA, purchased 
frOiii"8n unauthorized distributor,-· The United States Attorney's Office for the 

Case .Tiiie: I Case Number. 
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REPORT OF INVESTIGATION 

he 01 prevented the undue payment of 
elt and grey market products. 

(8)(6) 

PerEOUSA 

~e~: 1~N~~ 
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Exhibit 
Number 

1 

2 

3 

4 

5 

6 

Description 

NARA Request for Quote with Attached Solicitation Modification, September 10, 2008 

Email from 
12,2008 

Quotation For Cisco Equipment, undated 

, Subject Fwd: RE: , dated September 

Email from-. Subject RE: Cisco Systems Follow-up for National Archives, dated 
Se tember 26, 2008 
Email from- Subject Necessary Information- Read these documentsll!, dated 
Se tember 29, 2008 
Email from ubject RE: Cisco equipment supply confirmation, dated 
Se tember 30, 2008 

7 Email from'-· Subject: 2008 

8 Email from .... Subject: FW: 
r----::,---t-=---;;--::-- ----------,.----,.----~-~~-=-----~ 

9 Email fro 

10 

11 

12 Memorandum of Activity, Employee Notifies About Equipment, dated October 
28,2008 

13 Memorandum of Interview, Teleconference with Cisco Representatives, dated October 30, 
2008 

14 

15 

16 Memorandum of Interview, ~ 
, dated December 1, 2008. 

17 Memorandum of Activity, Redacted Cisco Report Approved by Cisco, dated December 23, 
2010 

18 Memorandum of Interview, 

19 , I nvestlgator, 
Criminal/Service Fraud, Cisco, and . Trial Attorney, Public Integrity Section 
PIS , De artment of Justice DOJ and Cisco, dated Jul 22, 2010 

I 
Case Number: I Case TIUe: I 
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REPORT OF INVESTIGATION 

!rivntlptlon Number: C-Tltkt: Type of Report: 

10-0011-1 Stolen Velor Veteran Record Fraud D lnbrlm f8I Flnal D SUpplemental 

Type of lnvestlgmtlon: Period of lnvestlgltlon: 

!'XI Criminal n Clvfl n Admlnl8tnltlve n lnfonllltlon December 2009 • February 2011 

Primary Subject: 

BASIS FOR INVESTIQA DON 

On December 7, 2009, --· Reference Core 5, National Personnel Records Center 
Military Records (NPR~es and Records Administration (NARA), St. Louis MO 
forwarded to the Office of Inspector General, Office of lnvesti atlons 01 alle ations 
a member of the Miiitary Order of the Puri)le Heart (MOPH), 
altered/falsified NARA documents. 

AbLEGEP VIOLATIONS 

18 U.S.C. § 704 (a)(b)(d), False Claims Relating to Military Medals and Decorations 
18 U.S.C. § 498, Military or Naval Discharge Certificates 
18 U.S.C. § 506, Sea.ls of Departments or Agencies 
18 U.S.C. 912 False Im ersonatlon, Officer or employee of the Unitad States 

Date of Report 

March 13, 2012 

o11._.n-G11nero1 
--and RaconlaAdrrilillllidloii 

THIS OOCIUIENTIS PROlllOEO FOR OFFICIAL USE OM.Y. nus OOCl !)EMT OR INFORW.TION CONTAINED HEREIN MAY NOT BE 
D18C1 08ED OR FIJRTIER DISSF'nNATEDWllllOUTTIIEWRIT!liN PERMl8SKlN OF THI! OFFICI! OF INSPECTOR GENERAL. NATIONAL 
ARCHlllE8 AND RECORDS ADUINIS'IRATION. 
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REPORT OF INVESTIGATION (Continued) 

RESULJS QF INVESTIGATION 

P19Dm!narv O! lnyntlqatlon 

An 01 review of-official military records revealed ~led about• military service and 

!I
to MOPH afiil"tha"tj.s. Department of Veterans Affairs . AddltlonallY.'lt was discovered that 

received an Articla 15 for changing I date of birth on college transcripts and birth 
cert. cate and for wearing on• uniform Air ome and Air Assau Badg~ was never awarded. 
Flriall · 00-214 Indicated• was separated from military service 81ier two years forl 

QI Interviewed---. MOPH, who stated-publlcally portrali-as a 
decorated war~.an rov1 e lse documentation tom515H In srert of aiiDl!CatlOn to 
become a m8mber. provided 01 with copies of the documents allege falsiflad, 
which Included a NA . orm 13164 (Information Releasable Under the reedom n rmation Act) 
and a letter from the NARA. Texb.lal Service OMslon. A review of these documents by-
revealed that they were not created by NARA. . · 

Ref!rral to Veterans Administration. Ofllce of Inspector Gen!ral. Criminal lnvntlaatlona 
p!y!alon IVA..OIG.CIDl 

01 contacted VA-OIG-C-ID and rovided all documentation obtained from-. VA-OIG-CID 

falsiflad documents to e to substantiate e bdity for veteran's benefits. VA~ID fUrther 
subsequently analyzed mplete VAii!! history and det8riTiliied-submitted 

determlned--eceived $6,647.61 In VA benefits to whlchllwas not entiUed. 

VA-OIG-CID lntervlewe~. who admme9nade false stateme.nts created false11ovemment 
documents, submitted tti08ilal"se documents to the VA, received VA beneli was not 
entitled to and falsely clalm4 was awarded a Purple Heart and Si ver rosa by the .S. Army. 

Coordination with U.S. A me 's Office USAO On-2011, VA-OIG-CID presented this case to the USAO for the 
A prosecutorial detennlnatlon Is pending. 

Concluslon 

This Investigation Is closed pending a prosecutorlal detennlnation and potential action by the USAO. 

1
111118111ga11on Nwnber: I ea.. T11la: 
10-0011-1 Stolen Valor Veteran Record Fraud omce Of 6;pedOt G8R8iii --and--
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WARNING 
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Jnvllllpllon Number: 

11-0015-1 

Pniod oflnY1111ption1 

FOR OFFICIAL USE QNLY I LAW ENFORCEMgtfT SENSJIDIE 

REPORT OF INVESTIGATION 

Type of Report: Diltribatlon: 

. July2011-Febmary 2014 D Interim 181 Final 0 Supplemeutal 181 Inro Only D Referred 0 CloHd ta FUe 

BA!Sffl llOR INVESTIGATION 

Qn July 11, 2011,- Secwity Specialist, Holdings Protection Team (HP1), National Archives and 
Recon!sAdministratio~), contacted the Office of Inspector General 010 Office oflnvesti ations 
.fil!1..!!!!!!ut allegations-and~le bistorlcal records from -in Baltimore, MD. · · 

The 01 met- staff, HPT. staff, and Federal Burea~on (FBI) agents to review historical 
records the BaitiiiiOre City Police found in-an~ possession during their arrest. A1J a result, 
the 01 took custody of S8Vllll historical records to determine if they were fedCral records stolen from NARA, 

. and the FBI requested the Oljoin their inVestigation to assist in a searcll wammt at-residence in New 
YmkCity. 

:U.!.wEJ) VIOLATIONS 

· 18 U.S.C. § 668: Theft of Major Artwork 

18 U.S.C. § 371: Conspiracy to Commit Theft of Major Artwork 
' . 

Date or Report: 

APJINfed by: 
AIOI Matthew Elliott 

2 

R 
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REPORT OF INVFSI'IGATION (Continued) 

RFBULTS OF JNYESDGATION 

. Tbisjohit fuvestigation substentiated-..,"-cons ired to steal historical records from NARA and 
. · other public and private collectionli. ~ investigatio_ and_admitted they used various 

techni. qucs to steal hlatorlcal records including co. n·· · them~ l:oats iiiiii other outerwear modified 
· tO cOntain hidden pockets. To conceal their thefts, an~rcmoved mmkings and ~ry 

control notations from 1he stolen l\lCOrds and stole or destroyed finding aids from victim Institutions. 

-~-stole sevenreadlngcopies1 ofl'Iesiden9' · ches·from the Franklin D. Roosevelt 
ilbiiiiY end Museum (LP-FDR) in Hyde Park, NY. Altho . sold four of the speeches to a collector, 
thc Oland FBhecovered all seven that in total were valued over 35,000. Owing earlier visits without 

. --stole at least eight additional Items from the LP-FDR Including letters and invitations. . 

Altholllllllllll did not rccall what apeclfically. stole from the Herbert Hoover Presidential Library and 
. Museum '(LMm) in West Bnmch, IA, the 01 c;stablisbed evidence. removed at least 2 museum holdings. 

Becmise.ofthis lnvesti.gati,on, the 01 and FBI released over 10,000 historiCal items to public and private victims, 
jncliulina 718 to the LP-FDR and 46 to tlie LP-HH 

. The Department of Justice (DOJ) iccepted this cae for prosecution~ and-pleaded guilty to · 
thdtofnlajor artwork.and consp. iracy. TheU.S. Dlstri. 'ct Court for the Distri.· 'ct of~liUid(Court) sentenced 
-to 7 years in prison followed by 3 ,}...ears of~ release, and ordered. to pay restitution and 
Tort'aito the FBI all evidence sei7.ed fro'9 teaidence during both search wments. The Court sentenced -tri 12 mooths and one day in prison followed by 2 years of supervised release. 

INYFSTIGATIVE SYMMARY 

FBI SelrcJa WamptB 

On Joly 12, 2011, the FBI and 01 executed a search wmrmta-residcnce, and the FBI sei7.ed 
thoilsands of evidence items including docmnenta and epheinera. The FBI released 9,013 of the sei7.ed Items to 
the OI for proce~si11g, exemi@tion, and protection. 

oDAugust2, 2!!011 whiletheFBiandOl executed a second. search wmrant~residence,­
accompBD!ed b clefense counsel, Identified additional stolen records. AB ~e FBI~ 
additional 1, 18 i!llmS and released them to the OL 

.l~N~~ I 
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REPORT OF INVESTIGATION (Continned) 

QI and NARA R.eyiew of smm E~ 
The QI assi~ by slafffrom Archival Operations-Washington, DC, and the Office of Presidential Ll"brarles 
(LP), processed, munln.,,J, protected. and cataloged 10, 198 items sei7.ed from both semch wammts. 
~ arCbiva1 exami1111tions, contact with 8U8pCClcd victim institutions, and interviews o~ and 
~the OI identifi.,,J the llkciy origins of the sei7.ed items-disposition of the items is deiiilledlaler in this 

01 Computer F'onm"q 

The QI examined two laptop computets and various removable clectronic media the FBI ~ ~ 
residence. The examinations establiii' bable cause for a search warrant on-private emair- . 
accolllll! thatrevea!M-and sent emails to. each other ~.~entation".and "weaseling," 
and xefimed to each ~Wt" and "W2." Further analysis llnked~-resean:h list, 
Internet searches, research communication, and co-conspirator commumcation with ~ctim lnStitutions, 
andcotroborated infol'Illlllion identifying knOwn dealers who had}rurchased hlstorlcal records from-

-Ftom the email aa:ounts, the QI also discovered 11 ~named "Freedom Collection" contaimn~st of 
over 180 stolen documents that included information on-efforts to research the documents. 

·~ 

defense counsel present During the intmviews, 
residence and assisted the QI and FBI in detcrminin& 

also prov.ided the following infol'Illlllion: 

. -corroborated that~ Used the "Fteedom Collectlon" sp1ead•heet to reference their 
Sijiil1iCBDt stolen historical records. The spreadsheet c:mrtalned: the anthor and date-of the record; the collection 
it originated from; the existence of a museum card catalog; and the existence of any microfilm or other finding 
Bid related to.the blstorlcal record. _~so confimv-•. en~refcm:d to themselves as "Weasel 

-2" and "W~~tively, end explained lheY wrote ';'V/2" in pencil on certain historical records to track 
· thaftsinvol~. 

-admitted that from December. _ of2010 throug2Julyof2011,.conspired wi~ stCaI 
·'lilSiiiriciil' reconls from NARA and other institutions. ·~-~ institutio_!lStliCYbClieved 
contained rare and valuable historical records, and, under~o~used the Internet to find 

· valuable historical collections to target. They compiled lists of famous and historical people, frequently nilling 
the app10ximatc mmtet value of records those lndlvlduals had aiJthored. They intentionally looked for 
presidential ephmnera such as inviiatlons, menus, and tickets because institutions usually did not catalog or 
invenfmy those Items. 

Polloe......, NARAm:ords. 
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REPORT OF INVESTIGATION (Continued) · 

.~tted they visited numerous institut!Dllll, often posi" as resean:hers, Biid accessed collectiDllS of 
. histo!'ical rccords they !l!Q!Jght \Wte. -si cant value. When visited certain institutions,-. also . 
used aliases to conceBll identity. and-used various techniques to steal inc~ concealing 
.m:ords inside their sport coatS and other outerwear "il'tiill'Or had modified to contain hidden pockets. To com:cal 
. their thefts,-and-stole card catalog entries and other finding aids. After their thefts, they used 
sandpaper~ abrasive ma1mials to remove marlcinPJ! or inventory control notations on some of the 
records- a pnicess they called "aurgery." 

·.~ 
·With the·· · 'ono .. ·. defense counsel theOiintc:rvicwed_at.artment--_and 
. at . -also agreed to assist the 01~ 
identifying victim institutions for approximately 388 separate pieces of Olphane¢ ephemera. During the 
interviews-provided the following infotmatlon: 

..... · . gan stealinE" historical records In 2000, when. stoic 12-24 pieces of prealdential ephemera from a 
pnvate institution. nover returned to steal from ihat institution becense the institution organiz.ed their 
collection and referen . · ephemera records on their website. This detmed-from steeling becuuse 
lltid not want to steal historical records that wei:e traceable back to a source institution; Also in 2000;• 
pun:hased a computer to browse websites and look for other hlstorlcal institutions to victimize. 

~ 

Thefts from NARA Facllities 

LP-HH 

!!visited the LP-HH once while conductin& rc&cmch for_ In 2005. During the visit,!!. 
ted research and stole approximately 12-24 historical records from boxes the LP-HH staff serv in 

their research room. These records consisted of several train menus related to trips President Hoover too to 
Palo Alto, and epbi:mc:ra reliited to President Hoover's fraternity and a school Hciover attended. - could 
not recall specific lnfonnation about the other stolen records. 

' Hillarlc:a1 n!COlds or cphrmiira willl no known mlgln because they were not oflicWly a:ceuioned, iUjJjlWIDd by a flndlng aid, or 

l :..,"":!:.uecti~~ . I 
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REPORT. OF INVESTIGATION (Continued) 

. - could not recall the number ofboxes!:,ccessed, but remembered they were ready wh4 airlved. 
TheLP-HH allowed~ bring a folder the research room while reviewing the presidential material 
~uld not rem""eiiiberliow IDllllY LP-HH staff members were in the research room, but believed even 

· 'WIFsi8ti"presentmcould have stolen the records. ~plained that while sitting at~ desk, it 
was easy to slip stiir'eii records into.folder without detection. Also, LP-HH staff did not'Chec9e=h 
material.S bef"o4 Cnt=d or departed the research room. 

LP-FJ)R 

'. •..... Ylmted the LP-FDR at least 6 times-4 times alone and twice~ 0n• 4 unaccompanied 
VISlls, cl&imed~le approximately 12 historical rec:!)rds, ~embeied one of the items 

· • eim escrllied has the "Bertie" letter. The 01 deitennlned this letter had been sel7.ed from-
. aparhiwnt and LP-FDR staff conflrmecl it was a NARA holding. . 

Whil.reviewedNARArecords, the LP-FDR Slaff allowed~ place.h folder onll!esk 
and di'd not searcllm folder befo~ entered or departed the researchroom. oted the hlmuy received 
a lot of visitors andresearcllers and it appeared short staffed. When the LP-FDR· pulled materials for other 
rescaidierB, they rolitinely left the research room 1mariended - felt these factors made it easier for. to 
steal from the LP-FDR. . 

On tlielr first visit together to the LP-FDR,-~posed as researche:s to gather information on 
FDR'.s inaugural speeches and addresses from the FDRMaster S~ Elle. -their second trip to LP-

.· FDR. they stoic the items they had identified during their first vis!~ and Intentionally 
requested mnncrous boxes from the Master Speech File to make it difficult for the researc room staff to 
defi:niiinc; if lny records were missing They used their modified jackets to hide and steal historical records 
from the library. ~eel it was a busy day in the research room and staff preoccupation with other 
resemclJCrs made it easier to steal the speeches and inaugural addresses. 

NARA Facilities Prior to 

I lnvestlgallonNumber: 1~ I 
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REPORT OF INVESTIGATION (Continued) 

Dwight D. Eisenhower Library (LP-DDE) . 

. -visitedtheLP-DDEonlyonce. aspartotJlbooktour. ~LP-DDE~gavc~.. tourofthe 
'Il1i&iY."1mt9!id notcouduct research and ucvcr had access to onginal historical records."'iioWev~ 

· ildmittcd lhat-. saw some interesting clothing and ephemen9 would have stolen if staff mid left~ 
with the itans. . . 

John F. KenMdyLibrary (LP-JFK) 

-visited the LP-JFK once in 2010. While rondm:ting 1csean:b,• discovered an original invitation to 
· · TreSl'TentEisenhower's Inaugural Ball sent to 1obn F. Kenned.z.mlxl:d"lii with photocopies LP-JFK staff had 
~ -was ao excited about the discovery tha•told the LP-JFK~ but was lalcr migry with 
~reporting It be<-aus wanted to steal the invitation. · · 

Richard A{. N~n lJbrary {LP-RN) . 

-visited the LP-RN once in 2004 or 2005 before the library was officially part of NARA. The LP-RN 
~served.photocopies, so there were uot original records for. to steal. 

Gerald R. Ford Library (LP-GRFJ 

-visited the LP-ORF in 2007 as part o~ • claimed. did uot conduct research during this 
Vllllt, uor di. steal hiirtorlcal records from the library. 

Ronald Rsagan Library (LP-RR) 

-. . ·. visited the LP-RR in 2bos and recalled library staff would uot give--. residenill!Rea. · 's secon. d 
· uiaugilral address, because It was UDllVllilable for public research. The LP-RRdld serve ephemera and 
.hotocopied 200-300 pages. The LP-RR staff watch~ closely ~g m s!eallng any 
~ 

I hmlldpllonNumbcr: ~ ' 11-0015-1 . . 
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REPORT OF INVESTIGATION (Continued) 

Disposition of Material Seized from-Apartment to NABA Facilities 

LP-FDR 

. The OJ, with the assistance of the FBI, re1emed 709 bistorical records to the LP-FDR Including: 

• The "Bertie" letter. 

• Three reeding copies ofinaugoral addresses from 1937, 1941, end 1945. 

• Three invitations for the 1933 Inaugural, an Anniversary Ball, end an event held by Eleanor Rooseve!L 

• . 702 records consistent with other LP-FDR records, but oot confirmecl as missing from NARA holdings. 

· Ollntervlew o~ 

LP-FDR, explained that at the. time of the theft, the inaugural speeches were 
m approXimate y 80 arobival boxes from the overall Master Speech File. In 2009, a contractor . 

mictofilnlcd this speech file, but did not create an index or 1efetence list for the microfilmed file. Because the 
Ll'-FDR staff did not have a Iefemice list or Index, they served the original historical speeches to researd1em 

. Instead oftbe microfilm: · 

. determln~vlsited.LP-FDR 7 times alone end twice with-who used the alias-
. The LP~~~466 boxcs ofrecords whelil visi'i;;;'i"ihe'[~.!!2!!'" and 38 t;i;;"' 

w .. ~vra;TtO'gcther. On the day of the theft,-and-sat in the back of the 
research toom, which was crowded and exb:rmcly busy. 

LP-FDR /Jltmral Conlrol Procedural Changes 

.Bi:cause of the OI and FBI joint investigation, the LP-FDR staff Ieviewed the microfilmed speech file and 
cieated.anindex gui,de end_fiudiug.eicL The LP-FDR no lODFserves researchers orlglnalhistorical records 
from the Master Speech File and the LP-FDR retired the original records from the Master Speech File to a 
seciircloca!ion. · · 

At the time of the thefts, the LP-FDR served researchers up to JS boxes of records. Now, the LP-FDR serves 
. researoheis no lllOie than 10 boxes at a time, end the LP-FDR allows eacluesearcber to have only one box on 
the top shelf of their cart. The other 9 must Iemein on the bottom 2 llhelves of their cart. 

I Lt...UplioDNumber: -- I 11-0015-1 . . . 
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REPORT OF INVESTIGATION (Contlnned) 

~ iD.vestiptlon bas also caused Staff levels tD change In the research rooms. Durl1Jg research hours, a 
miniriiUm of two LP-FDR staff must be present In the x =s =arch room. One staff member xegistms and~ 
rcsean:hexs while the othc:r staff member monitoxs the room. Prior to the thefts, oDly one staff mCmber 
pPtfurined both functiODS. 

LP-HH 

The Oheleased 46 historical rec;<>xds tD the LP-HH Including: 

• 2tic;kctsforthe 1929inauguralion that were previously ldentlficdasmissingftomLP-HHmU!eUill 
holdlnga. 

· • · 44 items ccinslstent with LP-HH, records, but not confirmed as missing from NARA holdings. 

Disposition of Material Seized from~partment to Non - NAM Victims 

The 01 Biid the FBI released: 

• 7,705 bislorlcal xecords to 13 public institutioDS. 

• 179 historical mcords to 5 private institutiODS. 

• · 265 historical xecords to 3 individual victima. 

• 1,237 items to-
• 5itmns~ 
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REPORT OF INVESTIGATION (Continued) 

· Dlmositlop ofHlttorfcal Rmmlt Recoyered from Oplm 

.The OI and th~ FBI recovered 21 siolen hlstorlcal records that_ sold to S dlffment dealers In the United 
States. ~ OI and the FBI ""'1med 9 records to the LP-FDR; 10 records to five public institutions; and 2 
=ords to a Single victim. 

The LP-FDR records recovered from a New Y orlt book dealer Included: 

. • . RPading copy ofa 1941 address In coDDCClion with.the Thirteelllh Annual Awards Dinner of the 
Academy of Motion Picture Arts and Sciences, signed "Franklin D. Roosevelt" . . . 

• Reeding copy of a 19.41.broadcast, signed "Franklin D. Roosevelt" 

• Reading copy of a 1941 radio addrms, signed "Fnmklln D. Roosevelt" 

• Reading copy of a 1945 radio address, signed "Franklin D. Roosevelt." 

• Bound copy ofa 1936 address giwu byFDRinChautaqua, NY. 

• Letter on Whi1e House tdanom:ry from FDR to Mrs. Henry Morgenthan, Jr., dated January 10, 1940, and · 
signed "Franklin D. Roosevelt," with envelope. 

• Letter on Whi1e House stationery :fi:Om FDR to Mrs. Henry Morgentb•u, Jr., dated Febrwuy 1, I ~I, and 
signed "Franklin D. Roosevelt" 

• Letter on White House slatimieryfromFDR to Secretmy of the Treasury and Mrs. HenryMorgenthau, 
Jr., dated Febrwuy S, 1941, and signed "Franklin D. Roosevelt" 

is sition of His Surrendered 

··-On August24, 2011,-. with defense counsel pre~ulcrcd to the 01, a framed sketch picture, a 
. post card, and a catalog card. The OI and FBI determine._stole the three items and the 01 returned 
them to !I public Institution. · 
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REPORT OJI' INVESTIGATION (Continued) 

-Ou SePtmnber 28, 2011,- tbrouahlliefeose counsel, surrendered to the OI an 1868 letter from 
Andrew Jolmsoo, tWo ~~cards adra.. and an 1864 presidential pardon issued by Abmham Lincoln. . 
. The OI and FBI determln and le the 1868 Ietter and catalog cards and the 01 returned 
them to a public Institution. OI and FBI detmnlnec!-stole~ and the 1864 

·. presidential pardon and the OI returned them to a private individual tbrough-def'em1e collll9C!. 

~ 26, 2012-~ to lhe 01, two 1865 limper's Weekly newspapers. the OI deleonined 
- stole the newspapers and the OI 1~ them both to a bookstore. 

Proaecu&u by the DOJ 

-Ou Febiuaiy 7, 2012,-pleaded guilty in U.S. Distrlct Court for the Distrlct of Maryland to one count of 
18 U.S.C. § 668: The~or Artwork; and one count of 18 U.S.C. § 371: Conspiracy. . 

Ou Jone 27, 201. 2, the Court serrtcmced-to 7 years in federal prison followed by 3 years .,.2!aervised 
i:elease and ordeml to pay i:estitution to three villlims totaling $46,525.00. ·The Court ordered_ to fmfeit 
to the FBI, all evideuce seized fronll reSldcuce. . 

-•• • < 

Ou October 27, 2011-pleaded guilty in the U.S. Distrlct Court for the Distrlct of Maryland to oue 
Cotint of 18 U.S.C. §~of Major Artwork; and one couut ofl 8 U.S.C. § 371: Conspiracy. 

Ori November 9, 2012, the Court sentenced-to 12 months and one day in federal prisou followed by 2 
years of supervised i:elease. · · · 

l·irMltlptfooNuml>er: 1~ 
.11-0015-I ...--~------------=====:;-" 
NARA·OIGFonn0!212(02/2 . • --~~ 
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REPORT OF INVESTIGATION 

lnvestlgallua Namben Cme1111e: 
12-0013-1 ART-Missing Eva Braun Original Home Movie Reels 

PeriDd or lavestlgatloa: Type oflleporll DlitrlbutloDl 
September 2011- 0 lnterllll 181 J11na! 0 Supplemental 0 Info Only 0 Refened 181 Closed to File 

October 2014 

SUBJECT@ OF IN\'FSllGATIQN 

NIA 

BASIS FQRINYFSI'IGATION 

On September 29, 2011, Motion Picture Branch (RDSM), National 
Archives and Records A IIlltion (NARA), notified the NARA Office of Inspector General (010), Office 
of Investigations (01) that Eva Braun's orlginal home movies she made of Hitler and hlgh-raoking Nazi 
Oovmmnent officials (original Eva Braun film)1 have been missing from NARA for several years. 

A.!.I.EGEJ) VIOLATIONS 

18 U.S.C. § 641: Public Money, Property or Records 

BFfil!L'I'S OF JNYFSilGATIQN 

Based on conflicting and missing documentation, the 01 could not determine the location or disposition of the 
orjglnal Eva Breun film. It mnulns missing. The most recent documentation demonstrating NARA likely had 
custody of the orlginal Eva Braun film is dated June 1973, when NARA maintained motion picture holdings at 
Archives L 

1 Theo Ew Braun film 

Approved by: 
October 30, 2014 

Acting AIOI James Springs 
NARA• OIG Form 01212 (02/2013) 
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REPORT OF INVESTIGATION (Continued) 

The 01 dc:tennined the most likely description of the misslna original Eva Braun film Is eight (8) reels 
containing a mixture of 16mm blacklwhlte and16 mm Agfacolor brand and/or Kodak brand film totaling 9, 167 
feet In length. The color portions of the original Eva Braun film are likely silent reversals (0.R.S.K).3 

In the 1990s, NARA staff ~!.:ally copied acetate films onto more stable film media due to "vinegar 
syndrome,,,. NARA staff then destroyed the original films without documenting their descriptions. There was 
no formal policy regarding the acetate film duplication project and the 01 found no records Indicating what 
particular films were destroyed. 

In 1999, NARA staff could not locate the original Eva Braun film. In 2006, after numerous 8e8ICh efforts, 
NARA staff made the final determination that the ~Eva. Braun film was missing. In 2011, as the 01 was 
actively. investigating the theft ofRDSM holdings,- made notification that~ Eva Braun film 
had been missing for yems and requested that the 01 inVestiJ!!.e the dlsappearancc;~d the original 
Eva Braun film was identified missing during the tenure of9re<Iecessor. 

Due to missing film 1nspection reports5, NARA staff could not advise the 01 when staff last handled the original 
Eva Braun film. The 01 searched through surviving film inspection reports for i.nfoIInation on the original Eva 
Braun film and found no tefenmce. 

The 01 interviewed the oumnt and three former RDSM Supervisory Archivists and~ additional current or 
fonner RDSM employees. The 01 Interviewed filmmekers who produced documentaries about the original Eva . 
Braun film and Interviewed personnel at non-NARA motion picture laboratories. 

NARA staff and the 01 aeked non-NARA companies and institutions to search their holdings for the original 
Eva Braun film. NARA staff also queried NARA's offidte motion pioture storage facility located in Lenexa, 
Kansas. These activities produced negative results. 

The 01 confumed NARA maintains duplicates of the original Eva Braun film that appear to contain the 
complete content of the original Eva Braun film. NARA coDsistently provides these duplicates for researcher 
use and found no evidence that access was 1mpactcd. 

2 Agtlicolor was a seriel of color film products made by Agfa of Oennany Introduced In 1932. Agfacolor was originally a meraal film 
used for llllklng slides, homo movies, and short documenlariel. 
' OJUl.K.: Orlgbial, Revonal, Silent, Color {NOlll: the fibn lodu5lry ICl'Oll)'lll utillmi the lotter K • not C ·lo represent color.) 
4 "Vlnepr l)'Dllrome," or - film baa dqiadallon, Is a decay procea lcadln& lo a punpnt vlnePr unell, ahrlnbge, 
ombriUlement, aodbgclcllna ofacellle film'• gelatin emulaloo. lbelo condltlons ultfnvdely lead lo the film'• complcle ~on. 
•Film inspedlon iepor11 are used by NARA llllfflo docwmmt the raults offtlm olemcnt 1nspoct1ons. These reports detail the type 
and description of an inapcc!Dd fibn olemont, aJona wl1b the date and Jocallon where a film element was inapocled. Such a report 
would infonnallan lo ldond and what film the Eva Braun film WU last bandied. 
lavmllpdon Numbor: ca. 'Tilla: 
12-0013-I ART· Eva Braun Home Movie Reels 
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REPORT OF INVESTIGATION 

lllVllllplloa Number: C&le Tlllel 
12-0022-1 Theft, Concealment and Destructlon ofVeterans' Records at the NPRC 

Period of lnvertlptlon: T)'pe of Report: DlltrlballoD: 
July2012-Jmuary2014 D 1a1v1m 181 naai D Sapp1emeata1 D Info Only 181 Referred D Closed to File 

S1JBJEC11S) OF' INyfSI1GAIIQN . 

Former National An:hives and Records Administration (NARA), National Personnel Record Center (NPRC), 
tewpoiwy student employees: 

• 
• 
• 

• 

·- RA!:!ffl F'OR INyESTIGATION 

. On July 4, 2012,---. NPRC, ieported to the Office of Inspector Ocnetal (OIG), Offi~ of 
Investigations (O~ one cubic foot of veterans' record!l1 from the NPRC bad been discarded 
In a wooded area In Alton, n.. ·-axphrim:d that.Jul 3 2012,--_ a private citizen, 
dlscovered the docwncnts and contaoted the NPRC. coll~ documents and showed 
them~ and m NPRC m:dlivist. - md W'C confirmed the document! were vetmms' 
records "IOni"il'ie NPRC, and Immediate~ to the: arc:a where:-found them to take: photographs 
and recover the additional rc:corda. 

1 A V01enn'1 recard or llllllrftle mm ta an ofllclal ifocument or sat of related docwnmds intended for or from a veleran'1 Ofllclal 
Penonnel Pile held at NPR.C. 

Date or Report: 

Appl'Offd byt 
March 21, 2014 

AIOI Matthew Elliott 
or 
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REPORT OF INVESTIGATION (Contlaued) 

,U,1¥.GED yroLATIONS 

18 USC § 641: [Theft of] Public money, p1opcrty or rec:orda 

18 USC § 2071 : Ccn1ralmeot, removal, or mutilation gencmlly [of Federal records] 

18 USC§ 1001: [False) 8fatmnents or entries acncrally 

NARA Policies and Din=ctives 

BWJ!,TS Ol INVEmGATIQN 

Ajointlnvcatigatlon with the Federal BllRllU oflnvcstlption (FBI) substantiated-stole 251 veterans' 
records ftom the NPRC and discarded them In a wooded meairi Alton, IL. 2 An 01 analysis of inlemal NPRC 
andits also reveal~ remoVed, conceal~yed or~ to destroy at least 3,002 additional 
veterans' records. 'flie'?5land FBI interview~ who admitted. discarded the NPRC records 
recovered ftom the wooded area. 

Investigative intmvlews and Internal NPRC audi1s also substmrtiatcd and 
removed, concealed, destroyed or attmnpted to destroy at least 1,523 additional veterans' records. . 
admitted~ .and destroyed NPRC veterans' tecords and concealed records in the NPRC. 
~-aml admitted they concealed records in the NPRC, but denied removin& or destroying records. 

-and-also showed the 01 and FBI where they had concealed apptorinudely 300 m:ords3 in the 
~The <5f'ieCO"veted the records and Immediately released them to the NPRC for processing. The NPRC 
will continue efforts to process and i:o-file the recovered docwuenta. 

' 

The Olalso developed evi~ submitted falsified college transcripts to maintain. eligibility to 
participate In the Student Temporary Employment Program (STEP).4 

The Dc.pmbnent of Justice (DOJ) accepted this case for prosecution, and-an~pleaded guilty 
to one count each of mlwkneaoor theft of public records. Both were sentenced in Fe&rai"COurt to two yem 

' The NPRC mlewed tho tecOVCRd .W.!!Den!s aod lden!Hled 1he pononal dala of 132 W1CnmS not known ta bo decClsed The 
NARAOfllceofGeneral ec,umelnatlfled the 132 velelanl lllldollbredc:ndltnumltarln&Hl'Ykes. To dale, tbcro ii no evidence any · 
oflhose 132 'illlrmll"""" lmpacled by lhepolallial dlsclOlme oflbelrpononal lnfimnatlon. Howewr, 01U1 veteran did need a 
documcmt iOCieadtid. 
'A "Rllonl" may c:omlstofone ormorep1ga, aod these lllllerlalsc:onsiltlldofmixDd, potantilllynllllld documenls. 'lberefixe, the 
QI could not l""""""'dy del&mlno Ibo IGIDa1 nmnbor ofreconla 1ocoverm. 
4 STl!P provided lllUdenls In 1llsb ICboola, collep, trado ICbooll and other qua1lfying oducatlona1 lmtihrtlnm wllh paid opportunltla 
ta work In Federal llg8llCies wbllocompllllnglbolr edllcatlon. Since lh{l lnvatlptlon WU Initiated, 1ile Office of Penannol 

5 
nplacecl STEP with Iha Pathwa)! P!opm. . . 

I i;;;;;;;dJllinlumber: I c-Tltla: . 
12-0022! . Theft and Destruction of Veterans' Records 111 the NPRC · . 

• l'onl 01212 (lllllGD) . OillCO of illiPDOiDr OiliClii 
. llldOllli Arcblva ml Ramlo Admlobndmi 

Pqe2of6 

5>R. OfF!CIAL USE ONLY I LAW ENF0RCEMBNI SENSmVB 

1HIS DOCUMENT IS PlOVIDEO fOR omcw. US!! ONLY. nus DOCllMENf OR INl'ORMATIOll CONTAINED HEIUllN MA y NOT BE CJ!SC! osm 
OR FURlllER DIS5l!MlllATEO Wl11IOUTTHB WR1I1EN PERMISSION OF TIIE Ol'l'ICI! OF.INSPECl'OR 011111!RAL. NATIONAL ARalM!S AND 
RECORD8 ADMINIS1RATION. 



fOROEFJCIALU8BONLY I I.AW ENFQRCEMl!NI SENSITIVE 

REPORT OF INVES11GATION (Continued) 

probation. The DOJ placed_ in pre-trial diversion, but declined to prosecute-and- NARA · 
tenninaf.e~fiom ~ce, and the other four employees resigned. 

In coqjunction with this investigldiou, the 010 also iBSUed two lcttcrs to NARA~ related to 
veterans' record issues at1be NPRC and NPRC's lllllll8gelJlent of its studentwodcforce.' 

IN\IESTIGATIVE SUMMARY 

~ --lllaled· met with_ who had collected a variety of military documlll!ts from a wooded mea nearm office "'1ii Alton, ~ts included casualty reports, separation reports, and medical 
do\i::u•um11ten•1ts1s with NPRC ~indln Aid Reports (FARa) atfached to them. The FARs suggested these documeuts 
had come fiom the NPRC. stated tbe documents were records frOm the U.S. military that should have 
been filed into existing cial Military PcrsonnCI Files (OMPF) held at the NPRC. Many of the documents 
included personally idlll!t!fiablo information-reported NPRC staff reviewed the FARs attached to tbe 
recovered doamnents, and determined the documents hid boon assigned~ for filing. 

Joint luterri 

The OI and FBI interviewed- after NPRC staff determined the recovered records had been assigned to 
• for filing. The 01, FBI aiiidi5Qj intervi~ a second time after DOJ accepted the case for 
jiroSecutlan. . . . 

lmllladm1tte<11 removed tho records In a por-nal ba , stored the bag in. personal vehicle, and after a 
p;io'dcirtimo dumped the rocon:ls in the woods. also stated that bw.wen May ~20121 
rmnovea records from the NPRC approxim8tety to 1 o times and then deatroyed them. -admi • 
chmiped 2 plastic bags containing loss than 200 records.m homo trash and later dumped 2 more plastic liBss 
cont8jning approx.iniatel 175-280 in~ trash. also admitt4 intenti~ misfiled 200-300 
recoids. Further, also admil;iCill fillsoly c o on NPRC bab:b sheots6 that. properly filed 
in1llrfiles assigned to Instead. removed and destroyed, mlsfiled, or bid the rocord5'io avoid the work 
nec:cs1ary to properly e them. . . 

To removerecords,-fimtbid than In.locker orln bins within the NPRC. -then hid the 
records undom ~them In a pmsonal bag, walked~NPRC ~dputthe records Into · 
• pmsona1 veiii'cle .• then drove them oftiite for di9posal_ stated_ coached-n bow to 

'Mllllpllltlll Lettm No. 12·18, y,_ R......a 1-, dllld July 30, 2012, lllld No. 13-04, Yvburabllltfa In Managing IM 
Stlithnt w~ at IM Natlanrll PmOlllW Rlr:mb c.ntwr, cllll8d Deccmbar 4, 2012. 
'Blldl lb-. me dooumlllll that 1111 a mige ofNPRC resillly numbers auocialed wldi velmlnl' RCOldl asalpod IO NPRC 

. for f!Hn Batduhools haw blocb where filed Iha Wlenlll' reconls. 
lilwidpdon Number: Ciiio Tide; 

12-0022-1 Theft and Destrudion ofVetcnms' Records at the NPRC 
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REPORT 011' INVESTIGATION (Colltinaed) 

bide records within the NPRC or reinove and destroy them. Finally,-stated_ had also been 
destroying records since May 2012. 

- also showed the 01 and FBI where9wi concealed approximately 200 records in the NPRC. The 01 
n:covemd the records and lnnned!ate!y released them to the NPRC for piocesslng 

int In 

Eviderg-Intentional]y MiAfi)!:d Vf!tmm!' Records 

TheOillOdFBlintervi~wbo-~-.... - ...... lt __ , 

ii. intediles." Whan • d interfiles, stated, "I used to do that, but only twice." 
would not provide additio detail about w . ~nly explained tbata<>uld have 

acct y misfiled Navy records Into Army records. F ly,-said the last tlme.d refiles was in 
December 2011. . . 

An NPRC employee told the OJ and FBI they had spoken with~ollowing. resignation fi:om the 
NPRC. They stated told them "I sure wish I hadn't to'i!§iuys haw 1o hide the interfiles." The 
employee was refming to tbe filct that. taugh--and-how to hide records at 
theNPRC. 

Evidence-Submitted Falsified Tmn;u;rlpts to NARA 

The 01 evaluated tnmscripts-submitted to mainn!n-!igibility to pmticlpate in the STEP program 
and subscqucntly establis~-had falsltiedtliOse transcripts. 

Joi tin I 

The OI and FBI interviewed- alleged- had alao removed and destroyed veterans' 
records. The 01, FBI and D~ a secoiiii'fuiie after DOJ accepted the case for prosecution. 

-admitted that while employed at the NPRC between November 2011 and :March 2012,. removed and 
~records on at least two occasions. ~records under.clothing, walkedpast NPRC 
BCCUrity, and put die records in. penonal ~then bumcd the records in a fireplace at. . 
i:esl.dence. . . 

Additionslly,-admitted.tentionally filed multiple veterans' records into a single, unrelated OMPF. 
- e·aiiied'iiii··· a correct record into an OMPF, but also included an umelated veterans' 
recOriifto. batch. told die 01 this practice essentially reduced-wodt load.If 
- . . • d or appto•imatoly 100 to 300 records withln'"'ili'C"NPRC. Finally, BiliiiitiCd. fa1s y certified properly filed wtorans' reconis, whiclll had lmtoad misfile or estroyed. 

I m.supmNuak. J C..T~ I 
12-0022-1 Mand Destruction ofVetmans' Records at tho NPRC ™ · OiD FCi!ll Oi lti il> a& DiliilPOCiDi&aaii NlliamlAldllwlml_A __ 
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REPORT OF INVESTIGATION (Continued) 

~showed-bow to hide or dispose of records to avoid worlc. told 
to place records into a ~n bin to avoid completing the assignment. showed 
bow to double fllc7 records, and-knew-bad removed records from thCNPR! • -

t notify NPRC management because~ pressure. ~cause. bad hbnselfbldden and destro"""Yed" 
records. 

~ showed the 01 and FBI where. bad cmwcaled aww•imately I 00 records In the NPRC. The 01 
RCOVered the records, and Immediately released them to the NPRC for processing 

NfRC Employee Agdllt 

To identify additional documents that may have been conceal..!!z.!!!!!.oved or destroy~PRC audited 
lnfcrfile worlc assigned between April 2011 and July 2012 to--and- An 01 analysis of 
the aadit results showed: 

• -signed batch sheets for 4,741 records, and 3,002 are missing. • -signed batch sheets for 1,144 records, and 813 are missing 

• -signed batch sheets for 806 records, and 129 an: missing 

The NPRC also audited Interfile work assipd to all NPRC employees during the same time frame. NPRC 
management found- and-peroentaae of miMing files were significantly above the NPRC avmge 
error rate, and fo~ information to the 01. An 01 analysis of the audit results showed: 

• -signed batch sheets for 858 records, and 212 an: missing. 

• .signed batch sheets for 1,521records,and369 are missing 

The NPRC audit also Identified a sixth student employee who signed batch sheets for 435 records, and 93 are 
miping However, the employee relianed and Rfbsed a xequest to be interviewed. The 01 and FBI did not find 
any additlOll8l evidence the funner employee conccaled, removed or destroyed records, so the OI and FBI did 
not pmlCllt the Individual to the DOJ for potential prosecution. 

fllod veteram' record. 
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REPoRT OF INVESTIGATION (Continned) 

Representatives from the 01, FBI md 001 jointly interviewed-mm. 
--admlt4 intentionally misfiled about 80 vcterans' records on only one occesion during. two and 
'li8lfyear employment at the NPRC . 

• -admitted that while employed at the NPRC ~May and July 2012,llntentionally misfiled records 
bYPfacing them into incorrect veteian OMPFa or hiding them UDder fillna cabinets. 

!pyntlqtiye ',\stiy!ty Coodgded lWJnrdnly by the FBI 

Although this was a joint investigation with the FBI, the FBI conducted some activity independent of the OL 
This lnveatlptive summary does not detail that activity. 

1'meg!tiop by the DOJ 

pleaded guilty in the U.S. District Court for the Eastern District of Missouri to 
one IDlsdemeanor COWJt o 18 U.S.C. § 641: [Thaft of] Public money, property or records. •was sentenced to. two years probation. 

pleaded guilty In the U.S. Distrlct Court for the Eastern District of Missouri to 
one · eanorcount of 18 U.S.C. § 641: ['Ibeftot] Public monoy, property or records. • 
• was sentenced to two years probation. 

The U.S. Attorney's Office for the Eastern District of Missouri placed- in pretrial diversion, 1 md 
declined to prosecute~-

1 PMrilJ dlvenlon ii Ill altemuivo ID prDICClllion which seeU to diva1 cortain offi=ndm fl:om, traditional criminal jusdcc processing 
Into a program of supervilfon am! ..mce. admfn"'-d by tho U.S. Problllon Servlco. Pudc:lpe11ll who comp!Gle the ll"'IPl1I will 
not bo m: if will have the diem dilm • lll"R-sfbl · are ntumed for 

In~-12-01122-1 
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REPORT OF INVESTIGATION 

lnvesllpllon Number: CU.Tiiie: 

13-0001-1 Customs Collector for the Pon of Philadelphia, 1806 

Period or lavatfptloa: Type or Report: Dlstrlbullon: 

October 2008-July 2014 . D Interim 18] Final D Supplemental D Info Only D Referred 181 Clmed lo File 

SUBJECTfS) OF INVESTIGATION 
NIA 

BASIS FOR INVESTIGATION 

On October 6, 2008, the National Coalition for History (NCH) reported to the National Archives and Records· 
Administration (NARA), Office of the Inspector General (010), Office of Investigations (OJ), that an 1806 
document signed~onner Revolutionary War General Peter Muhlenberg (Muhlenberg Document) was for 
sale on eBay by- The Muhlenberg Document details articles furnished for the use of e 
revenue boat in the port of Philadelphia. · 

ALLEGED VIOLATIONS 

18 U.S.C. § 641 Embezzlement and Theft; Public Money, Property or Records 

RESULTS OF INVESTIGATION 

This investigation was delayed due to staff changes within the OJ. 

archivist, NARA-Mid Atlantic Region (RE-PA) reviewed the eBay sale listing end stated. 
opinion was the Muhlenberg Document is a Federal record that was never accessioned into NARA's holdings. 
lfNARA acquired the Muhlenberg Docwnent, RE-PA would place it in the flies of the Revenue Cutter ServiL'C 
in the Records of the United States Coast Guard (Record Group 26). 

In order to detennine infonnation related to the Muhlenberg Document, the 01 ~/Paypel 
~eBay/Paypal) for records associated with the following sale:--eBey item 
--Due to a lack of response from cBay/Paypal, ihe OIG Legal Counsel contacted eBay/Paypal 
and was told the records relating to the sale of the Muhlenberg Docwnent no longer e1dst. 

Pre~ 
IA-

Sign 

Signature: 
·;]-:; ' . • .. ·;4:"~·1-., ... _ / . . 
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REPORT OF INVESTIGATION 

limotiptloa Nonben CaeTlllei 
13-0003-1 Missing Items ftom the LP-JFK 

Period ol lan•llpllu111 1'Jpe ofRepartr Dlltrlbutlon: 

May2012-Jamwy2014 D 1amtm 18! 1111111 D Sapp1ammta1 D Info Oaly 18! Referred D Clmcd to J.l'lle 

• 
SYBJECT(§l OF IN\'ESTIGATION 

NIA 

Mf!'ffl FOR OO'ESTIGATION 

On May 11, 2012, Holdings Protection Team (HPT), National An:bivcs and 
~ Admini on ) re to ftice ofJnspcctor Omcral (010), Office oflnvestlaatfons 
(01) a report that hokllDgs used In a 2006 museum exhibit wme missing ftom the John F. Kennedy Presidential 
Library and Museum (LP-JFK). 

A!J.JGE)) VIDLATIPNS 

NIA 

RESULT§ OF INWSl'IQATIQN 

LP-JFK staff conducted ml Initial semdl and found two audiovlaUal holdlnga originally reported as missing 
Through several additional searches, LP-JFK. staff found three complete textnal boldings and three partial 
textual holdings. LP-JFK management also believes they may have found an additional two holdings. The 01 
found no evidence IS holdings currently Identified as completely or partially missing ftom LP-JFK were stolen. 

The loan documentation for a 2006 transfer of holdings between the LP-JFK library and mWll!um was 
inromplete and Inaccurate, and 1he miaing ltmm were part of that loan. As a result of this incident,­--LP-311tiated newpolloics and procedures to track holdlnas lomicd between themirary 
~museum. In ildditlon, increased access controls over the securo cage holding hi&h value items. The 
LP-JFK staff will continuO efforts to locate the missing holdings. 

Pre~ 
SA-
Approved by: 
AIOI Matthew Elliott 
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REPORT OF INVESTIGATION (Contlnned) 

INVESTIGATiyE SVMMARY 

Jnit!a1 Dl•coverv Items Wete Mlplpg from 2006 y ... h!hlt 

On Aprll 19, 2012, , LP-JFK, searched for a NARA holding in 
the LP-JFK valuables collection. During that search, found.an old withdrawal sheet with an attached 
photocopy of a letter from John F. Kennedy to Rose!!ienned . · determined that the original letter was 
missing ftom Its assigned location within Box 37.2 tol · that the withdrawal sheet Indicated 
the original letter had been removed ftom the val11ab cs co ectlon in April 2006 and transferred to the LP-JFK 
museum for the Rose Kennedy exhibit 

LP-JFK Search for MJmng Exhibit Items 

After learning about the missing letter- Initiated a search within the valuables collection to locate the 
missing holding. During that initial search, LP-JFK staff found additional copied withdrawal sheets for other 
holdings removed from the Rose Kennedy Personal Papers for the 2006 exhibit - then Initiated a full 
. search of all 35 boxes in the Rose Kennedy Personal Papers. 

- stated. was Initially unable to locate any transfer documentntion for the 2006 Rose Kennedy exhibit, 
SOS-had the museum registrar search the museum files. The museum registrar located a transfer document that· 
indicated the former LP-JFK received the exhibit items when they were transferred 
back to the library collection in 2006. explained that in 2006, the LP-JFK had different procedures for 
internal loans between the library and the museum. Additlonally,-noted that when. became-, 
.found significant deficiencies in holdings maintenance and re-filing. 

~ 
The 01 showed-museum loan documentntion that ~cepted the returned exhibit items 
featured In the 2006 Rose Kennedy exhibit at the museum~n't rccall the 2006 Rose Kennedy 
exhibit. However,. recalled viewing two items missing from the exhibit in the caged area prior to. 
retirement. · 

1 Valuable Items me removed fttm the open copoc:tion and placed under restricted access. for documanbuy materials, the valuable 
Items me pbotucopled by NARA S1Bff and the originals me placed In scparalC folden and locked In a secured cage area. Once placed 
In the cage ereo, the Items me labeled to lndlcoie their asslgnmant to the valuables colloction within the LP-JFK. The photocopies me 
placed In the open colloc:tion and made available for service to rescarcbers. The valuables colloc:tion Is not served to rescan:lu:rs. 

Box 37 includes valuable I 
CaoTitle: lnvadptloo Number: 

13-0003-1 Missin Items from the LP-JFK 
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REPORT OF INVESTIGATION (Continued) 

- explained that when Items were returned from exhibits. would give them to a LP-JFK staff member 
~g. - further noted the Items from the 2006 Rose Kennedy exhibit would probably only fill a 
single file folder and most like~! tog. ether In a single archival box when they were returned to the · 
reference section fo~ - also explained some library holdings have been relocated due to a . 
recent fire. Finally-confirmed. never removed any folders or documents from LP-JFK. 

Current Ngmber of Textual Holdlm PotentlaDv MJsslag from the 2006 Rose Kennedv F.1hlhlt 

According to a summary of20 textual holdings LP-JFK management believes may have been included In the 
2006 exluolt, LP-JFK personnel found 3 complete documents; found 3 partial documents; and possibly found 2 
coinplete documents. However, 12 complete documents remain missing (Exhibit I). 

LP-JFK Policy Change& to Strengtbeg Holding Protection 

Because of this Incident,- has implemented procedural changes to improve how the ltorary tracks 
Internal loans to the museum and to limit access to the secure cage. 

Policy Change for Intema! Loan Process 

- assigned two LP-JFK employees as the primary points of contact for ell Internal document loan 
requests. Both employees ere responsible for managing all Internal loans and transfers between the library and 
the museum. The policy addresses six key factors that comprise the transfer of archival materials for exhibits. 
Those fectors are the Initial Request, Transfer Preparation (Finding/Citing Documents), Flnal Transfi:r 
Preparation (Prcpering Documents for Transfer}, Transfer of Documents, Return of Documents, and Missing 
Wrthdrawn Documents. - trained all LP-JFK staff on the new policies and procedures and believes the 
changes will Improve the chem of custody for archival holdings loaned between the library end museum. 

Policy Change for Access to the C•@ 

I 'ii: Number: I ~1: Items from the LP-JFK 
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EXHIBIT LIST 

Eshlblt Description 
Number 

1 Document provided by entitled "Status of All Documents Used in the Fall 2006 Rose 
Kennedv Exhibit mased on 8/9/2006 Document. "Temoorarv Transfer to Museum for Exhibit")" 

. 

. 

• 

. 

. 
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REPORT OF INVESTIGATIONS 

Case Numl:>er: 1 S..0009-1 

WAANING 

. The a~oh~<:l cl09ti!'nent rwy C9ntali1 lnform1:1tion prot~® bY Feclefcll 
. confi\'.tenUaltty statues prohlbJtlng IJnal.lthoflzed access and dlsciosur~ of ltt? 
· conten~ to any Person other than thelntencted recfplent(s)-0r those With 1;1n 
official need for aceess. The confehts of this document should not be Jett 
·un~en\'.led. 
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REPORT OF INVESTIGATION 

Jnvestlptlon Nnmber: CueTitle: 

13-0009-1 ART - 1865 Custer Weekly Eff~e Report 

Period or Investlptlon: Type of Report: Dlstrlbntlon1 
18MAR2013-23SEP2014 0 Interim 181 JIInal 0 Supplemental 0 Info Only 0 Referred 181 Cloled to FIIe 

SUBJECT<Sl OF IN\'E.STJGATION 

NIA 

BASIS FOR INYFSIJGATION 

· On March 12, 2013, contacted the National Archives and 
Records Administration (NARA 010), Office of Investigations (01), Archival 
Recovery Team (ART) to report fa historical document that was listed 
on the OIGs missing documents webpage. The historical ocumentwas a Weekly Station and Effective Force 
Report of the 2nd Calvary, dated October 2, 1865 •. The document was signed by Major General George Custer. 

AI.! ·F.GED VIQLATIQNS 

18 U.S.C. § 668: Theft of Major Artwork 
18 U.S.C. § 2071: Concealment, Removal, or Muiilation Generally 

RESULTS OF JNVFSJ'IGATION 

This investigation was unable to identify the person(s) responsible for the removal and theft of the historical 
record from NARA's holdin . The 01 recovered the missi historical record through~ it was 

a rivate collector from New York. The OI 
and detemiined thatl purchased the 

or , ug additional interviews with staff 
ed that the historical record was sold to by 

The OI was unable to trace 
t10 . es an pure mg ormation or e n record because- failed to collect paperwork 

documentin- purchase. The 01 conducted subsequent interviews of individuals Iha-believed had 
sol. the st:i'len record but was unable to substantiate!::;" In addition, the 01 ~ted additional 
interviews of known dealers in the region but found no cvt to further this investigation. 
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REPORT OF INVESTIGATION (Continued) 

This investigation was not presented to the Deparbnent of Justice (DOJ) for prosecution based on insufficient 
docwnentary evidence in support of investigative findings. 

lnvestlgallon Number: 
13-0009-I 

Caso Title: 
ART- 1865 Custer Weeki 

NARA-OIG l'orm 01212 (02/2013) 
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REPORT OF INVESTIGATION 

Investigation Number: Case Title: 

13-0016-I Questionable Acquisition 

Period of Investigation: Type of Report: Distribution: 

July 2013 -April 2014 D Interim ~ Final D Supplemental 0 Info Only 0 Referl"OIJ ~ Closed to Fiie 

SUBJECT(S) OF INVESTIGATION 

National Archives end Records Administration (NARA) 

BASIS FOR JNYFSl'IGATION 

In 2012, NARA contractor 
to perform a assessment assessment) o or 

NARA's Online Public Access (OPA) system-.!,Public facing component ofNARA's Electronic Records 
Archive (ERA). NARA subsequently awarded• a contract to implement the recommendations from. 
assessment · 

On June 3, 2013, the NARA, Office of Inspector General (OIO), Office of Audits (OA), reported to the NARA 
OIG, Office of Investigations (OI), allegations from . 
- alleged-had. perform the assessment free of charge and without a contract, with the promise 
of future NARA contracts. 

ALLEGED VIOLATIONS 

5 C.F .R. Part 2635, Standards of ethical conduct for employees of the Executive branch 

RESULT§ OF IN\'FSI'IGATION 

The OI reviewed NARA contract but found no reference to th. assessment As a result, the 
OI reviewed several other-contracts and interviewed- contractors and NARA staff from the Office of 
Acquisitions (BCN) and Office of Information Services (IS). 

Prep~ Signature: 
SA 

Approved by: Slgnatare: 
Acting AIOI James Springs 
NARA· OKI Form 01212 (02/2013) 
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REPORT OF INVFIITIGATION (Continued) 

The interviews and contract reviews rev-conducted the assessment an<m billed NARA~ 
under contracts and . NARA also awardei:ll a follow-on contract 

to conduct work related to the findings in their assessment The follow-on contract was 
reviewed and approved by BCN and the General Counsel's Office. 

Review of NARA Contract Files 

The 01 reviewed NARA contract 1 and found that although the contract was an~ 
con~ the Statement of Work made no mention of OP A. The 01 also reviewed NARA contract,­
- and found a technical direction letter re~g the. assessm. ent The 01 also reviewed the files for 
both contracts, but found no invoices from. o._ billing NARA for work related to th. assessment 

01 Wrtness Inten1ews 

Interview o.tm 

Prior to NARA,_ was employed at where.ontracted. to 
erform work similiirto the assessment. belie\1 is one of few vendors experienced in evaluating 

. In experience, other vendors have expertise with o~ne particular 
told NARA needed an assessment,. subcontracted wit191 to perform the 

work. 

At the time of-interview, OPA was about to reach its implementation and maintenance phase and 
NARA intended to release ~uest for Quote ~Q) to compete this phase because it was outside the scope of 
the current. contract - expected that. would bid for the work. 

lnterviewo 

uisition 
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REPORT OF INVESTIGATION (Continned) 

01 Review of Documentation from 

• 

rovidcd the 01 the following documents missing from the contract files for 
dwing the 01 review: 

to extend the contract for 6 months . 

• Five invoices for 
S 16, 122.26 for 105.25 hours of subcontracted work performed by 

BCN 

and 

billed NARA 

• Two invoices billed NARA $4,987.13 for 32.5 hours of subcontracted 
work performed by 

~ 
lnearly2012,oneoftheContrac~Tccbni. cal R~o.~ot 
name, told tNARAneeded-assessment---fo~told 
- an that~ould perform the essessment under their inanilgement and operating c:Ontract 
Ho'wc"'.er, stateill got the impression they did not~ was capable of performing the 
assessment and wanted to use an outside contractor. 

~old 
for an outside contractor, blit nei/cr ·· 
Ac uisitions remov 

The OI showed 
documentation 

uisition 
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REPORT OF INVESTIGATION {Continued) 

NARA contracting regulations. - told the 01 tha. could perform the work under the 
but. expected there would be a TDL or task order which directed the assessment, although it was not required. 

Investigation Number: 
13-0016-1 

Case Title: 
uestionable Ac uisition 

Office of Inspector Genera! 
NBlionaJ Archives and Records Administration 

Page4 of4 

FOR OFFICIAL USE ONLY I LAW ENFORCEMENT SENSITIVE 

THIS OOCUMENr IS PROVIOED FOR OFFICIAL USE ONLY. THIS OOCUMENr OR INFORMATION CONr AINED HEREIN MAY NOf BE DISCLOSED 
OR FURTHER DISSEMINATED WITHOIIT THE WRITTEN PERMISSION OF THE OFFICE OF INSPECTOR OENERAL, NATIONAL ARCHIVES AND 
RECORDS ADMINISTRATION. 



' ' i 
; : 
i i 

I 

I ' 

i I 
j ~ 

'. I 
i- : 
l i 

()FFJ:C:E OF INSPECTOR GENERAL 

0¥FlCE OF INVES'l'IGATIONS 

REPORT OF INVESTIGATION: 

14~0006~1 
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REPORT OF INVESTIGATION 

Jafflllptlon N11111ben CueTHle: 
14-0006-1 Documm1s Concealedin Rcscarcher's Clotbin& 

l'lrlod of lawdla•'h•m Type of Report: Dlllrlballon: 
December 12, 2013 D Interim 181 P1u1 0 Supplemeatm 1811a1o Only D Rd'crnc1 D Closed to File 

·SUBJECT@ OF INVESTIGATIQN 

IMIW! llOR INYESTI6ATION 

. A!.!.RGED VIOLATIQNS 

18 USC§ 641: [Theft ofj Public money, property ori:ecords 

18 USC§ 2071: Concealment. iemova1, or mutilationperally [ofFcderal rcconis] 

NARA Policies and Directives 

RF§!!LISOFmmmIION 

The Ol ldentffied and interviewed the researcher,--. at Archives D. admittet9 
concealed docnmcms in! clolhlng and left ~se documents, denied the 
documcmts were NARA dings and claimed they were~nal papers. The OI conaucted comensual 
semdles ~researcher locker, vehicle, and apartment and found no cvidem:e. stole NARA 
boldln111 

1JUe Of Report: 

Appnmdby: 
AIOI Matthew Elliott 

February 18, 2014 
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REPORT OF INVESTIGATION (Continued) 

In!f!el Report to RPI 

OIInte 

-and-left the-lestroom to look fOl'-ln the ilDT!Wtiate area. They did not sem 
i01hey then went to the ~Research Room and ~incident to a NARA employee. 2 They af:O 
umuc:cessfully attempted to locate_ In the 4111 floorResearchRoomandtwoadditional11seudi 
rooms. 

QI Reylew of Ard!lysa D Sesuritv £pmpn YJdeo Footage 

Video f~durina the time of~ Incident from cameras adjacent to the 4111 floor Research Room shows both 
-an~ walk towmds the restrooms located next to the Research Room. Approximately two mlnutel 
1iiief. the same video shows =-· · clothin ~ the 4lh floor Research Room and 
walk 1owards the smne restrooms. A short time later and can be seen cmterlng the 4111 floor · 

.
Research Room and stopping. ~yee de8k. and then oontinuc into the Research Room, 
and appear to be scarcblna for- . 

Video footage on December 9, 2013 also shows the sam~ resean:her Ieavin& the Archives II research 
area through the 111 tloor Rese e •ch ~ security checkp'Oliiiiii' about 1 :26 p.m. 

I On Decembor 10, 2013, Archlvm II - clolod dua to lnclemontweatber. On Dacembc:r 11, 2013-~were bo1h 
an llJlllllal loa'9, IO 1hcy didn't l'llOO!Yll the volcomail fi'om. until Docember 12, 2013. 
2
1be l -llllarldentlfleda '-------·----------------. 

hoadpdmt Number: C.O Tltlo: 
14-0)06.l Documents Conc:ealed in Researcher's Clo 
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REPORT OJ' INVESTIGATION (Contlnned) 

OJ Identification and Interview"-
Ol ldenJification o-using the ArchWes If Researcher Databqse 

The OI conducted consensual searches o~ARA researcher locker, vehicle and apartment and 
found no evidence.le NARA holdliigB. 

3 NARA raquires all wullen complete an orlamtloo before belna ialued a~ Cll'll. Tho orlontatlon lndlcalCI, In put, that 
blelrob Room mffmmt in!pectaml approve lllY documenll n:IOll'Chen wish lo bring Into the a-rem Room. I lnfWll&Anllumber: I CU.Thie: 
14-0006-1 Documents Concealed in Researcher's ClotbiDg 
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lnvatlgatlon Number: 

14-0010-1 

Period or lnvestlgatloa: 

FOR OFFICIAL USE ONLY I LAW ENFORCEMENT SEN§ITT\IE 

REPORT OF INVESTIGATION 

CaseTltle: 

Computer Misuse 

Type of Report: Dlstrlbatlon: 

February2014-May2014 D Interim 181 Final D Supplemental D Info Only 181 Referred D Cosed to FUe 

SUBJECT{Sl OF DWESTIGATION 

National Archives and Records Administration (NARA) 

BASIS FOB JNYESTIGATIQN 

On January 30, 2014, based on information received from the NARA Inappropriate Use Working Group 
(IUWG), the NARA, Office of Inspector Genera~ Office oflnvcstigetions, Computer Crimes Unit (CCU), 
initiated an Investigation and independently identified that between January 28 and 29, 2014, - attempted 
to access blocked websites with sexually suggestive titles. 

ALLEGED VIOLATIONS 

18 U.S.C. §1030-Fraud and Related Activity in Connection with Computers 

NARA Policies and Directives 

BFSULIS OF INVESTIGATION 

This investigation substantiated that, for at least the past 5 years- use. NARA computer and other 
NARA IT assets to access pornographic material on the internet, store pornographic images, and engage in 
personal activities related to.ntercst in nudity and pornography. The CCU interviewed- who 
admittedllcnowingly misused NARA IT assets in violation ofNARA Policies and Directives. 

Date or Report: 

Approved by: Slpalllre: 
June 13, 2014 

IG(A) James Springs 
NARA-OKI Forno 01212(02/2013) 
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REPORT OF INVESTIGATION (Contlnned) 

INyESTIGATIYE SYMMARY 

Referral from the IUWG 

Over sevmal months, the IUWO identified high levels of prohibited activity on-user profile. A 
review of the blocked activity by the IUWO melnbcrs identified the activity es pornographic in nature, so they 
referred the matter to the CCU. 

A review of the lnfonnatlon provided by the JUWO Identified the blocked activity appeared to directly relate to 
pornographic websites. 

Review of-Network Storage Drlv~ 

A review of the material stored on ~etwork drive identified thousands oflmages of artially clothed. 
or nude women engaging in sexual activity. The review also identified scvmal ima es o standing nude 
In what was later detennlned to be the now defunct . In the 
pictures,- is depicted nude in front of a piece of art with a large downward arrow painted on torso 
with the words, "Warning Choking Hazard" painted above and below the arrow. 

Results of Computer Forensic Examination 

In February 2014, the CCU made a forensic image of the hard drive from-NARA computer and 
conducted a forensic examination on the drive's contents. The examination identified sevmal thousand images 
of pornography downloaded from the Internet and saved to-network storage drive. The Images 
depleted nude women engaging in sexual acts. Th~ere in the recovered Temporary Internet Flies 
folder and In thumbnail image files throughout the-user profile. (Exhibit I) 

~ 
0n'Aprli 24, 2014, the CCU Interviewed- wttim attorney present, an. admitted to usin.NARA 
computer to search out and store pornographic Images durlng and after work hours. also admitted to 
~ent computer and email to engage in personal activities related to 
--and. interest In nudist resorts in the area. 

During the interview- stated that for more than 5 years. hes used. NARA computer to look for, 
download, and save pornographic images - activity. knew violated NARA Directive 802. - ~ 
preferred to us9NARA email address to engage in personal communication because.ouid see responses 
fiister. {J!:%hlbi12) . 

1 Each NARA compU!er uaer bas a network storage drive where they can upload flies and access them from almost any NARA 
networked computer. 

I lnvesllplloo Number: I Cme Title: 
14-0010-1 Computer Misus~ 
NARA-ma l'onn01212(02/l013l .._ __________ ""o""m,...cc""'af"'b-•p-.,-, ... ....,a,...,,-111..,.... 
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REPORT OF INVESTIGATION 

lDvlltlgation Namben C:-Tltle: 
14-0013-1 Time and Attendance Fraud I Tnmsit Program Benefit Fraud- Civilian 

Personnel Records Center 

Period or lnnstlpllon: Type or Report: Dlllribatlon: 

April 2014-July 2014 D Interim 181 Fl111I D Supplemental D Info ORiy D Referred 181 Closed to FRe 

SUBJECICS) OF INVESTIGATION 

EmployecX1 

BASIS FOR INVESDGATION 

On April 1, 2014,~ National Personnel Record Center (NPRC) reported to the Office of 
Inspector Oencral~estigations (Q!l allegations that Empioyee X, Archives Tecbnl~i 
Civilian Personnel Records (AFN-CO), was signin- time cards to reflect an arrival time earlier th 
actual arrlvBJ time. It was alleged Employee X was receiving Public Transit Subsidy Program (Transit gram) 
benefits while driving to work at the Civilian Personnel Records Center (AFN-CO) in Valymcyer, IL. 

AIJ.Efilijp VIOLATIONS 

18 USC 641: Public money, property or records 

18USC1001: Statements or entries generally 

NARA Policy and Procedures 

RESULTS OF INVESTIGATION 
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REPORT OF INVESTIGATION (Continued) 

Alleged Transit Program Fraud 

The 01 determined Employee Xis authorized to drive a personal vehicle from time-to-time to work while 
simultanecusly receiving the Transit Program benefit. The 01 detennined Metro Transit-St. Louis. does not 
provide direct service to the Valmeyer facility, resulting in employees Caipooling to Valmeyer for a portion of 
their commute. This lack of direct service may create the appearance employees are improperly driving to work 
-when, instead, they may use public transportation to meet off-site before Caipooling the remaining distance to . 
Valymeyer. 

Employee X's supervisors authorized. to receive the Transit Program benefit in 2012 and 2013 without 
requiring Employee X to describe. intended public transportation route to and from work. NARA has no 
policy requiring employees to completely descn'be their intended home-to-work commuting route via public 
transportation. Lack of route infonnation presents hurdles to the Government's ability to maintain oversight and 
to investigate suspected instances of fraud relating to Transit Program benefits. 

Alleged Time Card Fraud 

The AFN-CO could only provide Cardholder Reports2 dating back six months. The 01 compared Employee X's 
time cards against the corresponding Cardholder Report for September 16, 2013 through March 13, 2014, which 
revealed the following: 

• On 48 occasions, Employee X's time cards indicated an arrival time earlier than the Cardholder Report 
for. badge, a potential loss to the Government. 

• On 25 occasions, Employee X's time cards indicated an arrival time later than the Cardholder Report for 
• badge, a potential gain to the Government. . 

• The 01 found that the potential lost time to the Government could be approximated as 11.53 employee 
work hours (approximately $192.55).3 

Coordination with U.S. Attorney's Office 

On June 9, 2014, The United States Attorney's Office (USAO) for the Southern District oflllinois declined to 
prosecute the suspected time and attendance fraud 8J1d the suspected Transit Program benefit fraud. 

'Th<scrcpons ..tlcot lhousoorEmployecX's badge located atAFN-CO. 
' X's hourlv salarv Is $16.70. 
lnvostlgallon Number. C8so Tide: 
14-0013-1 Time and Attendance Fraud I Transit Program Benefit Fraud- Civilian Personnel 

Records Center 
NARA -Oto form 01212 (02/2013) Office ortnspoe1or Gcncial 

Nallonal Archives aod -Admlnlslratlon 
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REPORT OF INVESTIGATION (Continued) 
' 

OI Interview of Employee X 

The 01 determined it would not be within the best interest of the Federal Government to incur travel costs to 
interview the subject based on the following: 1) the USAO declined prosecution, 2) AFN-CO could only 
provide six months of documentation concerning Employee X, 3) Employee X's supervisors interviewe9 
prior to notifying to the OI, 4) the potential loss was approximately $19255, and 5) Employee X's supervisors 
are coordinating with the Office of Human Capital (H) for potential discipline. 

lnvcstigalion Number: 
14-0013-1 

CaseTlllo: 
Time and Attendance Fraud I Transit Program Benefit Fraud - Civilian Personnel 
Records Center 

NARA-DIG Fonn 01212 (02/2013) omc:. orlnspodor Clcaoral 
Natlooal Archives and R<conls Admlnis1ratlon 
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REPORT OF INVEsTIGATIONS 

CaseNumbeir: 14'-0014-1 

WARNING 

•The attached document mayeontain information protected by Fecieral 
· conff dentlallty $Urt\Jes prohibltf ng 1.mauthorlzed a~s and disclosure of Its 
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REPORT OF INVESTIGATION 

lnvatlpUon Number: CuaTlUe: 
14-0014-1 President Andrew Jackson Pardon of Z.achariah Smith 

Period ortnvatlptlon: Type or Report: Dlstrlbutloa: 
March 2013-0ctober 2014 D Interim 181 Final D Snpplemeatal D 1.ro 0n1y D aeferret1 181 Closed to File 

SUB.JECT@ OF lN\TESTIGAJION 

NIA 

BASIS FOR IN\'ESTIGATIQN 

On March 19, 2013, ational Archives and Records 
Administration (NARA), reported to the Office of the Inspector General (OIG), Office of Investigations (01), 
Archival Recov.eam AR1) initial findings of an i~. arch . conducted for missing NARA records. During. search found a 2004 sale through---which listed a presidential pardon 
matching the descnption o a pardon listed on NARA's Missing Documents website. The document was a 
President Andrew Jackson pardon of Zachariah Smith, dated July 5, 1835. 

AIJ.EGEP VIQLATIQNS 

18 U.S.C. § 668: Theft of Major Artwork 
18 U.S.C. § 2071: Concealment, Removal, or Mutilation Generally 

RESVLTSOFINVESTIGATION 

This investigation was unable to identify the person(s) responst"ble for the remoVaJ snd theft of the historical 
record from NARA's holdings. The or was unable to recover the missing pardon. 

The 01 issued sn administrative subpoena to_ to collect records involvin 
Jackson pardon. The or review of the subpoena--;i;;:;;entstion found tha 
Colorado offered the pardon for sale through the oniine auction. from 
winner for the auction involving the pardon. 

the auction of the Andrew 
localed in Aspen, 
was listed as the 

r in business and tracked the former owner •• 
The I interviewed-who confirmed 
· I business and tax records in a 

Date of Report: 

270CT2014 
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REPORT OF lNVESTIGATION (Continued) 

storage facility until 2010 at which time they were destroyed. - was unable to recall the sale of the . 
document since.purchased and sold hundreds of presidential documents. told the 01 that.was 
not the.e 'timate pmchaser of the document as listed on the sales paperwork. explaiued tha. 
would o~profile to increase the bids on historical documentS posted for sale on auction 
websites, to me iicl~. 

The 01 interviewed.mind confirmed tha·-==v • user name and passwoi:cl and authorized. 
to bid on auction ite;;;'iisted online. However, was not involved with the auction and did not monitor 

use o. account- ls a close en o~d is not a historical document collector. 
was unable to provide the Oi'""'witb any bidding rec~ buyer profile. 

This investigation was not presented to the Department of Justice (DOJ) for prosecution based on insufficient 
evidence. 

lnvcstlptlon Number. 
14-0014-1 

CaseTIUe: 

President Andrew Jackson Pardon of Zachariah Smith 
NARA-01Gform01212(02/201 ) 
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