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~ 'OFFICE of INSPECTOR GENERAL

, ‘% NATIONAL ARCHIVES and RECORDS ADMINISTRATION
NATIONAL 8601 ADELPHI ROAD, COLLEGE PARK. MD 20740-6001
ARCHIVES  www.archives.gov/oig

November 2, 2016

Via email

Re: Request for OIG Investigations Information (NARA OIG FOIA 16-07)

This letter is in response to your email dated January 31, 2016 requesting “a copy of the Report
of Investigation or Final Report or Closing Memo, etc.” for a list of NARA OIG closed
investigations. I have performed a search and have attached the Report of Investigation or
closing memos. However, three of the requested investigations did not have any such
documentation. Investigation 13-0003-I, while termed an investigation, was an administrative
effort by the Office of Investigations to house various information on agency-wide information
security violations in one location. As such, it has no report. Further, Investigation 14-0001-1
shows the outreach completed by the Archival Recovery Team, and it has no final report.
Investigation 14-0004-1 was closed without any report as it was redundant with other
investigations.

1 am releasing the attached documents from the OIG files with information redacted mainly
under FOIA Exemptions b(6) and b(7)(C) due to the privacy interests of the parties involved.
Redactions pursuant to Exemptions b(6) and b(7)(C) included information that constituted a
clearly unwarranted invasion of personal privacy and/or records compiled for law enforcement
purposes that could reasonably be expected to constitute an unwarranted invasion of personal
privacy. Some redactions, such as those detailing security response deficiencies at certain
facilities, are redacted under Exemption b(7)(F) as they could reasonably be expected to
endanger the life or physical safety of an individual. Please note all redactions on the disclosed
pages were done by replacing information with a black line. In the interests of getting available
information to you as fast as possible, I am disclosing this document immediately. If you wish
for a redaction by redaction breakdown of exemptions, please contact me.

You have the right to administratively appeal those determinations by writing to the Archivist of
the United States, National Archives and Records Administration, 8601 Adelphi Road, College
Park, MD, 20740, within ninety (90) calendar days of the date of this letter. If you choose to
appeal, your appeal letter and its envelope should be clearly marked “Freedom of Information
Act Appeal,” and you should explain why you believe NARA should release the withheld
information. '

If you would like to discuss our response before filing an appeal to attempt to resolve your
dispute without going through the appeals process, you may contact the OIG’s FOIA Public
Liaison, James Springs, for assistance at:

National Archives and Records Administration
Office of Inspector General
8601 Adelphi Road, Room 1300



College Park, MD 20740-6001
(301) 837-3018
james.springs(@nara.gov

Further, some of the files also contained information from the US Department of Justice,
Executive Office for United States Attorneys (EOUSA). Some of that information has been
redacted under Exemption b(5) as inter-agency or intra-agency memorandums or letters which
would not be available by law to a party other than an agency in litigation with the agency.

Those redactions are done in a gray box, and are specifically marked as coming from the
EOUSA. For those redactions from the EOUSA only, EOUSA does consider this the final action
on the request. If you are not satisfied with this response to this request specifically about the
marked EOUSA redactions, you may administratively appeal by writing to:

Director, Office of Information Policy (OIP)
United States Department of Justice, Suite 11050
1425 New York Avenue, NW, Washington, DC 20530-0001

You may also submit an appeal through OIP's FOIAonline portal by creating an account on the
following web site: https://foiaonline.regulations.gov/foia/action/public’/home. Your appeal must
be postmarked or electronically transmitted within ninety (90) days of the date of this letter. If
you submit your appeal by mail, both the letter and the envelope should be clearly marked
“Freedom of Information Act Appeal.” You may contact their FOIA Public Liaison at 202-252-
6020 for any further assistance and to discuss any aspect of your request.

If you are unable to resolve your FOIA dispute through the FOIA Public Liaison for the EOUSA
or the NARA OIG, the Office of Government Information Services (OGIS), the Federal FOIA
Ombudsman’s office, offers mediation services to help resolve disputes between FOIA
requesters and Federal agencies. The contact information for OGIS is:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road-OGIS

College Park, MD 20740-6001

ogis@nara.gov

ogis.archives.gov

202-741-5770 or 1-877-684-6448

Finally, in accordance with Department of Justice guidance, [ would also like to notify you that
Congress excluded three discrete categories of law enforcement and national security records
from the requirements of the FOIA. See 5 U.S.C. 552(c) (2006 & Supp. IV 2010). This response
is limited to those records that are subject to the requirements of the FOIA. This is a standard
notification given to all our requesters and should not be taken as an indication excluded records
do, or do not, exist.



If you have any questions, you may contact me at 301-837-1966 or john.simms@nara.gov.

Thank you for contacting the NARA OIG.

Sincerely,

John Simms

Counsel to the Inspector General

Office of Inspector General

National Archives and Records Administration
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De Sepmbet 30, 2013
Replytw : Mauhew Elliott, Assistant Inspector General for Invesﬂgaﬁan@

Subject : Assessment of Rﬂeamher Regisiration at the National Archives and Records
Administration (13-0014-T)

To :IuyBoaanko.ChiefOpemﬁng_Oﬂicer,OﬂieeofChiefOpaatingOﬂicer(C)

PURPOSE

The Office of Investigations (OI) performed a limited assessment of National Archives and
Records Administration (NARA) procedures for issuing researcher cards and methods used to
verify researcher identity. The OI also reviewed whether electronic databases are used to capture
researcher data and track researcher access to NARA facilities. This report is informational and
is meant to convey observations to management that may help NARA create an improved
NARA-wide researcher registration system (RRS).

SCOPE

The OI generally assessed the current researcher registration procedures at Archives I and T, the
National Archives at San Francisco (RW-5B), and the Herbert Hoover Presidential Library and
Museum (LP-HH). Specifically, ths OI reviewed (1) the fimctionality and viability of the RRS
used at Archives I and I, (2) the procedures used to issue researcher cards at RW-SB, (3) the
procedmusedmissusmemnhorcndsuLP-m{,de)mepumﬂdbemﬁtsof
mplemeuﬁngaNARA-mdeRRS

In April 2008 the Office of Inspector General (O13), Office of Audit (OA) issued OIG Audit
Report No. 08-07, Audit of NARA 's Researcher Regmraﬂan Identification Card Program. In
pert the audit found:

“NARA does not utilize a common, integrated technology application for processing, producing
and storing researcher card applications at all NARA locations with research rooms,” and



“The lack of an automated and uniform processing program, (1) negatively impacts NARA’s
ability 10 properly safeguard the records and artifacts entrusted to NARA; and (2) requires
researchers to repeat the application process at some NARA facilities.”

As a result the audit recommended:

“The Archivist should evaluate the enhanced security and customer service benefits that would
accrue 1o NARA and consider implementing an automated integrated researcher registration
system at all NARA facilities with research rooms.”

* In August 2010, the OA issued OIG Audit Report No. 10-14, Audit of the Process for Providing
and Accounting for Information Provided to Researchers. In part, the audit found:

“NWC' lacks a centralized database to process researcher requests,” and

“NARA’s ability to effectively identify and/or investigate potential theft of archival documents
may be hindered as critical information is not housed in a central location. In the event &
researcher is suspected of theft, a centralized datebase could provide essential information such
as (1) photo identification of the suspected researcher; (2) dates and times of the researcher’s
visits; (3) all NWC locations visited; and (4) all records requested. Additionally, if an individual
has stolen from other institutions, a centralized database may help determine if that individual
has accessed records at one or more NWC facilities.”

As a result, the audit recommended:

“The Assistant Archivist for Records Services — Washington, DC (NW)2 should implement a
centralized database for all of the NW divisions involved in the processing of researchers’
requests for records and determine the necessary information that should be included in the
database, At a minimum the database should include the elements recorded in the NWCC
‘database.”

Although NARA management concurred with the audit recommendahons, both remain open end
largely unresolved.

Al ts by the OI to Obtain nfo ion

In August 2011, the Ol joined the Federal Bureau of Investigation (FBI) in an investigation of
Barry Landau and Jason Savedoff. During that investigation, the FBI seized over 10,000
historical items of unknown provenance from Landau’s residence, There was immediate
evidence Landau and. Savedoff hed stolen ho!dmgs from the Franklin D. Roosevelt Library and

'NWC refers to NARA's Access Programs which ere now organized under Reseamh Services and broken down into
regions and facilities.

1'The Assistant Archivist for Records Services is now designated as the Executive for Research Services.
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‘Museum. However, in order to determine whether Landau and Savedoff hed visited any other
Presidential Libraries, the OI had to request data from each library because NARA still did not

" have & centralized RRS. The OI had no evidence Landau or Savedoff visited any of NARA's

regional archives.. If they had, the OI would have also had to request a similar data call from all
of those facilities.

OBSERVATIONS

1. NARA management has not fully developed a plan to address the recommendations above

Jrom OIG Audit Report No. 08-07 and OIG Audit Report No. 10-14. Specifically, NARA still

does not have a uniform standard for issuing researcher identification cards or tracking
researcher use of NARA facilities.

rts to Resolve the Audit Recomm io)

Over approximately the past year, R has made measurable progress in developing requirements
for an automated NARA-wide RRS. However, the audit recommendation from 2008 has largely
gone unaddressed for over five years. IFNARA management hed moved expeditiously to
address the recommendation, the OI would have been able to quickly and efficiently determine
whether Landau and Savedoff had visited other NARA research rooms, Additionally, had the
recommendation been implemented, the RRS at Archives ] and Il would have already been
replaced.

The Ol did not assess the current status of the circulation databases mentioned in OIG Audit
Report 10-14. However, it is evident from the research room activities the OI did review that
NARA management has made no significant progress in implementing a centralized database to
process and track researcher requests for documents.

The OI determined NARA still only has one RRS, which is limited to research rooms at
Archives I and Il. RW-SB and LP-HH both use paper-based systems and neither maintains an
electronic database of researcher card issuance or access. Although all four locations assessed
required researchers to provide identification and fill out a form, the identification requirements
at RW-SB and LP-HH were not consistent with those used at Archives I and I1. In fact, the
NARA website states, “Research Card requirements may vary slightly at different facilities.”

The RRS used at Archives I and II can capture a photo image of a researcher and record
identifying information including name, address and type of identification provided (including
~ any identification numbers i.e. driver’s license or passport numbers). The RRS at Archives I and
. I can also produce a plastic researcher card that includes a photograph. Research room staff at
RW-SB and LP-HH reported they also maintain registration paperwork that includes identifying -
information. However, neither field facility issues researcher cards with photographs or records
information from documents provided as proof of identity.
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RW-SB staff told the Ol the researcher cards issued from that facility are valid at any NARA
facility except Archives I and II. However, the LP-HH staff told the OI cards issued from the
library are only valid at that location, The Ol also observed at both RW-SB and LP-HH that a
manual search of either sign-in logs or record pull slips was required to determine if a researcher
visited that location.

Suggested Remediation:

The OI suggests NARA management consider:

l

Prioritizing defining, acquiring and implementing an agency-wide RSS. If NARA
does not allocate funding and aftention to this matter, the 2008 audit
recommendation will remain open and unresolved, The continued absence of a
centralized NARA RSS may again hinder the OI's ability to quickly and
efficiently investigate allegations or discoveries of researcher theft.

Planning for a system that could eventually be enhanced and integrated with
NARA holdings management systems. An RRS that is capable of tracking
researcher requests for documents would directly address the 2010 sudit
recommendation.

Implementing a centralized NARA-wide RRS. The system could be accessed via
the NARAnet or Internet from ali NARA facilities with research rooms. A
centralized RSS would also assist NARA in standardizing policies and procedures
for issuing researcher cards throughout all NARA facilities,

Executing this project from the Office of the Chief Operating Officer, because
this initiative would require collaboration between Research Services (R), the
Presidential Libraries (LP) and Information Services (I).

Additionally, a plastic photo researcher credential associated with a specific government
issued identification document is more difficult to counterfeit than the paper cards '
currently issued at RW-SB and LP-HH. IfNARA implements such a card agency-wide it
may help discourage researchers from providing false information when cbtaining a
researcher card.

A centralized tracking of researcher access would also allow NARA to conduct data
analytics on researcher access. The statistics or trends identified could then assist NARA
management in allocating human and fiscal resources to facilities, divisions and projects
that involve research services, _
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2. The RRS used at Archives I and Archives Il is at the end of its lifecycle and is not a viable
NARA-wide solution.

The Ol interviewed research room staff and eveluated the RRS used at Archives I and Il The
curzent RRS has been in use at Archives I and II since 1999, and had been updated and supported
. by the vendor until approximately five years ago. The Ol learned that during the implementation

phase of the current system NARA management attempted to gain support for a NARA-wide
rollout of the RRS. However, staff at the regional archives and Presidential Libraries strongly .
opposed agency-wide implementation.

The RRS at Archives I and II is at the end of its life and has limited application and functionality.
The OI noted the most reliable part of the current system is the registration portion and not the
access data, which could provide an overall picture of how facilities are being used and by which
researchers, The RRS and its peripheral components are also largely dependent on the obsolcte
Windows XP operating system to produce the researcher registration cards.

NARA was unable to provide the OI with documentation that management conducted sofiware
lifecycle planning before implementing the current RRS. This planning should have accounted
for the eventual replacement of the existing system and provided for the eventual migration of
legacy data to & new system. A lack of hfecycle planning suggests NARA took a short-term
approach to 1mplementmgtheRRS and is now faced with an outdated and unsustamab!e
platform,

 NARA research room staff hed the following information about the RRS used at Archives I and
1 .

s the current RRS doesn’ thavemnndatoryﬁeldsmthe database,

* expired researcher cards remain active in the access control system, which would allow a
researcher with an expired card to enter research access points,

o data doesn’t always properly unport from the badge making software to the access
control system, and

o researchers aren’t given a umque record ID in the system, maklng it difficult to identify
when researchers have had replacement cards made.

NARA research ;oom staff alsp had the following suggestions:

o require researchers to scan into each research room and scan when they request records
- » registration information shouldn't be put into the Holdings Management System, but
should be integrated in future deployments,
o any new RRS that should be scalable and deployed nationwide, and
¢ any new RRS should be a commercial-off-the-shelf (COTS) application that is already in
use in other organizations.

Page 5



The OI did some preliminary research on commercially aveilable software programs that could
be implemented across an enterprise network. The Ol identificd several commercial applications
that appeared to be easily implemented across the agency, likely at a significantly lower cost than
a custom solution.

Suggesred Remediation:

The Ol suggests NARA management consider initiating a multidiscipline working group
comprised of representatives from R, LP and L. The working group could develop
technical requirements for a NARA-wide RSS, and then work with acquisitions to
develop a scope of work end identify potential procurement vehicles for a suitable COTS
application.

Researcher Registration at the National Archives of the United Kingdom

The OI benchmarked researcher registration procedures in place at the National Archives of the
United Kingdom (UK Archives). The Ol relied upon the first hand experience of an OIG staff
and the procedures detailed on the UK Archives website -

! DV, LN VISIVTEROLT S=H CREL. DT

The UK Archives requires that researchers obtain a reader’s ticket only if they wish to examine
original documents. Researchers are not required to have a reader's ticket if they request access
to copies of documents, microfiln or microfiche. To obtein a reader’s ticket, researchers are
required to provide two forms of identification — one form as proof of name and one form as
proof of address, The website specifies excepted forms of both.

'Ihereaderregisu'aﬁonrodmstaﬁ‘&entakesaphotogmphforthemder‘sﬁoket,whiﬁisaﬁﬂl
hudahot'“ﬁthommheadorfncewveﬁng.

Researchers then use their reader’s ticket to order original documents using computer teyminals
in the reading rooms. The OIG staff member familiar with the process explained the UK
Archives uses a database to record all requests mede by each researcher using a reader’s ticket.
For example, if a researcher cannot recall what records he has requested in the past, the UK
Archives can gearch his request history. . ‘
MANAGEMENT COMMENTS

TbOImtwimwsm , before and after completing this
assessment. Prior to the Ol beginning this assessment, told the OI he had already begun
to eddress the audit recommendation and assess the viability of the existing database used at
Archives I and 1. He also indicated ke intended to review COTS applications used to issue
researcher credentials and track researcher access, Finslly, he indicated he intended to look at
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networked solutions that could be implemented throughout all of NARA’s regional research
rooms.

Following the assessment, the OI briefedqlon the observations and suggested remediation
reported above. [ also updated the OI on his progress. Specifically, reported the
Information Technology (IT) Architecture Committee has approved the concept of centralized
NARA researcher database and [ will soon begin working an IT contractor to develop
system requirements, He also continues to believe there are a number of COTS solutions that
will meet the system requirements. He does not support developing a customized system.

ONCLUSION

The RRS currently used at Archives I and II is an aging application with limited potential for
expansion and enhancement. The OI suggests NARA management consider replacing it as soon
as possible with a NARA-wide solution that will provide for scalability, enhancement and
integration with NARAs holding management systems.

Please provide a written response to this Assessment Report within 30 days of the date of issue.
As with all OIG products, the OIG will determine what information is publicly posted on the OIG
website from this Assessment Report. If you have any suggestxons for redactions, please include
them with your response. If you have any questions or require additional mfonnatxon, please
contact me at 301 837-3000

cc:  DavidS. Ferriero, Archivist of the United States. N
Debra Wall, Deputy Archivist, ND
Gary Stern, General Counsel, NGC
Biil Mayer, Executive, R
James Gardner, Executive, L
Michael Wash, Executive, I
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Dae  : February 6, 2014

Reply to: Acting Inspedtor General, Office of Inspector General (OIG)

Subject - Assessiment of Critical Incident Law Enforcement Rupom—
(14-0002-T)

To : David Fen‘ierq. Archivist of the United States (N)

In September 2013, a single shooter killed 12 people at the Washington Navy Yard. Following
that incident, the Archivist of the United States requested that the Acting Inspector General
claﬁfyﬂ:croleofﬂmOleanachveshootermdeut . The OIG hasno
as g first response law enforcement orgammtmn so the Office
of Investigations (OI) completed an assessment of critical incident law enforcement responselfJ]
This was a limited assessment to examine occupant emergency planning,
preparedness, and coordination internal and external with local law enforcement.
This is an informational report meant to convey observations to management, which may then
help improve the effectiveness of NARA’s emergency response plamﬁngh.

Incident response plans and procedures [ il arc defined in an Occupent Emergency
Plan (OEP). Specifically, the ORP contains Emergency Actions Plans (EAPs) for several law -
enforcement response scenarios mcludlnganactweshooterevmt. Insmnmnry the assessment
found:

. the four key persomnel identified in the OEP were generally knowledgeable about the
OEP; however, three lacked appropriste training to carry out their OEP functions;

2. NARA management has no formal plans or schedule to conduct OEP exercises;

3. the Chief of Security [l hes not routinely coordinated with local law
enforcement, and;

4. there are no Sccurity Management Branch (BX) reprwentanvw_on _
weekwdsandhohdsys.




BACKGROUND

-Occupant Emergzncy Plan

On July 5, 2012, the BX conducted a security assessm-t-. Based on Department of
Homeland Security (DHS), Interegenicy Security Committes (ISC) standards, the BX classified

asaSecutityLevel Tacility. Thnclassiﬁeanonwasbasedin
on the historical significance of NARA's holdings and because the building is

In October 2013, the Chief of Security prepared and NARA management approved an OEP
Occupant Emergency Programs: An Interagenicy Security Committee Guide, March
C Guide), defines an OEP as “a written set of procedures to protect life and property in a
facility under specific emergency conditions.” Th OEP defines the roles and
responsibilities of key NARA personnel, and establishes EAPs for specific emergencies. The
Facilities Management Branch (BF) has primary responsibility for the OEP.

Facillty Security Committee

hnsafomalFacilﬁySecmtyCom:ﬁxtw(FSC}ﬂmtmeetsapproxiﬁmdyevmytwo
months to discuss the OEP, EAPs, and other internal operating procedures that impact securi

The Chief of Security prepared and the FSC approved the recenﬂy updated OEP
sssociacd EAPs [

SCOFPE

The Ol generally assessed emergency planning for critical incident sceparios identified in
# OEP that require a law enforcement response. Specifically, the Ol reviewed (1)
roles and responsibilities of NARA employees responsible for executing the OEP, (2) whether
NARAmndtwmminmgmdememtwtOEPp]mmngmdprepmednes&andG)whﬂbu
NARAmnnu.gementcoordmmGregu]miy“dthlocallawenforceman

OBSERVATIONS
1. Key persornel are not familiar with the OEP and have not been properly trained.

The OEP identifies the Desi Official as a senior representative responsible for (1)

executing the OEP (2) ensuring staff is trained to respond in accordance with the
OEP, and (3) ensuring drills and exercises are conducted at least annually. The Archivist of the
United States has overall command suthori ‘However, the Archivist selected the

Director o as the Designated Official to act for him
during emergencies. The ‘Archivist selected the Director o as the alternate
Designated Official. - ' ;
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Both the Designated Official and the alternate Designated Official (Directors) stated the Chief of
Security gave them the OEP to review in September 2013, The Directors and the Chief of
Security also visited the security control center to familiarize the Directors with emergency
incident procedures. Although the Directors stated they were generally familiar with the OEP
and with security control operations, neither were aware the OEP makes them responsible for
evacuation and emergency operations during a critical incident involving local law enforcement.
Additionally, neither Director has received any formal training in incident command or response.
Finally, the Directors did not know the OEP Occupant Emergency Coordinator isﬂ
Building Manager, not the Chief of Security.

Occupant Emergenc inator

The OEP states the Occupant Emergency Coordinator is responsible for (1) identifying personnel
required to carry out the OEP, (2) establishing working relationships with other Federal and local
agencies having emergency responsibilities, (3) scheduling and coordinating training and drills to
- ensure the safe evacuation/relocation of personnel in the event of an emergency, (4) coordinating
Memeorandums of Understanding (if any) with local emergency pemonnel and (5) coordinating
the activities of local emergency personnel, other government agencies, and other support
personngl during an emergency.

The Building Manager was unaware they had been assigned as the Occupant Emergency
Coordinator, and did not know where their position fell on the OEP organizational chart. The
Building Manager recalled reviewing the OEP, but they were unaware that the BF was
responsible for the plan, Rather, they thought the Chief of Security and the BX were responsible
for managing the plan. The Building Manager explained that because the Chief of Security
created the OEP, they assumed the BX was the responsible office.

The Building Manager noted that prior to 9/11 most government buildings had OEPs primarily
for natural disasters, so the facilities department was typically responsible for drafting,
implementing, and testing the plan. The Building Manager further noted that after 9/11 most
OEPs were changed to reflect terrorist threats and the OEP became more of a security fimetion,
The Building Manager believed the Chief of Semmty was responsible for law enforcement
liaison,

Security Coordinat

The Security Coordinator is the Chief of Security . The Chief of Security prepared
the OEP and represents NARA at ISC meetings. The OEP indicates the Chief of Security is
responsible for (1) providing support and guidance on security related matters to the Designated
Official, (2) developing, coordinating, and maintaining the Building Security Plan and security
response protocols, (3) maintaining personnel and site security during emergency situations, and
(4) assisting in the collection of information for local law enforcement authorities.
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The Chief of Security confirmed the Building Manager is the primary point of contact in the
event of a building evacuation. However, the Chief of Security stated if a critical incident
requires a law enforcement response, they are the primary point of contact instead of the
Building Manager. The Chief of Security explained the Building Manager is not trained in
phiysical security, so the Building Manager is only qualified to handle critical incidents involving
natural disasters or fire. Although the Chief of Security was clear about this defined splitin
rwponsibﬂiﬂatheymﬂdmtoimwhmtheOEPdaﬂnmmlschangamcommmdmmm

Suggested Remediation:

The OI suggests senior NARA management consider revising the OEP to reflect the
personnel responsible for decision-making and operstions during critical incidents
involving a law enforcement response. Additionslly, the OI suggests NARA
management consider formally assigning BX responsibility for the OEP. Finally, the OI

suggests the Directors immediately develop a training curricuium for all key OEP
personnel.

2 T?xe Directors do norhaveaplanarscheduleroconductmcisestoteeriRAandIocaIlaw
enforcement response in accordance with the OEP.

The OEP requires the Directors to schedule and conduct Security Level [Jjiraining and exercises
totest critical incident law enforcement response. However, the Directors have neither
conducted nor scheduled anytra.inmgordrﬂls-. Additionally, the Directors were
not aware of their responsibility to conduct emergency exercises and instead thoughit the Chief of
~Security was responsible,

The Chief of Security stated BX has not conducted any criticl incident response drills[f}
because The Chief of Security also
plans to conduct any critical incident response drills, The Chief of Security further
explmmd he does not see a need to perform drills for incidents requiring a law enforcement

ﬂ nse because theohce Departmen{ill responds quickly to all callsfl]

+ Suggested Remediation:

The OI suggests the Directors consider establishing a plan to conduct a critical incident
law enforcement response exercise|Jjj withinthencxtcalendaryear NARA
management could conduct the exercise ours or use tabletop' scenarios. The
Directors should ensure the MPD participates in the planning and execution of all
scheduled drills.

! According the ISC Guids tabletop exerclses are disoussions-based exercises where personnel moet in & classroom
sciting or in breakout groups o discuss their roles and responses during en emergency. A facilitator presents a
scenario and asks the exercise participants questions refsted to the scenario, thus initisting a discussion among the
participants of roles, respansibilities, coordination, and decision-making.
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3. The Chief of Security does not regularly coordinate with local law enforcement,

The OEP identifies il 2s the local 1aw enforcement agency responsible for responding to
However, the OEP makes no specific reference to &e%

‘the specmhzed—reﬂponsib]n for the majority of incidents described i the
EP. The Chief of Security refers information and intelligence to but the material

mfenedto-oﬂcnrelaiestogmcmLmnspeciﬂcﬂmatsmcew al

aly,
andmenumbaofemployeasandvmwinﬂwblﬂlding.

Themeantwouldlikehumsthehﬂdhgandexpmm&dmﬂaeﬂmusingpamofﬁw
building to conduct training and drills for his specialized units, The sergeant explained having
drils and training in the building increases the effectiveness of first responders. Finally, the

sergeant indicated it would be beneficial for to. understand their responsibility and
jurisdiction, because [ = not __‘ building.

Suggested Remediation: ‘

The Ol su the Directors require the Chief of Security to arrange for representatives

ﬁ'om to tour and mest with key OEP and security personnel.
y, the'Ol recommends NARA management consider establishing regular

meetingswrth to share OEP related information and intelligence. The Chief
of Security should also consider documenting all formal coordination with local law
enforcemmt,oﬂwrsecﬁtydirectom,andoﬂmFedm‘alagcncia.

4. There is no BX presence a_ on weekends and holidays when the building is open to
the public. :

areopentomepubhc_andthﬁmeamhmomsopm
onday through Saturdsy, NARApmonnelwvemdwmharsataﬂﬁmeswhﬂe
themswchroomsmopentome ublic. However, during weekends and Federal holidays
there are no BX personnel . Security staff on those days is limited to coniract
semmtygunrds. .

In the event of a critical incident at over the weekend or on a holiday, the OEP would
be initiated by & contract engineer on duty and/or a contract security supervisor. The Chief of
Security stated appropriate contract employees would assume command and control until local
law enforcement arrive, The Chief of Security also stated contrect personnel have been trained
on how to respond to a critical incidmtathinﬂwabmoeofBXpasonnd.
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i compaicn, e SN - - J
gau have F ity or police personnel at their facilities “4_ ours 8

, 365 days a year.
Suggested Remediation:

The OI suggests NARA management consider mfﬁug-wiﬂ:asecm'ity
specialist during all hours the facility is open to the public. Additionally, the OI suggests
the Chief of Security formally explore the cost and security benefits of using Federal
employces (General Series — 0085) instead of contract security guardsj]

MANAGEMENT COMMENTS

The Ol.discussed the results of this assessment with the Executive for Business Support Services
and the agency Security Officer. Both generally concurred with the observations and suggested
remediation. However, the Security Officer asked that the report reflect that additional full-time
equivalents or funding may be necessary to implement the remediation suggested under
Observation 4,

Please provide a written response to this Assessment Report within 30 days of the date of issue.
If you have any questions or require additional information, please contact me or Matthew
Elliott, my Assistant Inspector General for Investigations, at 301-837-2941.

ames Springs _
Acting Inspector General ‘
cc:  Jay Bosanko, Chief Operating Officer, C
Charles Piercy, Executive, B

Kevin McCoy, Security Officer, BX
Debra Wall, Deputy Archivist, ND -

Pnpﬁ.




NATIONAL
ARCHIVES

OFFICE o
INSPECTOR GENERAL

Dae : April 24,2014
Reply o: Acting Inspector General, Office of Inspector General (OIG)

Subject : Asseasment of Critical Incldent Law Enforcement Response [ NN
(14-0003-1) -

To  : David Ferricro, Archivist of the United States (N)

In September 2013, a single shooter killed 12 people at the Washington Navy Yard. Following
that incident, the Archivist of the United States requested that the Acting Inspector General
clarify the role of the OIG in an active shooter incident The OIG has no
responsibility as a first response law enforcement organization
of Investigations (OI) completed an assessment of critical incldent law enforcement response ]
' Thiswasalimitedassessmenttominsoowpantm y planning,

prepar , and coordination intemal and external with local law enforcement.
T‘hisisanhfnnnahunalrcpm-tmmmeonveyo ervations to managemen! which may then
help improve the effectiveness of NARA” smnergeucymponsephnning_

Incident response plans and procedures for i ex dcfined in en Occupant Emergency

Plan (OEP). Specifically, the OEP contains Emergency Actions Plans (EAPs) for several law

mfnmanunmpomwmimludingmwﬁveahmturwmt Inmmimmy,theasmment
found: :

1. the three key personmel identified in the OEP we_gmmﬂyknowledgeableabou!ﬁn
OEP; however, all three lacked specific OEP training to carry out their OEP functions;

2. the Security Coordinator was unsure | | | I
I acother local law enforcement agency would respond to uring a
critical incident, and; _

3. the Designated Official does not have a plan or schedule to conduct exercises to test
NARA and local law enforcement response in sccordance with the OEP, and,

4, therearennSacuﬂtmemgnmcntBramh(BX)repreunmﬁvesat—
-whenﬁebuﬂdingiuopmtomseamhcn T




BACKGROUND
I Oc<voan: Emergency Plan

In August 2011, the BX conducted a security assessment o ) Based on Department
of Homeland SecunE (DHS), Intera Security Committee (ISC) standards, the BX

classified
based in part on i
students and contractors assigned to the facility,

Occupant Emergency Programs: An Interagency Security Committee Guide, March

), defines an OEP as “a written set of procedures to protect life and property ina

facility under specific emergency conditions,” The

responsibilities of key NARA personnel, and establis
hnsprhnaryresponsibﬂiwforthBOEP

Unlike has no formal Facility Security Committee that meets o discuss
the OEP, s, and other nternal operating procedures that impact security.

W}rmmwammﬂim incident scenarios identified in the
roles

In Jan ﬁmn.theriﬁty&Propu‘tyMamgemmtDmmon(BF)appmvedanOBPfor :

OEP defines the roles and
s for specific emergencies. The BF

EP that require a law enforcement response. Specifically, the Ol reviewed (1) the
ind responsibilities of NARA employees responsible for executing the QOEP, (2) whether
NARA conducts training and exercises to test OEP planning and preparedness, and (3) whether
NARA management coordinates regularly with local law enforcement.
OBSERVATIONS

L Keypcmmnlmﬁmﬂiwwﬁhthcom bu!ﬂwyhawmrbsenpraperbm'aihed

Official as a senior representative responsible for (1)
exetmﬂnsﬂwOEPfor (2) ensuring staff is trained to respond in accordance with the
OEP, and (3) ensuring drills and exercises are conducted at least annually, The Archivist of the
United command authori Emmﬂbm‘rmw&mﬂw
I B - D5 O o st i driog

The OEP identifies the Desi

Page 2



-y e — . . ———

The Designated Official stated the Team Leader gave him the OEP to review in January 2013,
The Designated Official was generally familiar with the OEP and with security control
operations. The Designated Official was also aware the OEP makes him responsible for
evacuation end emergency operations during a critical incident involving local law enforcement.
The Designated Official hes not been trained in incident command or response. Rather, the
MmefﬁomlmdhewﬂedmmmdmﬁomworhngatamtharFedemlagmy

Occupant Emergency Coordinator is
after, the Director). Tho OEP states the Occupant Emnergency
r 18 responsible for (1) identifying personnel required to carry out the OEP, (2)
mmgmmmmpmmmwmmmmy
responsibilities, (3) scheduling and coordinating training and drills to ensure the safe
evasuation/relocation of personnel in the event of an emergency, (4) coordinating Memorandums
of Understanding (if any) with local emergency personnel and (5) coordinating the activities of
lwdmgmypmmeLo&ummentmm&,mdo&ummponmnmldmgm
emergency.

The Director was knowledgeable about the OEP and knew where his position fell on the OEP
organizational chart. The Director stated prior to 9/11 most government buildings had OEPs
primarily for natural disasters, so the facilities department was typically responsible for drafting,
implementing, and testing the plan. However, the Director stated that after 9/11 most OEPs were
changed to reflect terrorist threats and the OEP became more of a security function. The
Director believed the Team Leader should be responsible for law enforcement linison. The
Director stated he was not formally trained for his OEP responsibilities, but instead relies on his

pest [l cxperience.
Security Coordinator

The Security Coordinator is the Physical Security Team Leader (hereafier, theTeamLeader)at
The OEP indicates the Security Coordinator is responsible for (1) providing support
and guidance on security related matters to the Designaied Official, (2) developing, coordinating,
mdmmmmsﬂmEmugmyAcﬁonlemdmtymponnpmmmls.ﬁ)mdmainhg

lmdsitemmltyduﬂnammydunﬂom,aml(4)assisﬁngmtheoouecﬁonof
mformation for local law enforcement authorities.

TheTumLeaduomﬁrmedtheDirwtoristhepnmrypoMOfconmammwemOfa
building evacuation. However, the Team Leeder stated if a critical incident requires a law
enforcement response, they would be the primary point of contact instead of the Director, The
Team Leader also said it would be more appropriate to essign them as ths Occupent Emergency
Coardinator, but BX would need more personme] to hendle the additional responsibilities. _
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Suggested Remediation:

ThsOImggemnmmNARAmmgementwnmderuudngﬂROEPtomﬂectlhe
personne! responsible for decision-making and operations during critical incidents
involving a law enforcement response. Additionally, the OI suggests NARA
management consider formally assigning BX responsibility for the OEP. Finally, the OI
mggwuﬂleDeﬁsnatedOﬁmlhnmaﬁatclydwdopammmgmmﬂmnforallkey
OEP personnel. -

2. The Security Coordinator was unsure
r another local law enforcement agency wouid respond to uring a critical
ent. : ,

and

e Team

The Team Leader stated BX has not conducted any critical incident response drills
stuted better coordination with local police and fire departments would be beneficial.
- Leader again stated BX could do more with additional personnel.

The OEP identifies the as the Jocal law enforcement agency responsible for
responding to uwever BX and BF finalized the current OEP, NARA

eliminated the _ :
cuts, The Team Leader stated

a critical incident. However,

NARASecur!ty cer later olarified that because
isﬂmﬁtst—mpomlawa:forccmmtagmcymponm’blc

Suggested Remediation;
menaeimedomcinlmqmthﬂeamwumuﬁmmeoam a

The OI su
identify 13 the Jocal law enforcement agency responsible for

The Team Leader should also consider providing wﬂhamomm
mangingamechngbetweer-mdkeyOBP security personne. tionally,
themmmmdsmwmwmmmwm
I to share OFP related information and intelligence.
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3. The Designated Official does not have a plan or schedule to conduct exercises 1o test NARA
and local law enforcement response in accordance with the OEP.

The OEP requires the Designated Official to schedule and conduct Security LevefjJJ training
and exercises to test critical incident law enforcement response. However, the Designated
Official has neither conducted nor scheduled any training or drills (related to Law enforcement
rponse) NN |
Suggested Remediation: |
The OI suggests the Designated Official establish a plan to conduct a critical incident law
enforcement reaponse exerciss at within the next calendar year. NARA

management could conduct the exercise after hours or use tebletop' scenarios. The
Designated Official should ensurc i perticipates in the planning and execution of all
.scheduled drills, _

4 T?wreirmﬂl'prcmceat_wkmthe building is open to the public.

is open to res

L earchers NI Hoooe: ez
1o BX'p 1on duty on In the event of a criti _mcxdent”
ﬁ:ﬁ?&mm@mm ty and/or a contract security supervisor would initiate
EP. The Team Leeder stated appropriate contract employees would assume command and

control until local law enforcement arrive. The Team Leader also stated contract personnel have

 been trained on initiating the OEP during a critical incident ot [l in the sbsence of BX

personnel.
Suggested Remediation:

* The Ol suggests NARA management consider staffing asecurity -
specialist during all hours the facility is open to the public, itionally, the O suggests
the Team Leader formally explore the cost and security benefits of using Federal
employces (General Series — 0085) instead of contract security guards at

The OI met with NARA management to discuss the results of this assessment and seek clarity to
wnresolved requests for information. NARA management provided the Ol with all necessery
information and the Ol distributed e draft report for review and comment. Management
requested the Ol clarify sections of the report related to Observations 2 and 3. As a result, the OI
elarifed that he Toam Leader stated SRR - resvood

! According to the 1SC Guide, tabletop exercises are discussion-based exerciscs where persommel moet in a
classroom setting or [n breakout groups to discuss their roles and responses during an emergency.- A facllitator
presents a sconario and asks the exercise participents Guestions related to the scenario, thus initisting a discussion
among the participants of roles, responsibilities, coordination, end decision-making,
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mphuammmmm*
ly, :edﬂ:emorespeciﬁclnnguaseﬁom()bs on 3 to the summary

bullets on page 1.

PleaaeprovideawnttenrmponsntuthisAsaﬂsmemRzporthﬂﬂnSOdaysoftlmdatwfissue.
If you have any questions or require additional information, please contact me or Matthew
Elliott, my Assistant Inspector General for Investigations, at 301-837-2941.

%”*M/

James Springs
Acting Inspector General

cc:  Jay Bosanko, Chief Operating Officer, C
Charles Piercy, Executive, B
Kevin McCoy, Security Officer, BX
Debra Well, Deputy Archivist, ND
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REPORT OF INVESTIGATION

Tite (Name and address): ’ Type of Investigation: Type of Report:

— Criminal/Administrative | 57 0

L__| Supplemental

Social Security Number: N/A [ ] employes  [X] Nonemployee  |_| Former Employee
Date of Birth: Date Entered on Duty: Pasition and Grade:

N/A N/A N/A

Post of Duty: N/A ' Organlzation and Office: N/A

Period of investigation: October 2008 — November 2010

BASIS FOR INVESTIGATION

On October 28, 2008,— Contracting Officer's Representative (COR), National Archives and

Records Administration (NARA), told NARA's Office of Inspecter General (OIG), that_
supplied equipment under NARA contract numbe that was possibly

grey market material. In addit[on the material might have been manufactured in foreign countries fo
include China and Hungary.

ALLEGED VIOLATIONS

18 U.S.C. § 371 Conspiracy
18 U.S.C. § 1343 Wire Fraud
18 U.S.C. § 2 Aiding and Abetting

RESULTS OF INVESTIGATION

The OIG substantiated that- provided counterfeit and grey market Cisco equipment to NARA,
purchased from an unauthorized distributor, “ The United

Distribution No. | Case Number; Signatura of Spacial Age* ‘aking Report:

Office of Inspector General 1 | 09-002-
Signature of Person Examining Raport:

Natlonal Archives and Records 2
Administration, General Counse!

.AsslsfmntU.S.Attomey | % 4/ A/M

Office of Ingpecior Ganeral
Mational Archives and Records Administration

Other (Specifiy): Title: Officef{Chy):
Assistant Inspector General for College Park, MD
Investigations
Divislon Cfiice: ' Dats of Report:
Headquarters . . 4/20/11

NARA - 0!G Form O1 212 {Rev 11/2005)
OFFICIAL USE ONLY
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REPORT OF INVESTIGATION

The OIG prevented the undue payment of $1,149,100 to_ for counterfeit and grey market

products.

INVESTIGATIVE SUMMARY - EXHIBIT

Backgro_und

Cisco products and services are sold through a network of Cisco Authorized Channel
Partners. Cisco's Authorized Channel Partners are reguired to resell Cisco Products
and Services in a given territory, as set forth in contractual agreements with Cisco,
The base level pariner is a Select Partner, and the top-level pariner is a Gold Partner.
Cisco products are sold with end user warranties. These warranties are personal to
the first end user and, unless expressly authorized by Cisco, the warranty may not be
transferred to any new purchaser of the Cisco products. Thus, any product that is not
purchased through the legitimate Cisco Authorized Channel does not come with a

- valid warranty. Cisco's service and support model allows for customers to purchase
additional service coverage on Cisco's networking equipment in the event the
customer needs assistance in troubleshooting technical problems or replacement of
faulty parts. These service contracts are called SMARTnhet contracts. Customers may
choose from a variety of support and contract offerings depending on the nature of
service they wish to recelve. SMARTnet contracts are available to the first end user of
a product, and Cisco requires that a second end user may obtain a SMARTnhet
contract only after paying to have the product re-inspected and paying for licenses for
the software that is installed on the product.

On_w, 2008, via the Federal Business Opportunities (FedBizOpps) :
website, publicly announced NARA solicitation Issued as a 1,2

request for quotation (RFQ). There were 18 Iine ftems listed. One of the line items

Casa Title: o L . Casa Numbar:
: 09-002-|
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REPORT OF INVESTIGATION

was.for 14. SMARTnet service contracts for 14 equipment pieces, |||z
— During the contractual Questions and Answers sesslon, an
unidentified vendor asked if NARA would accept Cisco equipment that was not
sourced from a certified Cisco partner. NARA responded with an Amendment of
Solicitation/ Modification of Contract, Standard Form 30, which clarified ". . . NARA
requires that all Cisco products be purchased from ‘Authorized/Certified Vendor's
only." Any and all vendors submitting quotes shall provide proof of authorization from
Cisco.” responded to the NARA FedBizOpps announcement with'an undated
quotation in which indicated they would supply “new" Cisco equipment.
stated they were an authorized Cisco Select Partner. submitted a
quote for $1,149,100 and offered the following: 1) Assembly and configuration of the
chassis at ho additional cost should the government wish to take advantage of this
option; and 2) a one year performance replacement level warranty [Agent Note: This

is not a Cisco Warranty.]
, 2008, NARA awarded ] the contract. On [ 2008,
that they would be removed from the Cisco Partner program.
i , 2008, NARA received equipment from via
: NARA's COR notiﬂecl the OIG that the labels on the equipment Ind[cated the
equipment origmated from China, Hong Kong, and Hungary; and Clsco Iinformed *
the equipment was grey market. -explained that grey market meant the equipment
originated outside of the Cisco approved distribution channels. The serial numbers
and-other forensic data were provided to Cisco for further assessment. Cisco told the

- OIG that 41 pleces of equlpment were counterfelt, in that the equipment was Cisco
brand equipment but the original labels had been removed and replaced with false

labels. The 41

. The remainder of the equipment was
identified as grey market, as it was sold outside of authorized Cisco distribution
channels. Counterfeit-equipment is ineligible for SMARTnet service contracts. To
support the grey market equipment with SMARTnet service contracts, Cisco wouid
require NARA to pay an additional fee to reexamine and license the equipment.

- Interviews/Investigative Actions

PRIOR TO AWARD

On September 12, 2008, in response to RFQ clarification questions,
Systems Development Division
(NHV), NARA, emailed the NARA Acquisition Analyst, NN NG BN
B :=nd advised that the Cisco equipment purchased by NARA muist be new
and must have Cisco authorized service. {Agent Note: The word "new” was omitted

Case Number:

Casa Title: . ..
09-002-|
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REPORT OF INVESTIGATION

from the NARA RFQ; however, - bid specified that all parts would be new.]
POST AWARD

On September 26, 2008, I, Brand Protection Group, Cisco, emailed .
I, =nd asked for the source of the NARA equipment S

advised that discountlng was higher than what is given to large Gold 4
Partners and a high discount on this deal would require a deviation from the Cisco

Sales Team. In this case no deviation was given. il told NN that per [N
able to purchase Cisco

to end users. advised I that resold Cisco products that have been sourced
outside of Cisco's authorized channels do not come with a valid software license or
hardware warranty. Cisco reserves the right to refuse support on any secondary
market sourced product, even if presented with a valid SMARTnet contract. Proof
must be presented that the product has undergone an inspection

by Cisco, and
appropriate sofiware licenses are procured. _told-thath suppliers
. [Agent Note: At the time of the NARA RFQ,
actual

suppliers' were Atthe
time of this award, was not an authorized Cisco distributor or a-Channel

Partrer. | coordinated with i to provide the Cisco equipment.
At the time of this award, was not an authorized Cisco distributor or a channel

partner]

ﬁ.were.authorized Cisco distributors.

5, 6

(EXS5)
Per EOUSA

Case Title: . e ‘Case Numbar:
08-002-|
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REPORT OF INVESTIGATION

. {B)(5)
Par EOUSA

On September 30, 2008, [l emailed NARA CO representative I

stating the equipment they would supply NARA wauld be ". . . new, genuine Clsco, R
and jt comes with-a one-year warranty. A Cisco-certified englneer W1!I be on-hand for

a day to recelve and test the equipment when it arrives at NARA.” :

On October 1, 2008, ) emailed. I B to advise that _ was contacted

by Cisco Account Manager who indicated that the equipment- 8
quoted was “sourced outside the channel and not from an authorized distributor.” _

I further indicated the equipment would not be supported. [ to'd
they would honor their commitments and meet llMexpectations.

On October 1, 2008, — cisco IR emailed B o
advise that failure to disclose Information about the Cisco authorized
distributor they plan to procure NARA products from severely jeopardized the status
of reseller agreement with Cisco. Additionally, Cisco Brand Protection
reserves the right to terminate the Channel Partner agreement between - and
Cisco.,

On October 2, 2008, — a Clsco representative, emailed ININNto
thank Il for discussing the risk NARA may have with the award to e
I advised Cisco would be seeking action against due tof§
unwillingness to fulfill the NARA purchase through the Cisco authorized channél.
I <uggested there was a risk that [JJJiij supelied grey market product.

On or about Octaber 6, 2008, I and IR et vith IESENN and
_ At no time did I tell —tha%was aresellerorstate 11
that | was a supplier of grey market Cisco products. assured I that

10

Case Title: -~ e : Case Number:
09-002-1 .
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_REPORT OF INVESTIGATION

NARA would receive the equipment as requested. - questioned whether the
equipment would be used or second hand. il denied the equipment would be grey
‘market/used and would be packaged to show that it was new. Il responded that
and would get the equipment supported by Cisco certified
technicians. Il to/d I that Cisco representatives wanted Il to believe they
would not support the equipment but they would, in fact, support it. S checked
the Cisco website and it indicated was a Cisco partner. Despite Cisco telfing
_they would not support the equipment, I believed had the
abllity to make Cisco support the equipment. During this time, . c:lled I
and to!d Il that Cisco. would not suppor{JJJj and Cisco had removed
- from their partner list. _went onto Cisco's website and could no longer confirm
was listed as a Cisco partner. IIlbecame concerned as Cisco was the
manufacturer and they told -they were not going to support the product. in addition,
Cisco told Ellthe equipment may be counterfeit. _took no action.

On October 28, 2008l iold NARA's OIG that- supplied equipment under
NARA contract number that was possfbly grey market material. In 12
addition, the material might have been manufactured in forelgn countries to include -

China and Hungary.

On Dctober 30, 2008, the OIG contacted Cisco to discuss the Cisco equipment NARA
purchased, -said due to concerns about the origin.of the Cisco eguipment, 13
Cisco questioned about where they sourced the equipment. was not '
clear with Cisco aboutthelr distributor and did not confirm they would use Cisco

certified distributors to fulfill the equipment order. Cisco checked a partial list of the

serial numbers associated with the NARA contract order and determined that the
equipment they researched was grey market, ] advised grey market equipment is
equipment purchased outside of permitted Cisco channels. llltold the OIG that grey
market merchandise can be new, used or counterfeit. Illlrevealed the following
concerning 11 serial numbers Jilresearched from the equipmen provided to
NARA: 1) Two were pieces of equipment originally sold in Atlanta, GA; 2) six were

sent to Germany; and 3) three went to Bangladesh did not purchase this
equipment from Cisco or a Cisco certified distributor, thus, the equipment was grey

market equipment.
14
" Case Title;y .~ L ‘ Case Number:
09-002-1
NARA - DIG Form Ol 212 {Rey D4/2005) : DOffice of Inspecior General

Naﬂnna] Archives and Records Administration
Pape &

QFFICIAL USE ONLY

THIS DOCUMENT IS PROVIDED FOR OFFICIAL USE ONLY. ANY REQUEST FOR DISCLOSURE OR FURTHER DISSEMINATION OF THIS
DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED TO THE OFFICE OF INSPECTOR GENERAL, NATIONAL
ARCHIVES AND RECORDS -ADMINISTRATION.



. REP_ORT OF INVESTIGATION ‘

15

On Decernber 1, 2008, the OIG interviewed I and N :id that
after he saw NARA's RFQ on FedBizOpps,lllsubmitted an RFQ to several

companies to include to buy the equipment to support the NARA contract.
bid the lowest price and

: agreed to buy the equipment from - 16
. I said that llldid not know about# supplying the eguipment
until scheduled a meeting with | and Blwas contacted#
would

sales representative I 2t which time B advised Mllthat
attend the meeting withillN and NARA.

Cisco, via thelir legal counsel, provided the OIG a redacted copy of their findings :
pertaining to the equipment provided to NARA b and for inclusion in

this report. Their report indicated that 40 of the and 1 of the ' 17
[misidentified in the conclusion of the repo were counterfeit. it was

determined that all of the [JJij were stolen priorto official sale by Cisco. All of the

Casae Title: = . _ . ) Cass Number:
’ 09-002-1
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REPORT OF INVESTIGATION

were labeled with false serial numbers, some of which were dupilcated in that
they were assigned to other Cisco products and the Media Access Contral (MAC)
addresses were assigned to other Cisco products or other manufacturers, The-
BB appeared to have been stolen from a contract manufacturer, but in addition it

was defective and should have been scrapped. The was |abeled with a
fatse sertal number ahd a MAC address assigned to another .
N B I i e Ol tro

, brought the NARA deal to was partnering with

. Companies like seek out small businesses because they know that 18

the federal government likes to contract and support smalt business such asm—. '
knows that the small business will get the contract but will have difficulty

funding the deal. [ wi!! contact these companies and offer to support them in
their contracts with the federal government. would have never been able to
support the NARA coptract without companies Jlke and :-a_nd
'ﬁemployee'-wwked with I o the NARA contractb

understood that the equipment for NARA was for “brand new” equipment. Brand new
meaning it was not used and had not been “put in service.” I sz2id that
has no affiliation with Cisco, is not a Cisco partner, and does not have any

“official access to the Cisco database. I said that Il uses other companies to
assist-Wrth SMARTnet coverage. said that “a lot of refationships we
have were'people doing things they were not supposed to do, but it happens: every
day.in our industry.” [l cited the example of using
, to research serial numbers in Cisco's database. As long as ould
acquire information.on serial numbers and end user contact information, they could
help get coverage I beiieved that ad a relationship with
Cisco that allowed them to acquire coverage. Another company that assisted
lin SMARTnet coverage for the NARA equipment was

— Clsco Investigator, told the OIG that
SMARTRet for and registered NARA as the “end user® on
‘should not have been able to acquire a SMARTnet contract for-
‘as NARA was not the original end user. The original end user, 19
located in Sweden, purchased at least 2 of the 13

M explained at the time of purchase,

would come with original purchase warranties but, the warranty was

voided once < to another company, as warranties do not

transfer i

) purchased

market Cisco equipment to NARA, purchased

provided counterfeit and gre
. The United States Attorney’s Office for the

rom an unauthorized distributor,

Case Title: T Case Numbar:
, 09-002-|
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REPORT OF INVESTIGATION

Southern District of Mailand declined Erosecutlon —
) : (B)(8)

Par EOUSA

he OIG prevented the undue payment of $1,1489,1
Biztech for counterfeit and grey market products.

Case Number:

CaseTltfa:.._'._._ L
' 09-002-

NARA - QIG Form Ol 212 (Rev 04/2005) Office of inspeclor Genars|
National Archives and Records Administration

Page 8
OFFICIAL USE ONLY
THIS DOCUMENT IS PROVIDED FOR OFFICIAL USE ONLY. ANY REQUEST FOR DISCLOSURE OR FURTHER DISSEMINATION OF THIS

DOCUMENT OR INFORMATION CONTAINED HEREIN SHOUIL.D BE REFERRED TO THE OFFICE OF INSPECTOR GENERAL, NATIONAL
ARCHIVES AND RECORDS ADMINISTRATION, ’




Exhibit D inti
Number escription
1 NARA Request for Quote with Atiached Solicitation Modification, September 10, 2008
2 — Quotation For Cisco Equipment, undated
3 | Emall from NN . Subject: Fwd: RE: — dated September
12, 2008 L
4 Email from il Stbject: RE: Cisco Systems Follow-up for National Archives, dafed
September 26, 2008
5 Emait from . Subiject Necessary information- Read these documentsll!, dated
September 29, 2008
6 Email from IS ubject: RE: Cisco equuprnent supply confirmation, dated
September 30, 2008
7 Emall from [ Subject: Award, date 2008
8 Emaif from — Subject : FW: _m- 2008
9 Emall frol'ﬂ— Subject: Cisco NARA Deal, dated October 1, 2008
10 Email from— Subject: Notification of Risk and Cisco Systems Follow-up
for Fed Biz Ops Solicitatio , dated , 2008
11 Memorandum of Interview, — dated Jupe 18,2009 :
12 Mamorandum of Activity, — Employee Notifies About Equipment, dated October
28, 2008
13 Memorandum of Interview, Teleconference with Cisco Representatives, dated October 30,
2008 :
16| Memorandum of Intsrview, —'an_d—__
. dated December 1, 2008 ’ |
17 Memorandum of Activity, Redacted Cisco Report Approved by Cisco, dated Dacember 23,
2010
18 Memorandum of Interview, — dated June 29, 2010
19 | Memorandum of Interview, TelecenW. Investigator,
Criminal/Service Fraud, Cisco, and| . Trial Attorney, Public Integrity Section
(P1S), Department of Justice (DQJ) and Cisco, dated July 22, 2010
Case Number: Case Title: -
09-002-| : )
Office of Inspector Genaral
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'REPORT OF INVESTIGATION

» Investigation Number: | Case Title: ' Type of Report:
100011+ | Stolen Valor Veteran Record Fraud [Jinterim [X] Final [] Supplemental
Type of Investigation: Period of Investigation:
| X Criminat [] civit [ ] Administrative [ information December 2009 - February 2011

BJECT | 11

Primary Subject:

BASIS FOR INVESTIGATION

On Decembe 7, 2009M Reference Core 5, National Personnel Records Center
Military Records (NPR , National Archives and Records Administration (NARA), St. Louis, MO

forwarded to the Office of Inspector General, Office of Investigations (O). allegations
a member of the Military Order of the Purple Heart (MOPH), »

altered/falsified NARA documents.

ALLEGED VIQLATIONS

18 U.S.C. § 704 (a)(b)(d), Faise Claims Relating to Military Medale and Decorations
18.U.8.C. § 498, Military or Naval Discharge Certificates

18 U.S.C. § 508, Seals of Departments or Agencles

18 U.S.C. § 912 False Impersonation, Officer or employee of the Unlited States

Date of Report:
March 13, 2012

Office of Inspecior Ganeral
National Archives and Raconds Administretion

THIS DOCUMENT 18 PROVIDED FOR OFFICIAL USE ONLY. THBDOGIMTORIHFDMWGONTAR@I-EREINMAYWTBE
ASCLOSED OR FURTHER DISSEMINATED WITHOUT THE WRITTEN PERMISSION OF THE OFFICE OF INSPECTOR GENERAL, NA
ARCHIVES AND RECORDS ADMINISTRATION.




REPORT OF INVESTIGATION (Continued)

UL INVESTIG

An Ol review of official military records revealed
e to MOPH an .S. Department of Veterans Affairs
received an Arlicle 15 for changing i date of birth on
certificate and for wearing on JJJ uniform Airbome and Air Assault Badges
Finally DD-214 lndicated.was separatedfrom military service

lied about il military service and
. Additionally, it was discovered that

r two years forfJ]

ot interviewed [N, MOFH, who stated

decorated war veteran and provide lse dowmentaﬁon to H in sy
becoms a member. provided Ol with coples of the documents fal s
which included a NA orm 13184 (Information Releasable Under the Freedom of Information Act)

and a letter from the NARA, Textual Service Divigion. A review of these documents by

revealed that they were not created byNARA.

Refsrral to Veterans Administratiol

Diyision (YA-OIG-CID)

Ol contacted VA-OIG-CID and provided all dogumentation obtained from VA-OIG-CID
subsequently analyzedmmplete VA history and determined submitted
faisified documents to the VA to substantiate Jill eligibility for veteran’s benefits. VA ID further
determined -eceived $6,647.61 in VA benefits to which [Jfjwas not entitied.

VA-OIG-CID interviewe who admruac-‘nade false statements, created falss government
~ documents, submitted those false documents to the VA, recelved VA benefi tsé was not
~ entitied to and falsely claimec-was awarded a Pumle Heart and Silver by S. Army.

COOMInatlon wlth U.S. A me 's Office (USAQ

onfll. 2011, VA-OIG-CID presented this case o the USAO for the—.

A prosecutonal detennhatlon is pending.
Conclusion _
This investigation is closed pending a prosecutorial determination and potential action by the USAO.

0-00114 Stolen Valor Veteran Record qud

2(nn1um11) ~ Offica of nspector Ganaral
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WARNING

The atiached document may contain information protected by Federal
confidentiality statues prohibiting unauthorized access and disclosure of its
contents to any person other than the intended recipient(s) or those with an
official need for access: The contents of this document should ot be left
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REPORT OF INVESTIGATION

Invuﬂpﬁmﬂnmber ' Cm'l'iﬂn: L
110015 | ——
.| Period of Investigntion: Type of Report: Distribution:
- | July 2011 — February 2014 [ tnterim [X] Fiaat [ Supptementat | <] Info Onty [] Referred [ ] Closed to Fute

BASIS FOR INVESTIGATION
On July 11, 2011, [ Security Speciatist, Holdings Protection Team (HPT), National Archives and
Records Administration (NARA), contacted the Office of Inspector General (OIG), Office of Investigations
3, bt alegaions RN o R 1 s s o (R
W5 D f

records the Baltimore City Police fourd injJJJJjjjjjj an possession during their arrest. As a result,
the OI took custody of seven historical records to determine if they were federal records stolen from NARA,
. and the FBI requested the Ol join their investigation to assist in a search warrant at [ residence in New

'IheOimgt | me.I{PTstaE,mdl:"ederalBureguoﬂnvwﬁgw_ jon (FBI) agents to review historical

ALLEGED VIOLATIONS
18 US.C. § 668: Theft of Major Artwork

18 U.S.C. § 371: Conspiracy to Commit Theft of Major Artwork

. m,mdiii,— — Signatare: | DstoofReport:

Appuudby: g Signature: . /. . Y - May 28,2014
AIGI Matthew Eltiott _ - 1
Seowesminf ) 7 —

nnﬁmsmovmmmommmv. mKDOCUMBdeRNFCBMAﬂDNWNTANEDHERBNMAYNDTBBDMLBED
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REPORT oF mvEsj"lGAmdN (Continued)

._msjoimhvesﬁgaﬂonwhsmnhmed-nd

cuns ired to steal historical records from NARA and

.~ other public and private collections, During this investigatio and [l admitted they used various
~* techniques to steal historical records including con them inside’ ‘coats and other outerwear modified
’ tooomamhiddmpockets To conceal their thefts, an removed markings and inventory

control notntions from thie stolen records and stole or destroyed’ ﬁndmg aids from vmt:m inshtuuons.

and-stole seven reading copies' of Presidential speeches from the Franklin D. Roosevelt
Library and Museum (LP-FDR}) in Hyde Park, NY. Altho sold four of the speeches to a collector,
the Of and FBI recovered all seven that in total wers valued over $335,000. During earlier visits without
S I stol< 2t least eight additional items from the LP-FDR including letters and invitations.

Al&ougﬂ)ﬁdmtmum@mﬁmnylmleﬁommeﬂerbmmompmdennalmmd |
- Museumn (LP- inWeistBranch,IA,&eOIeatabhshedewdance.removedatlmﬂmmamnholdmgs

| Bewmeofﬂmmvoshgmon,ﬂ:eOIandFBIreleasedowrlOOOOhtstoucalxtemstopubhcandpuvatevicﬂms,
mcludmg?l8t0ﬂ10LP-FDRand46toﬂ1eLP-I—Il-I :

.. The Department of Justice (DOJ) dccepted this case for prosecution md pleaded guilty to
- theft of major artwork and conspiracy. The U.S. District Court for the District of d (Court) sentenced
: to 7 years in prison followed by 3 years of supervised release, and ordered [ to pay restitution and
t to the FBI all evidence seized fro residence during both search warrants, The Court sentenced
‘ -toImeandonedaympﬁsonfoﬂowedbyZyeamofsupewisedrelme.

INVESTIGATIVE SUMMARY

. 0nJuIy12,2011 ﬂwFBlandOIexecutedawerchwmuﬁa mdenae,andthaFBIsumd
- thousands of evidence items including documents and ephemera, ‘I'heFBIrdmed90130fthewmditemsto

theOIforpmmsmg,exmmnon,mdpmtechon. ,
-
e FBI seized an

OnA‘ngustz,ZOII while the FBI and OI executed a second search warrant
 accompanied b} defense counsel, identified additional stolen recards. As a result,
additional 1,185 items and released them to the O1.

! mw“mmmofmwmmmmmmmmmmmm
ndditlommnde him, and besr his ;

? Ephomera - A ofwﬂednbbhmmtuﬁglmﬂyhmddmmwmmeﬂnnnmmmm”ﬂchnmmm.hﬁmﬂmm
" posters, posicards, or labels.
hvedipﬁunﬂmnbw ‘
. -11-0015-1
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- -(LP) pmm&mhﬂwmimmmlowsmmmmmmm

The Ol essisted by staff from Archival Operations-Washington, DC, and the Office of Presidential Libraries

archival examinations, contect with suspected victim institotions, and interviews o, and
ﬂ:neOIldenhﬁedmeliknlyoﬂgimofﬂnseimdiwms - disposition of the items is Iater in this

_‘M- - : .
'I'huOchammedtwolapmpcompm andvamms removable electronic media the FBI seized
residence. The examinations established probable cause for a search warrant on pnvnte

accounts that revealed and sent emails to each other about “augmentation” and “weaseling,”
end referred to each other a8 “W1” and “W2." Further analysis linked —memhmt,

internet searches, research communication, and co-conspirator communication with travel to victim institutions,
: 'mdmnobormdmfomnﬂmndmﬁfyhgkmwndmlmwhohadpmhasedmmdwlmﬁom

" " From the email accoiints, the OI also discovered a spreadsheet named “Freedom Collection™ conitaining a list of
- over 180 stolen docurnents that included information on cfforts to research the documents,

" 'or Interviews o_

Twice atArd:nvaI,tha Ol intervi
ewed over 1,000 items seized fro
ofmany of the stolenhmtonual records.

corrobnratedthat

with defense wunsul present, Dm:mg the interviews,
residence and assisted the OI and FBI in determining
Jelso provided the following informsation:

usedths“FreedomCollecuon spreadsheet to reference their
- cant stolen historical records. The spreadsheet contained: the author and date of the record; the collection -
- itorigimtedﬁ-om,thamdstumeofamuseumca:dcatalog;mdd:ee:astenceofanynnmﬁ]mornmﬂﬁnding
aid related to the historical record. [t andjJ referred to themselves as “Weasel
- 2" and “Weasel l"res-nectm:ly,anqu)lainedﬂleywmtcf‘wz”mpencﬂonminmnuncalmordstotmck

- thefts involvi

Hadnﬁﬁedthal from December of 2010 through July of 2011, .conspuedm steal
' records from NARA and other institutions. |l stated the targeted institutions lieved

commedrarenndvalunblehistnrimlremrds,and,under used the internet to find
_ " valueble historical collections to target. They compiled lists offmnousandhlstoncal people, frequently noting
the approximate market value of records those individuals had authored. They intentionally looked for
' ptemdentmlephmnmmhwhwﬂﬂom,mmus,mdhekﬁubemsemsﬁh:ﬁmmmﬂydidnﬂcﬂnlogm
invemoryﬁmseitums.

. ’Nnnnofﬂuuvihhhtndulrecords seized by the Baltimore City Polive ware NARA records.

- 00 Form Ol 212 (02/2003) T : — Offica of Intpector Geaeral
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- their research room, These records consisted of several train menus related to trips President Hoover took 1o

REPORT OF lNVESTIGATION (Coniilmed)

. ttedﬂwyvlaitndnumemuinmnwns,oﬁenpos as researchers, and accessed collections of
-hlsu'.-ncalreoordsﬂlcythﬁughtwemufsi cant velue. When[ill visited certain institutions, also .
‘ usedaliasastocuneea.ndmhty and used various techniques to steal inclu concealing
murdsmmdethexrq;orteoatsandotheronturweara orhadmodxﬁedwcontahahxddenpoekcts. To conceal
their thefts, stole card catalog entries and other finding aids. After their thefis, they used

" sandpaper and erabmmvemntaualsmmnwemarkmgsormventoryconn'olnomﬁonsonsmneofthe
records — apmcassmsycalled“mm'y“

defense counsel, the Ol interviewed [ .nparlmentm and
' | [ <tz0 agreed to assist the Ol an in
ldeunfylng victim institutions for approximately 388 separate pieces of orphaned* ephemera. During the
mtemews- provided the following information:

_ ganstealm historical records in 2000, whon [l stole 12-24 pieces of presidential ephemera from a
‘private Institution. nuverretl.lmedtosmlfmm institution because the institution organized their
collection and referen ephemera records on their website. This deterred from siealing because
[lid not want to steal historical records that were traceablo back 10 8 source institution. Also in 2000,
pmchasedaeompmmbrowsewebdtesmdlmkforoﬂmﬁsmﬁcalmsﬁmﬁommvicmz&

-*nsitedtheLP-l—H—loncewhﬂecondunungmmchfor-ianS During the visit,
conducted research and stole approximately 12-24 historical records from boxes the LP-HH staff servi in

Palo Alto, and ephemera related to President Hoover's fraternity and a school Hoover attended. -cunld
mtrwa]lspedﬁc infonnnﬁonaboutthuothetstolenrecords.

- ‘MMWW%WMMWMWMMWWMWaMMMm
_ Iindhaml collection.
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REPORT OF INVESTIGATION (Continued)

quldnotrecallthanumberofboxm aecmed,butmnembuedmeywmmadywhm-an'lved.
' g LP-HH allowed bring a folder into the research room while reviewing the presidential material,
uld not remember how many LP-HH staff members were in the research room, but believed even
- ‘With staff present [flicould have stolen the records, plained that while sitting at desk, it
mmytoshpsmenmmﬁsmto.foldawiﬁwutdmmn Also, LP-HH steff did not chec h
materials befordf entered or departed the research room.

. LP-FDR

- thelibraryserved

o vizited the LP-FDR at least 6 times - 4 times alons and twice with 4 unaccompanied
vxsxts, claimed le approximately 12 historical records, only remem d one of the items

- escribed it as the “Bertie” letter. The OI determined this letter had been aeized from

: apuhm:tandLP-FDRstaﬁ’oonﬂmeditwasaNARAhnlding

Whi mviewedNARArecorda,thsLP-FDRsmﬂ'allowed-toplace
and did not folder befordj] entered or departed the research room.
- alot of visitors and researchers and it appeared short staffed. When the LP-FDR st
_reuemhem.ﬁeyrwtinelyleﬂﬂ;emearchmommattended.-
- stea] from the LP-FDR.

' Onﬂ:eirﬁrstvisitiogethertoﬂnLP-FDR, posedasrwearchmtogatherinfomaﬁonon
_ FDR's inaugural speeches and addresses from the FDR Master Speech File. ing their second trip to LP-
FDR, they stole the items they had identified during their first visitfj acd intentionally
requested numerous boxes from the Master Speech File to make it difficult for the research room staff to
determine if any records were missing, They used their modified jackets to hide and steal historical records
from the library. [Jfccalled it was a busy day in the research room and staff preoccupation with other
meamhm’smadeltemertostealtheapwohesandinaugmaladdrm

earch folder on

oted the library received
pulted materials for other
f:ltmmfactursmaderteasierfor-to

NARA Facilitieg Pnor to Inv jve: with

Hany.S‘. ﬂ'wmlebrary (LP-HST}

: | visited the LP-HST once in the Iwﬁ’saMmmthofWin
2007, Although believed it was easy to steal from the LP- e 1990s, not ecause
records stamped with a LP-HST mark. At that time, considered the records
defced which deterred stealmg._mtedthatasigxﬂﬁcantamomnofﬁmepﬂssedbetwm
twovisitshotheLP—HSTandmatduﬁngthatﬁmﬁ'ame,-hndbegunswaﬁng “gtamped" records for
‘collection. Durin seoomlvuit,.plmnedto steal historical records, but learned the Iibrary no
longer served original, stamped historical records to researchers. During both o visits, the LP-HST
siaff did not inspes belongingswhen.enletedanddeparbedﬂwresemhroom. -

Investigation Number:
11-0015-X

) G2/2013) - - ' mdwt}m
_ NARA - 0IG Form 01212 ( ) ‘ _ o
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. ____ REPORT OF INVESTIGATION (Continued)
Dwight D, Eisenhower Library (LP-DDE).

EW&BI}—DDEonlyoncepm.of-bookm; The LP-DDE staff gave [ tour of the

~ . library, butjj§ did not conduct research and never had access to original historical records. ‘However.

edmitted that sawsomsinteres’ﬁngcloﬂ:ingandephemm'wouldhnvestolmifstaﬂ'hndleﬁ one
John F. Kennidy Library (LP~JFX)

5 I visited the LP-JFK once in 2010. While conducting research, JJJ] discovered an original invitation to
- Presy ent Eisenhower’s Inaugural Ball sent to John F. Kenned in with photocopies LP-JFK staff had

- seryed was 80 excited about the discovery thafiill told the LP-JFK staff, but was later angry with
' , repﬁitbewm' wanted to steal the invitation. : '

" Richard M. Nixon Library (LP-RN) .

I visitod tho LP-RN once in 2004 or 2005 before the library was officially part of NARA. The LP-RN
o y'med-photocopies,sotherewarenotoﬁghmlmdsfor-tom

Gerald R. Ford Library (LP-GRF)-

* J visited the LP-GRF in 2007 as part o
- wisit, nor didjJJ steal historical records from the library.

Ronald Reagan Library (LP-RR)
IR visite the LP-RR in 2005 and recalled library staff would not give

N 2 !ll’mxdcnt Reagan’s second
" . inaugural address, because it was unavailable for public research. The LP-RR did serve ephemere and
- [pbotocopied 200-300 pages. The LP-RR staff watch closely preventing m stealing any

I clzimoed [ did not conduct research during this

THIS DOCUMENT IS PROVIDED FOR OFFICIAL USE ONLY. THIS DOCUMENT OR INFORMATION CONTAINED HEREIN MAY NOT BE DISCLOSED
OR PURTHER DISSEMINATED WITHOUT TEE WAITTEN PERMISSICN OF THE OFFICE OF INSPECTOR GENERAL, NATIONAL ARCHIVES AND




‘ REPORT OF INVES'I'IGATION (Continued)
~ Disposition of Matenal Seized fromf] Apartment to Faciliti

| mo:.wnﬁmemismofﬁnmummmmsmﬁm:mmmmemmamm
e The“Bertie” letter.
¢ Three reading copies of insugural addresses from 1937, 1941, and 1945.
¢ Three invitations for the 1933 Inaugural, an Anniversary Ball, and en event held by Eleanor Roosevelt.
e _702mrdsmsasmwithome:w-ﬁnkms,wmtmﬁmdaammngﬁomNARAhpldmg&
ot mtsrview of NN | |
H‘ IR, 1 v FR, cxplained thet ot the time of the thetf, the inaugural speeches were
~ in approximately 80 archival boxes from the overall Master Speech File, In 2009, a contractor
' mmroﬁlmndthmspeechﬁla,btﬁdlduutmteanindexorrefumceﬁstforthemmﬁhnedﬁle.Bemeihc

LP-FDRBI:E‘dﬁnntha:vearefmeIistorindex,theyservadtheongmalhistoncalspeechestomemhm
_.Mofﬂ:emmﬁhn.

edFVimteiLP—FDR?hmcsaloncmdtmcemth who used the alias
'I‘heLP 466 boxes of records alane, and 38

W] together. Onthcdayofthetheﬁ, satinthebackofthe
researchroom,wluchwascrowdedandaxtmmnlybusy '

LP-FDR Internal Control Procedural Changes

‘Because of the OI and FBI joint investigation, the LP-FDR staff roviewed the microfilmed speech file and
created an index guide and finding aid. The LP-FDR no longer serves researchers original historical records
ﬁomtheMastuSpeechFﬂemdﬂmLP—FDRretiredthe original recards from the Master Speech Fileto 2
wcumloeaﬂon. '

_ Atthshmcofth:thﬂﬂs,theLP-FDRservedmmchersumeSboxﬁofrword& Now, the LP-FDR serves
_ researchers no more than 10 boxes at a time, and the LP-FDR allows cach researcher to have only one box on
the top shelf of their cart. The other 9 must remain on the bottom 2 shelves of their cart. -

11-0015-1
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REPORT OF INVES'I'IGA'ITION (Conﬂnued)

Thismvuhgaﬁmhmdmmdmﬁlmhmchmgemmammchmom&DurEgWhhoMa

* minimim of two LP-FDR staff must be present in the research room. One staff member registers and assists

mchaswhﬂeth:oﬂmsuﬂ'membermonitomﬂmmm. Prior to the thefis, only one staff member

_perfounedhothﬁmnﬁons.

momﬁmwmmmmmwmw-rmmm

» 2 tickets for the 1929 inaugmhontlmtmpreuously identified as missing from LP-HH museum

holdings.
~ -_' 44 itemns consistent with LP-HH, records, but not confirmed as missing from NARA holdings.

The OI and the FBI released:

e 7,705 histarical records to 13 public institutions.
* 179 historical records to 5 private institutions.
e - 265 historical records to 3 individual victims,

. 1,237uemto- |

. Sﬁm_

Becmeitwomdhsvebemmnppmpﬂatemmhnnﬂmnﬂnsmmmoﬁgtmlom,theo

(B)(5)

- ParEOUSA




“The O and the FBI recovered 21 stolen historical records that JJJJJJl sold to 5 different dealers in the United
States. The OI and the FBI returned 9 records to the LP-FDR; 10recordstoﬁvepubhoinshmhons;and2
- records to a single victim.

The LP-FDR records recovered from a New York book dealer included:

. Readmgcopyofa 1941 address in connection with the Thirteenth Annual Awards Dinner of the
‘Academy of Motion Picture Arts and Sciences, signed "Franklin D. Roosevelt.”

_. e Reading copy ofa 1941 broadcast, signed *Franklin D. Roosevelt.”

» Reading copyofa 1941 fadiomdd:ma,signed"ananD.Roowvelt.”
. Reédingcopyofal%Sradioaddrwa,si@ed"kaﬁnD.Rooswelt"
. Bomdmpyofalgésadmgimbymkmmmmw

. mmmmmmmmmRmM&HmMmgmmmddem 10, 1940, aud :
signed "Franklin D. Roosevelt,” with envelope,

. LatteronWhneHousamnoneryﬁumFDRmMm.HmryMorgmnhamIr,dHedFabmm'yl 1941, am‘l
_ signnd"FranklmD Roosevelt."

. I&eronWhiteHousasmnonmyﬁomFDRtoSecremryoftheTreusmyande.HanryMorgmﬂml,
'Jr.,dnwdFebruaryS 1941, andsagned"anklhD Roosevelt."

7; - is: sition of Histork Surrendered '

On August 24, 2011, [ with defense counsel present, surrendered to the OI, a framed sketch picture,
. :~'MW¢mdacdﬂogcard.TheOIandFBIdetermmehstolemethmcuemsandiheOIreunned
- them to & public institution.

11-0015-1 ~ . ‘ — :
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REPORT OF INVESTIGATION (Continued)

0n'Saptpmber28,2011;Fﬂamngh.iefenseeounseLsmderedtotthIan1868'1etta'ﬁ-om

Andrew Jolnson, two cards, a drar and en 1864 presidential pardon issued by Abraham Lincoln.
The Ol and FBI détermii and lelhﬁlsﬁsluﬁuandmtnlogcardsandﬁemretmned

- them to a public institution. The Ol and FBI also determined [ stote the drawing and the 1864

g’ pr&sidu:ﬂialpardonanﬂtheOIretumedﬂwmtoapnvatemdmdualthmugh def:nscoomseL

- 26,2012 m:renderedtomeOI,twu 1865 Harper's Weekly newspapers. The OI determined
'istolethenewspapusnr_ldﬂmOIrepmedthembothtoabookstom

OnFebruary? 2012,
18 U.S.C. § 668: Theft of

pleaded guilty in U.S. DisttictComtfortheDishnctofMarylandtoonzcmmtof
JorArtwurk,anflonecomtoflSUSC § 371: Conspiracy.

On June 27, 2012,th=Com-tmﬁmned-to 7 years in federal prison followed by 3 years of supervised
reIenseandordcmdtopayrwhhxﬁontnthmewchmstotalingS%ﬂSﬂﬂ TheCuurtordeted to forfeit
tomaFBI,alle\ndBnoeseizedﬁ‘on.mddcnce

* On October 27, 2011
Gotint of 18 US.C. §

pleaded guilty in the U.S. District Court for the District of Maryland to one
eft of Major Artwork; and one count of 18 U.8.C. § 371; Conspiracy.

' Ori November 9, 2012.theCom'tsmﬁmeed-to 12 months and ons day in federal prison followed by 2
ycmaofsupuvmdreleaso :

Imuia:ﬂmNmba-
- 11-0015-1
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REPORT OF INVESTIGATION
Investigation Number: Case Title: _
12-0013-1 ART-Missing Eva Braun Original Home Movie Reels
Period of Investigation: Typobrllepo.rt: ' nuu-mndm
September 2011- [ mteria 5<) Final (] Supptemental { (] 1nfo Only [] Referred [X] Closed to Fite
October 2014 '
- SUBJECT(S) OF INVESTIGATION
N/A |
BASIS FOR INVESTIGATION

On Scptember 29, 201 1,_ Motion Picture Branch (RDSM), National .
Archives and Records A tration (NARA), notified the NARA Office of Inspector General (OIG), Office
of Investigations (OI) that Eva Braun’s orlginal home movies she made of Hitler and high-ranking Nazi .
Government officials (original Eva Braun film)' have been m:ssing from NARA for several years.

ALLEGED VIOLATIONS
18 US.C. § 641; Public Money, Property or Records

RESULTS OF INVESTIGATION

Based on conflicting and missing documentation, the OI could not determine the location or disposition of the
original Eva Braun film. It remains missing. The most recent documentation demonstrating NARA likely had

custody of the original Eva Braun film is dated June 1973, wthARAmainmmedmouonpwun'eholdmgsax
Archives L

'The o mNARAitmnmbuzm:udmhunfmualmhofmuﬁuuDIwMﬂM

 Date of R Report:

Approved by: October 30, 2014 ‘

Acting AIGI Jamu Sprmgs
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REPORT OF INVESTIGATION (Conﬂnuod)

TheOIdetemmdmcmosterlydwmpuunofthnmlssingoﬁ Eva Braun film is eight (8) reels _
eontaininsambctmeoflemblacHwhlteandlﬁmmAgt‘aool bmdandlorKodakbrandﬁhntomlingNG?
feet in length. The color portlons of the original Eva Braun film are likely silent reversals (O.R.8.K).?

InthelmNARAmﬁsystunaﬂwnywpiedMeﬁImstmmbkﬂmmedmdmw“vmegm
syndrome.™ NARA staff then destroyed the original films without documenting their descriptions. There was

no formel policy regarding the acetate film duplication project and the OI found no records indicating what
particular films were destroyed.

In 1999, NARA staff could not locate the original Eva Braun film. In 2006, after numerous search efforts,
NARA staff made the final détermination that the original Eva Braun film was missing. In 2011, as the Ol was
actively investigating the theft of RDSM holdings, made notification that the original Eva Braun film
had been missing for years and requested that the OI investigate the disappearance. d the original
Eva Braun film was identified missing during the tenure o ecessor.

Due to missing film inspection reports’, NARA staff could not advise the Ol when staff last handled the original
Eva Braun film. The Ol searched through surviving film inspection reports for information on the original Eva
Braun film and found no reference.

The Ol interviewed the current and three former RDSM SupemmlyArchmstsmdscvenaddiuonalcun'entur
former RDSM employees. The Ol interviewed filmmakers who produced documentaries about the uriglnal Eva
Braun film and interviewed personnel at non-NARA motion picture laborsatories.

NARA staff and the OI askedmn-NARAmmpaniesmd hstihﬂionstosmChthei:holdingsfortheoriginal
Eva Braun film, NARA staff also queried NARA’s offsite motion picture storage ficility located in Lenexa,
Kansas. These activities produced negstive results,

The OI confirmed NARA maintsins duplicates of the original Eva Braun film that appear to contain the

complete content of the original Eva Braun film. NARA consistently provides these duplicates for researcher
useandfomdnoewdeneeﬂmtmsmimp&cted.

* Agfacolor was a series of color film products made by Agfa of Germany introduced in 1932, Agfacolor was riginally a reversal film
used for making slides, home movies, and short documentaries.

’om Original, Reversal, Silent, Color (Note: the film industry acronym utilizes the letter K - not C - to represent color.)

1 “Vinegar syndroms,” or acetats film base degradation, is a decay process leading to a pungent vinegar smell, shrinkage,
embrittiement, and buckling of acetate film's gelatin emulsion. These conditions ultimately lead to the fllm’s complete destruction.

* Film inspection reports are used by NARA staff to document the results of film element inspections, These reports detail the type
mﬂduuipﬂmofmmspwmdﬁthhngwiﬁ&edmmdMMMaﬂmemmmhmSudurapurt

would m»mgmmgmmw missing Eva Braun film was lzst handled. '
Investigation Number:
12-0013-L ART-Missing Eva Braun Original Home Movie Reels -

OiG

Form O1 213 (02/2013) @uamm
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OFFICE OF INSPECTOR GENERAL
'OFFICE OF INVESTIGATIONS

REPORT OF INVESTIGATION:

12-0022-1

WARNING

The-attached document may contain information protected by Federal
confidentiality statues prohibiting unauihiorized access and disclosure of its
cantents to any person otfier than the intended recipient(s) or those with an
official need foratcess, The contents of this docament should riot be left
tinattended.




REPORT OF INVESTIGATION

luvestigation Number: Case Titla:

- .OnJuly 4, 2012,

12-0022-1 Theft, Concealment and Destruction of Veterans’ Records at the NPRC

Period of Investigation: Type of Report: Distribution; '

July 2012 - Jenuary 2014 [ iaterim [X] Finat [[] Supplemental | ] info Only B Referred [[] Closed to File
SUBJECT(S) OF INVESTIGATION

_ Fom:erNaﬁonal Archives and Records Administration (NARA), National Personne! Record Center (NPRC),
temporary student employees:

(1)

NPRC,mpoﬂedtotheOiﬁce of [mpectochnml(OIG), Office of
Investigations (Ol) that epproxim: one cubic foot of veterans’ records' from the NPRC had been discarded
in a wooded area in Alton, IL.’ mtplainad_ﬁntonlul 3, 2012, a private citizen,
discovered the documents and contacted the NPRC. collected some of the documents and showed
them and an NPRC archivist, and confirmed the documents wers veterans’
records NPRC, and immediately went to the area where found them to take photographs
and recover the additional records. ~ ,

'Am'smdwhmﬂhmmmnfﬁdﬂdum«mﬁmmdmmWfNtham s Officlal
Military Personnel File held st NPRC.

Prepared by: . Date of Report:
S&

March 21, 2014

Approved by: ‘
AlGI Matthew Elliott

NARA - 00 Form O1 212 (Q/2013)
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REPORT OF INVESTIGATION (Continued)
* ALLEGED VIOLATIONS
18 USC § 641: [TheR of] Public money, property or records
18 USC § 2071; Concealment, removal, or mutilation generally [of Federal records]
18 USC § 1001: [False] Statements or entries gencrally
NARA Policies and Directives
RESULTS OF INVESTIGATION
A joint investigation with the Federal Bureau of Investigation (FBI) substantiated [JJJlj stole 251 veterans’
records from the NPRC and discarded them in a wooded area iri Alton, IL.> An OI analysis of internal NPRC

angdits also reveal removed, concealed, destroyed or attempied to destroy at least 3,002 additional
veterans’ records, andFBlmtemew v.rhoadmitted.dincardedmeNPRmerds
recovered from the wooded area.

- removed, concealed, destroyed or attempted to destroy at least 1,523 additional veterans® records
admitted il removed and destroyed NPRC veterans' records and concealed records in the NPRC.
-n admitted they concealed records in the NPRC, but denfed removing or destroying records.

M FalwdmwedﬂwOlmdFBIwhactlzyh&dcomealadapmnmmlywﬂmmrds’hnhe
The Ol recovered the records and immediately released them to the NPRC for processing. The NPRC

mllwntmuccﬂ’oﬂstopmmandm-ﬁletheremvm'eddocumwu.

TheOldmdmlopedewdms-nbmimd&lmﬁedmﬂegeumsmpuwmhm.eﬁgibiﬁwm
participate in the Student Temporary Employment Progrem (STEP).*

The Department of Justice (DOJ) accepted this case for prosecution, and [l = pleaded guilty
to one count each of misdemeanor theft of public records. Both were sentenced in F court 10 two years

Invesﬁgnﬂvennm-viewsmdimemalNPRCMﬂsalsosubﬂmuimd—anl

! The NPRC reviswed the recovered documents and idenitified the personal data of 132 veterans not known to be deceased, The ,
NARA Office of General Counsel notified the 132 veterans and offered credit monitoring services. To date, there 1s no evidence any
of those 132 veterans were impacted by the potential disclosure of their persona! information. However, ons veteran did neada
documient recreated. .

? A “record™ muy consist of cne or more pages, and theso materials consisted of mixsd, potentially related documents. Therefore, the
01 could not immediately determin® the actual number of records recoversd.

4 STEP provided students in high schools, colleges, trade schools and other qualifying oducational institutions with paid opportunitics
to work in Federal agencies while completing thair education. Since this investigation was initiated, the Office of Porsannel

| STEP with the
Investigation Nurmber: Case Tiile: '
12—0022-1 Theft and Destruction ofVetu'am Records at the NPRC - .
; Tore OT312 (W20 5) . s of Wpecior Gonersl

MNWNMMWN
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\ REPORT OF INVESTIGATION (Continued) .
probation. The DOJ p%inpre—tﬁal diversion, but declined to prosecute [l [l NARA -
terminateJij from service, and the other four employees resigned.

In conjunction with this investigation, the OIG also issued two letters to NARA management related to
veterans’ record issues at the NPRC and NPRC's manegement of its student workforce.®

INVESTIGATIVE SUMMARY
ol Interview oI

stated metwitthhohndmﬂectcdavaﬂetyofmﬂimrydommtsﬁ'omawwdedm
near il office in Alton, IL. The documents included casualty reports, separation reports, end medical
documents with NPRC Finding Aid Reports (FARs) attached to them. The FARs suggested these documents
had come from the NPRC. stated the documents were records from the U.S. military thet should have
been filed into existing Official Military Personnel Files (OMPF) held at the NPRC. Many of the documents
inchuded personally identifisble information i reported NPRC staff seviewed the FARs attached to the
recovered documents, and determined the documents had boen assigned 1 for filing.

Joint Interviews of [N

The OI and FBI interviewed after NPRC staff determined the recovered records head been assigned to
il for filing. The OL FBI and DOJ interviewedjij 2 second time after DOJ accepted the case for
prosecution. - . '

*dmitte'removedthamord;inapummlba , stored the bag in[JJJ] personal vchicle, and after 2
period of time dumped the records in the woods. also stated that between May and July 2012,
removed records from the NPRC approximately 5 to 10 times and then destroyed them. admi
dumped 2 plastic bags containing less than 200 records inlll home trash and later dumped 2 more plestic
containing approximately 175-280 injjjj home trash. also admittedfff intentionally misfiled 200-300
records. Further, also admitted falsely certified on NPRC batch sheets® that [ propery filed
interfiles assigned to]Jjiil] Instead ] removed and destroyed, misfiled, or hid the records to avoid the work
necessary to properly file them, ‘ )

To remove records, first hid them infJJJf tocker or in bins within the NPRC. |
records und shirt or p them in a personal bag, walked past NPRC securi
[l pessonal vehicle. .ﬂmdrovethnmoﬁ‘sltafordiuposalﬁstated

then hid the
and put the recordsinto -
cOached-onhowto

3 Managsment Lettors No. 12-18, memmmﬂmmz end No. 13-04, Vulnerabilities in Managing the
Stident Workforce ot the National Personnel Records Center, dated December 4, 2012,
¢ Baich shoets are documents that list a range of NPRC registry numbers associsted with veterans® recards assigned to NPRC

_employees for filing. Batch sheets have blocks where filed the veterans® records,
12-0022-1 | Theft and Destruction of Veterans® Records at the NPRC ) \
«0| I 212 {12/2013) ' Office of hmpector General

National Archives and Records Admirristration

THIS DOCUMENT IS PROVIDED FOR OFFICIAL USE ONLY, THIS DOCUMENT OR INFORMATION CONTAINED HEREIN MAY NOT BE DISCLOSED
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REPORT OF INVESTIGATION LConﬁnled)

hdemoordsmthintheNPRCormmmanddutroythem. Finally,-siated-hadamobeen
dutoyingrecordssinceMayZOll

also showed the OI and FBI where|jad concenled approximatety 200 records in the NPRC. The OI
recovered the records and immediately released them to the NPRC for processing.

The OI and FBI interviewe heard about this investigation and that it was about
“stashing interfiles.” When aske stated, “I used to do that, but only twice.”
would not provide additio , and only explained that uld have

neel y misfiled Navy records intoAnnyrecords. Finally, said the last time d refiles was in

December 2011.

An NPRC employee told the OI and FBI they had spoken with?followmg. resignation fromthe
NPRC. They stated told them *T sure wish [ hadn’t told those guys how 1o hide the interfiles.” The
employee st wasmfumgtoﬂwfwtlhatltaugh and [ how to hide records at
the NPRC, -

videncell 'u itted ified

WOIWMMSWMW ligibility o partiipats in the STEP program
and subsequently established evi I 12 fulsified those transcripts.

Joint In

The Ol and FBI interviewed Bl alleged ad also removed and destroyed veterans’
rwords.'l‘lel.FBIandD intervi a second time after DOJ accepted the case for prosecution.

admimdthalwhileemploycdanhaNPRCbetweanovanberzouandMarc 2012, Jl removed and
yed records on at least two occasions, [ hidﬂ:cmoordsmder clothmg, pthPRC

secmity.andplnﬂmmordsin.perwml thmbumedtherecordsinaﬁreplweat
residence,

tentionally filed multiple veterans’ yecords into a single, unrelated OMPF.
in a correct record into an OMPF, buta]mhwludedanm:relamdveterms'

told the OI this practice essentially reduced work load
approximately 100 to 300 records within the NPRC. Finally,
ad properly filed veterans' records, whicHfff had instead misfiled or

estroyed.

12002241 Theft and Destruction of Veterans® Records at the NPRC

. 202 (02003) Office of Inapector General
Natioeal Archives end Records Adminkstration
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REPORT OF INVESTIGATION (Continued)

showed howtohideorduposeofreoordsloavoidmrk. toid
toplaoereoordsmtoareco n bin to avoid completing the assignment. showed
how to double file’ records, and knew had removed records from ths NPRC. *
't notify NPRC management because of peer pressure, cause.hadhhmelfhiddenmdd

showedtheOImdFBlwhﬂmlhndooncealedappmnmatdleOmrdsintheNPRC The OI
recovered the records, and immediately relcased them to the NPRC for processing.

NERC Emplovee Audity |

To identify additiona! documents that may have been concealed, removed or destroyed, the NPRC audited
im::ﬁlewmitassimdbawmnﬁ\pnwoumdmlymlzto B o An OI enalysis of
the andit results showed:

. -_signedbatehmfur4,741mrds.and3.002mmissing.

. _wmmml,mmmmsnmmﬁmm

» [N sigucd baich sheets for 806 rocords, and 129 are missing.

" The NPRC also audited interfile work assigned to all NPRC employees during the same time frame. NPRC

management found [ m-mmgeofmmngmesmugniﬁumlyabmmemncm
error rate, and fo. mformatxontotthI AnOlmalymofthaauditrcsu]isshowed.

-signedbatchaheetsforBSBrwords,and212mmlssing.
o [ sinod batoh sheets for 1,521 records, and 369 aro missing.
. The NPRC audit also identified a sixth student employeo who signed batch sheets for 435 records, and 93 ars
missing. However, the employee resigned and refused a request to be interviewed. The Ol and FBI did not find

any additional evidence the former employee concealed, removed or destroyed records, so the Ol and FBIdid
not present the individual to the DOJ for potential prosecution.

THIS DOCUMENT IS PROVIDED FOR OFFICIAL USE ONLY. THIS DOCUMENT OR INFORMATION CONTAINED HEREIN MAY NOT BE DISCLOSED
OR FURTHER DISSEMINATED WITHOUT THE WRITTEN PERMIBSION OF THE OFFICE OF INSPECTOR QENERAL, NATIONAL ARCHIVES AND
RECORDE ADMINISTRATHIN.




__REPORT OF INVESTIGATION (Continued)
Joint Intervi

Reptesenmﬁvu fromtheOl. FBI and DOJ jointly intemew:d-am-

Eadmi intentionally misfiled about 80 veterans’ mrdsononlyoneoocmondnmng.twomd
employme:nattheNPRC

mmmaeempm at the NPRC between May and July 2012, [ffintentionally misfiled records
' ingthamhﬂommnectvetmnOMPFsorhidmgtbmmﬂmﬁlingeabmets.

AhhoughthiswasajoimhlvmﬁgaﬂonvdththeFBL&wFBlwnduﬂedsomem&vityindependentoftheOI. |
This investigative summary does not detail that activity.

Prosecution by the DOJ

pleaded guilty in the U.S. District Court for the Bastem District of Missouri to
one misdemeanor count of 18 U.S.C, § 641: [Theft of] Public money, property or records.
.wns sentenced to twoyearsprobaﬁm

pleaded guilty in the U.S, District Court for the Fastern District of Missouri to
orie. eanor count of 18 U.S.C. § 641: ['Th:flot]l’ublicmoncy,propertyorrecords..
.wasmtennedtotwoyeamprobaﬂon.

The US, AﬂomzstfﬁceforﬂuBastemDmﬁictofMissumplwed-mwemddNumom and
decluwdtoproxecute

'mmnmmmmwmwmmﬁmmmnmmmmmhﬂjmm
into & program of supervision snd services administered by the U.8, Probation Service. Participants who complote the program will

not be chacged or, if charged, will bave the charges against them dismissed; unsuccessful participants are retumed for proseouticn.

THIS DOCUMENT IS FROVIDED FOR OFFICIAL USE ONLY. THIS DOCUMENT OR INFORMATION CONTAINED HEREIN MAY NOT BE DISCLOSED
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L

REPGRT OF lNVESTlGATIONS
' Gase Number: 13-0001

- WARNING .

| The attsiched document may contain infermation protected by Federal
| eonfidentiality statues protibiting unauthorized access and disclosure ofits
gonterits to any person otherthan the intended recipient(s) or those with an

| officlal need feraccess Tha cantants ofth]s docUmantshould notbaleft
o unattended P . . -
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FOR QFFICIAL USE ONLY / LAW ENFORCEMENT SENSITIVE

REPORT OF INVESTIGATION

Investipation Number: Case Thile: .
13-0001-1 | Customs Collector for the Port of Philadeiphia, 1806
Perlod of Investigation: Type of Report: Distribution:
October 2008-July 2014 | ) nterim X Finat {_] Supplemental | (] info Onty [ ] Referred [X] Closed to File
SUBJECT(S) OF INVESTIGATION |
N/A

. BASIS FOR INVESTIGATION

On October 6, 2008, the National Coalition for History (NCH) reported to the National Archives and Records
Administration (NARA), Office of the Inspector General (OIG), Office of Investigations (Ol), that an 1806
document signed by former Revolutionary War General Peter Muhlenberg (Muhlenberg Document) was for
sale on eBay by The Muhlenberg Document details articles furnished for the use of'a
revenue boat in the port of Philadelphia. : _ )

ALLEGED TIONS
18 U.S.C. § 641 Embezzlement and Thefi; Public Money, Property or Records
| RESULTS O TION
This investigation was delayed due to stafl changes within the Ol.

: archivist, NARA-Mid Atlantic Region (RE-PA) reviewed the eBay sale listing and stated [JJ
opinion was the Muhlenberg Document is a Federal record that was never accessioned into NARA's holdings.
If NARA acquired the Muhlenberg Document, RE-PA would place it in the files of the Revenue Cutter Service
in the Records of the United States Coast Guard (Record Group 26). '

In order to determine information related to the Muhlenberg Document, the Ol subpoenaed the eBay/Paypal
Production Team {eBay/Paypal) for records associated with the following sale: eBay item

Due to a lack of response from eBay/Paypal, the O1G Legal Counsel contacted eBay/Paypal
and was told the records relating to the sale of the Muhlenberg Document no longer exist.

Prepared by: Sign ] Date of Report: l
N 1072212014 i
|

Approved by: _ Signature: '
(/’ : /;‘»’ . e . / .
: A s AT v G AN g AR N
- 01G Form O 202 (022013} |~ [ rd s Office of Inspestor Ginerad
Nuitonal Archives and Records Adminestration
Page | of | -
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OFFICE OF INSPECTOR GENERA

13-0003-1

The attached docyment may contain information protecied by Federal
confidentinlity statues:prohibiting unauthorized aceess-and disclosure of Its
contents t6 any persan other than the intended recipletit(s) or thuse with an
official need foraccess, The cotitents of this docimgiit should not b left
unattended. :
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REPORT OF INVESTIGATION

Tavestigation Nombert Case Title:
13-0003-1 Missing Items from the LP-JFK

Period of Fovesiigation: Type of Report: Distribution: '
May 2012 — January 2014 [ 1nterim B Finat {] Supplsmental | [ tnfo Onty [X] Referved [[] Closed to File

N/A

OnMayll.ZOIWHoldingstcﬁonTem(HPT),NaﬁonﬂAmhimmd _
Records Admini )re ffice of Inspector General (OIG), Office of Investigations
(OI)arepontlmhbldingsuwdhaZOOGmmcumexhibxtweremimingﬁomtheJohnF Kennedy Presidential
Librm'ymdeemn(LP-JFK) :

- ALLEGED VIOLATIONS
N/A | |
| RESULTS OF INVESTIGATION
LP-JFK staff conducted an initial search and found two audiovisual holdings originally reported as missing,
Through scveral additional searches, LP-JFK staff found three complete textual holdings and three partial

textuel holdings. LP-JFK menagement also believes they may have found an additional two holdings, The OI
found no evidence 15 holdings currently identified as completely or partially missing from LP-JFK were stolen.

The loan documentation for & 2006 transfer of holdings between the LP-JFK library and museun was
imompleteaﬂdinucmte,andﬂmnﬂssmgitemnmpmofthulm As aresult of this incident,

E- initiated new policics and procedures to track holdings loaned between the library
museum. [n addition, increased access controls over the secure cage holding high value items, The
LP-JFK staff will continue efforts to locate the missing holdings.

Sigeature; - . Date of Report:
February 21, 2014

Prepared by:
s

Approved by: Siguatare:

AIGI Matthew Elliott : 4 '
-0 Form 01212 13) ]
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, LP-JFK, searched for a NARA holding in
found,ﬁn old withdrawal sheet with an attached
determined that the original letter was
to'l' that the withdrawal sheet indicated
ection in April 2006 and transferred to the LP-JFK

On April 19, 2012,
the LP-JFK valuables collection,' During that search,
photocopy of a letter from John F. Keanedy to Rose Ke
missing from its assigned location within Box 37.2
the original letter had been removed from the valuables co
museum for the Rose Kennedy exhibit.

_ for bit Items
After learning about the missing letter i initiated a search within the valuables collection to locate the
missing holding. During that initial search, LP-JFK staff found additional copied withdrawal sheets for other.

holdings removed from the Rose Kennedy Personal Papers for the 2006 exhibit. -then initiated a full
search of all 35 boxes in the Rose Kennedy Personal Papers.

stated ] was initially unable to locate any transfer documentation for the 2006 Rose Kennedy exhibit,
had the museum registrar search the museum files. The museum registrar located a transfer document that-
indicated the former LP-JFK received the exhibit items when they were transferred
back to the library collection in 2006. explained that in 2006, the LP-JFK had different procedures for
internal loans between the library and the museum. Additionally,- noted that when [JJJj became [l
.found significant deficiencies in holdings maintenance and re-filing.

Ol interview off NN

The OI showed JJJij museum loan documentation that indicated Jfeccepted the returned exhibit items
featured in the 2006 Rose Kennedy exhibit at the museum didn’t recall the 2006 Rose Kennedy
exhibit. However,. recalled viewing two items missing from the exhibit in the mged area prior to.
retirement,

1Valmhleiteuumrunovedﬁ'amdwopmw]lecﬂonmdplwedmderrutdctedm For documentary materials, the valuable
items are photocopied by NARA staff and the originals are placed in separste folders and locked in a secured cage erea. Once placed
in the cage area, the items are Iabeled to indicate their assignment to the valuables collection within the LP-JFK. The photocopies are
placed in the open collection and made available for service to researchers.: The veluables collection is not served to researchers,

? Rose Kennedy Papers, Box 37, includes valuable Ietters, postcards, report cards, and drawings from 1918-1928.

Investigation Number: Clsu'l'iﬂe:
13-0003-1 Missing Items from the LP-JFK
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REPORT OF INVES'HGATION (Continued)

Hﬂexplamed that when items were returned from exhibits|JJJj would give them to a LP-JFK staff member
further noted the items from the 2006 Rose Kennedy exhibit would probably only fill a
single file folder and most likely were all together in a single archival box when they were returned to the .
reference section for re-filin also explained some library holdings have been relocated due toa
i confirmed ] never removed any folders or documents from LP-JFK.

recent fire. Finally

According to a summary of 20 textual holdings LP-JFK management believes may have been méluded inthe
2006 exhibit, LP-JFK personnel found 3 complete documents; found 3 partial documents; and poss'bly found 2
complem documents. However, 12 complete documents remain missing (Exhibit 1).

Because of this incident, JJJJJJJj hes implemented procedural changes to improve how the library tracks
internal loans to the museum and to limit access to the secure cage.

Po i

B assisncd two LP-JFK cmploym as the primary points of contact for all internal document loan
requests. Both employees are responsible for managing all internal loans and transfers between the library and
the museum. The policy addresses six key factors that comprise the transfer of archival materials for exhibits.
Those factors are the Initial Request, Transfer Preparation (Finding/Citing Documents), Final Transfer
Preparation (Preparing Documents for Transfer), Transfer of Documents, Return of Documents, and Missing

Withdrawn Documents, trained all LP-JFK staff on the new policies and procedures and believes the
changes will improve the chain of custody for archival holdings loaned between the library and museum.

- Policy Chenge for Access to the Cage
Before ﬂ{is incideat, as many as seven LP-JFK staff members had unescorted access to the secure cage.

has since reduced cage access to two employees.
are now the only two employees with access to the cage area and

requires both employees be present when the cage is accessed. also implemented a sign-in log
or the cage which requirwh to document (1) the purpose for access, (2) the time spent
in the cage, and (3) if archival holdings were removed from the cage or re-filed.

Number; | Case Title:

Investigation
13-0003-1 Missing Items from the LP-JFK
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EXHIBIT LIST
Exhibit | ‘
Number ' Description
1 | Document provided by |l cotit'ed “Status of All Documents Used in the Fall 2006 Rose

Kennedy Exhibit (Based on 8/9/2006 Document, "Temporary Transfer to Museum for Exhibit™)"
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' REPORT OF INVESTIGATION

Investigation Number: Case Title:
13-0009-1 ART — 1865 Custer Weekly Eﬁ'ect_ive Report
Period of Investigation: Type of Report: Distribution:
18MAR2013 - 23SEP2014 | [] interim [5] Finad (] Supplementat { [] info Onty [] Referred [X] Closed to Fite

SUBJECT(S) OF INVESTIGATION
N/A
BASIS FOR INVESTIGATION

- On March 12, 2013.” contacted the National Archives and
Records Administration (NARA), Office of the Inspector General (OIG), Office of Investigations (OI), Archival

! f a historical document that was listed

on the OIGs missing documents webpage. The historical document was a Weekly Station and Effective Force

Report of the 2™ Calvary, dated October 2, 1865. . The document was signed by Major General George Custer.

ALLEGED VIOLATIONS

18 U.S.C. § 668: Theft of Major Artwork
18 U.S.C. § 2071: Concealment, Removal, or Mutilation Generally

RESULTS OF INVEST]GATION

This investigation was unable to identify the person(s) responsible for the removal and theft of the historical ~
record from NARAs holdings. The Ol recovered the missing historical record through it was

a private collector from New York. The Ol
: and determiined that il purchased the
historical record 112007 from tor $5,000. Through additional interviews with

and other private collectors, the Ol determined that the historical record was sold to by

E————————
tto es and purchasing information for the

rical record because- failed to collect paperwork
documentin purchase. The OI conducted subsequent interviews of individuals tha believed had

solc- the stolen record but was unable to substentiats[ll claim. In addition, the Of conducted additional
interviews of known dealers in the region but found no evi to further this investigation.

staff

Date of Report:

100CT2014

‘THIS DOCUMENT 1S PROVIDED FOR OFFICIAL USE ONLY. THIS DOCUMENT OR INFORMATION CONTAINED HEREIN MAY NGT BE DISCLOSED
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REPORT OF INVESTIGATION (Continued)

This mvestlgatmn was not presented to the Department of Justice (DOJ) for prosecutlon based on insufficient
documentary evidence in support of investigative findings.

Investigation Number: Case Title;

13-0009-1 ART — 1865 Custer Weekly Effective Report
NARA - OIG Form O 212 (0272013). Office of Inspecior General
. Natione! Archives and Records Adminisiration
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REPORT OF INVESTIGATION

Investigation Number; Case Tltle:
13-0016-1 . Questionable Acquisition
Period of Investigation: Type of Report: Distribution:
July 2013 — April 2014 ] raterim X] Final ] Supplemeutll ] 1nfo Onty [_} Referred DX Closed to File

SUBJECT(S) OF GA’

National Archives and Records Administration (NARA)

BASIS FO GATION

In 2012, NARA contractor - subcontracted
to perform a assessment assessment) o or
NARA’s Online Public Access (OPA) system — a public facing component of NARA's Electronic Records
Archive (ERA). NARA subsequently awarded [Jjjj a contract to implement the recommendations from [JJjJj§
assessment. . .

On June 3, 2013, the NARA, Office of Inspector General (OIG), Office of Audits (OA), reported to the NARA
OIG, Office of Investigations (OI), allegations from

- alleged [JJJj hed i perform the assessment free of charge and without a contract, with the promise
of future NARA contracts.

ALLEGED VIOLATIONS
5 C.F.R. Part 2635, Standards of ethical conduct for employees of the Executive branch

RESUL F GATIO
The Ol reviewed NARA coniract but found no reference to theffff assessment. As a result, the
Ol reviewed several other [ contracts and interviewed JJJJJj contractors and NARA staff from the Office of

Acquisitions (BCN) and Office of Information Services (IS).

Prepared by: Signature: Date of Report:
s» A |

Approved by: Signatare: February 3, 201 6uly-7%
Acting AIGI James Springs _ 2044
“NARA - 0IG Form O 212 (0272013) . Office of kmpesior Genenl

‘National Archives and Records Adminkstration
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REPORT OF INVESTIGATION (Continued)

billed NARA §
a follow-on contract -

conducted the assessment an:
. NARA also awarde

The interviews and contract reviews reveal
under contracts

and
to'conduct work related to the findings in their assessment. The follow-on contract was
reviewed and approved by BCN and the General Counsel’s Office.

Review of NARA Qg__ niract Files

The O reviewed NARA contract J' and found that although the contract was an ERA support
coniract, the Statement of Work made no mention of OPA. The OI also reviewed NARA contract,
and found a technical direction letter rejuesting thﬁ. assessment. The Ol also reviewed the files for

both contracts, but found no invoices from [Jfj o billing NARA for work related to theJJjj assessment.
01 Witness Ingem ews

Interview oj-‘-

Prior to NARA, [JJJJ wes employed a: Jil where-contracted. to
erform work similar to the assessment. B D¢ i ve is one of fev : i i : i
L g e

work.”

At the time of- interview, OPA was about to reach its implementation and maintenance phase and
NARA intended to release a Reguest for Quote (RFQ) to compete this phase because it was outside the scope of
the cmrent- contract. |expected that [Jfj would bid for the work.

Iterview o/ A,

told the OI that the NARA Office of Information Technology declded to complete an assessment after
meetings between IS and BCN staff. wanted to complete an assessment under the current

contract, but BCN told him that was not possible, so spoke with NARA
_todetermmc if NARA could perform the work, but told I NARA did not have

the necessary specialized experience.

Investigation Number: '
13-0016-1 Q uestlonnble Acqmsmon

NARA - 0IG Form O1 2[2(02/2013} Office of Inspector General
Nations! Archives and Records Administration
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REPORT OF INVESTIGATION (Continued)

While looking for a subcontractor, — Program Manager, asked several times what
contractors il thought were capable of completing an assessment. told at i had positive
prior experience with JJJj atﬁ However, i never directed to contract with JJJj

tnterview o/
Eold the OIfJJJ was not pressured or instructed to subcontract with ] Because was not
iliar with the specific skills needed to perform the assessment, he solicited recommendations from

contractors and NARA employees. During a conversation about possible vendors- tole that
. did excellent work for while was employed there. heard that NARA was very
pleased with [l work on the assessment [l subcontracted with Ji§without competition,

Ol Review of Documentation from [N R BCN

-t

rovided the OI the followmg documents missing from the contract files for— and
dunng the OI reweW'

to extend the contract for 6 months.

« Five invoices for billed NARA
$16,122.26 for 105.25 hours of subcontracted work performed by |l on the assessment.

¢ Two invoices

invoi BN ||| NARA $4,987.13 for 32.5 hours of subcontracted
work performed by ji§ on the assessment.

01 Intervigw of - “

In early 2012, one of the Contracting Officer’s Technical Representatives (COTR), who ould not
name, told t NARA needed assessment for OPA. told

an that could perform the assessment under their management and operating contract,
However, statediill got the impression they did not
assessment and wanted to use an outside contractor.

was capable of performing the
_ old .
Acquisitions remov.

The OF showed [N vots RS-« B B Besed onffceview of the contract

docluncntauon did not believe there was any violation of the Federal Acquisition Regulations or

Investigation Number Case Title;
13-0016-1 Questionable Acqmsmon
NARA - OKG Form Ol 212 (0272013) "~ Office of Inspecior General

. Nationial Archives and Records Administration
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REPORT OF INVESTIGATION (Contimied)

NARA contracting regulations. [JJJjiJj toid the OI thafjjjfj could perform the work under the
but. expected there would be a TDL or task order which directed the assessment, although it was not required.

Investigation Number: Cass Titke:
13-0016-1 Questionable Acquisition
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REPORT OF INVESTIGATION

Iavestigation Numbert Cnse Tifle:

| 14-0006-1 DOcmnmtsCuncealedianarcha”sClothing
Period of lnvestigation; Type of Report: Distribution:
December 12, 2013 [T 1nterin [X] Final [ ] Suppiemental | BX) info Onty [ ] Referred [[] Closed to File
| - SUBJECT(S) OF INVESTIGATION

- |
" RTC W ) TR

On December 12, 2013mﬂoldings Protection Team Securd
%ﬁvﬁm X), National ves and Records Administration (NARA), and
168¢

HPT, reported to the OI thet on December 9, 2013, NARA contractor, saw 'an

fied Tesearcher with documents concealed underfill cl in an Archives II restroom adjacent to the -
Research Rooms, National Archives Trust Fund Branch,
was witHfJJJJjJJf but did not see the documents, -

18 USC § 641: [Theft of] Public mt;nsy,m or records
18 USC § 2071: Concealment, removal, or mutilation generally [of Federal records]
NARA Policies and Directives

RESULTS OF INVESTIGATION
admitted]

TheOIidmﬁﬁedandmterﬁewedﬂlememMuAmhimﬂ.

concealed documents inJ clothing end left ves II with those documents denied the
documents were NARA holdings end claimed they wereJjpersonal papers. The OI conducted consensual
semchao_resmbm‘locker vd:icle.audaparnnmtandfmmdnoevﬂm-atoleNARA

holdings,

Date of Report:
. February 18,2014

Pilﬁl-bi .
AlGI Mazﬂw Elliott
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REPORT OF INVESTIGATION (Continued)

Initig| Repoxt to HPT

On December 9, 2013, and notified student employee; Archival Operations-
Washington, DC (RD-DC) about empicims researcher. The same orted the Incident
to another student employee, RD-DC who informed RD-DC.
On the moming of December »201 s revorted the incident to

Ol Interviews of il and [

-am-statedﬂ;emmdent occurred in the 4° floor Bl-estroom adjacent to the 4 floor
ResearchRoom ' : : ' entered the

i mmmlmkfm%mmmmm They did not
oor Research Room and report incident to a NARA employee? They also
hltlw4“'ﬂoorResearchRoommdtwondd1tionalmeamh

o Footage

Video footage during the time of the incideat from cameras adjacent to the 4® floor Research Room shows both

an walktowudnthetestoomslocaiednmmﬂancthm. Approximately two minutes
: ater!hemudeoshm clothm leavingtlw4"’ﬂoorResearchRnomand
walktuwurdsttwsamnmtrooms. A short time later; can be seen entering the 4% floor
Research Room and stopping at the em: loyee and ﬂlmoonnnmmtoﬂ:ekemhkoom,
andappwtobesmdﬂngfor _

reswcherleaﬁnztheArchivesﬂm

Video footage on December 9, 2013alsoahowsthesam :
t at about 1:26 p.m.

area through the 1* floor Research Room security checkpo

4

' On December 10,2013 Mﬂdmﬂwudmddmmhwlmmtwuthu On December 11, 2013 were both
mmu]luw.loﬂwy:ﬂdn‘tmuivcﬁcvohumﬂﬁm-nnﬁlmumbull.mn -md-

1 The enipl wuhtnﬂdanﬂﬁndu
lnvestigation Number: | CasoTitle:
14-0006-1 Documents Concealed in Researcher's Clothing

= ORG Fomm O1 213 (0220 13)
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REPORT OF INVESTIGATION (Conthmed_)
[0) ification and Interview o - |

01 Ide, in Archives I earcherDarab. 2

L.

| RD-DC,qmrledtheArchwesHmem:hardmbmanddﬂermmed
SOMEONS using researcher car left the 1 floor researcher checkpoint at approximately 1:26 pam. on
December 9, 2013, etermined researcher card is agsigned to The

hoto in the Archives II researcher database met the descriptio and
Wrwided. -

QL ierviow oSN

spoke only limited

On December 12, 2013, thzOIlocated | description in the Archives II 2™ floor
I!!!)Iexpmnedto 7 the

hav
arrived at Archives eanerinthe
fellow researcher to make copies. Finnlly, sai
thmadmlt-mmkntoNARAumnity

The Ol conducted consensual searches o

ARA researcher locker, vehicle and apartment and
found no evidmeelmle NARA holdings.

3 NARA requires all researchers complete an arientation befors being issued a resoarcher card. The orientation indicates, in part, that

_Resesrch Room staff must and documents ressarchars wish to bring into the Research Room. :
Invextigaion Number: Caso Thile: '
( 14-0006-1 lDocmmﬂaComled in Researcher’s C@' '- _
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REPORT OF INVESTIGATION

lavestigation Number: Case Title:
14-0010-1 ' Computer Misuse _
Period of Investigation: Type of Report: Distribution:
February 2014 - May 2014 [ interim (X Final [] Supplementai | [] info Oaly DX Referred ] Closed to Fite

] GATIO

National Archives and Records Administration (NARA)

BASIS FOR INVESTIGATION

* On January 30, 2014, based on information received from the NARA Inappropriate Use Working Group
(ITUWG), the NARA, Office of Inspector General, Office of Investigations, Computer Crimes Unit {CCU),

initiated an investigation and independently identified that between January 28 and 29, 2014, [ attempted
to access blocked websites with sexually suggwtwe titles.

ALLEGED VIOLATIONS
18 U.S.C. §1030 - Fraud and Related Activity in Connection with Computers

‘NARA Policies and Directives
F TIG.

This investigation substantiated that, for at least the past 5 years|jjjjijj usedll] NARA computer and other
NARA IT assets to access pomographic material on the internet, store pornographic images, and engage in
personal activities refated toJJinterest in nudity and pormography. The CCU interviewed [l who
admitted [knowingly misused NARA IT assets in viclation of NARA Policies and Directives.

Preiared bi: Siiature: . ||I| | |IIIII- Date of Report:

Approved by: Signature: June 13, 2014
IG(A) James Springs ) _
NARA - 016 Form Q1212 (02/2013) "~ Office of Inspecior General
. National Archives and Records Administration
Page 1 0f2
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REPORT OF INVESTIGATION (Continued)

INVESTIGATIVE SUMMARY
e e G

Over several months, the IUWG identified high levels of prohibited activity on- user profile. A
review of the blocked activity by the IUWG meinbers identified the activity es pornographic in nature, so they
referred the matter to the CCU.

A review of the information provided by the IUWG identified the blocked activity appeared to dircctly relate to
pomographw websites.

Review oi‘- Network Storage Drivel

A review of the material stored on etwork drive identified thousands of images of partially clothed
or nude women engaging in sexual activity. The review also identified seyeral images o standing nude
in what was later determined to be the now defunct . In the
pictures, i is depicted nude in front of a piece of art with a large downward asrow painted on i torso
with the words, “Wamning Choking Hazard™ painted above and below the arrow,

i f ¢ Enmh:

In February 2014, the CCU made a forensic image of the hard drive from NARA computer and
conducted a forensic examination on the drive’s contents. The examination identified several thousand images
of pornography downloaded from the Internet and saved to network storage drive. The images
depicted nude women engaging in sexual acts. The Images were in the recovered Temporary Internet Files
folder and in thumbnail image files throughout the user profile, (Exhibit 1)

. OI Interview og-.

On April 24 2014, the CCU interviewed [ wiﬂ'ﬂ attorney present, and admitted to usingfj NARA
computer to search out and store pornographic images during and after work hours. “mitted to

usin Govemnment computer and email to engage in personal activities related to
and [JJ interest in nudist resorts in the area,

During the interview [l stated that for more than 5 years ] has used Jl] NARA computer to look for,
download, and save pornographic images - activity. knew violated NARA Directive 802.

preferred to usdflf NARA email address to engage in personal communication because [Jffcould see responses
faster. (Exhibit 2) :

! Each NARA computer user has a network storage drive where they can upload files and access them froma.lmostanyNARA
networked computer.

Investigation Number: Case Titke:

14-0010-1 computer MisuseJ L
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REPORT OF INVESTIGATION
Investigation Number: Case Title:
14-0013-1 Time and Attendance Fraud / Trensit Program Benefit Fraud — than
‘ Personnel Records Center
Period of Investigation: Type of Report: Distributfon: _ _ :
April 2014 — July 2014 [ 1aterim [X] Final [ ] Supplemental | [] Info Only [ ] Referred [ Closed to File
SUBJECT(S) OF INVESTIGATION
' Employee X'
BASIS FOR INVESTIGATION

On April 1,2014, * National Personnel Record Center (NPRC) reported to the Office of
Inspector Geneml (O1G) - Otiice of Investigations (O allegations that Employee X, Archives Technici

Civilian Personnel Records (AFN-CO), was signingiill time cards to reflect an arrival time earlier th
actual arrival time. It was alleged Employee X was receiving Public Transit Subsidy Program (Transit Program)
benefits while driving to work at the Civilian Personnel Records Center (AFN-CO) in Valymeyer, IL.

ALLFGED VIOLATIONS
18 USC 641: Public money, property or records
18 USC 1001: Statements or entries gencral.lyl
NARA Policy and Procedures

RESULTS OF INVESTIGATION

! The NARA em goyeawﬂlnmbeldenﬂﬂedualubjeatnﬂlbmponutiuNARAOIGdidmtconductani‘ulﬂrviewofﬂlcmeect

Prepared b Date of Report:
s I

-Approved by: September 8, 2014
Acting AIGI James Springs
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REPORT OF INVESTIGATION (Continued)

Alleged Transit Program Fraud

The OI determined Employee X is authorized to drive a personal vehicle from time-to-time to work while
simultaneously receiving the Transit Program benefit. The OI determined Metro Transit-St. Louis does not
provide direct service to the Valmeyer facility, resulting in employees carpooling to Valmeyer for a portion of
their commute. This lack of direct service may create the appearance employees are 1mproperly dnvmg to work
— when, instead, they may use public transportation to meet off-site before carpooling the remaining distance to .
Valymeyer.

Employee X's supervisors authorized il to receive the Transit Program benefit in 2012 and 2013 without
requiring Employee X to describe JJJJ) intended public transportation route to and from work, NARA has no
policy requiring employees to completely describe their intended home-to-work commuting route via public .
transportation. Lack of route information presents hurdles to the Government’s ability to maintain oversight and
to investigate suspected instances of fraud relating to Transit Program benefits.

Alleged Time Card Fraud

The AFN-CO could only provide Cardholder Reports® dating back six months, The OI compared Employee X’s
. time cards against the corresponding Cardholder Report for September 16, 2013 through March 13, 2014, which
revealed the following; o
» On 48 occasions, Employee X’s time cards mdmated an arrival time earlier than the Cardholder Report
for[JJ] badge, a potential loss to the Government.
» On 25 occasions, Employee X’s time cards indicated an arrival fime later than the Cardholder Report for
[l badge, & potential gain to the Government, ‘
» The OI found that the potential lost time to the Government could be approximated as 11.53 employee
work hours (approximately $192.55).3

Coordination with U.S. Attorney’s Office

On June 9, 2014, The United States Attorney’s Office (U SAQ) for the Southern District of Illinois declined to
prosecute the suspected time and attendance frand and the suspected Transit Program benefit fraud.

T regos el e Employe s b o NN 1 A" O,

! Employee X's hourly salary is $16.70,
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REPORT OF INVESTIGATION (Continued)

Ol Interview of Employee X

The Ol determined it would not be within the best interest of the Federal Government to incur travel costs to
interview the subject based on the following; 1) the USAO declined prosecution, 2) AFN-CO could only
provide six months of documentation concerning Employee X, 3) Employee X’s supervisors interview

prior to notifying to the O, 4) the potential loss was approximately $192.55, and 5) Employee X's supervisors
are coordinating with the Office of Human Capital (H) for potential discipline.
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- REPORT OF INVESTIGATION
Investigation Number: Cau Title:
1 14-0014-1 Prwldem Andrew Jackson Pardon of Zachanah Smith
Period of Investigation: Type of Report: Distribution:
March 2013-October 2014 | 7] interim [X] Final [ ] Suppiementat | (] 1nfo Onty [] Referred [X] Closed to Flle
SUBJECT(S) OF INVESTIGATION
N/A '

On March 19, 2013, atiopal Archives and Records
Administration (NARA), reported to the Office of the Inspector General (O1G), Office of Investigations (OI),
Archival Recovery Team (ART) initial findings of an internet search il conducted for missing NARA records.
Dm'ing. search, found a 2004 sale through which listed & presidential pardon
matching the description of a pardon listed on NARA’s Missing Documents website. The document was a
President Andrew Jackson pardon of Zachariah Smith, dated July 5, 1835,

ALLEGED VIOLATIONS

18 U.S.C. § 668: Theft of Major Artwork
18 U.S.C. § 2071: Concealment, Removal, orMuﬁ]ahonGenerally

RESULTS OF INVESTIGATION

This investigation was unable to identify the person(s) responsible for the removal and theft of the histoncal
record from NARA's holdings. The OI was unable to recover the missing pardon.

The OI 1ssued an administrative subpoena toF to collect records involving the auction of the Andrew
Jackson pardon. The OI review of the subpoena documentation found tha located in Aspen,
Colorado offered the pardon for sale through the online auction. from was listed as the
winner for the auction involving the pardon. .

The OI determined ﬂ-xat_ was no longer in business and tracked the former owner, [l

to a real estate development company in The l interviewed who confirmed

{ went out of business in 2004 a]l business and tax records in a
Preparedby; .~ ' ; Date of Report:

L ——
e 270CT2014

Approved by: , - : _ .
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REPORT OF INVESTIGATION (Continued) _

storage facility until 2010 st which time they were destroyed. -wasunabletorwall the suleofthc
document mnee.purchnsed and sold hundreds of presidential documents. told the OI that
not the legitimate purchaser of the document as listed on the sales paperwork. explained that
would online buyer profile to increase the bids on historical documents|jilf posted for sale on auction
websitss 1> oo SN

The OI mtememdqm confirmed thaffff] gav
to bid on auctlon items listed online. However,
account is a close fnend o
was unable to provide the OI with any bidding reco:

user name and password and authorized ]
was not involved with the auction and did not monitor

and is not & historical document collector.,
buyer profile.

This mvcmtlgauon was not presented to the Dcpartmem of Jugtice (DOJ) for prosecution based on insufficient
evidence.
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