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January 19. 2017

Via email

Re: Request for NARA OIG Audit Manual and Investigation Manual (NARA OIG FOIA 17-10)

This letter is in response to your letter, received January 6, 2017 requesting “the NARA OIG
Audit Manual and ... the NARA OQIG Investigation Manual.” The National Archives and
Records Administration (NARA) Office of Inspector General (OIG) does have an “OIG
Investigation Manual” but instead has a Special Agent Handbook released to you under NARA
OIG FOIA 17-09. The NARA OIG does have an Office of Audits Policy Manual which appears
to be responsive to your request for an Audit Manual. It is attached.

If you have a dispute with this response, you may contact the OIG’s FOIA Public Liaison, James
Springs, for assistance at:

National Archives and Records Administration
Office of Inspector General

8601 Adelphi Road, Room 1300

College Park, MD 20740-6001

(301) 837-3018

james.springs(@nara.gov

If you are unable to resolve your FOIA dispute through the FOIA Public Liaison, the Office of
Government Information Services (OGIS), the Federal FOIA Ombudsman’s office, offers
mediation services to help resolve disputes between FOIA requesters and Federal agencies. The
contact information for OGIS is:

NATIONAL ARCHIVES and
RECORDS ADMINISTRATION

8601 ADELPH! ROAD, ROOM 1300
COLLEGE PARK. MD 20740-6001
www.archives.gov



Office of Government Information Services
National Archives and Records Adininistration
8601 Adelphi Road-OGIS

College Park, MD 20740-6001

ogis(@nara.gov

ogis.archives.gov

202-741-5770 or 1-877-684-6448

Finally, in accordance with Department of Justice guidance, I wonld also like to notify you that
Congress excluded three discrete categories of law enforcement and national security records
from the requirements of the FOIA. See 5 U.S.C. 552(c) (2006 & Supp. IV 2010). This response
is limited to those records that are subject to the requirements of the FOIA. This is a standard
notification given to all our requesters and should not be taken as.an indication excluded records
do, or do not, exist.

If you have any questions, you may contact me at 301-837-1966 or john.simms(@nara.gov.
Thank you for contacting the NARA OIG.

Sincerely,

ohn Simms
Counsel to the Inspector General
Office of Inspector General
National Archives and Records Administration
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National Archives and Records Administration
Office of Inspector.General— Office of Audits

CHAPTER 1 - OIG PLANNING PROCESS

veouey

Tﬁe plannihg process ?s c.:.on.sideréd aﬁ _essenfic:k 'p-c‘r’r o*ri the OffEcé;-of Inspecfb“r
General {OIG) management process. OIG policy is to provide adequate
coverage of NARA programs and operations through a systematic planning
process.

Quadlity Standards for Federal Offices of inspector General, published by the

- President’s Council on Integrity and Efficiency (PCIE) in October 2003, requires
each OIG to maintain a planning system for assessing the nature, scope, frends,
vulnerabilities, special problems, and inherent risks of agency programs and
operations and for establishing the goals, objectives, and tasks to be
accomplished by the OIG within a specific time period.

2. UNIVERSE OF NARA PROGRAMS AND OPERATIONS

The OIG maintains an up-to-date universe of NARA programs and operations
subject to review. Using NARA's Strategic Plan as a guide, the OIG develops the
universe of programs and operations, based on the Strategic Plan’s goals and
objectives, the strategies to be pursued for achieving the agency's goals and
obiectives, and the targets for determining how well the agency is achieving its
goals'and objectives. In addition, to help update the universe, other
documentation such as the NARA budget, mission and function statements,
vulnerability assessments, organization charts, etc., may be reviewed. The next
step in the process is fo assign review priorities. When completed, the resulis of
this exercise will be used fo update the OIG's Strategic Plan and fo prepare the
annual OIG Work Plan. Coverage of NARA programs and operahons will be
based on priorities and available OIG resources.

Annudlly, the first step in the OIG planning process is to update the universe of
NARA programs and operations, if needed, reﬂecﬂng any changes io the

agency's Strategic Plan.

September 2016 ' - . .Page1-2
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3. ANNUAI. WORK PLAN

An cnnuczl OIG Work Plan WI[I be prepared which |den‘hT“ ies’ fhe caudl’rs
attestation engagements, nonaudit services, and-fraud: preven’non cc’nvn’nes
plonned for NARA s progroms cmd operohons : “ I

1.. Financial Audds The OoIG U’flllzes financial: cudlfs for mdependen? ossessmenfs
~ of and reasonable assurance about whether.an entity's reported financial
condition, résults,.and use of resources are presented fairlyin accorddance
with recognized criteria. Reporting on financial-qudits performedin. -~
accordance with generally accepted government auditing standards
{GAGAS) dlso.includes reports on.internal control, compliance with laws.and .

‘regulations, and provisions of contracts-and grani agreements as they relate
to financial transactions, systems, and processes. : Financial audits:performed
under GAGAS:include fi ncncsol s’rcﬂrememr audl’rs and oiher related financial

a. Findnciol Statement Audits. The primary purpose of a financial statement
audit is fo provide reasonable through an opinion {or disclaim an opinion)
about whether an entity's financial statements are presented fairly in all
material respects in conformity with generally accepted accounting
pnnCIpIes (GAAP), or wnfh a comprehenswe basts of occoun’ﬁng ofher

b. Other Types of Financial Audits.” These audits provide for different-levels of
‘assurance and entail various scopes of work, including: (a) providing
special reports, such as for specified elementis;’accounts, or items'of a
financialstatement; (b) reviewing interim financial information;.{c) issuing
letters for underwriters' and certain other requesting parties; {d).reporfing
on the controls over processing of fransactions by service organizations;

- and (e} auditing compliance with regulations relating: to.federal:award
- expenditures and other governmental financial assistance in-conjunction
with, or as a by-product of, a financial statement audit.

September 2016 2 Page 153
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2. Performance Audits. Performance audits are engagements that provide
assurance or conclusions based on an evaluation of sufficient, appropriate -
evidence against stated criteria, such as specific requirements, measures, or
defined business. practices. : Performance audits provide objective analysis so
that:management and those charged with-governance and oversight-can .
use the information to improve program performance and operations,
reduce costs, facilitate decision making by pariies with responsibility to

-eversee of initiate comective action, and contribute fo public accountability.
Performance audit objectives may vary widely and include ossessmen’rs of
program effectiveness, economy, and efﬂcrency, m?erncl confrol;
compifonce and prospecteve onalyses g S

3. A’r’res’rahon Engoggmen’r A’r’res’ro’non engogemen’rs can cover a broud
- range of financial or nonfinancial objectives and may: provide differentlevels
- of assurance about the subject matter or assertfion depending on the users'
- ‘heeds. 'Attestation engagements result in an examination, a review, or.an
agreed-upon procedures report on a subject matter or on an assertion about
a subject matter that is the responsibility of cmo’fher por’ry There are Three
-’rypes of a’r’resto’non engogemen’rs : : ce

a. Exumln'ohon. Conms’rs of ob’rcmlng sufficient, appropriate evidence to
express an opinion on whether the subject-matteris based on, orin -
conformity-with, the .criteria in all material respects or the asseriion is
presented, or fairly stated, in all material respects, based on the criteria.

- b. Review. Conisists of sufficient testing to express a conclusion about’. -
whether any information came to the auditors' attention on_the basis of
the-work performed:that indicates the subject matter is not based on (or

. . not in conformity with}) the criteria-or the assertion is. not presented {or not
fcnrly s'fcn‘ed) in. cll mcn‘enc:l respec’rs based on the’ cm‘eno -
cC. greed—UQon Procggure Consts’rs of specmc procedures performed on
-~ asubject matter. s : e , ; .,

4. Nongudit ServEce_s. Nonaudi’r services are profess:ioncl services that are not
performed in accordance with GAGAS. These services are often performed

September 2016 “ : . . .Page 1-4
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in response fo a statutory requirement, at the discretion of the authority of
the audit organization,-or for a legislative oversight body or anindependent
external organization and do not impair auditor independence. These
services include: {1} providing information or data to a requesting party " =
without auditor evaluation or verification of the information or data:; (2)

- criteria foruse throughoutthe government.or for use in certain specified

.+ -situations; (3) collaborating with other professional organizations fo advance
auditing or government enfities and programs; (4} developing question.and. -
answer documents to promote understanding of technical issues or

.. standards; {5} providing assistance and fechnical expertise to legisiative
bodies-or independent.external organizations and assisting legislafive bodies
by developing questions for use at a hearing; (6) providing:training, e
speeches, and technical presentations; (7} developing surveys; collecting
responses on-behalf-of others; and reporting results as "an independent third:
party"; (8)- providing oversight assistance in reviewing budget submissions; (9)
contracting for audit services on behalf of an audited entity and overseeing
the audit coniract; as long:asithe:overarching principles are not violated-and.

. the ‘auditor under. confract reports to the audit organization and notto. -

management; {10}.identifying good business practices for users in evaluating.

- program management system approaches; including financial and - &
information management systems; and {11) providing audit, investigative,

+ and oversight-related services that do not involve-a GAGAS audit, . -~ -+

5. Fraud.Prevention Activities. ‘Fraud: prevention activities include fraud.-
prevention surveys and fraud awareness briefings.:' Fraud preventionisurveys
identify crime-conducive and systemic weaknesses in management controls
within NARA units and facilities. Fraud awareness briefings increase NARA
employees' awareness of fraud and fraud indicators.

The annual OIG Work Plan will include the following elements:

{a) NARA programs and operations selected for review and evaluation, with -
priorities and specific reasons for selection; '

(b)scope and locations to be reviewed;

September 20146 - . --Page 1-5
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“c) dnﬁcipated benefits to be obtained from the review; and. - .~

(d) staff hours and other reseurces‘needed to perform the review.: -

Audit and evaluation suggestions should:be submitted to the ‘Assistant Inspector
General for. Audit {AIGA) during the year, as they are identified. After review by
the AIGA and the IG, cccep?ed sugges’rlons Wlll be lncorporafed into the annual
audit p!cmmng process £ ' : : T "
The [G‘-WEII‘lssue, -by‘-l;luly 1,a reQUe's’r-"for audit suggestions to-all office heads, staff
directors; and directors of Presidential libraries and regional records services
centers. As appropriate; the suggestions.and comments of senior agency -
officials are infegrated into:theOIG's Work 'Plan: The:final work plan isthen: -
approved by the 1G. After IG:approval, the plan is-posted on the NARA OIG
Web Sate, Ghd sen’r as. e-mcnl To cppropna?e off ces ’rhroughou’r ’rhe agency

By Sepiember 30fh The cnnucE (o]le} Work Pion should be: Comple’red and |ssued
The plan is flexible and may -be ¢hanged duringthe year, to dssign limited audit
resources to higher-priority audits.. The IG, in conjunc’non wn‘h the: AIGA, shall
defermlne ihe pnon’ry for conduchng reviews.: SIS - -*'

b. Orqcnlzcxhono!,Indebendence.a?he iG‘ Act ‘as'‘amended provides safeguards
that we are independent from the agency. The IG Act as amended
prevents the agency from m';erfenng wn‘h our abl[l’ry to perfom‘i dhe work and

repor’r 1he resul’rs lmpcrt[clly R : T
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CHAPTER 2 —~ AUDIT PROCESS -

1. AUDIT PROCESS = . e
‘Audits conducted by the OIG generaiiy progress Through cn cudr’r process ’rhc’r
rncludes the followmg : :

(a) audit ‘plcnning,‘
(b) audit guide prepczrcrhon.
(c) audit announcement [see Attachment 2—1) 5 e
‘(d}enirance conference with the cognizant office head cmd s’rcrff
(e}audit fieldwork, .. .. .
- {f) exit conference with the oﬁ"ce head and sfc:ff )
(g) draft audit report sent to the office heod(s) for commenf
(h) final audit report sent to the Archivist, . o s
- (l) ampiemenfchon of recommenda’rlons by the. cognazam‘ offlces, c:tnd
(i) OIG follow-up reviews of correctlve c:c’nons taken by mcmczgemen’r

NARA 1201 -Audits of NARA Progrcrms and Operafrons, com‘cuns rnformchon :
“about management and OIG responsibilities related to auditsof NARA
programs, activities, and functions; types of audits; audit plcmnlng, O!G crudlr
‘process; and management response to OIG uudi’r reports. {See Attachment 2-
6)

TeamMate Electronic Work Papers (EWP) is an audit management system
supported by Wolters Kluwer that will be our standard application for -
documenting our projects. While TeamMate does not replace performing the
detailed work, it does provide a common platform for documenting, reviewing
and sharing work during and after the project.

The AIGA will assign staff with adequate professional competence to perform
the audit. The AIGA will base this decision on the auditor's knowledge, skills and
experience appropriate for the audit. If the AIGA decides to use the work of @
specialist, the nature and scope of the work should be documented.
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2, AUDIT PLANN[NG

In p!anmng an audl’r the Gudl’ror should obfoln per’nnen’r ;nformcﬁon on. The
operation of the program, activity, or function. The principal purpose of
planning is to gather information to assess risk within the context of-the:audit .
objectives. The information obtained during planning should be sufficient and: -
adequate-to justify -a determination whether to conilnue 1n’ro a de’rculed audit-or
terminate the audl’r wﬁh a: close ou’r Ieﬂer ' B :

Standard audit s%eps for plcnningcn‘audif have been established in TeamMate:
EWP and will automaticdlly populate Folder A: Planning in every:audit using - -
TeamMate EWP. Folder A will document the following information related to.
information gathered on background, criteria and internal confrol on the audit
subject. The auditor will gain the following information for purposes of assessing
audit risk and planning the audit within the context of the cmdﬁ ob]echves Ata-
minimum, the: cudi‘for wn!l gu’rher mformahon ’ro S

. Gcnn an Undersmndmg of ‘!he ncﬁure and proflle of the progroms and the
needs of potential users of the auditreport. - LT

s Gain an understanding of the information sys‘rems confrols for purposes of

- assessing audit nsk and plunnlng the: cudIT within the con’rex’r of ’rhe cud:’f
objectives. - BRI S : . R :

s Gainan undersiandlng of the’ resui’rs of previous cudsis cmd cﬂes’rc:’non

engagements that directly relate to the current audit objectives. -

» - Identify.sources of dudit evidence ‘and determine the:amount-and type of
‘evidence needed given audit risk and significance. The strengthrand -
weakness of each form of evidence depends on the factsand -« -
circumstances associated with the evidence and professional judgment
in the context of the audit objectives.

‘e Determine whether to.use the work of other audt’rors cmd exper’rs ’ro
address some of the audit objectives. - - - PR ‘

« Gain-an understanding of 1he Iegal and regulcn‘ory reqUIremen’rs relevoni’

- to-thiscaudit.: = Lo S o

¢ Gain an understanding of other requeremen’rs ‘suchas con’rrc:c’r prowszons

:or grant agreements relevant to audit’ RSN o
e Gain:an understanding of internal con’rrols as-it relcxfes ’ro 1h|s GUdIT
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The information gathered in ptcmn:ng will assist the cudl’ror in developlng ’rhe
audit guide. Cod e T ST . o

in planning the audit, auditors should:assess risks of fraud occurring that is

- significant within the' context of the audit objectives. Audit-team members -
should consider fraud risks, including factors such-as individuals’ incenﬁves or.
pressures to commit fraud, the opportunity for fraud te-occur, and -
rationalizations or attitudes that could allow individuals to commit fraud Audltors
should gather and assess information to identify risks of fraud that are significant :
within:the scope of the c:udn‘ objec’nves orthat’ cou!d affect fhe fi ndlngs ond
concluslons s ol SO o -

When:GUd_i’rors-'idenﬁfy factors or risks-related to fraud that has occurred oris
likely to have occurred that they believe are significant within.the context of the
audit objectives, they should design procedures to provide reasonable. ;-
assurance of detecting such fraud. Assessing the risk of fraud is an ongoing
process throughoutthe audit and relates not-only to.planning the oudl’r but also
to evcluatzng evadence obfomed durmg the audit. ~ s

When informcﬁon comes TO'the cudiiors’ qﬁenﬁon indicating that fraud that is
significant within the context of the audit objectives may have occurred,
auditors should:-extend the audit steps and procedures; as necessary, to:{1} -
determine whether fraud has likely occurred and (2} if so, determine its effect on
the audit findings. If the fraud that may have occurred is not sigﬁificun’i within
the context.of the audit.objectives, the auditors may conduct additional audit
work as a separate engagement,; or refer the maiter to other pc:rﬂes with
oversight responsibility orjurisdiction. Gt sini '

If the auditor believes it is'likely that sufficient, appropriate evidence will not be
available, they may revise the audit objectives or modify the scope and. -
methodology and determine alternative procedures to obtain-additional -
evidence or other forms of evidence to address the current audit objectives.
The auditor should also evaluate whether the lack of sufficient, appropriate -
evidence is due io internal control deficiencies or other program weaknesses,
and whether the lack of sufficient appropriate evidence could be-the basis for

September 2014 . .:Page 24



National Archives and Records Administration
Office of Inspector General - Office of Audits

audit findings. « - -

At the completion of audit planning, the audit staff should have gained
sufficient information to identify the potential findings and determine the need
for, and the areas fo be covered in, subsequent audit work. A Go:No Go_:
meeting will be held with the AIGA {o determine the need. for, and the areas to
be covered'in, subsequent auditwork. The: resu!’rs of-the Go No Go meetzng
include: N : !

(a} Proceed with the Field Work. An audit guide:should be developed
- detailing the audit steps, seﬁ;ng milestones for the field work; and- -

.- developing and quantifying the potential deficiency arecs identified and
documented during the survey. The reasons for continuing should be fully
justified, and the staff should.update the Project Management Report .
reflecting new dates, staffing needs, efc.; and hold another entrance
conference with appropriate officials of the entity being audited to. -
advise -fhemwof the decision and:the deioi]ed audit csnd:reportin_g. p’_ro_cess.

(b)Issue @ Management Letter. ‘A mcncgemenf Ieﬁer should be tssued to
.- .appropriate officials describing findings that are fully developed w:’rh
- .conclusions and recommendations for'corrective actions. *An exit: :
conference will be held with the appropriate NARA officials: advising them .
- .sof the decision, and obfc:snlng commenfs and clarifications on fhe matters
to be repor’red SRR T :

(c) Ccncel-fhe‘Audl’r; A close-out memorandum should-be:issued terminating
the audit and advising appropriate NARA officials that no furtherwork is
contemplated. The IG must approve all project cancellations.

At the AIGA’s discretion, a survey,’a more in-depth planning process of -

gathering data-on the subject area, may be performed. A:more in depth: .

planning process is Surveys; which are commonly performed for areas being
audited for the first fime. or where the OIG does not have.a lot of information on.
the subject drea. The objective; survey planning steps and outcome.ofthe ., -
planning a survey will:be defined when-outlining the planning process survey.:. -
Forexample; the outcome: of the planning steps a:survey could:be a 'issues’ . -
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table refiecting weaknesses identified and mitigated as well as weaknesses © « ¢
identified and not yet mitigated.

3 AUDIT GU!DE

Fozr ecch prolect the. audi’ror(s) W|Ii prepare a wnﬁen c:udl’r gunde The audt‘r
gu;de should coniain the followmg information: '

{a)fitle of the audit andproject number; , TR TR

(b) background information about the 055|gnmeni and The sngnlﬂcqnce of
- “the issue and the audited entity that can: help fhe oudﬁors unders’rand
and carry out the audit guide; Lot : T

{(cyaudit objectives, scope;and methodology;

{d)milestone dates (e.g., start dcn‘e. repod dcn‘e. efc.);

(e} staff hour-estimates; L T B N

(f) requaremen’rs such as.travel; con’rrac’red oudl’r services, oruse of
consultants and specialists; and

{g) steps/guidance-to accomplish the audit objectives. ... v o i)

(h) for performance audits; design audit procedures to provide assurance
that signifi canf |Ilegai acts will be de’rec:fed and that The risk- of lllegal acts
becssessed kAT R A . T crone E

(;) for financial audits, design the oudl’r ’ro provide reasonable dssurance of

detecting misstatements that result from violations of. provisions of
contracts or grant ogreemenfs and could have a direct and material
~effect onthe determination of financial statement dmounts or o’rher
“financial dcn’ro sugnsf icant to The audit objec:hves '

T_he AlGA, who is ihe c:pproving ofﬁciol for fhe oudi’r g’uide, must sigh and date
the document: The auditorshould provide the AIGA the audit guidedor + =
approval when the guide is complete. The audit guide should be complete . .
before asignificant amourit of fieldwork is performed.. Those responsible for -
performing the effort should use the audit guide:to monitor, control, and redirect
resources toward accomplishment of the audit objectives. The audit guide may
need to be revised in response 1o unforeseen events.or problems. ‘Underthese -
circumstances, any changes to the audit guide must be approved by the AIGA.
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Teaf‘nMo]re EWP provldes a me’rhod for documegﬂpg 1heoboVe Iiems in ’rhe
EWP audit ﬁle.; After an EWP. audit has been set up, use the Proﬁle section ’[o
document the subject audit h’rle project nuﬁiber, bcckground objecﬁVes.
scope, methodology, m'les’rone, s’roff hour eshmc:tes reqU[remen’rs suchas’

travel, com‘racn‘ed qudl’r servlces, or use of consuh‘an’f and specnclls’r

PA Hapori . iC - State Tie
£35 AS: Administration . i BN Fined Repart
{23 PG: Program Groups : i [T mchyb&ﬂ'qadhﬂhsnﬂy'kufﬂr
» . 151 PA3 | DreftReport e e

: S T TAPAM RefeencedDrafiReport- '
Cpovee ey ooarcLl o xs s, JLEPAS ATGAComments on Draft Report

.3 PAS tegal Review of Draft Repart

CH'PA7 - IG Comments on Draft Repart -

1

| ool [femr Twide | 8 F Ctjeches [ 5co08 e ebogy | e oot e | & e nemroen | Eiacn [Simmary J ik

. . . '
Ve i P iz - Sal s d fhe P M
B Sl . i

This information can be developed as the auditor completes GAGAS fleld work
standards for performance audits. Standard audit steps have been ‘established
in the A.1, A.2 and A.3 folders consisting of planning steps to ensure ecch audit
is adequately planned. Auditors will develop their audit guide and spec:lﬁc
audit steps based on the work done in sections A.1 through A.3 as ’rhey »
document their understanding of the subject audit and develop audit steps
necessary to address the audit objectives.
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E

Using doto OCC]Uil'ed in sechon A ]‘he auditor will develop Procedure Summaries
and steps in'sectfions:B,"C, D, and'so forth, as necessary, represen’nng each
major work dreo or segmen’r of a: projec’r

E}-ﬁ A.Plari’sga!ﬂPusthdmk - _ .
q}{h C,Am.racyufﬂa‘ies B T R e o vk S S U
M3 | D*TnﬁtessafReﬁs

Each Procedure Summary, i.e. B.1.PS, representing each major work area or
segment of a project. The steps within each Procedure Summary are necessary
to complete to address the objectives of the audit. The auditor will summarize
the results of the work performed for each step. See Chapter 4, number 5 of the
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NARA OIG audit mcnucl for- more mformaﬁon of wha‘r needs ’ro be lncluded In
summarizing work paper sections. 2 -

] .
. '-Du.-ﬂ‘_vil 14 K8 FD-EC Bl Corsirsl L - -mruhﬂmm’r- ! _ms

The auditor will generate an Audit Guide using the reporting fool which pulls all
the audit steps developed in the Procedure Summaries info a Word document,
along with the background, objectives, scope methodology and staff hour
estimates from the Profile. The AIGA, who is the approving official for the audit
guide, must electronically sign and date the document. The audit guide,
located at AS2.b will document the approved audit guide. The auditor will use
the Procedure Summaries as the audit guide to monitor, control, and redirect.
resources toward accomplishing the audit objectives. The audit guide may
need to beé revised in response to unforeseen events or problems. - Under these
circumstcnces. ony chonges to 1he OUdI’[ guide mUs’r be dpproved by 1he AIGA.—

J.'
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To genératé the Audit Guide, select the Review menu. Generate-Report.

The following dialog box will appear
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{mudtGideRepet  AwltReportTemplmdote,
§Wiaudt Gude Report. AudtGuidleTemplateudobte ¢ 0 0

SelemL ﬂlename Aud[i Guide femploie The File Nome should defoul’r ’ro your a
S \TeomMoTe Custom Templo’res\Cus’rom Reporfs folder Cllck Nex’r

) Seleo’r AS2 to save.the Audl’f Gulde o’r this Iocohon or save extemol ’ro the oudi’r
file. Click Finish: ' : Ce \ -

A Microsoft Word document will open as a file in AS2 pulling data from the . _A
Profile and Procedure Surmmmary and producing an Audit Guide'in o reviewable
format to allow the document to be signed off as prepared and reviewed,
Signing off as prepared and reviewed toward the beginning of the audi‘r shows
evidence of supervisory review of the audit guide.

Work done to perform audit steps necessary to address the audit objeoﬁ'vés will
be documented in Procedure Summaries using the Purpose, Source,
Scope/methodology, Conclusion and Resulis fields and supported by and
referenced to other work papers (See Chapter 4}.
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4. PROJECT MANAGEMENT REPORT SR E S R

]

Dunng the prOJec’r plcnntng process c:udu’rors will idenhfy eshmoied dcx’fes for _
completing the various phases of the survey and audit process. Mllesfones will
be used to'identify the planned completion dates and will be: updofed as 1he
project progresses, to show the dates that the milestones are actudily-.
completed. Milestones are used to monitor a project’s progress and to ensure
that all applicable steps are accomplished. Milestones can be found in the
Planning menu.

7 Draft Report Reviewed by O6 Mansgement Tl aabt TR T, S e

Draft Report Referenced ' ' _ . S . . ;
Exit Conferee C o CE A R S :
mﬁmmhwfwm : '
Comentr {4y gLt BT PR i i ;
- ; - “ \ LRI 3
Y ] T i . )
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S ENTRANCE CONFERENCE

An en’france conference W|IE be held wn’rh managemen“} off' c;eis before .
unden‘akang any audit, unless an exc:ephon is spectf’ cally authorized by the IG
Entrance conferences are op’noncl for contract audiis or audits of an
investigative no’rure i, for any reason, an audit announcement letter is no’r
issued, documenting the em‘ronce conference will fulfill the intent of the
notification policy and oppllcoble qudt’f planning standards. The auditor will
prepare an entrance conference memorandum for the work papers. In
TeamMate EWP, the enfrance conference is normally documented in.section
AS2 entifled Administration. Management has the right to waive the entrance
meeting as long as the nofification letter clearly states the objectives of the
audit.

6. AUD!T FIELD WORK

Dunng the audit field work, which is to be conduc’red in accordance with the
Government Accountability Office (GAO) Government Auditing Standards, the
audit team is responsible for collecting; analyzing, and documenting the.information
necessary o accomplish the audit objectives. During this phase, the teami ensures
that the elements of a finding are sufficiently developed, work papers- contain ;
sufficient and c:ppropnc’re evidénce fo support reporable fi ndings and conciusmns,
-and work papers are reviewed and any supervisory review notes are cEeared

Auditors will meet with the AIGA to discuss a project’s status during, and at 1}he
completion of, the field work phase. These project status reviews are held to
discuss the preliminary results of the auditors' effort, to determine whether the
assignment objectives are still appropriate or need to be changed, and to
ensure _thqi auditors remain focused on the assignment requirements.

When auditors identify a potential finding, they must prepare an exception in
section AST using'fhe exception {ool.  An exception contains all the necessary
elements of.a finding (i.e., criteria. eonditien; cause, and effect).

wpges S Px
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* Clicking oh the excéption icon will operi the following diglogboxi- -~ '
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More than likely, the ‘audiior will be developing @ Few exceptionspecific fo their-
audit. However, an exception/finding write-up may be stored in the Team§Store.
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To create a'new exception/finding, give-the new exception-atitle. Leave «: -
‘Type' blank. '

% TeamMate EWP - [EX.1: 0901 : 1111912008 Lackufpuhmes and pracedures]
oFﬂe EditView. . Actions. Format"Go. Project . Tools “Window “Help S

QchseE]& kI ‘l’ﬁ?er ~§gpmfia @aapnrts aaadc 'F ward .Go v E
‘m * x ﬂmm ﬂ:q‘id\lp 0 !ﬁ @ ﬁw #rﬂﬁl’-ﬁ!’iﬁ' g; N‘y -é_m ¥ B I n H‘ 3_
o, ExcAptioni | Lack of polides and procedures . D _ L

Lo :w_ . A R P P
Incmaum;nmgnmjnwgnmpuwmﬁmml

. . . . .
B I s ! ; : | N T R : . i . T

A1.P3 .
_ —_— T~ - . ]
% Recommendetion | Contacts |

gl toa o . B : S . O S
The auditor can document all the neéessary elements of a finding in the
exception and cross-reference tosupporting work’ papers. ‘An excephon(s) ccn
be printed using the Tools | Generate Report | F'ndtng Shee’r o :
The auditors will discuss the po’ren’rlol findings and rec_:ornmendc:ﬁons with the
staff of the offices audited as issues are discovered. The purpose of this
discussion is to disclose the potential findings and recommendations; identify
any clarifications needed; and, [f possnble resolve cmy areaqs of dlscgreement
before a drc:f’r repor’r is |ssued SRR R R
When'dan cudiib'r’b’e'comeé oWdié of abuse that-¢ould be quantitatively or
qualitatively significant fo the program under audit, the auditor should dpply -
audit procedures specifically directed to ascertain the potential effect on the
program under audit within the context of the audit objecﬂves After performing
: oddlﬂoncl work cud:tors mcy dfsc:over 1hot 1he ClbUSe represen’rs pofen’ricl frcud

-h' EEEN i
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or noncompliance with provisions of laws, regulations, contracts, or. gron’f :
agreements. -

_Throughou’r the fieldwork, the abditor will hold Messqge Meeizngs witholG -
mancgement to dISCUSS t" ndings, repor’r orgcnlzqhon and overarching message’
in the repor% ‘

Before the exit conference the auditor will be working ‘on the Draift report pulllng
in all findings and combining several individual findings under one heading as

- needed. Auditors should share the Audit Results section of the draft report with
NARA to obtain comments. This will be called the Discussion Draft and will give
NARA an opporiunity to see how the findings will be written in 1he Draft Report
format. f

7. EXIT CONFERENCE

An exit conference will be aranged to discuss findings to be included in the
draft audit report with management. The conference may be waived by
management if further discussions are not desired or considered necessary. The
exit conference serves as a final opporiunity to clarify specific findings, provide -
explanations, or to correct any misstatements and include upper management

in these discussions. In.TeamMate EWP, the ex:i conference is documentedin ..
the Admlmsfrohon section, AS2,

8. DRAFT REPORT

A drcn"r repor’r can be generm‘ed using 1he reporhng ’rool ThiS is ophona! c:’r ’rhls :
fime. The auditor can generate a draft audit report using the reporting tool
which pulls all the exceptions/findings and certain.information from the Profile . .-
info a Microsoft Word document., o

The draft report should be saved o folder PA3. The draft report generated is not
a final document. It provides a goed starting point for. ensuring all issues are
included in the draft report. However, tone, logical flow, executive summary,
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charge pc:rcgrcbhs apd other Ianguage wﬂl need ’[o be T\Necked for draft” *
report i issuance. For ms’rdnce you may ﬁnd that several excep’nons wnh‘en up
redlly relate to ohe cause and will be summarized in one sec’ﬂon of the draft
repor’r It is stressed that the draft report generafed Is just your inifial s’rc:rﬂng _
point for writing your draft report...For example; plc’rures tables and charls are
encouraged to be qdded for clarity of issues.

To generate ThetDrc:f’r Repor’r selecf Tools | Generate Repor’r The fo[lowmg
dialog box will c:ppeor

i
} 5t o Drericrus F Pt Domort

jieport Wizard - Selectio

“Audit Guide Reportdobe - B i
...} Eralt Repor . ;
. pr sicidote

Select Drafi Report. The File Name should default to your S: \IEAMATE\Repoﬁs
folder. Click Next.
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| Report Wizard - Destination

1 E0% PA: Reporting
& {3 PAL! Final Report
: ﬁ Laran Auditors ana}ysts of Management Respcmse
e f..} FA3' Draft Repbrk -
i} pas.h: Drshﬂ:uhnn List
: L';J PA3.c GAGAS Certfication
{- ¢y PA4: Referenced Draft Report
- £y PAG: AlGA Comments on Draft Report
* -4} PAG: Legal Review of Draft Report
B i PA? 1G Comments on Draft neport

{f} Save as extamal Ward dnmneﬂt

. Tile: gAUDITOFNARA’SWLﬂ«EmAHONOFManERAL L , er

Select PA3 fo save the Draft Report at this location. Click Finish.
A Microsoft Word document will open, as PAS d or the next available ARC,

pulling data from the Profile and Exceptions, producing a Draft Repori ina
revisable format, a Microsoft Word documen’r

The OIG will issue a draft oudl’r report to Cognlzon‘r NARA of‘ﬁciols (usuclly the
office heads) and request wm"ren mcncgemem‘ comments. The commenis
should include statements on: :

(q) whgther managemenf conctirs, partially CONELrs, ordoes nm‘ ConCUr wﬂh
each finding and recommendation; and ’ ‘ ‘

[b) explanations for any disagreements with the repor’rs facts, findings,
conclusions, or recommendations.

[f management has additional documentation to support its position, it should
be included in the response to the draft report. The OIG will modify the report as
necessary, if management's comments are valid and supported with sufficient,
appropriate evidence. ‘ ‘
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Generally, offices are adliowed 40.calendar days 1o provide written:
management comments and action plans. Their comments may be
paraphrased in the ‘body of the final auditreport; but must be included in their
entirety as an appendix fo the report. Offices will provide copies of all
mcnagemen? commen’rs to The Accoun’rcbi!ity.
lf moncgemeni is unab!e to prowde commem‘s wﬁhln 40 calendcr days
extensions may be granted by the IG. The final report may be issued wﬁhout
management comments, if 1he O!G does nof receive 1he comments wu’rh:n Q
’rlmeEy manner.: A D * S

in TeomMafe EWP, the drafi reportis documented inthe Reporting iseCfEbn.PPA3=
and management's response and analysis is documented in PAZ. '

9. FINAI. REPORT

The fi nc:i C!Udl’f repon‘ will'be- cddressed to the Archlws’r who is responsible for
ensuring. that cognizant-offices implement the report’'s recommendations. The -
report will include management's written comments on the draft report and OIG
evaluations of management's comments. For audit follow-up and resolution -
purposes, copies of all finalreports will be provided to:Accountability. - Final-
audit reports will generally be available 1o the public, unless restricted by law .+
{proprietary, privacy ac’r or nahonal sec:ur[’ry anformcmon is usuolly precluded
from release) SR : : C :

En Tec:mMcﬁe EWP. The final report is documented in the Reporting section, PA1:

10. 'FOLLOW-UP

The OIG is responsible for performing follow-up effort, fo ensure adequate -
implementation of report recommendations and fo test the effectiveness of
corrective actions taken by management.. This responsibility includes:

B L

{a)tracking and reporting on the status of all audit report recommendations,
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(b) ensuring that final actions on recommendations are taken by
managéement within'6 months from the date of report issuance, and

- [c)following-up on the impOC']' of: cc’rlons takeniin response to -
recommendchons ' s : S

The auditor(s) who performed the cxudl’r is respons&ble for foilowmg-up on fhe
repor’r recommendofeons until o’rherwase mdeccted

_ Foliow»up do‘cumenfcﬁon_is mcinfcined-in the audif.repor} file system by the . -
auditor. The report file should contain all the report follow-up documentation, -
inciuding: management comments on the draft repor’r an oudﬁ cchon plan
(prior to FY. 201 7) and cmy suppor’nng documem‘aﬂon S

11.  PROJECT TERMINATION

If, at any time during the audit process the auditors conclude that a project
should be terminated, the AIGA should be informed-of the rationale.for :
terminating that project. If termination is approved, a-memorandum should be
added to the-project work papers documenting the decision fo termindte the
project. The memorandum will be signed by the AIGA and/orthe |G and state -
the reason(s). for fermination, e.:g., no deficiencies were found or condmons
Changed dureng the field work SRt : IR

Af’rer opprovc:l of 1he ’rermlnehon, a ieﬁer will be issued to management _
outlining the nalure, scope, and resulis of the work performed and adwsang ’rhcf
no further effort.is contemplaied - AL

12. SUSPECTED IMPROPER OR ILLEGAL ACTS

In carrying:out assignment responsibilities, duditors must be alerttoany . >~
information indicating potential wrong doing. . Suspected improper orillegal . .
activities should be referred to the Assistant Inspector General for Investigations: .
(AIG) for possible further review.
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Whenever an auditor suspects that an illegal or improper-act may have:
occurred, the matter should be discussed with the AIGA, but not with agency -
management: Legal questions and potential noncompliance with laws.and. -
regulations arising. dunng a prolec:ir should also. be d:scussed with the Counsel ’ro
the IG. , _ S o _

- A memorandum will be used to make a referral to the AIGI. The memorandum
should contain an introduction, background, discussion of suspected
iregularities, and idenfify a point of contact to further explain the situation: & . -

If theAlGI decides fo conduct an investigation, the related audit activity should
continue, to the extent that the audit work cnd/or issuance of a repori wnil not -
impede the conduct of an mveshgc’non : : :

13. INDEPENDENCE

Audit staff is responssbie for: main’rclnlng [ndependence inall maﬁers
“relating fo audit or attestation engagement work Independence-
comprises: '

- {d)Independence of Mind - The state of mind that permits the performance
of an audit without being affected by influences that compromise '
professional judgment, thereby allowing an individual to act wea‘h 1n’regm‘y

- and.exercise objechw’ry cmd professmnc[ skephc:sm £ :

(b)-lndependence in Appearance —--The czbsénce of circumstances that
~would cause a reasonable and informed third-party, having knowledge of
the relevant information, to reasonably conclude that the integrity,:
objectivity, or professional skepticism of an audit orgc:nzzahon or member
of the audit ’reom hc:d been c:ompromlsed

Auditors, specialists, cmd audi’f com‘roctors-, cxs"-well as the audit organization as o
whole, are responsible for maintaining independence so that the opinions;.

findings, conclusions, judgments, and recommendations resulfing from the work
performed will be impartial and will-be viewed as impartial by knowledgeable. -
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third parties. -OA staff members must.consider not.only whether they are- .
Independent and whether their altitudes and beliefs permit themto'be -
independent, but also whether there is anything abouttheir personal or
professional situation that might lead others to question theirindependence.: All
situations should be considered. Even an appearance of a threat to
independence should be discussed with the staff member's supervisor to
determine if the staff member should be recused from certain.assignments.- - .

If a threat to independence is identified prior to beginning fieldwork and the - -
individudl is recused from the assignment, there is no need {o document the
recusal. If a threat to independence’is identified after the beginning of fieldwork
and the application of safeguards cannot eliminate or reduce the threat fo.an
acceptable level, the individual must be recused as soon as the independence
issue is idenfified, and the action faken must be documented in a
memorandum to the AIGA, and to the TeamMate work paper file. The AIGA will
maintain a record of reported threats to independence andithe safeguards
applied 1o resolve the independence issue. In situations where the government
auditor, because of legislative requirements or for.other reasons, cannot decline
to perform the work, the threats: ’ro independence will be reported in the scope
section of the report. f

If a threat to independence is identified afier the final audit report is issued, the
AIGA will assess the impact on the assignment and GAGAS compliance and
advise the'lG. If the |G concludes that the auditors did not conduct:the .
cssignme‘nf independently, and determines that the impact on the audit would
have resulted in the auditor's report being different than the report issued had
the auditors:been aware of the threat, the impact should be communicated in
writing to NARA management; requestors, or regulatory agencies; if applicable,
so they do not continue to rely on.the findings or conclusions that were
impacted by the threat to mdependence : ; ’-

The IG wiil determine whether to conduc’r additional audit work necessary to
reissue the repon‘ or repost the original report if the findings and conciussons are
unchcnged bcsed on the additional audit work. -

Audi’rors should-be independen’r from.an -c:udited_.enﬁty- during:
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(a) any period of time that falls within the period-covered by the financial .-

. istatements or subject matter of the audit, and. 1 C e

(b)’rhe period of the professional engagement, which begins when ’rhe

.- auditors either:sign an initial engagement letter or other.agreement to. -

perform an audit or begin:te perform an audit; whicheveris earlier. The -
period lasts for the entire duration of the professional relationship (which,

- +for recurring audits, could cover many periods) and ends with the formal

-+ orinformal nofification, -€ither by the auditors or the ‘audited entity, of the

“+, termination of the professional relationship or by the issuance of.a report,
whichever is later. Accordingly, the period of professional engagement -
does not necessarily end with the issuance of:areport.and recommence
with the beglnnlng of the foEIowmg year's audit.or-a subsequent c:udi’r WITh_
fot 5|mllc1r objechve Cor : AT

Appllcohon of the Conceptuc:l Frc!mework S PR Lo

Many different circumstances, or combinations of cwcumstcmces are relevan’r in
evaluating threats to independence. Therefore, GAGAS establishes.a- -
conceptual framework that audifors use to identify,-.evaluate, and c:pplya o
safeguards to address threats to'independence. The GAGAS conceptual
framework {see Aitachment 2-4) assists auditors in maintaining both:. : - ;
independence of mind and independence in appearance. lt'can be applied: -
to many variations in:circumstances that create threats fo independence and. -
-allows auditors to address threats to:independence: thatresult from activities
that are not specifically prohibited.by GAGAS. S .

Audlfors should apply the concep’rucl framework at ’rhe audit orgclnezc[hon,
audit, and individual auditor levels to:. L : R
(a)identify. threats o zndependence, P RSN
(b} evaluate the significance of the threats. |den’m‘|ed both mdlwdually Gnd in
wthe clggrega’re, and:: I R R : Ea
(c) apply safeguards.as necessary. to.eliminate ’rhe ’rhrecn‘s or reduce fhem ’ro
an acceptdble level. If no safeguards are available to eliminate an -
RS unoccep’rob[e threat orreduce it to.an cccep’rabie level; lndependence
would be considered impaired.: - v e g :
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Auditars should ‘evaluate threals to independence using the conceptual-: -
framework when the facts and circumstances under which the auditors perform
their work may create or augment threats to independence. *Auditors should
evaluate threals both lndlwduoily and in the aggregate’ becouse threats Con
hove a cumulo’rlve effem‘ onan OUdITOE’S lndependence S

Facts c:hd-'circ’:’umsiances -’rh‘df crea’re '1hreo’rs= ’rouindependence can result from
events such as the start of a new audit; assignment of new staff to.an ongoing
audit; and acceptance of.a nonaudit setvice at-an qudited-entity. : Many other
events can result in threats to independence. Auditors use professional . -
judgment o determine whetherthe facts and circumstances created by an
eventwarrant use of the concepfual framework. Whenever relevant new
information about a threat to independence comes fo the aftention of the
auditor during the audit, the auditor should evaluate the 5|gn|f icance of fhe
threat in accordonce W|’rh ’rhe concep’mal framework.: "

Audh‘ors shouid dé’rer’min'e Wheiher idenﬁﬂed ’rhrec:’rs ’ro independence are-at-an
acceptable level or have been elimindted or reducedo.an acceptablelevel.
A threatto independence is not acceptable if it either {a) could impactthe - -
auditor's ability to perform an audit without being affected by influences that. -
compromise.professional judgment or {b) could expose the auditoror audit
organization to circumstances that would cause a reasonable and informed
third party to conclude-that the integrity; objectivily, or profess;oncxl skep’ncmm of
the audit organization, or a member of the auditteam, had been' .
compromised.

When an auditor identifies threats to independence and, based on dn
evaluation of those threats, determines that they are not at.an acceptable.
level; the auditor should determine whether appropriate safeguards are. _
available and can be applied to eliminate the threats or reduce them to an
acceptable level. The auditor should exercise professional judgment in making
that determination, and should fake into account whether both independence
of mind and independence in appearance are maintained. The auditor should
evaluate both qualitafive and quantitative factors when determining the .
significance of a threat.
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In cases where:threats to independence: are-not at an acceptable level,
thereby requiring the application of safeguards, the auditors should document
the thredts-identified and the safeguards applied to eliminate the threats.or
reduce Them tfoan cccepfcble Ievel UL T

Certcin- condiﬁons may-leod a‘o -fhreats that.are so'significant that they-cannot
be eliminated or reduced to an acceptable level through the application of
safeguards, resulting in impaired independence. Under such. conditions,-auditors
should decline to perform a prospective audit or terminate an audit.in progress.

If a threat.to independence is initially identified after the auditors' report is
issued, the auditor should evaluate the threat'simpact on.the auditand on
GAGAS.compliance. If the auditors determine that the newly identified:threat
had an impact onthe audit that would have resulted in the auditors" report
being different from the report issued had the auditors been aware of if, they
should commiunicate inthe same manner‘as that-used to originally distribute the
report:-to'those charged with-governance, the appropriate officials of the-
audited entity; the appropriate officials. of the organizations-requiring or -+ '
arranging forthe audits, those on the distribufion:list, Web posting users and
other known users, so that they do not continue 1o rely on findings or conclusions
that were impacted by the threat to independence. If the report was previously
posted to the auditors’ publicly accessible website, the auditors should remove
the.report and post a:public notification thatthe-report. was.removed. The °
auditors should then determine whetherto conduct additional dudit work
necessary to reissue the report;including any revised findings.or conclusions. or .
repost the original report if. ’rhe cxddihonal oudl’r work does no’r result in a change
in f'ndangs orconclusnans S : 5 . :

Orgcmlzahonal Threats io lndependence : REESTAN
Organizational threats to independence. exm when 1Iht.—:- audt’r orgcanlza’non 5
ability to perform work and report results objectively is adversely impacted by its.
placement within government or the structure of the entity that the audit

~ organizationis assigned o audit: GAGAS paragraphs 3.27 through'3.32 specify -
various'ways that an avdit organization can:meet.the requirement for -
organizational independénce:. As a Federal Office of Inspector General, the -
NARA:OIG meets the requirement; therefore; NARA OIG auditors are presumed
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to be free from organizational impairments to.independence.: The IG Act,
amended:provides safeguards of independence for NARA: ’ : :

{a) statutory protections that prevent The czudn‘ed em‘l’ry from GbOllShlng the
audit organization; SRR RS R :

(b)statutory protections that require that tf 1he head of ihe Gudl’r organlzohon
iis removed from office,.-the head of the agency reporis 1h|s fact and the .

- reasons for the removal to the legislative body: R I S

(c) statutory protections that prevent the:audited en’r[’ry from :n’rerfenng wﬁh
. the initiation, scope, timing; and comipletion of any audit; - ' TR

(d)s’ro’rufory protections that prevent the audited entity from interfering wn’rh
audit reporfing, including the findings and conclusions or the manner,
means, ‘or iming of‘the audit organization's.reporis; o

(e) statutory protections that require the ‘audit orgcnlzchon to. repon‘ ’ro a
legislative body:or ofher ;ndependem‘ governlng body ona recumng
< basis; - . s o . Sy o ;

(f) ‘statutory pro’rechons ’thcﬁ giveithe GUdIT orgonlzo’non sole ouihorn‘y over::

_ the selection, retention, advancement,-and.dismissal of its staff; and’

(g) statutory access to records and documenits related to the agency,
program, or function being audited and access to government offi cu::ls or
other individuals as needed to: conduc’r The oudn' : —

Siatement of Independence SR RN P AN VT ;
Audit staff who sign: annual andependence sfm‘emen’rs should alwc:ys be aware
of any potential threat to' independence and-immediately notify the AIGA, if
any po’renhat ’rhrec:’r arises subsequen’r fo segnlng the.annual statement.

Af ’rhe begmn;ng of ec:ch f“ scal year, ’rhe IG Generc:l Counsel ’ro ’rhe IG Gnd 1he
AIGA should complete and sign an individual Statement of Independence in
Attachment 2-2. This form should be documented in.each project's TeamMate: -
file, section AS.1. Slgned statements of mdependence moy be scanned inthe
OUdIT f’|e : . 4 S ; ; .

At the beginningof eachassignment, thie auditor must-complete and sign an -

individual Statement of Independence in Attachment 2-3:This form should.be-
documehted.in'the project’s TedmMate file; section AS.1. InTeamMate EWP, ..
users may electronically sign the Statement of Auditor’s Independence.in‘the -
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Administration section, AS2. In TeamMate the preparer’s signoff reflects the -
auditor's electronic signature and the reviewer's signoff reflects the supervisor's
electronic signature because'each person has an individual login ID-and
password. Each person should fill out a sepcrrcr’re |nd|vrducr| mdependence
sfcr’remen’r and srgnoff as the preparer : o e

Throughour the p'rojec_’r, fhe auditor should ensure that the independent: -
‘referencer; coniractor or other specialist; if they are assisting in audit analysis -
and research has a'signed statement of independence documenied in the: . . -
TeamMaite file. The auditor.should also discuss the independenice requirement-
with the supervisor throughout the project. This discussion serves as a reminder - .
that employees should ciwcrys be aware of crny po’renﬂal threat fo
rndependence 3 - SR

1f more than one ’cUdE’rorWorks on an assignment, the supervisor shall select one
to be the project manager.:The project manager should ensure that each
team member completes and signs-an-individual Statement of Independence -
in Attachment 2-3 at the beginning of each dudit. - Throughout the project, the
project manager should ensure that any team member added 1o the -
assignment (including the independent referencer, confractor or other
specialist, if they are assisting in audit analysis and research)-has a signed -
statement of independence documented in the TeamMate file. The auditor
should dlso discuss the independence requirement-with.the-team throughout
the project. This discussion serves as a reminder that employees should etweys
be aware of any po’rem‘rol threat to rndependence ' :

"When using @ specio!isr‘, .such‘ as, bu’r not Iimired:’ro;cc.r‘uczries, appraisers,
attorneys, engineers, environmenial consultants, medical professionals, .- |

- statisticians, and geologists, select an individual orfirm that is independent and
objective. The OIG will review each specidlist's qualifications to perform the
audit or services. This is usually done through the contracting process. The OIG

~will request the specialist to submit their cerlifications and references. The OIG
will request each specialist to represent that they are independent in'mind and
appearance and objective with respect to NARA and request the:specialist fo
describe all work, including non-audit services, done with NARA within the last 3
years. The specialist should document the threats idenfified and the safeguards
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applied to eliminate the threats-or reduce them to an acceptable level: If the
specidlist cannot identify safeguards o elimindte threats idenfified or reduce .
them to an acceptable level, the OIG should not'use the work of that specialist.

If any potential threat arises subsequent to signing statements of independence,
employees should notify their supervisor immediately. Any questions regarding
potential threats -and the application:of appropriate safeguards should be -
referred to the AIGA. If a potential threat is identified, the AIGA, will forward a
copy of the employee's Statement of Independence to the Counsel fo the «
Inspector General to ensure that the Stdtement is consistent wu’rh the annual
financial disclosure form - T ' -

Identifying and Evaluuflng Threafs fo Independence :
Threats to independence are circumstances that could impair 1ndependence
Whether independence is impaired depends on the nature of the threat,
whether the threat is of such significance that it would compromise an auditor's-
professional judgment or create the appearance that the auditor's professional
judgment may be compromised. Threats-are conditions to.be evaluated using
the conceptual framework. Threats do not necessarily.impair independence.

Threats to independence may be created by a wide range of relationships and
circumstances.’ Auditors should evaluate the following broad categories of - .
threats fo independence when threats are being identified and evaluated:

{a)Self-interest threat - the threat that a financial or other interest will
inappropriately influence an auditor's judgmerit or behavior;

(b) Self-review threat - the threat that an auditor or audit organization that
has provided non-auditservices will not appropriately evaluate the resulis.
of previous judgments made or.services performed as part of the non-

-.audit services when forming a judgment significant to.an audif;

'(c') Bias threat - the threat that an auditor will; as a result of political,’
“ideological, social, or other.convictions, take a position that is not
ObjECflve, . ) . s . . e

(d)Familiarity threat - ’rhe ’rhreot that aspects of a re!o’nonshlp wn‘h
“'managemerit or personnel of an audited entity, such as a close-or long

September 2016 ' -, ‘Page 2-28



National Archives and Records Adminisiration
Office of Inspector General~ Office of Audits

relationship, or that of animmediate:or close family member, will lead-an
- auditorto take a position that is not objective; - _ el

(e) Undue influence threat - the threat that external mﬂuences or pressures
will impactan auditor's cblllty to make 1ndependen’r and objechve
Jjudgmenis; - . o - V e

(f} Management. por’ﬂCIpchon fhreof ’rhe ’rhrec’r ’rhcn‘ resulfs from an Oudn‘ors
- taking on the role of management or otherwise performing munogemen’r
functions on behailf of the enfity undergoing.an audit; and:..

(g) Structural threat -the threat that an audit organization's placement w11h|n
a government entity, in combination with the structure of the government

- entity being audited; willimpact the audit organization's oblls’ry to perform
work cmd repor’r resulls ob]ec’nvely ;

Circums’ronces Thcﬁ resuli In a Threa’r fo :ndependence in one of the above
categories may result in other threats as well..For example,.a circumstance -
resulting in-astructural threat to independence may also expose auditors.to
undue influence and management participation threats. The auditor should
evaluate both quadlitafive and quantitative factors when determmlng the -
sngnlfcance of a threat: Lt - S -

Safeguurds - A R
Safeguards are controls demgned o eliminate or reduce to an accep)‘cble Ievel
threats.to. andependence ‘Underthe conceptual framework, the auditor applies
safeguards that address the specific facts and circumstances under which
threats to independence exist. In some cases, mulliple safeguards may.be

necessary fo.address a threat. The specific safeguards applied to eliminate-the
threat or reduce it to an acceptable level will determine whether or not

independence’is impaired. The auditor should exercise professional judgment in |

making that determination, and should take into.account whether both .
independence of mind and independence in appearance are maintained.

GAGAS provides a list of safeguards that may-be effective under certain -

circumstances in addressing threats to independence. The list cannot provide
safeguards for all. circumstances. It may, however, provide a starting point for
auditors who have identified threats to independence and-are considering .
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what safeguards could eliminate those threats or reduce them toan -
Gccep’rable ievel (See GAGAS porogrophs 317 for excmples of Sc:feguards)

Audﬁors musf documem‘ ’rhe sofeguords czpphed 1o ’fhe idenilﬂed po’ren’rlal
threats to independence on the independence form for each prqec’r or viaa
memoto The flle in ’rhe oudn‘ orwith The AIGA |f itisa pnvcﬁe concern.

Exqmples of sc:feguards mciude ' : 2
+'{a) consulting anindependent third party, such ds a professmnal
* organization, a professional regulatory body, or anotherauditor; . -
{b)involving another audit orgonlzaﬂon To perform or reperform pcri of the
’ OUdlf N R . .
(c)having a professmnat staff member who was not a member of 1he audit
team review the work performed; and .-.  + . o Ly
{d)removing an individual from’an-audit ’feam when ’fhc:t |nd|wduc:1i 5"
“financial or other interests or relationships pose a threat to lndependence.

Depending on the nature of the -audit, an auditor may also be able to.place -
limited reliance on safeguards that the entity has implemented. It is:not possible.
to rely solely on such safeguards to eliminate threats or reduce them 10 an
occepfcbie level. ’

Exa'mples of s'afeglilards'wiihin' the entity’s systems and procedures:include:
{a)an entity requirement that persons other than management ratify:or - -
approve the appointment of an audit-organization to perform an audit;
“.(b)internal procedures at the entity that ensure objecﬁve chonces in
commissioning nonaudit services; and' T R
(c)a'governance structure at the entity: 1th1 prowdes cpproprla’re ovemghf
andcommunications regarding the audit organization's services: ‘

14. Aﬁesfchon Engqgemenis

Aﬁesiahon engogemen’rs can covera brood range of fi ncncuct or nonﬁnancml
objectives'and:may provide different levels of assurance about the subject -
matter or asserfion depending on the users’ needs. Attestation engagements
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result in'an examination, areview, or an agreed-upon:procedures report on'a
subjectmatter or on an: asserlion about a subject matter that:is the responsibility
of another party. - Attestation Engagements will follow: similar policy and -
procedures specific to the audits processes described above c:nd documem‘
work performed similarto. ChcpTer 4 on Work Pdpers.

For attestation ehgdgemenis,‘ GAGAS i'ncorpo'rcﬁes the AICPA:altestation
standards. Auditors should -be‘knowledgeable in the AICPA general aftestation
standard related to criteria, the AICPA attestation standards for field work and
reporting, and the related Statements on Standards for Attestation
Engagements (SSAE); and they should be competent in applying these

standards and SSAE to the task assigned. The auditor-wil review AICPA
attestation’standards and documentin the work papers that they are
knowledge and capable of applylng a‘he cﬁesto’ﬁon s’rondards to the
attestation engogemen’r : ST CoEL '

The cudi"rOr musf' hcve redson“’fo believe that the subject matteris capable of -
evaluation against criteria that are sur’fcxble and Gvcllable 1o users c:nd
documen‘r ’rhe reason:: ; : -

The auditor mus’r adequately plan the work dnd must properly supervise any
assistants.

The auditor must obtain sufficient evidence to provide areasonable basis for the
conclusion that is expressed in the report {see Chapter. 4 on Work Papers). -

When planning the engagement, auditors should communicate certain
information, including. their understanding of the services {o be performed for
each engagement, in writing to entity management, those charged with
govemnance, and to the individuals contracting for orrequestingthe -
engagement. When auditors perform the engagement pursuant to a law or
regulation or they conduct the work for the legislative committee that has
oversight of the entity, auditors should communicate with the legislative
committee. In those situations where there is not a single individual or group that
both oversees the strategic direction of the enfity and the fulfillment of its -
accountability obligations or in other situations where the identity:ofthose -
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charged with governance is not clearly evident, the auditors should document
the process followed and conclusions reached for identifying the appropriate -
individuals fo receive the required auditor communications. Auditors should
communicate the following additional information under GAGAS: -

(a) the nature, timing, and extent of planned festing and reporting;.

(b} the level of assurance the auditor will provide; and

(c) any potential restriction on the auditors’ reports, in order fo reduce the risk

~ thatthe needs or expectc’rlons of the pczr’nes involved. mGy be-
- mlsm’rerprefed - ' =

Auditors should __evc:luo’re whether the audited entity has taken appropriate -
carrective action to address findings and recommendations from previous::
engagemenis that could have amaterial effect onthe subject matter. When
planning the ‘engagement, auditors should:ask entity management o identify
previous audits, attestation engagements, and other studies that directly relate -
to the subject matter of the attestation engagement being undertaken,
including whether related recommendations have been implemented. Auditors
should use this information in assessing:risk and determining the nature, timing, .
and exient of current work, including determining the extent to which testing.. -
the implementation of the corrective achons is apphcable to the current
engagement objectives. . o

Auditors should prepare aitest documentation in sufficient detail to enable an
experienced auditer, having no previous connection o the attestation. ..
engagement, fo understand from the documentation the nature, timing, extent,
and resulis of procedures performed and the evidence obtained and ifs source
and the conclusions reached, including evidence:that supports the auditors' - -
significant judgments and conclusions. Auditors should prepare Gﬁes’r
documentation that contains support for findings. conclusions, cmd
recommendations before 1hey issue their repon‘ '

15. Departures from GAGAS

When audltors do not comply wﬁh appllcobie GAGAS requnrements due fo Iaw
regulation, scope limitations, restrictions on access to records, or otherissues -
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impacting the audit, the OIG will document the departure fromthe GAGAS .- °
requirements and the impact on the audit and on the auditors’ conclusions. .

When auditors do not comply with any applicable requir_erhems, the audit will
(1) assess the significance of the noncompliance to the audit objectives, (2}
document the assessment, along with their reasons for not follow}hg the
requirement, and (3) determine the type of GAGAS compliance statement. The
auditors’ determination will depend on the significance of the requirements not
followed in relation to the audit objectives.

16. NARA 1201

NARA 1201 establishes policies and procedures for audits of programs and
operations administered or financed by NARA, conducted by the Office of the
Inspector General {OIG), independent public accountants {IPA}, the Generdl
Accountability Office (GAO), and other audif bodies (See Attachment 2-5).
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ATTACHMENT 2-1 v 0

. OFFICE of INSPECTOR GENERAL

. 'NATIONAL ARCHIVES s1d RECORDS ADMINISTRATION
; N ATI Q NAL 5091 ADLEFHURDAD,  COLLEGE PARK. 1D 203405001
ARCHIVES  wwwarchives grvioiy

CDATE: T XRXX

TO; [Name of STS official}
Plitle of SES official]
{Depariment Component]
INamc o SES official] Please note
[Title of BES offietal] that e space
- [Department Compogicent] is requiired
. L i o ) after g perigd.
FROM: "~ Jomes Sprisigs - -~ © - 70
o - . Inspector General :

- SUBJECT: '{lusertfameof Pra;wr in itilics = maapﬁmpﬂmaslzﬁw‘ caimnmmkmg: frpioe
: z‘éfzz suigfecr Imaj . . .

P IEIT

We are initiating an [audit’review] of [miert progrmiaren being réviewed], [Optional, 45
needed] We are conducting this {audit’review] pursuant to [please brielly explain here
whatAvho is proaipting the auditreview].

Our abjective is to {insert auditreview objective].

Please provide (1) a point of contact that can provide fechmical guidance related to the subject
sudit, and (2) any documented organizational poticies and procedures supporting the
program/activity.

The audit will be conducted by [Nume 6f Audiior(s)}. We will contact your office to arrange
an entrance conference. During the moeeting, we will provide further details on our objectives
and scope. We havetentatively scheduled field work 1o begin [insert expected dale that fizid
work is scheduled in'begin], and will conduct field work in {inserd area/location Neld work
will take placc] and other locations as necessary.

Please call me with any questions, or your stall may contact Jewel Butler, Assistant Inspector
General for Audits, at (3013 837-1732, {Avoid s¢ mrsmna first and last names and telephons
nuniber]

cer {Im;nrt titkes of Individuals who are to receive a sapy of the memo. Generally, mciudu & the
standard NARA officials who usudlly receive these patificitions).]

Page Numbering: If yourtronsmitial memo exceeds onte page, page numbering should
begin on the second page, The numbers should be in the footer and eentered.
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ATTACHMENT 2-2

NATIONAL . ' el
ARCHIVES P OFFICE OF INSPECTOR GENERAL _
Nauunal ﬁrchm&s and Records Acinnmsm'atmn
’ STATEMEN’:[f OFINDEPE‘ND PENDENCE
DATE: w

PRO-}EG'[‘ TI’i‘LI} AII OIG Pmiects amI Asmgnments

In all matters relating s audzts, ‘and mvestigatwns {as’ reqmmd} ‘the Netional
Archives and Records Administration Office of Inspector General (NARA 01G),
its employees and others involved must be frec from circumstances tlm!: wou}d
cause a reasonable and informed third party to doubt. thexr integrity,
objecuvity, or‘professional skepticism, and must maintain independence of o
mind and in appearance {S8ee Government Auditing Standards for auditer =
independence (GAO “Yellow Book,” December 2011 Revision, Chapter 3,
paragraphs 3,02-3.59)

Threats to'Independence inchude personal; impairments;’ extemal impainnents,
and organizational impairments, but are not lxmztcd to, S e

a. Sell-interest threat - the threat that a §i nancml or nther mtemst wﬂl
inappropriately-influence an auditor's judgment or behavior;

b. Self-review threat - the threat that an auditor or audit erganization
that has provided nonaudit serviees will not appropriately evaluate the -
resulls of previous judgmenis made or services perforined as part of the
nonaudit services when forming a judgment significant to an audit;

¢. Bias threat - the threat that an auditor will, as a resulit of political,
ideological, social, or other convictions, take a position that is not
objective;

d. Familiarity threat - the threat that aspects of a relationship with
management or personnel of an audited entity, such as a close or long
relationship, or that of an immediate or close family member, will lead an
audifor to take e position that is not objective;

¢. Undue influence threat - the threat that external influences or

pressures will impact an auditor's ability to make independent and
objective judgments;

September 2016 ©. . Poge 2-35



‘National Archives and Records Administration
Office of Inspector Geneéral = Office of Audits

f. Management participation threat - the threat that results from an
auditor's taking on the role of management or othierwise pérforming
management functions on behalf of the entity: undergding an audit; and
g. Structural threat - the thieat that an audit organization's placement
within a govemmeut efntity,.in. mmbmatmn with the structure of the
‘government entity being audited, will impact the audit organization's
. ability to perform work and report results objectively. .

Completing tids form undcrscnms the importance 1o adhere to standards of
independence and objectivity, antd must be dertified by those working on audits
as well as senior executives and others within NARA OIG whe review audit _
reports. The Inspector General {IG}, Counsel to the IG, Assistant 1G, and others
within NARA OIG who review audit reports, must sign an independence
statement on an annual basis (Be¢ NARA OIG Audit Manual, September 2013, 2-
25 and attachmant 2—3 {Independence .Decbzraﬁnn Donumenmﬂan)

Inclivxduais who are unahie o makr: thm certification ot believe a threat io t;hcu'
independence that couki requlm safeguards may exist niust notily a senior
managesr involved, in their current assignment or, within ana ther OI1G Dfﬁca
(only if the impai:ment is with the IG]

1 certify that there are no impglrmenta to.my independence, and 1 will
promptly notify my supervisor if a threat to my independence that may. .
require safeguards should arise,

Print Name:

Signatupe: ;. 9 AR - . Date:
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ATTACHMENT 2-3

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
OFF!CE OF INSPECTOR GENERAL

STATEMENT OF AUDITOR’S INDEPENDENCE’

We, the undersigned, on’ the dale ‘shown, “cerﬁfy'mat no personal impairmenis exisl thal would inhibit
our shillty to be impattial, or thal would gwe the appearance of not, beang Empama “during the
periurmance of the subject project.

PROJECT TITLE __ S I
PROJECT NO. ________ 7 0w T e e

| certify that | have read the GuvemmentAudmng Standards for auditor lndependence {GAQ *Yellow

Book," December 2011 Revision, Chapter 3, paralraphs 3.02-3.58) and to the' best of my knowledge

and belief, except as noted below, | am free both in mind and appearance from personal and external
threats to independence vith regard to the project lndieated abcve

| understand that | am responsibie for idenllfylng polentiai threats to my independence, nclifying my
supervisor of any potential threats, applying appropriaté safeguards to-address any threats; and
recusing myself from individual assignments, if appropriate. i alsa understand that If | do not comply
with the andependence standard, | may be subject to sanctians up to and includlng pcssible
termination.

SRV

This Statement of !ndependence applies to the entire period of pmfessaonal engagemant

| considered threats to fndependence Includmg
* Seif-interest threat
» Selfreview threat
» Biag fhreat o ire
& Familiarity threat
 Upduoe influence threat _
= Mapagement participation threat I c
® Structural threat G R

R B o

= Other: ez
Have any threats been identifisd by an auditor for this audit? (Ye§ of Na). If yes, please

document safeguards for each threats indentified. Contract the AIGA for more information regarding
the threats and safeguards |cfent|t‘ ed, If private, threats and safeguards can be documented and sent
directly fo AIGA,

Safeguards for each thraat:
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ATTACHMENT 2-4

GAGAS Conceptual Framework for Independence

Comments: T e S

In TeamMate the preparer and approver’s ngnoﬂ:' reflects the auditor's eIeztromc signature because each person
has an individual login ID and pass'worcl.

o oLt B

e

T — GAGASConcepuglﬁ'upmk ‘
Adasss condiion or activity iof e deperi y
thronis ki indepandence forln dance S

Thres! iontfied?

*y-;_ - - .- .
Is the ponaudit service . . CES I
i thrmert relatsd io 8 nonaudt | Y spacificslly prohibited in | Ya8
secvice? ) : GAGAS paragrsphs 338 or
S _;ﬁa_ m————l | A48 twough 3ERT

1 . Isthroot sigrifcant?

LT >‘_ f‘;‘(u“" "r'..-'. .; SR . c i PN ' DL P oo
ST denifgandapply w0 oL S I B : o
safaguardis} e

Asspss safaguard{s}
effectivensss

bs trmat elitinaiod or reduced | Ne >
io an acceplable level?

T~

Doeusiment naturs of threat and
any salenuards spplicd
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ATTACHMENT 2-5

MARA 1201, Autits of NARA Programs snd Opersfions | AR AGwrk

NARA 1201, Audits of NARA Programs and
Gpemnous

May 15, 2012

1201.1 What is the purposa of this directive?

This directive establiishes poiicies and procedures Ioraxdtsulpmgrems and npaa%ims ’
- edministered or financed by MARA, conducted by the Ofice of the Inspeclor General (OIG),
Independerd public eccountants (IPA}, te General Accountablity Office (GAOY, and other sidl

12012 What Is the authorly Tor this divective?
B. Inspecior Genermil Act of 1978 as amended {5 U.B.C., Appendix)
b. Single AudtActiof 1984 (3t LUL.S.C. 7501 stseq )
t. AccountsbEty of Tax Doilars Act of 2002
d. OMB A-50, Audii Folowup, September 1982

e. OMB A2, Menagement's mea:idy&xlm Cmsy Becaﬂba’mas
amended

1201.3 Responsibilities.

&. Archivist- The Archivist ensures that NARA resolves eiedit recommengations in
accartante with appiicebie laws, regulations, and picies. This Is accomplished by deﬁg‘laﬁkg
& senior management official 1o oversee aud folow-up, nchiding resolufion and comettv

scfions, and by ensuring that afl fanagers urdersiand the vefue of awiﬂs and ara rapmsivs o
audi recmmendaﬁms

B, Audit Haison~ The sudit Eaison s the loced poind of coritact once e sudibeging,
coordinating meefings end documentation as needed The sudit lialson is responsible for
fracking a! cpen recommendations, preparing and distibuting tlosing packages, and ather
refated duties that may be assigngd by the Executive.

€. Audit resolution officlal - The Chisf Operating Offices (COO)is the designated sudit
resclution official, and as such, is directly responsitie for ensteing that:

(1) Systerns of ad? folow-up, Teschution, end correcive ection are documented end
in place;

- {2) Tinely responses are made 1o audi repors;

{3) Disagreement between office hoads or staff directors and the ONG sbout report
recommendation are resobied,

(41 Corrective actions are teken; and
{5} Semlannuel repots on the stetus of recommerdstions are sentio the Archivist

d. Executives, stafl directors, and managers - ensure thal stafl Adly coopersies with the
OIG, nduding:

{1} Providing access fo el information requesied by auditors;
npa Harwvenars-ab werk gounars_paizles andg geddancaldrectivesi200 seresharatiD] Mmis
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{2) Analyzing el eppiicable audi reports:
{3} Prepaing imely, accurate, end complele responses fo applicable audi reporis;
(4} Enswing that sudit recommendations are addressed fmaly;
(53 Providing CP with information required for compiling audit status repors; end
(8) Consuting with the OIG before entering info st services contracts.
(7 Complating redaction reviews within Emefrantes requested by the O1G.

€. Inspector Gensral : The Inspector Generat:
{1) Provides poficy direction for conducting, sipervising, and coordinating audits of
NARA preyams;

{2) Sslects and conducts sudts of NARA programs, sperations, confracts. end
grants in coftfofimance with GAG's Govemment Audiing Standards:

{3; Conducts or supervises audits of NARA confracts and grants;

(43 Prompty repods the results of dists fothe Archivist -~ - CLoEE

(5} Repaorts results to Congress as wamanad, )

" {8) Reviews implementation of audit recommendations; erd

(7) Establishes guideines for determining whes i is sppropriate o Use non-Feders!

editees and ensures !hauhcse audiors cnmply with GACLY's Gavemment Auditing

Standerds.
1. Parformance and Accaizntability staff (CP) - CP condinates euditresokion, reviews and
menitars progress on comective aclion piens, and manages the administrative and opsz&ma;
portions of the audt resclution process for the Audit Resclution Oficial, CF stafl,

{1} Sesves ps inifial point of contact for the OIG, B3AQ, and other sudt entities to
provide coordnated NARA response;

{2y Mazintaing offcial case fles and databass for al audils;

{3) Coordinates meetings, comments, e umermpmses especially for mw
involving muftple offices;

{4) Works with the sudiiars and progrems fo ensure targel defes are met and
requests exiensions as eppropriate, bringing polental conflicls t the attention of te
CO0; and

(5) Produces semi-annusd and other reporis as requested.

12014 How ars records created by this direclive mam!amed tnder the NARA Rewrdn
Sdmduh?

#taintain reconds created by this directivatn mwrhnca whh the NARA Reconds Bchedida,
Appendix 12, Audits end Investigatians.

Page last reviowed: Sep 17, 2015 - by Stuadt & Cualy
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Guide to Aud:t Pmcesses and Rcsolutmn
SL - 'l'ypes ol‘Auéitx

. Audlm arg clasmﬁed hy the GA()’S Gavemmﬂnt ziuddmg Stapdards (GAGAS) as
either “financial audits” or “performance audits,” depending on the audit objectives.
- Finaniial audits provide an indepéndent assessmeiit of whether.an entity’s reported
- financial informiation (&g, finandial condition, resiilis, and use of resources) are
presénted fairly in dccordance with recognized criteria. Performance audits provide
findings or conclusmns based on an eva!uatmn of’ suﬁlclent, appmpmte evidence against
- cntcrm. i : - s -

b.. Fn:tmsmal Andus

(1)  Financial statement audits ~ The primary purpose of a financial statement
<+ piadit is td provide an-opinion abotil whether an entity’s fimincial

slitements are presented fairly in all miatetial respects in confornmity with
“an applicable financial reponing framework. Reporting on financial
slatemint audits performed in accordance with GAGAS also‘includes
-re@x‘ms an intémal control over financial reporting and on compliance with

-provisions of laws, régilations, conirdets, and grant ngreements that have
a material effect on the financial stateméents, - -

(2)  Financial-reinted audits — Other fypes of financial audits conducted in
accordance with GAGAS entail various scopes of work, including: (1)
obtdining sufficient, appropriate evidence to Tormian opinion on single
financizl statements, specified elements, accounts, or items of 4 finaftcial
statement; (2) issuing letters for underwriters and certain other requesting
parties; and (3} auditing compliance withi applicable compllance .
mquu-ements relnlmg to one or more govemmenl pmgrmns

e, Petformanee Audits

{1) ~ Program effectiveness aid results audit objectives are frequently
interrétated with economy and efficiency objectives. Audit objectives that
focus on program effectiveness and results typically measure the extent to

_ which n program is achieving its goals and ohjectives. Audit objectives
that focus on economy and efficiency : address the. costs and Fesources used
1o nciuesve prograni resu!ts

()  Internal control audit ohjectivas rélate to an assessnient of one or more
. compaonents of an organization's system of infernal control that is -
designed to provide reasonable assurance of achicvmg effective and
efficient operations, relinble financial and performance reporting, or
compliance with applicabls laws and regulations. Internal control .
ohjectives also may be relevarit when determining the cause of |
' unsatxsi‘uciury program performance. Internal control comptises the p!ans,

83
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policies, methods, and procedures used to meot the organization™s mission,
goals, and objectives. Internal control includes the processes and
procedures for planning, organizing, directing, and controlling program
operations, and managements system for measunng, reporlmg, and
mmutonng prograii perfonnnnce . . ;

{3y .Cumphanu: audzi ub_]eclwes relate to in asscssment of, cumplmnm, with
. eriterin established by provisions of laws, regulations, contracts, or grant
agregments, or. ofher requiremenis that could affect the aﬁquxmum,
; - profection, use, and disposition of {he entity’s resources and the quantity,
quiality, timeliness, and cost of services the entity produces and delivers,
Complisnce reguiréments can be either financial or nonfinancial. -

82. Audit Servica

Underﬁm lnspecmr Genernl A{i of. 1978 (as amended), tha 0[1‘ oo nf thc Inspector General
(OIG} is 10 provide a means for keaping the Archivist and the Congress fully and currently
informed abowt problems and deficiencies relafing to the administeation of NARA programs and

: operations, and the necessity for and progress of corrective action: In obtaining the necessary
information 10 accorinplish this requirement, the OIG.conducts a range of audit services. These
seryices include——but are not limited to--coniract closcouts, bil!mg mqturtes, conirol
assessments, and procurement ev‘a]ualmns : S

853 OIG Audit Plan

The. OIG prepares and dmrihutes an annual audit pE:m Suggesuons for audits may originate in
several places: - . . ;

a Mmdalmy by stzilut: or re’nulalmu 'ﬁzase :nclude the nnnua! independent
financial audit, an evaluation of NARA"s compliance with the Federal Information
Seeurity Management Act (FISMA), and other periodic requirements such as compliance
with the Improper Payinent Eliminations and Recovery Act. -

b. Selected by the OIG, These are usually aligned.with the NARA Strategic Plan
and are based on risk, materiédity, significance, or other criteria,

e, Requesmd by Congrﬁss

d. Suggested by the Archivist or othf:r manageent offi cmis These suggestions
may originate as part of the annual request from thé OIG for andit il input or may be
. forwarded to the O1G as issues arise,

e Suggested by anynna msudz. or vutside of NARA who conticts the OIG to suggest
auciu anm, or rei:umnmnd or requesl aud:t asmslnmx

Annual audit pians are flexible and may be changed dunug {he year fo assign limited audit
resoumes to htgher pnarlty aud:ls 'Ihe OIC: dc:ienmnasthc - priority fm' cunducung audits.

54
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. Andit Lifecycle

A Whether the auditor is internal or external 16 NARA, or whether the audit js
financial.or performance, most andiis follow the same general process, The Archivist
and affected offices tre notified, the auditor reviews documentation and performs
independent testing; reporting happens; and recommendations are satisfied. Then the
audit is closed. The following shows what generally hoppens duiing cach of these audit
Steps: : : i i s

Written notification to Entrance canfefence(s} with

the Archivist and affectad office(s) to be audited, CP
Executive represemative, and athers
’ as required

NARA provides Auditor uses Pre-exit and exit

documentation and documentation as conferences with

access basis for testing affected parties
Reports

OIG/GAD draft report Final report lssued to Action plan approved

to the Archivist for the Archivist and by the Archivist and

comment others as required sent to auditor
Resolution

Auditor coneurs with Documentation Progress reparts to the

plan or provides provided to the auditor | | Archivist, inclusion in

feedback ant_:l CP per action plan assurance statement if

appropriate
8-5
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b. It is not possible 1o accurately gauge the time from notification through closure of
an audit. Many factors, including audit scope, available resources (both OIG and
program), thé nature and complexity of findings, and resources to address
© . récommendations influence total lifécyclé time. There are some actions in the process
that do have specific requirements and timeframes. “They occur in all excapt the
’ Anncunccmmt step and are a%ptamed mare ﬁllly inthe detailed siections belnw

Al umefmmes noted in ﬁus suppiement are caiculated a3 calendar days.

8-6
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| Written notification to
the Archivist and affected
Exet_:utive

a Regardless of who is performing ihe audit, it will always begin with Formal,
writtens notification. The Archivist, affected Exccutive(s), and CP receive nofification
from the OIG on all internal audits.and those for which the OIG hus. contmeted out, e.g.,
the anmital independent financial statement audit, GAO sends a fonnal fetter to the
Archivist and an email of the letter to CP. In each case, CP works with the auditor on
behalf of the: Archivist and - Audit Resolution Officer to ensurs lhnz all nppmrmate NARA
staff are invited to !he entrance confercnce R

. b NARA compnnents are aiso aud:tx:d by other Fedeml agem:zes sm:h 83 the Office
of Govgmment Ethiies and the _{)ﬁ' ceof. Person_nai Managemant. These audits are very
narrow in scope and auditors generally communicute direcily with specific program

© areas. Ccples of nunf'calmn Ialtem shnuld be forwarded to CP forthe centrai audit files,

Entrance confer‘ence(s) with
office {s} to be audited, CP
representative, and others
as required

c. ' Entrance conferences mark the :ictﬁal'begs'nmng of an gifdit. Tt is dufing fhe
enfrance canferenca that NARA designates a central gomt of contact for the aucht and the
audsmr requests initial ducumentaimn. o _ '

d. The tire between the mmﬁunccment Tetter and emram.e eonferénce is generally
ten days fo two weeks, but can vary dependmg on the number of participants and scope
of the audit. For example, it may be easier to schedule fwo smaller entrance conferences
for an audit that covers three or more program areas.

e. The OIG is invited to GAQ entrance ccmjerences to avmd duphczltmn zmd ensure
effective coordination and cooperation with the GAO, 'as required by section 4(c) of the
Inspector General Act.
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S6. Fieldwaork: review, monitor, andtest ... ... ... . .0 v >
A Fieldwork is the penod in which most mwracimn haiween audllcrs and siaff will

oceur. This step can vary in length from 60 to 180 days or {onger..

NARA provides : Auditor uses
documentationand " |' ' | docummentation as :
access ... | | Desisfortesting

b. Some atidils will be more iransactional, looking to review decumentation of
specific events to ensure that processes and control points are followed consistently and
e!fwtwely Other audits will Focus on the process and seek to diseern if the process itsell
is the most efficient and cffective, and contrals aré adequate to prevent mistakes. Each of

- these will useapproprisie laws, regulations, guidelines, or internally doctimented

_ procedures as the enchmark against which tests are conducted. Poinits of contact or
‘managers shoiild erisure that the auditors rédéive the most cirrent versions of any-
guidancs and alert them if changes have uccum.d thot may not be reflected in these
documents. e . :

. During this time, Executives, staff directors and managers should also interact
_with auditors {o keep abreast of findings and discuss any potentml changes that could
. aﬂ‘ect the fifad feport. ‘For example, an internal control point may requ:re areview and
"sign off that is not consistendy performed.  The manager ¢ag alert staff via a mémo, in a
meeting, or by some other method, reminding thém of this requirement, If the situation
. has been comected by the conclusion of the audit, it could become an observation with a
note in the report rather than a recommendation to be managed later.

Pre-exit and exit
conferences with
affected partles

d. GAO generally provides a “Statement of Facts™ with propesed findings and
recommendations at o pre-exit conference for which NARA ean provide a verbat or
written response, Whether this is an i person conference or a teleconference,
Exzcutives and others in affected offices are invited 1o meet. The Archivist, Deputy
Archivist, Chief Operating Officer, and the Inspector General are also invited,
Tumaround for comments on the statement of facts is ten days or Fewer and is managed
via email by CP.

5-8

September 2016 | . Page2-48



‘National Archives and Records Administration
Office of Inspector-Genéral —~ Office of Audits

Supplement to NARA 1201
May 15, 2012

e, -+ A OIGauditeoncludes with an exit conference in-which participants receive a

- document similar to the:GAO statement of facts but not intended for written comment.

* - 'The OIG may make adjustments or ask for additional docurnentation based on discussion

57,

September 2016

during the exit conferénce: Betwéen 30 and 90 days can elapse fmm the time of the xit
cmlferemﬂ to recmpt of a d:aﬁreport Lo

| 0iG drat report to the .. .
Archivist for comment

EEEE

a. 'ﬂus isthe fu'st of several steps Wlth speclﬁc hme taIgels

b Not eﬂ aurht reiatedreports are 1ssuedm draft. The Glossmym Appendix Alists
the most cummon audxt-related reports and when each one is appropnate

¢ The GiG sends hard copy draft aud:t repnﬂs tn a.ffacted Execmve(s) and CP. Tn

addition, CP receives and distributes an electronic copy for consolidating comments and
change requests from all affected offices. CP works with the auditor on behalf of the

Archivistand Audit Resohitions Officer to ensure that all. appmpnatc NARA Executives
receive a draft report for cotnment and that commerts regch the OIG in a titnely manner.

TYFICAL DRAFT REPORT TIMETABLE

© Daylthroughi0 || Day18through20 .| |- Onorbeforeday 30 .
Management reviews OiG considers . Formalcomments. -]
draft mjd may create a commentsand, |, signed by the Archivist
markupvessionfor - | 1 requests for changes | and sent to the OJG, "
discussion, The need and maylsuga Theseare includedin . |
fora markup varies revised draft report, finalreport
with the complexity of | ' ) L -
the report and.
findings.

50

" Page 2-49



National Archives and:Records Administration
Office ‘of !nspecfor General - Office of Audils

by ' : Supplement {0 NARA 1201
May 15, 2012

d.:  Asdepicted above, the 30 day dmft report response timie is edsily divided into
three segments; Tha first 10 days should providz sufficiént time for management review
and informa! commenis, . The comments should be conveyed in writing, and niay fake the
- . form ofan emnil or markup of the draft reporiy Itisdsually helplil to discuss these
comments, so around the 10-day mark, managementand the OIG meatto discuss -
proposed changes and any documentation provided by the program area to suppon
pmpused changes, We expect tllal some eilanges wﬂl be as.cepted ami some mL

e Burmg the semnd segmant, Eﬂ 1o 20 days. ﬁie OIG considers d:scussmrﬁ and
requests for changes, and other documentation that may he pm\«tsled Fmally, as early as
practicable in this segment, a révised draft may be 1saued

£ In the third and final segment, comments and chsmges nol accepied are e wulumed
by management for inclusion in the formal comment memo. Formal comments for
inelusion in the fi naI report nust mclude the folinwmg

H Wheiher mazmgemant mucurs partmlly concurs, or does not concur with
TLon em:h reeommendanom

) Fxplanal:ons I'cr asty dlsagreemenls wﬂh repuri findmgs, cnm:lusmns,
b recommendations; (3) H:gh l:.vei pians fcr 1mplcmcnung com:etwe
i an:,tumsi and : .

e ,'(45 . ;Any aﬁdllwnal dacum:mtauonmanagemenl hus o suppm't its posmons

GAO draft report to
the Archivist for
gemmen_t p

" g The process forcommeriting on a GAQ draft report is very similar:to that of QIG
draft reports, - Comments are due within 30 days unless otherwise requested by GAQ.

. GAO does not provide revised draft reports, so formal comments can include an

: attachment with techihicat comments to accommodate things not addressed: through the

* statement of facts. On belwlF of the Archivist and Aridit Resolistions Officer, CP ‘
coordinaies respanse: preparation and eslahl:shes mtemai deadlme*; based on GAQ -

: suggesimns
Final report issued to Action plan approved
the Archivist and by the Archivist and
others as required sent to auditor

! Detsiled plans for comrective action, including major milestones, documentation, and » timetsble are provided in an
action plan after the final report has been issued,

§-10

September 2016 : _ - Page2-50



National Archives and Records Administration
Office of Inspector.General - Office of Audits

Supplement to NARA 1201

May 15, 2012

“h - OIG~The final audit seport is addressed iothe Archivist with a copy to CP, the
appropriate Executive(s), and the unil(s) involved il the éntrance and exit cofiferences.
The report in¢ludes the written comments NARA offictels provided onthe drafl reports,
and OIG responses to those comments. We minst respond with an action plan for
implementing report recormmendations and status reports on any compieted at 1n mogr&ss
implementation e&'arts within 45 calendar days {see m. below). :

SPECIAL NOTE about final aucht reperts The OIG posts most final reports on the

internet. Fach final report.cover letter includes atequest for redaction suggestions and

-+ provides a timefrarge for response (usually 7 days).. deacﬁon d15cus51cms are betWeen
: the Execm:wes {or deagnses}, the QIG, andNGC

TYPICAL ACTION PLAN TIMETABLE

Day 1 through 1{) .

Dav il thmugh 30

On of bafore dav 45

EP pmv:des an actimjt ‘
plan template that

intludes the full text of
recommendations

| audit ation plan and
provides ali closing
documentation to €.

e completesthe | T

Furmalt_ransn’_aitta! .
miemo signed bythe
Archivist and sent to
the OIG with the action
plan and any

documentation.

i GAQ — The final sudit fepbrtis addressed to the Archivist witha topy to CP.
Comments on final reports are due to GAQ within the statutory 60-calendar day time
“lirit, Copies are sent to OMB, the Chainmah of the Houise Comumittés on. Goveﬂunent
- ‘Operations, and the Senate Committee on Govemnmental Aﬁ'mrs o

i Executives, staff directors, and managers prepare responses to the report’
findings, conclusions, and recommendationis, and identify any actions taken or planned in
response to éach recommendation. Action plans (for internal use only) are sent to CP
with responses, but the actioni plans are not forwatded to GAO. Final responses are
signed by the Archivist and addressed tothe GAD official who signed the repoit. CP
provides the OIG and appropriate. management ofﬁclais wzth a copy of the final

'res;mtses
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k An action plan is a commitment to do something in a certain timeframe that will
satisfy an audit recommendation. Executives, staff directors, and managers prepare
nction plans, including realistic target dates, nddressing the recommendations in the final
audit reports. Action plan items estimated to take longer than 120 days to implement
must have phased steps at intervals of no more than 60 days.: Revised action plans must
be subimitied 1o CP when an office defermines that target dates canhot be met or willsin
15 calendar ciays afteri us targa& dates are mxssed CE.notifies 1he GI(}

Lo Rccmnmendaucms Impiemomtcd befhre or when I" nal n.*pmfs are fssued are not
included in action plans, but must be addressed in the cover memorandum transmitting
the mmn plan IncIude documenlatxon supportmg implemented items.

m. . Action plans in fi nal dmﬁ form for DIG audnl repnris are due 1o ﬂae DIG 45
calendar days after the final report is issued. This begins a discussion period resulting in
agreement between the program and the auditor on aclions that will be taken o satisfy o
given recommendation. Any lack of agreement will be adjudicated by the Audit .
Resolution Officer, and the Archivist will sign the final action plan,

n. ‘Action plans for GAD audit recominendations are due by the deadlme established
by CB. CP pmvzdes the OIG mth copies of 1he actmn plans, .

ss.  :Resolution: correcting as appropriate and advising on prog

Auditor concurs with
“plan or provides =~
!feedback

n All recommendations exist in one of two states: open or cfosed. Only the auditor
can decide that a recommendation is closed. But what happens when management docs
nol agree with a-recommendation or the auditor does not agree on the actions proposed to
resolve & recommendation?

- h. OMB A-50 describes an open récomméndation as either resolved or unresolved.
When management and the auditor are unable to agree on action to be taken on reported
findings und recommendations, the Audit Resolution Off1 cial evaluates the information
presented by both the auditor and management and makes the finat duicmlmatmn on
what ac’uon{s} 1o take.

{n Unrmo]wd (Gpen) ~ Recummendannns are elaasifi ud as llnresulvad until
. ﬂlere is agreement between management. and the auditor on management’s
implementation action plans, or until disagreements about the
.+ implemeniation are reselved by the audit resolution nﬂ_‘:_:mi

. (2) ' Resolved (Oper) - Recommendations are classified as resolved when the
awditor agrees with the action plans propesed by management, or the andit

5-12
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- - resolution official has resolved disagreements about iriplementation.: This
could include a statement that accepis the business risk of taking no action
ora lesser action than mcnmmended

i

3y Clase:d Recmmnendsnmns are ciassd‘ ed ag c!o&ed W hmactmn plans
have been completed and accepted by the auditor. Although management
may helieve that ne forther netion is reqmred, aniy the nudltur can elassafy
a recummendatmn ‘a8 closed e ]

Documentation ‘3.“_;‘ ' e B
-provided o the sifditor | Gt TR e
and CP per.action:plan ey i

3 Each Executive, staff director, and manager is aceouniable for satistving audit
_recommendations related to its functions and programs. This includes. completing actions
by the targeted doe date nnd ding ngreed upon documentation to the:OIG and CP,.
.. /CP is available on requesLla rewew dncumemal;mn and pmv:de feedback prmr to0:
: subtmmng it io the OIG, . : P s s .

ngress reparts tothe
|- Archivist; inclustondn ©.-
assUrance statement if °

appmpriate )

d. Audii progress re;mris at NARA are mwrpurn!ed info the mnnngement assufance
. statement process, At o minimum, reporting should include basic, descriptive :
‘ mfonnatmn aboutihe audat, how many recemmendahons remain open and whether we ©
éxpect to meet the target due date for nctios. Information about reconimendations that
. .are past due should include why the date was not met, how we are mitigating the risk
. associnted with the, mconunendauom and when we expect fo complete the action(s). .

F’. cP suhmlls semi-anmual summary fevel pmgress repm'ts fo the OIG the audrﬁ
resolution official, and the Archivist on the resolution and implementation of sudit
recommendations during the previous 6 months. These réports provide narrative and
statlsmml mfarmauan on recommendations cnmpie:ed dunng the repcmmg cvele and the
 status of mmmplete reccmmendahons PR . . R

Appendix A, Glmsary of Terms
Action pl:m. A dacument pmpared in responsc toan aud:t by the pmgram aﬁ' ice that mclurics
the action(s) the offi ce will taka to close the recommendation, plamwd completmn date(s), and

the docummtamm 1o'be sent tothe audntm: Append:x B slmws an action plan. wmplate \mh
instructions for cuﬁh I' eld. L . S .

$-13

September 2016 s . :Page 2-53



National Archives and Records Administration
Office of Inspector General=Office of Audits

] e _ Supplement to NARA 1201
May 15, 2012

Advisory: Report, This report type is & mechanisin recéntly has been used only for ERA updates,
There is no formal definition for this report type in GAGAS ol

Audit. Anindependent, objective, nunpnmsan usscssmsm ufthL swwardshm, performence, or
costof gavenmientpckmes, pmgmms, or opemluns, clependmg upion the type and scope of the
atudit. - ’ E :

Amli_t Memornmltzm. Audit mettiorand:i are ana‘lher,melhad of comii\unicaﬁng results of
audits. They are used to address findings or deficiencies that are judged by the auditors hot to be
material or significant enough for inclusion in 2 formal audit report, or if there are o findings to
reporl. A comespoending audit report should reference any findings commiunicated through the
andit memorands snd should state that “other findings were reported: for managemml inan audit
memnmndum o

Audit Repart. A documanl msued by 1hr3 audztar thai contams (l) thie objev.uves, scope, and
methm{olngy of the audit;' (2) the audit resiults, dheliding fndings, conchisions; and _
recommendations; as appropriate; (3) a statément about the auditors’ compliance with generally
accepted govemnment auditing stondards (GAGASY; (4) a summary-oF the views offesponsible
olficials; and (5) if applicable, the nature of any confidential or, sensmw mf‘ormsﬂmn omiu,ed

'The purposes of audit reports are to (1) commimicate ihe resulis uFaudtts to; thase charged with
govemnance, the appropriate officials of the audited entity, and the dppropriate oversight officials;
{2) make the reslts less susceptible to misunderstanding; (3) make the resulis available to the
public, unless specifically limited as with classified and internal use reporis; and (4) Facilitate
follow-up to detenmne whether appmpmte corrective aclions have been taken,

Closing » recommendation. A remmmendauan is dlased when manngement has mzp!r:memed
lha agneed actlons zmd tequlrcd documentatmn L submiued lo and approved by lhc audsmr

Reqmred ducumemta!:nn is described and appmw:d hy ﬂm atidilorin thﬁ ‘aidion pian |

Finding. Statement made by an mditdr in an audit reporu}mt défines the situation as it exists
(condition), the Tegired or désired stai:.. (cnlena)g ‘hie'teason or'explanaiion for {he difference
between the situations (cause), and the effeci or patenl:a} eﬂ’ec& that ldent:f' es ihe aulcomes or
cansequences u[' the mndlhan L

\ianagement Letter, Managemenl Teiters canshiuté anulher funn efwnuen commumication
between the OIG dnd NARA manngemeni. Thoy are used to address issuiés that need 16 be
quickly brought to management’s atiention and are nddressed 16 the Archivist with a 65 to the
affected oft'we(s) and CP,

Recommendation. Actions lo correct dai‘ iciencies and other findings identified during the audit
andta i improvie programs and operaimns wheil the: ‘potential for improvenient in programis,
opérations, snd pui‘nmtanms i substarilisted by the reporied findings and coniclisions, These
should flow logically from the Tindings ahd ‘onclsions, are ditected at resolving the catise nf
{dentified daficiencies and findings, and claarly state the actions recommended.

5-14
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Resolation.’ (1) For most andits, !he pointat which the audit organization and agency
management or mnu'actmg officials agrée on action to be'iaken on reported findings and
recommendations; or, in the event of disagreement, the puint at which the audit resolution
official determines the matter to be resolved. A report may be considered resolved despite the
right of persons outside the agency to negutmh., appeal, or litigate. Resolutioii of & repott with
respeet Lo partiel oliside the Gevernmiént does'nit preclide further cénsidération oFissues ifithe
report by agency management. (2) For pre-nward contract andils, the point a which the
agreement is reached, a contract price negotiated, or proposed award canceled, whichever occurs
first. (3} For GAQ reporis, the point at which the agency respands o the {'.!ongmss, a5 reqmred
by the Legislative Reorgm;zatmn Act of 1970, ] e ) y

Rmpunsible office, The offi¢ ce that leads e!‘fnns mward resaluimn af a rewmmendnhnn aml ils.

B

s

8-15
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 Appendix B, Action Plan Template ..

CP provides a template for every audit with recommendations {0 each affected office, The
template will include the number and text for each recommendation found in the audit.

Recommendation Number: FilledinbyCP =~ '
Recommendation: Filled in by CP

Minagement discussion: Relates to our dpproach to the fecommendation, not the actions we
will tak, For exnmple, iisuftig a bulletin is & nctiof, The bdckground leading up fo the peed
for a bulletin is a discussion point. Actions will then follow the discussion points. **This is an
aptional field —we will not always have the need for background**

Actions alvendy inken: Actions already taken cover the time periad from the beginning of audit
fieldwork o the date of the action plan. We need to show how these actions affect the final
product, and i not completed, account for poténtial changes in the inferim milestones, **This is
an optional field — we will not always have completed actions**

Action to be tnken: Action(s} to be taken ure steps with deliverables.

Planned completion dnte: The daie we expect to be able to get the documentation to the
auditor. That date requires that we have drafled, vetied, and done in final form whatever
documentation will satisfy the recommendation. Ofien we can deliver a final draft and tack on a
reasonable amount of time to implement it. “The final then, is ¢ither a new final draft or a report
on how well tha first one worked. T6 comply with NARA 1201, Audit Resolution (and OMB-
50y if a planned completion date goes out more than six months, we must provide interim
milestones with dates. In effect, we are sending an update every six month 1o the audit entity
{OIG, GAOQ, ete)that shows progress against the interim milestones - not a bad idea anyway,
because it will show how serious we are even if ' we are slipping on dates.

Documentation {0 be sent: There is a recommendation and some 'thing" or "things” that will
satisfy (totally close out) that recommendstion. This is the documentation to be sent. It proves
that we did what we set out to do, whether if is issuing a butletin, developing a plan, or
implementing a plan. Appendix C lists examples of documentation that is expected for cevlain
types of recommendations,

§-16
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Appmdlx C, ’Dbmmmtutlm Requiremmts

The following tahle provides examples of actions and dnmun_cﬂlaﬁor_l that follow from common

recornmendahuns

Recommendation says

B

Develop, implement, and Create orupdate a policy
document a formal document such as o
S mechanism directive; 0t T TR
Evaluate benefits and Establish working group to | WG recommendations. and ™
implement automated submit cecommendations | memo detailing nexd steps
integrated researcher Ty I and assigning responsibility.
reg:slralmn system o R
R::wsc pahcy to mch:Ic Revise pﬁl-icy Eopy of reviscd pnﬁ'{:y with
specitic floms citations for specific
changes
i -+ | Ensure risk assessments for | Create a schediile; condoet  § Provideaecdssio ™ 777
cr major applications happen. | ' risk assessment: generats  § completed risk asscssmcnts \
overy thive years a merae to file if system 18
no Iunger acﬁw '
Coenduct training . Creafe or revise !mmmg Describe tmmmg madmm,
and then conduct training’ - | 3ccess to o copy of
training, names and dates
for attendees
Enforee a more formal, - Review current processes | Copy 'of (revised) process,
centralized process and revise as necded. ID | test plan, ovaluation resulls
internal control points to | with recommendations
monitor and test. Evaluate
. test results, take action as
appropriate
Improve agency-wide Asgess inventory'against | Results of assessment,
inventory of large items documentation. Create plan | improvement plan,
. o to imprave, {mpicmcnl tmp!cmeulntmn plan:
Pl‘“" SRS LT
Implement and monitor Create test plan. Resultsoftestsl =~ .o 3f . [/
controls Foliow the plan. e .
; T Lo . PO “
: - §17 . i
LY . : N , i
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CHAPTERMARAOIG TEAMMATE PROTOCOL -

INTROBUCTION Lo R L e e
TeomMo’re Electronic ‘Work Papers (EWP) is an oudli monogement sys’rem
developed and supported by Wolters Kluwer that enable us to move towards a
paperless environment and brlng efficiencies to our planning, fi eldwork ‘review,
repomng, and orchlvoi processes. GurTeomMo’re environmen‘t is moln’rolned ond
monoged by the NASA G)IG PR A _
TecfﬁMdte is;:%ou%,sfomdé'{d.o'bplic;c':zﬂoh for. documenting .our ?brojecit. ,
Tequote ‘does not replace performtng"r e detailed’ work it does prov1de a
common platform for documenhng, reWewmg‘"'ond shonng work during. ond ofier
the project.

NARA OIG prepared this documenf to es’robilsh ’rhe s’rondcrds ond pro’rocois
that will be followed in performing all OIG oudﬁs TeamMate on ’rhe Web also
contains other TeamMate help files.

2. NASA OIG ENVIRONMENT ACCESS

NASA has developed a web portal that allows users of the environment to
access TeomMo’re from ony compu’rer that has'an internet connection. "
However, its ’rhe NARA QOIG's poiacy for Auditors o only access thiis ‘énvironment
from a NARA OIG furnished laptop. Thls ensures that Auditers ore occessmg our-
~audit work from a'secure computer. The NARA OIG cah access the NASA OIG
environment from this website: https://naracig.ha.nasa.gov/dang-"" -
no/ouih/urt 53/welcome.cai?p=no-cert, In order fo access the website and ...
enwronmen’f the user must have Active X: enobled in.their web browser
Typlcolly this requires NARA [T staff to install.it-on your. compu’rer The web &
browser of choice o access this environment is internet Explorer (EE) ,, However_,
once Active X is installed in IE, a user can access the environment using an IE-
plugin for Chrome.. See Andrew Clements.if you would like to have this plugin
installed. NASA requures two factor oufhen’r m‘lon ’ro qaccess the' enwronment
An auditor can access the' envlronmen’( by Usmg eliher a RSA Token ond PIN
code along with a domotn'p i wdd or personol lden’n’ry veri ica |on (FE; ) c
-and PIN code Lo NS N S L

RSA Token Access

In order to access the NASA envxronmen’r using ’rhe RSA Token the Audn‘or must
determine if they want o use a RSA soff token issued to their NARA issued
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cellphone or a separate hard:oken that.needs, to be carried around:;® Either
way NASA will issue the token for the Auditor to access the environmen’r Once
the token Is issued the user must create a PIN and Domain password with the
help of NASA. When you go to the web you will see the following login:scréen:.

On The Iogrn screen you WOuld en’rer your NASA ossrgned Usemome whlch
should be the same as your. NARA assigned. Usernome Thenin ’rhe. RSA Token
field you must fi rst en’rer your 8 dlglf PIN fol]owed by rhe code rondomly .
genero’red by ’rhe RSA Token Next.ensure the Reolm drop down sqays RSA User ..
Then c[ic:kStgn In TR .

HE i

......

digit with @ comblna’ﬂon of upper ‘and’ IoWer case Ie’r’rers numbers ond speciol
chorocfers G)nce Jrhe pClSSWOTd is en’rered Then Click Sign [n AR

6-1%- ﬂmﬁwmmmsz p—aeﬂgwmﬂ.@ri A ERe e
Fa'HR Vew Faeto Sk Hen .

Walcsens tw the

National Archives and Raecords Administration TeamMate Remote D-eddnp Portal L P
L @E .

P i P 0! . ' ! B Tl Mk
! BEO : ' - . . i [ " L S 4
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PIV Card Access

_In order to.access the NASA environment using a PIV card, the Auditor must.
contact NASA so they.can capfure the cerdifi cate stored on. Jrhe ccrd When
you go to the web you wil see the followmg logln screen; ;. n

Eﬁﬂhﬂ mwgwmmwjifﬂvﬂﬁf}ﬁﬂ-imdm RT
Rt [t Wemw Fomdyr Tosh Hep

‘walcamn ta tha
National Archives and Records Administration TaamMats Fumutl Dasktop Portat -

u-nmm] : This I 2 U.5, Gawey AL Mmkhﬂ-wd“ﬁ-ﬂmuﬂr ﬂmﬂuﬁghmm
REA you A to mystem g, b -fh-rdnhl. wmmmmmm
Totwn L subjecxyos s olmles pmescan. i

Haakn S ard-Liver 7. |

B R R R T T e o T B s T T aa th JEat ST

Peas L 3 “ lee o S

On the login screen you need to select change the Realm drop down box says
SmartCard-User. Then put your PIV card into the card reader and click Sign In,
Next the foII{owfng PoP-up box will appear osking you ’ro select 1he cerhﬁcc:fe
you want to select (typicallyit's the second one but not leoys) ’rhen cllck OK
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If you select'thie correct Eertificdté, another pop-up will open and you'will be
asked to enter your 8 digit PIN assigned to the ceriificate on-your PIV ¢ard. ‘If *
you do not select the coirect certificate or en’rer the wrong PIN you ‘Wwil-be taken
1o the NASA Iogln screen agum.

Mlcrosoﬁ: Smart

'd'?rﬁv'ider e

e BT

| P T T T T e

NASA Environmenf

Once you are !ogged ln’ro ’rhe NASA OIG en’wronment you w1l be 1c1ker1 ’ro ’r‘he '
following webpage: SR e

Q@Bm oy aoﬂgwmtmﬂ &
R E Yiew Fomsiw Tech Hedp .
5 @ HARA Tearbiuin Rawati...

_wimmumwlunnmm .

Click on the link that says NARA OlG TecmMo’re Rl 1 Por’ral Aﬁer you C|IC|( on
the link a remote desktop sesston will s’rar’r to open and you will be taken to the
following Warning Banner: R
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ETHEE LT EEE R T D

g
or data transiting or stored on this
L intercept, and search any

waticn or data transiting r tem may be disclosed or used for any
1t purpose.

Ensure you. rec:d 1he Banner cnnd click OK, You will ’rhen en’rer NARA s TeomMcte
environmen’r NASA se’rup for uUs. Ih oyde[ ’ro c:ccess NAF;A 5 audi’f prOJec’fs CIICk
on ’rhe EWP lc:on and 1he TeomEWP Explorer wmdow wull open. :

BB Windows
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3. PROTG",OLSH.RT cuTS SR L N LR
: 'hThis sec’rro nts:c 'bnef overwew of ’fhe mdjor OiG pro’roc:ols requrred for ‘
Teodefe Users( N e g a8t pED L

_On rhe rowser Screen, of’rer selec’rlng ’rhe New Audl’r bu’ffon, 1he-New Audr’r
Wizard will prompt you.to enter information.., For."Code," enter the project -
'number received from the Assrs’ro_m‘ Enspe or Generdi for Audn‘s (AI__ A, For :
“Name," enter the title of the a dz’rfrom ‘rhe announc m'em memoro dum. For
“Unlt " rjfr‘_,é;_r"NARzgg Q!QS{ FOUE A T I T T e

Ev[dence 1ror CIUdETS should oniy eppe__dr n The B feider dnd below sec:hon of ’rhe

CG Progrem G _ps Al sec’nons ofthe A foider mUS’r-.be comple‘red ora wower
4 Xes 'y s dure summaries;. ©

dndj’rhe oud'lf pro’r" le hove 10 be filled.in. For example, TeemMo’re

. S o boxto dssign work' popers ’ro ludlf ’redm members however, ‘thls [s noi

ineeded in olr curfent environment. DYSE ik - S

Aﬁochmen’rs shouid con’rosn a hyperhnk to a‘he procedure ’rhey belong ro dnd
the attachment source mformcn‘lon should be entered in ‘the “Source" box of

. the procedure. Any attached documents should have descriptive tities so they
can be found through the TeamMate search mechanism.

It is OIG, policy that TeamMate's self-generating index system establishes a |

suﬂ" c:1en‘r 1ndex : No oddl’nonoi lndexang/numberrng is necessory : :

: eghco’non ERRT
: NASA OlG. hosfs NARA’
‘ ‘:occess ihe envrr

_TeomMoie envrronment As a. resul’r we ore dble To _
m nf from ‘any location fhdr hos on ;nferne’r connec’rton ond

?References/A’n‘o en’rs/Work papers- , AP TR IR S
‘Microsoft Excel and Microsoft: Wo hould ot be opened before you open
TeamMate. Make sure fo close. ind Word before executing TeamMate. .
Opening Excel of Word before execu’nng Tedeoie rney couse problems ond
result in' Ioss of dat .
Monn‘or 1he=-.S|ze_ of. ocuments mpor’red m’ro TeomMofe If p055|ble, scon or'
t only the pages needed fo support work papersor excephons Two~woy
hyperlrnklng should be used whenever it mekes sense ' o :
Exceo’nons/Find;nqs Py o y ;
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The Exceptions section should be used:as a'work in progress” section where: all
potential issues are recorded ’rhroughou’r the audit, evaluated, .and then.
" developed into a finding or deleted if found to be a non-issue.’

Coaching Notes™ e L ; , P
Coaching notes must be used ’ro show supervisory review and mUsi be re’r_olned_
when the audit is finalized. AII c:occhlng no’res mus’f be: mgned off before .
1ssuanc:e of the final report: - 3

_ Miscellaneous
Cic:ssmed information should not be sTored in Tec:mMcie
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4. SETTING YOUR TEAMMATE PREFERENCES = -~ R

The TeamMdte Explorer Is c: V|ewer Tha’f dlsplays prOJecf ﬂ[es by fi Ie dlreciory
location.

You should think of the TeamMate Explorer as an electronic filing cabinet, Just as
an office file cabinet has muliiple “drawers,” the TeamMate Explorer has, multlple
“tabs." Each-"fab" maps.o a durectory on.the NASA server.

Evatustion Reduring Oves-Camifiopton At

Charge Card Rizk Asvmssmert » Peseasoest i

Bt of Spacialiy Frotected Revords

Austt of NARK's Comptiance with FARD-12
mww;wmm@um?mammmm T

Beaiit o HARA's FDIA Program
Aucdit of MARA ERA 208 Prasees

Project Locations
By defc:u[’r there are 5 tabs installed with TeamMa’re

. Receni Projects — Displays the last 25 projects recently accessed. The
number (25) can be setin Tools | Preferences | Explorer tab. This tab is
helpful in locating any projects you have recently worked on.

* Open Audits - Displays Open Audits in the cenfralized dc’robosle. Open
audits include audiis that have not been finalized - final report and/or
working papers are not complete. .

» Closed Audits - Displays all closed audits. Closed audits include audits
that have been placed in Issued state and are finalized.

« Templates - These are our default templates thai we use.
s Backups - This is blank
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5. STORING THE MASTER FILE DURING THE PROJECT

The Tecmec:Te Master Project file (Open Audlis dlrec’rory) WI!I con?arn cli
'cssoc&a’red documenia’rson for that project. . L ﬁ :

Cenfrcflzed Dc’rcbase

TeamMate audits are stored on the centralized database on The server. New
auditors are added to the list of users by the feammate champion. After an
audit is created in TeamMate, the cdmmls’rro’ror can add users to work on
the audit from the list of users as needed. Only users in each audit may
change work papers in the audit. A history of user access and dates are
“kept on each work paper.

NARA Policy:

=  While working in or ouiSIde the office, Master pro;ec’rs will be stored on fhe
ceniralized da‘tabcse and contain open (ongomg) ‘audiis:

= Replicas, via Updaie files,-are not to be used by the OIG.

6. CREATING A MASTER PROJECT/AUDIT FILE

To plan a new project, click on the ‘New' icon while in the ‘Open tab' on the
TeamMate Explorer. - Always create a new project in the NASA OIG Environment.
"Moving the Master-Auditincreasesthe risk of- more than‘one Master Audit existing.
You cannot merge data from two Master Audit files. In.addition, moving the
Master file increases the risk of CIUdIT bockups belng s?ored on the same drive as
the Master Audit. ' R

September 2016 . ' _ " “Page 3-10



Nationdal Archives: and Records Administration
Office ‘of Inspector. General - Office of Audits

Naming the Project ;v i 0 ¥ on s Tt S e S

_ Nm |Mtofm'srrm:wmm T
Wﬁm iLipdatedeOIGMth R R e vl

e .; : &ﬁ Office of the Chief nganagement and Admsmstratlgn Federai
? Enfmmatlon Services * Federals |

R

Code: " ' VExomp[e 1401

1401 is the first prO]E.‘CT started in FY 2014. The AIGA WI|| 055|gn
project numbers.

_Name: ... Example: Audl’r of:-NARA's T Secum‘y Plan
Audit Plan: .'Choose 1he mos’r recen’r cudii p!on
NARA, OIG is the owner. of this audit . Ca |
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Entities: Click on . This will open: R e

a1 b
e
JEINewDrganmhonHmrdiy
4 [F] Archivist &
4 [ Human Capitz Offce 411
{1 Human Capita! Planning and A.ccnuntablllty e
il 4 [ Talent Management T A
. r - £d Labar/Employee Relations and Beneﬁts L N N
piL B - El Stafﬁngandﬂass:ﬁcshon R o : Lo
11 . ] Laaming and Education ) " L
1 | K R IET LBl Diversity and I IﬂE'f[San oo e I,' S ||
A 4 [F] Chief Operating Officer ' o o : - P
11 ] Intemat Customer Service Councit -
3 _ d.FedmlRegrst:-r * L
A ’ £ Legal Affairs and Poficy Division ~~»2 ~ [« o |
[ Publications and Services Division LR : L
T : & Information Services and Technology Dn.rmon ' - .
4 [ Agency Services 3
‘ 4 [7] Chief Records Officer o
[ Liasan with CFO Council ‘ e
: Faderal Records Council . e
1 4 [ Nationa) Records Management Program L
3 Records Management Training e
of Permanent Records Capture .
i, . LY PSSP P L

Select dll of the possible organizations relevant to the subject of the audit.
Start Date: Project S’rc:r’r Dcn‘e defined as the date that Field Work

commences.
Click Next. . o
: F L
oy Vi Do
i t ] € 1 |l
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Note: The Code, Name, and Start Dc’re can be updated in the Profile sechon,
General tab, if needed. I A Pl

mMate EWP - [TOP : 0805 : 11/6/2008 - Browser]

o Rporting

B CGt Program Groups

+ DraftReport -

elecﬁng d TeomMa’re Temglcfe .

_ Sebciatewﬂat:ﬁmﬁseﬁstbdawﬁhd\wﬁﬁeﬁwhmm_mkn
mﬁz&rmm ﬁmwmtﬁm&a!&eﬁbaﬁbas&mmﬁf&nt :amS

Mame . piekk of ARC Peer Review
Jl Auickt o ARC PeEr Review 0 i SR e | ﬁmh:x e -
' Base Templete (with PA) ST el Sebert.

Base Tempiate (without PA} ‘

Financal Satement Audit Gwmght 2

=4 El#ﬁ\arm&l Satement Aardit Oversight
NARA Q15 Performance Audit Template

| IcdeUsers: Yes

e M.«.ﬁummwgw:w&rﬁmwv%mmwww-m

A TeamMate lerory contains all standard planning information and
department terms and standards, helps expedite the planning process, and
provides assurance that our pre-defined best practices are included in every

. project file. Select the NARA OIG Performance Audit Template file and click
next, the following dialog box will appear:
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You have selected a Project Template that aiready contains team S
: members wzth iject Owhef addmon pmhtbrted : _- ke TS

) Do you wssh to add ynuzselfas | preparer!mnewer’ Se!act NO lf ycu
afraady st in the Pm‘;ect Template a5z team member I

Select Yes and add yourself as a préparer/reviewer: “Jewel Butler; AiGA‘anda
TeamMate Administrator role have diready-been &stablished in"eath NARA OIG
Performance Audit Template. Enter your First Name, Last Name, Initials, and Title. Your
login Name should already be filled in with your NASA login id. This version of
TeamMate uses Window Authentication ratherithan passwords.. ‘As a.resulf;.oncé you
log into the NASA environment you will automatically logged into TeamMate.:

Click ok. The following snapshoténd fable of contents dappears:

i L sy e L - : —
L ' UYL [N i TR i s A

Ein_ [j) a‘“" AR IR - Pl .
L . !'—-NT&T-‘&I‘“‘“T‘“““I‘“ T e
2 O
\ a
3 f
A
: 5
q
LT H
- { .
T
P 3
rooca Fita '1_*1
3 3 ¢ | v : ! ! -

You are now ready to populate your audit file with data specific to the subjeci audit.
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7. INITIALIZING ANDPLANNING THE PROJECT |

Initializing the Pr0|eci

Before you can begin szgn:ng off work in a Mos’rer file, I? musf flrsT be
“initiclized”. TeomMc:Te will not permit any signoffs or use of fickmarks until
the project is initialized. Inmc:tllza’rlon should be done when the
administrative setup is complete and the F’Ionmng Work is reody to
commence. .

Initialization should take place cxf’rer the Administrative selechons of Team
Members and Global Tickmarks have been made.

Addlnc‘; Team members, if needed

Most: of .our audits are one person audits, so addzng team members may not be
necessary until we add the person. mde_pender}ﬂy referencing our drafi report,

. To add tec:lm members wn‘hm ’rhe pro;ecf flEe, go ’ro 1he Proﬂte cmd open
the Team Tab. L Ct . _

= Click “Ge’t" and |mport the team member details, or
» Click “Add" and complete team member details.

Each NARA Auditor already has a prof ile in ‘rhe TeamStore with hls/her role
and level. S

! f"Typlch Roles cnd i.eveEs hcnve been def ned as fo!iows

Tiile o S ‘ Roie
Assistant !nspec’ror Generai for Audﬂr Admlnls’rra’ror |
Audifor-In-Charge o Preparer/Reviewer
Other Auditors EE Preparer
Independent Referencer Preparer

Note:

»  After the file is initialized, you can only add team members up to the
same role and level as your own. '

» There is an important difference between the Preparer/Reviewer Role
and the Reviewer Role. Team members with the latter role cannot make
any edits to a project file other than signing documents off and raising
coochlng ncn‘es
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» Because most audits have only one auditor assigned, that person: will
e g_ - have a preparer/reviewer fole. . s

“The lndependen’r referencer W|II need Jro be mc:nuully ddded as a team
‘member. Do not ‘Get' “fiom: the' TéamStore:: ‘Add ‘Independent
IReferencer in the itle of 1heY"persor1 whose role is; To |ndependently
reference fhe drof’r repoﬂ A S .

I

Addlng Globcl T'ckmc:rks B - : .

" The following five globcl ﬂ”ckmc:rks are included in every audit se’r up using fhe NARA
Standard Audit.tml. Prior {o inlﬁoifang, cddi’noncl global tickmarks can be set up for use
inall workpcxpers

mﬁ:ﬂhﬂ-ﬁ#&imlﬂrﬁﬁh

m m . N . - ) L. N . . - . - - - - - - - . - - —
P [ <EOCTYPE it PLRLIC ™77 WSL//TFTT: HTML A01//EN" v
AL :

<hiend buag="n™> B = -
< b
mwmwmwwm .. e e

for ] <BIOCTYPE bl PUSLIC “//WEC/T5TD HTML AD//EN

T | g f— oo TR kb i >

hatmi lang="ee">

<l -
ety hitp-expive type” comtret= "tert fhtmi; o 187

s i«

B2 | <HOCTYPE hiomid PLEBUC =-//WIC/DTD HIML 451778

s

“hips
abimd lang="m">
Ahend>
< mets hitp-euir="comtent-type” content="test/himi; charset=utf- 16

After inlfiolizoﬁon, ﬁt:kmofks can be created specific to ec;cih WO}kedper, buf caﬁnot
be used on any other workpcper Provide Carol Seubert ideas for other global
tickmarks o include in the: S R S S S SO TS IS S S O I O A R
NARA Stahddrd Auditfinlfile " oI S S

+
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Initidlizing the MasterFile -+ . -+ o el o e s e e
From the Browser, select the Planningmeénu | F’roﬁle | Sic’rus cnd Mllesfones
~+Tab. iCheck the Field, Work: {Iniflalize) box..and then click Yes, Another way

- o Inifialize a. prqec’r ipgo to ’rhe Planning-’rcb qnd selec’r ]ni ialize Project.

| .steps workpapers, and excephons, and use hckmclrks If you forge’r ’ro do 56,
- you will be promp’red to mn‘ic:l!ze ’rhe projec’r Jrhe first ﬂme you oﬁempt one
of 1hese funchons - _

0 This action is nat allowed until the project is infialized.

Are you ready to initialize the project?

Click Yes.

8. PLANNING THE PROJECT

Lot . -
P WL AT g

The planning process is considered an essenfial part of NARA‘QIG audit process.
See Chapter 2 of our NARA OIG Audit Procedures Manual for more information,
The Profile section summarizes the subject audit fitle, project number,

background,'objectives, scope, methodology, milestone, staff hour estimates,
and requirements such as fravel, contracted audit services, or use' of consultant

September 2016 , . Page 3-17



National Archives and Records Administration
Office of Inspéctor General = Office of Audits

Then you must complete the fields in the General Tab of the Profile section of EWP. - -
This information can be developed as the auditor completes GAGAS Field work
standards for performance audits. Audit steps have been estabiished in the A1, A.2,
and.A.3 folders consisting-of planning steps to ensure each audit s adequately planned
and folder A.4 are the:Post Fieldwork steps.  Auditors will. develop:their audit guide and
specific audit steps based on the work done in sections A.1 through A3 asthey :
document their understanding of the' sub]ect audit and develop cudl’r steps nec:essary
fo address the audit gbjectives.. .« -~ . . BT E A

P33 PA1 Reportng - ... mae RL ..
{1 AS: Adminixiration : : Baregrand
&5-{43 PG: Program G 533 A2 Criveria

! {}‘. rizerd Fuat by i EE R R ’ Trtyrnal Contrdl

! ' s "

i T_{huw A4 Pot Fitkimork Steps
; {50 A3t Inbermal Control

! ‘{2 At Post Fekhwork Sters
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Using data.acquired in section A, the auditor will develop: Procedure Summaries and
R sieps in-sections B,.C, D, and so for- ’rhe, as necessory. represenﬂng eoch mc]or work
area or segment of a proj’ec‘r e : .

Each Procedure Summary, i.e. A.1.PS, represents each major work area or segment of a
project. The steps within each Procedure Summary are necessary fo complete to
addressthe objectives of the audit. The auditor will summarize the results of the work -
performed for each step. See Chapter 4 of the NARA OIG qudit manual for more
information of what needs to be included in summarizing work paper sections.

The auditor will generate an audit guide using the reporting tool which pulls all the audit
steps developed in the Procedure Summaries into @ Word document, along with the
background, objectives, scope methodology: and staff hour estimates from the Profile .
The AIGA, who Is the approving official for the audit-guide, must electronically sign and
date the document. The audit guide, located at ASZ.f will document the approved
audit guide. The auditor w1|| use the Procedure Summaries as the-audit guide to .
monitor; c:onirol, and redirect resources, 1ow<Jrc| c:ccompﬁshing the audit objectives.’

The audit guide may need to be revisedin response to unforeseen events or problems.
Under these curcumstc:nces, cmy changes to'the audit guide must be cpproved by the
AlGA See Chapter 2.3 of the NARA O!G Audit Procedures Mcnucl '

\
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-

[
[

o

To generate the Audit Guide, select Review fab | Generate Repor’r The followmg
didlog box will cppecr

=2 hmmmmm&ﬁﬁmmﬁmﬂmm;mabmﬁm

g Stambfﬁﬁeum nmamrtE

- ‘Eggx-aw,mmtmw

{#i2-EWP PamingMema

(% 3:EwPProcedueReport
- EWP Project Status Update Report
; - WP Recommendation Listing
wmm

B __”vsa_awnmsmmummnm - Chekist

lf}cﬁm History Report

{ [/ Combined Procedues Repart.
. :f“dcmwntsayaxatyaepm

({;Controls Repart
{[iEntifies Report

: Q”w Entity Risk Control Report

01WP_Engagement Letizr.dob

_ 0ZEWP Plaming_Memo.dobs -

03EAP_Procedirs_Reportudoty

'  B4EWP_Project Stehus Update Reportdote

OFEWP_Recammencalion Lxswagdabt
G5-EWP DRAFT Reportdobe )
07EWP_Execitive Summary F Repartdab: .
D3-EWP_FINAL Report.dobe ©t ¢ :

 09-EWP_Project Statis Updata Revort Cheddstdoty
. Action_Hstoryd7.dobx

Combined ] Lmsﬁﬂ?dntx )
Emmd%m&eﬂ?dﬂtx

. Controls, By EnfityD7.dobx

Contros07.dobe

: Entities . dobe

Entity_Risk_Control07.dote

! T Cmﬁaﬁsﬁ?.dahz

September 2016

Seled AUdif Gque The F‘Ie Name should defaul’r to ’rhe NASA S: \Tec:mMo’re\Cusfom
Reports drive. Select report and click next.
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@&wmmemmmmmm

Mammmmmmmmwmmmbeemm ;

£ PAS, Am s:mm:sm nfaﬁaepm
i1 PRE: Leganewﬁfnmfmmm
: LERPAR xsc::mmismm&nzpm
L ?—“{3.&5 Adtmms!:amn

| ASZ.F it e

L{?;___; Ast,b Stamrtnfﬂ'ﬂepaﬂﬁmfm Amirm
fJi mmsmmﬁ&mm ﬁrwmefam

| Oﬁmsmwas‘df

‘Select A2 fo save the Audit Guide at this location., Click Firish, .

A Microsof’r Word documen’r will open as AS2.f Is pulling data from the Profile and .
_Procedure Summary.and. producing an Audit Guide in a reyiewable format allowing. .
the document to be signed off as prepared and reviewed. Signing off as prepared
and reviewed toward the beginning of the audit shows evidence of supervisory review
of the audit guide, as required by the Chopier 2.3 of the NARA OIG Audit Procedures
Manuait. _ i . :

Work done to perform audit steps necessary to address the audit objectives will be
documented in Procedure Summaries using the Purpose, Source, Scope/methodology,
Conclusion, and Results fields and supported by and referenced to other work papers.
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Other Planning ltems: - SR

oA

| Other standard folders for each audit include:

My CA

£33 PA: Reporiing

—E:aw&:u:&mmﬂnqn-t T
f_‘zms:mm:nm&nmt
l{}PAﬁ.LngﬂMuﬂhﬂnmt
i3 PAT: K5 Comementx on Draft Report

{3 AS: Adminatration

}-£E3 ASE: Findog Sheets

i t-{3d ASZ: Adminicirafion

b L AS3: Staba Reports to AIGA

& PG: Program Grous

-2 A: Pianring end Post Feldwork

{13 € Contingercy Plarning

{3 O Seaxity Awareness Training

Audits conducted by the NARA OIG also include the following standard work papers:

DT Wdrlg_ PaperTifle + - - v Work Pqper;]ndex
oo e R T T . ek COde
Audit Announcement AS2.a
Auditors, AIGA, legal counsel and 1G's AS2.b
Statement of Independence
Entrance conference AS2.9
Exit conference AS2.

September 2014
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GAGAS Certification PA3.a

Implementation of recommendations by the cognizant offices and OIG follow-up : :: .
reviews of comrective actions taken by management are performed in separate
projects outside of each audit file.

9. FINDINGS AND GENERATING DRAFT AUDIT REPORTS

=

See Chapter 2.6 of the NARA OIG Procedures Mgrjljj_d_l; Wh’en__.gydijp“r:s' Idgnii'fygd .
potential finding, they should prepare a Finding Sheetin section AS1 using the
excepfion tool. S ' : o
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Clicking dn the eXcepfié_h’ ican wil Qpeh"'fhe fO_IIQMng.dic:Iog box:

Ref: | A.LPRG

-Enter a ﬁﬂeandselecta’tym e e et e e e et e e i e 4 o e oo

Type:!

Mok'e"i_hoh I;kély, ﬂiwe ouc’iiibr];y‘illjbé developmg a new excepﬁon specific to ihélr';_:lUr;‘;liT‘.

Tocreate a n_ew e_kée»p_f_iq.r.i/.ﬂnd‘lng,hgive_ the _ﬁéw _éxcébﬁon a tiﬂe;_ No ﬂ(p‘ekl;s' B

necessary.

September 20146
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'}Nhen auditors identify a potential finding, in TeamMate it is called an issue. The auditor
can document all the necessary elements of a finding in the Issue and cross-reference
to supporting work papers.

.'A draft report can be generating using the reporting fool. This is optional at this time.
The auditor can generate a droft audit report using the reporting tool which pulls all the
ssues/findings ond certain information from the Profile into a Microsoft Word document.

The draft report should be saved to folder PA3. The draft report generated is not a final
document. It provides a good starting pomt for ensuring, alli issues are included in the
draft report. However, fone, |oglca| flow, eXecuhve summory chorge porcgrophs, and
other language will need to be tweaked for draft report issuance. For instance, you .
may find that several excephons written up rec!ly relate to one cause and will be
summarized in one section of the draft report.” If is stressed that the draft report
generated is just your initial starting point for writing your draft report. For example, -
pictures, tables, and charts are encouraged to be added for clarity of issues.
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To generc’re ’[he Draft Report, selecf Review ’rcxb I Genero’re Report The following
diclog box will’ oppear‘ L

W -W&caﬂmhmwwm@h&mbmba 'mm'mmm&mﬁmﬁﬂﬁmwmm'
hrmyadvmdﬁmmhm&mmmofhmwwmabmﬁwmsm ! :

Sdecta rz:m’t&t

: Starﬁardﬁepﬂtt  Cuistom Repert | : D
- E.WPE:Wtzmttetter 01-EWP_Engagement_Letter,dotr
- i i | po e Plinte Meme ot 2 e
Wig- avppmmnm . ' 03EWP Procedire Reportdotx
-1 {4 ~EWP Project Status Update Report. _ o 04-EWP_Project.Status Update_Report.dotx
1 (5 -EWP Recommendation Listing . 05-EP_Rerommendation_Listing.dote
'+ [[6 - EWP DRAFT Repart _ _ D6-BWP_DRAFT Reportdobr
{7 -EWP Exequive Summary Report o _ | 07EWP_Execstve_Summary_Report.dotx
diwae- EWP FINAL Autit Report Dﬁ-EW?FiNAL__Rmdab:
| w9 -EWP Project Status Update Report - Cheddit _  09EWP_Project Status_Update Report_Checkiist. dobe
| [ Action History Repart ) _ Actien_History07.dote
' ﬁcﬁwémdmaepm . _ © Combined fssvesO7.dobe
| v Combinag Procedures Report T : mm@?mu
| ¥, Contrals By Entity Repart
1 fwiContrls Report
v Entities Bepart ‘
{w Ensty Risk ControtReport
: -Kﬁmmtmsw
< Fename: {C.‘Prograrﬁﬁa{ﬁﬁ)\ﬁ‘easnh@atemm\ﬁz&wp Pianrmg Memlhht L

Select Draft Report. Then select the location you want to place it. Then hit '.NE)_(T.
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‘Select Filer 5 chaiie the data. 1fnummmaw,mmmmmmmmnm
\ﬁewerm;etmereﬁ'ledﬁtﬂm : : _ _

EC O o ofpolcies and Frocedives
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22 PA1: Final Report -
-3 ~_m dayﬂeew aﬁmrsanalysas anmagemmtRmmse

i PR3 GAGAS Certification
{5 PA4: fieferenced Draft Report
{3 PAS; AIGA Comments on Traff Report
{77 PAS: Legal Review of Draft Repart
. -4 PAT: 15 Comments on Droft Repart
| @[04 AS: Administration ,
fi4 PG Program Graups & 7

B e PR

Select PA3 10 save ihe Drc:ﬁ Repor’r a’r ’rhis Iocc:’rlon Cllck Finish

TR

A Microsoft Word document will open as PA3 d or ihe next cvallcble ARC TeomMc’re is
pulling data from the Profile and Exceptions section produce a Droﬁ Repori ina
revisable Microsoft Word document. :

] A ; Lo - R
I T S B S SR, N M SR

10. BACKING UP THE FILE S
Backing up elecironic work papers.is very important.. As a part of the service
NASA p(owdes us the auiomahcclly conduci full bcckups every. weekend cmd
nightly incremen’rol bockups Incremen’rc:l backups are only. copies of ’rhe
changes 1ho’r were made to prolecfs dunng fhe day nof Q. backup of. c:ll 1he
projects.
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CREATING A REPLlCA

? NARA does not use Rep!tcos anymore becouse we can access 1he NASA envuronmenf
-from any Ioccmon that has an internet connection.

12 "SCANNING R _
. TeamMate can incorporate scanned images into the file. Teamimage software:
is Included with TeamMate. However, it is highly recommended that auditors

save scanned documents as PDF and not Tedmlmdge becc:use of ’rhe size of .
‘Teamimage file.

:13 INDEPENDENT REFERENCING

~To ensure the qudlity of our work, the OIG Office of Audits Procedure Manuadl
requires that audit reports be independently referenced prior to being issued in
draft. Referencing is the process of marking a report (or a summary workpaper
“or an exception} with the location of the evidence that supports it. Referencing

.checks the accuracy of information contfained in the report. To do so, the

‘independent referencer generally verifies that the indexed information is
sufficient and appropriate to support the report.

You can Use TeamMate's electronic linking features to simplify the indexing
process. When writing the report, insert the appropriate link to point others
directly to the source. Thus, the user can electronically jump from one location
to another by clicking the link lndlcc’for EWP offers four electronic llnkmg
capabilities: : U -

e Creatinga bookmc:rk cnd Imklng to |’r

. L;nklng fo an ARC [i.e., fo an df’roched f' ie)
. A one-wczy hyperi nk, end .
= A two-way hyperlink.

-Which type of link to use depends on the format of the destination, i.e., the
supporting documenfoﬁon. ) '

“Note: 'fhe c:udl’ror shouid noi Elnk to a web site; since web- addresses often
change’ or cease to exist. ‘If you wish to'add a web" page, save The page to a’

“file and import if. ‘Do not create links that would be broken once the dudit is

finalized and stored, such'as linking to a docUment that is not in Tedea’te
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14. PROJECT WRAP-UP

To preserve a findlized project file and protect from changes, TeamMate contains
d finalization process that checks each procedure step, procedure summary,
exoepfron suppomng workpoper and coaching: nofe for prepare and review
sign off. Then the process converts all team roles to read only. In the unlikely
event that changes to the project file are required after findlization, TeamMate
also creates an emergency back up copy of the master file that can be restored.
Only a team member with Reviewer rights, at minimum, can perform the
finalization process. This function is available under the Project | Findlize pull-
down menu option.

It is our policy to run the findlization process only affer issuance: of the final report
and approval from the AIGA. Each auditor is responsible for finalizing their project.
Auditors should work with the AIGA ro ensure oli steps are signed off and all
Coochlng notes have been addressed.

,BEFORE FlNALIZING-——%he ctudltor mus’r creo’re a guesr occoun’r {se’r up the
password as “password") with view only privileges. Also, change the project
name to include the final repon‘ number (For exomple fhe new prorec’r name
would be: "14-01 Audit of XYZ")

It is also our policy fo d:sconhnue finalization if, durrng ’rhe flnoiazo’non process
TeamMate detects any of the following:

= Procedure steps nof stgned off as prepared and/or reviewed:
= Work popers not srgned off as prepored ond/or rewewed

. Excephons not srgned off as prepored ond/or rev:ewed

= Coaching notes not addressed and cleared

Coaching Notes provide the opportunity for effective communication
throughout the auditf, and also provide evidence of supervisory review. Coaching
Notes become a permanent part of the findlized audit because they provide
evidence that an audit review took place. lItis OIG policy that all coaching notes
be retained.

BEFORE FINALIZING:
. The auditor must create a guest account {set up the password as
“password") with view only privileges.

. Also, change the project name to include the final reporf number (For
example, the new project name would be: "14-01. Audit of XYZ").

. Under Planning tab | Profile | Schedule tab make sure the actual end do’re
reflects the date the final report was issued.

. Profile | status and milestones tab - complete milestones
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. Profile | status and msiesrones tab - check the boxes first then change The _
date: , ,
" Pes’r Feld Work (Drch‘ Reper’r) ddd dcrucnl do’re drdﬂ repor’r
.. was issued;
. _Responses Accep’red czdd dcfuol dd’re response recelved
~and

e _ lssued (FndE Repor’r) ddd actual ddfe of fi nal repor'r

FINALiZINGGo fo rhe; Re_yieyy.menu |")_l_=i_r}_czliz_e,'dnd f_ei[ow frhe ir}s’r_rucﬁons. o

15. * UPDATING THE TEAMSTORE AND LIBRARIES AND REPORTS

=Penedlccﬁty, we WEEI updcn‘e our s’rcmddrd Auds’r Tempicn‘es Tede’rore fi les cmd
Reporis.

= For example, we may change a plonnlng procedure s’rep com‘drned in ’rhe
~ Audit Temp[d‘re or add a new work pdper thd’r should be comp!eied Iﬂ
.every project using o lerdry

= We wil perrodlccﬂly need ’ro ddd new s’rdndard procedure sfeps and
excephons fo the Tedefore for use on furure prOJecfs

Tedefore

A TeamStore contdins a'list of team member details, audit steps, work papers,
and findings (exception) write-ups. You can srmpiy click and import team
members, audit s’reps work pdper 1emp!d’res or fi ndlngs |n’ro dnd audit file.

This is done within an dudl’r under Pldnn;ng ch | Ge’r Progrczms A new w;ndow
will open. _ :
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Select Next and you will be taken to the TeamStore Maintenance window. Select
the Steps or documents you want to add from the left hand column then select

EWPbu ﬂmmﬁﬁudﬁmﬂ% mmwﬁ H-ﬂ-mlmﬁaw
- B2 Backpround ’muhvmwﬂhmdna\? i i

.ma'rm{mmnmmml R |
I ) . . mmlmuﬂmm .1 O
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?!f you would Iike to hove a chdnge mdde fo the NARA OIG Teamstore, please
‘contact Carol’ Seuberi or Andrew Clements. She will use ’rha TecmS’rore
Maintenance tool to mcnage the NARA OIG mdb.

‘Updating TeamMo’rg Libraries

A TeamMate Library contains all standard picnning mformcmon c:nd
department terms and standards, helps expedite the planning process, and
provides assurance that our pre-defined best practices are included in every
pro;ecf file. We currenily hove one library file. More .tml files may be c:dded
in 1‘he fu’rure

= |f you would like to have a change made 1o an existing NARA Standard
Audit Library, please contact Carol Seubert or Andrew Clements.

Updating Custom Reports

. TeamMate can be used to generate reports automatically. The term
“Report” as used by TeamMate, refers to a Microsoft Word document that;
when generated, contains all {or subsets: of) the data that is- stored in
TeamMate EWP during the course of the project, including: general audit
information (profile}, exceptions, procedures, and procedure summaries.
Reporis are used to retrieve information from the TeamMate project file. ln‘ro
a Microsoft Word document for distribution, and as a starting point for
revising information inside TeamMate in a specific work paper or for use
' _ou’mde of TeamMate.
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16. TECHNICAL SUPPORT

A wide range of TeamMate support is ovoiloble If a chcllenge onses you
should consider the following options:
Consult the TeamMate On-line Help System:; Hit F] from |n51de TecmMofe fo

. activate the On-Line Contextudlised Help‘Sys’rem i
. Consu[f the following Qulck Reference Guides: 3 - T

TecmMo’re Quick Reference Ccrds ; e y
Legend of TeamMate Symbols..... ;. .~ . s
Shortcut Keys for Tecquie e k

TecmMcte 123

TeomMofe Prepcrers Quick Guide
TeamMate Reviewers Quick Guide
TeamMate Replication Quick Guide

. TeamMate Cross Referencing Quick Guide
Teamimage Quick Guide

« Consult the @ TeamMate EWP User Manual

« Consult the Off-line TeamMate Support Guide dB

« Consult the TeamMate Support Guide dB on the TeamMate Communl’ry
Websife:

« hitps://www.teammatesolutions.com/Home.aspx

+ Contact those experienced with TeamMate in our office.

» Contact TeamMate Support as follows:

S ] LSS I 5 T S U U R G T

cosmst I AT T 2 N B R I

piauiteyy=iete — 0 U PR L Ay o

D8 e

TeamMate AM and CM Support:

TeamMate's commitment to your organization’s success extands well beyond the
implementation of TeamMate Audit or Corurols Management Sofiware Qur expert
sypport staff {3 avaiteble & minlmum of elght hours per day, Monday through Friday, to
assist pur costomers. Suppart {s also provided outside busisness hours through cur
virtual 24-hour TermMate Scfiware Suppont Hodine, available by tetephone in the
United States, United Kngdom, Australla, and South Africa. We also offer TeamMate 1T
Serdices for technlcal installation support.

Signapfora

Morth Aot s . Liva Bema
004498112 -

s fan e cantact Us by emadl - Send Fired

TeamMate Analytics Support:

Jeastate Roaliien SOEpPT Reniend
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f CHA"_PTER 4 - WORK PAPERS

1. POLICY

Work papers shouild be prepared in accordance with the general guidelines
contadined in GAO's Government Auditing Standards (Yellow Book} and with the
additional requirements established i in this procedures monuo! As a generol
guideline, work papers should: ’
(a) com‘om a written audit gmde cross»referenced fo the work popers
(b con’foin odequo\‘e rndexmg ond cross—referehcmg, schedu!es ond
summones, ‘
(c) be dated ‘and signed by the prepc:rer :
[d)be reviewed by a supervisor; {This review should be documented inthe -
work papers. ) .
(e) be complete and decurate enough to provade proper suppon‘ for findings
~ and recommendations, and to demonstrate the nature and scope of
work performed; : |
(f)} be understandable without verbal explonohons.
(g) be legible and neat, as procflcoble, and
(h) be restricted to mattersthat are srgnrf cant and relevant to the objechves
of the project.

To profec’f the confidentiality of the information, work papers are not to be left
unattended or accessible to unauthorized personne! Audit documentohon files
are to be protected from scrutiny, theft, fampering, damage, or loss at all fimes.-
This protection may require the use of file cabinets, desk drawers, or briefcases
with secure locks for Privacy Act information and other sensitive materials.

Under the Privacy Act, personally-identifiable information about'a person, such
as personal identifiers (e.g., names and Social Security numbers) are protected
from disclosure. The Privacy Act provides pendities for any federal employee
who dlvulges personal information, unless that information is exempt from the
Act. S CORE R O SR e

Access to work poper documem‘o’rron by outside porfles er’rher during or after
the audit, will be determined by the OIG's Legal Counsal, in coordination with
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the AIGA and the Inspector:General on a case-by-case basis. In some instances,

it may be necessary to provide copies of the audit documentation to program

officials, so that they may respond to the findings and recommendations or

~ implement comective actions. in other instances, outside parfies may request
access fo the work paper documentation through the Freedom of Information

Act (FOIAL. . B . . o , .

OIG's Legcel Counsel is responsnble for processmg ’rhe FOIA requesfs cmd
releasing information under the Privacy Act. if manczgemen’r hcs marked .
information as sensitive, c:onf‘ dential or covered by some. pnv:lege OIG quI nm‘
disclose to a third-party without nofice to and consuliation with NARA it
information is not so marked but appears to be business sensmve OIG W|I!
generally consult with NARA prior to dlsciosure '

We will use the "CP" designafion, conftdenhcl and proprietary, i m ’rhe schedule

fitle to mdlcc’re when Personc:l[y lden’nf’ ob!e Informc’rton and/or propne’ry datais
present.

2..WORK PAPER ;pENTIHCAleNANb CAPﬂC‘SNfS;

Standards for identifying and captioning work papers are:
1. E?C_l?h _gc;xg‘efc}p:seriéé' of work, p_q.b'e“rs; is Ucc.im;'sé.c):L@ﬁveiy nbjmbﬁg'red‘. I.
2. T_H.e;ﬁr_S’r' pqge‘c;flo work poper shouiéc:lxj_nc:lude the |

a. 'ncme:;orl initials of the auditor preparing the work paper, and the date
- itwas prepared;

b work paper numberor index designation; and .
' ¢. following captions and information.

Source. Each work paper should specifically identify where, or from
whom, 1‘he lnformchon on The work paper was ob’:cﬂned The source _
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shaouldinclude the name, title,.and office of the person providing the
information. When appropriate, the source should also include the
- name of the record or document and the responsible office for conirol
i <. of the record or document. State the specific.source of all information
~. - contained:in the work pdpers so that someone not-familiar with-the

audit can easily locate required information and recreate the sample

selections. This applies to data furnished by the auditee, as well as

data compiled by the: auditor. The source is cited:in sufficient de’rcu! to:

prowde for ’rhe lndependem‘ venf ccn‘lon of the dcﬁa T STRE

‘Purgose Ec:c:h work pcper should nnclude a s’rcn‘emerﬁ of purpose
’ whlch specﬂ" es why ’rhe work pcper was. prepored :
i Scopes: The :s’rofemenf'of'scop_e shquld de’s’cnbe -’rhe period covered .
for therinformation obtained and the basis for the period covered. The
- scope may also déscribe the basis for selecting items for review and -+ -
the relationship of the items reviewed with the total number of items.
Describe the volume of transactions, number examined, and
-percentage of total volume represented by the test, geographic: . °
o locations, period under review, and a description and:justification:of.
> the méthod used in sample selection/methodology. include the dates
of fransactions examined. When-external factors impose constraints,
such as data limitations or scope impairments, these factors must also
be disclosed.

Results {Summary of Work]). This field is used to provide details of the
work performed - This contains the body of the work performed. The
auditor fully documents their analysis of evidence (whether
documentary, testimonial or physical), including the nature, timing, -
and extent of work c:omp!e’fed Thls section supports how the cudl’ror
reached the:conclusion. ’ ; - - L

Conclusion. The results of work performed-satisfying the Purpose,

Concisely and clearly summarize the audit resulls. The documentation
identifies any findings, including data related to condition, criterid, -
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cause, and-effect.The conclusnon must: oddress the purpose ‘of the
workpuper PR SR RN PR S

‘ -3' 'EoCh pcge of a work ‘paper.shows the number.of pages in the work paper
~.and.the‘number of each pc:ge, to fccﬂl?o’re referencmg toa specrr" c
page : C R N

In TecmMcTe EWP ‘rhe obove s?cmdcxrds, a-c,are ccpfured Procedure
Summaries, which are the audit steps, include fields o document the work
paper's purpose, source, scope, results (summary of work), conclusions and
references fo supporting evidence. Edch supporting piece of evidence
(Microsoft Word, Microsoft Excel. TeamMate Image or Adobe .pdf) must be
signed off using the electronic sighc:’rure for each preparer and reviewer. Each
procedure step and procedure summary must also be signed off using the
electronic signature for each preparer and reviewer. . Work: papers are
consecu’rsve!y numbered and have a umque index des&gnohon fo. facﬁl’fcn‘e
referencing.. T o : Cod o

At the end of each lefter section; a procedure summary will be addedwith a
procedure step fo.summarize-this section of the audit and-how it meets the

objectives of the aqudit. For example,section B. may hcve B.1,B.2 and B 3.
Auditors must. odd B.4:asa summary for section B.- e

3. lNTERVIEW FORMAT

All ln’rerwews wnEI s’rate, ai the ;Jﬁise’,r the followsné enformo’no.h:j
{a)date, Tlme ;Gnd Iocoﬁon ofwi’r!l’r:el.tview:. - |
(b) n.drﬁe;,. bé‘sifio.n; =c:1rﬂ1d;o’ﬁ“u:‘~é:;r 1he <3:f;ﬁcfd=l (s)lrﬁervlewed
(c) ndmes of audit staff members pfeSen’r_;- and: -

* [d)subject discussed in the interview.
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Information .obtained from follow-up: lm‘erwews and- felephone calis mcy be
odded fo ’rhe zn;’noi anferwew wn‘re-up EEAS T ’ :
In'ferview Wri’re'—ﬁjbs moy’be documented in the results (summary ofiwork) field of
a procedure summary or in an individual work paper (i.e., Microsoft:Word}.

4, AUDIT EVIDENCE

There are: dlfferen’r Types and sources of ev;dence 1h01 cudl’rors may use,
depending on thée :audit objec’rlves Ev1dence mcy be obfcuned by observchon,
-|an|ry. orinspection.” ! S j
- Auditors should evaluate ’rhe ebjechw’ry credlblllfy cnd rellcblh’ry of the
testimonial evidence. DocUmem‘Gry evidence: mey be used to help verify,
suppor’r or chczllenge ’reshmonlcﬂ ewdence

. Surveys ageneroily prov‘ide ‘self.-*reported'info'r"mcﬁon about exisﬁng Ry
‘conditions or programs.:Evaliation of the survey designand - =
administration-assists'auditors in evaan’nng the objechw’ry C!edIbIhTY Ond
reliability of the self-reported information. Lo SR

* Whensampling is:used, the method of selection that is appropriate WIII
' depend on the audit objectives. When a representative samplé is -
- needed, the use of statistical sampling approaches generdlly results in -
stronger evidence than that obtained from nonstatistical techniques. -
When arepresentative sample is'not needed, a targeted selection may
be effective if the auditors'have isolated certain risk factors or other:
criteria to target the selection. The sampling method used shouid be
-~ documentedin the work papers.: The:sampling method-:used should be
documentéd in the work papers. We generdlly judgmentally select a low.
 samplesize 'and judgmentally select sample itemns bc:sed on rlsk ora .-
random basis and fest key control attributes. K

« When auditors use information-gathered by officials of the audited entity
- as part:of their evidence, they should determine what the officials of the
audited entity or other-duditors didw}‘oh)ebfcin assurdnce over the reliability
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-.of the information. The auditor may find it.necessary to perform testing.of
management's procedures to obtain-assurance or perform direct testing -
of the information. The nature and exienf of the auditors' procedures will

- «depend on the significance of the information to the audit. objectlves and
the nature of the information being used. - L S

e Auditors should assess ’rhe sufficiency and appropriateness of computer-
processed information regardless of whether this information is:provided to
auditors or auditors independently exiract it. The nature, fiming, and
extent of audit procedures to assess sufficiency.and appropriateness is

... affected by the effectiveness of the enfity's internal.controls over the
information, including information systems controls, and the significance of
the information and the level of detail.presented in-the oudltors f’ ndings
and: conclusions in light of the oudl’s objec’nves - ;g b

Appropriateness is the measure of ’rhe qucxln‘y of ewdence that encompasses
the relevance,-validity, and reliability. of evidence used for addressing the audit
objectives and supporting findings-and conclusions. Sufficiency is-ameasure of
the quantity-of evidence used for c:ddressmg fhe audit objecilves and
supporting findings and conclusions.: e

Auditors should determine the overall sufficiency and appropriateness of
evidence fo provide a reasonable basis for. the findings and conclusions, within
the context of the audit objectives. Professional judgments about the sufficiency
and appropriateness of evidence are closely interrelated,.as auditors inferpret
the results of audit.testing and evaluate whether the nature. cmd exten’r of the
ewdence obtained is sufficient and appropno’re * :

Au de’rors_ should .perform and ,dgcument an o,\_{erqll -as'se_ssmeni;of the collective
evidence used tosupport.findings and,conclusions,-including the results of any
specific assessments conducted to- conclude on the valldl’ry and reliabilify. of
specific evidence. s lat A wma e s L T e

When assessing the sufficiency and appropriateness of evidence, auditors
should evaluate the expecied significance of.evidence to the audit objectives,
findings; and conclusions, available corroborating evidence, and the level of
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audit risk. The steps fo assess evidence may depend on the nature of the!
evidence; how the ewdence isused in the oudli or report and fhe CIUdIT
objeciwes : : : : S Coe

When the audifors identify limitations or unceriainties in evidence thatis
significant to the audit findings and conclusions, they should csppEy csddmonol
procedures, as appropriate. Such procedures |nc[ude :
(a)seeking independenf corroborating evidence from other sources;
{b) redefining the audit objectives or ilmlhng the audif s scope to elim:nafe the
need to use the evidence; SR T =
(c) presenting the fi indings and conclusions so that ’the suppor’rtng evidence is
sufficient and appropriate and describing in the report the limitations or
uncertainties with:the validity or reliability of the evidence, if such
disclosure s necessary to avoid misleading the report users about the
' - findings or conclusions (see paragraph:8.15 for additional reporting ‘
- requirements'when-there are limitations or Uncerfaln’ﬂes w1’rh the vczllds’ry or
reliability-of evidence); or ' - : ERERIREE I :
-(cf) determining whether to report the Ilmﬁahons or: uncer’rulnhes as a finding,
~including any related, significantinternal confrol deficiencies.

5. ORGANIZATION OF WORK PAPER FILES

Work paper files con’rctn a Cornple’re record of the prOJeci from ’rhe pre[lmmory
planning phase:through issuance of the final report. The files should consist of
several sections. Each section should contain-a description of the basic
documents and work papers included in the file- cmd be Els’red in atable of
confents with ’rhe applicable work paper- mdex s S

1. Adminisiration Section. in TeamMate EWP this is AS2

......

memoranda of the en’rronce ond exit conferences held wsfh agency
off‘cnais L R T LS _
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(b} Audit:Guide. The audit guide and documentation of any changes. .-
- made fo the guide during the project. The guide is cross-indexed to.
the work papers showing the project resulls pertaining fo each project
objective and step. If a particular project objective or step was not
addressed, the program will be annofated with an-explanation.’
(c) Correspondence. - Project-related correspondence with management
officials, coniractor officials, and OIG officials.

- (d)Work Paper Files Index. The table of. contents for all other work pcpér _
files. In TecmMo’re EWP, the TeomMo’re browser acfs act ?he work
. poper file lndex ' L 0 B

2. Field Work Resul’rs Secﬁons. These sections confain work papers
‘addressing the specific objectives and steps inthe audit guide.
Generally, these work papers are organized by project objectives-and

- corresponding project steps in the order the objectives and steps appear

in the audit guide. Simple p‘rojec’rsx may require--only;pne section; but most
projects require several. Project work paper sections can be established
at the beginning of the project.and modified as the project progresses, or
they can be developed as the auditor performs the work. In TeamMate
EWP, this would be folders s’ror’rmg with B. '

- 3. Report Section. This section should con’rcnn the fmdmg sheez‘s ond draf’r
reports that-have been submitted o the AIGA and the IG, review.
comments, independent referencer comments, the final draft repc')r’r_ S
approved for release, fesponses to the draft report, analyses of the .. -~ .
responses, final report issued, and subsequent updates on corrective .
actions. Itis the official OIG record of the report.. In TeamMate EWP, ?hls
- would be folders s’rc:rhng with PA.

6 SUMMAR]ZING WORK PAPER SECTIONS

At ’rhe end of ec:ch Ieﬁer SeC’HOn a procedure summary wilt be cdded W|’rh a
. procedure step fo summarize this section of the audit and how it meets the
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ObJECTEVES of The c:udat For excmple section.B: may. heve B. 1, B 2 ond B. 3
Audl’rors mus’r add B. 4 cts a summary for sec’non B.

The.proeedur’e.su'mmary should include_: R

| (d) a clear statement and descripfien of the burb'ose or objective of the |
summary; )

{b)an outline of fhe work performed which serves as the basis for the finding
being described;

(c)afactudl summofy of the e.\'/izjenee and |Tssource :(s'): Tliﬂs; ynse?c:fi&en"srﬁefjl.d l'
- contain-enough :nformohon to determine condifion, criteria, cause, and;
wnpoci of thefi ndlngs

(d) a brldge bea‘ween ihe pfOJec’r resul’rs cmd %he proposed
recommendations; and

_;(ei'wm‘nge;qs o 'b,esdo.ﬁ_e;td COf;ECf the prﬂéb\lem('s:)-

7. NUMBERING WORK PAPERS AND WORK PAPER FiLES

b Work pcxpers are numbered when prepored Or as 500N as proc’ncc:t ’rherecﬁ‘er

Indexing identifies each work paper in accordance with a prev;ously established
indexing system.

In TeamMate EWP, the following standard format occurs. TeamMate EWP will

auvtomatically sequentially number evidence workpapers as they are cdded o
the audit file.

gt
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8 INDEXING AND CROSS INDEXING WORK PAPERS‘

The work pérformed and ‘fac':‘tsr‘comoined in'the summiary [procedure step in
TeamMate EWP) will be indexed to the work papers wheré that data-wias
obtained. The objective should be cross-indexed to ’rhe c:udl’r gutde and other

1
) [;'

cross-indexing may be necessary in: the work | pc:pers L
Indexing {one-way and two-way) entails referencing the supporhng or related
work papers. A One-Way Referénce is d direct indexreference from a specific
work paper location to another work paper. A reference link only exists at the
starting link location. These types of links are handy for one-way informational
references, such as “see memo on‘bolicy at ..." type references. A Two-Way
‘Reference or point-to-point referencing refers fo the ability to reference any iwo
dlscre’re Ioccﬁons or pom’rs ‘fogeTher ’ro cnd from eoch o’rher R

T v . . : . {, . . o ;

The following are indexed:

* (a) work papérs dnd attachments that rela’re ’ro eoch o’rher in order’ro
avold: conflicts of facts and datdi R o

(b) work paper summaries (procedure steps within procedure summaries
in TeamMate EWP) to the supporting work papers and attachments to assure
objectives are (:lddressed;i and

(c} draft reports to work paper summaries and/or supporting work papers
and atfachments. =~ |
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Each wark paper attachment should adlsc be referenced to the work papers:
summary/ procedure sté€p inTeamMate EWP. Auditors should make sure’ all
~work paper attachments are capiured-in the source of a work paper :
summary/proceduressiep in TeamMate EWP. Two-way referencing should be:: :.
done when possible.
' AL T H R (R T S T

A best practice is to add a reference to the each work paper attachment, i.e.: -

i -'v

This c:l!ows 1he work paper cﬂachmenf ’ro siond alone wi’rh a reference fo ’rhe g
appropriate procedure step. T e LIRS

?. ACCESS TO WORK PAPERS

Work papers developed during the course of a project become the official
records of the OIG and must be adequately safeguarded to prevent access by
unauthorized persons or premature disclosure of information, and to ensure they
are not lost, stolen, altered, or destroyed. When the auditor is working outside
the OIG office, work papers which are not in use should be locked in a file
cabinet or desk.

Under most circumstances, the use of work papers will be restricted to OIG
employees. All other access to work papers must be specifically authorized by
the IG. Requests for access to the work papers will be reviewed by the Counsel
to the IG, before forwarding to the IG for approval.

Exceptions to disclosure include legifimate confidences which should be
protected. Special care should be exercised on requests for information
fumnished by an informant other than in the regular course of official duties.
Officials outside the OIG will not be allowed access to audit guides or other

- materials which provide detailed information on the scope and nafure of our
work, before the draft report Is circulated.
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In carrying out its audit responsibilities, GAO will require information on the scope
and nature of auditwork performed or planned by the OIG. -Our policy:is:to -
make work papers,; including audit guides, available to GAO for this: purpose -
and to discuss fully with GAO the audif work: performed or' pEonned

The 1G retains respons:blin‘y for deC|d|ng whether information can be re!eosed fo ,
the:public: . : SN . e

In accordance wﬁh NARA Records Schedule - Chop’rer 12 Audit case f;les of
infernal audits on NARA programs, cperations, and procedures, and audits
conducted -on contractors. Records consist of audit reports, correspondence,
and supporiling work papers should be maintained by the Office of the .. - -
Inspector General (OIG) and may be destroyed 8 years after yearend-of the., .
completion of the final report (See Attachment 4-1).
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Attachment 4-1

1282NE

Chapter 12. Audits Bd investipations | NARAG ik

Chapter 12, Audits and Invesigations

August 7, 2007

These aperational records relate to audits of NARA programs end
carfractors, progresy reports of aclions tsken loresoive atidi firdings, and

neestigations of pessible Unle ol REREY,
o Aud] Adroivictration
# Sycie and Inysshaaiione

‘as;; ;Ia‘i«

« RERERVED

. i feg rf Confamedt i

Andit Adminisiration

Fila # | Description i Dispositian
120! llﬂitﬁ&uiﬂmﬂnnkubaldrln

 Dncuments nelzing o ma tuting npam" o g
administration rttng ‘I'L‘rmn Bt HOT

routing nistration dasaribedin |
ﬁhmgédlsg umdammmewqm i
g%sam eorm:tsarm
Mﬂk Mmanal areas, wanm: g ﬂ'lﬂﬂﬁ and -
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contasors
miaf trends, sad
#M % of priar au&!sﬁm
M‘:ﬁmaﬂ A

sumoranzed vsfm'mat?m o thl staiue of udd
activities, selected sudt Hndings and
reenmmencions, ard tiher auct metiers,

1208 | Audit Guidance A :
ments freated in pregading, dearn an;t Dastroy when ?emedad sanceled, o
mgxpmimum znmdg g; se by &Bﬁnu&.& BABTA}
2udiery o NARA mtemal and mnmd aud&tm
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' CHAPTER 5 - REPORTING RESULTS -~~~
1. POLICY

The purposes of audit reports are to (1) communlca’re the results of audits to |
those charged with governance, the appropriate Sfficidls of the audited enﬁ’ry
and the appropriate oversight officials; {2) make the results less suscep’ﬂble to
misunderstanding; (3) mc:ke the results available to the public, as applicable;
and (4) facilitate follow- -up to de’rermlne whe’rher cppropnc’re c:orrec:f;ve cc:’nons
have been taken. :

An audit report represents our final product. The OIG's stature and image, in
terms of how well the audit mission is cccompllshed ere measured clnd Judged

largely by the quality of written audit repor’rs Therefore, an OIG audl’r report
must be @ professtonci product in ferms of con’renf organization, and
oppearcnce Everyone involved shores in fhe responsabzll’ry of achlevmg o
excellence in repori writing. AudnL repor’rs shou[d be wnﬁen ina modern,
converschonci sfy!e wﬁh Iongucge 1hci is 5|mp|e clecr, Gnd concnse . N

2. STANDARD AUDIT REPORT FORMAT
Starcrd 01 gyt reports il ysyally contain these parks;
') Cover [See Aftachment &-1)
(c)Table of Contents
_(dExecuivesummay
(e) !n’rroducﬁon

1. Background -
_ 2. Objectives, Scope, and Methodology
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(f) Findings Section(s): O IER LA SR A
1. Summary Pclragroph
2. Development Section
3. Recommendations

 (g)Other Matters (if dpplicable)

(h) Appendlces o

N Lis’r of Abbrewc:’nons cnd Acronyms (lf appllccbie)
2 Mancgemen’r‘s Response to the Reporf S
3. Report Distribution Lls’r

Audl’rors should use fhe Audl’r Repor’r Formcﬁlng Checkllsa‘ cs a guade when
formaﬁlng audi’r reports (see A’r’rachmen’r 5—2) o
All audit repor’rs must be sc:ved cs a PDF ftie and be 508 compllcm’r Compllcnce
sfcndc:rds are se’r by Sec’uon 508 of fhe Rehcbalﬁahon Ac’r of 1973 that requsres
federal agenCIes ’ro prowde soﬂware cmd websﬁe OCCGSSIbllITY ’fo people wc‘fh
disabilities. Whén websites are 508 Compllcm‘ ’rhey are accessible to all users.
See Attachment 5-3.

3. Audit Report Signatures and Distribution

* Audit reports are fo communicate the résults of audits 16 thosé ehdrged with ™
governance, appropriate officials of the audited entity, and the cpproprlm‘e
oversight officials. Distribution of audit reporis supports ’rrcmspcrency makes
results less susceptible to misunderstanding; and facilitate follow—up ’ro de’rermme
whether appropriate correchve actions have been taken

The OIG will distribute audit reports fo the appropriate audited entity officials,
and as appropriate, fo other officials who have legal oversight authority or who
may be responsible for acting on audit findings and recommendations. The OIG
will document any limitations to report distribution.

Draft Audit Reports B
The Assistant Inspector General for Audits (AiGA) will 5|gn al drcrﬁ oudn‘ reports
addressed to cognizant NARA Officials (Agency Heads or Designees) following
September 2016 : oo -Poge 5-3
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the Inspector General's {IG) review and approval of the draft report: The
responsible Auditor will prepare the transmiftal letter and distribution list ensuring
the appropriate level of management receives the draft report.-

Final Audit Reports: - R A :

The Inspecior General (IG) WI” sign:all ﬁnol c:udnL reports: cddressed tothe
Archivist of the United States. The AIGA will ensure the transmittal letter and
distribution list includes the Gppropnm‘e level of managemen’r

4, AUDIT REPORT SECT!ONS

{a) Execulive Summqu. This sec’rlon summarizes the report. | provides a brief
description of the more important findings, adverse effects, and
recommeridations in the report. It should provide réaders with an accurafe
understanding of our major conclusions without having fo read the enfire
report.” Corrective acfion taken during the audit on audit findings will dlso be

- notéd here. Where appllcable, refer ?o ln’renm reporis that Ied to ’the ‘
correctlve ocflon SR S C

(b) Infroduction. This part of the report contains background information:and -
prowdes defolls abouT the objec’ﬂves scope, ond meihodology of The audl’r

1. ockground The chkground sec’rlon is desagned to give:the rec:der
an:understanding of the nature and size of the audited program, -
function; or entity and any special problems, circumstances, or events
related 1o the audit. For example, agency:policies relating to the audit
should be explained to put the audit results and recommendations into
proper perspective. This section may also include legislative or
regulatory criteria.affecting the program, function, or entity. ‘Data on
available resources, such as personnel strength-and funding, will also
be included in most reports.” Care should be taken to include only-that
background information which is relevant and necessary.

2. Objectives, Scope, and Methodology. This section of the report will -
give the reader details on the objectives of the audit; what was -
" audited; why the audit was performed; the auditing standards and:
methodology followed; the period of audit; and where the audit work
September 2016 - Page5-4
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was done; including comments on a multilocation audit relationship, if
~applicable.: Each report should include for cm-c:U:di’r conducted.in:
accordance-with GAGAS the following paragraph: *

Our [performance or financial] audit [or attestation engagement] was
conducted in-accordance with generally accepted government auditing
standards.: These standards require that we plan and perform the audit
[or attestation:engagement] to obtain sufficient; appropriate evidence to
provide a reasonable basis for our findings and conclusions based on our
audit objectives. We believe the evidence obtained provides a
reasonable basis for our findings and conclusions based on our audlf for
.attestation engagement] objectives.

If the auditis no’_r Conduc’re,d..in _c:ccord_clnceewi’r_h GAGAS, the report should.. .
include.a modified GAGAS compliance statement: Sfating either that (1) the.
- auditor performed the audit or attestation engagement in accordance with
'GAGAS, except for specific Gppllcable reqmremen’rs that were not {ollowed, or
(2) because of the significance of the departure(s) from the requirements, ’rhe
auditor was unable to and did not perform the audit or attestation engagement
in accordance with GAGAS. Situations when auditors use modified compliance .
statements include scope. Ilml’fc’nons, such as restrictions on access to records
government officials, or other individuals needed to conduct the audit. When
auditors use a modified GAGAS statement, they should disclose in the report the
applicable requirement(s) not followed, the.reasons for not following the
requirement(s), and how not following the requirements affected, or could have
cffec’recl the audit ond the assurance prowded 5

Audiis must- state whefhet? somplingresulfs con be projected to the intended
population when sampling is significant to the audit findings, conclusions, or
recommendations. :When using non-statistical sampling methods; include the
following language in the report:."The results of a non-s‘rc:’rls’rlcal sample cannot
be projected to the intended populafion.” - : 4 :

(c) Findings. According to the GAO.Government Auditing:Standards,the
elementis needed for a finding depend entirely on the objectives of the
audit.. Thus, a finding or set of:findings is complete to the extent that the

-audit objectives.are addressed and the report clearly relates those
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-objectives to:the elements-of a fihding.: For.example; an audit objective may
be limited to determining the current status or condition of program-
operations or progress in implementing legislative requirements, and not the
related cause or effect. In this situation, developing the céondition would. < -
address:the audit objective.and developmenf of fhe other elemerﬁs ofa -
finding would not be necessary. ' : T

For.our reports, 'a well-developed Findings Section will usually have .certain ... ¢
characteristics and parts. - it will begin with a: brief summary:paragrdph of the-
overdll conditien, including what was found to-be wrong or needimprovement,
and the actualor potential effect resulting from the.condition.. The rest of the. -
section will develop the finding and include a comparison:of "what is* . - ..
(condition} with "what should:be" (éri’rericl),z and:an answer1o the question 'what
does this mean?2" or*so whate" (effect): Further, if an auditreportistobe. -~
constructive, the reasons why {cause) there is a difference between "what is"
and "what should -be" must be identified:and explained. ‘Having idenfified the ..
cause,the hext Iogeccl s’rep isto meke aQ recommendcilon Wthh will solve ’rhe ,
problem R R e T ST .

Findings should-normally be presented in order of significance.  Do:not fry to -
enhdnce minor findings by putting them first or before. more significant findings.
Each aduditor will apply professional judgmentin deciding whether each:fi ndlng
is important énough to be includedin the report, or would be more -+ -
appropriafely presented in-an audit memorczndum IEERE NP

Whenever possible, combine similar or relc:ied_minor findings info one significant
finding.. Doing this may enable you to better develop and show basic :
management weaknesses (causes), more sigrificant actual or potential adyerse
effects, and support recommendations made fo.correct the underlying causes-
for a number of conditions and adverse effects.

In most instances, noncompliance with regulations should not be reported as
the principal point of a finding unless the objective of the audit is fo conduct a
compliance review: The performance; or lack of performance, which is caused
by deviations from regulations shall be given primary-emphasis. When.pos_sible,
tie findings and/or associated effects to the ‘agency mission or 1o the NARA -

September 2016 | | . Page 56



National Archives and Records-Administration
Office’of Inspector. Genéral = Office of Audﬂs

Strategic Plan. This makes the fi ndlng more 1mpor’rc1n1 ihereby maklng it easier
TO usell 1‘0 mﬂncgemenf LI - [ : P R AT L sites 1

' If a commen’r in a ﬁnding re‘presenfs' ari*opinion oran assumpﬂoh, it will be so
identified. The basis for the opinion or assumptionwill be stated in the repon‘
and must be fully supported in fhe audit work papers.- :

All name references which direcﬂy.id‘eniify"indiVidu_ul‘pers’o_ris shall be omitted
from the findings-of audit reports. - Appropriate: position fitles may:-be used.
Management's comments.and reactions to findings shouldibe credited fo the -
responsible official:by fitle, position, or:office; to the maximum extent possible. - If
individual identfification is necessary for understanding or to effect corrective . -
action, furnish this'information separately to the’ audited organization. The work:
paper file shall document that such informaticn wds furnished. ‘]

Even'though auditreporting involves criticism, the crificism must be presented.in
a cohstructive manner. Wording will never be sarcastic or. anfagonistic: ' Reports
should merely state the facts forthrightly along with the auditors' conclusions:

The findirigs section should also disclose any findings from a prior audit that have
not been resolved and closed, and corrective action is still needed. Show the
title and-date of the audit report in which'the prior finding appedred. Referto -
or cite information from the prior report. - Explore and comment on the reéasons .
why only partial or no action was taken on the prior recommendation(s} and -
why full implementation is sfill needed.

Each finding will have:a subject. title and: a-section for recommendations. A"
separate section for Management Response ‘and Evaluation of Monagemen’r
Response will be included in final repon‘s if: oppropncn‘e _ '

(d) Appendices. Lists, copies of documenfs that suppon‘ the reporf tnciudlng
management's comments on:the draft report, should be attached as -
Appendices. Assign each appendix an idenfifying title typed in.capital -

. letters and centered at the fop of the page. Appendices will be identified
<by capital letters in.the upperfight:hand ¢orner of the page: If ’rhere is only
one appendix, no capital letter should be used. S : !
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Performance Audit Reporis

Auditors should report deficiericies in intérnal.control that.are. -
significant within the context of the objectives of the audit. Auditors. -
should also reportinstances of fraud, noncompliance with provisions -
of laws, 'reguleﬂohs contracts, or grant agreements, or abuse that -
have occurred or are likely to have occurred and are: mgmf‘ cant
within the con’rex’r of: ﬂwe audti objechves v Ll

Auditors should include in the oudh‘ repori (1} the scope of their work on internal
control and (2) any deficiencies in internal control that are significant within the
context of the audit objectives and based upon the.audit work performed. -~
- Auditors should referto that written communication [see:Management Letter .
section} in the audit report, if ’rhe wn’r’ren communiccn‘ion is seporc’re from the:.
oudl’r repor% e 3 fr

Ina performonce c:udlf audlioa’s may conclude 1‘hm‘ ldem‘lfled deﬁCIenCIes n.
internal conirof that-are significant within the context of the audit objecilves.cre
the ‘cause of deficient performance of the program or-operations being
audited. In reporiing this type of finding, the [n’rema! control deficiency would -
be descnbed as 1he cause.

When oudi’rors conclude,‘bes’ed ‘on sufficient, appropriate evidence, that fraud,
llegal acts, significant violations of provisions of confracts or'grant agreements,
or significant abuse either has occurred oris [|kely ’ro have occurred, 1hey should
report the matter as a finding. - e b S

When fraud, illegal acfs; violations. of provisions of confracts or grant, -+ + -
agreements; ‘or.abuse either haveoccured or are likely to have occured,
auditors may consult with authorities or legal counsel about whether publicly - -
reporting such information would compromise investigative or legal
proceedings. Auditors may limit their public reporting to-matters that would not
compromise those proceedings, and for example, report only oninformation
that is already a part of the public record.

September 2016 ‘ . - ‘Page 5-8
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Financial Statement Audit Reporis

For financial audits, including audits of financial statements in.which

auditors provide an opinion.or disclaimer, auditors should report, as -

applicable fo the objectives of the audit, and based upon the audit.

work performed; {1 significant deficiencies in internal control, identifying

those considered to be material weaknesses; (2} allinstances of fraud. .

and illegal acts unless inconsequential; and {3) violations of provisions of - -+

coniracts or grant agreements and abuse that could have a material

effect onthe financial statements. T
For all financial audits, auditors should report material weaknesses and.
significant deficiencies in internal control. - In assessing the significance of |
contral deficiencies, (material weakness or significant deficiency) the auditor
should consider qualitative considerations such as public accountability of the .«
audited entity, legal and regulatory requirements, the visibility and sensitivity of
the entity or program; the needs of users and concerns of oversight officials., and
current and emerging risks and uncertainties facing the.government entity or
entity that receives government funding. The auditor should also consider, when
assessing the significance of a deficiency in internal control: - ' -

(a)the likelihood that o defi iciency, or combinoﬁon of def ciencies could fail
to prevent-ordetect a material misstatement. of an acc:oun’r bc:llcmce or .-
~disclosure; ond : ' BN ST

(b) ’rhe magni’r_ude of the potential misstatement. . - .

When auditors conclude, based on sufficient, appropriate evidence, that.any of
~ the following either has occurred or is likely to-have occurred, they should
include in TheEr'Gudii repor.’r ’rhe*zrelevenf_informd’fion about: -

(o}froud and lllegc:ll cac:fs fha’r hc:ve an effec‘r on the fi nancnol s’rcﬁemen’rs Thaf
+Is more than lnconsequenhcl R SR T
(b} violations of provisions of contracts or grant agreements that have a

material effect on the determination of financial statement amounis or
other financial data significant to the audit, and
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(c}abuse that is material, either quantitatively or gudlitatively.

When auditors detect violations of provisions of contracts or grant - -
agreements or abuse that has an effect on the financial statements that is

less than material but more than inconsequential, they should :
communicate thosefindings in writing to officidls of the: audited entity.

When fraud, illegal acts, violations of provisions of contracts or grant.
agreements, or abuse either have occurred or are likely to have occurred,
auditors may consult with authorities orlegal counsel.about whether publicly
reporting such information would compromise investigative or legal :
proceedings. Auditors may limit their:public reporting to matters that would not
compromise those proceedings, and for excmp[e report only on lnformcﬁ:on

. thatis already a part of the public record.

Aﬁesfuiion Engugemenf Reports

For c’r’res’rqhon engcgemen’rs, audn‘ors should: repori Qs app!ecobfe fo the o
objectives of the engagement, and based upon the work performed, (1) :
significant deficiencies in infernal control, identifying those considered to be
material weaknesses; {2) all instances of fraud -andillegal acts unless
inconsequential;‘and (3) violations of provisiens of contracts or grant .
agreements and cbuse that could hove a mc’rencx! effect on.the subjec:’r matter
of ’rhe engagemen’r ‘ n R

For all fmancml oudl’rs, oudn‘ors should report material wecknesses cmd
“significant deficienciesin m’rernol control.” : SRR

When auditors conclude, based on sufficient, appropriate evidence, that any of
the following either has occurred or is likely o have occurred they should - .

include in theirreport the relevant mformcn‘lon about: .

{a)fraud and illegal acts ’rhcd have an 'effec’r'on .’rhe subject matter that is
more than inconsequential,
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(b) violations of provisions of contfracts or grant cgreemenfs ’rho’r have a
material effecf on ’rhe sub}ec:\l mch‘er. cmd

(c)abuse that is ma’rencsl To ihe subjec? ma’r’rer, either qucnhiahvely or
quolﬁcrhvely SIRVE : ' >

Violc’rions Of provisions of contracts.or grant agreements or abuse that has dn
effect on the subject matter that is less than material but more than' - _
inconsequential, should be communicate in writing fo entity officials.. .. -

When fraud, illegal acts, violations of provisions:of contracits or grant
agreements, or abuse either have occurred or are likely to have occurred,
auditors may consult with-authorities or legal counsel about whether publicly -
reporting such information would compromtse mvesftgohve or Iegczt
proceedings. SRS ;

Auditors, even if they have resigned or been dismissed, should report known oer. -
likely fraud, illegal acts, and violations of provisions of contracts or grant
agreements, or abuse directly to parties outside the audited. enh’ry in fhe
following two csrcumsfcnces - ' g .

(a) When eniity moncgemen’r,fc:ils to satisfy legal or regulatory requirements

to report such information to external parties specified in:law:or regulation,
. auditors should first communicate the failure to report such information to.

those charged with governance. If the audited entity still does not report:
this information to the specified external parties as soon as practicable
after the auditors' communication with those charged with governance,
then the auditors should report the information directly to the specified .
external parties. .

‘(b) When entity management fails to take timely and appropriate steps-to
respond to known or likely fraud, illegal acts, violafions of:provisions of -

contracts or grant agreements, or abuse that: :
1. islikely to have a material effect on the subject matter and -
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2. involves funding received dlrecﬂy or indirectly from a government
~ggency, auditors should first repor’r management‘s failure. ’ro *’que hmely
e c:nd oppropnc:fe s’reps fo ’rhose chorged wﬁh governc: :

If the audited en’niy sill does ncn‘ 1czke hmely and oppropnaie sieps cxs soon as
‘practicable after the auditors' communication with those charged with .
:govemance then the auditors should report The enh’fys fallure fo Tcke hmely
‘and opproprlote s’reps dlrecﬂy to ’rhe fUnd[ng agency :

‘Auditors should, ob’raln sufﬁment appropnufe ewdence such as ¢
from oufside parties, to coroborate assertions by. enfity managery
reporfed:such findings in Gecordance with laws, regulations; and
agreements..,

In presenting findings such as deﬂcaenc;les in ln’remai com‘rol froud I![egal cc,ﬁj,‘ :
violations of provisions of contracts or grant agreements, .and abus ”{”de’rors
‘should develop the elements of the findings 1o the extent nec:essdry o c:chleve
‘the engagement objectives. If auditors are able to sufficiently devetop:fh_e s
- elements of a flnding, ihey mcy prov:de recommendcmons for correchve RPN

‘action. ’

‘Audifors should plcce fhelr f ndings in; perspec’nve by descnblng ’rhe na’r_ gand
.extent of the issues being reported and the extent of the work. performéd_ ’rhat
resulted in the finding. To give the rec:derc bcs:s for ;udglng The pre: ‘ e ang
consequences of 1hese findings. OUdITDl’S should, as c:pphcc:ble relaie the: S
instances identified to the population or the number of cases examined and
quantify the results in terms of dollar value or other measures, as:appropriate.. if
the resulfs cannot be prolec’red audn‘ors should ilml’r ’rhear conclusmns S

occordlngiy
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By Day 10

By Day 15

By Day 40

By Day 45

7 days after

issuance

'{Jr’h's- c-a

% Reporting Audit Results: -

| Draft Audit Report The OIG will i 1ssue draﬂ ‘audit report to the

.issuance of the draft audlt report

‘Executive(s) of the’ appropnate office and Accoimtability (CA).
.The exit conference is also scheduled w1thm 10 days a.'&er

vy oot

Y

Exit Conference - The QIG will- conduct an ex1t confcrence W1th
the Executwe(s) of the appropriate office and NARA’s audit -
liaison to discuss the draft audit report, including informal
comments and preliminary actions for the recommendations. CA
will provide commients to the OIG prior to the exit conference.” -

“Updated Final Draft Audit Report — The OIG will provide an-

updated final draft audit report to the Executrve(s) of the '
-appropnate oﬂice and CA

Comments and ACthIl Plans Fmal wnttenrcomments and
' actions ‘are provided to the OIGby CA.- el ST

I

Final Auit Report - The OIG il issue a fnal audit report, .

Redaction Suggestions — All redaction suggestions based on
FOIA exemptlons must be subn:utted to the IG’S counsel mthm

.....

|l. ERAN

FRI i e el . L

The. OIG will coniinue to conduct status meetingsiwith-management and provide . - -

information on findings identifled throughout the audit process. Management is also -

encouraged to contact the auditor and meet as frequently as possible to ensure they,

are knowledgeable about perfinent audit findings. These status meetings aliow the OIG
and management to clarfy data, misunderstandings of processes, and questions about
findings that will be documented in the audit report. '

1 The Reporting Audit Results cycle uses ca]enclar days.
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5. MANAGEMENT RESPGNSE AND EVALUAT!ON OF MANAGEMENT
RESPONSE s

This section will dppedr in final reports only, Comments will either be obtdined at
the exit conference or through written commenis on the draft report. 1f - '

- management declines to comment on draft findings and recommendations,
indicate this in the report and issue it.

Mcncgemen’r's comments on each finding may be presented verbatim or

summarized. A copy of management's wnh‘en response, hOWever shouid a!ways
be included as an appendtx tuthe report SRR SEEDE O IR s :

When summcrizing ’rhefcommeh’rs, be sure to state whether management -
agreed or disagreed with the findings and recommendation(s)., and describe
any corrective actions management has agreedto ?c:ke Be c:creful Tha? '
moncgemen’r's commenis are summdnzed correcﬂy b

When the ofﬁcicl commen’rs opp‘ose'ihe draf’r ﬁn‘dingiand'recommen,dﬁon'(s):.-
and we conclude that management's position is without merit; we must. -
effectively rebut its position and explain the reason for maintaining our position.
In some cases, rather than place undue emphasis on a strong rebutial following:
management's comments, it may be better to rewrite the finding, giving -~
appropriate recognition to the comments and our reaction in the body of the
finding. ‘This freatment may be particularly desirableto avoid having to insert a-
lot of new material in'our rebuttal. Conversely, it may be necessary to:come up-
with more support for the finding, modify. the finding, or drop it, if we think
management's position is valid or casts doubt on our position. In short, we will
not leave the reader with conflicting information:without some:attempt to clenfy
our position, reconcile the views; or modafy the fi ndmg ’ro ellmlno’re T
mconsistenc:es or confuszon E T TN T S SO ST
If the recommendc’rib‘h‘, as. 'presenfé‘d in a draft report. is no longer appropriate
or valid after we get management's response, we can, in the final report:
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(a)drop any reference to the draft repor’f recommendation and that part of the
reply relafing to1t,-or if it seems appropriate, briefly discuss the diaft report.
recommendation and reply in the development section or.in a:footnote; or

{b}add new information and revise the finding as necessary {or drop the.
finding). . - . o e

6. REPORT REFERENCING

Independent referencing is a:vital component of the. Office.of Audils quality
assurance and shall be compleied before the issuance-of the draft report-and. -
final report. Independent referencing does not relieve the audit team of its
responsibility for the report; and is not a substitute for supervisory review.

Parficipating.in independent referencing of our audit work is NOT optional. -
Independent referencing is a vitally important part of our quality assurance - -
process and is everyone's responsibility. When and if selected to complete a
referencing assignment, the referericing:takes precedence over current -
assignment and requiresthe referencer’s full attention.. -« -~ -

Immediately following the Inspector Generadl's (IG) approval of the draft audit - -
report, the. Assistant inspector General for Audits (AIGA) or designee will assign a
reference GS 12-'GS 14, who was NOT part-of the audit feam conducting the..
work and contributing fo the report. All'efforts will be made te ensure the
referencer assigned to the draft audit report will also reference the final audit
report. . . o e e - oL :

Once the referencer.is assigned, they will be named as the Independent. .
Reference Reviewer (IRR):and added to the TeamMate file as.a - - DR
“Preparer/Reviewer". Referencing should not start until the:audit team:has «
completed its report indexing fo audit documentation and supervisors have
completed theirrequired reviews of the .audit documentation.

The IRR is responsible for defermining that eve‘ry figure and statement is reported
correctly. This includes ensuring that the opinions, conclusions, and '
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recommendations are reasonable and are consistent with, or supported by, the
factual material examined. Audit conclusions-and findings must be supported
by sufficient and appropriate evidence. The IRR must insert a tick mark or lnl’noi '
to denote cccep’ronce of the index suppor’nng the evidence: :

The IRR comrnen’rs are Used.)‘o docurhen’rcc:seswhere"rhex-lRR- questions:the
accuracy of; or support for; a statement, fact, or figure in the 'reporf.'"AII IRR:
comments must be documented and addressed-on‘a referencer worksheet
(Attachment 5-4}, in a comment box in the report Word document, orin -
TeamTalk within TeamMate.

Upon completion of IRR's review; the IRR nofifies the designee for the teamto
begin addressing each of the comments. Aftachment 5-5-are some: general IRR
Do's and Don't's. :

The [RR will review the audit team's response to each comment. If the IRR is
satisfied with the disposition of the comment, the IRR should document -
agreement by nofing “Resolved" and document his/her initials.

If the IRR is not satisfied with the action faken by the audit team, he or she must
raise-those issues 1o the AIGA who is: uh‘lmafely responSIbEe forthe accuracy of
the report. If all comments are not resolved, the AIGA has the authority to .
accept responsibility for the disputed issues involving wording or interpretation of
audit documentation, but not on disputed issues.of fact. The AIGA is fo consult
with the I1G regarding any disputed issues of fact or in’rerpre’rcﬁon.'

" Once the review is completed and all comments are resolved, the IRR must
complete the IRR Checklist for Referencmg Audits/Evaluations (See Aﬂcchmem
5- 6)

7. REPORT AND RECOMMENDATION TRACKING

’ Off ices provnde written mancgemen’r commenfs cmd cchon plcms durlng 1he .
draft report process. [FNARA management is unable to respond in the tfime - .
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frame specified in the action plans, it should notify-the OIG in writing: of the:
reason:for the delay and provide:a revised response date:

When management is forced by changing events to reconsider its position on
any OIG recommendation, or if an alternative approach to correcting a
weakness is decided on by management, the audit resolution official should
provide the OIG with this information so that the OIG can fully consider:
management's comments, before reporting that management has not -
addressed an audit recommendation in-the OIG's Semlcnnuul Repon‘ to the -
Congress. : co

Periodic evaluations of the audit foilowuup system should be conducted, to -
determine if the system results in efficient, prompt, and proper corrective achon
on audit recommendations. s :

8. MONETARY BENEFITS -

Although the fullimpact of OIG reports, pcﬁiculc:rly those resulfing in increased
effectiveness or improved efficiency, carinot-always be measured in terms of
monetary impact, many audit recommendations produce a monetary impact
that can be measured and supported. In this regard, OIG policy is that all audit
reports will be evaluated to determine if they have potential monétary impact.
Savings reported wzil be measurab[e supporiable ond uﬁrlbufoble to ’rhe work
of OIG. ' : S A :

9. ADVISORY AUDIT MEMORANDA AND AUDIT MEMORANDA

Advisory Audit Memoranda and Audit Memoranda {see Aftachment 5-7 and 5-
8) are another method of communicating the results of the audit to NARA
management. They should be used to address flndlngs or deficiencies that dre -
judged by the auditors not to be material or significant enough for inclusion in
the formal auditreport, orif there are no findings fo report.” The audit report
should reference any findings communicatéd in an audit memorandum to
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NARA officials, and should state that "otherfi ndlngs were repor’ted o
management in an audit memorandum : ) :

They may beissued in: conjunchon with an audit reper’r or moy ?oke the. place
~ofa formol oudl’r repor’r ' - BT : , , ,

{q) Con’ren’rs of an AudhL Memorandum. Theformat may vary, depending on
the specific requirements of the audit. However, an audit memorandum will
contain most of the same:information that is required o be includediin a -
formal audit report. That is, audit memoranda should include:

. astatement of the audit objectives and a descnp’rlon of ’rhe oudlf scope
‘and methodology; : G L :

2. afull diSCUSSIOI‘! of the opphcoble flndsngs ond where applicable;, 1‘he
i auditor's.conclusions; . b s e

3. fheac.ouse (s)- o_fg pr«.ob!,em‘ qfeqs notfed in the oufdi\trqnd [econ%rﬁendoﬁons :
for actions.to corr,e,c;t-;—,the problem areas. and{o improve operoﬁons: and-

4. the s’ro’remen? ’rho’r “We conducted ﬂ’\ls performence oudl’r N oy
accordance with generally accepted government audifing s’rondlrds
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence 1o provide a reasonable basis for our -, .
findings and conclusions based on our audit objectives. We believe that-
the evidence obtained provides a reasonable basis for our findings and . -
conclusions based on our audit objectives.”

{b) Procedures for. Issuihq Audit Memoranda. T'he;: p_repgr_o’rion--end i.:r,s'ucjﬁq:e Q_f:_'
audit memoranda will not require that all GAO Government Audifing.
Standards be complied with. Specificdlly,

LT e ey

Lo Audit fﬁemofondo will be Endeneﬁndenﬂy ref_erehced. .

2. Audit memoranda will be issued only in final form if no audit
recommendations are made, therefore no management comments will
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be solicited orincluded.inthem. However, accumcy of: 1he mcfenol may
be discussed with management; and verified. ) Lo

3. Audit memoranda will be issued in draft if the memoranda.contain = .
recommendations. During performance of the audit; findings will be.
discussed with management officials and their views con51dered when

: prepc:rlng the aud|’r memaorandum. C o SR -

4; .:Foliow-up WI]| be conducfed for recommendahons mode inaudit

_memorondc e e : = . . . .o

- 10. MANAGEMENT LETTERS

In addition to thé auditreport and the audit memorandum; management letters
(see Attachment 5-9) constitufe another form of written‘communicétion with
NARA management, They should be used to address issues that need to be
quickly broughtto madnagement's attention or to' communicate t6 NARA
managemenit internal control déficiencies, fraud, illegal dcts, violdtions of
provisions of contracts or grant agreements, or abuse that have an
mconsequenhcl effec:i on fhe subjecf moﬁer oudi’fed or under an oﬂes’rct’ﬂon
engagemen’r : Ternn ST L SR :

The format and contents of a management letter will vary, dependingbn-’rhe
specific requiremen’rs of. ‘rhe issues or mformo’rlon 10 be: conveyed tom
mcnagemen’r : S o . ;

Since management letters are not the product of an audit, there is no
expectation of Compllcnce W|’rh ’rhe GAO Govemmenf Audmng Sfondcrds o
Spec;flcally, o Vot : o

1. Mancgemen’r letters will be issued only in final form. Thatis, no

management comments will be solicited or included in 1he management
letter.
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- 2. Follow-up may'be conducted forrecommendations, but no’r for -
suggestions, made in the management letter. NIRRT

The issuance of management Ie’n‘ers will be reported in the Semiannual Reporf
to the Congress. -

1. OTHER REPORT INFORMATION

No mc:’r’rer1he fype of repor’r a GAGAS c:udl’r repori lnciudes audit ob;ec’r[ves
scope, and methodology; significant audit findings; conclusions; :
recommendations; infernal control deficiencies; relevant tnformcﬁlon on frc:ud
legal acts, or abuse, as appropriate. If all the above items are included in the
report and the.auditor follewing planning and fieldwork standards, a statement.
that the audit was made in accordancewith generally:accepted: Government:
auditing standards;:«and, views of responsible officials concerning our findings .-
and conclusions should also be included in the report.: If the report does not: -
include the items above you need to remove or modify the GAGAS siatement.

When modifying the GAGAS compliance statement, the auditor must state
either that:(1)-the auditor performed the .audit.or attestation engagemerit in
accordance with GAGAS; except for specific applicable requirements that
were not followed, or {2} because of the significance of the departure(s) from
the requirements, the auditor was unable to and did not perform the audit or
attestation engagement in'accordance with GAGAS: Situations when auditors
use modified compliance statements include:scope limitations, such as’
restrictions on access to records; government officials, or otherindividuals:
needed to conduct the audit. When auditors use a modified GAGAS statement,
they should disclose in the report the applicable reqUiremen’r(s}' not followed,
the reasons for not following the requiremeni(s), and how notfollowing the
requirements affected, or could have affected, the audit and the assurance
provided. ' :

When duditors do not.comply with any applicable requirements, they should (1)
assess the: significance of the noncompliance to:the audit-objectives, (2)
document the assessment, along-with their reasons for not following the
requirement; and {3) determine the type of GAGAS compliance statement. The
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auditors’ determination will depend on the:significance of the. reqmremen’rs not
followed in relation to the audit objectives. .- - s

12. Redcu_:tion Process

All audit reports must be saved as a .PDF file and be 508 compliant. Compliance
standards are set by Section 508 of the Rehabilitation Act of 1973 that requires
federal agencies to provide software and website accessibility to people with .
disabilities. When websr’res are ;508 Compllcm‘ fhey are occe55|ble to:all users.:
See: A’r’rcchmen’f 5-2. TR : BTN *

All'audl’rfrepor’rs must be reviewed for redaction prior to-posting on our public ;-
website. To make these reports-available fo staff and the public as quickly as.

possible; we will generally use the following process {NARA: and/or the IG mc:y
deviate from this process af ’rhey determine it to be necessary)

Draﬁ Audii Repor!

' OIG When a.draft repori is. tssued (|n bo’rh hord copy: cnd e!ec’rron:c
form}, the cover letterwill specify that agency redaction review. needs ’ro
take place in: 1}hc-;- 30 de penod for comments. . o P

. fNARA: Redcc’tlon,recommendahons must bes zncluded as .an attachment.
with the formal comments memo for the: Archivist's signature. NGC review
for redaction recommendations must.also fake place within this -

-~ timeframe. Packages without.a redaction recommendation or an -
acknowledgement that no redc:chon is’needed will be re’rurned tothe . -
office for compiehon - ' ' ARV o

Final Audit Repori

- OlIG: Issues afinal report and redacted version, if necessary {in both hard
copy and electronic form). Since the final language may differ from the -
draft significantly, NARA will be given:five duty days to review the final

language and make any additional redaction recommendations. -
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NARA: Reviews final report for redaction recommendations and will
respond to the OIG through CP within five duty days. If CP does not
respond to the OIG with redaction recommendationsoran =~ - -
acknowledgement that no redaction is-needed within five duty days, or
to request additional time, it will be interpreted as an affi rmuhon NARA
does not desire any further redactions.

OIG: The OIG makes redactions, if necessary and posis a copy in the
Managers & Supervisors forum on the ICN within three duty days of receipt
of NARA's response and forwards the final elecironic redacted version to
the Web staff for posting on archives.gov.

NARA: Web staff publishes redacted version on archives.gov within two
duty days of receipt from OIG and notifies CP when posted.

Other OIG reports {Audit memos, management letters, and advisory reports
issued in final and sent to the Archivist —in both hard copy and electronic form.)

NARA: Prepares a response for the Archivist's signature and performs a
redaction review within 30 days, or whatever deadline is included in the
report, including NGC's review. Redaction recommendations must be
included as an attachment with the formal comments memo for the
Archivist's signature. Packages without a redaction recommendation or
an acknowledgement that not redaction is needed will be returned to
the office for completion. If NARA does not plan to produce a response
to the report, CP will notify the OIG so the report can be posted. If CP
does not respond with redaction recommendations or an
acknowledgement that no redaction is needed within 30 days, or
whatever deadline is included in the report, or does not request
additional time, it will be interpreted as an affirmation NARA does not
desire any further redactions.

OIG: The OIG makes redactions, if necessary and posts a copy of the final
report (with redactions if needed) in the Managers & Supervisors forum on
the ICN within three duty days of receipt of NARA's response and forwards
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the final electronic redacted version fo the Web staff for poshng on
archives. gov P = .

NARA' Web s’rcff publishes redacted version on archives.gov within two

duty days of receipt from QOIG, olong with any: responses from NARA, and
'no’rlfles CP:when posted.- - Lo -
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We recommend:
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Recommendation 4:

Management Response.
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OIG Audit Report No. XX-XX
O1G Hotline -~ - -* .

To rep.m:t fmuﬂ,'w.asté or shuse, please contacl us:
Electronically:  https:/www. archives govioip/referml-fornm/indes himl

301-837-3500 (Washingion, D.C. Melro area)

Telephone: 1-800-786-2351 {tofl-free and outside the Washington, D.C. Metro
ares) ;
' 1G Hotline
Mail: NARA

P.O. Box 1821
Hyaitsville, MD 20788-0821

10
National Archives & Recurds Administration
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ATTACHMENT 5-2

OFFICE of INSPECTOR GENERAL
‘5‘ V’ NATIOINAL ARCHIVES and RECORDS ADMIMNISTRATION
NAT;QNAL BEOLADELPHI ROAD, - COLIEGE TARK. 8D 20740-6001

ARCHIVES o wwwarchives.govfoig

Audit Report Formatting Checklist.

» Title Pape
o No Bold font
& Normal Capitalization
» Footers _
o Use onlythe ritriber fur pages (€E.2.3.4
o Use National Archives and Records Administration below page iumber
& Page 2 should be Table of Contents and be the first page number used — the title
page is urmumbered.
> Table of Contents
o Ifyou have an appendix specific to youraudit, it should come first, All andit-
specific appendices should continiie as Appendix B and so on, After the last
audit-specific appendik, the next three appendicss should be our three standard
ones in {his order:
= Acronyms
=  Management’s Response to the Report
= Report Distributicn List
o Check the hyphens for the Appendices in both Table of Contents and on the
Appendix page itself.
» The hyphens should be; _
1) Appendix A — Acronyms
= The hyphens should ot be:
1) ‘Appendix A - -Acronyms'

> Line Spacing
o All spacing to be MuItlple 1.15in. body, footnotes, recommendatmns
Spadng
pefore: u;amag: ’
after: jdle el ltis

?_?Dmtadémagghemwagapﬁénfhmsw&

> Acronyms .
o Acronyms to be defined in Executive Swmmary and then again the ﬁ.rst tlme they
are used in the body of the report.
o Check to make sure all acronyms in repart &IE On BCTOTYIN appen&tx
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o . .
o Addifonally, check to make sure all acronyms in appendix are inéluded within
the report. Using the find function (CTRL-F) helps with this task.
» Foolnotes
¢ 10 point Times New Romat
. © Xo spacing between footnotes.
» Critenia
o TJsebulleted listin Ob_;ccﬁvas Scope, Methodology saction to ls st the critenia
usedin the report.
o TUse a, b, c format for bullets . o
& When citing criteria, do not use quotation marks around the language.
» Subheadings L
o. Iseitalics
) 6 pt space between hcadmg and text

Dw&mm;mwmmmmafm:mm

Preview : B S O
» List with colons R '
"6 Use the Following example {text, colon, two spaces, number text, setm-coion,
number, text. )
»  The following offices were stmreyed (1) Office A, (2) Office B, and (3)
Office C.
o Forlonger sentences within a list, use a col on;. ﬁmn typs in a bulfsted list below:
s For egample, use this format for long sentences:
1) Type the first sentence here;
2) Then, the second sentence here, and
3) The third sentence here.

» Tables/Charts/Exhibits/Etc. - '

o Title to be above table in 10 pt Font, with & pt space hctwe:n title and table (same

8s subheading)

o Tentwithin table to be in Times ew Roman 10 point.

o Title of table to be: Table 1
» Finding Titles '

o - Capitalize Key Words

o High-Level (e.g Digitization Paxtncrshxp Agrecm ents)
» Break between findings — findings should always start on top of page.
» Recommendations
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o Template will have Recommendation 1: Text
% Apostrophes and Quotation Marks _
o Use the replace fiinction (CTRL-H) to change all throughout text, which wil
replace apostrophes and ‘quiotation marks throughont the report into the correct
form.

. % .Watermark on-draft report to read DRAFT .-
# Title Page and Header of draft to say:

o OIG Draft Audit Report No. XX-XX

o Check to make Draft is removed from bolh places forFinal.
¥ For Distribution List, see AIGA’s procediirés, -

» Miscellaneous items not covered in this checklist .
o Should you nin into any report format issues not considered in this decuméf_it“t';se
the GPO style guide and consult with the AIGA as nacassry: L

alips e oo qovifdsysipka/GRO-STYLEMANUAL-2008/ contentdetail hmi
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ATTACHMENT 5-3

" How to make a PDF accessible

1. Click file & properties, and fill in title of the document. List the author sy National
Archives and Recands Adm nistration (unless the mither {5 en outside sourcs) Then click the
*Advanced" tab and select "English* for the language

2. Click the puge thumbnails icon:
. {Note! hovering over fcons rayeals whet they are)

- ol " " A ppacpnl

il i - L
bra B e ety it e s e 1ttt
Prepder

A S o Mt
et ek < M8 s By, i

4, Select the options icon end scroll to Page Propeérties:
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6. Now clids on Tools -» Accessibility and select YA dd Tags bo Document* Save again.
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7. Then run a “Quick Cherk” and “Full Check” from the same mmf'(m dll iha dafinilt
fems chocked and click "Start Checking, " than click "ok” when a site mp’cjﬁ urembg ‘

8. Anything left to address will be listed in d::eAcceseil:n]itanpat I_fyuuneed tuadd alttnt.
click on the link to go directly to the element missing a]tu-muveiad_

Thod S s 7o B o it 2o il
m_pmmuﬁql mym

A

September 2016
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9. Then elick an the highlighted objeet with the “Move or Make Changes to Object" fool,
right-click and sclect “Properties.” choose the “Tag” tab aid in the “Altcrnni:e Tett™ box, iypc
adescnpunn (this iswhﬂt will be read by a sereen reader).

nmqmm

Stk A br s P ik T ) Fromt N el ppe ot

v A it 0 e i
o o e T

o oy Brpadr
3 pr oy T

Note: this part of the process is not always intuitive — somctimes it will flag a footer or a line and
not the whole graphic, you may have to experiment.

10. Do this for each image, save and rerun the necessibility check to make sure it clears,

AN e A A AR AT A EE AR MR R AN EaE hEY be R Ty O TR LR L L R T Ty P PP PR e ey

_Note: il'you do not have ilx “Move or Make Changes fo Object” foa! in your navigation bar, you
can add it:

u@n&m: Hk,f
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That toal fallz under “Content™ -3, “Edlt Object” (double-click to add to the list uf “Quick Tools.
to Show" and select “OK").

" ¥ hitmebaiie
T, Edt Document Text

| [ —
& Add or Edit Tet Box

&3 Mukimee (dropdown) E
B Suet Utject _ & :
i af Fodms ’ :
| @ Adieniwerd : _ 3
# & Recogeice Ted :
5 Pratection

@ Sign & Cantily

s

: 9 memwmmmmﬂmmmmmmw
1 W View> ShowHide > Toolliar

i A T T e A Rt M T B L T e e L T T ST o T P AT T T o g

September 2016 ... Page 541



' National Archives'and Records Administration
Office of Inspector General = Office of Audits

ATTACHMENT 5-4 T

REPORT REFERENCING REVIEW FORM

| § H i [ H
2 s T
¢ i
3 .
i I

{8

i I E

YIRS & T +

s
{ ) ot ) . 4 :
&
I '3.
7
1 , .
r] i =4 ' i * B
~ Voo o t £
" i
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ATTACHMENT 5-5

IRR Do S and Don ts

.-’v’ Do. verlfy that statements af fact ﬁgures (mcludmg graphlcs]
- and’ dates are correctlyreported :

‘f DO ensure that the report’s findings, conciusions and
recommendat}ons are supported by sufﬁcient, approprlate
evzdence and are logical: :

., . f DO ensure the report addresses all audlt ob]ectwes o
*" DO ensure yousignan independence stat_emenl: .
~-v“DO veﬁfy evidence of supervisory review.
v DO work with the team to prowde constructive notes.

¥ DO make the referencmg ]ob your GNLY prlorzty!

O DON'T pr0v1de editorial comments, unless they d;rectiy affect
-the message. ' . - '

® DON'T advise or comment about your {the IRR] preference
® DDN"I‘ Iook for a word—toﬂword match

® DON'T worry or comment about formatting issues.or OIG
report templates concerns.

S DON'T change an-incorrectindex or fix a typo yourself. Instead,-
make a comment such as “Support was located on page 3 -
. instead of 4, please verify.”

December 2015
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ATTACHMENT 5-6

Indcpeﬁdent.ﬁéfe'rcniing Chgc%dis’f

Andit Numher:

Thave reviewed the report. and work papems and delermined that ﬁtéy:am l;éaciy o berefaenced.

Auditor _ Ci S Dale . u __Wm
Audit Manager/ AIGA o ,‘ I)ah:‘ .
Referencing Dates e
Draft | Finalw .

| ‘Rr:f‘ Res - : e e Yt’ Nn“ NIARS

A. CRITICAL DATA ANA Yt OFTIIE" ORT

Esegutive Summary. The Execufive bummary stands
aimw, concisely prescnts a persuasive cisc to the high fevel reader that
significant problems exist, propeses meaningful recommendations, and
properly summarizes the remainder of the report.

2. Introduction Do
8. The Background pﬁmdz:s mfonnauen ﬂmt thc mdcr nceds tu G}
underséand the report and shows the nature, purpass, and size, of the ;
cntity’s responsibilitics and operations, key hgtslaiivcmqmmmis .

“and organantlmml data. tt also shows any mgmﬁcant constraints and
unusual circumstances or events that affected the entity's nporations.
b. The Objeciives depict what was assessed and what was o be
determined by the audit; they are specific encugh to presest thc:. audd
in 2 clearly focused, defined, neuiral; atid sngmented manncr
. The Scops and Melhndoingy.

1) Relates the program universe io what was audited i in, urder
te place audil coverage o perspective, U I P

2) Identifics the significant infernal controls assessed :md thc e i :
extent of the assessment (when the audit phjectives | mclucie ‘
anevaluation of ntemal controlsy,

3} Disciibes the extent of systems testing (gcncml and ' .
application controls or alternative data relinbility tests) whcn o
compufer-based data was refied upon,
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T R P
7 N e p

4) Describes the universe and sample design or explains the
basis for judgmcmal selections, mch.ldmg any b:as ami
problems in dataquality.. .- £,

5) The Methodology describes how !hs: audil. ev:dmca was
obinined, and what was reviewed, assessed, and'or analyzed

3. Findings and Recommendations
8. Thetitles of the chapters adennfy the pmblem(s} bemg
reported, o
"B The condition, eause, eﬂ‘ect, and eriteria are clearI} and

concisely stated: Auditor develaped criteria is based upcm
authoritative sources.
& The sample (or judgmental selection) and the related universe
of the prograi, ‘operation, or m::tmty ore shown in arder fo place
the finding in propet perspective, The méthodology used to
develop the finding is described.
d. The findings contain sufficient, appropriate evidence,
e Conclusions are reasenable and appropriate, given the audit
disclosures, A convincing
case is made that the report’s recommendations should be enacted,
£ Critical audit asserlions aro ressonable and supportable, ., -
These assertions arc statements of fact which are integral to the
audit findings,

. 8 The ¢lassification of an internal cantrol weakness or .

© accounting system nonconformance as "material” or “significant” * -
is reasonable. A weakness notso
classified (i.e., "Immaterinl®) is also yeasonable, - R
h. Intemal controls not prescribed, inadequate as prnlcnbed or
adequate but not functioning as prescribed are nmzd wheri
atiributable fo an adverse.condition. ..
i Effeet, using statistical pmjecnans or nther monetnry vatues
is falf and not misleading,
Statistical estimates show sampling precision,
jo Cowestive action taken or planm:d :!urmg ilu: aud;i hax been
reported, IFadditional - y o
ncnmwmqmred,ltu deseribed, & - B
L lssues disclosed by !he aud:we o the: aud:tm- have becn 50
recognized. i
m. Aftribition is provided fm’al! lesir 0

n. Recommendations r:unvey the pmpnsed m!umm io the .
causes of the conditions presented in the findings and are
sufficiently detaited in ovder to facilitate final setion, -

B DAT (o VALIDATION OF- s
monrmwom R

1. Headings in the Table of Contenis agree wath hcadmgs in ﬁhc bmly of AR sl
the reper'c and sections begin on the pages indicated, P

2. All objectives arc accounted for in the yegett, with either pusmw R
comments or audit findings, and aro tracdd to the audli program.
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3, Scnp@’MethdoIog}

a.  Shows the name anci fucatmn nf the audltce :md the s:tes

visited {or refers 1o an exhibit).
b. Hdentifies programs, organizations, activities, and functions

atidited and shows the peried of audtt it coverage, ami Wllm lhr:
audit was conducled. y
e Siates whether the audit was in

accordance with appropriats standards, disclosds any dm*xatmns,
and includes statements of nonconformity, Discloses the smpe
limitations when the term "limited testing™ s ased.' . .
d. Documents the sampling approach. If sampling

i critical tg audit findings/conclusions, provides defails to

include the samygiting methodalogy, number of inits tested, and |
the applicabifity of the sample results to the yniverse.
e, Docimentation describes how the audit evidence

was obtained, what was reviewed and assessed/analyzed

4. Findings and Recommendations

a. Lengthyor cmnp!ex regulatory m!atums are parapluased ami
fooinoted,
b. The use of names or ﬂtlaer identifiers in the repnnare d&lﬁ

with properly.
¢ Mathematical computations in the mpnrtamcormct. SRR

d. Recommiendations are sequentially numbeted, -

e Iappropriale, a glossary of terms has been mclud:xi lo
explain fechnizal terms. . : .

5. Exhibits’Attachments/Appendices |

6. Ensure consistency of statements, facts,

4. Contain descriptive titles so that the reader can cleariy

undemtand what is presented.
b, Are accurate, logical, ordarly, clearly presented, and cross-

referenced.
& A Summoary of Monctary Resulis was completed when repord

includes monetary results.  All questioned items are propetly”
identificd, Amounts can be reconciled to the details and amounts
recommended for recovery can be reconcifed to the
recommendations.

figures, opinions, conclusions, et al,, throughout all report sections.
7. Work papers

a. The draft is cross-referenced to the work papers, the summary work

papers 1o the detailed work- papers, and the work papers to the program.
Cross-referencing accurately identifies where the supporting
documentation is located.

b. The following can be traced and reconciled from the report to the

work papers:

September 2016
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3) figures

) titles (to mclude regulatory, instructional, ete., eitations)

{5 guotations/pataplrases of policies/laws/ regulabons

5} _dollar amounts

N . conmments by the-auditees
c. Evidence of ongoing supervisory mviews, such as cmnmm! nulas
cmails, memorandums of conversation, are filed. Work papers are
proptﬂy and timely reviewed by sapervisors.

d. The sampling approach is dawmmtﬁd Ifa judgmcntsl samplc was. .

authorized in the
audit program, the selection pfacess is cl:arly identifi ed
e. I work of ather auditors was relied on: . :
{1} Inquitics weic made into tie pmfmssmuaf qualsﬁcatmas nnd

independence of the auditors and is evidenced in the wurkpapcrs :

{2) The work papers were reviewsd,
f. Computer-generated sudit appltcamms o
ara documented in the work papers including the type of hardv&ara and
softwarc veed, deseription of program logic and methodalngies, and

location of computer tapes, disks or listings containing input-output data,

g, Graphs, tablcs, and charts are used when practical in place of

voluminuus or comples nnrrauvcs, and are appmpnnte mc:mmgful, and

aceurate.

. The adsquacy of corrective aclmn taks:n o pnm audits was evalualed,

i. Teslimonial evidence critical {o the reporf was corroborated, when
possiblc, via documentary evidence.
j- Written represcatation from the persons from whom testimonial ;
evidence was oblained were seoured whcn the: ewdence cuuld not. be
otherwise corrobarated, : T
* All "No" responses requirs a commerd by lia:: R.cl'mm
# ALl "N/A" responses roquire an explanation by ithe Referencer.

Sipnature of Referencing Auditor/Managss < - Dale

‘September 2016
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ATTACHMENT 5-7

NATIONAL
ARCHIVES

fNSPEC’I'__ORGEMER'AL._ S S

Daic Decemberll 2014 . _4 e _ R : Thoome
Reply m. Gﬂ' ice of Inspectnr General (OIG)

Subject 2 Advisory Audit Repart No. 15-04 Status Update of the Electromc Records Archwas '
Census and Classified Instances W

Ta : David 8. Ferriero, Archivist of the United States (N)

The purpose of this Advisory Audit Reportis io ipdate you o the status of the EEectrumc
Records Archives (ERA) Cendus Data Storage (Censiis) and Classified Electronic Recotds
Archives (CI:.RA) Instances. The Census: Instunce; which stores the 2010 U.S. Censtuis, costover
$1.4 miflion and is fiinctioning as intended. However, the National Archives and-Records
Administration (NARA) spent aver. $6 million on the development; software; hardware,and
maintenance for CERA which did not meet its intended functionality-and was neverutilized. -
This was caused primarily by the ERA development contracior not being able to properly
intégrafc the ERA Base Systen with' CERA prior to ik end of the contract As'a resulty’ NARA
coutinues to rely on leg,ucy systems, Extemal hard dnves, and tapes to store and mamtam
classified records. " - :

NARA built ERA to fulfili its mission in the digital age: 1o Safeguard and preserve the records of
our povernment; ensuré that the people'can discover, use; and leam from this documentary
heritage; and ensure continuing access to the essential documentation of the rights of American
citizens and the actions of their government. The tatal cost to develop’ the system was over $390
million The estimmed annual costto eperate and mamlmn theBRA qystem is appmximately
30 mnillion”.

One of NARA's primary t.halleng,es mth ERA was tu preserve dlfferent types of remrds a!om.
with the processes and décunientation reqnired for each type. ‘Therefore, ERA was designed -
using separate silbsystems, or instances, foreach category of records. Thic initial three instances
were the Federal Records Instance (Base ERA), dep[cyed June 20(}8 lhe }:,xeculwf: ()IT cc nl‘ the

"The costs include developmen, hardware, seflware, migration, snd mafienance,

2 Source: NARA's LRA Lxhibit 300 (5/24/2013 upsdate) on the Office of Management and Budget's (OMB)
Federal TT Dashboard.
? Source: NATLA's ERA Exhibit 300 (5/24/2013 update) pn OMB's Federal IT Dashbmm! The cstimated custs
include the Opérations and Maintenunce contract, hardware/sofbware licenses, fechnology refiesh, governiment full
time equivalents, and corrective and aduptive muintenunce sctivities,

Natinna! Archives and Reeords Administration
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President Instance (EOP), deployad December 2008; and the Cangreésmnnl Records histanéa
(CRI}. deployed December 2()(39 Two additional instances, Census and CERA-were davaiopt.d
in Fiscal Year 2011,

We ¢onlinue our on-going éffort to review aspects of the ERA system, Previotis audits inc:iude
“Audit of the Electronic Records Archives System’s Ability to Preserve Records™ dated February
15, 2013 (Report Ne. 13-03), and “Audit of the Base ERA System’s Ab;l:ty ta Ingest ] Records™
dated September 19, 2013 (Report No. 13-11) addressing weaknesses related to the presérvation
and ingest processes. We addressed issues in the EOD Instance in Management Letter No. 13-
02, “Status of the Upgrade to the Electronic Records Archives Executive Office of the President
System™, dated Qctober 18, 2012; Advisory Report No, 13-07, “Status Update of the Electronic
Records Archives Execulive OFice of the President System Upgrade”, dated January 31, 2013;

-and Re~issued Advisory Audit Report No. 14-14, “Status Update of the Electronic Records
Archives Executive Office of the President Data Migration iject" dated .Eune 25, 2[&4 This
initiative focuses oit the Census and CERA Instaness, .

Census Insmm:e »
The U8, Census couiits évery resident in the United States: ;Ma’n’daled by Article I, Seetion 2 of
the Cornistitution, the first Fedéral Popilation Census was takeit in.1790, and has been taken
every {en years since The 2010 ccnsusfﬁ:ontamed_im guesiions about age, gender, ethnicity;
ome awnership, sand heusehiold relafionships. ‘The data collécted by the decennial censiis . _
determines the number of seats eachestate has'in the U8, House of chrﬁentame& and is alsa
vsed to dxsmbun. hlilums in federal funds 1o Tocal mmmmmesm ' :

Dueto the conf' demtmi naiure of ﬂta consus recards Title 13 nf the Umted States Caﬂe speclhes
enhanced procedures NARA nust abserve 1o ensure the ncm-d:scfﬂxum of this information and
to segregate it from other ERA holdings. In addition, there is a 72 year restriction on access fo
this data.

Thf: Cemus Inslanc:; wa.s eraaled 19 manage the slnnge :md mlnev:xf of recmds reiated to ihe
2010 Census.. NARA spent over $1.4 million for development; hardware, software, migration,
and mainfenance of the Census Ins’tanw In 2001, NARA received the 2010 censis daln,
cansisting of more than 300 lerah;ﬁes. “The 11.8: Census Bureau sinpped ihe data on storage. |
devices including 18 racks of equipment. In 2013, the census data was migrated fo new sforage -
devices i part of an efTort ta“repiace and consaiidale storage hardware for various ERA
instaness, - This was done fo xmpmw the availability and relinbility of the ERA system, decrease
risk of data loss, improve responsiveness of the ERA: applications, lowcr the flogr space ., .
allocation and operating and utility costs, and create greater storage capacity for additional
records ift the ERA systern. According 10 a NARA:oflicidl, the Census Instangeis being . -
maml.nmuf and functioning as ntended,

* A torebyle s bout 1 :t:‘-ii?lionrl,nyflas’er ebout 1,000 gigahyt;;é;

re 2
National Archives and Records Adminisiration
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CERAInstanee . R .,EZ;

Wlﬂl the uncferstandmg thatNARwail be receiving clasmﬁed dth, the need fer a ci'tss:f eé
instance of ERA was established, as the ERA Base Sysiem only supporis housmg nmlasslﬁed
data, CF RA was intended to meet the specialized requirements for ingesting, storing,
preserving, and accessing classified records.” However, NARA spent over $6 iiillion on the
developriient, software, hardware, and mamtemmce fnr a sysiem that dld not maet 1ts mtended
functmnnl(ty, m'ed wag’ never uuhzed :

Adcording foa NARA offy cml, the IZRA deve!apment contraitor deiwere& the C’ERA Instance, )
buit was Unable to getthe sysiem to work: The primary issue Was integrating the unclassified:
ERA Baseé Systein, and CERA! NARA wantéd to create récords schedules and transfer requests
in the unclassified Base System, load the data into CERA, and then have the ah'hty to search for
the data across both platforms. When a records schedule or a transfer request is ereated, m ID
sequence nimber is produced identifying the record. If o user searched for.a clnssified record in
the unclassified sysiem, it would link the T number o the record and tell the user the record was
clussified or unsearchable in this system. If {he user had the appropriste security clearmce and
access authority, they should have been able to go into CERA and search on the ID aumber to
find the record. However, the development contractor cotld not got the two systems to” « - '
recogiize one 1D number across both systems. Essentially, Base ERA and CERA were ait- * -
gapped (i.e., no interconnection or communication) by design and out of necessity, Itis this
reguirement that prevenis the two instances from keeping 1D nuribers synchronized. This /
fundamental design parameter could not be overcome atthe time. Therefore, users would not be
able to locate the correct records in CERA. Accordingly, CERA was never populaicd with
recards or used. .

As CERA is not used, NARA continues fo rely on legacy systoms, external hard drives, and
tapes to store and maintain classified records. According to a NARA official, the legacy systems
have Hitations in tenms of sealability arid file format handling  He fusthar stnted CERA twas
supposed Lo infegrate ingesting, processing, and accessing classified electronic records. Furiher,
the CERA equipment is reaching iis end of life, and may bacome definct. NARA officials have
had discussions ahout possible using this ¢equipment for other purposes. However, no decisions
on repurposing the CERA equipment have been made.

We will continue to tonitor this situation to see if the CERA equipment can be repurposed and
uzed in some capacity. IF NARA management defenmines the equipment cannot be repurposed,
all maintenance agreements should be cancelled as soon as possible.

Scope and Meathodology

in erderto accomplish our objective we interviewed responsible NARA officials; and reviewed
coniract documentation, cost inforination, project management documentation, and applicable
law, The conlents of this report were discussed with responsible NARA officials, and those
officials generally agreed with the contenis. Our performance audit was performed at Archivey
1 in College Park, Maryland between Decémber 2013 and Seplember 2014, We conducted this
audit in accordance with generally aceepted government auditing standards, Those standards

Pape 3
National Archives and Records Administration
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require that we plan and perform the audit to obtain sufficient, appropriate evidence to provide a

reasenable basis for oir findings and conclusions based on our audit objectives. We believe that

the evidence obtained provides wreasonable basis for our finding and conclusion based on our .
audit ubjechve “No :recnmmendahcns were tiiade s the objective wasto prtmde ail update

_Pleass p&'muda mwntten respcmsato these matters withinl two Weeks ofthe date of this Iﬁmar If
yourhave any questions conceming the information, presanted in this Advisory Audit Report,
please do not hesitate to contact me at (301) B37-3000. As with all OIG products, we will. . - ..
determine what information is publicly posted cn our website from this Advisory Audit Report
Should you or management have any redaction supgestions based on FOLA exemptions, please -
subrmit them fo my counsel within two weeks from the date of this letter. Should we receive o
Tesponse within this hme frame, wa will mterpret that as cmﬁnnathARA does not desire any
fedactions to the pmted Iepm't L :, S Co

(AN P

James Spnngs z; .
Achnghxspuctcr(}ensral L

cc; Swamah Haldar Chlef Infaﬁnataon Oﬁcer '

Page 4
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ATTACHMENT 5-8

NATIONAL
ARCHIVES

OIFICE ur
INSPLCTOR GENERAL

Date: " TFebriory 12,2015
Toz David 8. Fcrﬁém, Arehivisl ol'the Uniled States
Em.m_: . Office of Inspector € Generai (OIG)

Suﬁju&: Audit Memnrandum No 15-08: NARA’s Timelmess in Rcspondmg to Dermrtment ol'
Vctemns Aﬁ'alrs Ru:ard chuests

- The Nanunnl Persunnel Records Centcr (NPRC} pruwdes recards to the Deparmlent of Veterans
Affuits (VA) in the performance of their official duties relating to the adjud:cahon of claims and
prm.tdmg tiedical Gate 10 veterans. Récént publicity abnul the VA concerning pahem wail

 times, scheduling practices, and alleged patient deathis! contributed to an increasé in military -
persomnel record (MPR) requests from the VA and veterans. As a result, the National Archives
and Records Administration (NARA)- Ofﬁce of Tnspector General (OIG) performed fhis audit in -
conjunction with another NPRC audit.” The ﬂbjcchve of this audit was to assess whether the
NPRC was-adequately-ful illing the VA requests in d timely manner. This audit memorandum
focuses on the NPRC’s response time to the increased requests for military records from the VA
and veterans. It alse discusses existing internal controls allowing velerany the capablhty to
notify the NPRC promptly when a request is made for medical records. .

Response Times and Pending Reauesty

In order to determine whether the NPRC is responding in a timely manner to requests from the
VA and veterans, we reviewed response times to requests and the NPRC's volume of pending
requests. Based on our review, itappears the NPRC responded to requests from the VAina
timely manncer, However, the additional requests duc to the VA allcgatfons, decreased funding
requests from the service bram.hes, inadequate staffing, and the NPRC’S recently implemented
Quality Assurance ngram hindered the facility*s ability to process other requests timely. The
‘NPRC’s pmmpt respanse is cntu:al to veterans who :nay need medical appointments or benefits.

Y Veterans Health Administration: Review of Alleged Patient Defathx, Patient Wait Times, and Scheduh&g Practices
ot the Phoemix V4 Heallh Care Sjsrem (VA Office of Inspector General chult Nn, 14-612603-267, issucd Augusl
26,2014). ;

? dudit af NARA's Pmcusmg of Military Interfiles and Refiles ut the NPRC{O1G Report No. 15-06, issued
‘February 10,2015).
* The Quality Assurunce Program is 2 daily review of 10% of the requests completed at the NPRC.,

NATIONAL ARCIIVES and
RECORDS ADMIMISTRATION

Be0t ADELPHI IRUAD. ROUM E300
COLLEGE PARK, ME 237406001
www.arciiives. gay
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‘The volume of requests received by the NPRC has grown significantly. Tha avernge weekly
receipts of new requesis has increased by 14%, since May 2014. Currenily. it lakes the NPRC an
average of 3.54 days to process VA requests. As of October 2014, the pending requests for all
types of requestors graw fo 158,487 (See Table 1) and only 29%5'(45,982) of them were
assigned’ to technicians for fulfillment, leaving the remaining 71% (1 12,505) mauigncd.’ The
majority (53%) of the pending requests were over 30 days old (See Table 2), with ﬂle oldest
pending requests dating back to February 2012.

Table 1: Pendmg chu:sts {as of October 2014)

Genérally; pending requ&ds o be csiegnnzad into three categonea‘ sapa.rauon document ;. -
requiesty (DD Form 214 or equivalent®), VA requests, and other requests.” ‘We were anahleto
identify if sny of the p-mdmgrequesh wens &'om velerans scclung rccords for mediaxl o
appointments or benefits, -~ - Clrow

Mmdmmsm:bmm@ﬂmmmcwmtmimnfmmpm -
mmmlnvenmb«nm@tdmmmmhvurmmfampwm .
'mmmmr«ammmmmmmmmﬁm&zmmoﬁm
completed on 8 weekly basia by the NPRC for ihéss two categorics. .
’ThmedmCaiscﬁ:uhuhhﬂnNPRCmmkmaimmfwmaﬁmﬁuuﬁnSFIEOfcrmmk:!In
Case Manasement and Repocting Systém (CMRS), the detabese sad to manige requests
'Anpmo[umntmmmwdwhnamlmmmberuraim:dnrdndwdﬁmmﬂvahy Thcrcpurt
containe infonmation mmallymededtn \'m[y military service for benefila, retrement, smplnyumw
membership in vetemmn” B
’Reqummmzcdasuﬁmmwudcmnﬂs[crmnd:m]recurda.aﬂdmmaﬁxmmﬁud}-{ﬂlm .
Pmmu'n:ll:‘ll:.aoﬂntecm:ls. . 4
PngcQ g
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Based ori discussions-with management, additional resources were requested and approved for
the NPRC. In September approximately 80. Archives Techmicians were hired and additional
Archives Technicianyare expecied to be hiréd over the noxt.few months, . All of them resourees
should atlow the: NPRC to s:gmf‘ camly reduce the pendmg requasis ’ :

We ulsu revlewed ccmtrals in pIaee o ensure vewmnb cﬂuld noh!‘y the NPRC pmmptl:, if their
request was for medieal records. We da!mtmd lhes NI‘RO provides opportunities for veterans’
to fudicate i he requests arg for medical appamimmis or benefits. For example, Wwhen veterans
submit a Staridard Form ISO (SE-180 G), thiey can valuntary uiunnfy thie'purpose of the request
including if'it ia for bepefits, emplcymmt, VA loan programs, medica), ‘periealogy, ele. o
However, the NFRC does not track this information, and providing this information does nol.
guarantee’ ‘Tister service.” Also, veterans with an urgent request (¢.g upconiing surgery, i‘uneml,
ele.} can submil an emergency roquest to the NPRC, which can be eompleted within two
working days. The NPRC has made all of this information available on NARA’s website for
veterans. However, if a veteran goes to NARA’s veteran’s page and clicks on the link for “Need
Immediate Assistance” they are directed to the NPRC's general cuitomer service ling, which
does not offer any option for those needing immediate help with medical records,

Recommendation 1

The Exccutive for Agency Services should consider adding an additional levéi of complcxi.ty iﬁ .
the Case Management and Reporting Sysiem 1o allow technicians the ability to indicate if
records requests are for medical records based on review of vetersns” Standard Form 180 (SF-
180).

Manaeement Rgsgnnsé
Management concurred with the recommendation.

Recommendation 2
'ﬁm Execulive for Agency Services shoudd cam:ld;.r updating the NPRC's Customer Service line
to include an option for veterans to communicate with a custemer service representative
regurding urgent madical requasts (¢.g upcoming surgery).

ent Response

- Management concurred with the recommendation.

¥ Form used to request military records,

Page 3
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This audit was condicted in accordance with generally accepted government auditing a!amiards
between Juhe:arid December 2014, These standdids require we plan-and perform the audit'to .
obtain sufficient, appropriate evidetice to provide a reasonable basis for our findingsand . 1.
conclusions based on our sudit objectives. We believe (he evidence obfained providesa:
reasonable basis for our findings and conclusions based on our audit objectives.

Aswith all OIG products; we will defermine what mfcrmahan is pubhmﬂy pcstcd on'our -
m:bs:m from th:s Memerandum. Shou!d you or maaagmumt haw: any fedaction 5uggcstmns
based oﬁTFOIA exempucns please subuut them to my counseél within one week from the date’of
this letter. Should we receive na response fmm You or management by this tlmt:framc, we will
interpret that a ag mnﬁnﬁahmm dnes not des;re any redactions to 1hc pasted report, .

Shnuld }ou haye any quest:ans cnncemmg ihxs repnrt. or reqmn: addmnnni mforma&on piease
contact me at (301) 837.3000. . .

pif

James Springs
Acting Inspeetor General

Page 4
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ATTACHMENT 5-9

NATIONAL
ARCHIVES

OFFICE nf
INSPECTOR GEN F_RAL _

Date September 11 2014
R:p[ym OfﬁceoflnspectorGeneral(GIG) STt 3

Subject 't Management Lettér No. 14—1 E Customer Servlce Wealme&sas at the Natmnal Personnei
Recor&s Center .

Ta @ Jay Trainer, Execunvc angcncy Services (A) B ERIRTS N S L

The purpose of this ranagement1eter is to "hnng«to yoirrattention chstomer service voncems
and potential wenknesses expressed to us by veterans contacting the National Personnel Records
Center (NPRC). Over the past few months, the Office of Inspector General's (OIG) hotline has -
seen an increase in the number of complaints received from veterans encountering problems -
trying to obtain their records from the NPRC, and insisting they were unable to receive
satisfactory custorner service regarding theirrequests. Veterans indicated (1) they received no
response to the siatus of their requests; {2}they weré unable to:make a formal complaint, or (3)
their requests were either processed partially, incorrectly, or not at alf; Addmunaliy, many
veterans complajnied their requests took an extremely long time to process.

Veterais noted frustration when trying to contact the NPRC's.Customer Service Center, - .
Veterans can contact the Center via telephone or emal, but indicated they were imable to reach
representatives, experienced long wait times, or their emails were tnanswered, Whenwe, ‘
reviewed the Daily Call Center— Queve Summary Report for the period of October 1, 2013
through June 30, 2014, we noted 176,136 calls were not queued when the Center was contacted.
A call not queued means the system never was able to even intake the call, thus the caller was
not able to get through at all, In fact, only 104,096 calls were received and queued by the system
during the period. However, even of these calls, 36,243 (35%) were abandoned beforeany i
conversationtook place. We have also been informed some vetemn email rcquests gumg back to
January 2014 have yetto be answered. - : . . .

Veterans are also not receiving complete information about their requests. For instance, when
one veteran requested medical records from a specific military treatmen facility from the NPRC;
a form letter was sen! indicating the records could not be located, However, while those specific
records could not be found, NARA's systems indicated records for that veteran from that facility
for that time period did exist. Yet this important-information was not communicated in the
ariginal form letter to the veteran. When we asked-an NPRC cusfomer service representative if
they could send the veteran a letter expressing these facts, we were informed the representative
was not allowed 1o by their supervisor, We were informed the veteran was denied benefits
because he could not provide the necessary medical records.

NARA's web gife is htp:/wvww.narm.goy
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: ¥

When the OIG contacted NPRC senior management, it was apparent thaywerc sl actwcly
trying to help this pamculnr veteran. However, there appears to be a gap between the attitade
and direction of senior management and the actual service provided in day to day opemtmns
Thus the communication employees receive from thefr department managers'may not always
align with senior management expectations. During our discussivns with NPRC senior
management, we indicated NPRC's Torm letters may need to be éustomized when there is
additional information available that may help a veteran. Senior management'agreéd. |

We also received complaints of veterans receiving other's recotds, incluading disciosures of
personal information. The OIG previously reported on erroneous disclosures by the NPRC, but
the condition still exists. In FY 2013 the NPRC serviced 1, 132,525 miliion fequests with senior
management indicating there were 162 known reports of erconeous release. . However, this does
not take into accownt individuals not reporting back to NARA when they receive someone else’s
records. ' While the reported releases equate to a 99.99% accuracy rate for the NPRC, any
improper release of personal data should be of concernto management e

We suggest you cqnmder the fnllowmg fo help address the customer service wcakn:sses at the
NERC: R o

. Idtmley ) plan o reduce the number of calls not queued, abandoned, and emmls not.
answered:: -+ it I TRTE :

» Identifya- pian to: ndequately sinff the Cusmmer Setv:ce Center ; _

s ° Provide more detailed puidance and allow customer service representatives the o
opportunity to provide accurate delalls un requests mclndmg the ablhty to make changcs .
to form letters. - = ST

It is imperative for veterans to receive the best custamarscwica wheu contacting the NPRC. We
look forward to your prompt respense onhow you are going to address these critical weaknesses.
The Cusmmer Servu:e and Call Center Operatmns may be included ina future audlt plan.

If you have any questmns or requ:re addmonai mfmmauun regardmg this: ]etter, p!ease a
contact me. - As with all OIG prodicts, we will determine what information is publicly posted .
on our website from this management Jettér, :Shoitld you ormanagement have any redaction
suggestions based on. FOIA éxemptions, please submitthem to.my counsel within one week -
from the date of this leiter.. Should we receive no response within this time frame, we will
interpret that 85 confirmation NARA does not desire any redactions to the posted report,

JAMESSPKW o G

Acting: Inspectar Generai

cc: David F:mc:m, Archmst of the Umted States (N)
Jay Bosanke, Chief Operating Officer (C)-  ~

Pape 2.
NARA’s web site is hitp:/fwww, nara.gov
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CHAPTER 6 - QUALITY ASSURANCE

1. QUALITY ASSURANCE PROCESS

The quality assurance process is designed to provede 1he OIG wafh reosonc:ble
assurance that the organization and its pérsonnel‘comply:with professional
standards and cpplrccble legal and regulatory: requ;remerﬁs The quolﬁy :
assurance process includes the following elements: o o

a. Project Planning. Project planning is a very irﬁporfcm‘r aspect of the
qudlity assurance process. Before starting the field work phase of a
project, the auditors must carefully define the objectives and the scope
and methodology to achieve those objectives. The objectives are what
the project is to accomplish, i.e., they identify the subjects and
performance aspects to be included. Scope is the boundary of the
project. The methodology comprises the work in data gathering and in
the analytical methods auditors will perform to achieve the project

~ objectives.

Insufficient planning results in poor quality work, broken promises, and,
perhaps, hard feelings. On the other hand, too much planning is wasteful
and unnecessarily resfrictive.

b. Ongoing Supervision. The auditor and supervisor of each assignment shall
exercise due professional care to assure conformance with GAO's
Government Auditing Standards and NARA OIG policies and procedures.
This is evidenced by the supervisor preparing Team Talk notes in each
Teammate audit file to auditors and signing off on audit work papers in
Teammate. The process includes making sure that audit work is well
planned, the audit scope is appropriate, audit resources are
economically used, audit findings are solidly supported, and the audit
reports accurately reflect the results of the assignment.

In EWP TeamMate, supervisory review is evidenced by Team Talk notes
and signing off of work pdpers electronically.
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c.: Intemal Quadlity Control System. The OIG will maintain-an‘internal quality
control system for its audit work. This system, i.e., the organizational
structure:and established policies and procedures, will providereasonable

~ assurancethat the OIG follows applicable auditing standards:in-its audits.
Adequate controls must be incorporated into the audit processito

-+ promote compliance with applicable’ auditing standards and-policies,
e.g., supervisory review of work papers, cross-referencing of reports, formal
audit guides, etc. Independent referencing will be accomplished for all
audit reports {sée Chapter 5). . In addition,‘edach dudit will complete
the STATEMENT.OF. CONFORMANCE WITH AUDIT STANDARDS . (Aﬂcchmem‘
6-1} 1o demonsirate and document conformcnce w1’rh genera[ly
clc:cep’fed governmen’r cludl’ﬂng s’fcmdurds R ST

d. Con’rinu’inq Pro_fessionei Educcﬁbn. ‘The‘OlG,isfresponsib!e..fer;"es‘fcxblishing
. .and implementing o program 1o:ensure that auditors meet the continuing
+ professional education {CPE} and training reguirements in the GAO
. Government Auditing Standards. Documentation should:be mairtained
for the.education and training completed by the-audit staff. -

e. Annual Quality Control Summary. The quality assurance review process is
designed to provide the OIG with reasonable assurdnce that the .. :
organization and ifs personnel comply with professional standards and (
applicable legal-and regulatory requirements. The OIG will analyzeits - /
quality assurance process annually te identify any systemic issues needing’

= ,|mprovemenf Glong Wi’rh recommendchons for: correchve ac’rlon

The AIGAwlli T e R S
. Selectone 10 ?hree Qudlis ec:ch yecr for a quoll’ry assurance review fo
- . bereviewed by an quditor that did not.work on the audit..
2. Ensure the assigned auditor uses the cppizcobie Councal of 1he
Inspectors General on Iniegn’ry and Efflc;ency (ClGiE) peer review
- - - .checklist to review the gudit. . S sy LT
. 3. Ensure-the auditor summcmzes The resulis of The rewew lncludlng 1‘he
- sauditorsor AIGA comments. . , N T O T
4. -Analyze and summenze the results of :is monﬂorang centro[ procedures
ecchyeor S L . S e . .
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5. Ensure' QAR resulis are communlcu’red 1o c:udi’r schf via. emc:tll and for
+-during audit staff meetings. . N N SRR SRR
Cov o6 Ensure a summary of-issues Tound and correc’nve achons
it plenned/comple’red as-a result of the: QAR will be documen’red and
maintained. I TS e o
- 7. 'QAR's are conduchng ond T"ncilzed no Iafer fhc:n December 3ist of
ecxchyeur e . : . .

f. Ex-’rérnct! Re‘view.-« The OIG will have dn external quality control review
- {peerreview) dt Igast once everythree years:by anorgdnization not
affiligted with the OIG. The external review will be directed toward
providing the OIG with reasonable assurance that work performed is in
-.accordance with OIG policies, procedures, and plans; guided by GAC
- and PCIE standards; and carried out economically; efficiently, and
‘effectively. The results of the external review will be documented in a
formal report to be delivered fo the IG, the Archivist, other auditors, and
- .willbe:made available to the public, upon request. A copy:of the repor’r is
sent to the NARA'web feam.to be put on the OIG webpage.

2 TRAINING PROGRAM

A successful Trolmng program requires constant’ assessmen’r of chunglng needs,
both present-and future; encouragement of, and support for, individual «
development to.meet those needs; and a commitment of sufficient resources to
-make it possible. Annually, the IG and the AIGA meet o discuss prOJec’red
’rralnlng requnremen’rs Mcuor elemen’fs of Thzs program mclude RN

a. Training Hts’rorv Record. Anup- ’ro—do’re, complefe cnd cccuro‘re record
of ec:ch s’faff members?rclnlng CmE T

-

b. Perfo_rmcmce ADDraisa[. Mefhod to identify, af Eecs’_r‘fonecn‘?dnhl)’dl basis,
those areas of an Erﬁdi\“zidddl's’»perfdnﬁon"ce‘ that could be improved by
additional learing, practice, or deveibpménfcl experiences." Also, fo

“idertify fraining requirerments for new or exparded: subjec’rs, lnciudlng
specific projects to be performed by the auditors. :
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3 TRAINING RECORDS

The OIG wzfl mamfom records of ’rhe CPE hours compie’red by each oudﬁor i--ir :
subject to the CPE requirements. These records shall include:the following

information for each CPE program or activity attended or completed by the
auditor: ‘

(a) sponsoring organization,
(b)ﬁtte’: of~ Theﬁ prog_rom dnd a brief descrip’rion of iis. f:on’reri’rs.

(c }dcdes cxt’rended for group programs or dc:’res comple?ed for md:wduai
study programs, and '

{d) number of CPE hours earned toward ’rhe GAO Governmenf Audmng
Standards requirements: Aot TR T ;

(1) 80 hours over a two year penod

{2) At least 20 hours in a one year period-. - .t

(3) 24 hours directly related to government: cudl’ﬂng, The govemment
B enwronmen’r or ’rhe specuf“c or uneque 1o NARA

The audifor is ,responsible fo__rprovidin.gf the Ob'ove- informcxﬁc)n 10=fhe training
coordinator, as'well as evidence of completion (e.g., certificate of completion).

For CPE- programs presented by 'rhe OIG a record of fhe follownng Informchon
WI|| be mam’rclned TR e

(a}a réCOrd of attendance-or completion,
(b} number of CPE hours earned by each participant, and
(c) an-agenda or outline of the progrdm that shows the name(s) of the - - -«

instructor(s); the subjects and topics covered; the dates and length of the:
program; and, when appropriate, the learning objective(s).
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CPE's related to NARA must relate to NARA programs or mission related activities
such as classifying records. CPE's related to NARA should not be administrative. -
type training such as, the Hatch Act, Ethics, and IT security. CPE's related to the
NARA environment must be approved. by the AIGA to count. ’rowcrd each.”
auditor's CPE requwements T o ~ e

4. AUDITOR RESPONSIBILITIES

Individual auditors are responsible, in conjunction with the OIG, for seeking
opportunities for CPE, for successful completion of CPE programs and activities,
and for providing documentation of the CPE hours completed. In addition,
individual auditors are responsible for monl’tonng 1he|r own progress towards.
meeting the CPE requnremen’rs : ST

5. PROFESSIONAL CERTIFICATION

To ensure continued hlgh professnonal exper’nse cudl’rors are encouraged fo
seek professional certifications such as Cerfified Public Accountant (CPA),
Certfified Infernal Auditor (CIA), Certified Information Systems Auditor {CISA}, and
Cerlified Management Accountant {CMA). Depending on the availability of
resources; the OIG will provide: support by reimbursing employees for continuing:
education courses and granling administrative leave; as necessary, for:training.

The IG also. encourages the staff to.belong to and actively participate as
members on committees and as officers of professional organizations such as - -
the Association of Government Accountants {[AGA), Institute of Internal Auditors
(A}, American Institute of Cerified Public- Accountants [AICPA), and State . -
Societies of CPAs.

Acfive participation by staff membérs in these types of professional

organizations: ensures Thc’r 1lhe OIG remains up -to- da‘re onnew Gudi’r concep’rs
and 1echnlques 271 T : - :
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The auditoris respons‘.[ble for providing professional certifications tothe ’rrcnnlng
coordinator,

6. HIRING, STAFFING AND PERFORMANCE APPRAISALS

The OIG will follow NARA Hiring Policies, Practices, & General Guidelines, located
at hitp.//www.nara-at _ ‘ : - :
work.qov/staff resources cmd serv;ces!emp!ovmenf/hmnq h’rml

NARA guidance covers recrui?men"’r'ah'cl hiring. . ‘I'n gehéfai OiG personne! hired
must (a) have, at a minimum, a Bachslor's Degree from an c:cc:redﬂed 4-year
college or universﬁy, and: (b) possess the knowledge: and skills necessary to
perform audits and/or investigations of NARA's programs, acfivities, and
functions. o I

Staff assigned to an audit must possess the knowledge and skills necessary to
accomplish the audit. For audit areas where additional knowiedge or 1rc1ining
would be helpful, cudl?ors are encouroged to c:’r’rend relevant courses before
performlng ’rhe luda’r ' '

During the annual performance opprulsul process, OIG personnel are informed
about any areas in which they are deficient.of need improvement. Elements of
an auditor's performance appraisal are included in the audifor’s performance

- plan and signed by the auditor and supervisor dnnuoliy Supervisors provide any
assistance and/or training needed to raise the employees pen‘ormcmc:e to an
acceptable level. ' o :

The AIGA will assess skill needs fo consider whether its workforce has the essential
skills that mdtch those necessary to fulfill a particular audit mandate or scope of
audits fo be performed. The AIGA may review the information {training.
professional certificates) maintained by the training coordinator.
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ATTACHMENT 6-1- .

STATEMENT OF CONFORMANCE WITH AEDIT STANDARDS

AUDIT TITLE:

. ASSIGNMENT NUMBER: -

PURPOSE: Demonstrale and document conformance with generally aceepted government suditing standards, -

BACKGROUND: The U.S. General Accountability Office (GAO) publishes Goversment Auditing Standards.
This publication, also known as the "Yellow Baok," contains standards for audits of (1} government
nrgamzmmnsq prograims, activities, antl functions; and (2) government inds received by contractors, ronprofit
. orgamzahons, and other non-govemnment organizaticns. . - The Inspector General Act of 1978 {ns amended)
' requires that audit work conducted by the Inspectors Genieral, as well as audit work conducted by nonfedcra!
audiiors on their behall, comply with the standards established by the Comptroller General,

The Office of Inspector General (O1G) Ofﬁce of Audits.Procedures Manual contains policies and pmcedures to. - -
implement the "Yellow Book” standards,

CONFORMANCE WITH STANDARDS: For esch generl, [i lewmk, and répomnﬁ, r standard discussed
-below, we have documented our conformance with the standard. . ¢ . :

Qggg;gl §tandmd5' 4
L Mc:gendenc In aii malters relatmg m lhe audlt work, the audit organmhons and lhc mdmdual
auditors, whether government or public must be independent. Auditors inust maintain independénice of -

mind and independance in appearance, Chapter 2 of the Procedures Manual addresses auditor and
t:rgamznhnn mc!ependence

To the best aj’ or kamwledge neither argam:armnnl nor: permrml nor exremal thtveats to mdependanae,
- both in mind and. appeamnce haiie iinpatred this midit, :

_ '(.‘:ee HEP ff)rSlaIemem nﬂindz!orfndemndmw} R

Have aﬂy rhreﬂt: been zdent;ﬁed by an aua‘:rar jbr rhix m:szr‘? (}'es arh"a)

If yes, see the AIGA for more mfarmanon regarding the threats and sateguards 1dennhed

2. Professionsl Judgment. Professional Judgment should be used in p]mmmg and performmg the audit and
in mpartlng msults .

oo, We believe that ony warkpapers and the remllmg audit report adequateb- dommem our compliance wnrh
this vgrzera! s!andard )

3. Competence. The si-tﬂ nsslgmed to perionn {he andit shoulé coliecuvely possess 1dequate prnlassmnai
competence for the tasks required. Chapler 6 of the Procedures Manial dacummlls OIG pmm:dures
related 1o training,
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Based on training records and our personof knowledge of each anditor's skills, the auditors listed below
satisfied Yellow Book requivements for iraining and continiting profemonal adumlxan and ca!lez:n vely _
pmsess ndequate prafessroml profi ctenqp far the msfar requrred . Lon

Seathe Admzmsuaiwe Oﬁ‘ icer for ‘%ARA DIG fnr the CPE Reportmg sprendsheet suppnrung mdmduals
“{raiming. :

4. . Quality Control and Assumnce Each zmdlt orgamzalmn perfoﬂnmg muiﬂs in accardance wﬂh ganerniiy
. aecepted Government auclitmg atandards shauld have an appropriate internal quality control system in
place and should undergo an exiémal peer review. Chapter % of the Procedures I\«{mmal addresses 01G
- procedures related o quality assurance.

Hf'a ana awgre tfml aur czudzr is wiy&:‘t o the quabty ccmlmt .sysi‘em tmd external pezr review. .

Fi cid Work Siand:m‘iy

Chaplcr 7 uf the Yellow Beak lays out ﬂlc foliowmg standards for ﬁcldwark i pe::j'armanm audﬁs

1. Workisto be adequalely planned,

& Audit work sheuld pnmde reasonahle’ assnmnce nhaut complmnm. with lzms, regulanons, and other
‘compliance requirements when they are significant to audit ohijectives, Auditors should bealertio
situations or transactions that could be indicative of illegal dcts or abuse,

«  Audilors should obluin an understanding of managemenl controls thut are refevant to the nudsl and
assess applicable internal controls when necessary to satisfy audn ebjecmes Andijt work shouid
provide sufficient evidence to suppcm m.ldrt Judgmems aboutthuse ctmtmls

Staff is to be properly supervised. :

Sufficient, competent, and relevant evidence iy m be obtainied to pmwde a reasouable basis for the

.. suditors' findings and copclusions.

4. Audiiofs should) prepare aned mamiam audit dncmnenta.tmn. Audit documentaxmn rulatcd to piamung,
cenductmg@ anid repaﬁm g on the audit slmuld contain sufficient information 1o enable b1 ewpenenced
anditor, 'who has no previous connection mﬁi the audit, 6 asceriain from the andit ducumeuimmn, the

_-evidenee that supports the autitors' significant judgments and conclusions, Audit documentation should
'cenmm support | fm' ﬁndmgs, cenclusmns, and recoremendahons hefan. audlmrs issue their Teport.

Wk

The fai{éw!ﬁg warkpapgr:? docﬁmgz_nf bm‘ cq;lﬁjrnxancé 1;!:’1‘}1 ﬁeldwar_k-sfandards:k o
o Auditis odeguately planied {See BiP d:1.0P8. 4, 2.P8 and 4.3 PS)

®  Audit Program ¢See WiP e g
¢ e Bipervisory review of warkpa;mrs i% dammen.fgd by supervi sors or md; vicfrml warkpaper? awd
o individual audit steps,

. The zmdrr program contains spec:ﬁc: mm’rt steps. ﬁzr evaluarmg c’ompimnce w:rh Iaws rind‘ regularaom

felﬁied for camp[mncg with icms dnd rﬁgzdaizom) e .
»  The audit program contains specific andit steps for asseéssing mtemal conrmix related fo our audit
7 obfectives. (See | P "_,.mwmﬁ’f o Stummaris of audit iwork ond conchisiofis related to infernal
commls} ' TR e o
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- The workpapers associated with this-andit doeuinent evidence of onr andit work. We believe the .
‘workpapers show that we have obtained sufficient, competent, and relevant evidence to support our audit
Judainents and conelusions. Additiohally, the report referencer, legal counsel, and various levels of
management as apprapnmg have heer satisfied as to the basis and support for our andit condlusions.

gegoﬂmg Standards:

Chapter 8 of the Yellow Book describes a number of mpnmng standards fnr performance audits, Clmpter 5af
the Procedures Manual details 0IG’s pmcedures for repmtmg results

We Izelaeva that (1) our j‘ nal repart campkex with ail Yellow Baak reporrmv reqmrments’ and tbar 2 ?} our
compliance with Yellow Book repartmg requirements is decimented by the following:

" A rirten audif Feport conmiicating the resulis of the auddit has heen prepared and; based on OIG

- procedures, will be m:ar!abls for tzmely use by management Iegrslatwe qﬁ" cials, and atker :merested

parties (See WP )

o Anditors should include in the qudit repori (1) the scope qftkarr vork on internal control and (2) any
deflciencites in internal control thet are significant within the context of the audit obfectives and
based upon the audit work perforiiied. Auditors shoidd refer to that written cominiunication (seé
Management Letter section) in the eudit report, if the written communication is wparaw ﬁ‘mn tke
audit report, {5ze WP - L}

s The report includes dudit phiectives, scope, and methadology; signifi cant audit findings;. wnclﬂswns,
recommendations; internal control deficiencies; relevant information on fraud, illegal acts, or abitse,
as appraprigfe; a statement that the audit was mede in accordance with generally accepted

. Governmert auditing standards; and, views of responsible officials concerning our findings and
. eoniclusions. (Seé VP Jr Ihe Féport does not mclude !he fteins above you, need 1o reimove or
" gualify the GAGAS statement, {S’ee i) WWMJ,_ oL
o Thereportesplains: DR o
" e the relationship between the pa;mlatian éind the itzms tested: (Seg P
s the argaitizations, gwgraphm locations, and pértod coveréd; It Sée H ;?’
o the kinds and sources of evidence; and (See WP b -
» anysignificant limitations or uncertaintics based on on the cuditors® wemll assassment of fke szgg”mency arfd
" appropiateness of the evidence in the aggrégate. (See TP i
_® In reparting andit methodology, anditors should explain haw the camp!euzd airdit work supporis the
" andit ohjectives, includinig the evidence gathering and analysts techniques, in sufficien detail to
* allow knowledgeable users of thelr reporis to urider ‘stand how the auditors acfdressed the andit
objectives. Auditors may incliide a description of the procedures -performed as part of their”
assessiient of the sufficiency and appropriateness of information iised as atdit evidence. At:dt{arx
should ideniify significant assuniptions made in conducting the andif: deséribe comparative
techniques applied; describe the eriteria used; and, when sampling significantly supports the
anditors’ findings, conclusions, oF recommendations, describe the sample design and state-why the
design was chosen, including whether the rexilts ean be projected to the intended papula!mn (Sf.e
BEr
. Auditors sh s&aula' place their fi fndmg.f in perspective by describing the nature and extem qf lhe issues
being reported and the extent of the werk performed that resulted in the finding, To give the reader a
-+ basis for judping the prevalence and consequences of these findings, _au‘ditprs{.;hnuké as :

. appreprigte, relate the Instancey identified to the population or.the number of cases examined and
quantify the results interms of doilar value, or other measures, If the resulis comnot be projected,
.quditors should limit their conclusions appropriately, (See WP . ..} .

* . The repoit is. timely, complete, aecurate, ohjective, conviricing, ole ear, and concise. An umed reporr
was subject to OIG policies and procedures for supervisory review, referencing, editorial review,
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N pqlm:es, mellmds, ami pmz:eduma med 1o fhst lhe oiganiization’s mission,
goals, and objectives. Internal aontrclmclwies the processesand .
. 4_‘pmc:ed|.m.s for planming, organizing, dlreclmg, and cun!milmg prugram :
operai:ona and management’s system for measunng, reportmg, ami
_monitoring program performance, ¢ o y7e 10y oy iy

3 - Camplianw audit objeclives’rélate io in dssessiment of complidneé with
criterin established by provisions of laws, regulations, contracts, or grant
agreements, or other requirements that eotild affeet the acquisition,
protection, use, and disposition of the entity’s resources and the quantity,
quality, timeliness, and cost of services the entity preduces and delivers.
Compliance requirements can be either financial or nonfinancial,

§2.  Audit Services

Under the Inspector General Act of 1978 {as amended), the Office of the Inspactor Genéral
{01G) is to provide n means for keeping the Archivist and the Congress fully and currently

_ informed about problems and deficiencies relating 1o the administration of NARA programs and
operations, and the necessily for and progress of corrective action. In obtaining the  necessary
information to accomplish this reiquirement, the OIG conducts a range of audit services. These
services include--but are not fimited to-~contract closeouts, billing inquiries, controf
assessments, and procurement evaluations,

83, OIG Audit Plan

The OIG prepares and distributes an annual andit plan, Suggestions for audits may originate in
several places:

4. Mandsiory by statute or regulation. These include the annual independent

financial madit, an evalation of NARA's complinnee with the Faderal Information

Security Management Act (FISMA), and other periadic requirements such as compliance
- with the Improper Payment Eliminations and Recovery Act.

b, Selected by the OIG. These arc usually aligned with the NARA Strategic Plan
and are based on risk, materiality, significance, or other criteria.

L. Requesied by Congress.

d. Suggested by the Archivist or other management officials. These suggestions
may originate as part of the annual requast E’rnm thi: OIG for audit plan input of may be -
forwarded ‘w the OIG as tssues arise.

& Suggested by anyone insidz or outside of NARA who contacts the OIG to suggest
awdit areas, or recommend or request audil assistance.

Annuat audit plans are flexible and may be changed during the year to assign limited audit
resoursiss 1o higher priority audits. The OIG determines the priority for condueting audits,

§-4
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CHAPTER 7 - CONTRACTING FOR AUDIT SERVICES

1. POLICY

In accordance WIfh the Inspector Generc:l Aci of 1978, as amended, IGs ure to
ensure that non-federal auditors comply with GAO Govemment Audmng o
Standards when they audit federal organizations, programs, ochv;hes, and
funchons :

NARA 1201, Audits of NARA Progrc:ms and Operchons sec’rlon 1201 3,
Responmbfimes pcragruph e.[7), states that the NARA lnspec?or Generoi is
responsible for (cx) esfabiishlng guadelznes for de?errnlnlng when it is c:ppropnclte
to use nonfederal auditors and (b) ensUnng fhose audl’rors comply wﬁh ’rhe
government auditing standards.

To fulfill these responsibilities, the OIG closely controls and monitors all contractor
work, to ensure that contract terms are met and that the GAO Government
Auditing Standards are fully complled with in the performance of the effort. The
OIG controls the selection of contractors, defermlnes the scope of audlfs, cxnd

- controls the release and distribution of finalteports. ‘ S

PR e Lo T R

2. REQUIREMENTS FOR AUDIT SERVICES

NARA offices may submit requests.for procuring audit services to the ‘Acquisitions
Branch [BCN]). Any such requests received by Contracting Officers (COs) must
be sent to the OIG. After receiving d request, the IG decides whether fo use
OIG resources to perform the requested audit services, or to contract for those
services. |f the decmlon Is made to award a coniract, the OIG will arange for
the requested audit’ servaces cmd cc’r as ’rhe l:olson be’rween ’rhe con’rrcchor
auditors and the CO. ~ :

The OIG may also contract for audit services when there is a shor’rage of in-
house resources available or consulfing expertise is required for a specific
assignment.
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3. PROCUREMENT PROCESS

When contracting for audit services, the OIG will follow the procurement process
con’rclned inthe Federol Acquasmon Regu!ca';son (FAR) cnd 1he NARA o
procurement gu1dance ;

Request for proposal packages should include a requirement for prospective
contractors to provide information and documentaiion related to previous
relevant work experience, s’rc}ff quqllf:cchoras (educchon, expenence and o
professmnol cerhftcc’rtons) ’rechnnco! opprooch lndependence of the IPA 1‘0 .
cons:der any exisfing, ongomg or picmned nonaudif services, descrlp’rlon of The
IPA's system of qudlity control and the most recen’r peer. revuew sf cpphcoble
and references from other clients,

4. AUDIT SERVICES CONTRACT PROVISIONS
A c:(-)hfr'dc:’r. for cudif Sérvif:es shopic_i»ingiu,délfhe fo_ilbw_ing; _
(a)scope and pb}ec’riveé of the audit services to be provided;

(b)milestones for completion of the audit(s), or for major pon‘ionscznd o
submission of audit deliverables; . .

('q) brp_yisioﬁ fOr re_'y%i'e;w of :de‘l}iver'gbi_é'sg cmd ch_,iyi’r work papers by the OIG,

Tand )

(d)stcfemen’r fho’r ’rhe cudii(s) W|Ii be conducfed :n occordonce w;’rh GAO "
Government Audmng Standards and any other sioiu’rory, regulc:tory, or ‘
OMB reguirements governing the audit(s}.
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5. OIG CONTRACT MONITORING RESPONSIBILITIES' -+ -

After an audit services contract is awarded, a Contracting Officer's
Representative (COR) will be nominated, in writing {see Attachment 7-1}, to .
work directly with the confractor. An OIG employee, or'another'agency:
employee qualified to perform the monitoring of ‘audit services contracts; will be
designated by the IG as the COR for the contract and will act for the CO on
technical issues relating to the dudit services to be prowded The COR wil be
provided timely fraining from an’approved source. TEon :

For oversight of audits perfarmed by contractors, the COR should follow the -
United States Government Accountability Office and the President’s Council on’
Integrity & Efficiency, Financial Audit Manual, section 650:f determining the
degrée of responsibility the OIG accepts with respect to using the work of the. »
IPA and based on the'degree of responsibility accepted, the COR should '
develop a recsonoble sfrcﬁegy ‘and p!un for monl’ronng cmd Gccep’nng ’fhe lPA 5

COR responsibilities include the foliowing:

(d) parficipating in the enfrance conference with the ‘addited entity and ™
period status meeﬁngs;

(b) monlfonng confrac’ror compisonce withr ?he con’rrc:ci scope of Work
requwements, SR Lol & :

Ac) periodicolly reviewing the confractor's progress and-discussing.any.. -
“problems encountered, need for revising milestones, and significant audit:
results;

{d) resdlving %échnical.quesﬁons: O

(e) hand[mg odmm:sirchve mcn”rers of ’rhe confrcci fo include c:pprovmg
invoices and monitoring budgets; - - . s
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(f) reviewing the IPA's dudit planhing documenits for consistency. with the
contract and GAGAS and resolving inconsistencies.

{g)reviewing Coﬁi‘mét delivérdbles, .si.Jch'ds wo’rk popérs :dnd adraﬁ 'd-ud'i.’r )
repor’rs for conformance with the Government Audmng Standards, c::nd
..other lpphccbie requuements, and - R

(h) osses’ﬂngdn com‘rac’r cioseou’r by farwardlng ’ro the CO ali requ;red
statements and/or records,.to ensure a compleie: com‘rcc’r file.

The COR cannot make any arangements .or._co_mmiiments with the contfoc\‘or-- :
which would modify the.terms, conditions, or scope of the contract. The COR -
cannot-dlfer or agree fo any rate orprice modification. These responsibilities -
reside with the €O and, if such modifications are necessary, the contractor wilt
need to obtainwritten approval from the CO.. Wheére the contract.
contemplates the.issuance of task orders; the descripfion of the work the _
contractor is obligated to perform must be found in each task order issued .
under the

6. QUALITY ASSURANCE -

Assuring the quality of contractor performance is always important. When an
OIG uses:outside audit support o conduct an.audif, the quality ofithe work of
the firm and ifs employees will directly impact on the reputation of the OIG. For
this reason, it is critical that the OIG carefully monitors the contractor's work. All
audit work: pqpers cnd repor‘r dmfis should be rewewed ona rouhne basis, by
the'COR.: S T R S L UT S IRTY EA R S

The OIG emphasis on conducting performance audits is not commeonly found in
the private sector. Thus, wheneverconiractors are assigned responsibility to -
conduct performance audiis as opposed to the more traditional financial
audits, special atfention must be: paid by ’rhe COR to: con’rrcc’ror compllcnce
with GAO Government Auditing Standards. R S
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COR's should follow the United States Government:Accountability Office.and.
the President's Council o‘n'lnte'grity & Efficiency, Financial Audit:Manual, section:
650 for fi ncncu:tl s’ra’remen’f audl’rs as weli as d gunde for mom’rorlng performcnce-

7. FINANC]AI. STATEMENT AUDITS

The Chief Financial Officers (CFO) Actof 1990, the Government Monagemen’r :
and Reform Act [GMRA) of 1994, and the Accountability of Tax Dollars Act of ©
2002 requires NARA to annually prepare and submit audited financiai
statements to OMB and the Congress. The agency's financial statemenis are to
be audited in accordance with generally accepted governmen’r auditing
s’rondards by The OIG or by cn lndependen’r exfemcl cudl’ror, ‘as de’fermlned by

The PCIE adop’red a Jom’r GAO/PCIE Ftnanc;ul Audit Manuc:l (FAM) as the
framework for conducflng fi nancial statement audits in accordance with the ™
Government Aiditing Standéirds; mcorpom’red generolly accepted auditing’ ™
standards {GAAS) and atfestation stdndards established by the AICPA; and -
OMB's audit guidance. The FAM, Chapter 650, Using the Work of Others,
provides guidance on demgmng and performing oppropnc’re over5|gh1 and
other procedures when uUsing the work of other auditors, including con’rrcchng
for the entire audit. ' The O!G wnli u’rlhze a‘hls gu1dc1nce in performtng over5|ghf
respons;bllmes a 5 Lt : '

a. Tvoe of Repoﬁg_g

FAM 650 lists the various ’rypes of reporhng when using dn Independen’r Public F
Accountant (IPA) The type of reporting depends on the degree of responsibitity
the OIG cccep’rs and the level of review performed by the OIG.” Factors to be
con5|dered when deciding which type of repor’rfng to use lnc]ude the c:moun’r of
assurance the OIG w15hes o prowde, Eegol reqmremem‘s ond cos’r«benefsf
considerations. ' o : R L
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The OIG.will report-on the financial: statement by issuing a fransmittal lefter
expressing negative assurance:: Negative assurance indicates that the OIG has:
reviewed the IPA’s reporis.and related documentation, inquired of their: - * =
representatives, and states that the OIG found no instances where the IPA did
not comply, in all material respects, with Government Auditing Standards. This is
based on the OIG's decision not to assume the role of principal auditor for
contracted audits, and the OIG's position thatit would not be cosi-beneficial to
re-perform the contractor's work. Under this type of reporting, the OIG should
evaluate the IPA's independence and:objectivity, evaluate the [PA's:
qualifications; and maintain a level of review of moderate or low.

b. indegendencegcﬁdfaﬁéiiﬁédﬁcﬁs‘.f e e

When Usmg an iPA ’rhe confrac’nng process 1s desngned to selec:’r a ﬁrm ’rhc:’r Is.
independent in mind and appearance, and objecfive. The contrcc’rSfo’remen’r
of Work (SOW) or Performance Work Statement {(PWS) should require firms to
represent that they are independent.and objective with respect fo NARA and
should request the IPA to describe dll work, including non-audit services, done
with NARA within the last 3 years. The IPA should identfify threats to. =
independence c:nd sczfeguc:rds to. eliminate the ’rhreeis or reduce ihem to an
cccepfobie level. = : - : :

The COR. or‘AIGA shou!d determine whether appropriate sofeguords are .
available and can be app!sed to eliminate the threafs or reduce them, ’ro an
acceptable level. The COR or AIGA should exercise professional judgmentin _
making that determination, and should take into account whether both
independence of mind and independence in appearance are maintained. The
COR or AIGA should evaluate both qualitative and quantitative facfors when
de’fer_m;n[ng-the stgnlf_l_cance of c‘thre_cn‘. S :

Ceﬁaln condmons moy Ieod 'fo Threcﬂs Thd’f areso mgnn‘lccn’{ fhc’r ’rhey connof :
be ellmlnated orreduced to an acceptabie level through the, applicafion. of -

safeguards, reslulil,ng in |r3'§1pq|_r:ec:i independence. Under such Cor}dlt!ops IPA’s. .
should decline to perform a prospective audit or terminate an audit in progress..
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The OIG should have a role in contracting for the IPA. However, if the OIG-does
not pariicipate in:contracting for the IPA firm, the OIG generally should obfain.
an overview of the contracting process; this should include reading the SOW;:
reading the proposal.of the firm selected, dnd understanding the evaluations of
the panel selecting the firm. If the IPA does not provide a representation to -
independence and cbjectivity in the proposail, fhen the OIG should obtain a
written represen’rorlon from the IPA. : ‘

The OIG should evaluate.the IPA's qualifications to perform the qudit. This s
usually done through the contracting process. The IPA should be required o
submit its latest peer revrew reporf Ieh‘er of oommenis and response fo the
peer revrew repor’r RV Lo C o Lo

c. Level of Reviewr :

‘The oudl’ror should prepare a wrl’rfen pion for reviewing the IPA s work ’rhof
documents the level of review the:auditor wil perform. The OIG will perform a
moderate level of review. In some cases, more effort will be performed than is
required by:FAM 650 for this planned level of reporting responsibility. Under no
circumstances will the level of review decrease (e.g., if there is a scope
limitation, disclaimer of opinion, etc.). However, the level of our review may
~Increase if the CPA firm's lndependenoe objec’rlw’ry integrity, or staff

quohf cations decreose OtG review of the !PA s audit documentation is not a
'replocemen’r for. nor does it relreve rhe IPA of respon5|b|]|’ry for, maintaining.an
effechve sysrem of quotn‘y conrrol The rev;ew of documenfo’rlon should be-
conducted before The IPA ;ssues 1he oudrrors report ?o ensure iho’r the IPA's
-work papers supporf ’rhe oudl’rors reporf

For cs modero’re ievel of revrew the oudl’ror WIIE revrew more of the IPA's
__documenfohon. especrcsl!y documen’rohon evrdencmg |mporrc1n’r dec:rsrons The
~ auditor will documen’r def’ crencres no’red wﬁh fhe IPA s c:udl’r documen’rohon,
'lncludrng ’rhose rndrcotwe of weoknesses rn the IPA S sys’rem of quality control. :
The OIG will prowde the IPA wr’rh ’rhe revrew commem‘s for a determination as to
whether additional audit work is necessary. " The OIG will foliow—up with the IPA
and review the actions Tokerl by the IPA if any, to ensure that all revrew ,
comments are so’rlsfoctorliy reso[ved The OIG wrli no’rlfy rhe iPA f rm s
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management of any significant deficiencies identified with the IPA's audit
documentation. .The OIG will then prepare a summary memorandum -
documenting the'IPA's review approach and results of the review. The.
memorandum should state whether the review disclosed: :ns’fcnces where the -
IPA did not compiy wn’rh GAGAS G I 2 :

d. Overs;q_h’r File Documenfoilon.

The OIG will,.at-a minimurn, retain the documentation listed in FAM 450A for the
moderate level of review. This documentation may be maintained in EWP
TeamMate. The oversight files shallinclude the title of the audit and the
contract number. While the detailed documentation wiill not necessarily follow
the typical audit documentation style of condition, criteria, cause, and effect,
the files shall contain appropriate headers and sufficient information to ensure
the objectives of the work and conclusions reached are clear and supported.

" Confract | The file-generdlly should include the following items:(1) -

Administration - [ Statement of Work, {2) Requisitions/:Delivery Orders, {3} -
‘File . .| contractor security issues, (4) Com‘rcctor Invosces and (5) -

‘| Spreadsheet of auditcosts.

' ;The fite contain: (1) draft and fnal ver5|ons of cud|’r repor’rs and

0 |related trainsmittal [eﬂers (2) copies of oG commem‘s to the
“Reporting

Fle/Section . | IPA oh ihe reports, [3) coples of NARA s writien responses ’ro the
L repor’rs cmd (4) o’rher documen’rdﬂon consadered lmportc:m‘ fo
2 supporhng our revnew process of the reports.
| An audit administrative file shall be maintained in order to
| document the OIG's review of the IPA's audit documentation.
~ Audit . |Thefie shall lnclude at'a minimum: (1) ovemgh’r planning
Admlnlsfrahve 4memo, (2) IPA lndependence memorcndum, (3) em‘rcznce and
E[I;e/SeC’{l_:On o ex;i conference memos, (4) oudlf program, (5) cuds’r plan, {8)

_ OIG Gssurance memo, (7) review work pctpers (8) Schedule of

Dellverabies cmd (9) Con’rmctor Progress Repor}s '

The COR should ensure ’rhe IPA deslgned the audlf ’ro provsde i}
reasonable assurance of detecfeng misstatements that result from _
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violations of provisions.of centracts.or grant.agreements and could :
have a direct and material effect on the determination of financiai:: .+ 7 ¢
statement amounts or o’rher flncncscl data szgnif cant to ’rhe oudn‘
ObjeCJfIVES P . L S
.Efspéciﬁc informdtion.comes to the auditors’ aftention that provides « -
evidence concerning the existence of possible violations-of proyisions of * . -
contracts or grant agreements that could havera material indirecti~ - -
-effect onthe financial statements, the’' auditors should apply audit.. v =
procedures specifically directed to ascertaining whether such violations

have ‘occurred. ‘When the auditors conclude that a violation of
provisions.of coniracts or grant agreements has or is likely to have " - ,
occurred, they should determine the effect on the findncial statements -~
as well as the implications for other aspects of the audit.

If during the course of the audit, auditors become aware of abuse that
-could be quantitatively or quadlitatively material to the financial
statements; auditors should apply audit procedures specifically: dlrec:’fed
to ascertain the potential effect on the-financial siatements:-or other
financial data significant 1o the audit objectives. After performing. .
additional work, auditors may discover that the abuse represents
potential fraud or llegal acts. Because the determination.of abuse is
subjective, auditors are rlmL required o provide reasonable: assurance of
de’recfeng abuse

e. Review of'IPA Au‘di’ror Reports. .+~
All “draft” IPA audit reports, including managementletters, will be reviewed by
the OIG before issuance to NARA management. ‘The reports should be
reviewed to ensure accuracy and conformance with applicable standards and
specifications in‘the contract. The findings:and recommendations:shouldialso
be reviewed for clarity and specificity: The OIG will complete the FAM:Financiat
Statement Audit Completion Checklist when reviewing the auditors’ report. This
checklist is a ool for ensuring that the auditors’ report conforms to Government
Auditing Standards.- The OIG will provide review.comments, if any; to the IPA for

AL

September 2016 ' < 4w+ Page 7<10



‘Ndtional Archives and Records: Administration
. Office of Inspector.General = Office of Audits

any errors found:or recommendchons made for chonges to fhe droft as-a result
of the review..’ ; Sl e e PR T

The IPA will submit the final drafts, after appropriate revisions, to the OIG. The -
OIG will prepare the draft report transmittal letter and fransmit the draft reports
to the Archivist and other appropriate officials for comment. The time provided
to NARA management for’commenting-on the draftreports shall be agreedto
during the planning'stages:of the audit. :Due 1o the statutory deadline for
reporting restlts, the OIG policy for submitting comments cannot be adhered fo.
The IPA shall forward the required number of copies of the final report to the
OIG. The CIG will preparethe final ’rransmlﬂcl letter and distribute ’rhe repor’r fo
the oppropncﬂerNARA ofﬁcmls T A B : .

f. Other Duties.

1. Entrance and Exit Conferences.: An entrance conference will:be held with
management officials prior to the start of the engagement..The IPA will -
prepare the agenda and Iec:d the dascussuon durtng ’rhe enironce
conference R T : £

An exit conference will be c}rrcnged io dascuss ’rhe oudﬁors reports w:’rh
management.:: e S TR L

2. Management Representation Letter. The OIG should ensure that the IPA
obtdins a management representation letter; including.the summary. of
unadjusted misstatements. The representations supplement the audit
procedures performed but are nof a substitute for them. Statement on -
Auditing Standards {SAS) 89, Audit Adjustments, requires mqna’gem‘en’r to-

- indicate in‘the management representation letter that unadjusted -

- misstatements individually, or in the aggregate, are not material to fhe
financial statements. . SAS 8% diso requires that a summary of: uncd;us?ed
=m|ss‘ratemenfs be cﬁached to The represenic:’rlon letter. P

53 egc:l Le’r’re In cccordance wﬁh AU Sec’ﬂon 337 !nqu;ry of Chem‘ s
Attorney Concerning Litigation, Claims and Assessments, the OIG shoutd
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ensure that management sends a lefter of inquiry to the adency’s ;

- General Counsel. Management should document in a schedule how the
information contained in the legal counsel’s response was considered in
preparing the financial statements. Legal letters and managemen’r 5
schedules are required.

The OIG should ensure that OMB and GAQ receive copies of the legal
letters, if applicable, by the required due dafe.

4. Invoices. The OIG shall review the contractor's invoices for accuracy prior
to the submission for payment. Review of invoices should include
recalculating hours, ensuring the rate is the rafe c:greed to in the coniract,
reviewing-the progress reporis, and verifying that any 11r<:zve! expenses fall
wa’fhln the, federal per dlem ro’fes i czppl;c:oble '

B
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Aftachment.7-1

© OFFICE INSPECTOR GENERAL: -
MATHINSL ARCHIVES 2ad RECORNE ADRUNE

NAT[G’QA& Solt ATHESR R COUEGY PARK D 008 o0
ARCHIVES  wwwaechon govnlt

bt Sepiember 8, 20XX

Heyly to
amor ¢ Office of Tnspector General (OIG)

Nmnuwtmn of Cnntmcung()ﬁiccr’s Repmsenialwe R

™ namc,l)xrectornf l%m Acqumlmns (BCN)

BT ¢ The Eiectmmc Reuords Archives Program Office (NHE) 18 entering: mta an Intcragcucy
Agreement with the Defenge Contract Managemﬁnt Agency (DCMA) for conlract
management services. Somie of the'services to be procured under this agreerent may *
constitule audit éervices, Under the Inspector General Act of 1978, as amended, the NARA
Inspector General is responsible for selecting and conducting audits of NARA programs,
operations, contracts, and grants. Therefore, we wish to nominate Mr/Mrs./Ms. name os the
Contrzeling Officer’s Representative (COR) for the Interagency Agreement.

2. Mr/Mrs./Ms. name has over x vears of federal government procurement experience
audiling major weapon system acquisitions for the 1.8, Air Force and acquiisitions of large
eomputer systems and management information systems for the U.S. Department of State.
During his ime at NARA, MiMrs /Ms. name has completed a muiti-scgmcnt audit of
NARA's procurement operations, evaluating the managemend of verious aspects of the
Agency’s procurement process, as well as other scquisition-related rcvmw of NARA
information technology programs.

3. Mr/Mrs /Ma. Name’s (itle, business address, phone number, and fax number are:
_a. Title: xxx Auditor
b. Business Address: Office of lnspector General (OIG)
8601 Adelphi Rosd, Room 1300
College Park, MD 20740-6001
e. Phone: (301) 837-xxxx
d. Fax: (301)837-3197
4. Incase of any problems, disagreements, or other questions pertaining to the COR’s

performance of duties, you may e-mail me at IG°s email address/@nara.gov. or call me at
(301) 837-xxxx.

5. MrMrs/Ms. name completed the Contracting Officers Representative Initial Training
Course {40 hours} on May 21, 19XX, and the Federal Acquisition Instituie COR Mendor
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Program on September?:fiﬁ?{}i B

6. Atpresent, Mr/Mrs./Ms. tiame pérformance rating elemenits do not fnchide ilig COR
funetion. However, his next performance plan will be modified 1o include the COR function.

7. The COR should be assigned the following duties:

a. Ensure the contractor delivers all contractua! goods and services in sccordance with
the coniract delivery schedule. This includes determining causes when the contract is not
progressing as expected znd making recommendaiions to the contracting officer for
corrective action.

b. Controf all government fechitical inferface with the contractor,

¢. Ensure that a copy of all government techmical correspondence is forwarded to the
contracting officer for placement in the official contract file.

d. Prompily furnish documentation on any request for change, deviation, or waiver,
whether penerated by the government or the contractor.

e, Monitor contractor performance to ensure individual contractor employees are of the
skill levels required and are actually performing at the levels charged against the contract
during the performance period.

{ Monitor contractor performance to énsure that the labor hours charged against the
confract are consistent and reasonable for the effort completed and that any travel charged
was neeessary and actually occurred.

2. Monitor Government Furnished Information and Material. Ensure that the
information and materinl provided the contractor is authorized by the contract.

h. Complete the COR Report of Contractor’s Performance in accordance with the
- schedule established in the contract administration plan for the confraet.

Naine
Inspector General
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| *'TC‘-HAPTERQB:_—" NONAUDIT SERVICES -~ -

1. BACKGROUND

Nongudit serwces, some’nmes referred ro as consu[’r;ng servrces, ore professmnoli
servzces o’rher fhon oudl’rs ond oﬂes’rohon engogemenfs

Nonaudit services difer from the ’rr'o‘di:’rion’o[ p?éfé%bhél services provided by an
accounting or consulting firm to the audited entity. These iypes of services are .
often performed in response ro o sfofu’rory requsremenf at ’rhe dlscrehon of 1he
authority of the audif orgonlzohon or fora legrslohve ovemgh’r body oran
independent external OFgCH']IZCITIOﬂ ond do nor lmpclr oudr’ror rndependence '

Exomples of ’rhese ‘rypes of serwces lnciude (cz) prowdlng mformo’rlon ’ro o
requesf;ng parTy wn‘houf oudn‘or evotuohon or vern‘” cohon of ’rhe lnformcr’rlon or
data; (b) provrdlng ’rrornlng, speeches ond ’rechnlccrl presen’ro’rlons [C)
providing oversight assistance in revrewrng budge? submissions; (d) |dem‘|fyeng
good business practices for users in evaluating program or monogemen’r sysrem
approaches, including financial and Informohon management sys’rems ond (e)
providing audit, mveshgohve ond overmgh’r-reloied services that do nor mvolve
a GAGAS audit (but whlch could be performed as an oudlr ;f 1he oudrt
organization elec’red to do so) '

The GAQ. Governmenr Audrffng Srondords do nor cover nonoudlf servrces since
such services are not audits or c:ﬁes’rohon engczgemen’rs Therefore crudl’rors

must not report that the nonavdit services were Concfucied ;n occordonce with
GAGAS.

. g R e emes e e w : L P
At i TRl T cr P A

2. SAFEGUARDING AUDITOR INDEPENDENCE

Using professional judgmerﬁ rrl‘e* oudi’rors m'us’r, before ogreeing‘ To 'orc')vide a
nonaudit service, evaluate whe’rher prowdlng fhe nonouda‘r services. crec:tes a
threat to mdependence, either by itself orin oggrego’re with other nonaudit
services provided, with respect to any GAGAS audit it performs.
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‘A critical component of fhis defermlnoflon is.consideration of management's
ability to effectively oversee the nonaudit service to be performed The auditor
should determine that the audited entity has designated an individual, who
possesses suitable skill, knowledge, or experience, and that the individudl ™
understands the services to be performed sufficiently to oversee them.The
individudl is not requwed fo possess the experhse to perform or reperform fhe
services. The auditor should document consideration of mdnagement's’ dblllfy to
-effechvety oversee nonoudlf servrces fo be performed
Audlfors performrng nonoudﬁ serwces for enhhes for whlch fhey perform oud:fs ‘
should obfo;n ossuronce that oudlfed enfn‘y monogemenf performs fhe )
followmg funcfrons in connec’ﬂon wnfh the nonoudsf servrces

(d) assumes all monogemen’r responsebrllf:es ‘

(b} oversees the services, by demgnoflng an individual, preferobly within

sen|or mcrndgemenf who possess susfob!e skr!l knowledge or experience.
(C) evoluofes the odequocy ond resulis of the serwces performed ond . _'
(d) occepfs responmbrilfy for fhe resulfs of fhe serwces o

U

The OIG wrli
obrllfy fo effecfrvely oversee o nonoudrf servrce to be ‘
prowded by the auditor as indicated in porogroph 3. 34 ond

(b) document fhe auditor’s undersfondlng with an oudlfed entity
(or those chorged with govemonce regordmg fhe followrng '
; - & M‘_objecftves of the nonoudlf servrce, N
" e servicesto be performed; T
« audited entity's acceptance of ifs responsrblll’nes
» the auditor's responsibilities; and
any limitations of the nonaudit service. o

(c )Evoluofe the impact of previous!y performed nonaudit
services on the auditor's independence-on a prospecflve or
currem‘ engogemenf ond oddress fhreofs |denf|f‘ ed '
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(d) Disclose the nature of the threat fo independence that could™ 7 =
not be eliminated or reduced to an acceptabie level, and
modifying the GAGAS compliance statement, This sifuafion.
applies to an guditor in a government entity that may be. - .-
required to perform.a nonaudit service os a result-of - -~
constitutional or statutory requirements

The OIG will not:provide nonaudit services that.invelve performing management
functions or making management decisions, and will not audit its own.work:or. -
provide nonaudit services in situations in which those services are, s&gnn‘” cant or:
rmaterial tor The subjec’r matter of 1he audits,

3. ESTABLISHING PROJECT EXPECTATIONS
For nonaudit services initiated by management request, the auditors will meet
with the requesting officidl(s) to'gain a complete understanding-of the project's:
nature, objective; and scope, ‘as-well as the expected completion date and' - -
format for reporting:resulfs. Management officials: mustbe lnformed of c:ny
changes in the review parameters-or planned completion dates..- '

4. COMMUNICATING WITH MANAGEMENT

Auditors should maintain a continuing dialogue with NARA managers as the -
project progresses and should hold regular status meetings with designated
points of contact to keep management informed. These meetings allow for
early discussion of potential observations, afford managers the opportunity to
provide additional information that could be pertinent to projects, and allow
NARA officials fo consider alternative actions.

The auditors should also communicate, with the requestors of the services and

with those charged with governance, that the work performed does not
constitute an audit under GAGAS. :
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5. REPORTING AND DlSTRIBUTING RESUE.TS

Project results can'be: prov:ded to mancgemem‘ ina repor’r ora bnefmg
Whatever format is used, the:auditors should present the results clearly,
accurately, and objectively. Any unconf rmed data or cssump’nons made
should be identified. e SRR R

Project reports must be referenced prior to transmittal to management. Draift
reports are not issued; but'discussion drafts maybe used fo facilitate meetings:
with mdnagement officidls. Reports will contain suggestions forimprovements; -
but not recommendations or written mandgement commenits,'since'the”
interpretation and use of the data is optional at the discretion of the requesf:ng
official(s}.

If the project was requested by management, the reporis, presentations, or
briefing papers-used to'conyey project results are distributed only to'the -~ =
official(s):requesting the project: :Broader distribution of the results can be made
by the requesting official|s); but the resuits will not be released by the ‘OIG unless
the information is requested by external oversight activities, e.g.. 1he Congress, :
or under the Freedom of Information Act: (FOIA).. G e

| September 2016 ' oo Page8-5



	NARA OIG Audit Manual 1
	NARA OIG Audit Manual 2
	NARA OIG Audit Manual 3
	NARA OIG Audit Manual 4
	LetterF.pdf
	LetterF_Page_1
	LetterF_Page_2

	CoverPaqeTemplateR.pdf
	Description of document: National Archives and Records Administration (NARA) Office of Inspector General (OIG) Office of Audits (OA) Policy Manual, September 2016
	Posted date: 30-January-2017
	Source of document: FOIA Request National Archives and Records Administration Office of the Inspector General FOIA Request 8601 Adelphi Road, Room 1300 College Park, MD 20740 Fax: 301-837-3197


