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DECZ 116

CERTIFIED MAIL - 7010 1870 0003 0050 3939 — RETURN RECEIPT REQUESTED

FOIA Number: WAPA-2017-00213-F

This is in response to the request for information received by the Western Area Power
Administration (WAPA), pursuant to the Freedom of Information Act (FOIA), 5 U.S.C. § 552.
In your request you asked for a copy of any unpublished WAPA reports or memoranda
concerning threats to the electric grid system from solar electromagnetic storm activity such as a
Carrington Event type phenomenon, and/or any steps being taken by ~ APA to address this
potential problem. '

Enclosed are three documents responsive to yc requ . Ho ver, the signatures have! 1
withheld pursuant to Exemption 6. Exemption 6 of the FOIA, 5 U.S.C. § 552(b)(6), 10 C.F.R.

§ 1004.10(b)(6), protects from mandatory disclosure “personal and medical files and similar files
the disclosure of which would constitute a clearly unwarranted invasion of personal privacy.”

In applying Exemption 6, WAPA considered (1) whether a significant privacy interest would be
invaded; (2) whether release of the information would further the public interest by shedding
light on the operations or activities of the Government; and (3) whether in balancing the privacy
interests against the public interest, disclosure would constitute a clearly unwarranted invasion of
privacy.

Disclosure of the signatures could subject the individuals to unwanted attention that would
intrude into their personal lives. Moreover, disclosure of this information will not reveal any
aspect about the operations or activities of the Government that would outweigh an invasion of
privacy.

You may challenge the denial of the withheld information by submitting a written appeal to the
Director, Office of Hearings and Appeals, at HG-1/L’Enfant Plaza Building, Department of
Energy, 1000 Independence Avenue, SW, Washington, D.C. 20585-1615. You may also submit
your appeal by e-mail to OHA filir  @hg.doe.gov, including : phrase “Freedom of
Information Appeal” in the subject-line. You should submit the appeal within 90 calendar days

































GMD Operating Procedure (WACM and WALC)

9 ACRONYMS

Acronym Long Name o o o
Alerts GMD notification issued for ]
BOR U.S. Bureau of Reclamation (GOP)

FEUS Farmington, City of (TOP)

GMD Geomagnetic Disturbance

G Scale NOAA Space Weather Scale of GMD Storm severity — example G1-G5

K index NOAA predicted index that physically measures nu. of storms in a cycle
NOAA National Oceanic and Atmospheric Administration

PeakRC Peak Reliability Coordinator

RC Reliability Coordinator

RCSO Reliability Coordinator System Operator

RMT Reliability Messaging Tool

SPP RC Southwest Power Pool Reliability Coordinator

SWPC Space Weather Prediction Center in Boulder CO

SWTCO Southwest Transmission Cooperative (TOP)

TSGT Tri-State GNT

WACM Western Area Colorado Missouri

WALC Western Area Lower Colorado f
Warning GMD notification issued 15-minutes before a GMD Storm |
Watches GMD notification issued 1-3 days in advance of event by SWTC

10 REFERENCES

This document takes references from the PeakRC and SPP GMD Operating Plans and is
consistent with both of these plans and correctly reflects NOAA and SWPC Alert processes
currently being used. For more details on the NOAA, SWPC, Use of K-Index and G-Scales in
GMD notices and templates use reference Appendix 1 and 2.

Appendix Title
Appendix 1 PeakRC GMD Operating Plan
Appendix 2 SPP Southwest Power Pool GMD Operating PlanDraft
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GMD Operating Procedure (WACM and WALC)

11 ACKNOWLEDGEMENT

This operating procedure set forth herein has been reviewed and implemented by the
authorized reliability power system operating representatives of Western and serves as an
internal power system operating guide for the Western System Operator. This document is not
intended to be a bi-lateral or binding agreement between any entity and Western. This
document is not intended to replace any other entity’s operating procedures.

12 LIABILITY

The Western Area Power Administration in no manner warrants the contents of this operating
procedure. Any entity or person accessing this Standard Operating Procedure shall release,

hold harmless, and indemnify the Western Area Power Administration, Department of Energy
and United States from any and all liability with regards to any use of the steps, descriptions,

guides, or attachments included or associated with this document.

13 NON-DISCLOSURE

All entities and persons accessing this Standard Operating Procedure agree to use such
information only for its contemplated purposes and not to disclose any of the portions or
attachments of this document without the express written consent of the Western Area Power
Administration, Operations, TSO / AGC / TSS / OSG Manager(s).
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