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U.S. Department of Homeland Security
500 C Street, S.W. Mail Stop 3172
Washington, DC 20472-3172

May 24, 2017

SENT VIA EMAIL

Re: FEMA 2016-FEFO-00962 Final Response

This is the final response to your Freedom of Information Act (FOIA) request to the
Department of Homeland Security (DHS)/Federal Emergency Management Agency
(FEMA), dated and received by this office on February 9, 2016. You requested a copy of any
unpublished internal FEMA or unpublished contractor technical or management reports and
studies concerning risks from geomagnetic storms, risks from solar flares, and risks from
electromagnetic pulse.

A search of FEMA’s National Preparedness Directorate (NPD), and th  .fice of Response and
Recovery’s Recovery — Public Assistance (ORR-PA) for documents responsive to your request
produced a total of 83 pages. Of those pages, we have determined that 67 pages are releasable in
their entirety, and 16 pages are being withheld in their entirety pursuant to Title 5 U.S.C. §
552(b)(5), FOIA Exemption 5.

FOIA Exemption 5 protects from disclosure those inter- or intra-agency documents that are
normally privileged in the civil discovery context. The three most frequently invoked privileges
are the deliberative process privilege, the attorney work-product privilege, and the attorney-client
privilege. After carefully reviewing the responsive documents, we determined that portions of
the responsive documents qualify for protection under the Deliberative Process Privilege. The
deliberative process privilege protects the integrity of the deliberative or decision-making
processes within the agency by exempting from mandatory disclosure opinions, conclusions, and
recommendations included within inter-agency or intra-agency memoranda or letters. The
release of this internal information would discourage the expression of candid opinions and
inhibit the free and frank exchange of information among agency personnel.

You have the right to appeal if you disagree with FEMA’s response. The procedure for
administrative appeals is outlined in the DHS regulations at 6 C.F.R. § 5.8. In the event you
wish to submit an appeal, we encourage you to both state the reason(s) you believe FEMA’s
initial determination on your FOIA request was erroneous in your correspondence, and include a
copy of this letter with your appeal. Should you wish to do so, you must send your appeal within
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90 days from the date of this letter to fema-foia@fema.dhs.gov, or alternatively, via mail at the
following address:

FEMA
Office of the Chief Administrative Officer
Information Management Division (FOIA Appeals)
500 C Street, SW, Seventh Floor, Mail Stop 3172
Washington, D.C. 20472-3172

As part of the 2007 FOIA amendments, the Office of Government Information Services (OGIS)
was created to offer mediation services to resolve disputes between FOIA requesters and Federal
agencies. You may contact OGIS in any of the following ways:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road- OGIS
College Park, MD 20740-6001
E-mail: ogis@nara.gov
Web: https://ogis.archives.gov
Telephone: 202-741-5770/Toll-free: 1-877-684-6448
Facsimile: 202-741-5769

Provisions of the FOIA allow us to recover part of the cost of complying with your request. In
this-instance, because the cost is below the $25 minimum, there is no charge.

If you need any further assistance or would like to discuss any aspect of your request, please
contact us and refer to FOIA case number 2016-FEF0-00962. You may send an e-mail to fema-
foia@fema.gov, call (202) 646-3323, or you may contact our FOIA Public Liaison in the same
manner.

Sincerely,

ERIC A O el 5. Goverment, ooOeparmentf
Homeland Securtty, ou=FEMA, ou=People, cn=ERIC A

NEUSCHAEFER  toasa oo sosmasssrans

Date: 2017.05.22 15:05:54 0400

Eric Neuschaefer

Chief, Disclosure Branch
Information Management Division
Mission Support

Enclosure: Responsive Documents (67 pages)





































































COA 2: Lease a survivable fiber optic network between FEMA headquarters, Mount
Weather, 6 MERS Detachments, and “non-hosted” FEMA Regional Offices.

Less expensive than building (= $1,200 per mile)

Advantages | FEMA owned and operated

T-1 or better bandwidth

CWIN already provides this capability; FEMA has access to CWIN

Disadvantages | Cost to operate and maintain (not scoped)

Relies on PSN infrastructure

COA 3: Use CWIN which already b»e = nracanca ot ERMA headquarters, Mount
Weather, and 6 MERS Detachments:

Least expensive option; FEMA already has access

Advantages | Resilient and redundant network includes State EOCs

T-1 bandwidth

DHS could cancel program in any given budget year

Disadvantages | Proprietary network (no connection to FEMA, DHS, or other networks)

Relies on PSN infrastructure

Note: It would be possible to obtain all key node locations that support CWIN network
and potentially determine key node long-term support and resupply requirements.

Satellite Communications (GEQ):

COA 1: Maintain current exclusive contract with On Call Communications.

Existing contract and relationship

Advantages | Bandwidth on request

T-1 bandwidth

Greatest risk due to no diversity of service provider

Disadvantages | Access to fewer GEO satellites

(Ground stations rely on PSN for FEMA .net connectivity

COA 2: Let contracts with multiple commercial providers

Greater diversity of providers

Advantages | Access to larger number of GEO satellites

Leverage market forces to reduce on-demand costs

Potentially more expensive

Disadvantages | No guarantee that any service will operate

May need to provide support post-event to multiple vendor sites

Note: MERS already uses iDirect as a secondary vendor to provide “dirty” internet. It
may also be possible to partner with DoD.



Satellite Communications (GPS Navigation):

COA 1: Maintain status quo (single-frequency GPS receivers).

Least expensive
Advantages | No change in procurement requirements
GPS important but not essential to FEMA’s mission
. Greater chance for interference during normal space weather
Disadvantages — — -
Greater likelihood of position errors during normal space weather

COA 2: Purchase dual-frequency GPS receivers

Advantages

Less susceptible to interference

More accurate position data

Disadvantages

More expensive

Severe solar storm will have same impact as to single-frequency rev’r

No advantage if significant loss to GPS network

Satellite Communications (LEQO):

COA 1: Maintain current use of Iridium phones.

Advantages

More robust and survivable network

Non-secure and secure voice

In-network calls do not require PSN

Only two facilities would require support (Arizona and Hawaii)

Next generation network will have high-speed data

Disadvantages

Next generation network not until 2015

Single service provider

Current satellites aging and may be susceptible to severe space weather

COA 2: Add Globalstar phone to inventory.

Advantages Multiple Ven_dors _ _
Next generation will have high-speed data
Relies on ground stations and PSN to connect calls
Disadvantages | Not global coverage
Satellites more vulnerable to space weather




HF Communications:

COA 1: Maintain status quo for FNARS and MERS

Least expensive option

Advantages | Existing equipment and locations with connectivity to state EQCs

Non-secure and secure voice and low-bandwidth data

FNARS current state does not provide nationwide coverage

Disadvantages | No long-term maintenance program

Lack of trained operators

COA 2: Reinvigorate the FNARS program and MERS HF through equipment upgrades,
Prna tawman maninecmgnee program, radio operation procedures, and operator training

Existing equipment and locations with connectivity to state EQCs

Non-secure and secure voice and low-bandwidth data

Advantages Maintenance program will significantly improve system availability

Procedures and personnel training will improve system operations

Funding is required for antenna repairs and/or upgrades

Disadvantages | FNARS long-term maintenance program not currently budgeted

No procedures or training exist for non-technical personnel

COA 3: Establish 24/7/365 FNARS network control cente

Provide continuous HF operability and availability under all conditions

Advantages | Regular HF operations with other federal and state HF networks

Will create a cadre of skilled HF operators

Programmatic funding required (not budgeted)

Disadvantages | Dedicated personnel required (could use existing operation center)

Development of doctrine, policies, procedures, and training required

Conclusion

A repeat of the 1859 Carrington-Hodgson event could be catastrophic, but FEMA can maintain
some measure of command, control, and communications during and afier the event with
existing capabilities. Those capabilities could also be extended to partner agencies and
customers with similar capabilities, which is especially true for HF voice communications. The
recommendations presented above, if adopted, would improve FEMA’s C3 survivability,
pariicularly in the area of data communications.

Every FEMA employee will be affected. Knowing what communications systems will work or
may work at different phases of an extreme solar weather event, and the order and progression of
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