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Air Traffic Safety
Oversight Service

SOC

Safety Oversight Circular

U.S. Department SOC: 07-05A
of Transportation
Federal Aviation DATE: Feb 14, 2013

Administration

Subject: Guidance on Safety Risk Modeling and Simulation of Hazards and Mitigations

1. Purpose: To clarify expectations concerning Modeling and Simulation (M&S) studies
submitted with safety risk management documents (SRMD).

2. Audience: All elements of ATO involved in the Safety Risk Management (SRM)
process.

3. Where Can I Find this SOC:
http://www.faa.gov/about/office_org/headquarters_offices/avs/offices/aov/policies_forms/

4. Background:

a. FAA Order 1100.161, Chg. 1 defines AOV responsibilities regarding safety oversight of
the ATO. These responsibilities include monitoring compliance with safety standards and the
ATO SMS; approving controls for initial or current High Risk Hazards (HRH) changes to the
National Airspace System (NAS), and waivers or changes to handbooks, orders, and documents
when those pertain to separation minima.

b. ATO requests AOV approval or acceptance of NAS changes through Safety Risk
Management Documents (SRMD). These SRMDs may include M&S results as part of the safety
case supporting the change. Often, unclear documentation compels AOV to request supporting
information and can result in delays in processing the ATO request. The choice of a particular
analytical approach will be determined by the unique conditions associated with each particular
NAS change. Therefore, proactive early and continuing communication with AOV about
planned M&S activities is essential, particularly when an initial HRH mitigation is involved.

5. Guidance: Risk is usually conditional on factors or conditions particular to the location(s)
and situation(s) where a change is desired. Modeling and simulation can provide information to
decision makers about the risks associated with possible adverse outcomes associated with a
proposed change to the NAS.

This requires a commitment of time and resources for each request by both ATO and AOV.
Similar to the process described in SOC 07-02, ATO may obtain agreement at specified phases


http://www.faa.gov/about/office_org/headquarters_offices/avs/offices/aov/policies_forms/
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of the modeling process before submission of a completed SRMD. It is assumed that if ATO
seeks AOV agreement with respect to the M&S development, then ATO also will seek
agreement with respect to the SRM process as a whole. In the context of an SRMD, the primary
objective of the M&S activity is to provide information concerning the risks of adverse outcomes
associated with the proposed change, conditional on factors or conditions that apply at locations
where the change is being implemented. AQV is prepared to provide agreement at the
conclusion of each of the following identified M&S steps. AOV recognizes that the actual M&S
process may not be in the order described below, so the sequence of agreements may require
consultation between AOV and ATO.

6. Modeling and Simulation Considerations:

a. Components: A model is a construct distinct from its simulation. As defined, a model is
a symbolic representation of a system; simulation is a manipulation of the model. Considering
them separately increases the clarity with which each can be described, used, and reported.

b. Methodology: Base risk assessments on structured, generally accepted procedures and
techniques for constructing a model and conducting its simulation.

c. Data: When possible, rely on quantitative data rather than qualitative data, e.g., for
determining severity, likelihood, adverse outcomes, and risks. The benefits gained from using
quantitative data include the capability to objectively and statistically compare quantitative
results from simulations between simulation scenarios, as well as with the initial level of risk.
Additionally, levels of confidence can be obtained for each comparison to assist decision makers.

d. Results: Compare the predicted effects of implementing the mitigation with the
outcomes obtained from its simulation.

e. Record Retention: M&S records should be kept in accordance with SMS guidelines for
record retention. For example, a report record for the M&S supporting an SRMD would be kept
at one location, would include statements of purpose, copies of related reports, and other
supporting documents noting assumptions, inputs, and other relevant data.

f. Reporting: Include in a request to AOV necessary and sufficient information about the
model, the simulations, the results and their interpretation, and the rationale for the mitigation
requested. This would generally be expected to expedite and facilitate AOV evaluation of a
request. Any report of results will be expected to include the following items.

1) The description of the model. For example, a written description of the
corresponding real world components being modeled, such as facilities, weather conditions,
staffing, equipment, etc.

2) The list of model parameters, assumptions, and sources, including variables used and

their corresponding data sources and data values, as well as the value sets used for particular
scenarios.
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3) Results should be provided in a format that gives AOV the capability to review the
effects of different analyses given a set of input assumptions. Examples of possible formats
include Excel spreadsheets, charts, tables, etc. This includes results from simulated model runs,
statistical and sensitivity analyses, and hazard-control analyses.

4) A discussion of any weaknesses in the modeling and simulation. These could include:

a) Assumptions where there are uncertainties, e.g., due to differences of opinions
from subject matter experts (SMES).

b) Data variability/errors due to the conversion from qualitative to quantitative data.
c) Effects of sample size, e.g., effect on results of using a small sample size.

d) Scoping limitations imposed by placing boundaries on the system being studied
(imposed by ATO).

e) Constraints on the process (outside control of ATO).

7. Recommended Steps of the M&S Process: The M&S process for the SRM process can be
considered to consist of 8 steps (the term steps is used to clearly distinguish between these and
the phases referred to in AOV SOC 07-02). A checklist is appended and shows the sequence.

a. Step 1-- ATO Development of a Safety Definition. ATO completes a description of
the system and its interfaces representing the changes being considered. This should include a
preliminary hazard list (PHL) with the expected severity (Se) and likelihood (Li) of each hazard
identified. The description and PHL are prerequisites for the next step in the design and
development of an M&S process for the proposed change. AOV’s feedback regarding the
activities conducted during this phase may be solicited before continuing M&S work.

AOQV Response: Review the materials and provide feedback regarding the completeness,
relevance, and accuracy of the materials provided. Feedback from AOV may be accompanied by
an initial agreement to proceed to the next step.

b. Step 2 -- ATO Determination of Need for M&S. Determination as to whether M&S
should be used is based on severity and likelihood, each determined independently as defined by
the ATO SMS Manual. M&S should be undertaken if preliminary evidence indicates that
outcomes of the change made by ATO may take the form of (a) reduction in a separation
standard, (b) reduction in ATC capability, (c) collision, (d) injuries or fatalities, () major,
hazardous, or catastrophic severity levels. AOV feedback regarding the activities conducted
during this phase may be solicited before continuing M&S work.

AOQV Response: Review the materials and provide feedback regarding the completeness,

relevance, and accuracy of the materials provided. AOV feedback may be accompanied by an
agreement to proceed to the next step or agreement that M&S is not required.
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c. Step 3-- ATO Ildentification of Adverse Scenarios to be Modeled Based on the PHL.
ATO identifies a set of adverse scenarios associated with the proposed change. A single change
to the NAS may result in many different potential adverse outcomes. If so, the M&S should
include these through the use of multiple scenarios. Detailed scenario descriptions define
problem statements for the SME or analyst. Scenario descriptions should help determine which
aspects of the NAS change (if any) require M&S. AQOV feedback regarding the activities
conducted during this phase may be solicited before continuing M&S work.

AOQV Response: Review the materials and provide feedback regarding the completeness,
relevance, and accuracy of the materials provided, including completeness and thoroughness of
scenario descriptions. Adverse scenarios should take severity into account. AOV feedback may
be accompanied by an agreement to proceed to the next step.

d. Step 4 — ATO Determination of Appropriate Model(s). If M&S is required and data
are available, risk assessment should be based on objective quantitative statistical data (e.g.,
historical weather data, historical operational error data) or on observational data (e.g., SME
watching radar display or SME reviewing audio/video recording). Where there is a lack of
appropriate quantitative data to conduct a statistical assessment of risk, generally accepted
methods, such as ranking, sorting, or SME judgment could be used to convert qualitative
information into numerical values. However, it must be recognized that using transformed
qualitative data severely limits the model design and resulting statistical analysis. At this step,
there should be a complete identification, description, and discussion of the related assumptions,
scoping, constraints, and other identified limitations. AOV’s feedback regarding the activities
conducted during this phase may be solicited before continuing M&S work.

AOV Response: Review the materials and provide feedback regarding the completeness,
relevance, and accuracy of the materials provided. AOV feedback may be accompanied by an
agreement to proceed to the next step

e. Step 5- ATO Building of Model. Once the risk assessment/analyses are conducted, the
mathematical model can be built to represent the system/subsystems, subject to the previously
agreed to assumptions, scoping, constraints and other limitations. The model represents the real-
world system and should be presented using mathematical formulations. The model should be
quantitatively described by its inputs, components process and outputs. It is recommended that
the qualitative inputs shall be converted to quantitative before the simulation. Changes from
previous approved design should be completely documented and justified. AOV feedback
regarding the activities conducted during this step may be solicited before continuing M&S
work.

AOV Response: Review the materials and provide feedback regarding the completeness,
relevance, and accuracy of the materials provided. AOV feedback may be accompanied by an
agreement to proceed to the next step.

f. Step 6 — ATO Run Simulation to Determine Baselines.

1) Using the model, the outcomes should be evaluated based on mathematical analysis
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of an event or outcome. Consequently, the uncertainty of values (i.e., probabilistic or stochastic)
are introduced as appropriate to better account for the complex nature of the system being
simulated. Simulations should reflect the system of interest and provide outcomes that
communicate the probabilistic nature of the system. Results should be accompanied by the
statistics reflecting outcomes from the various hazard controls. Statistical evaluation provides
indicators for confidence judgments about the results of the simulation. ATO should provide
AOV with the outputs obtained from the simulation. Note that simulation results are
probabilistic and should be presented as such using results from probabilistic methods rather than
deterministic (e.g., a range of values rather than just a point estimate).

2) A baseline should be established by a simulation of the model without using the
proposed hazard control. An example methodology is as follows: the first simulation establishes
a baseline representing normal operations. In Step 7 (below), a second simulation would
represent operations in the presence of the hazard of interest. A third simulation would represent
operations in the presence of the hazard of interest and the mitigation in place.

3) Baseline values can then be compared to outcome values from the simulation run
with a hazard control included. Using baselines helps decision makers in both ATO and AOV to
assess potential effects of proposed controls. ATO should provide the baseline information and
results to AOV. AOV feedback regarding the activities conducted during this step may be
solicited before continuing M&S work

AOQV Response: Review the materials and provide feedback regarding the completeness,
relevance, and accuracy of the materials provided. AOV feedback may be accompanied by an
agreement to proceed to the next step.

g. Step 7 - ATO Runs Simulation with Mitigations. Simulation permits manipulation of
operational conditions and situational assumptions to show the effect of mitigation. For
example, a range of each variable can be simulated. Inputs can be controlled and systematically
manipulated as needed to increase the clarity of comparison with the baseline. Inputs to the
simulation should be selected so that the outcome from those inputs can be statistically compared
to the baselines to demonstrate the effect of the mitigation. Such comparisons, which are based
on a range of predetermined input sets, yield a range of risk estimates and thus can be a means to
assess effects of the proposed mitigations on the hazard. Such systematic simulation may reveal
and achieve the desired mitigation. The ATO should provide the simulation methodology and
results to AOV before continuing M&S work

AOV Response: Review the materials and provide feedback regarding the completeness,
relevance, and accuracy of the materials provided. Feedback may be accompanied by an
agreement to proceed to the next step.

h. Step 8 - ATO Complete Statistical Analysis and Sensitivity Analysis of Results. The
results of the M&S should be analyzed to provide appropriate statistical information and the
sensitivity of the results to changes in the environment and/or assumptions.

AOV Response: Determine if the statistical analysis and sensitivity analysis are properly
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designed, completed, documented, and presented. Based on proper completion of this process,
AOV will approve the M&S process as conducted, contingent on the remaining parts of the SRM
being conducted without changes to the hazard list, assumptions, limitations, and other related
concerns.

8. Definitions: These definitions are consistent with definitions in other AOV and ATO SMS
documentation.

a. Cause: An event that results in a hazard or failure. Causes can occur by themselves or in
combinations.

b. Data: Qualitative or quantitative facts or evidence. Qualitative data may be converted to
guantitative format using generally accepted methods.

c. Hazard: A condition that could foreseeably cause or contribute to an accident

d. Hazard Control: The means by which the resulting risk associated with a hazard is
mitigated or reduced to an acceptable level.

e. Hazard Risk: An estimation of the potential outcome of a condition based on the
condition’s predicted severity (Se) and likelihood (Li).

f. High Risk Hazard (HRH): A hazard that is associated with high risk as defined in the
ATO SMS Manual. High risks are unacceptable risks and must be mitigated so that the risk is
reduced to a medium or low level."

g. Likelihood (Li): The estimated probability or frequency, in quantitative or qualitative
terms, of a hazard’s effect or outcome

h. Mitigation: A means to reduce the risk of a hazard.

i. Model (Modeling): A symbolic representation of a system or subsystem, that may or
may not be based on quantitative data. A model approximates a real or hypothetical system or
subsystem for the purpose of imitating (reflecting) characteristics and/or relationships of interest.
A model is usually described by its inputs, components, processes, and outputs. These can be
expressed as events, conditions, and controls (cf. Scenario and System). Conceptual models are
qualitative and are useful to help to develop more complex models. Interactive models can be
manipulated to demonstrate key elements of a system. Analytic models use mathematical
expressions to characterize system elements and are most useful to identify patterns and
relationships. For information on the use of quantitative and qualitative data refer to the ATO
SMS Manual.

J. Modeling and Simulation (M&S): A summary term often used to refer to activities
related to both a symbolic representation (model) and its manipulation (simulation).
Representing these activities quantitatively and using mathematical functions has several
benefits. Results can be statistically analyzed, precision of estimations can be calibrated, and
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specific levels of confidence in the results can be known.

k. Outcome: Result or consequence. With respect to M&S it is the result from simulating
a model. Adverse Outcome: An unwanted real world consequence, e.g., collision, loss of air
traffic control capability, increase in flight crew workload, etc.

I. Risk: The composite of predicted severity (Se) and likelihood (Li) of the potential effect
of a hazard.

m. Scenario: A set of particular events, conditions, and controls resulting in an outcome.
The presence or absence and order of events, conditions, and controls can be important to
understanding potential causes, outcomes and hazard risk; e.g., one set order (e.g., A, B, C, D)
may produce a different outcome than a different set e.g., (A, C, D) or set order (e.g., B, A, C,
D). A scenario describes a particular system state having certain conditions in which the system
can exist. Adverse Scenario. A sequenced set of events, conditions, and controls which results in
an adverse outcome.

n. Severity (Se): Impact associated with an outcome measured in terms of harm to persons,
loss of capability, property loss, loss of function, etc. The measure of how bad the results of an
event are predicted to be.

0. Simulation: Manipulation of a model with an intention to understand or predict
behavior(s) of the system or subsystem being modeled. Simulation is usually done by inserting a
range of values for each model parameter of interest given differing or specific data inputs. The
quality of a simulation depends on the quality of the model and the choice(s) of the values
selected to represent each parameter.

p. System: An integrated set of constituent elements that are combined in an operational or
support environment to accomplish a defined objective. These elements include people,
hardware, software, firmware, information, procedures, facilities, services, and other support
facets.

g. System State: An expression of the various conditions, characterized by quantities or
qualities, in which a system can exist.

9. SUMMARY: To help complete the SRM process smoothly and quickly, the AOV
evaluation of the SRMD will include consideration of the following items:

a. Rationale as to why the M&S approach used was selected instead of an alternative
approach.

b. Structure of the model and the simulated scenarios used as compared to other possibilities
such as other simulations or the real world.

c. Known limitations of the modeling and simulation, including assumptions, scoping, and
constraints.
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d. Types of data used to build the model and to conduct the simulation, i.e., qualitative,
guantitative, objective, subjective, etc.

e. Sources for data used, e.g., operations databases, subjective assumptions, statistical and
non-statistical sources, expert judgment, etc.

f. Verification and validation of any converted or transformed values used in the model or
simulation.

g. Selection of analytical approach based on the unique conditions associated with each
requested change or relevant aspects of the change

h. Analysis of the results, possibly including: confidence intervals, p-values, range of
validity, and levels of confidence.

I.  Sensitivity of results, for example, results from various input sets or alternative
assumptions as demonstrated by tests of significance.

Anthony Ferrante
Director, Air Traffic Safety Oversight Service
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APPENDIX

Modeling & Simulation Checklist
(Use when ATO submits a document, e.g., SRMD, for AOV review)

Step 1 — ATO Development of Safety Definition YES NO REFERENCE
. . . Continue to | Obtain missing
?
1a) Is a Preliminary Hazard List (PHL) included® Step 1b PHL from ATO
1b) Does the Preliminary Hazard List (PHL) include | Continue to Ob‘a"? gxpected
. . - severities from
the expected severity of each hazard identified? Step 2 ATO
Step 2 — ATO Determination of Need for M&S
, : : o Continue to STOP AOV
9
Is Modeling & Simulation (M&S) indicated? Step 3 M&S not needed SOC 07-02
Step 3 — ATO ldentification of Adverse Scenarios
to be Modeled Based on the PHL
Continue to Obtain missing
3a) Has ATO identified adverse scenarios? information from
Step 3b
ATO
3b) For each adverse scenario, is a detailed Continue to Obta_un_mlssmg
description provided? Step 4a descriptions from
' ATO
Step 4 — ATO Determination of Appropriate
Model(s)
. . Continue to | Obtain data from
?
4a) Are data available for the risk assessment Step 4b ATO
4b) Are objective quantitative data available? C()Sr;telgli%to Continue to 4c
4c) Has objective qualitative data been converted to | Continue to | Obtain converted
guantitative using SMESs expertise? Step 4d data from ATO
Continue to Obtain missing
4d) Is the selected model identified? information from
Step 4e
ATO
Continue to Obtain missing
4e) Is the selected model justified? Step 5 information from

ATO
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APPENDIX

Modeling & Simulation Checklist
(Use when ATO submits a document, e.g., SRMD, for AOV review)

Step 5 — ATO Building of Model YES NO REFERENCE
Continue to Obtain missing
5a) Is the model described? Sten 5b information from
P ATO
Continue to Obtain missing
5b) Are all the parts of the model described Sten 5¢ information from
P ATO
5¢c) Is the model stochastic (probability based)? Continue to .
Step 56 Continue to 5d
5d) Is the non-use of a stochastic model justified? Continue to Obtain missing
Step 5e information from
P ATO
5e) Are all assumptions in the model documented? Continue to Obtain missing
Step 5f information from
P ATO
5f) Are all assumptions in the model identified? Continue to Obtain missing
Sten 5 information from
P> ATO
5g) Are all assumptions in the model justified? Continue to Obtain missing
Sten 6 information from
P ATO
Step 6 — ATO Run Simulation to Determine
Baselines
6a) Have simulations been run using the model? Continue to Obtain missing
Sten 6b information from
P ATO
6b) Were the simulations based on existing (baseline) Continue to Obtain missing
operations/conditions (without the mitigations)? Sten 6¢ information from
P ATO
6¢) Are the results of the simulations provided? Continue to Obtain missing
Step 7 information from

ATO
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APPENDIX

Modeling & Simulation Checklist
(Use when ATO submits a document, e.g., SRMD, for AOV review)

Step 7 — ATO Runs Simulation with Mitigations YES NO REFERENCE
7a) Were simulations run incorporating the Continue to .2btam m'SS];mg
mitigations? Step 7b Information from
' ATO
Continue to Obtain missing
7b) Are the results of the simulations provided? information from
Step 8
ATO
Step 8 — ATO Complete Statistical Analysis and
Sensitivity Analysis of Results.
8a) Has a statistical analysis of the results of both Continue to .Obtaln MIssing
. . information from
sets of simulations been completed? Step 8b
ATO
Continue to Obtain missing
8b) Are results for the statistical analysis presented? information from
Step 8¢
ATO
8c) Was a sensitivity analysis of the results of both Continue to _Obtam missing
. : information from
sets of simulations conducted? Step 8d
ATO
8d) Are results for both sensitivity analyses Continue to | . Obtain mIssing
information from
presented? Step 8e ATO
8e) Does the SMRD discuss the results of the M&S M&S is Obtain missing
to support the conclusion that the mitigation is deemed information from
effective? adequate ATO
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Air Traffic Safety
Oversight Service (AOV)

SOC

Safety Oversight Circular

U.S Department SOC: 09-08B

of Transportation DATE: August 1, 2016
Federal Aviation

Administration

Subject: Guidance Regarding the Air Traffic Safety Oversight Service VVoluntary Disclosure
Policy

1. Purpose of this SOC: This Safety Oversight Circular (SOC) provides guidance to the Air
Traffic Organization (ATO) regarding the disclosure of self-identified safety compliance
issues with ATO safety standards and/or the ATO Safety Management System (SMS). It
describes the procedures for processing the issues, and outlines the criteria needed for a
submitted Voluntary Disclosure Report (VDRP) to be accepted under the Voluntary
Disclosure Policy (VDP).

2. Audience: All elements of the ATO involved in the SMS process.

3. Where Can | Find This SOC:
http://www.faa.gov/about/office_org/headquarters_offices/avs/offices/aov/policies_forms/

4. Background: FAA Order 1100.161, Air Traffic Safety Oversight, gives AOV the authority
to issue documents that would require the ATO to make a change, stop a procedure, or alter a
practice when there is a safety concern. AQV recognizes there are multiple means of
identifying a safety concern. The Voluntary Disclosure Policy was established to address cases
where the ATO can identify and disclose a safety compliance issue to AOV. It is designed to
promote greater engagement between the ATO and AOV to cooperatively meet safety
objectives.

The ATO established the Air Traffic Safety Action Program (ATSAP) and Technical Operations
Safety Action Program (TSAP) in an effort to identify and report events that may have increased
risk or negatively impacted the safety of the National Airspace System (NAS). As the oversight
authority, AOV is obligated to monitor and oversee air traffic control operations as well as the
activities generated from ATSAP and TSAP reports. The Voluntary Disclosure Policy is another
effort to generate a collaborative method for AOV and ATO to work towards resolution of those
self-identified safety concerns; thereby creating a positive impact in the NAS.

5. General Guidance: The AOV VDP applies to the ATO, ATO Service Centers, and ATO
Service Delivery Points (SDP). The VDP does not apply to individuals or non-FAA facilities.
AOV will evaluate acceptance of VDRPs based upon this criteria. AOV uses standard
procedures to process safety compliance issues. In the case of voluntary disclosures, processing
safety compliance issues requires a slightly different approach. After reviewing the VDRP,
AOV may categorize the report with one of three categories and process accordingly:


http://www.faa.gov/about/office_org/headquarters_offices/avs/offices/aov/policies_forms/
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a. V1 Level Compliance Procedures: V1 is the first disclosure category for safety
compliance issues identified via VDRPs. The V1 category provides an avenue for
corrective action at the lowest appropriate organizational level. AOV will review and
then:

1. AOQV sends a memo to the ATO to acknowledge the disclosure
2. AOV will monitor ATO activities to close the issue
3. No additional correspondence between the ATO and AOV is required.

b. V2 Level Compliance Procedures: V2 is the second disclosure category for safety
compliance issues identified via VDRPs. The V2 category provides an avenue for
corrective action at the appropriate organizational level. AOV will review and then:

1. AOV sends a memo to the ATO to acknowledge the disclosure and request formal
notification when the ATO closes the issue
2. AOV will monitor activities to closure of the issue.

c. V3 Level Compliance Procedures: V3 is the third disclosure category for safety
compliance issues identified via VDRPs. The V3 category provides an avenue for the
ATO to take corrective action according to their current SMS Manual for existing high
risk hazards. AOV will review and then:

1. AOV sends a memo to the ATO to acknowledge the disclosure and request formal
notification when the ATO closes the issue

2. AOV will track and monitor activities to closure of the issue

3. AOV will verify implementation was successful.

All VDRPs regarding safety concerns that AOV had previously identified through AOV
surveillance activities will be reviewed on a case by case basis for inclusion in the VDP. AOV
will notify the ATO as to whether or not the VDRP will be processed.

6. Criteria for Submission of a VDRP:

a. The safety-related problem must not have been willful, or appear to involve an intentional
disregard for safety on the part of the reporting entity

b. Report must be signed by the Vice President of Safety and Technical Training, or
designee

c. Report must be submitted via AOV Correspondence Mailbox

d. Ata minimum, the report must include the following:

Description of the noncompliance,

Requirements or safety standards violated,

Approved interim mitigations implemented with dates,
A statement of acceptance of the risk, or

Statement requiring the operation was stopped,

Date AOV can expect a corrective action plan and

A point of contact

NookrownE
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7. Definitions:

a.

Factors (contributing and causal): Action(s), condition(s), and or event(s) that led to
the safety compliance issue.

Interim Mitigation: The immediate action(s) taken to reduce the risk of the safety
compliance issue.

Noncompliance: Failure to meet a requirement or safety standard.

Requirement: An essential attribute or characteristic of a system. It is a condition or
capability that must be met or passed by a system to satisfy a contract, standard,
specification, or other formally imposed document or need.

Risk: The composite of predicted severity and likelihood of the potential effect of a
hazard.

Safety Compliance Issue: Failure to follow an FAA safety standard or an ATO Safety
Management System requirement that may manifest as a hazard in the NAS.

Safety Standards: Standards related to air traffic control functions, equipment and
facility maintenance functions, flight inspection functions, flight procedure development
and charting functions, and acquiring and implementing new systems as identified in
Chapter 4 of FAA Order 1100.161, Air Traffic Safety Oversight.

Voluntary Disclosure Policy (VDP): An AOV program established to provide an effort
to the ATO to identify and report events that may have increased risk or negatively
impacted the safety of the National Airspace System (NAS).

Voluntary Disclosure Report (VDRP): A report of a self-identified failure or safety
concern with a requirement or safety standard.
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Air Traffic Safety
Oversight Service (AOV)

SOC

Safety Oversight Circular
U.S. Department
of Transportation SOC: 13-13A
Federal Aviation DATE: August 1, 2016
Administration

Subject: Corrective Action Plan Development and Acceptance in Response to Safety
Compliance Issues

1. Purpose: This Safety Oversight Circular (SOC) provides information and guidance to the
Air Traffic Organization (ATO) regarding the development of corrective action plans (CAP) in
response to observations of noncompliance and observations of potential adverse safety impact.
It describes the structure of a complete CAP and a process where by the ATO may submit a CAP
to AOV for approval. It also provides information on types of feedback the ATO may receive
from AOV. It explains how the ATO can submit an Interim Mitigation (IM) while working
towards a complete CAP.

2. Audience: All offices of the ATO involved in the Safety Risk Management (SRM)
process.

3. Where Can | Find this SOC:
http://www.faa.gov/about/office_org/headquarters_offices/avs/offices/aov/policies_forms/

4. Background: To promote the highest level of safety and compliance with regulatory
standards, this SOC was updated to reflect the Federal Aviation Administration’s
Compliance Philosophy by fostering a safety culture to ensure compliance with regulations
and identification of hazards and management of risk. The development of corrective
action plans is a complex and frequently lengthy process which requires collaboration
between AOV and the ATO. When the ATO submits a complete CAP, AOV may provide
feedback on individual sections rather than rejecting the plan in its entirety. This increases
the opportunity for feedback, improves collaboration and reduces the processing time for
CAP acceptance. This SOC also describes the different catagories of noncompliance and
provides procedures to assist the ATO to return to full compliance by the most effective
means and prevent recurrence. This SOC does not constitute a change to any requirement
contained in FAA orders, manuals, etc. However, appropriate standard operating
procedures should be changed to reflect the processes defined in this SOC.

5. Structure of a CAP. AOV recommends the use of the CAP template (see Appendix 1) for
submission of CAPs. An acceptable CAP must be constructed in the following order:

a. Interim Mitigation (IM): Identify the immediate actions taken to reduce the risk of the
safety compliance issue. This is also known as Short Term Corrective Action. This element
may be approved by AOV prior to submission of the remainder of the CAP. Include date(s)


http://www.faa.gov/about/office_org/headquarters_offices/avs/offices/aov/policies_forms/
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of IM implementation.

b. Factors: Identify the causal and contributing factors that led to the noncompliance and
the methodology used to identify them.

c. Corrective Action Strategy: ldentify the specific actions to be taken to address the
factors and to prevent recurrence. The following items should be clearly explained:

1. Specific action(s) to be taken.
2. The person and/or organization responsible for developing and executing the actions.
3. Proposed dates of implementation and completion for all actions.

d. Compliance Verification: Identify the specific actions to be taken to verify the
effectiveness of the Corrective Action Strategy. The following items should be included:

1. Methods to be used to verify implementation and effectiveness of the actions taken to
address the factors.

2. Safety Performance Targets (if applicable)

3. The person and/or organization responsible for developing and executing the actions.

4. Proposed dates of initiation and completion of the CAP.

5. The date the ATO expects to be in full compliance.

6. Observations of Noncompliance:

a. CO Procedures: AOV will notify the ATO of the noncompliance and expects the ATO
to take corrective action to resolve the noncompliance. A compliance number will be
assigned. COs do not require a response or CAP. AOV will monitor the noncompliance
through various surveillance activities.

b. C1 Level Compliance Procedures: These observations relate to safety compliance
issues that were previously reported as AOV CO noncompliances. These may include repeat
noncompliances that have been reported to ATO from other organizations, such as NTSB.
These procedures provide an avenue for the ATO to take corrective action to resolve the
noncompliance at the lowest appropriate organizational level. AOV will notify the ATO of
the noncompliance by sending a Memorandum of Noncompliance (MON). A compliance
number will be assigned. No CAP is required. The ATO is expected to inform AOV upon
correction of the noncompliance. AOV will monitor the noncompliance through various
surveillance activities.

c. C2 Level Compliance Procedures: AOV will notify the ATO of the noncompliance by
sending a MON. A compliance number will be assigned. A CAP is required. AOV requires
the ATO to respond within 10 business days of receipt of the MON. If the issue is complex
in nature, AOV may accept an Interim Mitigation which allows the ATO to provide the
remainder of the CAP no later than 21 business days from acceptance of the IM or request an
extension for CAP development. AOV may also consider a memorandum acknowledging
the noncompliance with a date AOV can expect a CAP. For all submissions, AOV will
respond within 10 business days with:
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Approval of an IM with a date to provide the remainder of the CAP or
Disapproval of an IM with reason(s) for not approving or

Acceptance of a complete CAP or

A request for more information.

PonE

When the CAP has been determined to be complete and acceptable, AOV will send a CAP
Acceptance memo, which closes the issue. AOV will continue to track and monitor the
issue, which may be subject to follow-on verification.

d. C3 Level Compliance Procedures: AOV will notify the ATO of the noncompliance by
sending a MON. A compliance number will be assigned. A CAP is required. AOV requires
the ATO to respond within 5 business days of receipt of the MON. AOV may accept an
Interim Mitigation which allows the ATO to provide the remainder of the CAP no later than
21 business days from acceptance of the IM or request an extension for CAP development.
For all submissions, AOV will respond within 10 business days with:

Approval of an IM with a date to provide the remainder of the CAP
Disapproval of an IM with reason(s) for not approving

Acceptance of a complete CAP

Request for more information

el el

When the CAP has been determined to be complete and acceptable, AOV will send a CAP
Acceptance memo. Implementation of the CAP is monitored by AOV. After the ATO
provides satisfactory verification that the CAP adequately mitigated the noncompliance,
AOV will conduct follow-on actions to verify the effectiveness. When verification is
confirmed, AOV will send a Letter of Correction (LOC) to the ATO which closes the issue.

e. If apreviously accepted CAP is modified by the ATO, a revised CAP, incorporating that
change, must be submitted to AOV for review and acceptance.

7. Observations of Potential Adverse Safety Impact: These are issues that may have a
potential adverse impact on the safety of the NAS, but do not relate to specific requirements,
and would not be considered noncompliances. Examples may include a break in continuity of
management controls or requirements or discrepancies in procedures between controllers or
facilities. AOV will notify the ATO of the issue by identifying it in a report or
memorandum. A compliance number will be assigned. A CAP is not required. AOV
expects ATO to use its SMS procedures to examine the potential safety risk and to validate
safety concerns. AOVwill monitor the issue through various surveillance activities, such as a
surveillance plan.
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8. Definitions:

a. Business Day: A day of the week when HQ, FAA in Washington DC is open and
operating.

b. CAP Acceptance: Acceptance of a complete CAP by AOV.

c. Complete CAP: Contains in order: Interim Mitigation, Factors, Corrective Action
Strategy and Compliance Verification.

d. Compliance Verification: Methods used to verify implementation and effectiveness of
actions identified in approved CAPs by ensuring those actions were successful in
correcting the non-compliance and preventing recurrence

e. Corrective Action Plan (CAP): A plan of action that documents the interim mitigations,
factors, corrective actions, and methods of verification to resolve a safety compliance
issue. This plan includes dates of completed actions and/or expected dates for completion
of all actions.

f. Corrective Action Strategy: Specific actions taken to address the factors (causal and
contributing) and prevent recurrence.

g. CAP Sections: One of four distinct parts of a CAP: Interim Mitigation, Factors,
Corrective Action Strategy and Compliance Verification.

h. Factors (contributing and causal): Action(s), condition(s) and/or event(s) that led to
the noncompliance.

i. Interim Mitigation (IM): Immediate actions taken to reduce the risk of a hazard. This is
also known as Short Term Corrective Action.

j. Letter of Correction (LOC): The Letter of Correction is sent from AOV to ATO to
document ATO’s correction of instances of noncompliance. An LOC is only sent to
close a C3 level safety compliance issue.

k. Noncompliance: Failure to meet a requirement or safety standard.

I.  Requirement: An essential attribute or characteristic of a system. It is a condition or
capability that must be met or passed by a system to satisfy a contract, standard,
specification, or other formally imposed document or need.

m. Risk: The composite of predicted severity and likelihood of the potential effect of a
hazard.

n. Safety Compliance Issue: Failure to follow an FAA safety standard or the ATO Safety
Management System requirement that may manifest as a hazard in the National Airspace
System (NAS).

Attachment: Appendix 1 — Example of Acceptable Corrective Action Plan
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Appendix 1 — Example of Acceptable Corrective Action Plan

Compliance Number: COMP-FY27-219 AOV Surveillance Number: ADT-FY27-25

Requirement: FAAO 1100.161, Air Traffic Safety Oversight, paragraph 4-2- b(1), JO 7210.54, FAA Contract OTwer (FCT)
Operation and Administration, parpagraph 12¢(1), JO 7210.3, Facility Operation and Administration, paragraph 2-1-7b1.

Description/Summary of Noncompliance: The ATO was not in compliance with FAA Order 1100.161 whi states that air
traffic control services provided by ATO, and by each person or provider with whom it arranges for the performance of that
work, must be performed in accordance with appropriate FAA directives, manuals, and orders. This finding is supported by
the following evidence.

Supporting Data/Evidence: The FCT Program Office and the Terminal Service Area Office did not provide supporting
documnetation demonstrating coordination regardaing the number of FAA controllers to be assigned to specific events. A
supervisory plan for special events requiring FAA supplemental satffing had not been developed as required by JO
7210.54. Seven (7) percent (1 out of 24) of the FCTs did not have the operational contingency plan (OCP) posted in the
facility opertions quarters as required by JO 7210.3.

Date Interim Mitigation
was implemented

Persons or Organizations
Responsible for
developing and executing
the identified actions

1. Interim Mitigation:
(Actions taken to address the immediate issue)

Add maintaining the OCP in the operations quarters

. .. FCT Program Office 2/7/07
as a special emphasis item to the FCT June 2007
monthly report.
!—|ave vgndors cgntlnue to conduct facility FCT Program Office 2/7/07
inspedtions/audits and report the results to ensure the  porconnel
OCP is properly maintained in the facility operations
quarters.
2. Factors: Person/Organization Methods used to determine

(Identify the causal and contributing factors that
may have caused the noncompliance)

FCT Program Office did not ensure plans for
supplemental staffing for special events were
developed or distributed due to an oversight of their
responsibility.

Employees take documents ouf of the operations
quarters and do not return them.

responsible for identifying
Factors

FCT Program Office
Personnel

FCT Program Office
Personnel

factors (i.e. Statistical
sampling, inspections, etc. )

FCT Program Office
conducted a 100% sampling
of the 14 FCTs. It was
determined that 35% (5 out of
14) of the sampled FCTs did
not have the OCPs posted in
the facility operations quarters
as required.

FCT Program Office
conducted a 100% sampling
of the 14 FCTs. It was
determined that 35% (5 out of
14) of the sampled FCTs did
not have the OCPs posted in
the facility operations quarters
as required.
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3. Corrective Action Strategy: Person/Organization Proposed Proposed
(Actions to address the factors and prevent responsiblefor developing implementation Completion
recurrence) and executing actions Dates Dates
Every year, develop a supervisory plan for FAA District Managers, Service 5/30/08 4/30/11
supplemental staffing at least two months before Center Quality Co,ntrol
upcoming special events take place. Groups (assistance from

FCT Program Office)
Request and maintain a copy of supervisory plans FCT Program Office 5/30/08 4130111
to post on the FCT KSN site.
Post the FAA Supplemental Staffing Schedules FCT Program Office 5/30/08 4/30/11
with the supervisory plans on the FCT KSN site.
Add auditing supervisory plans as a yearly FCT Program Office 5/30/08 4/30/11
auditable item.
Esta.lbllsh Quality Assurance Team to include ISO Vendors - FCT Program 5/30/08 4/30/11
auditors. Office will verify what

vendors have done
Utlll;e a checklist to_ensu.re the O(;P and other Vendors - FCT Program 5/30/08 4/30/11
required documents is maintained in the Office will verify what
operational quarters. vendors have done
4. Compliance Ve”f'_c at!on: . Person/Organizations Proposed Proposed
(methods used to verify implementation and Responsible for Dates of Dates of
effectiveness. Include Safety Performance developing and executing  Initiationof ~ completion
Targets if applicable) the identified actions methods of methods
Audit FCT KSN site to verify supervisory plans FCT Program Office and 5/1/10 5/8/11
and FAA Supplemental Staffing Schedules for Service Center
special events were developed, maintained and Implementaion Managers
current
Conduct service verification evaluations to ensure  FCT Program Office and 5/1/10 5/8/11
that the facilities are in compliance with air traffic ~ Service Center
control regulations and procedures. Implementaion Managers
Conduct facility inspections to ensure that the FCT Program Office and 5/1/10 5/8/11
facilities are in compliance with air traffic control Service Center
regulations and procedures. Implementaion Managers
Create a facility checklist for both service FCT Program Office and 5/1/10 5/8/11

evaluations and facility inspections to reflect tht
the required documentation be maintained in the
operational quarters.

Service Center
Implementaion Managers

Date AQV verified return to
compliance: 8/22/11

Date of AOV CAP
Acceptance: 5/12/08

Date ATO expects to be in full
compliance: 5/15/11

Date ATO reported returning
to compliance: 4/30/11

CAP-COMP-FY27-219-FCT Ops and Admin
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SOC

Safety Oversight Circular
U.S. Department SOC 08-07
Of Transportation Date AUG 2 0 2008
Federal Aviation . _
Administration Air Traffic Safety
Oversight Service (AOV)

Subject: Guidance Regarding the Validation and Verification of the ATO Safety Management
System '

1. REFERENCED DOCUMENTS

= FAA Order 1100.161 Air Traffic Safety Oversight Service
= 1CAO Document 4444 Air Traffic Management (PANS-ATM)
= ICAO Annex 11 Air Traffic Services

= Air Traffic Safety Oversight Service Memorandum ATO Vice President of Safety Services,
ATO Safety Management System Requirements, August 24, 2005.

2. PURPOSE
This Safety Oversight Circular (SOC) provides general information and guidance regarding the
methods and standards by which the Air Traffic Safety Oversight Service (AOV) will conduct its
Validation and Verification (V&V) of the Air Traffic Organization (ATO) Safety Management
System (SMS). This information is provided in order to help prepare ATO for the V&V process.

3. BACKGROUND AND DISCUSSION:

a. Under FAA Order 1100.161 Air Traffic Safety Oversight Service, ATO must “develop and
maintain a Safety Management System (SMS) and submit it and any changes thereto, to AOV
for approval.” AOV, in turn, is responsible for establishing requirements for the ATO SMS “in
accordance with International Civil Aviation Organization (ICAO) Annex 11 to the Convention
on International Civil Aviation, Air Trajfic Services, and ICAO Document 4444 (ATM/501),
Procedures for Air Navigation Services, Air Traffic Management”. Approval of the ATO SMS
is accomplished via a system engineering process called *“Validation and Verification”. V&V
confirms that system requirements are correct (validation) and satisfied (verification).

b. Specifically, validation involves an evaluation to establish that the ATO SMS completely,
consistently, and unambiguously reflects relevant Federal Aviation Administration (FAA) and
ICAQ requirements. Inconsistencies identified by AOV evaluations are documented for
corrective action by ATO. Relevant FAA requirements are found in the following documents:
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7 FAA Order 1100.161 Air Traffic Safety Oversight Service
2 Air Traffic Safety Oversight Service Memorandum ATO Vice President of Safety Services,
ATO Safety Management System Requirements, August 24, 2005

c. Once ATO SMS requirements are complete and consistent with FAA and ICAO requirements,
verification then establishes that the ATO SMS requirements are correctly implemented. In
broad terms, verification ensures that the system requirements have been met by the design
solution and that the system is ready to be used in the operational environment for which it was
intended. In accordance with the basic organization of a safety management system, the AOV
verification process divides these requirements into the following four areas:

) Safety Policy

> Safety Risk Management
- Safety Assurance

» Safety Promotion

d. In theory, the V&V process extends to all levels of an organization, although in practice the
lowest (most disaggregated) levels are evaluated through a sampling procedure. Figure |
shows a “multi- ¥ illustration of the V&V process. In the “V” representation, the left and right
arms of each “}” represent validation and verification components, respectively. The largest
“P” encompasses the organization as a whole, including individual facility SMS; the smaller
“Vs represent different levels of the organization.

TIME >
SMS Validation and Verification
ATO
Verification
ATO Service Unit
Verification Service Area
Verification s
. . Facility
Service Uni Verification
Validation
Service Area
Top-to-Bottom
Air Traffic
Facilities Organization V&V

Figure 1. “Multi-V” Diagram Representation of AT( SMS Validation and Verification

Figure 1 also shows the general time sequence of the V&V process with the highest level

requirements evaluated first, followed by successively lower levels of the ATO. In this way,
the V&V process confirms that the highest level requiremnents are appropriately translated to
the lowest levels of the organization. For example, facility V&V sampling could include an
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evaluation to determine that facility operating procedures are consistent with ATO SMS
requirements.

e. AQOV is committed to continual engagement with the ATO in order to maximize the likelihood
of successful SMS implementation prior to the target date of March 2010. This is evidenced by
the fact that V&V activities have been underway for several years. In May 2004, AQV granted
ATOQ interim approval of the SMS, as documented in the SMS Manual Version 1.1. Ina
memorandum dated June 23, 2004, AOV requested that the MITRE Corporation Center for
Advanced Aviation System Development (CAASD) provide an independent validation
assessment of the SMS Manual. The results of the assessment were used to provide feedback
to ATO on the strengths and weaknesses in its SMS design. In the same spirit, this SOC
provides broad direction to ATO in advance of the target SMS implementation date.

4. DISPOSITION:

This guidance does not constitute a change to any requirement contained in FAA orders, manuals,
etc. However, applicable Standard Operating Procedures (SOP) should be changed to reflect the
processes defined in this SOC.

5. GUIDANCE:
a, Summary of AOV Validation and Verification Process
As described in paragraph 3 of this SOC, V&V activities will begin with examination of
aggregate ATO-level requirements and continue to lower levels of the organization including
facility-level sampling. The process is summarized in figure 2.

Step 1: Validation of ATO Step 4: Verification of
ATO SMS Manual (and changes to Service Unit SMS
SMS the SMS) / requirements implementation based on
documentation. ATO and Service Unit SMS

requirements documentation.

Step 2: Verification
of ATO SMS
implementation SERVICE
UNIT | |
Step 3: Validation of TY
Service Unit SMS - SERVICE
requirements against Step 5: V&V of facility- AREA

ATO SMS requirements level SMS requirements and
and policies. implementation

Figure 2. Summary of AOV V&YV Process
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1)

2)

3)

Step 1: Air Traffic Organization Validation of Requirements

At the ATO level, validation will begin with an evaluation of the ATO Safety Management
System Manual (ATO SMS JO 1000.37) and SMS implementation plan as they relate to
relevant FAA and ICAO SMS requirements. In accordance with FAA Order 1100.161,
paragraphs 2-1.e and 2-2.b, the SMS Manual (and changes to the SMS Manual) will be
approved by AOV.

Step 2: Service Unit Validation

Upon validation of ATO SMS requirements, the next step in the V&YV process involves an
assessment of whether ATO requirements have been appropriately translated into ATO
service unit implementation plans for:

¥ Acquisition and Business Services, Communications

= En Route and Oceanic Service

= Operations Planning, System Operations Services

= Technical Operations Service

¥ Terminal Service

Service Unit level validation involves a detailed analysis of Service Unit SMS
documentation {(e.g., Orders, SOPs, etc.) against ATO SMS requirements.

Step 3: Service Unit Verification

Verification refers to the analysis which determines whether ATO-wide and Service Unit
SMS requirements have been correctly implemented. This analysis will be conducted
through AOV audits of Service Unit safety management systems and implementation plans.

4) Step 4: Service Area and Facility V&V

b.

V&YV must extend to the level at which ATO interacts with customers at the point where
service is provided. This will be done by auditing service areas and facilities in order to
evaluate:

(i) how well service center and facility SOPs conform to ATO SMS requirements
(i) how well SOPs relating to SMS are being followed
(iii) how airspace changes are processed and approved
(iv) how safety risk is managed

Summary of FAA SMS Requirements

As discussed in paragraph 3, the AOV V&YV program can be divided into four components,
reflecting the standard SMS organization: Policy, Safety Risk Management, Safety Assurance,
and Promotion. The table below enumerates the requirements for each of the four components,
and provides examples of the information that would be required for V&V.
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1) Safety Policy Requirements.

Requirement Citation

Requirement Description

Examples

FAA 1100.161 3.3 ad

Development of minimum National
Airspace (NAS) service level
availability requirements, which
include validation and verification of
these requirements, for new systems
entering the NAS and hardware and/or
software improvements to existing
systems.

Establish minimum NAS service level
availability requirements and the NAS service
level availability requirements for new
systems. Verify and validate NAS service level
availability requirements for new systems and
system improvements before their entry into
the NAS,

The ATO shall implement a Safety

Management System (SMS) that
A@T? Saﬁ:gz ':f::agz" ent provides for a systematic approach to
Ms em Shg; 1.0 safety and establishes an effective
emo, ' organization to deliver and momnitor
safety performance,
The Chief Operating Office (COO)

SMS 1.01

shall be responsible and accountable
for safety of the NAS, and shall ensure
that all levels of management within
the ATO are held accountable for
ensuring that required safety levels are
maintained in the provision of air
traffic services.

Document policies regarding NAS safety and
ensure compliance with policies on NAS
safety. Hold top management accountable for
safety.

SMS 1.02

Clear and unambiguous lines of
authority and responsibility for SMS
compliance shall be established and
maintained at all organization levels
and within all service units.

Clear and unambiguous lines of authority and
responsibility for SMS compliance are visible
to all employees through guidance and training.

SMS 1.04

ATO shall promote and measure SMS
implementation and performance.

Provide personnel incentives for SMS
implementation and performance. Measure the
success of these incentives through periodic
audits.

SMS 1.06

ATO shall establish an ATO Safety
Unit responsible for developing,
implementing, and maintaining the
SMS.

Establish a Safety Unit. The Safety Unit is
responsible for developing, implementing, and
maintaining the SMS.

SMS 1.07

The Safety Unit shall be
organizationally independent from the
service delivery portion of ATO.

Establish a Safety Unit that is organizationally
independent from the service delivery portion
of ATO.

SMS .08

At each organizational level, the safety
manager shall report directly to the
general manager of that organization,

The safety manager is on the manager’s first
level staff and participates in the management
of the organization.
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2) Safety Risk Management Requirements

Requirement Citation

Requirement Description

Examples

FAA 1100.161 2.2.F

Provide to AOV regular and periodic
(as set by AOV) status briefings, to
include information regarding NAS
changes being tracked by the ATO
Safety Unit. The NAS change tracking
data will be developed. ATO
compliance with this reporting
requirement will be effective
September 15, 2006.

Provide status briefings to AOV regarding
NAS changes being tracked by ATO-S.

FAA 1100.161 2.2

Develop and maintain a hazard
tracking database in which all types of
medium and high risk hazards are
tracked, and provide continuous AQV
access to the database. ATO
compliance with this reporting
requirement will be effective
September 15, 2006.

Enter and track medium and high hazards in a
hazard tracking database and provides means
to track, manage, resolve, and communicate
hazards. Grant AOV access to this database.

The ATO shall develop, implement,
and maintain written SMS instructions

Implement written Saféty Risk Management
(SRM) instructions and procedures and

SMS 1.03 and procedures for conducting safety | maimtain these written SRM instructions and

management. procedures

Zsﬁlfﬁls?e;h”l °°‘;gg;g: tndthe | Comply with established safety standards and
SMS 1.05 _ ) the approved procedures and standards

approved procedures and standards | o 1iincq i the approved SMS

contained in the approved SMS. © 23 ’

The ATO shall document the

acceptable level of safety risk . .
SMS 2.0 applicable to the provision of air Define and follow a process to monitor, adjust,

traffic services. The acceptable level
of safety risk may be specified in
qualitative or quantitative terms.

and improve the specified acceptable level of
safety risk.
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Requirement Citation

Requirement Description

Examples

The SMS shall define a risk matrix

Define a risk matrix depicting acceptable and

SMS 2.01 l(.lizllzaictingg; acceptable and unacceptable unacceptable risk.
1:1:1:_ SMS §haliildeﬁ;l1%;)t? th eledmenrs of Define severity in qualitative terms. Further,
SMS 2.02 risk: severily In qualitative an define likelihood in both quantitative and
likelihood in both quantitative and .
i qualitative terms.
qualitative terms,
The ATO safety management system . .
X : Describe SRM in the ATO SMS Manual and
SMS 3.0 shall include Safety Risk Management other safety guidance materials.
(SRM).
The ATO SMS sball identify Follow guidelines and requirements to
SMS 3.01 S ootential | s ] identify actual | ety identify potential hazards through a
ancp ) standardized and documented SRM process.
SMS 3.02 The ATQ SMS shall assess the risk of | Assess the risks associated with identified
' those hazards. hazards according to SMS guidelines,
The ATO SMS shall determine . N
SMS 3.03 necessary mitigation of those risks to EEE?: aﬂlneagzce::gg ;: :rt;lgatlons of the
an acceptable level. P ’
SMS 3.04 The ATO SMS shall verify that the Identify and verify Mitigations before
’ mitigations are included in the system. | implementation.
Any change to the NAS, whether or
not a Safety Risk Management
Document (SRMD) is developed, shall
SMS 4.0 only be implemented after a safety
assessment has demonstrated that the
change will meet or exceed the
defined acceptable level or safety risk.
ATO shall establish a framework for | Establish a framework for identifying,
SMS 4.01 identifying, monitoring, and monitoring, and documenting proposed NAS
documenting proposed NAS changes. | changes.
NAS changes with identified actual or
potential hazards shall be subject to
SMS 4.02 the provisions of the SRM as required
in SMS 3.
All decisions determining that NAS
changes do not have identified actual
or potential hazards and therefore are . . .
not subject to the provisions of SRM gz::um?nctl, na dumttfan_state;ntﬁn t'ade.m.smns d
must be documented in a written mel e;' a description o ed ; cision an
SMS 4.03 statement that includes a description supporting documentation signed hy a

of the decision and supporting
documentation signed by a manager
and kept on file for a period equivalent
to the lifecycle of the system or
change.

manager. Keep these documents on file for a
period equivalent to the lifecycle of the system
or change.
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3

All activities undertaken in an ATO
safety management program shall be
documented. All documentation shall
be retained for the life of the program.

Reiain documentation for the life of the
program.

Safety Assurance Requirements -

Requirement Citation

Requirement Description

Examples

FAA 1100.161 3.3a.1

Regularly scheduled internal ATO
inspections of air traffic control,
airway facility operations and
maintenance, acquisition programs,
and the ATO Aviation System
Standards (AVN) organization,

Conduct and document regularly scheduled
internal inspections of air traffic control,
facility operations and maintenance. In
addition, conduct and document reguiarly
scheduled internal inspections of acquisition
programs and AVN, '

FAA 1100.161 3.3a.10

A process that periodically verifies
that the controls required to mitigate
hazards identified during risk
assessments, and tracked in the hazard
tracking and risk resolution system,
are being met throughout the NAS.
The ATO will develop and implement
a methodology to determine the
frequency of verification based on risk
classification at 2 minimum.

FAA 1100.161 3.3a2

Internal ATO no-notice spot
inspections of Air Traffic Control, and
Airway Facility Operations and
maintenance, including the ATO AVN
organization, conducted by a party
independent of the service
organization that is inspected.

Conduct and document no notice, third party
inspections of air traffic control, facility
operations and maintenance.

FAA 1100.161 3.3a.4

Development of minimum NAS
service level availability requirements,
which includes validation and

" | verification of these requirements for
new systems entering the NAS and
hardware, and/or software
improvements to existing systems.

Demonstrate internal oversight, evaluation, and
quality assurance through documentation and
guidance material.

FAA 1100.161 3.3a.5

Monitoring and validation of NAS
service availability standards, which
include the comparison of fielded
service availability performance

Develop standards and guidance for NAS
service availability. Provide measures for ATO
NAS service availability agaimst standards.

within the standards.
The ATO shall assess the . .
SMS 1.09 effectiveness of the SMS in managing | §onnoa ¥ assesses SMS effectiveness and
the safety of the NAS. ocument the process.
Continuously track and share operational
ATO shall track and share safety data | safety data (OE's, RI's, etc.). Provide evidence
SMS 1.11 (as defined in FAA Order 1100,161 of tracking and sharing of hazard data. In

'| Section 3.3.c) throughout the FAA.

addition, track and share SMS implementation
data.
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SMS 1.1t

ATOC shall track and share safety data
(as defined in FAA Order 1100.161
Section 3.3.c) throughout the FAA.

Continuously track and share operational
safety data (OF's, RI's; etc.). Provide evidence
of tracking and sharing of hazard data. In
addition, track and share SMS implementation
data.

SMS1.13

The ATO SMS shall include a
mechanism for identifying the need
for safety enhancing measures.

Identify the need for additional controls in the
NAS through the application of SMS.

SMS 3.05

The ATCQ SMS shall provide
continuous monitoring and regular
assessment of the safety level
achieved.

Constantly monitor, assess and document
safety level achieved.

SMS 5.0

All activities undertaken in an Air
Traffic System (ATS) safety
management program shall be
documented. All documentation shall
be retained for the life of the program.

Document ATO Safety Assurance activities.

SMS 6.0

The ATCO SMS shall establish a formal
incident reporting system to facilitate
the collection of data on actual
incidents and potential safety hazards
related to the provision of ATS.

SMS 6.01

The ATC SMS shall collect data from
the NAS on safety incidents.

Collect data from the NAS regarding safety
incidents.

SMS 6.02

The ATO SMS shall monitor overall
safety levels and detect any adverse
trends.

Detail a process to detect trends in safety
metrics,

SMS 7.0

Reports concerning the availability
and reliability of ATO facilities and
systems, such as Failures and
degradations of communications,
surveillance and other safety
significant systems and equipment
shall be systematically documented,
reviewed and investigated by the ATC
in order to detect any hazards,
inchuding adverse trends.

Detail a process to ensure reports of failures
and degradations of NAS systems are
reviewed.

SMS 6.0

ATO shall conduct scheduled and
unscheduled audits and evaluations of
ATO service units that have the ability
to change the NAS. ATO shall
conduct formal reviews of the audit
and evaluation results reported by
service units.

SMS 9.01

The ATO Safety Management System
(SMS) shall provide for the conduct of
safety reviews by all ATS units as part
of the SMS continuous improvement
process.

Conduct reviews of the SMS processes.

SMS 9.01.a

ATO shall publish an audit schedule
quarterly.

Publish an audit schedule quarterly.
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4)

SMS 9.02

ATO shall conduct andits that cover,
at a minimum, all items listed in ICAO
doc 4444 paragraph 2.5.2.

Maintain a documentation system that ensures
that manuals are complete, concise, and up-to-
date. (ICAO doc 4444, 2.52a)

Safety Promotion Requirements
Requirement Citation Requirement Description Examples

The ATO shall comply with
established safety standards and the The COO is lead of implementation of safety

SMS 1.05 approved procedures and standards culture and COO ensures periodic staius
contained in the approved SMS, reporting for safety culture is being conducted.
All ATO executives, directors, . .

SMS 1.10 managers, and practitioners shall be ::'?“‘.‘fy ﬁ‘ggﬁg‘;i‘;h‘;;‘;i’gje?s
trained in SMS. auning & '

SMS 1.12 ATO shall share safety-related lessons | Publish safety lessons leammed and ensure

) learned throughout the FAA. lessons learned are available to the entire FAA.

ATO shall document competency
requirements, and where appropriate

SMS 10.0 credentialing or certification Document competency requirements for the

) requirements, for Safety Managers and | safety managers and safety engineers.

Engineers, Air Traffic Controllers and
Air Transportation System Specialists.
Safety Managers and Engineers, Air
Traffic Controllers and Air
Transportation System Specialists
shall meet the competency, Ensure safety managers and engineers meet

SMS 11.0 credentialing, and certification competency requirements.
requirements documented in the
approved SMS Manual and/or
contained in other related FAA orders,
handbooks and guidance materials.
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6. OTHER CONSIDERATIONS
a. Clarification of Approval Criteria for the ATO SMS

FAA Order 1100.161 stipulates that ATO must “develop and maintain an SMS and submit it
and any changes thereto, to AOV for approval.” Determination of compliance by ATO will be
on the basis of the AOV V&YV process. The validation part of the process ensures that the ATO
SMS requirements are correct. Audits are conducted in the verification part of the process to
ensure that facilities are in compliance with these requirements.

For example, a V&V audit reveals that a number of facilities are not in compliance with ATO
SMS requirements. Would this, in itself, justify a non-approval determination for the SMS?
Typically, the answer would be no. Approval would be granted unless all, or a very large
number of facilities, were not in compliance. In this case there is the possibility of a system-
wide problem that could, in the absence of corrective action, result in a determination of non-
approval. Generally, approval requires that the following conditions be met:

Condition 1: The ATO Safety Management System (as defined in paragraph 4 of this
SOC) fulfills the requirements enumerated in paragraph 6 of this SOC.
The SMS is defined as an “integrated collection of processes, procedures,
policies, and programs that are used to...manage...safety risk.” Condition 1
requires that these processes, procedures, policies and programs completely,
consistently, and unambiguously reflect all relevant FAA SMS requirements.

Condition 2: Absence of large-scale, systemic non-compliance with ATO SMS
requirements.
In a case of large-scale systemic non-compliance with ATO SMS requirements,
the efficacy of corrective actions taken to mitigate that non-compliance would
have to be evaluated before SMS approval could be granted. Evidence of non-
systemic non-compliance, however, would not generally result in a
determination of non-approval providing scheduled and unscheduled internal
audits and evaluations have been planned to clearly reveal the non-compliance
issues.

b. ATO SMS Validation and Verification Package
As described in this SOC, the validation and verification process is executed by AOV...
(i) approving the ATO SMS manual and policies.
(it} reviewing and evaluating documents including Service Unit and facility Standard
Operating Practices.
(iii) receiving from ATO, prior to a formal request for approval of its SMS, a V&V package
containing relevant orders, manuals, and SOPs from each of the affected Service Units.

Attachment: Appendix
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Appendix:

DEFINITIONS (SOC 08-07)

a.

Acceptance

The process whereby the regulating organization has delegated the authority to the service provider
to make changes within the confines of approved standards and only requires the service provider
to notify the regulator of those cbanges within 30 days. Changes made by the service provider in
accordance with their delegated authority can be made without prior approval hy the regulator.

Approval
The formal act of approving a change submitted by a requesting organization. This action is
required prior to the proposed change being implemented.

Assumptions
Characteristics or requirements of a system or system state that are neither validated nor verified.

ATO Safety Personnel
ATO personnel who perform direct safety-related air traffic control services, and/or certification on
certifiable systems/subsystems/equipment or services in support of the NAS.

Cause(s)
Events that result in a hazard or failure. Causes can occur by themselves or in combinations.

Configuration Management

A management process for establishing and maintaining consistency of a product’s performance,
functional, and physical attributes with its requirements, design, and operational information
throughout its life.

Control
Anything that mitigates the risk of a hazard’s effects. A control is the same as a safety reqmrement
All controls must be written in requirement language. There are three types of controls:
1)} Validated
Those controls and requirements that are unambiguous, correct, complete, and verifiable.
2} Verified
Those controls and requirements that are objectively determined to have been met by the design
solution.
3) Recommended
Those controls that have the potential to mitigate a hazard or risk but have not yet been
validated as part of the system or its requirements.

Credentialing Program

A program for issuing, amending and removing credentials of ATO safety personnel, examiners
and others, as appropriate, to ensure their currency and continued competency to perform safety
functions as described in AOV’s Credentialing order.
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L Effect _
A description of the potential outcome or harm of the hazard if it occurs in the defined system
state.

j- Hazard
Any real or potential condition that can cause injury, illness, or death to people; damage to or loss
of a system, equipment, or property; or damage to the environment. A hazard is a condition that is
a prerequisite to an accident or incident.

k. Letter of Correction
Formally documents an ATO correction of an instance of non-compliance.

1. Letter of Investigation
Provides official notification to ATQ that it has not been able to informally resolve an alleged non-
compliance issue. The letter informs ATO of the specific matter being investigated and provides
ATO an opportunity to respond in writing.

m. Maintenance
Any repair, adaptation, upgrade, or modification of NAS equipment or facility.

n. Oversight _
To validate the development of a defined system and verify compliance to a predefined set of
standards; Regulatory Supervision.

0. Requirement _
An essential attribute or characteristic of a system. It is a condition or capability that must be met

or passed by a system to satisfy a contract, standard, specification, or other formally imposed
document or need.

p- Risk .
The composite of predicted severity and likelihood of the potential effect of a hazard in the worst
credible system state. There are three types of risk: (1) initial, (2) current, and (3) residual.

1) Initial Risk
The composite of the severity and likelihood of a hazard considering only verified controls and
documented assumptions for a given system state. It describes the risk at the preliminary or
beginning stage of a proposed change, program or assessment. .

2) Current Risk
The predicted severity and likelihood of a hazard at the current time. When determining current
risk, both validated controls and verified controls may be used in the risk assessment. Current
risk may change based on the actions taken by the decision-maker that relate to the validation
and/or verification of the controls associated with a hazard.

3) Residual Risk
The remaining risk that exists after all control techniques have been implemented or exhausted,
and all controls have been verified. Only verified controls can be used for the assessment of
residual risk.
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. Safety Council
A forum for top management officials from AOV and the ATO Safety to meet and discuss non-
compliance and other safety issues in an attempt to resolve those issues.

Safety Directive (SD)
A mandate from AOV to ATO to take immediate corrective action to address a non-compliance
issue that creates a significant unsafe condition.

Safety Mauagement System (SMS)

An integrated collection of processes, procedures, and programs that ensure a formalized and
proactive approach to system safety through risk management. Risk assessments are required for
all changes to identify safety impacts. The SMS is a closed-loop system ensuring that all changes
are documented and all problems or issues are tracked to conclusion.

Safety Requirement
A control written in requirements language.

. System

An integrated set of constituent pieces that are combined in an operational or support environment
to accomplish a defined objective. These pieces include people, equipment, information,
procedures, facilities, services, and other support services.

. System Safety
The application of technical and managenal skills to the systematic, forward-looking identification
and contfrol of hazards throughout the life cycle of a project, program, or activity.

. System State

An expression of the various conditions, characterized by quantities or qualities, in wbich a system
can exist.

. Validation

The process of proving that the functions, procedures, controls, and safety standards are correct and
the right system is being built (i.e., the requirements are unambiguocus, correct, complete, and
verifiable).

. Verification

The process that ensures that the system requirements have been met by the design solution and the
system is ready to be used in the operational environment for which it is intended.

Warning Notice

A notice that brings to ATO attention that immediate action is required to correct a significant
unsafe condition. It warns that if the issue is not corrected, a Safety Directive (SD) mandating
specified action will be issued. In emergency situations, where time does not permit the issuance of
a warning notice, a SD may be issued without a warning notice.
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