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NATIONAL RECONNAISSANCE OFFICE 
14675 Lee Road 

Chantilly, VA 20151-1715 

REF: FOIA Case F12-0103 

29 September 2017 

This is in response to your request dated 25 May 2012 and received in 
the National Reconnaissance Office (NRO) on 5 June 2012. Pursuant to the 
Freedom of Information Act (FOIA), you requested "an ELECTRONIC/DIGITAL copy 
of the following NRO IG documents: 

1) The Office of Inspector General Work Plan for Fiscal Years 
2007/2008. 

2) The Office of Inspector General Work Plan for Fiscal Year 2009. 
3) The Office of Inspector General Work Plan for Fiscal Year 2010. 
4) The Office of Inspector General Work Plan for Fiscal Year 2011. 
5) The Office of Inspector General Work Plan for Fiscal Year 2012." 

Your request has been processed in accordance with the FOIA, 5 U.S.C. 
§ 552, as amended. A thorough search of our files and databases located six 
documents responsive to your request. These documents are being released to 
you in part. We note that you requested an electronic/digital copy; because 
of the size of the collection, we will put the material on CD and send that 
to you as soon as it is available. 

Material redacted is denied pursuant to FOIA exemptions: 

(b) (1), as properly classified information under Executive Order 13526, 
Sections 1. 4 (c), (e), (g) ; and 

(b) (3), which is the basis for withholding information exempt from 
disclosure by statute. The relevant withholding statutes are 10 U.S.C. 
§ 424; 50 u.s.c. § 3024(i); 50 u.s.c. § 3605; and 50 u.s.c. § 403-1. 

You have the right to appeal this determination to the NRO Appellate 
Authority, 14675 Lee Road, Chantilly, VA 20151-1715, within 90 days of the 
above date. You may also submit an appeal electronically by completing the 
form available on the NRO's public web site at 
http://www . nro.gov/foia/Appealinput.aspx . Please include an explanation of 
the reason(s) for your appeal as part of your submission. The FOIA also 
provides that you may seek dispute resolution for any adverse determination 
through the NRO FOIA Public Liaison and/or through the Office of Government 
Information Services (OGIS). Please refer to the OGIS public web page at 
https://ogis.archive.gov/ for additional information. 



If you have any questions, please call the Requester Service Center at 
(703) 227-9326 and reference case number F12-0103. 

Patricia B. Cameresi 
FOIA Public Liaison 

Enclosures: Six documents (378 pgs., Inspector General Work Plans) 
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16 October 2006 

MEMORANDUM FOR SEE DISTRIBUTION 

SUBJECT: (U) Office of Inspector General Annual Work Plan 

(U) This publication documents the National Reconnaissance 
Office (NRO), Office of Inspector General (OIG) Annual Work Plan 
for Fiscal Years (FY) 2007/2008. It provides brief descriptions 
and timelines of planned and ongoing audits and inspections for 
a two-year period . It also identifies those audits required by 
law and updates the details of our proactive procurement fraud 
prevention and detection efforts. 

(U) We repeated last year ' s rigorous work planning process 
to select those topics that would ensure comprehensive oversight 
of NRO programs and operations. The selected topics reflect 
concerns and/or challenges identified by NRO senior managers and 
the Congress. We also included topics that could benefit from 
further oversight which surfaced during the course of our 
FY 2006 audits, inspections, and investigations. 

(U) The attached. work plan is the OIG's roadmap for 
addressing the most critical issues and challenges the NRO is 
facing as we know them today. Due to the dynamic environment in 
which the NRO operates, we will continue to be receptive to 
additions, deletions, and modifications of the plan to ensure 
that we remain focused on topics that provide the most relevance 
to the mission of the NRO. 

(U) If you have any questions 
feel free to 
(nonsecure), 
(secure) , or 

Attachment: 
(U) NRO OIG FY 2007/2008 

Annual Work Plan ~ 

DECL ON: 20310929 
ORV fROM: NCG 6.0 

21 May 2005 

~ ll6'.-. __ __ 
Eric R. Feldman 
Inspector General 

Thia document ia unclassified 
when r-oved from attachment 
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(U) The Office of Inspector General ( OIG) Work Plan for Fiscal Years (FY) 2007 /2008 
once again reflects the outcome of a corporate planning process designed to ensure that National 
Reconnaissance Office (NRO) OIG resources are used in a manner that maximizes its 
contribution to the NRO mission. This two-year plan allows for increased staff and management 
participation in the planning process and greater scheduling flexibility. It also gives the 
workforce an advanced understanding of our long range oversight goals and enables them to 
bener prepare for the OIG's independent assessment of their area of responsibility. 

I U) We initiated this year's planning process by conducting dozens of inteJViews with 
key congressional staffers. NRO personnel. and senior managers. The discussions that ensued 
from the interviews helped us bone and validate which topics could benefit from an OIG 
evaluation. We also introduce in this year's Work Plan a graphical depiction of the planned 
audits and inspections over a period of two years by overlaying a marker for each activity on the 
NRO organizational chart. While it may appear that some organizations have a disproportionate 
number of OIG activities. most of the audits and inspections distinguished by the NRO seaJ are 
.. corporate·· activities that reach across the enterprise. and are therefore not exclusively focused 
on one component. This chart illustrates the broad distribution of OIG projects across the NRO 
and the percentage of audits and inspections that focus on enterprise versus single component 
issues. 

(U) The NRO must respond to an increasing level ofoversight activities derived from 
statutory and regulatory requirements; congressionally di reeled actions; and Director of National 
Intelligence (DNI) data calls and taskings. lt is within this context that the 010 further refined 
the Work Plan to also respond to or complement these activities. prevent duplication of effort, 
and thus minimize the oversight impact on mission operations and resources to the extent that it 
makes sense and we still fulfill our independent oversight role. 

(U) The Work Plan retained most of the categories presented as last year's themes to 
further ensure comprehensive oversight across the full scope of NRO activities. These themes 
include Acqui:fition and Program Management. Financial Management and Performance, 
Information TechnologJ• and Management, Operations, and Infrastructure and Support. We 
replaced last year's category called "Strategic Direction" with Transformation and Innovation 
because of the workforce's perception that it is an area of relative weakness as reflected in the 
NRO 2005 Climate Survey. In addition. we explicitly linked the Director of the NRO's (DNRO) 
2006 "Strategic Framework'' to specific OIG projects. as depicted in the charts preceding each 
category to ensure that we assess organizational progress on achieving bis vision. 

(U) The specific projects are explained through "Background" and "Objective" 
paragraphs. They are further identified as --ongoing" or .. Planned." Proactive investigative 
efforts are highlighted in the last section entitled Integrity. Most of the ongoing projects were 
previously identified in the "Otlice of ln~11ector General Work Plan for Fiscal Years 2006/2007." 
These projects have been initiated, but not yet completed. The planned projects are projects 
identified through the corporate planning process described above and will be started during 
FY 2007 and FY 2008. 

SECRETtrrKJ!JSX: I 
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(U) The OIG is required by statute to conduct two major projects each year: Audit of'tlw 
National Re,:01111aissa11ce Office Fiscal Year Fi11a11cial Statement,<;, which is undertaken to 
comply with the Chief Financial Ofiicers Act. and Imlependenr Evaluation of National 
Reconnaissance Office Compliance with the Federal b1formatian Security Manugemem Act. 
which is part of the E-Govemment Act of 2002. 

Vl 
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(U) OIG PROJECT DISTRIBUTION 
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(U) ACQUISITION AND PROGRAM MANAGEMENT 

Strategic Framework Unk: 

• Develop, operate, and collaboratively manage NRO systems 
as a single integrated architecture focused on providing multi­
sensor solutions to intelligence problems. 

• Develop improved processes for internal acquisition 
oversight. 

• Effectively engage users to better understand specific 
intelligence problems, applicable target signatures. and the 
timelines reqwrod to make NRO information actionable. J 

-.....__ This chan is UNCLASSIFIED j 
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(lf) I. Audit of the National Reconnaissance Office Acquisition Oversight 
(O11going) · 

. (U) Background 

(U/00t:10} The NRO acquires and manages high quality intelligence collection systems 
in accordance with acquisition authorities provided by the Central Intelligence Agency (CIA) 
and the Department of Defense (DoD}. The intelligence funding is provided by the DNI. The 
Deputy Director for System Integration and Engineering (DDSl&E) is the NRO focal point for 
acquisition policy and process execution. The DDSl&E maintains NRO Directives and 
Instructions supporting the NRO acquisition management process. The DDSI&E facilitates the 
DNRO and NRO Acquisition Board review cycle and provides leadership and resources for 
independent program assessments. 

(U) Objective 

(U/..lli0t:10) The overall objective of the audit is to determine whether effective NRO 
program management systems are in place to support decision-making by the N RO Acquisition 
Executive. Specifically. the audit will focus on the organizational alignment; policies and 
processes; resources; and knowledge and infonnation management supporting the acquisition 
function. 

SECRE1'JR'KH25XI 
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(U) 1. Audit of the Effectiveness of the Patriot Contract (Ongoing) 

(U) Background 

(U//B0t1(J'j"The Patriot Contract consolidates several information and communication 
technology contracts and basic ordering agreement requirements. It is intended to improve 
product and service effectiveness and quality by using re-engineered service support processes 
while promoting cost savings through centralization. The NRO mandates all communication 
services that are part of the NRO communication enterprise line business be acquired under the 
competitively awarded Patriot Contract. This includes the NRO Management Information 
System (NMIS) infrastructure and applications; message handling; enterprise management; and 
media services. The Patriot Contract is a hybrid. performance based. fix t with 
firm fixed price level of effort agreements and is valued at approximate! year. 
This contract provides services and equipment for the NMIS. desktop computers. servers, pagers. 
faxes. telephones, and video teleconferencing, as well as the re-capitalization of the 
aforementioned equipment every three years. 

(U) Objective 

(~ The overall objective is to assess the effectiveness of the Patriot Contract in 
achjeving its acquisition objectives and the mission. Specifically. the audit addresses the 
following questions: 

• Has performance improved over previous acquisition methods'! 

• How is the effectiveness and quality of service measured? 

• Is acquisition cheaper than under previous methods'! 

• How is any cost saving associated with the Patriot Contract measured'? 

• Is there sutlicient mission focus with the centralized service'.' 

• How effective are the security management controls for Patriot acquisitions? 

(V) 3. Audit of National Reconnaissance OJ]ice Oversight of Subcontractors 
(Planned) 

(U) Background 

(U) A subcontract management plan is needed to ensure that the prime contractors have 
established an approach for the oversight of subcontractors in the areas of cost, schedule. and 
performance and quality control. Problems with recent major NRO acquisition programs have 
indicated that subcontractor performance, quality. and accounting issues require increased 
oversight by the prime contractor. 

2 
SECRET/ff KJflS,C I 



(U) Objective 

NRO APPROVED FOR RELEASE 9/29/2017 

SECH'f/fTK},t;§XI 

F12-0103 DOC#1 

(U) The overall objective of the audit is to assess the effectiveness of subcontract 
management by prime contractors. The objective includes oversight of quality control and other 
risk mitigation procedures in place to prevent substandard or counterfeit parts from being 
included in NRO systems. The audit will also examine the use ofincentives to ensure that prime 
contractors are adequately managing their subcontractors. 

(U) 4. Audit of the Acquisition Management of Selected National 
Reconnaissance Office Acquisition Activities (Planned) 

(U) Background 

(U//P0t:1'0) According to the NRO mission statement, the NRO exists to develop and 
operate unique and innovative space reconnaissance systems. To fulfill this mission, NRO 
Directorates and Offices use a defined and managed acquisition management process 
administered by the DDSI&E. NRO Directive 82·2b, "Acquisition Management," governs all 
acquisition activities in the NRO and specifies acquisition authority, responsibilities, and 
processes. In accordance with this directive. the DNRO determines which acquisition activities 
to designate for NRO Acquisition Board review. All designated acquisition activities require the 
Director's approval in order to proceed through NRO acquisition phases, whereas approvals for 
non-designated programs remain within the NRO Directorates. 

(U~ Designated acquisition activities are required to provide the DNRO and the 
NRO Acquisition Board with integrated program summaries. The integrated program summaries 
are designed to provide comparative data for key program management elements such as: 
execution status. collection requirements. acquisition strategy, logistics support. security. and life 
cycle cost estimates. 

(U) Objective 

(U,lfFOOO)The OIG will perfonn a series of acquisition management audits to assess 
key program management elements for conformity ro NRO Directive 82-2b. The OIG will 
consider reviewing both designated and non-designated acquisition activities in order to provide 
NRO management with a balanced presentation of acquisition management. Should the OIG 
select a non-designated acquisition activity. the audit objective will include an assessment of the 
effectiveness of Directorate-level management controls. as required by NRO Directive 82-2b. 

(U) 5. Audit of the National Reconnaissance Office Use of Earned Value 
Management (Planned) 

(U) Background 

(U) The practice of Earned Value Management (EVM) originated more than 30 years ago 
and is still recognized throughout government and industry as an effective program management 
methodology. EVM is the primary method of the NRO for integrating and conveying cost, 
schedule. and the technical performance aspects of program management. It is intended to 

3 
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ensure uniform standards are used to facilitate integration of program scope. schedule, and cost 
objectives into a baseline plan for measuring contract performance during program eitecution. 

(U) Objective 

(U//s.et1t'}) The objective of this audit is to assess the use of EVM within the NRO and 
detennine its effectiveness in assisting program managers in assessing program status. measuring 
perfonnance. and t'brecasting program impact. 

(U) 6. Inspection of the Contracti11g Officer Workforce (Ongoing) 

(U) Background 

(U) The Deputy Director, NRO. Business Plans and Operations (BPO), Office of 
Contracts (OC) places contracting officers (COs) throughout the Directorates and Offices to 
provide professional acquisition support and contracting solutions to fulfill mission needs of the 
NRO and its customers. To accomplish this. the OC needs efficient and effective business 
processes. accurate and timely information. and highly skilled and motivated employees. 
Although the NRO Contracting Professionals (COs. contracting specialists. and procurement 
otlicers) fall under BPO. individuals are generally assigned to support contract teams in Signals 
Intelligence Systems Acquisition and Operations Directorate (SIGINT), Imagery Intelligence 
Systems Acquisition and Operations Directt,rate ((MINT). Communications Systems Acquisition 
and Operations Directorate (COMM). Office of Space Launch (OSL). Advanced Systems and 
Technology Directorate (AS&T). Management Services and Operations (MS&O). Deputy 
Director for Mission Support (DDMS). and the DDSl&E. 

(U} Objectives 

(U) The inspection wiJI assess the CO workforce climate and research CO career 
development. An examination of the CO retention and recruitment programs. to include parent 
organization commitments, will be included in the inspection. Additionally, the inspection wm 
evaluate feedback obtained from the COs on their utilization of Defense Contract Audit Agency 
services (DCAA). 

I ' I ' I I s A d O erations Directorate, 

(U) In light of IMINT' s recent organizational realignment to reflect an integrated end-to­
end architecture focus, the inspection staff will conduct two unit inspections of key lMJNT 
offices. The two unit inspections will examine whether the realignment is achieving ( I ) the 
NRO Director's Strategic Framework, (2) the effectiveness and efficiency of the realignment. (3) 
the degree of customer satisfaction. as well as ( 4) the standard elements of a unit inspection such 
as climate. compliance. and support. 

4 
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( U) The objectives of the unit inspection of IM INT'-e to ( l) a.<;sess the general 
organizational climate; (2) detennine compliance with applica e aws, procedures and policies; 
(3) determine efficiency and effectiveness in performing its assigned mission: (4) evaluate 
supponing functions; and (5) evaluate customer satisfaction. Specific inspection objectives will 
be further defined during the pre-inspection phase. 

(U) Background 
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(U) The overall objectives of th-nspection arc to evaluate the effectiveness and 
elliciency of the ollicc to perform its mission and more specifically. how th-is supporting 
and achk·ving the DNRo·s Strategic Framework. Other inspection areas are to dctennine 
compliance with laws, policies and procedures: assess general organization climate: evaluate 
support functions; and evaluate customer satisfaction. 

(U) 9. Audit of Independent Cost Estimating Group 

( U) Backiround 

( U) Accurnte cost estimating is a critical function in u time of decreasing budgets. 
increasing budget oversight. and increasing collection requirements from the IC. To help senior 
management achieve cost realism in all phases of NRO acquisitions. the NRO Cost Group 
(NCG) was establish"'CI. The NCG is intended to provide NRO leadership. IC decision makers. 
and external oversight partners with cohesive. consistent. traceable cost estimates on NRO 
acquisitium;. The NC'G's primary tasks are to prepare independent cost estimates (IC'E) and 
independent cost analysis (ICA). Both IC'E and !CA are designed lo furnish NRO decision 
makers with unbiased estimates of program costs. 

(U) Objectives 

(U) The overall objective of the review is to evaluate the mission effectiveness of the 
NC'G. Specifically. the review will detennine whether the NCG is preparing cost estimates that 
closely reflect program schedule. technical requirements. and which pmvide N RO management 
with the confidence that a program can be accomplished within stated costs. The review will 
further examine whether products generated by the NC'G are independently prepared. free from 
influence by the Din.."Ctorates and Offices. and reflect sound and accurate estimating. 

(U) 10. Audit of National Reconnaissance Office Use of Defense Contract Audit 
Agem·y Services (Planned) 

....f5J8ackground 

(U) The OC AA is responsible for perfonning all contract audits for the DoD. The DCAA 
provides accounting and financial advisory services regarding contracts and subcontracts to the 
NRO through a separate. appropriately cleared cadre of auditors. These services are provided in 
connection with negotiation. administration. and settlement of cuntracts and subcontracts and are 
critical to the etli-ctive oversight of contractor activities both prior and suhsequem lo contract 
award. 

(U) Objective 

(U~ The objective of the review is to dctennine whether the NRO is etlectively utilizing 
DC AA services. 
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(U) 1 J. Audit of the Oversight of Federally Fu11ded Research and Development 
Centers (Planned) 

(U) Background 

( U) A Federally Funded Research and Development Center (FFROC) meets some special 
long-tenn research or development need which cannot be met as effectively by existing in-house 
or contractor resources. FFRDCs_ as defined in the Federal Acquisition Regulations (FAR). Pan 
35. enable agencies to use private sector resources to accomplish tasks that are integral to the 
mission and operation of the sponsoring agency. The NRO uses FFRDC resources that are 
primarily sponsored by and available through the U.S. Air Force (USAF). These resources are 
applied to achieve continuing advances in national security space and space-related systems that 
are basic to national security. FFRDCs are sponsored under a broad chaner by a government 
agency. in this case the N RO. for the purpose of performing. analyzing. integrating, supporting. 
and managing basic or applied research and development. They are funded by the government 
as a Congressionally-limited resource that must be carefully managed to receive the greatest 
possible benefit. 

(U) Objective 

(I.JJ+F6t10)The objective of this audit is to assess whether the allocation and actual use 
of FFRDC resources at the NRO provides the maximum benefit to the NRO mission. 

(VJ 12. Audit of National Reconnaissance Office Contract Advisory and 
Assistance Services (Planned) 

(U) Background 

(U) Contract Advisory and Assistance Services (CAAS) refers lo services provided under 
contract by comm1..-rcial sources to support or improve organizational policy development: 
decision-ma.Icing: management and administration; program and/or project management and 
administration: and research and development activities. The NRO traditionally relies on CAAS 
due to the relatively small complement of government personnel and the many critical mission. 
technical. and security requirements. The FAR. the NRO Acquisition Manual (NAM), and NRO 
Directives provide policy and direction to ensure that COs and contracting oflicer technical 
representatives properly acquire. track. report, and manage CAAS. The FAR also prescribes 
policies and procedures to ensure that contractors do not perform inherently governmental 
functions. 

(U) Objectin 

(U/L}::0t1{)} The overall objective of this audit is to detennine whether government 
personnel are conducting adequate oversight of advisory and assistance services contracts in 
compliance with FAR. the NAM, and NRO Directives. Specifically, the audit will examine the 
internal management controls in place to ensure the appropriate use ofCAAS contracts and 
personnel. and to avoid the use of C AAS mechanisms to perform inherently governmental 
functions. 
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(U) 13. Audit of National Reconnaissance Office Award and Incentive Fee 
Process (Planned) 

( U) Batkground 

(U) The NRO relies on award tee contracts to motivate contractors to achieve exceptional 
perfom1ance. Recently, the Government Accountability Office (GAO) issued a report criticizing 
the DoD for paying billions of dollars in award and incentive fees to contractors who have failed 
to deliver projects on time and within budget. The report stated ... Although [the depanment] has 
paid billions in fees over time. the depanment has little evidence to support its contention that 
the use of award and incentive fees results in the intended effect on contractor performance." In 
July 200 I, the NRO OIG issued a report to N RO management entitled. "Audit of Administration 
of Award Fees·· (Project No. 2000.003). The NRO OIG's report found that the award fee plans 
used to establish the criteria and procedures by which to evaluate a contractor's performance 
were not always prepared in compliance with the FAR and NAM. It also found that the 
evaluation detenninations of the contractor's performance were not always sufficiently 
documented in the contract files. 

(U) Objective 

( U) The objective of this audit is to assess whether award fees are being effectively used 
to manage contractor performance and to evaluate the implementation of the recommendations 
from the 200 I OIG report. 

(U) 14. Audit of the Acquisition Program Requirements Determination and 
Validatio11 Process (Planned) 

(U) Background 

(UUJi0t1(J) The NRO develops acquisition program requirements based on the projected 
needs of other IC organizations. Before any acquisition is initiated, the NRO must compile and 
validate requirements that satisfy a specific intelligence need or desired capability. Once the 
acquisition has been initiated. the NRO periodically verifies and updates the requirements 
throughout the course of the acquisition life cycle. The requirements determination and 
validation process, as part of the overall system development life cycle process. is intended to 
ensure that an NRO system provides the capability needed by its users. Within the past year. 
NRO and DoD leaders have stated that unclear requirements have been a problem plaguing some 
satellite system acquisitions. 

(U) Objective 

(U) The overall objective of this audit is to evaluate the efficiency and effectiveness of 
NRO requirements detennination and validation process for mission systems. Specifically. the 
audit will assess how well the NRO translates intelligence needs into mission requirements and 
capabilities throughout the system development life cycle process. 
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(U) The objectives of this inspection are to detennine-efficiency and 
effectiveness in performing its assigned mission; compliance with applicable laws~res 
and policies; and will focus on external customer satisfaction and one of the statedllllllllllll 
priorities to enhance outreach within the community. Specific inspection objectives will be 
defined during a pre-inspection visit tclllll This office was selected for inspection because of 
its critical role in supporting the DoD and IC. 
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ulsltion and Pro ram Mana ement 

PROJECT 

FY2007 

1 Audit of NRO Acquisition Oversight 

2 Audit of the Effectiveness of the Patriot Contract 

a Audit of NRO Oversight of Subcontractors 
Audit of the Acquisition Management of Selected 

4 
NRO Acquisition Activities 
Audit of the NRO Use of Earned Value 

5 
Management 

• Inspection of the Contracting Officer Workforce 

1 Inspection of IMINT, 

FY 2008 

• Inspection of IMINT, 

• Audit of NRO Independent Cost Estimating Group 

Audit of NRO Use of Defense Contract Audit 
10 

Agency (DCAA) 

Audit of the Oversight of Federally Funded 
11 

Research and Development Centers 

Audit of Government Oversight of NRO Contract 
12 

Advisory and Assistance Services 

,a Audit of NRO Award and Incentive Fee Process 

Audit of The Acquisition Program Requirements 
14 Determination and Validation Process 

Ins ion of SIGINT, 

SECRET//Tl<//25Xi 

Quarter 1 

SECRET/ITK//25X1 
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F12-0103 DOC#1 

F18C81 Year 2007 
Quarter2 Quarter 3 Quarter4 
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(U) FINANCIAL MANA GEMENT AND PERFORMANCE 

Strlllt!gic F1'allfftWJr/i Link: 

• lmplement rigorous processes to reduce indirect costs and 
more effectively apply resources to core mission areas. 

• Present and future threats demand global situational 
awareness with the ability to cue other sensors and 
intelligence disciplines for combined. v~ue added collection, 
anytime and anywhere. 

llu• d>an is UNCLASSlFJED ~ 

F12-0103 DOC#1 

(U) I 6, I 7, and I 8. Audits of the National Reconnaissance Office Fiscal Years 
2006, 200 7, and 2008 Financial Statements and Resolution (Ongoing, Planned -
Statutory Requirement) 

(U) Background 

(Uta-etr6) The NRO OIG has contracted with the independent public accounting (IPA) 
firm. PricewaterhouseCoopers (PwC), to conduct audits of the NRO financial statements for 
FY 2005 with options years through FY 2009. The contract requires the IPA to audit in 
accordance with Generally Accepted Government Auditing Standards and Office of 
Management and Budget (0MB) Bulletin 01-02. In accordance with 0MB Bulletin 01-02, the 
OIG is required to conduct quality control reviews of audits performed by independent external 
auditors. 

(U) Objectives 

(U) These audits will evaluate the reliability of financial data supporting the financial 
statements; determine the accuracy of the statements produced; and examine the adequacy of 
footnote disclosures in accordance with guidance issued by the Federal Accounting Standards 
Advisory Board, 0MB, and other authoritative guidance, as appropriate. The auditors will 
review internal controls and compliance with laws and regulations related to the objectives and 
will follow up on the status of prior-year audit findings. The audit begins each year in the 
second quarter with audit planning and review of first quarter financials. The final audit report is 
completed 15 November. The OIG will monitor the IPA throughout the audit and will conduct 
and document quality assurance steps to ensure that all contractual and regulatory requirements · 

11 
SECRETfffKH2SKI 



NRO APPROVED FOR RELEASE 9/29/2017 F12-0103 DOC#1 

are met. The IPA relies on the OIG to carry out tests of compartmented financial information 
reported as .. annex". 

(U) In addition, the OIG will follow up with NRO management on corrective actions 
established to resolve outstanding audit findings that pertain to prior financial statement audits. 
In FY 2006. the OIG initiated an audit resolution process that includes tracking the status of 
management's corrective actions and participation in a weekly working group comprised of the 
OIG, the lPA. and the BPO Office of Financial Audit and Compliance. The group works 
together to explore alternatives to resolve the longstanding, complex accounting issues that 
challenge the NRO's ability to successfully obtain an unqualified audit opinion on its financial 
statements. 

(U) 19. Audit of the Management of Funds from External Organizations 
(Ongoing-Management Requested) 

(U) Background 

(U) The NRO receives funding for its acquisition and maintenance of programs and 
equipment from various sources. One source is through funds from others under the Economy 
Act. (31 United States Code 1535), which authorizes agencies to enter into agreements to obtain 
supplies or services by inter-agency acquisition. However, the Economy Act may not be used by 
an agency to circumvent conditions and limitations imposed on the use of funds. In addition, the 
Act may not be used to make acquisitions conflicting with any other agency's authority or 
responsibility. Funds from others are provided to the NRO for specific purpose and use. NRO 
management has raised concerns as to the adequacy of the accounting and segregation of funds 
received from other agencies. as well as the types of programs or activities for which the funds 
are used. 

(U) Objectives 

(U//FOUO) This audit will review the NRO's management of funds from others to 
determine whether the execution of the funds is consistent with the NRO mission. This audit 
will also review the controls surrounding the execution of the funds to ensure that the funds are 
expended in compliance with the Economy Act, DoD regulations, 0MB criteria, appropriation 
law. and the guidelines set forth in NRO Directive 30..Sb. Commitments and Obligations. 

(U) 20. Audit of National Reconnaissance Office Compartmented Programs 
(Ongoing) 

(U) Background 

(U//-P0t'.1'0} In 2003. the NRO began classifying certain compartmented. or "annex··. 
programs at security levels above the standard NRO security level. These program costs are too 
sensitive to be included in the audited NRO financial statements and are accounted for using a 
basis of accounting other than generally accepted accounting principles for financial reporting 
purposes. As a result, it is unclear how effectively the annex programs are managed from a 
budgeting or financial reporting perspective. 
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(U) Objective 

(U/tPat::10) The objective of this audit is to detennine the adequacy of internal controls 
surrounding the NRO annex program budget and financial reporting processes. 

(U) 1 I. Audit of Funds Provided to Others (Planned) 

(U) Background 

(U) Objective 

(U) The overall objective of this audit will be to detennine whether the NRO has 
sufficient management controls in place to ensur~ that funds (advances) provided to others are 
expended effectively, as authorized, and used consistent with the NRO mission. 

(V) 11. Audit of the Use of Financial Information to Manage Programs 
(Planned) 

(U) Background 

(U) The Government Perfonnance and Results Act (GPRA) requires agencies to develop 
strategic plans. set perfonnance goals. and report annually on actual perfonnance compared to 
goals. According to the Office of Management and Budget (0MB) Circular A-123 ... Programs 
must operate and resources must be used consistent with agency missions. in compliance with 
laws and regulations, and with minimal potential for waste. fraud, and mismanagement." 
Additionally, the purpose oftbe Program Assessment Rating Tool (PART)'s is to assess the 
agency· s program effectiveness and improve program performance. 

(U) Objective 

(U) We will identify what financial infonnation the NRO currently utilizes and the 
impact this information has on NRO business decisions and the management of its programs. 

(U) 23. Audit of Budget Formulation (Planned) 

(U) Background 

-('SJ The Oftice of the DNI has directed the lC components to realign the IC budgets for 
consistency. As a result, the NRO's current budget structure will undergo significant change. 
Concurrent to that effort. one of the NRO's objectives is to eliminate redundancy and programs 
that add little or no value and re-direct savings to existing and emerging national security 
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priorities. The 010 plans to develop and carry out a series of audits focused on the effectiveness 
and the efficiency of the NRO's budget fonnulation and execution procedures. 

(U) Objective 

(U) The objective of this audit will be to determine whether the NRO uses sound and 
consistent budget formulation practices that result in a realistic NRO budget. The audit will also 
determine if the budget is defensible and supportable to national and Congressional leaders and 
complies with 0MB requirements. 

-(S") 24. Audit of Budget Execution (Planned) 

(U) Background 

(U/,tfOUOJ This is the second audit of the NRO budget process, which will follow our 
Audit of Budget Formulation. Over the past few years. the NRO bas updated its policies and 
procedures to comply with emerging changes in accounting standards. These policies and 
procedures provide general instructions to the workforce for executing the NRO's funding. 

(U) Objective 

(U) The objective of this audit will be to detennine whether the NRO uses sound and 
consistent budget execution practices. We will also determine whether NRO's policies and 
procedures adequately address the changes to accounting standards with respect to obligations. 
expenditure tracking, and the capitalization or expensing of incurred costs. 

(U) 25. Audit of Strategic Planning lnitiadves (Planned) 

(U) Background 

(UJLE,QttO') The 0MB guidance issued 25 April 2003 instructed executive agencies lo 
include performance infonnation in accordance with the GPRA along with their budget 
submissions for FY 2005. In September 2003. the NRO 010 reported that the NRO was 
"working to establish an integrated performance-based strategic management process" that ties 
performance to the budget. The report also recommended that the DNRO provide clear 
guidelines on the standards to be used for establishing NRO-wide strategic planning and 
performance policies. ln May 2005. the OlG identified the lack of implementation of the DNRO 
2003 strategic plan in day-to-day operations as a management challenge. ln the absence of a 
sound strategic management plan that is tied to accurate and timely cost and perfonnance data. 
NRO program managers will be unable to manage their resources effectively. 

(U) Objective 

(U/~ We will carry out three objectives to address this topic: (I) follow-up on 
prior recommendations made in the OIG's FY 2003 report, Audit of the National Reconnaissance 
OJ/ice Strategic Management Proce:,;s; (2) assess the progress that the NRO has made in 
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implementing the DNRO's 2006 Strategic Framework; and (3) examine the perfonnance 
measures component of the NRO's FY 2007 Performance and Accountability Report. 

(U) 26. Audit of Office of Management and Budget A-123 Implementation 
(Planned) 

(U) Background 

(U) The 0MB Circular A-123, Management's Responsibility for Internal Control, 
implements the Federal Managers' Financial Integrity Act of 1982 and holds federal agency 
managers accountable for establishing, assessing, correcting. and reporting on internal controls 
beginning FY 2006. In December 2004, the Circular was revised to incorporate new internal 
control requirements and to emphasize management's reb-ponsibility for assessing internal 
controls over financial reporting. During FY 2006, the NRO designed a strategy around utilizing 
this new process as a value added management tool, recognizing the plan would take several 
years to implement. 

(U) Objective 

(U/J.l-0t:JOfThe objective of this audit will be to determine whether the process for 
implementing A-123 requirements is effectively achieving its goals. The audit is planned to 
begin in FY 2008, after the NRO A~123 management process has been in place for two years. 

(U) 27. Audit of the Management of Military Intelligence Program Funding 
(Planned) 

(U) Background 

.-tS'f The NRO receives DoD funding to support military activities through 
lntelli ence Program (MIP), fonnerJy the Defense Space Reconnaissance Program. 

(U) Objective 
(U/.Lli0t::fOJ The objective of this audit is to determine whether the NRO has business 

processes and controls in place to account for and expend MIP funds. This audit will review the 
controls surrounding the execution of the funds to ensure compliance with applicable laws and 
regulations. 
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(U/~ Financial Management and Performance 

PROJECT 
Quarter 1 

1 FY2007 

11 
Audit of NRO FY 2006 Financial Statements / 
Annex Testing 

17 
Audit of NRO FY 2007 Financial Statements / 
Annex Testing 
Audit of NRO FY 2008 Financial Statements I 

19 
Annex Testing 

1t Audit of Management of Funds from External 
Organizations 

211 Audit of Compartmented Programs 
21 Audit of Funds to Others 

Audit of the Use of Financial Information to 
22 Manage Programs 

FY2008 
23 Audit of Budget Formulation 
2' Audit of Budget Execution 
25 Audit of Strategic Planning Initiatives 
a Audit of 0MB A-123 Implementation 

f7 
Audit of Management of Military Intelligence 
Program 

SECRETlfTK//25X1 
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Fiscal Year 2007 

I Quarter 2 I Quarter 3 I Quarter4 

II 
II 
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(U) INFORMATION TECHNOLOGY AND MANAGEMENT 

Strategic FrtUnework Link: 

• The architecture required to achieve the goals must consider 
incorporation of advanced technologies that contribute to 
rapid and flexible access. 

• The architecture should consider appropriately sized space 
and terrestrial communications networks. 

• Ensure facility infrastructure and tools are available to enable 
workforce success. 

• The goal is not to do intelligence but to use technology to 
better enable it. 

This chart is UNCLASSIFIED 

F12-0103 DOC,1 

(ll) 28 and 29. Fiscal Years 2007 and 2008 Independent Evaluation of National 
Reconnaissance Office Compliance with the Federal Information Security 
Management Act (Planned-Statutory Requirement) 

(U) Background 

(U) The Federal Information Security Management Act (FISMA) requires that federal 
agencies manage and improve information security programs. FISMA specifies a process for 
reporting to the Director, 0MB. and to the appropriate Congressional Oversight Committees. 
The Act also requires an annual independent evaluation of the Agency's infonnation security 
program and practices. Each IC Inspector General is responsible for conducting the independent 
evaluation required by the FISMA statute. 

(U) Objective 

(U) The objective of this annual evaluation is to provide an independent assessment of 
the NRO's compliance with the requirements set forth under FISMA. The OIG's FISMA 
evaluation is a year-round effort that incorporates the monitoring ofNRO infonnation 
technology (IT) initiatives. and the audit of related IT functional areas and systems that will 
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contribute to the overall annual evaluation. FlSMA reporting, including new privacy reporting 
requirements. will be based on FY 2006 0MB guidance and coordination with the Associate 
Director of National Intelligence and Chieflnformation Officer (CIO) and other IC FISMA 
participants. 

(U) 30. Audit of the Management and Funding of National Reconnaissance 
Office Information Assurance (Planned) 

(U) Background 

(U) [nfonnation assurance (IA) is defined as operations that protect and defend 
infonnation and infonnation systems by ensuring their availability, integrity, authentication, 
confidentiality. and non*repudiation. This includes providing restoration ofinformation systems 
by incorporating protection. detection. and reaction capabilities. 

(U) Within the NRO. many IA operations are funded by and embedded within the 
individual NRO components. ln addition. the NRO created an IA Enterprise Fund to develop IA 
solutions to benefit the enterprise as a whole. This fund supports the NRO's certification and 
accreditation efforts, enterprise auditing. and an automated identity and access management tool. 
as well as other IA efforts. The Information Assurance Board was established to review and 
approve IA Enterprise Fund spending requests. However, significant cuts to the IA Enterprise 
Fund may hinder the NRO ability to develop enterprise solutions to improve the security of its 
networks and systems. 

{U) The Office of the CIO (OCIO) is responsible for the NRO's IA program. ln regard to 
funding, the OCIO can identify that which is directed to support IA from its own budget and the 
IA Enterprise Fund: however, OCIO does not have insight into how each NRO Directorate and 
Office spends its own money on IA. Therefore. the OCIO cannot determine how all IA initiative 
funds are spent across the NRO. Without an integrated, enterprise-wide IA program, OCIO 
cannot ensure that NRO's most important security risks are being addressed or that they are being 
addressed in the most efficient way. · 

(U) Objective 

(U) This audit will evaluate 

• how IA technical requirements are identified. prioritized, and addressed: 

• how IA resource requirements are estimated. allocated. and tracked across the 
NRO enterprise: and 

• the extent ofNRO's IA budget cuts and potential effects of unfunded [A 
requirements on NRO's security stature. 

SECRETMTK/1%9,C I 
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{U) Audits of Information Technology Change Management within the National 
Reconnaissance Office (Continuing Series) 

(U) Background 

(U) Change management is the set of processes executed within an organization's IT 
architecture to manage enhancements, updates. incremental fixes, and patches to production 
systems. These processes include application code revisions. system upgrades (applications. 
operating systems. databases). and infrastructure changes (servers, cabling, routers, firewalls, 
etc.) Without adequate control and visibility. an organization can spend money and effort on 
unneeded or low-priority changes, while neglecting more important initiatives. Poorly designed 
or ill-considered changes can cause disruptions that must be addressed after the fact, or the 
changes must be "backed out." IT changes to one system can disrupt the operations of other 
systems. While such disruptions cost time and money. they can be avoided or mitigated by good 
IT change management practices. 

( U) The NRO IG will continue conducting a series of change management audits. ln 
FY 2006, we audited application code revisions, commonly referred to as .. patch management." 
That audit will be followed by additional audits concerning end-of-life management of hardware. 
hardware infrastructure. and software enhancement change management control processes. 

(U) The following two audits are planned as part of this continuing series. 

(U) 31. Audit of End-of-life Management of Information Technology 
Hardware (Planned) 

(U) Objective 

(U) The objective of this audit is to determine the effectiveness ofNRO policies, 
procedures. and control practices for disposal of IT hardware infrastructure at its end-of-life. 
This hardware includes hard drives and equipment with non-volatile memory. which may 
contain classified or sensitive data. Specifically, the audit will evaluate management procedures 
for handling. clearing, sanitizing, and destroying information system components. and will 
review life-cycle practices for process improvement. 

(U) 32. Audit of the Management of Information System Privileged Users 
(Planned) 

(U) Objective 

(U) The overall objective is to detennine and evaluate the procedures and controls 
implemented to manage privileged user functions, actions, and access to information systems and 
data. Privileged users are those information system users. such as network and system 
administrators. who have information systems permissions and authorities to access normally 
restricted data and system functions in order for them to manage, operate. maintain. and secure 
NRO infonnation systems. Privileged users are government and contractor personnel who can 
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control or change system infonnation and functionality, including access controls, security 
features, system logs, and audit policies. Privileged users present an inherent risk to information 
assurance because of the unique information system permissions and authorities granted them to 
perfonn their work. 

(VJ 33. lnsp_£ 
Directorate 

(U) Background 

(U) Objectives 

! I J ' 11, ,i, ' , { I f nd Operations 
'lanned) ' 

(U) 34. Inspection of the Office of the Chief Information Officer (Planned) 

(U) Background 

(U) Objectives 

(U) The overall objectives for this inspection will be to evaluate the efficiency and 
effectiveness of the OCIO in conducting its mission. to include an examination of the CIO 
governance boards. The inspection will also evaluate adherence to application policies, 
procedures. and standards. In addition. the inspection will assess the general organizational 
climate, customer satisfaction, and support functions such as contract administration and 
financial management. 
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(ll) Audits of Selected National Reconnaissance Office Information Technology 
Systems (Mission Ground Systems and Contractor Systems) (Continuing Series) 

(U) Background 

(U) FISMA requires agencies to perfonn periodic security evaluations and tests on all 
systems at least annually. System owners, infonnation security officials. OCIO, and OIG staff 
personnel can perfonn these evaluations and tests. The NRO 010 will participate by conducting 
a series of general application and control system reviews based upon audit methodologies 
promulgated by the Information Systems and Audit Controls Association. The information 
systems selected will cover a range of functional applications. system types. and security 
environments. In FY 2006, we reviewed two administrative systems at NRO headquarters. In 
FY 2007 and 2008. we plan to audit the management and administration of a sample of selected 
mission ground station systems and a sample of contractor systems that connect to the NRO's 
contractor wide area network. 

(U) 35. General Application and Control Reviews of Selected Information 
Technology Systems at Mission Ground Stations (Planned) 

(U) Objective 

( U) The objective of this infonnation system review is to evaluate the security 
environment, system controls. and operational risks affecting system confidentiality. integrity, 
and availability of a sample of IT systems at. a mission ground station. 

(U) 36. General Application and control Reviews of Selected Information 
Technology Systems at Contractor Sites (Planned) 

(U) Objective 

(U} The objective of this information system review is to evaluate the security 
environment, system controls. and operational risks affecting system confidentiality. integrity. 
and availability of a sample of IT systems at NRO contractor facilities. 

(U) 37. Audit of the National Reconnaissance Office Compliance with the 
Privacy Act of 1974 (Planned) 

(U) Background 

(U) The Privacy Act of 1974, 5 U.S.C'. § 552a. attempts to regulate the collection, 
maintenance. use. and dissemination of personal information by federal executive branch 
agencies. According to the GAO ... a key characteristic of agencies' systems of records is that a 
large proportion of them are electronic. reflecting the government's significant use of computers 
and the Internet to collect and share personal information." In June 2005, 0MB asked federal 
agencies to use FISMA as the Privacy Act reporting medium instead of reporting it via the E-
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Government Act. 0MB also encouraged the IGs to provide any meaningful data that they have 
regarding the agency's Privacy Act program and related activities. 

(U) Objective 

(U) The objective of this audit is to evaluate the performance of the NRO's Privacy Act 
Program in order to ensure it is meeting the federal guidelines promulgated by the 0MB. 

(U) 38. Audit of Management of the Resolution of ldentijled Information 
Technology Vulnerabilities (Planned) 

(U) Background 

..{S) An IT vulnerability is defined as an infonnation system, cryptographic system. or 
component (e.g., system security procedures, hardware design, internal controls) that could be 
exploited. Within the NRO, there are multiple organizations responsible, and multiple processes 
used. for conductin IT vulnerability assessments. These assessments incl 

(U) Objective 

..(SllffO 39. Inspection o 
Operations Directorat. 

(U) Background 

(U#FOUOT As mandated in Presidential Decision Din.actives 63 and 67, the NRO is 
required to develop a viable continuity of operations (COOP ca abili . In s rt of the 
COOP ca ilit • the COMM Directorate established 

n the event of an emergency or other COOP event. 

(U) Objectives 

--{Si1TFCJ The overaU inspection objective is to determine whether the NRO has effectively 
established a viable COOP capability that n the event of an 
emergency or other COOP event. In addition, the inspection will examine compliance with 
mandates, regulations. directives. and instructions. The inspection will also assess the general 
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organizational climate and customer satisfaction. and evaluate support functions such as property 
management and contract administration. 

(U) Background 

(U) Objedives 

(U) This inspection will examine each The overall 
objectives for the inspection will be to evaluate: e e ec 1veoess o m1ss10n operations and 
integration; (2) accomplishments in terms of customer satisfaction; (3) adherence to applicable 
policies and guidance as well as the level of government oversight; (4) support functions such as 
contract administration. financial managemenL and training; and (5~.limate. 
focusing heavily on teamwork, workJoad, and relationships betwee~ 
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~ Information Technology and Management 

PROJECT 

FY2007 

a FY 2007 Evaluation of FISMA Compliance 

21 FY 2008 Evaluation of FISMA Compliance 
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Audit of the Management and Funding of NRO 
Information Assurance 
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Audit of Management of Information System 

12 
Privile ed Users 

FY 2008 

Quarter 1 

General Application and Control Reviews of 
31 Selected ITS terns at Mission Ground Stations 

38 General Application and Control Reviews of 
Selected IT systems at Contractor Sites 
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• Identified IT Vulnerabilities 
n ... ,. .• '""' of N R 
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((]) OPERA TIO NS 

• Ground capabilities will have equal priority with collection. 

• The architecture required ..• must consider continuity of 
ground operations in both short and long-term contingency 
situations. 

• Work with mission partners and users to create an improved 
collection and processing strategy that provides responsive 
solutions. 

• Implement an approach that provides a consistent coipOrate 
face to users and coordinated interface back into the NRO. 

~ ,_ TbiscbarlisUNCLASSIFIED ~ 
(U) 41. Inspection of the Office of Space Launch (O11going-Management 
Requested) 

(U)Background 

F12-0103 DOC.1 

(U.LtF0t:1(JJ The Office of Space Launch (OSL) mission is to provide reliable access to 
space, supporting all NRO-wide launch requirements. The OSL offers extensive expertise and 
resources to satisfy NRO mission-unique requirements and to deliver comprehensive launch 
support. The OSL's responsibilities are broad and span the entire space vehicle and launch 
system project cycle from initial user needs definition through launch and post flight. OSL 
headquarters ' responsibilities are divided between Westflelds, Virginia, to interface with mission 
program offices and N RO staff and Los Angeles, California, to interface with the Air Forc_L 

a~e and Mi ~·1 stem ():nte J _. ... i and boost _r ro- rnm offices. 0 . 

(U) Objectives 

(U) The overall inspection objectives for the OSL headquarters are to determine 
compliance with Jaws. regulations, and policies~ determine efficiency and effectiveness in 
performing the assigned duties, specifically as it pertains to the Westfields and Los Angeles 
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locations; evaluate various support functions such as security. contracts, and budget; and 
evaluate customer satisfaction. The specific inspection objectives will be defmed at the end of 
the pre-inspection phase. 

ifiii'.""LT 42. lnspecdon o 
(Planned) 

(U) Background 

__ ,....,, 
work planning, and coordination to ensure that the joint inspection objectives are met within the 
time constraints of the inspection. 

(U) Objectives 

i I (SHTK:ifltl:!LTThe objectives o spection will be to: ( 1) assess the 
lt •, • :Ti general organizational climate: (2) det with laws, regulations, directives, 

instructions, policies and procedures; (3) determine efficiency and effectiveness in performing 
the assigned mission; (4) evaluate various support functions: and (5) evaluate customer 
satisfaction. Specific inspection objectives will be defined during the pre-inspection o--
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• I .. J 

(U) Background 

(U) Objectives 

F12-0103 DOC#1 

(U) The inspection wiU determine whether the communication suppon element is 
efiiciently and effectively accomplishing its mission and adhering to applicable standards to 
include COMM network standards and instructions. The inspection will also review emergency 
response, security. and COOP plans. as well as circuit outage records and service call and service 
request records. Funher. the inspection will review the organizational climate. customer 
satisfaction. and suppon functions to include property accountability and contract management. 

(SIRIOJRE'L) 44. Jnspection o 
-(Planned) 

(U) Background 

(U) Objectives 

fS,'fFKh'tt:l!L) The objectives of thi-nspection will be to ( I ) assess the general 
organizational climate which may include sensing sessions (group interviews) with various 
segments of the workforce; (2) determine compliance with applicable laws. procedures, and 
policies; (3) determine efficiency and eftectiveness in performing assigned mission; (4) evaluate 
various suppon functions to include security, contracting, and budget; and (5) evaluate customer 
satisfaction. The specific objectives ro-.,m be defined after the pre-inspection visit. 
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(&lffX/lltt!.LJ 45. Joint Inspection o 
(Planned) 

(U) Background 

(U) Objectives 

financial management. In addition. the senior members of the Joint Inspection Team will 
examine the organizational climate, conduct sensing sessions (group interviews) with various 
segments of the workforce, and also conduct separate individual interviews with the site's 
managers and employees. 

(U)4 
Offic 

, , ' , 
(U) Background 

ce of Space Launch, Nanonal Reconnaissance 
(Planned) 

St!Clt!Ti?TI0'12SX l 
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(U) The objectives o~inspection are to (I) assess the general organizational 
climate: (2) determine compl~applicable laws, procedures, and policies: (3) determine 
efficiency and effectiveness in performing the assigned mission~ ( 4) evaluate various support 
functions; and (5) evaluate customer satisfaction. Specific inspection objectives will be defined 
during the pre-inspection of this site. 

(UIIF-tlt10} 47. Audit of Integration and Support/or New Systems Deliveries at 
Nadonal Reconnaissance Office Ground Stations (Planned) 

(U) Background 

(Ut.LFettOfT specific components responsible for the 
transition and deliv ystems to NRO ground stations. The transition 
and delivery of these sys rom acquts1 on organizations involve extensive and detailed 
coordination of the ground station operations. communications, engineering. maintenance, 
facilities. and support contracts. The successful transition of these systems to ground station 
operations relies on the direct participation of these organizations in the planning, design, 
development, transition coordination, and delivery. 

(U) Objective 

(lU.lret10frhe objective of this audit is to determine whether management controls 
designed to oversee the effective delivery of systems to NRO ground stations are in place and 
perfonning as intended. 

(U) Background 

~ 1R"l(:'f NR~ly on operations, engineering, and maintenance contracts 
to provide a consoli~nging enterprise environment for direct suppon. Examples 
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government. 

(U) Objective 

y xen 
quality assurance evaluation controls to ensure the best value to the 

(~ The objective of this audit is to evaluate the effectiveness of contract 
oversight and management controls designed to ensure quality performance of operations, 
engineering, and maintenance support. 

(U) Background 

(U) Objectives 

(U) The inspection will detennine whether th is 
efficiently and effectively accomplishing its mission g pp rds to I I t t 

include COMM network standards and instructions. The inspection will also review emergency 
response, security. and COOP plans. as well as circuit outage records and service call and service 
request records. Further. the inspection will review the organizational climate, customer 
satisfaction, and support functions. to include property accountability and contract management. 

~t 50. Joint Inspection o 
Planned) 

(U) Background 
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PROJECT 
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FY 2007 

FY 2008 

47 Audit of Integration and Support for New System 
Deliveries at Ground Stations 

Audit of Distributed Operations, Maintenance, 
.. and Engineering (DOME) Support At Ground 

Stations 
ction of NRO COM 
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Fiscal Year 2007 
Quarter 2 Quarter 3 Quarter4 
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(U) TRANSFORMATION AND INNOV AT/ON 

Strategic Framework Link: 

• Utiliu NRO's unique perspective, its engineering 
expertise. and system .knowledge to create new multi­
discipline information that only the NRO can create. 

• Rapidly develop and deploy new or adaptive solutions to 
evolving user needs. 

• Establish a corporate-level systems engineering capability 
with the necessary authorities and technical depth and 
experience to effectively define and manage NRO 
architecture construction. 

• Process the capabilities and exploitation tools that integrate 
multi-sensor data and enable synergistic exploitation. 

• Effectively align R&D priorities and the new architectural 
construct. 

• Push technological boundaries; discover and demonstrate 
new sources and methods. 

• Sustain an environment that sparks innovation and manages 
risk. 

• Develop a· repeatable process to rapidly transition and make 
opt!rational new technologies and capabilities. 

This chart is UNCLASSIFIED 

ectio11 of the Advanced Systems and Technology .Directorat 
(P/a1111ed) 

(U) Background 

SECUTHTK/flSXl 

F12-0103 DOC#1 
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. . ( U) The o~jecti.ve for this inspe~tion is to ~ete_rmine illllls .perform~ng its assigned 
m1ss1on and functions m the most etlictent and etlecttve manner possible and m accordance with 
applicable directives, policies, and procedures. Other specific inspection objectives will be 
defined during a pre-inspection visit tllllll 

(U) Background 

(U) Objectives 

(U) The overall inspection objective is to determine i-s performing its assigned 
mission and functions in the most etlicient and effective manner possible in accordance with 
applicable directives, policies.. and procedures. and to evaluate cust-·sraction. Specific 
inspection objectives will be defined during a pre-inspection visit t 

(U) 53. Audit of the Migration of Research and Development and Transition into 
Operations (Planned) 

( U) Background 

-terConducting aggressive customer focused research and development (R&D). and 
evolving space and ground systems to meet operational demands are two key elements oftbe 
NRO Strate ·c Framework. In recent years, NRO investment in R&D has varied between 

of the NRO total budget. Strong R&D effons are critical for 
ensunng e e success o e RO. However. technological advances provide little value if 
they cannot be incorporated into daily operations. Therefore. it is also critical that the NRO has 
effective processes to ensure that the products of R&D transition to operational programs. 
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(U~The overall objective of the audit will be to determine how effectively the 
NRO is transitioning its R&D effons into NRO operations. Specifically. 010 will address the 
following questions: 

• What processes are used in transitioning R&D efforts into operations? 

• How is the success of those processes measured? 

• Is NRO targeting the right organizations and focusing on the right technologies in the 
R&D arena? 

• What is the process for divesting in R&D, when the NRO becomes aware that the effort 
will have no beneficial impact on operations? 

• Is the timing of R&D divestitures appropriate? 

(U) 54. Audit of National Reconnaissance Office /nfor,nation Enterprise 
Architecture (Planned) 

Background 

(U/~ Enterprise architecture establishes the organization~wide roadmap to achieve 
an organization's mission through optimal performance of its core business processes within an 
efficient IT environment. Simply stated. enterprise architectures are ''blueprints" for 
i,-ystematica11y and completely defining an organization's current (baseline) or desired (target) 
environment. Enterprise architectures are essential for evolving infonnation systems and 
developing new systems that optimize their mission value. This is accomplished in technical 
terms through software. hardware, and communications technologies. and includes a transition 
plan for moving from the baseline environment to the target environment. From a strategic 
framework perspective, an enterprise architecture focilitates the NRO's development. operation. 
and management of its systems as a single. integrated architecture. 

(U/tret:10') If defined. maintained. and implemented effectively, these blueprints assist 
in optimizing the interdependencies and interrelationships among the business operations of the 
enterprise and the underlying IT that support these operations. Without a complete and enforced 
enterprise architecture. business units within the enterprise run the risk of buying and building 
systems that are duplicative. incompatible. and unnecessarily costly to secure. maintain, and 
interface. For an enterprise architecture to be useful and provide business value. its 
development. maintenance. and implementation should be managed effectively and supported by 
tools. 

(U) Objective 

(l.WF6t:J'CJ) The objective of this audit is to evaluate and determine the effectiveness of 
NRO-wide efforts to develop, implement, and maintain enterprise information syst~s 
architecture to include hardware and software engineering and development. 
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(U) 55. Inspection of the Systems Integration and Engineering Office (Planned) 

(U) Background 

(U) The NRO OIG initiated a unit inspection of the Deputy Director for System 
Engineering (DOSE) on 21 March 2006. Soon atler. the DNRO delivered his new Strategic 
Framework and tasked the DOSE with leading a group to develop options on what a new 
systems engineering organization should look like to conduct effective architectural 
management. Based on the new direction ofDDSE, the OIG suspended the unit inspection and 
issued a memorandum presenting 14 observations which were noted during the inspection. On 
25 August 2006. the DNRO released Director's Note 2006-42. directing that a new Systems 
Integration and Engineering Office (SI&E) be established by 15 October 2006. The new 
organization will include functions of architecture analysis, engineering integration, acquisition 
oversight and support, mission assurance, and engineering policy. 

(U) Objectives 

(U) We will conduct this unit inspection during FY 2008 to assess bow well the new 
SI&E function is achieving its objectives. The overall objectives will be to (I) assess the general 
climate of the component: (2) evaluate compliance with laws, regulations, and standards; (3) 
determine effectiveness and efficiency in performing assigned missions and function; (4) 
evaluate various support functions; and (S) evaluate customer satisfaction. The specific 
objectives will be defined during the pre-inspection. 

(U) 56. Audit of the National Reconnaissance Office Support to Homeland 
Security Operations (Planned) 

(U) Background 

(UHFOUUT A key objective of the NRO Strategic Framework is for the NRO to keep 
commitments to satisfy existing customer requirements. Recent world events have led to a 
dramatic increase in customer requirements relating to homeland security. To ensure full 
coverage of all NRO support efforts. the OIG will continue with its plan to conduct a series of 
audits focusing on NRO's support to civil, IC. and defense homeland security operations. 

(U/~ln 2004, the OIG issued its report on the Audit of the NRO Support to Civil 
Homeland Operaticm.~. which covered the first phase of the homeland security review effort. 
The Audit qf'the National Reconnaissance Office Support to Homeland Defense Operations wi11 
be the second audit in the series. The third audit wi11 be the Audit of the National 
Reconnaissance O.ffice Support to Intelligence Community Homeland Security Operations, 
which is planned for FY 2008. 

(U) Objective 

(U/LEOl::f6TThe overall objective of these audits is to evaluate the effectiveness ofNRO 
support to homeland defense and IC homeland security operations. The audits will address the 
following questions: 
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• Is the NRO providing sufficient outreach and awareness training to ensure DoD and IC 
organizations are aware of national system capabilities in the homeland security and the 
counterterrorism areas? 

• How effectively does the NRO apply its collection and communications assets against 
high-priority DoD and IC homeland security and counterterrorism intelligence needs? 

• Is NRO-derived information related to homeland security and counterterrorism 
effectively distributed to DoD and IC homeland security analysts? 

• ls the NRO effectively working with DoD and IC mission partneys to gain an 
understanding of their homeland security-related needs and is NRO properly 
considering these needs in its future investment process? 

(U/t..i:.OUO;The audits will focus on how the NRO interfaces with the NSA. the NGA. 
the CIA, the Defense Intelligence Agency. and other relevant DoD and IC organizations and 
agencies. 
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(U) INFRASTRUCTURE AND SUPPORT 

Strategic Framework Li11k: 

• Develop and implement a comprehensive program for 
professional development to include additional training 
opportunities. enhanced mentoring, and a deliberate approach 
to assignments. 

• Develop improved methods to attract and retain the highly 
qualified personnel necessary to execute the NRO's mission. 

• Ensure facility infrastructure and tools are available to enable 
workforce success. 

This chart is UNCLASSIFIED 

(U) 57. b1spec:tio11 of the Ofjic:e of Security and Counterimelligence 
Pla1111ed) 

(U) Background 

F12-0103 DOC#1 

(U) _The Office o~Security a~d ~oun~rintelligence (O~~ CI- provid_es facili~­
based physical and techmcal aocred1tiiaiiliiiiance at the sensitive compartmented mformat1on. 
collateral, and compartmented le el ~ s responsible for such areas as sensitive 

t , I! ! ; I 11 . I ._ I , ... ; t t 1 . -

(U) Objectives 

(U) The objectives of this unit inspection o- rc to (I) assess the general 
organizational climate: (2) determine compliance ~ regulations. directives. instructions. 
policies, and procedures; (3) determine efficiency and effectiveness in performing their assigned 
mission; (4) evaluate various support functions: and (5) evaluate customer satisfaction. Specific 
inspection objectives will be defined during the pre-inspection. 
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i:if.i.i.J.J. I' : d Operations 
tanned) • 

(U) Background 

(U) Objective 

F12·0103 DOC#1 

e 1nspect1on team w1 examme e process or issuing matenel from storage to 
ensure compliance with established procedures and the existence of proper documentation. The 
inspection team will also evaluate property accountability. as well as conduct a storeroom 
examination to detennine whether the storerooms are arranged to promote economy and 
efficiency in storing. locating. and issuing materiel. The inspection will also include an 
assessment of the organizational climate. customer satisfaction, and key support functions to 
include budgeting, contracting. and records management. 

(U) 59. Jnspection of the Office of Security and Counterintelligence. Program 
Security Officers (Planned) 

( U) Background 

(U) The OS&Cl places program security officers (PSOs) in the various Directorates and 
Otlices to manage security for their respective programs and operations. PSOs provide contract. 
program. and personnel security s · • · 
OS I. ''···-tl P Os • 

(U) Objectives 

(U) The inspection will determine whether the PSOs are consistently complying with 
contract security regulations, the PSO's manual requirements, and special program guidance. 
Further, the inspection will examine customer support and the application of consistent security 
policy across the NRO. Specific inspection objectives will be defined during the pre-inspection 
phase. 
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(ll) 60. Inspection of the Permanent Change in Station Process (Planned) 

(U) Background 

(U) The Pennanent Change in Station (PCS) process arranges for the movement of 
personnel and their household effects while in PCS status. The PCS process entails the various 
Directorates and Offices. Office of Human Resources (OHR). Cover and Liaison Staff, Travel 
Services Center (TSC). and BPO assigned responsibilities. For example. the PCS processor in 
the OHR meets with the traveler to address entitlements and the PCS processor in the TSC 
ensures that PCS travel transactions are properly authorized and in compliance with regulations. 

(U) Objectives 

(U) The inspection will evaluate the efficiency and effectiveness of the PCS process in 
ensuring personnel experience a straightforward and unproblematic transition to their new 
assignment. We will also examine compliance with applicable regulations. policies. and 
procedures, and evaluate customer satisfaction with the PCS process. 

(U) 61. Audit of Critical Infrastructure Protection at the National 
Reconnaissance Office (Planned) 

(U) Background 

(U/tF0t:10TThe purpose of a critical infrastructure protection strategy is to assure that the 
assets on which an agency relies are available to mobilize. deploy. command and control. and 
sustain operations. Personnel must have real-time situational awareness of critical infrastructure 
assets. and have the means to accurately predict changes in the unfolding operational 
environment in time to change operations in anticipation of adverse action and/or adverse events. 

(U) Objective 
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(U) 62. Inspection of National Reconnaissance Office Training Programs 
(Planned) 

(U) Background 

(U) Employees working at the NRO have numerous opportunities for training. to include 
professional development programs offered by the OHR, Corporate Learning and Development 
Group. Graduate Certificate Programs and acquisition training are provided by the Ofltce of 
Contracts. Acquisition Center for Excellence; and security-related training is provided by t._ 
~n Center. Courses are also offered by BPO. IM INT University, th~ 
----Schoolhouse, SI&E. and the Collaborative Leaming Environment on 
Networks (CLEON). Further. employees have an opportunity to participate in the NRO Program 
Call training programs offered by a variety of prestigious institutions to include Harvard 
University. Massachusetts Institute of Technology, the University of Pennsylvania, and the 
Wharton School; and the NRO Academic CaJI - training provided through university or college 
courses on a ft.lit-time or part-time basis. 

(U) Objective 

(U) The inspection will evaluate the etlectiveness and efficiency of the decentralized 
NRO training programs to include cost-benefit considerations and an assessment as to whether 
the overall NRO professional development goals are being achieved. We will examine the 
extent to which training programs duplicate, overlap. or conflict with other established training 
programs. We will also incorporate benchmarking activities in order to identify best training 
practices utilized by other government and industry organizations. 

(11) 63. Inspection of Management Services and Operations, Property 
Accountability Oversight (Planned) 

(U) Background 

(U) On I October 2006. MS&O will assume property accountability res 
government property at government locations. Accountability responsibiliti 

(U) Objectives 

(U) This FY 2008 inspection will assess MS&O success in assuming the NRO property 
accountability function. Specifically. the inspection will evaluate the effectiveness and 
efficiency of MS&O in providing property accountability oversight for governm~at 
government locations. The inspection will examine such issues as the accuracy oflllllllall 
system in reflecting actual physical inventory. The inspection will also evaluate compliance with 
NRO directives and policies and procedures as well as general organizational climate. customer 
satisfaction. and support functions. 
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(U) INTEGRITY 

Strategic Framework Link: 

OIG Continuou1 Improvement 

This section describes O/G efforts designed to promote 
integrity within NRO programs, activitks, and procurements. 

This cban ;, UNCLASSIFIED J 
(U) Introduction 

F12-0103 DOC#1 

(Uh'FOUOT As the DNRO moves forward with the implementation of the NRO Strategic 
Framework. shared values held by every member of the NRO team are critical to the success of 
his plan. lNTEGRJTY is the NRO's essential and enduring tenet - the strategic, inviolable 
principle that tells people how to act as members of the NRO team and sets forth the 
organization 's standards of accountability. This value needs to be reflected in our people, in our 
products and services. in our interactions with each other, i.n our interaction with our oversight 
committees, in our community involvement, and i.n our responsibility to the nation. Strong 
adherence to NRO values will bring out the best in our employees by nurturing their talent and 
rewarding their dedication. The Director expects e:itecutive and management personnel to set the 
eumple and assume responsibility for fostering a work environment that is positive--an 
environment where people are honest and fair with one another, trusting. willing to take 
responsibility. and are accountable for their actions. It is the responsibility of every employee to 
adhere to the NRO's principles of integrity and ethical behavior and to its policies and 
procedures. A commitment to the highest standards of ethical conduct is fundamental to the 
success of the NRO. 

(U/tl,i:OUO)"'The proactive prevention and detection efforts that follow are used by OIG to 
promote integrity and ensure accountability among all personnel associated with NRO programs. 
be it our government workforce or the contractors who support us. 
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(U'Ll:'.OU6TThe OIG's Investigation Staff is primarily responsible for efforts which 
ensure individual accountability when serious breaches in integrity occur. The staff investigates 
allegations of crime and other serious misconduct both within the NRO government and 
contractor workforces. However. OIG Investigations go beyond ensuring individual 
accountability, they also ensure the NRO is made whole on those occasions when it has been 
hanned by the malicious actions of the employee or company. Further. the [nvestigations Staff 
provides senior managers with actionable infonnation on critical administrative issues and 
systemic weaknesses identified during the investigation in order to protect the NRO from future 
hann. 

(U/fFOUe, The value of OJG investigative efforts many times straddles between 
detection of breaches of integrity and prevention by promoting integrity. The results of 
investigations are regularly communicated to the NRO population in the form of .. Messages from 
the [G" or educational videos. which help sensitize employees to behaviors that have adversely 
impacted NRO programs. Such communiques illustrate just one of the OIG's approaches to 
countering fraud and building a strong commitment to high ethical conduct within the NRO. 

(U) Office of Inspector General Procurement Fraud Initiative (Ongoing) 

(U) The OJG's proactive Procurement Fraud Initiative (PFI) continues to be the 
centerpiece of our effort to protect the NRO's procurement process by preventing and detecting 
fraud. The PFI relies on three critical partnerships: the first with the NRO OC; the second with 
NRO's corporate mission partners: and the third with the NRO's government and contractor 
employees who are often in the best position to observe and report indicators of fraud. 
Appreciating the importance of these partnerships, the PFI is structured as follows: 
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' ® PFI • Multifaceted Methodology 

There is no greeter tool In the dfltectlon of procurement fraud than 
knowledgeable government and contractor employees who look for and 
,_ ____ re..:..po----.rt potential procurement fraud indica_tors_. ____ _ 

Education of 
OIG staff 

Education of 
NRO 

Employees 

-
Internal 

Proactive 
Efforts 

Robust Liaison 
with NRO 

Contractors 
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• Education of OIG Staff - We educate our own staff by mandating formal training on 
contract and procurement fraud and providing monthly PFI awareness briefings. Our 
audit, inspection. and investigation managers ensure that procurement fraud is included in 
each staff member's individual development plan. 

• Internal Proactive Efforts - We have embedded NRO-specific procurement fraud 
vulnerability detection steps in our audits and inspections. These detection steps are also 

• • • 1r ... . ..,., •• ., nd · . We 

• Education ofNRO employees - We educate government and contractor employees on 
common fraud indicators through providing tailored briefings in occupations that are 
most-likely to observe the indicators; publishing of .. Messages from the IG" to the 
general workforce; developing and distributing procurement fraud training videos; and 
circulating procurement fraud posters. 

• Robust Liaison with NRO Contractors - We maintain an effective NRO contractor 
procurement fraud referral program through regular interaction with corporate business 
ethics and compliance offices and senior corporate procurement officials. The NRO has 
adopted an OIG-specific contract clause requiring contractor reporting to, and 
cooperation with. the OlG on all allegations of procurement fraud. Contractor referrals 
are not part of the DoD voluntary disclosure program. 
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NATIONAL RECONNAISSANCE OFFICE 
Office of Inspector General 
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16 October 2007 

MEMORANDUM FOR SEE DISTRIBUTION 

SUBJECT: {U) Office of Inspector General Annual Work Plan 

(U) The National Reconnaissance Office (NRO), Office of Inspector 
General (OIG) Annual Work Plan for Fiscal Years (FY) 2008/2009 is 
attached. It provides brief descriptions and timelines of planned and 
ongoing audits and inspections for the upcoming two-year period, 
including those audits required by law. It also updates the actions 
anticipated as part of our proactive procurement fraud prevention and 
detection efforts. 

(U) We repeated last year's rigorous work planning process to 
select those topics that would ensure comprehensive oversight of NRO 
programs and operations. The selected topics reflect concerns and 
challenges identified by NRO senior managers and the Congress, and 
areas that came to our attention during the course of our FY 2007 
audits, inspections, and investigations. 

(U) This work plan is the OIG roadmap for addressing critical 
issues and challenges the NRO is facing today. With the Director of 
the NRO's recent decision to implement an Enterprise Integration 
Transformation that involves significant managerial and organizational 
changes, some of our project titles may be revised; however, the 
functional areas and objectives of those projects will stay the same. 
Due to the dynamic environment in which the NRO operates, we will 
continue to be receptive to additions, deletions, and modifications of 
the plan to ensure that we remain focused on topics that provide the 
most relevance to the mission of the NRO. 

free to c 
Deputy IG 
( non secure ) . 

Attachment: 
(U) NRO OIG FY 2008/2009 

Annual Work Plan l~//~Kl 

~/l~ .. .---
Eric R. Feldman 
Inspector General 
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(U) The National Reconnaissance Office (NRO), and in turn. its Office oflnspector 
General (OIG). must respond to an increasing level of oversight activities derived from statutory 
and regulatory requirements: congressionally directed actions; and Director of National 
Intelligence (DNl) data calls and taskings. Therefore, the OIG Work. Plan for Fiscal Years (FY) 
2008/2009 is designed to respond to and complement these requirements while ensuring that 
OIG resources are used in a manner that maximizes its contribution to the NRO mission. 

(U) We initiated this year·s planning process by conducting interviews with key 
congressional staffers, NRO personnel, and senior managers. The discussions that ensued from 
the interviews helped us identify the specific topics that could benefit from an OIG evaluation. 
This two-year plan allows for increased staff and management participation in the planning 
process and greater scheduling flexibility, It also gives the workforce an advanced 
understanding of our long range oversight goals and enables them to better prepare for the OIG's 
independent assessment of their area of responsibility. 

(U) Our Work Plan is linked to the NRO Corporate Management Program's Enterprise 
Critical Processes. which are Acquisition Management, Business Management. Contracting. 
Human Capital & Training. lnfonnation Management, lnfonnation Technology & Information 
Assurance. Operations. Oversight. Property Management. Security & Counterintelligence, 
Strategic Communications. Systems Engineering, and User Engagement. The specific projects 
are explained through "Background" and "Objective" paragraphs. They are further identified as 
"Ongoing" or "Planned.'' Proactive investigative efforts are highlighted in the last section 
entitled Integrity. Most of the ongoing projects were previously identified in the .. Office of 
Inspector General Work Plan for Fiscal Years 2006/2007." These projects have been initiated, 
but not yet completed. The planned projects are those identified through the OIG planning 
process described above, which will be conducted during FY 2008 and FY 2009. With the 
Director of the NRO's (DNRO's) recent decision to implement an Enterprise Integration 
Transformation that involves significant managerial and organizational changes. some of our 
project titles may be revised: however. the functional areas and objectives of those projects will 
stay the same. 

(U) The OIG is required by statute to conduct the following major projects each year: 
Audit <?/'the National Reconnaissan,·e Office Fi:,cal Year Financial Statements. which is 
undertaken to comply with the Chief Financial Officers Act, and Independent Eval11atior, of 
National Reconnaissance Office Compliance with the Federal !,~formation Security Management 
Act, required under the E-Government Act of 2002. 
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(U) ACQUISITION MANAGEMENT 

Enterprise Critical Process Link: 

• Acquisition management processes enable the NRO to 
acquire affordable goods and services to accomplish its 
mission. 

• These processes are acquisition practices, baseline 
management. and program monitoring. 

• The system acquisition life cycle supports concept 
development, technology mablration. system development 
and integration into the operational network. and ~ 
development of a well-reasoned operation and maintenance 
concept. 

~ 
(U) 1. Audit of NRO Oversight of Subcontractors (Ongoing) 

(U) Background 

F12-0t03 Doc#2 

(U) The Acquisition Reform shift from government "oversight to insight" and from 
military standards and established milestones to best commercial practices may have resulted in . 
an erosion of subcontract management by NRO prime contractors. Problems with recent major 
NRO acquisition programs indicate that subcontractor performance, quality, and accounting have 
not received adequate oversight by the prime contractor. 

(U) The Federal Acquisition Regulation (FAR) provides limited guidance for government 
oversight of subcontractors. That guidance includes contractor purchasing system reviews 
(CPSR) and subcontract consent and notification requirements. The CPSR evaluates the 
efficiency and effectiveness with which the contractor spends Government funds and complies 
with Government policy when subcontracting. Subcontract consent and notification refer to 
communication of requirements among the Government. prime contractor and their 
subcontractors. However, existing oversight mechanisms may not fully address subcontract 
management at a level necessary to protect NRO interests and guarantee mission success. 
For example, the CPSR process may not effectively ensure quality assurance of parts supplied to 
subcontractors or accurately analyze technical subcontracting processes and procedures. 
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(U) The audit will focus on whether the NRO has adequate oversight to ensure that prime 
contractors are properly managing subcontractor perfonnance. cost. and schedule. 

(U) 2. Audit of the NRO Award and Incentive Fee Process (Ongoing} 

(lJ) Background 

iSTThe NRO relies on award fee contracts to motivate contractors to achieve exceptional 
perfonnance. In 2006, the Government Accountability Office (GAO) issued a report criticizing 
the Department of Defense (DoD) for paying billions of doJlars in award and incentive fees to 
contractors who have failed to deliver projects on time and within budget. The report stated, 
.. Although [ the department] has paid billions in fees over time, the department has little evidence 
to support its contention that the use of award and incentive fees results in the intended etlect on 

rfonnance." 

(U/J.BQt:tO} In July 2001. the NRO OIG issued a report to NRO management entitled, 
"Audit of Administration of Award Fees" (Project No. 2000.003). The report stated that the 
award fee plans used to establish the criteria and procedures by which to evaluate a contractor's 
perfonnance were not always prepared in compliance with the Federal Acquisition Regulation 
and the NRO Acquisition Manual. It also stated that the evaluation detemtinations of the 
contractor's perfonnance were not always sufficiently documented in the contract files. 

(U) Objective 

(U) The overall objective of the audit is to assess whether award and incentive foes are 
effectively used to influence contractor perfonnance and achieve desired results. In addition, 
we will review the NRO implementation of the recommendations from the 2001 OIG report 
referenced above. 

.,(SlfN'Ff 3. Audit of the Acquisition Management o 

(U) Background 
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(U/tretrO) The overall objective of the audit is to detennine whethe ... as a 
sustainable acquisition strategy that includes effective oversight and manag 

• the audit will consider the benefits and lessons learned resultin 9 t I t I ; 

(V) 4. Audit of the NRO Acquisition Requirements Verification and Validation 
Process (Planned) 

(U) Background 

(um:et1(J'f The NRO develops acquisition program requirements based on the projected 
needs and user engagement with national. military. and Intelligence Community (IC) 
organizations. Before any acquisition is initiated. the NRO must compile and validate 
requirements that satisfy a specific intelligence need or desired capability. Once the acquisition 
has been initiated, the NRO should periodically verify and update the requirements throughout 
the course of the acquisition life cycle. The requirements verification and validation process. as 
part of the overall system development life cycle process. is intended to ensure that an NRO 
system provides the capability needed by its users. Within the past year. NRO and DoD leaders 
have stated that unclear requirements have been a problem plaguing some satellite system 
acquisitions. 

(U) Objective 

{U) The overall objective of this audit is to evaluate the efficiency and effectiveness of 
NRO requirements verification and validation process for major systems acquisition programs. 
Specifically. the audit will assess how well the NRO monitors and controls acquisition user 
requirements and capabilities throughout the system development life cycle process. 

3 
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(U) 5. Audit of the Management of Selected NRO Acquisition Activities 
(Planned) 

(U) Backaround 

(U/~ According to the NRO mission statement. the NRO exists to develop and 
operate unique and innovative space reconnaissance systems. In 2006, the DNRO recognized 
that the NRO had significant challenges in its acquisition programs. and initiated severaJ actions 
to address his concerns. First. the Director's Strategic Framework was written to establish a 
corporate vision for an integrated overhead architecture. A key part of the framework was to 
develop improved processes for internal acquisition oversight. Second. the Systems Integration 
and Engineering Directorate (Sl&E) was established to exercise expertise and leadership across 
many functions, to include strengthening acquisition oversight and suppon. Finally. the DNRO 
defined strategies to address internal concerns with oversight and accountability ofNRO 
acquisition programs. These strategies are to 

• {U) Develop and implement an overarching corporate policy to improve the alignment of 
acquisition governance across the NRO that clearly defines acquisition authority and 
responsibilities; 

• (U) Implement a consistent program management system with robust corporate 
governance that supports the NRO Acquisition Executive's decision making; 

• (U) Rewrite the current acquisition management policy to instill a disciplined and 
slructured process to enable the NRO Acquisition Executive with the means to provide 
effective program oversight: and 

• (U) Collaborate with each parent organization to optimally allocate NRO human 
resources to address acquisition workforce recruiting, hiring, and career development 
concerns. 

(U//1iQttO'f To effect these strategies. the DNRO established an executive-level team 
under the direction of the Deputy Director. NRO. Recently. the Senate Select Committee on 
Intelligence expressed concerns that the NRO has failed to adequately incorporate accountability 
mechanisms into its program management processes. Therefore. it is critical that the NRO 
commit to an aggressive course that establishes effective governance. oversight and 
accountability to ensure that N RO acquisition activities meet community expectations. 

(U) Objective 

4 
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(U) 6. Audit of the NRO Research and Development Transition to Acquisitions 
and Operations (Planned) 

(U) Background 

feTTwo key elements of the NRO Strategic Framework include conducting aggressive 
customer focused research and development (R&D). and evolving space and ground systems to 
meet operatio~ In recent years. NRO investment in R&D has varied between 
approximatel~~rcent of the NRO total budget. Strong R&D efforts are critical for 
ensuring the future success of the NRO. However. technological advances provide little value if 
they cannot be incorporated into daily operations. Therefore, it is also critical that the NRO has 
effective processes in place to ensure that R&D products transition to operational programs. 

(U) Objective 

(U!/F6't:Jt5) The overall objective of the audit wiU be to detennine how effectively the 
NRO is transitioning its R&D efforts into NRO operations. Specifically. we will address the 
following questions: 

• What processes are used in transitioning R&D efforts into operations? 

• How is the success of those processes measured? 
• (s NRO targeting the right organizations and focusing on the right technologies in the 

R&D arena? 

• What is the process for divesting in R&O when the NRO becomes aware that the effort 
will have no beneficial impact on operations? 

• Is the timing of R&D divestiwres appropriate? 

(U) 7. Audit of the NRO Quarterly Program Review Processes (Planned) 

(U) Background 

(U/+F6t:10) Senior NRO acquisition officials consider the NRO Quarterly Program 
Reviews (QPR) the most critical forum for acquisition program monitoring, oversight, and 
control. However. the form and function of the NRO QPRs remains undefined. In the FY 2006 
Audit <?ltlre NRO Acquisition Oversight Process. we found that the program information 
submitted to the QPR was inconsistent or unrelated to program oversight. Also, senior 
acquisition officials had diverse perspectives on the value oftbe QPRs. and portrayed the 
reviews as "agonizing," ''unclear," or forums for information sharing rather than a disciplined. 
executive~level program monitoring and control activity, In response to our Acquisition 
Oversight Process audit. NRO senior leadership plans to address and redefine the fonn and 
function of the QPRs. 
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(U/l-Fffl:10) The overall objective of the audit is to determine whether the QPR is 
fulfilling its purpose of providing accurate and relevant project performance data in a clear 
format to the executive-level stakeholders to enable them to make well-informed decisions. 
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PROJECT 
F1sca1Year2008 

Qua'18r1 T Quarter2 I Quatter3 I Quartar4 

FY2008 

1 Audit of NRO Oversight of Subcontractors 

2 Audit of NRO Award and Incentive Fee Process 

3 Audit of the Acquisition Management o 

FY2009 

' 
Audit of NRO Acquisition Requirements Verification 
and Validation Process 

I 
Audit of the Acquisition Management of Selected 
NRO Acquisition Activities 
Audit of the NRO Research and Development 

6 Transition to Acquisitions and Operations 
1 Audit of the NRO Quarterly Review Processes 

SFCRiZtCRff_.SX l 
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(UJ BUSINESS MANAGEMENT 

E11terprise Cridcal Process Link: 

• Business Management processes enable the budget planning, 
programming, execution. and financial accounting ofNRO 
appropriated funds. 

F12--0103 Docf2 

• These processes are cost estimation; budget planning and 
formulation; fund and budget line item allocation; fund 
commitment, obligation, and disbursem~ financial 
accounting; policy formulation; internal controls evaluation 
and reporting; strategic planning; and compliance with 
external reporting requirements. ~ 

~ This chart is UNCLASSIFIED j 
(U) 8. Audit of Budget Formulation (Ongoi11g) 

(U) Background 

...-(S)The Office oftbe DNI directed Intelligence Community (IC) components to realign 
the IC budgets for consistency of budget formulation. As a result. the NRO budget structure will 
undergo significant change. Concurrent with that effort, the NRO plans to eliminate redundancy 
and programs that add little or no value and re-direct savings to existing and emerging national 
security priorities. This is the first of a series of planned audits to focus on the effectiveness and 
efficiency of all aspects of the NRO budget process. from formulation through execution. 

(U) Objective 

(U) The objective of this audit is to determine whether the NRO uses sound and 
consistent formulation practices that result in a realistic and defensible budget. Specifically. 
the audit will ( I } evaluate the processes for developing total program cost, schedule, and budget 
phasing at the corporate level, (2) examine the roles and responsibilities within the NRO for 
development of the annual budget and (3) ensure the NRO budget formulation process is 
compliant with applicable laws and related guidance. 
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(V) 9. Survey of the Use of Financial Information to Manage Programs 
(Ongoing) 

( U) Background 

(U) The purpose of the financial statement process is to provide sound financial 
information that enables managers to run programs more efficiently and effectively. ln 2006. 
the NRO recognized that it lacked the seamless integration of financial data because it had 
created two processes for generating financial information: one to meet annual financial 
statement requirements and another to provide useful infonnation for programmatic decision 
making. The seamless integration of financial information generated for external reporting and 
day-to-day business operations would result in more effective program management and allow 
the NRO to reach its goal of a clean financial statement audit opinion. 

(U) Objective 

(U) The objective of this audit survey is to gain a better understanding of the information 
NRO managers use to meet programmatic and financial reporting requirements and to gather 
data to develop specific audit objectives. 

(U) JO and JI. Audits of the NRO Fiscal Years 2008 and 2009 Financial 
Statements and Resolution (Planned - Statutory Requirement) 

(U) Background 

(U//.f0t:10) Under the Chief Financial Officer Act and the Office of Management and 
Budget (0MB) Bulletin 06-03. Audit Requirements.for Federal Fi11ancial Statement.'i. an audit of 
the NRO financial statements is required to be performed by the OIG or by an independent 
public accountant (IPA) as determined by the OIG. The NRO 010 will contract with an IPA 
finn to conduct audits of the NRO financial statements for FY 2008 and FY 2009, with options 
years through FY 2012. The contract will require the IPA to audit in accordance with Generally 
Accepted Government Auditing Standards and 0MB Bulletin 06-03. The OIG will oversee the 
IPA audit to ensure that requirements are met at the quality level established by the President's 
Council on Integrity and Efficiency best practices. An audit was completed in FY 2006. 
resulting in a disclaimer of opinion. The NRO did not undergo an audit of the financial 
statements in FY 2007. 

(U) Objectives 

(U) The audit will evaluate the reliability of the data supporting the financial statements: 
detennine the accuracy of the statements produced; and examine the adequacy of footnote 
disclosures in accordance with guidance issued by the Federal Accounting Standards Advisory 
Board. 0MB. and other authoritative guidance. The auditors will also review internal controls 
and compliance with laws and regulations related to the objectives and will follow up on the 
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status of prior-year audit findings. The OIG will continue working with NRO management to 
resolve outstanding issues identified during prior financial statement audits. 

(U) I 2. Audit of Office of Management and Budget A-123 Implementation 
(Planned) 

(U) Background 

(U) The Otlice of Management and Budget Circular A-123 (A-123). Management ·s 
Responsibility for Internal Control. requires Federal agencies to assess the adequacy of internal 
controls and demonstrate that it has reviewed, documented, tested. assessed. and corrected 
internal controls. A· I 23 Appendix A. added in FY 2006. requires Federal agencies to strengthen 
their assessment. documentation, and testing of internal controls over financial reporting, and 
prepare a separate annual assurance statement on the operating effectiveness of those controls by 
FY 2008. NRO management determined that A-123 compliance would be implemented utilizing 
a phased approach. which is permitted by 0MB. provided a scope limitation is reported and a 
qualified or statement of no assurance is issued addressing the effectiveness of the internal 
controls. The NRO is in the process of seeking 0MB concurrence for an extension for full 
compliance to the revised A-123 by FY 20 I 0. 

(U) Objective 

(Uflli0t:10)The objective of the audit will be to determine whether the NRO 
implementation plan and related procedures are on track to address the requirements as 
established. 

(U) 13. Audits of Budget Execution Processes (Planned) 

(U) Background 

(U) This is the second in a series of audits that will focus on the elements of the NRO 
budget process. The budget execution processes include procedures for funds management as 
they relate to commitments, obligations. and disbursements. 

(U) Objective 

( U) The objective of this audit is to detennine whether the NRO uses sound and 
consistent budget execution practices. with an emphasis on funds management. We wilJ also 
determine whether NRO policies and procedures adequately address generally accepted 
accounting standards with respect to obligations, expenditure tracking, and the capitalization or 
expensing of incurred costs. 
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(U) 14. Audit of Advances to Others (Planned) 

( U) Background 

.fS) The NRO processes a portion of its budget authority through sub-allotment to other 
entities in order to support its mission. These transactions are alJowed under the Economy Act 
of 1932 (31 United States Code 1535), which authorizes federal agencies to enter into 
agreements to obtain supplies or services by interagency acquisition. The NRO may expend 
funds via its Treasury Deposit account or the sub-allotment authority for spending through the 
Defense Finance and Accounting Service. 

(U) Objecdve 

(U) The overall objective of this audit will be to determine whether the NRO has 
sufficient management controls in place to ensure that funds provided to external organizations 
are spent and tracked efficiently. as authorized. and in accordance with the N~O mission. 

{U) 15. Audit of NRO Facilities and Space Management (Planned) 

(U) Background 

of overllbuildings 
and faciliti t an average annual cost exceedin These range from 
otlice buildings. testmg abs and logistics warehouses, to fac1 1t1es at remote monitoring 
locations and mission ground stations. Also, the NRO is a contributing tenant to other 
government agencies; leases space for special programs and personnel; and provides facilities 
and otlice space for contractors and other government agency personnel supporting the NRO. 

(U) Objecdve 

(U) The objective of this audit is to evaluate whether the NRO oversight and management 
of government and leased facilities operations and finances are effective, efficient, and in 
compliance with applicable laws and regulations. 

(U) 16. Audit of the NRO Cost Estimating Process (Planned) 

(U) Background 

(U) The NRO is required by the 2004 Intelligence Authorization Act (the Act) to 
complete an independent cost estimate (ICE) for any program projected to exceed $500 million. 
The Act also requires that the NRO budget l 00 percent of program funds to an ICE endorsed by 
the Office of the Director of National Intelligence. Cost estimates play a critical role in budget 
fonnulation and set the baseline for the costs and schedules associated with major acquisition 
programs. 
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(U) The overall objective of this audit is to detennine whether the cost estimating process 
used to develop NRO program budgets results in realistic. reliable cost and schedule estimates. 
In addition. we will ex.amine whether the estimating methodologies are consistent across the 
NRO and conducive to accounting for program costs in accordance with generally accepted 
accounting principles. 

(U) 17. Audit of NRO Ground Mission Costs (Planned) 

(U) Background 

ffl In FY 2006, the NRO reportecallllin ground systems costs. Currently. the 
NRO is defining and reorganizing the ground mission under a new corporate management model 
to increase efficiency and tighten controls over operations. Visibility to the cost of the 
ground mission has been a challenge to the NRO from both a budget and cost accumulation 
perspective. As the NRO tries to improve the business model, our audit will focus on ways to 
strengthen management of ground systems through greater insight of ground costs incurred and 
to substantiate the NRO rationale for ground cost accumulation under the new business model. 

(U) Objective 

(Uil'f'OUO) The objective of the audit is to detennine whether NRO procedures for the 
accounting of ground costs are effective. 

(U) 18. Inspection of the Business Plans and Operations, Olflce of Policy and 
Analysis (Planned) 

(U) Background 

The Office of Policy and Analysis is also integral to the NRO Corporate 
Management Program (CMP) which aligns policies with NRO corporate critical processes. 

(U) Objectives 

~he overall objectives of this inspection are to evaluate the process used to ensure the 
developmenL coordination. and issuance of consistent internal policies and procedures across the 
Directorates. Offices, and Mission Ground Stations as well as national and interagency policies. 
The inspection will also evaluate the success of the NRO CMP in creating an environment of 
continual process improvement and horizontal integration across the organization 
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(U) Background 
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(U) The NRO implemented its Corporate Management Program in order to horizontally 
integrate and align NRO policies within 13 enterprise critical processes. A critical process is 
defined as a set of continuing functions, perfonned by two or more Directorates or Offices that 
are considered essential to accomplishing the NRO mission. According to NRO management. 
the Corporate Management Program will reduce the number of NRO Directives and Instructions, 
and create an environment of continual process improvement while providing effectiveness and 
efficiency in operations. reduction of waste, and compliance with federal laws and regulations as 
defined in 0MB Circular A-123, Management's Responsibility.for Internal Control. 

(U) Objective 

(U) The overall objective of this audit is to evaluate the implementation and monitoring 
of the Corporate Management Program. 
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(WfOYetBuslness Management 

PROJECT Fisca1Year2008 
Quarter 1 I Quarler2 I auarter3 I Quarter4 

FY 2008 

• Audit of Budget Formulation 

• Survey of the Use of Financial Information to 
Management Programs 

10 Audit of NRO FY 2008 Financial Statements 

tf Audit of NRO FY 2009 Financial Statements 

12 Audit of 0MB A-123 lmplementatJon 
1S Audits of Budget Execution Processes 

14 Audit of Advances to Others 
FY 2009 

11 Audit of NRO Facilities & Space Management ,. Audit of NRO Cost Estimating 
17 Audit of Ground Mission Costs 

11 
Inspection of the Business Plans and 
Operations, Office of Policy and Analysis 

tt Audit of Corporate Management Program 

8ECAHU I r0f2SX i 
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(UJ CONTRACTING 

Enterprise Critical Proet!Ss Link: 

• The process that enables the NRO to solicit. award, and 
administer contracts. 

• These processes as described in the FAR and NAM, 
occur throughout the acquisition lifecycle from 
requirements definition through delivery. These 
processes are acquisition planning; source selection; 
Acquisition Center of Excellence services; contract 
negotiation and award; post award administration; 
managing associated government furnished or 
contractor acquired material, equipment, and 
infonnation; and settJement at closeout 

This chart is UNCLASSIFIED 

-~ 

F12-0103 Do<:t2 

(UJ 20. Audit of NRO Contract Advisory and Assistance $ervices (Ongoing) 

(U) Background 

(U) Contract Advisory and Assistance Services (CAAS) and Systems Engineering and 
Technical Assistance (SET A) refer to services provided under contract by commercial sources to 
support or improve organizational policy development; decision-making; management and 
administration; program and/or project management and administration; and research and 
development activities. The NRO traditionally relies on CAAS due to the relatively small 
complement of government personnel and the many critical missions and technical and security 
requirements. The Federal Acquisition Regulation (FAR), the NRO Acquisition Manual (NAM), 
and NRO Directives provide policy and direction to ensure that contracting officers and 
contracting officer technical representatives properly acquire, track, report, and manage CAAS. 
The FAR also prescribes policies and procedures to ensure that inherently governmental 
functions are not perfonned by contractors. 

(U) Objective 

(U) The overall objective of this audit is to determine whether the NRO is efficiently and 
effectively using CAAS and SETA resources to meet its mission. Specifically. the audit will 
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focus on the NRO structure of authorities. roles and responsibilities. requirements definition, and 
policies and procedures for monitoring and controlling CAAS/SETA. 

(U) 21. Audit of NRO Use of Defense Contract Audit Agency Services (Planned) 

(U) Background 

(U) The DCAA is responsible for performing all contract audits for the DoD. The DCAA 
provides accounting and financial advisory services regarding contracts and subcontracts to the 
NRO through a separate, appropriately cleared cadre of auditors. These services are provided in 
connection with negotiation, administration. and settlement of contracts and subcontracts and are 
critical to the effective oversight of contractor activities both prior and subsequent to contract 
award. 

(U) Objective 

(U) The objective of the review is to determine whether the NRO is effectively utilizing 
DC AA services. 

(U) 22. Audit of Un-recovered Costs on NRO Contracts (Planned) 

( U) Background 

(U/WOUO) In 2005 the Defense Contract Audit Agency (DCAA) and the Defense 
Finance and Accounting Service (DFAS) perfonned a joint review to determine whether 
contractors were overpaid for work perfonned on government contracts. The scope of the joint 
review was limited to examining unc1assified contracts and therefore did not include N RO 
classified contracts. The joint review identified millions of dollars in overpayments, most of 
which were the result of contractor indirect rate adjustments. The joint review team found, in 
many cases, that the Defense Contract Management Agency (DCMA) had not issued demand 
letters for the repayment of overfilled costs. Many of the contracts found to have received 
overpayments were with contractors that conduct business with the NRO. However. since this 
review was limited to unclassified Depanrnent of Defense contracts. DC AA could not determine 
whether the overpayments affected any NRO contracts. 

(U) Objective 

(U~he objectives of this audit are to determine whether the NRO overpaid 
contractors during contract execution and whether any identified overpayments were recovered. 
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(U) 23. Audit of Selected Contract Termination Procedures (Planned) 

(U) Background 

.f&i,1'Kj1n recent years. the NRO has incu 
termination liabilities as a result o 

e process an 
procedures employed during termination activities are critical to ensure fair and equitable 
representation of the NRO's industrial base and optimum value to the Government. 

(U) Objective 

(~ The objective of this audit is to detennine whether the selected NRO contract 
termination acti:vities are properly managed, meet management expectations. and result in the 
best value for the government. 

(V) 24. Audit of NRO Use of Federally Funded Research and Development 
Centers (Planned) 

(U) Background 

(U) A Federally Funded Research and Development Center (FFROC) meets some special 
long-tenn research or development need which cannot be met as effectively by existing in-house 
or contractor resources. FFRDCs. as defined in the Federal Acquisition Regulations (FAR). Part 
35. enable agencies to use private sector resouroes to accomplish tasks that are integral to the 
mission and operation of the sponsoring agency. The NRO uses FFRDC resources that are 
primarily sponsored by and available through the U. S. Air Force (USAF). These resources are 
applied to achieve continuing advances in national security space and space-related systems that 
are basic to national security. FFRDCs are sponsored under a broad charter by a government 
agency. in this case the NRO. for the purpose of performing, analyzing, integrating, supporting. 
and managing basic or applied research and development. They are funded by the government 
as a Congressionally-limited resource that must be carefully managed to receive the greatest 
possible benefit. 

( U) Objective 

(U/t,pOUO'J The objective of this audit is to assess whether the allocation and actual use 
of FFRDC resources at the NRO provides the maximum benefit to the NRO mission. 
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(U) Contracting 

PROJECT 
Fiscal Year 2008 

Quarter1 I Quartar2 I Quartar3 I Quarter4 

FY2008 

20 
Audit of NRO Contract Advisory and Assistance 
Services 

21 Audit of the NRO Use of DCM Services 

22 Audit of Unrecovered Costs on NRO Contracts 

23 Audit of Selected Contract Termination 
FY 2009 

2' 
Audit of NRO Use of Federally Funded 
Research and Development Centers 

&E6RC-F1fJ1t,12SX I 
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(ll) HUMAN CAPITAL & TRAINING 

,. 

Enterprise Crlticol Process Link: 

• Human Capital & Training processes enable training and 
personnel-related activities for the NRO, a multi-agency 
organization. 

• These processes are performance management. workforce 
planning, position management, staffing, professional 
development and educatio~ and personnel support services. 

This chart is UNCLASSIFIED 

(ll) 25. Inspection of NRO Staffing Practices (Planned) 

(U) Background 

• 

F12-0103 Doc#2 

(U) The NRO was established as a joint enterprise between the Department of Defense 
(DoD) and the Central Intelligence Agency (CIA) and is jointly staffed with individuals from the 
CIA. the military departments. and other government agencies and organizations. On 7 June 
2006. the DNRO and the USAF Chief of Staff signed a Statement of lntent which addressed 
personnel management. education/training, and disciplinary processes for Air Force personnel 
assigned to the NRO. On 6 September 2007, the DNRO and the Director, CIA signed a 
Memorandum of Agreement addressing the personnel support and relationship between the two 
organizations. The NRO relies on these "parent organizations" to provide technical, engineering, 
and corporate support talent to accomplish the mission. The reliance on .. parent organizations" 
requires the NRO to engage with each parent organi7..ation to ensure each individual is properly 
recruited. trained. and developed for success. This parent organization reliance can also result in 
the loss of flexibility with respect to attracting, developing, and retaining a world-class 
workforce and can result in significant stalling challenges regarding such aspects as Intelligence 
Community Joint Duty Assignments, military deployments, and Permanent Change of Station 
restrictions. 
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(U) The overall objective of this inspection is to examine current NRO staffing practices. 
including the identification of any impediments the current practices might impose on providing 
the highest quality personnel support to the NRO mission. The inspection will also examine the 
cost-benefit of various staffing options. including NRO direct hiring authority. 

(VJ 26. Inspection of NRO Training Programs (Planned) 

(U) Background 

( U) Employees working at the NRO have numerous opportunities for training, including 
professional development programs offered by the Oflice of Human Resources (OHR). 
Corporate Leaming and Development Group. Graduate Cenificate Programs and acquisition 
training are provided by the Office of Contracts. Acquisition Center for Excellence: and security­
related training is provided by the NRO Security Education Center. Courses are *'· ,..t •• - ........ • 

· · ). lMINT (imagery intelligence) University, 
Schoolhouse. Sl&E. and the Collaborative Learning 

Environment on Networ s (C ON). Further, employees have an opportunity to participate in 
the NRO Program Call-training programs offered by a variety of prestigious institutions to 
include Harvard University, Massachusetts Institute of Technology, and the University of 
Pennsylvania: and the NRO Academic Call-·- training provided through university or college 
courses on a full-time or part-time basis. 

(U) Objectives 

(U) The overall objectives of this inspection are to evaluate the effectiveness and 
efficiency of the decentralized NRO training programs. including cost-benefit considerations, as 
well as an assessment as to whether the overall NRO professional development goals are being 
achieved. We will also examine the extent to which training programs duplicate, overlap. or 
conflict with other established training programs. We will also incorporate benchmarking 
activities in order to identify best training practices of other government and industry 
organizations. 

(V) 27. Inspection of the Management Services and Operations, Administrative 
Support Group, Wellness Center - Employee Assistance Program (Planned) 

( U) Background 

(U) The Wellness Center provides an Employee Assistance Program (EAP) which offers 
in-house, confidential counseling and referral services to military. government and contractor 
personnel. and their family members. The services address 11 wide variety of career, personal. or 
work problems. The EAP also provides management consultation services to assist managers 
dealing with employee issues and concerns. The services are provided by Licensed Clinical 
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Social Workers, Licensed Professional Counselors. Psychologists. and an Accredited Financial 
Counselor. 

(U) Objectives 

(U) The overall objective of this inspection is to evaluate the efficiency and effectiveness 
of EAP operations and services. We will also examine the marketing of counseling and referral 
services to ensure the military, government. and contractor personnel are aware of available 
guidance for career, personal, or work problems. Our inspection will also include benchmarking 
with similar organizations within the government and industry to identify potential best 
practices. 
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(UJJF6t10f Human Capital & Training 

PROJECT Flacal Year 2008 
Quarter1 I Quarter2 I Quarter3 I Quarter4 

FY 2008 
I 

25 Inspection of the NRO Staffing Practices & 

FY 2009 

a Inspection of NRO Training Programs 

Inspection of the MS&O, Administrative Support 

I 'rt Group. Wellness Center - Employee Assistance 
Program 

I Slic:AliffiltaSC I 
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(U) INFORMA TION MANAGEMENT 

Enterprise Critical Process Link: 

• Records Management processes create, manage. and preserve 
evidence and historical context of the NRO mission. 

• They protect NRO infonnation, activities, equities, and 
programs while providing public access to government 
records as required by law and executive orders. 

• These processes are records and content management and 
review and release. 

This chart is UNCLASSIFlED 

1'12-0103 Doc:#2 

(U) There are no specific OIG projects scheduled in the area of Information Management. 
Since our 2003 Inspection of the Records and Information Management Centers (Project 
Number 2003-009N). we have incorporated a records/information management review as part of 
our standard methodology for conducting unit inspections. 
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(U) INFORMATION TECHNOLOGY & INFORMATION ASSURANCE 

Enterprise Critical Process Link: 

• Information Technology & Information Assurance processes 
establish, manage. and maintain a secure enterprise 
Information Technology (IT) architecture. 

• These processes are identifyin& validating. and approving IT 
and information assurance requirements; overseeing and 
prioritizing IT capital planning and investment; establishing 
IT standards; establishing and overseeing IT-related privacy 
protection activities: establishing IT life cycle management; 
and collecting and reporting IT-related analysis 

This chan is UNCLASSIFIED 

(U) 28. Audit of the Management and Funding of NRO Information Assurance 
(Ongoing) 

(U) Background 

(U) Information assurance (IA) is defined as operations that protect and defend 
information and information systems by ensuring their availability, integrity, authenticity 
confidentiality. and non-repudiation. This includes providing restoration of in formation systems 
by incorporating protection, detection. and reaction capabilities. 

(U) Within the NRO, many IA operations are funded by and embedded within the 
individual NRO components. In addition. the NRO created an lA Enterprise Fund to develop IA 
solutions to benefit the enterprise as a whole. This fund supports the NRO's certification and 
accreditation efforts, enterprise auditing, and an automated identity and access management tool, 
as well as other IA efforts. The Infonnation Assurance Board was established to review and 
approve IA Enterprise Fund spending requests. However, significant cuts to the IA Enterprise 
Fund may hinder the NRO • s ability to develop enterprise solutions to improve the security of its 
networks and systems. 

(U) The Office of the Chief Infonnation Officer (OCIO) is responsible for the NRO's IA 
program. ln regard to funding, the OCIO can identify that which is directed to support IA from 
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its own budget and the IA Enterprise Fund; however. OCIO does not have insight into how each 
NRO Directorate and Otlice spends its own money on IA Therefore, the OCIO cannot 
detennine how all IA initiative funds are spent across the NRO. Without an integrated, 
enterprise-wide IA program. OCIO cannot ensure that NRO's most important security risks are 
being addressed or that they are being addressed in the most efficient way. 

(U) Objective 

(U) This objective of this audit is to evaluate 

• how IA technical requirements are identified, prioritized. and addressed: 
• how IA resource requirements are estimated. allocated. and tracked across the 

NRO enterprise; and 
• the extent of the NRO IA budget cuts and potential effects of unfunded IA 

requirements on the NRO security stature. 

(U) 29 and 30. Fiscal Years 2008 and 2009 Jndependent Evaluation of the NRO 
Compliance with the Federal Information Security Management Act (Planned­
Statutory Requirement) 

(U) Background 

(U) The Federal Information Security Management Act (FISMA) was enacted to provide a 
comprehensive framework for ensuring the effectiveness of information security controls over 
information resources that support federal operations and assets. FISMA requires that federal 
agencies develop and maintain an agency-wide information security prog1-am and report annually 
to the Director. Office of Management and Budget (0MB), and to the appropriate Congressional 
Oversight Committees on the adequacy and effectiveness of their information security policies, 
procedures. and practices. The Act also requires an annual independent evaluation of each 
federal agency·s information security program and practices. 0MB provides annual FISMA 
reporting instructions for agency CIOs and IGs to utilize while performing these assessments. 
Within the Intelligence Community (IC), each OIG is responsible for conducting the independent 
evaluation required by the FISMA statute and providing its evaluation to the Associate Director 
of National Intelligence and the Chief Information Officer for consolidated reporting to 0MB. 
Beginning in FY 2008, these evaluations will be conducted by the Independent Public 
Accounting team acquired through a competitive acquisition in FY 2007. 

(U) Objective 

(U) The objective of this legislatively mandated annual evaluation is to provide an 
independent assessment of the NRO compliance with the requirements set forth under FISMA 
and the 0MB guidance that implements it. The OIG FISMA evaluation is a year-round effort 
that incorporates the monitoring ofNRO information technology (IT) initiatives. and audits of 
related IT functiona] areas and systems that contribute to the overall annual evaluation. 
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(U) 31. Audit of the NRO Certification and Accreditation Process (Planned) 

(U) Background 

(U/J.6t:1o) Director of Central intelligence Directive (DCID) 6/3 establishes the security 
policy and procedures for storing. processing. and communicating classified intelligence 
infonnation in infonnation systems (ISs). It requires that all IC systems be certified and 
accredited (C&A) using a comprehensive process for ensLlring implementation of security 
measures that effectively counter relevant threats and vulnerabilities. The NRO C&A manual 
describes the process for ensuring that all NRO owned, operated. and sponsored information 
systems meet the C&A criteria established by DCID 6/3 prior to operation. 

(U) Objective 

( U} The overall objective of this audit is to assess the effectiveness and efficiency of the 
NRO C &A process. Specifically. we will assess NRO processes and practices for (I) developing 
accreditation boundaries. (2) identifying and mitigating risk during the C&A process. and (3) 
providing continuous monitoring of security controls and features after system accreditation. 

(U) 32. Audit of the Management of Information System Privileged Users 
(Planned) 

(U) Background 

(U) Privileged users are those information system (IS) users. such as network and system 
administrators. who have IS pennissions and authorities to access normally restricted data and 
system functions tu manage, operate. maintain, and secure NRO information systems. Privileged 
users are government and contractor personnel who can control or change system information 
and functionality. including access controls, security features. system logs. and audit policies. 
Privileged users present an inherent risk to information assurance because of the IS pennissions 
and authorities granted them to perform their work. 

(U) Objective 

(U) The overall objective is to determine and evaluate the procedures and controls 
implemented to manage privileged user functions. actions. and access to infonnation systems and 
data. 
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(U) 33. Audit of the Controls for Connecting to the NRO Contractor Wide Area 
Network (Planned) 

( U) Background 

(U) The NRO contractor wide area network (CWAN) is a classified communications 
network used by non-government personnel to access select NRO resources and to facilitate 
collaboration among cleared contractor personnel. CWAN access is limited to the NRO and 
does not allow direct communication with Joint World-wide Intelligence Communication 
Systems (JWICS) users. CWAN configuration management is not as stringent as the 
government wide area network (GW AN) and thus allows more flexibility in sharing data and 
demonsh·ating new network-centric technologies. 

(U) Objective 

(U) The objective of this information system audit is to evaluate the security 
environment. system controls. and operational risks affecting system confidentiality. integrity, 
and availability of lT systems at NRO contractor t'acilities. 

(U) 34. Audit of NRO Portfolio Management and IT Investment Oversight 
(Planned) 

(U) Background 

(U) The Clinger-Cohen Act (CCA} requires federal agencies to establish enterprise-wide 
processes for IT capital planning and investment control (CPJC). This process will provide a 
structured, integrated, and disciplined approach to planning and managing IT investments. 
The CPIC process is used to leverage governance processes and boards to facilitate IT 
investment decisions prior to program budget submission: allow the NRO to develop a 
comprehensive prioritized funding strategy for IT investments that support the NRO IT strategy 
and the NRO IT enterprise architecture; and provide oversight over the selection. acquisition. 
and operation ofIT investments. Full implementation of the NRO CPIC process depends on 
future funding of portfolio management tools and completion ofNRO Instruction 61-7-1 to 
fonnalize the N RO IT governance board reviews of major IT acquisitions and business cases. 
Despite these efforts. it remains uncertain whether the NRO CPIC effons will ultimately provide 
the NRO CIO with the authority and accountability for managing NRO information resources 
consistent with the CCA. 

(U) Objective 

(U) The overall objective oflhis audit is to determine whether the NRO CPIC 
process provides an effective. efficient, and corporate means lor the acquisition and procurement 
of IT. The audit will assess whether the CPIC process has effective controls in place to ensure 
that IT acquisitions and procurements 
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• support NRO mission and business needs: 
• do not duplicate existing functionality: 
• provide new technology that has corporate utility; 
• support the corporate IT architecture and are interoperable with other NRO 

systems and equipment; 
• effectively replace existing NRO legacy systems and equipment; 
• meet functionality, schedule. and funding requirements; and 
• include adequate funding and resources to cover lite-cycle opemtions and 

maintenance costs. 

(V) 35. Audit of NRO Enterprise Software Acquisition and License Management 
(Planned) 

(U) Background 

(U) The NRO staff can procure and obtain information technology {IT) hardware and 
software through several contracting mechanisms. such as the government purchase card and. 
NRO directorate specialty contracts. The benefit of having a variety of mechanisms is the 
convenience it provides for the purchaser. However, this purchasing model may result in 
potential loss of accountability and inventory control. redundant or unnecessary software 
licensing. and a failure to realize savings from large scale purchases. 

(U) Objective 

(U) The overall objectives of the audit are to detennine whether NRO IT software 
procurement practices are effective and efficient. The audit will assess whether the existing 
procurement methods have controls to address 

• cost savings for volume purchases; 
• service and licensing agreements~ and 
• inventory management and accountability for IT software purchases. 

(V) 36. Audit of the NRO Information Enterprise Architecture (Planned) 

(U) Background 

(l.Wf601'5) The enterprise architecture establishes the organization-wide roadmap for 
achieving the organization ·s mission through optimal pertbnnance of its core business processes 
within an efficient IT environment. Simply stated. enterprise architectures are "blueprints" for 
systematically and completely defining an organization's current (baseline) or desired (target) 
environment. Enterprise architectures are essential for evolving information systems and 
developing new systems that optimize their mission value. This is accomplished in technical 
terms through software. hardware. and communications techn.ologies. and includes a transition 
plan for moving from the baseline environment to the target environment. From a strategic 
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framework perspective. an enterprise architecture facilitates the NRO development operation. 
and management of its systems as a single. integrated architecture. 

{U~ If defined. maintained, and implemented effectively. these blueprints assist in 
optimizing the interdependencies and interrelationships among the business operations of the 
enterprise and the underlying IT that suppon these operations. Without a complete and enforced 
enterprise architecture, business units within the enterprise run the risk of buying and building 
systems that are duplicative. incompatible, and unnecessarily costly to secure, maintain, and 
interface. For an enterprise architecture to be useful and provide business value, its 
development. maintenance, and implementation should be managed effectively and supported by 
software management tools. 

(U) Objective 

{UHfOUOJ The objective of this audit is to evaluate and determine the effectiveness of 
NRO-wide efforts to develop. implement. and maintain enterprise information systems 
architecture. including hardware and software engineering and development. 

(U) 37. Audit of NRO Configuratio11 Management and Control (Planned) 

(U) Background 

(U) Configuration management (CM) involves the identification and management of 
security features for all hardware, software. and fi.nnwnre components of an information system 
at a given point. and systematically controls changes to that configuration during the system's 
lite cycle. Configuration control activities involve activities that request, evaluate. approve, 
disapprove, or implement changes to baselined configuration items. Through CM. the 
composition of a system is formally defined and tracked to ensure that an unauthorized change is 
not introduced. An effective entity configuration management and control policy, and associated 
procedures are essential to ensuring adequate consideration of the potential security impact of 
specific changes to an information system. CM and control procedures are critical to 
establishing an initial baseline of hardware. software, and firmware components for the entity 
and subsequently controlling and maintaining an accurate inventory of any changes 10 the 
system. 

(U) Objective 

(U) The overall audit objective is to determine whether the NRO has configuration 
management and control processes in place to ensure that changes to information system 
resources are authorized. and that systems are configured and operated securely and as intended. 
Specifically, we will asses whether the NRO has 

• effective configuration management policies. plans. and procedures: 
• currem configuration identification information: 
• proper authorization. testing, approval. and tracking of all configuration changes; and. 

• routine monitoring of the configuration. 

29 

S£CR£'f'fffK/fNOli'OltNlt25'CI 



NRO APPROVED FOR RELEASE 9/29/2017 

SECRET,VFKH NOFORNH!:5:XI 

(U) 38. Audit of IT Change Management and Recapitalization (Planned) 

(U) Background 

( U > IT Recapitalization is essential to ensuring that an agency's IT systems keep pace 
with current technology, are supported by vendors. and are interoperable with other NRO and IC 
systems. Change management is the set of processes executed within an organization's IT 
architecture to manage enhancements, updates. incremental fixes, and patches to production 
systems. These processes include application code revisions. system upgrades (applications. 
operating systems. databases). and infrastructure changes (servers, cabling, routers, firewalls, 
etc.). Without adequate control and visibility over IT recapitalization efforts. an organization can 
spend money and effon on unneeded or low-priority changes, while neglecting more important 
initiatives. IT changes to one system can disrupt the operations of other systems. While such 
disruptions cost time and money, they can be avoided or mitigated by good IT change 
management practices and IT recapitalization planning. 

(U) Objective 

(U) The objective of this audit is to detennine the effectiveness of the NRO change 
management and IT recapitalization policies, procedures. and control practices for updates and 
enhancements to IT hardware and software infrastructure. Specifically, the audit will evaluate 
management procedures that assess the operational baseline; plan, acquire, test, and deploy new 
equipment and software applications; dispose of obsolete equipment and software: and review 
life-cycle practices for process improvement. 

(U) Background 

(U) Objectives 

In addition. the inspection wi I assess the genera 
organizational climate, customer satistaction. and compliance with regulations. policies, 
procedures. and standards. 
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(U) 40. Inspection of the Office of the Chief Information Officer (Planned) 

( U) Background 

nlann11n 

(U) Th~ ~!0 provides guidance to the NRO senior leaders on issues ~ertainin 

nsures proper IA posture for IT systems using the Director of Central 
nte 1gence irect1ve /3 Certification and Assurance Process. Network Vulnerability 

Assessments. lnformatio industry best 
practices for IT security. maintains 

I enl control processes for information technology acquisitions. 
sponsibilities include providing program management for NRO IT 

enterprise architecture. NRO information sharing. and NRO IT standards. 

(U) Objectives 

(U) The overall objectives of this inspection are to evaluate the efficiency and 
effectiveness of the OCIO in conducting its mission. including an examination of the CJO 
governance boards as well as the OCIO support for the NRO I.nfonnation Assurance and 
Information Technology strategies. The inspection will also evaluate adherence to applicable 
regulations. standards, policies. and procedures. In addition. the inspection will assess the 
general organizational climate, customer satisfaction, and support functions such as contract 
administration and financial management. 
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FY 2008 Independent Evaluation of the NRO 
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(U) OPERATIONS 

• Operations processes enable the NRO to operate, maintain, 
and safeguard space based collection and command and 
support systems. 

• These processes are command and control of on-orbit assets; 
mission planning and resource alJocation; anomaly 
resolution; data processing. delivery, and exploitation; 
constellation status reporting; operational testing. evaluation 
and anaJysis; continuity of operations; space situational 
awareness; threat awareness to assets; defensive counter­
space operations; and, support to experimental systems. 

This chart is UNCLASSIFIED 
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-(Slff/t) 41. Audit o 
Support Contract 

erations, Maintena11ce, and Engineering 
Ongoi11g) 

(U) Background 

, I --· I I IIIU"I 
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(U) Objectives 

~ The audit objective is to determine whether contrac 
is effectively and efficiently fulfi.lling its intended purpose. Specifica y. e au review w1 

address customer requirements and suppon. financial management, use of information 
technology. and management and internal controls. 

nd National Security 

(U) Background 

(U) Objective 

~he joint audit objective is to determine whether agreements put in place 
subsequent to the Joint 2005 Special Review have been implemented and are achieving the 
desired results. The audit plan will be coordinated with the Office of Inspectors General from 
the NSA and the NGA. 

(U) Background 
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. ·on 
artnenng wt 

he NRO OIG has led and part1c1~ 
his inspection will be the first a---­
e NRO 010 will be the lead agency. 

(U)Objectives 

~The overall objectives of the inspection are to evaluat~no[icy 
and guidance, mission accomplishment, and command climate. The specifi~~or 
review include command topics, intelligence oversight, mission operations, training. 
communications and computer systems, mission systems, security, and financial management. 
In addition. the senior members of the Joint Inspection Team will conduct sensing sessions 
(group interviews) with various segments of the workforce. and also conduct separate individual 
interviews with the site·s managers and employees. 

(U) Background 

(U) Objective 

Joint Inspection ofth 
'Planned) 

(SiffKi/f\'l!L) fhe overall objectives are to evaluattllalllpolicy and guidance. 
mission accomplishment, and command climate. The spec~reas for review include: 
command topics, intelligence oversight, mission operations. training, communications and 
computer systems. mission systems. security, and financial management. In addition. the senior 
members of the Joint Inspection Team will conduct sensing sessions (group interviews) with 
various segments of the workforce. and also conduct separate individual interviews with the 
site's managers and employees. 
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The NSNCSS is responsible for SIG INT analysis and production. 
The NGA is responsible for geospatial intelligence (GEOINT) collection. collection 
management, analysis and production. The inspection is being conducted under the Joint 
Cryptological Inspection Program. which was created to coordinate multiple IG inspections into 
one. thus minimizing impact to the sites. The Joint Inspection Team will consist of 
representatives from the NRO, NSA. NGA, Defense Intelligence Agency, AF Intelligence 
Surveillance Reconnaissance Agency. U.S. Army Intelligence and Security Command. and the 
U.S. Naval Network Warfare Command. The NSA is responsible for national Cryptologic 
programs and functions as the overall administrator for the joint inspections. 

(U)Objecttves 

~ The overall objectives of the inspection are to eva)uat~issiun 
accomplishment, policy and guidance. and command climate. Specific topic~review 
include command topics. intelligence oversight, mission operations. mission systems. 
communications and computer systems. training. resource programs, and financial management. 
In addition. the senior members of the Joint Inspection Team will conduct sensing sessions 
(group interviews) with various segments of the workforce, and conduct separate individual 
interviews with the site's management team. 

(U) 46. Audit of the NRO Ground Program Organization and Governance 
(Planned) 

(U) Background 

(t.Jit.p0t1(J) ln June 2007 the DNRO established an implementation team with 
representatives from Systems Integration & Engineering (S[&E) and the Communications 
Systems Acquisition and Operations Directorate (COMM) to develop a plan to integrate 
the NRO ground programs. The team developed the plan for the NRO ground program 
organization and governance from the work of the Ground Mission Manager (GMM). 
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The GMM defined the initial requirements to acquire and facilitate an NRO Unified Ground 
Architecture (UGA). Once approved. a newly established line organization would execute the 
plan. 

(ll/~ The team completed the implementation plan in August 2007. The 
DN RO delegated the implementation decision to a senior management team led by the Deputy 
Director of the NRO (DDNRO) to ensure continuity throughout the process. The senior 
management team was responsible for exploring options to develop a capable. agile and adaptive 
UGA which utilizes a progressive acquisition strategy and operational approach. The strategy 
and approach would meet the intent of the NRO strategic framework by focusing on providing 
common mission management, ground services. consolidate operations and enterprise-wide 
acquisitions engineering. 

(U~Overall, the UGA will enable the NRO to efficiently apply the full multi~ 
intelligence scope and power of its space and ground resources to help the national security 
community solve intelligence problems. The UGA wil.l share all of its infonnation of 
consumable benefit to users by making it discoverable, accessible, interoperable. and usable. 
It will respond to community needs for intelligence. whether in raw form, processed. or rendered 
as single-discipline and multi-discipline products. 

(U) Objective 

(U/~The overall objective of the audit is to determine whether the NRO has 
effectively planned, organized and documented the authorities, responsibilities. roles, and 
processes of th ·u detennine the effect of the 
Ground Progra nd whether the Ground 
Program meets the intent of the NRO's long-term strategic goals as well as those of the Director 
of National Intelligence. 

(U) 47. Audit of the NRO Support to Homeland Security Operations (Planned) 

(U) Background 

(U//.EOO<") A key objective of the NRO Strategic Framework is for the NRO to keep 
commitments to satisfy ex.isting customer requirements. Recent world events have led to a 
dramatic increase in customer requirements relating to homeland security. To ensure full 
coverage of all NRO support efforts. the OIG will conduct a series of audits focusing on NRO's 
user engagement efforts to suppon civil. lntelligence Community (IC). and defense homeland 
security operations. The audits will be conducted under the umbrella of suppon to NRO 
Homeland Security Operations. 

(U//F6t:1{J) In 2004. the OIG issued its repon on the Audit of the NRO Support to Civil 
Homeland Operations, which provided the first coverage to the homeland security review effort. 
Since that time. the NRO bas made significant doctrinal and organizational changes to improve 
its national and military user engagement efforts for operations and acquisitions. This audit will 
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focus on how the NRO interfaces with the NSA, the NGA, the CIA, the Defense Intelligence 
Agency. and other relevant DoD and IC organizations and agencies. 

(U) Objective 

{u.t.tPOCie) The overall objective of the audit is to evaluate the effectiveness ofNRO 
support to homeland defense and IC homeland security operations. The audit will address the 
following questions: 

• ls the NRO providing sufficient outreach and awareness training to ensure DoD and IC 
organizations are aware of national system capabilities in the homeland security and the 
counterterrorism areas? 

• How effectively does the NRO apply its collection and communications assets against 
high-priority DoD and IC homeland security and counterterrorism intelligence needs? 

• Is NRO-derived information related to homeland security and counterterrorism 
effectively distributed io DoD and IC homeland security analysts'! 

• Is the NRO effectively working with DoD and JC mission partners to gain an 
understanding of their homeland security-related needs and is NRO properly considering 
these needs in its future investment process'? 

(U) Background 

(U) Objectives 

U Th verall objective of this inspection is to determine wheth~ 
efficiently and effectively accomplishing its mission an~ 

app ds to include COMM network standards and instructions. The inspection will 
also assess emergency response. security, and continuity of operations (COOP) plans. as well as 
circuit outage records and service call and service request records. Further. the inspection will 
evaluate the organizational climate, customer satisfaction. and support functions, to include 
property accountability and contract management. 
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(U) Background 

years. 

(U) Objectives 

(U) The overall objective of this inspection is to determine whetheiallllis 
efficiently and effectively accompUshing its mission and adhering to applicable COMM network 
standards and instructions. This will include an examination of network drawings and 
documentation as well as a review of tloor plans and rack layouts. The inspection will also 
review circuit outage records, security and COOP- as service call and service 
request records. Further the inspection will asses rganizational climate. customer 
satisfaction. and support functions such as property accountability. records management. 
government card purchases and contract management. 

(U) Background 
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(U) Objectives 

(U) This inspection will examine each of the test and evaluation centers. The overall 
objectives for the inspection will be to evaluate ( l) the effectiveness of mission operations and 
integration; (2) accomplishments in tenns of customer satisfaction; (3) adherence to applicable 
policies and guidance as well as the level of government oversight; (4) support functions such as 
contract administration. financial management, and training; and (5) organizational climate. 
focusing heavily on teamwork. workload. and relationships between the three centers. 

(ll) 51. Inspection of the Office of Space Launch, NR 
(Planned) 

(U) Background 

( U)Objectives 

( U) The objectives o~ inspection include our standard unit inspection 
protocols: to assess organizational climate; evaluate customer satisfaction; determine compliance 
with applicable procedures. and efficiency and effectiveness in performing the mission: and 
evaluate various suppon functions. including contract management and oversight. 
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(U) Background 
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ystems ice w1 m e 1s t e executive o ice or a 
The NRO OIG will lead the inspection in support of the Joint 

Cryptologic inspection rogram. The OJG inspection team will consist of representatives from 
the NRO. NSA. AF Intelligence Surveillance Reconnais..<iance Agency. US Army Intelligence 
and Security Command. and the US Naval Security Group Command. 

(U) Objectin 

-4SI/TKHR£ttThe overall objectives of the joint inspection are to evaluate policy and 
guidance, mission accomplishment, and command climate. Topic areas for review include 
intelligence oversight. mission operations. training. communications and information technology 
systems. mission systems. resource programs. and financial management. The senior OIG 
members 01· the inspection team will conduct sensing sessions (group interviews) with various 
segments of the workforce and conduct separate individual interviews with the site management 
team. 
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(U) OVERSIGHT 

• Oversight processes enable independent oversight and 
reporting and equal employment opportunity for civilian and 
military personnel within the NRO by ensuring awareness 
and compliance with applicable laws and policies. 

• These processes are legal review and advisory services; 
ethics; audits. inspections, and investigations; waste. fraud, 
and abuse prevention and detection; and Equal Employment 
Opportunity and Military Equal Opportunity programs . 

.J. 
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This chart is UNCLASSIFJED ~ 

(U) 53. Inspection of the Office of Equal Employment Opportunity and Diversity 
Management (Ongoing) 

(U) Background 

(U//F-QOO'fThe mission of the Oftice of Equal Employment Opportunity and Diversity 
Management (OEEO&DM) is to enable a work environment where there is equality of 
opportunity and an understanding of the value of diversity in accomplishing the NRO mission. 
The OEEO&DM strives to accomplish its mission by (I) providing efficient, fair, and impartial 
complaint processing; (2) providing EEO and diversity awareness training and education: (3) 
managing special emphasis programs: and (4) providing reasonable accommodations to qualified 
persons with disabilities. The OEEO&DM serves the entire NRO community and provides 
customer service to managers and employees regardless of parent organization affiliation. 

(U) Objectives 

(UJ/f0U6) The overall objective of the inspection is to evaluate the effectiveness and 
efficiency of the OEEO&DM in accomplishing its mission. Specific objectives are to (I) 
examine both the civilian and military equal opponunity complaint processes to ensure that NRO 
employees and management are provided counseling and mediation to infonnal complaints as 
well as efficient, fair, thorough, and timely investigation and processing of formal complaints; 
(2) assess the sutliciency of EEO and diversity awareness training and education; (3) detennine 
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compliance with Equal Employment Opportunity laws. Executive Orders. parent agency and 
military regulations, directives. policies and procedures; and (4) evaluate customer satisfaction 
with the advice and assistance provided regarding management issues. unlawful discrimination. 
workplace harassment. and hostile work environment issues. 
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(U) PROPERTY MANAGEMEN T 

Propeny Management processes enable prudent asset 
management and accountability throughout the NRO with both 
programmatic and financial implications. This includes all 
property from possession or construction through disposal. 

This chart is UNCLASSIFIED 

--(SJ 54. Audit of Satellite Valuation (Planned) 

(U) Background 

(U) Objectives 

F12-0103 Docl2 

~ The objective ofthi's audit will be to determine whether the NRO procedures for 
valuing and accounting for satelli tes and satellite systems are capturing complete and accurate 
cost information. 
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(U) 55. Audit of NRO Maintenance of Spare Program Property 

(U) Background 

(U) Objectives 

F12·0103 Do<:#2 

(U) The objective of this audit will be to detennine whether the NRO is properly 
addressing mission readiness from the standpoint of replacement program property. 

(U) 56. Audit of NRO Use of Basic Ordering Agreements 

(U) Background 

(U) A Basic Ordering Agreement (BOA) is a written understanding that describes the 
methodology for the future procurement of goods and services. for which the specific time. price, 
and quantity are unknown. For example, these agreements can be used to purchase commodities, 
such as office supplies, as needed. 

(U) Objectives 

(U) The objectives of this audit will be to determine whether the NRO establishment and 
use of BOAs is in compliance with applicable laws and regulations and whether BOAs are being 
managed efficiently and effectively. 

~ I ;_ I . 

,: ' ' 

(U) Background 

(U) Objectives 

-"

verall unit inspection objective is to evaluate the efficiency and 
etfectiven operations. The specific inspection objectives include a detennination as 
to wheth s validating all transportation requests and selecting the mo~tive 
transportation means. The inspection team will also conduct an assessment o .... 
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nd examine their processes for sending and receiving classified and 
· nsitive Compartmented Information. The team will 

and examine their processes for conducting courier 
services. ma y, t e mspectmn team will include an assessment of the organizational climate. 
customer satisfaction. and key support functions to include budgeting, contracting. and records 
management. 
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Fiscal Year 2008 PROJECT 
Quarter 1 Quarter2 Quarter3 

FY2009 

54 Audit of Satellite Valuation 

Audit of NRO Maintenance of Spare Program 
55 Property 

Audit of NRO Use of Basic Ordering • Agreements 
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(U) SECURITY & COUNTERINTELLIGENCE 

Enterprise Critical Process Li"k: 

• Security & Counterintelligence processes protect NRO 
personnel. information. property, and activities. 

• These processes are personnel, information. physical, 
technical. and program security; counterintelligence (Cl); 
security operations; and security and CI-related mission 
support. 

This cban is UNCLASSIFIED 

-----
(U) 58. l11spectio11, ofthe Office ,,f Security and Cou11terintellige11ce 

(Planned) 

(U) Background 

F12-0103 DoaJ2 

(U) The OS&cma,rovides facility-based physical and technical accreditation 
uidan e at the sensitive compartmented infonnation, collateral, and compartmented levels. 

responsible for such areas as sensitive oompart.m nl · · · 

(U) Objectives 

(U) The overall objective of this inspection is to assess- role in support ofNRO 
Information As- IA). Specifically. the inspection will evaluate the efficiency and 
effectiveness o as it executes its duties in conjunction with the Office of the Chief 
Information Officer and the Communications Systems Acquisition and Operations Directorate. 
We will also examine the extent to which IA roles and responsibilities conflict, overlap, and/or 
duplicate one another across the three organizations. This inspection will also utilize INTELINK 
as a collaboration tool to solicit IA best practices and potential roadblocks. 
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(VJ 59. Inspection of the Office of Security and Counterintelligence, Program 
Security Officers (Planned) 

(U) Background 

(U) The Office of Security and Counterintelligence (OS&CI) places program security 
otlicers (PSOs) in the various Directorates and Offices to manage security for their respective 
programs and operations. PSOs provide contract, program, and personnel security s 

" • a • * 

(U) Objectives 

(U) The overall objective of this inspection is to determine whether the PSOs are 
consistently complying with contract security regulations. the PSO"s manual requirements, and 
special program guidance. The inspection will also include an examination of incident reporting, 
support to competitive source selection. and/or program protection plan preparation and 
coordination. Further, we will examine customer support and the application of consistent 
security policy across the NRO. 
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(U) STRATEGIC COMMUNICATIONS 

Enterprise Critical Process Lin/c: 

• Strategic Communication processes enable internal and 
external communications essential to achieving the NRO 
mission. This includes communicating the NRO's role in the 
Intelligence Community (IC), how its capabilities support the 
IC and the war fighter, and how its engineering and 
acquisition strengths can be leveraged by the IC and 
Department of Defense. 

• These processes are the management of the NRO's 
interactions with the Joint Staff. Congress, and other 
influential interests; communications actions at the nation114 
international, interagency, and enterprise level; and media 
and community relations. 

This chart is UNCLASSIFIED 

(U) 60. Audit of the NRO Critical Infrastructure Protection (Planned) 

(U) Background 

F12-0103 Doc:#2 

( U/ /Ji0tfOJ The purpose of a critical infrastructure protection strategy is to assure that the 
assets on which~ agency relies are available to mobilize, deploy, command and control, and 
sustain operations. Personnel must have real-time situational awareness of critical infrastructure 
assets, and have the means to accurately predict changes in the unfolding operational 
environment in time to change operations in anticipation of adverse actions and/or adverse 
events. Additionally, agencies should identify information assurance and budget requirements in 
anticipation of adverse infrastructure events. 
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(U~The overall objective of the audit is to detennine whether the NRO has 
established protective measures and situational awareness procedures to eliminate or reduce 
critical infrastructure single points of failure. to adjust operations. and to identify information 
assurance and budget requirements in anticipation of adverse infrastructure events. 
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(U) Strategic Communications 

PROJECT Fiscal Year 2008 
Quarter 1 l Quarter2 I Quarter3 I Quarter4 

FY 2009 

Audit of the NRO Critical Infrastructure 
eo Protection 
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(U) SYSTEMS ENGINEERING 

Enterprise Critical Processes Li11k: 

• Systems Engineering is an·interdiscipHnary approach to 
designing, evolving, and verifying a balanced, optimized set 
of components to achieve the overall system requirements 
across the technical life cycle. 

• Systems engineering processes support the technical 
engineering related to the conception. development, 
manufacturing, integration, verification, deployment, 
operation, support, and disposal of system products and 

configuration; and the development of technical information 
for sound decision making. 

F12-010300CIJ2 

processes; the definition and management of the system ~ 

~ This chart is UNCLASSIFIED 

(U) Background 

(U) Objective 

(U) The objectives of this inspection are to assess the general organizational climate; 
determine compliance with laws and policies; determine efficiency and effectiveness in 
performing the assigned mission and its stated goals: evaluate various support functions such as. 
contracts, financial management. and security; and evaluate customer satisfaction. Specific 
objecti~ be defined during the pre-inspection visit t- However, a general focus will 
indud~ progress towards the NRo·s new integrated ground architecture strategy. 
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(U) 62. Inspection of the SIG/NT Directorate, 
(Planned) 

(U) Background 

(U) Objectives 

,:: 1 NH 03 Ooc#2 

(U) The overall objectives for the inspection are to determine compliance with laws, 
regulations, and policies; detennine efficiency and effectiveness in perfonning the assigned 
duties~ evaluate various support functions; and assess customer satisfaction. The specific 
inspection objectives will be-efi at the ~inspection phase however, a general 
focus will be on how well th ppon~lission Ground Stations. 

(VJ 63. Inspection of the Systems Integration and Engineering Office (Planned) 

(U) Background 

(U) The NRO OJG initiated a unit inspection of the Deputy Director for System 
Engineering (DDSE) on 21 March 2006. Soon after, the DNRO delivered his new Strategic 
Framework and tasked the DDSE with leading a group to develop options on how a new systems 
engineering organization should be structured in order to conduct effective architectural 
management. Based on this new direction. the OIG suspended the unit inspection and issued a 
memorandum presenting 14 observations which were noted during the inspection. The DNRO 
directed the new Systems Integration and Engineering Otlice (Sl&E) be established by October 
2006. 

(U) Objective 

(U) The overall objectives of the inspection are to (I) assess the general climate of the 
Sl&E; (2) evaluate customer satisfaction; (3) evaluate compliance with laws, regulations. and 
standards; (4) detennine the effectiveness and etliciency in perfonning the new mission and 
functions: and (5) evaluate various support functions such as: contracts. budget. and resource 
management. We will also be coordinating with the OIG audit staff to review the Sl&E 
implementation plans and progress from the Audit ofNRO Acquisition Oversight Process. 

S7 



NRO APPROVED FOR RELEASE 9/29/2017 

SECR:£Tlffl'1/ NOFORN11/iSKI 

(U) 64. lnspection of the COMM Directorat, 
(Planned) 

(U) Background 

(U) Objectives 

Fl2-0103 Doc:#2 

(U) The objectives of this unit inspection are to (1) assess the general organizational 
climate; (2) determine compliance with laws, regulations. directives. instructions. policies. and 
procedures; (3) determine the efficiency and effectiveness in performing assigned mission to 
include a specific review of acquisition and program management; (4) evaluate various support 
functions; and (5) evaluate customer satisfaction. More specific objectives will be defined after 
the pre-inspection. 
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(U) USER ENGAGEMENT 

• User Engagement processes enable users to leverage 
capabilities to solve operational and intelligence problems 
and to influence system investment decisions to meet current 
and future needs. 

• These processes are to understand user needs and identify 
capability gaps; provide situational awareness of user needs 
to the NRO enterprise and intelligence community; educate 
users on NRO systems, capabilities, and corporate strategy; 
provide insight to users on NRO decisions; and enable rapid 
response with an enterprise solution and solicit feedback. 

This chart is UNCLASSIFIED 

(U) 65. Inspection of NRO's User Engagement Activity (Planned) 

(U) Background 

F12-0103 Docl2 

(U) This is an issue inspection of the NRO's User Engagement activity. The last two IG 
annual work plans included a unit inspection of the User Engagement Group (UEG) in the office 
of the Deputy Director for Mission Support (DDMS). However, in response to a request from 
senior management to look at user engagement from an enterprise perspective, we shifted our 
focus from UEG to UE functions throughout the NRO to include UEG. 

(U) Objective 

(U) The overall inspection objective is to assess the NRO user engagement function to 
include interaction with military users, mission partners. and non-military organizations. 
In addition. we will assess the relationship between the DDMS and NRO program offices, and 
evaluate the DDMS organizational climate. Specific objectives include: determining users' 
familiarity with the NRO mission and its quick reaction capability; assessing NRO's 
responsiveness and timeliness of suppon to the user: and ascertaining the effectiveness of the 
NRO Field Representative program. 
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(U) 66. Inspection of the SIG/NT Directorat, 
(Planned) 

(U) Background 

(U ission is to engage in a constructive partnership i 

. ' ' with the N ty g y ine and acquire the unique and innovative 
capabilities needed to manage the overhead mission, to process the in,t"""" ...... ,t...-1 

rovide the information services essential for U.S. national securi . 

(U) Objectives 

(U) The objective for this inspection is to detennine i-s perfonning its assigned 
mission and functions in the most efficient and effective manner possible and in accordance with 

· · · licies, and procedures. This inspection may focus o 
Specific inspection objectives will be defmed during a pre•tnspectlon 

visit t however. a general focus will include progress towards identifying and 
implementing an overall NRO ground architecture strategy. 

(U) 67. Inspection of the Deputy Director for Mission Support, National 
Reconnaissance Operations Center (Planned) 

(U) Background 

(U) Objectives 

laws 

asses Vt,!!;<IUI ...... UV.IUII ~•u~&Mo,~ ... , .. _,.,..,,...... t"ll&:ll'-•UVI ,,_U.UUliVU,, .. t.}', e inspection 
team will evaluate the overall management of the continuity of operations program and various 
other support functions such as security. resource management. and contract management. 
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(U) User Engagement 

PROJECT 
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Quarter 1 Quarter2 Quarter3 Quarter4 

FY2008 

es Inspection of DDMS,1 

FY2009 

tt1 Inspection of the DDMS, National 
· Reconnaissance Operations Center 
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(U) INTEGRITY 

Enterprise Critical Process Link: 

OIG Continuous Improvement 

This section describes O/G efforts designed to promote 
integrity within NRO programs. activities, and procurerrrenl. 

This chart is UNCLASSlFIED . 

(U) Introduction 

F12-0103 DoaJ2 

(U//.Fet10) The extraordinary accomplishments of the NRO and its strong desire to excel 
are in many ways linked to its insistence that both government and contractor employees bring 
nothing less than the highest personal integrity to all actions affecting NRO business. 
INTEGRITY is the NRO's essential and enduring tenet - the strategic. inviolable principle that 
tells people how to act as members of the NRO team. and sets forth the organization's standards 
of accountability. It is the responsibility of every employee to adhere to the NRO principles of 
integrity and ethical behavior, and to its policies and procedures. 

(UI/-FOUO) Unfortunately, there have been isolated examples of personal integrity 
breaches on the part of both government and contractor employees, which have required 
disciplinary action. Some examples include: conflicts of interest, fraudulent billing of contractor 
hours and rates. product substitution, and other types of procurement fraud. 

(U//~ The proactive prevention and detection efforts that follow are used by OIG to 
promote integrity and ensure accountability among all personnel associated with NRO programs. 
be it our government workforce or the contractors who support us. 
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(U) OIG Investigations (Ongoing) 

Fl 2-0103 Ooc#2 

(U//.EOY6f As part of its charter, the OIG is obligated to investigate allegations 
of crime and other serious wrongdoing with a principal focus on procurement fraud. However. 
OIG investigations go beyond ensuring individual accountability. OIG investigations also ensure 
that the NRO is made whole on those occasions when it has been harmed by the malicious 
actions of an employee or contractor. Further. the results of OIG investigations are regularly 
communicated to the NRO population via Messages from the IG. which is part of an ongoing 
effort to make employees aware of those schemes and incidents that adversely affect NRO 
programs and personnel. These communiques illustrate the NRO's steadfast approach when 
addressing and countering fraud. Additionally. they are also intended as a deterrent for any 
would-be perpetrators. 

(U//liOUO;-As part of its activities. the OIG Investigation Staff collects case-related 
statistics such as financial losses and recoveries. indictments, fines, convictions. instances of 
administrative discipline. and notifications to the Department of Justice in both criminal and civil 
matters. This data allows the OIG to identify trends and fonnulate tactics for use agatnst fraud as 
it develops. In the past five years. labor miscbarging has been the predominant fonn of contract 
fraud reported by the OIG to the Department of Justice. 
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(U) Office of Inspector General Procurement Fraud Initiative (Ongoing) 

(U) The OIG's proactive Procurement Fraud Initiative (PFI) continues to be the 
centerpiece of our effort to protect the NRO's procurement process by preventing and detecting 
fraud. As shown in the chart below. the PFI program utilizes a multifaceted approach which 
provides the OIG staff. as well as the entire NRO enterprise. with educational and awareness 
training tools for detecting and reporting procurement fraud. In addition to developing and 
presenting various training sessions. the PFI program offers an extensive array of anti-fraud 
vignettes, posters and other training tools. A key element in the PFI program is the expansion of 
the existing partnerships with the NRO contractor base. Other proactive PFI program initiatives 
include the strengthening of critical relationships with the NRO Office of Contracts and with the 
Defense Contract Audit Agency. By increasing the procurement fraud awareness of the OIG 
staff, the NRO enterprise, and the NRO contractor base. we are educating those who are often in 
the best position to observe and report indicators of fraud and conduct diligent procurement 
oversight. 

- -~ ~ 

~ PFI 
~ Multifaceted Metfiodolog,y 

- _ - ----=- -- ---
- - - -- - -- - - - - - -- - -

Education of 
NRO 

Employees 

I Procurement Fraud 
I 

Education of 
OIG staff 

1 

Initiative 
--- -- -- - -

I 

Partnership 
with NRO 

Contractors 

Proactive 
Efforts 

(U) Each of the elements of the PFI program depicted above strengthen the overall result 
and outcome: there is no greater tool in the detection of procurement fraud than knowledgeable 
government and contractor employees looking for and reporting potential procurement fraud 
indicators. 
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· • (U) Education of OIG Staff - We educate the OIG staff by mandating formal training 
on contract and procurement fraud and providing monthly PFI awareness briefings. 
Our audit, inspection. and investigation managers ensure that procurement fraud is 
included in each staff member's individual development plan. We also encourage our 
staff to obtain professional certification with the Association of Certified Fraud 
Examiners. 
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• (U) Education of NRO employees - As mentioned above. we provide tailored 
briefings in occupations that are most-likely to observe potential fraud indicators; 
publish .. Messages from the IG" to the general workforce: and circulate procurement 
fraud awareness products. Also. we educate government and contractor employees on 
common .. Red Flags" using a four-hour procurement fraud training course offered once 
a quarter through the NRO Acquisition Center of Excellence. We plan on using the 
results of the first. NRO 2007 Ethics Survey to enhance the NRO's ethics program~ 
detect fraud. waste and abuse: and oversee the proper use of taxpayer resources. 

• (U) Robust Liaison with NRO Contractors - We maintain an effective NRO 
contractor procurement fraud referral program through regular interaction with 
corporate business ethics and compliance offices and senior corporate procurement 
officials. To strengthen the government-contractor partnership and exchange fraud 
awareness program best practices. we host an annual OIG Ethics and Compliance 
Officers Conference. Additionally. the NRO has adopted an OIG-specific contract 
dause requiring contractors to report. and cooperate with. the 010 on all allegations of 
procurement fraud. Contractor referrals are not part of the DoD voluntary disclosure 
program. 
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NATIONAL RECONNAISSANCE OFFICE 
Office of Inspector General 

MEMORANDUM FOR SEE DISTRIBUTION 

F12-4103 Ooct3 

16 October 2008 

SUBJECT: (Ul Office of Inspector General Annual Work Plan 

(U) The National Reconnaissance Office (NRO), Office of Inspector 
General (OIG) Annual Work Plan for Fiscal Years (FY) 2009/2010 is 
attached. It provides descriptions and timelines of planned and 
ongoing audits and inspections for the upcoming two-year period, 
including those audits required by law. It also updates the actions 
anticipated as part of our proactive procurement fraud prevention and 
detection efforts. 

(U) We repeated last year's rigorous work planning process to 
select those topics that would ensure comprehensive oversight of NRO 
programs and operations, particularly those related to the ongoing NRO 
transformation . In exercising our discretionary authority to select 
topics for our reviews, we r·eflected concerns and/or challenges 
identified by NRO senior managers and the Congress. We also included 
topics that could benefit from further oversight that came to our 
attention during the course of our FY 2008 audits, inspections, and 
investigations. 

(U) The attached work plan is the OIG road.map for addressing 
critical issues and challenges the NRO is facing today . Due to the 
dynamic environment in which the NRO operates, we will continue to be 
receptive to additions, deletions, and modifications of the plan to 
ensure that we remain focused on topics that p rovide the most 
relevance to the mission of the NRO. 

free to contact 
Deputy 
(secure) 

Attachment: 

Eric R. Feldman 
Inspector General 

please feel 
nsecure) , or 

(U) NRO OIG Annual Work Plan (3//TK//N~) 

DECL ON: 
DRV FROM: 

20331016 
NCG 6.0 
21 May 2005 

Cover memo i • UNCLASSIFIED 
when r-oved from attachment 
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(U) INTRODUCTION 

(U) The National Reconnaissance Office (N RO). and in tum. its Office of Inspector 
General (OIG ). must respond to an increasing level of oversight derived from statutory and 
regulatory requirements: congressionally directed actions; and Director of National Intelligence 
(DNI) data calls and taskings. The 010 Work Plan for Fiscal Years (FY) 2009/2010 is designed 
to respond to and complement these oversight activities while ensuring that OIG resources are 
used in a manner that maximizes our contribution to the NRO mission. 

(U) We initiated this year's planning process by consulting with the NRO leadership. 
senior managers. and key congressional staffers. These discussions informed our judgment as 
we identified the specific topic.., that could benefit from an 010 evaluation. This two-year work 
plan allows for increased staff and management participation in the planning process and for 
greater scheduling llexibility. The plan also gives the workforce an advanced understanding of 
our long-range oversight goals and enables them to better prepare for an OIG independent 
assessment in their areas of responsibility. 

(U) Our Work Plan is linked to the NRO Corporate Business Processes, which are as 
follows: Acquisition & Mission Assurance, Business Management, Contracting. Human Capital 
& Training. Information Technology & Information Assurance. Mission Operations. National 
Reconnaissance Operations Center (NROC) Operations, Oversight, Property Management. 
Records Management, Security & Counterintelligence, Strategic Communications, Systems 
Engineering. and User Engagement. The specific projects are explained through ··Background" 
and "Objective" paragraphs. and are further identified as .. Ongoing .. or '"Planned." Proactive 
investigative efforts are highlighted in the last section entitled Integrity. The ongoing projects 
were previously identified in the "Office of Inspector General Work Plan for Fiscal Ycal's 
2008/2009." The planned projects are identified through the OIG planning process described 
above. and will be conducted during FY 2009 and FY 20 IO. 

(U) The OJG is required by statute to conduct the following major projects each year: 
Audit of'tlie National Reconnaissance Office Fiscal Year Financial Statemems. which is 
undert~kea to comply with the Chief Financial Officers Act. and Independent Evaluation ~f 
National Reconnaissance Office Compliance with the Federal Information Securi(v Management 
Act. required under the E-Government Act of 2002. 
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(U) ACQUISITION & MISSION ASSURANCE 

CorporaJt! B11si11ns Pr«as Link: 

• Establishes overarching corporate policy and defines detailed 
processes and procedures addressing all aspects and phases of the 
end-to-end acquisition process. 

• Addresses each of the various generic types of acquisitions that are 
executed on a recurring basis within the NRO as well as related 
functions to include independent cost assessments and earned value 
management. 

• Describes and delineates the respective roles and responsibilities of 
the various NRO organi7.arional components and managers having 
equities and responsibilities in this area. 

This chart is UNCLASSIFIED 
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(SllTKlfNP) J. Audit of the Acquisition Management o 

(U) Background 

Ongoi,,g) 
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~erall objective of the audit is to perform a qualitative assessment to 
determi_ne w~ether~as a sustainable acquisition strategy that includes effective 
oversight and management controls. 

(U) 2. Audit of National Reconnaissance Office Award and lncendve Fee 
Process (Ongoing) 

(U) Background 

4Sh'>Jf)-The NRO relies on award fee contracts to motivate contractors to achieve 
exceptional performance. In 2006, the Government Accountability Office (GAO) issued a report 
criticizing the Department of Defense (DoD) for paying bill.ions of dollars in award and incentive 
fees to contractors who have failed to deliver projects on time and within budget. The report 
stated, "Although [the department] has paid billions in fees over time, the department has little 
evidence to support its contention · · · n' uP1r1n*~ 

effi ct r 

(U/.LE-Otf6} In July 2001. the NRO OIG issued a report to NRO management. .. Audit of 
Administration of Award Fees" (Project No. 2000.003). The report stated that the award fee 
plans used to establish the criteria and procedures by which to evaluate a contractor's 
performance were not always prepared in compliance with the Federal Acquisition Regulation 
and NRO Acquisition Manual. It also stated that the evaluation determinations of the 
contractor·s performance were not always sufficiently documented in the contract files. 

(U) Objective 

(U) The overall objective of the audit is to assess whether award and incentive fees are 
effectively used to influence contractor performance and achieve desired results. In addition. we 
will review the NRO implementation of the recommendations from the 2001 OIG report 
referenced above. 
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.f8)3. Audit of the NRO Acquisition Requirements Verification and Validation 
Process (Planned /st Quarter FY 1009) 

(U) Background 

(U/~he NRO develops acquisition program requirements based on the projected 
requirements of the Intelligence Community (IC). DoD. and NRO's mission partners. Before 
any acquisition is initiated. the NRO must compile and validate requirements that satisfy a 
specific intelligence need or desired capability. Once the acquisition has been initiated. the NRO 
should periodically verify and update the requirements throughout the course of the acquisition 
life cycle. These efforts are the responsibility of the NRO Chief Operating Officer/Systems 
Engineering Directorate in collaboration with the Directorates & Offices. The requirements 
verification and validation process, as part of the overall system development life cycle process. 
is intended to ensure that an NRO system provides the capability needed by its users. 

(U/L.Jiet:tO) ln previous years. NRO and DoD leaders have stated that unclear 
requirements have been a problem plaguing some satellite system acquisitions. Additionally. the 
Senate Select Committee on Intelligence has expressed concern that frequent. and often 
unwarranted requirements changes cause major challenges in the execution of an acquisition 
contract. The Committee has requested that the NRO OIG review how shifting requirements 
affect contract execution and the adequacy ofNRO processes to control requirements changes. 

(U) Objective 

(U) The overall objective of this audit is to evaluate the efficiency and effectiveness of 
the NRO requirements verification and validation process for major systems acquisition 
programs. Specifically. the audit will assess how well the NRO monitors and controls 
acquisition user requirements and capabilities throughout the system development life cycle 
process. 

(V) 4. Audit of a Selected Program Closure (Planned 1st Quarter FY 2009) 

(U) Background 

( U#FOUOj The NRO recently announced the closure of a sensitive program. Upon the 
conclusion of a sensitive NRO program, many tasks to ensure proper closure of all program 
activity must occur. For example. program personnel must decide what mission and contractual 
documents to retain or destroy. and what property and equipment should be disposed of or 
retained. 

(U) Obje~tive 

(U~) The overall objective of this audit is to detennine whether the closure of the 
NRO program is accomplished in accordance with proper procedures, to include property and 
document accountability. 

4 
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(UIIE9l:ffJlJ. Audit of the NRO Improvements to the Acquisition Oversight 
Process (Planned 3rd Quarter FY 2009) 

(U) Background 

(I..WF0t.1C1j In the 2007 Audit of the NRO Acquisition Oversigl,t Process, the audit team 
found that NRO Directorates and Offices employ internally developed acquisition oversight 
processes. When these processes overlay NRO staff-level policies and procedures. the Director, 
NRO's (DNRO) visibility into acquisition program performance is obscured. The lack of 
consistent. corporate governance over NRO acquisition programs has reduced the assurance of 
the DNRO that NRO acquisition oversight activities are properly controlling scope, costs. 
schedule, and quality. As pan of the NRO Enterprise Transformation and Acquisition 
Improvement initiatives. the NRO has established a framework: for improvement in the areas of 
governance; roles and responsibilities; knowledge and information management; and human 
resources. As part of an overall follow-up strategy designed to gauge the performance of the 
improvement initiatives, NRO senior management has requested that the NRO OIG revisit this 
area in the latter part of FY 2009. 

(U) Objecdve 

(U/tR')tJ'(J) The overall objective of the audit is to determine whether the NRO 
acquisition improvement efforts have enhanced the efficiency and accountability of acquisition 
programs at the NRO. Specifically, the audit will focus on NRO improvements in corporate 
governance, policies and processes, knowledge and information management, and acquisition 
workforce requirements. 

(UI/E9l:IO) 6. Audit of the NRO Mission Success Program (Planned 3rd Quarter 
FY2009) 

(U) Background 

0 U 

meeting its monitoring objectives. the Principal Deputy Director. NRO suggested that the OIG 
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audit the implementation of the mission success function. We agree that such a review would be 
helpful at this juncture. 

(U) Objective 

(U//Jiet:10fThe overall objective of the audit is to determine whether the NRO mission 
success program is established and effectively monitoring enterprise-wide mission success 
controls. 

(UIIE-OEHJr7. Audit of the Acquisition Management of Selected NRO 
Acquisition Activities (Planned 3rd Quarter FY 2009) 

(U) Background 

(SI/TK.ffl,qf'rTbe NRO exists to develop and operate unique and innovative space 
reconnaissance systems. As discovered in previous work, NRO Directorates and Offices employ 
internally developed acquisition oversight processes that can blur senior leadership's visibility 
into program acquisition accountability. Recently. the SSCl expressed concerns that the NRO 
has failed to adequately incorporate accountability · · · ent 
~ The Committee s ificall identified th 
-which haves 

(U) Objective 

(UIIP8ut1) 8. Audit of the NRO Ground Enterprise Acquisition Process 
(Planned 4th Quarter FY 2009) 

(U) Background 

(U) As pan of the NRO transformation and reorganization, the NRO seeks to transform 
the Ground Enterprise Directorate (GED) from a collection of separate, intelligence-specific 
stove pipes to a single, flexible, integrated architecture that provides improved timeliness, access. 
and content to users and reduces costs. To meet these goals, GED plans to ensure that all 
systems comply with common standards that facilitate tasking and data integration; leverage 
commonalities in existing and developing systems to maximize interoperability; and acquire 
ground systems as an enterprise using best available commercial technologies. 

(U) Recently, the DNRO identified the need to reassess and improve the effectiveness of 
internal processes. management procedures. and decision-making methodologies as part of the 
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NRO reorganization. In addition, the SSCI expressed interest in the efforts of the NRO to 
develop an integrated ground architecture between the NRO and its partners in the Intelligence 
Community. 

(U) Objective 

( U) The overall objective of this audit is to determine whether effective management 
control systems are in place to support oversight and accountability of acquisition processes 
within GED. 

(U) 9. Audit of the NRO Research and Development Transition to Acquisition 
and Operations (Planned FY 2010) 

(U) Background 

tt'711~ FJ Conducting aggressive customer focused research and development (R&D ), and 
evolving space and ground systems to meet operational demands are two key elements of the 
NRO Strategi-ln recent years, NRO investment in R&D has varied between 
approximatel ercent of the NRO total budget. Strong R&D efforts are critical for 
ensuring the fu ure success of the NRO. However, technological advances provide little value if 
they cannot be incorporated into daily operations. Therefore, it is also critical that the NRO has 
effective processes in place to ensure that R&D products transition to operational programs. 

(U) Objective 

(UHfi'OUO) The overall objective of the audit is to evaluate NRO management and 
transition of R&D efforts at the NRO. · Specifically, we will determine 

• Whether the NRO transition process of R&D activities to operations is effective, 
efficient, and timely, 

• Whether the NRO divesture process of R&D efforts is appropriate and timely. 

• Whether the NRO tracking process of intra- and inter- organizational agreements is 
comprehensive. timely, and accurate, and 

• How the NRO evaluates the success of these processes. 

(U) JO. Audit of the NRO Program Issue Review Processes (Planned FY 2010) 

(U) Background 

(U//F-OU6T Senior NRO acquisition officials consider the NRO Program Issue Review 
(PIR) as the critical forum for program monitoring, oversight, and control. As a result ofan 
audit recommendation from the 2007 Audit of the NRO Acqui.Yition Oversight Process. the NRO 
adopted a framework to address the improvement of internal perfonnance reporting requirements 
and acquisition activity data. One of the critical elements of the new NRO acquisition 
management framework is the implementation of formal PI Rs. 
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(U/,lfOU0') The overall objective of the audit will determine whether the PJR is meeting 
its purpose of ensuring project information is accurate, reliable, secure, and available to 
stakeholders to enable well-informed program decision-making based upon the DNRO new 
corporate policy and the executive level Acquisition Improvement Plan. 

(U) 1 J. Audit of the NRO Program Control Function (Planned FY 2010) 

(U) Background 

(U//FOUO, The DNRO established the Program Control function as part of the NRO 
Corporate Governance Plan. The 2007 OIG Audit ~{the NRO Acquisition Oversight Process 
found that the type of functions being assigned to program control. including independent 
analysis of cost, schedule, and technical performance, were not incorporated into the decision 
making process. The Principal Deputy Director. Resource Management, BPO is responsible for 
Program Control for the Chief Operating Officer and the Director BPO. The roles. 
responsibilities. and authorities of this position have yet to be published in Leners of Instructions 
as required by the new Corporate Governance Plan. 

(U) Objective 

(U/..ll-OUOTThe overall objective of this audit is to determine whether the NRO is 
functionally structuring Program Control to obtain the desired results of improved NRO 
acquisition program management and oversight. To accomplish this objective, the audit will 
examine the authorities. roles and responsibilities delegated to Program Control. and determine if 
NRO Program Management is effectively requesting and incorporating Program Control 
information and support in making well informed acquisition (milestone and other) decisions. 
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Corpondl! Business Procttss Unk: 

• Addresses all phases and aspects of programmatic planning, 
budget development, and financial control as weJ1 as a 
number of related cotporate -level functions. 

• Establishes overarching corporate policy and defmes the 
detailed processes and procedures associated with each area. 

• Delineates the respective roles and responsibilities of the 
various NRO organizational components and managers 
having equities and responsibilities in th.is area. 

This chart is UNCLASSIFIED 

(U) 12. Audit of Budget Formulation (Ongoing) 

(U) Background 

F12·0103 Do~ 

~lfl4f'TTbe Office of the DNI directed the lnteJligence Community (IC) components to 
realign the IC budgets for consistency of budget formulation. As a result, the NRO budget 
structure will undergo significant change. Concurrent to that effort, the NRO plans to eliminate 
redundancy and programs that add little or no value and re-direct savings to existing and 
emerging national security priorities. This is the first of a series of planned audits to focus on the 
effectiveness and efficiency of all aspects of the NRO budget process, from formulation through 
execution. 

(U) Objective 

(U) The objective of this audit is to determine whether the NRO uses sound and 
consistent formulation practices that result in a realistic and defensible budget. Specifically. the 
audit will ( 1) evaluate the processes for developing total program cost, schedule, and budget 
phasing at the corporate level; (2) examine the roles and responsibilities within the NRO for 
development of the annual budget; and (3) ensure the NRO budget formulation process is 
compliant with applicable laws and related guidance. 
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(UIJP.9t:!(ff 13. Audit of NRO Management of Funds Transferred to External 
Organizations (Ongoing) 

(U) Background 

(U) Objective 

(U) The overall objective of this audit is to detennine whether the NRO has sufficient 
controls in place to ensure that funds transferred to external organizations are in line with the 
NRO mission. spent and tracked in accordance with applicable laws and regulations. 

(UI/FtJtJO) 14., 15., and 16. Audits of the NRO Fiscal Years 1008 (Ongoing), 
2009, and 2010 (Planned) Financial Statements and Resolution (Statutory 
Requirement) 

(U) Background 

(UNPOUO) Under the Chief Financial Officer Act and the Office of Management and 
Budget (0MB) Bulletin 07-04. A11dit Requirements/or Federal Financial Statements. an audit of 
the NRO financial statements is required to be perfonned by the OIG or by an independent 
public accountant (IPA) as determined by the OIG. The NRO OIG has contracted with 
PricewaterhouseCoopers to conduct audits of the NRO financial statements for FY 2008 and 
2009. with options through FY 2012. The contract will require the IPA to audit in accordance 
with Generally Accepted Government Auditing Standards and 0MB Bulletin 07-04. The OIG 
will oversee the IPA audit to ensure that requirements are met at the quality level established by 
the President's Council on Integrity and Efficiency best practices. An audit was completed in 
FY 2006. resulting in a disclaimer of opinion. The NRO did not undergo an audit of the 
financial statements in FY 2007. 

(U) Objective 

(U) The audits will evaluate the reliability of the data supporting the financial statements; 
determine the accuracy of the statements produced; and examine the adequacy of footnote 
disclosures in accordance with guidance issued by the Federal Accounting Standards Advisory 
Board. 0MB. and other authoritative guidance. The auditors will also review internal controls 
and compliance with laws and regulations related to the objectives and will follow up on the 
status of prior-year audit findings. 
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(UJ 17. Impact of Independent Cost Estimates on Effective Program Planning 
and Execution (Planned 1st Quarter FY 2009) 

(U) Background 

(U) The NRO is required by the 2004 lntelligence Authorization Act {the Act) to 
complete an independent cost estimate (ICE) for any program projected to exceed $500 million. 
The Act, as implemented.. requires that the NRO budget 100 percent of program funds to an ICE 
endorsed by the Office of the Director of National Intelligence. Cost estimates play a critical 
role in budget fonnulation and set the baseline for the costs and schedules associated with major 
acquisition programs. 

(U) On 16 July 2008, the SSCI requested the NRO OIG to review the procedures in place 
to meet the requirement to budget major lC acquisitions to levels identified in independent cost 
estimates. Specifically, the committee was concerned about the unintended consequences of 
budgeting to an ICE. 

(U) Objective 

(U) The overall objective ofthis audit is to determine whether budgeting to an ICE has 
had unintended consequences on the funding of those programs for which an ICE is not required. 
We will also examine whether the estimating methodologies are consistent across the NRO and 
conducive to accounting for program costs in accordance with generally accepted accounting 
principles. 

(Stt'l'l{llltl!) 18. Audit of NRO Funding of Non-NRO Requirements within the 
System Operations Directorate (Planned 1st Quarter FY 1009) 

(U) Background 

(U) Objective 

~verall audit objective is to determine the extent and propriety of the 
funding ofNS~ission requirements by the SO Directorate. Specifically, the audit 

11 
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will evaluate whether SO possesses adequate knowledge and data regarding the funding support 
to those agencies. In addition, the audit will evaluate whether suppon agreements are adequately 
documented- with U.S. Code and other Appropriations Law. While the audit 
wiH focus o comparative projects may be initiated at other SO locations. 

(U) 19. Audit of the Acquisition of the Eastern Processing Facility (Planned 1st 
Quarter 2009) 

(U) Background 

(Ula.et1CJ)The Eastern Processing Facility (EPF) is an NRO Office of Space Launch 
facility under construction at the Cape Canaveral Air Force Station (CCAFS). When this facility 
is completed, it will function as a Spacecraft Processing and Integration Facility for NRO 
launches from CC AFS. The EPF will consist of four separate buildings and will contain 128,000 
square feet of program support and 50,000 square feet of clean-room spaces. Currently the EPF 
is scheduled for initial operating capability in early 2010. 

(U) Objective 

(UUret1CJfi"he objective of this audit is to determine whether the procurement of the 
new Otlice of Space Launch facility is in accordance with NRO acquisition policies. and 
managed within the parameters of key program management elements and accepted practices 
defined by the Government Accountability Office and the Project Management Institute. 

(U) 10. Audit of Overpayment Recovery (Planned 2nd Quarter FY 2009) 

(U) Background 

(U) The Defense Contract Audit Agency (DCAA), in coordination with the Defense 
.Financial Accounting Service, perfonned an audit that identified a number of Government 
contract overpayments that were never recouped. These overpayments were mostly due to 
incorrect indirect billing rates for interim vouchers. Based on the DCAA methodology and 
findings. we will review closed NRO contracts for possible reimbursement. 

(U) Objective 

(U) The objective of this audit is to review contract closeout procedures and DCAA audit 
reports to determine the extent to which the NRO is owed reimbursement for overpayments to 
contractors. 
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(V) 21. Audit of Budget Execution Processes (Planned 3rd Quarter FY 2009) 

(U) Background 

(U) This is the second in a series of audits concentrating on the elements of the NRO 
budget process. The NRO budget execution processes include procedures for funds management 
as they relate to commitments, obligations. and disbursements. The audit will include a review 
of the use of expenditure rates, fund transfers and re-programming, and the tri-annual review of 
unliquidated obligations. 

(U) Objedive 

(U) The objective of this audit is to determine whether the NRO uses sound and 
consistent budget execution practices. with an emphasis on funds management. We will also 
determine whether NRO policies and procedures adequately address generally accepted 
accounting standards with respect to obligations. expenditure tracking. and the capitalization or 
expensing of incurred costs. 

(V) 22. lnspecdon of the Business Plans and Operationst Office of Policy and 
Analysis (3rd Quarter FY 2009) 

(U) Background 

(U) The Business Plans and Operations, Office of Policy and Analysis provides an NRO 
policy foundation and serves as the policy advisor to the DNRO and the NRO Program 
Managers on interagency and international issues. The Office of Polic and Anal sis consists of 

(U) Objectives 

{St,'NP) The overalJ objectives of this inspection are to evaluate the p.rocess used to 
ensure the development, coordination, and issuance of consistent internal policies and procedures 
across the Directorates. Offices, and Mission Ground Stations. as well as national and 
interagency policies. The inspection will also evaluate the Office of Policy and Analysis' 
support for the integrated governance framework. 
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{ll) 23. Audit of United Launch Alliance Projected Cost Savings (Planned 4th 
Quarter 2009) 

(U) Background 

(U/~ln the 1990s. the Nation's primary launch services companies, Boeing and 
Lockheed Martin, invested heavily in their respective launch infrastructures in an effort to 
prepare for an anticipated boom in the commercial launch business. By the early 2000s. the 
anticipated boom in the commercial launch business did not materialize. Consequently, the 
heavy investment cost of the launch infrastructure for both companies was absorbed by federal 
agencies with assets in space. All parties recognized the need for a solution that would both limit 
the impact of the growth of launch costs, and provide reasonable assurance of government 
launch access. Therefore, in 2006. Boeing and Lockheed Manin merged their launch operations 
and formed the United Launch Alliance to support U.S. Government satellite launches. 

(U) Objective 

(U/.OOt:tOJ' The overall objective of this audit is to detennine whether the NRO is 
realizing cost savings from the consolidation of the Boeing and Lockheed Manin launch 
services. 

(U) 24. Audit of NRO Facilities and Office Space Management (Planned 4th 
Quarter FY 2009) 

(U) Background 

-'f<:Htlf) The NRO is re nsibJe for the contracts, maintenance, and construction of 
nearl uildings and faciliti ·s includes office buildings. testing labs, 
logistics warehouses. remote morutonng ocat1ons and mission ground stations. Also, the NRO 
is a contributing tenant to other government agencies; leases space for special programs and 
personnel: and provides facilities and office space for contractors and other government agency 
personnel supporting the NRO. Historically, the function for overseeing the acquisition and 
management of these facilities has been decentralized. 1n support of the recent Enterprise 
Tmn~formation, the DNRO centralized re~-ponsibility to the Management Services and 
Operations for the development, implementation, and enforcement of policies, business 
practices. and standards for all NRO facility management. 

(U) Objective 

(U) The objective of this audit is to evaluate the centralized NRO Property Management 
Corporate Business Process to detennine the effect on space allocation, leasing, infrastructure. 
construction. and recapitalization: the sufficiency of current authorities, roles and 
responsibilities; and the effectiveness of the process as a whole. 
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(U) 25. Audit of NRO Approach to Supporting lndllStrial Manufacturing 
Infrastructure (Planned FY 1010) 

(U) Background 

~ The 2008 Audit of the Mission Assurance Process ofth­
_.isc~s~ed quality assurance and control monitoring issues with= 

space parts industry environment. A dynamic business environment is creating challenges for 
the NRO to maintain qualified suppliers and a sufficient workforce, which could result in the loss 
ofNRO space level certified parts_ Currently. the NRO is handling changes in the industrial base 
at the program level, and could realize more benefits if the changes were handled at the corporate 
level. 

(U) Objective 

(U/fFOUO) The objective of the audit is to determine whether NRO policies and 
procedures for supporting a corporate manufacturing infrastructure are effective. We will 
evaJuate the total amount of funds used to support industry from the program level to determine 
if there is potential cost savings in funding at the NRO corporate level or the space community 
level. 

(U) 26. Audit of the NRO Electronic Invoice Management System (Planned FY 
2010) 

(U) Background 

(U) The BP ently launched the Electronic Invoice 
Management Application. w ic prov1 es O with the capability of electronic invoice 
receipt. approval. and payment. The vendor gateway for the electronic submission of invoices 
resides on the Consolidated Contractor Database Web. which can be accessed via the Contractor 
Wide Area Network or the Government Wide Area Network. The Electronic lnvoice 
Management Application resides on the NRO Management Information System and interfaces 
with the NRO Contracting and Accounting Systems. After a contractor submits an invoice. an 
e-mail notification is sent to government contracting professionals. After reviewing the invoice. 
the contracting officer requests the Office of Finance to pay the invoice via e-mail notification. 
The Office of Finance may then either approve or reject the invoice for payment. 

(U) Objective 

(U.UFOU07The objective of this audit is to deterntine whether the invoice review and 
approval process is effective. In addition. we will assess the adequacy of general and application 
controls in accordance with applicable standards. 

15 
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--f&HN'FT'Visibility into the cost of the ground mission bas been a challenge to the NRO 
from a cost accumulation perspective, noting issues in budgeting, cost estimating, and 
setting/defining requirements. In FY 2008, the N RO stood-up the Ground Enterprise Directorate 
in an effort to better define the ground mission and transfonn the architecture to increase 
efficiency and tighten controls over operations. As the NRO continues to transform, our audit 
will focus on ways to strengthen the management of ground systems through a greater insight of 
ground costs incurred. and to substantiate the NRO rationale for ground cost accumulation under 
the new financial/accounting business model. 

(U) Objective 

(U/!EOOOJ"The objective of the audit is to detennine whether NRO policies and 
procedures for the planning and accounting of ground costs are effective. This will include the 
analysis of cost accumulation and tracking efforts essential to the success of the NRO ground 
stations in fulfilling the NRO mission. 

(U) 28. Audit of the NRO Financial Information System Payment Allocation 
Algorithm (Planned FY 2010) 

(U) Background 

-{SnTI<if]'IJf) ·1 be FY 2006 Audit of the NRO Financial Statements identified weaknesses 
in the property. plant. and equipment accounting modeL The audit noted the process for the 
accumulation of actual costs as a weakness. Current contract invoicing practices cause the NRO 
to use an algorithm to allocate contract costs among Budget Line Item numbers within its 
financial information system. The algorithm first allocates costs based upon oldest budget year 
funds and then uses a ratio based on current obligations. This practice does not allow costs to be 
recognized in the period in which the service was perfonned and does not represent accurate 
expenditure rates. The use of the algorithm also presents challenges to monitor the execution of 
funds and requires additional monitoring controls through cost accumulation reviews. 

{U) Objective 

(U/ ~The objective of this audit is to determine the impact of using the algorithm 
on the accuracy of the NRO financial statements and on the program managers' ability to meet 
budget execution metrics. 
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Unfunded 

(U) Background 

~Because of the vast scope of the mission perfonn-the 
site leaders developed an operating instruction to provide guidance for addressing problems with 
the site's mission systems and the supporting infrastructure. This instruction defines three 
mechanisms to prioritize identified and unforeseen problems: discrepancY, rts erational 

(U) Objective 

~ The objective of this audit is to assess whether the methodology used by 
-~ 1c1~ntify, validate, prioritize, select. and approve unfunded requirements meets 
management s mtent. 

(U) JO. Audit of the Corporate Governance Plan (Planned FY 2010) 

(U) Background 

(U) The NRO Corporate Governance Plan (NRO-CG) was implemented to allow the 
NRO to horizontally integrate and align its policies within 14 established NRO enterprise critical 
processes. A critical process is defined as a set of continuing functions, performed by two or 
more Directorates and Offices (Ds and Os} that are considered essential to accomplishing the 
NRO mission. According to NRO management. NRO-CG will reduce the number of NRO 
Directives and Instructions, and create an environment of continuaJ process improvement while 
providing effectiveness and efliciency in operations. reducing waste, and complying with federal 
laws and regulations as defined in 0MB Circular A-123, Management's Respom,ibilityfor 
/nlernal Control. 

(U/lFOUG)-The ongoing efforts of the NRO Enterprise Transfonnation have increased 
the complexity of the implementation of the NRO-CG by layering needed organizational 
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realignments and changes to the program. As the transfonnation moves forward. the need for the 
Governance Plan and its environment of process improvement becomes critical to the success of 
theNRO. 

(U) Objective 

(U) The objective of this audit is to evaluate the implementation and monitoring of the 
NRO-C'G as a result of the Enterprise Transformation. 

(V) 31. Inspection of the Environmental and Safety Program (FY 2010) 

(U) Background 

(U) The Management Services and Operations (MS&O) Environmental and Safety 
Program Otlice establishes NRO environmental, safety, fire protection, and system safety policy. 
The program staff provides NRO Headquarters and field sites with technical guidance and 
advice; conducts site assistance visits and compliance reviews: and identifies statutory 
environmental. safety, and fire protection training needs. 

(U) Objectives 

( U) The overall objective of this inspection is to evaluate the efficiency and effectiveness 
of this office and to ensure that policies, procedures. and practices are executed in a manner that 
adheres to applicable environmental and safety requirements, and provides a safe and healthy 
environment for all employees. The inspection will also focus on the effectiveness of the NRO 
Environmental and Safety Council, compliance reviews and follow-up process. 

(V) 32. Inspection of the Business Plans and Operations, Center for the Study of 
National Reconnaissance (FY 2010) 

(U) Background 

(U) The BPO Center for the Study of National Reconnaissance ( C'SNR} provides an 
analytical framework and historical context to NRO leaders in order to facilitate effective policy 
and programmatic decisions. Its overall mission is to advance and shape the (ntelligence 
Community's understanding of the discipline. practice, and history of national reconnaissance. 
The CSNR is organized into three business areas--the Research. Studies. and Analysis Section: 
the Recognition, Exhibits. and Outreach Section; and the History Section. 

(U) Objectives 

( U) The overall objective of this inspection is to evaluate the efficiency and effectiveness 
of the CSNR in providing an analytical and historical perspective in suppon of policy and 
programmatic decisions. Specifically. the inspection will examine the CSNR's effectiveness in 
identifying lessons learned and the distribution and application of these insights on current and 
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future activities. In addition, we wil1 evaluate the process used to research and write NRO 
histories as well as the process employed for providing a historical perspective to NRO leaders. 

(U) 33. Audit of Contractor Charging/or Business Class Travel (Planned FY 
2010) 

(U) Background 

(SHTKffl~F) The NRO allows contractors, on cost reimbursable contracts. to fly Business 
class when traveling overseas. NRO personnel authorize this activity based on interpretations of 
the Federal Acquisition Regulation (FAR). Joint Travel Regulations (JTR), Joint Federal Travel 
Regulations (JFTR). and the Central Intelligence Agency Act of 1949. For example. the FAR 
requires airfare costs to be reimbursed to contractors for .. lowest customary standard coach or 
equivalent airfare offered during normal business hours ... " There are six exceptions to this 
general rule, one of which is most commonly used as the basis for authorizing business class 
travel: "excessively prolong travel.'' This exception is meant to allow for business class travel if 
the wait time for the next available coach class flight is excessive. However, NRO personnel 
interpret this exception as excess travel time between origin and destination points (i.e. excess of 
14 hours}. 

(U) Objective 

(U//..EOt161The objective of this audit is to determine what policies and procedures are 
being used by the NRO for contractor airfare reimbursement and whether those policies and 
procedures are in accordance with laws and regulations. 
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(U) CONTRACTING 

Corporatl! Business Process Linll: 

• Establishes overarching corporate contract policy and 
describes the various procurement authorities the NRO 
is authorized to employ and how they are used. 

• Def mes the role of the NRO Acquisition Manual 
(NAM) and references it for specific processes, 
procedures, and guidelines. 

F12-01030oo,3 

This chart is UNCLASSIFIED J 
(lf) 34. Audit of National Recon11aissance Office Contract Advisory and 
Assistance Services (Ongoing) 

(U) Background 

(U) Contract Advisory and Assistance Services (CAAS) and Systems Engineering and 
Technical Assistance (SETA) refer to services provided under contract by commercial sources to 
support or improve organizationaJ policy development; decision-making; management and 
administration; program and/or project management and administration; and research and 
development activities. The NRO traditionally relies on CAAS due to the relatively small 
complement of government personnel and the many criticaJ missions and technical and security 
requirements of the NRO. The Federal Acquisition Regulation (FAR). the NRO Acquisition 
Manual (NAM), and NRO Directives provide policy and direction to ensure that contracting 
officers and contracting officer technical representatives properly acquire, track, report, and 
manage CAAS. The FAR also prescribes policies and procedures to ensure that inherently 
governmental functions are not performed by contractors. 

(U) Objective 

(U) The overall objective of this audit is to determine whether the NRO is efficiently and 
effectively using CAAS and Systems Engineering and Technical Assistance resources to meet its 
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m1ss1on. Specifically, the audit will focus on the NRO structure of authorities. roles and 
responsibilities. requirements definition. and policies and procedures for monitoring and 
controlling CAAS/SET A. 

(U) 35. Audit of the NRO Acquisition Strategies (Planned 2nd Quarter FY 2009) 

(U) Background 

(U//FOUO) The goal of a well-planned procurement is to acquire products and services 
that provide the best value for the Government while fully complying with applicable laws and 
regulations. Federal agencies can choose among numerous contract types to acquire products 
and services. In recent years. the DoD has moved toward hybrid contracts, including fixed price 
with incentives, to provide improved flexibility, control, and influence of contractor actions to 
gain the most favorable performance. 

s to se ect acquisition strategies 
influence on contractor performance. 

(U) Objective 

(U/~ The overall objective of the audit is to determine whether the NRO has 
developed and tailored corporate acquisition strategies to parallel the NRO transformation and 
current industry environment. Specifically. the audit will assess the current authorities, roles and 
responsibilities. and the effectiveness of acquisition strategies for planning and executing 
procurements through its lifecycle. 

(VP.Ji:9lJ8; 36. Attestation of the NRO Contractor Organization Conflict of 
Interest and Personal Conflict of Interest Policy (Planned FY 2010) 

(U) Background 

(I IflfQUotContractors may have an organizational conflict of interest (OCI) if. because 
of other activities or relationships, they have unequal access to infonnation, are competing under 
biased ground rules, or have impaired objectivity in performing contract requirements. An 
individual support contractor may have a personal conflict of interest (PCI) when he/she is in a 
position to materially influence government recommendations and/or decisions. 

( U/..t.li8tt0f Proposed Congressional legislation, the NRO Enterprise Transformation. and 
changes in contractor business relationships have increased the NRO' s vulnerability to OCI and 
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PCI situations. The NRO senior management has requested that the OIG examine proposed OCI 
and PCI controls and express an opinion based on conformity with legislation and policy. 

(U) Objtttive 

(U/~ The overall objective of the attestation is to determine whether the NRO 
conducted a thorough analysis ofNRO OCI and PCI controls. risks. and activities. and whether 
the proposed policy and procedures are consistent with current and proposed legislation. 
Additionally. the attestation will review the policies. procedures. and best practices from similar 
organizations and agencies to determine their relative application to the NRO. 

(V) 37. Audit of Selected Contract Termination Procedures (Planned FY 2010) 

(U) Background 

(U) Objective 

(U/~ The objective of this audit is to determine whether the selected NRO contract 
termination activity is properly managed. meets management expectations. and results in the best 
value for the government. 

-1&/RK) -JB. Audit of the System Operations Directorat~ 

(U) Background 
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tSHTKh'NFj The overall audit objective is to assess whether the S 
contract is structured and managed to support the requiremen 
will also assess whether management controls in support of contract c anges were e 
plan to perfonn the audit jointly with the NGA 's Office of lnspector General. 
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(U//li'9f:J6t 39. Audit of the NRO Consolidated Commercial Off-The-Self 
Support Contract (Planned FY 2010) 

(U) Background 

-fS/fflC77NF)The Consolidated Commercial Off.The-Shelf Support Contract is a group of 
four contracts that consolidate contractor IT su rt at Signals Intelligence Systems Acquisition 
Directorate (SJGINT) and IM The consolidation occurred in 2003 and was 
designed to effect contrac e contracts are centrally managed 
out ofNRO Headquarters Therefore. it is critical that the NRO 
has effective managemen a acts are gaining the intended 
efficiencies and cost savings without affecting operational activities. 

(U) Objective 

(tm'fi'OU(JJ fhe overall objective of the audit is to validate the efficiencies and cost 
savings achieved by the implementation of the Consolidated Commercial Off.The-Shelf Support 
contract. 
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(U) HUMAN CAPITAL & TRAINING 

Corporate Business Process Link: 

• Establishes overarching NRO policy governing the 
management of all personnel assigned to the NRO regardless 
of their_ parent organization. 

• Defines the detailed processes and procedures associated with 
each of the multiple personnel management systems 
represented within the NRO and how the NRO integrates 
across those multiple systems to meet its mission needs. 

• Delineates the respective roles and responsibilities of the 
various NRO organizational components and managers 
having equities and responsibilities in this area. 

This chart is UNCLASSIFIED 

(U) 40. Inspection of Strategic Human Resources (Ongoing) 

(U) Background 

F12-0103 Doc::#3 

(U) The NRO was established as a joint enterprise between the Department ·of Defense 
(DoD) and the Central Intelligence Agency (CIA) and is staffed with individuals from the ClA, 
the military departments. and other government agencies and organizations. On 7 June 2006, the 
DN RO and the USAF Chief of Staff signed a Statement of Intent, which addressed personnel 
management. education/training, and disciplinary processes for Air Force personnel assigned to 
the NRO. On 6 September 2007, the DNRO and the Director. CIA signed a Memorandum of 
Agreement addressing the personnel support and relationship between the two organizations. 
The NRO relies on these "parent organizations" to provide technical, engineering, and corporate 
support talent to accomplish its mission. The reliance on "parent organizations" requires the 
NRO to engage with each parent organization to ensure each individual is properly recruited, 
trained, and developed for success. This reliance can also result in the loss of flexibility with 
respect to attracting. developing, and retaining a world-class workforce and can result in 
significant staffmg challenges in areas such as Intelligence Community Joint Duty Assignments, 
military deployments, and Permanent Change of Station restrictions. To address the loss of 
workforce flexibility, the DNRO announced, in July 2008, that the NRO has requested 
consideration of expanded NRO personnel authorities involving a new NRO career service. 
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(U) The overall objective of this inspection is to examine current NRO stafling practices, 
including the identification of impediments to providing the highest quality personnel support to 
the NRO mission. The inspection will also examine the cost-benefit of various staffing options. 
including the establishment of an NRO civilian workforce. The inspection will incorporate 
benchmarking activities with the Director of National Intelligence (DNI) and NGA to identify 
best practices associated with establishing an agency career service. 

(U) 41. Inspection of Government and Contractors Performing the Same 
Function or Performing Inherently Governmental Functions (4th Quarter 1009) 

(U) Background 

(U) Over the last several years, various inspections have noted cenain government and 
contractor personnel performing identical duties. This practice does not comply with federal 
policy. In accordance with the 0MB Circular Number A· 76. Performance of Commercial 
Activities. and the Federal ActMties Inventory Reform (FAIR) Act of /998. inherently 
governmental functions must be performed by government personnel. and commercial activities 
(or non-inherently governmental functions} should be competed to determine the best source to 
perfonn the function (government or private sector). Once an office determines that it is more 
efficient or cost-effective to outsource a commercial activity. the entire function must be 
outsourced. The office cannot use a combination of government and contractor personnel to 
perfonn the function. 

(U/~ Further, in accordance with 0MB Circular A-76 and the FAIR Act, the NRO 
has an annual requirement to submit inventories that categorize their activities. For example, by 
30 June of each year, an agency must submit the following lists to 0MB: (a) an inventory of 
commercial activities performed by government personnel; (b) an inventory of inherently 
governmental activities performed by government personnel; and (c) an inventory summary 
report. 

(U) Objectives 

(U) The overall objective of this inspection is to determine the extent to which the NRO 
is using government personnel in conjunction with commercial outsourced functions. This 
examination will also include an evaluation of ongoing NRO measures to reduce the occurrence 
of government and contractor personnel performing identical duties. In addition, the inspection 
will determine if the NRO is using contractor personnel for inherently government activities. 
Finally. the inspection will evaluate whether the NRO is complying with 0MB Circular A-76 
and the FAIR Act's annual requirement to submit inventories pertaining to commercial activities 
perfonned by government personnel and inherently governmental activities perfonned by 
government personnel. 
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(VJ 42. Inspection of the Management Services and Operations, Administrative 
Support Group, Wellness Center - Employee Assistance Program (FY 2010) 

(U) Background 

(U) The Wellness Center provides an Employee Assistance Program (EAP) which offers 
in-house. confidential counseling and referral services to military, government. and contractor 
personnel. and their families. The services address a wide variety of career. personal. and work 
problems. The EAP also provides consulting services to assist managers to deal with employee 
issues and concerns. licensed Social Workers. Licensed Professional Counselors. Psychologists. 
and an Accredited Financial Counselor provide these services. 

(U) Objectives 

(U) The overall objective of this inspection is to evaluate the efficiency and effectiveness 
of EAP operations and services. We will al'IO examine the marketing of counseling and referral 
services to ensure the military. government, and contractor personnel are aware of available 
guidance for career, personal, or work problems. Our inspection will also include benchmarking 
with similar organizations within the government and industry to identify potential best 
practices. 

(V/LPlH:IO) 43. Audit of NRO Use of Federally Funded Research and 
Development Centers (Planned FY 2010) 

(U) Background 

(U) A Federally Funded Research and Development Center (FFRDC) is intended to meet 
special long-term research or development needs. which cannot be met as effectively by existing 
government or contractor resources. The Federal Acquisition Regulation (FAR), Part 35, 
enables agencies to use private sector resources to accomplish tasks that are integral to the 
mission and operation of the sponsoring agency. The NRO uses FFRDC systems engineering 
experts that are primarily sponsored by and available through the United States Air Force. In 
this role. the NRO applies these experts to achieve continuing advances in national security 
space and space-related systems. FFRDCs are sponsored under a broad charter by the NRO for 
the purpose of perfonning, analyzing, integrating, supporting, and managing basic or applied 
research and development. Because the NRO funds FFRDCs and they are a Congressionally­
limited resource, the NRO should carefully manage FFRDCs to receive the greatest possible 
benefit. 

(U~ Senior NRO officials have expressed concerns that the government reliance 
on FFRDCs has eroded the government expertise to control and monitor the technical 
performance of major acquisition programs. In addition, the Senate Select Committee on 
Intelligence has questioned the NRO use of FFRDC experts to screen acquisition contract 
proposals or modifications. Specifically. the Committee asked whether The Aerospace 
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Corporation could maintain its independence and objectivity when it is so closely associated with 
the NRO. The Committee requested that the NRO OIG review the objectivity of the advice 
being provided by FFRDCs. 

(U) Objective 

(U/.LJi0tfCJ} The objective of this audit is to assess whether the allocation and actual use 
of FFRDC resources at the NRO is in accordance with FAR requirements and provides the 
maximum benefit to the NRO mission. 
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(lJ) INFORMATION TECHNOLOGY & INFORMATION ASSURANCE 

Corportl'U! Business Process Link: 

• Defines and delineates IT within an NRO context and 
differentiates it from mission-related functions. 

• Establishes overarching corporate policy, defines the detailed 
processes and procedures for dealing with IT-related issues, 
and delineates the respective roles and responsibilities of the 
various NRO organizational components and managers 
having equities and responsibilities in this area. 

- This chart is UNCLASSIFlED 

(l]) 44. Audit of the Controls/or Con11ecting to the NRO Contractor Wide Area 
Network (Ongoing) 

(U) Background 
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(U) The objective of this information system audit is to evaluate the security 
environment, system controls. and operational risks affecting system confidentiality. integrity. 
and availability of IT systems at NRO contractor facilities. 

(U) 45. Audit of the NRO Certification and Accreditation Process (Planned 1st 
Quarter FY 2009) 

(U) Background 

(U) Certification and accreditation (C&A) is a comprehensive process to ensure 
implementation of security measures that effectively counter relevant threats and vulnerabilities. 
Director of Central Intelligence Directive (DCID) 6/3, Protecting Sensitive Compartmented 
h!/'ormation within Information Systems, has governed the Intelligence Community (IC) 
certification and accreditation (C&A) process since June 1999. The NRO C&A manual 
describes the process for ensuring that all NRO owned. operated, and sponsored information 
systems meet the C&A criteria established by OCID 6/3 prior to operation. 

(U) A C&A Transformation effort is currently underway across the IC. This C&A 
Transformation was scheduled for completion by September 2008, but may run longer as several 
key policy documents are still being developed by the Office of the DNI and the Committee on 
National Security Systems. Each IC agency has been integrally involved in the C&A 
Transformation, which began in June 2006. Each IC agency has been required to appoint a C&A 
Transition Manager and have been asked to develop a transition strategy. In the near future. the 
IC will begin following new C&A requirements that are based largely upon the National Institute 
of Standards and Technology documents (system security plans, contingency plans. etc.) that the 
rest of the federal government follows. 

(U) Objective 

(U) The overall objective of this audit is to identify opportunities to improve the NRO 
C&A process during implementation of the IC-wide C&A Transformation. 
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(U) 46. and 47. Fiscal Year 1009 and 2010 Independent Evaluations of the NRO 
Compliance with the Federal Information Security Management Act (Planned 
2nd Quarter FY 2009 and FY 2010-Statutory Requirement) 

(U) Background 

(U) The Federal Information Security Management Act (FISMA) was enacted to provide 
a comprehensive framework for ensuring the effectiveness of information security controls over 
infonnation resources that support federal operations and assets. FISMA requires that federal 
agencies develop and maintain an agency-wide information security program and report annually 
to the Director, Office of Management and Budget (0MB), and to the appropriate Congressional 
Oversight Committees on the adequacy and effectiveness of their infonnation security policies, 
procedures, and practices. The Act also requires an annual independent evaluation of each 
federal agency's infonnation security program and practices. 0MB provides annual FISMA 
reporting instructions for agency Cf Os and IGs to use while perfonning these assessments. 
Within the Intelligence Community (IC), each OIG is responsible for conducting the independent 
evaluation required by the FISMA statute and providing its evaluation to the Associate Director 
of National Intelligence and the Chief Information Officer for consolidated reporting to 0MB. 
The NRO O(G FISMA evaluation is a year-round effort that incorporates the monitoring ofNRO 
infonnation technology initiatives. and audits of related infonnation technology functional areas 
and systems that contribute to the overall annual evaluation. The independent public accounting 
finn of Pricewaterhouse Coopers will assist the OIG in conducting these evaluations beginning 
in FY 2009. 

(U) Objective 

(U) The objective of these legislatively mandated annual evaluations is to provide an 
independent assessment of the NRO compliance with the requirements set forth under FISMA 
and the 0MB guidance that implements it. 

(U) 48. Audit of the Management of Information System Privileged Users 
(Planned 3rd Quarter FY 2009) 

(U) Background 

(U) Privileged users are infonnation system (IS) users. such as network and system 
administrators, who have IS permissions and authorities to access restricted data and system 
functions to manage, operate. maintain. and secure NRO information systems. Privileged users 
are government and contractor personnel who can control or change system information and 
functionality. including access controls, security features. system logs. and audit policies. 
Privileged users present an inherent risk to information assurance because of the IS permissions 
and authorities granted them to perform their work. 
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(U) Objective 

(U) The overall objective is to detennine and evaluate the procedures and controls 
implemented to manage privileged user functions, actions. and access to infonnation systems and 
data. 

(V) 49. Audit of Incident Response and Detection (Planned Jrd Quarter FY 
2009) 

(U) Background 

(U/tFet:10fFederal Infonnation Security Management Act (FISMA) of 2002. was 
enacted to provide a comprehensive framework for ensuring the effectiveness of information 
security controls over information resources that support Federal operations and assets. FISMA 
requires that agencies develop "procedures for detecting, reporting, and responding to security 
incidents. consistent with standards and guidelines issued pursuant to section 3546(b), including 
(A) mitigating risks associated with such incidents before substantial damage is done: (B) 
notifying and consulting with the Federal infonnation security incident center referred to in 
section 3546: and (C) notifying and consulting with, as appropriate. law enforcement agencies 
and relevant Offices of Inspectors General. National Reconnaissance Office (NRO) Directive 
61-8 establishes the NRO Information Assurance (IA) Program (IAP) and the associated IA roles 
and responsibilities. The NRO IAP contains the overall IA guidelines, practices and procedures. 
implementation. enforcement. and accountability to control and ensure IA. NRO Instruction 61-
8-4. which implements NROD 61-8, establishes uniform procedures to investigate, track. and 
report cyber incidents. 

(U) Objective 

(Ultoot:f(S')Tbe overall objective of this audit is to assess the effectiveness of the NRO 
Incident Detection and Response process. and determine how the agency provides for the 
restoration of information and information systems by incorporating protection. detection, and 
reaction capabilities. Specifically, we will assess the effectiveness of incident detection and 
response capabilities within the NRO, to include an evaluation of the policies and procedures. 
tools. training and resources. 
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(U) 50. Audit of the NRO Cyber Initiative (Planned 4th Quarter FY 2009) 

(U) Background 

( UHf'OUO) National Security Presidential Directive-54/Homeland Security Presidential 
Directive-23 (NSPD-54/HSPD-23) establishes the United States policy, strategy, guidelines, and 
implementation actions required to secure cyberspace. These directives include a 
"Comprehensive National Cybersecurity Initiative" (CNCI) that presents the 12 key 
cybersccurity initiatives for the Federal Government. The initiative directs the Director of 
National Intelligence (DNI). in coordination with the Secretaries of Defense and Homeland 
Security and the Attorney Genera], to develop a detailed plan. The plan includes standard 
operating and notification procedures that connect a specified set of Federal Cyber Centers to 
enhance situational awareness. Collectively, these Cyber Centers perform or facilitate aspects of 
Computer Network Defense: Computer Network Attack: Computer Network Exploitation; and 
Cyber Threat (i.e .• counterterrorism, counterintelligence and criminality) Investigations and 
Operations (CTIO). 

{UMfi'OUO, Pursuant to the mission objectives of the CNCI. these Cyber Centers must 
work together sharing situational awareness information to enable a collaborative operational 
response to cyber-security events across Federal Government systems. including the National 
Security Systems (NSS). Additionally. to address increasingly sophisticated cyber threats, the 
Federal Government must establish a common cyber information environment to enable the 
development and promulgation of a national cyber common operating picture (COP). 

(U) Objective 

(U) 51. Special Review of the Role and Function of the C/0 (Planned FY 1010) 

(U) Background 

(U,l,IFOU01 The OlG performed an audit of the Office of the CJO (OCIO) in FY 2000 to 
determine compliance with the Clinger-Cohen Act (CCA). The CCA (originally issued as the 
[nfonnation Technology Management Reform Act of 1996) required 23 Executive Level agency 
heads, including the DoD. to establish enterprise-wide processes for fT capital planning and 
investment control, IT acquisitions and IT architectures, and to appoint a CJO that would assist 
the agency head with the Act's implementation. Executive Order 13011, dated 17 July 1996 
extended this requirement to five additional agencies, including the CIA. Although the 
DDNROIDNRO had assigned an NRO CIO as early as 18 December 1996. it was not until 
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6 January 1998 that the CIO Chanerwas issued as NRO Directive 61-4 thus providing the NRO 
CIO position with the authority and accountability to manage NRO information resources 
consistent with the CCA. This charter also provided the CIO with an IA role by appointing the 
CIO as the Designated Accreditation Authority (DAA) for all NRO information systems. The 
DAA is tasked with authorizing use of agency information systems and mitigating or accepting 
risks associated with such use. The recent Information Assurance audit and FISMA evaluations 
continue to identify weaknesses in the slnlcture. policies. and overall effectiveness of the CIO's 
office. The CIO has not been organizationalJy placed where the office can be the most effective 
and provide the DNRO the most impact on securing NRO networks. 

(U//ii0t:fOTBeginning in early 2008. the NRO Office of the CIO was restructured as part 
of the ongoing NRO-wide transformation. A DNRO memorandum of instruction was issued to 
empower the CIO, the office was re-staffed with senior-level officials. and the office was 
deemed a mission enabling organization reporting directly to the DNRO. The DNRO has stated 
that the establishment of an expanded enterprise-level Office of the CIO is "crucial to the success 
of this transformation." 

(U/~ The FY 2000 audit found that the CIO is responsible for managing NRO 
information resources by developing capital planning and investment strategies and by 
overseeing the acquisition activities for IT, but it has not done so. For example, the CIO did not 
review the NRO planned IT investments prior to their incorporation in the Congressional Budget 
Justification Book. Also. the NRO Deputy Director, Business Plans and Operations. has not 
implemented a system of accounts that track IT expenditures designed to assist the CIO in 
performing capital planning and investment control. Therefore, the NRO did not know what it 
spent on IT. and the CIO could not advise the DNRO on the most efficient and effective use of 
IT investments. The Cf O agreed that it has little influence on budget or acquisition decisions. 
Without adequate resources and senior management support and commitment to the mission, the 
CIO cannot provide the NRO with IT strategic direction and oversight. 

(U//EQJ.J9r0espite follow-up actions by the OIG, CIO, and NRO management. the NRO 
has been unable to close the recommendations made in the FY 2000 audit as they relate to 
compliance with the Clinger-Cohen Act. The ongoing transformation and realignment of the 
OCJO offers the opportunity to address these matters, with our follow-up of the role and function 
oftheOCIO. 

(U) Objective 

(U/.LE.OY01 The objectives of this review are to (I) detennine whether the otlice of the 
CIO has the authorities, responsibilities, and resources necessary to carry out its mission; (2) 
evaluate adherence to applicable regulations, statutes, standards, polices and procedures; and (3) 
to determine if corrective actions have been implemented for the weaknesses identified during 
FY 2000 audit. 
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(V) 52. Audit of Super 2 (Privacy, Protection in IT Systems) (Planned FY 2010) 

(U) Background 

(U) Objective 

(U/~The overall objective of this audit is to review the information technology 
(IT) acquisition process for upgrading Super2. Specifically. we will determine whether security 
requirements were defined and considered during the selection of the delivery method. 

(U) 53. Audit of NRO Portfolio Management and IT Investment Oversight 
(Planned FY 1010) 

(U) Background 

(U) The Clinger-Cohen Act (CC A) requires federal agencies to establish enterprise-wide 
processes for IT capital planning and investment control (CPIC). This process is designed to 
provide a structured, integrated. and disciplined approach to planning and managing [T 

investments. Currently. the Directorates and Offices (Os and Os) have their own IT capital 
planning and investment budgets. of which the CIO has no oversight. This violates the Clinger­
Cohen Act and prevents the CIO from leveraging resources and acquiring IT products at the best 
possible price. 

(U) The CPIC process is used to leverage governance processes and boards to facilitate 
[T investment decisions prior to program budget submission. CPIC allows the NRO to develop a 
comprehensive, prioritized funding strategy for IT investments that suppon the NRO lT strategy 
and the NRO IT enterprise architecture. CPIC also provides oversight over the selection, 
acquisition. and operation of IT investments. Full implementation of the NRO CPIC process 
depends on future funding of portfolio management tools and completion ofNRO Instruction 61-
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7-1 to fonnalize the NRO IT governance board reviews of major IT acquisitions and business 
cases. Despite these efforts. it remains uncertain whether the NRO CPIC efforts will ultimately 
provide the NRO CIO with the authority and accountability for managing NRO infonnation 
resources consistent with the CCA. 

(U) Objective 

(U) The overall objective of this audit is to detennine whether the NRO CPIC process 
provides an effective, efficient, corporate means for the acquisition and procurement of IT. The 
audit will assess whether the CPIC process has effective controls in place to ensure that IT 
acquisitions and procurements 

• support NRO mission and business needs; 
• do not duplicate existing functionality: 
• provide new technology that has corporate utility: 
• support the corporate IT architecture and is interoperable with other NRO systems 

and equipment; 
• effectively replace existing NRO legacy systems and equipment; 
• meet functionality. schedule. and funding requirements; and 
• include adequate funding and resources to cover life-cycle operations and 

maintenance costs. 

(U) 54. Audit of NRO Enterprise Software Acquisition and License Management 
(Planned FY 1010) 

(U) Background 

(U) The NRO can procure and obtain infonnation technology (IT) hardware and software 
through several contracting mechanisms, such as the government purchase card, and NRO 
directorate specialty contracts. The benefit of having a variety of mechanisms is the convenience 
it provides to the purchaser. However, this purchasing model may result in potential loss of 
accountability and inventory control, redundant or unnecessary sotlware licensing, and a failure 
to realize savings from large-scale purchases. 

(U) Objective 

(U) The overall objectives of the audit are to detennine whether NRO IT software 
procurement practices are effective and efficient. Specifically, the audit will assess whether the 
existing procurement methods have controls to address 

• cost savings for volume purchases; 
• service and licensing agreements; and 
• inventory management and accountability for IT software purchases. 
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(U) 55. Audit of the NRO Information Enterprise Architecture (Planned FY 
2010) 

(U) Background 

(U/iEO-OOJ'The enterprise architecture establishes an organization-wide roadmap for 
achieving mission success through optimizing the interdependencies and interrelationships 
among its core business operations. Enterprise architectures are "blueprints" for systematically 
and comprehensively defining an organization ·s current (baseline) or desired (target) (T 
environment. Enterprise architectures are essential for evolving information systems and 
developing new systems that optimize their mission value. From a strategic framework 
perspective, an enterprise architecture facilitates the NRO development, operation, and 
management of its systems as a single, integrated architecture. For an enterprise architecture to 
be useful and provide business value, it~ development. maintenance, and implementation should 
be managed effectively and supported by software management tools. Without a complete and 
enforced enterprise architecture, business units within the enterprise run the risk of buying and 
building systems that are duplicative, incompatible. and unnecessarily costly to secure. interface, 
and maintain. 

(U) Objective 

(U//F0{JOJ The objective of this audit is to evaluate and detennine the effectiveness of 
NRO-wide efforts to develop. implement. and maintain enterprise information systems 
architecture. including hardware and software development and engineering. 

(U) 56. Audit of NRO Configuration Management and Control (Planned FY 
1010) 

(U) Background 

(U) Configuration management (CM) involves the identification and management of 
security features for all hardware. software, and finnware components of an in.formation system 
at a given point. and systematically controls changes to that configuration during the system's 
tifo cycle. Configuration control involves activities that request, evaluate, approve, disapprove, 
or implement changes to baselined configuration items. Through CM. the composition of a 
system is formally defined and tracked to ensure that unauthorized changes are not introduced. 
An effective configuration management and control policy and associated procedures are 
essential to ensuring adequate consideration of the potential security impact of specific changes 
to an information system. 

(U) Objective 

(U) The overall audit objective is to determine whether the NRO has configuration 
management and control processes in place to ensure that changes to information system 
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resources are authorized. and that systems are configured and operated securely and as intended. 
Specifically, we will asses whether the NRO has 

• effective configuration management policies, plans, and procedures; 
• current configuration identification information; 
• proper authorization. testing. approval, and tracking of all configuration changes; and, 
• routine monitoring of the configuration. 

(U) 57. Audit of Information Technology Change Management and 
Recapitalization (Planned FY 2010) 

(U) Background 

(U) Information Technology (IT) recapitalization is essential to ensuring that an agency's 
IT systems keep pace with current technology. are supported by vendors. and are interoperable 
with other NRO and IC systems. Change management is the set of processes executed within an 
organization's IT architecture to manage enhancements. updates. incrementaJ fixes, and patches 
to production systems. These processes include application code revisions, system upgrades 
(applications. operating systems, databases), and infrastructure changes {servers. cabling. routers, 
firewalls, etc.). Without adequate control and visibility over IT recapitalization efforts. an 
organization can spend money and effort on unneeded or low-priority changes. while neglecting 
initiatives that are more important. IT changes to one system can disrupt the operations of other 
systems. While such disruptions cost time and money. they can be avoided or mitigated by good 
IT change management practices and IT recapitalization planning. 

(U) Objective 

(U) The objective of this audit is to detennine the effectiveness of the NRO change 
management and IT recapitaJization policies. procedures. and control practices for updates and 
enhancements to IT hardware and software infrastructure. Specifically, the audit will evaJuate 
management procedures that assess the operational baseline; to plan, acquire, test, and deploy 
new equipment and software applications; dispose of obsolete equipment and software: and 
review life-cycle practices for process improvement. 

.. I , , I, I I ( I II I.I J irectorate 
FY 2010) 

(U) Background 

activities. 
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(U) Objective 

objectives of this inspection are to evaluate the efficienc 

(l.lfJP8tl(1) 59. Audit of the NRO Critical Infrastructure Protection (Planned FY 
2010) 

(U) Background 

( U/ t-F6t1'0} The purpose of a critical infrastructure protection strategy is to assure that the 
assets on which an agency relies are available to mobilize, deploy, to command and control, and 
to sustain operations. Personnel must have real-time situational awareness of critical 
infrastructure assets, and have the means to accurately predict changes in the unfolding 
operational environment in time to change operations in anticipation of adverse action and/or 
adverse events. Agencies should identify information assurance and budget requirements in 
anticipation of adverse infrastructure events. 

( U) Objective 

(U//..EOIJ6T"The overall objective of the audit is to detennine whether the NRO has 
established protection measures and situational awareness procedures to eliminate or reduce 
critical infrastructure single points of failure, adjust operations. and identify information 
assurance and budget requirements in anticipation of adverse infrastructure events. 

38 
1.1:CUT.lffALENT KEYHOLIWNOFORN 



NRO APPROVED FOR RELEASE 9/29/2017 
SECUT.tffllLENT-KEVifOLEttNOFORN 

{U) MISSION OPERATIONS 

• Addresses overarching corporate policy governing mission 
ground station operations and defines detailed processes. 
procedures, and reporting requirements intended to ensure 
integrated operations across all systems. 

• Delineates the respective roles and responsibilities of the 
various NRO organizational components having equities and 
responsibilities in this area. 

This chart is UNCLASSIFIED 

(S,~'f'f(J)'REL) 60. Joint Inspection of ti, . 
(Planned 1st Quarter FY 1009) 

(U) Background 
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(U) Objectives 

~The overall objectives of the joint inspection are to evaluateall 
-mission accomplishment, policy and guidance. and command climate. Specific topic 
areas for review include: command topics. intelligence oversight. mission operations, mission 
systems. communications and computer systems. training, resource programs. infrastructure, and 
financial and contracts management. In addition. the senior members of the Joint Inspection 
Team will conduct sensing sessions (group interviews) with various segments of the workforce. 
and conduct separate individual interviews with the site's management team. 

(VJ 61. Jnspection of the COMM Directorate 
(Planned I st Quarter FY 2009) 

(U) Background . 

(U) The mission ofth 
deliver the communic · 

(U) Objectives 

(U) The objectives of this unit inspection are tot I) assess the general organizational 
climate; (2) determine compliance with Jaws, regulations. ~tructions, policies, and 
procedures; (3) determine the efficiency and effectiveness oalllalllln performing its assigned 
mission to include a specific review of acquisition and program management as it applies to 
recent changes in hands-on government involvement and accountability: (4) evaluate various 
suppon functions: and (5) evaluate customer satisfaction. 

(U) Background 
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(U} Objectives 

(U) The objectives o~spection include our standard unit inspection 
protocols: to assess organizational climate; evaluate customer satisfaction; determine compliance 
with applicable procedures, and efficiency and effectiveness in perfonning the mission. In 
addition. various support functions will be evaluated to include contract management and 
oversight. 

(U) Background 

(U) Objective 

(87'f'fK.HR£LJ The audit objective is to detennine whether agreements put in place 
subsequent to the Joint OIG Special Review have been implemented and are achieving the 
desired results. As part of the objective. the audit will reconcile corrective actions taken by 
management with the agreed-to recommendations from the 2005 report. The audit will be 
coordinated with the Office of [nspectors General from the NSA and the NGA. 
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(SIITK,S'R::EL) "64. Joint Inspection ofth 
(Planned 3rd Quarter 09) 

(U) Background 

(U) Objective 

r:: 12 -0103 Ooc#3 

(8NTK/i'ltl!:t:J The overall objectives of the joint inspection are to evaluate policy and 
guidance, mission accomplishment, and command climate. Functional areas for review include 
intelligence oversight. mission operations. training, communications and information technology 
systems, mission systems, resource programs, financial management and contracts. The senior 
OIG members of the inspection team will conduct sensing sessions (group interviews) with 
various segments of the workforce and conduct separate individual interviews with the site 
management te · · · · Jude a separate~ 
~ations hat supports bo~ 

(U) Background 
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(U) The overall objective ofthis inspection is to detennine wheth~s 
efficiently and effectively accomplishing its mission and adhering to appli~~ network 
standards and instructions. This will include an examination of network drawings and 
documentation as well as a review of floor plans and rack layouts. The inspection will also 
review circuit outage records, security and Continuity of Operations (COO~ well as 
service calJ and service request records. Further, the inspection will asses­
organizational climate, customer satisfaction. and support functions such as propeny 
accountability. records management, government card purchases and contract management. 

-

Inspection of the /MINT Directorat 
Planned 4th Quarter FY 2009) 

( U) Background 

(U) Objective 

(S1CfKRREL) The overall objectives are to assess-fticiency and effectiveness 
in performing its mission; detennine compliance with app~rocedures. and evaluate 

ctions such as, contracts, financial management. and security. We will also 
llaboration and customer satisfaction with NGA and artnershi with the 

(U) 67. Inspection of the Chief Operating Officer (Planned FY 2010) 

(U) Background 

(U) The NRO Enterprise Transformation effon led the DNRO to designate a Chief 
Operating Officer (COO) responsible for the end-to-end integration, management. control and 
mission success of the NRO mission-related acquisition and operational activities. The COO 
also represents the NRO Acquisition Executive to outside oversight organizations, reporting 
status of acquisition and operational activities, and represents the DNRO to NRO mission partner 
organizations. 
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(U) Objectives 

(U) This inspection will primarily focus on how well the COO is performing its stated 
purpose. The inspection will also include a review of the lines of authority, process, and 
communication flow between the COO and the NRO components under the COO as well as the 
COO and its customers/partners. 

(U) Background 

(U) Objectives 

(U} This inspection will examine each of the test and evaluation centers. The overall 
objective is to evaluate (1) the effectiveness of mission operations and integration; (2) customer 
satisfaction; (3} the adherence to applicable policies and guidance, as well as the level of 
government oversight; ( 4) support functions such as contract administration, financial 
management, and training; and (5) the organizational climate. focusing on the workload and 
teamwork, among the three centers. 
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.JJl,J,J3,· Inspection of the SIG/NT Directorate, 
_-Planned 2010) 

(U) Background 

(U) Objective 

{U) The objective for this inspection is to detennine if the SIGlN 
its assigned mission and functions efficiently and effectively, and · 
directives, policies, and procedures. This inspection may focus o 

- Specific inspection objectives will be defined at the end o t e pre-mspectmn p ase: 
however. a general focus wilJ include an examination of the organizational climate. customer 
satisfaction. and support functions such as security. contract administration. and financial 
management. 

(VJ 70. Inspection of the /MINT Directorate 
(Planned FY 2010) 

(U) Background 

(U) Objective 

( U) The objective of this inspection is to detennine whether th-s efficiently and 
effectively performing its assigned mission and functions, and in accor ance with applicable 
directives, policies, and procedures. Specific inspection objectives will be defmed at the end of 
the pre-inspection phase: however. a general focus will include an examination of the 
organizational climate. customer satisfaction. and support functions such as security. contract 
administration. and financial management. 
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(Sl1TK/lltEL) 71. Joint Inspection of th 
(Planned FY 10 I OJ 

(U) Background 

(U) Objective 

~e overall objectives are to evaluat licy and guidance. mission 
accomplishment. and command climate. Specific topic view include command 
topics, mission systems and operations. resource management. financial management and 
communications/computers. In addition. the senior members of the Joint Inspection Team will 
examine the organizational climate. conduct sensing sessions (group interviews) with various 
segments of the workforce. and also conduct separate individual interviews with the site's 
managers and employees. 

(CJ) 72. lnspeetion of the NRO System Operations Directorate (Planned FY 
1010) 

(U) Background 

e SO is responsible for the 
m egra e ope ions o mission grou is represents a major shift in the 
organizational makeup of the NRO and emphasizes the importance the NRO places on the future 
integration of IMINT. SIG INT. and measurement and signature intelligence (MASINT) data into 
products that meet the needs of the U.S. intelligence community. The context of this framework 
provides the backdrop for initiatives. designed to enhance the content of the data and information 
the NRO provides to its mission partners and consumers: expands their access to that data; and 
does so in a manner. which meets the customer time requirements. 
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(U) Objective 

( U) The objective for this inspection is to detennine if SO is performing its assigned 
mission and functions efficiently and effectively and in accordance with applicable directives. 
policies, and procedures. Specific inspection objectives will be defined at the e~ 

e SO progress towa~ • • L ~· I • • ; . ! . 1: I._ , ! • . I 

,,·.1,1 ,· luv Directorate, 
FY 2010) 

(U) Background 

activities. 

(U) Objectives 
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(U) NATIONAL RECONNAISSANCE OPERATONS CENTER (NROC) 
OPERATIONS 

CorporaJe Business Proens Link: 

• Addresses overarching corporate policy and defines detailed 
processes and procedures related to continuity of operations, 
space situational awareness. defensive space operations, 
system threat awareness. and system status reporting. 

• Delineates the respective roles and responsibilities of the 
various internal and external components and managers 
having equities and responsibilities in this area. 

This chart is UNCLASSIFIED 

(U) 74. Inspection of the National Reconnaissance Operations Center 

(U) Background 

(U) Objective 

(U) The overall inspection objectives are to ev luate the NROC com 
rocedures, the etlicienc and effectiveness of it 
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(U) OVERSIGHT 

• Oversight p~ enable independent oversight and 
reporting and equal employment opponunity for civilian and 
military personnel within the NRO by ensuring awareness 
and compliance with applicable laws and policies. 

F 12-0103 OodJJ 

• These processes are legal review and advisory services; 
ethics; audits, inspections. and investigations; waste. fraud, 
and abuse prevention and detection; and equal opportunity 
compliance, Alternative Dispute Resolution. mediation, 
informal and formal grievance processing, counseling, 
management advisory services, diversity program 
management. and reasonable accommodations. 

~ This chart is UNCLASSIFIED ~ 
(U) 75. Follow-Up Inspection of the Office of Equal Employment Opportunity 
and Diversity Management (2nd Quarter, FY 2009) 

(U) Background 

(U) In January 2008, the OIG completed an inspection of the Office of Equal 
Employment Opportunity and Diversity Management (OEEO&DM). The inspection found 
signHicant deficiencies within the OEEO&DM organization and concluded that a formal OIG 
follow-up inspection should be performed to evaluate whether the OEEO&DM has established 
an executable plan and is making significant progress on the corrective actions agreed-upon. 

(U) Objectives 

(U) This follow-up inspection will assess the corrective actions taken by OEEO&DM to 
remedy the deficiencies identified in the January 2008 inspection, and determine whether a work 
environment with fair and equitable treatment of employees has been established. 
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(U)PROPERTYMANAGEMENT 

Corporate Business Procet;;s Link: 

• Establishes overarching corporate policy for handling 
accountable property and defines detailed processes and 
procedures with which all components must comply. 

• Addresses life cycle property handling from initial from 
initial receipt through final disposal. 

• Delineates the respective roles and responsibilities of 
the various NRO organizational components having 
equities and responsibilities in this area . 

• .. This chart is UNCLASSIFIED 

F12-0103 Doc#3 

(S,V/'XlltlEL) 76. Audit of Management Controls for Accountable Property at the 
Aerospace Data Facility-Colorado (Planned 1st Quarter FY 2009) 

(U) Background 

(S.1/TKd ltl!:CJ The property of the NRO represents a mission essential capital asset that 
must be maintained, protected, controlled, and used and disposed of in the most efficient and 
effective manner. Mission essential property must be readily available to meet mission 
objectives. All NRO ersoonel are res onsibl for th J;t si a l rot t"on of t_)Vemment-owned 
pr peny. 

(U) Objective 

(S{CTK/llUiL) The objective of the audit is be to evaluate whether the NRO system of 
internal property accountability at ADF-Colorado provides reasonable assurance that internal 
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controls are in place and perfonning as intended. This audit will also assess site propeny 
accountability and valuation complicity with the System Operations Directorate strategic 
direction and the NRO corporate control processes. 

(U) 77. Inspection of Laptop Computers and Portable Electronic Devices (3rd 
Quarter FY 2009) 

(U) Background 

(U) Over the last several years. audit, inspection, and investigation results have 
highlighted the need for stronger controls over laptop computers. Specific deficiencies included 
missing laptops, the absence of Reports of Survey supporting proper disposal or investigative 
action. a lack of hand receipts documenting possession, and inaccurate or omitted data in the 
SAP Asset Management Module or SAP Portable Electronic Devices (PED) Registration 
Database Module. There are also increased security risks associated with the technological 
advancements in the capabilities of other PED products. These include Personal Digital 
Assistants. pocket personal computers, palmtops, Media Players. cellular telephones, PEDs with 
cellular phone capability, and pagers. 

(U) Objectives 

(U) The overall objective of this inspection is to perform an enterprise wide review of the 
controls on laptop and other PED products to ensure proper accountability and adherence to 
NROD 50-IOa. Portable Electronic Devic:es. With respect to laptops. the specific inspection 
objectives include a review of procedures to safeguard laptops from loss. theft. damage or 
misuse: system controls to ensure complete and accurate output consistent with the SAP Asset 
Management Module or SAP PED Registration Database Module objectives: and inventory 
management controls to ensure that recorded laptop inventory accurately matches the actual 
physical inventory. With respect to other PED products, our inspection will include an 
evaluation of conformance with mitigation measures and compliance with various security 
requirements to include proper registration with the resident Information Systems Security 
Officer. 
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(UJ RECORDS MANAGEMENT 

Corporate Business Process Link: 

• Establishes overarching corporate policy and 
defines detailed processes and procedures related to 
corporate file standards, archive requirements, 
FOIA requests, and declassification activities. 

• Delineates the respective roles and responsibilities 
of the various NRO organizational components 
having equities and responsibilities in this area. 

This chart is UNCLASSIFIED 

F12-0103 Doc#3 

(U) There are no separate OIG projects scheduled in the area of Records Management. 
Rather. since our 2003 Inspection of the Records and [nfonnation Management Centers (Project 
Number 2003-009N), we have incorporated a records/information management review as pan of 
our standard methodology for conducting all unit inspections. · 

52 
Sli:CR.11:T'ffALi:~T K~YHOLIS#NOFORN 



(U) SECURITY & COUNTERINTELLIGENCE 

Corporate Business Process Li11k: 

• Addresses overarching corporate policy and defines detailed 
processes and procedures for protecting NRO personnel. 
facilities, and information. 

• Delineates respective roles and responsibilities of the various 
NRO organizational components having equities and 
responsibilities in th.is area. 

F12-0103 DoaS3 

' i 
This chart is UNCLASSIFIED J 

(U/!.Ji:9tf0[ 78. Audit of NRO Personnel Security Reinvestigations of Contractor 
Employees (3rd Quarter FY 2009) 

(U) Background 

(U) The Office of Security and Counterintelligence (OS&CI) Personnel Security Division 
(PSD) manages the overall NRO personnel security program for both government and contractor 
employees. This includes performing background investigations. administering the N RO 
polygraph program and performing investigative and adjudicative requirements for both initial 
and periodic reinvestigations of government and contractor employees. OS&CI PSD also has 
several contract psychiatrists and psychologists available in locations throughout the United 
States to assist with evaluations and assessments of personnel security issues. 

(U//.EOYe) Recent OIG notifications. as well as data gathered from PSD indicate a 
developing trend for NRO contractors to maintain the active security clearances of employees 
who are no longer supporting NRO projects. .Active security clearances make employees more 
valuable because they can be bid on other contracts as fully cleared personnel This raised 
concerns that the NRO clearance process is being misused. and that the NRO may be expending 
valuable time and money on re-processing contractor employees who no longer require NRO 
sponsorship. 
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(Ul~lthough this information is limited, it has raised the concern that it is 
becoming a common practice for NRO contractors to keep employees in a briefed status long 
after their work on NRO contracts has ceased. If true, this would constitute an abuse ofNRO­
sponsored security clearances and an unnecessary expenditure of NRO funds performing 
reinvestigations on contractor employees who no longer require access to classified NRO 
infonnation. 

(U) Objective 

(UttrettO'fTbe overall objective of the audit is to determine whether ( l) NRO 
contractors are maintaining a cadre of cleared employees and processing them for reinvestigation 
when they no longer require access to NRO classified data: and (2) the amount of funds 
ex.pended by the NRO to support the reinvestigations. 

(U) 79. Inspection of the Office of Security and Counterintelligence, Program 
Security 0/flcers (FY 2010) 

(U) Background 

(U) The Office of Security and Counterintelligence (0S&Cl) places program security 
officers (PSOs) in the various Directorates and Offices to manage security for their respective 
programs and operations. PSOs provide contract, program. and personnel security s 

· · • nl"l'l.,.ntlu • • 

(U) Objectives 

(U) The overall objective of this inspection is to determine whether the PSOs are 
consistently complying with contract security regulations, PSO manual requirements, and special 
program guidance. The inspection will also include an examination of incident reporting, 
support to competitive source selection. and/or program protection plan preparation and 
coordination. Further. we will examine customer support and the application of consistent 
security policy across the NRO. 
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(lf) STRA TEGJC COMMUNICA TIONS 

Corporall! Business Process Li11A: 

• Addresses overarching corporate policy and defines detailed 
processes and procedures for managing legislative liaison, 
external media contacts. and internal corporate 
communication activities. 

• Addresses processes to ensure the NRO bas a consistent, 
coordinated, and focused message . 

• This chart is UNCLASSIFIED 

• 

(U) There are no separate OIG projects scheduled in the area of Strategic 
Communications. 

55 
Sli:CR~TlffAbi:NT KEYHOLEfi'NOFORN 

F12-0103 Doc#3 



(U) Background 

(U) Objectives 

(U) SYSTEMS ENGINEERING 

Corporate Business Process Link: 

• Establishes overarching corporate policy and the minimum 
System Engineering standards with which all components 
conducting any type of development activity must comply. 

This chart is UNCLASSIFIED 

tire Ground Enterprise .Directorate 
.(Planned FY 20 J 0) 

F12-0103 Dod3 

(U//EOO'O}' The inspection team will detennine the specific scope and o· · · s after the 
pre-inspection. The overall objectives are to verify the progress and direction o ince the 
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NRO Enterprise Transfonnation. assellJll&.irocess and procedural documentation. and the 
coordination and relationship betweer-.vith the ground stations. 

(UIIJi:fJt:10} 81. Audit of the Systems E11gineering and Information Technology 
Engineering Functions (Planned FY 2010) 

(U) Background 

( U) Systems and information technology engineering functions are critical to the success 
of National Reconnaissance Organization (NRO) acquisitions and operations. Systems 
Engineering (SE), in coordination with the Chief Information Officer (CIO), is responsible for 
ensuring end-to~end mission success from an enterprise lifecycle perspective by providing 
systems engineering support to NRO directorates and overseeing, guiding, and directing the 
professional development and certification of NRO systems engineers. To accomplish these 
tasks. systems engineering resources are centrally managed within SE and embedded throughout 
the NRO system program otlicers where they take daily direction from the managers they 
support. Monitoring and controlling activities that identify roles and responsibilities have been 
established for systems engineers. However, policies and procedures that allow for the 
assignment and development of engineers with individual and group competencies to enhance 
project performance are still developing. The development of policies and procedures has been 
done to a lesser extent for information technology engineers within the NRO. 

(U) The DNRO recently acknowledged that acquisition refonns of the 1990s devalued 
the skills of an experienced cadre of space acquisition specialists and that the NRO needs to 
enhance its training programs and establish new certification standards as part of efforts to 

develop its workforce, including the systems engineering function. 

(U) Objective 

(U) The overall objective of the audit will be to detennine whether the systems and 
information technology engineering functions are structured and managed to support the end-to­
end acquisition process. The audit will also assess the C;i(tent to which controls exist to monitor 
the development of systems and information technology engineers in their positions to ensure 
they can effectively coordinate, integrate, and implement decisions to enhance project 
performance. 
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(U) USER ENGAGEMENT 

Corporate Business Process Link: 

• 

• 

Establishes overarching corporate policy and defines detailed 
processes and procedures for supporting user needs in the 
field, identifying user requirements, and feeding this 
infonnation back to the appropriate components within the 
NRO that can act on it. The intent il to maximize the 
intelligence value of existing systems and ensure future 
systems are as responsive to user needs. 

Delineates the respective roles and responsibilities of the 
various NRO organizational components that have equities 
and responsibilities in this area. 

This chart is UNCLASSIFIED 

F12-0103 Docl3 

(U) There are no separate projects for User Engagement in the FY 2009/20 IO plan. A 
report on the Inspection ofNRO's User Engagement Activity was issued in October 2009. 
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(U) INTEGRJTY 

f 

Corporate Business Process Link: 

OIG Continuous Improvement 

This section describes 0/G efforts designed to promote 
integrity within NRO programs. activities, and procurement. 

This chart is UNCLASSIFIED 

• 

(l}) Introduction 

F12-0103 Oocl3 

(U//F~ e NRO's strategic framework requires the highest personal integrity of 
both government and contractor employees. Accordingly, integrity needs to be reflected in all of 
our actions. whether within the organization or with our intelligence community partners. It is 
the responsibility of every employee to adhere to the NRO standards of integrity and ethical 
behavior, and to its policies and procedures. A commitment to the highest standards of ethical 
conduct is fundamental to the success of the NRO. 

(U) 0/G Investigations (Ongoing) 

(U/ !ED' JQt The OIG efforts for ensuring individual accountability for serious breaches 
of integrity is the primary responsibility of the investigation staff. These efforts investigate 
allegations of crime and other serious misconduct, by both the NRO workforce and by 
employees of companies under contract to the NRO. These OIG investigations ensure individual 
accountability and that the NRO is reimbursed on those occasions when it has been harmed by 
the malicious actions of an employee or company. Further, investigations provide senior 
managers with actionable information on critical administrative issues identified during the 
investigation that can further protect the NRO from future harm. 

(U/~ egular communications to the NRO population. such as Messages from the 
IG and educational videos, ensure employee awareness of schemes and incidents that adversely 
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effect NRO programs. These communications have a strong deterrent and prevention effect 
Additionally, investigators continue to perf onn monthly liaison visits with strategic mission 
partners who are in positions to best observe indicators of frauds affecting NRO contracts. This 
focused liaison effort allows investigators to develop better sources of information from both 
government and contractor employees who can provide the infonnation confidentially. 

(U) Office of Inspector General Procurement Fraud Initiative (011going) 

(U) The NRO OIG's Procurement Fraud Initiative (PFI) Program continues to be touted 
as a "best practice" throughout the lG community. We constantly strive to identify iMovative 
ways to protect the NRO's procurement process against fraud and promote an organizational 
culture that encourages ethical conduct and compliance with the law. The PFI program relies on 
its multifaceted approach (chart below), which provides the OIG staff. as well as the entire NRO 
enterprise. with educational and awareness training, conducts research and analysis of existing 
databases, and establishes new or reinforces existing partnerships with external government 
agencies and private industry. Recently, however, the PFI Program proposed multiple initiatives 
which will significantly contribute to the depth and breadth of the anti-fraud program. 
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Analysis 

• 

Anti-Fraud Training of 
OIG Staff and 
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( U) Anti-Fraud Training of OIG Staff and the NRO Workforce 

(U) In addition to providing fraud detection and prevention training to OJG members via 
new employee PFI Introduction Sessions, weekly Senior Staff Meetings. monthly PFI awareness 
briefings, and All Hands anti-fraud presentations. OIG management ensures that formal 
procurement fraud training is included in each staff member's individual development plan. We 
also enthusiastically encourage staff members to obtain professional certification with the 
Association of Certified Fraud Examiners. 

(U) A recent development, which has already paid dividends. is the designation of PFI 
Coordinators in each of the OlG staffs (Audit, Inspections, Investigations. and OIG Management 
Services). As augmentees to the PFI Program Manager, the coordinators are tasked on a part­
time basis with specific roles and responsibilities which strengthen the anti-fraud education of 
the NRO workforce to detect and repon potential indicators of fraud. 

(U) The recommendations of our first 2007 OJG Ethics Survey. conducted NRO-wide, 
are now being implemented. The OIG has become a co-instructor with the Office of General 
Counsel, in the 2008 Annual Ethics training. Based on an OIG recommendation, this training is 
now required for all NRO government employees and includes a new OIG fraud awareness 
segment designed to heighten attention of the workforce to prevent fraud, waste and abuse. and 
ensure the proper use of taxpayer resources. 

(U) The OIG continues to focus attention on improving the ability of the NRO workforce 
to identify the ··Red Flags" of procurement fraud through a variety of enterprise-wide training 
venues. Our office continues to sponsor an NRO Case Studies Course. addressing common 
procurement fraud indicators. This course is offered quarterly through the Acquisition Center of 
Excellence. We also provide tailored briefings to offices that are most likely to observe 
indicators of fraud; publish articles in the NRO RECON newsletter and monthly .. Messages from 
the IG": and have initiated a 12-month electronic digital signage campaign designed to elevate 
procurement fraud awareness in the workforce. 

(U) Proactive Forensic Analysis 

( U) In addition to incorporating NRO-specific procurement fraud vulnerability 
assessment questions and detection steps in our audits and inspections. we wiJI be initiating a 
formal forensic program for FY 2009. This program. which enhances our current detection and 
investigative procurement fraud capabilities. includes identifying procurement fraud indicators 
through acquisition risk analysis and financial system digital analysis queries using software 
tools such as A CL and Be,rford :f Law Theorem. 
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( U) Enhancecl Partnerships 

(U) We maintain an effective NRO procurement fraud referral program with regular 
interaction with the IG community, government agencies. and law enforcement through 
government-wide procurement fraud working groups and the Department of Justice (DOJ) 
National Procurement Fraud Task Force (NPFTF). In each of the last three calendar years. we 
have hosted an annual OIG Ethics and Compliance Officers Conference, which bas continued to 
grow interest because of its agenda of relevant topics and subject matter experts. We will taJce a 
different approach next year by hosting a biennial workshop between OIG members and key 
representatives of NRO mission partners (ethics and compliance officers). This event should 
provide a venue for open discussion of fraud-related trends and encourage the sharing of best 
practices and collaborative efforts. 

(U) As the co-chair of both the Task Force Private Sector Outreach Committee and the 
Contractor Integrity Reporting Committee. the NRO IG, along with other OIG managers, will 
continue to provide resolute leadership to support the Task Force's objectives. On 30 June 2008, 
the President signed the 2008 Defense Supplemental Appropriations Bill. which contained the 
"Close the Contractor Fraud Loophole Act.·· This legislation was inspired by NRO contract 
clause N52.203-001. the NRO Inspector Gcmeru/ t.1nd the NRO Hotline. It directs that the 
Federal Acquisition Regulation be amended to require contractors to notify the government 
whenever they become aware of a material contract overpayment or fraud in connection with the 
award or performance of federal contracts or subcontracts over $5 million. There are no 
exemptions for oversees or commercial-type contracts. 

(U) The Task Force Contractor Integrity Reponing Committee is working on guidance to 
the federal IG community on the protocols for collecting mandatory disclosures from 
contractors. as well as reporting those disclosures to the DOJ. Each agency IG will be asked to 
serve as the focal point for implementing this imponant program, and to work with their 
respective acquisition and legal staffs to ensure that they support the lGs as they execute these 
new responsibilities. 

(U) The IG continues to be actively involved in both the national and local chapters of the 
Association of Inspectors General (AIG). which provides comprehensive training and 
professional certification opportunities in OIG core disciplines. The newly established 
California Chapter of the AIG, lead by the NRO IG as its first President, will be hosting the 
National Association Conference in the Los Angeles area in November 2008. Key speakers 
include the United States Ambassador to the United Nations, the Senior Vice President and 
General Counsel. Lockheed Martin Corpordtion. and the United States Attorney for the Central 
District of California. 
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(U) The National Reconnaissance Office (NRO), Office of Inspector 
General {OIG) Annual Work Plan for Fiscal Years (FY) 2010/ 2011 is 
attached. It provides descriptions and sched ules of planned and 
ongoing audits and inspections for the upcoming two-year period, 
inriluding those audits required by law. The plan also updates the 
actions anticipated as part of our proactive procurement fraud 
prevention and detection efforts. 

(U) We employed last year's work planning process to select those 
topics that would ensure comprehensive oversight of NRO programs and 
operations. In exercising our discretionary authority to select 
topics for our reviews, we reflected concerns and/or challenges 
identified by NRO senior managers and the Congress . We also included 
topics that could benefit from further oversight that came to our 
attention during the course of our FY 2009 audits, inspections, and 
investigations. 

(U) The attached work plan is the OIG roadmap for addressing 
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(U) INTRODUCTION 

(U) The National Reconnaissance Office (NRO), and in tum, its Office of Inspector 
General (OIG), must respond to an increasing level of oversight derived from statutory and 
regulatory requirements; congressional requests; and Director of National Intelligence (DNI) 
data calls and taskings. We designed the OIG W<1rk plan for fiscal years (FY) 2010/201 l to 
respond to and complement these external influences while ensuring that the use of OIG 
resources maximizes our contribution to the NRO mission. 

(U) Our work plan is linked to the NRO Corporate Business Processes. which are as 
follows: Acquisition Management & Mission Assurance. Business Management, Contracting. 
Human Capital & Training. lnforn1ation Technology, Information Assurance. Information 
Management. Mission Operations. National Reconnaissance Operations Support. Oversight. 
Records Management. Security and Counterintelligence, Strategic Communications, Supply 
Chain Management, Systems Engineering Management. and User Engagement. Each project is 
explained through "Background" and '·Objective" paragraphs. and further identified as 
"Ongoing" or "Planned." Proacthe investigative efforts are highlighted in the last section 
entitled Integrity. The projects identified as "ongoing'' were previously included in the "Office 
of Inspector General Work Plan.for Fiscal fours 2009120/0. ·· The planned projects were 
developed through the 010 planning process described above, and will be conducted during 
FY 2010 and FY 2011. 

(lJ) The OIG is required by statute to conduct the following major projects each year: 
Audit q/'the National Reeonnaissance Office Fiscal Year Financial Statements, which is 
undertaken to comply with the Chief Financial Officers Act. and J11depe11dent Evaluation of 
National Recon11aissa11ce Office Compliance with the Federal I1!formation Security Mwragenu!llt 
Act. 

(U) We initiated this year's planning by consulting with NRO leaders. senior managers. 
and key congressional staff. These discussions helped identify specific topics that could benefit 
from an OIG evaluation. This two-year work plan allows for greater scheduling flexibility and 
gives the workforce an advance vi1.,-w of our long-range oversight goals. The latter enables NRO 
officers to better prepare for an OIG independent assessment in their areas of responsibility. 

(U) Working with the JG 

(U) ln the course of conducting our audits and inspections, we are frequently asked to 
explain the difference between our audits and inspections. OIG audits focus on an NRO-wide 
process or specific aspects of a program or issue. whereas OIG inspections are broader in scope 
but focus on a particular NRO unit or topic. Both audits and inspections are conducted in 
accordance with specific governing criteria. We have provided additional information related to 
our audit and inspection process in Appendices A and B. 

(U) To the greatest extent possible. the OIG will conduct its work with minimal 
interruptions to the workforce. The OIG promotes constructive collaboration with the 
auditee/inspectee and makes every effort to keep responsible parties informed throughout the 
audit and inspection process. Knowing that a certain amount oftime will be diverted from the 
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unit"s operations, the OIG strives to perform their inspections in an efficient and effective 
manner in order to minimize the disruption to the organizations daily activities. Nonetheless, 
cooperation of NRO officials is necessary throughout ail phases of the audit or inspection by 
providing honest, complete, and timely information to OIG staff. This may include responding 
to questions posed by the OIG statl; providing access to original records, documents and files; 
preparing infonnation requested by auditors: as well as, facilitating meetings with contract 
personnel who provide support. Sometimes those being audited or inspected remark that the 
auditors or inspectors have a steep learning curve because we ask many questions. It is 
important to note that the audit and inspection process requires that we ask numerous questions 
to confirm our understanding of how the business area or process functions and to test any 
governing controls. 

2 
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(U) ACQUISITION MANAGEMENT & MISSION ASSURANCE 

Corporate Business Process Lilli: 

• Establishes overarching corpol'8te policy and defines detailed 
processes and procedures addressing all aspects and phases of the 
end-to-end acquisition process. 

• Addresses each of the various generic types of acquisitions that are 
executed on a recurring basis within the NRO as well as related 
functions to include independent cost assessments and earned value 
management. 

• Describes and delineates the respective roles and responsibilities of 
the various NRO organizational components and managers having 
equities and responsibilities in this area. 

This chart is UNCLASSIFIED 

(U) 1. Audit of the NRO Requirements Management Process (Ongoi11g) 

(U) Background 

(UitPOOO) The NRO develops acquisition program requirements based on the projected 
requirements of the Intelligence Community (IC), Department of Defense (DoD), and the NRO 
mission partners. Before any acquisition is initiated, the NRO must compile and validate 
requirements that satisfy a specific intelligence need or desired capability. Once the acquisition 
is initiated, the NRO should periodically verify and update the requirements throughout the 
course of the acquisition life cycle. These efforts are the responsibility of the Director, Systems 
Engineering in collaboration with the other Directorates & Offices (Os & Os). The requirements 
verification and validation process, as part of the overall system development life cycle process 
is intended to ensure that an NRO system provides the capability needed by its users. 

( UUI-OUO) In previous years, NRO and DoD leaders have stated that unclear 
requirements have been a problem plaguing some satellite system acquisitions. Furthennore. the 
Senate Select Committee on Intelligence (SSCl) has expressed concern that frequent, and often 
unwarranted, requirement changes cause major challenges in the execution of an acquisition 
contract. The Committee requested that the NRO OIG review how shifting requirements affect 
contract execution and the adequacy ofNRO processes to control requirements changes. 

3 
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(U) Objective 

(U) The overall objective of this audit is to evaluate the etliciency and effectiveness of 
the NRO requirements verification and validation process for major systems acquisition 
programs. Specifically, the audit will assess how well the NRO monitors and controls 
acquisition user requirements and capabilities throughout the system development life cycle 
process. 

(U//FOl/0, 2. Audit of the NRO Source Selection Process (Planned 2nd Quarter 
FY 2010) 

(U) Background 

(U/LE-OU6tThe NRO attempts to apply the federal acquisition process to NRO's specific 
needs in the most effective, economical, and timely manner. Federal policy promotes 
maximizing the use of commercial products and services in meeting government requirements 
through a full and open competiti\:e source selection process. According to the Federal 
Acquisition Regulation (FAR), when the government selects a contractor to provide products or 
perfonn services, the government will use contractors who possess a successful past performance 
record or who demonstrate a current superior ability to perform. 

(UHfOUO) Previous NRO OIG work has found issues with post-award contractor 
perfonnance on several N RO programs that may point to the source selection process. 
These issues raise questions about the source selection decisions. the weighting of past 
perfonnance and relevant experience, discrepancies between should cost and actual costs. 
schedule variances, implementation of new acquisition methodologies, oversight, and 
congressional constraints. These issues indicate that the NRO source selection process may not 
be achieving its overall objective in contractor selection. 

(U) Objective 

( UL.a<OUO) The objective of the audit is to assess whether the source selection process, 
to include the competitive and sole source selection strategies. is achieving its intended purpose 
to select contractors who can best meet mission requirements. 

(U) 3. Case Study of a Compartmented Acquisition (Planned 2nd Quarter FY 
2010) 

(U) Background 

(U/LFOU0)' This case study will review the program management of a compartmented 
Advanced Systems and Technology Directorate (AS&T) program. The successfully managed 
program followed established time honored acquisition management principles. Given previous . 
and current acquisition challenges, the NRO may benefit from learning how this strategy was 
applied. 

4 
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(U) Objective 

(Utlli0t':10}The objective of the case study is to identify and document the acquisition 
management practices that contrihuted to completing the program under budget and ahead of 
schedule. and determining if these strategies can be applied to ongoing and future NRO program 
builds. 

(Sll'f'l(J 4. Audit of th 

( U) Background 

(U) Objective 

cquisition (Planned 2nd Quarter FY 2010) 

(U) 5. Audit of NRO OPersight and Awareness of Contractor Operations 
(Planned 3rd Quarter 2010) 

(U) Background 

(U} The NRO obtains input from a variety of sources pertaining to the business processes 
and practices of contractors supporting NRO programs and operations. Maintaining a high level 
of insight and awareness of contractor performance assists in upholding program integrity. 
NRO contracting officers. contracting officer's technical representative, program managers and 
NRO In-Plant Representatives (NIPRs) are positioned to provide valuable insight into contractor 
operations and performance. Additionally. the Defense Contracts Audit Agency (DC AA). and 
Defense C'ontract Management Agency (OCMA) can be a source to augment Office of Contracts 
staff contract administration with input in areas such as contractor regulatory compliance and 
internal control reliability. 

5 
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(U) The objective of this audit is to detennine the adequacy of NRO oversight to support 
program objectives and effectively administer NRO contracts. 

(U) 6. Audit of Acquisition Strategies (Planned 4th Quarter FY 2010) 

(U) Background 

(U/fFOUOTThe goal of a well-planned procurement is to acquire products and services 
that provide the best value for the government while fully complying with applicable laws and 
regulations. Federal agencies can choose among numerous contract types to acquire products 
and services. In recent years. the DoD has moved toward hybrid contracts, including fixed price 
with incentives, to provide imprO\ed flexibility. control, and influence of contractor actions to 
gain the most favorable performance. 

one contract. the NRO has explored. on a limited scale. the feasibility of alternative acquisition 
strategies to improve its flexibility. control. and influence on contractor performance throughout 
the acquisition life cycle. 

(U) Objective 

(U/tFet:10'5 The objective of this audit is to determine whether the NRO has developed 
and tailored coipOrate acquisition ~'trategies for the current environment. Specifically. the audit 
will assess the effectiveness of acquisition strategies for planning and executing procurements 
through the lifecycle process. 

(U) 7. Audit of the Ground Enterprise Acquisition Process (Planned 4th Quarter 
FY 2010) 

(U) Background 

(U) The DNRO established the Ground Enterprise Directorate (GED) to support the 
development of an integrated NRO ground architecture that provides improved timeliness. 
access, and content to users while reducing costs. To meet these goals, GED plans to ensure that 
all systems comply with common standards that facilitate tasking and data integration~ leverage 
commonalities in existing and developing systems to maximize interoperability; and acquire 
ground systems as an enterprise using best available commercial technologies. 

(U) In addition. the SSCI e.1tpressed interest in the efforts of the NRO to develop 
integrated ground architecture between the NRO and its partners in the IC. 
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(U) Objectives 

( U) The objective of the audit is to determine whether effective management control 
systems are in place to support act1uisition oversight and accountability processes within GED. 

(V) 8. Joint Audit of the KEYSTONE Prografn (Planned FY 2011) 

(U) Background 

(U) KEYSTONE is a Director of National Intelligence (DNI) level initiative to construct 
a world-class collaborative facility for the IC .. The initiative is intended to re-locate a si ·ficant 

rf fth N fonal Security Agency (NSA} and the 
from the Aerospace Data Facility-Co ora o - to a soon-to- 1 t 

mere y ed facility. The DNI directed the NRO to setVe as the acquisition executive for 
this intelligence center. As of October 2009, the NRO had not finalized a facility baseline, in 
pan due to information technology and network architecture challenges inherent with combining 
efforts from multiple agencies. In addition, the DNI bad not provided out-year facility lease and 
Operation & Maintenance (O&M) funds for the continued support of the facility after FY 2015. 
Also. there is no written guidance indicating DNI intended NRO to operate and maintain the 
facility. 

(U) Objectives 

(UJL.EOl.IOt The planned objectives of the audit are to assess KEYSTONE project 
compliance with governing regulations and to determine whether the project can be completed 
and sustained. [n addition. the audit will assess the extent of the resources available to support 
this initiative. 

7 
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(U) BUSINESS MANAGEMENT 

Corportde BusineJS Ptocess Link: 

• Enables effective decision-making, resource planning and 
stewardship. and a teaming orientation that captures and 
analyzes c~t and historical experience to improve NRO 
performance. 

• Encompasses budget fonnulation, justification, and 
execution; financial operations; the study and analysis of 
national reconnaissance for informed decision making and 
preservation of NRO heritage; and NRO governance and 
interagency process compliance, reporting, and analysis. 

• Promotes the efficient, effective, and timely accomplishment 
of the NRO mission 

-.....__ This chan is UNCLASSIFIED 

F12-0103 DocM 

(U) 9. and JO. Audits of NRO Fiscal Years 2010 (Ongoing) and 2011 Financial 
Statements and Resolution (Planned) - Statutory Requirement 

(U) Background 

(U~ ) Under the Chief Financial Officer Act and the Office of Management and 
Budget (0MB) Bulletin 07-04. Audit Requirements for Federal Financial Statements. an audit of 
the NRO financial statements is required to be perfonned by the OJG or by an independent 
public accountant (IPA) as detennined by the OIG. The NRO OIG contracted with 
PricewaterhouseCoopers (PwC), an IPA firm, to conduct audits of the NRO financial statements 
for FY 2008 and FY 2009, with option years through FY 2012. The contract will require the IPA 
to audit in accordance with Generally Accepted Government Auditing Standards and 0MB 
Bulletin 07-04. The OIG will oversee the IPA audit and ensure that it complies with applicable 
quality standards. An audit was completed in FY 2008. resulting in a disclaimer of opinion. 
In FY 2009, the NRO implemented new cost accounting procedures and was reasserting balances 
on the financial statements. 

(U) Objectives 

(U) These audits evaluate the reliability of the data supporting the financial statements; 
determine the accuracy of the statements produced; and ex.amine the adequacy of footnote 
disclosures in accordance with guidance issued by the Federal Accounting Standards Advisory 
Board, 0MB, and other authoritative guidance. The auditors will also review internal controls 
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and compliance with laws and regulations related to the objectives and will follow up on the 
status of prior-year audit findings. The OIG will continue working with NRO management to 
resolve outstanding issues identified during prior financial statement audits. 

(U) I I. Audit of Contract Overpayment Recovery (Ongoing) 

(U) Background 

(U) The DCAA, in coordination with the Defense Financial Accounting Service, 
performed an audit that identified a number of government contract overpayments not recouped. 
These overpayments were mostly due lO incorrect indirect billing rates for interim vouchers. 
Based on the DC AA methodology and findings, we will review NRO contracts to determine the 
recovery of contract overpayments. 

(U) Objective 

( U) The overall objective of the audit is to determine the efficiency and effectiveness of 
the NRO process for identifying and recovering overpayments from contractors over the life of 
the contract. To meet the objective. the auditors will sample active contracts and contracts that 
are currently in the settlement process. The identification and reconciliation of contract 
overpayments will be reviewed for each of the contracts selected. 

(U) 12. Inspection of the Business Plans and Operations, Office of Policy and 
Analysis (Ongoing) 

(U) Background 

(U) The Business Plans and Operations, Office of Policy and Analysis provides an NRO 
policy foundation and serves as the policy advisor to the DNRO and the NRO Program 
Mana ers on intera enc and international issues. The Office of Polic and Anal sis consists of 

e tee o o icy an na ys1s ts a so mtegra to orporate ovemance 
Plan framework. which controls the relationship between the governance processes, governance 
plans. and lines of authority. The timing and scope of this inspection is designed to provide 
management officials with appropriate corrective actions in order to facilitate the potential 
reorganization of this component. 

(U) Objectives 

(U) The overall objectives of this inspection are to evaluate the process used to ensure the 
development, coordination, and issuance of consistent internal policies and procedures across the 
Directorates. Offices. and Missions Ground Stations. This objective also applies to how the 
Office of Policy and Analysis interacts with and engages on national and interagency policies. 
The Inspection will also evaluate the Office of Policy and Analysis' support for the integrated 
governance framework. The inspection team will benchmark with other government agencies 
regarding their policy function. roles, responsibilities and authorities as well as placement of that 
function within their organizations 
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(U) 13. Audit of Impact of I,idependent Cost Estimates (ICE) on Effective 
Program Planning and Exec·ution (Ongoing) 

(U) Background 

(U/Lli0ffl1) The SSCI requested a review of the procedures in place to meet the 
requirements of Section 506A of the National Security Act of 1947. as amended. 
SpecificaHy. the SSCI requested the NRO OIG to assess whether (I) Section 506A has 
exacerbated any tendency to under-fund smaller programs to pay for over-budget and behind­
schedule major acquisitions; and (2) programs not meeting the threshold of a major system are 
having their funding eroded so that major programs can be fully funded to an Independent Cost 
Estimate {ICE). 

(U) Objective 

(U) The overall objective of this audit is to determine whether the NRO's efforts to meet 
legislative requirements to budget at the level supported by an ICE have affected the ability of 
the NRO to fund important programs. including the ground enterprise. and any other critical 
programs not required by law to conduct an ICE. 

fSllTK/lRELJ f d. Audit of NRO Support to Other Agencies at the Aerospace 
Data Facility- Colorado (ongoing) 

(U) Background 

(U) Objective 

tSi'i'TKHREL) The overall objective of the audit is to assess whether support provided by 
the NRO to other Agencies at the ADF-C is in accordance with Federal Law. applicable 
regulations and agreements. and approved NRO practices and procedures. In addition, the audit 
will evaluate whether support agreements are adequately documented and in accordance with 
U.S. Code and other Appropriations Law. 

10 
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(U) I 5. Audit of Budget Execution Processes (Planned 3rd Quarter FY 1010) 

(U) Background 

(U} This is the second in a series of planned audits focusing on the efficiency and 
effectiveness of the NRO budget process. The budget execution processes include procedures 
for funds management as they relate to commitments, obligations. and disbursements. 

(U) Objectives 

(U) The overall objective of this audit is to determine whether the NRO uses sound and 
consistent budget execution practices, with an emphasis on funds management. We will also 
detennine whether NRO policies and procedures follow generally accepted accounting standards 
with respect to obligations. expenditure tracking, and the capitalization or expensing of incurred 
costs. 

(U) 16. Audit of United Launch Alliance Projected Cost Savings (Planned 3rd 
Quarter FY 1010) 

(U) Background 

( Uf.£pOU6fhl the 1990s. the Nation· s primary launch services companies, Boeing and 
Lockheed Manin. invested heavily in their respective launch infrastructures in an effort to 
prepare for an anticipated boom in the commercial launch business. By the early 2000s, both 
companies recognized the anticipated boom in business would not materialize. Consequently. 
there was a heavy investment cost in launch infrastructure absorbed by federal agencies with 
assets in space. Both the government and these two companies realized the need for a solution 
that would both limit the impact of the growth of launch costs and provide a reasonable 
assurance of access to space. 

(U) In 2006. Boeing and Lockheed Martin merged their launch operations and formed a 
new company called the United Launch Alliance to support U.S. government launches. 
By combining their operations, Boeing and Lockheed Manin claimed they could provide the 
government with assured access to space by providing both Boeing's Delta and Lockheed 
Martin ·s Alias family of rockets as alternatives on individual launch missions. ln addition. they 
asserted that launch services would be provided at the lowest possible cost while ensuring 
enhanced reliability by eliminating duplicate infrastructure and bringing experts from both 
companies to focus on mission assurance. 

(U) Objective 

(U/fFOUO) The overall objective of this audit is to detennine whether space access bas 
increased and cost savings are being realized for launches as a result of the establishment of the 
United Launch Alliance by Boeing and Lockheed Martin. 
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(U) l 7. Audit of Aerospace Data Facility-Colorado Unfunded Requirements 
Management (Planned 4th Quarter 2010) 

(U) Background 

· nisters e unrun,aeo requirement process tn acco ance w1 

eration Instruction (01) ADF-01-3021. The SO developed the Prioritization Decision Aid 
tool to assist in prioritizing UFRs across the SO Enterprise. The decision aid tool uses a 
common set of evaluation criteria and relative emphasis established by the SO leadership. 

(U) Objective 

(U) The audit objective is to assess whether the controls for the ADF-C unfunded 
requirements process are adequate. Specifically, we will assess whether the unfunded 
requirements data captured is consistent with corporate guidance; prioritization of requirements 
supports NRO critical needs; and whether the basis for approving a requirement adequately 
considers future obligations. 

(U) 18. AudiJ of National Reconnaissance Office Business Application Systems 
(Planned 4th Quarter FY 2010) 

(U) Background 

(UtF6tJ't)) In 2005. a Gartner study found the NRO used a multitude of systems to 
support core and administrative business processes. In FY 2007. an IG report on the use of 
financial infonnation showed that NRO managers use numerous financial information sources 
and tools that are not part of the NRO accounting system to meet programmatic and fmanciaJ 
reponing requirements. The use of multiple systems results in the expenditure of additional 
resources and can prohibit the sharing of information across the IC. In addition, the DNI 
and Congress are requiring IC agencies to move to consolidate fmancial systems both within an 
agency and across the IC. 

(U) Objective 

(U) The objective of the audit will be to determine the operational effectiveness and 
efficiency of the NRO business application systems to manage NRO business 
activities. Furthermore. the audit will determine the level of progress made by the NRO to 
address the DN l's goal of consolidating infonnation systems both enterprise-wide and within the 
IC. 
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(U) 19. Audit of Research and Development Transition to Acquisitions (Planned 
FY 1011) 

(U) Background 

.ce'f Conducting aggressive customer focused research and development (R&D), and 
evolving space and ground systems to meet operational demands are two key elements of the 
NRO Strategia;n recent years. NRO investment in R&D has varied between 
approximatel rcent of the NRO total budget. Strong R&D efforts are critical for 
ensuring the fu e success oftbe NRO. However, technological advances provide little value if 
they cannot be incorporated into ongoing operations. Therefore. it is also critical that the NRO 
has effective processes in place to ensure that successful R&D efforts transition into operational 
programs. 

(U) Objective 

(U//f'et10JThe objective of this audit is to determine how effectively the NRO is 
transitioning its research and development efforts into NRO acquisition programs. 

(U) 10. Followup Audit of the NRO Budget Formulation Process (Planned FY 
1011) 

(U) Background 

(U) A previous audit of the NRO budget formulation process found that the NRO needed 
to establish a corporate business model for budget formulation. Subsequently. the NRO 
transformation created the Chief Operating Officer (COO) who was given the responsibility for 
the leadership. decision-making authority. and coordination for the formulation of budgets of the 
acquisition and operations directorates. Now that the NRO is undergoing another organizational 
change. it is unclear where these budgetary authorities will be vested. 

(U) ObjeetJve 

(U) The objective of this audit is to determine whether sound and consistent formulation 
practices are used that will result in a realistic and defensible budget. Specifically. the audit will 
( 1 ) evaluate the processes for developing total program cost. schedule. and budget phasing at the 
corporate level; (2) examine the roles and responsibilities within the NRO for development of the 
annual budget; and (3) ensure the NRO budget formulation process complies with applicable 
laws and related guidance. 
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{U) 2 l. Inspection of the Environmental and Safety Program (Planned for FY 
2011) 

(U) Background 

(U) The Management Services and Operations (MS&O) Environmental and Safety 
Program Office (ESO) establishes NRO environmental. safety, fire protection, and system safety 
policy. The ESO staff provides NRO Headquarters and field sites with technical guidance and 
advice on environmental and safety issues; conducts site assistance visits and compliance 
reviews~ and identifies statutory environmental, safety, and fire protection training needs. 

(U) Objective 

(U) The overall objective ofthis inspection is to evaluate the efficiency and effectiveness 
of the ESO function. and determine if the Office is meeting its stated mission objectives of 
providing a safe and healthy environment for all NRO employees. Specifically. this unit 
inspection will assess the ESO's organizational climate; ex.amine compliance with 
applicable internal policies, as well as external environmental and safety requirements; and, 
measure overall customer satisfaction with the office. 

(lf) 22. Inspection of the Business Plans and Operations, Center for the Study of 
National Reconnaissance (Planned/or FY 2011) 

(U) Background 

(U) The Business Plans and Operations Center for the Study of National Reconnaissance 
(CSNR) provides an analytical framework and historical context to NRO leaders to facilitate 
effective policy and programmatic decisions. Its overall mission is to advance and shape the 
IC' s understanding of the discipline, practice. and history or national reconnaissance. The CSNR 
is organized into three business areas--the Research, Studies, and Analysis Section; the 
Recognition. Exhibits. and Outreach Section; and the History Section. 

(U) Objective 

( U) The overall objective of this inspection is to evaluate the efficiency and effectiveness 
of the CSNR in providing an analytical and historical perspective in support of policy and 
programmatic decisions. Specifically. the inspection will examine the CSNR 's effectiveness in 
identifying lessons learned and the distribution and application of these insights on current and 
future activities. In addition. we will evaluate the process used to research and write NRO 
histories as well as the processes employed for providing a historical perspective to NRO leaders 
and identifying and preserving precious NRO artifacts. 
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(U) 13. Audit of the Use of the NRO Financial Information System Payment 
Allocation Algorithm (Planned/or FY 101 I) 

(U) Background 

(U) Objective 

(U//EOYetThe objective of this audit is to determine the impact of using the algorithm 
on the accuracy of the NRO financial statements and on the program managers· ability to meet 
budget execution metrics. 

15 
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(U) CONTRACTING 

Corporate B11siness Process Unlc: 

• Enables the NRO to solicit, award, and administer contracts. 
In conformance with the Federal Acquisition Regulation 
(FAR) and NRO Acquisition Manual (NAM) these processes 
are performed throughout the acquisition lifecycle from 
requinmients definition 

• Applies innovative acquisition strategies and contracting 
methods efficiently to satisfy program requirements while 
consistently enforcing federal procurement rules and ethical 
guidelines through system development, operation, and 
disposal. 

This chart is UNCLASSIFIED 

F12-0103 Doct-4 

(U) 24. Audit of National Reconnaissance Office Contract Advisory and 
Assistance Services (Ongoing) 

(U) Background 

(U) Contract Advisory and Assistance Services (CAAS) and Systems Engineering and 
Technical Assistance (SETA) refer to services provided under contract by commercial sources to 
support or improve organizational policy development; decision-making; management and 
administration: program and/or project management and administration; and research and 
development activities. The NRO traditionaUy relies on CAAS due to the relatively small 
complement of government personnel and the many critical missions and technical and security 
requirements of the NRO. The FAR, the NRO Acquisition Manual (NAM), and NRO Directives 
provide policy and direction to ensure that contracting officers and contracting officer technical 
representatives properly acquire, track. report, and manage CAAS. The FAR also prescribes 
policies and procedures to ensure that contractors do not perform inherently governmental 
functions. 

(U) Objective 

(U) The overall objective of this audit is to detennine whether the NRO is efficiently and 
effectively using CAAS and Systems Engineering and Technical Assistance resources to meet its 
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m1ss1on. Specifically. the audit will focus on the NRO structure of authorities, roles and 
responsibilities. requirements definition. and policies and procedures for monitoring and 
controlling C AAS/SET A. 

(U) 15. Audit of Selected Contract Termination Procedures (Planned FY 201 I) 

(U) Background 

(U/~ Contract tenni11ations are very complex undertakings. involving issues such 
as timing of costs: termination of subcontracts; ownership and disposition ofpropeny; and 
determination of fees earned, costs paid. and monies owed. The NRO has different obligations 
under FAR depending upon whether the tem1ination is for convenience of the govemment or for 
dd"ault on the pan of the prime contractor. In addition. the prime conrractor has the option of 
choosing between two different bases to ro se settlement of a terminated contract. In recent 
years, the NRO has incurre ermination liabilities because of 
tenninating programs. or major portions of programs. 

(U) Objective 

(U//FOUO) The objective (if this audit is to determine whether the NRO has effective 
controls in place to conduct contrai:t tenninations in compliance with applicable laws and 
regulations and that they are properly managed. meet management expectations, and result in the 
best value for the government. 

(U) 26. Audit of the NRO Program Closeout Process (Planned FY 2011) 

(U) Background 

(U/~ Many issues anse when the NRO ends work on a program. Sometimes there 
t , I t I , I t I I t ' f1 If I 1: l tions to new work. Such is the case for som7'111 

Other times there is no follow-on effon and an activity 
simply ceases. Many actions must be completed upon conclusion of an NRO program to ensure 
proper closure of all program activity. For example. the NRO must decide which mission and 
contractual documents to retain and which to destroy. as well as determining what property and 
equipment should be retained and what should be discarded. In addition. the NRO must decide 
where to store any documentation nnd program materials it decides to keep. Finally, the NRO 
must select personnel to be debriefod if companmented infonnation is involved. Failure to 
perfonn such functions in an organized and methodical fashion increases the risk of exposing 
sensitive NRO intelligence collection activities. 

(U) Objective 

(Ut.lFOUO, The objective of this audit is to determine whether the NRO program 
closeout process provides reasonable assurance that program closeouts are: properly managed: 
meet management expectations; ensure property and document accountability; and. adequately 
protect the government's interests. 

17 
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(U) HUMAN CAPITAL AND TRAINING 

Corporou Business Proc~ss Liltk: 

• Provides comprehensive and mission-focused corporate 
strategy and support to ensure the NRO has the 
work.force required to meet its evolving mission. 

• Provides programs and processes that are critical to 
attracting, identifying, developing, and retaining a 
world-class cadre of working professionals. 

This chart is UNCLASSIFIED 

F12-0103 Dor:#4 

(U) 27. Inspection of the Management Services and Operations, Administrative 
Support Group, Wellness Center - Employee Assistance Program (Planned 1st 
Quarter FY 10 I OJ 

(U) Background 

(U) The Wellness Center provides an Employee Assistance Program (EAP) that offers in­
house, confidential counseling and referral services to military. government. and contractor 
personnel. and their families. The services address a wide variety of career, personal. and work 
problems. The EAP also provides consulting services to assist managers to deal with employee 
issues and concerns. Licensed Social Workers, Licensed Professional Counselors, Psychologists, 
and an Accredited Financial Counselor provide these services. 

(U) Objective 

(U) The overall objective ohhis inspection is to evaluate the efficiency and effectiveness 
of EAP operations and services. We will also examine the marketing of counseling and referral 
services to ensure the military. government, and contractor personnel are aware of available 
guidance for career, personal, or work problems. Our inspection will also include benchmarking 
with similar organizations within the government and industry to identify potential best 
practices. 
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(VJ 18. Joint Central Intelligence Agency Inspection of the Directorate of 
Science and Technology, Office of Development and Engineering (Planned 3rd 
Quarter FY 2010) 

(U) Background 

(U4FOU('.)J There were numerous stalling concerns identified during the 2009 lnspection 
,?fNRO Strat,,gic Hum,m Capital (SHC) including the fact lhat the ClA is not meeting the 
stalling requirements specified in the CIA./NRO Personnel Support Memorandum of 
Agreement. The SHC inspection found that the Directorate of Science and Technology. Office 
of Development and Engineering (DS&T/OD&E) was staffmg NRO OD&E billets at a 
75 percent fill rate as opposed to a rate commensurate with CIA. which was called for in the 
Memorandum of Agreement. Furthermore, the inspection noted that DS&T has placed an 
emphasis on hiring junior personnel in an effort to provide long-tenn staffing for both the ClA 
and NRO. However. the focus on exclusively hiring junior personnel does not benefit the NRO 
since a mix of junior and senior staff members is necessary to ensure mission success. 

(U/!'.f.O(:tOfBased on the NRO OIG SHC Inspection. concerns received by the CIA OIG. 
and because they have never inspected the DS&T/OD&E. the CIA 010 has decided to inspect 
DS&T/OD&E and has requested NRO 010 participation. While the CIA OIG has not outlined 
all of the objectives for its inspection, the NRO OIG Inspection staff has agreed to support the 
execution of this inspection by sharing NRO inspection insight, experience. and expertise. 

(U) 19. Inspection of Government and Contractors Performing the Same 
Function or Performing Inherently Governmental Functions (Planned 4th 
Quarter FY 1010) 

(U) Background 

(U) Over the last several yel'lrs, various NRO inspections have noted certain government 
and contractor personnel perfonning identical duties. a practice that does not comply wilh federal 
legal requirements and policy. In accordance with the 0MB Circular Number A-76, 
Performance of Commercial Activities, and the Federal Activities Inventory Reform (FAIR) Act 
of 1998, government personnel must perfonn inherently governmental functions and commercial 
activities (non-inherently governmental functions) should be competed to detennine the best 
source to perfonn the function (government or private sector). Once an office determines that it 
is more efficient or cost-effective to outsource a commercial activity, the entire function must be 
outsourced. The office cannot use a combination of government and contractor personnel to 
perform the function. 

(U//mH6f ln 2010. the Office of the Director of National Intelligence (ODNI) Inspector 
General Staff is evaluating the use of contractors for the execution and support of IC missions. 
The inspection will examine the legal. financial. management and oversight, and mission 
perfonnance aspects associated with contractor use across the IC. 
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Also. the inspection will explore the risks associated with placing contractors in roles that are 
inherently governmental. The NRO OIG work in this area will support the ODNI effort. 

(U) Objectives 

(U) The overaU objective of the inspection is to detennine whether NRO government 
personnel and contractors are performing the same functions. In addition, the inspection 
will assess whether the NRO is using contractor personnel to perform inherently governmental 
functions. This examination will also include an evaluation of ongoing NRO measures to reduce 
the occurrence of government and contractor personnel performing identical duties. 
The inspection results will be included in the larger ODNI review of contractor use across the 
IC. 
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(U) INFORMATION TECHNOLOGY, INFORMATION ASSURANCE, 
AND INFORMATION MANAGEMENT 

Corporate Business Process Link: 

• Establishes authorities, roles, ~nsibilities, policies, and 
sub-processes specific to the oversight. governance, and 
compliance oflT, IA, & IM at the NRO. 

• Combines everything about information throughout its 
lifecycle, including the management of its formats, enablers. 
protection. and resources in order to integrate information 
products and services as a responsive and trusted defense and 
intelligence enterprise to enable the national reconnaissance 
mission. 

This chart is UNCLASSIFIED 

(U) 30. Audit of Contractor Wide Area Network (Ongoing) 

(U) Background 

(U) Objectives 

(U) The objectives of this audit are to assess the original purpose of the CWAN and bow 
it is bd n , used todu : e aluate CW mana •ement, operational. and security controls; and 

nd availability of NRO systems. 
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(U) 31. and 32. Fiscal Year 2010 and 2011 Independent Evaluations of the NRO 
Compliance with the Federal Information Security Management Act (Planned 
2nd Quarter FY 2010 and FY 2011 -Statutory Requirement) 

(U) Background 

{U) The Federal Infonnation Security Management Act (FISMA) was enacted to provide 
a comprehensive framework for ensuring the effectiveness of information security controls over 
infonnation resources that support federal operdlions and assets. FISMA requires that federal 
agencies develop and maintain an agency-wide infonnation security program and report annually 
to the Director, Office of Management and Budget {0MB). and to the appropriate Congressional 
Oversight Committees on the adequacy and effectiveness of their information security policies. 
procedures, and practices. The Act also requires an annual independent evaluation of each 
federal agency's infonnation security program and practices. 0MB provides annual FISMA 
reporting instructions for agency Chief lnfonnation Officers (CIOs) and IGs to use while 
perfonning these assessments. Within the IC, each OlG is responsible for conducting the 
independent evaluation required by FISMA and providing iLc; evaluation to the Associate 
Director of National Intelligence and the CIO for consolidated reporting to 0MB. The NRO 
OIG FISMA evaluation is a year-round effort that incorporates the monitoring ofNRO 
infonnation technology initiatives, and audits of related infonnation technology functional areas 
and systems that contribute to the overall annual evaluation. The independent public accounting 
firm of PricewaterhouseCoopers assists the OIG in conducting these evaluations. 

(U) Objective 

(U) The objective of these lt1gislatively mandated annual evaluations is to provide an 
independent assessment of the NRO compliance with the requirements set forth under FISMA 
and the 0MB guidance that implements it. 

(U) 33. Audit of Management of Information System Privileged Users (Planned 
2nd Quarter FY 2010) 

(U) Background 

(U) Privileged users are information system (IS) users. such as network and system 
administrators. who have 1S permissions and authorities to access restricted data and system 
functions to manage, operate. maintain, and secure NRO information systems. Privileged users 
are government and contractor personnel who can control or change system information and 
functionality, including access controls, security features, system logs, and audit policies. 
Privileged users present an inherent risk to i.nfonnation assurance because of the IS pennissions 
and authorities granted them to perform their work. 
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(U) Objective 

(U) The overall objective of this audit is to detennine and evaluate the procedures and 
controls implemented to manage privileged user functions. actions, and access to infonnation 
systems and data. 

(ll) 34. Audit of NRO Certification and Accreditation Process (Planned 4th 
Quarter FY 1010) 

(U) Background 

(U) Certification and accreditation (C&A) is a comprehensive process to ensure 
implementation of security measures that effectively counter relevant threats and vulnerabilities. 
Director of Central Intelligence Directive {DCID) 6/3, "Protecting Sensitive Compartmented 
Information within Information Systems." has governed the IC certification and accreditation 
C&A process since June 1999. The NRO C&A manual describes the process for ensuring that 
all NRO owned. operated. and sponsored information systems meet the C&A criteria established 
by DCID 6/3 prior to operation. 

(U) A C&A Transfom1ation effort is currently underway across the IC. This C&A 
Transformation was scheduled for completion during 2008, but has run longer because several 
key policy documents are still being developed by the Office of the DNI and the Committee on 
National Security Systems. Each IC agency has been integrally involved in the C&A 
Transformation, which began in June 2006. Each IC agency has been required to appoint a C&A 
Transition Manager and asked to develop a transition strategy. In the near future, the IC will 
begin following new C &A requirements that are based largely upon the National Institute of 
Standards and Technology documents (system security plans, contingency plans. etc.) that the 
rest of the federal government follows. 

(U) Objective 

(U) The overall objective of this audit is to identify opportunities to improve the NRO 
C&A process during implementation of the IC-wide C&A Transfom1ation effort. 
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(U) 35. Audit of Continuity of Operations for NRO Information Systems 
(Planned 4th Quarter 2010) 

(U) Background 

(UI/.F6tJO) According to FISMA. plans and procedures are necessary to ensure 
continuity of operations for all information systems that support the operations and assets of the 
agency. Director of Central Intelligence Directive (OCID) 6/3 only requires a documented 
Disaster Recovery/Contingency Plan for a system operating at a Medium Level-of-Concern for 
AvailabiHty. However. more extensive Contingency Planning, including regular Contingency 
Plan exercises and assessments. is required for a '"High Level-of-Concern for Availability" 
system. 

(U) Objective 

(W,tfOOt))The objectives of the audit are to determine whether I) NRO systems 
continuity of operations are properly identified and tested: and 2) system owners are using a 
valid methodology for assessing the risk associated with assignment of risk levels to NRO 
systems. 

(UJ 16. Special Review of the Role and Function of the CJO (Planned FY 2011) 

(U) Background 

(U//Ji0t::l'C1} In early 2008. the N RO Office of the CIO was restructured as part of an 
ongoing NRO-wide transformation. A DNRO memorandum of instruction was issued to 
empower the CJO to complete its mission. As a result, the office was re-staffed with senior-level 
officials and deemed a mission enabling organization, which reports directly to the DNRO. 
A FY 2001 OlG audit. Audit of the Mission and CIO, dated 26 January 2001. made 
recommendations to ensure that the CIO carried out its responsibilities of managing NRO 
infonnation resources by developing capital planning and investment strategies, as well as 
overseeing the acquisition activities for IT. This transformation oflhe CJO offers the 
opportunity to examine the new role and function oftbe NRO CIO, as well as follow-up on 
recommendations from the FY 200) OIG report. 
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(U) Objectives 

(U//Ji.0tj(J'j The objectives of this review are to (l) detennine whether the office of the 
CIO has the authorities, responsibilities. and resources necessary to cany out its mission; (2) 
evaluate adherence to applicable regulations. statutes, standards, polices and procedures; and ( 3) 
determine if corrective actions have been implemented tor the weaknesses identified during the 
FY 2001 audit. A cadre ofOIG auditors and inspectors will conduct the review. 

(U) 37. Audit of Incident Response and Detection (Planned FY 2011) 

(U) Background 

(U) Objective 

(U~ The overall objective of this audit is to assess the effectiveness of the NRO 
lncident Detection and Response process, and determine how the agency provides for the 
restoration of information and infonnation systems by incorporating protection, detection, and 
reaction capabilities. Specifically, we will assess the effectiveness of incident detection and 
response capabilities within the NRO. to include an evaluation of the policies and procedures, 
tools. training and resources. 

(U) 38. Audit of NRO Portfolio Management and IT Investment Oversight 
(Planned FY 2011) 

(U) Background 

(U) The Clinger-Cohen Act (CCA) requires federal agencies to establish enterprise-wide 
processes for Information Technology (lT) capital planning and investment control (CPIC). 
This process is designed to provide a structured. integrated, and disciplined approach to planning 
and managing IT investments. Currently. the Directorates and Offices have their own IT capital 
planning and investment budgets. of which the CIO has no oversight. This violates the Clinger­
Cohen Act and prevents the CIO from leveraging resources and acquiring IT products al the best 
possible price. 
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(U) The CPIC is used to leverage governance processes and boards to facilitate IT 
investment decisions prior to program budget submission. CPlC allows the NRO to develop a 
comprehensive. prioritized funding strategy for (T investments that supports the NRO IT strategy 
and the NRO IT enterprise architecture. CPIC also provides oversight over the selection. 
acquisition. and operation of IT investments. Full implementation of the NRO CPIC process 
depends on future funding of portfolio management tools and completion of NRO lnstruction 61-
7-1 to formalize the NRO IT governance board reviews of major IT acquisitions and business 
cases. Despite these effons, it remains uncenain whether the NRO CPIC efforts will ultimately 
provide the NRO CIO with the authority and accountability for managing NRO information 
resources consistent with the CCA 

(U) Objective 

{U} The overall objective of this audit is to detennine whether the NRO CPIC process 
provides an effective, efficient. corporate means for the acquisition and procurement of IT. 
The audit will assess whether the CPIC process has effective controls in place to ensure, among 
other things that IT acquisitions and procurements support the corporate IT architecture and is 
interoperable with other NRO systems and equipment. 

(U) 39. Audit of NRO Configuration Management and Control (Planned FY 
2011) 

(U) Background 

(U) Configuration management (CM) involves the identification and management of 
security features for all hardware. software, and firmware components of an infonnation system 
at a given point and systematically controls changes to that configuration during the system's 
life cycle. Configuration control involves activities that request, evaluate, approve, disapprove. 
or implement changes to baselined configuration items. Through CM. the composition of a 
system is formally defined and tracked to ensure that unauthorized changes are not introduced. 
An effective configuration management and control policy and associated procedures are 
essential to ensuring adequate consideration of the potential security impact of specific changes 
to an information system. Properly configured networks ensure greater integrity. reliability. and 
responsiveness. 

(U) Objective 

(U} The overall audit objective is to determine whether the NRO has configuration 
management and control processes in place sufficient to ensure that changes to information 
system resources are authorized. aml that systems are configured and operated securely and as 
intended. Specifically. we will assess whether the NRO has properly configured networks to 
ensure integrity. reliability. and responsiveness through: effective configuration management 
policies. plans. and procedures; current configuration identification information: proper 
authorization, testing. approval, and tracking of all configuration changes; and, routine 
monitoring of the configuration. 
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(U) MISSION OPERA TIO NS 

• Establishes overarching corporate policy and associated 
instructions governing Mission Operations across the NRO 
enterprise. 

• Establishes the framework for all Mission Operations 
conducted by the NRO on behalf of the National Security 
Community. 

This chart is UNCLASSIFIED 

.1J1J,,,,J,fJ. l11spec:tion of the SIG/NT Directorate, 
~ Planned 1st Quarter FY 2010) 

(U) Background 

(U) Objective 

F12..()103 Doct4 

(U) The overall objective of this inspection is to detenninc if the SIGINiallis 
perfonning its assigned mission and functions efficiently and effectively, and in accordance with 
applicable directives, policies. and proced~ ed on our risk assessment. this inspection 
may focus on one or more divisions withirailllll 
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Planned 1st Quarter FY 20 I OJ 

(U) Background 

( U) Objective 

(U) We will inspect each of the test and evaluation centers. The overall objectives are to 
evaluate (I) the effectiveness of mission operations and integration; (2) customer satisfal.!tion; (3) 
the adherence to applicable policies and guidance. as well as the level of government oversight; 
( 4) support functions such as contract administration. financial management, and training; and 
(5) the organizational climate, focusing on the workload and teamwork between the two centers. 

(V) 42. lnspection of the 
Quarter 2010) 

(U) Background 
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( U) The overall inspection objective is to determine whether thellllllllis performing its 
assigned mission and functions efiiciently and eflectively, and in accordance with applicable 
directives. jXllicy. and guidance. We will also examin~ ~g and coordination 
procedures from the NRO Directorates and Offices to thelllllllllllll 

(8/ITK:f/R:E-L) 43. Joint lnspectio11 of the 
(Planned 4th Quarter FY 2010) 

( U) Background 

(U) Objectives 

~.!/Tit) The overall objectives are to cvaluat~licy and guidance. mission 
accomplishment. and command climate. Specific toptc areas for review include mission systems 
and operations. resource management, financial management and communications/computers. 
In addition. the senior members of the Joint Inspection Team will examine the organizational 
climate, conduct focus group interviews with various segments of the workforce, and also 
conduct individual interviews with the site's managers and employees. 
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(U) Background 

(U) Objectives 

(U) The overall objective of this inspection is to determine whetbe-is 
efficiently and effectively accomplishing its mission and adhering to applicable COMM network 
standards and instructions. This will include an examination of network drawings and 
documentation as well as a review of floor plans and rack layouts. The inspection will also 
review circuit outage records. security and COOP ~ell as service call and service 
request records. Further. the inspection will asses~organizational climate. customer 
satisfaction. and support functions such as property accountability. records management. 
government card purchases and contract management. Finally, the inspection will include cost 
analyses of the detachment" s supprn1 to contractor locations. 

inspection team members will 
communications and information technology 

J!l,J,.,1J. Inspection of the /MINT Directorate 
-(Planned FY 2011) 

( U) Background 
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(U) Objectives 

(U) 46. Jnspection of the Office of Space Launch, Cape Canaveral Air Force 
Station (Planned FY 2011) 

(U) Background 

(U) The Cape Canaveral Air Force Station (CCAFS) is one of two NRO satellite launch 
facilities operating under the Otlice of Space Launch. The CCAFS processes satellites for 
launch on a variety of space boosters and manages funding provided to the 45th Space Wing to 
support NRO launches. The CCAFS was last inspected in Fall 2003 and the inspectors found 
that overall the CCAFS was outstanding in conducting a vital mission for lhe NRO. 
The inspection team also identified areas that needed attention to include property, plant, and 
equipment records and the Continuity of Operations plan. 

(U) Objectives 

(U) The inspection will evaluate compliance with laws, regulations, and standards; 
detennine the effectiveness and efficiency in performing the CCAFS mission and functions: and 
examine various support functions. and customer and mission panner satisfaction. 

(U) 47. Jnspection of the Aerospace Data Facility-East (Planned FY 201 I) 

(U) Background 

(U) Objectives 

(S//iKJlREt) The overall objectives will largely focus on the follow-up actions taken by 
the ADF-E on the findings from the last inspection. Some of the previous areas of concern were 
the shortage of government personnel. especially in the support areas of facility, security. and 
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contracting, resulting in insufficient government oversight of the contractor workforce: the 
planning and executing of a preventive maintenance program: compliance with applicable safety 
codes; a viable environmental, health and safety program~ and a comprehensive configuration 
management program. 

(V) 48. Joi11t Inspection of the Aerospace Data Facility-Colorado (Planned FY 
2011) 

(U) Background 

(U) Objectives 

--Oil/TKHREtrThe overall objectives of the inspect.ion are to evaluate ADF-C mission 
accomplishment, policy and guidam:e, and command climate. Specific topic areas for review 
include intelligence oversight, mission operations. mission systems. communications and 
computer systems, training, resourc(: programs. and financial management. In addition, the 
senior members of the Joint Inspection Team will conduct focus groups with various segments of 
the workforce. and conduct individual interviews with the site's management team. 

(VJ 49. Inspection of the Mission Operations Directorat, 
(Planned FY 20 l I) 

(U) Background 
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( U) Objective 

__JU) The objectives o~Inspection will primarily focus on the relationships between 
-he MGS in the areas~munication. oversight, def~cesses and procedures, 
and support. In addition. we will evaluate the satisfaction levellllla>artnerships 

(U) Background 

(U) Objectives 

(U) The overall objective of this inspecHon is to detennine whethe~s 
efficiently and effectively accomplishing its mission and adhering to applicable COMM network 
standards and instructions. This will include an examination of network drawings and 
documentation as well as a review of floor plans and rack layouts. The inspection will also 
review circuit outage records, security and Continuity of Operations Program (COO~s 
well as service call and service request records. Fur1her, the inspection will assess-­
organizational climate, customer satisfaction. and support functions such as property 
accountability. records management, government card purchases and contract management. 
Finally. the inspection will include l:ost analyses of the detachment's support to contractor 
locations. 
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(U) NATIONAL RECONNAISSANCE OPERATONS SUPPORT 

Corpo~ Business Process Lint: 

• Establishes the overarching coIJJOf8te policy and associated 
sub-processes governing National Reconnaissance 
Operations Support across the NRO Enterprise. 

• Establishes the framework for all National Reconnaissance 
Operations Support activities conducted to Sllpport the NRO 
and the National Security Community. 

• Highlights the roles and responsibilities of the NRO 
components that have equities in the National 
Reconnaissance Operations Support functions. 

This chart is UNCLASSIFIED 

(ll) 51. Inspection of the National Reconnaissance Operations Center (Planned 
FY 2011) 

(U) Background 

(U) Objectives 

(U) The overall objectives of this inspection are to evaluate NRO~ 
ovemin laws and rocedures and the cfficienc and effectiveness of it­

We will also assess 
organizational climate and customer satisfaction. In addition, the inspection team will evaluate 
the overall management of the COOP, and various other support functions such as security, and 
resource and contract management. 
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(U) 52. Inspection of NRO Emergency Management/Continuity of Operations 
(Planned FY 1011) 

(U) Background 

(U) By direction of Presidential Decision DirectivetNational Security Council-6 7. all 
Federal agencies are required to establish and maintain a viable COOP program to ensure its 
essential functions are continued across a spectrum of contingencies from localized acts of nature 
to the use of weapons of mass destruction affecting a geographical area. 

(U) Objectives 

(U/1FOUO) The objectives ufthis inspection are to assess the overall status of 
NRO EM/COOP. Specifically. we will evaluate the risks regarding current gaps in COOP 
coverage (especially at remote locations); assess NRO's compliance with Federal requirements 
for COOP; and follow-up on the FY 2005 OlG findings and observations regarding NRO EM. 
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(UJ OVERSIGHT 

• Oversight processes enable independent oversight and 
reporting and equal employment opportunity for civilian and 
military personnel within the NRO by ensuring awareness 
and compliance with applicable laws and policies. 

• These processes are legal review and advisory services; 
ethics; audits, inspections. and investigations; waste. fraud. 
and abuse prevention and detection; and equal opportunity 
compliance. Alternative Dispute Resolution, mediation, 
infonnal and fonnal grievance processing, counseling, 
management advisory services, diversity program 
management. and reasonable accommodations. 

This chart is UNCLASSIFIED 
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(U) 53. Follow-up Inspection of NRO Anti-harassment Program (Planned 2nd 
Quarter FYJO) 

(U) Background 

(U) The Inspection of the Office of Equal Employment Opportunity and Diversity 
Management found that the NRO lacked an anti-harassment policy and capability to investigate 
workplace harassment. On 13 February 2009, the DNRO signed the NRO Anti-Harassment 
Policy (Note No. 2009-02). This policy assigned investigative responsibility for harassment 
complaints based on protected categories (race. color, religion. sex. national origin. age. 
disability. and retaliation) to the OEEO&DM. investigative responsibility for all other 
workplace harassment complaints, such as intimidation. was placed under the cognizance of 
the NRO Grievance Officer Anti-harassment Program. While OIG conducted a follow-
up inspection of the OEEO&DM Anti-harassment program in FY 2009, the anti-harassment 
responsibilities of the Grievance Officer program were not included. 

(U) Objective 

(U) The objective of this follow-up inspection is to evaluate whether the NRO Grievance 
Officer has implemented an effective anti-harassment program and complaint process, consistent 
with the DNRO Anti-harassment Policy Note and the FY 2009 EEO inspection repon 
recommendation. 
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(lf) RECORDSMANAGEMENT 

Corporate Business Process Link: 

• Provides the policy and services needed to create, 
manage, preserve, disposition, and release the 
organization's records in support of the intelligence 
mission and in compliance with applicable Federal 
laws and regulations. 

• Enables the workforce to perform duties that are 
relevant to current and future activities facilitating 
efficient retrieval of information. 

• Protects the organi7.ation • s records, activities, 
equities, and programs while providing the public 
with access to government records as required by 
Federal law and Executive Order. 

This chart is UNCLASSIFIED 
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(U) There are no separate OIG projects scheduled in the area of Records Management. 
Rather. since our 2003 lnspection of the Records and Information Management Centers (Project 
Number 2003-009N), we have incorporated a records/information management review as part of 
our standard methodology for conducting all unit inspections. 
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(lf) SECURITY & COUNTERINTELLIGENCE 

Corporate Business Process Link.: 

• Represents a set of proven practices, mechanisms, and 
management controls. These ensure the successful 
development. dissemination, and deployment of an 
innovative, responsive, and effective program that provides 
overall direction to. and the day-to-day management of all 
aspects of the NRO's security and counterintelligence 
activities. 

F12--0103 DoaM 

This chart is UNCLASSIFIED ~ 

(lf) 54. Inspection of the Office of Security and Counterintelligence, Program 
Security Officers (FY 2011) 

(U) Background 

(U) The Otlice of Security and Counterintelligence (OS&CI) places program security 
officers (PSOs) in the various Directorates and Otlices to manage security for their respective 
programs and operations. PSOs provide contract. program. and personnel security l.l 

~ ' r • . ~ 

(U) Objectives 

(U) The overall objective of this inspection is to determine whether the PSOs are 
consistently complying with contract security regulations, PSO manual requirements, and special 
program guidance. The inspection will also include an examination of incident reporting, 
support to competitive source selection. and/or program protection plan preparation and 
coordination. Further, we will examine customer support and the application of consistent 
security policy across the NRO. 
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(lJ)SnArnmccoMMUN~AnONS 

Corpo~ B11siness Process Link: 

• Clearly articulates the NRO's vision, mission, goals, objectives, 
capabilities, and <lorporate interests to U.S. and foreign mission 
partners, government ovenight entities, the public, industcy, the 
NRO workforce, and others. as well as inform, educate, and 
collaborate to capitalize on efficiencies and synergies where 
possible. This includes communicating the NRO's role in the IC 
how its capabilities support the IC and the warfighter, and how 
engineering and acquisition strengths can best be leveraged by the 

F12-0103 DoaM 

IC and the Department of Defense 

---- This chart is UNCLASSIFIED ~ 

(U) There are no separate OIG projects scheduled in the area of Strategic 
Communications. 
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(U) SUPPL Y CHAIN MANAGEMENT 

• Comprises the integrated functions associated with the 
full lifecycle ofNRO assets. 

• Provides full insight and accountability to the life cycle 
of NRO property from the identification of the 
requirement, sourcing, procurement, 81ld logistics 
management activities through its consumption or 
disposal. The products of this process are vital to the 
integrity of the NRO Supply Chain and directly impact 
the NRO's auditable fmancial statemen.t and the 
accountability ofNRO property. 

This chart is UNCLASSIFIED 

F12-0103 DoCIM 

.. (S//TKA'R£L)-S5. Audit of Management Controls for Accountable Property at the 
Aerospace Data Facility-Colorado (Ongoing) 

(U) Background 

-4£1/fKHREL}lhe property of the NRO represents a mission essential capital asset that 
must be maintained, protected. controlled, and used and disposed of in the most efficient and 
effective manner. Mission essential property must be readily available to meet mission 

All ns"ble fooh h •.i 11 rotccti n Qf • ern:ment- wned 

(U) Objective 

~ The objective of the audit is to evaluate whether the NRO system of 
internal property accountability at ADF-C provides reasonable assurance that adequate controls 
are in place and performing as intended. This audit will also assess site property accountability 
and valuation complicity with the SO strategic direction and the NRO corporate control 
processes. 
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(U) 56. Inspection of Laptop Computers and Portable Electronic Devices 
(Ongoing) 

(U) Background 

(U) Over the last several years, audit, inspection, and investigation results have 
highlighted the need for stronger controls over laptop computers. Specific deficiencies included 
missing laptops. the absence of Reports of Survey supporting proper disposal or investigative 
action. a lack of hand receipts documenting possession, and inaccurate or omitted data in the 
SAP Asset Management Module or SAP Portable Electronic Devices (PED) Registration 
Database Module. There are also increased security risks associated with the technological 
advancements in the capabilities of other PED products. These include Personal Digital 
Assistants, pocket personal computers, palmtops, Media Players, cellular telephones. PEDs with 
cellular phone capability, and pagers. 

(U) Objectives 

(U) The overall objective of this inspection is to perfonn an enterprise-wide review of the 
controls on laptop and other PED products to ensure proper accountability and adherence to 
NROD 50-I0a. Portable Elec1ro11ic Device.~. With respect to laptops. the specific inspection 
objectives include a review of pro,:edures to safeguard laptops from loss. theft. damage or 
misuse; system controls to ensure complete and accurate output consistent with the SAP Asset 
Management Module or SAP PED Registration Database Module objectives: and inventory 
management controls to ensure that recorded laptop inventory accurately matches the actual 
physical inventory. With respect to other PED products, our inspection will include an 
evaluation of confonnance with mitigation measures and compliance with various security 
requirements to include proper registration with the resident lnfonnation Systems Security 
Officer. The inspection is also examining the procedures for the introduction into the 
management of contractor provided and personal PEDs in NRO controlled facilities. 
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(U) SYSTEMS ENGINEERING MANAGEMENT 

Corporate Business Process Unk: 
• Establishes overarching co.rporate policy and associated 

sub-processes addressing the life cycle of all acquisition 
activities. It is the policy of the NRO that all 
acquisition activities conducted by the NRO be based 
on fundamentals of Systems Engineering (SE) 
management discipline providing for acquisition 
excellence and mission success 

F12-0103 OoaM 

---_:i__ This chart is UNCLASSfFIED 

the Grmmd E11terprise Directorate,_ 
(Planned 1st Quarter FY ~ 

(U) Background 

(U) Objectives 

(U~ ) The overall objectives of this inspection are to verify the progress and 
directio.-ince the NRO Enterprise Transformation, assess the process and procedural 
documentation, and the coordination and relationship between-..ith the ground stations. 
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(UIIP9t!O} 58. Audit of the Systems Engineering and Information Technology 
Engineering Functions (Planned 3rd Quarter FY 2010) 

(U) Bac:kground 

(U) Systems and IT engineering functions are critical to the success ofNRO acquisitions 
and operations. Systems Engineering (SE), in coordination with the CIO. is responsible for 
ensuring end-to-end mission success from an enterprise lifecycle perspective by providing 
systems and IT engineering support to NRO directorates and overseeing. guiding. and directing 
the professional development and certification ofNRO systems and IT engineers. 

(U) Objec:tive 

(U) The overall objective of the audit is to detennine whether the systems and 
infonnation technology engineering functions are structured and managed to suppon the end-to­
end acquisition process. The audit will also assess the extent to which controls exist to monitor 
the development of systems and infonnation technology engineers in their positions to ensure 
they can eflectively coordinate. integrate, and implement decisions to enhance project 
perfonnance. 
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(U) USER ENGAGEMENT 

Corporau Business Process Lilli: 

• Enables users to leverage enterprise capabilities to solve 
operational and intelligence problems, influence system 
investment decisions to meet current and futuR needs. and 
support policy and decision-makers. 

• Assists the organization to better understand user needs and 
provide continuous feedback between the enterprise and the 
user community. 

This chart is UNCLASSIFIED 
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(U) There are no separate projects for User Engagement in the FY 2010/201 l plan. 
A report on the Inspection ofNRO User Engagement Activity was issued in October 2008. 
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((]) INTEGRITY • 

i 
Corpol'tlte Business Process Link: 

OIG Continuous Improvement 

Thi, section describes O/G efforts designed to promote 
integrity within NRO programs, activities. and procurement. 

This chart is UNCLASSIFIED 

4 

((]) Introduction 

F12-0103 Docl4 

(U//.EQt10) The NRO leadership requires the highest personal integrity of both 
government and contractor employees. Accordingly. integrity needs to be reflected in all of our 
actions, whether within the organization or with our IC partners. It is the responsibility of every 
employee to adhere to the NRO standards of integrity and ethical behavior. and to its policies 
and procedures. A commitment to the highest standards of ethical conduct is fundamental to the 
success of the NRO. 

(U) 0/G Investigations (Ongoing) 

(U//~ The OIG efforts for ensuring individual accountability for serious breaches 
of integrity are the primary responsibility of the investigation staff. 010 investigates allegations 
of crime and other serious misconduct. by both the NRO workforce and by employees of 
companies under contract to the NRO. These 010 investigations ensure individual 
accountability and that the NRO is reimbursed on those occasions when it has been harmed by 
the malicious actions of an employee or company. Further, investigations provide senior 
managers with actionable information on critical administrative issues identified during the 
investigation that can further protect the NRO from future harm. 

(U//~ Regular communication with the NRO population, such as Messages from 
the IG and educational videos, ensure employee awareness of schemes and incidents that 
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adversely affect NRO programs, These communications have a strong deterrent and prevention 
effect. In addition, investigators continue to perfonn monthly liaison visits with strategic 
mission partners who are in positions to best observe indicators of frauds affecting NRO 
contracts. This focused liaison effort allows investigators to develop better sources of 
infonnation from both government and contractor employees who can provide the infonnation 
confidentiaJly. 

(UttE00'('.1) OIG Investigations expanded its capabilities thls year with the acquisition of 
specialized hardware and software to recover and analyze digital evidence. The Digital Evidence 
Recovery Team is specially outfi1ted with portable gear in order to support field activities as 
necessary. Given that computers, digital media. and other types of information technology are 
increasingly involved in OJG cases, this capability will be incorporated into the 
day-to-day tradecraft of the staff 

(U) Office of Inspector General Procurement Fraud Initiative (Ongoing) 

( U) The NRO OIG Procurt.,nent Fraud Initiative (PF() Program. a "best practice" 
throughout the lG community. constantly strives to implement new. innovative ways to protect 
the NRO against fraud, collaborate with mission and industry partners, and promote an 
organizational culture that encourages ethical conduct and a commitment to compliance with the 
law. 

( U) The following chart describes the resources and initiatives that support the continued 
development and success of the Program. As depicted below, the OIG has continued to commit 
personnel who facilitate a wide variety of activities within the NRO and throughout industry and 
the IC. Furthermore, the PFI team implemented multiple initiatives to mature the anti-fraud 
program. This chart lists many of the program activities and accomplishments. highlighting the 
educational activities. data analyses, and collaborative partnerships that will continue and/or 
begin in FY 2010. 
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--- - - ------ ' 
~ernal Community Outreac~~ 

/ 

NRO OIG Sponsored Conferences/Symposia \\ 
Association of Certified Fraud Examiners 
National Procurement Fraud Task Force 
Outreach Briefings to the Private Sector 

Associations of Inspectors General \ 
Legislation Reform lnitlatlves 

-----
National Reconnaissance Office 

OIG Staff Training (Offsltes, All Hands, Brown Bags) 

- / 

\ 

\ 

OIG F>FI coordination with Directorates and Offices 
Customized OIG Briefings to the Wor1cforce 

Annual Ethics Briefings to the Workforce /' 
O "Case Studies· & NSurvlval Skills" 
Monthly "Messages from the IG" / 
NRO Workforce Ethics Survey ./ p~~- 9 / 

-----------

F12-0103 Do~ 

(U) Anti-Fraud Training Initiatives. Although we have utilized, and wiU continue to 
explore, a variety of anti-fraud initiatives, education of the OIG Staff and the NRO workforce 
remains the cornerstone of our program. 

(U) O/G Staff Anti-Fraud Education 

(U) OJG members receive fraud detection and prevention awareness training from a 
variety of sources throughout the fiscal year. I ntemal training events include weekly Senior 
Staff Meetings, Bi-Monthly PFl Status Meetings. Brown Bag PFI Discussions, new employee 
PFI Program Manager "Meet & Greet" sessions, and All Hands anti-fraud presentations. 
OIG managers also ensure that formal procurement fraud training is included in each staff 
member's individual development plan and encourages staff members to obtain professional 
certification and refresher training with the Association of Certified Fraud Examiners and the 
Association of the Inspectors General . 
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(U) 2009 NRO Ethics Survey 

F1:2-0103 Doc#-4 

(U) Ethics surveys are widely used by private and public organizations to provide their 
leaders with an understanding of whether employees recognize expected standards of conduct, 
and the actions their employees would take in the face of ethical violations or questions. 
To better understand the moral and ethical climate of our workforce, the OIG. in cooperation 
with the Office of General Counsel. conducted its second NRO Eth.ics Survey. The survey 
results from 2009 will be compared to the 2007 NRO benchmark survey. and presented to OJG 
and NRO Senior management in November 2009. The results will provide feedback to 
management on the ethical climate of the NRO and tailor the focus of the PFI program for 
FY 2010. 1 

(U) NRO Annual Ethics Training 

(U) In FY 20 I 0, the OIG will begin its second year of collaboration with the Office of 
General Council ( OGC) on annual ethics training. Instead of offering a series of presentations to 
the NRO workforce. this year's annual requirement will be satisfied by watching an OGC/OIG 
sponsored computer based training video. In addition to the ethics overview, the video includes 
an OIG fraud awareness segment designed to heighten attention of the workforce to prevent 
fraud. waste. and abuse and ensure the proper use of taxpayer resources. 

(U) 0/G Coordinators. Course Offerings. Article.f and New1;/etters 

( U) In late FY 2008. PFI Coordinators from the Audit. Inspections. Investigations. and 
Management Services staff were assigned as augmentees to the PFI Program Manager. 
Tasked on a part-time basis with specific roles and responsibilities. the Coordinators and other 
OIG members continue to market available courses and PFI briefmgs. For ex.ample, some of the 
recent PFI PowerPoint presentations were marketed on the internal NRO website as --May I 
please steal your moneyT' and "Help stop the bad guys!" 

(U} The NRO Acquisition Center of Excellence NRO Case Studies Course and The 
Survivors Skill.~ Co11r.\·e. as well as the customized PFI briefings. all of which are presented by 
OIG members. focus attention on improving the ability of the NRO workforce to identify the 
"red flag" indicators of procurement fraud. The investigators are now exploring interactive 
techniques for presenting the course and updating the course content. 

(U) We continue to publish articles in the NRO RECON newsletter and monthly 
··Messages from the IG"; and run a 12-month electronic digital signage campaign completely 
designed to elevate procurement fraud awareness in the workforce. The OIG plans to 
consistently update PFI brochures, NRO Today anicles, handouts. posters. and work with NRO 
Media Services Center on new themes and scripts for Fraud.Awareness Videos and NROttline 
Interviews. 

1(U) The second NRO Ethics Survey. cond .. weeki- in late FY 2009, included 46 questions regarding 
ethics. misconduct. and reporting practices. RO government employees and contractors completed the 
survey. Analysis is expected to be conclud y m1 - ovember 2009. 
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(U) Proactive Forensic Data Analyses and Trend Development 

(U) In addition to incorporating NRG-specific procurement fraud vulnerability 
assessment questions and detection steps in our audits and jnspections, we wiU be implementing 
a fonnal forensic program in FY 20 I 0. This program will enhance our current detection and 
investigative procurement fraud capabilities through acquisition risk and financial system digital 
analyses using software tools such as ACL and Benford:" law Theorem. 

I initiative will enhance the utility of 
reating an administrative operating 

o serve as a resource for statistics and data 
points for OIG products and complement the existing process for annual work planning and 
management challenges data gathering. 

(U) External Community Outreach and Collaborative Partnenhips 

(U) We proactively maintain awareness of anti-fraud "best practices•· and re-affirm our 
collaborative partnerships with industry and mission partners through regular interactions within 
the IG community, government and law enforcement agencies. government-wide procurement 
fraud working groups, the Department of Justice (DOJ} National Procurement Fraud Task Force 
(NPFTF). and especially our OIG Ethics and Compliance Officer aMual events. 

(U) 0/G Ethics and Compliance Officers Conferences/Symposium 

(U) Prior to 2009, we hosted annual OIG Ethics and Compliance Officers Conferences. 
which generated interest because of their relevant topics and subject matter ex.perts. In March 
2009, we hosted an Ethics Symposium between OIG members and selected representatives of 
NRO industry partners (ethics and compliance officers). This event provided an excellent venue 
for open discussions of fraud-related trends and encouraged the sharing of best practices and 
collaborative efforts. We plan to sponsor another Ethics and Compliance Officers 
Conference/Symposium in March 20 I 0, in order to continue to reinforce our communication 
with mission and industry partners. 

(U) NRO Corporate Disclo1J·ure Instruction -Industry Report.<t of Violation to the JG 

(U) Since the DOJ NPFTF was established in 2006. the JG, along with other OlG 
managers, has continued to provide resolute leadership to support the Task Force's objectives. 
which now include implementation of the new FAR Clause 52.203-13. To ensure contractor 
compliance with both the FAR and the the NRO NAM Clause N52.203-00t,Comractor Code of 
Busi11e.<;s EtMcs and Conduct. the IG and the Director, Otlice of Contracts. will distribute a 
Notil..·e to Industry Partners which provides NRO contractors with specific guidance and contact 
infonnation. 
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(U) APPENDIX A 

(U) What to Expect When You Are Audited 

(U} The OIG conducts its audits in accordance with Generally Accepted Government 
Auditing Standards issued by the Comptroller General of the United States. AH audits follow a 
well-defined process that includes the announcement of the audit work, entrance conference, 
fieldwork, exit conference, and audit follow-up of the implementation of recommendations. 
Each step is discussed below. 

(U) Announcement Letter 

(U} Prior to the start an audit, the OIG forwards an announcement letter to the NRO 
leadership and the organization or activity being audited. The letter describes the origin of the 
audit (i.e. OIG annual work plan, NRO leadership or congressional request) and includes lhe 
audit objectives and scope. The letter also identifies an OIG Auditor-In-Charge, responsible for 
conducting the audit, and offers a link to the OIG Hot Link site to provide an anonymous 
communication or information pertaining to the audit. 

(U) Entrance Conference 

(U) After the issuance of the announcement letter, the OIG audit team holds a formal 
meeting, referred to as the emrunce co~/(.:rc11ce, with the responsible otlicials for the audited 
operations or functions. At the meeting, the auditors introduce the audit team and explain the 
origin of the audit, audit objectives. scope and methodology, audit processes, and the audit 
schedule. NRO Otlicials should identify key personnel with whom the audit team should meet 
and provide initial infonnation to help the auditors further define the audit's scope and approach. 
NRO Otlicials may also discuss and agree to arrangements for providing auditor access to 
infonnation and documents responsive to the audit objectives and scope. The entrance 
conference is the forum for addressing concerns or introducing additional areas that management 
may want the OIG to include in the audit. 

(U) Fieldwork 

50 

(U) Auditfieldwork may be in two stages: swv"'Y phase and/or (!J:ec:11tio11 phase. 

(U) Survey phase: Initial audit fieldwork may include a defined survey phase in order to 
. refine the audit objectives or determine if there is sufficient benefit to conducting the 

audit. In this phase, the audit team would obtain preliminary infonnation and 
documentation on the program. activity. or function. The audit team may perfonn initial 
tests to verify and validate the audit objectives, scope. and methodology. and to identify 
focus areas for the auditors· efforts. At the conclusion of the survey phase. the audit team 
will detennine whether sufficient benefits exist to continue audit work. If suflicient 
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benefit does not exist. the OIG would inform the responsible oflicials. in writing, that 
audit work is completed and the reasons for concluding audit work. The OIG may issue a 
survey report to inform NRO leadership of any findings or observations that may be 
helpful. Should more in-depth audit work be needed, the audit team would recommend 
to the IG and notify the responsible officials that the audit is transitioning to the audit 
e.n:cuti<m phu.ve. 

(U) Execution phase: The detailed audit work would occur during this phase. 
The auditors conduct extensive interviews, review documents and records, analyze and 
test the implementation and the effectiveness and efficiency of policies. processes, 
internal controls, infonnation systems controls, and financial controls to determine 
whether programs and systems are functioning as intended. Throughout this phase, the 
auditors begin to develop findings and recommendations, and communicate the ongoing 
audit status with the responsible officials. 

(U) Communicating audit status and findings 

(U) The OIG periodically updates NRO leadership and key program officials on the 
status of the audit and potential findings. If time sensitive issues are identified during the audit. 
we will immediately inform the responsible officials so they may take appropriate action. 
Official methods for communicating findings to NRO leadership and officials involved in the 
audit include the following methods as well as periodic briefings. 
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(U) Exit Conference: When work is completed, the IG holds a formal exit conference 
with the responsible officials who participated in the audit The purpose of the 
conference is to verify and validate that the critical facts and key infonnation used to 
formulate findings are current, correct., and complete. The audit team will also discuss 
findings, conclusions, and recommendations. The auditors' recommendations should 
tlow logically from the findings and conclusions and should be directed at resolving the 
cause of the problem. The conference provides otlicials the oppo11unity to discuss actions 
needed to address the audit results and to provide additional information. 
Management should also off er alternative recommendations should they feel that they 
more appropriately address the audit findings. lf the responsible officials were able to 
address the audit results before the exit conference. the OIG may include those actions in 
the draft repo11. 

(U) Draft audit report and management comments: After considering any comments 
and concerns raised at the exit conference. the audit team prepares a draft repol1. 
Concurrently. the audit staff provides an independent quality assurance review and 
cross~reference check to ensure that all information in the draft report is accurate and 
complete. The audit team forwards the document to the IG who issues the draft report to 
the responsible officials for review and comment. The responsible officials have 
15 business days to provide their official comments addressing their concurrence or 
non-concurrence with the findings and recommendations. Any concerns over the facts 
presented in the draft report should be brought to the attention of the auditor before 
providing any formal comments so that the concerns can be addressed. 

SECR£T,VTALENT-KEYIIOLE0NOPOR-N 



F12-0103 Doc#4 

Should management non-concur with a recommendation. the responsible otlicials are 
expected to include the reason and propose an alternative solution. The responsible 
otlicial's comments should be properly classified as they are included in their entirety in 
the final audit report. 

(U) Final report: After reviewing the oflicial response to the draft report. the OIG 
incorporates the comments into the executive summary and body of the report as 
appropriate. The responsible official's comments will appear in their entirety in the 
report appendix. Should the responsible official non-concur with a finding or 
recommendation, the OIG makes every reasonable effort to resolve the non-concurrence 
prior to issuing the final report. Any disagreements that cannot be resolved must be 
elevated to the DNRO for resolution. Upon release, the OIG forwards the report to NRO 
leadership. and in most instances, makes it available to the NRO workforce via the NRO 
OIG website. 

(U) Audit Follow-Up 

(U) NRO otlicials are accountable and responsible for implementing the corrective 
actions they have agreed to undertake in the timeframe they agreed 10 in response 10 the audit 
report. For the OIG to close a recommendation. we rely on NRO officials providing 
documentation demonstrating the implementation of the recommendations. Management is 
requested to submit an implementation plan and anticipated completion date 30 business days 
after the final report is issued. The OIG Follow-Up Administrator generally queries the 
responsible office every 90 days for a status update. The implementation plan remains open until 
it has been determined that management's actions have satisfied the intent of the OIG 
recommendations. 
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(V) APPENDIX B 

(U) What to Expttt When You Are Inspected 

(U) OIG inspections are conducted in accordance with the Council of the Inspectors 
General on Integrity and Efficiency and the Executive Council on Integrity and Efficiency 
Quality Standards. Although every unit or topic inspection is unique. the process is similar and 
typically consists of the Announcement Letter; Pre-Inspection Phase; Inspection In-Brief: 
Inspection Phase (Fieldwork);TechnicaJ Accuracy Review: Inspection Out-Brief and Issuance of 
Draft Report; Formal Comments Meeting; Final Inspection Report: and Inspection Follow-Up. 
A brief description of each step fol lows. 

(U) Announcement Letter 

(U) The OIG announces the commencement of the inspection through the issuance of the 
announcement letter. The letter includes the title of the inspection effort and project number and 
describes the overall inspection objectives and the planned start date. The letter is issued to 
NRO senior leadership and management officials responsible for the specific unit or topic area. 
The announcement letter is also issued to the NRO population in order to solicit input and to 
provide an anonymous communication mechanism through the use of the OIG Hot Link. 

(U) Pre-Inspection Phase 

(U) During the pre-inspection phase. the inspection team obtains background information 
and conducts research on the program, activity. or function. In addition. the team performs 
initial testing procedures to identify potential vulnerability areas or best practices on which they 
may focus their inspection efforts. Further. the team coordinates with other inspection. audit, 
and investigative entities. as well as those organizations that could be affected by our activity or 
that could provide additional insight into the effectiveness and efficiency of the specific unit or 
topic area process. If management has requested the inspection. during this phase, the inspection 
team will discuss management's concerns and consider their issues in the design of the 
inspection. At the completion of the pre-inspection phase. the inspection team perfonns a risk 
assessment analysis and finalizes the specific inspection objectives. scope. and methodology. 

Inspection In-Brief 

(U) This briefing serves as the official start of the inspection phase and provides 
infom1ation on the specific objectives, scope, methodology. and tentative schedule for the 
inspection. The briefing is presented to those management officials responsible for the specific 
unit or topic area by the designated lead inspector. 

Inspection Phase 

( U) The inspection phase, or fieldwork phase, is the collection of information and data 
focused on the organization. program, activity. or function being inspected. The inspection 
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phase requires the cooperation of responsible personnel to answer questions; provide access to 
original records. documentation, and files; and prepare information requested by the inspection 
team. Effective communication throughout the process allows management officials the 
opportunity to address issues and problems when identified. At the completion of the inspection 
phase, the team finalizes their findings and recommendations, observations and considerations, 
and commendable practices and crafts the draft inspection report. 

(U) Technical Accuracy Review 

(U) Prior to finalization. an ''advanced copy"' of the draft inspection report, is provided to 
the responsible management officials for a technical accuracy review. A technical accuracy 
review entails a review of terms, references. dates, figures, etc. for the purpose of ensuring that 
the inspection team accurately captured and correctly stated the business unit's terminology and 
information utilized throughout the report. The responsible management officials are typically 
provided three business days to complete the technical accuracy review. The review does not 
entail obtaining management's concurrence or non-concurrence with the findings and 
recommendations which are obtained later in the inspection process. 

(U) Inspection Out-brief and Issuance of Draft Inspection Report 

(U) At the inspection out-brief, the lead inspector presents a fonnal briefing to the 
management otlicials responsible for the specific unit or topic area. The out-brief officially ends 
the inspection phase by presenting the inspection conclusions in the form of findings and 
recommendations, observations and considerations. and commendable practices. 
Also. management officials are provided infonnation on the upcoming formal comments 
meeting. the timeline for written management comments (normally due within 15 business days) 
as well as the formal OIG follow-up process. After the out-briet: a copy of the draft report is 
electronically forwarded to the appropriate management officials or their designated point(s) of 
contact. The draft inspection report includes the background. objectives, scope. methodology. 
and inspection results. Substantiated corrective actions already taken by management are also 
included. The OIG Follow-Up Administrator enters the report data into the NRO Tracking 
Information and Enterprise Response (TIER) database. along with the 15 business day response 
due date. 

(U) Formal Comments Meeting 

(U) Prior to receiving the written management comments. the OIG meets with the 
management of the inspected entity to discuss their planned response to the draft report 
This allows for an open forum to discuss the reasons for any non-concurrences and to explore 
alternative solutions. 

(U) Final Inspection Report 

( U) After caret\dly analyzing management's response to the draft inspection report. the 
inspection team incorporates management's response into the body of the report and includes the 
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full text of the reply in an appendix of the report. The final inspection report is subsequently 
released to NRO senior leadership and to the management of the entity inspected. 
Generally, inspection reports are available to the NRO workforce via the NRO 010 website. 

(U) lnspedion Follow~Up 

(U) Follow-up is performed by the OfG to ensure that inspection recommendations, 
agreed to by management. are implemented. Management is requested to submit an 
implementation plan and anticipated completion date 30 business days after the final report is 
issued. The OIG Follow-Up Administrator generally queries the responsible office every 
90 days for a status update. The implementation plan remains open until it has been determined 
that management's actions have .satisfied the intent of the OIG recommendations. 
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12 November 2010 

MEMORANDUM FOR SEE DISTRIBUTION 

SUBJECT: (U) Office of I nspector General Annual Work Plan 

(U) The National Reconnaissance Office (NROJ Office of Inspector 
General (OIGJ Annual Work Plan tor Fiscal Years (FY) 2011/ 2012 is 
attached. It provides descriptions and schedules of ongoing and 
planned audits and inspections for the upcoming two-year period, 
including those audits required by law. The plan also updates the 
actions anticipated as part of our proactive procurement fraud 
prevention and detection efforts. 

(U) We employed a work planning process to select those topics 
that would ensure comprehensive oversight of NRO programs and 
operations. In exercising our discretionary authority to select 
topics for our reviews, we reflected concerns and/or challenges 
identified by NRO leadership and the Congress. We also included 
topics, which came to our attention during the course of our FY 2010 
audits, inspections, and investigations, in areas that the NRO could 
benefit from with further oversight. 

(U) The attached work plan is the OIG roadmap for addressing 
critical issues and challenges the NRO is facing today. Because of 
the dynamic environment in which the NRO operates, we may add to, 
delete from, or modify the plan to ensure that we remain focused on 
topics that are most relevant to the mission of the NRO. 

(U) If you have 
free to contact me on 
the De u 
(secure) 

Attachment: 

I . II' • • 

feel 
sec P) , or 

~-kJ~ 
Lanie D'Alessandro 
Inspector General 

(U) NRO OIG Annual Work Plan (S//TK//NP) 
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(U) INTRODUCTION 

( U) The National Reconnaissance Office (NRO), and in turn, its Oflice of Inspector 
General (OIG ). must respond to an increasing level of oversight derived from statutory and 
regulatory requirements; congressional requests: and Director of National Intelligence (DNI) 
data calls and taskings. We designed the OIG work plan for fiscal years (FY) 2011/2012 to 
respond to and complement these external influences while ensuring that the use ofOIG 
resources maximizes our contribution to the NRO mission. Statute requires the OIG to conduct 
the following major projects each year: Audit a/the National Reco11naissa11ct' OJ/ice Fi'ic'11 Year 
Financitll Statemems. which is undertaken to comply with the Chief Financial Officers Act. and 
lndepemle111 Emluatim, o/'National Recon11ais.11anu O.!Jict' Comp/ia,u·e wi//1 the FE•deral 
l~lormati011 Security Management Act. 

{U) We initiated this year·s planning by consulting with NRO leaders, senior managers. 
and key congressional staff. These discussions helped identify specific topics that could benefit 
from an OIG evaluation. This two-year work plan allows for greater scheduling flexibility and 
gives the workforce an advance view of our long•range oversight goals. The advance view of 
our projects also enables NRO officers to better prepare for an OIG independent assessment in 
their areas of responsibility. 

( Lil To the greatest extent possible, the OIG will conduct its work with minimal 
intelTllptions to the workforce. The OIG promotes constructive collaboration with the 
auditee/inspectee and makes every effort to keep responsible parties infonned throughout the 
audit and inspection process. Knowing that a certain amount of time will be diverted from 
operations, the OIG strives to perform its work in an efficient and effective manner in order to 
minimize the disruption to the organization· s daily activities. Nevertheless, cooperation of NRO 
otlicials is necessary throughout all phases of the audit or inspection by providing honest. 
complete. and timely information to the OlG staff. This may include responding to questions 
posed by the OIG staff: providing access to original records. documents, and files: preparing 
infom1ation requested by auditors, as well as facilitating meetings with contract personnel who 
provide support. Sometimes those being audited or inspected remark that the auditors or 
inspectors have a· steep learning curve because we ask many questions. Our audit and inspection 
process requires that we ask numerous questions to confinn our understanding of how the 
business area or process functions and to test governing controls. Also. in the course of 
conducting our work, we are frequently asked to explain the difference between an audit and 
inspection. OIG audits are narrow in scope and focus on an NRO-wide process or specific 
aspects of a program or issue. whereas OIG inspections are broader in scope. but focus on a 
particular NRO unit or topic. Both audits and inspections are conducted in accordance with 
specific governing criteria. We have provided additional infonnation related to our audit and 
inspection process in Appendix A and B. 

( U) In the following sections. we detail our planned audit and inspection projects for FY s 
2011 and 2012. Each project is explained with "Back.ground." .. Reason for Audit/Inspection,., 
and "Objective .. paragraphs. and further identifies the projecl as "Ongoing .. or "Planned." 
We also highlight our Proactive Investigative efforts and our Procurement Fraud Initiative (PFI) 
in the last section entitled /111egri1y. 
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(U) NRO OIG Roadmap of FY 2011 Audits and Inspections 
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Anticipated FY 2012 Audit and Inspection Projects 

iii 

(U) Audit of NRO Field Representatives Oversight and Support 

(U) Audit of the NRO Contracting Office Invoice Approval Process 

(U) Audit of NRO Contract Modification Process 

(lJ) Audit of the NRO Oversight uf lnfonnation Technology Basic Order of Agreements 

( U) Review of the Role and Function of the Chief lnfonnation Office 

(U/.1.EOUG; Audit of NRO Alternate Data Processing and Business System Capabilities 

(U) Audit of the NRO Management and Use of FFRDCs 

(U) Audit of the Tennination of a Compartmented Program 

(U) Audit of NRO Resources Management for the NSA Mountain View Project 

(U) Audit of ADF-C Training Management 

(U) Inspection of the Systems Engineering Directorate. 

{U} Inspection of the 

(U) Inspection nfthe IMINT Directorate. 

(U) Inspection of Communications Systems Directorate 

(U) Inspection of the NRO Environmental and Safety Oflice 

(U) Inspection of the Office of Security and Counterintelligence. Program Security 
Oflicers 

(U) Special Review ofNRO Facilities and Otlice Space Management 

(U) Joint Inspection of the Aerospace Data Facility-Colorado. NSA-Colorado and NGA 
IOC -Colorado 

(U) Joint lnspection of the 

(U) Follow-up Review ofNR Capabilities 

(UJ Follow-up Review of NRO Portable Electronic Device Inspection 

(U) Follow-up Review ofNRO Oversight of Subcontractors 
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(U) AUDITS 

(V) Introduction 

(U) THE AUDIT STAFF conducts financial and performance audits of NRO programs in 
accordance with Generally Accepted Government Auditing Srandards issued by the Comptroller 
General of the U.S., and provides actionable recommendations to improve NRO programs and 
activities. Audits focus on detecting fraud, waste, and mismanagement; improving economy, 
efticiency, and effectiveness; ensuring that laws and regulations are followed; and promoting 
effective management controls. To better meet the strategic objectives of the NRO. the Audit 
Staff is subdivided into three distinct areas-Acquisition, Financial Management. and lnfonnation 
Technology. A complete listing of our planned Audits for FY 2011/2012 is presented with 
accompanying information in the following audit section. 

SECR£THTKHNOFORN 



(U) Acquisition Audits 

(UIIF6t!O) Audit of the NRO Source Selection Process (Ongoing) 

(U) Background 

(U//F0U0) Federal policy promotes maximizing the use of commercial products and 
services in meeting government requirements through a full and open competitive source 
selection process. According to the Federal Acquisition Regulation (FAR), when 
the government selects a contractor to provide products or perfonn services, the government will 
use contractors who possess a successful past performance record or who demonstrate a current 
superior ability to perform. Ongoing federal concerns with improving the effectiveness of 
acquisition practices and the results achieved from government contracts. in addition to post· 
award contractor perfom1ance on several NRO programs. have made the source selection process 
an area that would benefit from an OIG review. 

(U) Reason for Audit 

(U/.t.r0t:ttJ} Previous OIG work found issues with post-award contractor performance on 
several NRO programs that raised questions about the source selection decisions. the weighting 
of past performance and relevant experience, discrepancies between should cost and actual costs. 
schedule variances. implementation of new acquisition methodologies, oversight. and 
congressional constraints. These issues indicated that the NR0 source selection process may not 
be achieving its overall obje1.:tive in contractor selection. 

(U) Objective 

(~ The objective of the audit is to assess whether the source selection process. to 
include the competitive and sole source selection strategies. is achieving its intended purpose to 
select contractors who can best meet mission requirements. 

(U) Audit of Science and Technology Portfolio (Planned/or 1st Quarter FY 2011) 

(U) Background 

(U) The Advanced Systems and Technology Directorate (AS&T) "conducts research and 
development on behalf of the NR0 for the purpose of denying adversaries sanctuary in time and 
space through the development of technology for intelligence dominance:· The Director. 
National Reconnaissance Office (DNRO) has stated that one of his goals for keeping the NRO a 
relevant contributor to the U.S. intelligence mission is to improve the NRO development and 
investmem in science and technology. In his speech to the National Space Symposium 
(April 2010). the DNR0 noted that the NR0 science and technology investment. through a 
number of reductions and taxes. has slackened. He further noted that the NR0 cannot allow 
continued erosion in our science and technology base. 
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(U) Reason for Audit 

(U//f,OY0') Science and technology is a central component to the development and 
insertion of innovations and new technology into future NRO acquisitions and operations to 
remain ahead of the nation's adversaries. According to feedback from our previous work on 
science and technology programs. we have noted that the NRO does not have policy or 
procedures for managing capability~based programs. These capabilities are constrained by a 
requirements-based acquisition policy that slows the delivery of innovations to the user. 
Therefore. we intend to assess the planning and process for identifying and transitioning science 
and technology projects to operational needs. Since the science and technology portfolio has 
been an area that has had an eroding budget. we also intend to provide an objective assessment of 
the impact of the budget on the fiscal health of science and technology. 

(U) Objective 

(U) The objective of this audit is to determine whether the NRO science and technology 
portfolio strategy is effectively planned and prioritized for the transition of technology. 
In addition. the audit will examine the impact of budget on the health of the S&T portfolio. 

(U) Audit of NRO Enterprise Contracting Strategy (Planned for 2nd Quarter 
FY 2011) 

(U) Background 

0, 1,'TKNNA The NRO has consolidated service requirements into enterprise-wide 
acquisition contracts. This strategy is intended to reduce costs by taking advantage of the 
economies of a multiple procurement of common services. Examples of this type of strategy 
are the NRO Consolidated Facilities Operations and Maintenance 
Patriot Pro which will become the Silver Ea e Program. an 

(U) Reason for Audit 

•• : J 

• 

( U/LFOI.JG) While providing the benefit of streamlining delivery of services and 
products. consolidating contractors have the inherent risk of growth and changes to the range of 
activities from the original contract. By consolidating smaller services and procurement 
contracts into enterprise contracts. the NRO increases the scope and risk and ultimately the need 
for greater oversight. Because of these risks. we believe that the NRO would benefit from an 
OIG assessment of the business cases for these contracts. level of planning and oversight. risks. 
and execution of these contracts. 

(U) Objective 

( U~he objective of the audit is to detennine whether the NRO has etlectively 
planned and developed acquisition strategies fbr enterprise contracts to meet program risks and 
achieve intended benefits. 
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(U) Audit of NRO Field Representatives Oversight and Support (Planned for 
FY 1011) 

(U) Background 

(U) NRO Field Representatives arc NRO's representatives to commands, agencies. and 
other DoD and non-DoD customers. They provide a detailed understanding of the NRO­
supported National Systems missions. capabilities, limitations, products. and tasking procedures. 
Field Representatives comprise government and contractor employees who are assigned to the 
Mission Support Directorate (MSD). The OIG previously inspected NRO Field Representatives 
as part of user engagement. We found that the representatives program required a more 
comprehensive procedure and training portfolio. 

(U) Reason for Audit 

( UHF(:}UCJ) Because of the previously identified need for improved procedures and 
training and the Field Representalives· importance to the NRO mission, we are conducting this 
audit to provide feedback on the eflectiveness of the program·s oversight and support to the 
NRO. 

( U) Objective 

( U) The objective of this audit is to detenninc the etlectivt.."fless of the N RO Field 
Representatives in completing their support mission. Specifically. we will assess their 
knowledge of the NRO, technical competency, and resources to support NRO operations. 

(ll) Audit of the NRO Contracting Office Invoice Approval Proces!· (Planned/or 
FY 2012) 

(U) Background 

(UfffOU())The number of invoices requiring Defense Contract Audit Agency (DCAA) 
and N RO Contracting Officer approval increased with the rescission of approximately 198 N RO 
contracts from direct billing eligibility as of March 20 l 0. DCAA rescinded these contract()rs 
from direct billing eligibility to reduce the risk of overpayment that could result from issues 
found with the contractor's billing system or because the billing system required an update 
review. which had not occurred. As a result, the NRO Otlice of Contracts (OC) and DCAA have 
implemented a process that allows DCAA up to five days to review all interim non-direct billing, 
cost type invoices before a Contracting Onicer approves the invoice for payment. 

(U) Reason for Audit 

( U/J.fOUotBecause of contractor billing system issues and the reliance on DCAA rigor 
to review the increased number of non-direct billing invoices, our audit will tocus on the need to 
implement an invoice review and approval process. 
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(U) Objective 

(Ui.a.et;OfThe objective of the audit is to detennine whether NRO review and approval 
of contractor invoices ensures accurate payment Specifically, we will review NRO contracting 
officer activities to verify work perfonned prior to invoice approval. 

5 
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(U) Audits of NRO Fiscal Years 20 JO (Ongoing) and 20 I I (Planned for FY 1012) 
Financial Statements and Resolution - Statutory Requirement 

(U) Background 

( U/ /.E0tKJ) U oder the Chief Financial Otlicer Act and the Office of Management and 
Budget (0MB) Bulletin 07-04. Audit Requirements for Federal Financial Statements. an audit of 
the NRO financial statements is required to be performed by the OJG or by an independent 
public accountant (IPA) as detennincd by the OIG. The NRO OIG contracted with 
PricewaterhouseCoopers (PwC), an IPA firm. to conduct audits of the NRO financial statements 
for FY 2008 and FY 2009. with option years through FY 2012. The contract requires the fPA to 
audit in accordance with Generally Accepted Government Auditing Standards and 0MB 
Bulletin 07-04. The OIG will oversee the IPA audit and ensure that it complies with applicable 
quality standards. An audit was completed in FY 2008, resulting in n disclaimer of opinion. 
In FY 2009. the NRO implemented new cost accounting procedures and was reasserting balances 
on the financial statements. In FY 2010. the NRO continues to move towards a sustainable 
unqualified opinion. along with a goal of having a control based audil. by designing and 
implementing new internal controls around key financial processes. 

(U) Reason for Audit 

( U) The accomplishment of this audit is required by statute. 

(U) Objectives 

(U) These audits evaluate the reliability of the data supporting the financial statements: 
detennine the accuracy of the statements produced: and examine the adequacy of footnote 
disclosures in accordance with guidance issued by the Federal Accounting Standards Advisory 
Board. 0MB. and other authoritative guidance. The auditors will also review internal controls 
and compliance with laws and regulations related to the objectives and will follow up on the 
status of prior-year audit findings. The OIG will continue working with NRO management to 
resolve outstanding issues identified during prior financial statement audits. 

(U) Audit of the N RO Government Purchase Card Program (Ongoing) 

(U) Background 

(U) The U.S. Government purchase card is an internationally accepted credit card issued 
by individual contractors and available 10 personnel in all federal agencies under a single General 
Services Administration (GSA) contract. The purpose of the government purchase card (GPC) 
program is to minimize the paperwork needed to make. with proper authorization. purchases of 
up to $25,000. Although purchase cards provide etliciency and savings to the govenunenl. 
purchase card programs are high-risk because they allow the same individual to order. pay for. 
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and receive goods and services. This presents the potential for fraudulant and/or abusive 
transactions if not carefully monitored. Effective purchase card programs depend on the users 
having been properly trained to manage their card use. 

(U) Reason for Audit 

(U) This audit was initiated based on concerns expressed by NRO senior management 
during FY 2010. Therefore. it was not initially identified in our FY 2010/201 I OIG Work Plan. 
The last audit of the NRO Purchase Card Program was conducted by the OIG in FY 2003. 

(U) Objectives 

(S/ffl07NFJ fhe objectives of the audit are to determine whether the NRO purchase card 
program (I) complies with applicable laws and regulations, (2) utilizes government resources 
efficientl and eff ectivel and 3 has ade uate internal controls to deter im ro 

(VJ Audit of NRO Academic Outreach (Planned/or /st Quarter FY 2011) 

(U) Background 

,J.SrThe NRO Office of Strategic Human Capital (OSHC) is tasked with consolidating 
and improving the NRO Academic Outreach and Recruitment Program. This program supports 
several academic outreach efforts aimed at developing and attracting new talent in support of the 
NRO mission. as well as building the future workforce of the Intelligence Community (IC'). 
Outreach programs provide funding for internships. scholarships, security clearances and 
curriculum that educates students about career opportunities at the NRO and within the IC. 

(U) Reason for Audit 

(U) This audit is being conducted based on OSHC management concerns and interest of 
the DNRO. Specifically. OSHC has concerns regarding NRO contracting methods for the 
academic outreach program. and the lack of government oversight of the contracts where 
students arc included. 

(U) Objective 

(U) The objective of the audit is to assess the funding. planning. execution and resultant 
workforce recruitment benefits of the N RO outreach efforts with academic institutions. 
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(U) Audit of NRO Contract Modification Process (Planned for FJ' 2012) 

(U) Background 

(U) The contract modification process allows the NRO to change contract requirements. 
schedule. and/or funding and administrative items. During the past two audits of the NRO 
Financial Statements, we noted that many of the contracts sampled had a large number of 
contract modifications despite only being a year or two old. ln some cases. contract 
modifications were occurring at almost a weekly or bi-weekly rate. As a result, we sampled a 
few contracts and noted that the modifications were frequently initiated for funding with several 
modifications being made within a given month. Based on these findings we are focusing our 
audit on this portion of the contract process. 

(U) Reason for Audit 

(U I The NRO is facing a shortage of contracting officers which can negatively impact 
contract management. Given the increased volume in contract modifications. the audit will 
review the modification process to identify potential efficiencies. If improvements can be made 
to reduce the administrative burden on contracting officers. the contracting officers could have a 
more manageable workload and provide greater contractor oversight. 

(U) Objective 

(U} The objective of the audit is to determine if the NRO can reduce the number of 
contract modifications through improved contract administration practices Lo more effectively 
manage funding, resources. and requirements. 

(U) Audit of the NRO Oversight of Information Technology Basic Order of 
Agreements (Planned/or FY 2012) 

(U) Background 

(ll/tFQl lo+A Basic Order Agreement (BOA) is a written understanding that describes 
the methodology for the future procurement of goods and services, for which the specific time. 
price, and quantity are unknown. For example, these agreements can be used to purchase 
commodities. such as office supplies, as needed. The NRO OJG received an allegation that 
Information Technology (IT) BOA Contracts are paying operation and maintenance costs on 
items that have been turned in. are in ''cold" storage. or can not be located. ln addition. the NRO 
may be paying for these costs on items. such as printers. that are beyond their useful life. 

(U) Reason for Audit 

(U) We are conducting this audit based on an OIG Hotlink submission and concerns 
expressed about property management by NRO senior leaders. 
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(U) Objectives 

(lJ) The objectives of this audit arc to detenninc if the NRO is 
• CU) accurately tracking IT propeny purchased through BOAs. and 
• ( U) proper! y allocating operation and maintenance funds on the contract. 

l) 
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(U) Information Technology Audits 

(U) Fiscal Year 2011 and 2012 Independent Ellaluutions of the NRO Compliance 
with the Federal Information Security Management Act (Planned for 2nd Quarter 
FY 2011 and FY 2012 - Statutory Requirement) 

(U) Background 

(U) The Federal Information Security Management Act (FISMA) was enacted to provide 
a comprehensive framework for ensuring the effectiveness ofinfonnation security controls over 
information resources that support federal operations and assets. FISMA requires that federal 
agencies develop and maintain an agency-wide infollllation security program and report annually 
to the Director, Oftice of Management and Budget (0MB). and to the appropriate Congressional 
Oversight Committees on the adequacy and effectiveness of their information security policies. 
procedures, and practices. The Act also requires an annual independent evaluation of each 
federal agency's information security program and practices. 0MB provides annual FISMA 
reporting instructions for agency Chief lnfonnation Officers (CIOsJ and IGs to use while 
perfonning these assessments. Within the IC, each OIG is responsible for conducting the 
independent evaluation required hy FISMA and providing its evaluation to the Associate 
Director of National Intelligence and the CIO for consolidated reporting to 0MB. The NRO 
OIG FISMA evaluation is a year-round effort that incorporates the monitoring of NRO 
information technology initiatives. and audits of related information technology functional areas 
and systems that contribute to the overall annual evaluation. The independent public accounting 
firm of PricewaterhouseCoopers assists the OJG in performing these evaluations. 

(U) Reason for Audit 

(U) The accomplishment of this audit is required by federal statute. 

(U) Objective 

( U) The objective of these legislatively mandated annual evaluations is to provide an 
independent assessment of the NRO compliance with the requirements set forth under FISMA 
and the 0MB guidance that implements it. 

(VJ Audit of Incident Detection and Respo11se (Planned/or 3rd Quarter FY 2011) 

(U) Background 

(U//~he FISMA requires agencies to develop procedures for detecting. reporting, 
and responding to security incidents to mitigate associated risks before substantial damage is 
sustained. FISMA also requires agencies to notify and consult with the Federal Information 
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(U) Reason for Audit 

(U) Objective 
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(U) The objective of this audit is to detennine what actions have been taken to enhance 
the incident detection and response processes across the NRO. Specifically. we will detennine 

(V) Review of the Role and Function of the Chief Information Office (Planned for 
FY 2012) 

(U) Background 

(UUF0t10) In accordance with the Clinger-Cohen Act. the CIO is responsible for 
managing information resources by developing capital planning and investment strategies and by 
overseeing the acquisition activities for IT. The OIG Audit of th£' Mission and OOice <?f the Cltief 
Information O.Uice conducted in fiscal year 2000 found that the NRO CIO was not in compliance 
with the Act"s requirements. In particular. the CIO did not review the NRO planned IT 
investments prior to their incorporation in the Congressional Budget Justification Book. Also, 
the NRO had not implemented a system of accounts that track IT ~xpenditures designed to assist 
the CIO in performing capital planning and investment control. Therefore. the NRO did not 
know what amount it spent on IT. and the CIO could not advise the DNRO on the most efficient 
and etlective use of IT investments. 

(U/fFOUO) In 2008. the CIO was restructured as part of the ongoing NRO-wide 
transfonnation. The DNRO issued a memorandum of instruction to empower the CIO and stated 
that the establishment of an expanded enterprise-level OCIO was "crucial'" to success. Also, the 
office was staffed with senior-level officials and deemed a mission enabling organization, 
reporting directly to the DNRO. ln 2010, the DNRO established the Information Technology 
Executive Committee (ITEC) to provide leadership. direction, and guidance for all NRO IT. 
infmmation assurance, and infonnation management programs and activities to ensure their 
success. 
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( U/~ Reason for Audit 

(U) The CIO is actively pursuing improvements to the integrity and reliability of NRO IT 
overall. As a result. the CIO requested that we evaluate its successes and any remaining 
vulnerabilities. 

(U) Objectives 

( U) The objectives of this review are to 

• determine whether the CIO has the authorities. responsibilities, and resources 
necessary to carry out its mission; 

• evaluate adherence to appJicable regulations, statutes, standards. polices, and 
procedures; and 

• determine if corrective actions have been implemented to address the weaknesses 
identified during the fiscal year 2000 audit. 

(U//Ji.(JllfJ} Audit of NRO Alternate Data Processing and Business System 
Capablliues(Plannedfor1012) 

(U) Background 

(U//}::Qtj(j) According to FISMA. plans and procedures are necessary to ensure the 
continuity of operations for all information systems (IS) that support the operations and assets of 
an agency. Given the significant funds spent for major system acquisitions: it is critical to ensure 
the continued operations of data processing and supporting business systems in the event of a 
catastrophe. Depending on the degree of service continuity needed. choices for alternative 
facilities can range from an equipped site ready for immediate backup service to an unequipped 
site that will require additional time to establish operations. Further, various types of services 
can be prearranged with vendors, to include suppliers of computer hardware and 
telecommunications services. 

(U//F..ottO) Reason for Audit 

(Uuf0.Y0t('ontinuity of operations goes beyond maintenance of ground station 
operations. In the event of a catastrophe, continuity of operations must encompass bow 
effectively lT is integrated enterprise-wide to allow recovery and continuation of NRO data 
processing and business systems relied upon for basic financial and contractual requirements tha1 
support NRO major system acquisitions. Ensuring the NRO is positioned to maintain continuity 
of operations for its IS is critical to the continued availability of data to support the intelligence 
community and the warfighter. 

(U) Objective 

(U) The objective of this survey is to detennine whether the NRO has mechanisms in 
place and is positioned to ensure the continued availability of its data processing and business 
systems in the event of a catastrophe. 
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(U) Audit Peer Reviews 

(U) Introduction 

(U) Government auditing standards require that audit organizations undergo an external 
peer review every three years. This review is designed to evaluate the audit organizations system 
of quality control and ensure that professional standards and qualifications are maintained. 
The review is conducted by an independent and qualified audit organizatfon. During FY 20 IO. 
the NRO OIG under went an Audit Peer Review that was performed by the audit staffs of the 
National Security Agency (NSA) and Central Intelligence Agency (CIA). 

(U) In performing the review, the N SA/ CIA ex.temal review team obtained an 
understanding of the system of quality control for the N RO 's audit organillltion and tested 
compliance with the quality control policies and procedures. Federal audit organizations can 
receive a rating of pass, pass with deficiencies, or fail.In their report, issued on I 2 August 20 I 0, 
the NSA/CIA review team found that the NRO OIG audit quality control system was designed in 
accordance wilh GAS and was generally operating effectively to provide assurance that audit 
personnel were following established policies. procedures. and applicable audi1ing standards, 
resulting in a rating of .. pass. .. the highest possible rating. 

(U) As part of a small community of IG staffs conducting audits of Intelligence 
Community activities, the NRO OIG participates in periodic peer reviews of audit organizations 
performing audits at NSA, National Geo-spatial Agency (NGA). Defense Intelligence Agency 
(DIA>. US Southern Command (USSOCOM), and the CIA OIGs. In FY 2011. the NRO audit 
staff will conduct external peer reviews at the USSOCOM OIG and the CIA OIG. 

(U) Peer Review of USSOCOM 0/G Audit Staff (Planned for l st Quarter 
FY 2011) 

(U) Background 

(Li) The Government Accountability Office (GAO) requires that each audit organization 
perfonning audits or attestation engagements establish a system of quality control. and have an 
external peer review at least once every three years. The Council of Inspectors General for 
Integrity and Efficiency (CIGIE) sets the scope. methodology. and schedule for the conduct of 
these reviews. 

(U) As part of a small community of IG staffs conducting audits of Intelligence 
Community activities. the NRO OIG participates in periodic peer reviews of audit organizations 
perfonning audits al NSA.NGA. DIA. USSOCOM. and CIA. 
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(U) Reason for Audit 

(U) Besides the GAO and CIGIE requirements. the conduct of external peer reviews 
provides an opportunity for community collaboration and lessons learned to enhance the level 
and quality of IG support to the IC mission. 

(U) Objectives 

(U) The objectives of the external quality control review of the USSOCOM Audit Staff 
are to determine whether ( I ) the Audit Staffs internal quality control system is adequate. in 
place. and operating etlectively: and (2) applicable policies, procedures, and auditing standards 
are being followed in its audit work. Specifically, we will evaluate the independence of the audit 
organization, established policies and procedures, the development of annual audit plans, the 
internal quality control program, compliance with auditing standards during audits, and 
compliance with established training requirements. Also, we will follow up on the last external 
quality c()ntrol review. 

(ll) Peer Review of CIA O/G Audit Staff (Planned for /st Quarter FY 201 I) 

(U) Background 

(U) The GAO requires that each audit organization performing audits or attestation 
engagements establish a system of quality control and have an external peer review at least once 
every three years. The CIGIE sets the scope. methodology. and schedule for the conduct of 
external peer reviews. 

( U) As part of a small community of IG staffs conducting audits of lntelligence 
Community activities. the NRO OIG participates in periodic peer reviews of audit organizations 
perfonning audits at NSA. NGA. DIA. USSOCOM. and CIA. 

(U) Reason for Audit 

(U) Besides the GAO and CIGIE requirements. the conduct of external peer reviews 
provides an opportunity for community collaboration and lessons learned to enhance the level 
and quality of IG support to the IC mission. 

(U) Objecti,res 

(U) The objectives of the external quality control review of the CIA OIG Audit Staff are 
to determine whether (I) the Audit Staff's internal quality control system is adequate. in place. 
and operating effectively; and (2) applicable policies. procedures. and auditing standards are 
being followed in its audit work. Specifically. we will evaluate the independence of the audit 
organization. established policies and procedures. the development of annual audit plans. the 
internal quality control program, compliance with auditing standards during audits, and 
compliance with established training requirements. Also. we will fi."lllow up on the last external 
quality control review. 
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(U ield Office Audits 

(U) Audit of the Disposition and Transfer of NRO Property (Planned for /st 
Quarter FY 1011) 

(U) Background 

.fSrfl'KJ Business Plans and Operations (BPO)/Finance spends a great amount of time 
trying to account for property transferred to alternate locations or to other NRO contracts. BPO 
property management audits in 2008 and 2009 disclosed property being transferred to alternate 
locati rail, · ere also issues with the 
recent he f program propeny 
was tran as we as non- con c without proper 
documentation. Without proper tracking of property transfer and disposition the NRO is unable 
to ensure that it has properly accounted for its equipment and the associated value on NRO 
financial statements. 

(U) Reason for Audit 

(U) This audit will be perfo.nned to ensure that NRO program property is properly 
transferred, disposed of: accounted for. and represented on the NRO financial statements. 

(U) Objective 

...(.S#l'tqThe overall objective of this audit is to determine whether NRO property is being 
controlled in accordance with established procedu~ill be completed in three 
separate phases and-ill focus on ro rt located in acilities. In particular, we will 
review ( I ) property Program; (2) property m a terminated 
compartmented program: and (3) property located at Vandenburg Air Force Base. 

(U) Audit of the Effectiveness of Quality Assurance Monitoring of Subcontractors 
(Planned for 3rd Quarter FY 1011) 

(U) Background 

. ~uality Assurance for-,arts to con.form to contract requirements is an 
issue that has arisen in previous audits ~ugh our walk-in reponing process. NRO in-plant 
representatives (NlPRs) are tasked with providing quality assurance through applicable tools, 
audits. analysis, and other techniques. and communicating any issues identified to the program 
manager in order to resolve them in a timely manner. 
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(U) The overall objective of this audit is to determine the effectiveness and efticiency of 
the NRO in monitoring quality assurance at major subcontractors. This includes a look at the 
NIPRs to determine their effectiveness and efficiency~ timely feedback to the 
program managers. The focus of this audit will be o~contractor locations. 

(U) Audit of the NRO Management and Use of FFRDCs (Planned/or FY 2011) 

(U) Background 

(U/,lF6tJ(J) Federally funded research and development centers are unique independent 
nonprofit entities sponsored and funded by the U.S. government to meet specific long-term 
technical needs that cannot be met by any other single organization. FFRDCs work in the public 
interest and operate as strategic partners with their sponsoring government agencies to ensure the 
highest levels of objectivity and technical excellence. First established during World War [I, 
there are currently more than 40 different FFRDCs funded by the government The two largest 
FFRDCs supporting the NRO are Aerospace with 728 staff years of technical effort (STE) and 
MITRE with 78 STE. 

(U) Reason for Audit 

(U) The NRO has its most aggressive launch schedule in 25 years and relies heavily nn 
the expertise of its FFRDCs to ensure success. In addition, both the DNRO and Congress have 
raised questions regarding the managemenL appropriate use, and value of FFRDCs at the NRO 
and across the Federal Government. 

(U) Objective 

(U//F0Ut,J The overall objective of this audit is to determine whether the FFRDC roles 
and responsibilities are aligned with the NRO's intent and stated objectives. Specifically, the 
audit will focus on the two largest FFRDCs supporting the NRO (Aerospace and MITRE) and 
detennine whether they are (I) working within the realms of their statements of work; 
(2) performing tasks consistent with the FFRDC's stated purpose. mission. capabilities, and core 
competencies; (3) perfonning inherently govemmental functions that should be perfonned by 
Government officials; and (4} perfonning work that commercial contractors could perfonn as 
effectively and less expensive under commercial contracts. 
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(U) Audit of the Termination of a Compartmented Program (Planned for 
FY 1011) 

Background 

-('817'11'() The termination of government programs often involves a long and expensive 
process of ne otiations between the ovemment and contractor. In the past. the NRO has 

in liabilities as a result of terminatin satellite ro 

(U) Reason for Audit 

-tS') The compartmented program was plagued by schedule slippages that resulted in 
program costs exponentially higher than those in the original proposal. Considering a previous 
Congressional in ui into the condition of the program. the NRO could expect similar scrutiny 
of thi program termination. Even though this program will have been 
terminated prior to this audit, there is the potential for recou~e if any significant issues are 
discovered. There is also the potential for lessons learned for any future program terminations or 
reductions. 

(U) Objective 

(U) The overall objective of this audit is to determine whether the contract termination 
activity was properly managed, met management expectations. and resulted in the best value for 
the Government. 
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(U) Denver Field Office Audits 

(VJ Audit of ADF-C Ground Systems Life-Cycle Management (Planned for 3rd 
Quarter FY 1011) 

(U) Background 

(U) ADF-C manages ground systems integration processes for installations. 
modifications and upgrades. and the decommissioning of systems. The audit will initially focus 
on ADF-C involvement during development activities in accordance with the SIGINT Joint Site 
Integration Standards. The audit will review ADF-C participation in ground systems Life-cycle 
phases and readiness reviews and will assess the extent of standards compliance. The audit will 
select a sample of ground system deliveries/installations to the ADF-C and will determine the 
effectiveness of readiness reviews. engineering audits, and formal records of non-conformance. 

(U) Reason for Audit 

(U) Joint NRO-NSA inspections of NRO mission ground stations have periodically 
identified challen es re ardin deliveries and installations of ground systems. At ADF-C, the 

the NRO must address the competing interests 
o power. oor space, an coo mg requrremen s against the mission system needs for the NRO. 
the NSA. the NGA. and more recently. the DNI. 

(U) Objective 

(U) The objective of the audit is to determine whether ADF-C can effectively manage the 
ground systems development and integration processes for installations. modifications and 
upgrades, and decommissioning of systems. 

(VJ Audit of the NRO Out-Processing Procedures at Mission Ground Stations 
(Planned for 1st Quarter FY 201 I) 

(U) Background 

(U/L.li01::1()} Federal standards and policies for assessing and protecting federal 
infonnation systems require that, upon termination of individual employment, organizations 
terminate information system access. conduct exit interviews. and retrieve all organizational 
information system-related property. Indications are that the NRO procedures for outprocessing 
differ between headquarters and ground station personnel. 

(U) Reason for Audit 

(U//(i:()YGJ This audit is being performed in conjunction with the Audit of the NRO 
Outprocessing Procedures. This segement will focus on the outprocessing policies and 
procedures followed at NRO mission groundstations. We have divided this audit into two 
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distinct scgements due to the differences in outprocessing of personnel assigned to headquaners 
and those assigned to the mission ground stations. 

(U) Objective 

(U) The objective of this audit is to detennine the extent to which NRO out-processing 
procedures ensure that access to NRO facilities and infonnation systems are rescinded after 
employee departure or transfer. Specifically. we wilJ assess the ( l) NRO process for 
communicating out-processing procedures to employees; (2) implementation and enforcement of 
out-processing procedures at the ground stations; and (3) potential risk of access to NRO 
facilities and information systems. 

(U) Audit of NRO Resources Management for the NSA Mountain View Project 
(Planned for FY 2012) 

(U) Background 

~ A final cost analysis was developed in 2008. This resulted in the best value/lowest 
cost decision to acquire land rights. hire an A&E finn. and contract with a developer for a .. Build 
to Suit .. and Leaseback arrangement. However. the arrangement fell span due to requirements 
growth by NSA and the lack of flexibility on the part of the NRO to accommodate the changes. 
It was also impacted by the DNI Decision Document which left out O&M funding . 

..{Bfin 2009, the DNI agreed with the NRO position to terminate the NRO role as 
Executive Agent, in part due to significant requirements definition challenges and no Operations 
and Maintenance programmed for facility out-years. NRO was permitted to reprogram 
remaining unspent funds for contract tennination. and the Eastern Processing Facility resolution. 
The DNI provided NSA a MILCON budget for development by Army Corps of Engineers of a 
facility that MUST be connected to ADF-C. on Buckley AFB. However. again. the DNI did not 
address facilities O&M. nor did NSA ans to house about 750 t I I _J • J ! • • f 

personnel in the new facility includin . 
(U) Reason for Audit 

~MS&O is supporting O&M for the new facility (no further information). Currently. 
NRO lacks documentation of who is responsible for overseeing and protecting the NRO interest 
for such an endeavor. 
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(U) Objective 

(U) The objective of this audit is to determine whether costs planned and programmed to 
support the NSA Mountain View Military Construction Project are consistent with 
appropriations law, NRO responsibilities. and tbe host tenant agreement. 

(U) Audit of ADF-C Traini11g Management (Planned/or FY 2012) 

(U) Background 

(U) During the course of our FY 2010 Audit of Support to Others at ADF-C. the-ADF-C 
Director for Mission Support performed paraJlel assessments of ADF-C support for 
infrastructure, facilities. training. Human Resource, and other support costs. To avoid a 
duplication of effort, we eliminated those areas from our audit and focused solely on mission 
costs. The study conducted by the ADF-C found that training initiatives were not aligned with 
organizational equities and the benefits derived therefrom. 

(U) Reason for Audit 

(U) During our planning process. training manag.. resented as an issue of high 
concern by ADF-C management. ADF-C expends abou nnually for contractor 
training support. Management believes that efficiencies exist at could result in significant 
savings or funds put to better use and requested that the IG assess ADF-C training programs. 

(U) Objective 

(U) The objective of this audit is to determine whether NRO training activities at ADF-C 
are appropriately managed to support ADF-C mission. 
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(U) INSPECTIONS 

(U) Introduction 

(U) THE lNSPECTIONS STAFF conducts inspections to assess how well a program or 
activity is working. The inspection process analyzes and evaluates programs and activities for 
the purpose of providing timely information to managers for decision-making; monitoring 
compliance~ measuring performance; assessing efficiency and effectiveness; making value-added 
recommendations for improvements to programs, policies. or procedures; and sharing best 
prnctices. Our goal is to positively influence systemic changes and promote improved NRO 
mission success. NRO OIG inspections are performed by an experienced staff with diverse 
backgrounds including engineering, launch. mission operntions. finance. program management. 
information technology. security. contracting, and human resources. A full explanation of the 
Inspection process is detailed in Appendix B. 

(U) Our planned FY 201 l/2012 Inspections are divided into the areas of Mission 
Inspections. Mission Support Inspections, and Joint Inspections, which are conducted in 
conjunction with other members of the Intelligence Community. In addition. we will lead a 
Inspection Peer Review of the National Geospatial Intelligence Agency (NGA) OIG Inspections 
Staff. Our planned inspections are presented in their respective sections with accompanying 
information. If the pre-inspection phase is complete, the specific inspection objectives are also 
presented. 
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(U) Mission Inspections 

(U) Inspection of NRO Program Protection Planning (Ongoing) 

(U) Background 

(U~OU6J Program Protection Planning (PPP) is an acquisition and logistics managt.-d 
process that identifies critical program elements. threats, and vulnerabilities throughout the 
systems life-cycle. An etlective Program Protection Plan includes Critical Program lnfonnation 
(CPI). which represents elements critical to program success: a Counterintelligence Support Plan 
(CISP), which is developed to prevent the loss of CPI to foreign entities; and an Operations 
Security Plan (OPSEC), which educates the program population on potential threats. 

(U) Reason for Inspection 

(U//..EOt18tThe layering and integration of the selected protection requirements 
documented in a PPP provide for the integration and synchronization of protection activities. 
If there is a compromise of critical program elements, the results could include a significant 
degradation of mission effectivem.'SS; a shortened expected combat-effective system lite; reduced 
technological advantage; significantly altered program direction; or a strengthened adversary·s 
ability to defeat, counter, copy, or reverse engineer the technology or capability. 

(U) Objective 

( U/~ The overall objective of this inspection is to evaluate the NRO policies. 
procedures. and training mechanisms that support the management. accountability. and control of 
Program Protection Plans, Critical Program Information, Counterintelligence Support Plans. and 
tailored Operations Security Plans. 

(V) Inspection of Ground Enterprise Directorate, 
(Ongoing) 

(U) Background 

(lJ~The Ground Enterprise Directorate (GED) 
ensures the technical perfonnance and quality of the ground enterpnse 
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(U) Reason for Inspection 

(U) Inspection of the Office of Space Launch, NRO Cape Canaveral Operating 
Location (Planned/or 3rd Quarter FY 2011) 

(U) Background 

-(S//TK:/illEL~ fhe Ofiice of Space Launch (OSL), at Cape Canaveral Air Force Station 
{NRO Cape) is one of two sites responsible for supporting the launch base processing of all NRO 
space missions and other selected government-sponsored space programs. The OSL provides 
programs with a single point of contact to interface with the various suppon agencies at the 
launch base. During the process ofNRO sponsored spacecraft missions. numerous facilities. 
support systems. and Aerospace Ground Equipment are used to support pre-launch and launch 
operations. The Cape is responsible for launch planning: manifesting NRO assets; and. is the 
focal point for NRO space launch systems planning. acquisition. integration, and operations. 
The Director. OSL serves as the NRO focal point to represent the integrated IC launch priorities. 

(U) Reason for Inspection 

( u,t,t.F6t10f As one of two launch facilities. the NRO Cape is critical to the N RO launch 
capability. The inspection will assess launch site facilities and services for the suppon of Atlas 
V and Delta IV launch vehicles. 

(U) Inspection of the Systems Engineering Directorate 
(Planned/or FY 1011) 

(U) Background 
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(U) Reason for Inspection 

( UHPOUO) The SED bas transfonned many times in the last several years. In FY 2006. 
the OIG issued an observations memorandum instead of a full inspections rep<m-largely 
because of a DNRO-directed re-organization in April 2006. At that time, we observed that the 
designated roles. responsibilities, and authorities for SEO were vague and not clearly 
understood. Since that time, the organization has continued to undergo change. The OCA was 
specifically selected for inspection because of its key role it plays in accomplishing the SED 
mission. 

(U) Inspection of the Special Communications Office (Planned for FY 2012) 

(U) Background 

(U~ The DNRO established the Special Communications Office (SCO) on 
I October 2009 in order to champion effective. efficient. acquisition management and operations 
of the NRO S ecial Communications Pro ram. S ial Communications is deftned as the rela 

(U) Reason for Inspection 

(U/,!fOUOTThis is a newly centralized function that is extremely important to the NRO 
in its suppo..-especially in war-time. This new office has a key role in 
championing ~mrnunications activities with its customers and the Director, SC'O 
is the Chair of the National Special Communications Board. An inspection of the SCO will 
provide the NRO some level of confidence that the NRo·s support to the warfighter and the IC is 
appropriate and effective. 

(U) Inspection of the /MINT Directorate 
(Planned for FY 2012) 

(U) Background 
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(U) Reason for Inspecdon 
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(U) Mission Support Inspections 

(V/IFtJUO) Central Intelligence Agency Inspection of the Directorate of Science 
and Technology, Office of Development and Engineering (Ongoing) 

(U) Background 

(UttFet.10) There were numerous staffing concerns identified during the 2009 /nspectim1 
olNRO Strategic Human Capital (SHC) including the fact that the CIA is not meeting the 
staffing requirements specified in the CIA/NRO Personnel Suppon Memorandum of Agreement. 
The SHC inspection found that the Directorate of Science and Technology, Office of 
Development and Engineering (DS&T/OD&E) was staffing NRO OD&E biUets at a 75 percent 
fill rate as opposed to a rate commensurate with CIA. which was called for in the Memorandum 
of Agreement. Furthennore, the inspection noted that DS&T has placed an emphasis on hiring 
junior personnel in an effort to provide long-term staffing for both the CJA and NRO. However, 
the focus on exclusively hiring junior personnel does not benefit the NRO since a mix of junior 
and senior staff members is necessary to ensure mission success. 

(U) Reason for Inspection 

(U//-F0t10) Based on the NRO 010 SHC Inspection results and the fact CIA 010 has 
never inspected the DS&T/OD&E, the CIA 010 (with support from the NRO 010} is 
conducting an inspection of DS&T/OD&E. Inspection fieldwork (to include interviews. survey, 
and research) has been completed. A final report is anticipated in early FY 2011. 

(U) Objectives 

(U~ The overall objectives of the inspection are lo assess OD&E's performance 
against its mission objectives. interaction with partners and customers, and detennine 
effectiveness of its leadership and management. Inspection fieldwork (to include interviews, 
survey. and research) is completed. A final report is anticipated in early FY 2011. 

(V) Inspection of NRO Emergency Management/Continuity of Operadons 
(Ongoing) 

(U) Background 

(U) By direction of the Federal Continuity Directive I (FCD), in concert with the 
National Security Presidential Directive /NSPD 5 I, Homeland Security Presidential 
Directive/HSPD~20, all Federal agencies are required to establish and maintain a viable 
Continuity of Operations Program (COOP) to ensure its essential functions are continued across 
a spectrum of contingencies from localized acts of nature to the use of weapons of mass 
destruction affecting a geographical area. 
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(U) Reason for Inspection 

(U) Objectives 

(UHfO0O)The objectives of this inspection are to assess the overall status ofNRO 
EM/COOP efforts. The IC-wide inspection focus is primarily 011 COOP. with specific objectives 
applied consistently by IC 010s as they examine COOP within their respective organizations. 
IC-wide agreed upon objectives include ( 1) define COOP for their agency. (2) assess the 
sufficiency of agency-level COOP plans and compliance with external guidance. (3) determine if 
COOP training and exercises are sufficient, and (4) determine if COOP is a priority for their 
organization. The NRO 010 is also examining EM. through a limited scope follow-up review of 
the 010 Inspection ofNRO's EM Process. as well as an examination ofNRO Lessons Learned 
from the 20 l O snow stonns. 

(U) Background 
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(U) Reason for Inspection 

(U) Background 

(U) Reason for Inspection 
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(U) Inspection of Mission Operations Directorate, 
Headquarters (Planned for 4th Quarter FY 2011) 

(U) Background 

(U) Reason for Inspection 

• • :'I , 

n 1t1on. s a re attve y new orgamzat10n-stan mg up m _ 

-' 

This inspection will aim to assist t e organization in resolving any lingering issues from thal re­
organization. For ins-· e 2009 re-alignment of field functions out of the Communications 
Directorate into MO resents a potential risk. T~ Directorate still houses the 
architecture and engineering efforts that support much o-These activities were localed in 
a single Directorate prior to the 2009 bifurcation. One area the inspection will examine is what 
(if any} positive or negative impacts re-alignments such as this have had on the organization. 

(UJ Inspection of Communications Systems Directorate, 
(Planned for FY 2012) 

(U) Background 

divisions focused 
on managing the acquisition and engineering aspects oft e s oca rea Network 
(LAN)/Wide Area Network (LAN/WAN) architecture for the NRO. As a result of the 2009 
NRO reali ent, the operational segment of this function ( i.e .. the forward de lo ed COMM 

were moved to the Mission Operations Directorate (MOD) 
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(U) Reason for Inspection 
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(SUT~ Sinc-s responsible for the development and engineering of the entire 
LAN/WAN architecture across the NRO, functioning of these systems and the proper 
identification and migration to future systems is critical to both the mission essential functioning 
of the NRO and our support to mission partners. Additionally. the 2009 separation of the 
LAN/WAN develo ment function within COMM and the o r ti · · n 
MO This 

IJ. 

(U) ln5pection of the NRO Environmental and Safety Office (Planned for 
FY 2012) 

{U) Background 

(U} The Management Services and Operations (MS&O) 
Environmental and Safety Office (ESO}. like many offices within the NRO recently transformed 
itself. The adjustment of business lines was done to more effectively utilize stafting resources to 
accomplish its mandate to provide environmental, safety and fire protection expertise in support 
of the NRO mission. ESQ expanded their traditional business lines of occupational safety and 
environmental compliance to include fire protection, life safety. environmental sustainability and 
energy efficiency. Key policy developments were established in a team effort with the NRO 
Environmental Safety Council (ESC). The ESC is composed of representatives from selected 
NRO Directorates and Offices and each major field Site. The ESC provides overall leadership 
for the NRO Environmental and Safety Program. 

(U) Reason for Inspection 

(U) Before the transformation of this oflice and function. the Inspection staIThad 
consistently noted environmental and safety issues at many of the NRO Sites. A significant 
concern to the NRO management is the health and safety ofNRO employees. as well as NRO 
facility environmental and fire protection compliance. Appropriate oversight and management 
attention to this critical function is paramount. 

(U) Inspection of the Office of Security and Counterintelligence, Program 
Security Officers (Planned/or FY 2012) 

(U) Background 

(UflF..OUot,The Office of Security and Counterintelligence (0S&CI) matrixes program 
security otlicers (PSOs) to the various NRO Directorates and Offices to manage security for their 
respective programs and operations, and to serve as security professionals in support of the 
overall security posture for the NRO. PSOs provide contract. program, and personnel security 
support as well as liaison with the centralized services at the OS&C I. 
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(U) Reason for Inspection 

( U) PSOs are the first line of protection within each program office. It is incumbent that 
PSOs perfonn consistent)y to support the overall security posture established for the entire NRO. 
A fonner Director. OS&CI had raised a concern that PSOs embedded in the Directorates and 
Offices were losing core competencies as security officers. Additional concerns centered on 
inconsistencies in the manner in which standards were applied in the perfonnance of their duties. 
Some of the areas in which the inconsistencies may be occurring include incident reporting and 
support to competitive source selection. 

(U) Special Review of NRO Facilities and Office Space Management (Planned for 
FY 2012) 

(U) Background 

(Sri'TKi/NF) On June IO. 2010, a Presidential Memorandum discussed the subject of 
disposing of unneeded Federal real estate. The memo stated that the Federal Government is the 
largest property owner and energy user in the U.S. Taxpayer dollars and energy resources are 
being wasted to maintain excess assets. To eliminate wasteful spending, save energy and water. 
and reduce greenhouse gas pollution, the President directed executive departments and agencies 
to accelerated efforts to identify and eliminate excess properties. Agencies shall also take 
immediate steps to make better use of remaining real property assets as measured by utilization 
and occupancy rates, annual operating cost. energy efficiency. and sustainability. Efforts should 
include the elimination of lease arrangements that are not cost effective and pursue consolidation 
opportunities. 

(U) Reason for Review 

..il.!l The NRO is responsib tracts. maintenance. construction and operation nf 
nearlYIIIIIJ>uildings and facilitie This includes office buildings, testing labs. 
logistics warehouses, remote monitoring locations and mission ground stations. Also. the NRO 
is a contributing tenant to other government agencies~ leases space for special programs and 
personnel: and provides facilities and oflice space for contractors and other government agency 
personnel supporting the NRO. Given the amount of locations. the NRO has significant costs to 
maintain the infrastructure. With the current state of the budget. the NRO should look for 
opportunities to consolidate resources. 
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(U) Joint Inspections 

(U) Joint Inspection of the Aerospace Data Facility - Southwest (Planned for 
4th Quarter FY 2011) 

(U) Background 

(U) Reason for Inspection 

(U~This inspection is a joint inspection with the NGA 010. All inspections of 
NRO Ground Station are planned on a three-year inspection cycle. a policy adopted from the 
NSA and military Cryptological Services. As an operational component of the NRO. the ground 
stations are integrated with IC organizations. and provide an opportunity for our offices to 
collaboratively inspect the mission and operations of this critical national asset. We plan to 
revisit several areas of concern identified during ow- first inspection in FY2008. These areas 
include a lack of a cohesive training or continuity program in th 
the absence of a comprehensive out-year plan tied to future budget expectations, the lack of a 
comprehensive configuration management process for both information technology ( lT)and 
facility requirements. and limited government oversight of contractor activities. Some of the 
general functional areas the Joint Inspection team will likely focus include Information 
Technology Systems. Facilities Management. Contracts. Budget. Security. Mission Operations. 
Labs. and Mission Systems. 
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(U) Joint Inspection of the Aerospace Data Facility-East (Planned for 3rd Quarter 
FY 2011) 

(U) Baek.ground 

(U) Reason for Inspection 

(S/'TKfrREL) As the operational component of the NRO. the ground stations are 
integrated with IC organization. providing an opportunity for the OIGs to collaboratively inspect 
the mission and operations of this critical national asset The facility was previously inspected in 
July-August 2008. In that inspection. we identified several areas of concern that we will revisit 
as part of this joint NRO-NGA inspection. These include a shortage of government personnel. 
especially in the support areas of facility, security. and contracting. Consequently. there are 
concerns as to the sufficiency of government oversight of the contractor workforce; the lack of 
eflective planning and executing of a preventive maintenance program; non-compliance with 
applicable safety codes: an ineffective environmental. health and safety program: and the lack of 
a comprehensive configuration management program. Some of the general functional areas the 
Joint Inspection team will potentially tocus on include Information Technology Systems. 
Facilities Management. Contracts. Budget. Security, Mission Operations, Labs, and Mission 
Systems. 

(VJ Joint Inspection of the Aerospace Data Facility-Colorado, NSA-Colorado and 
NGA /OC-Colorado (Planned/or FY 2012) 

(U) Background 
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(U) Reason for Inspection 

~) The inspection will be conducted under the Joint Cryptological Inspection 
Program. The Joint Inspection Team will consist of representatives from the NRO. NSA. NGA, 
Central Intelligence Agency, US Air Force Intelligence Surveillance Reconnaissance Agency, 
US Anny Intelligence and Security Command, and the US Naval Network Warfare Command. 
As an operational component of the NRO. the ground stations are integrated with IC 
organizations and foreign partners, providing an opportunity for the Offices of Inspectors 
General to collaboratively inspect the mission and operations of this critical national asset. This 
inspection is on a three-year inspection cycle and ADF-C was last inspected in Fiscal Year 2009. 
Some of the general functional areas that the inspection team is likely to eumine include 
lnfonnation Technology Systems. Facilities Management, Contracts, Budget/Finance. Security. 
Mission Operations. Labs and Mission Systems. 

(U) Joint Inspection of the 
FY 1012) 

(U) Background 

(U) Reason for Inspection 

(Planned for 

(U/.tH)U6) The NRO OIG will lead the inspection in support of the Joint Cryptologic 
Inspection Program. The OIG inspection team will consist of representatives from the NRO. 
NSA. CIA AF Intelligence Surveillance Reconnaissance Agency, US Anny Intelligence and 
Security Command. and the US Naval Security Group Command. As an operational component 
of the NRO. the ground stations are integrated with IC organizations and foreign partners. 
providing an opportunity for the Offices of Inspectors General to collaboratively inspect the 
mission and operations of this critical national asset. The last Joint Inspection occurred in June 
2009. Some of the general functional areas the joint inspection team is likely to examine include 
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Mission Operations and Mission Systems. Information Techn(1logy Systems. Facilities 
Management. Contracts. Budget. Labs, Pmpeny Management and Security. 
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(U) Inspection Peer Review 

(UI/F(J(J(JJ Joint Peer Review of the NGA Office of Inspector General. 
Inspection Staff (Planned for 3rd Quarter FY 1011) 

(U) Background 

(U~The NRO OIG Inspection Staff will lead the Peer Review of the NGA OIG 
Inspection Staff. The Peer Review will evaluate the NGA internal inspection quality control 
system to determine whether policies and procedures related to the CIGIE professional standards 
are suitably designed and effectively applied. The Peer Review will include an examination of 
NGA IG inspection reports. inspection working papers and other necessary documentation such 
as Certified Professional Education records. 

(U) Reason for Review 

(U/.LF0t!O) The Assistant Inspector General for the NGA OIG, Inspection Staff. 
requested that the NRO OIG lead a community-wide peer review of his mission and functions to 
detem1ine compliance with professional inspection standards. This will enable the NGA OIG to 
receive feedback on its work products and obtain validation of its work processes. The review 
itself can help NGA withstand challenges to its independence. objectivity. and credibility. The 
NRO OIG Inspection Peer Review members, along with other IC IG panicipants, will benefit 
from being exposed to varying approaches for conducting inspection work. They. in turn. can 
share. this information within their own units, potentially leading to more robust inspection 
approaches across the Inspector General community. 
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(U) REVIEW AND VALIDATION PROGRAM REVIEWS 

( U) The OIG Review and Validation ( R& V) Program was established for the purpose of 
reviewing the status and effectiveness of Lhe actions taken by NRO Directorates & Offices to 
implement OIG report recommendations. The R&V Program provides increased attention on 
longstanding open recommendations by evaluating progress to date and assessing continued 
relevance. This program will also include follow-up reviews to detennine what corrective 
actions were taken to close prior OIG recommendations. how this benefited the NRO. and 
whether the corrective actions are sustained and remain effective over time. These follow-up 
reviews will be conducted by the R& V Program Manager along with members of the audit and 
inspection stafts as needed on a project by project basis. 

(U) The follow-up reviews planned for FY 201 li2012 are presented below with accompanying 
background infonnation. 

(U) Follow-up Review of NRO Debriefing Process/or Con,partmented Programs 
(Planned for /st Quarter FY 2011) 

-te) Jn the March 2003 Audit of NRO Special Access Compartments. the O(G reported 
that employees are not always debriefed from compartmented programs prior to departing the 
NRO. The purpose of the debriefing is to remind individuals of their Jife.long responsibility to 
protect Companmented classified information and hold the employee legally accountable for the 
inappropriate disclosure of such in fonnation. 

(U//Ji:01::10) The OIG report recommended that the Director/Office of Security and 
Counterintelligence (OS&CI): 

• (U!/~ develop and implement an automated check-out process that will 
electronically disseminate information regarding the change in employee status to all 
applicable offices. including the Progran1 Security Officer (PSO); and 

• (U~) publish guidance that establishes responsibilities and assigns 
accountability for completing the process, 

(U) Corrective Actions Taken 

U This recommendation was closed in December 2003 with the deployment of the 

(U) Objective 

(UflFOUO, The objective of this review is to assess the progress and effectiveness of 
actions taken by the NRO to address previously reported concerns related to Compartmented 
Program debriefings. 
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(U) Follow-up Review of the Tool Development and Transition to NRO Users 
(Planned for 3rd Quarter FY 2011) 

( U) 111 October 2008, the OIG issued an inspection report entitled NRO User 
Engagement. This report defined "user engagement" as any interaction with a user in support of 
such activities as requirements and capability needs gathering, capability solutions, briefings. 
tactical engineering. site visits, exercise support. education and training. and conferences. The 
NRO user engagement strategy is critical to the NRO providing timely and effective responses to 
operators. analysts and decision-makers in the intelligence. defense, homeland security. law 
enforcement and civil communities. 

(U) According to the inspection report. the Deputy Director for Mission Support (DDMS). 
now the Director of Mission Support Directorate (MSD). was not fully endorsed or equipped as 
the enterprise integrator for NRO user engagement The report also included concerns with the 
development and transition of user engagement tools stating that: 

• the NRO lacks a comprehensive process and system to prioritize tool capability needs. 
• capability needs originate from multiple and diverse sources and are not corporately 

prioritized to preclude duplication of effort and unnecessary expenditures. and 
• tool transitioning to the user is hampered by a lack of budget for installation. training. 

maintenance. and product performance feedback. 

(U) The report recommended that the DDMS (now the Director of MSD}. in conjunction 
with Chief Operating Officer (COO) and Director of Systems Engineering, design a plan to 
address tool prioritization, development. and transition. 

(U) Corrective Actions Taken 

(U)Although this recommendation remains open. status updates provided to our office 
indicate that much progress has been made. For example: 
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• the NRO has developed and provided select NRO Field Reps with a ''heta .. version of a 
searchable database of NRO capabilities that are currently available or in development 
and plans to provide online access to this NRO Capabilities Catalog in the future via 
JWICS, 

• 
ave been consolidated into one oflice w1 m mo er toe ance 

coor mation and prioritization while decreasing risk of duplication, 
• NGA and NSA senior mission partner representatives have been assigned as MSD deputy 

dir ~ 

• th has successfully 
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(U) Objective 

(~) This follow-up review will assess the progress and effectiveness of actions 
taken by MSD to address the tool development and transition concerns identified in the UE 
inspection. 

(VJ Follow-up Review of NR 
forFY10/1) 

apabilities (Planned 

(U) Since the issuance of the report, the CIO has taken ownership of all three of the open 
recommendations. 

(U) Objective 

(U!/~The objective of the review is to assess the NRO p-implement 
corrective actions to address previously reported concerns with the NR apabilities. 

(U) Follow-up Review of NRO Portable Electronic Device Inspection (Planned for 
FY 2011) 

ts:MN'F) In July 20 IO. the OIG issued an inspection report, Portable E/ectroni<· Devices 
(PED.\·), which cited gaps and deficiencies with NRO PED related policies, confusion regarding 
roles and responsibilities, and gaps in NRO workforce knowledge and execution of the policies. 
These problems existed primarily because no single entity was in charge of the activities 
necessary to protect the NRO from potential vulnerabilities associated with the introduction of 
PEDs into NRO facilities. 

(U) The report recommended that the ONRO first take action to establish an enterprise­
wide PED program. The report included additional recommendations and considerations to be 
addressed by the office designated by the DNRO to manage the PED program. 
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(U) Corredive Adioos Taken 

(U/.tmt::I01 The DNRO established a PEDs Integrated Project Team (IPT) to address 
recommendations contained in the report and to establish a way ahead for both personal and 
government-owned PEDs at the N RO. This IPT briefs the DNRO regularly on their progress and 
has updated the NRO's policy for l'EDs. 

(U) Objective 

( U/lF0ttOJ' This review will assess the NRO progress in implementing corrective actions 
to address reported concerns with the management of PEDs at NRO facilities. 

(ll) Follow-up Review of NRO Oversight of Subcontractors (Planned/or FY 1011) 

(U/~Overan. the audit of the NRO Oi·ersiglu l(Subc:ontractors. issued in July 
2008, found that the NRO had not established effective oversight to ensure that its prime 
contractors are properly managing subcontractor performance. cost, and schedule. The repm1 
included the following five recommendations to improve subcontractor oversight and meet 
performance objectives. 
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l. (U#FOUO) Chief Operating Officer (COO) in coordination with the Director, 
Business Plans and Operations (BPO) Office of Contracts (OC). In accordance 
with the new NRO acquisition framework. develop. implement. and communicate 
acquisition subcontract oversight authorities, responsibilities. intemaJ controls. and 
m<mitoring and reporting requirements. 

2. (U/tll0U6) COO in coordination with the Director, BPO/OC and Office of 
General Counsel. ln accordance with the new NRO acquisition framework. increase 
NRO program awareness and accountability for subcontract oversight. particularly 
privity of contract. 

3. (U/..tl0t:tOJ Director, BPO/OC lo coordination with the COO. In accordance with 
the new NRO acquisition framework. develop and implement instructions for 
program oflices to communicate and document program specific NfPR roles and 
responsibilities. 

4. (U/fffll10) Director, BPO/OC. Develop and implement internal control procedures 
for contracting oflicers to evaluate pertinent FAR 44.2 considerations as part of the 
subcontract consent decision. Include periodic monitoring procedures to ensure 
proper documentation of subcontract consent threshold. analysis. and decisions. 

5. (U//F-OUO) Director. BPO/OC in coordination with the COO. Develop and 
implement responsibilities for review and assessment of the prime contractor and 
subcontractor's Contractor Purchasing System Reviews. Consider perfonning a cost­
benefit analysis of an incrementally increasing DCMA role in NRO programs. 
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(U) Corrective Actions Taken 

(U/I.Jo0tlt5) Since the issuance of this report, the NRO Chief Operating Officer (COO) 
position has been eliminated and the Office of Contacts is an independent Corporate Offtce. 
However. both recommendations for the COO as well as the fourth recommendation shown 
above have been closed based upon the issuance of CBP-10 in April 2009. the Subcontracts 
Guide in September 2009. and modifications to the OC Compliance Review Checklist. 

(U) Objective 

(Ui/-Fet:tO) The objective of this follow-up review is to assess the progress and 
effectiveness of actions taken to implement the recommendations contained in the OIG report. 
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(U) INTEGRITY 

(V) Introduction 

(U#FOUO) The NRO leadership requires the highest personal integrity of both 
government and contractor employees. Accordingly. integrity needs to be reflected in all of our 
actions. whether within the organization or with our IC partners. It is the responsibility of every 
employee to adhere to the NRO standards of integrity and ethical behavior. and to its policies 
and procedures. A commitment to the highest standards of ethical conduct is fundamental to the 
success of the NRO. 

(VJ OIG Investigations (Ongoing) 

(U/lFOUO) The OIG efforts for ensuring individual accountability for serious breaches 
of integrity arc the primary responsibility of the investigation staff. OIG investigates allegations 
of crime and other serious misconduct, by both the NRO workforce and by employees of 
companies under contract to the NRO. These OIG investigations ensure individual 
accountability and that the NRO is reimbursed on those occasions when it has been hanned by 
the malicious actions of an employee or company. Further, investigations provide senior 
managers with actionable information on critical administrative issues identified during the 
investigation that can further protect the NRO from future harm. 

(U//~Regular communication with the NRO population, such as Messages from 
the IG and educational videos, ensure employee awareness of schemes and incidents that 
adversely affect NRO programs. These communications have a strong deterrent and prevention 
effect. In addition. investigators continue to perform munthly liaison visits with strategic 
mission partners who are in JX>Sitions to best observe indicators of frauds a fleeting NRO 
contracts. This focused liaison effort allows investigators to develop better sources of 
infonnation from both government and contractor employees who can provide the information 
confidentially. 

(V) Office of Inspector General Procurement Fraud lnitiadve (Ongoing) 

( U) The NRO Olff s Procurement Fraud Initiative (PFI) Program continues to be touted 
as a .. best practice" throughout the IG communit1. We constantly strive to identify innovative 
ways to protect the NRO·s procurement process against fraud and promote an organizational 
culture that encourages ethical conduct and compliance with the law. The PFl program uses a 
multifaceted approach focused on the following areas: 

• NRO workforce educational and awareness training 
• proactive forensic analyses 
• procurement fraud red flags database 
• partnerships with external organizations 
• soliciting procurement fraud vulnerabilities during OIG projects 
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(U) Within the next year. in order to continuously improve the PFI. we will mature 
certain aspects identified above and refocus some of our activities in order to further refine our 
procurement fraud detection effo1ts. In addition, we plan to perfonn a procurement fraud risk 
assessment focused on the specific procurement fraud schemes to which the NRO is most 
vulnerable. We plan to use this assessment within the OIG to better target our testing of internal 
controls to help prevent and detect procurement fraud. In addition. other NRO personnel will be 
able to use this assessment to help them develop acquisitk1ns that are less vulnerable to 
fraudulent acts. 

(U) NRO Workforce Educational and Awareness Fraud Training 

(U) The OIG continues to focus attention on improving the ability of the NRO workforce 
to identify the ''Red Flags .. of procurement fraud through a variety of enterprise"wide training 
venues. Our otlice continues to sponsor a course entitled Procurement Fraud in the NRO Ccm• 
Sttu/ies. which provides insight into various types of procurement fraud schemes that have 
occurred within the NRO. This course is offered quarterly through the Acquisition Center of 
Excellence. We also provide tailored briefings to offices that are most likely to observe 
indicators of fraud. publish .. Messages from the IG," and have initiated a 12-month electronic 
digital signage campaign designed to elevate procurement fraud awareness in the workforce. 

(U) Proactive Forensic Analysis 

(U) In addition to incorporating NRG-specific procurement fraud vulnerability 
assessment questions and detection steps in our audits and inspections, we will continue to 
enhance our fonnal data forensic program that began in FY 2009. This program. which 
augments our current detection and investigative procurement fraud capabilities. will work to 
identify procurement fraud indicators through analysis ofNRO acquisition and financial data. 
To accomplish this. we will analyze this data using software tools such as Audit Control 
language ( AC L) and fraud detection methodologies such as Bef?ford 's Law nreorem. 

(U) Procurement Frau 
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(U) Our Partnerships with External Organizations 

( U) We maintain an effective procurement fraud referral program with other federal 
government organizations. We regularly interact with the IG community. government agencies. 
and law enforcement through government-wide procurement fraud working groups and the 
Department of Justice (OOJ) National Procurement Fraud Task Force (NPFTF). 

(U) We also work with NRO corporate partners to in order to detect and prevent 
procurement fraud in NRO acquisitions and operations. We have forged constructive working 
relationships with our major contractor ethics and compliance officers in support of their self'.. 
reporting requirements under the .. Close the Contractor Fraud Loophole Act 1.'' In addition, for 
the past five years we have hosted an annual OIG Ethics and Compliance Officers Conforence. 
gathering together ethics officials from our corporate partners. This event provides a venue for 
open discussion of fraud-related trends and encourages the sharing of best practices and 
collaborative efforts. 

(U) The IG and OIG management and staff continue to be actively involved in both the 
national and local chapters of the Association of Inspectors General (AIG) and the Association of 
Certified Fraud Examiners (ACFE). These organizations provide comprehensive training and 
professional certification opportunities in OIG core disciplines. 

(U) NRO Procurement Fraud Risk Assessment 

(Li) Procurement is one of the primary functions perfonned by the NRO. In addition. the 
acquisition environment within which the NRO operates places it at risk of certain types of 
procurement fraud schemes. We will perfonn a vulnerability/risk assessment of the NRffs 
contracting and acquisition profile to assess the most likely procurement fraud schemes to which 
we are susceptible. Our intent is to craft this assessment so that it will be useful both inside the 
OIG and throughout the NRO. This assessment will be used by all OIG staffs to assist them in 
testing internal controls for the purposes of preventing and detecting procurement fraud in the 
NRO. In addition. other NRO personnel. including Program Managers. COTRs, Budget 
Officers, and Contracting Officers will be able to use this assessment to help them develop N RO 
acquisitions that are less vulnerable to fraudulent acts. As part of this analysis, we will consider 
our investigative case trends, audit and inspection reports. infonnation from DC AA. and the 
NRO contract makeup and acquisition environment. 

1 (U) The .. Close the Contractor Fraud Loophole Act- legislation was inspired by NRO contracl clause 
N52.203-001. the NRO /nspecwr General and 1J1e NRU Hotline. It directs that the Federal Acquisition Regulation 
be amended to require contracwrs to notify the government whenever they become aware of a material contract 
overpayment or fraud in connection with the award or performance of federal contracts or s1.1bcon1rnc1s o\·er 
$5 million. There are no t:ll;emptions for oversees or commercial-type contracts. 
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APPENDIX A: AUDIT PROCESS 

(U) What to Expect When Audited 

(Li) All audits follow a well-defined process that includes the announcement of the audit 
work, entrance conference, fieldwork. ex.it conference, and audit follow-up of the 
implementation of recommendations. Each step is discussed below. 

(U) Announcement Letter 

(U) Prior to the start an audit. the OIG forwards an announc,wcm lf.:/ler to the NRO 
leadership and the organization or activity being audited. The letter describes the origin of the 
audit (i.e .. OIG annual work plan. NRO leadership or congressional request) and includes the 
audit objectives and scope. The letter also identifies an OIG Auditor-In-Charge. who is 
responsible for conducting the audit, and otlers a link to the OIG Hot Link site to provide an 
anonymous communication or infonnation pertaining to the audit. 

(U) Entrance Conference 

(U) After the issuance of the announcement letter, the 010 audit team holds a formal 
meeting. referred to as the entrance conference. with the responsible officials for the audited 
operations or functions. At the meeting. the auditors introduce the audit team and explain the 
origin of the audit. audit objectives. scope and methodology, audit processes. and the audit 
schedule. NRO Officials should identify key personnel with whom the audit team should meet 
and provide initial information to help the auditors further define the audit"s scope and approach. 
NRO Officials may also discuss and agree to arrangements for providing auditor access to 
information and documents responsive to the audit objectives and scope. The entrance 
conference is the forum for addressing concerns or introducing additional areas that management 
may want the OIG to include in the audit. 

(U) Fieldwork 
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(U) Audit fieldwork may be in two stages: .mrvc.")' phase and/or execution phase. 

(U) Survey Phase: Initial audit fieldwork may include a defined survey phase in order to 
refine the audit objectives or determine if there is sufficient benefit to conducting the 
audit. In this phase, the audit team would obtain preliminary information and 
documentation on the program. activity. or function. The audit team may perform initial 
tests to verify and validate the auclit objectives. scope. and methodology. and to identify 
focus areas for the auditors· efforts. At the conclusion of the survey phase. the audit team 
will determine whether sutlicient benefits exist to continue audit work. If sunicient 
benefit does not exist. the OIG would infonn the responsible officials, in writing. that 
audit work is completed and the reasons for concluding audit work. The 010 may issue a 
survey report to infonn NRO leadership of any findings or observations that may be 
helpful. Should more in-depth audit work be needed. the audit team would recommend 
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to the IG and notify the responsible officials that the audit is transitioning to the audit 
execlltion phase. 

(U) Execution Phase: The detailed audit work would occur during this phase. 
The auditors conduct extensive interviews. review documents and records. analyze and 
test the implementation and the eflectiveness and efficiency of policies, processes. 
internal controls, information systems controls. and financial controls to determine 
whether programs and systems arc functioning as intended. Throughout this phase, the 
auditors begin to deveJop findings and recommendations, and communicate the ongoing 
audit status with the responsible officials. 

(U) Communicating Audit Status and Findings 

(U) The OIG periodically updates NRO leadership and key program oflicials on the 
status of the audit and potential findings. If time sensitive issues are identified during the audit, 
we will immediately inform the responsible officials so they may take appropriate action. 
Official methods for communicating findings to NRO leadership and officials involved in the 
audit include the following methods as well as periodic briefings. 
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( U) Exit Conference: When work is completed. the IG holds a formal e..xir con/en::nce 
with the responsible officials who participated in the audit. The purpose of the 
conference is to verify and validate that the critical facts and key information used to 
formulate findings are current, correct. and complete. The audit team will also discuss 
findings. conclusions. and recommendations. The auditors' recommendations should 
flow logically from the findings and conclusions and should be directed al resolving the 
cause of the problem. The conference provides officials the opportunity to discuss actions 
needed to address the audit results and to provide additional information. 
Management should also offer alternative recommendations should they feel that they 
more appropriately address the audit findings. lf the responsible officials were able to 
address the audit results before the exit conference. the OtG may include those actions in 
the draft report. 

(U) Draft Audit Report and Management Comments: Aner considering any 
comments and concerns raised at the exit conference, the audit team prepares a draft 
report. Concurrently, the audit staff provides an independent quality assurance review 
and cross-reference check to ensure that all information in the draft report is accurate and 
complete. The audit team forwards the document to the IG who issues the draft report to 
the responsible officials for review and comment. The responsible officials have 
15 business days to provide their otlicial comments addressing their concurrence or 
non-concurrence with the findings and recommendations. Any concerns over the facts 
presented in the draft report should be brought to the attention of the auditor before 
pmviding any formal comments so that the concerns can be addressed. Should 
management non-concur with a recommendation. the responsible ollicials are expected to 
include the reason and propose an alternative solution. The responsible officiars 
comments should be properly classified as they are included in their entirety in the final 
audit report. 
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(U) Final Report: After reviewing the official response to the draft report. the OlO 
incorporates the comments into the executive summary and body of the report as 
appropriate. The responsible official's comments will appear in their entirety in the 
report appendix. Should the responsible official non-concur with a finding or 
recommendation. the 010 makes every reasonable effort to resolve the non-concurrence 
prior to issuing the final report. Any disagreements that cannot be resolved must be 
elevated to the DNRO for resolution. Upon release. the 010 forwards the report to NRO 
leadership. and in most instances, makes it available to the NRO workforce via the NRO 
OIG website. 

(U) Audit Follow-Up 

(U) NRO officials are accountable and responsible for implementing the corrective 
actions they have agreed to undertake in the timeframe they agreed to in response to the audit 
report. For the OIG to close a recommendation. we rely on NRO otlidals providing 
documentation demonstrating the implementation of the recommendations. Management is 
requested to submit an implementation plan and anticipated completion date 30 business days 
after the final report is issued. The OIG Follow-Up Administrator generally queries the 
responsible on-ice every 90 days for a status update. The implementation plan remains open until 
it has been determined that managemenfs actions have satisfied the intent of the OIG 
recommendations. 
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APPENDIX B: INSPECTION PROCESS 

(ll) What to Expect When Inspected 

F 12-0101 Doe#5 

(U) OIG inspections are conducted in accordance with the Council of the Inspectors 
General on Integrity and Efficiency and the Executive Council on Integrity and Efficiency 
Quality Standards. Although every unit or topic inspection is unique. the process is similar and 
typically consists of the Announcement Letter: Pre-Inspection Phase: Inspection In-Brief: 
Inspection Phase ( Fieldwork); Technical Accura.cy Review; Inspection Out-Brief and Issuance of 
Draft Report: Fonnal Comments Meeting: Final Inspection Report: and Inspection Follow-Up. 
A brief description of each step follows. 

(U) Announcement Letter 

(U) The OlG announces the commencement of the inspection through the issuance of the 
announcement letter. The Jetter includes the title of the inspection effort and project number and 
describes the overaJI inspection objectives and the planned start date. The letter is issued to 
NRO senior leadership and management officials responsible for the specific unit or topic area. 
The announcement letter is also issued to the NRO population in order to solicit input and Lo 

provide an anonymous communication mechanism through the use of the OJG Hot Link. 

(U) Pre-Inspection Phase 

(U) During the pre-inspection phase. the inspection team obtains background infonnation 
and conducts research on the program. activity. or function. In addition. the team performs 
initial testing procedures to identify potential vulnerability areas or best practices on which they 
may focus their inspection efforts. Further. the team coordinates with other inspection. audit 
and investigative entities. as well as those organizations that could be affected by our activity or 
that could provide additional insight into the efficiency and etlectiveness of the specific unit or 
topic area process. If management has requested the inspection. during this phase. the inspection 
team will discuss management's concerns and consider their issues in the design of the 
inspection. At the completion of the pre-inspection phase. the inspection team perfonns a risk 
assessment analysis focused on producing a detailed inspection plan with specific. focused 
inspection objectives. 

Inspection In-Brief 

(U) This briefing serves as the official start of the inspection phase and provides 
infonnation on the specific objectives, scope. methodology. and tentative schedule for the 
inspection. The briefing is presented to those management officials responsible for the specific 
unit or topic area by the designated lead inspector. 

Inspection Phase 

( U) The inspection phase. or fieldwork phase. is the collection of infonnation and data 
focused on the organization. program. activity. or function being inspected. The inspection 
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phase requires the cooperation of responsible personnel to answer questions: provide access to 
original records. documentation. and files: and prepare information requested by the inspection 
team. Effective communication throughout the process allows management officials the 
opportunity to address issues and problems when identified. At the completion of the inspection 
phase. the team finalizes their findings and recommendations. observations and considerations. 
and commendable practices and crafts the draft inspection repon. 

(U) Technical Accuracy Review 

(U) Prior lo finalization. an ''advanced copy"' of the draft inspection repon.. is provided to 
the responsible management otlicials for a technical accuracy review. A technical accuracy 
review entails a review of terms. references. dates. figures. etc. for the purpose of ensuring that 
the inspection team accurately captured and correctly stated the business unit's terminology and 
information utilized throughout the report. The responsible management oFficials are typically 
provided three business days to complete the technical accuracy review. The review does not 
entail obtaining management's concurrence or non-concurrence with the findings and 
recommendations which are obtained later in the inspection process. 

(U) Inspection Out-brief and Issuance of the Draft Report 

( U) At the inspection out-brief. the lead inspector presents a formal briefing to the 
management officials responsible for the specitic unit or topic area. The out-brief officially ends 
the inspection phase by presenting the inspection conclusions in the form of findings and 
recommendations. observations and considerations. and commendable practices. 
Also. management otlicials are provided information on the upcoming formal comments 
meeting, the timeline for written management comments (normally due within 15 business days) 
as well as the formal OIG follow-up process. After the out-brief. a copy of the draft report is 
electronically forwarded to the appropriate management otlicials or their designated point(s) of 
contact. The draft inspection report includes the background. objectives, scope. methodology. 
and inspection results. Substantiated corrective actions already taken by management are also 
included. The OIG Follow-Up Administrator enters the report data into the NRO Tracking 
Information and Enterprise Response (TlER) database. along with the 15 business-day response 
due date. 

(ll) Formal Comments Meeting 

(U) Prior to receiving the written management comments. the OIG meets with the 
management of the inspected entit) to discuss their planned response to the draft repon.. 
This allows for an open forum to discuss the reasons for any non-concurrences and to explore 
alternative solutions. 

(U) Final Inspection Report 

( U} A tier carefully analyzing management" s response to the draft inspection report, the 
inspection team incorporates management's response into the body of the report and includes the 
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full text of the reply in an appendix of the report. The final inspection report is subsequently 
released to NRO senior leadership and to the management of the entity inspected. 
Generally. inspection reports are available to the NRO workforce via the NRO OIG website. 

(U) Inspection Follow-Up 

(U) Follow-up is perfonned by the OIG to ensure that inspection recommendations. 
agreed to by management. are implemented. Management is requested to submit an 
implementation plan and anticipated completion date 30 business days after the final report is 
issued. The OIG Follow-Up Administrator generally queries the responsible office every 
90 days for a status update. The implementation plan remains open until it has been determined 
that managemenf s actions have satisfied the intent of the OIG recommendations. 

50 
iKCRETHTl(J,'NOfflRN 



NROAPPRovEo FOR REM'= WiiR!iWr//sr.//Tmn·r n:taoLE/JROl'oRN 

NATIONAL RECONNAISSANCE OFFICE 
Office of Inspector General 

14675 Lee Road 
Chantilfy, VA 20151-17/5 

F12.0103 Doc#6 

31 October 2011 

MEMORANDUM FOR SEE DISTRIBUTION 

SUBJECT: (U) Office of I nspector General Annual Work Plan 

(U) The National Reconnaissance Office (NRO) Office of 
Inspector General (OIG) Annual Work Plan for Fiscal Years (FY) 
2012/2013 is attached. It provides descriptions and schedules 
of ongoing and planned audits and inspections for the upcoming 
two-year period, including those audits required by law. 
The plan also introduces our new Ethics and Integrity Program, 
which emphasizes values -based acquisition decision-making as we 
continue to achieve and sustain mission excellence. 

(U) We employed a work planning process to select those topics 
that would ensure comprehensive oversight of NRO programs and 
operations. In exercising our discretionary authority to select 
topics for our reviews, we reflected concerns and/or challenges 
identified by NRO leadership and the Congress . We also included 
topics that came to our a ttention during the course of our FY 20 11 
audits, inspections, and investigations. 

(U) The attached work plan is the OIG roadmap for addressing 
critical issues and challenges the NRO is facing today. Because of 
the dynamic environment in which the NRO operates, we may add to, 
delete from, or modify the plan to ensure that we remain focused on 
topics that are most relevant to the mission of the NRO . 

free to co 
my Deputy, 
(unsecure). 

Attachment: 

Lanie D'Alessandro 
Inspector General 

(U) NRO OIG Annual Work Pl an (T~//3!/~K//HF) 
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(U) INTRODUCTION 

(U) The National Reconnaissance Office (NRO), and in tum, its Office of ln&'J)eetor 
General (OIG ), must respond to an increasing level of oversight derived from statutory and 
regulatory requirements, congressional requests, and Director of National Intelligence (DNI) data 
calls and task in gs. We designed the OIG work plan for fiscal years (FY) 2012/2013 to respond 
to and complement these external influences while ensuring that the use of OIG resources 
maximizes our contribution to the NRO mission. Statutes require the OIG to conduct the 
following major projects each year: Audit <J/the National Reconnaissance Office Fiscal Year 
Financial Statements, which is undertaken to comply with the Chief Financial Officers Act. and 
independent Evaluation of National Reconnaissance Office Compliance with the Federal 
/,!formation Securi(v Management Act (FJSMA). 

(U) We initiated this year's planning by consulting with NRO leaders, senior managers, 
and key congressional staff These discussions helped identify specific topics that could benefit 
from an OIG evaluation. This two-year work plan allows for greater scheduling flexibility and 
gives the workforce an advance view of our long-range oversight goals. The advance view of 
our projects for FY 2013 also enables NRO offices to better prepare for an OIG independent 
assessment in their areas of responsibility. 

(U) The OIG promotes constructive collaboration with the auditee/inspectee and makes 
every effort to keep responsible parties informed thruughout the audit and inspection process. 
Knowing that a certain amount of time will be diverted from operations, the OIG strives to 
perform its work in an efficient and effective manner in order to minimize the disruption to the 
organization's daily activities. Nevertheless, cooperation of NRO officials is necessary 
throughout all phases of the audit or inspection by providing honest, complete, and timely 
information to the OIG staff. This may include responding to questions posed by the OIG staff; 
providing access to original records, documents, and files; preparing information requested by 
auditors, as well as facilitating meetings with contract personnel who provide support. 
Sometimes those being audited or inspected remark that the auditors or inspectors ask ·many 
questions. Our audit and inspection process requires that we ask numerous questions to confirm 
our understanding of how the business area or process functions, and to test governing controls. 
Often in the course of conducting our work, we are asked to explain the difference between an 
audit and inspection. OIG audits are narrow in scope and focus on an NRO-wide process or 
specific aspects of a program or issue, whereas OIG inspections are broader in scope, but focus 
on a particular NRO unit or topic. Both audits and inspections are conducted in accordance with 
specific governing criteria. We have provided additional information related to our audit and 
inspection process in Appendix A and B. 

(U) In the following sections, we detail our planned audit and inspection projects for FY s 
2012 and 2013. Each project is explained with "Background.'. ''Reason for Audit/Inspection." 
and "Objective" paragraphs. and further identifies the project as "Ongoing'' or "Planned.'' 
We also highlight our Proactive Investigative efforts and our Ethics and Integrity Program in the 
last section entitled Integrity. 
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(U) ANTICIPATED FY 2013 AUDITS AND INSPECTIONS 

(U) Audit ofNRO Field Representatives Oversight and Support 
(U) Audit of NRO Use of Letter Contracts 
(U) Audit ofNRO Use of Modeling and Simulation in Major Systems Acquisitions 
(U) Audit of NRO's Oversight of IT Basic Order Of Agreements 
(U) Audit of NRO's Process for Detetmining and Validating Unliquidated Obligations 
(U) Audit of the NRO IT Strategy and Efficiencies at Mission Ground Stations 
(U) Audit ofNRO Information Technology Investment Reporting 
(U) Audit of the NRO Resources Management for the NSA Mountain View Project 
(U) Audit of ADF-C Ground System Deliveries 
(U) Inspection of the Special Communications Office 
(U) inspection of the Office of Space Launch (OSL), NRO Vandenberg (NROV) 
Operating Location 

ology Directorate-

(U) Inspection of Mission Operations Directorate, 
Headquarters 
(U) Inspection of Communications Systems Directorate 
(U) Inspection of the N RO Insider Threat Program 
.-tion of Mission Operations Directorate 

(U) Inspection of lntelligence Community Contractor Security Forces Contracts 
{U) Follow-up Review of CIA Staffing of the NRO 
(U) Follow-up Review of Privileged Users Audit 
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(U)AUDITS 

(UJ Introduction 

l-"12-0103 Doc#6 

(U) THE AUDIT STAFF conducts financial and performance audits of NRO programs in 
accordance with Generally Accepted Government Auditing Standards issued by the Comptroller 
General of the U.S., and provides actionable recommendations to improve efficiencies in NRO 
programs and activities. Audits focus on detecting fraud, waste, and mismanagement; improving 
economy, efficiency, and effectiveness; ensuring that laws and regulations are followed; and 
promoting effective management controls. To better meet the strategic objectives of the NRO, 
the Audit Staff is subdivided into three distinct areas-Acquisition, Financial Management, and 
Infonnation Technology. A complete listing of our planned Audits for FY 2012/2013 is 
presented with accompanying information in the following audits section. 

4 
J:OP iECRETOSliffA:LENT K:£\1 HOLE//NOFORN 



NRO APPROVED FOR REiftjE~1£TlfSl/ff;,\LENT K!fflOLM'NOFORN 

(U) ACQUISITION AUDITS 

(U) Audit of Science and Technology Portfollo (Ongoing) 

(U) Background 

ic12,0103 Ooc#6 

(U) The Advanced Systems and Technology Directorate (AS&T) ··conducts research and 
development on behalf of the NRO for the puq,ose of denying adversaries sanctuary in time and 
space through the development of technology for intelligence dominance:· The Director. 
National Reconnaissance Office (DNRO) has stated that one of his goals for keeping the NRO a 
relevant contributor to the U.S. intelligence mission is to improve the NRO development and 
investment in science and technology. In his speech to the National Space Symposium 
(April 2010). the DNRO noted that the NRO science and technology (S&T) investment has 
diminished through a number of budget and spending reductions. He further noted that the NRO 
cannot allow continued decreases to our science and technology base. 

(U) Reason for Audit 

~ Science and technology is a central component to the development and 
insertion of innovations and new technology into future NRO acquisitions and operations to 
remain ahead of the nation's adversaries. We have noted, in our previous work on science and 
technology programs. that the NRO does not have policy or procedures for managing capability­
based programs. Therefore, these program capabilities are constrained by a requirements-based 
acquisition policy that slows the delivery of innovations to the user. Therefore, we intend to 
assess the planning and process for identifying and transitioning science and technology projects 
to operational needs. Since the science and technology portfolio has been an area that has had an 
eroding budget, we also intend to provide an objective assessment of the impact of the budget on 
the fiscal health of science and technology. 

(U) Objective 

(U) The objective of this audit is to determine whether the NRO science and technology 
portfolio strategy is effectively planned and prioritized for the transition of technology. 
In addition. the audit will examine the impact of budget on the health of the S&T portfolio. 

(U) Audit of NRO Enterprise Contracting Strategy (Ongoing) 

(U) Background 

-(SJ'i tKJ/NFry The NRO has consolidated service requirements into enterprise-wide 
acquisition contracts. This strategy is intended to reduce costs by taking advantage of the 
economies of scale. Examples of this type of strategy are the NRO Consolidated Facilities 
Operations and Maintenance Program (CFOAM), th~ Communication S · ate 
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(U) Reason for Audit 

(U!lJi.0'0()) While providing the benefit of streamlining delivery of services and 
products, consolidating contractors has the inherent risk of growth and changes to the range of 
activities from the original contract. By consolidating smaller services and procurement 
contracts into enterprise contracts. the NRO increases the scope and risk and ultimately the need 
for greater oversight. Because of these risks, we believe that the NRO would benefit from an 
OIG assessment of the business cases for these contracts, level of planning and oversight, risks, 
and execution of these contracts. 

(U) Objective 

(U/,LFOUOJ"The objective of this audit is to detennine whether the NRO has effectively 
planned and developed acquisition strategies for enterprise contracts to meet program risks and 
achieve intended benefits. 

(UJ Audit of the NRO Mission Assurance Program (Planned/or lsi Quarter 
FY2012) 

(U) Background 

(U) The National Security Space (NSS) acquisition community has made mission success 
its highest priority. At the NRO, the Director, Sys · · ·,....,..,."........ , has the 
mission assurance responsibility. Within SEO, th ·s the 
NRO focal point for ''effective Mission Assurance, n epen ent ec ca ssessment, and 
Industrial Base programs." These programs are intended to oversee a system of policies, 
processes, standards, and tools in conjunction with checks and balances to ensure that NRO 
programs are protected from inferior parts due to ( 1) inconsistent execution of mission assurance 
oversight, (2) lack of consistent vigilance through the prime to the subcontractor levels, and 
(3) challenges within the.,arts industry. 

'"('511 I KY Quality assurance fo_,arts to confonn to contract requirements is an 
issue that has arisen in previous audit~ugh OIG investigative cases on poor quality and 
counterfeit parts. The impact that non-qualified, non-standard parts can have on major systems 
acquisitions could range from unsatisfactory performance in tenns of cost and schedule to 
complete and catastrophic mission failure. 

(U) Reason for Audit 
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(U) Objective 

(U/tFOUOTThe overall objective of this audit is to determine the current profile of the 
NRO mission assurance program and controls. Specifically. the audit will determine how 
mission assurance is managed at the NRO-level, and whether a quality management system of 
policy. procedures. quality planning, quality assurance, and quality control have been 
implemented through the prime contractor to the subcontractor levels. · 

(U) Audit of the Ground Enterprise Directorate Acquisition Oversight Process 
(Planned/or 2nd Quarter FY 2011) 

(U) Background 

(U) The Ground Enterprise Directorate (GED) is responsible for leading the 
transformation of mission processing, mission management, and geospatial-intelligence 
command and control functions into a fully integrated ground enterprise that maximizes benefit 
from new and existing operational NRO systems. 

(TSHSlrffKHNF) GED is res nsible for the end-to-end execution o 
Ac uisitions (MSAs) totalin or FY 2009-2013. The MSAs ar 

(U) Reason for Audit 

(U) With impending budget and fiscal constraints, GED will need to apply effective 
program governance and procedures to meet its integration challenges. Ensuring that the GED 
acquisition function is organized and structured to operate strategically is a critical success factor 
in sustaining current and core NRO capabilities. providing new capabilities, and maintaining the 
NRO infrastructure. 

(U) Objective 

(U/tf-OUO)"The overall objective of this audit is to detennine whether effective program 
management systems are in place to support decision-making to achieve the integrated ground 
architecture. Specifically, the audit will focus on the effectiveness of GED governance: 
implementation of clear. transparent policies and consistent program management: and the 
dissemination of accurate. consistent, reliable, and timely infonnation for decision-making. 
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(U) Audit of the NRO Contracting Officer Invoice Approval Process (Planned 
for 4'" Quarter FY 1012) 

(U) Background 

(U//~The President. 0MB, DNI. and Department of Defense (DoD) have directed 
actions to improve the efficiency in acquisition programs and procurement contracts. 
Acquisition and procurement managers have been directed to scrutinize every element of 
program cost. One of the critical internal controls over program costs is the Contracting Officer 
invoice approval process. 

(U//ret:10fThe number of invoices requiring Defense Contract Audit Agency (DCAA) 
and NRO Contracting Officer approval increased with the rescinding of certain NRO contractors 
from direct billing eligibility in March 2010. DCAA rescinded these contractors from direct 
billing eligibility to reduce the risk of overpayment that could result from issues found with the 
contractor's billing system or because the billing system had not received the required updated 
review. As a result, the NRO Office of Contracts (QC) and DCAA have implemented a process 
that allows DCAA up to five days to review aJI interim non-direct billing, cost-type invoices 
before a Contracting Officer approves the invoice for payment. 

(U) Reason for Audit 

(U//B)U0) In the past, the NRO has incurred and paid for improper and invalid claims 
such as labor mischarging and estimated subcontractor costs. Over time, these claims have 
exceeded hundreds of millions of dollars and added to the taxpayer burden for the additional 
expense to investigate and litigate recovery. 

(U) Objective 

(U//F~ The objective of this audit is to assess the effectiveness of the internal 
management controls to ensure that only valid and verified claims are paid. Specifically, the 
audit will focus on the objectives and goals of the NRO invoice approval process, compliance 
with law. policies, procedures, and internal controls. 
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(ll) Audit of NRO Field Representatives Oversight and Support (Planned for 
FY 2013) 

(U) Background 

(U) The NRO Field Representative program falls under the Mission Suppon Directorate 
(MSD) whose primary mission is to engage NRO users proactively, understand their urgent 
intelligence needs, and provide rapid, innovative solutions. NRO Field Representatives are the 
NRO representatives to commands, agencies, and other DoD and non-DoD customers. 
They provide a detailed understanding of the NRO-supported National Systems missions, 
capabilities, limitations, products, and tasking procedures. In short, they present the NRO to the 
customer, and represent customer requirements to the NRO. This mission contributes directly to 
developing and refining the tlow of NRO systems data supporting operational and exercise 
architectures, while identifying customer requirements for analytic support related to NRO 
systems data. MSD acco~i_shes the Field Representative mission le contracts. 
There are approximatelylll!rRO Field Reps assigned tcllllocatio 

•• • • u • 

(UHFOUO~ The OIG previously reviewed the NRO Field Representatives as part of the 
User Engagement Inspection in 2008, where we found that the Field Representative program 
required a more comprehensive procedure and training portfolio. 

(U) Reason for Audit 

(U/tf0t10'J One of the DNRO perfonnance goals is to strengthen user engagement and 
improve actionable intelligence products. The NRO Field Representative capability and 
integration are key components in meeting this goal in support of national security. Continually 
evolving Intelligence Community (IC) and DoD missions. coupled with diminishing budgets, 
make an independent. objective, and fact-based assessment of the contractor NRO Field 
Representatives an opportunity to improve program performance and operations. Because 
of previously identified needs to improve procedures and training and the importance to the NRO 
mission, we are conducting this audit to provide feedback on the NRO Field Representatives' 
integration and oversight of contractor performance in support of the NRO customers. 

(U) Objective 

(U) The objective of this audit is to determine the effectiveness of the NRO Field 
Representatives· integration and perfonnance in completing their mission. Specifically, the 
audit will assess the overall program objectives and the contract performance in meeting those 
objectives. 
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(U) Audit of NRO Use of Letter Contracts (Planned/or FY 2013) 

(U) Background 

F12-0103 Doc#6 

(U) A letter contract is an undefinitized contract action (UCA) that benefits the NRO 
when the Government's interests demand that the contractor be given a binding commitment so 
that work can start immediately. Letter contracts provide the Government a tool to meet critical 
mission needs when there is n urgency beyond the timelines required for negotiating a definitive 
contract. 

( U!.i.FQU0)1n a previous audit, the OIG reported letter contracts that exceeded the 
180-day limitation for definitization of a letter contract as directed by the Federal Acquisition 
Regulation and NRO Acquisition Manual. While the contract documents justified the letter 
contracts and included the proper authorizations, we found that the actual time periods before 
these contracts were definitized ranged from 270 days to a year. or even after the work was 
completed. 

(U) Reason for Audit 

(U//~ In the past, the NRO has allowed letter contracts to exceed the practicable 
timeframes up to the point when contractors have completed their work. The audit will assess 
the effectiveness of the new controls implemented by the D/OC. 

(U) Objective 

(U) The objective of this audit is to evaluate the effectiveness of controls on and 
procedures governing the use of Letter Contracts. Specifically, the audit will assess compliance 
with law, regulations, policies and procedures, adequacy of tracking and reporting of Letter 
Contract data. and oversight and management of the Letter Contract process. 
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(U) Audit of NRO Use of Modeling and Simulation in Major Systems 
Acquisitions (Planned/or FY 2013) 

(U) Background 

FIZ-0103 000'6 

(U) In reviewing the DNI 20/0 Annual Report ta Congress, Intelligence CommunU.v 
Program Management Plans, a Senate Select Committee on Intelligence Audit and Oversight 
Group staff er noted that the Director. National lnteUigence scores for cost. schedule. and 
performance were based on IC elements or prime vendors modeling and simulation (M&S) on 
their own systems. The staffer asked the NRO O[G whether NRO M&S is accredited under the 
DoD construct since there is no intelligence community guidance in this area. We advised the 
staffer that the NRO Standards Document contains guidance for NRO Modeling and Simulation 
(M&S) and provides program managers with systems engineering methods to assess program 
performance. The guidance cites DoD policy (DoD 5000.59 and DODI 5000.61 ). as well as a 
DoD M&S Office within the Under Secretary of Defense for Acquisition. Technology, and 
Logistics that coordinates validation, verification, and accreditation for M&S in both front-end 
systems engineering and back-end test and evaluation. In addition, the NRO Cost Analysis 
Improvement Group (CAIG) uses a variety of assessment methodologies (historical data, etc.) to 
estimate M&S program costs. schedule, and performance. 

(U) Reason for Audit 

(Li) M&S is a key enabler for NRO activities. M&S tools, data, and services should be 
visible and accessible within and across the NRO acquisition and procurement entities. 
The effective use of M&S can lead to efficiencies and savings in acquisition and procurement 
investments, collaboration in research and development. and maximizing commonality, reuse, 
and interoperability. This audit would provide insight into the level of compliance and 
management processes in applying M&S to NRO MSAs. 

(U) Objective 

( UI/Ji0t:1CJfThe objective of this audit wm be to determine whether NRO validation. 
verification. and accreditation process for modeling and simulation complies with policies and 
guidance. 
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(U) FINANCIAL MANAGEMENT AUDITS 

(U) Audits of NRO Fiscal Years 2011 (Ongoing) and 2012 (Planned/or FY 
2012) Financial Statements and Resolution - Statutory Requirement 

(U) Background 

( U.1.LJiOU0; Under the Chief Financial Officer Act and the Office of Management and 
Budget (0MB) Bulletin 07-04. Audit Requirements for Federal Financial Statements, an annual 
audit of the NRO financial statements is required to be performed by the OIG or by an 
independent public accountant (IPA) as determined by the OIG. The NRO OIG contracted with 
PwC. an IPA firm, to conduct audits of the NRO financial statements for FY 2008 and FY 2009, 
with option years through FY 2012. The contract requires the IPA to audit in accordance with 
Generally Accepted Government Auditing Standards and 0MB Bulletin 07-04. The OIG will 
oversee the IP A audit and ensure that it complies with applicable quality standards. In FY 2009 
and 20 I 0, the JP A conducted substantive-based audits that resulted in consecutive unqualified 
opinions. In FY 2011, the NRO attempted to move to a controls-based audit; however, initial 
testing by the NRO determined that additional improvements to the control environment are 
needed. As a result, the IPA is conducting a substantive-based audit in FY 2011. During the 
year, the NRO has worked to strengthen the control environment by designing and implementing 
new internal controls around key financial processes in order to sustain an unqualified opinion in 
tuture years. along with a goal of having a control-based audit. 

(U) Reason for Audit 

(U) The accomplishment of this audit is required by statute. and ensures the integrity and 
reliability of the financial reporting systems of the NRO. 

(U) Objectives 

(U) The overall audit objective is to evaluate the reliability of the data supporting the FY 
201 I financial statements; dete11T1ine the accuracy of the statements produced; and examine the 
adequacy of footnote disclosures in accordance with guidance issued by the Federal Accounting 
Standards Advisory Board. 0MB. and other authoritative guidance. The auditors will also 
review internal controls and compliance with laws and regulations related to the objectives and 
will follow up on the status of prior-year audit findings. 
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(U) Audit of NRO Contract Modification Process (Ongoing) 

( U) Background 

(U) The contract modification process aJlows the NRO to change contract requirements, 
schedule. and/or funding and administrative items. During the past two audits of the N RO 
financial Statements, we noted that many of the contracts sampled had a large number of 
contract modifications despite only being a year or two old. In some cases, contract 
modifications were occurring at almost a weekly or bi-weekly rate. As a result, we sampled 
several contracts and noted that the NRO frequently initiated modifications for funding with 
several modifications being made within a given month. Based on these findings we are 
focusing our audit on this portion of the contract process. 

(U) Reason for Audit 

( U) The N RO is facing a shortage of contracting officers. which can negatively impact 
contract management. Given the increased volume in contract modifications, the audit will 
review the modification process to identify potential efficiencies. If improvements can be made 
to reduce the administrative burden on contracting officers. the contracting officers could have a 
more manageable workload and provide greater contractor oversight 

(U) Objeetive 

(U) The objective of this audit is to detennine if the NRO can reduce the number of 
contract modifications through improved contract administration practices to more effectively 
manage funding, resources, and requirements. 

(U) Annex Testing (Planned for r1 Quarter FY 2012) 

(U) Background 

(U/fFt7t)'{'>)The NRO prepares its financial statements in accordance with generally 
accepted accounting principles. Because of the sensitive nature of annex programs, the NRO 
presents costs associated with those programs in the budgetary fmancial statements. but not in 
the proprietary statements (for example the Balance Sheet). After careful consideration, NRO 
management detennined that it was no longer necessary to exclude annex transactions from the 
proprietary statements and would present those transactions in the FY 2012 financial statements. 
To do so, the NRO must reassert the balances of those transactions on the financial statements. 
Because of the sensitive nature of the annex programs, the OIG will validate the NRO reassertion 
totals on behalf of the independent public accountant who is responsible for the financial audit 
overall, 

(U) Reason for Audit 

(U) The accomplishment of this project is necessary to support the overall financial 
statement audit required by statute. 
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(U) Objective 

(U) The objective of this audit is to evaluate the reliability of the data supporting the 
financial statements and assist in detennining the accuracy of the statements produced related to 
the annex programs. The OIG findings and determinations will be included in the report of the 
overall assessment of the NRO financial statements. 

(U) Audit of the NRO Accounts Payable Accrual (Planned/or 3rd Quarter 
FY 2012) 

(U) Background 

~Generally accepted accounting prim:iples require the NRO to capture the full 
amount of accounts payable on the NRO Balance Sheet. To accomplish this, the NRO estimates 
the accrued amount of accounts payable at a point in time and adds that 
accounts payable total. Accruals recorded for payment by the NRO we 
-s of 30 September 20 IO and 2009 respectively. Neither the NR , 

estimate to actual reconciliation of the accrued amount due to resource and scope issues. After 
reviewing the NRO accrual methodology, PWC believed that the estimation process used might 
not be a reasonable reflection of the NRO accrual costs. 

(U) Reason for Audit 

(U) The NRO accounts payable accrual process is identified in the management letter on 
the Audit o(the NRO FY 2010 Financial Statements as a process that can produce an accrual. 
which may be materially different from actual accrued expenditures. Given the large 
dollar amount. any major estimation error could affect the NRO financial statement opinion. 

(U) Objective 

(U) The objective of this audit is to detennine whether the NRO estimation methodology 
for accounts payable accruals is accurate and supportable. 
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(U) Audit of the NRO Congressional Budget Justification Book (CBJB) Metrics 
and Support (Plannedfor.fh Quarter FY 1011) 

(U) Background 

(U) Each year. the NRO reports on program specific perfonnance measures as support for 
funding requests in the Congressional Budget Justification Book. The performance measures are 
subsequently reviewed by the Congress when making the final budget determinations. This audit 
will review the NRO performance measures for compliance and accuracy. Specifically, the audit 
will review the performance measures by program to determine whether the information 
provided complies with 0MB Circular A-11 ... Preparing. Submitting. and Executing the 
Budget:· 

Reason for Audit 

(U) Because of the anticipated budget cuts across the Federal Government, it is critical 
that the NRO provide valuable and supportable information to Congress to justify its fund 
requests. This audit will foster greater integrity of the budget process. 

(U) Objective 

(U) The objective of this audit is to determine whether the NRO developed performance 
measures that comply with the intent of the Government Performance and Results Act (GPRA) 
and 0MB Circular A-11. In addition. the audit wilJ detennine whether the NRO can adequately 

suppon the performance measure results presented in the Congressional Budget Justification 
Book. 

(U) Audit of the NRO Oversight of Information Technology Basic Order of 
Agreements (Planned/or FY 1013) 

(U) Background 

(U/~ A Basic Order Agreement (BOA) is a written understanding that describes 
the methodology for the future procurement of goods and services. fbr which the specific time. 
price, and quantity are unknown. For example. these agreements can be used to purchase 
commodities. such as office supplies, as needed. The NRO OIG received an allegation that 
lnfonnation Technology (IT) BOA Contracts are paying operation and maintenance costs on 
items that have been turned in. are in "cold" storage, or cannot be located. In addition. the N RO 
may be paying for these costs on items. such as printers. that are beyond their useful lite. 

(U) Reason for Audit 

(U) We are conducting this audit based on an OIG Hotlink submission and concerns 
expressed about property management by NRO senior leaders. 
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(U) Objectives 

(U) The objectives of this audit are to detennine if the NRO is accurately tracking IT 
property purchased through BOAs. and properly allocating operation and maintenance funds on 
the contract. 

(U) Audit of NRO 's Process for Determining and Validating Unliquidated 
Obligations (Planned for FY 2013) 

(U) Background 

(U) The BPO directorate performs tri-annual monitoring reviews of dormant 
Untiquidated obligations (ULOs). Dormant obligations are defined as any obligation with no 
activity for 120 days. The monitoring reviews are conducted based on total contract activity. 
However. we found that by following the established ULO review guidelines and simply 
extracting data at the CUN and subCLIN level. instead of the overall contract level, the total 
ULO amount is actually significantly greater. ln addition, PwC commented that during the fiscal 
year, several hundred ULO's appear in consecutive reviews without a follow-up mechanism to 
determine the validity of open ULOs. 

(U) Reason for Audit 

(U) Based on both the Financial Statement Audit and the Contractor Overpayment Audit, 
we continue to have concerns regarding the N nt of ULOs. During the Contractor 
Overpayment Audit, we identified an addition in funds that could be ULOs. 
This audit will further evaluate the ULO process and possibly identify additional funds that could 
either be used by the NRO or returned to the U.S. Treasury. 

(U) Objective 

(U) The objective of this audit is to detennine whether the NRO process for ULOs is 
providing an accurate identification of donnant obligations and validity of open ULOs. 
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(U) Audits of NRO Cyber Incidents (Ongoing/Planned for 3rd and 11s Quarters 
FY 2012) 

(U) Background 

(U) Reason for Audits 

(U) Objectives 

(U//~ The objective of Phase I is to determine whether the NRO has implemented 
an effective incident detection and response (ID&R) enterprise-wide policy framework that 
outlines comprehensive and specific ID&R procedures and responsibilities. The objective of 
Phase 2 is to determine the adherence to and the efliciency and eff ect1veness of the enterprise­
wide policy framework for ID&R at NRO locations. The objectives of Phase 3 is to detennine 
the adherence to and the efficiency and effectiveness of the enterprise-wide policy framework for 
ID&R at NRO contractor locations. 
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(U) Audit of Information System Security Requirements in NRO Contracts 
(Planned for 2nd Quarter FY 2012) 

(U) Background 

(U) The DNI has emphasized evolving infonnation assurance security practices toward 
common standards and improving reciprocity throughout the IC. Therefore, all current and 
future IC systems. policies, procedures. processes, and training will migrate toward common 
standards, making them more efficient, and stressing continuous monitoring and perpetual 
accreditation. 

(U//BlIJ0rffi December 2010. the NRO Chief Infonnation Ofiicer (CIO) ordered all 
NRO systems to implement Intelligence Community Directive (ICD} 503 by 1 June 2011. as the 
criterion governing security practices. This is a marked change for the NRO since historically 
Director of Central Intelligence Directive (DCID) 6/3 has been the standard for protecting NRO 
information systems. As the CIO begins to enforce ICD 503, there have been concerns 
expressed to the CIO and OIG that NRO contractors are resisting this change on the grounds that 
their contract requires compliance with DCID 6/3. Therefore, they seek additional funding in 
order to comply with the requirements levied by ICD 503. 

(U/~ In addition, NRO networks are required to be in compliance with 
lnfonnation Operations Condition (INFOCON) Level 3. On 23 November 2008, the Defense 
Intelligence Agency. CIO, as the Joint Worldwide Intelligence Communications System 
(JWlCS) Designated Approving Authority and the Executive Agent for the IC Incident Response 
Center, on behalf of the DN I, declared the JWICS and all other IC networks at INFOCON Level 
3. INFOCON is the threat level that is based on the status of infonnation systems and the 
methods used to defend a computer network attack. 

(U) Reason for Audit 

(U) With a more holistic and strategic approach for the risk management of infonnation 
systems being implemented, the NRO should be protecting existing information systems in 
accordance with appropriate security controls. ln addition. the results of this audit will provide 
NRO management with insight as to whether existing NRO contracts contain the proper 
language to enforce compliance with current security requirements for NRO information systems 
or whether the NRO needs to plan for an increase in cost to comply with ICD 503. 

(U) Objective 

(U) The objective of this audit is to detennine whether NRO contractors are meeting the 
security requirements identified in their contracts and can be required to comply with ICD 503, 
INFOCON Level 3, and other relevant security requirements for NRO infonnation systems 
without additional cost to the contract. 
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(VJ Fiscal Year 1011 and 2013 Independent Evaluations of the NRO 
Compliance with the Federal Information Security Management Act (Planned 
for 2"' Quarter FY 2011 and FY 1013 - Statutory Requirement) 

(U) Background 

(U) The Federal lnfonnation Security Management Act (FIS MA) was enacted to provide 
a comprehensive framework for ensuring the effectiveness of infonnation security controls over 
infonnation resources that support federal operations and assets. FISMA requires that federal 
agencies develop and maintain an agency-wide information security program and report annually 
to 0MB and to the appropriate Congressional Oversight Committees on the adequacy and 
effectiveness of their information security policies, procedures, and practices. FJSMA also 
requires an annual independent evaluation of each federal agency's information security program 
and practices. 

(U) 0MB provides annual FISMA reporting instructions for agency CIOs and lGs to use 
while perfonning these assessments. Within the IC, each OIG is responsible for conducting the 
independent evaluation required by the FISMA statute and providing its evaluation to the 
Associate DNI and the CIO for consolidated reporting to 0MB. The NRO OIG FISMA 
evaluation is a year-round effort that incorporates the monitoring ofNRO information 
technology initiatives. and audits of related information technology functional areas and systems 
that contribute to the overall annual evaluation. The independent public accounting finn of 
PricewaterhouseCoopers (PwC) will assist the OIG in conducting this evaluation. 

(U) Reason for Audit 

(U) The accomplishment of thls audit is required by federal statute, and provides 
management with insight as to the adequacy and effectiveness of their information security 
policies, procedures. and practices. 

(U) Objective 

l U) The objective of these legislatively mandated evaluations is to provide an 
independent assessment of the NRO compliance with the requirements set forth under FISMA 
and the 0MB guidance that implements it. 

(VJ Audit of the NRO IT Strategy and Efficiencies at Mission Ground Stations 
(Planned/or FY 2013) 

(U) Background 

(U) On 2 August 201 I. the DNRO issued Office of the Director Note Number 2011-03, 
Optimizing /nfimnation Technology, to establish a plan to move forward to optimize information 
technology ( IT) by driving efficiencies, improving integration in suppon of intelligence 
community initiatives. implementing new technologies, and safeguarding IT capabilities. One of 
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the key foundations of this plan is to standardize IT implementations using streamlined IT 
project management practices and simplified interfaces to accelerate deployment of new 
capabilities for mission, business. and enterprise infrastructure needs. 

(U) Reason for Audit 

(U) Objective 

( U) The objective of this audit is to evaluate the strategy for integrating new requirements 
and capabilities into the existing network architecture and detennine whether mission ground 
stations are proactiveJy evaluating their network architecture and portfolio of network 
connectivity. 

(U) Audit of NRO Information Technology (IT) Investment Reporting (Planned 
forFY2013) 

(U) Background 

(U) 0MB Circular A-11 details the process of preparation, submission. and execution of 
the federal government budget. 0MB Circular A-11. Exhibits 53 and 300 document compliance 
reporting mandated by Congress and recognize the requirement to better manage infonnation 
technology within Federal Executive Agencies. 

20 

• (U) Exhibit 53 details the agency's information technology investment portfolio and 
provides 0MB with an investment portfolio spreadsheet addressing specific financial and 
program data on an agency's IT investments. This allows the NRO. Office of Director 
National Intelligence, and 0MB to review and evaluate the agency's IT spending. 

• (U) Exhibit 300 is designed to coordinate OM B's collection of agency information for its 
reports to Congress. It documents all of the planning and management activities 
associated with a particular capital investment or project throughout the investment 
lifecycle (initial concept to end of system steady state/tennination/replacement). It also 
ensures that the agency makes the business case for investments and ties it to agency 
mission statements. long-tenn goals and objectives. and annual perfonnance plans. 
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(U) Reason for Audit 

(U) Compliance with IT investment reporting requirements allows the NRO to efficiently 
manage its IT investments. However, the misreporting and circumventing of CIO and 0MB 
oversight can allow the NRO to potentially invest in redundant and/or wasteful IT projects; 
invest in IT projects that are not priorities of the intelligence community or users of NRO 
systems; and hide the mismanagement of IT projects. 

(U) Objecdve 

(U) The objective of this audit is to determine the accuracy of the NRO classification of 
its IT investments on 0MB Circular A-1 t Exhibits 53 and 300 submissions. In addition. we 
will detennine whether the IC CIO definition of IT is applicable to the NRO. 

21 
TOP SECRETirSlrR'A:LE.NT K-EYHOLE/tNOFORN 



NRO APPROVED FOR RELEASE 9/29/2017 
TOP 8ECRETh'Sl1ffALEN'f KEYHOLE7/NOFORN 

(U) IELD OFFICE AUDITS 

(U) Audit of the Disposition and Transfer of NRO Property (Ongoing) 

(U) Background 
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~PO)/Finance is responsible for accounting for property transferred to alternate 
locations or to other NRO contracts. BPO property management audits in 2008 and 2009 
disclosed property being transferred to alternate l · · ail, e.g., 
DD Forms 1149. T ere w e also issues with th where 

f program property s, as well 
out proper documentation. 

(U) Reason for Audit 

(~ithout proper tracking of property transfer and disposition. the NRO is unable 
to ensure that it has properly accounted for its equipment and the associated value on NRO 
financial statements. In addition, there is great potential for fraud when millions of dollars of 
property are involved. 

(U) Objective 

-+St/TIC:)-'fhe overall objective of this audit is to determine whether NRO property is being 
controlled in accordance with required procedures. The audit will be completed in three separate 
phases and will focu-located inallllllll. . facilities. In particular, we will review 
(I) property from th Program; ~from a tenninated compartmented 
program; and (3) property ocate at Vandenberg Air Force Base. 
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(U) DENVER FIELD OFFICE AUDITS 

(Sf/TiYflf•lF)-;4udit of the NRO Acquisition o 
(Ongoing) 

(U) Background 

(U) Reason for Audit 

(U) Objective 

,....fSfThe objective of this audit is to detennine whether th 
procurement methodology was an appropriate approach to procure pay oa 
acquisitions. 

(U)Auditof 
Contract (Planned for 1 

(U) Background 

~Th II: . 
NROent 
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(U) Reason for Audit 

e contract 
also provide oftware. The contract 1s tx pnce. but the cost baseline is 
adjusted every six mon s. ective government oversight by the Cont-ctin Officer's 
Technical Representative (COTR) is a necessity and the COTR relies o semi-annual 
contract re-baselines for the re-baseline value. NRO officials have expresse concerns regarding 
the cost structure, the accuracy of the re-baseline acti · · · 
asset/inventory management and contract charges fo An audit 
of the contract will assist management in determining w et er NRO 
being efficiently applied to meet NRO requirements. 

(U) Objective 

U/,lFOUffl The overall objective of this audit wiU be to det nnine u,n_n,., 
ontract is effectively and efficiently providin 

o the NRO. Specifically. we will evaluate contro s m support o 
management, IT asset management. contract cost savings, resource allocation. 

(U) Audit of NRO Resources Management/or the NSA Mountain View 
Project (Planned for FY 1013) 

(U) Background 

~ The National Security Agency (NSA) Mountain View Project is a military 
construction MILCON project. The building is to be constructed on the Aerospace Data 
Facility-Colorado(ADF-C) compound with passageways connecting it to the existing ADF-C 
facility. The NSA expects to receive funding in the amount of $141 million in FY 2012, with 
construction starting by Spring. Full occupancy by NSA is expected around October 2015. The 
completion of Mountain View is essential for NSA to relocate its personnel from the ADF-C. 

(S,1.rTK) Currently, there is no signed Memorandum of Agreement among NRO, NSA, 
and National Geo-spatial Agency (NGA), · · · 
perspective. it is important to note that th 
release currently in place to manage the A ens1uve ompartment ac1 1t1es. rom an 
O&M perspective, ADF-C believes its host responsibilities at the site require NRO to be 
responsible for resourcing and funding facility O&M because Mountain View will become part 
of the ADF-C complex. 

(U) Reason for Audit 

~ The audit will provide NRO leaders with infonnation to determine whether 
budget and execution plans are efficiently serving the NRO mission at the ADF-C. since the 
requirements for this new facility only exist for NSA accommodations. The expected final 
design will accommodate occupancy of 810 NSA personnel and include operations areas, a 
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cafeteria, an auditorium. and modem conveniences not currently existing at ADF-C. NGA has 
identified a need for about 50 seats in the new facility. The NRO has no requirements for facility 
space. but NRO management has expressed a responsibility to continue to fund and resource 
significant amounts ofO&M for the new NSA facility. 

(U) Objective 

(U//F.ooo;fhe objective of this audit will be to determine whether NRO planned and/or 
programmed costs to support the NSA Mountain View Military Construction Project and the 
facilities O&M are in accordance with appropriations laws. 

(U) Audit of ADF-C Ground Systems Deliveries (Planned for FY 2013) 

(U) Background 

(Sf/TIC) This is intended to be a series of audits during FYs 2013-2014 focusing 
on engineering and development processes for ground system deliveries to ADF-C. Ground 
systems are developed by NRO and Other Agency 
required to follow NRO Site Integration Standards. 
systems. which process and disseminate data collect y sate ttes. e groun systems 
exist and were developed in direct support of the various satellite missions: some ground systems 
exist because ofNRO desire to improve collection results or to disseminate intelligence data with 
increased speed to intelligence consumers. 

(U) Reason for Audit 

the NRO must address the competing interests of power, 
floor space. and cooling requirements against the mission system needs for the NRO. NSA. and 
NGA. and more recently. the DNI. Delivery and installation of ineffective ground systems 
renders resources unavailable for other purposes. 

-(5// I K) Joint Inspections of NRO mission ground stations have periodically identified 
challenges regarding deliveries and installations of ground systems. The OIG has observed that 
some systems ex rience si nificantl more en ineerin and maintenance attention and at least 
one other syste Further, the OIG has 
received detailed ho in s c aunmg waste, mismanagement. an 
managers regarding ground systems deliveries to ADF-C. 
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(U) Objective 

(U) The objective of these audits is to determine whether ADF-C is effectively managing 
the engineering processes for ground system installation. modification upgrade and 
decommissioning systems. 
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(U) INSPECTIONS 

(U) Introduction 

(U) THE INSPECTIONS STAFF conducts inspections to assess how well a program or 
activity is working. The inspection process analyzes and evaluates programs and activities for 
the purpose of providing timely infonnation to managers for decision-making; monitoring 
compliance: measuring perfonnance; assessing efficiency and effectiveness: making value-added 
recommendations for improvements to programs, policies, or procedures; and sharing best 
practices. Our goal is to positively influence systemic changes and promote improved NRO 
mission success. NRO OIG inspections are performed by an experienced staff with diverse 
backgrounds including engineering. launch. mission operations, finance, program management, 
information technology. security. contracting, and human resources. A full explanation of the 
Inspection process is detailed in Appendix B. 

(U) Our planned FY 2012/2013 Inspections are divided into the areas of Mission 
Inspections, Mission Support Inspections, and Joint Inspections (which are conducted in 
conjunction with other members of the Intelligence Community). ln addition, we will lead an 
Inspection Peer Review of the NGA 010 Inspections Staff. Our planned inspections are 
presented in their respective sections with accompanying information. If the pre-inspection 
phase for a given project is complete. the specific inspection objectives are also presented. 
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(U) MISSION INSPECTIONS 

F12-0103 Doi.:#6 

(VJ Inspection of the NRO Office of Space Launch, Cape Canaveral Operating 
Location (Ongoing) 

(U) Background 

(UifPOUO) Cape Canaveral Air Force Station (NRO Cape) is one of two Office of Space 
Launch sites responsible for supporting the launch base processing of all NRO space missions 
and other selected government-sponsored space programs. During the process of NRO 
sponsored spacecraft missions, numerous facilities, support systems, and aerospace ground 
equipment are used to support pre-launch and launch operations. The NRO Cape is responsible 
for launch planning; manifesting NRO assets; and is the focal point for NRO space launch 
systems planning, acquisition, integration, and operations. 

(U) Reason for Inspection 

it is an opportune time to assess the 
readiness of the NRO Cape to address these situational effects. and to devise its strategic posture 
and future direction. 

(U) Objectives 

(U//FOUO) The objectives of this inspection are to evaluate operational, infonnation 
technology and security processes; assess NRO Cape Range and Ground Safety Plan 
implementation. strategic partnerships. and various contractual provisions; review external 
agreements; and evaluate government roles and responsibilities. 

~tion of the Systems Engineering Directorate' 
--Ongoing) 

(U) Background 

(~) Th ·s responsible for identifying NRO 
mission needs and gaps; recognizing cost, schedule, an ns constraints; defining and allocating 
NRO enterprise requirements; and publishing the NRO Enterprise Plan. As such, th-is a 
key contributor to the mission of the Systems Engineering Directorate. which is toe 
systems en ineerin excellence to inte rate NRO s stems across the ent rise. Tb 
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(U) Reason for Inspection 

(U/~ The SEO has transfonned many times in the last several years. In FY 2006. 
the OIG reviewed the SED's predecessor organization and issued an observations memorandum. 
At that time. our review was abbreviated largely because of a ON RO-directed re-organization in 
April 2006. In our memorandum report. we noted that the designated roles. responsibilities, and 
authorities for SEO we.and not clearly understood. Since that time. SEO has continued 
to undergo change. The as specifically selected as an area to inspect within SEO e 
of its key role in integrating t e SEO · · · · 
has realized efficiencies for the NR 

(U) Objectives 

(U) The pre-inspection will occur in the September-October 2011 timeframe. Specific 
objectives will be defined after the pre-inspection has been completed. 

I ' I I I 

(U) Background 

(U) Reason for Inspection 

-f 81/Tl(/lftEL) The NRcllllconstitute a key functional area reviewed as part of the 
Joint Mission Ground Station inspection process. Previous Joint Inspections found the need for 
the Labs to improve in the areas of process documentation and tool prioritization, and also noted 
the potential for duplication of effort across the Mission Ground Stations. In 2007, the NRO IG 
Inspection of User Engagement cited the lack of a comprehensive NRO process to prioritize tool 
requirements and detenni · · · · Inspections found 
the same conditions at th 

~An inspection of the relationships and structure of th 
and NRO Directorates will address previously identified issues. help identify any inefficiency. 
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and determine adherence to Executive Order 12333, DoD 5240.1-R, and the NRO/NSA 
Memorandum of Understanding regarding SIG INT data access and sharing. 

{U) Follow-up lnspec:tion of the ADF-SW Security Findings (Planned/or 3rd 

Quarter FY 1012) 

(U) Background 

-(SJ During our 2011 
resolve security deficiencie 
Moreover. we identified ad 1t10na secunty issues, me u 
Compartmented Information Facility requirements. 

( U) Reason for Inspection 

e found that recommendations to 

I U/tEDYerBecause of the significant nature and number of findings and 
recommendations within the Security and Counterintelligence arena, NRO senior management 
requested the OIG conduct a follow-up inspection in FY 2012. 

(U) Objectives 

( U) The objectives of the follow-up inspection are to verify whether agreed-to corrective 
actions were fully and properly implemented and sustained, address any open recommendations 
from the FY 2011 Joint Inspection. and determine whether the ADF-SW has reasonable 
corrective action plans to appropriately resolve the cited deficiencies and is making progress 
towards final issue resolution. 

ection of the /MINT Directorate, 
Planned/or 3rd Quarter FY 2012) 

(U) Background 
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(U) Reason for Inspection 

(U) Objectives 

(U) The objectives of the inspection are to assess the general climate: evaluate 
compliance with standards: determine effectiveness and efficiency in the performance of mission 
and functions. and evaluate supporting functions such as security. contracts. and budget 

(lf) Inspection of the Special Communications Office (Planned for FY 2013) 

(U) Background 

(U/IFOUO) The DNRO established the Special Communications Office (SCO) on 
1 October 2009 in order to champion effective, efficient acquisition management and operations 
of the NRO S ial Communications Pro am. S ecial Communications is defined as the rela 

(U) Reason for Inspection 

(U/ This is a newly centralized function that is extremely important to the NRO 
in its suppo pecially in war-time. The SCO Letter of Instruction. among 
other things, emp as1zes e need to develop and institutionalize processes; establish an 
architectural baseline; and develop standard technical and operational approaches to consolidate 
and integrate special communications requirements and solutions into current and future systems. 
An inspection focused on the special communications strategy, acquisition management, and 
customer satisfaction will serve to provide valuable insight to the Director SCO on how etlective 
and efficient this newly fonned otlice is perfonning its critical mission. 
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(U) Inspection of the NRO Office of Space Launch (OSL), Vandenberg 
Operating Location (Planned/or FY 1013) 

(U) Background 

(U) The Office of Space Launch (OSL) is responsible for the successful delivery of every 
NRO satellite on orbit and on time. NRO Vandenberg (NROV). a division of OSL is one of two 
launch sites responsible for transporting, integrating, and processing NRO satellites for launch. 
NROV specifically provides security, operations. safety, communications.. and integration 
support for NRO payloads launched from Vandenberg Air Force Base (AFB), California. As the 
maintainer and operator oflhe Space Cargo Transportation System (SCTS), NROV is 
responsible for transporting NRO and other spacecraft from factory to factory. and from factories 
to Vandenberg AFB. 

(U) Reason for Inspection 

(U) NROV was last inspected in 2004. As one of only two launch facilities. the NROV is 
critical to ensuring continuity in NRO's launch capability. With the conclusion of the NRO 
Cape Inspection to occur in FY 2012, it presents an opportune time for the inspection team to 
revisit NROV and identify efficiencies that could be leveraged between the two OSL launch 
locations. as well as compare and contrast issues that may affect both sites. 

JI' IJ I J'•' I/ 'I 'II 111 ' 

(U) Background 

chnology Directorate 
(Planned/or FY 2013) 

responst 1 1t1es me u e e orts on a p ases o groun tee no ogies, tnc u mg ardwarc 
and software development: maintenance of the AS&T integrated ground technologies-; 
and development efforts to emphasize basic and advanced ground technologies R&D. 
collaborates with the Intelligence Community and DoD partn-ture threats, strategics. 
technologies. and identifies current and future capability gaps. also collaborates internally 
with GED and MSD on demonstration opportunities for new tee o ogies. 
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(U) Reason for Inspection 

(U/4-0UOTOverhead collection is heavily reliant on ground systems_ Therefore. it is 
essential for the NRO to stay on the cutting edge of ground technology. This inspection is a 
natural follow-on to our FY 2011 inspection of the Ground Enterprise Directorate. Systems 
Anal sis Staff. Our 2012 tanned Ins ction o the Relationshi vStrocture between the 

and NRO Directorates 
should identify efficiencies that may influence this inspection's objectives. 
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(U) MISSION SUPPORT INSPECTIONS 

(U) Special Review of the Business Plans and Operations, Center for the Study 
of National Reconnaissance (Ongoing) 

(U) Background 

(U) BPO. Center for the Study of National Reconnaissance (CSNR) provides an 
analytical framework and historical context to NRO leaders to facilitate effective policy and 
programmatic decisions. Its overall mission is to advance and shape the IC s understanding of 
the discipline. practice. and history of national reconnaissance. The CSNR is organized into 
three business areas--the Research. Studies, and Analysis Section; the Recognition. Exhibits, 
and Outreach Section: and the History Section. 

(U) Reason for Inspection 

(U) Understanding the past and lessons learned is key to improving current and future 
programs and operations. The CSNR plays a key role in this process for the NRO. We 
conducted this review because of concerns raised with the OIG, the Director of the National 
Reconnaissance Office (DNRO). and the Department of Defense (DOD) OIG regarding the 
management of the CSNR. 

(U) Objective 

(U) We established the following objectives for our review: 

I. (UUF~oue, Evaluate CSNR 's progress on planning and executing the NRO 50th 

Anniversary activities; and 

2. ( U//F~ Assess CSNR' s effectiveness in accomplishing its objectives of advancing 
and shaping the IC's understanding of national reconnaissance and providing NRO 
leaders with historical context to infonn decision-making. 

(U) Inspection of the NRO Environmental and Safety Office (Ongoing) 

(U) Background 

(U) The Management Services and Operations (MS&O), 
Environmental and Safety Office (ESO). recently reorganized to more e ecuve y ut1 1ze sta mg 
resources to better provide environmental, safety, and fire protection expertise in support of the 
NRO mission. ESO expanded its traditional business lines of occupational safety and 
environmental compliance to include fire protection. life safety, environmental sustainability, 
and energy efficiency. Key policy developments were established in collaboration with the NRO 
Environmental Safety Council (ESC). The ESC is composed ofrepresentatives from selected 
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NRO Directorates and Offices and each major field site. The ESC provides overall leadership 
for the NRO Environmental and Safety Program. 

(U) Reason for Inspection 

(U) The health and safety of NRO employees, as well as NRO facility environmental and 
fire protection compliance, is a significant responsibility ofNRO management. A robust 
environmental safety program can help reduce lost productivity from absences related to safety 
incidents. Sound safety practices can also aid in reducing costs that may be incurred to repair or 
replace damaged buildings, equipment. or other infrastructure. Before the transfonnation and 
expanded function of the ESO, the Inspection staff consistently noted environmental and safety 
issues at many of the NRO ground stations. Our inspection will assess the success of the 
reorganization of the ESO to better provide the critical functions of environmental, safety, and 
fire protection expertise to the ground stations. 

(U) Objectives 

(U//.E.006fThe overall objective of this inspection is to evaluate the etliciency and 
effectiveness of the ESO in perfonning its mission. Specifically, we will assess whether ESO 
policies and procedures are executed in a manner that adheres to applicable environmental, 
safety and fire protection requirements, and provides a safe and healthy environment for all 
employees. The inspection will also examine the effectiveness of ESO compliance reviews as 
well as the NRO ESC process. 

(U) Inspection of the Office of Security and Counterintelligence, Program 
Security Officers (Planned for 1st Quarter FY 2012) 

(U) Background 

(U~The Office of Security and Counterintelligence (OS&CI) program security 
officers (PSOs) work within the various NRO Directorates and Offices to manage security for 
their respective programs and operations. and to serve as security professionals in support of the 
overall security posture for the NRO. PSOs provide contract, program, and personnel security 
support as well as liaison with the centralized services at the OS&CI. 

(U) Reason for Inspection 

(U) PSOs are the first line of protection within each satellite system program otlice. It is 
imperative that PSOs perfonn consistently to support the overall security posture established for 
the entire NRO. A former OS&Cl Director had raised a concern that PSOs embedded in the 
Directorates and Offices were losing core competencies as security officers. Additional concerns 
centered on inconsistencies in the manner in which standards were applied in the performance of 
their duties. Some of the areas in which the inconsistencies may be occurring include incident 
reporting, classification reviews, and support to competitive source selection. In addition. the 
Inspection of Program Protection Planning raised some concerns regarding the role. 
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responsibility. and training of the PSOs. Opportunities may exist for both ensuring consistency 
and enhancing efficiencies related to PSO standards. responsibilities. and training. 

(U) Special Review of NRO Facilities and Office Space Management (Planned 
for 3nd Quarter FY 2012) 

(U) Background 

-(Si'/TK/mif}lhe NRO is responsible for the contracts, maintenance. construction, and 
operation of buildings and facilities worldwide. This includes office buildings. testing labs. 
logistics warehouses. remote monitoring locations, and mission ground stations. Also, the NRO 
is a contributing tenant to other government agencies by leasing space for special programs and 
personnel; and provides facilities for contractors and government personnel supporting the N RO. 
Our primary focus for this inspection will be on the NRO Westfields complex and the 
surrounding area. However. additional locations may be examined based on results of initial 
data collection and analysis. 

(U) Reason for Review 

( U) A 20 IO Presidential Memorandum addressed the subject of disposing of unneeded 
Federal real estate. The memorandum stated that the Federal Government is the largest property 
owner and energy user, and that taxpayer dollars and energy resources are being wasted to 
maintain excess assets. To eliminate wasteful spending, save energy and water, and reduce 
greenhouse gas pollution, the President directed executive departments and agencies to 
accelerate efforts to identify and eliminate excess properties. Agencies shall also take immediate 
steps to make better use of remaining real property assets. as measured by utilization and 
occupancy rates. annual operating cost, energy efficiency. and sustainability. Efforts should 
include the elimination of lease arrangements that are not cost effective and pursue consolidation 
opportunities to create efficiencies. Given the number of its locations, the N RO incurs 
significant costs to maintain this infrastructure. Especially with the cun-ent state of the budget. 
the NRO should look for opportunities to consolidate sites to reduce costs and increase 
efliciencies. 

(U) Inspection of Mission Operations Directorate 
Headquarters (Planned for FY 2013) 

(U) Background 

~ Th is an operational element within MOD. 
The-.,...as esta 1s e as a resu to · e 9 NRO re-alignment. It consists of-
divisions and has approximately-mployees wi~responsibility to provide secure, 
re ons and IT services to more tha~C and Department of Defense sites : . . . 
0 
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(U) Reason for Inspection 

ecause 1s a re at1ve y new organization. our mspect1on w1 
focus on assisting the organization in resolving any lingering issues stemming from the FY 2009 
re-al~· For instance, field functions were realigned out COMM into the newly created 
MO et the COMM Directorate still houses the architecture and engine t 
support much olllll Recent inspections of forward deployed Communicatio 
and other areas have surfaced issues arising from this bifurcation. 

a I ' ~ t • I • 

(U) Inspection of Communications Systems Directorate 
(Planned/or FY 1013) 

(U) Background 

elements in the COMM. 
Within ivisions focused on managing the acquisition and engineering 
aspects of the NRO Local Area Network (LAN)/Wide Area Network (LAN/WAN) architecture. 
As a result of the 2009 NR-· t. the operational segment · · 
forward deployed COMM were moved to the MO 
~hile the acquisition an engmeering aspects were retaine 

(U) Reason for Inspection 

(5//TK) Since -s responsible for the development and engineering of the entire 
LAN/WAN architecture across the NRO. the functioning of these systems and the proper 
identification and migration to future systems is critical to the mission of the NRO and to the 
support to our mission partners. Additionally. we found that the NRO 2009 realignment of the 
LAN/WAN develo ment function within COMM and the o erational function (within 
MO at the headquarters level and 
in the field. As part of our unit inspection, we will examine whether inefficiencies across the 
two organizations do indeed exist and ~ciated impact. The inspection will be a natural 
follow-on to the OIG"s review of MO~nd the first inspection conducted within COMM 
since 2009. 
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(VJ Inspection of the NRO Insider Threat Program (Planned FY 2013) 

(U) Background 

.fS) Since the conviction of NRO employee Brian Patrick Regan for espionage in 2001. 
and the more recent unauthorized disclosures by Wikileaks, the federal government has 
increasingly focused on countering the insider threat. In addition to, OS&Cl. a number of other 
NRO Directorates and Offices, including the Communications System Directorate, Chief 
Information Office. and the Mission Operations Directorate, play key roles in providing policy. 
network services, and awareness training designed to detect and mitigate the insider threat. 
There are also ongoing interagency processes examining how the Intelligence Community 
(IC)-and US Government overall-are positioned to address this threat. This inspection will 
examine how the NRO is postured to address the insider risk and assess NRO compliance with 
ongoing interagency efforts targeting the insider threat. 

(U) Reason for lnspecdon 

(U/~ Insiders willing to sell classified information to adversaries can compromise 
human sources and technical information, and ultimately have a tremendous impact on national 
security. The DNI has informed the members of the IC that insider threat detection, monitoring 
of network activity. and auditing reform for IC classified systems are his top priorities. 
Similarly. the National Security Staff has established an lnteragency Policy Committee (IPC) for 
Wikilcaks and has directed the Office of the Director of National Intelligence to lead a working 
group to develop a plan to mitigate the risk of future incidents. Interest in this topic has been 
expressed both at the Congressional and Department of Defense levels. and additional steering 
groups and executive committees have been established with membership from across the 
government. Tapping into these ongoing efforts and collaborating across the IC can create 
efficiencies for the NRO by leveraging established best·practices that address the insider threat 
concern. 

(U) Background 
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(U) Reason for Inspection 

~he NRO CSEs are critical in supporting MOD's function of providing s~ 
reliable communications and IT services to the IC and DoD. The NRO OIG has reviewecallll 
~SEs over the last several years. Because of the critical role these CSEs have in 
supporting and maintaining secure communications for the Nation the OIG t icall ins ts 
one of these o eratin locations ev 

(U) Inspection of Intelligence Community Contractor Security Forces Contracts 
(Planned for FY 2013) 

(U) Background 

(U//F0U6) NRO recently conducted a review of its services contracts and is 
consolidating many of them to improve efficiency. Within the NRO Security arena alone there 
were 37 separate contracts identified as performing similar functions. Contract security services 
are part of almost every IC work force. Each of the 17 IC organizations currently works 
independently in establishing these services for their own respective infrastructures, spending 
millions of dollars on contract security across the globe. For example, each agency has 
developed its own criteria and requirements for their guard forces, yet many are similar and all 
are required to follow DNJ standards. The potential exists to integrate and streamline the IC 
requirements into one large overarching contract effort. Given the scope of this project. we 
envision it being a joint IC OIG initiative. 

(U) Reason for Inspection 

(UHPOUO) The President, Congress, and the DNI have levied actions on the IC to find 
efficiencies within their organizations. For instance. the DNI has established the personnel 
security baseline requirements within IC Directive (ICD) 704, Personnd Securiry Standard'i und 
Procedures Governing Eligibility.for Access to Sensitive Compartmented Information and Other 
Controlled Access Program hiformation. Additionally. while the IC has established reciprocity 
for access and clearance determination, each agency establishes contractor security force 
requirements in isolation, not allowing for reciprocity or collaboration among IC partners, 
potentially missing opportunities for increased partnering and efficiencies. 
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(U) JOINT INSPECTIONS 

(U) Joint Inspection of the Aerospace Data Facility-Colorado, NSA-Colorado 
and NGA IOC-Colorado (Planned/or 1st Quarter FY 2012) 

(U) Background 

( U) Reason for Inspection 

-t-5f/'fKnRE[) As operational components of the NRO, the ground stations are integrated 
with IC organizations and foreign partners, providing an opportunity for the OIGs to 
colla · · pect the mission and operations of this critical national asset This inspection 
IS on '1nPl'ti£\n Ai1nri,tPi1 the NSA and military Cryptological 
Services Some of the general functional areas 
that the inspection team is likely to examine include Information Technology Systems, 
Intelligence Oversight, Human Capital, Facilities Management, Contracts, Budget/Finance. 
Security, Mission Operations, and Mission Systems. 

(U) Joint Inspection of the Aerospace Data Facility-East, NGA-Franconia 
(Planned/or 3rd Quarter FY 2012) 

(U) Background 
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(U) Reason for Inspection 

--(-8f/'fK77REL) As the operational components of the NRO, the ground stations are 
integrated with IC organization, providing an opportunity for the OIGs to collaboratively inspect 
the mission and operations of this critical national asset. This inspection was originally 
scheduled to occur in the third quarter of FY 201-but w chan ed due to mission partner 
availability. The facility was previously inspecte In that inspection. we 
identified several areas of concern that we will revisit as part of this joint NRO-NGA inspection. 
These include a shortage of government personnel, especially in the support areas of facility. 
security. and contracting. Some of the general functional areas the Joint Inspection team will 
potentially focus on include Information Technology Systems, Intelligence Oversight, Facilities 
Management, Contracts, Budget, Security, Mission Operations, and Mission Systems. 

(U) Joint Inspection of th 
Quarter FY 20 I 2) 

(U) Background 

(Planned for 4th 

(U//J.OUO) The NRO OIG will lead the inspection in support of the Joint Cryptologic 
Inspection Program. The OIG inspection team will consist of representatives from the NRO. 
NSA. CIA, AF Intelligence Surveillance Reconnaissance Agency. US Anny Intelligence and 
Security Command, and the US Naval Security Group Command. 

(U) Reason for Inspection 

(U/1.JiOUOt As an operational component of the NRO. this ground station is integrated 
with other IC organizations and foreign partners. Therefore, it is most efficient for the OIGs to 
collaboratively inspect the mission and operations of this critical national asset. The last Joint 
Inspection occurred in June 2009. Pre-inspection activities for this review are scheduled to occur 
in the last quarter of FY 2012. with on-site fieldwork occurring the first quarter of FY 2013. 
Some of the general functional areas the joint inspection team is likely to examine include 
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Mission Operations and Mission Systems, Information Technology Systems, Facilities 
Management, Contracts, Budget, and Security. 
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(U) PEER REVIEW 

(U) The Association of Inspectors General recommends that OIGs periodically invite 
external reviewers to assess OIG adherence to professional standards. While not a mandatory 
requirement today, the NRO and DNl OIGs have proactively led the IC OIGs in the design of a 
comprehensive inspection peer review process. The NGA 010 has requested that the NRO OIG 
conduct the first IC inspection peer review on its organization. This evaluation will include an 
assessment of its newly established Inspections Handbook and supporting processes to ensure 
that the NGA OIG Inspections Division is planning and conducting inspections in strict 
compliance with the Council of the Inspectors General on Integrity and Efficiency (CIGIE) 
Quality Standards for Inspection and Evaluation. 

(UIIFOlJO) Peer Review of the NGA Office of Inspector Genera/. Inspection 
Staff (Planned for t/h Quarter FY 2012) 

(U) Background 

(U/~ The NRO OIG Inspection Staff will lead the Peer Review of the NGA OlG 
Inspection Staff The Peer Review will evaluate the NGA internal inspection quality control 
system to determine whether policies and procedures related to the CIGIE professional standards 
are suitably designed and effectively applied. The Peer Review will include an examination of 
NGA 10 inspection reports, inspection working papers and other documentation such as 
Certified Professional Education records. 

( U) Reason for Review 

(U/.fF6t1l'.Y) The Assistant IG for the NGA OIG, Inspection Staff, requested that the NRO 
OIG lead a community-wide peer review of his mission and functions to determine compliance 
with professional inspection standards. This will enable the NGA DIG to receive feedback on its 
work products and obtain validation of its work processes. The review itself can help NGA 
withstand challenges to its independence, objectivity, and credibility. The NRO OIG Inspection 
Peer Review members, along with other IC IO participants, will benefit from being exposed to 
varying approaches for conducting inspection work. They, in turn, can share this infonnation 
within their own units. potentially leading to more robust inspection approaches across the 
Inspector General community. 
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(U) REVIEW AND VALIDATION PROGRAM REVIEWS 

(U) The OIG established its Review and Validation (R&V) Program for the purpose of 
reviewing the status and effectiveness of the actions taken by NRO Directorates and Offices to 
implement OIG report recommendations. The R&V Program provides increased attention to 
longstanding open recommendations by evaluating progress to date and assessing continued 
relevance. This program will also include follow-up reviews to determine what corrective 
actions were taken to close prior OIG recommendations, how this benefited the NRO, and 
whether the corrective actions are sustained and remain effective over time. These follow-up 
reviews will be conducted by the R&V Program Manager along with members of the audit and 
inspection staffs as needed on a project by project basis. The follow-up reviews planned for FY 
2012/2013 are presented below with accompanying background information. 

(U) Follow-up .Review of N.RO User Engagement (Ongoing) 

(U) Background 

(U) Quick reaction support enables users and customers to quickly leverage NRO 
collection, processing. engineering, and acquisition capabilities to support their most urgent 
intelligence and operational requirements. This includes providing technical assistance and 
developing new tools and quick reaction capabilities to enable [C, DoD. and Homeland Security 
users to more effectively access and integrate NRO data and capabilities into their operational 
systems to address their highest priority needs. 

(U) In October 2008. the OIG issued a report titled Inspection ofNRO (Jser Engagement. 
The inspection found that the NRO had myriad components that engaged in tool development 
and that the Deputy Director for Mission Support (DDMS) was not effectively serving as the 
centralized office for gathering and responding to user engagement tool requests and 
requirements. The report also noted that the NRO process for transitioning tools to the user 
could be improved with more emphasis on training, maintenance, and product performance 
feedback. The OIG recommended that DDMS (now the Mission Support Directorate (MSD)), in 
conjunction with the Chief Operating Officer and Director, Systems Engineering. design a plan 
to address tool prioritization, development. and transition. Although this recommendation 
remains open, MSD provide periodic status updates highlighting the changes and improvements 
that are occurring in this critical area. 

(U) Reason for Review 

(U) Effoctive user engagement tool development and transition processes are necessary to 
meet the needs of the warfighters and the IC. Effective user engagement tools must provide 
timely and effective responses to operators, analysts and decision-makers in the intelligence, 
defense, homeland security, law enforcement and civil communities and are a reflection of the 
value and capabilities provided by NRO satellites. 
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(U) Objective 

(U) This follow-up review will assess the progress and effectiveness of actions taken by 
MSD to address the tool development and transition concerns identified in the User Engagement 
inspection. 

(U) Follow-up Review of NRO Oversight of Subcontractors (Planned for /5' 
Quarter FY 2012) 

(U) Background 

(U/J.FOUOJ In July 2008, the OIG issued an audit report titled NRO Oversight of 
Subcontractors. The audit found that the NRO had not established effective oversight to ensure 
that its prime contractors are properly managing subcontractor performance, cost, and schedule. 
More specifically, we found that 

• the NRO lacked corporate or program-specific governance plans to ensure the prime 
contractors were managing their subcontractors; 

• acquisition officials misunderstood their subcontractor oversight authorities and 
responsibilities; 

• subcontractor oversight roles and responsibilities for NRO In-Plant Representatives 
(NIPRs) were not clearly defined and applied: 

• subcontractor consent was provided without documenting the assessment or rationale 
for the decision; and 

• NRO does not verify that prime contractors have a current Contractor Purchasing 
System Review prior to contract award. 

(U//FOUO) l11 response to the OIG audit report, the NRO Office of Contracts (OC) has 
issued CBP-10, Acquisition Management; NRO Acquisition Manual (NAM) 82, Subcontracts; 
and modified the Office of Contracts Compliance Review Checklist. As a result, three of the 
five report recommendations have been closed. The remaining two recommendations are open 
pending issuance of an NRO Acquisition Circular. 

(U) Reason for Review 

(U//.J;:OUO,-NRO acquisition programs are at risk when subcontractor performance, 
quality, and accounting are not effectively managed by the prime contractor. Without a clear 
view of subcontractor performance, the NRO is vulnerable to inefficiencies in subcontractor 
work, which could impact NRO acquisition program cost, schedule, and performance objectives. 

(U) Objective 

(U~OUO}The review objective is to assess the progress and effectiveness of actions 
taken to address the concerns identified in the audit. NRO Oversight f?.f Subcontractors. 
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(U) Follow-up Review of NRO Portable Electronic Device Inspection (Planned 
for 4th Quarter, FY 2012) 

(U//FOUO) Background 

~ July 201 O. the OIG issued an inspection report on Portable Electronic Devices 
(PEDs). which cited gaps and deficiencies with NRO PED related policies, confusion regarding 
roles and responsibilities. and gaps in NRO workforce knowledge and execution of the policies. 
These problems existed primarily because no single entity was in charge of the activities 
necessary to protect the NRO from potential vulnerabilities associated with the introduction of 
PEDs into NRO-sponsored facilities. 

(U/$0UO,-In response to the OIG audit report. the NRO CIO. MOD, and OS&CI 
formed a PED working group; the DNRO issued a policy note on PED Authorization and Use; 
and a draft PEDS Corporate Business Process Instruction has been written. Three of the 15 
recommendations from this report have been closed as of September 2011; the remaining 12 
open recommendations are expected to be closed in the near future. 

(U) Reason for Review 

(U~PEDs are particularly susceptible to both intentional and accidental misuse, 
theft, or improper disposal. which could result in the compromise of classified data to unintended 
users. Before the PEDs Inspection. the OIG routinely reported on improper accountability and 
classification marking of NRO laptop computers. By implementing effective internal controls 
and improving accountability and usage monitoring le.Jr NRO PEDs, this risk can be greatly 
reduced and cost savings can be achieved through a reduction of monthly service charges. 

(U) Objective 

(U.L.LFOU6) The objective of this review is to assess the progress and effectiveness of 
actions taken to address the concerns identified in the PEDs inspection. 

(V) Follow-up Review of CIA Staffing o.fthe NRO (Planned for FY 2013) 

(U) Background 

(U//fi:>UO,-The NRO workforce is primarily composed of military and civilian members 
from the United States Air Force (USAF) and Central Intelligence Agency (CIA). 1 ln August 
2009. the OIG issued a report entitled Inspection <?lNRO Strategic Human Capital. which 
focused heavily on C'IA staffing at the NRO. 

'(U) The workforce also includes Navy. Army, and Marine Corps ac1ive duty personnel. Depanment of Defense 
civilians. as well as officers from the National Securi1y Agency. National Geospatial-lntelligencc Agency. and other 
government agencies. 
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(U) The inspection revealed that unique human capital challenges face the NRO because 
parent organizations had significantly reduced the fill rates for stafting NRO positions; were not 
filling NRO vacancies in a timely manner; were not allowing employees to work at the NRO for 
extended periods of time; and were sending less experienced, junior oflicers for assignments at 
the NRO. Two of the nine recommendations from this inspection remain open. 

(U/fFOUO, In January 2011, the CIA realigned the former Office of Development and 
Engineering (OD&E) workforce throughout the Directorate of Science and Technology (DS&T) .. 
This reorganization was done, in part, to help improve DS&T staffing of the NRO. When this 

· e were conducting the Inspection of Ground Enterpri~ectorate 
GEoall. In September 2011, we issued the GED11111111inspection 

report. 1s mspectlon raised concerns that the promised improvements in DS&T staffing were 
not being realized and identified workforce challenges that, taken over time, would put the NRO 
GED mission at risk. 

(U/~ Reason for Review 

(U//I-0't::10J The GEI1lllllworkforce challenges ranged fro"9enior management 
filling multiple management roles. low position fill rates. CIA civilians filling positions two or 
more grades above their personal grade, and the downgrading of CIA positions without proper 
coordination and approval. Such challenges led to, among other things, insufficient supervision 
and perfonnance management, reduced skill and experience levels, personnel working extended 
hours, government oversight deficiencies. and customer dissatisfaction. 

(U/fFOUOJ""Based on findings in GEra we expanded our scope and analyzed SAP2 

data for all the DS&T positions at the NRO. In essence, we found that 10 percent of all filled 
DS&T positions were filled by employees more than two grades below the position grade-­
suggesting a consequential gap in the required skills necessary to achieve organizational goals. 
Furthermore, we learned from senior management that other NRO staffs had also experienced 
challenges with regard to managing CIA positions. 

(U) Objective 

(U//~ This follow-up review will assess the progress and effectiveness o~ns 
taken to address the concerns identified in both the Strategic Human Capital and GEIIIIIIIIII 
inspections. An emphasis will be placed on CIA/DS&T's commitment and ability to staff the 
NRO. 
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(U) Follow-up Review of Privileged Users Audit (Planned for FY 2013) 

(U//.FOUO) Background 

(U//.EQtl6fln November 2010. the OIG issued an audit report titled Management of 
information Systems Privileged u'.,;ers, which found that the NRO does not have processes and 
procedures to adequately monitor. track, and train users with privileged access to NRO IT assets. 
The N RO had not established 

• clear roles and responsibilities fi.ir identifying, managing, and training privileged 
users; 

• standard training requirements for privileged users; and 
• enterprise-wide processes to identify and track privileged users. including those at 

mission ground stations and contractor facilities. 

(U!t.l-0't16) The report recommended that the NRO CIO, in coordination with the 
D!OS&C l, revise N RO guidance to clarify roles and responsibilities, establish standardized 
periodic training for privileged users. and implement a standard process to track and report 
privileged user compliance with training requirements. The report also recommended that the 
D/OS&CI establish and communicate an enterprise-wide process to maintain a current, accurate, 
centralized list ofNRO privileged users that can be relied upon to meet various reporting 
requirements for identifying privileged users and specialized training. The CIO and OS&CI 
concurred with both recommendations and have submitted action plans that are scheduled to be 
completed by the 4th quarter of FY 2013. 

(U) Reason for Review 

(U/a.et1'0) Privileged users are granted special access to perfonn functions to safeguard 
and technically manage the organizations' information systems. They have access to system 
control, monitoring, or administration functions and can create or modify system configuration 
parameters or user account parameters without the owner's knowledge or permission. An 
accurate and complete list of NRO privileged users is not only required. but is also necessary in 
order to ensure that employees occupying these positions have the necessary experience and 
training to administer and protect NRO infonnation systems. 

(U) Objective 

(U) The objective of this review is to assess the progress and effectiveness of actions 
taken to address the concerns identified in the privileged user audit. 
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(U//~) The NRO requires the highest personal integrity of both government and 
contractor employees. Accordingly, integrity needs to be reflected in all of our actions. whether 
within the organization or with our IC partners. Every employee is responsible for adhering to 
the NRO standards of integrity and ethical behavior. and to its policies and procedures. A 
commitment to the highest standards of ethical conduct is fundamental to the success of the 
NRO. 

(U) OIG Investigations (Ongoing) 

(U/lf'OUOfThe OIG etT01ts for ensuring individual accountability for serious breaches 
of integrity are the primary responsibility of the investigation staff. OIG investigates allegations 
of crime and other serious misconduct, by both the NRO workforce and by employees of 
companies under contract to the NRO. These OIG investigations ensure individual 
accountability and that the NRO is reimbursed on those occasions when it has been harmed by 
the wrongful actions of an employee or company. Further. investigations provide senior 
managers with actionable information on critical administrative issues identified during the 
investigation that can further protect the NRO from future harm. 

(U/~ Regular communication with the NRO population. such as Messages from 
the JG and educational videos, ensure employee awareness of schemes and incidents that 
adversely affect NRO programs. These communications have a strong deterrent and prevention 
cftect. In addition. investigators continue to perform monthly liaison visits with strategic 
mission partners who are in positions to best observe indicators of frauds aflecting NRO 
contracts. This focused liaison effort allows investigators to develop better sources of 
information from both government and contractor employees who can provide the infmmation 
confidentially. 

(U) ETHICS AND INTEGRITY PROGRAM 

(U) Throughout the last decade. the OIG 's Procurement Fraud Initiative (Pfl) focused the 
NRO workforce on fraud awareness through educational and awareness training. The PFI 
includes fraud awareness courses, custom-tailored presentations. and public awareness 
campaigns. all of which are now part of our organizational fabric. The program is recognized 
throughout the IC as the appropriate way to empower the workforce with awareness, knowledge. 
and anonymous reporting mechanisms to minimize the potential impact of fraudulent activities 
on critical mission accomplishment. 

( U) While we will continue to present fraud related courses to the workforce. we are 
focusing on something even more fundamental: organizational ethics and integrity. 
Traditionally, government ethics programs have been limited to reviewing annual confidential 
financial disclosure statements, presenting annual ethics briefings. and counseling individuals on 
conflicts of interest issues. Based on an analysis of NRO inspections. audits, and investigations; 
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discussions with the Office of General Counsel (OGC); a 2010 NRO Cmporate Business Ethics 
and Compliance Activities report; and an awareness of current societal trends and economic 
stresses, we are initiating an ethics and integrity program at the NRO. This program is focused 
on values-based ethics, which we believe will improve our organization's culture and minimize 
unethical behavior. 

(U) The objective of our program is to enhance the NRO organizational environment by 
encouraging the workforce to make decisions in compliance with our core values. which are 
Integrity, Accountability, Mission Excellence, and Teamwork built on Respect and 
Diversity. Additionally, we expect the program will continue to build a culture of trust, where 
ethics violations or violations oflaw, regulations, policies or procedures can be reported without 
fear of retaliation. 

(U) The program is divided into two phases. Phase I focuses on identifying and testing 
various best practices that promote and sustain organizational values. Phase 2 implements a 
variety of initiatives and requests feedback from both the government and the contractor 
workforce. In addition to initiatives focused on raising the awareness of NRO core values, 
developing an NRO Code of Ethics that outlines expectations and ramifications, and ethical 
decision-making, this phase will include the initiation of a biennial, "IO-Minute Biennial Ethics 
Survey .. to periodically assess the NRO ethics culture. 

(U) We believe that a structured approach to values-based acquisition decision making 
will continue to promote innovation, mission sustainability and the NRO's role as a government­
wide leader in acquisition integrity. 
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(U) APPENDIX A: AUDIT PROCESS 

(U) What to Expect When Audited 

( U) All audits follow a well-defined process that includes the announcement of the audit 
work. entrnnce conference, fieldwork, exit conference, and audit follow-up of the 
implementation of recommendations. Each step is discussed below. 

(U) Announcement Letter 

(U) Prior to the start an audit, the OIG forwards an announcement letter to the NRO 
leadership and the organization or activity being audited. The letter describes the origin of the 
audit (i.e., OIG annual work plan. NRO leadership or congressional request) and includes the 
audit objectives and scope. The letter also identifies an OIG Auditor-In-Charge, who is 
responsible for conducting the audit, and offers a link to the OIG Hot Link site to provide an 
anonymous communication or information pertaining to the audit. 

(U) Entrance Conference 

(U) After the issuance of the announcement letter, the OIG audit team holds a f01mal 
meeting, referred to as the entrance conference, with the responsible otlicials for the audited 
operations or functions. At the meeting, the auditors introduce the audit team and explain the 
origin of the audit, audit objectives. scope and methodology. audit processes, and the audit 
schedule. NRO Officials should identify key personnel with whom the audit team should meet 
and provide initial infonnation to help the auditors further define the audit's scope and approach. 
NRO Officials may also discuss and agree to arrangements for providing auditor access to 
information and documents responsive to the audit objectives and scope. The entrance 
conference is the forum for addressing concerns or introducing additional areas that management 
may want the OIG to include in the audit. 

(U) Fieldwork 
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(U) Audit.fieldwork may be in two stages: sun•e_v phase and/or execution phase. 

(U) Survey Phase: Initial audit fieldwork may include a defined survey phase in order to 
refine the audit objectives or determine if there is sufficient benefit to conducting the 
audit. In this phase, the audit team would obtain preliminary information and 
documentation on the program, activity, or function. The audit team may perform initial 
tests to verify and validate the audit objectives, scope, and methodology, and to identify 
focus areas for the auditors· efforts. At the conclusion of the survey phase. the audit team 
will determine whether sufficient benefits exist to continue audit work. If suflicient 
benefit does not exist, the OlG would inform the responsible officials, in writing, that 
audit work is completed and the reasons for concluding audit work. The OIG may issue a 
survey report to inform NRO leadership of any findings or observations that may be 
helpful. Should more in-depth audit work be needed, the audit team would recommend 
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to the IG and notify the responsible officials that the audit is transitioning to the audit 
execution phase. 

(U) Execution Phase: The detailed audit work would occur during this phase. 
The auditors conduct extensive interviews, review documents and records, analyze and 
test the implementation and the effectiveness and efficiency of policies, processes, 
internal controls, infonnation systems controls. and financial controls to detennine 
whether programs and systems are functioning as intended. Throughout this phase, the 
auditors begin to develop findings and recommendations, and communicate the ongoing 
audit status with the responsible officials. 

(U) Communicating Audit Status and Findings 

(U) The OIG periodically updates NRO leadership and key program officials on the 
status of the audit and potential findings. If time sensitive issues are identified during the audit. 
we will immediately inform the responsible officials so they may take appropriate action. 
Oflicial methods for communicating findings to NRO leadership and otlicials involved in the 
audit include the following methods as well as periodic briefings. 
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(U) Exit Conference: When work is completed. the IG holds a formal exit conference 
with the responsible oflicials who participated in the audit. The purpose of the 
conference is to verify and validate that the critical facts and key information used to 
formulate findings are current, correct, and complete. The audit team will also discuss 
findings. conclusions, and recommendations. The auditors' recommendations should 
flow logically from the findings and conclusions and should be directed at resolving the 
cause of the problem. The conference provides officials the opportunity to discuss actions 
needed to address the audit results and to provide additional information. 
Management should also offer alternative recommendations should they feel that they 
more appropriately address the audit findings. If the responsible officials were able to 
address the audit results before the exit conference, the OIG may include those actions in 
the drafl report. 

(U) Draft Audit Report and Management Comments: After considering any 
comments and concerns raised at the exit conference, the audit team prepares a draft 
report. Concurrently. the audit staff provides an independent quality assurance review 
and cross-reference check to ensure that all information in the draft report is accurate and 
complete. The audit team forwards the document to the IG who issues the draft report to 
the responsible officials for review and comment. The responsible officials have 
15 business days to provide their official comments addressing their concurrence or 
non-concurrence with the findings and recommendations. Any concerns over the facts 
presented in the draft report should be brought to the attention of the auditor before 
providing any formal comments so that the concerns can be addressed. Should 
management non-concur with a recommendation. the responsible officials are expected to 
include the reason and propose an alternative solution. The responsible official's 
comments should be properly classified as they are included in their entirety in the final 
audit report. 
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(U) Final Report: After reviewing the official response to the draft report. the OIG 
incorporates the comments into the executive summary and body of the report as 
appropriate. The responsible official's comments will appear in their entirety in the 
report appendix. Should the responsible official non-concur with a finding or 
recommendation, the OIG makes every reasonable effort to resolve the non-concurrence 
prior to issuing the final report. Any disagreements that cannot be resolved must be 
elevated to the DNRO for resolution. Upon release. the OIG forwards the report to NRO 
leadership, and in most instances. makes it available to the NRO workforce via the NRO 
OIG website. 

(U) Audit Follow-Up 

(U) NRO officials are accountable and responsible for implementing the corrective 
actions they have agreed to undertake in the timeframe they agreed to in response to the audit 
report. For the OIG to close a recommendation, we rely on NRO officials providing 
documentation demonstrating the implementation of the recommendations. Management is 
requested to submit an implementation plan and anticipated completion date 30 business days 
after the final report is issued. The OIG Follow-Up Administrator generally queries the 
responsible office every 90 days for a status update. The implementation plan remains open until 
it has been determined that management"s actions have satisfied the intent of the OIG 
recommendations. 
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(U) APPENDIX B: INSPECTION PROCESS 

(U) What to Expect When Inspected 

(U) OIG inspections are conducted in accordance with the Council of the Inspectors 
General on Integrity and Efficiency and the Executive Council on Integrity and Efficiency 
Quality Standards. Although every unit or topic inspection is unique, the process is similar and 
typically consists of the Announcement Letter: Pre-Inspection Phase; Inspection In-Brief: 
lnspection Phase (Fieldwork); Technical Accuracy Review; Inspection Out-Brief and Issuance of 
Draft Report: Formal Comments Meeting: Final Inspection Report; and Inspection Follow-Up. 
A brief description of each step follows. 

(U) Announcement Letter 

(U) The OIG announces the commencement of the inspection through the issuance of the 
announcement letter. The letter includes the title of the inspection effort and project number and 
describes the overall inspection objectives and the planned start date. The letter is issued to 
NRO senior leadership and management officials responsible for the specific unit or topic area. 
The announcement letter is also issued to the NRO population in order to solicit input and to 
provide an anonymous communication mechanism through the use of the OIG Hot Link. 

(U) Pre-Inspection Phase 

( U) During the pre-inspection phase, the inspection team obtains background information 
and conducts research on the program, activity, or function. In addition, the team performs 
initial testing procedures to identify potential vulnerability areas or best practices on which they 
may focus their inspection efforts. Further, the team coordinates with other inspection, audit, 
and investigative entities, as well as those organizations that could be affected by our activity or 
that could provide additional insight into the efficiency and effectiveness of the specific unit or 
topic area process. If management has requested the inspection, during this phase, the inspection 
team will discuss management's concerns and consider their issues in the design of the 
inspection. At the completion of the pre-inspection phase. the inspection team performs a risk 
assessment analysis focused on producing a detailed inspection plan with specific. focused 
inspection objectives. 

Inspection In-Brief 

(U) This briefing serves as the otlicial start of the inspection phase and provides 
information on the specific objectives, scope, methodology, and tentative schedule for the 
inspection. The briefing is presented to those management officials responsible for the specific 
unit or topic area by the designated lead inspector. 

Inspection Phase 

(U) The inspection phase, or fieldwork phase. is the collection of information and data 
focused on the organization, program, activity. or function being inspected. The inspection 
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phase requires the cooperation of responsible personnel to answer questions: provide access to 
original records, documentation, and files: and prepare infonnation requested by the inspection 
team. Effective communication throughout the process allows management officials the 
opportunity to address issues and problems when identified. At the completion of the inspection 
phase, the team finalizes their findings and recommendations, observations and considerations, 
and commendable practices and crafts the draft inspection report. 

(U) Technical Accuracy Review 

(U) Prior to finalization, an ··advanced copy'" of the draft inspection report. is provided to 
the responsible management officials for a technical accuracy review. A technical accuracy 
review entails a review of terms, references, dates, figures, etc. for the purpose of ensuring that 
the inspection team accurately captured and correctly stated the business unit's tenninology and 
information utilized throughout the report. The responsible management officials are typically 
provided three business days to complete the technical accuracy review. The review does not 
entail obtaining management's concurrence or non-concurrence with the findings and 
recommendations which are obtained later in the inspection process. 

(U) Inspection Out-brief and Issuance of the Draft Report 

(U) At the inspection out-briet: the lead inspector presents a formal briefing to the 
management officials responsible for the specific unit or topic area. The out-brief officially ends 
the inspection phase by presenting the inspection conclusions in the fonn of findings and 
recommendations, observations and considerations, and commendable practices. 
Also, management officials are provided information on the upcoming fonnal comments 
meeting, the timeline for written management comments (normally due within 15 business days) 
as well as the formal OIG follow-up process. After the out-brief, a copy of the draft report is 
electronically forwarded to the appropriate management officials or their designated point(s) of 
contact. The draft inspection report includes the background, objectives, scope. methodology. 
and inspection results. Substantiated corrective actions already taken by management are also 
included. The OIG Follow-Up Administrator enters the report data into the NRO Tracking 
Information and Enterprise Response (TIER) database, along with the 15 business-day response 
due date. 

(U) Formal Comments Meeting 

( U) Prior to receiving the written management comments. the OIG meets with the 
management of the inspected entity to discuss their planned response to the draft report. 
This allows for an open forum to discuss the reasons for any non-concurrences and to explore 
alternative solutions. 

(U) Final Inspection Report 

(U) After carefully analyzing managemenfs response to the draft inspection report. the 
inspection team incorporates management's response into the body of the report and includes the 
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full text of the reply in an appendix of the report. The final inspection report is subsequently 
released to NRO senior leadership and to the management of the entity inspected. 
Generally, inspection reports are available to the NRO workforce via the NRO OIG website. 

(U) Inspection Follow-Up 

(U) Follow-up is perfonned by the OIG to ensure that inspection recommendations, 
agreed to by management, are implemented. Management is requested to submit an 
implementation plan and anticipated completion date 30 business days after the final report is 
issued. The OIG Follow-Up Administrator generally queries the responsible office every 
90 days for a status update. The implementation plan remains open until it has been determined 
that management"s actions have satisfied the intent of the OIG recommendations. 
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