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CERTIFIED MAIL -RETURN RECEIPT REQUESTED

This letter is the final response to your October 8, 2011 Freedom of Information Act (FOIA)
request for a copy of the Report to Congress on Nuclear Weapons Handling Policies and
Procedures. -

Your request was initially sent to Department of Energy’s Headquarters Office (DOE/HQ).
DOE/HQ transferred the request to this office and it was received on August 3, 2015.

We contacted the Office of Defense Nuclear Nonproliferation (NA-10) about your request. NA-
10 searched and located the document responsive to your request. The document was sent to the
Office of Classification, Office of Environment, Health, Safety and Security, (AU-60) in the
Department of Energy (DOE) for review. Los Alamos Field Office (NA-LA) and Los Alamos
National Laboratory (NA-LA) also reviewed the document. This document has been reviewed and
is being provided to you with deletions pursuant to 5 USC§ 522(b)(3), (b)(7)(e) and (b)(7)(f)
(Exemptions 3, 7e and 7f of the FOIA).

Pursuant to Title 10, Code of Federal Regulations, section 1004.6 (10 C.F.R. 1004.6), the Office
of Classification, Office of Environment, Health, Safety and Security, in the Department of
Energy (DOE) has completed its review of the document responsive to your request.

This document, located in the files of the National Nuclear Security Administration, contains
information properly classified Formerly Restricted Data (FRD); therefore, it is provided to you
with deletions.

Title 5, United States Code, section 552(b)(3) (5 U.S.C. 552(b)(3)) (Exemption 3), exempts from
disclosure information "specifically exempted from disclosure by statute (other than section
552(b) of this title), provided that such statute (A) requires that the matters be withheld from the
public in such a manner as to leave no discretion on the issue, or (B) establishes particular criteria
for withholding or refers to particular types of matters to be withheld .... " The Atomic Energy
Act (AEA) of 1954, as amended, 42 U.S.C. 2011 et seq., is an Exemption 3 statute. Sections 141-
146 of this Act (42 U.S.C. 2161-2166) prohibit the disclosure of information concerning atomic
energy defense programs that is classified as either Restricted Data or FRD pursuant to the AEA,
as amended. The portions deleted from the subject document(s) pursuant to Exemption 3 contain



information about weapon locations that has been classified as FRD. Disclosure of the exempt
data could jeopardize the common defense and the security of the nation.

To the extent permitted by law, the DOE, pursuant to 10 C.F.R. 1004.1, will make available
records it is authorized to withhold under the Freedom of Information Act (FOIA) whenever it
determines that such disclosure is in the public interest. With respect to the information withheld
from disclosure pursuant to Exemption 3, the DOE has no further discretion under the FOIA or
DOE regulations to release information currently and properly classified pursuant to the AEA, as
amended.

Exemption 7(e) protects law enforcement information that would disclose techniques and
procedures for law enforcement investigations or prosecutions, or would disclose guidelines for
law enforcement investigations or prosecutions if such disclosure could reasonably be expected to
risk circumvention of the law. The ordinary meaning of law enforcement includes not just the
investigation and prosecution of offenses already committed but also proactive steps designed to
maintain security. As such, courts have routinely upheld the use of Exemption 7(¢) to protect
information related to security needs assessments and counterintelligence information training and
investigation methodology that would disclose guidelines for law enforcement investigations or
prosecutions if such disclosure could reasonably be expected to risk circumvention of the law. The
information withheld pursuant Exemption 7(e).of the FOIA reveals sensitive details about
NNSA'’s stockpile stewardship mission and could be used to assist in the commission of illegal
acts that would endanger human lives.

Pursuant to Exemption 7(f), the portions of this document withheld are about protection and
security measures used to protect Federal buildings and personnel. The ordinary meaning of law
enforcement includes not just the investigation and prosecution of offenses already committed but
also proactive steps designed to maintain security. If the information withheld under Ex. 7(f)
were to be released, it could be used to facilitate attacks on, compromise, or incapacitate critical
protected systems.

The disclosure of information pertaining to the security measures of Federal buildings could
enable anyone, including terrorists, to more easily plan operations that would target these
facilities. Without question, uncontrolled release or access to this information by an unauthorized
person could endanger the life or physical safety of security police officers and employees as well
as the general public.

Pursuant to 10 CFR § 1004.6(d), Dr. Andrew P. Weston-Dawkes, Director, Office of
Classification, Office of Environment, Health, Safety and Security, is the official responsible for
the denial of the DOE classified information under Exemption 3.

Pursuant to 10 CFR §1004.7(b)(2), I am the individual responsible for the denial of the above-
mentioned information pursuant to Exemptions 7(¢) and 7(f) of the FOIA.



This decision, as well as the adequacy of the search, may be appealed within 30 calendar days
from your receipt of this letter pursuant to 10 C.F.R. § 1004.8. Appeals should be addressed to
Director, Office of Hearings and Appeals, HG-1, L’Enfant Plaza, U.S. Department of Energy,
1000 Independence Avenue, S.W., Washington, D.C. 20585-1615. The written appeal, including
the envelope, must clearly indicate that a FOIA appeal is being made. You may also submit your
appeal to OHA filings@hq.doe.gov, including the phrase “Freedom of Information Appeal” in the
subject line. The appeal must contain all of the elements required by 10 C.F.R. § 1004.8,
including a copy of the determination letter. Thereafter, judicial review will be available to you in
the Federal District Court either: 1) in the district where you reside; 2) where you have your
principal place of business; 3) where DOE’s records are situated; or 4) in the District of Columbia.

There are no charges to you for processing your FOIA request.

If you have questions, please contact Mrs. Erica White by e-mail at erica.white@nnsa.doe.gov or
write to the address at the top of the first page. Please reference Control Number FOIA 15-00258-
SL.

Sincerely,

MKM

ne Summerson
Authorizing and Denying Official
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