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PREJUDICIAL TO THE SAFETY OR INTEREST OF THE UNITED
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COMINT INFORMATION ON A STRICTLY NEED-TO-KNOW
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AND SECURITY COMMAND IS PROHIBITED WITHOUT PRIOR HQ
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PREFACE

[ 2

(U) The Annual Historical Review was prepared in ocomplianse with
AR 870-5, Military History: Responsibilities, Policies, and
Procedures. The purpose of the report is to provide a quick
reference and research base of the aignifiocant activities, events,
and acocomplishments of the U.S. Army Intelligence and Security
Command (INSCOM) during FY 1985. Principal source materials used
in compilation included the Annual Historical Reports submitted by
headquarters staff elements and subordinate commands, briefings,
interviews, and miscellanecus documents.

(U) A portion of the MACOM Historians Conference held in May 1986
focused upon the role and importance of the Annual Historiocal
Review. There was oconsensus that the review be written at a
olassified level to be meaningful. The new Chief of Military
History, Brigadier Oeneral Stofft is extremely supportive of the
review, and it is possible that in the near future the field can
see more effort on the part of the center to monitor the
preparation of the reports. In Ootober 1985, the INSCOM History
Office received a kudo for its timely complstion of the summaries
through the years.

(U) This report was prepared for the first time in a number of
years by the entire history staff whioh includes Dr. John P.
Finnegan and M3. Diane L. Hamm, who both wrote and edited portions
of the dooument along with the undersigned. Final review and
assembly were performed by Ms, Hamm,

Septaember 1986 JAMES L. GILBERT
Command Historian
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FORWARD

L d

(U} In a letter to Gengral John A. Wickham, Jr., Chief of Staff
Army, dated 31 July 198)f, Major General Harry E. Soyster,
summarized the managerial steps whioh he had taken during his firat
year as Commander, INSCOM. Sinoce this letter uniquely summarizes
many of the important organizational ohanges ocourring during the
report period, it is believed that the dooument may serve as a
suitable introduction to this year's Annual Historical Review.

(U) "During my first year in oommand I have overseen a significant
change in the thrust of INSCOM missions, funections, and operations,
Although I would like to take oredit for all these ohanges, many
have been additional taskings to aupport the Army's intelligence
and security requirements. The new challenges have been across all
of our disoiplines, The missions that have affected our ourrent
resources most are projects for Central Amerioca (CENTAM), special
agcess programs, inoreased aounterintelligence and eapionage
investigations and operations, more polygraph examinations,
implementation of a Head of Contracting Activity (HCA), and the
inoreasing requirements for the Army's new training initiative,
TROJAN. Last Maroh, I recognized that only limited resouroces to
meat these new demands would be provided, Acoordingly, I directed
my staff to undertake a thorough review of the missions and
functions of the INSCOM headquarters staff elements. Concurrently,
I began to look at the headquarters staff as soon as possible, The
purpose of the staff review was to realign my existing resouroes to
address our most pressaing missions. I felt it was imperative that
I eliminate or reduce those efforts that were in conflict with the
new and higher priority intelligence and seourity requirements, In
May, I approved a 10 peroent realignment of the INSCOM headquarters
staff spaoes and transferred 80 percent of those spaces to
subordinate INSCOM units to meet operational requirements.

(U "This realignment will provide resourcing for a number of high
priority INSCOM missions., I am providing ataffing for TROJAN
operational and logistioal management and some initial fleld
operationa. I am, however, conoerned about the seemingly
exponential increase in TROJAN systems without any inocrease in
resources, I will provide the initial resouross to suooessfully
initiate our new Head of Contracting Authority mission
requirements. This requirement grew out of the DAIG investigation
of Special Mission Funds. I am establishing a capability to '
respond to low-intensity warfare requirements for quiok reaction
systems development. This capability will ensure that INSCOM oan
successfully field new systems such as CRAZY HORSE (Echelon Above
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Corps Aviation Company), GRAY WOLF (Remotely Piloted Vehicles
(RPV)) ROGUE PANTHER (JSTARS Ground Support Module), RG-8 powered
gliders, and dirigibles. I am also looking closely at the command
and control mechanism, the Aviation Intelligence Battalion (AIB),
that will bring these high technoclogies together initially in
SOUTHCOM but will have the capability of deploying anywhere in the
world. I have further strengthened my intelligence oversight
staffing to ensure aotive assistance for these expanding
operations. I am applying resources to meet our increasing
requirements in support of operational security projects and
special access programs. Finally, the echelon above corps
oryptologic effort will receive reinforcement for CENTRAM.

(U) "In addition to those actions taken to orient the headquarters
on our priority missions, we will begin consolidating our
headquarters elements currently at Fort Meade to Arlington Hall
Station. We will begin this move by the end of the year. We are
alsoc planning to consolidate our CONUS counterintelligence command,
the 902d MI Group, at Fort Meade and reorganize functionally as
opposed to geographically. We have just begun to assess whether
the functions of the INSCOM Intelligence Threat and Analysis Center

in the Pacific can be eliminated and its funotions placed in other
Army commands,

(U) "The reductions I have directed will not be without costs. I
am eliminating the existing MACOM liaison officers but retaining
the liaison function at the National Security Agency. I have
redirected the assets that ocurrently work in the HUMINT area of
biographics. We are consolidating OPSEC (operations security)
support functions., As a result, many commanders throughout the
Army will be supported from field offices throughout a geographical
area rather than dedicated OPSEC support personnel on their
respective staffs. In addition some areas of OPSEC, support will
be reduced and in some cases elminated. For example, I expeot that
Operational Seourity Evaluations will be performed by local
security managers rather than expert INSCOM operational security
personnel. The major reduction of headquarters functions lies in
administrative support functions, I expect a slowdown in
responsiveness in some areas but will accept this in view of the
gain we will experience in higher priority areas.

(U) "I have instructed my commanders to undertake a similar review
of their headquarters staffs and orient on operations within their
intelligence disciplines and geographical areas. My commanders
will advise me of their findings and subsequent actions during my
1985 INSCOM Commanders' Conference in late October.

ix
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(U) "As I have highlighted, it was imperative that I eliminate or
reduce those efforts that did not totally support the new and
higher priority Army intelligence and security requirements that
have been given us. With this extensive look at our utilization of
resouroces, 1 believe that I have aligned my efforts to sucoessfully
meet the new challenges. We will be integrating these changes as
swiftly as possible~--starting immediately. Reprogramming to
implement these formal organizational changes has been addressed in
the Command Operating Budget submission and will be implemented in
organizational documents during the next two "Management of Change
(MOC) Windows.® One major consideration that continually has an
impact on my decisions are the different rules and procedures that
must be adhered to. As you are aware, INSCOM units are resourced
by a wide variety of programs for both funds and personnel spaces.
Realignments in INSCOM resources must be consistent with the
managenent procedures that dominate our oomplex resource management
requirements, i.e., Consolidated Cryptologic Program (CCP), General
Defense Intelligence Program {GDIP), Foreign Counterintelligence
Program (FCI), Security and Investigative Activities (S&IA), and
the limitations of these diversified programs. Because
intelligence collection and counterintelligence requirements will
continue to expand, I am sure that the headquarters reduction and
space realignment I have taken to meet our expanding operational
requirements are in keeping with your stated requirement to
accomplish manpower savings. While they do not represent direot
savings for future combat forces, these actions are intended to
ensure the beat posasible intelligence support for these oombat
foroes and for the intelligence units already engaged.

(U) ¥As my commanders complete their evaluations of their
organizations and initiate their resource realignments, I expect a
major shift of resources throughout the command that will meet the
new challenges INSCOM has been directed to perform for the Army.
In summary, we are making and will continue to make, signifiocant

changes in INSCOM to streamline and more effectively carry out our
growing miasion."

(U) In a reply letter from General Wickham which was dated
September 10, 1985, the Chief of Staff Army largely confirmed the
actions which Major General Soyster had taken.

(U) ™In view of the cap we have on military and civilian end
strengthsa, your resource realignments in response to changing
missions and functions are on the mark and have additional benefit
of returning soldiers to field units. By asking your subordinate
commanders to orient more of their resources towards operational
requirements, similar results should be achieved.

xi
00b

UNCLASSIFIED




UNCLASSIFIED

(U) "Your assessment of the requirement for the Intelligence
Threat Analysis Center in the Pacific should be completed
expeditiously. The results of your review will be a factor in
deciding how intelligence support can best be provided to the
Commander, WESTCOM, I have asked the ACSI to determine whether the
WESTCOM G2 capability should be enhanced, or if such support can be
provided by the Commander, PACOM,

(U) "I encourage you to continue to realign counterintelligence
resources to meet priority requirements such as special access
program support, polygraph examinations, and counterespionage
operations., To be effective, operational security must come from
field organizations. The commander and his staff must take the
lead to implement sound operational security policies and
practices. I support your efforts to energize commanders, but I am
concerned that local security managers may lack expertise to
oonduct Operational Security Evaluations. The ACSI plans to
address this issue separately."1

xiil
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FOOTNOTES: FOREWORD

[ 3
1. Ltr, IACG, subj: Resource Realignment (31 Jul 85) (U);

Ltr, CSA, subj: Resource Realignment (10 Sep 85) (U).
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Transfer of Production Functions. (U) The Intelligence

Organization and Stationing Study which led to the establishment of
INSCOM in 1977 had recommended that all Army intelligence
production agencies be consolidated into a single entity. However,
only those production agencies direoctly under OACSI or FORSCOM were
consolidated under INSCOM on 1 January 1977. From these newly
aoquired production elements, INSCOM formed the U.S. Army
Intelligence and Threat Analysis Center (ITAC) in 1978. However,
after subsequent relooks, support grew for a larger consolidation.
The CG, INSCOM's position was that the elaments should be
oconaolidated under his major Army command (MACOM), but even more
importantly, such a consolidation should take place, As a result
of a study initiated in September 1983, the Vice Chief of Staff,
U.S. Army directed that ITAC be placed under the operational
control of the newly established U.S. Army Intelligence Agency
(AIA) (Provisional), a fisld operating agenoy under OACSI. The
operational oontrol of ITAC was transferred in July 1984; later, on
1 December, the center waa reasaigned to the newly established Army
Intelligence Agency. The actual manpower transferred inoluded 98
officers, 25 warrant officers, 133 enlisted personnel, and 261
civilians for a total tranafer of 517 spaces. ITAC physically
reloocated in December 1984 to the partiallg completed facility at
the Washington Navy Yard, Washington, D.C.

2
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INSCOM's Mission and Goals. (U) During the 1984 INSCOM
Commanders' Conference held at Gettysburg, the commanders ang
INSCOM staff present defined the command's mission as follows:
"Conduct high quality operations to satisfy intelligence collection
requirements and to deny collection by adversaries."” A goal was
also established, "Provide highest quality intelligence, security,
and electronic warfare support for the Army in peace and war."

(U) In addition, a number of areas identified at the conference
were included within the "INSCOM Plan," which was published in
September 1985. The INSCOM Plan prioritized objectives and tasks
in each of these functional areas in concert with the Army Plan and
the Army Intelligence Maater Plan (AIMP)., The areas along with
their stated objectives wers as follows:3

Readiness: (1) Enhance the capabilities of the FY 1985-87
tactical intelligence and electronic warfare (IEW) force through
achievable upgradea to operational and C2 systems within available
resources. (2) Improve forward deployed or deployable EAC MI
brigades/groups by structuring, manning, and equipping them within
Army of Excellence (AOE) guidelines by end of FY 1991.

Transition to War/Support to Military Operations: Improve

capability through inoreased participation in realistic, war plan
derived exercises during FY 1985-86.

Security: Develop a Security Management Plan with an upgraded
timetable for enhanced protection of people, facilities,
information, and operations by 31 July 1985,

Force Integration: Develop procedures necessary to doocument,
field, and maintain force capabilities, oconcepts, and doctrine, and

to facilitate implementation of materiel and unit fielding plans
for the first program year and all out years in the Fiscal Year
Defense Program (FYDP) by March 1986,

People: Improve personnel readiness, retention, quality of
life, and eivilian career programs by December 1985.

Leadership: Develop a Performance Management Plan for all
personnel which requires that individuals eatablish performance
objectives which are related to the organization's goal and

reviewed between rater and rated individual more frequently than
the rating period itself by 3d Qtr, FY 1085.

3
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Oversight: Establish command-wide process to ensure athioal
propriety, legal suffioclency and appropriateness of operational

activities, resource use, and acquisitions of goods and serviees by
34 Qtr, FY 1985,

Resource Management: Improve productivity and effiocliently and
effectively utilize manpower and dollar resources through planning,
management, programming, budgeting, and financial accounting
methods by 30 September 1985.

Materiel:s Sustain highest levels of materiel aoccountability
and readiness through innovative, dedicated management in

compliance with regulations and polioy guidanoce to maximize
intelligence capability.

Teochnology: Coordinate and develop innovative ways in which
technology efforts can be identified that will improve INSCOM
intelligence, seocurity, and elestronic warfare (ISEW) operations,

Transfer of the Army Biographio Repository. (U) On 27 August
1985, the CG, INSCOM informed ACSI, DA that in FY 1986 INSCOM would

‘.’ discontinue functions involving maintenance of the Army Blographio
Repository and that resocurces involved in that activity would be
tranaferred to higher priority HUMINT tasks. On 27 September 1985,
ACSTI, DA concurred with the decision and directed that INSCOM
goordinate with DIA on dispoaition of the Army biographic files and
give ample notifiocation to the analytical oommunity of the
repository's slosure. Although several DOD users had indicated
that they might be interested in some of the files, it was doubtful
that anyone, including DIA, would want them all. It was believed
that the files would be moat useful if tranaferred to a single
organization rather than beiﬁg removed plecemeal, it was intended
to exhaust all DOD prospects | (b)(3) Per CIA

Transfer of DA Intelligence Dissemination Validation Office. (U)
With the establishment of the Army Intelligence Agency, tha
Department of the Army dissemination validation responsibility
previously performed by HQ INSCOM was tranaferred and oonsolidated
with HQ, Army Intelligence Agency. A space went with the
transfer.5

{b}1)




Location.

(U) Headquarters, U,S, Army Intelligence and Security
Command is located at Arlington Hall Station, 4000 Arlington

Boulevard, Arlington, Virginia 22212. Until a final stationing
decision 1s effected, certain staff functions will continue to be
located at Fort George G. Meade, Maryland 20755.
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CHAPTER II

COMMAND AND STAFF RELATIONSHIPS

Command and Staff Relationships. (U) The CG, INSCOM is under
supervision of the Chief of Staff, United Statas Army. Directives,
authorities, polioy, planning, and programming guidance, approved
programs, resource allocations, and other methods of command

direction are issued to CG, INSCOM by the Chief of Staff, United
States Army.

(U) The CG, INSCOM--
1. Commands all assigned units and activities.

2, Is subordinate to the Chief, Central Security Service
(CHCSS) for the conduct of SIGINT operations,

3. Manages SIGINT resources to accomplish SIGINT operational
tasks assigned by DIRNSA/CHCSS.

4. Provides specified military personnel and administrative,
logistic, and operational support to the DIRNSA/CHCSS.

5. Deals directly uith the Director, DIA for the coordination
of HUMINT operational proposals.

(U) INSCOM and other major Army commands (MACOM's) are coordinate
elements of DA. The CG, INSCOM is authorized to communicate
directly with other major Army commanders or with heads of Army
Staff agencies on matters of mutual interest.

(U) The CG, INSCOM will maintain liaison as necessary with other
MACOM's, field operating agencies, other oryptologic and
intelligence aotivities, and other foreign domestic governmental
agencies to maintain an awareness of, to exchange information on,
and to ensure coordination of matters of mutual concern.!

Executive Authority for TROJAN. (U) Although the official MOU
between HQDA and affected MACOM's was awaiting final coordination,
a message dated 27 September 1985 outlined INSCOM's
responsibilities as the executive authority for TROJAN, INSCOM was
reaponsible to HQDA OACSI (DA proponent) for logistical support,

SIGINT technical support, and mission steerage for TROJAN
operations.

7
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(U) In the area of logistias, INSCOM will be responsible for
administering TROJAN logistias support and negetiating TROJAN.
logistios oontracts. INSCOM's Mission Support Activity (MSA) will
act for INSCOM's DCSLOG to arrange TROJAN logiatics support.
INSCOM will also be responsible for worldwide logisties support
less the routine maintenance duties such as fault location (using
built-in testing equipment), line replacement unit (LRU) changes,

mincor adjustments, ocleaning, lubriocating, and tightening, which
will be performed by the user units.

(U) Maintenance of equipment over and above designated unit tasks
will be contracted. INSCOM will oreate a Theater Intermediate
Support Acotivity (TRISA) in each theater to make repairs beyond the

user's ability and to keep a stock of TROJAN parts (beyond those
maintained by the unitas).

(U) In the area of SIGINT technical support/mission steerage,
INSCOM had the responsibility to ensure adequate SIGINT technical
support and mission steerage to TROJAN users. This responaibility
will be met by INSCOM's Army Technical Control and Analysis Element
(ATCAE) and Primary Control and Analysis Center (PCAC). The 66th
MI Group, OPCON to USAREUR, will operate the PCAC for USAREUR
TROJAN's., CONUS MI Group will operate a PCAC, OPCON to FORSCOM,
for all CONUS based TROJAN's. The ATCAE provides support to the
PCAC's and to TROJAN users not ocurrently supported by a PCAC (such
as SOUTHCOM, WESTCOM, and the 8th U,S. Army). Technical support
and mission steerage provided by the ATCAE and the PCAC's will
coneist primarily of target environment data base management and
tipoffs to impending or ococuring target activity.

(U) INSCOM did not have a responsibility in the areas of
developing, flelding, and testing the TROJAN systems nor for any
product improvement plans (PIP)} these were to be the
responsibility of the Army Materiel Command's (USA Electronics
Research and Development Command) project manager, USA Signals
Warfare Laboratories. USA Information Systems Command (USAISC) had
full reaponsibility for communications support to include: orypto-
net establishment, Defense Special Seocurity Communiocations System
(DSSCS) requirements, ocommerical communications contracts, and
overall ocommunications requirements monitoring.2

High Technology/Low Intensity Copflict. (U) 1In a letter dated 6
August 1984, the Vice Chief of Staff Army assigned INSCOM the task
of addressing the intelligence requirements of low intensity
conflicts. Low intensity confliots were defined as those military
operations involving U.S. Forces in a support role to friendly and
allied nations which are being militarily threatened or attached by

8
©p22

UNCLASSIFIED




v

CONF[QENHALﬁREL”THUSA FVEY

internal and/or external military and/or para-military foroes.
Under these conditions, it was assumed that no major U.S. grqund
forces were employed in defense of the friendly and/or allied
governments. Under such situations as this, the U.S3. Army and
other service and departmental intelligence resources would be
brought to bear against the opposing military and/or para-military

forces as a major means to execute U.S. policy in the affected
region. '

(0) In light of this tasking, the DCSOPS, HQ INSCOM proposed the
creation of a headquarters steering committee which would bring
together the principal staff heads with the Soience Advisor to
discuss and inveatigate the possibilities for the application of
high technology to intelligence operations in the low intensity
conflict environment. The proposal for such a group was initiated
in September 1985. Final action by the Command Group was delayed
until the next fiscal year.3

(cureL) Command and Control of Echelon Above Corps (EAC) Intelligence
Unita. (U) Although the issue of ocommand and oontrol of EAC

intelligence assets was not specifiocally raised during the FY 1985
time period, it is essential to understand what had transpired. 1In
April 1983, the Director of Management under the Chief of Staff Army
proposed that the 66th MI Group, the USAINSCOM Theater Intelligenoce
Center-Pacific, and 501st MI Group (less Field Station Korea) be
commanded by the theater Army (TA). In addition, the controlled
colleoction operations (CCO) and offensive counterintelligence
operations (OFCO) assets would also be gommanded by the theater
Army with teohnical direction provided by INSCOM, whioh would
remain a MACOM. After the above aotions, INSCOM would oontinue to
command Field Station Korea by 1} and MASINT resources from
the above mentioned units as well as and OFCO not given to a
TA. In essenge, the proposal transferred oommand responsibilities
for the affeoted units from INSCOM to the TA oommander, with the
latter then oharged with operating, programming, budgeting,
equipping, and sustaining and training, as well as the health and
welfare and other oommand related matters for those organizations,

(U) In a reply dated April 1983, OACSI elaborated in detaill of
what, for example, the transfer of the 50lst MI Group would mean.
The oonclusion of the memorandum was that the transfer oommand of
the 5018t MI Group to the TA commander would cost dearly, would not
provide more efficient and effeotive support, and the TA oommander
would have to still rely upon INSCOM to a considerable extent for
numerous areas of support. "The present oommand relationships
undoubtedly provide the optimum training and utilization of scarce
intelligence resources. It retains the capability to rapidly
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reinforce the Commander, 501st MI Group with a wide variety of low
density, specialized intelligence personnel, and provides timely
supply and maintenance of oritical and unique equipments, It
likewise provides the benefits of selective emphasis that acorue to
INSCOM as the single manager of such resources. In short, OPCON
now provides the TA commander with requisite supervision of 501st
MI Group intelligence and security functions while relieving him of
the numerous administrative and logistical areas of support
ocurrently the oconcern of the INSCOM commander.

(U) "Although the readily quantifiable costs are few at this point,
the ooat to OACSI and Army Staff is apparent--the staff will grow
and necessitate further involvement in operational matters now left
to the INSCOM commander and staff. Likewise, the development of an
implementation plan to accomplish the proposal will be a time
consuming and diffiocult tasking requiring additional resources from
the Army Staff (ARSTAF) and affected commands as well, at the
expense of ongoing Army programs."

(U) Perhaps it was more than ironic that the memorandum to the
Director of Management contained the signature block of Brigadier
General Harry E. Soyster, Acting ACofS for Intelligenoce. A little
over a year later, Brigadier General Soyster was again defending
INSCOM, but this time as its commander. In a memorandum by
Brigadier General Soyster to the Vice Chief of Staff of the Army
and dated 11 August 1984, Brigadier General Soyster reiterated his
previous position of not giving INSCOM assets to commanders TA.
His second memorandum, however, contained additional rational
gained from his first days as INSCOM commander. "The SIGINT world,
backed up by national directives and billions of dollars, is not
going to surrender any signifioant assets or prerogative to theater
commanders. We will lose that battle even if all of us sign up to
it. The Army is already viewed as fragmented when NSA compares us
to the other services. The ACSI is the SIGINT focal point for the
Army, INSCOM is the Service Cryptologic Elsment and the Taotioal
Cryptologic Program is managed by ODCSOPS. General Faurer and his
staff deal with Lieutenant General Odom, Major General Woodmansee
and Brigadier General Soyster. They will not expand the Army
circle to include General Otis, General Livsey, General Gorman, or
wherever we out it off. Lieutenant General Odom and I (and I'm
sure Major General Woodmansee will join us) are working to present
a common position. 1If we take any action that oreates a void, the
Air Force will fill it and we will play a lesser role in national
collection.

10
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Changes in TRADOC/INSCOM on Combat/Training Development., (U) On
the occasion of the annual review of the INSCOM/TRADOC MOU, several
important changes occurred, On 1 October 1985, the responaibility
for development of echelon above corps (EAC) architecturs from
INSCOM to TRADOC was to take place. This was the date when
INSCOM's effort to document the new force structure in accordance
with the EAC Intelligence and Electronic Warfare (IEW)
architeoture/Army of Excellenoce Force Design was to be oompleted,
At the requeat of USA Intelligence Center and School (usa1cs),
INSCOM agreed to retain responsibility for the preparation of
initial Automated Unit Reference Sheet (AURS) on new EAC MI
organizations. Although the new MOU did not axtrisate INSCOM
completely from the TOE development process--and in faoct continued
to involve INSCOM in that process more than other MACOM's--it was
oconsidered an acceptable level of involvement and one that provided
for a smoother transition toward USAICS someday asasuming total
responsibility for INSCOM unit TOE's.

(U) The same MOU also tranafered combat development maintenance
responsibility for EAC TOE to USAICS on 1 October 1985. INSCOM
would assume a support role similar to other MACOM's vice being
responsible; USAICS would assume the advocacy role, Finally,
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INSCOM furnished one space to USAICS to perform functions in area
of the combat development maintenance for EAC TOE. Although
assigned on 1 Ootober, the space would not be fillad until later.5
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DF, DCSRM, subj: AR10-53, Organization and Funotions, U.S.
Army Intelligence and Security Command (Undtd) (C).

Msg, CDR INSCOM, subj: INSCOM as Executive Authority for
TROJAN-Defined (2719292 Sep 85) (U).

IA Form 32, DCSOPS, subj: High Technology/Low Intensity
Confliot Steering Group (17 Sep 85) (U).

Memo for Chief of Staff Army, CDR INSCOM, subj: Command

and Control of EAC Intelligence Units (17 Aug 84) (S/NOFORN);
Memo for Director of Management, Acting ACSI, subj:
Recommendations on the DACS-DMC Proposal to Alter the
Command Structure of Selected EAC Units (12 Apr 83) (S/NOFORN).
Info Paper, IAPPM-AD, subj: TRADOC/INSCOM MOU on Cbt/Tng
Development, Tng and Dootrine (16 Aug 85) (U).
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CHAPTER III

ORGANIZATION .

INSCOM Organization. (U) At the close of FY 1985, there was a

total of 78 units (34 TOE and 44 TDA) within INSCOM. The TDA
figure does not include Augmentation or Provisional unita. All
types of units are listed in appendix A, For individual lists of
TOE, TDA, and Provisional units at the close of FY 1985, see
appendices B, D, and G respectively, Changes in the status of TOE,
TDA, and Provimional are liated in appendices C, E, and H.

(U) Throughout FY 1985, MG Harry E. Soyster served as Commander,
INSCOM. On 7 February 1985, BG James W. Hunt, DCG, left INSCOM for
reassignment. BG Charles F, Scanlon remained as DCG. Upon his
assignment to INSCOM, BG George J, Walker assumed the poaition of
Chief of Staff. This waa the first time in the history of
INSCOM/Army Security Agency that a general officer had served as
chief of staff since the position was created in 1950. The change
was not a part of the HQ INSCOM reorganization plan ongoing at the
time. After discussion within the Command Group, M3 Soyster made
the decision based on his own management philosophy. Initially, BG
Scanlon provided overaight to single discipline organizations in
the oommand while MG Soyster oversaw the multidiscipline groups,
such as the 66th, ¥70th, 500th, 501at, and 513th MI Groupa. The new
Chief of Staff would continue to be the focal point for all aotions
of the staff and oversee selected activities, MO Soyster foresaw
the likelihood that during a tour with INSCOM, a Chief of Staff
would also serve in the position of the deputy commander upon the
incumbent's departure. MG Soyster also foresaw the possibdility
being forced to let go of one of the general officer spaces. Prior
to BG Walker's arrival, COL Richard J. Powers, Jr., had been Chief
of Staff, On 30 December 1984, CSM Sammy W, Wise replaced CSM
George W, Howell, Jr, .

(U) At the end of FY 1985, Headguarters, U.S. Army Intelligence
and Security Command was organized to consist of a Command Group,
Office of the Chief of Staff, Special Staff, Personal Staff, and
Coordinating Staff as shown below:

Command Groupt

Commanding General (CG). (U) The CG, U.S. Army Intelligence and

Security Command was reaponsible to the Chief of Staff, U.S. Army

for accomplishment of the missions and functions prescribed dy AR

10-53 and was concurrently responsible to the Chief, Central

Seourity Service for all SIGINT activities for which the National

Seocurity Agenoy/Central Security Service (NSACSS) were responsible.
13
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Deputy Commander (DCG)., (U} The deputy commander assisted the
commander in the management of all intelligence and support
operations of INSCOM to include the review and execution of all

tasked and delegated operations and the determination of future
requirements.

Command Sergeant Major (CSM). (U) The Command Sergeant Major as
the senior enlisted person in the command provided advice and
assistance to the CG on all matters invelving enlisted personnel.

Office of the Chief of Staff:

Chief of Staff (CofS). (U) The CofS acted as the prinecipal
coordinating agent of, and advisor to, the CG and DCG on those
matters pertaining to INSCOM; directed and coordinated the staff to
achieve efficlency and unit of aotion; and assisted the CG and DCG
in the supervision of the execution of orders. Directly
subordinate to the CofS were the Liaison Officers, the Offioce of

Public Affairs, Organizational Effectiveness Office, and Internal
Review Office.

Command Group Executive Office. (U) On 16 September 1985, the
Chief of staff created the position of Command Qroup XO. The
executive officer's purpose was to coordinate the activities and
communications of the CG and DCG offices with the Chief of 3Staff.

Deputy Chief of Staff (DCS). (U) The DCS acted for the Chief of
Staff during his absence and assisted to ocoordinate all actions of
the HQ INSCOM staff, and supervised the activities of or provided
aupport to the Command Chaplain, Organizational Effectiveness
Office, Secretary of the General Staff, Staff Paychologist,

Scientific Advisor, Public Affairs Office, and INSCOM Lialson
Officers.

Secretary of the General Staff (SGS), (U) The SGS acted as
executive officer for the CofS and as office manager for the
offices of the CG, DCG's, and CofS.

Special Assistant to Chief of Staff. (U) The Special Assiatant to
Chief of Staff acted as special advisor and consultant tc the
commander, deputy commanders, and the Chief of Staff.

Protocol Office., (U) The Protoecol Officer served to advise the
Command Group on matters related to protocol.

15
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Liaison Officers, (U) The liaison offiocers provided liaison
representation to NSACSS, FORSCOM, TRADOC, USAREUR, and other
oomrands as required. The liailson positions at both USAICS and
USACACDA were both disocontinued upon the departure of the
inoumbents. The USAICS position in May 1985 and the USACACDA
liaision position on 15 December 1984, (Although not oonsidered a
liaison offlocer as such, INSCOM decided in August 19685 to provide a
space to the combat developments seotion of the USAICS. The
position would not be filled until 4th Qtr, FY 1986.) It was
planned that as inoumbents left a number of the liaison offioces,
there would be no replacement. This was part of the headquarters
voluntary decrement undergone in FY 1986 to tranafer spaoces to the
field and new oommand initiatives.

Special Staffs

Chief, Organizational Effectivenesa (OE) Offioce. (U) The OE
Office aBsisted INSCOM's senior leadera in leading the human
element of their organizations through oomplex organizational
ohange. The OE Office also provides assistance to INSCOM's leaders
in management and leadership training programs. Finally, the OE
Office managed the INSCOM's OE Program.

Chief, Internal Review (IR) Office. (U) Served as the principal
advisor to the CDR, INSCOM on internal review matters. Conduoted
independent raeview and examination of oommand operations and
internal controls to provide the ocommander with an objeotive
evaluation of the effectiveness and effioiency with which his
financial and related functions were being performed.

Scientific and Cryptologio Affairs Advisor. (U) Served as the
principal advisor to the CDR, INSCOM and his staff on soientifio
and cryptologic matters, ’

Public Affairs Officer (PAO). (U) Served as the Publioc Affairs
Offiocer of INSCOM, advising the commander and staff on all public
affairs matters.

Command Psychologist. (U) Served as the psychologist of INSCOM
advising the oommander on matters pertaining to mental health and
providing guidance on psychologioal factors pertaining to
intelligence operations.

Command Chaplain. (U) Served as the ohaplain of INSCOM providing
advice and assistance to the commander and his staff on religilous,
moral, moral leadership, and human self-development matters.

16,,
r 030

UNCLASSIFIED




UNCLASSIFIED

Personal Staff:

Inspector General (IG). (U) The IG, as member of the personal
staff, inquired into and reported upon matters affeoting the
performance of mission and state of the eoonomy, effioiency,
diseipline, and morale of every phase of activity whioh was within
the sphere of responsibility of the oommanding general and as
prescribed by law. On 15 Ootober 1984, a Plans and Analysis
Division was oreated. Given the conditions of a stable foroe of 13
people and the faot that the Command Group was undergoing a
transition itself, it was believed that mid 1984 offered a unique
opportunity for the Office of the Inspector General to reorganize,
The newly created Plans and Analysis Division was designed to
fulfill the following needs: (1) the need for a more systematic
approach to inspeotion planning and the analysis of inspeation
findings, IGAR trends, and other data to identify systematic issues
requiring detailed inspeotion and resolution; (2) the need to
utilize personnel resouroces more effectively between inspeotions;
and (3) the need for an element to incorporate the functions of a
Deputy IG, Exeoutive Officer, or Operations Officer. Besides the
Plans and Analysis Division, there remained the Inspections
Division and the Assistance and Investigations Divison.

Staff Judge Advocate (SJA). (U) The SJA served as legal advisor
to the CG, DCG, CofS, and all staff elements of HQ INSCOM and, as
necessary, to subordinate elements of the oommand.

General Staff:

Deputy Chief of Staff, Personnel (DCSPER). (U) The DCSPER served
as the principal staff officer for the administration of military
and civilian personnel. Acted for the CDR, INSCOM in the
direction, supervision, and ocoordination of plans, polioies, and
procedures for personnel administration, distribution, and
management} maintenance of order and discipline; safety; welfare;
morale; human affairs; and nonappropriated fund activities.
Throughout FY 1985, DCSPER remained divided betwoen the ADCSPER
Military and the ADCSPER Civilian. The ADCSPER Military oversaw
the Military Personnel Division and Plans and Proponency Diviaion,
The ADCSPER Civilian oversaw Human Resouroces Division, Equal
Opportunity Program Division, and Civilian Personnel Division.

Deputy Chief of Staff, Operations (DCSOPS). (U) The DCSOPS was
the principal coordinating staff officer responsible for ourrent
intelligence oolleotion, produotion, electronic warfare, and
counterintelligence, and seourity support operations. Provided
operational policy guidance and direotion, ocoordinated, and
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agencies. Supervised command aviation aotivities. Prepared and
coordinated command operational plans and manages command
operational planning system; was command focal point for reserve
affairas. Supervised command historical program. Exercised staff
proponency over the Intelligence Exchange Support Center, Systems
Exploitation Detachment, and Administrative Survey Detachment. As
a result of the DAIG investigation in 1984, the functions of the
Special Disbursing Agent and the Intelligence Contingency Funds
(ICF) manager were separated on 1 Qotober 1984. The office of the
ICF Management Officer remained within DCSOPS but the diaburaing
functions were transferred to DCSRM, The ICF Management Officer
advised on all aspects of the control, administration, supervision,
and utilization of ICF. The officer was accountable to and

received technical financial guidance from the Special Finance and
Accounting Offiger.

{U) Unlike many recent years, there was little reorganization of
the structure of DCSOPS., On % December 1984, a Projeot
Coordination Office was established direotly under the DCSOPS. 1Its
function was to make recommendations as to how the military
intelligence community was to handle special operationa. On 1 July
1985, the Program, Policy, and Readiness Division was dissolved and
its assets scattered among other DCSOPS elements. At the close of
FY 1985, DCSOPS oonsisted of the following major divisions:

Project Coordination Office, Administrative Office, History Offloe,
Reserve Affairs Office, ADCSOPS Plans/Training, ADCSOPS OPSEC,
ADCSOPS HUMINT, ADCSOPS SIGINT/EW, ADCSOPS IMINT/EO, and ADCSOPS
Intelligence Support.

Deputy Chief of Staff, Logistiocs (DCSLOG). (U) DCSLOG was the
principal cocrdinating ataff officer for logistios, and was
responsible for integrated logistics planning policy;
proourement/contracts; budgetingj distribution, storage, and
maintenance of electronic equipment systems (less
telecommuniocaticns);} engineering; constructionj support services;
transportation; materiel readinessi and real property management.

1
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The DCSLOG also had staff supervision of the Materiel Support

Activity and the Maintenance Assistance and Instruction Team._
Activity.

(U) During FY 1984, the organization of the DCSLOG remained
basically the same and consisted of the following: Supply and
Services Diviaion, Maintenance Division, Installation Division,
Fixed Station Engineering Division, Management Office, Contraots
Support Office, and Administrative Office. The Contracts Support
Office was new and was established for the purpose of providing the
required supervisory, technical review, staff guidance, and
contract oversight necessary to act as Heading, Contracting
Activity (HCA), for procuring supplies and services in support of
classified intelligence operations. The authority to exercise the
proocurement mission was by letter on 7 June 1985 by the Assistant
Secretary of the Army (Research, Development, and Acquisition).
The CG, INSCOM had requested HCA authority in April 1985 as a
result of the DA Inspector General (DAIG) findings in 1984. The
DAIG found that acquisitions were being made by INSCOM activities
without the authority of a contracting officer as required by the
Federal Aoquisition Regulation. In order to correct this
deficiency HCA was requested.

Deputy Chief of Staff, Systems (DCSSYS). (U) DCSSYS was the
principal coordinating staff officer responsible for INSCOM

materiel/systems development., DCSSYS represented INSCOM as the
Army's materiel developer of fixed strategic signal intelligence
systems and INSCOM operated fixed automated systems, DCSSYS also

represented INSCOM in the materiel development process for systems
to be used by INSCOM.

(C/REL The DCSSYS was divided into the Special Assistant Automation,
Requirement Division, Systems Division, Automated Management
Division, Program Management Office, the|  (x1)  Project Office,
and the Data Administrator Office. On 1 May 1585, this was changed
with the transfer of the Special Assistant for Automation and the
Data Administrator to the newly established DCSIM. At the same

time, staff supervision of the Automated Systems Activity was also
transferred.

Deputy Chief of Staff, Resource Management (DCSRM). (U) The DCSRM
was the principal staff officer in matters concerning management,
financial management, and manpower management. The DCSRM
established and maintained administrative control of appropriated
funds, exercised responsibility for manpower management and The
Army Authorization Document System (TAAD), developed and supervised
the implementation of force requirements, administered the
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structure and strength program, exeroised control over the manpower
and equipment survey programs, and reviewed and prepared fingneial
and/or manpower annexes for operational and force development
plans. In addition, the DCSRM exercised staff supervision over the
Finance and Accounting Aotivity. As a result of the 1984 DAIG
investigation, the Speoial Finanoce Acoounting Offioer was
established within DCSRM on 1 Ootober 19B4. The offioce provided
disbursing services to aotivities utilizing Speoial Mission Funds
(SMF) and Intelligence Contingenay Funds (ICF).

(U) During FY 1985, DCSRM was oomposed of the following elements:
Administrative Office, Budget Division, Finanoe and Acoounting
Division, Management and Analysis Division, and Manpower Division.

Deputy Chief of Staff, Telecommunications (DCSTEL). (U) (See
Deputy Chief of Staff, Information Management.

Deputy Chief of Staff, Plans, Programs, and Modernization (DCSPPM).
(U) DCSPPM was the prinaipal ocoordinating staff officer
responaible for INSCOM long-range and mid-range planning; foroe
design and operational oconcepts; resource program development,
submission, defense, and evaluation, Represented INSCOM 4in the
conceptual and dootrinal aspeots of the oombat development process.
Served as staff point of contact with other Army/DOD aotivities for
foroe planning, combat developments, TENCAP planning, program
‘submission, and foroe integration.

(U) At the close of FY 1985, DCSPPM oonsisted of the Conocepts and
Studies Division (formerly the Long Range Plans and Studies
Office), Force Design and Integration (formerly Foroe Modernization
Division), Programa Division, and Program Plans Division,

Deputy Chief of Staff, Information Resource Management. (U) (See
Deputy Chief of Staff, Information Management.)

Degutz Chief of Staff for Information Management. (U) On 1 May
1985, based upon Chief of Staff Army guidanoce, the responsibility
for all information management was placed under & aingle manager
and the Deputy Chief of Staff for Information Management (DCSIM)
was established. The DCSIM was the prinoipal ataff assistant to
the Commander, INSCOM for all matters pertaining to information
management. Served as Program Area Director for command programs,
budgets, and the Army Management System as they relate to
telecommunications/automation. Discharged primary staff
responsibilities for engineering, installation, and maintenanoce of
INSCOM information systems. Exercised staff asupervision over
operation of the Dasfense Special Seourity Communication System

4
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(DSSCS), CRITICOMM, and other telecommunications activities of the
command., Directed development of tactical information systems
objectives concepts and requirements of the command. Directs
development of tactical information systems objectives, concepts,
and requirements within INSCOM areas of interest., Finally, the
DCSIM exercised operational control over the USAISC Communications
Center supporting USAINSCOM, Arlington Hall Station. The new staff
element also exercised control over the Automated Systems Activity
and the Administrative/Audiovisual Support Activity.

(U) DCSIM was formed by merging the ACSTEL, the DCSIRM, and the
functions of the Special Assistant for Automation and the Data
Administrator from DCSSYS into one staff element., Besides an
Administrative Branch, the DCSIM was divided into the ADCSIM
Telecommunications, ADCSIM Information Services, and ADCSIM
Automation.

Command Security Office (CSO). (U) The Chief, CSO formulated,

implemented, and supervised policies and procedures for personnel,
physical, automation, and information security and acted as command
and headquarters security manager, internal OPSEC manager, TEMPEST

Coordinating Officer (TCO), and chief law enforcement official for
INSCOM.
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(b)(1)

Transfer of HQ Spaces to Subordinate Units. (U) A headquarters
reorganization study led by Colonel Campbell had recommended
several transfers of functions and spaces from the staff to the
field (e.g. TAREX, Technical Surveillance Countermeasureas (TSCM)).
There was no agreement among the staff as to what if any spaces
should be transferred. This fallure coupled with new and higher
priority intelligence and security requirements such as Central
America, special access programs, increased counterintelligence and
polygraph programs, implementation of a Head of Contracting
Activity (HCA), and the new training initiative, TROJAN, all led to
a relook at the headquarters base.

(U) In March 1985, the Chief of Staff, INSCOM directed each
headquarters element to prioritize staff functions to identify
possible decrements for reallocation to high priority headquarters
or field requirements and excess spaces gained from consolidation
of headquarters staff elements at Arlington Hall Station. Each
staff element was then to prioritize their functions based on
possible 5 percent, 10 percent, and 15 percent decrements.
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(U) In May, after the results of the above drill was in, the
Commander, INSCOM approved the 10 percent realignment of the JNSCOM
headquarters staff spaces and transferred four out of every five
identified spaces to subordinate INSCOM units to meet operational
requirements., The remainder went to meeting the requirements for
new programs or emphasis such as TROJAN. Prior to the decision,
there was again reservations voiced by some staff elements., Some
because of the fear of losing resourcesj others because concern for
future DA manpower surveys whose cuts would be doubly severe.
Brigadier General Scanlon, DCG INSCOM, reportedly a long time
advocate of transfer of spaces from the headquarters to the field,
believed that the headquarters could take up to 20 peroent cuts
without harm to staff functions. The cuts resulting from the May
decision by the Commander, INSCOM would not take place until FY
1986; officer spaces would be delayed until FY 1987.2

Consolidation at Arlington Hall Station. (U) On 20 June 1985, the
long-awaited approval by the Director of the Army Staff to
oonsolidate the INSCOM headquarters staff at Arlington Hall Station
was received. This was to be accomplished for the most part by CY
1985. Rehabilitation of the facilities vacated by the Intelligence
and Threat Analysis Center was one mitigating factor which would
possibly delay the final consolidation. A draft OPLAN was
published to provide the INSCOM staff and work force guidance to
facilitate the oonsolidation and accomplishment of the milestones.
DCSLOG and DCSRM personnel could relocate as determined by the
respective staff head prior to December 1985. The movement of the
DCSOPS personnel, by far the largest number of personnel from Fort
Meade, would occur in early January 1986 unless it could be
accomplished sooner. In June, the DCSOPS took the initial steps of
assigning new military personnel to duty station at Arlington Hall
Station, ocivilian vacancies at Fort Meade would in the future be
filled at Arlington Hall, and MI Excepted Career Program (MICEP)
assignment to DCSOPS at Fort Meade would be assigned to Arlington
Hall Station, The Director of the INSCOM Support Activity at Fort
Meade was directed to develop a support plan which would continue

to provide records, mail, and audiovisual support to remaining
units at Fort Headq.3

HQ INSCOM Reorganization. (U) 1In July 1983 a reorganization plan
for HQ INSCOM was approved, and it was to be implemented over a 3
year period. Before the first year of the plan had ended, the
Chief of Staff direoted a postponement of the pending DCSOPS
reorganization. The DCSOPS was due to tranafer spaces to other
headquarters elements, Because of the potential loss of
operational capability and the arrival of a new Command Group who
was committed to operations, a relook was felt to be necessary.
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Colonel Powers, the DCSOPS, was directed to relook the DCSOPS
portion of the plan, and Colonel Hambric, serving as a specigl
asaiatant to the Chief of Staff, was to relook the larger
reorganization plan. The relook concluded that the baaic atructure

of the headquarters was soundj however, DCSOPS required additional
resources to accomplish its mission.

(U) The relook still did not provide the sought after anawers,
There was a perception that the DCSOPS was not totally effeative in
qulck, efficient working issuesj did not heavily impact on
requirementsy and lacked the capability to effectively deal with
Quick Requirements Capability, low intenaity warfare,
multidiscipline support to subordinate units (maintained a
discipline vice geographical orientation}), and special aacess
programs, It was then decided that a new study would be led by

staff (Mr, Paul Sutton, Special Assistant) within the Office of the
Chief of Staff itself.

(U) A relook was accomplished by starting with the results of the
1983/84 DCSPPM affort and its resulting draft Mismion and Functions
Manual dated March 1984, Key staff heads and deputies were
consulted and their recommendations and opinions polled. A very
quick staff conocurrence was obtained that the DCSPPM and DCSSYS
should be consolidated with the DCSOPS and that the two most
important issues to INSCOM were the improvement of DCSOP3 and
consolidation of information management/automatio data processing
(ADP). Additionally, provisions must be made to add or enhance all
of the capabilities mentioned in the previous paragraph.

(U} The consensus lasted only a week, and very quickly strong
statements were being made for a status quo with the exception of
consolidating all ADP/information funotions in DCSIM. Mr, Sutton's

. group recommended a number of alternatives. The ideal solution was

to combine DCSOPS, DCSSYS, and DCSPPM to oreate under the DCSOPS
a dual deputy, both the current operations and readiness along
with that element that builds the future organizational force and

structure. A dual deputy for each area is seen as the most
advantagaous,

{(U) The problem with this approach was that success would be
dependent upon having an extremely strong, tough manager and
leader, capable of influencing his peera, two deputy commanders and
the commander. The continual rapid turnover, split locations, and
shortage of this type of a leader negates this approach. Instead
the design, planning, and programming of the future force needed to
be separate from the daily operations to succesafully compete for
resources and give these functions the primary attention they
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deserve, The current split allowed an economy of force to give
each function the best possible effort within available personnel
resources, Future improvement in the command requires a clear view
of the future force and the necessary programing action to get
there. The recent reorganization effort properly divided the staff
functions for HQ INSCOM but stripped an excessive number of 4
personnel from DCSOPS, The programing and force structure efforts
of DCSPPM and DCSSYS effort should be retained but done in current
resources. The DCSOPS should restructure internally to gain a
decreased span of control, provide a geographical orientation and
reduce the discipline split. A very concentrated effort should be
made to lessen the impact of the Fort Meade split location,

(U) The basic findings of the study were confirmed by the study
group led by Colonel Campbell and then acted upon., Separate
DCSOPS, DCSSYS, and DCSPPM were maintained, The DCSOPS would be
strengthen by halting the pending transfer of resources to other
staff elements. These resources should be used in developing a
geographical orientation, A final major step was the consalidation
of all information resource management, automation, and
Administrative/Audiovisual Support Activity functions under the
DCSIM, The consolidation of functions under DCSIM took place on 1
May 1985. Colonel Campbell's study group also recommended
reduction of headquarters staff to meet operational needs in the
field and new command initiatives.4

mel) Transfer of Detachment Hahn, (U) Detachment Hahn, a paragraph on
the augmentation of the 66th MI Group, had the mission of providing
{ {b)(1) IMINT support to echelon corps and below commanders and
‘echeTon above corps battle managers. Additionally, the detachment
was to demonstrate the mobility of the Tactical Reconnaissance
Exploitation Demonstrations System (TREDS) and assist in
development of equipment testing and organizational structures
which maximize efficiency, speed, and responsiveness. Detachment
Hahn was located at Metro Tango, 8 miles northeast of Hahn Air Base
in Germany. On 1 May 1985, the administrative and operational
control of the detachment was transferred from the 502d ASA
Battalion to the 66th M Group, Because the detachment had to rely
upon the Air Force for support, it was felt thgt subordination to a
higher level of command would be advantageous.

Relocation of Pentagon Counterintelligence Force. (U) The
Pentagon Space Manager directed that the INSCOM Pentagon
Counterintelligence Force (PCF) be relocated elsewhere than the
Pentagon due to demands upon space in the building., The PCF was
low on the priority 1ist due to the fact that it was a subordinate
element to a MACOM and not the HQDA staff, The notice to vacate
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was done with leas than than 30 days notice. On a short=term
basis, the PCF was relocated to Building A, Arlington Hall Station,
on 18 March 1985. But this relocation oould only be temporary due
to space constraints. Also Colonel Francis Creighton, Commander,
902d MI Oroup which exercised control of the PCF, had expressed a
goal of deoreasing the emphasis on operations seourity (OPSEC) and
giving priority to the "classical counterintelligence" akills suoh
as interviewing, surveillance, and report writing. To achieve this
goal, planas were made to establish a training unit at Fort Meade,
Maryland, whose purpose would be to train the psrsonnel of the 9024
MI Group in oounterespionage, ADP security, and other aspects of
counterintelligence. With the relocation of PCF and the deoreased
emphasis on OPSEC enabled Colonel Creighton to reduce the support
to the Pentagon to a five-man Resident 0ffice at Arlington Hall

Station and transfer the remainder to Fort Meade to form the
training unit.

(U) On 10 July 1985, the PCF was restationed to Building 2842,
Fort Meade, Maryland. Six personnel remained at Arlington Hall
Station to form the Pentagon Resident Office (PRO) and became
subordinate to the Fort Meade Military Intelligence Detachment
(MID)., Due to restrictions on moving military personnel twioe in
one year and the commander's desire to preclude causing financial
and personnel hardships to families who had located in the
Washington, D.C. area, many members of the PCF were assigned out of
the 902d MI Group, asalgned speclal duty to nearby units while
remaining assigned to PCF, or assigned to the Pentagon Resident
Office. The Teohnical Surveillance Countermeasures (TSCM) team was
detaohed and remained at Arlington Hall Stationj it was later

combined with the Capitol Hill Team to service the sntire National
Capital Regilon.

(U) On 19 August 1985, the PCF was subordinated to the MI
Battalion (CI) East Coast at Fort Meade as a military intelligenoce
training detaohment.

Relocation of the USA Special Security Group. (U) During FY 1985,
the USA Special Security Group underwent two relocations: 22
January to 1 February 1985 from the Pentagon to A Building, Wing 5,
Arlington Hall Station, and 20 to 27 May 1985 from Wing 5 to Wing 8
of the .same building. The move from the Pentagon to Arlington Hall
Station was directed by the Pentagon Space Manager. This was due
to the prioritization of spaoce. Subordinate units to major Army
commands had lower priority than elements belonging to HQDA starr.7

Reorganization of the 902d MI Group. (C) During FY 1985, the 902d
MI Group reorganized its assets internally, insofar as possible, in
order to focus the maximum number of assets possible to supporting
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special access programs (SAP's) and conducting
counterintelligence/counterespionage investigations, On 1 Qgtober
1984, the INSCOM Counterintelligence and Signal Security Support
Battalion, Fort Sam Houston was discontinued and its assets divided
upon three reorganized battalions., At the same time, the CI and
SIGSEC Support Battalion, Presidio of San Francisco was
redesignated as the INSCOM MI Battalion (CI) West Coast; the CI and
SIGSEC Support Battalion, Fort George G. Meade was redesignated the
INSCOM MI Battalion (CI) East Coast; and the INSCOM Security
Support Detachment, Fort George G. Meade was redesignated as INSCOM
MI Battalion (Security). In February 1985, the 902d MI Group
assumed the counterespionage mission for CONUS from INSCOM's
Foreign Counterintelligence Activity.

z:§> With respect to SAP support, assets of the MI Battalion
(Security) was placed in direct support of commanders or heads of
DA activities sponsoring SAP's. In order to provide day-to-~day
support to the SAP activities dispersed throughout CONUS, the two
geographic battalions were placed in general support reinforcing MI
Battalion (Security) for the SAP support mission. At the close of
FY 1985, the 902d MI Group was in the process of examining other
missions to identify those which can be reduced or eliminated in
order to free additional assets to apply against the
SAP/counterespionage missions, Examples include the transferring
of the Personnel Security Screening Program (PSSP) mission to
Defense Investigative Service (DIS) and limiting ADP security
support to only highly sensitive installations and facilities.
Additional personnel resources were requested to support the
expanding polygraph mission and to support ADP security software
analysis, but neither had been resourced.

(U) However, it was felt that the organization of the 902d MI
Group did not provide the optimum structure to accomplish the
group's mission. The mix of funoctional and geographical missions
created problems in command and control and did not allow adequate
flexibility to foous assets on the group's priority miasions.
Within the functional (primarily technical CI support) tasks, the
problem was compounded by a mix of centralized (Technical
Surveillance Countermeasures (TSCM), polygraph, and ADP security)
and decentralized TEMPEST operations. There was an urgent need to
provide adequate command and staff supervision of tech services and
tech training through centralized control of the CI services. This
could produce significant resource savings, provide needed
technical control, and allow more efficient allocations of scarce
resources against priority missions.
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(U) During the 902d MI Group's In Process Review held on 16 July
1985, there was a realignment of the 902d MI Group. By late

August, approval had been received from the VCSA to proceed as an
exception to the then current Documentation Mcdernization (DOCMOD)

restrictions. The implementation date for the realignment was sat
for 1 March 1986.

(U) The goal of the realignment was to functionally reorganize and
restructure the 9024 MI Group to meet the inocreasing demands for CI
support to DA approved SAP's, increase and improve the command,
control, and oversight of assigned technical CI capabilities, and
ocreate a functionally structured organization that could conduct
the total range of CI operations, investigations, and services with
maximum efficiency. The significant inorease in the number of DA
approved SAP's which required INSCOM CI support IAW AR 380-381, the
assumption by the 902d MI Group of the CONUS counterespionage
mission in 1985, and the lack of adequate command, control, and

oversight of CI technical assets diotate this reorganization and
restructuring. :

(U) 1In general terms, the realignment will result in the group
being aligned along functional mission lines to provide enhanced
command, control, and oversight of group operations. The 9024 MI
Group headquarters will exercise command and oontrol of its three
subordinate battalions for all CI operations. The MI Detachment
{CI) (Support) will be attached to MI Battalion (CI) (Techniocal)
and MI Detachment (CI) Defense Nuclear Agency (DNA) will be
attached to MI Battalion (CI) (Security) for command and control.

(U) The following name ochanges are required to acourately reflect
the distinct missions of the subordinate battalions and
detachments: Eaat Coast Battalion becomes MI Battalion (CI)
(Technical), West Coast Battalion becomes MI Battalion (CI),
Pentagon CI Foroce becomes MI Detachment (CI) (Support), CI
Detachment DNA becomes MI Detachment (CI) (DNA), and MI Battalion
(Seourity) becomes MI Battalion (CI) (Security). This
reorganization will be completed utilizing current allocated group
assets of 683.

(U) In the second phase of the reorganization (FY 1987), the MI
Battalion (CI) headquarters will be relocated from Presidio of San
Franaisco, California, to Fort George G. Meade, Maryland. At the
same time, the MI Detachment (CI) (Support) will be made organic to
MI Battalion (CI) (Technical) and MI Detachment (CI) (DNA) will be
made organic to MI Battalion (CI) (Security).8
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Establishment of Subcontrol Offices. (C) USAINSCOM Letter of
Instruction, dated 27 February 1985, subject: U.S. Army
Counterespionage (CE) Programs Conducted by INSCOM,
approved/directed the establishment of subcontrol offices (SCO)
within the 470th, 500th, and 902d MI Groups for the management of
CE activities. As a result, a partial decentralization of the
system for management of CE investigations within INSCOM occurred.
The SCO's were responsible for the planning, conduct, and
supervision of certain types (i.e., lesser priority) of CE
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investigations within their area of jurisdiation. The Foreign
Counterintelligence Activity (FCA) was relieved of the requiffement
to investigate all of the CE investigations involved and was
allowed to concentrate its efforts on the more signifiocant CE
investigations/operations. The Foreign Counterintelligenae
Activity continued to funotion as the INSCOM Control Office for
Management of CE investigative activities, retaining overall
management reaponsibility within INSCOM.

(u.

€69 Within its area of responsibility, each SCO will soope
requirements and directly task actions and provide guldanae to
subordinates. The SC0'a will subsequently conduct case analysis
and review of the results obtained, for general case management
purposes, In addition to the more common management and reporting
functions, SCO's will submit requests for investigative support;
technical assistance; and the authority for physical surveillances,
polygraph examinations, and subject interviews to the FCA Control
Office (CO). Moreover, both the SCO's and subordinate elements are
required to include the FCA CO as an information addressee for

communications involving case tasking, guidance, and responses
thereto. 11

(bX(1}

HUMINT Subarchitecture--POW Interrogation and Document Exploitation
Activities during Wartime. (U) USAREUR was responsible for
developing a HUMINT subarchiteoture which will be one of several
subarchitectures supporting the USEUCOM Theater Intelligence
Architecture Plan (TIAP). The TIAP was designed to enable the
theater commander to better ooordinate intelligence planning by
identifying and programming use of available and projected service,
national, and allied resources. INSCOM was responsible for
addressing the Interrogation of Prisoners of War {IPW) and Document
Exploitation (DOCEX) portions of the HUMINT subarchitecture.. This
effort was to result in a strawman theater concept of operations of
IPW/DOCEX consisting of a baseline definition (ourrent
capabilities), requirements identification, shortfall
1dentification, and a concept architecture.3
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OEerational Guides (0G) for EAC Intelligence and Electronic Warfare
IEW) Units., (U) Concepts and studies continued to develop OG's
to ensure the new echelon above corps (EAC) IEW units had
appropriate "how to" guidance. An operational guide, titled "EAC
IEW Operations," which provided an overview of the EAC IEW foroce
structure and operations, was completed and distributed in March
1985. Several operational guidea were completed on EAC units which
had been developed as part of the Army of Excellence: Intelligence
Center (EAC) (April 1985); MI Company/Battalion, Imagery
Interpretation (EAC) (April 1985); Headquarters and Headquarters
Company (HHC) (EAC), MI Brigade (April 1985)3 MI Company/Battalion
Collection and Exploitation (EAC) (May 1985); and MI Battalion,
Interrogation and Exploitation (EAC) (August 1985). These guides
were provided to USA Intelligence Center and School (USAICS) to be
used as a basis for the development of field circulars for EAC MI
units. The HHC (EAC), MI Brigade Operational Guide was used as the
basic reference document by USAICS in the development of FC 34-123,
HHC (EAC), MI Brigade, dated June 1985, Still under development
were operational guides for MI Company/MI Battalion, SIGINT (EAC);
MI Battalion, Counterintelligence (EAC); MI Battalion, Controlled
Collection (EAC); and MI Battalion Low Intensity (EAC).14
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Chapter IV

RESOURCES AND MANAGEMENT

Operations and Maintenance, Army (OMA) Funds. (U) FY 1985 was an
extraordinary year for INSCOM in that over $15 million was returned
to DA. Of this figure, $11 million was INSCOM's and $4 million

belonged to other activities in INSCOM funding profile. Below is a

quick overview of what subprograms and associated projects were
affected by the turn-in:!

P2
2,925 INSCOM
2,400 ELT ®Other Aotivity
5,325

P3r
7,975 INSCOM
1,665 ITAC/AIA ®Other Activity
206 LANCE PERRY #Other Activity
9,846

13

215 BASEOPS aﬁd TEMPEST

34 Seoond Destination Transportation
100 Military Training

32 ACES/EDG

11 QRIP

(U) The U.S. Army Intelligence and Security Command's OMA funding
program at the close of FY 1985 oonsisted of $206,077,000 of Direct
Funds and $35,000 of Funded Reimbursements for a total of
$206,112,000. The table below shows a breakout of direot funding
by subprogram at the close of FY 1985,2
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Table 1, = Direct Funding by Subprogram.
(As of 30 September 1985)

Subprogram FY 1985
P2 (General Purpose Forces) $ 35,315,000
P31 (Intelligence Activities) 143,854,000
P3C (Communications Security) 3,030,000
P7 (Troop Iassue) 98,000
P80 (Education Services) 1,087,000
P8T (Training) 1,614,000
P9 (Administration and Associated Activities) 22,000
Base Operations (AHS & VHFS) 21.0511000
TOTAL 206,0 000

(U) The following is an audit trail ($ in thousands) from
dollar guidance use for preparation of the FY 1985 Command

DA

Operating Budget (COB) to final FY 1985 Annual Funding Program

(AFP):3

Program 2

Dollar Guidance - FY 1985 COB $ 37,433
Leased Communications (195)
Force Mod TENCAP 1,388
FY 1985 Initial AFP $ 38,626
ELT 95
Cw 1,229
REDTRAIN to FORSCOM (50)
P2 Mission (2,800)
OPFOR FMA : 715
ELT (2,500)
Final FY 1985 AFP § 35,315
Program 31

34
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Dollar Guidance - FY 1985 COB

CRAZYHORSE
Transfer to ACSI
€3

PBG Corrections
AIA Ad)/Transfer
MPR Align
Classified Program
DOMA

CRA Withhold

FY 1985 Initial AFP
DOMA Ad)

CRAZYHORSE
Classified Project
HAC Restored

Canal Pilot

OPSEC Spt

CRA Release
Unemployment /MPDI
Customs

ADPE Lease Restored
TSCM Equipment

WPE Buyout

AIA Returned

P3I Mission

ITAC Reduction
LANCE PERRY
Transfer to BASEOPS

Final FY 1985 AFP

Program 3C

Dollar Guidance - FY 1985 COB

CRA Withhold

FY 1985 Initial AFP
CRA Withhold Restored

Program Directors AdJ
Pay Raise

Transferred to BASEOPS
P3C Returned

Final FY 1985 AFP

ED

$159,348

62
(173)
(97)
(2,468)
(382)

3
(4,0u8)

330
(14,437)

$138,138
(330)

200

225
1,000

464
(2,311)

14,437
(514)

45 -

650

165

200
(322)
(5,384)
(1,343)
(206)

(1,260)
$143,854

$ 3,233
(81)

$ 3,152
81
(65)
30
(73)
(95)

$ 3,030

35
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Program

Dollar Guidance - FY 1685 COB

CRA Withheld

FY 1285 Initial AFP
CRA Restoral

Funds Returned

Final FY 1685 AFP

Program 8T

Dollar Quidance - FY 1985 COB

Physlical Fitness

FY 1985 Initial AFP
Anti-Terrorist Tng

" Funds Returned

Final FY 1985 AFP

Program 80
Dollar Quidance - FY 1985 COB

COA Reduction
CTED

FY 1985 Initial AFP
Funds Returned

Final FY 1985 AFP

BASEOPS

Dollar Guidance - FY 1985 COB

CRA Withhold

.’N"

$ 132 .
(n

$ 125

E)

$ 98

$ 1,510
y
$ 1,514

200
(100)

$ 1,614

$ 507

(16)
624

$ 1,115
(28)

$ 1,087

$19,400
(2,431)

36
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FY 1985 Initial AFP
CRA Release

Environmental (Cong. AdjJ)

RPMA/BASEQPS Cut
Funds Returned
Program Adjustments

Commercial Activities

RPMA Projects

Pay Raise
Transfer from P3I
Transfer from P3C

Final FY 16085 AFP

Program

Dollar CGuidance - FY 1985 COB

FY 1285 Initial AFP
QRIP/PECIP OMA Funds

Funds Returned

Final FY 1985 AFP

S

(
(

1,

(5)
686)
305)
(13)
583
610
140
260

—13
21,0

0

0
33

(11)

22

(U) The following table reflects direct obligationa by elements of

expense for FY 1985 ($ in thousands):

Obligations o

f $205,842,000

and Annual Funding Program of $206,077,000 resulted in an obligation

rate of 99.9 percent.

Table 2, = Direct Obligations for FY 1985.

Element of

Expense P2
Civ Pay 1,451
Travel 4,540
T/T 638
Rnt/Com/Ut 679
Cont Sve 20,120
Suppliea 7,518
FNIH ! 345

TOTAL

35,291 143,854

P31 P7  P8T P8O
1,269 30 - TOU
353 52 1,273 126
15 1 3 2
206 =~ - -
4g9 5 316 246
691 9 1y 7
3,033 97 1,606 1,085
37
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P9 BO Total Percent
- 5,318 57,301 28
- 44 15,689 8
- 32 1,554 1
- 375 6,437 3
6 11,846 93,362 45
16 3,179 26,865 13
- - W,634 2
22 20,854 205,842 100
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Family Housing Units. (U) The U.S. Army Intelligence and Seourity
Command operated and maintained family housing units at Arlington
Hall Station and Vint Hill Farms Station. Funds received froh
Department of the Army for these units for FY 1985 were $1,550 of
which $1,548 was obligated (99.9 percent).>
(b)(1)

~
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Morale and Welfare, (U) The command supported numerous programs
evolving from the Family Action Plan I and 11, most of which
pertained only to Vint Hill Farms since they were the only INSCOM
installation providing quarters for married personnel. Survey
results indicated that host installations were providing an
excellent service to INSCOM personnel and that INSCOM personnel,
through their volunteer servioces, provided invaluable assistance
and support to the host command programs,

(U} The command was successful in obtaining $1.3 million on
nonappropriated funds from the Army Morale Support Fund to build a
community center at Vint Hill Farms Station. Construction began in
May and 1s scheduled for completion in 24 Quarter FY 1986. The new
structure will house the Army community service, youth activities,

privacy rooms for counselling. and an auditorium-type area for
family meetings, plays, ete,

Command Officer Personnel Strength. (U) The command strength as
of 30 September 19BH4 was 1,235 officers and 466 warrant officers
assigned. This was an increase of 18 officers and 10 warrant
officers compared to the end of FY 1983 strength, As of 30
September 1985, the strength had increased to 1,253 commissioned
officers and 516 warrant officers.?

HQDA Reenlistment Award. (U) U,S. Army Intelligence and Security
Command was presented the HQDA Reenlistment Award for FY 1984 at
the meeting of the DA Reenlistment Steering Group in March 1985.10

Operations and Maintenance, Army (OMA) Funds, (U) a. PE 3810552
FY 1985 funds were allotted a level of $2,082K for supplies, TDY,
and various support services. A further $770K was provided in the
PE for eivilian oompensation.11




@
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b, PE 393111: Civilian compensation was $115K and an
additional 7.5K was provided for TDY.

e. PE 814771: $9.4K was allooated for military TDY for
training.

ADP Security.  (U) The INSCOM Automation Security Program Manager
(SPM) function was transferred from the Command Security Office to
the Office of the Assistant Deputy Chief of Staff for Information
Management=Automation effective 1 August 1985, This decision was
based on the availability of manpower and technical expertise
within DCSIM to effectively manage the program--two essentials
which were lacking in the CSO.

(U) DCSIM facility accreditation documentation was forwarded to
the CSO in August 1985 in support of the SCIF reaccreditation of
INSCOM Headquarters Building 1 and "A" Building,12

Microfilm Index Project for Investigative Records Repository (MIP
IRR). (U} 1In conjunction with providing the information
concerning Mengele requested by President Reagan, information from
the microfilm library of more than 15,800 reels of intelligence
investigative material and 1,700 reels of index data, catalogs, and
microfiche were entered into the Defense Central Index of
Investigations. An estimated 500,000 records remain to be entered.
SEB supported this effort through our Automated Data Section which
provides data entry services to IRR.13

Personnel Security. (U) 1In June all MACOM's were direated to
eliminate and reduce security clearances. The overall Army target
was a 10 percent reduction. Due to the misaions of INSCOM and the
pervasive sensitivity of the command, a more modest reduction of

2 percent was asked. With conaiderable help from INSCOM DCSOPS
and DCSPER along with honest efforts from subordinate units, a
total of 290 security clearances were identified for elimination.
This represented 2,34 percent of all security olearances. !

INSCOM Commanders Badges. (U) A new series of personalized badges
was developed for INSCOM commanders for their use when visiting the
headquarters, The badges were made using copies of command
photographs. 15

Public Affairs Activities. (U) The Office of Public Affairs
exercises staff supervision over authorized INSCOM unit newspapers
and critiques authorized unit newspapers in preparation for the
annual Keith L. Ware awards. The following is a 1list of INSCOM
publications as of 30 September 1985.16

40
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Publication Unit Publisher

Alamo Wrangle USAFS San Antonio .
Augsburg Profile USAFS Augsburg

Red Dragon 501st MI Group

The Dagger 66th MI Group

Torii Typhoon. ’ USAFS Okinawa

Vanguard Vint Hill Farms Station
Kunia Underground News CONUS MI Group
Caribbean Sentinel USAFS Kunia

Diogenes Review USAFS Key West

Field Station Berlin Voice USAFS Berlin

IGAR's. (U) There was a decrease in IGAR's processed by HQ INSCOM
detailed IG's during FY 1985, to include those evolving from
complaint periods conducted as an integral part of inspections.
Eighty=-four such IGAR's were completed in FY 1985 compared to 104
in FY 1984, Acting Inspectors General at major subordinate units
processed 113 additional IGAR's, representing 57 percent of the
total IGAR cases as compared to 47 percent in FY 1984, Of the
total 197 IGAR's processed by INSCOM IG/AIG's in FY 1985, 31

percent were substantiated, 59 geroent were nonsubstantiated and 10
percent were assistance cases.! :

Congressional Inquiries. (U) During FY 1985, 34 Congressional
Inquiries were responded to, an inocrease from the 28 processed in
FY 1984, In addition, AIG's reported two Congressional Inquiries
processed directly between HQDA and INSCOM subordinate commands.,
Of. the 36 total inquiries, 4 were defined as asgistance cases, 25
as nonsubstantiated, and 7 were substantiated, 18

' IG Investigations. (U) No IG investigations were completed during

FY 1985 and none were pending at the close of the period.19

(e
The Army Space Program. &) Liaison with DA DCSOPS Army Space .
Office was established on 15 August 1985 to initiate "The Army
Space Program."” Two personnel in DCSOPS were dedicated a primary
and alternate space POC's on 1B August 1985. On li September 1985,
the CG, INSCOM was made observe member of Army Space Working Group
as an INSCOM Space Working Group was established., Aotion was
initiated to provide INSCOM requirements and concepts for space
operations to the Army Space Initiative Study Group. Relations
continued to develop with the DA Study Group to provide input to
the Army Space Master Plan, As a result, a working relationship
was established with the Army element that supports the USSPACOM in
order to promulgate INSCOM mission requirement.zo

. REGRADED UNCLASSIFIED
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Historical Monographs. (U) To continue the efforts of
communicating interested historical matters to the troops and, MI
specialists, the History Office extended its affective writing

tools. In FY 1985, the "MI: A Picture History" was completed and
published through the Government Printing Office. In April 1985,
3,000 copies (1,000 hardback and 2,000 soft cover) of the pictorial
history were issued to INSCOM for distribution within the oommand.
The book represents the first history on military intelligence to

be published and s0ld by the U.S., Government and the first INSCOM
history accepted for publication by the Government Printing Offioe.21

Program Analysis and Resource Review (PARR). (U) The PARR is
another vehicle by which INSCOM submits dollar and manpower
requirements for the program years. These requirements must not be
fundable by any of the NFIP programs. The command's FY 1987-1991
PARR was submitted to DA on 11 January 1985. Fiscal guidance
constrained INSCOM's dollar growth to 1 percent of its total
obligational authority (TOA), whioh amounted to $1.213M and zero
manpower growth. For the firat time, the MACOM'3 were invited to
brief their initiatives to the Army Funotional Panels. Out of
INSCOM's 29 initiatives, only 11 chose to brief the panels and did
80 between 29 January to 19 February 1985. In addition, the
MACOM's were required to brief the Director of Program and
Evaluation, MG Woods, on their PARR. Chief, Programs Division
briefed on 24 January 1985 while aight other INSCOM ataff
representatives attended.

(U) Also for the first time, feedback on INSCOM's PARR submiassion
was received from ACSI (Plan, Programs, and Budget Office) on 2
April 1985, This enabled feedback to the staff on the status of
INSCOM's initiatives, up to the Program Budget Committee (PBC)
Review and before the Select Committee (SELCOM) Review. A profile
of INSCOM's PARR initiatives follows. It displays how many
initiatives ACSI supported by converting them to an Army Staff
(ARSTAF) Program Development Increment Package (PDIP), thereby
elevating their priority. It also refleocts which PDIP's were
integrated into the Army's Program Objective Memorandum (POM).22

Table 5. - FY 1987-1991 PARR Initiatives.

ACSI
INSCOM SPTD POM SPTD PDIP # AND TITLE
Initiated:
9 New Initiatives - 257D AGR Mod Planners
269H AHS Caretaker Costs
8 Special Displays (Mnpr) 5 2STB INSCOM HCA Operations
11 Special Displays (§) 5 n
3 Recommended Changes - +2SA3 REDTRAIN
(Only one requested funding increase +)
42
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ACSI
INSCOM SPTD POM SPTD PDIP # AND TITLE
Responded to:
4 DA-Directed (Non-TAA) - DD7U Force Protection

Military Justice. (U). A breakdown of the military justice reports
for FY 1985 revealed the following statistics:?3

Article 15's
FY 1984: 561

FY 1985: Summarized - 179/Formal - 426

Courts-Martial

FY 128“ FY 1285
Summary 8 Summary 9
Special 8 Special 7
General y General 8
TOTAL 19 TOTAL 2u

Drug Offenses
FY 128": 72
FY 1985: 109

FY 1984 Administrative Eliminations
(AR 635-200) Hon Gen Less Than
Hon o
Chapter 5 (Sep for Convenience for Govt) 6 0 1
Chapter 9 (Alcohol or Drug Abuse) 10 5 0
Chapter 10 (Discharged for Good of Service) 0 1 10
Chapter 13 (Separated for Unsuitability) 23 15 0
Chapter 14 (Separated for Misconduoct) 6 1
All others: 25 3 0
FY 1985 Administrative Eliminations
Chapter 5 (Sep for Convenience of Govt) 17
Chapter 9 (Alecohol or Drug Abuse) h
Chapter 10 (Discharged for Good for Service) 6
Chapter 13 (Separated for Unsuitability) 21
Chapter 1i4 (Separated for Misconduct) 27
Chapter 15 (Separated for Homosexuality)
All others: 30
43
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Enliated Personnel Strength Posture.

__._________.*T__.____E_________

below.?2

(U) Enlisted personnel
posture by MOS (EW/Crypto and HUMINT MOS's) is shown in the table

[ 3

Table 6. = Enlisted Personnel Posture for FY's 1984-1985,

hth Qtr " Percent

FY 1984 or
MOS Auth/Asg Fill
05D 230/261 113
05G 185/187 101
05H 1,020/1,071 105
05K 7167809 113
3™
33p
33Q
33R
33T
338 534/524 98
98C 1,056/1,096 104
948G 867/837 97
984 263/249 95
982 129/149 116
96B 285/242 85
96C 181/149 82
96D 2447173 71
97B 548/394 72
97¢C 95/25 26
976G
97E
Notes: 1.

4tn Qtr
FY 1985

Auth/Asg
224/278

888/1,250
630/849
97/101
171/165
1637170
23/27
94/78

1,111/1,144
904/891
272/337
130/124
289/249
0/36
290/196
608/484
94/37
185/158
2047183

MOS O05G converted to MOS 97G.
2. MOS 338 converted to MOS 33M, 33P, 33Q, 33R, 33T

3. MOS 96C converted to MOS 97E.

INSCOM
Pergent

Of Fill

119

121
118
88
97
107
104
99

103
99
124
95
86
300
68
8o
39
85
90

DA
Percent
of Fill

134

140
140
91
100
99
54
88

99
82
106
87
98

90
80
47
72
63

Table 7. - Enlisted Personnel Strength Posture by Area and Unit.
(As of 30 September 1985)

Unit

European Area

Field Station Augsburg

Field Station Berlin

Field Station Sinop

USA Cryptologic Support Group
66th MI Group

USA Russian Institute

USA Foreign Lan Trng Ctr Europe

058
b

TOTAL

Authorizations

1,586
767
258

11
1,310
5

B

3,945

- TINCT_ASSIFIEDY

Assigned

1,550
774
262

12

1,269

8

—_—
3,83‘"
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Unit

Panama Area

470th MI Group

EAC Aviation Intel Co

Field Station Panama
TOTAL :

MAIT Team

USA MAIT Team

USA Miassion Support Activity
TOTAL

Pacific Area
Fleld Station Kunia
Field Station Okinawa
ITIC-PAC )
500th MI Group
501st MI Group

TOTAL

CONUS Area
Admin/AV Support Aotivity
Automated Survey Det
Admin Survey Det
Central Seourity Facility
CONUS MI Group
Finance Accounting Activity
513th MI Group
National Training Ctr
USA Garrison, AHS
HQ INSCOM
HQ INSCOM, Ft. Meade
HQ Support Activity
Intel Exchange and Support Ctr
Field Station Key West
902d MI Group
Operational Group
Field Station San Antonio.
Foreign CI Activity
Special Security Group
USA Garrison, VHFS

TOTAL

T
059

Authorizations

120

69
102
291

13
50
73

922
337

38
213

1,238

2,748

29
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Assigned

97
69

256

15
55
70

883

295
3,668
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Unit . Authorizations Assigned
INSCOM Consolidated -
European Area 3,945 3,884
Panama Area 291 256
MAIT Team T3 70
Pacific Area . ' 2,748 2,788
CONUS Area 584 3,668
TOTAL 10,641 10,666

Command Personnel Situation. (C) Actual total nommand strength
for FY 1904 and FY 1985 are shown below.25

30 September 1984

OFF w0 ENL TOT MIL CIV GRAND TOTAL
Actual 1,380 552 10,487 12,419 2,126 14,545
30 September 1085
OFF WO __ENL TOT MIL CIV GRAND TOTAL
Actual 1,288 561 10,699 12,548 1,969 14,517

(U) FY 1985 command personnel strength by unit, see appendix F.

INSCOM Senior Level (13-15) Positions (High Grade). (U) In Maroch
1984, DA 1lifted the high grade ceiling, but INSCOM continues to
centrally manage and allocate its high grade positiona. 1In its
place, OMB/OPM directed that each DOD agency reduce its GS/GM 11-15
population by 1.5 percent a year in FY 1985 through FY 1988,
During FY 1985, INSCOM inoreased its GS/GM 11-15 atrength by B4
positions. Failure to meet its FY 1685 reduction goal (which was
11) was due to naw priority mission requirements, internal
promotions, increased fill, and 25 newly authorized manpower
spaces, 0On 14§ May 1985, the Chief of Staff issued a policy letter
directing that all nonsupervisory (S-11 and 12 positions be filled
at the (G8-09 level or lower in an effort to comply with the high
grade reduction initiative,26

PMO Advisory Committee, (U) In July 1984, the Chief of Staff
established a Position Management Officer Advisory Committee to
assist him in ensuring that the INSCOM Position Management Program
is judiciously managed. The committee members designated were: P.
Singleton, D. Perthel, W. Willoughby, R. Altman, R. Hutchinson, J.
Davis, A. Ressler (chairman), and A. Cardillo (executive agent).

46
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In mid-year, R. Rutchinson was replaced by D. Smith. The committee
reviewed and recommended approval/disapproval of requests fog_
additional high grade positions (GS/GM 13-15), and exceptions to
the INSCOM grade, provided advice on restructuring of positions and
reorganizations, ensured maintenance of average grade, and
recommended the reallogation of high grade resources as priorities

changed. During FY 1985, the committee reviawed 28 position management
cases,

Equal Employment Opportunity Program. (U) The following is a
brief command overview of USAINSCOM's efforts in eliminating

underrepresentation of women and minorities in mid and senior level
positions in the workforce:2

As of 30 September 1984

GS-9 G3s-10 GS-11 GS-12 GS-13 GS-14 (0S-15 Total

White Female 43 2 50 34 y 2 0 135
Black Male 3 1 5 18 2 1 0 30
Black Female 8 0 9 3 0 0 0 20
Hispanics Male 1 0 1 9 1 0 1 13
Hispanics Female 0 0 1 2 0 0 0 3
AA/PI Male 3 1l 11 25 8 2 0 50
AA/P1 Female 1 0 1 3 0 0 0 5
AI/AN Male 0 0 0 1 0 1 0 2
AI/AN Female 0 0 0 0 0 0 0 0

As of 30 September 1985

Gs-9 GS-10 GS-11 GS-12 GS-13 GS-14 GS-15 Total

White Female 43 2 54 46 8 1 0 154
Black Male y 2 y 14 4 1 0 29
Black Female 6 0 9 8 1 0 0 24
Hispanics Male 3 0 0 6 3 0 1 12
Hispanics Female 1 0 1 2 0 0 0 y
AA/P1 Male 3 1l 9 27 8 1 1l 50
AA/P1 Female 0 0 1l 1 0 0 0 2
AI/AN Male 0 0 0 1 0 1l 0 2
AI/AN Female 0 0 0 0 0 0 0 0
47
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Per DIA (b)(3), 10 USC 424

DOD Polygraph Test Program. (U) The Congress of the United States has,
in enacting the FY 1985 Defense Authorization Aot, authorized the
Department of Defense to conduct a test program of its proposed use
of a counterintelligence soope polygraph examination to aasist in
determining the eligibility of DOD civilian, military, and
contractor personnel for: access to specifically designated
classified information protected within special access programs
(SAP's); emplovment, assignment, or detail to positions within the
| designated as oritical
intelligence positions by the | | and interim aocess to
Sensitive Compartmented Information (SCI). Requirements that the
results of the test program be reported to appropriate elements of
Congress by 31 December 1985, have since been extended to 31
December 1986. In view of the continuing sensitivity of the 1assue
of the polygraph, and the importance of the success of the test
program to future use of the polygraph within DOD, revised DOD
Directive 5210.U48, wrote DOD Regulation 5210.48, and then issued
the DOD Polygraph Test Program SOP, all dated January 1985. The
SOP requires all examinations, to include NSA examinations, be tape
recorded in their entirety with oassettes that are compatible with
e USAINSCOM Quality Control, DOD Oversight Committee, and
Congressional Oversight Committee., A representative sample must be
obtained in each of the three categories of proposed polygraph use.

(U) On 9 January 1985, the Office of the Deputy Under Seoretary of
Defense for Policy (ODUSD(P)) issued a memorandum to the military
departments to initiate the DOD Polygraph Test Program. A celling
of 3,500 individuals was established for FY 1985. 1In October 1985,
the program was extended through FY 1987. The FY 1985 ceiling was

carried over through FY 1986 and a ceiling of 7,000 was established
for FY 1987, with the Army share being about 2,335,

(U) On 9 June 1985, INSCOM began this program in CONUS utilizing
current assets, Twenty-three individuals were examined, all in
connection with SAP's. . INSCOM does not have additional polygraph
assets to address this program. Authority to obtain additional
resources needed to meet the new requirements was not received
until September 1985. In March 1985, OACSI, DA established
priorities for INSCOM to carry out its polygraph mission. In May
1985, NSA denied INSCOM's request for nine civilian spaces from the
Consolidated Cryptologic Program, The nine spaces were finally
realized as the result of a HQ INSCOM staff decrement and will be
avallable in FY 1986 and FY 1987. At this time, INSCOM is
committed to an internal realignment to provide an additional 50
spacesa to the polygraph effort from the S&IA Program. These spaces
are to be made available in the FY 1986-1987 timeframe.29
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New Polygraph Facility Construction Funding. (U) Due to the
INSCOM polygraph program, a request for allocation of funds ($180K)
to construct and equip a new polygraph facility was submitted>on 16
January 1985, Funding for the polygraph facility construction was
requested in the FY 1985 Budget Execution Review (BER), dated 16
January 1985, as an unfinanced requirement. This requesat was
approved and authorized on 2 April 1985.

(U} One hundred and eighty thousand dollars has been allocated to
construct and equip a new INSCOM polygraph facility on the 2d floor
of Building U554, Fort Meade, Maryland. Included in this
construction will be administration spaces for the Office of the
Polygraph Program Manager, 502d MI Group and 64lst MI Company
polygraph examiners, six sound proof polygraph rooms, and a reception
area. The estimated date of completion of this facility is 15

April 1986. At this time, no problem areas have surfaced in
regards to this action.30

Table 8. - FY 1985 Polygraph Statisties.

1st/2d Qtrs 3d/4th Qtrs FY Total

Technical Reviews 510 431 941
Review of Permanent Files 1002 1188 2190
Pre-polygraph Dossier Reviews 406 355 761
Certification Actions 3 0 3
Seminars Conducted 0 0 0
Examiner Refrasher Training o] 5 5
Intern Examiner Supervision 1 ] 5
Examinations Conducted:
Hq INSCOM and 902d MI Gp 396 301 697
66th MI Gp 70 114 1gu
50l1st MI Gp 25 24 9
TOTAL 491 439 930
Support to NSA (Examinations) o

Freedom of Information/Privacy Act. (U) The following list shows
the breakdown as of 30 September 1985:31

Privacy Act Request 924
Freedom of Information Request 1,075
Classified Pages Reviewed ' 118,075
Unclassified Pages Reviewed 312,203
Administrative Support Actions 17,337
Operational Support Actions 1,019,047
- Case Opening Procedures 1.92u

Case Closing Procedures 2,1
TOTAL 1,u72,§15
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Upward Mobility Program. (U) Command emphasis was provided to
promote a significant increase in the INSCOM participation in the
Upward Mobility Program. It was a specific objeotive in the iNSCOM
Planning Document to expand the size of the program to fill 2

percent of the command authorized and funded positions at AHS and
VHFS.

(U) The emphasis placed on the Upward Mobility Program resulted in
a 100 percent increase in the number of spaces filled in FY 1985,

The momentum of this emphasis resulted in this command coming within
two spaces of achieving the DA goal in this vital program area. This
was the besat ever performed of this command.

Investigative Records Repository (IRR). (U) A listing of IRR
procedures during FY 1985 is shown below:33

Request 157,916
Dossiers Reviewed 222,532
Direot Database Maintenance
and Verification Actions 718,360
Supplementa Processed 60,758
Dossiers Created 37,763
Dossiers Reviewed for Permanents
Transfer to NARS 1,298
Doraslers Deleted 71,737
Special Acts Processed 249
Source Data Cards Processed 34,447
Reproductions 401,600
Dossiers Controlled 4,873
Filing/Refiling B3,0ul
®Mengele ProJject Hard Copy and
Miorofilm Reviews 12,945
#8Mengele Project Migrofilm Deletes 8,475
TOTAL 1,815,997

®Special project designated by the Secretary of the Army, which
entalled 5 months of work over and above regular tasking.

$8Quality control actions continue.

Command Strength., (U) The ocommand strength as of 30 September
1984 was 1,235 officers and U466 warrant officers asaigned. This
was an increase of 18 officers and 10 warrant officers compared to
the end of FY 1983 strength. As of 30 September 1985, the strength

had increased to 1,253 commissioned officers and 516 warrant
officers,3¥
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INSCOM Headquarters Concept Design. (U) The INSCOM Headquarters
Concept Des%gn Ts the plan for construction of the proposed INSCOM
headquarters building at Fort Belvoir, Virginia, In December 1984,
plans were made available by the Baltimore Corps of Engineers for

review by INSCOM staff members. Construction is projected to
start in early 1986 and be completed in 1988,

(U) TEMPEST Branch, C-H Division, ADCSOPS-CI reviewed the concept
design with DCSLOG. The purpose of the review was to validate the
TEMPEST countermeasures included in the design of the building. It
was originally planned that the entire building would be RFI-
shielded (radio frequency interference). However, there was no
TEMPEST requirement for shielding. Other needless countermeasures
were eliminated which will result in saving of an estimated $3.5

million without any reduction in security. No significant problem
was encountered,

Travis Trophy. (U) The Travis Trophy recognizes the most
significant contribution in the field of operations, management,

and administration by fixed field stations. NSACSS announced and
presented the Naval Security Group Activity, Edzell, Scotland, as

e the 1984 Travis Troph* winner. See appendix J for a complete list
of previous winners.3

Director's Trophy. (U) During FY 1980, Vice Admiral B.R., Inman
DIRNSA estab‘ﬁshed a new award which would recognize the| X3Pl f6-36.0)
oEPL. s element making the most significant contribution to the
cryptologic community during the calendar year. For 1984, DIRNSA
chose the U.S. Army's 224th Military Intelligence Battalion (Aerial
Exploitation), as the winner of the Director's Trophy,_ See
appendix K for a complete 1ist of the year's w1nners.37

INSCOM Key Personnel. (U) Appendix I contains a listing of
personnel occupying key positions within the UQS' Army Intelligence

and Security Command, as of 30 September 1985,
oM

“
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INSCOM Average Grade., (U) The DA average grade ceiling assigned
to INSCOM is 9.17. The FY 1984 average grade was 9.07. During FY
1985, the average grade rose to 9.11. The reason for the increase
was greater allocation in fill of hiBher grade positions and a
general upgrading of the workforce .4

SIDPERS Performance. (U) Benefits of the ocontinued emphasis
plaoced on timely and aoccurate reporting of personnel data input to
the SIDPERS was reflected in FY 1985 accomplishments., For the
first time, over 95 percent of INSCOM units eithar met or exaeeded

the HQDA standards o{ 90 percent for data acceptability and 7
days for timeliness.il

USAINSCOM Organization Day Military/Civilian Team Awards. (U)
Major General Harry E. Soyster, commander of INSCOM presented the
annual awards for outstanding performance and meritorious servioce
for employees of the INSCOM community. The presentation included
awarding Mr. John H. Armistead, Jr., DCSLOG, with the Albert W.
Small Award; Major Daniel D. Denlin, 66th MI Group (U.S. Army
Interrogation Unit), with the Colonel Riohard F, Judge
Military/Civilian Team Improvement Award for military reoipient and
Mr. Peter A. Petito, 66th MI Group (5B4th MI Detaohment) as the
civilian recipient; Ms. Carolyn J. Brown, DCSLOG, was prasented the
Jackie Keith Award; Ms. Joanne F. Swartz, Hq, 66th MI Group, with
the Virginia McDill Award; Ms, Nanoy H. Inger, USAG VHFS (CP0Q),
with the Equal Employment Opportunity Award; Mr. Charles K.

" Brummett, U.S. Army Engineer Activity, Capital Area (AHS), with the
Annual Wage Grade Award; and Ms. Dorothy L. Wood, USAG VHFS

(Installation Club System), the Nonappropriated Fund Employee of
the Year Award, U2

Grade Rollback Program. (U) In May 1985, HQ USAINSCOM issued
guidance on the implementation of the Administration's Qrade
Rollback Program., This i1s a presidentially mandated program to
reduce the number of GS/0M 11-15 positions by approximately 1.5
percent by the end of FY 1985.

(U) The Grade Rollback Program is to be acoomplished by filling
all vacant nonsupervisory GS-11 and GS-12 positions at or below the
GS-09 grade level. Career ladder positions will be esatablished and
may have promotion potential to the original grade, By
reengineering positions to the lower grade levels, employees as
well as managers can benefit. This program can provide career
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opportunities for employees, further EEO goals, help achieve a

balance in professional/technical/support positions, and provide a
more efficient organization overall.

(U) When management determines that a position cannot be
restructured and/or filled at the lower grade levels, a written
request for exception must be submitted with the 5F-52, Request for
Personnel Action, the Civilian Psrsonne1 0ffice covering the pros
and cons of the proposed action,43

Information Search on Dr. Mengele. (U) A memorandum from the
Secretary of Army John 0. Marsh, Jr., dated 20 February 1985, subj:
Search for Information Concerning Dr. Mengele, was sent through the
Office of the Assistant Chief of Staff for Intelligence directing
the assembly of a special task force to cause a search of relevant
Army records for information of Dr. Josef Mengele. In turn, the
ACST tasked the Commander, USAINSCOM to conduct a search of the
Investigative Record Repository to complete the task. The U.S.
Army Central Security Facility was advised to notify the USAINSCOM -
DCSOPS of its findings on a periodic status.

(U) The search was focused on administrative, historical, and
personnel records or any other records providing clues to indicate
any assocfation the Army had with Dr, Mengele of his whereabouts.

Particular attention was given to the time period just before and
just after the end of World War 11,44

INSCOM Commanders' Conference. (U) The FY 1985 Commanders'
Conference was held on 7-1]1 November 1984 at the Sheraton Inn-
Gettysburg, Pennsylvania. As an added attraction to the conference

a Gettysburg Military Histor* Battlefield Tour with dinner was
provided by the War College.35

Performance Management and Recognition System (PMRS). (U) On 10
October 1984, both houses of Congress passed HR- » @ bill with
Merit Pay/SES reforms and provisions for ex-spouse claims on

federal annuities. Upon the President's approval, the new system

would be called the Performance Management and Recognition System
(PMRS), not Merit Pay System.

(U) On 7 December 1984, the Department of the Army provided a
message implementing the merit increase provisions of the new PMRS.
The provisions affected all INSCOM employees in the GM pay plan on
the statutory effective date of the merit increase. The new PMRS
replaced the merit pay system but retained the GM designation merit
Tncreases that will now be based on full or partial equivalent
amounts to counterpart GS within-grade (WIG) increases. The new
PMRS gives generally less to the Exceptional (EX) and Highly
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Successful (HS) in base pay increases than the old Merit Pay
System. In moat cases, however, PMRS will generally guarantee,
unlike the old Merit Pay System, full base pay parity between those
rated Fully Successful (FS) and their GS counterparts.

(U) On 11 December 1984 OPM also directed that employees who were

hired, reassigned, or promoted into merit pay within 90 days prior

to the 7 or 14 October 1984 effective date, and who received a pay

increase (i.e., a promotion or a WIG) during the period, would not

get a merit increase--not to include employees promoted from one GM
grade to another GM grade during that 90 days.

(U) The purpose of the recent legislation is to both guarantee
full pay parity with GS counterparts for all GM employees rated FS
and above and to provide additional monetary rewards for superior
performance. Both a supplemental performance and a cash awards
program were established by this legislation to allow performance
based cash awards and cash awards to additionally reward a number
of deserving GM employees. The features and procedures for PMRS
performance and cash awards are projected to be very oclose to those
for SSPA's and SASA's. The name "Significant Accomplishment Award"
now used under the merit pay system is expected to be dropped in
favor of those names, recombining much of the GS and GM award

systems. However, GM employees will continue to be ineligible for
Quality Step Increases.

(U) The reform legislation also establishes for the first time a
monetary limit for performance awards (SSPA's) between an amount
equivalent to .75 and 1.5 percent of the aggregate base salaries of
all GM employees within an agency. No limit is mandated by this
law for cash awards, however, INSCOM is considering establishment

of a separate goal of a range between .75 and 1.5 percent of the
aggregate base pay.

(«) -
902d MI Group Shortfalls, fc;> At the close of FY 1985, the 902d
MI Group was manned at an austere level. This had a direct effect on
the group's two priority missions: OPSEC support to special access
programs (SAP) and oonduct of counterintelligence (CI)/
counterespionage (CE) investigations. The group had a shortfall of
46 personnel in December 1984 in the SAP support mission alone.
Internal realignment of resources and revision of the command and
control arrangements to support SAP's increased the number of
personnel supporting SAP's by approximately 70 percent since July
1984, However, this increased support was accomplished at the
sacrifice of other missions and in response to a 25 percent
increase in the number of SAP's being supported without the
conourrent provision of additional resources. The assumption of
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the CE mission for CONUS in February 1985 from INSCOM's Foreign
Counterintelligence Aotivity brought added responsibilitiea, but
the acoompanying spaces would not arrive until FY 1986,

The personnel shortfall within the 902d MI Group was also
exacerbated by new standarda of grade authorization levels that,
when applied to the group's MTOE and its augmentation TDA, resulted
in significant grade and experience level reductions for 97B and
97G authorizations. The existing personnel shortfall resulted in
INSCOM ocustomers who were receiving limited or no support, and

would, as the
signifiocantly
mobilization.
installations
would receive

group assumed the CE and inoreased SAP misaion,

hamper the remainder of the group's CI support during
INSCOM estimated that only 154 out of 287

requiring CI support to OPSEC during mobilization

it due to the 902d MI Group personnel shortage.d7

L)1)

STU-IT Program.

(u)

The INSCOM STU-II program will provide Secure
Voice Communioations throughout the command. Eleven STU-II

terminals have been installed with approximately 44 more planned
installations before project completion. Additionally, Narrowband
Subscriber Terminals (NBST) are expeoted to be replaced by STU-II's
throughout Department of the Army. The STU-III program is expected
to reach implementation stages upon completion of the STU-II
program, with Department of Defense fielding in excess of 800,000
units. INSCOM will participate aggressively in this program as

well, with reﬂuirements projected to be in exceas of 2,000 units
command-wide,*9

(b))
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b))

Digital Imagery Transmission System (DITS). (U) During FY 1986
the DCSIM Installation Team's efforts were directed at projecta at
Field Station Kunia, the engineering and installation of the
Communications Support Package for the Digital Imagery Transmission
Syatem (DITS), DITS will provide near real-time imagery to the
470th MI Group and the 513th MI Group from IAPD at the Washington
Navy Yard. The terminals are being installed by Northrop, and the
Communications Support Package will be installed by DCSIM to
include a circuit switch at IAPD, Site surveys for DITS were begun
in January 1985 and completed in March 1985. During the July-
September time frame a three-man team installed the Communicationa
Support Packages at the Washington Navy Yard and in Panama.
Installations at Fort Bragg, Bergatrom AFB, Shaw AFB, and Fort
Monmouth are schedueld for FY 1986,52
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European Troop Strength Ce111na (ETSC). (U) The Deputy Chief of
taff, Plans, Programs, and Modern 2ation assisted HQ, USAREUR in
defining and defending INSCOM military manpower requirements under

the ETSC. The TAA 9) program growth for the 66th MI Group (234

eventually prioritized above other USAREUR requirements and
accommodated under the ceiling, However, this was partially offset
by the reduction of 37 previously authorized spaces not associated
with the TAA 91 program growth, Other INSCOM requirements were
sustained through FY 1987, but the Foreign Language Training
Center, Europe,?FLTCE) and INSCOM field stations were identijfied
for further review. New issues impacting on INSCOM units in NATO
Europe are also expected to arise in the future. Semi-annual

USAREUR reviews against ETSC will become a recurring process, with
the next review scheduled for 1st/2d Otw Ev laas 54

(b)(1)

INSCOM Rating Distribution Achievement. (U) 1In Fy 1985, the
rat1ng aistribution for GPAS employees approximated 38 percent
rated Exceptional (EX), 23 percent rated Highly Successful (HS),
and 39 percent rated Fully Successful (FS). This is a significant
change (and possibly represents inflation) over FY 1984
performance, where 27 percent were rated EX; 21 percent were rated
HS; and 52 percent were rated FS. There was a similar growth in
the rating distribution for PMRS employees in FY 1985, Thirty-five
percent were rated EX; 34 percent were rated HS; and 31 percent
were rated FS, Only one employee was rated below FS. In FY 1984,
only 11 percent of all GM employees were rated EX; 34 percent were
rated HS; 55 percent were rated FS. There is clearly an
"undesirable" trend toward higher ratings. It is considered
undesirable because it has not been validated by commonly
recognized, "improved" organizational performance, because it tends
to undermine the FS rating as a "positive" rating, and because it
has not been accompanied by identification of poor performers.
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(U) The following rating distribution model is now established for
both PMRS and GPAS: 15 percent should be rated EX; 30 percent
should be rated HS; and 55 percent should be rated FS or below, A
"specific™ model has been chosen to depict an appropriate aglit
between EX and HS as well as between FS and higher ratings. 6

Cash Awards. (U) Goals for the percentage of the population

recognized were met for both GPAS and PMRS employees in FY 1985.
Twenty=-five percent of GPAS employees- were recognized in FY 1985
versus only 18 percent in FY 1984, Thirty-eight percent of PMRS
employees were recognized in FY 1985 versus an undesirable high in
FY 1984 of 54 percent. Goals for amount of funds expended were not
met, however, in FY 1985, An amount equivalent to 1.0 percent was
expended for GPAS employees and an amount equivalent to 1.8 percent
was expended for PMRS employees, It is believed that a midyear
change in goal for GPAS employees, from a maximum of 1.5 to a
maximum of 2.0 percent may account for much of the shertfall for
GPAS employees, however, it is known that many organizations still
do not closely manage “performance®™ awards. The shortfall in
expenditure of PMRS award funds is largely attributed to the high
number of EX ratings that required mandatory performance awards.

So many performance awards were given to those rated EX that all of
the command's performance award funds were expended before awards
could be granted to those rated HS or Fs.57

INSCOM Planning Program. (U) A planning conference was held at

Airlie House in Warrenton, Virginia, in January 1985. The HQ
INSCOM Civilian Personnel Division staff; INSCOM Civilian Personnel
Officers from U.S. Army Garrison, Arlington Hall Station; U,.S. Army
Garrison, Vint Hill Farms Station; and the Administrative Survey
Detachment, Fort George G. Meade, and their functional chiefs met
for 3 days to develop the FY 1985-86 Civilian Personnel Management
Plan for this command. The fiscal year plan subsequently was
endorsed by the Commanding General, INSCOM and distributed to
headquarters staff heads and INSCOM commanders worldwide.

(U) One of the major results of this conference was the issuance
of the FY 1985-86 planning document. The newly issued plan
provided for considerable decentralization of HQ control factors.
The plan also had an extended life-cycle from 1 to 2 years, thus
cutting down on future administrative requirements to reissue
guidance annually. It emphasizes that the Civilian Personnel
Program Plan is a living, management document, not just a CPO
issuance. Foremost is the fact that the plan eliminated HQ
micromanagement of local command CPO planning and evaluation which
had the result of improved credibility of program planning in the
operating CPO. This and other headquarters program guidance
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promoted a significant increase in planning and evaluation activity

in the operating CP0's. Each CPO now conducts a mid-year program
review to evaluate its service and provides to management the
results of the evaluation.5

Command Intern Program. (U) In response to past problems

encountered and an identified need for a single and comprehensive
command-wide training plan, INSCOM developed a Master Intern
Training Plan (MITP) for intelligence. This plan is designed to
permit modifications in order to meet speaific needs of individual
intern personnel assigned in the various intelligence sub-
specialties. The Office of the Deputy Chief of Staff for
Operations (DCSOPS) was the staff proponent for this action. The
Intelligence MITP will be formally issued as an INSCOM pamphlet,
This is the second MITP developed by this command. The other MITP

developed in FY 1984 was for the Civilian Personnel Administration
career program,

(U} One significant accomplishment in the intern program was the
creation of a Equal Employment Opportunity (EEO) intern positien.
This was a shared resourge with the Military Traffic Management
Command. Neither MACOM had manpower resources which indicated a
projected ability to place an EED intern after the individual
completed the program, The two commands will pool their resources
to identify an appropriate position for post-training placement of
the graduating intern. This is the firat time two oomands have
shared an intern space. This approach significantly increased the
probability of a good placement for the graduating EEO intern.59

ITIC-PAC New Physical Plant. (U) USAITIC-PAC occupies two

buildings in the area of Fort Shafter known as "Shafter Flats,” a
half of a mile from HQ WESTCOM and 16 miles from Field Station
Korea. The Command Group, Support Division and Counterintelligence
Branch ocoupy Building T-1504, a two-atory frame structure of
1950's vintage. The deputy for operations and the Intelligence
Branch are located 200 yards away in Building 1543, which is a
modern Seoure Compartmented Information Facility (SCIF). An ADP
element of HQ WESTCOM shares the SCIF. With Building T-1504
scheduled for demolition in 1988, and given the cramped facilities
in the SCIF, HQ WESTCOM and INSCOM are currently seeking a facility
that will provide for the consolidation of all of USAITIC=PAC in
one location. The future home of USAITIC-PAC will probably be a
section of an extensive tunnel complex under the Aliamanu Military
Reservation (a8 joint service housing area one mile from Fort
Shafter) that until 1974 was the Alternate Command Post of USARPAC.
This complex, vacant for the past 1l years, ias currently being
cleanad up and surveyed for ocoupancy feasibility by HQ WESTCOM. 60
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Worldwide Military Command and Control System éHHMCCSZ. (C)

Another shortcoming disclosed by POWDER RIVER 85 was the fact that
HQ INSCOM was not able to track the current readiness of its
CAPSTONE units. This was because INSCOM did not have access to the
WWMCCS computer network, which contained up-to-date data. The
WWMCCS consists of a network of computer hardware, software, data,
and communications with the primary mission of supporting the
National Command Authorities. On 23 July 1985, the Chief of Staff,
INSCOM directed the acquisition of WWMCCS. It was anticipated that

the system would become operational in late October 198s.
(b)(1)
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Opposing Forces (OPFOR). ée? The OPFOR Office, a part of the
DCSOPS Intelligence Suppert (IS) Branch, established a osomputerized
“inventory of OPFOR military equipment for the Army during FY 1985.
The office assisted in a major acquisition of foreign military
equipment spare parta for the National Training Center (NTC), which
brought the operational rate of the fleet of foreign vehicles at
NTC to an scceptable level, Personnel from HQ INSCOM attended the
FORSCOM OPFOR ponference at Fort Heod, Texas, An INSCOM OFFOR
conference was scheduled to take place in October 1985.9

REDTRAIN. (U) Army Regulation 350-3, Tactioal Intelligence
Readiness Training (REDTRAIN) Program, was revised with an
effective date of 20 November 1984, The revision outlined for the
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first time the specific responsibilities of INSCOM as DA Executive
Agent for the program. INSCOM was charged with providing an .
analysis of semiannual unit REDTRAIN reports to OACSI and DA.
Additionally, the revised AR required that all tactical
intelligence units of the Total Army develop an annual REDTRAIN
Plan for submission to.INSCOM on 30 June of each year. In March
1985, the REDTRAIN Division, HQ INSCOM, provided its firat
analytical report on the status of REDTRAIN activities within the
Regular Army. It was found that reports submitted by reserve
component units were so sketchy and so poorly prepared as to
preclude any meaningful analysis.

(U) At the Fourth REDTRAIN Executive Planning Committee (REPC IV)
meeting held 5-7 March 1985 at Arlington Hall Station, REDTRAIN
Division put forth a strawman presentation that pinpointed the lack
of clear technical standards for which MI personnel could train,
This problem was identified as having a tremendous impact upon the
Live Environment Training (LET) aspects of REDTRAIN, U.S. Army
Intelligence School-Devens (USAIS-D) concurred and agreed to
establish a MACOM working group to address the issue. 1In April,

~ the U.S. Army Intelligence Center and School (USAICS) initiated

'l’ action to develop proficiency standards for SIGINT/EW collective
tasks, A rewrite of the CEWI battalion training program for
SIGINT/EW MOS's was presented to the G2/MI commanders conference in
July 1985, and is scheduled for publication as a revised Army
Training and Exercise Plan (ARTEP) sometime next year.’o
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(o)1)

IMINT Collection Management. calﬁékonuq- Management of collection
requirements for the Army in the IMINT field is the responsibility
of the Community Support Center (CSC). Since Ootober 1984, the CSC
had been under the juriasdiotion of the INSCOM ADCSOPS-IMINT.
(Previously, it had been an OACSI responsibility.) In Ootober
1984, Lieutenant General Odum and Major General Soyster agreed that
the funoction would be more appropriately carried out by the new
Army Intelligence Agenocy (AIA), a field operating agency of OACSI.
Implementation of the transfer was still in progress at the end of
FY 1985. INSCOM continued tc be responsible for the IMINT
requirements of FORSCOM units, However, plans were under way for

DACSI to establish a tgsking center at ITAC, whioh would relieve
INSCOM of the mission.

B}

(b}1}
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‘ Per NSA
(b)(1)

M;,?),f(b)((i} P.L. 86386, 50 USC 3024(i)

(s-Cco) A[::::]van was aasembled at the ‘Naval Researon Laboratory
by early March 1985,«and deployed to Berlin for operatnonal teating
on 30 May. Preliminary results were mixed as to the utility ‘and
value of the product. The INSCOM position on erloyment of the

' system to the 66th MI Group was that USAREUR must decide what
66th MI Group mission would be dropped when was pioked up.
USAREUR felt that|  ]had not demonstrated sufficient u@ility to
Justify dropping any of the 66th MI Groups existing activities,
The issue had not been resolved at the end of FY 1985, pending
publication of a final report on the system. n

Exploitation of Signals Parametriocs gESPz. (8=CCO) This was an

ongoing TENCAP effort conducted in conjunction with the Army Space
Program Qffice to correlate external parametrics of oommunioationa
emitters to determine if templating could be accomplished ' on an
Interim Tactical ELINT processor (ITEP) in the same way that radar
emitters were processed. The experiment received joint Aruy/Air
Force funding. During July 1985, NSA provided emphasis tasking to
the appropriate collection assets (Field Station Berlin ]
| | The data collected during that period was
stored at NSA and will be forwarded for processing at VII Corps
when the experiment finally begins. This was projected to be March
1986.

¢

Per NSA

(b)1)

(b)(3)18 USC 798,P.L. 86-36,50 USC 3024
(i)

77 _
09 Lyt anpE-ViA-COMINT-CHANNELS ONEY
SECRET




Freedom of Information Act/Privacy Act
Deleted Page(s) Information Sheet

Indicated below are one or more statements which provide a brief
rationale for the deletion of this page.
<] Information has been withheld in its entirety in accordance with the

following exemption(s):

(b)(1)(b)(3) Per NSA

It is not reasonable to segregate meaningful portions of the record for
release.

X] Information pertains solely to another individual with no reference
to you and/or the subject of your request.

[ ] Information originated with another government agency. It has been
referred to them for review and direct response to you.

[ ] Information originated with one or more government agencies. We
are coordinating to determine the releasability of the information under
their purview. Upon completion of our coordination, we will advise you
of their decision.

[ ] Other:

DELETED PAGE(S)
NO DUPLICATION FEE
FOR THIS PAGE.

Page(s) 92-93

IAGPA-CSF Form 6-R
1 Sep 93



1985. Phase II in the KRunia devalopnent

Per NSA
(B)(1)
/)3) P L. 86-36, 50 USC 3024(i)
A

Fleld Station KUNIA. (S-CBO) Field Statio Kunia baoame the

centerpiece of INSCOM collection efforts the, Pagifio during FY
plan/ called for all

a reporting to by
_centralized at Kunia. To bring this about, the new[::::§:]system

was 1nstalled in May. This

“oconsisted of 31 terminals. On 28 July, the[ system

became operational, giving Kunia the oayaci&y to aocess required
Pacifio HFDF resources. In conjunction with DF processing routines

inocorporated into the existing —oollpction support ayatem,
1

allowed the transfer of [ ~ |

i

3 55 | to Field Station Kunia in August
1985. ‘

Phase III. (S-CCO) During the agme,ﬁeriod. action on Phase III of

the development plan (which envisioned transfer of analytic

responsibility| . |from NSA/CSS to Kunia)
oontinued. | - |

[Under the new

‘arrangements, Field Station Kunia would gradually take over

processing, data base maintenance, and analytical reaponsibilities
from NSA, | ’ ]

|

|This decentralization would also

enhance the survivability of the national SIGINT system, a prime
goal under Projeot TRIANGLE. 23

Southeast Asia Development (SEADEV) Miasion. (S-CCO) 1In the

summer of 193“, the President of the United States directed that
the SIGINT ocommunity undertake all possible efforta to develop
intelligence bearing on the fate of U.S. personnel still listed as

- Missing in Action (MIA) in Southeast Asia. NSA responded on 25

September 1684 by initiating major collection adjuatments to its
fixed and mobile assets in the Pacifie, inoluding Field Station
Kunia., For a period of & months, USM-2 was assigned the mission
of searching out and exploiting Vietnamese communications that
might ocontain information on the issue. Upon receipt of the
message, USM-2 and its Air Force counterpart, USA-32, organized a
Joint task force of 39 Army and 50 Air Foroe operators and 22 Army
analysts., While the HF manual Morse collection provided by Fleld
Station Kunia against Vietnamese targets exceeded all expectations,
no POW/MIA-related communications were isolated during the period
of the project. The task force stood down on 31 March 1985. 24
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(b)(3):50 USC 3024(i);(b)(3):P.L. B6-36:(b}
(1} Per NSA

: Field Station Key West.

. teskings falling within its sphere of interest.

Field Station San Antonio. (S-CCQ) Pield Station San Antonio
ocontinued to provide the Army complement to the Combined Security
Operations Center {CSOC), a joint INSCOM-Air Foroe Electronio
" Security Command (ESC) facility located at Medina Annex of Lackland
AFB. The CSOC continued to execute the Wideband mission initially
. assigned it in 1974, In addiftoq, an inoreasing portion of its

resources were focussed on Central America and on the drug
' interdiction problem in the Caribbean. |

% %5

Interservigce Issues. (SACGQQ\ By the end of FY 1985, problems at
the CS0C had surfaced in the areas of oommand and control,

training, and mission exscution. The main issue was that the Air
Foroe was proseouting a mission that belonged to the Army under the
terms of USSID 30t i.e., all operations were joint, and the Army
was not engaged in counterpart tasking against the ground targets
which made up the major portion of the station's mission. 1In
October 1985, the INSCOM DCSOPS expressed the opinion that "the
situation which gave rise to CSOC in the mid-seventies no longer
exists; CSOC is an anachronism by today's standards for SIGINT
operations...."” The Memorandum of Understanding between INSCOM and
ESC had last been updated in 1979 and was in need of renegotiation.
A study by Field Station San Antonio on the manning implications of
reorganizing operations under the guidelines of USSID 30 was
scheduled to be accomplished on 15 October 1385, 2

(S-T80) Field Station Key West continued
operations at the Truman Annex of Naval Air Station, Key West,

Florida, during the reporting periocd. The tri-service facility,
known as the WATCHCASE Facility, was manned along traditional

oounterpart linesa, with each service having sole responaibility for
1 During the course

rof FY 1985, initiatives continued in the area of upgrading

' communications and LVHF=UHF collection antennas.
. Table of Distribution and Allowances (TDA) called for two officers

The current Army

and 60 enlisted personnel to be assigned to the station. 1In
addition to performing other requirements, Flield Station Key West

-offered limited augmentation and collection support to Project

|27
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(b}(3):50 USC 3024(i%:(b)(3):P.L. 86-36:
(b) {1) Per NSA

(8-CCO) Contraots on the projeot were let to the Beeoh Alroraft
Corporation (for the ‘airframes) and Sanders Aasocidtea (for the
—avatems) in December 1983. It was originally intended that
L would be fielded within a 12-month time period after
issuanoce of contraot, but the projeot encounterad problems in the
area of hardware/software integration. There were also several
slippages in sohedule during FY 1985. However, the project was
acheduled to be completed and aocepted by the Government in Ootober
1985. In the meantime, the U.S. Army EAC Aviation Intelligence

Company had been organized at Lakehurst, N.J., on 1 October 1983 to
support the ayatem. 31 ,

|
Aviation Intelligence Battalion (AIB). (S) On 13 ﬂovember 1984,
SOUTHCOM submitted a atatament of need to the JCS far inoreased
support in the area of imagery and signals intelligence. In
response to tasking received at the January 1985 Army Eleotronio
Warfare Intelligence Committee meeting, the INSCOM Stafr Aviation
0ffioce prepared a concept plan and draft table of diutribution and
allowances for a proposed aerial intelligenoce battalion oconfigured
for low intensity warfare. Additionally, the proposed unit oould
provide a test bed for the live environment evaluation of airborne
and airborne-related intelligence aystems. The ooncept plan
envisioned that the unit would oonsist of a headquarters and
headquarters company; an EW company (1noorporat1ng[:;::::;;::J; and
an aerial surveillance ocompany, made up of elements from AY

WOLF remotely piloted vehicle (RPV) program and the SENIOR BAND
motorized glider project., 32

3
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(b)(1), Section 1.4(c) Per DIA

L

(S%Hﬁ!ﬂi&ké INSCOM employs three distinat HUMINT methodologies:
overt collection, clandestine collection, and TAREX activities.
The largest collection effort undertaken during FY 1985 was in the
overt area, and was characterized by the employment of five major
techniques: debriefing refugees and defectors; debriefing DOD-
affiliated personnel with knowledge of foreign intelligence
targets; exploitation of foreign military officers; document
exploitation; and foreign intelligence liaison.

INSCOM was active during the year in four major
debriefing programs, all of which were conducted in coordination
with the Interagency Defector Committee of the CIA.

a. Project SEEK involved the debriefing of Jewish emigres
allowed to leave the Soviet Union. Many of these proceeded to the
United States and became available for intelligence exploitation.
Although recent Soviet policies had reduced this flow, the program

continued to produce a notable amount of scientific and technical
intelligence.

b. Project LADEN was a similar effort directed against East
European emigres in general. The project was initially directed
against the Polish target in the early 1980's, but was then
expanded,

e¢. Project LEEP began as an effort to debrief the large influx
of Cuban refugees from the Mariel exit of 1980. This too was
expanded to include all Latin American refugees.
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d. Projeat SWAMP, which began as an INSCOM initiative to
debrief the flow of refugees resulting from the Soviet invasion of
Afghanistan in 1979, was later expanded to inolude all of Southwest
Asia and the Middle East. The project continued to provide INSCOM

with an excellent opportunity to assess the performance of the
Soviet military in the field.

MINSCOM continued to conduct several major efforts

rected towards exploiting the intelligence resources furnished by
knowledgeable U,S, oitizens, most with aome degree of DOD
affiliation.

a. FORMICA, the Foreign Military Contaot program, exploited
the large numbers of DOD personnel who had travelled abroad to
areas of intelligence interest.

b. QUARTERBACK was a scientifio and technical intelligence
program conducted against high priority scientific conferences and
symposia with the assistance of cooperating U.S. acientists,

INSCOM teams were frequently accompanied by representatives of
production agencies,

o. NCD/FORMICA involved the asaignment of INSCOM officers to
offices of the CIA's National -Collection Diviaion (NCD) in CONUS.
These inserts contributed their military expertise in support of

(b){1} & (b)(3) Per CIA

L

iiiﬁﬁgi;htﬂl INSCOM's Foreign Officer Contact program targetted ths
large numbers of foreign military personnel in attendance at DA/DOD
service schools or visiting U.S, military installations. Normally,
intelligence on foreign military personalities was obtained
indirectly, through debriefing U.S, acquaintancea. A aounterpart
program, the Foreign Officer Information program, was dirscted at
the target universe of 150 foreign military attaches and assistant

attaches assigned to the United States from approximately 70
oountries.

U
ﬂiﬂﬂSHQEEQ During FY 1985, INSCOM conducted three major efforts
in the field of document exploitation. In Europe, the 66th MI
Group ocontinued its translating and reporting effort primarily
targetted against the Warsaw Pact. In Japan, the 500th MI Group's
Army Dooument Center (ADC) exploited Asiatic publications. The
470th MI Group in Panama engaged in a reglonal document
exploitation effort in support of SOUTHCOM., A three-pronged
approach was taken, involving a document collection team in El
Salvador, a combined (United States, Honduran, Salvadoran) document

. sEcRET'SPoKE




exploitation center in Honduras, and the regional ocenter in Panama.
The 470th MI Group furnished personnel to the Salvadoran and
Honduran operations on a TDY basis. To support the project, ®30
spaoes‘:ere transferred to the 470th MI Group in FY 1985.

w ' ' ‘
M) Liaison with foreign intelligence agencies was a final
overt technique utilized by INSCOM. This aotivity benefitted from
the fact that Army intelligence has been represented in many areas
since World War II, allowing the cultivation of long-standing
relationships. In Europe, liaison was primarily geared to meeting
the intelligence and security needs of the theater. In Japan,

liaison was a mainstay of tha 500th MI Group's collection efforts
in the_teochnology tranafer area.

¥
Mﬁ) Clandestine methods were employed by INSCOM as a
method of laat resort. Clandestine case officers were asaigned

both to the CONUS-based Operations Group and to the MI groups in a
theater support role.

a. In Europe, the 66th MI Group, under OPCON of USAREUR,
conducted both unllateral and bilateral operations against the
Warsaw Pact through its 430th MI Battalion (Provisional). In
addition to 18 legal travellers and 66 support agenta, assets
included 6 resident agents in Eaat Germany, 3 in Poland, 5 in
Czechoslovakia, and 3 in Hungary.

b. In the Far East, the 500th MI Group continued to provide
strategic level clandestine collection in support of CINCPAC and
national level requirements. The group operated 12 bllateral
projects with 19 agents and ran 7 unilateral projects with 35
agents. These operations, whioch took advantage of the ability of
Japanese businessmen to move relatively freely throughout the area,
were considered to have a low risk., They produced a continuing
flow of information on technology transfer to Communist oountries.
(It should be noted that similar data on technology transfer from
CONUS and Europe was not available to INSCOM.)

o. The 501st MI Group in Korea confronted one of the most
diffioult clandestine targets in the world across the DMZ. 1Ita
principal clandestine effort was oconducted through the exploitation
of personnel ansigned to the Neutral Nations Supervisory Commission
at Panmunjon. Information was oollected through oontact with the
Polish, Swedish, Czech, and Swiss personnel of the commisaion who
had access to both North and South Korea, The 501st MI Group also
oontinued its involvement in a bilateral project to meet posaible
needs for a quick response infiltration capability. Thia involves
three indigenous agents with high physical skills and training
employed on a 3 year oontract. Additionally, the 501at MI Group
ran seven South Korean resident agents unilaterally.
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d. The L70th MI Group in Panama maintained a group of 20
recruited assets with the capability of reporting on various [atin
Ameriocan targets. The mission of the UT70th MI Group inoluded not
only collection operations direoted against the spread of Communist
insurgengy in the area, but reporting on Panamanian targets and
providing intelligence support to a command whose area of

responsibility extended from the Guatemalan-Mexiocan border to
Patagonia,

e, The 513th MI Group in CONUS was in the prooess of
implementing its own clandestine oollection ocapability.

f. The CONUS=based Operations Group targetted itas clandestine
efforts against the Third World. Activities were oconcentrated

against the Middle East and the countries of Central America, to
include Cuba. !

v ,
" New Initiatives. (8!!&.'!!!% FY 1985 witnessed a number of new
initiatives in INSCOM's HUMINT program. These included an

expansion of INSCOM's HUMINT charter, acquisition by the command of
responaibility for Foreign Materiel Aoquisition, and an attempt to
expand coverage of the Third World through the forward basing of
intelligence personnel. However, efforts in the HUMINT arena
operated under severe resource constraints, and resource planning

guidanoe indicated that any new projects would have to be funded
out of hide. 2

w)

Service HUMINT Agency (SHA) Charter. (0&&-) Under the terms
of the Service HUMINT Agency (SHA) Charter aigned by the ACSI, LTG
William Odom, on 4 March 1985, the Commander, USAINSCOM was
deaignated the Army Service HUMINT Manager, and INSCOM became the
Army Service HUMINT Agency. In response, INSCOM published the
first annual Army HUMINT Collection Plan (AHCP) in June 1985,
Based on ACSI guidanoce, the AHCP provided collection guidance to
Army HUMINT organizations and described INSCOM and AMC HUMINT
programs to selected consumers, 3

4OFORN) The SHA Charter directs the annual review of all Army
HUMINT collection projects. To meet this requirement, INSCOM
published as INSCOM Regulation 381-li, Projeot Assessment and Source
Evaluation, on 1 October 1985. (This incorporated and superseded
INSCOM Reg 381-10, Source Review.) Prior to publication of the
regulation, no formalized, systematic method was available for
oonducting assessments of Army HUMINT collecotion, The new
regulation was designed to establish a program that would state
what each project was supposed to accomplish, indicate the coat in

people and dollara, and recommend improvements and/or resource
realignments.
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Foreign Materiel Aoquisition. (&&lINIRs In Ootober 1984, INSCOM
officially reoeived the Foreign Materiel Aoquiszsition misaion from
ACSI. Conourrently, the Foreign Materiel Aoquisition Office of DA
was transferred to INSCOM and placed under the staff supervision of
ADCSOPS-HUMINT. On 5 August 1985, an implementation plan
established a two-man Projeot Offioe at Arlington Hall and a twe-
person ocollection element within the Operational Group at Fort
Meade, Maryland. The foreign materiel aoquisition mission was
given the unclmssit’itadluL ver designation of CANVAS CANOPY.

Forward Basing. (i«dliéN®Be) Sinoe 1380, INSCOM oollection
requirements in the HUMINT arena have inoreasingly fooussed on the
Third World. By FY 1985, Third World oountries were the subjeot of
almost 30 peroent of INSCOM HUMINT reporting. This ahift in the
nature of intelligence targetting introduced the issue of
rediastributing INSCOM's HUMINT resources by deploying some assets
to forward bases in Third World ocountriea., Forward basing beoame
an INSCOM initiative in FY 1984, It was initially implemented by
insart of a ocase officer into the Joint U.S. Military Advisory
Group {(JUSMAG), Republic of the Philippines under the oover of
WESTCOM Liaison Officer. In 1985, INSCOM was in the final atages
of obtaining approval for the insert of a case officer in Kuwait,
By the end of the year, INSCOM had indicated an interest in
mounting future operations in 25 foreign oountries,

Project WINDMILL. Another dimension of the forward
basing concept was Projeot WINDMILL, an innovative attempt to
attack the North Korean HUMINT target from ocountriesa outside of
Korea through exploitation of the North Korean presence abroad. A
cane officer was redeployed from Korea to CONUS to work the target.
By the end of FY 1985, another case offiocer formerly based in Korea
had been seleoted for asasignment to Vienna to work the North Korean
problem and was in his final training phase. The separate cover
designation CANADA HILL was assigned to these two initiatives. 1

_Italian Basing. QﬁjHIlRTEL) As a result of a suggestion made by

(5)(1) & (b)(3) Per CiA |in late 1983, INSCOM began to

explore the possibllities of extending its operations into Italy.
In January 1984, an INSCOM data oall team was deployed to ocolleot
background information on opportunities for intelligence
exploitation from that country. It was agreed that the best
prospects for conductiog clandestine activity in Italy would be
offered by mounting a bilateral operation with SISMI, the Italian
intelligence service. In May 1985, DCSI USAREUR confirmed that
SISMI would be agreeable to an infermal expansion of the exiating
program in a way that would allow an INSCOM asset to run operations
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against "targets of opportunity®™ in the Middle East/North Afrioca.
The assigned case officer from the Operations Group arrived in
oountry on 29 July 1985 to begin language training. The nature of

the assignment dictated that the officer would have to assume
Italian national cover.

"
LANDMARK CAPER. “LU‘AEL) LANDMARK CAPER was an INSCOM project

designed to upgrade the capability of the command's Adminiatrative
Survey Detachment (ASD) to provide credible cover to INSCOM assets.
Implementation of the project began in 1982. The projeot involved
numerous areas, including the sterilization of ASD itself,
improvement of ASD communications, and furnishing cover both for
action and for status to individuals involvaed in Army olandestine

activities. 9
1A :
By 1985, significant advances had been made in these

areas. In FY 1984, major elements of ASD had moved from Fort Meade
to leased commercial facilitias off post. External cover aupport
offices were established in Panama and Japan in FY 1985, Steps
were finally taken to provide satisfactory secure communications
between ASD and elements worldwide. At first, this had posed
something of a problem. In 1983, the ASD had fielded the Harris-
Vinson secure voigce system to support LANDMARK CAPER. Originally
on loan from USAF, the system was purchasad in 1984. However, with
29 H-V's installed worldwide, it was discovered that there was a
severe maintenance problem, compounded by the Air Foroce's inability
to contract for needed spare parts. System coats rose to an
unacceptable $45,000 per unit, and the H-V ocould not meet all
INSCOM requirements., In April 1985, a contract for new syatem, the
Portable Seoure Voice (PSV) terminal, was entered upon by INSCOM.
The PS5V, which had been brought to INSCOM's attention by the FBI,
was significantly more capable and cost much leas. Initial
deliveries began in September 1985. In the meantime, the H-V
deviges were sold to the Air Force and to another Army element,

realizing a total of $1.2 million which ocould be applied to offaset
the cost of the PSV's. 10

W A LANDMARK CAPER Conference was held in September 1985
s an add-on to the Annual INSCOM HUMINT Conference. Conferees
generally agreed that olandestine operations needed the protection
of cover for status as well as ocover for action. However, it was
pointed out by Brigadier General Scanlon that cover did not drive
operations, but supported them, and that LANDMARK CAPER did not
mean "spooky business, conduocted in spocky ocells by spooky
operatives, all of which impede operational effectiveness,
flexibility, and oontrol." LANDMARK CAPER ocover would be tailored
at various levels depending on unit needs. As an outgrowth of the




| s/E;;R{I' SPOKE-
¢ |

conference, there was a general consensus that current Army
programs could not provide credible career cover for Military
Intelligence Civilian Excepted Career Program (MICECP) case ¢
officers because of Office of Personnel Management (OPM)
regulations on the status of "excepted" Civil Service employees.
What was needed was the creation of an "exempted" status for Arm
civilian case officers, modeled after the successful NSAM
personnel programs. Such a status would additionally alld
intelligence specialists to be promoted to the highest grades and

thus allow the creation of a truly professional clandestine
service. 1

Support, Maintenance, and Settlement (SMs). (S/WNINTEL) The fate
of agents captured in denied areas continued to be a concern to the
Army's HUMINT case officers in FY 1985. Captures of agents behind
the Iron Curtain in Europe had increased after 1978. The arrest of
two agents run by the 66th MI Group in 1983 proved particularly
disturbing to the HUMINT community, sinoe the case received White
House attention as a result of a letter written to the President by
parents of one of the agents. At the same time, the FRG government
requested that Army intelligence play a greater role in providing

e SMS to FRG citizens and their families in cases where such citizens
had been arrested and imprisoned for espionage activities on behalf

of Army agencies. Representatives of USAREUR and the 66th MI Group

met repeatedly with members of the Bundesnachrichtendienst (BND) in

(b)(3), 10 USC 424 |1984 to determine how the BND handled its own SMS cases. On 2

Per DIA 'November 1984, the]| ~ lisseminated guidance supporting a
uniform SMS policy for all DOD elements. A draft Army Regulation

(AR) addreasing the issue was prepared by in March 1985,
and was favorably received by INSCOM. The AR still had not been
finalized at the end of FY 1985, 12

(b)(1) Per CIA
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Target Exploitation (TAREX). (C) TAREX is an Army olandestine
collection element which operates as executive agent for the
National Security Agency against cryptologic=-related targets.
Although TAREX itself began operations as part of the former Army
Security Agency in 1955, the function goes back to the Target
Investigation Committee (TICOM) of World War II, a Joint and
combined service organization set up by the Combined Chiafs of
Staff to exploit captured oryptologic resources. In 1972, all
TAREX personnel were put on a single TDA. In FY 1985, TAREX
consisted of a TAREX Management Division (TMD), with headquarters
at Arlington Hall Station, and a worldwide network of collecstors
operating undercover overseas. Additionally, a TAREX Army Reserve
unit, the 197th Army Security Detachment, was alaso based at
Arlington Hall Station. ¥

éggsarﬁiﬁ3 During FY 1985, TAREX Management Division, together
th TAREX program sponsors at NSA, undertook the large socale

automation of the massive TAREX requirements data base. TAREX
operational responsibilities had grown exponentially over the past
several years, and TAREX requirements and operations management
desperately needed wholesale automation if any sort of continuity
was to be achieved, partiocularly in view of an antioipated zero
program growth in personnel assets. NSA initially provided IBM
Personal Computer (PC) equipment to TMD and most TAREX elementa
overseas and a basic, but fully funotional, requirements software
system was made available., A much improved syatem, employing the
IBM-ASTW hardware and D-BASE III software was developed shortly
thereaftar by an NSA intern and placed in test operation at NSA and
TMD. The signifiocance of this development cannot be overastated.
It has made an enormous contribution to the streamlining of a
massive and continually growing data base, heretofore an
administrative nightmare. TAREX elements working with even the

first-generation system are unanimous in their opinion as to its
value, 15

(b)(3):50 USC 3024(i);(b)3):P.L. B6-36;(b) (1) Per NSA
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(b)(3):50 USC 3024(i);(b}3):P.L. 856-36,(b) {1) Per NSA

18 USC 798
[ N) TAREX TMD deployed a representative to in
/' eonjunction with Exercise] | This-was done to

' assiat TAREX] |with wartime planning and,to sensitize TAREX

' Management Diviaion to the perceived needs” ‘and requirements of the

; supported commanders, This was the £irat time that oryptomaterial
! or ele electronic aquipment mockups yere introduced into the
/" |exercise:. A number or/shortralls were identified by TAREX
// field personnel in the course of the exercggg‘//ﬂround forces were
not.able to 1dentiry,and process in a timély manner those simulated
POW's with access to cryptologic/&nfarmation. Additionally,
communications “between dgplayed TAREX elements, TMD, and
supportipgfsuppor;gdﬂanits were extremely slow, !

e ~NOT-RELEASALEF0- FOREIGN-
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Couﬁterintell1gence/0perat10ns Security:

N
New Directions. f&;L During the course of FY 1985, INSCOM
counterintelligence activities moved away from traditional OPSEC to
focus more sharply on priority areas. Renewed emphasis was placed
upon providing counterintelligence support to special access
programs (SAP's), safeguarding automatic data processing (ADP)
facilities, and expanding the polygraph program. In addition,
there was an attempt to upgrade counterespionage (CE) activities.
These concerns were reflected in organizational realignments. By
the end of FY 1985, the 902d MI Group had presented a plan to
reorganize its elements on functional, rather than geographic
1ines, with one battalion providing SAP support, another
concentrating on CE, and the third housing specialized technical
services. Counterespionage received further emphasis when the CE
function was partially decentralized by INSCOM on 27 February 1985,
The U.S. Army Special Operations Detachment (redesignated 1 July
1985 as the U.S. Army Foreign Counterintelligence Activity) was
relieved of the requirement to perform lesser priority CE
investigations, and subcontrol offices for CE mapagement were set
up within the 902d, 470th, and 500th MI Groups. 1

A

Special Access Programs. éﬁb Special access programs have existed
since 1975 as a means of providing strict access controls to
sensitive projects. AR 380-381 provides for the establishment of
SAP's to protect sensitive technologies and operations. In
addition to SAP's, there are also so-called "Carve Outs" of
activities undertaken by commercial contractors. By FY 1985,
INSCOM was providing coverage to 35 different SAP's/Carve Quts, and
this number was expected to double within the near future. One
technique which proved of major value was the establishment of "Red
Teams," which evaluated SAP's from the perspective of a hostile

intelligence service (HOIS) Eo provide a better assessment of their
particular vulnerabilities.

‘U
INSCOM Polyqraph Program, éi;L On 1 October 1984, INSCOM began
conducting polygraph examinations on all U.S. Army military and
civilian personnel assigned to NSA at Fort Meade. Polygraph
examinations were also given to Army personnel assigned to other
NSA facilities who passed through Fort Meade. INSCOM subordinate
units in Germany and in Korea subsequently began similar programs
for Army personnel assigned to NSA in those countries. As of 20
September 1985, 559 examinations had been conducted, placing a
severe strain on INSCOM's 1imited inventory of 17 polygraph
examiners worldwide, since polygraph was also required to support a
wide span of HUMINT and CI functions both in CONUS and OCONUS. 3
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£ The situation was further oomplicated in January 1985, when
DOD implemented the DOD Polygraph Test Program, which requirgd CI-

scope examinations of persons for interim sensitive compartmented
information (SCI) access, critical positions at and designated ; (b)(3), 10 USC 424 Per
positions for special access programs. While only a few DIA

examinations were conducted under this program in FY 1985, it was
projected that the Army share of polygraph examinations oconducted
under this program would rise to approximately 1,100 in FY 1986 and
double that figure the following year. The number of examinations
conduotad under the test program would lnevitably increase at the
expense of the NSA-assignee program, since ACSI had designated the
test program as a mission of higher priority. By the end of FY
1985, efforts had been mada to strengthen the command's polygraph
capability by programming the forthooming assignment of nine new
polygraph spaces to the 902d MI Group and by contracting for
construation of a new first-oclass polygraph faocility at Fort Meade.
The facility was scheduled to have aix examination rooms,
acoustioally isolated, individually temperature-controlled, and
equipped with built-in monitoring and recording capabilities. 4

L
Counterespionage. ég) Inveatigations of inaidents of sabotage and
esplonage directed against the Army (SAEDA) continued to aoccount
for 70 percent of all ocounterintelligence reporting. Between FY
1978 and FY 1984, SAEDA incident reports inoreased over L00
percent. There were 481 such inocidents reported in FY 1984; 94 of
these were referred for poasible offenaive exploitation. However,
the SAEDA program was essentially a reactive one. The Walker
espionage scandal which surfaced in FY 1985 caused ACSI to
recommend that INSCOM adopt more active measures to "flush-out any
Walkers in our midst." >

(73
Personnel Constraints. ée) INSCOM's implementation of new
initiatives 1n the oounterintelligence fleld severely stretched
limited personnel resourcesj a limited amount of peanut butter was
being required to cover an exponentially expanding amount of bread,
One way of effeoting economies was to reduce OPSEC support to less
essential functions. In practice, this was not easy to do; in FY
1985, INSCOM was tasked with providing OPSEC to the Defense Mapping
Agency when Air Force assets previously assigned to carry out this
function were realigned to meet a higher priority mission. OACSI,
using a computer-based Counter Intelligence Reacurce Allocation
Model (CIRAM), suggested that additional spaces might be found by
reducing the numbers of individuals assigned to CI management,
especlally at HQ INSCOM, 6
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Personnel Security Investigation (PSI) Support in Europe. (C) The
backlog of overdue PSI investigations in INSCOM's 66th MI Group
continued to present a problem during FY 1985. The European-based
66th MI Group was responsible for servicing Defense Investigative
Service PSI requests pertaining to Army personnel stationed in the
European Command (EUCOM). This mission had received a low
priority. INSCOM was firat alerted to the shortfall in 1682, when
the Director, DIS had pointed out that a large number of PSI's
charged to the group were in a one year or older (0OYO) status.
Since that time, intensive efforts have been made to resolve the
problem. A DCG directed Mission Analysis Team, composed of
representatives of ACSI, INSCOM, and the 902d MI Group visited the
66th MI Group in mid-April 1985, The after-action report presented
the 66th MI Group with 27 conclusions and recommendations. On 26
April 1985, ACSI gave guidance to INSCOM that the 66th MI Group
should complete all PSI's assigned to it within a 75-day period.
In June 1985, the group implemented several policy and
administrative actions designed to address the issue, The number

of pendinq cases was reduced to less than 1,200, the lowest in over
2 years.

u

Presidential Tasking. £ﬂl In reaponse to the shooting death of
Army Major Arthur D. Nicholson at the hands of Soviet personnel
while he was conducting an authorized liaison mission in East
Germany, the President of the United States directed that the
Soviet Military Liaison Mission, Frankfurt (SMLM-F), be placed
under continuous 2U-hour overt, nonharassing surveillance. This
was initiated on 4 May 1985. Detachment A of the 527th MI
Battalion, supplemented by 22 augmentees, provided the coverage.
With this commitment of personnel, it was possible to monitor three
SMLM-F teams simultaneously. On 4 June 1985, resourcing was

downscaled to provide coverage for only one team. The mission was
terminated on 26 July 1985,

Counter-SIGINT Concept. (U) In early 1983, the ACSI
Counterintelligence Task Force had identified the need for a new
concept for SIGSEC support to the Army as its second priority. 1In
June of that year, INSCOM hosted a working group of MACOM
representatives which considered the issue. The group outlined a
new concept for counter-SIGINT operations. A draft document
prepared by the OACSI action officer was coordinated with working
group members, finalized by the INSCOM staff, and provided to ACSI
in January 1985. The concept was validated by TRADOC in March
1985, and Field Circular 34-62, embodying the new approach, was
published in July 1985. 9
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(U) Counter-SIGINT marked a radical departure from the traditional
army idea of SIGSEC., It moved support from a reactive to a
proactive mode, The easence of the concept was to assess the
SIGINT threat to supported commanders, assess vulnerability in the
light of that threat, develop countermeasures, and evaluate
countermeasures once implemented. COMSEC monitoring activities
would only come into play during the fourth of these phasesj even
then, they would be restriocted to a minor role. 1In order to
support the new ooncept, 10 additional SIGSEC officer spaces were
provided INSCOM in FY 1985. At the same time, under the Army of
Exoellence (AOE) Conoept programmed for implementation in FY 1986,
SIGSEC personnel in MI units at the divisional and corps levels
were to be eliminated, an action that would concentrate the bulk of
Army SIGSEC personnel in the command and would allow INSCOM to be
at the leading edge of implementation of the new initiative., One
significant barrier to full implementation was lack of an immediate
ADP capability to support the threat and vulnerability assessment
process and facilitate real-time analysis.

i

National COMSEC Assessment Center, On T August 1985, the

Chief of Staff tasked DCSOPS with responding to an NSA proposal to
establish a National COMSEC Aamsessment Center (NCAC). The need for
such a center had been identified since at least 1979 in NSC
reports and Presidential directives. However, despite attempts to
oreate such an organization in 1980, nothing had been accomplished.
Unfortunately, a number of objectives set forth in the NSA proposal
were at variance with the new Army counter-SIGINT ooncept. NSA
appeared to contemplate an increase in COMSEC monitoring, which not
only would oreate impractical demands in the personnel area, but
also was an approcach the Army had found to be largely ineffective.
The NSA proposal also envisaged standardized operating and
reporting procedures which ignored the differences between the
communications needs of the individual services, and in addition
implied that service resources would be allocated to support the
NCAC when the Army's SIGSEC base had been reduced under the Army of
Excellence (AOE) concept. Finally, it appeared that the NCAC would
exercise an unaccaptable degree of centralized tasking control over
service support elemants. As a result, DCSOPS recommended that
INSCOM cooperate with any NCAC that might be set up in the area of
information exohange, but not allow the proposed body to dictate
Army programs.

COMSEC Issues. (U) AR 530-2 charges the CG, INSCOM with the

responsibility of assisting the HQDA staff and commanders at all
levels in developing and evaluating COMSEC policies, plans,

operating procedures, and training programs. In FY 1985, there
were significant changes to the national-level COMSEC structure
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which DA and INSCOM funotioned. National Seocurity Decision
Directive (NSDD) 145, issued on 17 September 1984, replaced the
former National COMSEC Committee with a more elaborate
architecture, NSDD 145 eatablished a senior level ateering group,
the Systems Security Steering Group (SSSG); an interagenoy
operating group, the National Telecommunioations and Information
Systems Security Committee (NTISSC). Under the new arrangement,
the Secretary of Defense served as exeoutive agent in all U.S
Government COMSEC matters, with DIRNSA as national manager.

U

¢ The ateady advance of oommunicationa teohnology continued to
present INSCOM with challenges in the COMSEC field. By 1985, the
Army was in the process of replacing all existing communications
equipment with digital equipment, necesaitating the development of
new families of COMSEC systems. INSCOM monitored these
developments through participation in technical working groups.

During FY 1985, INSCOM provided COMSEC support to the following
projects: !

1. Joint Tacticsl Communications (TRI-TAC) Office. The TRI-
TAC office provided centralized management for the acquisition of
tactical switched ocommunications eguipment.

2. Tactical Narrowband Security Working Group. This group
dealt with strategies for securing the new generation of Improved
High Frequenoy Radios (IHFR's) ourrently being fielded. By 1990,
the Army anticipated a requirement for 8,000 IHFR's with seoure
voice/data capability in its ground elements alone., These would
have to interoperate with several thousand aviation radios. It was
considered vital that the Army remedy the current situation, in

which numerous high frequency radios were unsecured or not secured
in all modes.

3. SINGCARS COMSEC Working Group. SINGCARS was the acronymn
for 3ingle Channel Ground Airborne Radio System, a new family of
rugged combat radios ocurrently under development. SINGCARS, which
operated in the 30 to 88 MHz portion of the radio frequenoy
speotrum, was designed to serve as the principal electronic
communications means for combat forces below the division level.

5. Identification Friend or Foe (IFF) Mark XV Program. The
Mark XV 18 a secure, eleotroniocally keyed replacement for the Mark
XII. Army level of involvement in the project dropped in FY 1985
because of a decision to procure only 460 units instead of 19,000.
However, participation in the key management group oontinued,
because the key distribution scheme was expected to be a forerunner
of how most distribution would be accomplished in the future.
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6. PJH Hybrid. The PJH was a hybrid system which integrated
the capabilities of two already developed systems: PLRS, the
Army/Marine Corps Position Location and Reporting System} and
JTIDS, the Joint Tactical Information Distribution System. The
combined features of these two systems, enhanoed by minor hardware
modifications and enhanced data prooessing, provided the Army with
a relliable, secure, jam resistant, real time data oommuniocation

" system.

7. MILSTAR System/Single Channel Objective Taotical Terminal.
The Single Channel Objective Taoctioal Terminal (SCOTT) was &

project to design a ground terminal to interface with MILSTAR
(Military Strategioc Tactioal Relay), a communioations satellite.
SCOTT would be able to function in the high stress levels envisaged
for the 1990's. To reduce vulnerability to intercept, the use of

burat, spread speotrum, and frequenoy hopping teohniques were under
consideration.

B. Defense Satellite Communications System (DSCS) III. The
DSCS II1 satellite was intended to provide a flexible wideband
transmission media so that satellite-unique servioes are provided
to approved users under various degrees of system stress. User
terminals are distributed throughout the world.

9. AMC/CSA Video Teleoonferenoing Network (VIN). The Army
Materiel Command has contracted with the American Telephone and
Telegraph Company (ATT) for development of a secure video
teleconferencing system to link 10 sites at nine different
locations. A similar VIN is being planned for the Chief of Staff
of the Army. INSCOM haa supported the TEMPEST aspeots of the
project and validated the cryptonetting scheme and key request.

10. NAVSTAR Global Positioning System (GPS). The Naval
Strategioc Taotical Relay (NAVSTAR) GPS was developed to provide
highly precise position, velooity, and time information to users.

During FY 1985, INSCOM representatives provided input to the COMSEC
key distribution plan,

Key Management Automation. (U) Most of the new COMSEC deviges

being fielded by the Army employed electronic key. The steady

expansion of cryptonats throughout the Army and the increase in the

demand for eleotronioc key degraded the capability of manual methods

of management to meet operational needa. In late October 1984,

representatives of the U.S. Army Signal Center and INSCOM prepared

a draft plan to automate the cryptonet and key management

functiona., The draft was used as a strawman at & meeting of

repres?ﬁtatives from all MACOM's that INSCOM hosted in November

1 Bu.
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COMSEC Serial Number Traocking. (U) COMSEC equipment which is
deolassified/unclassified, but subjeot to NSA acocountability falls
into the category of Controlled Cryptographioc Itams (CCI). ¢
(Equipment is unclasaified when unkeyedj when keyed, the equipment
assumes the same olassification as the key.) The Army has announced
plans to transfer CCI from the Army COMSEC Material Control Syatem
to the standard logistics syatem. Since NSA continues to require
access to CCI accounts, the new initiative required the Army to
devise a means of tracking CCI through its supply and maintenance
system at both wholesale and retail levels. This would be done
through a process of tracking serial numbers of individual CCI
items, AMC requested INSCOM representation at the first serial
number tracking (SNT) meeting held on 24 August 1984,
Subsequently, INSCOM took part in a series of COMSEC working
groups. A number of SNT syatems were evaluated as possible
candidates for application to CCI. It was found that the present
DOD Small Arms Serialization Program appeared to be the most
suitable SNT program for oryptologic application. 15

COMSEC Insecurities. (U) The INSCOM COMSEC Insecurity Program for
the purpose of monitoring, reviewing, and when required, evaluating
COMSEC inseourity reports initiated within DA was implemented in
February 1981. The program serves primarily to ensure that all
detected insescurities to COMSEC material are reported promptly to
the officials responsible for evaluating the incidents and
initiating action to minimize their security impact. Theae reports
of insecurities also serve as the basis for identifying trends in
insscurity occurrences, and for developing procedural and dootrinal
measures to prevent recurrences. Evaluations of insecurities are
rendered by the oryptonet ocontrolling authority (CONAUTH) in the
cage of key at the user levelj by INSCOM, when the key is in
distribution ohannels, when multiple Army CONAUTH's are involved,
or when there is a personnel inseourity; by DIRNSA, for
eryptographia insecurities, physical insecurities (COMSEC equipment

and documents), and oases involving CONAUTH's from more than one
service).

(U) Total reported COMSEC insecurities, by MACOM, for CY 1984 and
1985 are as follows:
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Table 9. - COMSEC Inasscurities

Command CY 1984 CY 1985
USAISC 7 48
AMC 2 4
USAREUR . 266 175
FORSCOM ’ 125 73
HQDA Q 1
INSCOM 12 8
Joint 3 0
EUSAK 29 9
NGB 16 ’ 19
TRADOC 3 1
WESTCOM 1 0
Other 12 _10

TOTAL ' 536 348

(U As of 1 October 1985, 80 cases were yst to be opened, bringing
the total CY 1985 cases to 428, 16

(U) COMSEC summary letters to MACOM's were sent out for the first
time in January and February 1983 and covered the entire CY 1982
period. Although responses from the MACOM's have been positive,
there has been no detectable improvement other than in a few of the
less serious insecurities, The third report to the MACOM'as for CY
1984 was provided in May 1985. During CY 1984, the majority of the
Army's COMSEC insecurities continued to be caused by an apparent
disregard for established COMSEC procedures; negligence on the part
of assigned personnel; falaification of destruction certificates; a
lack of education on the part of users, custodians, unit
commanders; and, in many cases, a lack of command emphasis,
Analysis has revealed that command emphasis and formal training of
COMSEC ocustodians yielded the highest pay back in terms of any
corrective aotions taken by field commands, 17

{(U) As the result of an NSA briefing to the DA staff on the HUMINT
threat to COMSEC in 1982, HQDA DCSOPS was tasked to coordinate
establishment of a standardized course for Army COMSEC ocustodians.
INSCOM worked with and assisted HQDA and TRADOC in the development
of an appropriate curriculum. The first class of the Standardized
COMSEC Cuatodian Training Course began 2 April 1984 at the Signal
Center, Fort Gordon, Georgia. The course provides instruction on
safeguarding and destruction of classified materials, documenting
reportsj establishing, tranaferring, and closing COMSEC accountsj
threat and security awareness programs; COMSEC supply and
maintenance procedures; COMSEC emergenoy prooeduresj and all major
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duties required of COMSEC personnel. By the end of FY 1985, the

course was also being given by USAREUR, EUSAK, WESTCOM, and the
National Guard. 18

(i
John Walker Damage Assessment. (sxueéenﬂ) The discovery of the

espionage activities on John Walker and his asmociates in FY 1985
had a substantial impact on Army COMSEC, since the Army employed
COMSEC equipment and techniques identical to the Navy assets
compromised by the Walker net. In response, INSCOM was tasked by
ACSI to perform a KW-7 usage analysis to find out whioch Army
cryptonets were moat vulnerable to possible HOIS exploitation.
Potentially targetted oryptonets were considered to be those which
carried large volumes of traffic, carried sensitive or valuable
information, and were technically interceptible by HOIS. INSCOM
identified 20 Army KW-T oryptonets, controlled by 15 separate
CONAUTH's as possibly vulnerable because they exhibited all of the
above characteristics. Upon reconsideration, NSA narrowed the list

to six CONAUTH's and saven neta. Tha CONAUTH's oconsidered at riak
to hostile SIGINT were: 19

VII Corpa (1 net) XVIII Airborne Corps (1 net)
CINCUSAREUR (2 nets) SETAF (1 net)
525th MI Group (1 net) 3d ID (1 net)

(S/NOFORN) The damage asseasment related to the Walker case
produced indications that many Army units employed poor
cryptonstting practicea. Cryptonets were excesaively large, there
were unnecassary redundanoies, and other noted irregularities. As
a result, ACSI tasked INSCOM and the Army COMSEC Logistical
Activity (CSLA) to perform a review of Army oryptonets to determine
the scopse and nature of the problem and to develop fixes. Howaver,
the fact that there were over 10,000 oryptonets in the Army made a
case by case review not cost-affective. By the end of FY 1985,
INSCOM was planning to use a sampling approach to each type of
system to develop generic fixes, using a mixture of HQ and field
personnel to perform the necessary reviews. Contractor assistance

in developing msthodology and the use of automaticn support were
anticipated requirements. 20

'
Special Purpose Mobile Signals Surveillance Systems (SPMS32. {€5>
This aystem is designed for SIGSEC surveillance of Army emitters at
Army research and development installations and activities, and at
oontractor facilities in aupport of the 902d MI Group's OPSEC
program. The requirement dates back to 1976. Originally, the
system was envisaged as having the capability of collecting and .
analyzing both communications and noncommunications emissions,
operating in the 0.1 MHz to 120 GHz range of radio frequences and
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ploking up emanations in the 0.2 to 100 miorcmeters wavelength.
Specifications called for the system to be mobile and have a man-
portable capability. In April 1984, deaign requirements were
modified to eliminate the E-D0 collection feature and the man-
portability, and a contract was tendered to the Interstate
Electronios Corporation of California for the first unit. The
syatem was delivered to the 902d MI Group at Fort Meade in the
first quarter of FY 1985. Conocurrently, five man team spaces were
transferred from another project, the EL3EC Collection and Analysis
System (ECAS), to the SPMS3, The 902d MI Group was required to

fund the project from its own internal resources for FY's 1985 and
1986,

Mobile TEMPEST Test System (MTTS). {(U) This projeot, an
initiative to upgrade nine FETTS-160 TEMPEST systems and to
fabricate a tenth system for deployment to the field, was first
undertaken in 1979, Since that time, the scope of the projeot was
expanded to include replacing all 10 overloaded vehicles mounting
the system as well as upgrading mission equipment. During FY 1985,
the project continued to be plagued with difficulties. The
contractor charged with providing the prime mover and trailer
submitted a deficient product and then went bhankrupt. By the end
of the fiscal year, it was revealed that the prime contractor,
Chronometric Inec., was involved in voucher discrepancies and was

under government audité a faot that would delay the MTT3 program
yet another 6 months,

u
CANDLEBERRY BRONZE. 'Lgl- CANDLEBERRY BRONZE was a niokname
assigned by INSCOM to NSA's PROJECT GUNMAN, an urgent requirement
for performing technical surveillance countermeasures (TSCM) on IBM
Selectric typewriters, The project had its inception in mid-198%4,
when NSA seized 16 listening devices planted by a HOIS in State
Department typewriters at U.3. embasay and consular facilities in
the Soviet Union. N3SA replaced the typewriters and alerted other
government agencies to the possibility that this penetration might
have occurred elsewhere. In response, INSCOM brought in TSCM
special agents from each of the OCONUS MI Groups and the bulk of
TSCM peraonnel assigned to the 902d MI Group. A complete list of
the most sensitive areas both in CONUS and OCONUS was provided to
the special agents, and an immediate technical inspection of the
typewriters was begun. More than 5,000 IBM typewriters were

inspected during the CANDLEBERRY BRONZE operation. All inspections
were negative. €3

!

u
PROJECT CANE DANCE. «n!i?gﬂﬂ7i On 25 January 1985, the 880 White
Sands Missile Range sent a message to INSCOM reporting that a
Honeywell technioian had discovered an unidentified integrated
circult "piggybacked” onto a legitimate circuit board of an
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oscillograph at the White Sands site. The oscillograph was a
component of a tracking and asquisition system used to collegt
information on the test firing of various types of missiles. An
INSCOM investigating team was dispatohed to make an assessment of
the suspeoted penetraticn. Test results tended to confirm the
suppoaition that the suspeot device had been intentionally
implanted and had the capability of being exploited to oollect
telemetry. The FBI elected to assume Jurisdiotion, and the suspect
oscillograph was transferred to FBI custody on 18 February 1985. 24
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15. FY 1985 DCSOPS AHR (TSCW), p. 94.
16. FY 1984 DCSOPS AHR (TSCW), p. 23.
17. FY 1985 DCSOPS AHR (TSCW), p. 93.
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WOOYAA
WOOO0AA
WOO1AA
WO1KAA
W310AA

W002AA
WO1HAA
WOZBAA
WO2RAA
WODRAA
W1J1AA
WOKLAA
W1U3AA
W372AA
W2JBAA
WUJZAA

W3AGAA
W3CCaA
W30ONAA
W318AA
W3194AA
WUDFAA
W32BAA
W35GAA

(c)

APPENDIX A

USAINSCOM ORGANIZATIONAL STRUCTURE

(As of 30 September 1985)

Unit Desi@ation

HEADQUARTERS, U.S. ARMY INTELLIGENCE AND SECURITY COMMAND
U.S. Army Garrison, Arlington Hall Station
DSAINSCOM CONUS Military Intelligence Group

U.S. Army Field Station Key West

U.S. Army Field Station San Antonio

Os

.S

.S. Army Field Station Oklnawa
.S. Army Field Station Berlin
.S. Army Field Station Sinop

.S. Army Special Security Group
.S. Army Programs Analysis Group
.S

acgaggaaaaqQ

U.S. Army Russian Institute

U.S. Army Intelligence and Security Foreign Language

Training Center Europe
U.S. Army Field Station Augsburg
USAINSCOM Automated Syatems Activity
U.S. Army Cryptologic Support Group
USAINSCOM Support Activity
U.S. Army Operational Group

U.S. Army Systems Exploitation Detachment

U.S. Army Central Security Facility

DSAINSCOM Finance and Accounting Activity

. Army Element, National Security Agency
. Army Garrison, Vint Hill Farms Station

. Army Administrative Survey Detachment
U.S. Army Foreign Area Officers Detachment

Location

Arlington Ball Station, Virginia
Arlington Hall Station, Virginia
Fort George G. Meade, Maryland
Naval Air Station Key West, Florida
Kelly Air Force Base, San Antonio,
Texas

Fort George G. Meade, Maryland
Vvint Hill Parms Station, Virginia
Sobe, Okinawa, Japan

Berlin, Germany

Sinop, Turkey

Arlington Ball Station, Virginia
Fort George G. Meade, Maryland
Fort George G. Meade, Maryland
Fort George G. Meade, Maryland
Garmisch, Germany

Munich, Germany

Augsburg, Germany

Arlington Hall Station, Virginia
Heidelberg, Germany

Fort George G. Meade, Maryland
Fort George G. Meade, Maryland
Fort George G. Meade, Maryland
Fort George G. Meade, Maryland
Arlington Hall Station, Virginia
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W365AA
W39CAA
WLDFAA
WHDEAA

WUETAA
W3NSAA
WUGXAA
WUJI1AA
WUKPAA
WBUGAA
WBU699
WOO05AA
W32AAA

WO1BAA
W3S2AA
WO1TAAA
WBUTAA
WBUT99
WGNTAA
WGNT99

WBVNAA
WBVN99

WDLTYAA
WDLY99
WDLFAA

Onit Designation

AEADQUARTERS, U.S. ARMY INTELLIGENCE AND SECURITY COMMAND

USAINSCOM Maintenance Assistance and Instruction Team
U.S. Army Foreign Counterintelligence Activity
U.S. Army Systems Exploitation Detachment
USAINSCOM Administrative/Audiovisual Support
Activity
U.S. Army Fleld Station Kunia
USAINSCOM Theater Intelligence Center Pacific
U.S. Army Intelligence Support Activity
USAINSCOM Mission Support Activity -
U.S. Army Intelligence Exchange and Support Center
902d Military Intelligence Group
Augmentation, 902d Military Intelligence Group
USAINSCOM Pentagon Counterintelligence Force
USAINSCOM Military Intelligence (Counterintelligence)
East Coast
USAINSCOM Counterintelligence Detachment,
Defense Nuclear Agency
USAINSCOM Military Intelligence Battalion
(Security)
USAINSCOM Military Intelligence Battalion
(Counterintelligence) West Coast
66th Military Intelligence Group
Augmentation, 66th Military Intelligence Group
18th Military Intelligence Battalion
Augmentation, 18th Military Intelligence
Battalion
Sth Military Intelligence Company
Augmentation, 5th Military Intelligence
Company
HHC, 502d Army Security Agency Battalion
Augmentation, 502d Army Security Agency Battalion
'409th Army Security Agency Company (Operations)
(Rear)

110

GOMNERENTIAL

Location

Arlington Hall Station, Virginia
Fort George G. Meade, Maryland
Fort George G. Meade, Maryland

Arlington Hall Station, Virginia
Wheeler Air Force Base, Hawall
Fgrt Shafter, Hawail
Ariington-flall-Station, Virginia
Classified Location ™

* Arlington Hall Station, Virginia

Fort George G. Meade, Maryland
Fort Geocrge G. Meade, Maryland
Fort George G. Meade, Maryland
Fort George G. Meade, Maryland
Alexandria, Virginia

Fort George G. Meade, Maryland
Presidio of San Francisco, CA

Munich, Germany

Munich, Germany

Munich, Germany

Munich, Germany
Munich, Germany

Munich, Germany

-‘Augsburg, Germany °*

Augsburg, Germany

Augsburg, Germany
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UIcC Unit Designation Location

HEADQUARTERS, U.S. ARMY INTELLIGENCE AND SECURITY COMMAND
66th Military Intelligence Group
HHC, 502d Army Security Agency Battalion

WEDUAA 328th Army Security Agency Company Augsburg, Germany
WGS2AA 581st Military Intelligence Detachment Zweibrucken, Germany
WGS3AA 582d Military Intelligence Detachment Aleonbury, England
WGSHAA ) 583d Military Intelligence Detachment Weisbaden, Germany
WBVLAA 527th Military Intelligence Battalion Kaiserslautern, Germany
WBVYL99 Augmentation, 527th Military Intelligence

Battalion Kaiserslautern, Germany
WBVLAO Company A, 52Tth Military Intelligence Battalion Kaiserslautern, Germany
WBVLBO Company B, 52Tth Military Intelligence Battalion Stuttgart, Germany
WBWKAA 430th Military Intelligence Detachment Munich, Germany
WBWEK99 Augmentation, 430th Military Intelligence

Detachment Munich, Germany
WBWVAA T66th Military Intelligence Detachment Berlin, Germany
WBWV99 Augmentation, 766th Military Intelligence

Detachment Berlin, Germany

430th Military Intelligence Battalion
(Provisional) Munich, Germany

WGS5AA 584th Military Intelligence Detachment Vincenza, Germany
WBUBAA 470th Military Intelligence Group Fort Clayton, Panama
WBUB99 Augmentation, 4¥70th Military Intelligence Group Fort Clayton, Panama
WUJOAA U.S. Army Field Station Panama Celeta Island, Panama
WBU9AA 500th Military Intelligence Group Camp Zama, Japan
WBU999 Augmentation, 500th Military Intelligence Group Camp Zama, Japan
W3BRAA U.S. Army Field Station Misawa Misawa, Japan

WFNBAA 149th Military Intelligence Detachment Camp Zama, Japan
WFNB99 Augmentation, 149th Military Intelligence

Detachment Camp Zama, Japan
WCOFAA 181st Military Intelligence Detachment Camp Zama, Japan
WCOP99 Augmentation, 181st Military Intelligence

Detachment Camp Zama, Japan
WAUFWAA U.S. Army Asian Studies Detachment Camp Zama, Japan
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UIC

WH6AAA
WH6A99
W3F1AA
WEDVAA

WC16AA
WC1699

WBWFAA
WBWF99

WHBMAA

WHBMAO
WHBMBO
WBVAAA

WBVTAA
WHT2AA
WFJCAA
WH73AA

WUKKAA
WHBQAA
WHBQAO

WBVRAA
WHBPAA

WH60AA

WH6099

Unit Designation

HEADQUARTERS, U.S. ARMY INTELLIGENCE AND SECURITY COMMAND
HHC, 501st Military Intelligence Group
Augmentation, 501st Military Intelligence Group
U.S. Army Field Station Korea
332d Military Intelligence Company (Electronic
Warfare)
524th Military Intelligence Battalion
Augmentation, 52Uth Military Intelligence
Battalion
209th Military Intelligence Company (Operations Security)
Augmentation, 209th Military Intelligence
Company
3d Military Intelligence Battalion (Aerial
Exploitation)
Headquarters, Headquarters and Service Company, 3d
Military Intelligence Battalion
Company A, 3d Military Intelligence Battalion
Company B, 3d Military Intelligence Battalion
HHC, 513th Military Intelligence Group
513th Military Intelligence Center (Provisional)
174th Military Intelligence Company (Operations)
HHC, 201st Military Intelligence Battalion
17th Military Intelligence Company
166th Military Intelligence Company
U.S. Army EAC Aviation Intelligence Company
HHC, 202d Military Intelligence Battalion (Collection/
Exploitation)
641st Military Intelligence Company (Collection)
219th Military Intelligence Company
16lth Military Intelligence Company
HHC, 203d Military Intelligence Battalion (Technical
Intelligence)
11th Military Intelligence Company (Technical
Intelligence)
Augmentation, 11th Military Intelligence
Company (Technical Intelligence)

112

SOMNDEN-HAL

Location

Seoul, Korea
Seoul, Korea
Camp Humphreys, Pyong Taek, Korea

Camp Page, Korea
Seoul, Korea

Seoul, Korea
Seoul, Korea

Seoul, Korea
Pyong Taek, Korea

Pyong Taek, Korea

Pyong Taek, Korea

Pyong Taek, Korea

Fort Monmouth, New Jersey

Fort Monmouth, New Jersey

Fort Monmouth, New Jersey

Fort Mommouth, New Jersey

Fort Bragg, North Carolina

Vvint Hill Farms Station, Virginia
Lakehurst NAEC, New Jersey

Fort Monmouth, New Jersey
Fort George G. Meade, Maryland
Fort Monmouth, New Jersey
Fort Monmouth, New Jersey

L4
Aberdeen Proving Ground, Maryland
Aberdeen Proving Ground, Maryland

Aberdeen Proving Ground, Maryland
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WBUT
wBU2
WBU9
WH6A
WBVA
WBUb
WHEM
WGNT
WHT2
WHBQ

WHBP

WDLY
WC16
WBVL
WBVN
WFJC
WH60
WBVR
WHT3
WBVT
WBWF
WDEL
WEDV
WEDU
WDLF
WHBQ
WFN8
WCoF
WBWK
WGs2
WGS3
WGSU
WGS5
WBVW

APPENDIX B

TOE UNITS
(Aa of 30 September 1985)

66th Military Intelligence Group

470th Military Intelligence Group

500th Military Intelligence Group

HHC, 5018t Military Intelligence Group

513th Military Intelligence Group

902d Military Intelligence Group

3d Military Intelligence Battalion (Aerial Exploitation)
18th Military Intelligence Battalion

HHC, 201st Military Intelligence Battalion

HHC, 202d Military Intelligence Battalion
(Collesction/Exploitation)

HHC, 203d Military Intelligence Battalion (Technical
Intelligence)

HHC, 5024 Army Seocurity Agency Battalion

524th Military Intelligence Battalion

527th Military Intelligence Battalion

5th Military Intelligence Company

17th Military Intelligenoce Company

11th Military Intelligence Company (Technical Intelligence)
164th Military Intelligence Company

166th Military Intelligence Company

174th Military Intelligence Company (Operations)

209th Military Intelligence Company

219th Military Intelligence Company

332d Military Intelligence Company (Eleotronie Warfare)
328th Army Security Agency Company

409th Army Seourity Agency Company (Operations) (Rear)

6415t Military Intelligence Company (Collection)

149th Military Intelligence Detachment

1815t Military Intelligence Detachment

430th Military Intelligence Detachment

581at Military Intelligence Detachment

582d Military Intelligence Detachment

583d Military Intelligence Detachment

584th Military Intelligence Detachment

766th Military Intelligence Detachment

REGRADED UNCLASSIFIED

ON 25 AUGUST 2e:7]

BY USAINSCOM FOI/PA
13 Auth Para 4-102 DOD 5200.1R

i2'/




NONE

APPENDIX C

CHANGES IN STATUS OF TOE UNITS
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L[s]1) §
wooo
w001

-Woo2

W005
WO1A

W01B

WO1H
WO1K
Wo2B
WO2R
WODR
W1J1
WOKL
LALIK]
w2JB
W310
W32A

W3z2B
W35G
W36s
w39C
w318
w319
w372
W3AG
W3BR
w3cc
W3F1
W3NS
W3QN
w3s2
WLUDF
WuDK
WUET
WUFW
WyGx

CONEDENTIAL

APPENDIX D

TDA UNITS® ' *
{(As of 30 September 1985)

Headquarters, U.S. Army Intelligensce and Security Command
U.S. Army Garrison, Arlington Hall Station

USAINSCOM CONUS Military Intelligence Group

U,8. Army Element, National Security Agency

USAINSCOM Pentagon Counterintelligence Force

USAINSCOM Military Intelligence Battalion {Counterintelligence)
Weat Coast

USAINSCOM Counterintelligence Detachment, Defense Nuclear
Agency

U.S. Army Garrison, Vint Hill Farms Station

U.S. Army Field Station Key West

U.S. Army Field Station Okinawa

U.S. Army Field Station Berlin

U.S. Army Field Station Sinop

2 U.S. Army Special Security Group

U.S. Army Programs Analysis Group

U.S. Army Administrative Survey Detachment

U.S. Army Russian Inatitute

U.S. Army Field Station San Antonio .

USAINSCOM Military Intelligence Battalion (Counterintelligence)
East Coast

U.S. Army Central Security Facility

USAINSCOM Finance and Accounting Aotivity

USAINSCOM Maintenance Asaistance and Instruction Teanm
U.S. Army Foreign Counterintelligence Activity

USAINSCOM Support Activity

U.S. Army Operational Group

U.S. Army Foreign Area Officers Detachment

U.S. Army Field Station Augsburg

U.S. Army Field Station Misawa

USAINSCOM Automated Systems Aotivity

U.S. Army Field Station Korea

USAINSCOM Theater Intelligence Center-Pacific

U.S. Army Cryptologic Support Group

USAINSCOM Military Intelligence Battalion (Security)

U.S. Army Systems Exploitation Detachment

USAINSCOM Administrative/Audiovisual Support Activity
U.S. Army Field Station Kunia

U.S. Army Asian Studies Detachment

U.S. Army Intelligence Support Activity
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WiJO

WiJ1

wiuJ2z

WUKK

WUKP

WBU699
WBUT799
WBUB99
WBU999
WBVL99
WBVN99
WBWF99
WBWK99
WBWV99
WC1699
WCOF99
WDLY99
WFN899
WGNT99
WH6A99
WH6099

U.S. Army Field Station Panama

USAINSCOM Mission Support Activity

USAINSCOM Foreign Language Training Center Europe
U.S. Army EAC Aviation Intelligence Company

U.S. Army Intelligence Exchange and Support Center

Augmentation,
Augmentation,
Augmentation,
Augmentation,
Augmentation,
Augmentation,
Augmentation,
Augmentation,
Augmentation,
Augmentation,
Augmentation,
Augmentation,
Augmentation,
Augmentation,
Augmentation,
Augmentation,

902d Military Intelligence Group
66th Military Intelligence Group
470th Military Intelligence Group
500th Military Intelligence Group

527th Military Intelligence Battalion

5th Military Intelligence Company
209th Military Intelligence Company

430th Military Intelligence Detachment
766th Military Intelligence Detachment
524th Military Intelligence Battalion
1818t Military Intelligence Detachment

502d Army Seocurity Agency Battalion

149th Military Intelligence Detachment
18th Military Intelligence Battalion

5018t Military Intelligence Group
11th Military Intelligence Company
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¢ COMNEDPENTIAL

APPENDIX E
CHANGES IN STATUS OF TDA UNITS
REDESIGNATED

Unit ' Eff Date Authority

WOlAAA From: INSCOM Countarintelligence 1 Ooct 8i PO 63-5, HQ USAINSCOM,
and Signal Security 24 Sep 84
Support Battalion, PSF
To: USAINSCOM MI Battalion (Counterintelligence)
Weat Coast

W32AAA From: INSCOM Counterintelligence 1 Oct B84 PO 63-U4, HQ USAINSCOM,
and Signal Security 24 Sep B84
Support Battalion, Ft Meade
To! USAINSCOM MI Battalion (Counterintelligence)

East Coast
W3S2AA From: INSCOM Security Support 1 Oot B4 PO 63-3, HQ USAINSCOM,
0 Detachment, Ft Meade 24 Sep 84

To: USAINSCOM Military Intelligenoce
Battalion (Seourity)

W39CAA From: U.S. Army Speocial 1 Jul 85 PO 62-1, HQ USAINSCOM,
Operations Detachment v 17 Jul B85
To: U.S. Army Foreign Counterintelligence
Activity
REASSIGNED

WUDFAA U.S., Army Systems Exploitation 15 May 86 PO 42-2, HQ USAINSCOM,
Detachment 8 May 85
From: HQ USAINSCOM

To: U.S. Army Operational Group

W3YDAA U.S, Army Intelligence and 1 Deo 84 00=-3, HQS DA,
Threat Analysis Center 15 Feb 85
From: HQ USAINSCOM
To: U.S. Army Intelligence Agency

RELOCATED
‘ W1J1AA U.S. Army Speoial Security Group 1 Jan 85 PO 41-1, HQ USAINSCOM,
‘/ From: Pentagon, Washington, DC 14 Jan 85
Tot Arlington Hall Station, VA
117 T
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Unit Eff Date Authority
WOO5AA USAINSCOM Pentagon Counter- 18 Mar 85 USAINéEOM MI (CI)
intelligence Force East Coast FY 1985
From: Pentagon, Washington, DC AHR
To: @rlington-ﬂall Station, VA
WOOSAA USAINSCOM Pentagon Counter- 1 Jul 85 Msg, CDR USAINSCOM,
intelligence Force 6 May 85

From: Arlington Hall Station, VA
Tos Ft. George G. Meade, MD
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118 BY USAINSCOM FOI/PA
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Command or Unit

APPENDIX F -

USAINSCOM PERSONREL STRENGTH BY ONIT®
(As of 30 September 1985)

ACTUAL STRENGTH

HQ, U.S. Army Intelligence and Security

Command (INSCOM)
USAG, Arlington Hall Station

USAINSCOM CONUS Military Intelligence

Group (SIGINT/EW)

U.S. Army Element, National Security

Agency
USAG, Vint Hill Farms Station
U.S. Army Field Station Key West
#8).S. Army Administrative Survey
Detachment

USAINSCOM Automated Sysatems Activity

11th Military Intelligence Company

 (Technical Intelligence) w/

Augmentation
U.S. Army Field Station San Antonio
U0.S. Army Central Security Facility
USAINSCOM Finance and Accounting
Activity
USAINSCOM Maintenance Assistance
and Instruction Team
#8y.5. Army Foreign Area Officers
Detachment
U.S. Army EAC Aviation Intelligence
Company

OFF WO ENL MIL TOTAL CIV AGGREGATE
156 15 9y 265 340 505
16 3 165 184 100 284
120 30 987 1137 ] 1141
20 -0 0 20 0 20
1 1 126 138 127 265
1 0 23 24 0 24
73 T2 101 246 306 552
1M 3 101 115 63 178
1 5 176 192 0 192
5 2 207 21y n 218
y 0 9 13 84 97
1 0 12 13 34 u7
1 2 14 17 0 17
0 2 1M 13 ¢ 13
y 10 67 B1 0 81

®#The table is taken from DCSPER, INSCOM Command Strength Report dtd 30 Sep 8s.

#8ps of 31 August 1985.
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ACTUAL STRENGTH

Command or Unit OFF w0 ENL MIL TOTAL CIV AGGREGATE
USAINSCOM Support Activity 2 2 10 14 2B y2
U.S. Army Foreign Counterintelligence

Activity T y 24 35 9 Iy
0.S. Army Operational Group u8 20 HT) 114 29 143
U.S. Army Special Security Group 14 9 257 380 - 12 392
USAINSCOM Administrative/Audiovisual

Support Activity 1 0 33 34 42 76
902d Military Intelligence Group w/

Augmentation 13 1 29 b 1 54
USAINSCOM Pentagon Counterintelligence

Force 3 5 12 20 0 20
USAINSCOM Counterintelligence Detachment,

Defense Nuclear Agency 3 ] 9 16 2 18
17th Military Intelligence Company 8 6 130 UL 0 14y
174th Military Intelligence Company 16 9 164 189 V] 189
HHC, 202d Military Intelligence

Battalion (Collection Exploitation) L] 7 T2 . 93 0 93
USAINSCOM Mission Support Activity 1 1 57 59 15 T4
U.5. Army Intelligence Exchange and

Support Center (IESC) ) 1 6 1" 13 24
HHC, 203d Military Intelligence :

Battalion (Technical Intelligence) 13 1 y7 61 0 61
513th Military Intelligence Group

w/Augmentation 25 9 96 130 2 132
HHC, 201st Military Intelligence

Battalion 12 3 57 T2 0 T2
USAINSCOM Military Intelligence Battalion

(CI) East Coast (Ft Meade, MD) 35 20 108 163 5 168
USAINSCOM Military Intelligence Battalion ’

(CI) West Coast (Pres of SF, CA) 21 20 61 102 2 104
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ACTUAL STRENGTH

Command or Unit OFF WO ENL MJIL. TOTAL CIv AGGREGATE

USAINSCOM Military Intelligence

Battalion (Sety) 19 31 89 139 22 161

164th Military Intelligence Company 5 h 51 60 0 60

166th Military Intelligence Company y ] 272 280 0 280

219th Military Intelligence Company 3 6 69 78 - 0 78
TOTAL CONUS 805 312 3792 h912 1254 6163

470th Military Intelligence Group

w/Augmentation 27 9 83 119 15 134

U.S. Army Field Station Panama 2 1 B2 85 0 85
TOTAL CARIBBEAN 29 10 165 204 15 219

BRJSAINSCOM Theater Intelligence Center-

Pacifie 13 3 53 69 5 TS
U.S. Army Field Station Okinawa 17 2 335 354 18 372
U.S. Army Field Station Misawa 3 0 136 139 0 139
500th Military Intelligence Group w/

Augmentation 1" 3 56 70 62 132
B#HHC, 501st Military Intelligence Group w/

Augmentation 32 8 228 268 22 290

181st Military Intelligence
Detachment 2 2 13 17 7 24
#8209th Military Intelligence

Company (Operations Security) ] 13 123 140 20 160
U.S. Army Asian Study Detachment 1 0 7 7 By 91
s#p. S, Army Field Station Korea 17 12 217 2u6 45 291
##3324 Military Intelligence Company '

(Electronic Warfare) 3 229 241 0 2h1

##p3 of 31 August 1985.
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Command or Unit

149th Military Intelligence
Detachment
U.S. Army Field Station Kunia
#8233 Military Intelligence Battalion
(Aerial Exploitation)
SMHC, 524th Military Intelligence
Battalion

TOTAL PACIFIC

U.S. Army Cryptologic Support Group
#8y.5., Army Field Station Berlin

0.S. Army Field Station Augsburg
66th Military Intelligence Group W/
Augmentation

Sth Military Intelligence Company

HHC, 18th Military Intelligence
Battalion

430th Military Intelligence
Detachment

'527th Military Intelligence Battalion

766th Military Intelligence
Detachment
HHC, 502d Army Security Agency
Battalion

328th Army Security Agency

Company

409th Army Security Agency Company,
Operations (Rear)

581st Military Intelligence
Detachment

*8js of 31 August 1985.

ACTUAL STHENGTH

P

OFF L.Y) ENL MIL TOTAL CIv AGGRECGATE
3 1 5 9 8 17
26 1 920 957 18 982
21 32 351 Loy 0 uouy
22 2 99 123 23 146
180 92 2772 3044 312 3363
2 3 12 17 0 17
3 20 784 835 13 848
62 36 1642 17480 99 1839
n2 13 207 262 uy 306
2 y hy 50 38 88
15 13 116 144 67 21
11 10 27 48 6 54
35 28 282 345 71 116
3 2 25 30 5 35
14 3 120 137 3 140
4 3 132 139 0 139
4 2 186 192 o' 192
3 2 33 38 0 38
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ACTUAL STRENGTH

Command or Unit OFF W0 ENL MIL TOTAL CIv AGGREGATE
582d Military Intelligence Detachment y 1 25 30 0 30
583d Military Intelligence Detachment 3 1 37 41 0 41
584th Military Intelligence

Detachment y 1 25 30 2 32
U.S. Army Field Station Sinop 25 8 257 290 0 209
#8y.S, Army Russian Institute 6 0 6 12 24 36
#8USAINSCOM Foreign Language Tralining

Center Europe y 1 10 15 9 24
274 151 3970 4395 381 B695

TOTAL EUROPE

883 of 31 August 1985.
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APPENDIX G

PROVISIONAL UNITS

(As of 30 September 1965)

430th Military Intelligence Battalion (Provision
al)
§13th Military Intelligence Center (Provisional)

124
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APPENDIX H

CHANGES IN STATUS OF PROVISIONAL UNITS

DISCONTINUED
Unit Eff Date Authority
USAINSCOM Security Support 1 Oct 84 PO 63-3, HQ USAINSCOM,
Battalion (Provisional) 24 Sep 84

%*Upon redesignation of INSCOM Security Support Detachment, Ft. Meade to
USAINSCOM Military Intelligence Battalion Security.

- ]
139 REGRADED UNCLASSIFIED
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APPENDIX I

USAINSCOM KEY PERSONNEL

Position/Name . Dates Served

COMMANDING QENERAL

MG Harry E. Soyster ) 29 Jun B4 - Present
DEPUTY COMMANDING GENERAL

BG Charles F. Scanlon ~ 19 Feb 85 - Present

BG James W. Hunt 30 Sep 82 - 7 Feb 85
DEPUTY COMMANDING GENERAL, SUPPORT

BG Charles F, Scanlon Nov 83 - 19 Feb 85
DEPUTY COMMANDING GENERAL, INTELLIGENCE

BG James W. Hunt 30 Sep 82 - Q07 Feb 85
COMMAND SERGEANT MAJOR

‘ CSM Sammy W. Wise 30 Dec B4 - Present

CSM George W. Howell, Jr. 15 Mar 82 - 30 Deo 8Y4
CHIEF OF STAFF

BG George J. Walker 19 Feb 85 - Present

COL Richard J, Powers, Jr, 21 Nov 84 -~ 19 Feb 85

COL Louis D, Kirk 31 Jan 84 - 21 Nov 84
DEPUTY CHIEF OF STAFF

LTC Eugene Jchnson Jul B4 = Present
SECRETARY OF THE QENERAL STAFF

MAJ Grady J. Howell, Jr. 05 Jun 84 - Present
USAINSCOM LIAISON OFFICE, FORSCOM

LTC Buddy L. Parker 28 Mar 84 - Present
USAINSCOM LIAISON OFFICE, TRADOC

LTC Perry E. Cole 30 Sep 83 - Present
USAINSCOM LIAISON OFFICE, USAREUR

LTC Donald Tait 05 Oct 83 - Present
USAINSCOM LIAISON OFFICE, USAICS

MAJ Dallas M, Vibbert 21 Jun BY4 - May 85

€ USAINSCOM LIAISON OFFICE, USACACDA |
MAJ John L. Pannier 29 Oct 82 - 15 Dec 84
126
- REGRADED UNCLASSIFIED
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LOAHBENHAE—

Position/Name

USAINSCOM LIAISON OFFICE, NSA
COL James P. Brown

SENIOR RESERVE COMPONENT ADVISOR
COL Robert E. Elmore

CHIEF, OFFICE OF ORGANIZATIONAL
EFFECTIVENESS

MAJ Paul A. Mann

CPT B.E. Prestridge

INSPECTOR GENERAL
COL Robert L. Wolf

STAFF JUDGE ADVOCATE
COL John R. Thornock
COL Edward S. Adamkerwiocz, Jr,

STAFF ADVISOR FOR SCIENTIFIC AND
CRYPTO AFFAIRS
Mr. Edwin A. Speakman

CHIEF, OFFICE OF PUBLIC AFFAIRS
LTC Richard P. Holk
LTC William S. Birdseye

COMMAND CHAPLAIN
COL William T. Smith

SPECIAL DISPURSING OFFICER
Mr. Benjamin Strucken

COMMAND PSYCHOLOGIST
MAJ Dennis Kowal

DEPUTY CHIEF OF STAFF, PERSONNEL
COL Arthur A. Remling II

DEPUTY CHIEF OF STAFF, INFORMATION

MANAGEMENT
COL William R. Barnes

DEPUTY CHIEF.OF STAFF, INFORMATION

RESOURCE MANAGEMENT
COL Alan H. Byrne

06 Jul 84

12

06
0l

30

12

0l

06

01

3l

0l

Sep

May
Aug

Aug

Jul
Jun

Aug

Jul
Oct

Jul

Mar

Aug

Mar

May

Jun

83

85
84

8y

85
82

68

85
80

83

84

84

8y

85

84

Dates Served

L J

Present

Present

- Present
- May 85

Present

Present
1 Jul 85

Present

- Present

12 Jul 8%
Present
Present
Present

Present

Present

01 May 85

REGRADED UNCLASSIFIED \

ON 25 MQS'T‘ 2017
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Peaition/Name

DEPUTY CHIEF OF STAFF, PLANS, PROGRAMS,
AND MODERNIZATION
Mr. James D, Davis

DEPUTY CHIEF OF STAFF, OPERATIONS
COL Robert M. Bowe
COL Richard J. Powers, Jr,

DEPUTY CHIEF OF STAFF, LOGISTICS
COL Charles L, Bell
COL Robert G. Haltiner

DEPUTY CHIEF OF STAFF, RESOURCE MANAGEMENT
COL John G. Quast
COL John A. Croft

DEPUTY CHIEF OF STAFF, SYSTEMS
Mr. George A, Harvey, Jr.

DEPUTY CHIEF OF STAFF, TELECOMMUNICATIONS
COL William R. Barnes

CHIEF, COMMAND SECURITY OFFICE
Mr. Stephen M. Earle

Unit/Commander

66th MILITARY INTELLIGENCE GROUP
COL John G, Lackey III

470th MILITARY INTELLIGENCE GROUP
COL Thomas K. Newell
COL M.E. Pheneger

500th MILITARY INTELLIGENCE GROUP
COL John L. Leide

HHC, 501st MILITARY INTELLIGENCE GROUP
COL Paul E. Menoher, Jr.

513th MILITARY INTELLIGENCE GROUP
COL William A, Bentz

9024 MILITARY INTELLIGENCE GROUP
COL Francis W, Creighton

128

142

CONFIBENT AL

01 Oot 83 -

08 Jul B85 =
02 Jul 84 -

Aug 85 -

Dates Served

[ 3

Present

Present
08 Jul B4

Prasent

31 May 81 - Aug 85

20 Oct B84 - Present

19 Jul 81 -

20 Oct 84

03 Jan 78 - Present

27 Aug 84 -

01 May 85

31 Aug 81 - Prasent

27 Jul 84 - Present

10 Jul 85 = Present

07 Jul 83 -

10 Jul 85

12 Jul B84 - Present

15 Jun 84 -~

13 Aug B4 -

Present

Preaent

10 Jul 84 - Present

REGRADED UNCLASSIFIED
ON 2.5 GusT 2ot
BY USAINSCOM FOI/PA
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Unit/Commander

USAINSCOM CONUS MILITARY INTELLIGENCE
GROUP (SIGINT/EW)
COL Eleas A. Cozanitis

U,S5., ARMY QOPERATIONAL GROUP
COL Michael A. Scott

U.S. ARMY SPECIAL SECURITY GROUP
COL Arleigh D, Waterman
COL George C. Campbell

[ =

.S. ARMY CRYPTOLOGIC SUPPORT GROUP
LTC Sherman J. Blanchard

(=

.5, ARMY FIELD STATION AUGSBURG
COL Charles S. Simerly
COL Floyd L. Runyon

U.S. ARMY FIELD STATION BERLIN
COL Kenneth D, Raney

U.S. ARMY FIELD STATION KEY WEST
CPT Charles M. Frechette

U.S. ARMY FIELD STATION KUNIA
COL William H, Campbell
COL Robert M. Bowe

U.S. ARMY FIELD STATION KOREA
LTC Ronald W. Carter

[

.S. ARMY FIELD STATION MISAWA
LTC Savatore M. Bruni
LTC Bernard J. Lawless

U.S. ARMY FIELD STATION OXKINAWA
LTC Manuel A. Conley
COL Walter L, Cressler, Jr.

U.S. ARMY FIELD STATION PANAMA
MAJ Dennis A, McGaugh

U.S. ARMY FIELD STATION SAN ANTONIO
LTC Brian C, Warren
LTC John R. Dickson

04

29

01

17

16
1§

01

25

14
14

15

26
08

Nov

Jun

Dec
Jul

Jun

Aug
Aug

Aug

Jun

Jun
Jun

Jun

Nov
Nov

Oct
Jul

Sep

Jul
Jul

83

84

84
82

83

85
83

84

84

85
83

84

84

82 -

84
84

84

85

83 -

Dates Served

Present
Present

Present
Dec 84

Present

Present
16 Aug 85

Present
Present

Present
14 Jun BS

Present

Present
Nov B4

Present
Oct B84

Present

Present
26 Jul 8%

REGRADED UNCLASSIFIED
ON 25 AUGUET 24,7
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Unit/Commander Dates Served

U.S. ARMY FIELD STATION SINOP *
COL David W, Tellman 13 Aug 85 - Present
COL Theodore C. Feichtl 23 Jul B84 - 13 Aug 85

3d MILITARY INTELLIGENCE BATTALION
(AERIAL EXPLOITATION)

LTC John D, Thomas, Jr. 31 Jul 85 ~ Present

LTC Lindon D. Jones 15 May 83 - 03 Jul 85
HHC, 18th MILITARY INTELLIGENCE BATTALION

LTC John C. Linley, Jr. 02 Jul 8Y4 - Present
HHC, 201st MILITARY INTELLIGENCE BATTALION

LTC Robert D. McKay 14 Jun 8Y4 - Present
HHC, 202d MILITARY INTELLIGENCE BATTALION

CPT Dennis E. Royer 03 Jun 85 - Present

LTC Charles M. Jackson 25 May 84 - 03 Jun 85

HHC, 203d.HILITARY INTELLIGENCE BATTALION
(TECHNICAL INTELLIGENCE)

LTC Michael A. Petersen 07 Jun 85 « Present

LTC Neal E. Norman 14 Mar 83 - 07 Jun 85
430th MILITARY INTELLIGENCE BATTALION

(PROVISIONAL)

LTC Raymond T. Waity 14 Jun 85 -~ Present

LTC James M. Dorton 15 Jul 82 - 14 Jun 85
502d MILITARY INTELLIGENCE BATTALION

LTC Carol M. Hemphill 24 Jul 85 - Present

LTC Norman E. Youngblood III 02 Sep 83 - 24 Jul 85

HHC, 524th MILITARY INTELLIGENCE BATTALION
LTC Charles W. Nerburgh Jun 84 - Present

527th MILITARY INTELLIGENCE BATTALION
LTC George R. Brock 09 Jul 84 - Present

USAINSCOM MILITARY INTELLIGENCE
(COUNTERINTELLIGENCE) EAST COAST
LTC William A. McDonough 25 Mar 85 - Present
LTC Elizabeth G. Tullis 17 Mar 83 - 25 Mar 85
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Unit/Commander

USAINSCOM MILITARY INTELLIGENCE
(COUNTERINTELLIGENCE) WEST COAST
LTC Lawrence Schneider
LTC John A. McCloud

USAINSCOM MILITARY INTELLIGENCE BATTALION
(SECURITY)

LTC David W. Clark

5th MILITARY INTELLIGENCE COMPANY
CPT Connie S. Labadie
MAJ William A, Doyle, Jr.

11th MILITARY INTELLIGENCE COMPANY
(TECHNICAL INTELLIGENCE)

CPT Jeffrey C. Holle

CPT William R. Brown

17th MILITARY INTELLIGENCE COMPANY
MAJ A.J. Paluska, Jr.

164th MILITARY INTELLIGENCE COMPANY
CPT Timothy O'Neil
CPT Richards A. Rice

166th MILITARY INTELLIGENCE COMPANY
CPT Alan S. Taylor ’

174th MILITARY INTELLIGENCE COMPANY
CPT(P) William G. Fillman
CPT Elizabeth D, Estler

219th MILITARY INTELLIGENCE COMPANY
MAJ Stanley R, Chrzanoski
MAJ Harvey H., Latson III

332d MILITARY INTELLIGENCE COMPANY
(ELECTRONIC WARFARE)
CPT Monte F. Hengot
CPT Daniel G. Doby

INSCOM EAC AVIATION INTELLIGENCE COMPANY
MAJ Douglas Roberts
MAJ Roderick J. Isler

06 Aug 85
17 Aug 83

1l Sep 84

25 Jul 85
29 Jul 84

20 Sep 85
09 Aug 84

31 Jul 84

17 Jun 85
16 Apr 84

31 Jul 84

20 May 85
01 Apr 84

14 Dec 84
09 Aug 83

16 Aug 85
15 Aug 84

30 Sep 85
02 Aug 84

Dates Served

Present
06 Aug 85

Present

Present
25 Jul 85

Present
20 Sep 85

Present

- Present

17 Jun 85

Present

Present
20 May 85

Present
14 Dec 84

Present
16 Aug 85

Present
30 Sep 85

ON 25 #
BY USAINSCOM FOI/PA
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CONFIDENTIAE

Unit/Commandar

328th ARMY SECURITY AGENCY COMPANY
CPT Naney B. Sullivan

641st MILITARY INTELLIGENCE COMPANY
{COLLECTION)
MAJ Theocdore W. Waronicki
CPT David M, Moak

209th
CPT
CPT

MILITARY INTELLIGENCE COMPANY
Kevin R. Cunningham
Terry. B. Wilson

149th
LTC
LTC

MILITARY INTELLIGENCE DETACHMENT
William R. Eicholz
Lee G. Smith

181st
MAJ
MAJ

MILITARY INTELLIGENCE DETACHMENT
Charles L. Robertson ‘
Edward C. Olson

Looth
CPT
CPT

ARMY SECURITY AGENCY COMPANY
Jack Horne, Jr.
Tamara C., Kaseman

66th MILITARY INTELLIGENCE GROUP,
DETACHMENT HAHN

LTC Rodney P. Miller

LTC Lawrence P. Carr

430th MILITARY INTELLIGENCE DETACHMENT
LTC Raymond T, Waity
LTC James M. Dorton

5819t MILITARY INTELLIGENCE DETACHMENT
{IMAGERY INTERPRETATION)
CPT Ann M. Peterson

582d MILITARY INTELLIGENCE DETACHMENT
{IMAGERY INTERPRETATION)
CPT Dennis R. Deines
CPT Alexander G. Hodges

583d MILITARY INTELLIGENCE DETACHMENT
{IMAGERY INTERPRETATION)
MAJ John J. Ciriaco

132

i46

10 Aug 84

10
21

16

11

17
30

03
12

07
0l

14

15

o4

19
12

Jul
May

Jun

Jan
Apr

Deo
Nov

May
Dec

Aug

Jan

Jun

Jul

May

Nov
May

Jan

CONRTIDENTIAL

85
84

85
8y

85

83 -

8y

83

85
83

85

85
82

84

84
83

83

Dates Served

Present

- Present
- 10 Jul B85

- Present
= 16 Jun 85

- Presant
Jan 85

- Presant
- 17 Dec BY

- Present
- 03 May 85

= Present

‘= 07 Aug 85

- Present
- 14 Jun 85

- Present

= Present
- 19 Nov 84

-Present
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Unit/Commander Dates Served

584th MILITARY INTELLIGENCE DETACHMENT

LTC Bruce N. Ey 09 Jan 84

766th MILITARY INTELLIGENCE DETACHMENT
LTC Stuart A, Herrington 15

U.S. ARMY ASIAN STUDIES DETACHMENT
Mr, Seiji Afzawa 0

USAINSCOM CI DETACHMENT, DEFENSE NUCLEAR
AGENCY

LTC William £, Hawkins 15

U.S. ARMY ADMINISTRATIVE SURVEY DETACHMENT
COL Robert W. Sheffield 20

USAINSCOM THEATER INTELLIGENCE CENTER -
PACIFIC

LTC James A. Roberts 15

U.5. ARMY INTELLIGENCE EXCHANGE AND SUPPORT
CENTER

COL Charles R, Cleveland ' 1
LTC Allen Berg 15

USAINSCOM FOREIGN LANGUAGE TRAINING CENTER
EUROPE

LTC Alan R, Meyer 03

LTC James D. Phillips III 29
USAINSCOM PENTAGON COUNTERINTELLIGENCE FORCE

MAJ Charles C. Glunchenhaus 10

LTC Philip J. Gillen, Jr. 21
USAINSCOM AUTOMATED SYSTEMS ACTIVITY

LTC(P) Stepehn L. Weisel 0

COL Thomas M, Herrick 01

USAINSCOM ADMINISTRATIVE/AUDIOVISUAL SUPPORT
ACTIVITY

Mr, David Stein 30
USAINSCOM FINANCE AND ACCOUNTING ACTIVITY
MAJ Donald 8. Pargoff 14
133
14

- Present
Jul 83 - Present
Oct 80 -~ Present
Apr 83 - Present
Jul 84 - Present
Jun B4 - Present
Aug B85 - Present
Jul B3 - 1 Aug 85
Jun 85 - Present
Aug 83 - 03 Jun 85
Jul B85 - Present
May 82 - 10 Jul 8%
Jun B85 - Present
Aug 84 - 01 Jun 85
Nov 78 - Present
May 84 - Present
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Unit/Commander

USAINSCOM SUPPORT ACTIVITY, FORT MEADE
CPT Mark S. Wilkins
CPT Dennis S. Driggers

USAINSCOM MAINTENANCE ASSISTANCE AND
INSTRUCTION TEAM
CPT Larry E. Monger

USAINSCOM MISSION SUPPORT ACTIVITY
Mr. Donald L. Valcheff

U.S. ARMY FOREIGN COUNTERINTELLIGENCE
ACTIVITY
LOL Robert G. Lunt

U.S. ARMY CENTRAL SECURITY FACILITY
COL Claude W. Johnson

U.S. ARMY RUSSIAN INSTITUTE
COL Don 0. Stovall

U.S. ARMY GARRISON, ARLINGTON HALL STATION
LTC Harry F. Ferguson

U.S. ARMY GARRISON, VINT HILL FARMS STATION
COL Leland J. Holland

134

i48

Dates Served

Aug 85 - Present
19 Dec 83 = Aug 85
15 Aug B84 - Present
01 Oct 82 - Present
21 Sep 84 - Present
21 Mar 83 - Present
11 Aug 83 - Present
20 Jul B4 - Present
14 Jun 83 = Present
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UNCLASSIFIED

AFPENDIX J
TRAVIS TROPHY WINNERS ‘ *
Calendar Year Winner
1964 6988 U.S. Air Force Seourity Squadron
(USASA NOMINEE: 53d USASA Special Operations Command)
1965 313th ASA Battalion (Corpa)
1966 1st Radio Company Fleet Marine Forae
(USASA NOMINEE: DSASA Training Center and School)
1967 509th USASA Group ’
1968 6990th U.S, Air Force Security Squadron
(USASA NOMINEE: USASA, Europe)
1969 6994th U.S. Air Foroe Seourity Squadron
(USASA NOMINEE: 330th ASA Company)
1970 USASA Fleld Station, Udorn
1971 U.S., Naval Seourity Group Activity, Bremerhaven, Germany
(USASA NOMINEE: USASA Field Station, Vint Hill Farms)
1972 6916th U.S. Air Foroce Security Squadron
{USASA NOMINEE: USASA Field Station, Udorn)
1973 USASA Field Station, Berlin
1974 U.S. Naval Security Group Aotivity, Misawa, Japan
(USASA NOMINEE: USASA Field Station, Augsburg)
1975 Consolidated Security Operations Centaer, San Antonio
(USASA Fileld Station, San Antonio/6993d U.S. Air Force
Seourity Squadron)
1976 USASA Field Station, Sobe
1977 470th Military Intelligence Group

All Aoy intormation contained
herein was regraded
UNCLASSITED on 28 Apr 2016
Bv USAIINSCOM FOLFA
Auth Paa 4-102, DOD S220.1R
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UNCLASSIFIED

Calendar Year Winner

1978 6903 U.S, Air Force Security Squadron, Osan Air Base,
Korea (USAINSCOM NOMINEE: U.S. Army Field Station
Augsburg)

1979 U.S. Naval Security Group Activity, Misawa, Japan
(USAINSCOM NOMINEE: U.S. Army Field Station Sobe)

1980 U.S, Army Field Station Misawa

1981 U.S. Army Field Station Berlin

1982 6912 Air Force Electronic Security Group, Berlin

(USAINSCOM NOMINEE: U.S. Army Field Station Berlin)

1983 6920 Air Force Electronic Security Group, Misawa AB,
Japan (USAINSCOM NOMINEE: U.S. Army Field Station Augsburg)

1984 Naval Security Group Activity, Edzell, Scotland
(USAINSCOM NOMINEE: U,.S. Army Field Station Augsburg)

All Armry indformabon contained
herein was regraded
UNCLASSITED or [28 Asril 2016 |
136 Bv USAINSCOM FOLPA
150 Auth Para 4-102. DOD 5200.1R
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1980

1981

1982
1983

1984

UNCLASSIFIED

APPENDIX K

DIRECTOR'S TROPHY WINNERS

Calendar Year. ‘Winners
1979 Staff Commander Middle East Force, Jufair, Bahrain

(ARMY NOMINEEt 193d Brigade Support Company, Fort
Amador, Panama)

6916 Electroniec Security Squadron, Hillenikon Air
Base, Greece (ARMY NOMINEE: 372d ASA Co, 25th Inf
Div, Oahu, Hawaii)

Navy Seourity Group Activity, Athens, Greece (ARMY
NOMINEE: 372d ASA Co, 25th Inf Div, Oahu, Hawaii)

Task Force 138, U.S. Southern Command

2d Radio Battalion Fleet Marine Foroe, Atlantio,
Camp Lejuene, North Carolina (ARMY NOMINEE: 193d
Military Intelligence Company (CEWI), Panama)

224th Military Intelligence Battalion (Aerial
Exploitation)

All Ammry intormation coftained
herein was regraded
UNCLASSITED on 28 April 2016
By USAIINSCOM FOLPA
Auth Pata 4-102, DOD 5200.1R
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cA.'illll.'.llll...California
CCIl..isvevnnnsresssControlled Cryptographic Itema
CCPuvvicvesesansessCongolidated Cryptologic Program
edr/CDR.vcsvseess. .commander
CE.................counterespionage
CENTAM...ievssssesvsContral America
CET:vnevecacessrsessCritical Eventa Templating
CG.................oommanding general
CHCSS.+svsneesesseChief, Central Security Service
CI.................oounterintelligenoe
ClIAcievecsasesse...Contral Intelligence Agency
CINCUSAREUR........Commander-in-Chief, U.S. Army Europe
CIRAH..............Counterintelligence Resource Allocation
Model
elv.iiiienessnaeescaivilian
CMFieeerevaesesse..Career Management Field
CNL.¢vsvesevvsseso.commanders needs letters
COviveveuessesaareoscontrol office
COB.veveensssnssss,00mmand operating budget
CofSevuivesenneaes.Chief of Staff
COL...vevuanseansscOlonel
CONAUTH.......s.+..CPyptonet controlling authority
CONUS..ssusseeneso.Continental United States
COS...vsveeseeesss CONUS operations site
CAP.viivevrseseeeaccontrol and procesaing
CPAR..:veseevsee...00llection, processing, analysis, and
reporting
CPO.v.oesensensssssCivilian Personnel Office
CPX..veeeeersrnessCommand Poat Exercise
C3CieveeeessrssessCommunity Support Center

(b)(3):50 USC 3024(i);(b)(3):P.L. BE-36:(b) (1) Per NSA

CSLA+eieveeiieass s .COMSEC Logistical Activity
CSM.tsuresenssenss command sergeant major
CS0.cveencesensssssCommand Security Offiae; Cover

. Support Organization,
CSOC.evvvuusesess..Combined Security Operations Center
CS8¢eveecasnsrecesContral Security Service
CSU.vveereesrsesnss.Conventional Signal Upgrade

CTEDuusieearanesre.Civilian Training, Education, and Development

DAceuveviiasereeee.Department of the Army

DARCOM..+iseeesess.U.5, Army Materiel Development and Readiness

Command
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DFeseeseevvesssssoedisposition form; direction-finding (b)(3), 10 USC 424 Per
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DCA.vsvevecesrsnasssDefense Communications Agency
DCG....evevsnsensardeputy commanding general ¢
DCG=I.cusssveanesssDeputy Commanding General, Intelligence
DCG=S.vesveeveesssDeputy Commanding General, Support
DCS...........;....Depqty Chief of Staff; Defense Communioations
. Systems
DCSAUT...vvaesessc.Deputy Chief of Staff, Automation
DCSFM.ii¢vevsaeeess.Daputy Chief of Staff, Foroe Modernization
DCSIMivvseveansaae.Deputy Chief of Staff, Information Management
DCSINT..¢cvesesess.Deputy Chief of Staff for Intelligence
DCSIRM.¢¢.eevevesaDeputy Chief of Staff, Information,

Resource Management
DCSLOG.e..cvecesvss.Daputy Chief of Staff, Logistios
DCSOPS...eceuseseq.Deputy Chief of Staff, Operationa
DCSPER...seesssasssDeputy Chief of Staff, Peraonnel
DCSPPM.............Deputy Chief of Staff, Plans, Programs, and

Management
DCSAM...vevveeesve.Deputy Chief of Staff, Resource Management
DCSSYS.ssevveessassDeputy Chief of Staff, Systems
DCSTEL.vevvssesasssDeputy Chief of Staff, Telecommunications

|—| DIA

‘DIRNSA.............Defense Intelligence Produotion Schedul

DIS.vvievensves..s.Defense Investigative Service
DITS....+ss0ese....Digital Imagery Transmission System
DNA..¢vsevveaseesc.Defense Nuolear Agenoy
DOCEX.:civveesessqs.document exploitation
DOCMID...sseseeess.Dooumentation Modernization
DOD....ssusessesss.Department of Defense
DSA...iievvesseavsDefense Seourity Agenoay
DSCS..ssssssvevess.Defense Satellite Communiocations System
DSSCS.sseeaesesesesDefanse Special Security Communioations
: System

EACi¢iteseeeassass@0helon above corps

ECAS..cssveevues. . .ELSEC Collection and Analysis System
EQiciieeevannanase.0lectro-optics

EORSAT.....xss00...Elint Ocean Reconnalasance Satellites
EPDS.¢viesessessessElectronio Processing and Dissemination System
ESAF..sssersaaess..European Speoial Activities Faoility
ESCesvsesesvsnsssssElaotronic Security Command
ESPicivevecscanesoExploitation of Signals Parametrics

ETEC.:sceveavsssss.Electronios and Telecommunications Evaluation
Center
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ACofS..iseeeseeessABsintant Chief of Staff
ACST..ccvevevsessacABainatant Chief of Staff for Intelligence
ACSTEL..issesesessr.AB81iatant Chief of Staff, Telecommunications
ADC..vsvenroeseases Army Document Center
ADCSLOG:ssressessscAnsistant Deputy Chief of Staff, Logistics
ADCSOPS..¢eescassscAs8istant Deputy Chief of Staff, Operations
ADCSPER.:.seesesca.A88iatant Deputy Chief of Staff, Personnel
admin....cvssere...adminiatration
ADP.cecvveessesssssautomatic data processing
AFCITC.vuueessesascAdvanced Foreign Counterintelligence Training

Course
AFP.ceeresseccnssscapproved funding program
AHCP,iveasaeeeossasArmy HUMINT Collection Plan
AHR...evveasessess Annual Historical Report
AHS..ve0vseeessass Arlington Hall Station
AIA.iciceereceeesssU.S. Army Intelligence Agency
AIB.csevesseaenesscAviation Intelligence Battalion
AlG...veeeesasesssshoting Inspeator(s) General
ALO...cissesseness.BUthorized level of organization
AMC..cervvsssssvsesslsS, Army Materiel Command
AOE,.vceveasesensssArmy of Excellence
ADR.vvvesssesssaennsArea of Responsibility
ARucveesvvesssseesArmy Regulation
ARDF,.ievseecsnsnscaerial radio direction-finding
ARTEP..ssssssssess-Arity Training and Exercise Plan
ASA..civissusenanscArmy Security Agency; Automated

Systems Aotivity; Automated Support Activity
ASARS...c.seess000..Advanced Synthetic Aperture Radar System
ASD...vcsseesesesssU.S. Army Administrative Survey Detachmentj
ATCAE..:eees00ee0¢-Army Technical Control and Analysis Element
ATT.seesessesassss.Amerioan Telephone and Telegraph Company
AURS...ccoeessesssAutomated Unit Reference Sheet
8uthececssessaseesauthorized
AWOL.secsessersssso.nBb3ence without leave

BER...... sesvssesssBudget Execution Review
BGuversseennsesssssbrigadier general
BIFF..cceossssssessBattlefield Identification Friend or Foe
BLPiesssserssesseesBaseline Plan
Bn.............-...battalion
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ETS8C..c.ceeesvessssEuropean Troop Strength Ceiling
EUCOM...cs¢sess4...European Command .
EW..ciavesuevseeses0loctronic warfare
EXievievenresenssaoxceptional

FCA...vvvienevssesForeign Counterintelligence Activity
FCIl......vevvenseq.Foreign Counterintelligence Program
FISINT.cvvveeereessfOreign instrumentation signal intelligence
FLIR.tsvvssesseseaforward looking infrared
FORSCOM.+vcvs0sesssU.S, Army Forces Command
FRG.veveeveeveans...Federal Republic of Germany
FSevieeosnseanannssofully Buccessful

FY.eeieeieeensneaaafiacal year

FYDP..esvecveeeee.s.Fiscal Year Defense Program

OCM.vieeecsrsaasseeaGround Control Module
GDIP...ecsesssessqsGeneral Defense Intelligence Program
GEN..:cseereresesscgeneral :
GPAS..¢vseceeerasaiGeneral Performance Appraisal System
GPS.seecesnesessasaOlobal Positioning System _
GS..veeevteaeersaaiOeneral Sohedule (Civilian Employees)
GSMeveseasesessser.Ground Station Module

HCA..evvteesaevsnaHead of Contracting Activity
HF....covevvenseeahigh frequency
HFDF......vv.0see0..high frequency direction-finding
HHC..eevseeeesssso.Headquarters and Headquarters Company
HOIS.....0ts0eeses.Hostile Intelligence Service

Hq/HQ.. ¢+ v2eseese.0 . headquarters
HQDA.....uvv0vee. . Headquarters, Department of the Army
HS.i.vieseseecers-.highly successful
HUMINT.....sess0..,human intelligenoce

IBEX:eaeeveosseans . INSCOM Beyond Excellence
ICF.civevsssvseessiinatallation confinement facility
IDHS:evesseassesse.Intelligence Data Handling System

TEW..cveosseeeseaacintelligence and electronic warfare

IFF...vieeveaeress.Identification Friend or Foe
IG.esvessvassssssoinspactor general

IGAR.vsevssssvesss.Inspector General Action Requests
IHFR.ieivsveeesevs . Improved High Frequency Radios
IMINT...eouvsns0es.imagery intelligence

INSCOM...svsvvease.U.8. Army Intelligence and Security Command
I0C...evenseneesaarinitial operational capability
I0SS..sv0e4veesussIntelligence Organization and Stationing Study
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IPH- ........--.....In-PPOOGSB RQVie"
IPW.viseseeeseessosInterrogation of Prisoners of War i
IRcvevesvsecnsessesinternal review
IRR.tvsseesesesesssInvestigative Reoords Repository
ITAC..ccveeessesvsoIntelligence and Threat Analysis Center
ITACIES.isseseseacsInterim Tactical Imagery Exploitation System
ITEPsveveesssessessInterim Tactiocal ELINT Processor

JCSeetessenenresscsdoint Chiefs of Staff

JSTARS..¢evsessesesdoint Surveillance and Attaok Radar System

JTIDS.eseseeseese..Joint Tactical Information Distribution
System

JUSMAG..eesvevssseodoint U.S, Military Advisory Group

LET.eeevtonecsasssslive environment training
LRU..veesveseesesesline replacement unit
LTC..veveessennsseslioutenant colonel

MACOM.vvsseeesesss.major Army command
MAJeeesseenseonaesomajor
MAP.ciessecsessess Materiel Acquisition Plan
MG.vecesesesesasssmajor general ,
MlicoeoesesessseessMilitary Intelligence
MIA..veoecevesseoesMiBsaing In Action
MICECP.sssvesessessMI Civilian Excepted Career Program
MIDiesoveecoesesessMilitary Intelligence Detachment
MILPERCEN..v¢cesssoU.S. Army Military Personnel Center
MILSTAR....¢es0ss Military Strategic Tactical Relay
MIP IRR.sseveseess.Microfilm Index Project for Investigative
Records Repository
MMW..iossvssscaessomillimeter wave
MOA..iveseeasesess .Memorandum of Agreement
MOS.cesesenssscsesomilitary ocoupational specialty
MOU.:vveveeesesses.Memorandum of Understanding
MSA.ccevevesesesesMission Support Activity
MII..ceesesnsesese.Moving Target Indioator
MITS.ceeessrssesssMobile TEMPEST Test Set

NAVSTAR.....sss....Naval Strategic Tactioal Relay
NCAC.vssesssesssss.National COMSEC Assessment Center
NCDiveeseessaseees.National Collection Division
NCEUR.eceesseses.q.National Center, Europe
NCOivoeveesessseeesnoncomminssioned officer
NCR(C)eevveeesssse.National Cryptologic Representative (C)
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NSAisveesseeaeeessNational Security Agency

NSACSS..seveesssee.National Security Agency/Central Security f4gency

NSAGA...s¢c0e0vev..National Security Agency Group Activity

NSDDisseeeosesssesNational Security Decision Directive
NTC.eeeeveeeseesssaNational Training Center

NTCISSCievvveasaes.National Telecommunications and Information

Systems Security Steering Group

OACSIsecracssveeeesOffice of the Assistant Chief of Staff for

Intelligence
OCMC.cseveseeesssssOverhead Collection Management Center

ODCSIRM..csceesesesOffice of Deputy Chief of Staff, Information

Resource Management

ODCSPER.:ss0seeesss.0ffice of Deputy Chief of Staff, Personnel
ODCSSYS.ueseeessess.0ffice of Deputy Chief of Staff, Systems

ODUSD{(P)ssesesesse.Office of Deputy Under Secretary of Defense

for Policy
OEiesessseesssssasOrganizational Effectiveness
OGessssssessssssessOperational Guides
OMA..civeveeesssssoOperation and Maintenance, Army
OPCON.cseossesesss.Operational control
OPFOR.ssevsesessse.0pposing forces
OPM.visessensesesssOffice of Personnel Management
OPSEC..¢e.sseess.s.0perations security
O%0.s¢ceersrsssscscorganizational and operational
OYOiceeeveseesessssone year or older

PAOccceeresaseseessPublic Affairs Officer
PARRi¢seeseosseesssProgram Analysis and Resource Review
PBCeveosssassnseossProgram Budget Committee
PCieeeeersssseeasssPersonal Computer
PCACisveseesesssss Primary Control and Analysis Centers
PCF.cvveesssesesse.Pentagon Counterintelligence Force
PDIP.csssssssssesssProgram Development Increment Package
PIPiseseseacesasesssproduct improvement plans
PLRS:¢csseeeeeees..Position Location and Reporting System
PMRC.vs0seseesesss.Performance Management and Recognition
System
POCiveseseseessees.point of contact
POM.:eveseeeeesssesProgram Objective Memorandum
PRC..creeeesseseesoPeOples' Republic of China
PSAcivvisseensesesProject Security Analysis
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PSl.vivieeesns..a Personnel Security Investigations
PSV..eiveveveesse.Portable Secure Voice

QRC...ieveeveeess..Quick Reaction Capability
Qtreviiivieeeeee. quarter

RCF . eviieenens  remote collection facility
RCP....e.vvvvvess . remote communications processor
RDA........eevuua. research, development, and acquisition
RDTE.....cevveesss.research development test and evaluation
REDTRAIN...........Readiness Training

1 .radio frequency interference
RO..evvevieannass. resident office
ROC.....eeevveeer.Required Operational Capability
ROF.....vveveess. remote operative facility
ROK.evevvvseannss..Republic of Korea

SAC.....cvevveu... USAF Strategic Air Command
SAEDA..............sabotage and espionage directed against
the Army
SAFSS...veeevsssas.Secretary of the Air Force Space Systems
SAP.....vvvessess..Special access programs
SASA....iieeveees.oSpecial Acts or Service Award
SASS......ccveee...Small Aerostat Surveillance System
SCE.cvvevennn ++ss..5ervice Cryptologic Element
SCl........ cessesssSensitive Compartment Information
SCO..vvvuuereeess..SuUbcontrol offices
SCOTT.....e00veu...S5ingle Channel Objective Tactical Terminal
SEADEV.....e.evv...Southeast Asia Development
SELCOM.............5elect committee
SGM....eeveevene. SErgeant major
SGS..veivsesseseasSecretary of the General Staff

SHA. ... vivvveueaoService HUMINT Agency
SHAPE.......c......Supreme Headquarters Allied Powers Europe
S&IA..........v....Security and Investigative Activities

SIDPERS.....eev....Standard Information Division Personnel
Reporting System

SIGINT,.vvveueees..5ignal intelligence

SIGSEC.......v0....51gnal security

SINGCARS...........Single Channel Ground Airborne Radio
System

SIS-AD............Special Information Support to Air Defense

SIA . iivivenena.Staff Judge Advocate

i
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SLAR,...vv0veesnss.S1de-looking airborne radar
SMF.vvvveenrenss...Special Mission Funds '
SMLM-F........va0..S0viet Military Liaison Mission, Frankfurt
SMS.......c.vsve...Support, Maintenance, and Settlement
SNT......covvevwsooserial number tracking
SON....ceevevieos..Statement of Need
SORS......coveeev..Strategic Overhead Reconnaissance Systems
SPM.,.vvvieeresass.Security Program Manager
SPMSY . ... sieeeeessSpecial Purpose Mobile Signals
Surveillance Systems
SRRG.+evevensrenas.Systems Security Steering Group
SSGiv.eciisanrraanSpecial Security Group
SSLuveieiannnns «...31ngle Station Locator
SS0..cievesnenasnsSpecial Security Office
SSRC.....ceveeess. . SIGINT regional reporting center

TAeeiieines cesseee.theater Army

TAAD. . vvvesssvesas.The Army Authorization Document System
TACIES.............Tactical Imagery Exploitation System
TAREX . veeteesannas target exploitation
TCO..vvvevvnvannnan Tempest Coordinating Officer
TDA....eceenvev....tables of distribution and allowances
TECRAS....+..vc.c...Theater Document Exploitation System

TENCAP. .viveannns ..Tactical Exploitation of National
Capabilities

TGIF, . eieerennnnes Tactical Ground Intercept Facility

LD PP .....technical intelligence

TIAP........ +......Theater Intellgience Architecture Plan

TICOM....... eesessoTarget Investigation Committee

TIP..... veeseesesesThe INSCOM Plan

TIPE.sessosseeesasaTactical Intelligence Product Enhancement

TMD...... eseeevsees TAREX Management Division

TOA.......0eneee.o.total obligational authority
TOE....ee0eesers.o.table(s) of organization and equipment
TRADOC,...evc00v...U.S5. Army Training and Doctrine Command
TREDS..............Tactical Reconnaissance Exploitation
Demonstration System
TRISA...v.v0eees...Theater Intermediate Support Activity

~TSCM...............Technical Surveillance Countermeasure

TUT..... Ceesreses ..tactical users terminal
U.S..... veeereasse.United States
USA.......veus «i...United States Army

USAF, .veveernonees.U.S. Air Force
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USAFS..¢.vssvs0.0..U.8, Army Field Station
USAICS..ceveneneesUs8. Army Intelligence Center
and School
USAINSCOM..eessssaU.S. Army Intelligence and Security
Command
USAINTC......,.....U.S; Army Intelligence Command
USAISC.cevesnresesocU,S. Army Information Systems Comman
USAIS-D.ssevesseeesU.S, Army Intelligence School-Devens
USAOG..eseveesesse.U.8., Army Operational Group
USAR. . esveaenesessU.5. Army Reserve
USAREUR...v¢v0e....U.S. Army, Europe

d

USASSG.vvesveesev..U.S. Army Special Security Gr%up

USFK...vceeevaseassll.S. Forocaes Korea

(b)(3), 10 USC 424 Per
DiA

USLB.siieeescssesscl.8. Liaison Branch
USM..sessecanesesssU.S, Marines
USN.ivisvssnarerenaU.S. Navy
USSS.¢icevsesesesssU.S. SIGINT System; U.S. Security Se

VHFS...1s00sessas..Vint Hill Farms Station
‘i@ . VIN:tvseseerasaesssVideo Telaconferencing Network

WESTCOM.4evevesvsessU.S. Army Western Command
HIG................Within-gt‘ade
WOeiiesesasessaas . Warrant officer

rvice

WWMCCS.esasascesasWorldwide Military Command and Control

System
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