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information concerning the third parties named in these records would result in an unwarranted
invasion of personal privacy in violation of the Privacy Act. Information is also protected from
disclosure pursuant to Exemptions 3, 5, 6 and 7(C) of the FOIA further discussed below.

Exemption 3, 5 U.S.C. § 552(b)(3)

Exemption 3 protects “information specifically exempted from disclosure by [another] statute.” 5
U.S.C. § 552 (b)(3). In this instance Rule 6(e) of the Federal Rules of Criminal Procedure, Pub. L.
No. 95-78, 91 Stat. 319, exempts from disclosure material pertaining to a grand jury. Therefore,
OIG is withholding the reports of investigation for investigation numbers C2010093 and
C2015114.

Exemption 5, 5 U.S.C. § 552(b)(5)

Exemption 5 of the FOIA protects “inter-agency or intra-agency memorandums or letters which
would not be available by law to a party other than an agency in litigation with the agency.” 5
U.S.C. § 552(b)(5). DOS-OIG is invoking the deliberative process privilege of Exemption 5 to
protect deliberative information.

Exemption 6, 5 U.S.C. § 552(b)(6)

Exemption 6 allows withholding of “personnel and medical files and similar files the disclosure of
which would constitute a clearly unwarranted invasion of personal privacy.” 5 US.C. §
552(b)(6)(emphasis added). DOS-OIG is invoking Exemption 6 to protect the names of lower
level investigative staff, third parties, subjects and any information that could reasonably be
expected to identify such individuals.

Exemption 7(C), 5 U.S.C. § 552(b)(7)(C)

Exemption 7(C) protects from public disclosure “records or information compiled for law
enforcement purposes . . . [if disclosure] could reasonably be expected to cause an unwarranted
invasion of personal privacy.” 5 U.S.C. § 552(b)(7)(C). DOS-OIG is invoking Exemption 7(C) to
protect the names of lower level investigative staff, third parties, subjects and any information
contained in these investigative records that could reasonably be expected to identify those
individuals.

Appeal

Because processing is not yet complete for this request, we ask that you defer any appeals until
we have completed our production of records. You do, however, have the right to appeal this



response.’ Your appeal must be received within 90 calendar days of the date of this letter.
Please address any appeal to:

Appeals Officer

Appeals Review Panel

Office of Information Programs and Services
U.S. Department of State

State Annex 2 (SA-2)

515 22" Street, NW

Washington, DC 20522-8100

Facsimile: 202-261-8571

Both the envelope and letter of appeal should be clearly marked, “Freedom of Information
Act/Privacy Act Appeal.” Your appeal letter should also clearly identify the DOS-OIG's response.
Additional information on submitting an appeal is set forth in the DOS regulations at 22 C.F.R. §
171.13. DOS-OIG will provide you with another response as it pertains to the record which is in
consultation with another entity.

Assistance and Dispute Resolution Services

You may contact DOS-OIG's FOIA Public Liaison at foia@stateoig.gov for any further assistance
and to discuss any aspect of your request. Additionally, you may contact the Office of
Government Information Services (OGIS) at the National Archives and Records Administration to
inquire about the FOIA mediation services they offer. The contact information for OGIS is as
follows: Office of Government Information Services, National Archives and Records
Administration, 8601 Adelphi Road-OGlIS, College Park, Maryland 20740-6001, e-mail at
ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile at 202-741-
5769.

Sincerely,
,51:5045; LK ok

Stephanie L.K. Fox
FOIA Officer

Enclosures

T For your information, Congress excluded three discrete categories of law enforcement and national security records
from the requirements of the FOIA. 5 U.S.C. 552(c) (2006 & Supp. IV 2010). This response is limited to those records
that are subject to the requirements of the FOIA. This is a standard notification that is given to all our requesters and
should not be taken as an indication that excluded records do, or do not, exist.
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United States Department of State
and the Broadcasting Board of Governors

Office of Inspector General, Office of Investigations
1700 N. Moore St, Suite 800
Arlington, VA 22209

Date: September 7, 2012
CASE NUMBER: (C2011-0092

CASE TYPE: Final Report of Investigation
DATE/TIME REPORTED: August 29, 2011 5:00 PM
INVESTIGATED BY: SA S¢

DATE/TIME/LOCATIONS OF OCCURRENCES:
Unknown; July 20, 2009 to April 21, 2012; U.S. Embassy (il NN

SUBJECT(S):
05, 7C XX

b6,7C Y Embassy (Misuse of a Government Vehicle (GOV): [6 FAM 1931.2(a)- Restrictions
on the Use of U.S. Government Vehicles, {Founded}]; [Use of Government property, 5 C.F.R. Part 2635§704
{Founded}]; [Use of official time, 5 C.F.R. Part 2635§705(b) {Founded}]; Improper Documentation of Use
of GOV: [Documentation, 6 FAM 1931.2(h) (2) {Founded}]; Misuse of Taxi Card: [Theft, 18 USC § 641
{Founded}]; [Use of Government property, 5 C.F R. Part 2635§704 {Founded}]; Acceptance of Gifts: [Gifts
of Cash, Goods and Services, 2 FAM 962.1-2 {Founded}]; [General standards, 5 C.F.R. Part 2635§202(a)(1)
& (2) {Founded}]; [Use of office for private gain, 5 C.F.R. Part 2635§ 702 {Founded}], Misuse of
Representational Allowance: [Representational Allowances, 3 FAM 3240 {Founded}]. Misuse of Official
Position and Official Time: [Use of office for private gain, 5 C.F R. Part 2635§702 {Founded}].

VICTIM(S):

1. U.S. Department of State, U.S. Embassy: (Misuse of a Government Vehicle (GOV): [6
FAM 1931.2(a)- Restrictions on the Use of U.S. Government Vehicles, {Founded}]; [Use of Government
property, 5 C.F.R. Part 2635§704 {Founded}]; [Use of official time, 5 C.F R. Part 2635§705(b) {Founded}];
Improper Documentation of Use of GOV: [Documentation, 6 FAM 1931.2(h) (2) {Founded}], Misuse of
Taxi Card: [Theft, 18 USC § 641{Founded}]; [Use of Government property, 5 C.F.R. Part 2635§704
{Founded}]; Acceptance of Gifts: [Gifts of Cash, Goods and Services, 2 FAM 962.1-2 {Founded}];
[General standards, 5 C.F R. Part 2635§202(a)(1) & (2) {Founded}]; [Use of office for private gain, 5 C.F R.
Part 2635§ 702 {Founded}]; Misuse of Representational Allowance: [Representational Allowances, 3 FAM
3240 {Founded}]. Misuse of Official Position and Official Time: [Use of office for private gain, 5 C.F.R.
Part 2635§702 {Founded}].
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C2011-0092

BASIS FOR INVESTIGATION:

On August 29, 2011 an investigation was initiated based upon information received from an anonymous
source alleging (SAS U.S. Embassy 4324 (Embassy
U.S. Department of State (DOS), had misused a Government Owned Vehicle (GOV), misused
Embassy staff to procure Concert Tickets and run personal errands, misused his Embassy
issued Taxi Card, as well as solicited and accepted gifts; including concert tickets and artwork.

CONCLUSIONS:

The investigation determined that violated 6 FAM 1931 .2(a) - Restrictions on the Use of U.S.
Government Vehicles, 5 C.F R. Part 2635§704 - Use of Government property, and 5 C.F.R. Part 2635§705(b)
- Use of official time, when he used his GOV and driver for his own personal use to run errands and transport
personal guests, as well as for other non-official purposes. Overall, misused his GOV and driver on
approximately 42 occasions, 25 of which he admitted to using the GOV under the defense of "Post Practices."
The investigation did not find any written or verbal authorizations to support HlA defense of "Post
Practices" which according to would have allowed him to use the GOV in the manner he did. The
current and former Post officials stated that they have never heard of "Post Practice" use of a GOV. &%
knew the rules governing GOV use because he initialed Management Notice Tri Missions, Number:
10-122, Dated July 15, 2010. In addition, in order forih% to use the GOV for Home-to-Office (HTO)
he received a letter from SAY dated September 16, 2009, authon'zing
"home-to-office transportation and transportation for official purposes. The investigation also determined that
violated 6 FAM 1931.2(h) (2) - Documentation, when he failed to properly sign the OF-108, Daily
Vehicle Use Record approximately 111 times. Within the OF-108, ScHUS failed to properly document
which trips were HTO transportation approximately 522 times. |Sll& improper documentation of his
HTO use on the OF-118 resulted in a $464.40 loss in Embassy funds because he was not charged correctly for
each one way trip (Each one way trip is charged at $2.70).

The investigation determined [IAII violated Title 18 USC § 641 - Theft, and C.F.R. Part 2635§704 - Use
of Government property, when he, on 29 occasions, used an Embassy issued Taxi Card for personal
use. The amount of Government Funds used for personal use totaled $685.00.

The investigation determined that violated 2 FAM 962.1-2 - Gifts of Cash, Goods and Services, and
5 CFR. Part 2635§ 702 - Use of office for private gain when he accepted a painting for his residence from
b6,7C without approval from Under Secretary for Management. The artwork was
valued at approximately $13,706. |SCHES also accepted six loaned paintings from SSHASM because of his
official position. He further used his official position for the private gain of oAl when S8 organized and
hosted an official representational event, when in fact, the event was meant to promote SENAEEN artwork. No
other American Artist were given the opportunity to display their artwork at S24& . Two

months after receiving the art, A& gave MUY o character reference for for [4AY
Condominium Association.

The investigation determined that violated 3 FAM 3240 - Representational Allowances, when he
misused $1,100.26 of representational funds for a September 22, 2010, art exhibition at his residence for
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C2011-0092

b6,7C (mentioned above).

violated 5 C.F R. Part 2635§702 - Use of office for private gain, when he misused his position and
Government resources by using his subordinate's official time to solicit tickets for non-official events.
Through the solicitation for tickets, Protocol staff would also obtain free tickets to events by using
official position. would, on occasion, accept the free tickets. The investigation also determined
that he misused his official position to assist a personal friend, S4&
, to secure a concert venue in b6,7C
also misused Government resources when he used Embassy
visit to the concert site.

personnel to arrange

STATUS:

On October 20, 2011, this investigation was referred to the United States Attorney's Office, District of
Columbia, Fraud and Public Corruption Section, Assistant United States Attorney (AUSA),
- for prosecutorial consideration. AUSA declined the case for criminal prosecution in lieu of
administrative action. On that date, also approved the use of “Warning and Assurances to Employee
Required to Provide Information (Kalkines).”

ATTACHED EXHIBITS:
1. Management Notice Tri Missions Dated April 24, 2007.
2. Management Notice Tri Missions, Number: 10-122, Dated July 15, 2010.

3. Letter from , dated September 16, 2009, authoﬁzing
"home-to-office" transportation and transportation for official purposes.

4. Information of Record Form (without attachments), SCHA® ,
interviewed on October 24, 2011, prepared by SA &A%

5. Information of Record Form, SHA®

b6,7C

1, 2011, prepared by SA EHAS

, interviewed on September

Embassy interviewed on September 30, 2011, prepared by SA &HAY

7. Information of Record Form, Embassy St Financial
Management Center, interviewed on October 3, 2011, prepared by SA &A%

8. Information of Record Form, SSHA® , Embassy interviewed on
October 7, 2011, prepared by SA REHAS
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C2011-0092

9. Information of Record Form, St , Embassy interviewed on October 11,
2011, prepared by SA SSHIS

10. Information of Record Form, St , Embassy
interviewed on October 12, 2011, prepared by SA SHAY

11. Information of Record Form, Y
Embassy interviewed on September 30, 2011, prepared by SA SHAS

12. Information of Record Form % ,
interviewed on October 13, 2011, prepared by SA [SHAS

13. Information of Record Form, Y
Embassy interviewed on October 13, 2011, prepared by SA A&

14. Information of Record Form S¥% Embassy (SISl interviewed on October
13, 2011, prepared by SA SEHAS

15. Information of Record Form, SSH4Y , Embassy interviewed on
November 4, 2011, prepared by SA A

16. Information of Record Form, b6,7C

, interviewed on November 4, 2011, prepared by SA &A%
17. Information of Record Form, St
Embassy interviewed on November 8, 2011, prepared by SA A
18. Information of Record Form, St , U.S. Consulate, ,
interviewed on November 10, 2011, prepared by SA A
Record of Conversation, 1A%
conversation on December 5, 2011, prepared by SA RSHAS

20. Record of conversation, S2t®

19.

conversation on January 27, 2012, prepared by SA &S

21. Memorandum to file SEHAS , Embassy report of new Government Owned
Vehicle (GOV) misuse by SelA® , on January 20, 2012, reported January 30, 2012, prepared by

SA [EK(E

22. Memorandum to file, response to his alleged misuse of the GOV on January 20, 2012,
(via email) dated February 27, 2012, prepared by SA
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C2011-0092

23. Memorandum to file, , Embassy SN statement about U8
SN GOV use instructions. February 27, 2011, prepared by SA RS

. Record of conversation, SNk

24

Statement informing
about vehicle use. Conversation on March 15, 2012, prepared by SA

25. DOS cable message 05 STATE 00134824 "Straight Talk on Official Vehicles" is the source
document related to use of Official Vehicles sent to all Diplomatic and Consular Post Collective on

July 20, 2005, prepared by SA

26. Bureau Directive dated June 14, 2011, Subject: Dedicated Driver Policy, prepared
by SA [

27. Information of Record Form (without attachments), SSHES ,
interviewed on October 28, 2011, prepared by SA SHA&

28. OIG/INV, Excel spread sheet analyzing SCHA® OF-108s for periods of August 20, 2009
through June 16, 2011, prepared by SA S4&

29. Subject Matter Expert (SME), Inventory Management Officer, Office of
Logistics Management (LM), Bureau of Administration (A) was asked if who must sign an
OF-108.

30. Information of Record Form, S® ,
Embassy interviewed on October 7, 2011, prepared by SA A&

31. Information of Record Form, Si8 , U.S. Embassy
b6,7C , U.S. Embassy | S24% , interviewed on October 4, 2011,
prepared by SA A%

32. Information of Record Form, Si8 , Embassy ,
interviewed on October 4, 2011, prepared by SA [SHA%

33. Information of Record Form, , interviewed on October 31, 2011,
prepared by SA

34. Information of Record Form, (SHA®

B iotcvicved on December 14, 2011, prepared by SA Rl

35. Memorandum to file,

2

February 2, 2012, prepared by SA
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C2011-0092

36. Memorandum to file, SN , Attorney- Adviser, L/Ethics, DOS, February 1, 2012,
prepared by SA NS

37. OIG/INV, Excel spreadsheet analyzing Taxi charges, prepared by SA

38. Memorandum to file, S , Attorney Adviser, Office of the Legal Advisor (L),
Office of the Under Secretary for Management (M), dated January 30, 2012, representation event

test, prepared by SA

39. Memorandum to file SU& response to OIG/INV questions how the expenditure of
representational funds (via email) dated February 8, 2012, prepared by SA

40. Memorandum to file, S48 U.S. Embassy January 12,
2012, his involvement with SMASMMN prepared by SA HHAS

41. Memorandum to file NS response to OIG/INV questions about his involvement with
b6,7C (via email) dated January 26, 2012, prepared by SA

response to OIG/INV questions about additional information
(via email) dated January 27, 2012,

42. Memorandum to file,

(via email) dated January 31, 2012, prepared by SA SSHES

43. Information of Record Form, S , interviewed on
March 28, 2012, prepared by SA S
44. Office of Government Ethics (OGE) guidance on widely attended gathering (WAG).

45. Memorandum to file, EHA¥ Character Reference for QSX4® ,

dated December 17, 2010, prepared by SA [EHIHN

46. OIG/INV, Excel spread sheet listing 42 incidents of vehicle misuse, prepared by SA

Memorandum to file, S8 Concert Program 2012, listing (S
b6,7C Concert, prepared by SA SIS

48. CD containing all Information of Record Form (with attachments), S48
b6,7C interviewed on October 24, 2011 and Information of Record Form (with attachments),
, interviewed on October 28, 2011, prepared by SA

47.
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C2011-0092

Report Prepared By: Report Approved By:
P P P p

b6.7C

Digitally signed b{R=Y

 c=US, 0=U.S. Loy nemers, = DN: ¢ 1, o0=U.5. Department
of State, Qu=PN, mmmmw b6.,7C of State, DLCON e & lnspectar General,
seriaiNumber=9901(*)® . Office of Investigations,
8007 emaihi 1’5‘ state.gov, c=US
Date 2012.00.07 143658 -0400° sle

Date: 2u1..09.07 15:00:54 -0400°
b6,7C b6.7C

Special Agent

Assistant Special Agent m Charge
Distribution:

HR/ER

DS/SI/PSS

OIG/INV File
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Exemption 6, 5 U.S.C. § 552(b)(6)

Exemption 6 allows withholding of “personnel and medical files and similar files the disclosure of
which would constitute a clearly unwarranted invasion of personal privacy.” 5 US.C. §
552(b)(6)(emphasis added). DOS-OIG is invoking Exemption 6 to protect the names of lower
level investigative staff, third parties, subjects and any information that could reasonably be
expected to identify those individuals.

Exemption 7(C), 5 U.S.C. § 552(b)(7)(C)

Exemption 7(C) protects from public disclosure “records or information compiled for law
enforcement purposes . . . [if disclosure] could reasonably be expected to cause an unwarranted
invasion of personal privacy.” 5 U.S.C. § 552(b)(7)(C). DOS-OIG is invoking Exemption 7(C) to
protect the names of lower level investigative staff, third parties, subjects and any information
contained in these investigative records that could reasonably be expected to identify those
individuals.

Appeal

You have the right to appeal this response.” Your appeal must be received within 90 calendar
days of the date of this letter. Please address any appeal to:

Appeals Officer

Appeals Review Panel

Office of Information Programs and Services
U.S. Department of State

State Annex 2 (SA-2)

515 22" Street, NW

Washington, DC 20522-8100

Facsimile: 202-261-8571

Both the envelope and letter of appeal should be clearly marked, “Freedom of Information
Act/Privacy Act Appeal.” Your appeal letter should also clearly identify the DOS-OIG's response.
Additional information on submitting an appeal is set forth in the DOS regulations at 22 C.F.R. §
171.13.

Assistance and Dispute Resolution Services

For further assistance and to discuss any aspect of your request you may contact DOS-OIG's
FOIA Public Liaison at:

" For your information, Congress excluded three discrete categories of law enforcement and national security records
from the requirements of the FOIA. 5 U.S.C. 552(c) (2006 & Supp. IV 2010). This response is limited to those records
that are subject to the requirements of the FOIA. This is a standard notification that is given to all our requesters and
should not be taken as an indication that excluded records do, or do not, exist.
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FOIA Officer

Office of General Counsel
Office of Inspector General
U.S. Department of State
1700 North Moore Street
Suite 1400

Arlington, VA 22209
foia@stateoig.gov

Additionally, you may contact the Office of Government Information Services (OGIS) at the
National Archives and Records Administration to inquire about the FOIA mediation services they
offer. The contact information for OGIS is as follows: Office of Government Information Services,
National Archives and Records Administration, 8601 Adelphi Road-OGlIS, College Park, Maryland
20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448;
or facsimile at 202-741-5769.

Sincerely,
&%M  Tw

Stephanie K. Fox
FOIA Officer

Enclosure
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