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NATIONAL RECONNAISSANCE OFFICE 
14675 Lee Road 

Chantilly, VA 20151-1715 

REF: NRO Case Number F-2017-00061 
Request Control Number 894 

20 December 2017 

This is in response to your request dated 29 January 2017 and received 
in the National Reconnaissance Office (NRO) on30 January 2017. Pursuant to 
the Freedom of Information Act (FOIA), you requested, "a copy of the final 
report, report of investigation, closing memo, closing report, referral 
memo, referral letter and other final reporting document associated with 
each of the following NRO Office of Inspector General Investigations: 09-
0128-I, 10-0081-I, 11-0010-I, 11-0031-I, 11-0035-I, 11-0075-I, 11-0085-I, 
12-0006-I, 12-0017-I, 12-0031-I, 12-0056-I, 12-0080-I, 12-0085-I, 12-0097-I, 
12-0105-I, 13-0005-I, 13-0054-I, 14-0009-I, 14-0020-I, 14-0021-I, 15-0005-I, 
15-0010-I, 15-0012-I, 15-0017-I, 15-0021-I, 15-0027-I, 16-0028-I, 16-0039-
I." 

We have processed your request in accordance with the FOIA, 5 U.S.C. § 
552, as amended. A thorough search of our records and databases located 
thirty-seven documents comprising 117 pages responsive to your request. 
These records are being released to you in part. 

Information withheld from release is denied pursuant to FOIA 
exemptions: 

(b) (1), which applies to properly classified information under Executive 
Order 13526, Section 1.4(c); 

(b) (3), which is the basis for withholding information exempt from 
disclosure by statute. The relevant withholding statutes are 10 U.S.C. § 
424, 50 U.S.C. § 3507, and P.L. 114-317 (Inspector General Act); 

(b) (4), which applies to proprietary information; 

(b) (5), which allows withholding of information that is predecisional and 
deliberative in nature, or represents attorney-client privileged 
information; 

(b) (6), which applies to information that, if released, would constitute a 
clearly unwarranted invasion of the personal privacy of individuals; 



(b) (7) (c), which applies to records or information compiled for law 
enforcement purposes and that, if released, could reasonably be expected to 
constitute an unwarranted invasion of the personal privacy of others; and 

(b) (7) (d), which applies to records or information compiled for law 
enforcement purposes and that could disclose the identity of a confidential 
source. 

You have the right to appeal this determination to the NRO Appellate 
Authority, 14675 Lee Road, Chantilly, VA 20151 - 1715, within 90 days of the 
above date. You may also submit an appeal electronically by completing the 
form available on the NRO's public web site at 
http://www.nro.gov/foia/Appealinput.aspx . Please include an explanation of 
the reason(s) for your appeal as part of your submission. The FOIA also 
provides that you may seek dispute resolution for any adverse determination 
through the NRO FOIA Public Liaison and/or through the Office of Government 
Information Services (OGIS). Please refer to the OGIS public web page at 
https://ogis . archive.gov/ for additional information. 

If you have any questions, please call the Requester Service Center at 
(703) 227-9326 and reference case number F-2017-00061. 

Sincerely, 

Patricia B. Cameresi 
FOIA Public Liaison 

Enclosures: Final Reports, closure memorandums, and/or referral memorandums 
for the specified OIG case numbers 
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0 NATIONAL RECONNAISSANCE OFFICE 
Office of Inspector General 

14675 Lee Road 
Chantilly, VA 20151-1715 

29 December 2015 

MEMORANDUM FOR DIRECTOR, OFFICE OF CONTRACTS 
EXECUTIVE OFFICER, OFFICE OF SECURITY AND 

COUNTERINTELLIGENCE 

SUBJECT: (U) Summary Report of Investigation: Cost Mischarging 
(Case Numb.er 12 - 0031 I) 

(U/n6b8.,..The National Reconnaissance Office (NRO) 
Office of Inspector General (OIG) received information alleging 
I imischarged time on an NRO contract. The 
attached Summary Reper of Investigation details the investigation 
results. 

(Ui nom.')... We request that the Director, Office of Contracts 
determine whether debarment of the employee, . pursuant to the Federal 
Acquisition Regulation 9.406, is in the government's interest and 
report the determination to the OIG. In addition, we request that the 
Executive Officer, Office of Security and Counterintelligence place a 
copy of this report in the appropriate security file and annotate 
security databases. All other copies are for informational purposes 
only and should be returned to the OIG. 

(U//~OIG investigation reports are to be read only by the 
individuals to whom the OIG provides them, or to whom the OIG 
specifically authorizes their release. Please let me know if there 
are other persons who require access as part of their official duties. 
Questions re ardin this summar may be directed to Special Agent 
in Char e (secure) or to the undersigned at 

(secure) . 

Assistant pector General 
for Investigations 

Attachment: 
(U) Summary Report of Investigation 
(Case Number 12-0031 I) (~ 

cc: 
General Counsel 

UNCLASSIFIED/ /FOR 6Ji'i ICI:Ma UBI: ONX,X 

Approved for Release: 2017/12/04 C05100596 
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SUBJECT: (U) Summary Report of Investigation: Cost Mischarging 
(Case Number 12-0031 I) 

OIG 2 9 Dec 15 (b)(3) 

DISTRIBUTION: 

Bard Copy 
Director, Office of Contracts 
General Counsel 
Executive Officer, Office of Security and Counterintelligence 
OIG Official Record 1 I 

UNCLASSIFIED/ /FOR OFFielXL '1911 QlV L 

Approved for Release: 2017/12/04 C05100596 
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(U) National Reconnaissance Office 
Office of Inspector General 

Investigations Staff 

(U) SUMMARY REPORT OF 
INVESTIGATION 

(U) (12-00311) 

29 DECEMBER 2015 

(U) Section A - Subject: 

1. (lJl7FOB8~ull Name: 

Employer: Boeing Space and Intelligence Systems 

Current Contract Numbe 
~--------------

Previous Contract Numbers: N/ A 

Job Title: 

UNCLASSIFIED//FOR oFFiCIAL tTS~ 6NL¥ 
Approved for Release: 2017/12/04 C05100596 
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(U) Section B - Predication: 

2. (U//F6\.IQ) On 8 December 2011, Boeing Space and Intelligence Systems (BS&IS) 
notified the NationaIIleconnaissance Office (NRO) Office of Inspector General 010 that it had 
initiated an internal investigation regardin a BS&IS 

..__ __ _, charging to NRO contracts. The notl 1cat1on state fraudulently 
recorded the hours she claimed 

'.====---.----1 at BS&IS in~------~As reported by BS&IS, 
alleged actions potentially violated 18 U.S.C. § 287, False, Fictitious, and ~----~ 

Fraudulent Claims, which makes it unlawful for anyone to make any claim upon or against the 
United States, or any department or agency thereof, knowing such claim to be false, fictitious, or 
fraudulent. 

(U) Section C-Investigative Findings: 

3. (U/~BS&IS's initial examination o~ lactivity on a company 
computer network revealed that she mischarged approximately 2.5 hours per day between 
21 and 26 September 2011 for non-work-related activities. BS&IS expanded its investigation to 
include a review off I timekeeping records for the period of 1 June 2011 through 
29 September 2011. Based on its investigation, BS&IS concluded that 

"=--=-~-~~-' 
miscbarged a total of 188 hours to the relative NRO contracts. The 010 found no additional 
infonnation to dispute BS&IS 's investigative findings in this matter. 

(U) Section D - Conclusion: 

4. (U//F8PO).Jhe United States Attorney's Office, Central District of California 
subsequently declined prosecution. The OIG briefed the details to the cognizant NRO 
contractin officers who subsequently reached an administrative settlement with BS&IS. BS&IS 

(b)(7)(c) 

(b)(3) 
(b)(7)(c) 

ave a Letter ofR rimand and credite ~------------
~--------------~ This investigation is closed. 

(b)(3) 
(b)(3) 
(b)(7)(c) 

(U) Section E - Recommendation: 

5. (U/~e OIG requests that the Director, Office of Security and 
Counterintelligence place a copy of this report in the security file of the individual identified 
within, along with a notation in the appropriate security databases. 

2 
UNCLASSIFIED/n:'Ok OFJi'fCIM. \1SF QNJ: Y 
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6. ( Cl77f OUO~e OIG recommends that the Director, Office of Contracts determine 
whether debarment oj~-~~~~~ursuant to the Federal Acquisition Regulation 9.406, is in 
the Government's interest. The Director, Office of Contracts should report the result of his 
determination as well as any action taken or anticipated to the OIG within 45 days from the date 
of this report. 

(b)(3) 
(b){7)(c) 

(b)(3) 

3 

for Investigations 

UNCLASSIFIED/IF'Uk OFrlCIXL U9E ONL¥ 
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Narrative: 

f!IJ SUbject i1 imployed by Northrop Grumman Space and Mission Systems 
in Redondo Beach, CA.I !has held NRO access since! _ 1995. During a periodic reinvestigation polygraph 
examination on 5 August 2013, I provided the following: 

(U/ ~eported that from 2010 until early July 2013, he downloaded and viewed pornographic images of females 
between the ages of 12 and 16 engaging in sexual activityc=Jtated that he did this no more than five times per week. 

I Last Investigative Step: 
04June 2014 

I Resolution: 
Unsubstantiated (b)(6) _____________________________ --c 

IGAct 

t.,
r--,,,.,,......,---,--,-=-:--:::.-;;:::-r--==---o_n_a_n_N_R....,O program. Because of dassification issues, the letter wa!(b)(6)ted and reclassified before it 

'WSS presented ~ - -- IG Act 

(~ On 27 November 2013,1 ~ePQrted that he was successful in obtaining a Federal search warrant to 
search the premises o~ !for child pom0,9raph~ !said he would provide the cover pa~ of the sealed 
warrant, which could be shared with Northroi:( I suggested that Northrop electronically loc~L_ __ _j~ work 
computers to prevent Hughes from destroying any potential evidence. 

(U//~ 02 December 20131 lprovidedl1-._~ __ la copy of case No. M1303084, United States District(b)(3) 
Court Search and Seizure Warrant with Attachments A and B. It was agreed that the cover page of thEf warrant D I 

(b) 3},t,ared with Northropf Jmet with Northro I al counse~ Ion 05 December 201l.L-. _ _ Ian b)(6) 
discussed the possibility of child pornography a ork site as well as prevention of any destruction of evi ence y 

,L_ __ _Q!D.....!:!5.l~emJoer...2013_'--------- --~ xecuted the search warrant ati I 

(U/ ~~ r,as present while the search warrant took pla~<l ....... _ __ _.l that heL-1 _ _ _j~lght have 
(b)(6) - - (b)(6) 
(b)(7)(c) (b)(7)(c) 

-iEeFtl! m i R77N F 

Page 1 
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..sECAH,Cfl'KfJIQF 

(b)(3) 
(b)(7)(c) 

viewed and savedcornography on his computer by mistake~~~ aid he did not view pornography at work. 
The ICE team seiz mputer media in order to perform a forenstc exa tion for the presence of child 
pornography. Northrop pe rmed a forensic examination for child pornography ~--~ ndassified work computer. 

(Ul)Jfl;Jl,:J('Jf On 21 Februaiyr""""""-""-1:-:--:::-:--:::--=-=1 eported that no crild po?raphy was found on computer media seized 
from the ~arch warrant o L-----,---t"" .......... 1 ,n 27 February 2014 ported that no child ~rnography was found on (b)(6) 

I ~nclassified work computer~ _ _,stated that at the request the customer! },as debriefed on 28 I 
January 2014j ~as terminated from employment at Northrop onl ,!2014. ICE has dosed their investigation (b}(3) 
because no contraband was discovered during the examination oj fiim"puter media. No further OIG action; dOSl(b)(7 (c) 
investigation. 

s!tRE t//lK//NL 

(b}(7)(d) 
IGAct 

Approved for Release: 2017112/04 C05094469 
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SECRE fi/flE{}Mi; 

- - - - r - _ - -- - - • - - - - • • ' - ' • , ' - • ' 

I , • • :-- l : - . -: . -, : I: : i • t : ; t - i- r - -- : - : : . . : . ' . -- . 
_ I -- , , , • I, , • I I • - • • - - ' ' ' 

, • J - • ..I • I I • I 1 • 

_ • _ __:,__ . _ _ _ L! __ L.. • _ , • I , _ ~ l l I _ • . •• l • - • , 

I case Number: 12-0080-1 Date of Entry: 20 March 2015 I 
; Primary Investigator: I I (b)(3 

1' 

(U/'1P8YQ) On 19 December 2i11, the National Reconnaissance Office (NRO), Office of Inspector General (OIG), received 
Information troml !tha ~-----~· an Air Force clvllian who worked as the: la~b)(3) 
ADF-SW In Las Cruces, New Mexico, used unclassified government computer systems to view pornographic Images an(b )(7 ( C) 
engage In Inappropriate onllne activity. If the activity occurred during work hours, Subject's actions constitute a violation 
of 18 U.S.C. § 287, False, Fictitious, Fraudulent Claims. 

Last Investigative Step: 

The OIG received memo for an indefinite suspension of Subject from on 2 July 2012. 

I Resolution: 
Unresolved 

(U/~ On 15 December 2011, the NRO Office of Security suspended._ _ _ _,accesses to NRO programs based in 

1µ.i,d,£..jL.W::l......,......,.U!LJJ.~ pertaining to the Use of Information Technology and Person Conduct. The OIG verified this fact via the 
atabase. The Air Force placed Subject on administrative leave. The OIG reviewed badge records and 

I'--------' 

time cards for Subject for the period 1 September to 15 December 2011. During this period, Subject had 64.68 (13.8%) 

hours of 469.5 hours reviewed of unaccounted for time.~---~ (b)(3 

15HME)Jhe OIG received information from NRO OS&Cl,I I regarding Subject's unclassified computer usage. 
During the time in question, Subject spent on average over one hour per day on the unclassified system. However[=:] 
could not provide the OIG with "logged on" versus "a~ time; therefore, it could not be determined how much time 
Subject actually spent using the internet. According toL_J an individual can be inactive, but showing logged on to the 

I system. 

(~ The OIG intervlewe~~--~~- ~--~~~~~--~-~~ubject went to(b)(3}m several 
days a week. Subject's job duties required him to be outside the facility, but not for extended periods a,(b )(7)( d}. did not 
attend regularly scheduled meetings outside the facility. Subject spent a lot of time on the phone outsiclG Aciacility. 

(U/~ Based on information fro the OIG validated that Subject did not claim time on his time card for 
time at the gym. Due to Subject's posi on as the OIG could not determine whether Subject's time out ~--- --~ 

. of the facility was job-related or for personal reasons. 

(U/t,e~~Due to limited resources the OIG did not interview Subject. As of the date of this report, Subject is still 
appealing the decision with the Department of Defense for his indefinite suspension. Based on the aforementioned, the 
allegation offalse claims could not be resolved. Investigator recommends case closed as unresolved. 

Page 1 
~filH!QK//Nf -
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...................................... ............................ -.. ........................ - ----

Narrative: 
(U/71'0UE>K)n 1 O April 2012, the National Reconnaissance Office (NRO), Office of Inspector General (OIG), Denver Office, received 
Information from source reporting that proceeds collected from recycling materials under the CFOAM contract (NR0000-09-C-0384) at 
ADF-SW are being used to purchase equipment for the site instead of being used to fund other "green projects". 

Last Investigative Step: 

(b)(3) 
(b)(?)(d) 
IGAct 

Resolution: C,Substantiated O Unresolved @, Unsubstantiated .. Q Referred 

Additional Information: 

(Ufll'eWQlJn April 2012~.-------,IChief of Finance Policy, confirmed with Source that there is no NRO official policy for the (b )(3) 
handling of proceeds from recycled materials, however, the CFOAM COTR has oversight into how the funds are collected and utilized. 

proceeds from the sale of "property related to waste prevention and recycling programs." Additionally provided guidance 
fefe,enced Fede,al Management Regulation, 41 CFR Pan 102-38.295 whkh enables Fede,a\ agen:;e, •:t'eta;n all sales 

from Public Law 107-67, Sec 607, that states all Federal agencies are authorized to receive and use funds resu ting rom the sale of 
materials, including Federal records disposed of pursuant to a records schedule recovered through recycling or waste prevention (b )(3) 
programs. 

(U//~n August 2012~'-~~-,---~ - --~- - --~~~ __.r-vas tasked with developinr a NRO poli) for a 
Qualified Recycling Program (QRP) that would encompass! ~ites involved in recycling materials.'----,---=' ated she 
received Information fro~ JCFOAM COTR, that funds at HQ, ADF-E, and ADF-SW have been frozen pending final policy 
and specific direction with regards to how the funds can be expended and for what purposes. 

(U/ /'l'6UOl... On 18 October 201 ~'-----r _ _ ..,........,provided a synopsis of the recycling process that is being used at HQ, ADF-E, and ADF{b )(3) 
SW. Once the precious and scrap metals are collected at a specific location, the materials are weighed and graded which generates a 
ticket containin the a riate information with re ards to wei ht and price per pound. The recycling company provides a check that 
is made out to 

(b)(3) 

···· -- --·-·-- - -- --
Approved for Release: 2017/11/28 C05100613 
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~-----~ For a short time, some of the funds were expended on green cleaning supplies which is allowable, but no funds we(b )(3) 
expended on any other items. 

(U) The OIG investigation did not find any evidence that proceeds from the recycling program were spent on items not allowed by 
Federal Law nor was there evidence of a violation of 40 U.S.C. § 545, Procedure for Disposal, and/or 41 CFR Part 102-38.295, Disposition of 
Proceeds, and/or Public Law 107-67 Section 607, Omnibus Consolidated and Emergency Supplemental Appropriations Act of 1999. 
Investigator recommends closure with no further action. 

... - - ------ . -- -
Approved for Release: 2017/11/28 C05100613 
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NATIONAL RECONNAISSANCE OFFICE 
Office of Inspector General 

Investigations Division 
14675 Lee Road 

Chantilly, VA 20151-1715 
21 March 2016 

MEMORANDUM FOR DIRECTOR, OFFICE OF CONTRACTS 

SUBJECT: 

EXECUTIVE OFFICER, OFFICE OF SECURITY AND 
COUNTERINTELLIGENCE 

(U) Summary Report of Investigation: Cost Mischarging 
(Case Number 11-0031 I) 

(U/7'?"0~0~ The National Reconnaissance Office (NRO) Office of 
Inspector General (OIG) initiated an investi:ation based on 
information alleging thatj ~ lmischarged time on an 
NRO contract. The attached Summary Report o Investigation details 
the investigation results. 

(U/ /'!"SUQl-The OIG requests that the Executive Officer, Office of 
Security and Counterintelligence, place a copy of this report in the 
appropriate security file, along with a notation in the appropriate 
security databases. All other copies are for informational purposes 
only and should be returned to the OIG. 

(U/~ The OIG recommends that the Director, Office of 
Contracts (D/OC) determine whether debarment of I I pursuant to 
the Federal Acquisition Regulation 9.406, is in the government's 
interest. The D/OC should report the result of his determination as 
well as any action taken or anticipated to the OIG within 45 days from 
the date of this report. 

(U/~IG investigation reports are to be read only by the 
individuals to whom the OIG provides them, or to whom the OIG 
specifically authorizes their release. If there are other persons who 
you believe require access as part of their official duties, please 
let us know, and we will promptly review your request. Questions 
regarding this summary may be directed to Special Agent in Charge 

I (secure) or to the un ersigned at secure 

'---------------~ 

cc: 
GC 

Eric Beatty 
Assistant I 

for InvesF,'i>'i'3..,.....,,.,....ra 

ONCLASSIFIED//FOR OFFICiXL USE eHli¥ 

Approved for Release: 2017/11/28 C05100604 
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C~a•~•-,,,,11£v~ v~~•~•....,_, ~Qa vn~~ 

SUBJECT: {U) Summary Report of Investigation: Cost Mischarging 
(Case Number 11-0031 I) 

OI~ !21 March 2016 (b)(3) 

DISTRIBUTION: 

Bard Copy 
Director, Office of Contracts 
General Counsel 
Executive Officer, Office of Security and Counterintelligence 
OIG Official Record 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Approved for Release: 2017/11/28 C05100604 
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(U) National Reconnaissance Office 
Office of Inspector General 

Investigations Division 

(U) SUMMARY REPORT OF 
INVESTIGATION 

(U) (11-00311) 

22 March 2016 

(U) Section A - Subject: 

I. (U/~ullName: 

Employer: Boeing Corporation 

Contract Number: NRO00-08-C-0120 

Job Title:\._ ___ ___, 

UNCLASSIFIED//FOR oF'FiCIAL tJ:51! 6Nl:N 
Approved for Release: 2017/11/28 C05100604 
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(U) Section B - Predication: 

2. (U/~ 23 August 2010, the National Reconnaissance Office (NRO) Office of 
Inspector General (OIG) received a complaint allegin£ !was fraudulently 
recording the hours she claimed to have worked. At e time of the com laint was a 
staff ana]yst for Boeing Corporation (Boeing) at the n 
Springfield, Virginia. As reported by the source,....,...,....-,-~_...,,alleged actions potentially violated 
18 U.S.C. § 287, False, Fictitious, and Fraudulent azms, w ich makes it unlawful for anyone 
to make any claim upon or against the United States, or any department or agency thereof, 
knowing such claim to be false, fictitious, or fraudulent. 

(U) Section C - Investigative Findings: 

~---"'3'-'-. ~IIP'6YQl The OIG analyzed relevant, available records that pertained to 
ime and attendance from I ~hrough 30 June 2011. That analysis 

L__-~...-,.----A-'--'--"'--
7 recorded 2177 hours that she did not work as claimed. The evidence 

illustrated that routinely arrived late, departed early, took extended mid-day breaks 
out of th .___~~acility, and kept irregular work hours without making up the time. 
Furthennore, the evidence illustrated that I I only satisfied the daily hours she claimed to 
the contract on four work days during the relevant period. 

4. (U/~ During her OIG interview,! /claimed that she always worked the 
hours she recorded. She explained to the OIG that the hours not reflected in the available records 
were attributable to times when she worked at home. 11 !claimed she had obtained her 
Boeing supervisor's verbal consent to work from home, and therefore worked on various projects 
at her residence. 2 

5. (U/7P'6UQ} The OIG examined the NRO00-08-C-0120 contract Statement ofWork 
and found that the contract place of performance was limited tol 
No other locations were identified. Subsequently, the OIG con rmed with the NRO Office of 
Contracts that under the terms of the contrac~'-.---_____,~ould not be given credit for work she 
and Boeing claimed was performed at her residence. 

(U) Section D-Conclusion: 

6. (U/iFOOO,-The United States Attorney's Office, Eastern District of Virginia declined 
prosecution. The OIG briefed the facts of this case to the Office of Contracts who agreed to 
an administrative settlement with Boeing. Boeing reimbursed the NRO $175,979.30 on 
24 February 2016 for the full amount o~ lmischarging. Boeing subsequently 
re-assignedj ~o an unclassified program outside of the NRO. All investigative steps are 
complete. 

1 (U/~ssertion would account for approximately 45 percent of her billable hours. 
2 (U/~L____jBoeing supervisor confirmed! jassertion that she had permission to work from 
home. However when presented with the badge evidence, I ~upervisor acknowledged that the amount of 
time she claimed to have worked from home not justifiable. 

2 
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(U) Section E - Recommendation: 

7. (U/~The 010 requests that the Executive Officer, Office of Security and 
Counterintelligence place a copy of this report iq I security file. along with a notation 
in the appropriate security databases. All other copies are for informational purposes only and 
should be returned to the 010. 

8. (U/ The 010 recommends that the Director, Office of Contracts, determine 
whether debannent o ._,.,,~.,.....__,Pursuant to the Federal Acquisition Regulation 9.406, is in the 
government's interest. e rrector, Office of Contracts should report the result of his 
determination as well as any action taken or antici ated to the 010 within 45 da s from the date 
of this report. 

3 
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From: 
Sent 
To: 
Subject: 
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Thursda November 20 2014 7:43 AM 

FW: Referral 

:E1 
~. N<M,mber id 20~ 10:55 AM 

subject: Referral '-------~ 

Good morningD 

(b)(3) 
(b)(7)(c) 

As we discussed last week, I am providing you with as much information as possible in the 
hopes you all can conduct a knock-and-talk at! ~ome and hopefully, get 
consent to view his home computer(s). Below is what I have so far: 

(b)(3) 

{b)(3) 

(b)(3) 

{b)(3) 

(b)(7)(c)l 
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On 29 Set 14, Subject was observed to access his Bing search history and delete various 
websites that he had visited; the history was unrelated to the illicit material previously 
identified. Immediately after he cleared the websites, Subject accessed Internet Explorer's 
Internet Options and again tried to delete the browser history. 

I am working to obtain a list of ISP addresses or specific websites Subject has visited so 
once I get that, I will send to you. Our computer person wasn't sure how much could be 
obtained as Subject appears to be pretty savvy in viewing things without actually going to 
the sites. 

Please let me know if you have questions and I will try to obtain answers. 

Thank you! 

(b)(3) 

Investigator 
Office of Inspector General 

I 

INSPECTOR GENERAL SENSITIVE INFORMATION - The information contained in this e-mail and 
any accompanying attachments may contain Inspector General sensitive information, which is 
protected from mandatory disclosure under the Freedom of Information Act (FOIA), 5 USC §552. Do 
not forward or release to anyone else without contacting the OIG staff member who sent this to 
you. If you are not the intended recipient of this information, any disclosure, copying, distribution, 
or the taking of any action in reliance on this information is prohibited. If you received this e-mail 
in error, please notify the OIG immediately by return e-mail. 

3 

Approved for Release: 2017/11/29 C05100581 

(b)(3) 

(b)(3) 



C05100588 
Approved for Release: 2017/11/28 C05100588 

SECRET//fALEN I REYHULE/)'Ket Te t1Sil.; PIE¥ 

-- - I --;--- -

• -- • •• - • • I - • • .. I + ,_ -+• •'" ~ - I I • 1 - -- • , • 1 J -- - • • 

1 ! I ~ - • - L , • , , • _ , , , 

• - ' • ' I 

.:. L , : _ I,.... • I :: - . I - ':- I 1 .. , ,,;,. __ - • •• ,l. - -·-- - .1 ... 4 • • 1, - - 1 • 1 , _ : : :: • _ _:._. I - 1...;: ~ ii . . ~ .. 

Case Number: 

Primary 
lnvestiptor: 

Narrative: 

13-0054-1 

I l 

Date of 
Entry: 

14 May 2015 

(U//~ On 21 May 2013, the National Reconnaissance Office (NRO) Office of Inspector General (OIG) 
received an allegation that'------'a technician employed by Eaton Corporation, provided 
defective parts and/ or service of a q uai ity I ess than agreed to by the N RO that caused an electrical 
malfunction resulting in a fire at the Aerospace Data Facility-Southwest (ADF-SW). The NRO OIG 
initiated an investigation since the alleged actions by\ potentially violated 18 United States 
Code (U.S.C.) § 287, False, Fictitious, and Fraudulent Claims. 

Last Investigative Step: 

Closure memo drafted 

I Resolution: 
Unsubstantiated 

I 

• I , , , • • • - • I • , • • , t 1 , _.. • 

' • r : " - ~ ' " ' - " ' I• " !' I · ' : • • • - ' ' ' ' ·• 

(U/ ~n 17 May 2013, an Uninterruptable Power System (UPS) inl lat the AOF-
SW experienced an electrical failure that caused afire. Asa result of the fire, the fire suppression system 
was activated withinC]The heat and smoke activated smoke detectors and sprinkler heads. The 
automated emergency notification fromOo the 24 hour Security Operations Center(SOC) did not 
occur because the fire alarm was disconnected (see below discussion). This caused a delayed 
notification to the on-site NASA fire d~ment. Security contacted the NASA fire department only after 
an employeereportedsignsoffire inl___JThere were no injuries or loss of life; however, the fire 
caused damage to equipment and facilities. 

(U/~ The point of origin of the fire waJ ..... ___ _ _ _ _ __.lwas manufactured and maintained 
by Eaton, a third-tiersub-contractor on the CFOAM contract. On 17 May 2013) I j m :I eted a I 
service cal~ Jto replace a recalled part. According to the Eaton fire forensics report 
failed to properly reconnect the positive lead from the DC filter assembly to the inductor after e 
completed the service o~ !Energy built up within the filter assembly causing capacitors to fail 
resulting in an oil spill which caused the insulation on cabling itj ~o ignite and subsequently 
starting the fire. The re was no evidence to suggest that defective parts were uti Ii zed orthatl 
intended to cause the fire. '---- ----' 

(b)(3)
(b)(7)(c) 
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1'S7/'FIEI/REllJhe fire incident resulted in\ 

(~oeing completed recovery activities under the NRO00()..09-C-0384 {CFOAM) contract. ~~))(1) 
Reoaired orreolaced critical infrastructure equipment included \ , 3) 

\ The total cost al so included the 
',--re_n_t-al,--o~f-a_7_50-_1_,000_...,.k~il-ow-att-tr_a_n-sp_o_rt_a_,.b....,..le_g_e_n_e-ra_t_o_rf=-ro_m_H_o-=-bc-bs-,-N~ew Mexico forl ~nd a 

(b )(1) 
(b)(3) 

(b)(3) 
transportable 500 ton air-cooled chiller from Dallas, Texas fo~ I The cost_t.Q run and maintain the 
rented equipment until repairs were completed wa~ I Eaton replaceC /at no 
cost to the Government. 

(b)(1) 
(b)(3) 

(U/~ln addition to investigatinfl,,,__~~-potential violation of 18 U. S. C. § 287, the OIG 
reviewed Boeing's involvement regarding the fire alarm outage. As the prime forthe CFOAM contract, 
Boeing is responsible fortestingand maintaining the fire alarmsystematADF-SW. On 15 August 2012, a 
subcontractorworkingon a security system upgrade project disconnected the fire alarm connectivity 
from C}o the 24 hour SOC. The subcontractor reported the disconnection to Boeing. Although the 
issue was discussed amongst Boeing management, Boeing failed to notify government personnel that 
the alarm had been disconnected and never took action to correct the situation.Boeing reconnected the 
fire alarm nine months later and after the fire event. The failure on Boeing's part to reconnect the alarm 
resulted in additional burn time before the fire department was called. (see IARs and UPS Fire Incident 
Review) 

(U/ ~he OIG concluded that since the fire was caused b~,_~~-____,~istake during service and 
there is no evidence to suggest that he intended to cause harm to the Government; there is no evidence 
thaj I violated 18 U.S.C. § 287. According to Boeing legal counsel peing 
insurance does not cover loss related to the fire based on the premise that the government is self
insured and therefore Boeing could not be held directly accountable. The NROAIGI raised this question 
to NRO OGC, but was unsuccessful in resolving the issue. 

(U//~The final cost of the ADF-swr--7 fire recovery effortwaJ !Boeing's fee was 8% or 
approximate!~ /The OIG briefedfn~CFOAMContracting Officer on the facts of the case 
including the delayed fire response due to Boeing's failure to properly manage the fire safety system.As 
a result of the facts developed by the OIG, the the CO reviewed Boeing's prior earned award fee and 
reduced the subsequent award fee by the 8% or\ I Boeing previously received. No additional OIG 
actions required. 

(U/ ~ On 17 June 2013, shortly after the fire at ADF-SW, there was an electrical incident in the 
Uninterruptible Power System (UPS) atADF-C, causing activation of sprinklers and fire alarms. OIG 
looked into the matter to determine if the two instances were related and if not, were there potential 
violations. OIGfound that an outdated drawing was being used which caused the incorrect wiring (see 

jemail in docs tab). There appears to be no connection between the two incidences and no 
1---po_,t,--e~ntial violations. The re fore, OIG took no additional action on this matter. 
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Primary Investigator: 

Narrative: 
(U/]'PeWQ) On 27 April 20U, the National Reconnaissance Office (NRO), Office of Inspector General (OIG),J I 
received information from an anonymous source reporting protocol funds designated specifically for distinguished visitor 
events supported al I This may violate Title 18U.S.C. §663 Solicitation or Use of Gifts. 

Last Investigative Step: 

(U//PSUQl On 7 January 2014, the OIG received the signed copy of ADF-CStandard Operating Procedure for the "ADF-C 
Distinguished Visitor Cash Fund". 

I Resolution: 
Unsubstantiated 

(U/~hisdosure memorandum summariz:estheac.tion takendur1ngthe investigationinto theallegation 
regarding the misuse of DV Host account funds b~ ir Force Civilian. (b )(3) 

.------------- ------(b)(6) 
(U/~ On 6July 2012, the OIG interviewe (b)(7 (c) 

11
.__ _ ______________ ....L...:C::.:..:.,irca 2008, created an Operating Instruction (01) outlining the 
use of funds within the protocol office nc who are both government employees, have 
primary oversight of the DV Host account maintained spreadsheets showing expenditures within the account 
and then provided them to '--------' aintained copiesof receiptsformoniesspenton Distinguished 
Visitor (DV) visits. 

(U//PSUQJ. On several occasions! ~xpressed concern about the balance in the account and belie\led the 
balance to be $4,000 when she believed there should only be $1500~~----~~tated she and! !balanced 
the account In the past, but believe urrentlycompletedthistaskalonej ~reviouslyperformed 

: audits of the account, but s unsure o e last audit conducted. 

{U/ /Ft%IQl. On 26 April 2012, thej Jheld a social at Newtch's Den, but as no DV's attended, 
Protocol's only involvement I nduded experdlngfunds requeste = by the front office. Accordlngt~ I an 
unwritten rule allowed for ex pending funds from the DV Host account for events such as Family Day, tne 40tn Anniversary, 

' and Change of Command ceremonies, in addition to DV events. 

(U/7'1'SUQl On4June2012, theOIGinterviewed L...__ _ _____ _____ _____ ___ __, FStS. The 

sfckE i ,n,w~, 
(b)(3) 
IGAct 
(b)(7)(c) 
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DV Host account should be a "break-even" account. The protocol office provided support for DV events and helped with 
conferences hosted by the site. During conferences, the protocol office typically ended up with considerable excess funds 

mto the DV Host account. The Protocol office established a specific process to collect cash for events.I ] 
n~c,.~~---~ad access to the DV Host account and Petty Cash box containi ngfunds. The protocol office (b )(3) 

cte undsduringconferences, placed all money in envelopes, and then verified funds by the GovernmentPOC(GP(b)(7I(c) 
According ttj ~ the front office requested and approved the use of all funds. When the protocol office moved 
unde ~---,--,----,.-----~ ontrol, there appeared to be more oversight of the account. reviously 
conducted audits of the DV Host account, but is unsure of the current audit process'--------- elayed to~ (b )(3) 
her concern regarding the amount of money in the DV Host account. Although not in writing, if an event benelitseverv(b )(7)( d) 
financial support may come from DV Host account. (b )(3) _____ IG Act 

(U~ On 9 July 2012, the OIG interviewe~ jPublicAffairs Officed previously worked 
in the Protocol office during which time Protocol employees collected and expended funds. I jpriorContracting 
Officer on thQontract, stated contractors should not be hand Ii ng funds and suggested the process change. Fol lowing 
the change In policy·~-------------' othgovernmentemployees, took control of the DV Hostacco(b){3) 
When protocol moved from under the Director of Staff in approximately August 2011~ I became the (b )(7 (c) 
primary on the account wit ~~~,_,_as the backup.j ~tated the balance in the account should be around 

butbelievedthe balance o ec oserto$4,000. Although the prima~onthe account,c__ ___ __,Jstated C=:J 
1----_,handled all aspects of the account since approximately April of 2012.L c.. ____ __,~new of thec=}ocial in April 

2012, but did not attend. Funds expended for this event should not have come from the DV Host account. 

(b){3) 
(U/~ On 26 July 2012, the OIG interview~ JLead, Protocol Office,! ~orked in the (b )(7 ( c) 
protocol office since December 2008 and became the lead over the other Lockheed Martin protocol employees. Whei-'-n-----1 
questioned about the Standard Operating Procedure (SOP), "Resource Management Process", dated September 2010, 
stated she did not create the document and merely signed it. According tol I funds from the DV Host accoun~t --
supported DV visits only. The protocol office established an accountforfunds atJ !with an additional petty 
cash box maintained in the Command SectionJ~ _ __,believed the DV Host account to be a "break-even" account; however, 

lo-----' 
eard there is approximately $6,000 In the account and no one knewwhattodo with the excess money. The majority 

of fu1ds in the accou ,.,._,.!iilllJ""-'-UoCLUJ4Ll,Army conference in January 2010 and two big conferences held back-to-back in March 

petty cash for the pure ase O consumable/perishable items for DV visits. nd I reconciled the (b )(7)( d) 
2012.~. ---~~n c..--~------' ealtwithpettycashmaintainedinDm dSection.1 lusedthe(b)(3) 

cash box monthly. When protocol moved underneath the Command Sta an~L. ____ _Jpecame IG Act 
responsible for the DV Host account. jis unaware of the last au I on the DV Host account. DV Host 
account funds helped pay for Col Saltzman's change of command ceremony.{U/71'8UQ) On 30 July 2012, the OIG reviewed 
the, "2012 ADF Funds Distinguished Visitors ( DV)" financial spreadsheet fort he period lOJanuary-12 July 2012. In April 
2012, $265 expendedforthe[=:}ocial and in July 2012, $1,320.50 expended for the ADF-CChange of Command. The 
protocol office and front office staff discussed where the funds should come from for both of these events and the Director 
of Staff approved funds from the DV Host account. 

(U/ ~ On 28 January 2013, I ~rovided a copy ofthe check issued to the U.S. Treasury il(b ){3)mnunt of 
$5,102.47 for conference fee overage from 2005-2012. (b)(7)(d) 

IGAct 
{U/~ TheADF OperatinglnstructionforADF DistinguishedVisitorHostAccount(ADF-O1-1011), dated 16 January 
2008, states thatthe ADF DV Host Account will operate as a "break-even" account, the account balance will not exceed an 
average of $1500 and quotes from to BPO Note dated 28 Nov07 which states cash collections which exceed actual costs 
must be turned over to BPOfor deposittoTreasury, and cannot be retainedorappliedtowardsotherfunctions/activities. 
However, the lower level SOP, Resource ManagementProcessdatedSeptember2010contained no instruction on returning 
excess funds to BPO. 

Page2 
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(U/~n 6January 2014, the protocolandfrontstaffoffice implementedADF-CSOP, "ADF-CDistinguishedVisitor 
Cash Fund", signed by the Chief of Staff. The SOP defined roles and responsibilities for both the protocol and front office 
staff regarding the expenditureoffunds supporting DV visits and conferences. If the DV Funds account exceeds $2,800 over 
a three-month period, th ~------~-~-----. ends a check to BPO in the form of a Treasury check. (b )(3) 
Additional internal controls such as quarterly audits by ensure the completeness and accuracy of account records. 

(U//'F'Ot;Q,) There is no evidence to support a violation of Title 18 U.S.C. §663 Solicitation or Use of Gifts, therefore there are 
no further actions required of this office. Investigator recommends case closed as unsubstantiated. 
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Primary Investigator: (b)(3) 
L__....;.__,._.....;. __ ~==;;.;;;;;;;;;;;;;;;;.~------~--------------------1 

Narrative: 

NRO OIG proactive initiative identified individuals who, during the 12 week period from 11 May through 2 Aug 2009, were in 
the faclllty less than 25 hrs per week for 5 weeks or more. We eliminated part time employees. We then summarized time 
in the facility for the entire 12 week period and identified those with the largest percentage of time out of the facility, 
therefore requiring further analysis. Subject was out of the facility 70% of the time. 

Last Investigative Step: 

Attempted communication with Raytheon requesting details of their investigation and follow-up to their 3 Oct 11 letter 
concluding a Hlack of evidence substantiating the allegations." 

Substantiated I 
Resolution: 

'-· -----------------------------(b)(3) 

: I - I - ' J ' •' ' ' ' • • ' - --:. - : : 

'j I • -: • - t- • 1 ' + • • 1 l • •: • 

Summary 

U//FO0O, The NRO OIG initiated the investigation based on results from the proactive initiative which indicated 
as out of the facility 70% of the time. The OIG investigation revealed from 1 August 2009 through 14 March ,._.,.....,.,....... __ .....__ __ --, 

201 L-----,,----.....J-c_;_h=ar~e=-;d 221 hours to NRO contracts that he did not work as claimed. This was discovered through 
an analysis o .L-_-.. ____ i.=;t i:.:.;mc:.:e=-c:.:::;ard submissions compared to mostly badge records from the ADF-C and a Raytheon 
facility. According to supervisor,! ~uties required him to spend the majority of his 
t ime inside these faci ities. 

(U//FOtJ9J Curing an interview in March 2011,....___ ____ _ .,....,nformed OIG investigators that he was made aware of the 
investigation through his supervisor which the OIG had previously interviewed, I ~sserted that most of his 
work time during the period in question was spent outside the ADF-C, although the investigative facts disclosed an opposing 
view. The investigation disclosed tha onstantly had gaps of unaccounted time away from the ADF-C and 
the Raytheon facility~-- ---- dvised he typically worked out daily at the AOF-C fitness center for approximately 
1-1 ½ hours. The gaps of unaccounted time mostly correlate wit itness time and consistently charging 
4.5 hours on Sundays, but with minimal, if any, time present at any facility advised that on Sundays he 
occasionally worked at the ADF-C and would also work from his home.'----- -~did not have any documentation or 
bona fide justification which authorized him to work from home. (b)(3) 

~:.!.!...:..:::~~-.-:-----:-_J thics and compliance officer conducted an independent investigation to include an analysis oLJ 
badge records and timecards. The investigation disclosed hours that were unaccounted similar to that of the 

lm== ...... =o;;;;n. The Ra -eon investigation also included witness interviews to include Raytheon senior managers which 
potentially made up the hours by working_ at other facilities or from home. The OIG 
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requested specifics of Raytheon's investigation but those requests went unanswered. The OIG opines that given the I 
surrounding facts of this investigation, the likelihood tha~~-----__,~ngaged in cost mischarging is more probab(b)(3) 
than not. If so, total monetary damage to NRO contracts based on a fully burdened rate would be $24,170. (b)(7l(c) 

(UflFUUO)"'fhe government program office was informed, but elected not to pursue the issue. Rl&IS Ethics and General I 
Counsel offices advised the OIG that ould be placed in a Raytheon facility in order to allow for closer (b)(3) 
scrutin of his work hours. Based on the AOF-C 'database, it appearO 

as not been issued a AOF-C permanent badge since early Jan of 2012. 

(U//F'OWQ) OIG policy requires notification to Office of Security for substantiated investigations. OIG Investigations believed 
the allegation to be substantiated. However the contractor disagreed, but refused to provide supporting information. 
Further the government program office elected not to pursue. Due to other priorities OIG counsel was unable to provide 
timely guidance regarding notification to Office of Security. Due to the passage of time, this case is closed as substantiated, 
but with no notification to Office of Security. 
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case Number: 

Primary Investigator: I 

Narrative: 

-

: 
·-
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I I 

-
-

- - •• - --l.. 1---··-----· ., . . - - ' - - ' -

20 May 20l~b { 12-0006-1 (b)(3) Date of Entry: 

I ,b)(6~ 
{b)(7),(c) 

) 3) 

Mllptlonlnfonnallon 
--

. - -

. - -· 

., 

The OIG received information from a contractor emj'oyee regarding concerns that Subject, a Scitor contractor working in 
th~ appeared to be operating a personal business from his assigned work 
location at NRO Westfields. The source stated that Subject is very overt about hisl usiness. 
However, he speaks to her about business operations over the phone from his desk on almost a rl::>ih, liasis and keeps 
business cards for the! !business diispiayed on his desk. (b )(6) , 

Resolution: Unsubstantiated 
(b)(7)(Cj 

- -- - - - ----r- -- - - --- - - . - -- -
I I ., I ,. - I I. . - -

..... 'I .. • I - • l L J •• - - ,, J. r - ... I - I • - i__ - - .. - . ' - -· -- - -

. Summary: 

I ~as the subject of OIG Case No. 11-0001-1. In this case. OIG substantiated that\ rad charged 44 
hours not worked. Scitor credited the NRO with $4,575.12 and gavel la performance improvement plan. The case 
was closed on 6 January 2012. The OIG received the above new complaint on 2 November 2011 that was initially closed 
with no ~e to lack of resources. The OIG reopened the investigation once resources were available to determine 
whetherL__Jhad engaged in any cost mischarging while working for ManTech SRS Technologies, Inc. in the Mission 
Integration Directorate supporting NRO000-13-C-0608. 

The OIG reviewe~ Jtime and attendance from April 2014 through April 2015. The OIG compared NRO badge 
records, which reflected the dates and times I !entered or exited NRO facilities, to his ManTech charge records. 

as credited for all time in NRO buildings regardless of his activities and hours charged travel outside of the 
aforementioned facilities. From this evidence, the OIG concluded that during the relevant perlodj Jworiced 
approximately 100 hours more than what he charged on the contract. 

In addition, the OIG reviewed! I computer records on the classified and unclassified NRO computers systems, 
along with his unclassified phone records. There was no evidence to indicate he was spending excessive time on the phone 

or emailing others regardin~~--~~usiness. . 

(b)(6) 
(b)(?)(c) 
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I"-::\ 
~ 

NATIONAL RECONNAISSANCE OFFICE 

Acting Assistant Attorney General 
National Security Division 
Washington, D. C~ 20530 

ATTENTION: 
Deputy Assistant Attorney General 

Dear ~------' 

30 August 2013 

(U/ ~ I am writing you pursuant to Section 1.6 (b) of 
Executive Order 12333 to report possible violations of fede·ral 
criminal law. 

~ Subject, ! ~-- - ------'-1_,,s._,,o"""c.,_,,i:.,;al Security Number 
Date of Birtnl I Place of Birth 

employed by Northrop 
Grumman Space and Miss i on ectondo . Beach, CA. Subject 
has held NRO access since.___~~-~- --' During his periodic 
reinvestigation processing, SubJect provided the following 
information during a polygraph examination on 5 August 2013. 

Approved for Release: 2017/11/28 C05101003 
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denied obtaining the images via file sharing and denied sharing 
his own ~-ma:es wj ;b oth:rs :H:i;ct was asketj if he still I ~ J He claimed every 
few mont se fee~s gu1.ty ane etes most of his saved files, 
only to start storing them again later. He st~~ed he likely has a 
few images on his computer at this time. Subject said he has 
hidden these files through multiple layers of security and they 
would be difficult for the average person to find. 

old (1977), he 

(Ul Subject stated in 1976, he purchased one 
marijuana from a friend for $225. 00 and sold 11 ounces 
$25.00 a~ ounce over a three month period. 

pound of 
of it at 

(U/~ We have designated this case as J I 
Information concerning possible violations of State criminal law 
ma.y be passed to local authorities for lead purroses only, without 
at1:ibution ta tl,O. Please contact! _with the NRO OIG 
at .if you require other information regarding this 
mat·er. 

cc; NRO, OIG 
NRO, OS&CI 

Sincerely, 

Lisa T. Miller 
General Counsel 

IDOJ Criminal Division 
L----------' 

Approved for Release: 2017/11/28 C05101003 
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SECREi7} I IV/141& 

Primary Investigator: 

Narrative: 

On 21 Oct 2010 the NRO OIG received an allegation tha1 ~ay not be working all of the hours she is 
claiming. '------ ~ 

Last Investigative Step: 

is Mar 2015 USAF debarre~~--- ~tor one year effective 10 November 2014. 

(b)(3) 
(b)(7 (c) 

Resolution: (b)(3)] 

Substantiated;~! -~!Check fo1~---~ (b)(3) 
..__ ________________ (b)(7)(c) ___________ __. 

(b )( 1) 
.:__ - : ' : '. , : l ' : I ' , - • - - . ~- • ~ 

t I - "'t, f 1 •' I " • • 'f • : ' I~, 1 • ' • - • • • : • • • 1 ' -

'---~-----""I· ployee working under NRO contra~ 
.,,__------- ~ ~,LJ!,!.~~=.......,""'T"r~ ---~ for work mostly supporting a program,.....,....w~rm~,=n~m--e- ~ 

IDue to class.lfled relationships between the contracts and the NRO, (b)(3) 
'--~--=---,---,---,.,.,.--,-::::,-:,,,.,,,.....,.......,--..-,----
the QIG partnered with AFOSI to investigate the allegation. Investigators conducted numerous interviews and 
reviewed many records including ingress and egress records for several facilities, tim, ::~ :~:darce, travel and 
training records an emails. The investigation revealed 972 discrepant hours between L=--~-n-,~rr-.----.-.-=--=-=!j timecard 
claims and actual time at her assigned facilities for the period October 2008 to October . ese labor hours 
were inappropriately billed to the NRO. During interview with investigators,! jadmitted she committed time 
card fraud, but could understand the large difference between her timecards and the ingress/egress records. 

(Um-suo) On 19 A 14 paid the United States Treasu~ Ito accou~b)(1 >he 
monetary loss attrlouted to~ ___ _J-"'LL&LlL.........., n 18 March 2015, the Department of the Air Force, Offi(b )(3)hP. 
Deputy General Counsel debarre or her actions. The debarment was effective from the date of (b)(3) 
proposed action which was 10 Nove e . (b)(7 (c) 

(U/~he United States Attorney's Offi~=============== = = ~eclined criminal and civil(b)(1) I 

prosecution. The matter was settled administratively and no further investigative steps are required. (b)(3) 

Page 1 
SELKE ,/fl'IEffflF 
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Primary Investigator: 

Narrative: 

Approved for Release: 2017/11/29 C05100587 

UNCLASSIFIED1;'reug 

On 14 August 2013, the National Reconnaissance Office (NRO), Office of Inspector General (OIG), developed information 
from its audit of Federally Funded Research and Development Corporations (FFROCs) regarding the acquisition and funding of 
the new Aerospace Corporation complex under construction In Chantilly, Virginia, located at the ed e of the ~O 

OIG audit develo d concerns that Aeros ce and NRO (b)(S 

e business need (b (5) 

ven these concerns, the OIG Investigations w, m a a case 
Ly.,......,_, 7rTr.~a""r;;ew.ros=pa;-;;;::;ce:;-;;m.;:;a~y-i.;;;~ve;;--;;m:;-;;a;;r,,e false claims and representations to the US Government or a financial institution 

to facilitate and fund the construction of its new building(s) in Chantilly, Virginia, (2.) that US Government officers may have 
been complklt in Aerospace's actions, and (3.) that the funding and construction of this facility was done in such a way as to 
hide It from Congress. Possible criminal violations include 18 §287, False, Fictitious, or Fraudulent Statements; 18 §1001, 
False Statements; and 18 §1344, Bank Fraud, among others. 

Last Investigative Step: 

Review Subpoena Responses 

----------------------(b)(3)---------
Resolutlon: (b)(7)(d) 
Unsubstantiated IG Act 

I' • • ~ I : • • ' - • l' ' 'I - • I• - - ' - - • • • 

I I • • - I . ~ I " t I • ~ 1-· ! " •• • ! " · ! • ! • ' * • ~ • • I 

Summary 

Review of the subpoena documentation and the interview wi~1-:=~=-=-:'~_howed there was no false representation by 
Aerospace to the NRO or the banks from which it borrowed money to tuna construction of the newChantillycampus. 
Internal briefings to NROandthe loan paperwork to the banks both stated Aerospace's intention to repay the loans using 
depreciation on company assets and facilities capital cost of money. 

There was also no with ho I ding of information to Congress. N RO occupies space in the new Aerospace facility through a co
location agreement found in Aerospace's contract with the Government. As such, NRO had no new construction to report to 
Congress as re qui red by I aw. 

UNCLASSIFIED/~ 
Page 1 
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0 
NATIONAL RECONNAISSANCE OFFICE 

Office of Inspector General 
14675 Lee Road 

Chantilly, VA 20151-1715 

MEMORANDUM FOR DIRECTOR, NATIONAL RECONNAISSANCE OFFICE 
PRINCIPAL DEPUTY DIRECTOR, NATIONAL 

RECONNAISSANCE OFFICE 

17 June 2016 

DEPUTY DIRECTOR, NATIONAL RECONNAISSANCE OFFICE 
DIRECTOR, IMAGERY INTELLIGENCE SYSTEMS ACQUISITION 

SUBJECT: 

DIRECTORATE 
DIRECTOR, OFFICE OF CONTRACTS 
GENERAL COUNSEL 
EXECUTIVE OFFICER, OFFICE OF SECURITY AND COUNTERINTELLIGENCE 

(U) Report of Investigation: Conflict of Interest 
(Case Number 15-0021 I) 

(!!J) Ht;'/blE.) The National Reconnaissance Office (NRO) Office of 
Inspector General (OrG: initi:ted an inrestigation based on 
information alleging created a criminal conflict of 
interest by violatingis pos -government employment restrictions on (b)(1) 
~hel l~rogram. The attached Report of Investigation details the (b)(

3
) 

investiga ion results. 

i5//'fM//:Wi').. The NRO OIG recommends that Office of Cont~racts (b)(1) 
determine the appropriateness of hours charged I ___ (b)(3) 
contract forl !services, negotiate a recovery or any 
mischarged hours, determine whether debarment of Mr. Killoran is in 
the Government's interest, and provide status of any recovery results 
to the OIG within 45 days. In addition, the OIG requests that the 
Executive Officer, Office of Securit and Counterintelligence, place a 
copy of this report in ............. ~---~~__.security file, along with a 
notation in the appropria e securi y atabases. 

(U//~ You may share information contained within this report 
with those individuals you deem necessary to complete the requested 
actions. If individuals other than the addressees require a copy of 
this report, please notify the undersigned, and the OIG will promptly 
review the request. Upon completion of all requested actions, please 
return all copies of this Reporl of Investiaation to the OIG, with the 
exception of any copy placed in~--------~~ecurity file. 

CL BY: I I 
DBCL ON: 25Xl, 20660617 
DRV FROM: INCG 1.0, 13 February 2012 
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SUBJECT: (U) Report of Investigation: Conflict of Interest 
(Case Number 15-0021 I) 

(U/~ If you have any questions concern+na this report, 
P.1J-a..w.s:;__,.._,_,_.u...i.."'-.l......._......_...,,_........,,_-""""""'-'-"'u-.<a.u.i-........... J..1..w~......,_....,,,_ Generali~-------------' 

ssistant Inspector General 
Investigations, at 

c ing nspec or enera 

Attachment: 
(U) Report of Investigation 
(Case Number 15-0021 I) fm 71'.PC/;'HF)-

2 
SECRET//TALiiif ICEi&M:rll//NOIDBB 
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SUBJECT: (U) Report of Investigation: Conflict of Interest 
~----~(C_a_s_e_N_u_mb~er 15-0021 I) 

OIGI~--------~~ 7 Jun 16 

DISTRIBUTION: 

Hard copy 
Director, National Reconnaissance Office 
Principal Deputy Director, National Reconnaissance Office 
Deputy Director, National Reconnaissance Office 
Director, Imagery Intelligence Systems Acquisition Directorate 
Director, Office of Contracts 
General Counsel 
Executive Officer, Office of Security and Counterintelligence 
OIG Official Record 

SECRET lh:XLDi' nnteYI//IJQfflBJI 
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(U) National Reconnaissance Office 
Office of Inspector General 

Investigations Division 

(U) REPORT OF INVESTIGATION 

(U) (15-0021 I) 

17 June 2016 

(U) Section A - Subject: 

1. (U//F~ull name 

Employer: Self-Employed 

Current Contract Number: N/ A 
~-----------

Previous Contract Numbers: 

Job Title: 

SECRET /ffALEN I Kt:YHOLGl/bl:OFQRJS. 

Approved for Release: 2017/11/28 C05101002 

(b)(3) 
(b)(?)(c) 

(b)(3) 

(b)(?)(c) 
(b)(6) 



C05101002 
S
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(U) Section B - Predication: 

2. (~On 14 January 2014, the National Reconnaissance Office {NRO) Office 
n al OI re ei d information alle in a criminal conflict of interest involvin 

(b)(3) 
(b)(7)(c) 

r----~---;-.---:-~..----;---.---------.-;----:-;---.-------,------1 
(b)(1) was 

concernin (b)(3) 
le edl re resente oemg s interests to governmen 

o 1c1a s on t '-,---~ rogram.'---=--------c-----' alleged actions potentially violated his 
permanent restriction under 18 U.S.C. § 207, Restrictions on former officers, and elected 

(b)(3) 
(b)(7)(c) 

officials of the executive and legislative branches. (b)(3) 
(b)(7)(c) 

(U) Section C - Potential Violations: 

3. (U) 18 U. S. C. § 207, Restrictions on former officers, and elected officials of the 
executive and legislative branches makes it unlawful for anyone after government employment 
to "knowingly make, with intent to influence, any communication to or appearance before any 
officer or employee of any department ... on behalf of any other person in connection with a 
particular matter ... in which the person participated personally and substantially as such officer 
or employee which involved a specific party or specific parties at the time of such participation." 

(U) Section D - Investigative Findings: 

4. (U//~) ,.Ll.li~~..YL!:i.a.uw.l.l~ecords that reveal 
government service o Immediate} rior to re iremen 
the ositions o 

Per appropriate pre-retirement proce ures, in approximate y 
.,A.-u-gu-st,....,.,=.---, =========-.... Vt-.--se-.-t:-re NRO Office of General Counsel (OGC) of his plans to 
retire. In response, t e OGC provided him written guidance which prohibited him from ever 
(lifetime ban) representing anyone before the government on any particular matter in which he 
participated personally and substantially while with the government. 2 

[ quested an opinion from the OGC regarding his employmen as an 
5 /S)j~Kff:tfl'j According to records obtained by the OIG, on 25 Nr·: ..... ?M:1 

independent consultant. As a result, the OGC provided him additional instril~: mTitter 
dated 8 January 2009. The letter specifically prohibitedj ~om ever representing 

I 

anyoneJ ~efore the government onj._ __ ....,~ince he participated personally 

2 
SECRE 111 I ALl:NT KE"'lllOLEJ.L)lQFOBN 
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~'El,l't.11, 111 1 ALl!.,l .... 1 hl!.i I UULElil 'i 01 oz.tr (b )( 1) 

(b)(3) 

and substantiall on the ro am. 3 This letter outlined the basis for the OGC o inion 

and detaile ~--------------------------lor the 
I pontract and his involvement in decisio d in more than $10,000,000 in 
contract chan es. Additionall the letter stat as involved in makin si ificant 

,-lbl,_lLI.ll~~-,._NRO contract records corroborated the OGC's findings. Documents 
liste the for three award fee periods, and evidenced his 

uring that time. In addition, documents 
'-"'.sh'o_w_e-r----'-----,----;::--------.-:---~--s-...----.~and A ril 2008 as so poor that it received 

~---
a score of zero, which would have e uated to over · n lost fee for the eriod. (b )( 1) 
However, o~l 2008,___ ____ ~----~---------'('--"b){3) 
that alloweL_J the opportunity to earn th lost award fees in subsequent 
award fee periods. 

--~7. '{Si7 I RY:'>WUlecords reflected thatl I for 
~--__,hortly after his ovemment retiremetj'-· ______ __,pn 27 Febfllary 2009, 

ssigned o work on a consultin services contract with 

(b)(3) 
(b)(7)(c) 

(b)(3) 
(b)(?)(c) 

(b)(3) 
(b)(?)(c) 

en e 1s contract on 1 March 2009, subsequent to jreceipt ofth(b)(1) 
aforementioned 8 Janu 2009 OGC instructional letter. One of the contract amendments (b)(3) 
included a task for o participate on a Technical Advisory Board (TAB) in support 
o rogram. The TAB encompassed face-to-face discussions witlj I 

government representatives to discuss technical matters and strategies for TOP AZ. 
'--='-~ 
Between March 2009 and May 2013'------~partici:ated in five TAB meetings on 

I lehalf, with a resulting cost of $33,370.131 !ubsequently billed these 
costs to thei jcontract, and the NRO ultimately pat I 1as a tesult. 

8. ~The OIG interviewe n 18 February 2015. He 
acknowledged attendin~J If AB meetings o '--~-~-_,.,and that NRO government 
representatives attended and chaired the meetings. He a o ac ow edged receipt of written 
guidance from the OGC outlining what he could and could not do withais post-
government employment. ...__,~ ___ laimed that he could represen meetings with 
government personnel re ar m because the OGC's instructio ited him from 

(b)(1) 
(b)(3) 
(b)(7)(c) 

an activity involving theL _____ ~~-_}..,U.!,L..i.!.!e-!!.L!.U-ft the termc_ l ______ l 
onl referred to a contract awarded t .____ ___ ~___J hen the~[-~ _____ 7__; (b )(3) 

1-----____.r=.i._=7 rogram was broken up into ree separate contracts.4 He further stated that (b)(7)(c) 
since , 

1
contract number did not chan e it was not a As a result, 

I fSmted his ban only applied to th ~~==~=-=' ontract and not tq I 
matters involvinj !Notwithstanding tliese ass ions, e OGC's written gu.toance, which 

(b)(1) 
(b)(3) 

3 fSi',g:J{J~) On page four of its 8 January 2009 letter tJ'-___ __..,bie OGC defined the trerm---1_~ __ ___; 
I ]used in the letter as a "reference to certain classified contracts between the NRO an·'----
~o~ration." The · I · d contracts wit,__ _ _,at the NRO. 
~ K1ilftWhen new contracts were awarded to 

o c n nue e wor ompam were doing 
L..,_co-n~t1-nu-e~e-o~rt~was--r~et-a1~n~o-n its original contract vice being issued a new contract. L---------' 

3 
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acknowledged receiving, clearly articulated that the I ___ __,)refers 
._t_o_"-cert_ai_· n_c__,lassified contracts between NRO an~._ _______ (b )( 1 ) 

(b)(3) 
(U) Section E - Conclusion: 

9. tsn i X,'fNf',-. The NRO OGC instructed _______ __, that his representation o~~-~ 
to the gov. emment would result in a violation of his post-govemme~itions. Subsequent 
to receipt of these instructions-0 !repeatedly representedL__Jo the NRO on 

piatters, all in violation of said post-government employment restrictions. All (b)(1) 
.._,_in_v-es-t-,-ig~ative steps are complete to date. (b)(3) 

10. (U,/Fm:JO,-:rhe OIG briefed the United States Attorney's Office for the Eastern 
District of Virginia, which subsequently declined the case in fav · istrative actions. 

4 

(b)(3) 
(b)(7)(c) 

(b)(3) 
(b)(7)(c) 

Assistant Inspe 
for Investigation 
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(U) Section F - Recommendation: 

I 1. (U//POU9t-The OIG requests that the Executive Officer, Office of Security and 
Counterintelligence, place a copy of this report~ !security file, along with a 
notation in the appropriate security databases. 

12. (U/~00,-The OIG recommends that the Director. Office of Contracts determine 
the appropriateness of hours charged b)i~--~~n th~~--~~ontract for_~~--~ 
services nea:ptiate a recovery for any mischarged hours, and determine whether debarment of 

I l pursuant to the Federal Acquisition Regulation 9.406, is in the government's 
interest. The Director, Office of Contracts should report the result of his determination as well as 
any action taken or anticipated to the OIG within 45 days from the date of this report. 

CONCUR: 

5 

Acting Inspector General 
17 June 2016 

Date 

SECRET /ff ALEN'I KE Ul6LEfilNOl'ORJS 
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0 
NATIONAL RECONNAISSANCE OFFICE 

Office of Inspector General 
14675 Lee Road 

Chantilly, VA 20151-1715 

MEMORANDUM FOR DIRECTOR, OFFICE OF CONTRACTS 

19 September 2016 

EXECUTIVE OFFICER, OFFICE OF SECURITY AND 
COUNTERINTELLIGENCE 

SUBJECT: False Statement 

(U//'F'O~~The National Reconnaissance Office (NRO) Office of 
Inspector General (OIG) initiated an investigation based upon 
information a l leging ~ ---- - ---- - ~ falsified test results on 
an NRO program. The attached Summary Report of Investigation details 
the investigation results. 

(U/~The OIG requests that the Executive Officer, Office of 
Security and Counterintelligence place a copy of this report in 

.__ ______ _ __ security file, along with a notation in the 
appropriate security databases. 

(U/ l'E'O0O) The OIG recommends that the Director, Office of 
Contracts determine whether debarment of! I pursuant to 
the Federal Acquisition Regulation 9.406, is in the government's 
interest. The Director, Office of Contracts should report the result 
of his determination as well as any action taken or anticipated to the 
OIG within 45 days from the date of this report. 

(U/~You may share information contained within this report 
with those individuals you deem necessary to complete the requested 
actions. If individuals other than the addressees require a copy of 
this report, please notify the undersigned, and the OIG wi l l promptly 
review the request. Upon completion of all requested actions, please 
return all c opies o f t his ROI t o the OIG, with the exception of any 
copy placed in security file. 

CL BY: I 
DBCL OH: 20410919 
DRV 11(: IHCG 1.0, 13 February 2012 
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SUBJECT: (U//~ Summary Report of Investigation: False Statement 
{Case Number 16-0039-I) 

{U/ /'F'OUe;, Questions, regarding this report may be directed to 
Deputy Assis In r 
or to me at 

Attachment: 
(U) Summary Report of Investigation 
(Case Number 16-0039-I) (Ji/ tTn/;Nf) 

cc: 
General Counsel 

2 

Assistant I ector General 
for Investigations 
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SUBJECT: (U) Summary Report of Investigation: False Statement 
(Case Number 16-0039-I) 

OIG eptember 2016 (b)(3) 

DISTRIBUTION: 

Hard Copy 
Director, Office of Contracts 
General Counsel 
Executive Officer, Office of Security and Counterintelligence 
OIG Official Record~l ________ ~J 

sEcifti ;1-ma 1 B¥B&Y//NOFOBB 

Approved for Release: 2017/11/29 C05100576 



C05100576 
___Aoproved for Release: 2017/11/29 C05100576_ 
S'"~\..:l'l£. 1 // 1.1-1.LLl'I 1 AL I IlVLJ:J.111,Ul'VI\J.'I 

(U) National Reconnaissance Office 
Office of Inspector General 

Investigations Division 

(U) SUMMARY REPORT OF 
INVESTIGATION 

(U) (16-0039-1) 

19 September 2016 

(U) Section A - Subject: 

1. (S71Tlf/1'Nt') Fall Name: .__ ______ __, {b){3) 
(b}{7)(c) 

Employer:jc_ _____________ __, 

Current Contract Number: None 

Previous Contract Numbers 

Job Title: 

CLBY: 
DECL ON: 20410523 
DRV FM: INCG 1.0, 13 February 2012 
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(U) Section B - Predication: (b)(3) 
(b)(?)(c) 

2. (SlfikhNFJ On 21 August 2014, The National Reconnaissance Office (NRO), Office 
of Security and Counterintelligence (OS&CI) reported to the Offi e fin I 

~IJ,_U._.liQ.LL!.l!ot.l'.'.Si.ll~~-~o~rm~t~io~n::!!th~a~===i-----_ull._7:---=-=--=-=-=----=----------=-__J (b)( 1) 
~-------' employee assigned to contrac had falsified test results (b)(3) 
related to the contract at the com an 's facilities ocate m 

'------------------~ The OS&CI reported tha ,___ ___ (b)(1) 
knowingly conducted testing that was against the company's established protocols and then (b)(3) 
submitted the results to his management as if the results were legitimate. As reported, 

I jactions violated 18 U.S.C. §1001, False Statements, which makes it unlawful for 
any person to knowingly falsify or conceal a material fact; or to make a materially false, 
fictitious, or fraudulent. 

(U) Section C - Investigative Findings: 

3. ~i i K7hfflt-The OIG obtained OS&CI records which evidenced that during 
,___ ____ _, security processing on 7 August 2014, he reported that on approximately 

(b)(3) 
(b)(7)(c) 

9 July 2014 he conducted heat treatment processing on two different metal hardware parts, from 
two separate work-orders, using a single oven, thus exposing one of the parts to incorrect and 
unacceptable temperatures. I ~tated he subsequently altered the details of the 
corresponding processing certificate to make it appear that he had conducted the process within 
acceptable parameters and with a favorable outcome. He stated he performed these actions 
during the course of his assigned duties on an NRO ro am, which he knew to be The 
OS&CI immediately communicated the details of! statement to the NRO 

'-------------------------(b)(1) 

4. tsn iK/i'tffZ!:Q!! 8 August 2014,I !Security notified I pf its concerns (b)(3) 
regardin8=========7== actions. During this notification,! !responded that it was not(b)(3) 
aware of any reporting disclosures made b r any of its employees. I (b )(7)( c) 

(b)(1) 
(b)(3) 

Security subsequent} re uested that,___ __ ~-.-.,! e removed from any NRO program related (b )( 1 ) 
· t'----~~~~~-~--=-----" er his removal from NRO programs, (b )(3) 

~---~ rovided the details noted herein of the incident tq~-~~ecurity. 

,----~~~~~!!!:!::!~~~~~~---------_J(b)(1) 
reflecting the company's response to the alleged incident. This "Disclosure of (b)(3) 

L.-M-is-co-n--,-du~ct by Employee" report containe~ I internal investigation and corrective 
measures regardin~ !actions associated with the NRO's (b)(1) 

I !As set forth in the reportl ~sclosed t e (b)(3) 
faulty testing process, he allowed the treatment to conclude, and then prepar an inaccurate 
record using time and temperature data from an older, previously completed heat treatment 

-

2 SECRE iJJ i A'.Lf!!NT 1,EYHOI,E//NOFORN 
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~ure which reflected satisfactory results. The report further noted'--___ __,informed 
L__Jhe falsified the report in an attempt to conceal his actions. 

6. (U/~ response to its investigation of! ~nsJ ~ook 
appropriate corrective action to identify and isolate the affected parts. !provided 
assurances it did not install any of the affected parts into any flight hardware and notified the 
NRO of the incident and its corrective actions. The OIG investigation did not produce any 
information contrary to these findings. 

(U) Section D - Conclusion: 

7. (Sil i K/ft~,._ ____ ___,knowingly submitted falsified test results for parts related 
to an NRO program. Due to the isolated nature of the event and the company's corrective 
actions, the United States Attorney's Office, Central District of California declined interest in the 
case. I !reported the incident and its corrective actions to the cognizant! I 
Contracting Officer h u sequently requested and received a reimbursement on 
7 January 2015 fro,J:L_-,---1u:L.tllUirul!llfl't of$295.29 to account for the time associated with 
~----~ actions. ~~--~esigned fronj~--~prior to any administrative action 
taken against him by his employer. He was administratively removed from NRO access by 
virtue of his resignation. 

(U) Section E - Recommendations: 

8. (U~e OIG requests that the Executive Officer, Office of Security and 
Counterintelligence place a copy of this report inc__ ____ ____,security file, along with a 
notation in the appropriate security databases. 

9. (U//~mmends that the Director, Office of Contracts determine 
whether debarment otl_______pursuant to the Federal Acquisition Regulation 9.406, is in 
the government's interest. The Director, Office of Contracts should report the result of his 
determination as well as any action taken or anticipated to the OIG within 45 days from the date 
of this report. 

3 SECRET/ITALENT REi'HOLE11t,OPOltN 
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Date of Entry: 10/31/2013 

L.ln;,:,,;v.:.es.:.:ti::.ga::.:t.:.:or:.:.. • ..:;;;;;;;;;;;;;;;;;;;;;;;;;=::!....---------....1.----------(b )(1 ) _ ____ __, 

Narrative: 
{5]J i ivmfl, 6n 18 January 2011, the National Reconnaissance Office (OIG) initiated an investi ation r arding potential labor 
mischarging by a Northrop Grumman employee A proactive survey identified 
individuals whose badge records reflected less t;---an---..-,.-.--0-u_r_s_pe_r_w_e_e~ o-n- s~,t-e~o-r~,v-e_w_e_e~o- r_m_or_e_o_ a__,n·ine week period. From 26 July 
2010 through 26 September 2010, was out of the facili 49 percent of the time despite his status as a full-time 

I ee orked nd directl char ed NRO contracts 

Fictitious, and Fraudulent Claims. 
nowing y submitted alse hours on his timecards, he would have violated 18 U.S.C.§287, False, (b )(3 ) 

(b)(7)(c) 

(U/~ The OIG examine ime at the facility for two full work years from 1 .•~---~-, 2009through 31 December 2010. 
The OIG compared the hour '-----==-'ar ed to NRO contracts with facility access recorc(b )(3 l1nn and travel records, and access 
records for contractor facilities The comparison revealed 1,283 mischa(b )(7)( d}._ 

~ - ----- - - - - --IG A.-~----- -~ 
(U/~ On 24January 2011, the OIG interviewe 'r:-:---,-----.--.---,-r-----:..=,.-.;;:.-::-----_=...-.-..-..=.-..--c---,--=--..-.! upervised 
I I from 2003 to the present. Mr. Gomez re aye wor e rom 9:00AM to 5:00 Mor 8:00AM to 4:00PM, five days a 
week with occasional shift work. As a salaried employe '---~-' recorded 80 hours every two weeks. Employees completed t(b )(3 ) 
cards dally and submitted them to their supervisor every two wee s. Mr. Gomez approv~ I time cards. (b )(7)( C) 

Jhe OIG rovided Mrcof 24 days which! I claimed hours on his timecard, but where no badge records 
erified that !aimed those hours, but provided no explanation fo whereabouts. 

,--,,b::i=c:,--::r,-.J---- ...----'--
l~V . smo , ut was unsure of the number of breaks allowed. tated no issues existed wit (b)(

3
) 

rme card accounting or hours wor e . .______, (b)(7)(c) 

(U//fQIJQL On 8 March 2011, the OIG intervie,,-w!.!:e~ _ _ ___ __ ...J"''-'LLl.ll.U~ umman Technical Lead.I ~upervised D 
~ ally activities, but did not approv pically worked 7:00AM to 4:00PM Monday 

'--~-...-=-
through Friday and occasionally worked at ot er con ra 

(UITl'OU~n 26 May 2011, the OIG interviewed-...==-----~ho provided the following: (b)(3) 
J 7'vorked for Northrop Grumman from~o the present.I ~tated he arrired at work ~tween 7:00AM an<[b )(7)( c) 

8:00AM and left work between 3:00PM and 4:00PM and took lunch between 11 :00AM and 1 :OOPM .__ _ _ __ }_, ook breaks during'ine 
day to go tot · ack, talk to the gate guards, or smoke! !averaged six smoke breaks per day lasting less than five 
minutes each. worked 80 hours in a two week period and activities not directly supporting the contract could not be 
charged to the contract.,__-,-___ ----rr charged time not worked, but claimed he did not accurately account for hours worked. In 
approximately January 2010.._ ______ received counselling for not properly charging time to the contract. Each year,I I 
received computer based training (CBn regarding time charging policies~ jstated he had no intention of defrauding anyone 
for the time he worked and understood timecard fraud as charging time for hours he did not intend to workj..._ ___ ~ pwned a 

but claimed he never used work time to perform work related to his personal company . ..__ _ __________ ___,J 

(Ut??eUQl. Early In the Investigation the NRO OIG determined that at least some of! ~lme was charged to contract line items 
funded by NSA. The NRO OIG notified NSA OIG and it was agreed that NRO OIG would continue to work the case. NRO OIG periodically 
informed NSA OIG of the status of the case. (b )(3) 

NRO Ombudsman, contacte IG an relayed tha~ ~nformed that his last day 
~:r----n-.. e OIG verified i~ ~ha '---- ~ .--J as debriefed of all clearances on 1 July 2011 . 

with no further information avai a le. (b )(3) 
'------' 

(U"'9UQl. On 24 August 2011, the OIG reviewed! jwork e-mail account. During the 2009 to 2010 time period, c=(b )(3) 
sent 46 e-mails which discussed his personal businessJ trhe amount of work tim~L-- -__J~pent on personal (b )(7 )( c) 
business emails was minimal, therefore this time was not included In the the total of mlscharged hours. 

(U/~) Northrop Grumman performed an independent analysis and disputed 30 of the 1,283 mischarged hours identified by the 
OIG. The OIG took no exception to Northrop Grumman's calculations resulting In 1,253 hours mischarged and a fully burdened loss of 
I I (b)(3) 
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Page 1 of3 



- - - .................................... . ----··--·-···--·-·"""'"'"""' ' 

CO 51 0 0 614 SECRE "" IV,ifF/J'i!i1'1 
Approved for Release: 2017/11/28 C05100614 

(U//~~I -,------,-------'~ttendedj /Indoctrination. Site Personnel Security verified I ~ttended as a 
new NSA civilian employee. .__ __ __, 

(U/~ As a result of the OIG investigation, Northrop Grumman implemente (b)(4) 
~---b)(3) 

L__ _______________________ __, (b)(7)(c) 

(U~On 9 November 2012, atJhe reauest ofthe United States Attorney's Office (USAO)j ~he OIG anal~ 
badge records and the time cards fo ~or the time period 12 May 2012 to 5 October 2012. The time period coveredL__J 

recent employment as an NSA civilian. Analysis revealed approximately 42 hours or 5.3% of unaccounted for time. 
~Th_e_O_I_G_p~resented the facts of this case to the USAq~------__,~hich declined prosecution due to Northrop Grumman's 

cooperation, full reimbursement to the government, improved internal controls, and no evidence of continued mischarging b(:J 
.__ __ _,~s a government employee. 

~,1'FKttNf.}._The investigation revealed sufficient evidence to support the conclusion that I ~ctions constituted a violation of 
18 U.S.C. § 287, Folse, Fictitious, and Froudule~by mischarTing 1,253 hours to NRO contracts, resulting in a loss to the government 
oj I Northrop Grumman reimburse<\______jtO contractl land issued a Treasury check for I for the (b )(3) 
loss to contraci j The NRO OIG completed a Report of Investigation dated 6 February 2014. There are no further 
actions required by this office. It is recommended that the case be closed as substantiated. 

Last Investigative Step: 

Resolution: (!' Substantiated O Unresolved O Unsubstantiated O Referred 

Additional Information: 
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Effective Date Signature Notes 

Effective Date Signature Notes 
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Primary Investigator: (b)(3) 

Narrative: 
I 

Allegation that mployee, mischarged labor. (b)(3) 
.____ __ ___,.1, ___ ......_.........,;.__;__._---. ...... ......,. ......... _ _.;;_ ___________ (b)(?)(c) 

I last lnvestlptlve Step: 
Add Date I 
Resolution: 
Substantiated. t the start of the investigation . .__ _________ __, 

-- - -- - -

l - : " -· I - - -- - - ~ - - ' - ' N - • - 1 - - ~ - H 

' ' '. . ' - ! k • •• r, ., • , • • - , - l t I : - - , 

Summary 

(Ul7F0U0) The National Reconnaissance Office NRO Office of Inspector General (OIG) completed an 
investigation of for violation of 18 U.S.C. § 287, False, Fictitin11.~, 
and Fraudulent·...._,a=,m=s.---- --- - - - --- --' (b)(1) 

(b)(3) 
r-1J~fflttfl/~~!;ffi~eil~L- -,,--._Jwas L-~ -----,..,.J employee working under NRO contract O b)(1)] 
.....,.. __ __._ _ ___ _ ,...1 as a su -contracto .__ ___ _,or work mostly supporting the [ (b)(3) 
'------~ The joint OIG and DCIS Investigation revealed 1,920 discrepant hours between his time(b)(3) (b)(3) 
claims and actual time at his assigned facilities for · January 2007 to June 2009. These labor hours were 
inappropriately billed to the NRO. On 1 Ma 2014 aid the United States Treasunj (b)(1) 
account for the monetary loss attributed t ~ ----' actions. On 26 June 2009,I J retired from (b)(3) 

and was debriefed of NR0 accesses. (b)(1) 
,,._ ___ __J • (b)(3) 

'{071F0tJ8}4"he United States Attorney's Office for the District of Colorado declined prosecution. The NRO OIG 
considers the contractor's settlement payment sufficient and no further investigative steps are required. The OIG 
issued a Notification to NRO OS&CI on 16 Jul 14. 

(See DCIS ROI for additional investigative details.) 
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From: 
Sent: 

I I 
Wednesday, July 16, 2014 3:21 PM 

To: Courtne Martha K NRO USA CIV·~--------~ 
Cc: 

Subject: Notification of Substantiated OIG Investigation: Case Number 2009-0128 I··· 

Classification: Sl!:Cl'::l!:T//TK/'/Mb 'Pe 89il!, lt88, G,Ml; €BR, w:u. 

Classified By:, I 
Derived From: INCG dated 20120213 (b)(3) 
Declassify On: 20391231 

Ms. Courtney and! ] ~--~ 

(U/~ The National Reconnaissance Office (NAO) Office of Inspector General (OIG) completed an investigation of~; ____ __,(Socia~~~~~~(c) 
Security ' for viol~tion of 18 U.S.C. § 287, False, Fictitious, and Fraudulent Claims. 

(~/ik}}REL to tlS.\ ~ Jwas i\.---c~~ ~mployee working under NAO contra ________ __,
1 

,,,,..,rr-_(b)(1) 
was a sub-contractor ~-=or wo mostly supporting the'. I The OIG investigation revea.Jea1 ,920 (b )(3) 
discrepant hours be•7nnfs t1mecard claims and actual time at his assianed facilities for the period Janµa!Y..20QZm.J,une 2009. These labor 
hours were inappropriately billed to the NRO. On 1 May 2014] .. baid the United States Treasul)L~~~_J~o account for the monetary 
loss attributed to j:lctions. On 26 June 2009~ fronj~----~~nd was debriefed of NRO accesses. (b)(1) 

(b)(3) 
(U//F'OOO) The United States Attorney's Office totj jdeclined prosecution. The NAO OIG considers the contractor's (b)(1) 

settlement payment sufficient and no further investigative steps are required. (b)(3) 

(l.Ji?FOt::JEij.e request that your office place a copy of this notification in the indivi~ual's securitv tile and update his status as appropriate in all 
security databases. Please direct any questions regarding this case to Special Agent• I or me. (b )(3) 

Thank you, 

(b)(3) 
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INSPECTOR GENERAL SENSITIVE INFORMATION - The information contained in this e-mail and any accompanying attachments may contain Inspector General 
sensitive information, which is protected from mandatory disclosure under the Freedom of Information Act (FOIA), 5 USC §552. Do not forward or release 
to anyone else without contacting the OIG staff member who sent this to you. If you are not the intended recipient of this information, any disclosure, copying, 
distribution, or the taking of any action in reliance on this information is prohibited. If you received this e-mail in error, please notify us immediately by return e
m all. 

=---~==--==--===---=---=--------==---=-=----~--=------
Classification: SECRET//TK//REL to USA, AUS, CAN, GBR, NZL 
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SECRE iJJ I K77i<ll' 

Narrative: 

On 10 January 2011, L...,-~-- ---=' an auditor with the National Reronnais.x1nce Office (NRO) Office of Inspector 
General (OIG) provided information to OIG Investigations indicating contract and payment irregularities within an NRO 
contract. During the course ofl laudit of the Consolidated Facilities Operations and Maintenance Pass-Through 
Contract (CFOAM), Contract Number NRO000-09-C-0383, with ~e :in: ~c:es Company (Boeing)J I identified 
issues with the advanced funding arrangement made to Boeing.IL_ -~------'explained that under a previous contract with 
Boeing, the NRO had provided I lin advanced funding in orr r ·ng to rapidly fulfill purchase requirements for 
the NRO. Under the current contract, NR0000-09-C-0383, the NRO is likewise providing advanced funding in order to 
expedite the purchases. Advanced funding is provided under a condition that any interest earned with the advanced funds 
must be returned to the NRO semi-annually. Further, monthly bank reconciliations of the interest bearing account must be 
provided to the NRO. The NRO OIG audit identified thatLunder the rurrent contract, advanced funding is being provided to 
Boeing but the funding is first submitted to a( jaccount and then transferred to al I account. 
Per the terms of the CFOAM contract Boeing rs requrred1o provicle bank reconciliations to the NRO. The NRO has only been 
provid '=>--=-=~.....i.,reconciliation statements and has not received any ofl !statements. A 

account shows that transfers of the advanced funds from '-,---- - - ---'account to the 
·~ - - a-cco- u-nt_ a_s__,had si nificant la time with some time as hi has six months. Intake Database#: 506 

Last Investigative Step: 

j lheld discussion with .__ _______________ ___,and former LI ____ ___,r4 (b)(3) 
February 2014 

I Resolution: 
Unsubstantiated 

: I I : ; - • - ~ - : + • 

• ' ~ I • l ... I I I' I - ·~ tJ - ... -·- ,. ·- - - ~ I·• • I, ••• - •. ' - ·-·. : - .... ~ ' • ' ' - I 
- -

' Summary 

This case is recommended for closure. Review of the invoicing and the related Boeing pass-through contract (NR0000-09-C-
0383 documents provided no indication of transfer or conversion of the advanced funds. etermined that the\ I 

ccount receiving the advanced payment amounts,L__ _________ __ ....Jalso received payments (b)(3) 
.__fr_o_m.,.........__, ther NRO/Boeing contracts. As the funds for theseil:ontracts and the pass-through contract werel combined I 

into one aggregate amount and money is fungible[==:}ould notaetermine if the delayed reimbursements to the 
accounts were transferred to the other non-NRO accounts or converted to non-NRO uses. 

A review of the delayed reimbursements to the I ~ccount formt hel laccount illustrated no (~ )(3) 
pattern with timing nor amount. Interviews of the cognizant I ~nd the.__ ___ _ _ _, (b)(3) 
revealed no additional red f~s of conversion. 
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I , • . • -: - I, _ _ _ _ _ -- , _; - : - ... I • ~ , , _ - - 11 .. I 1 , • , , 

Case Number: 

Primary 
Investigator: 

Narrative: 

I 

1~0021-1 

I 

Date of 
Entry: 

16 June2015 

(U/,7R.iOO,-On 18 October 2013, the National ReconnaissanceOfflce(NRO), Office of the Inspector 
General (OIG) received a complaint from! lot the Office of Security and 
Counter Intelligence ( OS&CI) and the Aerospace Data Facility Southwest (ADF-SW) j',----~~_,~elieved 
that the NRO paid too much for blue rintsfo t ADF-SW. The basis for his complaintwasa 
cost comparison between also located at ADF-SW. 

Last Investigative Step: 
Closure memo drafted 

I Resolution: 
Unsubstantiated 

- -

• I I• , -- • •• • •• -· • • j.. • .-- l 1 - • , 1. -. • - - I 1- • •• • I •• ,_ • , 1 , 1 • • 

Summary 

(U/ / The NRO OIG reviewed relevant documents relating to the biddin& selection, and contract 
award forthe~ ____ ,esign project. Accordingtotheir proposal, Jacobs an Authorized Federal 
Supplier operating under General Services Administration contract.__ ___ __,would provide a 
"comprehensive design solution for a modular building to be installed at the ADF-SW faci I ity, to house 
approxlmatelc=J:,ersonnel for a minimum of 10 years. The associated site work, including fence 
relocation,Qill be included in this design."The buil~ingwasto be a SCIF with tee~ floorsp~ce. The 1 

-,ur osefo asto make room fora data center1~~---~~ndfree up sw1ngspace 1~ I 
No actua mo~rbulldlngpurchase orinstallationwas included in the project. The project was for 

the de.s,ign phase oLJonly. 

(U/~ Source Selection recommendation dated 8 May 2012, stated that discussions forthC] 
project were held on 10 February 2012.I INRO COTR signed the team recommendation. 
Three firms were evaluated for the project, Jacobs, URS and Dewberry. Jacobs received the highest 
ranking of the three firms. The firms were judged on four FAR criteria. 

• Qualifications FAR Para 36.602-l(a)(l) 
• Specialized Skills FAR Para 36.602-l(a)(2) 
• Capacity to Perform the Work in Time Required FAR Para 36.602-1{a)(3) 
• Past Performance FAR Para .. 36.ifi02-1(.a)(4) 

Pagel 
UNCLASSIFIED/ m,wQ_, 
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UNCLASSIFIED//~ 

(b)(3) 
(b)(4) 

(U/~Uponselection,Jacobsprovidedt~~----------'~ROContractingNegotiator,adetailed 
pricing proposal fortheirservices. ltwas noted in the subsequent Price Negotiation Memorandum that 
"the ro osed cost was higher than the Government estimate, yet found acceptable" and the C0TR, 

took no except ion to the proposed hours or cost. The contract was Fi rm Fixed Price and '-------~ 
awarded as new 0eliver0rdernumber0013 on Basic0rderingAgreement NR0000-09-G-0412. The total 
value of the contract was! j 

( U/ ~) Al I design require men ts f ~we~ met by October of 2013. Estimated costs for the actual 
buildingconstructionandfitoutwer owever, the purchase and installation of the building 
was puton holdduetofundingissues. 

(U/ ~ The allegation contended that theQroject was ov~riced based on a comparison to A0F
SW Oconstruction costs. The available documentation fortheLJprojectwas reviewed. ThC}roject 
was a modular building completed in 2010. The0equirementwas fortemporary (less than Syears) 
SCIF swing space to house personnel while renovations toA0F-SW~--~were completed. The 
building is smaller in size tha c__ _______ ___,lt was built off-site and brought in on several 
trucks and assembled on-site. The majority of the work was completed with existing funding underthe 
contracts that preceded CFO AM and using contractors already on-site. 

(U/ ~ased on the documentation review, the []design project was fairly competed and the 
Government willingly and knowingly accepted Jacobs' proposal. In addition, th~~--------'projects are 
significantly different in their scope and can't be effectively used for cost comparison. There is no 
evidence that shows the Government over paid forth~esign project as alleged. There is no further 
action required and re commend closing as unsubstantiated. 

Page2 
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Case Number: 12-0085-1 Date of Entry: 3 March 2015 I 
Primary Investigator: . \ I 

Narrative: 

(Ut/FOJ6J>'l.li~ On 7 J{ne 2012. the Nation1 Reconnaissance Office (NRO), Office of Inspector General (OIG) 
received information tha '------~-_.Ja former contractor at the NRO was arrested for impersonating a(b)(3) 
enforcement officer. The case was opened as support to Law Enforcement for Howard County Police Departme(b)(7 (c) 
in Maryland and Defense Criminal Investigative Service (DCIS). 

I Last Investigative Step: 
2 March 2015 

I Resolution: 
Substantiated 

-

• • • • ! I ' - - ' ' • - • - - - ·• -

1 • , ! I , + - • •• • • I • - • , I 

' ' ' ' - -

Summary 

(U//POU6/;1::ES).!I'he NRO OIG provided support and coordinated with Defense Criminal Investigative Service 
(DCIS). The Howard County Police Department in Maryland closed out the case and provided[ (b)(6)~ DCIS 
Special Agent, the badges, credentials, and ID cards to return to the appropriate Federal Offices. (b )(7)( d) 

(U/7FOO"/ILBSI bought in two boxes of badges, credentials, ID cards and patches for review to identify 
what belonged to the NRO. A US DOD black Police badge, a DOD Uniformed Se · rivilege Card and 
a USA S cial Police Force bad e was retrieved and rovided toc..,....._ ~~.-JChief of Security 
at ADF-E and'------~- ~----- -for review . .1---- ~ - ~ - enti 1e e \ lbadge 
belonging to ADF-E in which etrieved and signed for to estroy. e ot er two badges were destroyed and 
placed in the burn bag by 

'------- -

(U/IJ'l"t:J9'a FS,1 T recommend closing this case since it has now been closed out by the Howard County Police 
Department and badges destroyed. 

(b)(1) 
(b)(3) 
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(b)(3) '---------:::===::::~~~~~~~~----------------------
c;;a.~~201s 2:03 PrJ'---------------------------------, 
~urtney Martha K N~O USA 

From: 
Sent: 
To: 
Cc: 
Subject: Notification of Substantiated o·~,G~l-nve-stig-. -at-io-n:-c-ase Number 2011-0010.1-~- Sl!Cfl\l!T/1*flflR•ereRtii. 

Classification: 'SECRE'.f//TH//NOEOBli 

Classified By: 
Derived From: I~N=c-G~d-a_t_e~d 20120213 
Declassify On: 20401231 

(b)(3) 

(b)(3) 
(b)(7)(c) 

(U/~he National Reconnaissance Office (NRO) Office of Inspector General (OIG) completed an investigation ~ I 
(Social Securitl_ ltor violation of 18 U.S.C. § 287, False, Fictitious, and Fraudulent Claims. · · 

(b)(1) 
employee working under NAO contract! I !was a 8'.1?)(3) 

contractor= tfm:WC:iCKlnai~:Jui:>Poift1ngapi'ogram within tht{ jlhe OIG investigation revealed 97:tbr, 
discrepant hours betwee ~---~timecard claims and actual time at her assigned facilities for the period October 2008 to October <bfb)(3) 
2010. These labor hours were inappropriEJtelv billed to th~ NRO. On 19 August 2014L., ___ ,..Jpaid the United States Treasul] lw (b)(7)(c) 
account for the monetary loss attributed tQL---~-~_,ll<;tions. On 18 March 2015, the Department of the Air Force, Office of the Deputy GenAr~I 
Counsel debarreC ~or her actions. The debarment was effective from the date of proposed action which was 10 November 2014. (b)(1) 

(b)(3) 
(U/~he United States Attorney's Office declined prosecution. The matter was settled administratively ar(b)(1) 

no further investigative steps are required. ~-------~ (b)(3) 

(U/JISSUQ) We request that your office place a copy of this notification in the indiyid11al's securitv file and 11ndate tier status as appropriate in 
all security databa~s. Please direct any questions regarding this case to Special Agent L 1 or me. 

Thank you, 

(b)(3) 

l,,,,.. of'"']' Ge~ral 
I 
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INSPECTOR GENERAL SENSITIVE INFORMATION -The information contained in this e-mail and any accompanying attachments may contain Inspector General 
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to anyone else without contacting the OIG staff member who sent this to you. If you are not the Intended recipient of this Information, any disclosure, copying, 
distribution, or the taking of any action in reliance on this information is prohibited. If you received this e-mail in error, please notify us immediately by return e
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NATIONAL RECONNAISSANCE OFFICE 

Office of Inspector General 
14675 Lee Road 

Chantilly, VA 20151-1715 

MEMORANDUM FOR DIRECTOR, OFFICE OF CONTRACTS 

05 February 2016 

EXECUTIVE OFFICER, OFFICE OF SECURITY AND 
COUNTERINTELLIGENCE 

SUBJECT: (U) Summary Report of Investigation: Theft 
(Case Number 15-0017 I) 

(U/~The National Reconnaissance Office (NRO) Office of 
Inspector General (O!Gl initiated a: investigation based on 
information alleging_ _!appropriated property possibly 
belonging to the NRO and converted it to his personal use without 
authorization. The attached Summary Report of Investigation details 
the investigation results. 

(U//~The OIG requests that the Executive Officer, Office of 
Security and Counterintelligence place a copy of this report in the 
appropriate security file, along with a notation in the appropriate 
security databases. All other copies are for informational purposes 
only and should be returned to the OIG. 

(U//FOOO,- The OIG recommends that the Director. Office of 
Contracts (D/OC) determine whether debarment of\ \pursuant to 
the Federal Acquisition Regulation 9.406, is in the government's 
interest. The D/OC should report the result of his determination as 
well as any action taken or anticipated to the OIG within 45 days from 
the date of this report. 

(U/~ OIG investigation reports are to be read only by the 
individuals to whom the OIG provides them, or to whom the OIG 
specifically authorizes their release. If there are other persons who 
you believe require access as part of their official duties, please 
let us know, and we will promptly review your request. Questions 
re ardin this summary may be directed to Special Agent in Charge 

,,__ ___ ---,-___ __,t .__ ___ __, (secure) ,..,.....~---~~~~~ .......... ...., at secure 
(secure) . 

Attachment: 
(U) Summary Report of Investigation 
(Case Number 15-0017 I) 

ssistant ns tor General 
for Investi tions 

UNCLASSIFIED/ /FOR on'ICIMJ 9811 OMI,Y 
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SUBJECT: (U) Summary Report of Investigation: Theft 
(Case Number 1S-0017 I) 

OIG 5 Feb 16 (b)(3) 

DISTRIBUTION: 
Director, Office of Contracts 
General Counsel 
Executive Officer, Lffice of Security and Counterintelligence 
OIG Official Record_ J 
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(U) National Reconnaissance Office 
Office of Inspector General 

Investigations Division 

(U) SUMMARY REPORT OF 
INVESTIGATION 

(U) (15-00171) 

05 February 2016 

(U) Section A - Subject: 

1. (U//FOtf8~-Full name: 

Employer: Aerospace Corporation 

Current Contract Number: None 

Previous Contract Numbers: None 

Job Title: 

UNCLASSIFIED//FOR oFFICl:M::; fJSi' QNJ,Y 
Approved for Release: 2017/11/28 C05100579 
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(U) Section B - Predication: 

2. (U~On 24 April 2015, the National Reconnaissance Office (NRO) Office of 
Inspector General (OIG) received information alleging thaj jappropriated property 
possibly belonging to the NRO and converted it to his personal use. At the time of the 
allegatior I was an Aerospace Corporation employee in access at the NRO. As 
reported,======::alleged actions potentially violated 18 U.S.C. § 641, Public money, 
property or records, which makes it unlawful for anyone to embezzle, steal, purloin or 
knowingly convert to his use or the use of another, a thing of value of the United States or any 
department or agency thereof, or any property made or being made under contract for the United 
States or any department of agency thereof. 

(U) Section C - Investigative Findings: 

3. (U/~e OIG found that I !took several pieces of computer hardware 
without permission or authorization from his employer. Available records indicated that the 
NRO granted I ~cces t S ecial om artmented Info · in October 2006 in order 
to support NRO programs as.___-=---:---::-:---:----:-----.=====,-:: a position which afforded 
him access to computer hardware. During his interview,! ~old the OIG that in 2010, he 
took a digital data projector, two hard disk drives (HDDs), and a random access memory (RAM) 
module while employed by Aerospace in Chantilly, Virginia. I ~xplained that he 
returned the RAM module and the HDDs to Aerospace in 2012 because he no longer had use for 
them. j Flaimed that the projector was at his home at the time of the interview. 

I ifurther told the OIG that at some point between 2005 and 2006, while employed by 
Raytheon in Reston, Virginia, he took a computer monitor and a laptop. He stated that these 
items were also currently at his horne.J released the projector, the laptop, and the 
monitor to the OIG upon request. 1 

(U) Section D - Conclusion: 

4. (U/rFOPQl..The United States Attorney's Office, Eastern District of Virginia declined 
prosecution in favor of administrative action. The OIG examined the identifying information for 
each piece of equipment, but they could not be identified as NRO property or associated with 
NRO programs. The OIG subsequently released the items to Aerospace and Raytheon 
respectively. NRO remove~·-----'~om access to NRO facilities and programs. This 
investigation is closed. 

(U) Section E - Recommendation: 

5. (U/7Pt,t;Q~.J'he OIG requests that the Executive Officer, Office of Security and 
Counterintelligence place a copy of this report i~ f ecurity file along with a notation 
in the appropriate security databases. 

1 (U/ /Pffl::JO~uring his interviewe==Jtlso reported a history of taking computer equipment from previous 
employers without authorization. As the equipment at issue had no NRO nexus, it is beyond the scope of this 
investigation. 

2 
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6. (U/~ The OIG recommends that the Director, Office of Contracts (D/OC) 
determine whether debarment o~ I pursuant to the Federal Acquisition Regulation 
9.406, is in the government's interest. The D/OC should report the result of his determination as 
well as any action taken or anticipated to the OIG within 45 da from the date of this report. 

3 
UNCLASSIFIED//Fmt OFFtCIA::L USE Q~Y 
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~Ckt I /P:K.({Nf -

Primary Investigator: 

,r, \.l • ' 
"':¾t =L...>.:.:..1.=--:.=___;;_;::,.LL.:.,_~~''"''k'kw'.L,(b)(1 ):~ .: 

r""':.L.!.c"'-'-'-'-'--''-O~n_,,,_2~9_,._,M~a~r~ch-½2~0~1~1~th,;;;e~O~l~G:..:.r.:::.ec;:;;,:e:.:.iv:,:e:.:::d:..:i~nf~o:.:.,:rm~at!!:io~n.:...t!:!.h:!:'.a~t--,-------..------------~(b)(3) 
l l.,---c---::-:,--,--,-----:c-----:--~ knowingly submitted false claims on contract.__ _____ ___, rom May 2009 through 

December 2010. If substantiated, GDAIS may be in violation of 18 U.S.C. § 287, False, Fictitious, and Fraudulent Claims 
and/or 18 U.S.C. § 1001, False Statements. (b)(1) 

(b)(3) 

Last Investigative Step: 

{!;Ml'l(fi~lli~ On 28 September 2015, the OIG received final documentation fro~'-- --'lrequested via OIG subpoer(b)(1 hril 
2015. (b)(3) 

I Resolution: 
Unsubstantiated 

s a subcontractor t n contract ccordlng to the complainant, GDAIS .. __ ~ ~---~ 

r----""'""---'=-'-'--'-~ ~~~~=,., _ _ "T-:,......----,---,---:,----=-----.---.-_JAnalyst's travel expenses to and fron, 
..__ ____ --,--____ ....,.. _ __, · I es one way), in lieu of re locating the Analyst tol lbille'-d-th,,_e--~ 
expenses as a dir,ect charge to the contract. The approximate char e for the travel ex enses was $90,000 unburdened for 
approximately 45 invoices submitted to the NRO betwee i-...-~-- ~ ~ ~-- -....-l Complainant believed the charges 
were not reimbursable to a overnment contract and not, ,e.___~ t 1cs 1cer, S Legal Department and 
Government Compliance ut the charges on a billing hold in order to determine whether the expenses for F9he I 
Analyst were withi policy as well as FAR. Outside legal counsel f rovided legal opinion and stateci 

l -

travel policy was unc ear in several respects and could not determine whether the Analyst's situation v'olated policy. (b)(3) 
Out of an abundance of caution to avoid disputd._ __ ~rovided a credit t~ Ion 4 April 2011) !sent ~b )( 1 )' to I 

dentifying the contract overpayment of $110,924 in travel and associated indirect costs, and reassigned th(b)(3)(1) 
- u-na-..-o-wable accounts in accordance with FAR 32.6, Contract Debts. Following repayment of costs for theDAnal'(b)(3) (b)(3) 

seniq~--~pfficials outside the affected program, identified four other employees fron,'-___ ___ =:=r _ __, · ho ha(b)(1) 
weekly travel costs tq I made the decision to discontinue the billing of those travel costs while they(b )(3) 

1 investigated the circumstances of the four employees. The billing of the travel costs remained on hold througt,n11t the OIG 
Investigation. (b)(1) 

(b)(3) 

~,"fl(,O~l~ln May 2014, the OIG sent an OIG Subpoena tQ._ _ ____.requesting travel and personnel records for 2~(b)(1) 
employees who incurred >$SOK in travel costs from 1 August 2008 through 31 December 201~'---_,provided the (b)(3) 
re " uested documentation. In addition dentifl. ed GDAIS dmployrs, by location, required to support the program in 

Acoording t cleared employees were required to work cm thP 
prog-r-aim- .,,.-...,..-_- _- .....,.-_- ___ -_ -_ -;r_e_g_u,-la-:rl,-y-tr_a_v_e=lli-ng--=-fr-o_m_t-,--,heir home location (including Thousand Oaks, CA, Scottsdale, AZ, c(b )( 1 ) 
Centennial, CO}. Further, this requirement was due to the nature of the work, the skill-sets required, and the fact tt(P.)(3 ) 

(b)(1) 
(b)(3) 

~CRE i Jj I K/tl~fi 
Page 1 
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sECRE IJJ, K//1~i; IG Act 
(b)(1) 

r-c_e_rt_a-in_G_D_A_IS_l_o_ca_t_io_n_s_d-id_n_o_t_h_a_v_e_p_ro_g_r-am_c_le-a-re-d-fa_c_ili_ti_e_s _fo_r_m_u_c_h_o_f_t_he-p-er-io-d-in_q_u_e-st-io_n __ ----,(b )(3),----. 

ro1 I K(;'filli~OAIS prepared monthly Cost Performance Reports (CPR's that identified travel costs.I bgll(b)(1) 
provided the CPR's tor--7as required by the contract. According t ----~the NR0 Contracting 0fficer(b)(3)ln the 

ro ramj jprov~ Government a copy of the CPR each month. In addition to CPR'~~--~~lso presented' to 
every month, a detailed spreadsheet called ''Variance Reports" showing overrun costs and how those costs could be 

-ad_d_r-es~sed. Beginning in Oecembel reported a variance on travel which was reviewed by botM ~nd 
Government representative! I ~sserted that all travel costs were necessc(b)(1) (b (3) 
contract performance, allowable, and appropriate in amountc=J provided excerpts from Clause 8-1 of the Prim(b)(3) 
Contract which states that, "the Contractor shall, in accordance with the terms and conditions set forth herein, furnish the 
necessary qualified personnel, services, travel, facilities and materials, and do a~I things rcessary and incidental to complete 
the contractual effort in accordance with the Statement of Work". Additionally Statement of Work concer(b )( 1 ) 
travel provided, "Conduct travel including local travel, as necessary to meet the requirements of the contract resulti(b )(3)n 
this acquisition. Seller travel and allowable expenses shall be IAW the Federal Acquisition Regulation (FAR)" i---(b )( 1) 
submitted they billed all travel costs in accordance with FAR. tated that during award fee briefings, th~(b )(3) 

7 

(b)(S 

1-'--'-'-'-='-"'-'-'e'"'e rie in s. tate t at to a ress t e issu L..-,-~-----c' tilize personnel from other locations outside th 
believed all travel costs incurred by GDAIS to be allocable to the contract. (b )( 1 ) 

(b)(3) 
F) The 0IG sent the list o ersonnel who Incurred travel costs >$SOK to Governme ··(b)(1 ), 

for review. Both (b)(3)!re 
t-----,.......,C""T""""-.--~--""T"".i.-ss-.-io-n-re_g_a-rd-r;i-ng--:-,th_e_p_r_o-gr_a_m_,-e-xt"""e-n-si.-v-e---:-tr_a_v.....,el'w_o_u-.,ld be required b ...___~ dividuals outside 

th h...-a-~=--=-==--J-;--:----:-;--'stated the Program Office was aware thaO1everaged personnel from other locatior(b)(1) 
inc u e NJ, CO, AZ, and Southern California. According to! !the driver for the enormous amount of travel hac(b )(3) 
with th~ iand all supporting equipment tha~--------c,-,---=-=-----=S to produc(b)(3 
Although no one within Government approved specific trips f he Government was witting of the skill sets (b )( 1 )?d 
to develop and support the ground system and encourage to search within their corporate infrastructure to {b(b)(3)1e 
necessary skills were available to mee~=7 contractual ob 1gations. (b(~)(3) 

'·-···· ,-------, ( b )(3) 
~, t<;',1Plli~ ,aased on the documentation provided b~~-~~nd information received from Government personnel 1(b)(1) 
oversight of the program, the 0IG did not substantiate the violation of 18 U.S.C. § 287, False, Fictitious, and Fraudule,(b)(3) 
Claims or 18 U.S. C. § 1001, False Statements, and recommends case closure. 

(b)(3) 
(b)(?)(d) 
IGAct 

SEt.Rl!!,;';trl<.flNE_ 
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From: 
To: 
Subject: FW: NRO OIG Referral 
Date: Wednesday, June 17, 2015 10:54:36 AM 

oJG EYES EmLY 

----~·==~--=-·-·=-==· =-----··~--------·---~-----·---·--
From:1 ~-----~ 

~::::::::l:ne IL 2015 10·Sr AM 
Su~ : ererrat 

The National Reconnaissance Office (NRO). Office of Inspector General (OIG) has theft case 

that we would like to present to your office for consideration. The case represents a (formerly) 

"cleared" individual government contractor who held "privileged user access" status but has since 

been debriefed. The prevailing terms under which the Subject worked is classified, through an 

agreement with another US Government military entity. The OIG conducted an investigation into 

the allegations presented and through a non-custodial interview with the Subject determined there 

were multiple incidents of theft resulting in material loss to the USG and multiple private sector 

employers of the Subject since 2004. Subject provided the OIG with a written statement 

acknowledging his actions as converting US Government and corporate property to his personal use 

without authorization. 

Subject is a ~-----------~ nd a civilian employee of a defense 
contractor providing professional services to the NRO through an agreement with another US 

Government military entity. On April 24, 2015, and internal component of the NRO reported to the 

OIG that Subject took, without authorization, several Information Systems (IS) items that were US 

Government-owned and an IS item for which specific ownership was unable to be determined. 

Additionally, the reporting component provided information that in 2005-2006, Subject took without 

authorization, multiple company-owned items from his previous employer (also a defense 

contractor company) that has a contractual association with the NRO. During the course of 

investigative efforts/interviews, Subject confirmed he had taken two {l) GB Random Access Memory 

(RAM) modules, two Hard Disk Drives (HOD) and a data projector from his current employer's 

Chantilly, VA facility and converted those items to his personal use in his residence. Subject claimed 

to have returned the RAM and HOD items to his employer's Chantilly, VA facility for destruction in 

2012 citing he had no further use of them, but this could not be confirmed. 

Subject volunteered that sometime in 2010, he had without authorization, taken above 

referenced data projector from his current employer's Chantilly, VA facility which contains US 

Government provided and/or funded equipment as well as items that are the property of his 

employer .. Subject stated he had taken the projector for conversion to his personal use at his 

residence which he still possessed at the time of the disclosure. Subject voluntarily returned the 

item to the OIG and surrendered it following the non-custodial interview. The exact ownership of 

Approved for Release: 2017/11/29 C05100580 
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the projector could not be determined with confidence. Additionally, Subject stated he had stolen a 

computer monitor and a laptop computer with a non-working HOD from his previous employer (a 

defense contractor) who has a current and historical contractual relationship with the NRO. The 

laptop, minus the HOD which Subject claims to have replaced with one he purchased, and the 

monitor were voluntarily returned and surrendered to the OIG as Subject still had possession of 

those items at his residence. Subject volunteered that he had stolen items from every employer he 

had worked for since college including a flatbed scanner, also stolen from a previous 

employer/defense contract firm with an association with the NRO. Subject advised he no longer had 

possession of the scanner. 

Please let me know if and how your office wishes to proceed if it has interest in this case. 

CJ 
Special Agent 

Office of Inspector General1 
National Reconaissance Offi'...,..ce~------' 

I 

INSPECTOR GENERAL SENSITIVE INFORMATION- The information contained in this e-mail and any 

accompanying attachments may contain Inspector General Sensitive Information, which is protected 

from mandatory disclosure under the Freedom of Information Act {FOIA), 5 USC, 552. Do not 

forward or release to anyone else without contacting the OIG staff member who sent this to you. If 

you are not the intended recipient of this information, any disclosure, copying, distribution, or the 

taking of any action in reliance on this information is prohibited. If you received this e-mail in error, 

please notify us immediately by return e-mail. 
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NATIONAL RECONNAISSANCE OFFICE 
Office of Inspector General 

14675 Lee Road 
Chantilly, VA 20151-1715 

25 September 2015 

MEMORANDUM FOR EXECUTIVE OFFICER, OFFICE OF SECURITY AND 
COUNTERINTELLIGENCE 

SUBJECT: (U) Summary Report of Investigation: Computer Misuse/Child 
Pornography (Case Number 13-0005-I) 

(U/ 1PO0O) ~he National Reconnaissance Office (NRO) Office of 
Inspector General (OIG) initiated an investigation regarding an 
allegation that United States Air Force! I 

I had viewed underage females in various states of 
~-n-u~d~i_t_y_v_i~a_a_g_o_v_e~rnment- issued computer from an NRO facility. 

Attached is the Summary Report of Investigation for your review and 
action. 

(U/ i'.rC3UQ)- We request that the Director, Office of Security and 
Counterintelligence place a copy of this report in the NRO personnel 
security file ofl pnd annotate appropriate security 
databases. 

(U/ / ~OIG investigation reports are to be read only by the 
individuals to whom the OIG provides them, o r to whom the OIG 
specifically a uthorizes their release. If there are other persons 
whom you believe require access as part of their official duties, 
please let us know, and we will promptly review your request. 

( U/ ~ Please direct any questi.=-o=n=s~~~~ =~~t=h=i =s~ R=e~o~r~t~ o~f=. 
Investigation to Special Agent-in-Crh=a=r -==e'-(__ _ ____ _ ____ -r----~ 

(secure) or to the undersigned, a t 

Attachment: 
(U) Report of Investigation 
(Case Number 13-0005 I) 

Assistan t In 
For Investi 

UNCLASSIFIED/~ 
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SUBJECT: 
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un.__,_~~~~-,,~vvo-

(U) Summary Report of Investigation: Computer Misuse/Child 
Pornography (Case Number 13-0005-I) 

OIG 25 Sep 15 
'------------' 

DISTRIBUTION: 
Executive Officer, 9ffjce of Security and Counterintelligence 
OIG Official Recordl I 
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(U) National Reconnaissance Office 
Office of Inspector General 

Investigations Division 

(U) SUMMARY REPORT OF 
INVESTIGATION 

(U) (13-0005 I) 

25 September 2015 

(U) Section A - Subject: 

1 . (U/7FUU6) - Full name: 

Employer: United States Air Force, 

Job Title: 

Occupation: 

UNCLASSIFIED~ 
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lJl'll\...,LJU).)ll'l~l.l/lrV1"'11,11. 

(U) Section B - Predication: 

2. (U//l'OU~On 26 June 2012, the National Reconnaissance Office (NRO) Office of 
Inspector General {OIG) received an allegation thatl I 
United States Air Force (USAF), may have viewed underage females in various states of nudity 
on his government-issued laptop while at his office of assignment within an NRO facility. At the 
time of the allegation! I was detailed to the NRO as I !within the 
Mission Operations Directorate {MOD). 1 The OIG initiated an investigation since! I 
alleged actions potentially violated Title 18 U.S.C. § 2252a, "Certain Activities Relating to 
Material Constituting or Containing Child Pornography'' and/or Directive 50-7, .. Appropriate use 
ofNRO Information Technology," which, in part, prohibits the use ofNRO computer systems 
from activities not related to NRO business to include behavior that is illegal, obscene, or 
defamatory. 

(U) Section C - Investigative Findings: 

3. (U/~The OIG obtained co ies ofdi 

laptop issued to~~..--..--~~or his use as =================in MOD.
2 

The files contained 
images of females in various states of nudity; some images ep1cted the females engaged in 
sexually explicit acts. Based on their apparent stages of physical development, the OIG opined 
that some of the females may have been underage. The OIG subsequently obtained and 
examined the hard drive from! pomputer, which confirmed the presence of the files 
in question. 

4. (U/~ The OIG contacted the Federal Child Exploitation Task Force3
, which 

subsequently executed a search warrant on l November 2012 for! residence in 
Loudoun County, Virginia. As a result, Task Force personnel seized and ultimately examined 
several computers and digital media storage devices that belonged to'--c----,--,--=-=-=' The search 
produced additional digital images similar to those originally obtained by the OIG from 

I ~aptop computer at the NRO.4 

5. (U/7P9l.IQ) The Office of the Commonwealth's Attorney for Fairfax County, 
Virginia, detenninedtimt the images were insufficient to pursue prosecution in the matter. The 
Task Force subsequently referred the case to the USAF Judge Advocate General JAG) at 
Joint Base Andrews. On 9 July 2015, the JAG informed the OIG that !received an 
Article 15 (non-judicial punishment) effective 9 May 2015. 

I (1J/lFDuof lwas also ~-~~-,--,at the CO 
2 (U/~e Communications Acquisition Directorat I monitors computer 
networks at the NRO for aberrant and prohibited activity. 7.s orgaruzatmn attributed the files at issue to 

!computer . 
....__,

3~(U-/-/R~O-t;e;-,~The Task Force included law enforcement personnel from the Fairfax County Police Department, the 
Loudoun County Sheriff's Office, and the USAF Office of Special Investigations.-'-.----, 
4 (U/~ Following the execution of the search warrant, the USAF removed .__ __ _,from the NRO and 
reassigned him to another position within the USAF. 

2 
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(U) Section D - Conclusion: 

6. (U/11'0~ I used a government-issued computer to view pornographic 
images via an NRO network connected to the Internet. He did this while on duty at an NRO 
facility. Given that the USAF removed I jfrom the NRO and remanded him for 
punishment and reassignment, this investigation closed.5 

(U) Section E - Recommendation: 

7. (U/~The OIG requests that the Director, Office of Security and 
Counterintelligence place a copy of this report in the security file of the individual identified 
within, along with a notation in the appropriate security databas s. 

3 

(b}(3} 

~~~~--e,e· in any administrative action regarding NRO Directive 50-7 as the USAF had 
rom NRO facilities. 
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NATIONAL RECONNAISSANCE OFFICE 
Office of Inspector General 

14675 Lee Road 
Chantilly, VA 20151-1715 

(b)(3) 
XX May 2012 

MEMORANDUM FOR CHIEF,J !OFFICE OF 
SECU !TY AND COUNTERINTELLIGENCE 

SUBJECT: (U/~~-)-I_n_v_e_s_t_i_·g_a_t_i_v_e_s_e_c_u_r_i__,ty Closure Memo L I (Case Number 2010-081 I) 

(U/ncve+ The National Reconnaissance Office (NRO) Office 
of Inspector General (OIG) completed an investigation involving 
a Raytheon Intelligence and Information Systems (RI&IS>.-------, 
employee, I !<social Security.__ ___ __, 

I I, for violation of 18 U.S.C. § 287, False, Fictitious, and 
Fraudulent Claims, which makes it unlawful for anyone to make a 
claim that is knowingly false to a department of the United 
States Government. The OIG obtained information indicating!- - ~ 

\
was not working his required hours per day. ~I-~ 

~-----__,at the time supported NRO Contracts 10-C-4124 and 
03-C-4064 at the Aerospace Data Facility-Colorado (ADF-C). 

(U/~ The OIG investigation revealed from 1 August 2009 
through 14 March 2010,I pharged 221 hours to NRO 
contracts that he did not work as claimed. This was discovered 
through an analysis of imecard submissions 

'-----~-~--..---'_ 
compared to mostly badge records from the ADF-C and a Raytheon 
facility. According to supervisor,! I 

'--- - -----~!duties required him to spend the majority of his 
time inside these facilities. 

(U/~ During an interview in March 2011J I 
informed OIG investigators that he was made aware 

'--~ --~--~ 
of the investigation through his supervisor which the OIG had 
previously interviewed. '--- ~~~---~~asserted that most of 
his work time during the period in question was spent outside 
the ADF-C, although the investigative facts disclosed an 
opposing view. The investigation disclosed thatQ 

.__ _____ ~ !constantly had gaps of unaccounted time away from 
the ADF-C and the Raytheon facility. I !advised 
he typically worked out daily at the ADF-C fitness center for 
approximately 1-1 ½ hours. The gaps of unaccounted time mostly 
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Approved for Release: 2017/11/28 C05100575 

(b)(3) 
(b)(?)(c) 



C05100575 
tJNC

- Aooroved for Release: 2017/11/28 C0510057~ y 

(b)(3) 

~~~~~~U//~UA U~~~~~A.LI CCL I 

Investigative Security Closure Memo 
Gregory 0. Nierengarten (Case Number 2010-081 I) 

correlate with'-----------~fitness time and consistently 
charging 4.5 hours on Sundays, but with minimal, if any, time 
present at any facility. I !advised that on 
Sundays he occasionally worked at the ADF-C and would also work 
from his home. I jdid not have any documentation 
or bona fide justification which authorized him to work from 
home. 

(U/ ~ An I I ethics and compliance officer conducted 
an independent investigation to include an analysis ofl I 

~--------badge records and timecards. The investigation 
disclose d hours that were unaccounted similar to that of the IG 
investigation. The Raytheon investigation also included witness 
interviews to include Raytheon senior managers which advised 
thatj~~-~-~~~--~potentially made up the hours by working 
at other facilities or from home. The OIG requested specifics 
of Raytheon's investigation but those requests went unanswered. 
The OIG opines that given the surrounding facts of this 
investigation, the likelihood that~--------~engaged in 
cost mischarging is more probable than not. If so, total 
monetar dama e to NRO contracts based on a full burdened rate 
would be Ethics and General Counsel offices 
advised the OIG that~--------~would be placed in a 
Raytheon facility in order to allow for closer scrutiny of his 
work hours. ~--------~continues to work at the ADF-C 
although Raytheon has been reminded of their assurance to 
relocate I I 

(U/~) We request that your office place a copy of this 
report in the individual's security file and update his/her 
status as appropriate in all security databases. Please direct 
any questions regarding this case to Special A~g~e..:__n~t~I----~~-__, 
at secur9 I or to~------~ Chief, I at 
secure! I 

Assistant Inspector General 
for Investigations 
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0 NATIONAL RECONNAISSANCE OFFICE 
Office of Inspector General 

14675 Lee Road 
Chantilly, VA 20151-1715 

25 March 2016 

MEMORANDUM FOR DIRECTOR, NATIONAL RECONNAISSANCE OFFICE 
PRINCIPAL DEPUTY DIRECTOR, NATIONAL 

RECONNAISSANCE OFFICE 

Subject: 

DEPUTY DIRECTOR, NATIONAL RECONNAISSANCE OFFICE 
DIRECTOR, BUSINESS PLANS AND OPERATIONS DIRECTORATE, 

NATIONAL RECONNAISSANCE OFFICE 
DIRECTOR, OFFICE OF CONTRACTS, NATIONAL RECONNAISSANCE 

OFFICE 
DIRECTOR, CENTER FOR THE STUDY OF INTELLIGENCE, CENTRAL 

INTELLIGENCE AGENCY 

(U) Report of Investigation: Use of Public Office for 
Private Gain (Case Number 15-0027-I) 

(U//?eee+ The National Reconnaissance Office (NRO) Office of 
Inspector General OIG initiated an investi ation based on an 
alle ation that 

Center for the Study of National Reconnaissance, NRO, 
L..--~--~~-~. 

may have violated ethics regulations due to his conduct in a contract 
award to an individual with whom he had a personal relationship. 

U/~) During the course of the investi ation, the OIG 
developed information that indicated'-r---------.---,-'may have committed 
additional ethics violations due to nis con uct during the award of a 
different contract to another individual with whom he had a personal 
relationship. The attached Report of Investigation details the 
overall investigation results. 

(U//~ The OIG requests that the Director, Business Plans and 
Operations Directorate, and the Director, Office of Contracts, provide 
a written response by 12 May 2016 that identifies any actions taken on 
this matter. Please address your response to! I 
Assistant Inspector General for Investigations. 

(U/~ OIG investigation reports are to be reviewed only by 
those individ\Ull.s to whom the OIG provides them, or to whom the OIG 
specifically authorizes their release. If there are other persons who 
you believe require access as part of their official duties, please 
let us know, and we will promptly review your request. 
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Subject: (U) Report of Investigation: Use of Public Office for 
Private Gain (Case Number 15-0027-I) 

(U//~ Please direct any questions regarding this Report of 
Investigation to Special Agent-in-charge 
(secure) or toi j AssistantL-=rn-sp_e_c~t-o-r-=G-e_n_e_r_a~l-:f~o-r ___ __, 
Investigations, I I 

Attachment: 
(U) Report of Investigation: 
(Case Number 15-0027-I) (U//~ 

cc: 
GC/NRO 
GC/CIA 
D/OS/CIA 

Deputy Inspector enera 

(b)(3) 

C/OS! !CIA (b){3) 50 USC .1 3605 

2 
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(U) Report of Investigation: Use of Public Office for 
Private Gain (Case Number 15-0027-I) 

5 Mar 16 

ZXTBRNAL DIS'l'IUBOTION: 
Director, Center for the Study of Intelligence, Central Intelligence 

Agency 
General Counsel, Central Intelligence Agency 
Director, Office of Security, Central Intelligence Agency 

(b}(3} 

Chief, Office of Security, Central (b}(3} 50 USC .l 3605 
Intelligence Agency 

IN'l'ERNAL DISTIBOTION: 
Director, National Reconnaissance Office 
Principal Deputy Director, National Reconnaissance Office 
Deputy Director, National Reconnaissance Office 
Director, Business Plans and Operations Directorate 
Director, Office of Contracts 
General Counsel 
OIG Official Record 
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(U) National Reconnaissance Office 
Office of Inspector General 

Investigations Division 

(U) REPORT OF INVESTIGATION 

(U) (15-0027-1) 

25 March 2016 

(U//POSO) Section A- Subject: 

l. (U/lJ.OtiiB, Full Name 
~--_'-c:::::::::=:"':::c:;======1 

Grade:! 
'------;::=~~ 

Occupation: ._I __ ___, 

Career Service: Center for the Study of Intelligence 

(b)(3) 
(b)(?)(c) 

NRO Position: r I 1(b )(3) 
.,_I --_,1c-en.....,t-er_,t:,.....o-r ..,..,.th_e...,.S..,_tu-d~y-o~f--N~a~tio_n_a~I--'-(b )(7)( c) 

Reconnaissance 
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(U) Section B - Predication: 

2. (U//FOUa,-On 12 January 2015, the National Reconnaissance Office (NRO) Office 
oflnspector General (OIG) received an allegation tha~ I 

I jCenter for the Study of National Reconnaissance (CSNR), 
may have violated ethics regulations due to his conduct in a contract award to an individual with 
whom he had a personal relationship. If substantiatedJ I actions may have violated 
certain ethics regulations, to include 5 CFR 2635. 702 Use of public office for private gain, and 
5 CFR 2635.10, Basic obligation of public trust. 

3. (U/~During the course of the investigation, the OIG developed information 
that indicated\ may have committed additional ethics violations due to his conduct 
during the award of a different contract to another individual with whom he had a personal 
relationship. 

(U) Section C - Potential Violations: 

4. (U/~ CFR 2635.702 prohibits a federal employee from using his public 
office for his own gain or for the private gain of friends, relatives, or persons with whom the 
employee is affiliated in a nongovernmental capacity. 5 CFR 2635.10l(b)(8) requires a federal 
employee to act impartially and not give preferential treatment to any private organization or 
individual. (b)(3) 

(b)(6) 
(U) Section D- Investigative Findings: (b)(7)(c) 

(U:l~relationship wit~~---~~nd use of his public office for her 
private gain 

5. 
report, 

'------------,---~----,-c-,,--,,--,---,-----,-------,-------rc--c---,----c---' 

within the CSNR, since approximately April 2009. Durin his tenure asc___~he developed a 
personal relationshi with an individual name,_,.__ ___ -=-=--,,~--' The relationship began in 
summer 2010 wh oved to the Virginia area and began attending a 
church rovided 

~--:=_=-=...,:::,vmt1L=._=._=._=-=-=-=-=-=--,_yemces~~~m]~?~rJ1Jcry:~~!!~~~~!!1.~~-:zurrr.. In late 
summer or early fall of 2010, hem t wi 
conclusion of those discussions,~---~m orme him she had difficulties finding 
employment as a teacher in the Washington, D.C. area. 

6. In response, I !asked her to send him her resume so he could review her 
qualifications with the Director of the CSNR to determine wheth~~---~jwould be a good 

1 (U~ OIG did not request any information relative to the~\ ---~~scussions. 
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candidate for the oral historian position within the CSNR.I ~elieved that!--=----~ 
background and experience qualified her as a trained historian and may satisfy the CSNR's 
standing need for an oral historian. He also claimed that previous attempts to bring in federal 
employees or industrial contractors, including attempts to bring in trained historians under a 
CSNR contract2 had been unsuccessful and cost prohibitive. 

,'-£.'-'-'-'-l!:...l.!J.......ui-e, her interview with the 010, j ponfinned that her 
F-"'-~--'--'---~-_,egan when she moved to the Virginia area in 2010 and began 

attendin_. ~----~ hurch. She explained that, during their meetings, she discussed her 
difficulties in finding a pennanent job in the area and that he reviewed her resume and arranged 
for her interview with the Director of the CSNR. She also noted that ~ubsequently 
asked her if she would like to work for the NRO as a contractor, and she acknowledged interest. 
Further, she noted that, pursuant tBequest, she developed an estimate of her labor 
hours and pricing for her support to e claimed she developed these estimates 
independently and provided them t rior to the contract award. 

{b)(7){c) j I. .• I I. 
~---8_.~(U//POUQl ~ndicated he used his position as tq~-~-='~o assist 
I !in attemptmg to obtam an Independent Contractor (IC) contract within the CSNR. 

He noted that after his firs~ l,neeting with~---~he arranged for the Director 
of the CSNR to interview her relative to an oral httorl:n :sitiP.n vacancy within the CSNR. 3 

After this interview, the Director of the CSNR ant ~ _ _ ~iscussed 
background and mutually detennined that! ou serve as an o,_ra...,,l~h~is_t_on~.an-t...,..,hrough a 
sole source contract. From approximately October 2010 to early January 2011, at the direction 
oi ~d the · CS he CSNR's contract support staff developed the 
sole source contract fo explained that he believed this contract 
arrangement would be a ow-ns se the CSNR planned to offerJ la low 
rate for her services. He further reasoned that ifl proved incapable of perfonning oral 
historian services, at a minimum, she could provide transcription services. He also noted that if 
after the first year of the contract she failed as an oral historian, the CSNR could end the 
contractual relationship. 

9. (U/iFOUat,The 010 obtained an email dated 14 October 2010 in whic~ I 
provided the cognizant COTR the requiremen~ :ori :)tanned IC contract as well as a 
justification for the planned sole source award.l fUStification for the sole source 
award claimed that I Jwas a trained his onan and that research indicated companies had 
a difficult time identifying trained historians to support the CSNR's oral history efforts. 

10. (U/IFUUO, ~tated that, for reasons unknown to him, the Office of 
Contracts (OC) stoppcil the award of the sole source contract to[ jand began a 
competitive solicitation for the oral historian support. The 010 s mdependent review of 

~/~The CSNR contract with T ASC, contract number NR0000-06-C-0049, ended approximately 
L__,J,Onths after the NRO's award of! I 

3 

(U//FeUQ) NRO visitor records indicate the interview took place on 22 September 2010. 
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pertinent contract documents and market research information evidenced that, in early 
January 2011, the cognizant Contracting Officer (CO) ceased the planned sole source contract 
to\ ~when routine market research identified several industrial contractors with the 
potential cap ility to provide oral historian support to the CSNR. As a result, on 2 February 2011, 
the CO released a competitive solicitation for an oral historian position to five industrial 
contractors an~ I 

11. (U//P'6U~ Dr. Outzen indicated that he, along with the CSNR staff, developed 
the technical requirements used for the oral historian competition. According to!._ ____ _, 
the acquisition was not "rigged" to meet~---~qualifications; rather, he and the CSNR 
staff constructed the acquisition in a way that would allow her to be competitive while also 
allowing others to be competitive.4 He further explained that his intention was not to contract 
with I ppecifically, but to have as broad a solicitation as possible. 

12. (U//F~oted he did not conduct the technical evaluations alone. 
Rather, others assisted him during the technical evaluations, to include the contract specialist 
assigned to the contract and an NRO acquisition confnlt::t wh:3Jdvised the source selection 
team. However, the OIG obtained emails illustratiniy,as nevertheless substantially 
involved in the source selection. He provided the CO wit tee ical evaluations of the proposals 

on 15 and t 7 February 2011. Pertinent contract records identified[ ..... ~ ... thhe technical 
expert for the source selection.l~valuations identified1 -~~roposal as the 

=
l that satisfied all of the technical requirements. These~uauons contained only 
signature. The OIG's review of the CO's memorandum for the record (MFR) 

e award tol ki:: and dated on 17 February 2011, showed that the CO's 
decision was base.d, in part, o~ == fecbni~ OYaluation. The MFR cited a Technical 
Evaluation completed on 16 February I solely b ~ Ultimatel~""'-=-====-==='f oted 
tha~ i proposal was the only :roposal that met all of the technical reqmrements of the 
contract.5 The CO awarded! Jcontract on 3 March 2011.6 

13. (U/~e existing CSNR?o met';::·:: lf performance, 3 February 2006 to 
12 Sq,tember 2012, encompassed the time wh ~~---~- veloped the technical 
requirements for the contract awarded to'-~---~- u I ~ackground 

4 (U/if U0O)""fhe T ASC CSNR contract required the contractor to provide a qualified team familiar with overhead 
reconnaissance and capable of conducting oral and written interviews, including oral histories. In contrast, the 010 
identified a 13 January 2011 email r:reiu the Contracting Officer Technical Representative provided the CO two 
technical requirements developed b~--,-.--.-.~.---,~hese requirements were as follows: (l) two to five years of 
experience teaching history or conducting historical research, and (2) at a minimum, a Bachelor of Arts (BA) in 
history. These requirements matched ~--~experience as she had three years teaching middle school history 

and held ape· 
3 (U//F'-'WO opined that the five industriaJ contractors' proposals all failed as they did not meet the 
technical re . 
6 (U/t"PSUQ) The cognizant CO awarded the contract, as there was no source selection authority due to the low level 
of the acquisition. The contract value for the first year wa~ I The award also included four contract option 
years valued afl ~espectively. The base year award and each year thereafter 
requiredl Ito provide 1,800 hours of effort. 

4 
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documentatior evidenced no experience in the oral historian field, 7 the NRO awarded 
~----~~C contract approximately 18 months prior to the end date of the existing CSNR 

contract. 

14. (U/!FOt,Q) The Director of the CSNR informed the OIG that prior to the award of 
the contract, he directed ~~......-J~ consult with the NRO Office...nti.i:en.E~.L:ounsel (OGC) 
due to what appeared to½,c; a poceunal conflict of interest caused b elationship 
with I ! The Director of the CSNR claimed th ~---~ formed him that he had 
consulted with the OGC. 

15. (U/tFO~'-----="~aimed that either he or th~ Director of the CSNR consulted 
with an OGC ethics attorney regardin~-~~~---fDVolvement in an acquisition involving 

as a potential vendor. He further claimed he was certain that either he or the Director 
'------' 

of the CSNR had a conversation with the OGC ethics attorney, and the attorney found no 
problem with [ ~eing involved in contract activities involvin~ I 

16. (CThe OIG interviewed the former OGC ethics attome ostensibly 
consulted b The attorney claimed he did not know ----, ___ __,,,and had no 
recollection o provt mg any ethics guidance to him. The attorney a so state t at if the request 
for an ethics opinion was in writing, his practice was to respond in writing. However, if the 
inquiry was an informal question or an inquiry made in casual conversation, he may not 
document thes~ tvne: :f dis1ussions. Upon OIG request, the OGC reviewed its files relative to 
any guidance t9'-· -----~-,.-Jpn this matter. The OGC responded that it had no records or 
documentation pertammg to any guidance purportedly provided t,c___ ___ ___,f garding his 
involvement in an acquisition involvingJ I 

(U(lffl~ relationship with I I and use of his public office for her 
private g;i,, 

1 7 1pt~ :puring discussions betwee~ land the OIG regarding 
IL ____ _Jf--.,.--:--:;-'~eported he had a personal re1anonsmp with another individual, 
I _ · had been materially involved in obtaining a position at the 
NRO. Accordin · s friendship with! !began during he 

contmues to presen--=-cr-crc-TI~,......... .. rn ~~-~~returned to~-~-~--,--~at the 
conclusion of her de 1 o t e and, upon her retirement, he arrange er to return as an 
IC contractor supporting the CSNR. Contract documents cited I !being responsible for 
conducting research, writing manuscripts, and editing manuscripts for publication by CSNR. 

18. (U/~oted he rented! I beach house in North Carolina 
in the summer of 201 ~e could not recall the exact amount~--,----~stated he 

~~----.::-r'll'."'.:""~ fee for the rental period. k ~laimed that in both 2014 and 2015, 
L I offered him the use of her beac house; however, he declined as he wished to avoid 

7 (U/~Rather,L ___ ~ktocurnentation cited her work experience as being in teaching and office 
administration. I 

5 
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the appearance of a conflict of interest. The OIG reviewed emails from March 2014 showing 
that, contrary to his previous assertions to the OIGJ lcommunicated withe= __ _, 
on the potential renta~ of her beach hpuse in 2014. However, the emails indicated this rental 
never occurred due tq~----~lonflicting schedule. 

19. further stated that he did not consult with the OGC regarding 
his friendship with '-----_,.,.,t,_,e acce tance of the beach house rental, nor his involvement 
with the IC contract award t 

'-----_, 

20. (U/~informed the OIG tha~---c-----c'~ented her beach house in 
North Carolina for approiiiiiatelyone week in June 2013 at the rate of $100 per day. According 
to~---~ this rate was the same rate paid by other friends, relatives, and acquaintances. 

21. (U//F'O't1et The OIG obtained 19 emails created between 26 March 2013 and 
22 January 2015 whereiq __ ~-~_,liud. tanned her return to the CSNR as an IC 
contractor. These emails also evidenced tha and discussed his use of 
her beach house. For example, in a 4 June 2 ema1 .. .__ ___ __J. __ anked .,____~__,,for 
making her beach house available to him. In the same email, he noted his plan to have her 
return to thj NRO as an IC contractor. In a 31 October 2013 emailJ !informed 
I that the CSNR 's bud et would allow her to join the CSNR after her retirement. In a 
21 February 2014 email · e had funds set aside for her 
contract. After ·provi e :rc-=~.:,-rr- er retirement datC luormed her he 
would work to et her on contract w1 e ...,...,_.~-'-'- as soon as possible. In a 13 January 2015 

rovided assurances tol !that the NRO would bring her on board as 
_ _,_~~t -e-s-am~e email, he informed! khat she could control her own rate of 

production. 

22. (U//~TheOIG's review of pertinent contract documentation for! I 
IC contract indicated th~ . tarticipated in its award. The documents showed that on 
22 January 2015j ~, forwarded! Statement of Work and sole sor:= 
justification to the cogmzant contracting officer (CO). Other documents showed that 

1 

develo ed cost estimate information and assisted the CO during the price negotiations or 
L__ ___ __,_,~...,_,.""'t._, Moreover, a 20 April 2015 COTR letter of appointment issued by the CO 
identifie . s responsible for the receipt and approval of all contract deliverables 
provided by 

23. (U/,'POUO~e 010 found contract records that showed the Director of the CSNR 
approved the award ofj I IC contract on 27 April 2015. Notwithstanding, the Director 
of the NRO Business Plans and Operations Directorate (BPO), the senior official with oversight 
over the CSNR, informed the OIG that he was never aware of and never approved! I 
contract. As'-----~,-! IC contract award date (27 April 2015) was within one year of her 
federal retirement date (31 July 2014 ), the Director of BPO was required to provide advanced, 

6 
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written approval to the CO perNRO's Acquisition Manual.8 The OIG found no evidence that 
this approval was ever requested or granted. 

(l]I/Fuuuj Coordination with Central Intelligence Agency's Office of General Counsel., 
Ethics Law Division 

24. (U~ The OIG coordinated this matter with the Central Intelligence Agency's 
Office of General CounselbEthics Law Division (ELD), and requested ELD provide a written 
opinion regarding whethe1 .. -~--.,....---.--~~tions violated any relevant laws or regulations. 

,-t.-U.LJ..L.i.v..LILILCJLUber 2015, EL provided a written opinion that, based on the facts presented, 
isused his official position and failed to act impartially by steering contracts toward 

\-----_J----7 d~----~with both of whom he had personal relationships. 
Specifically, ELD held that the Standards of Ethical Conduct for Executive Branch Employees 
(Standards of Conduct) prohibit a federal employee from using public office for personal private 
gain or for the private gain of friends, relatives, or persons with whom the employee has an 
affiliation in a nongovernmental capacity. ELD also referenced the Standards of Conduct 
requiring employees not to use public office for private gain, 5 C.F .R. § 2635. l 0 1 (b )(7), and the 
Standards of Conduct requiring a federal employee to "act impartially and not give preferential 
treatment to any private organization or individual," 5 C.F.R. §2635.101(b)(8). 

(U) Section E - Conclusion: 

25. (U/ as materially involved in obtaining an IC contract 
.------~~,--I. 

at the NRO for · isting personal relationship with her in a 
as materially involved in obtaining a 

sole-source IC contract at the NRO for._ __ ___,despite having a pre-existing personal 
relationship with her. His actions in both instances violated pertinent ethical standards 
applicable to Executive branch employees. 

Assistant Insp 
for Investigations 

8 (U~ NRO's Acquisition Manual 

7 

. . 
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(U) Section F - Recommendations: 

26. (U/~e OIG recommends that the Director, BPO, in coordination with the 
Director, Center for the Study of Intelligence, determine if any administrative actions need to be 
taken regardin~ {:e of his office for the personal gain of friends and personal 
affiliates. The OIG requests 1 at the Director, BPO report the results of his determination to the 
OIG by 12 May 2016. 

27. ~U/E Further, the OIG requests the Director, OC review the contract awards to 
II an I and determine if any administrative actions need to be taken relative 

to these awards. The OIG requests that the Director, OC report the results of his determination 
to the OIG by 12 May 2016. 

CONCUR: 

8 

eputy Inspector enera 

(b)(3) 

25 March 2016 
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Case Number: 

Primary 
lrivestJ,gator: 

Narrative: 

12-0017-1 
Date of 
Entry: 

11 Sep 2015 

(U//FOt:J6r()n 29 NOV 2011, NRO OIG initiated a spin-off investigation related to 2011-031. Boeing 
Company appears to have failed to meet their obligation to conduct an annual reconciliation as required 
thus tentiall committin a Cost Accountin Standard CAS violation. 

Last Investigative Step: 
Reviewed DCAA audits 

I Resolutfon: 
Unsubstantiated 

- -

. - · 1- 'i . 'I - : , - · -· · . - : -- : , __ , . _ _ 
• 1 • - - 'l I· . i 1 1 ' • ' 1 ! I ' f • --- • - ' • • 1 ' ' • ! ' 1 • • -- • • • : ' ' • ' -

- - ---

Summary 

(U//F'OWQl..On 22 December 2010, the NRO OIG received an allegation that a Boeing employee 
mischarged labor hours on NRO contracts. Case 11-0031-1 was initiated to review the allegation. During 
the course of that investigation, Boeing failed to respond to the OIG's request for records. In 2011 the 
NRO OIG issued an IG subpoena to obtain the necessary documents. Analysis of the data received 
raised questions regarding Boeing's billing practices. As a result, case 12-0017-1 was initiated to address 
the concern that Boeing allegedly failed to conduct an annual reconciliation as required by their 
disclosed practices potentially committing a Cost Accounting Standard (CAS) violation. 

(U/,'FQ' IQJ. The following language from the Boeing BDS Huntington Beach 2011 Disclosure Statement 
(Doc# 8), first added in 2005, and approved by DCMA In 2007, was at the core of the allegation. "Labor is 
recorded to final costs (i.e. contracts) weekly utilizing the forecasted annual average rates. Weekly 
variances between the forecasted annual average rates and the actual weekly average rates are 
recorded to the applicable overhead pools of each average labor rate. ff the cumulative year-to-date 
variance is material, a retroactive labor rate adjustment will be recorded." Several issues were 
Identified relating to the disclosure statement. First, did Boeing bill and account for costs in accordance 
with their disclosed practice? Second, did the variance that occurred as a result of Boeing's Forward 
Pricing Rate Agreement (FPRA) result In a forward funding issue? Finally, were the pools used to charge 
for labor homogenous? 

(U//~udlt report 9841-2015C, DCAA reviewed Boeing's FPRA as of 31 December 2014 and 
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found that their "direct labor rates, locally controlled indirect expenses and direct labor base forecasts 
comply" with the applicable FAR regulations (Doc #9). In the same report, DCAA also determined that 
Boeing's average labor rate categories are homogeneous. 

(U//F'Otter-As part of a 2015 review of Boeing's Average Labor Rate process(Doc #13), there were no 
discrepancies between the disclosure statement and the samples DCAA reviewed (Doc #10). With 
regard to the variance issue, DCAA determined as part of a Boeing accounting system review that Has 
the variance occurs, It is placed In an Overhead account. Each Quarter, the labor variance is analyzed to 
determine if it is significant or not, If significant, a retroactive adjustment is made to the labor rates back 
to the first of the year (January) with the impact of the adjustment applied to the next invoice on a 
contract by contract basis. At the end of the year, the Overhead account is zeroed out and the final year 
adjustment is made to the contracts for any remaining variance (Doc #11)." As a result, DCAA had no 
concerns with Boeing's treatment of the variance or their Average Labor Rate process (Doc# 12). 

(U/~cluded in the case file are documents discovered during the four-year investigative effort. 
Although not pertinent to the final outcome, they are included for reference. 

(U//~ The DCAA's 2014 Audit and 2015 Risk Assessment (Doc #11) determined Boeing is in 
compliance with their disclosed practices and conform to applicable accounting standards. Based on 
DCAA's determination, allegation is unsubstantiated. All investigative steps are completed. 
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,. ' ... NATIONAL RECONNAISSANCE OFFICE 
Office of Inspector General 

14675 Lee Road 
Chantilly, VA 20151-1715 

22 September 2015 

MEMORANDUM FOR DIRECTOR, NATIONAL RECONNAISSANCE OFFICE 
PRINCIPAL DEPUTY DIRECTOR, NATIONAL 

RECONNAISSANCE OFFICE 
DEPUTY DIRECTOR, NATIONAL RECONNAISSANCE OFFICE 
DIRECTOR, COMMUNICATIONS SYSTEMS DIRECTORATE 
COMMANDER, 

Subject: (U) Report of Investigation: Conflict of Interest and 
Dereliction of Duty (Case Number 15-0010-I) 

(U/~ The National Reconnaissance Office (NRO) 
Office of Inspector General (OIG) initiated an investigation 
based co aJleaations of a potential conflict of interest by 

I r During the course of that 
investigation, the OIG also obtained information re ard in otential 
dereliction of dut b 

respectively. Attached is the fina l Report of Investigation regarding 
both the conflict of interest and dereliction o f duty alle gations 
for your review and possible action. I I and 

'---- --~I are no longer assigned to the NRO . 

(U/~The NRO OIG requests that you provide a wri tten 
response by 02 November 2015 that identifies any actions taken on this 
mat ter. Please address your response to.__ _ ___ _ _ _ ~ Assistant 
Inspector General for Investigations, NRO OIG. 

(U/~ This Report of Investigation is available only to those 
indi viduals to whom the OIG specifically authorizes its release. 
Please notify the undersigned i f other individuals require access as 
part of their official duties, and the OIG will promptly review your 
r equest. 
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(U/~ If you have any questions concerning this report, 
please contact Special Agent in Chargej I at[~---~ 
(secure) or/ I Assistao~'--=r_n_s_p_e_c_t_o_r--,-G_e_n_e_r__,al for 

Investigations, atj~--------~J 

Acting Inspector General 

Attachment: 
(U) Report of Investigation: 
(Case Number 15-0010-I) 

cc: 
D/OC/NRO 
GC/NRO 
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Subject: (U) Report of Investigation: Conflict of Interest and 
Dereliction of Duty (Case Number 15-0010-I) 

22 Sep 15 

DISTRIBUTION: 
Director, National Reconnaissance Office 
Principal Deputy Director, National Reconnaissance 
Deputy Director, National Reconnaissance Office 
Director, Communications Systems Directorate 
Director, Office of Contracts 
General Cou~n=s~e~l;;........ _________ ~ 

Commander,I ~ -------r--------,7 
OIG Official Record I r 

Office 
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(U) National Reconnaissance OjJi.ce 
OjJi.ce of Inspector General 

Investigations Division 

(U) REPORT OF INVESTIGATION 

(U) (15-0010-1) 

22 September 2015 

(U//~ Section A - Subjects: 

1. (U/~ Full Name:/ l~ _ ___,_ __ ~ 

Service: Air Force 

Ran 

Last NRO Position: 

~--- Communications Systems Directorate1 

Previous Position: 
Eagle Contract (NRO000-11-C-0628), 
Communications Systems Directorate 

2. (U/~Full Namej 
-, ~----'----~ 

Service: Air Force 

Rank 

Silver 

~-------.=======--------------, 
Last NRO Position: 

Communications Systems Directorate2 

Previous Position: 
(b)(3) 

J I L~----------.,..~--o~mmunications 
Systems Directorate 

1 
Pe~.~ecurity database,,_I ---~Ja_st service date at NRO was L~-,-----_._, 

2 PeL__; isecurity databasej I last service date at NRO ~ 
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Service: Air Force 

Rank: Captain (0-3) 

Last NRO Position: ,-1 ---------------~I 
~I ---~~ommunications Systems Directorate3 

Previous Position: 

Service: Air Force 

I l Silver Eagle 
Contract (NROOOO-II-C-0628), Communications 
Systems Directorate 

Rank: Lieutenant Colonel (0-S) 
~-----------------7 

Current Position: 

/Communications Systems Directorate, 
L__ __ _, 

Previous Position: 

Communications Systems Directorate 

3 
(U~ Pe~~-~recurity database~l ___ ~fast service date at NRO wa~L_ ___ __, 

2 
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(U) Section B - Predication: 

5. (U/7FO~ The National Reconnaissance Office {NRO) Office of Inspector General 
(OIG) received a confidential complaint tha . .__ ____________ __, a 
government I ~ the Communications Systems Directorate (COMM), made 
decisions that affected the General Dynamics Silver Eagle contract4 during the course of her 
spouse's emploY!!J:ent with General Dynamics on the same contract. The OIG initiated an 
investigation as_'--,,-___ ----=!alleged actions potentially violated Department of Defense 

(b)(3) 
(b)(7)(c) 

Regulation 5500.07-R, Joint Ethics Regulation, Section 5-301 (DoD 5500.07-R), which prohibits 
an Air Force enlisted member from participating personally and substantially in any particular 
matter in whic~ I (b )(6) 

(b)(7)(c) 
6. {U/7P6YQ).As part of the initial investi ation the OIG obtained information that the 

responsible contracting officer (CO) notifie hrou h e-mail that her su ort to the 
Silver Eagle contract created a conflict of interest since......._ ____________ (b )(6) 
Additional information evidenced tha~._ ___ __,Fontinued to provide direction and input (b)(7)(c) 
to Silver Eagle subse uent to the instructi n to cease uch activi . th r inti rmation 
indicated that. su eriors 

may ve 
',-----------,-:-:-,----,.,........--:,,,r;;,,;:-r---.-,,..-:-,--.----,------...-,,,......-r------.,----.~---.,.......-J 

een witting o e s pro 1 1t1on, ut perm1tt .__ __ __,to continue to prov1 e direction 
to the Silver Eagle contractor in contravention of the CO's wntten prohibition. As such, these 
four respective individuals may have violated Title 10 U.S.C. §892-Article 92, Failure to obey 
order or regulation, paragraph 3. derelict in the performance of their supervisory duties (Article 
92-3). 

(U) Section C - Potential Violations: 

7. (U/~ Article 92-3 makes it a violation for members of the armed forces to be 
derelict in the performance of their duties. A violation under Article 92-3 requires (I) that the 
accused had certain duties, (2) that the accused knew or reasonably should have known of the 
duties, and (3) that the accused was willfully, or through neglect or culpable inefficiency, derelict 
in the performance of those duties. 

8. (U/7FOtJo,J)oD 5500.07-R states, in part, that it is improper for enlisted members to 
participate personally and substantially as part of their official DoD duties in any particular 
matter in which, to their knowledge, they, or their spouses, have a financial interest. 

(U) Section D- Investigative Findings: 

9. (U~ From approximately 7 September 2012 to 30 A,_pn,,__·1_2_0_1-'4! ____ __.J 

was'---------------~ __ __,in COMM! !was 
responsible for the day-to-day management of property under the Silver Eagle contract, a 
contract that provides operation and maintenance services to the NRO's information technology 
and telecommunications (IT) networksi Fpecific duties included, but were not 

4 (U/J:FO'tfe, NR0000-11-C-0628. 

3 
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limited to, management and oversight of the spare parts process and the property surveys 
performed by Silver Eagle personnel, as well as providing Silver Eagle contract award fee input. 

10. (U//FOtJO,.Contem oraneous wit erformance as the 
COMM, General Dynamicr-~----~------'-.___ _____ ----L____,~ 

Silver Ea le contract. 

11. (U/~On4 February2013 

(b)(6) 
(b)(7)(c) 

-mailed the CO and the CO' s team 
chief of his concern tha may cause 

'---;......--,--..,.-,---;----,-------,.------..----,.-----.---~..--,--,.......,-----------.....--. 
to have a con 1ct o mterest smce s e pe orme overs1 t on St ver ag e 

~ac-t-c---iv~it~ie_s_,-to~include the potential review of Silver Eagle invoices. 5 In response, the CO's team 
chief e-mailed the CO an~~---=-----=-~~herein she explained that I I had either an 
actual conflict of interest or at least the appearance of a conflict of interest. Within the same 
e-mail, the team chief directed to select someone else to oversee Silver Eagle 
invoicing. Througq a subsequent e-mai , hen informed I I of her potential 
conflict of interest. I responded to ia email wherein she noted she 
understood his instruction. Subsequent to her response t ~--------~continued to 
serve a~ !whereby she oversaw Silver Eagle work and provided award fee comments. 

12. (U/~For the period covering mid-February 2013 through November 2013, the 
OIG found no information that evidence~ !received any additional guidance or 
information from anyone in her chain of command relative to either her actual or the appearance 
of a conflict of interest. 

.-----~-----, rogram manager alerted 
i"----"""''--"----'"""""'""----""~"""'----=,____,._,,=""'--"'-""-"'--'--'--""'....__~=--_Jproviding Silver Eagle(b )(3) 

(b)(3) 
(b)(7)(c) 

(b)(3) 
(b)(7)(c) 

award fee inputsCT;;-;-==-==:--=c==-ic;--=-:===->=~===~ e program manager explaim(b)(6) 
that approximate y one-year ear 1er, e e previous ontracting Officer's Technical (b)(7)(c) 
Representative (COTR) of his initial concerns regarding I ~otential conflict of 

(b)(6) 
(b)(7)(c) 

interest. He wanted to raise the concern again as he was aware of the OIG's planned audit of 
Silver Eagle. The program manager further stated he never received a response from the 
previous COTR and therefore did not know if the matter had been resolved. 

14. (lJ/7FCtJ0,.00 19 December 2013,1 lsent an e-mail to the CO wherein he 
requested that the CO make a decision re ardingl !role as! Wor Silver Eagle 
in light o ilver Eagle. On the same datej I e-mailed 

and instructed her to cease direct engagement on Silver Eagle matters until the CO 
~~~~----=-' 
and NRO Office of General Counsel (OGC) made a determination on her proper roles and 

~ (U) The CO's authority to addres~ !potential conflict of interest is set forth in Federal Acquisition 
Regulation 1.102, "Statement of Guiding Principles for the Federal Acquisition System." Regulation 1.102 states in 
pertinent part," ... the contracting officer must have the authority to the maximum extent practicable and consistent 
with law, to determine the application of rules, regulations, and policies, on a specific contract." 

4 
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responsibilities. A 24 December 2014 e-mail sent fronj Ito the CO provided a (b)(3) 
summary o~ I responsibilities, which indicated that she was an advisor to him an(b)(7)(c) 
other managers relative to property requirements under Silver Eagle. 

15. (U~-mail communication, dated between 19 December 2013 and 6 January 
2014, indicated that members of the Office of Contracts (OC), to include the CO, the CO's team 
chief, and the lead for OC policy, discussed[ ~otential conflict of interest. Within 
these communications, the CO opined, and tlie CO's team chief concurred, tha~ I 
would have a conflict of interest in the event she served as the property officer for a Gen~(b )(S) 
Dynamics contract while! (b)(7)(c) 
The 1ead for OC policy instructed the CO to obtain an opinion from the OGC. 

(b)(6) 
16. (U/~ a 6 January 2014 e-mail to an Air Force Jud e Advocate (JAG)(b)(7)(c) 

assigned to NRO OGC, the CO requested an o inion as to wheth hould cease 
providing direction to Silver Ea le based o -n----~-.------------------L-, 
The C ex lained that based o conflict of interest, she lanned to instruc b 3 

to not provt e 1rect1on to enera ynamics as well as not provide the CO or COTF~b~~?~(c) 
~aw:;:::a:;:;;r;:;;::1.ee input. The CO explained that she did not have any issues wi~ jother 

responsibilities and asked the JAG ifhe agreed with this direction. The JAG res onri)""(ri
3

)that 
since a financial interest in General Dynamics (b 

'--c-----··· _Jshe should not give dtrechon to the contractor an not prov1 ~~~~~~~c(fe 
inputs. 

17. (U/~ On 7 January 2014, the CO notifiedJ I via an e-mail marked 
with high importance, that! ~ad a personal conflict of interest. The CO also 
instructeq'-~--,-,,--,~at she could no longer provide the Silver Eagle contractor any direction, 
nor could she provide any award fee inputs. The CO further prohibitedl'-----------'~om 
involvement in any input into potential contract modifications or any type of assessment of 
Silver Eagle performance. The CO copied both! Ion the email. 

I !forwarded a copy of the CO's email tol pn that same date. 

18. (U/~ The OIG obtained information that evidenced j --~ontinued to 
direct and assess performance of the Silver Eagle contractor contrary to the CO's prohibitions. 
Her continued involvement was both of her own volition and at the request of her chain of 
command. For example, on 22 January 2014,.__ __ ~forwarded an e-mail to.__ ___ ~ 
wherein he inquired if a modification to Silver Ea e was necessary to address a property issue. 
Through ensuing e-mails, '-----~-~=---__,and others devised and im~lemented a 
strategy that addressed the property issue. In an e-mail dated 27 January 2014[ I 
requestedj~--~~~o review and provide a recommendation on a modification to the Silver 
Eagle statement of work. In response,~---~opined she had no issues with the 
recommended modification. In a 20 February 2014 e-mailj !solicited input from 
I Ion Silver Eagle performance in its management of IT property during the previous 
year. I I responded with her evaluation of Silver Eagle performance. LastlY,, in a 
7 February 2014 e-mail.__ ___ ~directed the Silver Eagl~.__ ______ __,J to perform 
an audit function ofNRO technology assets and submit the results of the audit to Silver Eagle 
government officials. 
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19. {U/~ The OIG identified e-mails in which 
r------<------,--=-----~~-.....J 

solicited and received Silver Eagle award fee input from subsequent to the CO's 
7 January 2014 e-mail. In a 1 April 2014 e-mail,.___ __ _. rovide~ I 
several comments that addressed Silver Eagle performance for the period of 1 October 2013 to 
31 March 2014 for inclusion in Silver Eagle's award fee evaluation. Other e-mails and 
documentation illustrate that! l provided informal assessments of Silver Eagle 
performance throughout the penod from January 2014 to March 2014. 

20. {U//F6UQ) During his first interview6 with the OIG on 18 June 2014, I I 
stated that he knew about the CO's prohibition that addresse<(_······--~ytions on Silver 
Eagle. I ~xplained that the program managers believed the conflict of interest was 
avoidable if direction from! !was within the scope of the existing contract and her 
award fee comments routed through management channels. 

21. (U/~OIG interviewed'--____ __,on 19 August 2014. She initially did 
not recall seein~ !prohibition set forth in the CO's 7 January 2014 e-mail. 
However, when the 010 showed copy of the prohibition, she acknowledged 
receipt of the e-mail. She opined that conflict of interest should have been cause 
to remove her from the Silver Eagle program.L__ ____ ___,stated further thatj j 
continued to provide direction and award fee inputs for Silver Eagle up until March 2014, as 
represented by e-mails sent by her after the 7 January 2014 prohibition. 

22. (U/~In his interview with OIG on 18 August 2014j jrelated 
that, although he was on the previously identified 7 Janu~ 2014 e-mail distribution list, he did 
not recall the e-mail and claimed that he was not aware o _ jpotential conflict of 
interest until the spring of 2014 (after I management had already addressed the issue). 

I roted that, had he known earlier about I FOntinued award fee 
inputs, he would have stopped it. I !further noted that the prohibition provided by 
the CO was appropriate and within her authority as a CO. 

23. (U//l'SlQ The OIG interviewe~-----__,~n 21 August 2014. During her 
interview, she stated that, per the CO, she was no longer allowed to give Silver Eagle directions, 
provide award fee input, or be involved in any input into potential contract modifications or any 
type of assessment. 7 She explained that she continued to provide the same type of directions to 
Silver Eagle after her receipt of the prohibition and discussions regarding the CO's order with 
I land a civilian manager, and that more individuals in her supervisory chain 
became involved in the review and transmittal of her inputs subsequent to the prohibitions 
identified herein . .__ ____ stated she stopped her support of Silver Eagle after March or 
April of 2014. She also acknowledged she should have been more proactive in her management 
of her potential conflict and not reliant on her chain of command and management to mitigate the 
situation. 

24. (U7?'P8UQ} The OIG coordinated the case with the 11th Wing Judge Advocate, Joint 
Base Andrews (JAG/Andrews). The OIG requested that JAG/Andrews determine whether there 

6 (U/i'Pt)Ue,j !asserted bis rights under the Uniform Code of Military Justice Article 31 b rights and 
declined the OIG's request for a second interview regarding his responsibility as'--------- superior officer. 
7 (U/~ I ~xecuted her sworn written statement on 21 August 2014. 
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was ;ro:le c,• to believe that_~--~-----------' d/or 
iolated DoD 5500.07-R and/or UCMJ Article 92-3. In January 2015, the 

JAG~ws responded that the information as resented su orted violations of both DoD 
5500.07-R and UCMJ Article 92-3 by 

rt er mterest m e case m favor 

(U) Section E- Conclusion: 

(b)(3) 
(b)(7)(c) 

25. (U/~ The OIG investigation indicated that the cognizant CO iden ifie 
ten ti al conflict of interest created b su ort to Silver Eagle 

1 . . uant to t e s au onty to 1rect personne supporting 
the contract, on 7 January 2014, the CO Ofderedl Ito cease direction and award fop 
inputs on Silver Eagle. Notwithstanding, I~_ ---~~ntinued to provide direction and avCb)(3) 
fee input to Silver Eagle until on or about 1 April 2014. Further, I !superiors - (b)(l)(c) 

~,.---.--------~.-.-------:---.----==---=------=----! permitted I Ito provide both award 
fee inputs and direction to the Silver Eagle contractor in contravention of the CO's prohibition. 

26. (U/ 
e 

involvement in the Silver Eagle contract affecte 
interests as a General Dynamics employee. 

7 
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(U) Section F - Recommendations: (b)(3) 

27. (U/ The OIG recommends that the Director, COMM and Commander. 
,.___ ________ ..._a_e_te_rm_in_e_i_f an------=-y_a_c_ti_on_s_n~eed to be taken regardinj I 
'------------.------~-------' respectively. The OIG recognizes that, with 

the exception o ~ ____ ___,the individuals have PCSd from the NRO. Please inform the 
OIG if this report should be foiwarded to the gaining commands. The Director, COMM and 
Commander,.....__ ______ --,, are requested to report the results of their determination as 
well as any action taken or anticipated to be taken to the OIG within 45 days from the date of this 
report. 

CONCUR: 

!Actmg Inspector General .__ _____ ___, 

22 September 2015 
Date 
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NATIONAL RECONNAISSANCE OFFICE 

0.ffice of Inspector General 
14675 Lee Road 

Chantilly, VA 20151-1715 

MEMORANDUM FOR DISTRIBUTION 

SUBJECT: (U) Report of Investigation: Cost Mischarging 
(Case Number 2011-035 I) 

(U/ ~ The National Reconnaissance Office (NRO) 
Inspector General COIG) cojcleted an inve~t:~qation_that 

J _ . . I assigned 
~r ____ ____________ _ _ __ ~ c arged hours 

contract he did not actually work. The attached Report 
Investigation (ROI) details the investigation results. 

6 February 2014 

Office of 
determined a 
to the 
to an NRO 
of 

(U/ ~ We request that the Director, Office of Security and 
Counterintelligence place a copy of this report in the security file 
of J I along with a notation in the appropriate security 
databases. All other copies are for informational purposes only and 
should be returned to the OIG. 

(U/~ OIG investigation reports are to be read only by the 
individuals to whom the OIG provides them, or to whom the OIG 
specifically authorizes their release. If there are other persons who 
you believe require access as part of their official duties, please 
let us know, and we will promptly review your request. 

(U//~ If you have any questions concerning this report, 
please contact Special Agent! I (secure) or 

I l~ssistant Inspector General for Investigations, at 

Attachment: 
(U) Report of Investigation: 
(Case Number 2011-035 I) (S//TK//NF) 

CL BY: I I 
DECL ON : 2sn, 20640203 
ORV FROM : INCG 1 . 0, 13 February 2012 

ONCLASSIFIED//l'tn,e when ••parated 
from document 
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Director, National Reconnaissance Office 
Principal Deputy Director, National Reconnaissance Office 
Deputy Director, National Reconnaissance Office 
Director, Mission Operations Directorate 
Commander, Aerospace Data Facility - Colorado 
Director, Office of Contracts 
General Counsel 
Director, Office of Security and Counterintelligence 
OIG Official Record I I 
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(U) National Reconnaissance Office 
Office of Inspector General 

Investigations Staff 

(U) REPORT OF INVESTIGATION 

(U) (2011-0035 I) 

6 February 2014 

(U) Section A - Subject: 

1. ~ull name:J 
,~ -~=a;,------

Former Employer --;::=========---~ 
Current Employer: 

~--------~ 
Current Contract Number: None 

Job Title:! L_ ______ __, 

SECREful ALENT ItEYIIOLEUNQF~ 
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(U) Section B - Predication: (b)(1) 

2. ~/l'f'Kf,QIW) Qn 18 January 2011, the National Reconnaissance Office (NRO) oA7Ji3> 
of Ins ector General OIG initiated an investi ation re ardin otential labor mischar in by a 

e investigation was ase on a proactive survey t at identified indivi ua s whose ge 
records reflected less than 25 hours per week on site for five or more weeks out of a nine week 
eriod The surve results identified that from 26 July 2010 through 26 September 2010, (b )( 1) 

was out of the facili 49 ercent of the time des ite his status as a fuU-(b)(3) 
._e_m_p-lo-y-ee---<.--~--. orked as d was direc(~)(?)(c) 

charging NRO contracts I 
.........,.----;-;---:-,----;----.------.-.--.-----,-;--' 

knowingly submitted false hours on his timecards, he would ave violated 18 U.S.C. § 287, 
False, Fictitious, and Fraudulent Claims. (b)(1) 

(b)(3) 
(U) Section C - Potential Violations: 

3. (U) 18 U.S. C. § 287, False, Fictitious, and Fraudulent Claims makes it unlawful for 
anyone to "make or present to any person or officer in the civil, military, or naval service of the 
United States, or to any department or agency thereof, any claim upon or against the United 
States, or any department or agency thereof, knowing such claim to be false, fictitious, or 
fraudulent." 

(U) Section D - Investigative Findings: 

4. (U//P\,t;Q) Based on the initial indications derived from the survey, the OIG 
examine<j._~-~~--'~ time at the facility for two full work years, from 1 January 2009 
through 31 December 2010, to detennine the total scope of the apparent mischarge. The OIG 

(b)(3) 
(b)(?)(c) 

compared the hours.___ ___ __,charged to NRO contracts wiU~-~facility access records, 
training and travel records, and access records for contractor facilities in the Aurora, Colorado 
area. The comparison revealed a shortage of 1,283 hours. 

{b)(1) 
(b){3) 

5. (U/~On 26 May 2011, the OIG interviewedj I When asked to 
explain his questionable charging of hours to NRO contracts, '------'~tated he never 
charged time that he did not work, however, he did not keep an accurate account of the hours he 
did work. j ~elayed that he did not look at the clock when he arrived or departed (b )( 1) 
work, nor did he track the time going in and out of the facility.[ Informed (b)(3) 
investigators that he received training regardinJ~------~~ time charging policies at 

(b)(3) 
(b){?)(c) 

least twice a year during staff meetinr and was required to take Computer Based Training each 
year regardin~ ---,--...--.....---..'- abor charging policies. understood timecard (b )( 1 ) 
fraud meant cliargmg ttme for hours e did work. tated he had no intention of (b)(3) 
defrauding anyone for his time. During the interview, _______ _, noted that he owned a 
\ I ~tated he never used work time to perform 
activities forj j 

2 
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6. (lJhFOUO) On 24 August 2011, the OIG reviewetj I work email 
account. During the 2009 and 20 l O l?eriodf jsent 46 emails that discussed his 
personal business,! j Per the NRO computer user agreement, all government 
provided e ui ment and user accounts are for official NRO business only. 1 The amount of work 
timei pent on personal business illustrated by the OIG examination of his em<b)(3) 
was llllillma; erefore, this time was not included in the total of mischarged hours. (b)(?)(c) 

7. (U/li'OUotLe al Counsel fo performed an independent analy..:ic;: 
of labor hours recorded b -.----,,.---=......-,.-.-----..--:...-------,, isputed 30 of the 1,283 (b)(1) 
mischarged hours identifi by e OI ased on a difference in the calculation of hours work(~)(3 ) 
during overnight shifts. The OIG took no exception ttj I calculations and 
reduced the total hours mischarged b~ lfrom 1,283 to 1,253, resulting in a 
mischarge of $185,299. 

8. (U/~e OIG discovered and subsequently verified wi~~-~ 
Personnel Security thatL____jiad obtained a new position witq the Nationjl Security 
Agency (NSA) and was now serving as a civilian employee working aj ~--~ 

9. (U/lfQJJ.__O) To determine if his pattern of behavior continued after becoming an NSA 
employee, the OIG a.'iiklyzed badge records and time cards for I ~or the time period 
12 May 2012 to 5 October 2012. The analysis disclosed a discrepancy of approximately five 
percent of unaccounted time. This amount was considered de minimis; therefore, the OIG 
limited the scope of this investigation toj~----~~ctions while he was employed by 

I and assigned to an NRO contract. 
<--..-------~ 

e OIG identified a lack of oversi t and weak internal controls over 
,...;u.u.!.L.."'-........ _....,_._....._."-Ij___,... ______ ------,-,---,--_-,---___ ~--,----,-.l Based on this concern, 

mplemented an additional layer of verification and time card approval, 
~~~----n-a~ted with and approved by the NRO contracting officer. Additionally, all 

employees on contract are now required to use one or more calendars to 
L-...---~-,--c--=-' 

account for their whereabouts on a daily basis. (b )( 1 ) 
~---------(b)(3) 

(b)(1) 
(b)(3) 

(b)(1) 
(b)(3) 

(b)(1) 
(b)(3) 

(b)(1) 
(b)(3) 

(b)(1) 
(b)(3) 

e1m urse t e government for the loss o 
• >-i.-,-o_,o.--no-a-.-:-:--.,...,10,....1s=tra~tive action against I ~s he resign~ed~fr_o_m_th~e-c-om-pan~y (b)(3) 

pnor to e completion of the OIG investigation. 

12. (U/~The United States Attorney's Office (USAO~ (b)(3) J
b)(1) 

declined prosecution due tQ,-,_ -_ -_ -_-_ -_ -_ ---~--_ -_ -_ -_-_--,_,run reimbursement to the government and t e 
company's implementation of additional internal controls to detect and deter additional labor 
charging by its employees. Therefore, this matter was settled administratively between the NRO 

an~ I 

1 (U/11"6U91-Reference DCID 6/3, Protecting Sensitive Compartmented Information within Iriformation Systems, 
NROD 61-2, Authorized MIS Network Software Policy, Director's Note 20, Inappropriate Use of Government 
Information Services, and Director's Note 31, Use of Government Prope). 
2 (U/~e NRO OIG communicated this informatio~~---~ or independent action as appropriate. 

3 
SELRETi'/Tttl!N'f KE'fllOLIU~017011~ 

Approved for Release: 2017/11/28 C05100602 

(b)(1) 
(b)(3) 

(b)(3) 



C05100602 
S
-E Approved for Release: 2017/11/28 C05100602

4 \...:...U.-11/ lALl!..f'll l 1'U!. lttULl!..1/liUl'UI<l 

(b)(3) 
(b)(?)(c) 

(U) Section E - Conclusion: 

13. t~The OIG investigation determined that there was sufficient evidence to 
establish th lviolated 18 U.S.C. § 287, False, Fictitious, and Fraudulent Claims 
when he misc ar ed l,253nours to NRO contracts between January 2009 and December 2010. 

eimbursed the government for the estimated mischarge g I Given (b )( 1 ) 
._,..,_e__,....e_c~m-a.....,.t-10-n-.--y------,t,,...,e USAO and the administrative settlement betwee~~--=-----~~nd (b)(3) 

the NRO, no further investigation is required. The OIG considers this investigation closed. 

4 

Assistant Inspector General 
for Investigations 
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(U) Section F - Recommendation: 

19. (U/~e OIG requests that the Director, Office of Security and 
Counterintelligence place a copy of this report in the security file of the individual identified 
within, along with a notation in the appropriate security databases. All other copies are for 
infonnational purposes only and should be returned to the OIG. 

CONCUR: 

5 

f'\cting Inspector General 
--~ 

6 February 2014 
Date 
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case Number: 

! Primary Investigator: I 

Narrative: 

.. 
.i: . i ., 

15-0012-1 Date of Entry: 07/02/2015 

I 

(b)(3) 

n 8 August 2014, the National Reconnaissance Office (NRO) Office of Inspector General (OIG) received information 
that an NRO contractor at ADF-SW used the unclassified government information systems to view material on the Internet 
related to incest, bestiality, and minors. Subject viewed the material via the preview function of the Bing search engine, 
which may Indicate an attempt to avoid detection by NRO web filters. Th, ~iscovered Subject's behavior after 
the discovery of malware on Subject's government machine during the download of an unrelated document. If 
substantiated, Subject may have violated 18 U.S.C. § 2252, Certain Activities Relating to Material Involving the Sexual 
Exploitation of Minors. 

Last Investigative Step: 
(b)(6) 

(U~ Reporting agent verified tha~ ~ubject was debriefed of all clearances and access to ADF-SW was 
revoked. ~----' 

Resolution: 

Unsubstantiated 
(b)(3) 
(b)(6) 

.__ __________________________ (b)(7)(b)_...., 
(b)(7)(c) 

,...._ _ ____ emp oyee at ADF-SW, hard drive due to the potential presence of malware. The introduction of the potential 
malware did not appear intentional and Subject admitted to downloading a PDF. During an audit of unclassified network 
activity for the presence of child pornography, th~'---___ _,pbserved Subject searching for material indicative of a (b)(3) 
preoccupation with incest, bestiality, and minors. The review period included 30 January through 31 July 2014. On 8 August 

2014, the OIG received th~'------i(~)(3)rt regarding Subject's web browsing activity. (b)(?)(d) 

n 11 August 2014. the OIG received a copy of Subject''I.------.... _____ _ _ _ _ __ __J ated 8 
August 2014 . ._ I_ -----'reviewed the audit conducted by th nd categorized Subject's searches as chud(b )(3) 
pornography and material that has an incestuous or bestiality theme '-----___...J pined that Subject's search material 
was not only a concern from an ad'udicative perspective, but also a concern as Subject used a government computer, which 
Is a ainst established poli . ined Subject's abnormal sexual interests raised concerns about Subject's 

(b)(7)(d) 

,rr.11.,.,..1tJ...10n 28 August 2014, the OIG reviewed Subject's SF-86, dated 12 September 2006 and Subject's Background 
Investigation (Bl), dated 23 February 2007. During Subject's periodic review in September 2007, Subject admitted to sharing 
a group password with another co-worker over an open line in August 2007. The examiner deemed the eventJ (b)(3) 
Minor Noteworthy for Handling and Protecting Information". Subject received a favorable Bl for continued access with 
minor noteworthy for finances. 

Page 1 
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n 28 August 2014, the OIG requested th ~--~ ontinue to monitor Subject's unclassived como11t,r activity 
pending possible law enforcement contact with Subject. On 7 November 2014, the OIG received thel~---~review of 
Subject's unclassified activity for the period 6 September 2014 - 6 November 2014 that illustrated Subject's continued 
interest in incestuous sexual relations, bestiality, and minors. Subject also appeared to be interested in news stories related 
to child abuse. (b)(3) 

(b)(7)(e) 
J,7.,_._Qn 5 November 2014 '. provided a synopsis of the forensic analysis performed on the hard drive taken 

from Subject's unclassified computer system used by Subject at his place of work. Over the course of 8 October 2014, 15 
October 2014, 29 October 2014, and 5 November 2014~~---~Fonducted a detailed review that included 20,051 
images/graphics, e-mail, and internet activity associated with Subject's account. According t~ I the images did 
not include any c t · tent with a violation of law (e.g. minor children in a state of nudity or sexually explicit 
poses/scenarios . considered the search terms used by Subject to be of a primary concern as characterized in 

the previous~--~review and~-----~(b )(7)(d) 

On 7 November 2014 the OIG re uested assistance from 
/ On 14 November 2014, the OIG faxed a hst ot SubJecrs 

'"--se-a-rc"""'h_e_s_t......------------,-;:fo,---rw_a_r--;de·-d-;-:-;th-e-:i,---nf--;--o-r-m-a-:-:ti~on provided by the OIG toJ'---c~--~] On 5 February 

201 . ade contact wit~ Subjer at his place of residence and informed him of the allegatirs reg~rding possible child 
pornography. Subject allowe ccess to his home and allowed him to search his computer. ound no (b)(S)ce of 

any pornography. (b)(3) (b)(7){e) 

M"'!rt+N~on 11 February 2015, the OIG notified th ~-------~that law enforcement made contact with 
Subject and fo 11 nrt "'> evidence of pornogr::lnhv 

(b)(6) (b)(3) 

l"'f!lffal,l;J...LJ~ i ~d~udications Branch (AB) notified the OIG that the AB board unanimously agreed 
to revoke Subject's clearances. Although th~._ ___ _,bund no evidence of child pornography, AB determined Subjec(b)(3) 
behavior unaccFptable. I =:]the OIG verified wit~ I Security and Counter lntelligenrb 1 

ADF-W, that thf._ _____ ~[Prc:igram Security Officer debriefed Subject of all clearances. ADF-SW Security ( )(3) 
deactivated Subject's(b)(Sf to ADF-SW and escorted him from the facility. 

(UT11'euo~ ~ere are no further actions required by this office. Investigator recommends closure as unsubstantiated. 
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Primary Investigators: (b)(3) 

Narrative: On 6 February 2016, the OIG received an IG Hotlink from a confidential source who was concerned that Subject 
may have an inapl)ro riate relationshi with the CEO Subject was op...tbe,s<>urce 

selection team for~ ~ - ~ - - ---- - - --- - - ~ ffort. After the contract was awarded toLJubject 
allegedly stated to th rogram Manager with regard to a disagreement over schedule something to the effect of: "You 
WILL start on X dat e, an I you don't, I'll call your CEO- he's m best friend." (b),(7 (c) 
last Investigative Step: 21 March 2016 

Resolution: Unsubstantiated 
- - I . - . - . 

- ---=- _- I • ~ - ! I ' - - I = - . I - ' • ' - - - • - -- \ 

Summary: 

~Subject isl !which was awarded o~~---~~y MS&O as a sole 
source contract nq~-----'~nterviewed the complainant and others who may have had information 
regardin '--,--,.--r--r---'comment and the sole source award. I I determined that there were other individuals in 
MS&O that a a vacated for the sole source award and could find no COi. 

) 
(C) 

~ During this investigatio~1-~~-~~...,..,pbtained information tha~.......,...--,---~~.as allowed another government (b)(3) 
employee who was his subordinate to participate in a source selection despite knowing her sister worked for CACI who was 
the incumbent and competing for the new Media Services Contract. The Contracting Officer removed the emf loyee from 
the selectio~~---~~lso obtained information thaj._~~__,~ad a close relationship wit~'--~----'- the CACI 
Program Manager Lead for the Media Services Contract. No information was deve -o,ped of a financial COi. 
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Primary Investigator: 

Narrative: 

Approved for Release: 2017/11/21 C05100584 
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I 

' ' -· - - t • 

(U/,7POtjQ~.On 12 February 2014, Information was received from the Air Force Office of Special Investigations (OSI) alleging 
that Raytheon Space & Airborne Systems, El Segundo, CA, utilized counterfeit/substitute parts on a DOD contract. These 
parts were purchased from! lparts which were allegedly manufactured in Taiwan and 
China. However, an inspection conducted by the Defense Contract Management Agency (DCMA) indicated that Raytheon 
did purchase the parts froml ~nd were properly identified by the manufacturing location. Raytheon's response to 
DCMA indicates that they determined the company was in compliance with FAR's Buy American Act and followed internal 
policies and processes. In addition, DCMA expressed concern between Raytheon's purchase prices of parts from suppliers 
and in turn inflating the sales prices of those parts to the government. Possible violations of FAR 31.201 and Title 18 were 
reflected, conveying there could be systemic fraud within Raytheon their contractual relationship with the NRO. 

Last Investigative Step: 

(U//F'eWQl.Received contractual review/audit from DCAA stating that Raytheon did not engage in any fraudulent activity, as 

(b)(1) 
(b)(3) 
(b)(1) 
(b)(3) 

it pertains to the inflation of sales prices to the government. This information was brought tol ptfice of (b)(3) 
Contractsc=}vho indicated he was interested in the impact of what appeared to be contracts which were drafted and(b )( 1) 
then placed the NRO at a disadvantage financially. (b)(3) 

I Resolution: 
Unsubstantiated. 

-- - --
. ' - - . . '' 

. -
. '. . . 

, Summary: 

(U/~ Stemming from the initial allegation, the National Reconnaissance Office (NRO), Office of Inspector General (OIG) 
conducted investigative steps into Raytheon's potential violation of the Buy American Act as well as fraudulently increasing 
the price of previously purchased parts to the U.S. Government. 

· (U/~e initial focus of the investigation was the violation of the Buy American Act. However, after the evidence was 
submitted to the Assistant U.S. Attorney, The Commonwealth of Massachusetts, it was declined for prosecution. The issue 
of False Claims and False Statements became the primary elements pursued during the investigation. 

Page 1 
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(U/~ Cost and pricing information was provided by Raytheon for review by NRO, AFOSI, and DCAA investigators and 
auditors. Upon completion of contract data review, which included; purchase orders and parts pricing information, and the 
Disclosure Statement it was determined that Raytheon had not engaged in the fraudulent, inflation of charges to the U.S. 
Government, for parts purchased. Raytheon's pricing methodology was outlined and reflects a contractual agreement with 
the U.S. Government. 

(U//~) Specifically, the Disclosure Statement states that subcontract labor is considered as material, which is reflected in 
Raytheon's practices. The material pricing methodology utilized by Raytheon, (i.e. the charging of direct costs to their 
government contracts, thereby creating excessive costs to the U.S. Government) was specified. However, as it is written in 
the contract the methodology employed by Raytheon, it is not a violation of law. The issue of material, priced by the Prime 
(Raytheon), was significantly more than the cost of the material received from the subcontractor/vendor. However, the 
inflated costs are defined contractually, albeit not in a manner which reflects a balance between the U.S. Government and 
Raytheon. 

(U//~lnvoices to the Raytheon proposal pricing sheet were verified and determined that all the calculations were 
standard and applied correctly. Though Raytheon does not provide a formal response as to why they apply labor hours to 
the price of materials/units the information obtained from DCAA indicates that Raytheon charges direct costs (labor, 
material etc.) to their government contracts. Per the Disclosure Statement, it appears that the only item which should be 
applied to "Material," is "Material Handling Burden." This is the material which is purchased by Raytheon. The Disclosure 
Statement reflects that subcontract labor is considered "Material." Based on these facts, Raytheon's pricing methodology 
creates excessive costs to the U.S. Government. But, as specifically written contractually there is nothing which makes it 
"illegal." 

(U/~ The NRO, OIG has found that Raytheon's contractual pricing methodology and associated subsequent lack of 
substantiated information is insufficient to warrant further investigative measures into the allegations previously cited. No 
further investigative actions are required. 

(b)(5) 
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Narrative: . 
tt)»F0UOJJW,;t118FORN) Following NR0/01G(Jig1tal forensic analysis of the images and content retrieved from Subject's USG 
Issued/owned laptop computer, OIG requested a review of several items of concern that appeared to be of underage children In various 
states of undress and sexually explicit poses, by members of Fairfax County Police Department's Child Exploitation Unit/Federal Child 
Exploitation Task Force. They concurred with OIG opinion concerning the questionable lmc from Subject's laptop mertted(b )(6) 
further action and recommended pursuing a search warrant for Subjact's residence located I oudoun County.VA. Tht case 
was refened to Federal Child Ex ltatlon Task Force Initially whleh Included OSI Speclal Age nt Base Andntws. Loudoun 
County Shertff'..r:===n===: as designated lead agent as Subject's residence was located In r---7Loudoun County, VA where 
a search warra was ssu exec ed 1 Novem~r 2012. During the search of Subject's res4dence, ~mputers and associated 
digital storage media were seized and analyz,ed by Loudoun County Sheriff's deputies In their Forensic Lab. Several Images along with 
those provided to the Federal Task Force by NROIOIGL)were submitted to National Center for Missing and Exploited Children resuttlng 
in no known matches In their database. Additionally the suspect Images were provided to a Medical Expert In Fairfax Cou"'(b )(SY law 
enforcement Investigators for evaluation but were not In his opinion, considered adequate to support crlmlnal prosecutton.(b )(7)( C) 

(Oi,FCt,e,r,::.li5.)..At such time as Loudoun County Sheriff's Office/Federal Child Exploitation Task Force determined there was Insufficient 
basis to p_yrsue::Elon, the case was referred to USAFLOSI aae;,s from .Joii;rt Base Andrews for submission to the USAF JAG office at 
the base.f ~ with the assigned JAG attomeJ )nd reviewed the evidence and details otthe case for his 
consld•1Juo111 JAG Interests related to UCMJic_ ___ _, ndic:ated he planned to consult with his superior officers In pursuit of 
possible criminal prosecutlon.....,__ ~_,left mllttary service several months later and OIG was unsuccessful In Identifying his 
replacement who took responsibility for this matter within the JAG command. In May 20151'-- --,--~lwas able to develop a possible 
POC in the JAG office and successfully made contact wfil!J j'SAF/JAG JBA on 9 July 201 s .via commercial telephone. 

. I · rtho was not Involved in the case, asslsted'-L _ __ _,PY auetv1 _ an Internal case log database and verified that Subject 
received an Article 1 S (non-Judicial punishment) effective 9 May 201 s1~~~-,-,~as unable to provide any acldltlonal Information. 
Aft.er consulting with O~ /no further action is warranted by OIG and this case Is recommended for dosure. 

Last Investigative Step: 
Confirmed with USAF JAG JBA-Subject received Art 1 S (non-judicial punishment) 9 May 2014 

Resolution: 0 Substantiated O Unresolved O Unsubstantiated @.. Referred 

Adcitional Information: 

~5Xl 
Page 1 of2 

Approved for Release: 2017/11/28 C05100590 

(b)(S) 



C05100597 
Approved for Release: 2017/11/28 C05100597 

UNCLASSIFIED/ m,t:fe.-

case Number: 

Primary 
Investigator: 

12-0031-1 
Date of 
Entry: 

10 SEP 2015 

(b)(3) 
---.--.......,._,,,.__._,......._...,,..,.,..,.,.....,_..,...,........,___,........, _ __ i ____ -(b)(7)(c) 

.,....__,,,,, ........... _......,_......,_......,...,....,._;............,;......,....,..__,_......,.....,.~ ........ · - · ... ·- i: ... ,-_+· _ _..._! IGAc ,.·.~ 
Narrative: 

(U/~On 8 December 2011J ~-malled the OIG~===::::---'to 
advise that Boeing had a new cost mischarging case to report. Subject isl ~ssigned to 
Boeing! ~ubject may be misrepresenting her time in the office working on her job 
and spends an excessive amount of time on her unclassified computer accessing Facebook.com. 
It appears the cost mischarging could be as high as 188 hours. 

Last Investigative Step: 
25 June 2015 - review of credit details 

I Resolution: 
Substantiated 

I 

-· '. ' - . - . . ' . . 
- -- -

Summary 

(U/~he National Reconnaissance Office (NRO) Office of Inspector General (OIG) 
provided oversight to a Boeing investigation into potential labor mischarging b~'------

1s a Boeing employee assigned to support NRO Contracts in California 
,..-a-sl ________ ....,;_~I Boeing reviewed I ~adge records from 1 June 2011 

through 29 September 2011 and monitored her computer usage from 21 September 2011 
through 29 September 2011. On 30 September 2011J I provided a statement to 
Boeing regarding her computer usage while at work. Boeing determined that she overcharged 
by approximately 2.5 hours per day and based on her admission would credit the Government 
the hours from 1 June 2011 to 29 September 2011, the day before her admission for a total of 
188 hours. 

(U//~oeing attomeyl !reported that on 3 November 2011, Boeing credited 
the effected contracts the labor and fringe for a total amount o~'---_,~or the 188 hours that 

1----_,_ alsely charged. According to Boeing, th~ \represented only labor and fringe. 
Boeing charges ~abo~ using fo"":ard pricing rates by labor category and not an em~kwee~ 

(b)(3) 

(b)(3) 

(b)(3) 
(b)(7)(c) 

(b)(6) 

(b)(3) 

(b)(3) 

actual rate. Boemg did not provide the fully burdened amount and the amount th~ (b)(3) 
(b)(7)(c) 
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,~--~~ctually received. As a result, the NRO OIG could not consider the matter resolved. 

(U//R)t:J~n 25 June 2015, Boeing attorney! ~etermined that on 3 November 
2011, contract NRO000-08-C-0131 was credited the fully burdened amount of $42,377 of which 

I received $8,076 and contract NRO000-99-C-0061 was credited the fully 
-bu_r_d_e-ne-d-am~ount of $3,330 of which! received $1,725. 

(U/ ~The cos for both contracts were briefed on the facts of the case ard were satisfied 
with the credits back to the contracts. On 10 November 2011\ received a letter 
of reprimand from Boeing. The United States Attorney's Office for the Central District of 
California declined prosecution due to the contractor's full reimbursement to the government. 
The NRO OIG considers Boeing's investigative efforts sufficient and the case was settled 
administratively. 
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Primary Investigator: 

Narrative: 

(U/~) In April 2011, the National Reconnaissance Office (NRO), Office of Inspector General (OIG) was contacted by the 
Defense Criminal Investigative Service regarding potential False Oaims against an NRO contract forl I 

(U/ /F(!IJQ) The complalnant alleged tha1 I wron~b )( 1 ) 
billed against the contract in overhead charges after the customer all edl terminated the contract. The Com lalnar(b)(3)ed 
the contract was eventually terminated due to technical lssu 
Howeve~~-~ ~ecided to continµe....tbe.J;>roject with intentions o eve oping t e proJect to e==-:=-r-x,::-=--:==ac- w ich still 
had available government funding_! billed the labor costs they incurred between termination o e con ra ;aild..--, 
reaching the [ ~o government overhead/indirect. The Complainant stated he felt it was wrong forl____) 
charge the cost of labor hours for a specific contract to government indirect cost. 

I last lnvestlptlve Step: 
24 November 2015 

I 11eso, .. 1o., 
Unsubstantiated 

-

' - - -- ' ~ - ' 

- - • ' - - - >I 

I Summary 

CSf1'FIE{,4l~During the course of the investigation the Re rtin A ent RA confirmed the NRO had a contract for a 
ocooler development wi~ contra · a Period of Performance 

, is was a CostP!usfix Fee contract. Investigators interviewed employees fro '-,---,-~nd the govemm(b)(1) 
TIIP't'Pnniine~,r1,H11e Complainant's assertion were accurate and what if any costs approvals were obtained from the govE(b )(3 )t. 

,~...,." The RA obtained a letter fro ted 24 August 2010, wherc=]informed the Contracting Offlcer(b)(1 )Ir 
..,__~~-~~~~~~~_, Various conditions were part of this letter to indude statements indicati1(nb\)t(~

1 
re 

intended to utiliz nternal funding" for some of the! I, li~(b )( 1) 
to interviews of NRO pe~sonnel the contract was bei · · considered fo~ ~rmination because of re~ated ~sues which (~)(3)ed(b)(3) 
thac=]could not deliver on thet:-::-:e-=-=-== ~~ir=--.,.....,-:,:--;--,~Ad~itionally, around the same time pen~b)(1 y I 
and was approved, to move LJrom p ,t hl a _ = ntract Line 'Number (aJN and used those funds to dil18Ct chargtb)(:3,) (b)(3) 
additional efforts to further ffieL llihe mocllflcation was authorized In '-----,.----!which included the ut l:in~}e J 
was_no mention of the total ag~ indirect fu. ndl~. A review ?f emails befiveen. nd NRO rsonnel : scosed tt(b)(1) 

rties a reed that no more than of "d1scretiona furid1 's" would be u_ _ rther th (b )(3) 
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(U~ On 2~ October 2012 al meeting that included investigators, DCAA Investigations Support Audi '---' (b )( 1 ) 
management an~..__-:----,----~· General Counsel took place to discuss the investigation. During that meetlnl (b )(3} 
acknowledge they had requested the NRO authorize them to utilize internal funds to further the! 1 l(t::>)(3)at 
their definition of internal funds was synonymous with indirect costs and that government approval was not required(b ){3} TC 
to expend those fund~.._ _ __,lnfo~e NRO of their intentions because they required the NRO's approval to obta(o)(1) 
[~ Ion a "loan" basis, whictt__Jidentifled In the 24 August 2010 letter to the Contracting Officer. (b){~) (b)(1) 

(t::>)(3) (b)(3) 

<Ui, ··· · ..:. ~ During the course of the Investigation, investigators became aware that In 2012 DCAA conducted an audit of 
,.__ _ __,I cost accounting practices to lndude Independent Research and Development (IR&D) and Bid and Proposal (E(b )( 1 ) 

costs. The audit repo~ tha~_---"was non-compliance with CAS 420 which pertains to IR&D and B&P costs. "(b)(3)jit 
identified certain cost:L__j-ecorded as indirect costs in overhead pools that were not property classified which led (b)~3) 
noncompliant accounting, inaccurate overhead and G&A rates, and misallocation of costs on Government contracts. (t>) 3) 
I esti tors decided to maintain the investigation opened because of similar concerns with the issue surrounding how e 

was billed. Investigators were informed by the Divisional Administrative Contracting Officer (DACO) thaC(b )( 1) (b )( 1) 
~ed to conduct a cost impact analysis based on the CAS non-compliance. The cost impact analysis COU(b)(3) (b)(3) 

identify ifl___had inappropriately misallocated costs to Government contracts. DCMA would subsequently revieve:=(0)(1) 
cost impact analysis, opine if their findings were accurate, and determine what if any, reimbursement was due back 1(b )(3) 
Government. 

(U/ ~ On 22 January 2015, investigators met with key members of OCMA to discuss the outcome of their investigation. 
A letter from! \Office p~nsoector General was provided to DCMA, which identified facts surrounding the investlaation, (b)(3) 
specifically issues reaardina....,,L===~ounting nomenclatures and practices. Following this meeting investigators me(b)(1) 
members a~'-----__, nagement and General Counsel and expressed the same concerns. (b)(3) 

(b)(3) 
(U//~n 18 May 2015, RA received a draft of DCMA's Cost Impact Memorandum. On 24 November 2015, RA spoke 
with the DACO to discuss the status of the Cost Impact Memorandum. The DACO related the Memorandum was still in draft 
and would be several months before finalization. je DA~ was confident that the report would not change in contents from 
the draft. The DACO stated that the cost impact of as negligible, particularly since this amount is spread over six (b)(3) 
years, and she did not expect a demand for payment being issued based on the report findings. The DACO referred to the 
issues wi~ concerns as confusion versus intentional. The DACO related it was not uncommon for contract(b )( 1) 
not fully unaersfaricl how indirect costs can be utilized and how to properly account for those costs. (b)(3) 

(U/7FOt:19} Based on the outcome of this investigation and DCMA's draft report the RA recommends closure/unsubstantiated. 
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