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U.S. Department of Labor 
Office of Inspector General 
Washington, D.C. 2021 o 

April 10, 2017 

This is in final response to your November 30, 2014 Freedom of Information Act request 
(215010) addressed to this office for a copy of the statement of work, reports or 
presentations produced for the DOL OIG by Elder Research Inc., under contracts 
DOLOIG14AI0006/DOLOIG14U00012, GS35F032OT/DOLF12XG21355, and 
GS35F0320T/DOLOIG14A0006. 

The policy of the Inspector General is to make, to the extent possible, full disclosure of 
our identifiable records in accordance with the provisions of the Freedom of Information 
Act. Accordingly, I am enclosing a copy of all materials responsive to your request. 
However, certain information, which includes fields of information used for 
audit/investigative techniques, and individual's names and personal information have 
been redacted from the enclosed documents. The withheld information is subject to 
various FOIA exemptions, as discussed below. 

Exemption (b)(6) authorizes the withholding of names and details of personal 
information in personnel, medical and similar case files, which, if disclosed to the public, 
would constitute an unwarranted invasion of personal privacy. 

Exemption (b) (7)(e) protects law enforcement information that would disclose 
techniques or procedures for audits and law enforcement investigations. In this case, 
specific details regarding data mining techniques the OIG uses for audit/investigative 
purposes has been redacted on portions of several pages . 

You have the right to appeal this response within 90 days from the date of this letter. 
Should you decide to do this, your appeal rnust state , in writing, the grounds for appeal, 
together with any statement or arguments. Such an appeal should be addressed and 
directed to the Solicitor of Labor, citing OIG/FOIA No.215010, Room N-2428, 200 
Constitution Avenue, N.W., Washington, D.C. 20210. Please refer to the Department of 
Labor regulations at 29 CFR 70.22 for further details on your appeal rights. 

Should you need to discuss your request, feel free to contact this office at 202-693-5116 
and select Disclosure Officer, or the DOL FOIA Public Liaison, Thomas Hicks at 202-
693-5427 . Additionally, you :-r1 ,'iY contact the Office of Government Information Services 
(OGIS) at the National Archive::; and Record s Administration to inquire about the FOIA 
mediation services they offer. The contact informat ion for OGIS is as follows: Office of 
Government Information Services, National /\rchives and Records Administration, 8601 
Adelphi Road-OGIS, College Park, Maryland 20740-6001 ; e-mail at g_g is@nara.gov; 
telephone 202-741-5770; toll free at 1-877-684-6448 ; or facsimile at 202-741-5769. 

Working for Anierica 's Wor~force 



Congress excluded three discrete categories of law enforcement and national security records 
from the requirements of the FOIA. See 5 U.S.C. 552(c). This response is limited to those 
records that are subject to the requirements of the FOIA. This is a standard notification that is 
given to all our requesters and should not be taken as an indication that excluded records do, or 
do not, exist. 

Finally, fees were not charged for this request. If you have any concerns regarding this letter, 
feel free to contact me at this office at 202-693-5116 and refer to FOIA case number 215010 on 
future inquiries. 

Sincerely, 

I, · .. . *~ @
! I /1 

' K1:tl~::~( 
Disclosure Officer 

Enclosures 



SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS 11' ~UISITIONNUMBER r~ OF I 
OFFEROR 1D COMPLE1E BUJCKB 1ll, 11, .2J, 2f, & 10 4 

2,00,.,......,,No. 
DOL-OIG-14-A-0006 EfFEOTIVE DATE rAWARll lo ORDER NUMBER 

DOL-OIG-14-U-00012 

r 801.lCITATION NUMBER 
• BUEIIA1E r' SOLICITATION 

1, FOil soucrrATION • re NAME r- TELEPHONE NUMBER (Noco/llH:toda} rOFFERDIIE DATEILOCAL TIME 
INFORMATION CAU.; Paula Miller-Sheelor 

9. ISSUED BY · CODE IOIG ' 10, THISACQUISITION 18 gJ UNRl!S!Rlc:TEO OR OsEJ'AStDE: %FOR: 

O6MAl.l 8USINE88 
WOMi;N-OWNEDSI\IALI.BUSINESS 

US DEPARTMENT OF LABOR O(WOSB)ELIGIBLEUNDERTHEWOMEN-OWNED 
200 CONSTITUTION 1AVE NW S- OHUBZONESMALi. 8MAI.LBUSINE58PROBRAM NAICS: 541519 
5506 BUSINESS Oeowo'se 

WASHINGTON DC 20210 
• SERVICE-OISABL.EO oB(A) 

BIZESTANDARD: $25. 0 VEIERAN-OWNED 
8MAUBUSINE88 

11, DELIVERY FOR FOB 0EBTINA- 12. 0ISCOUNTT!;RMS 13b,RATING 
TION UNLESS BLOCK IS O1a•: THIS CONTRA OT IS A 
MAAKED RATED ORDER UNDER 14. METHOD OF SOLICITATION 
0 SEESCHEDULE DPAB(16CFRTOO) tltfQ • FB •RFP 

15.DalVERTil CODE' 16. ADMINISTERED BY CODE j<>IG 

US DEPARTMENT OF LABOR 
2

1
00 CONSTITUTION AVE NW S-

5506 
WASHINGTON DC 20210 

17a. CONTRACTOR/ .OODE 028211527 I FACILITY I 1Ba.PAVMENTWIU.BEMADEBY ooos looL 
OFFEROR CODE 

ELDER RESEARC~ INCORPORATED US DEPARTMENT OF LABOR 
300 W. MAIN STREET, SUITE 301 OFFICE OF THE CHIEF 
CHARLOTTESVILLE VIRGINIA 22903 FINANCIAL:OFFICER 
ATTN: GERHARD PILCHER 200 CONSTITUTION AVE NW 

WASHINGTON DC 20210 

lEI.EPHONeN0, 434-973-7673 
O1711.CHECKIFREMITTANCEISDIFFERENTANDPIJTSUCHADDRESSINOFFER 18b. SUBMITINVOICl:STOADDREBSBHOWN IN BLOCK 181 UNLESS BLOCK BEi.OW 

IS CHECKED IJ3se ADDENDUM 

19. 20. 21, 22. 23, 24. 
ITEMN0. SGHEDULEOFSuPPLIES/SERVICES QUANTITY UNIT UNITPRICE AMOUNT 

The contractor shall provide a Business Intelligence 
Solution (BI-SOLUTION) Covering Vast and Complex 

~11 services shall be provided in accordance with the 
attached Statement of Work (SOW). 

The Period of Performance Is July 23, 2014 through July 22, 2015 

r 

' (Use RsvelllB and/or Attach Addltfonal Shsets,'aa Necessary) . 
25.ACCOUNTINGANDAPPllOPRIATI0N DATA rs. TOTALAWARD AMOUNT (For Govt, Use On!Y) .. 

$290,250.00 

O21a. SOLICITATION INCORPORATES BY REFERENCE FAR62.212-1, 62.212-4, FAR62.212-3 AND 52.212-o ARE ATTACHED. ADDENDA • ARE OARENOTATTACHED. 
0 27b. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR62,212-4. FAR 62.212-6 ISATTACHEO. ADDENDA • ARE OARENOTATTACHED. 

0211, CONlAACTORISREQUIRED TO SIGN THIS DOCUMENT AND RETURN 
COPIES TO ISSUING OFFICE. CONTRACTOR AGREES TO FURNISH AND DELIVER 
ALL ITEMS SET FORTI-I OR OTHERWISE IDENTIFIED ABOVE AND ON ANY ADDITIONAL 
SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED. 

0 29.AW/lruJOFCONTRACT: -----~-----OFFER 
DATED ______ • VOUR0FFERONSOLICITATION(BLO~K6), 

INCLUDING ANY ADDITIONS OR CHANGES WHICH ARE SET FORTH 

HEREIN, IS ACCEPTED AS TO ITEMS: 
31a. UNrrED STATEs OF AMERICA (SIGNATURE OF COIITRAOTINB OFFICER) 

31b.NAMEOFCONTRACTINGOFFICER(Typ11orp//nlJ 

Paula Miller-Sheelo:r; 

310.DATESIGNEO 

07/29/2014 
STANDARD FORM 1449 (REV. 212012) 
Prucrlbed by GSA- FAR (48 CFR) 53.212 
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2 of 4 

18, zo. 21, 22. 28. 24. 
ITEM NO. 8CIIEDULe OF 8UPPUE8/8ERVICE8 QUANTITY UNIT UNITPRICE AMOUNT 

1. Provide a Business Intelligence Solution 1 ~ob $145,125.00 $145,125.00 
(Bl-SOLUTION) Covering Vast and Complex, for the 
amount of $290,250.000 to be divided between OWCP 
and OIG. 

, 
~ccountlng Info: 
151621830XBR2014FSAD090414PFSADMPO000PWCP00PFSANO 
P90018-251037 Funding Stream: 
151521830XBR2014FSAD090414PFSADMP0000PWCP00PFSANO 
Cost Center: P90018 Object Class: 251037 
c-unded: $145, 125,00 

2. Provide a Business Intelligence Solution 
(Bl-SOLUTION) Covering Vast and Complex, for OWCP 

1 ~ob $145,125.00 

land OIG, for the amount of $290,250.00 to be 
split In half between the two agencies. 

J 

!Accounting Info: 
!Accounting Info: 
l2801061414AD20140106000114G00000G00()0GOIGO0GAUDIT 
G90201-2S1037 Funding stream: 
l2801061414AD20140106000114G00000G0000GOIG00GAUDIT 
Cost Center: G90201 Object Class: 251037 
Funded: $145,125.00 

32a. QUANTITY IN COLUMN 21 HAS BEEN 

Q RECEIVED 0 INSPECTED d ACCEPTED AND CONFORMS TO THE CONTRACT EXCEPT AB NOTED : 

32b. SIGNA1\JRE OF AUTHORIZED GO)/ERNMENTREPRESENTATIVE I 32o.DATE 32d.PRINTED NAME ANO TITLE OFAUTHOR!ZED GOVERNMENT REPRESENTATIVE 

32e, MAILING ADDRESS OF AUTHORIZED GOVERNMENTREPRESENTATIVE 321. TELEPHONE NUMBER OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

32g. E-MAILOFAUTHOl=IIZED GOVERNMENT REPRESENTATIVE 

33. SHIP NUMBER 34. VOUCHER NUMBER 35.AMOUNTVERIFIEO 36.PAYMENT S7, OHECKNUMBBR 
CORRECT FOR 

• PARTIAL • FINAL 
• COMPLETE QPARTIAI. 0 FINAL 

38. SIR ACCOUNT NUMBER 39. SIR VOUCHER .NUMBER · 40,PAlDBV 

41a.lCER1lFVTHIBACCOUNTIBCORRECTANOPROPERFORPAVMENT 42a. RECEIVED BY (Print) 

41b. SIGNATURE AND mLE OF CERTIFYING OFFICER 41o,DA1E 
42b. RECEIVED AT (Location) 

!420. DATE REC'D (VY/MM/DD) 142d. TOTALCONTAJNE.RB 

8Ti'NDARDPDRM1441(REV.2/1012)BACK 

1-.. 

I.. 
I 

I 
I. 
1. 

' 
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BASE. 

Type of License 

RADR Perpetual 
License 
Insight Perpetual 
License 
RADRAnnual 
Maintenance 
Insight Annual 
Maintenance 

Period (months/years) Cost OIG 

Perpetual $112,500.00 $56,250.00 

Perpetual $125,000,00 $62,500.00 

12Months $21,500.00 $10,750.00 

12 Months $31,250.00 $15,625.00 

Total $145,125.00 

BUSINESS INTELLIGENCE SOLUTION (111-SOLUTION) 
STATEMENT OF WORK 

Background 

OWCP 

$56,250.00 

$62,500.00 

$10,750.00 

$1S,62!i,00 

$145,125.00 

The Office of Inspector General-Office of Audit (OIG/OA) performs information and related information technology audits of the 
U.S. Department of Labor (DOL) cyber networks, systems, and related database information. 

The OIµ has an IT audit office located in the Frances Perkins Building, Washington, DC. This office is responsible for ensuring the 
Inspector General meets mandatory obligations to perform annual evaluations of more than 60 DOL major information systems' 
security controls, and provide targeted extracts of database information, including at times establishing the reliability of. the 
information at a summaty or transaction level. The lattet'activity is generally referred to as data mining or also called knowledge 
discovery. OIG has been using Elder Research Inc. 's RADR and Insight proprietary software for performing data mining and 
analytics ofDOL's Office of Workers Compensation Federal Employees' Compensation Act chargeback, compensation, bill pay, 
case management and DOL OIG's investigative case file data. 

Objective and Scope 

The objective is for OIG to contract with Elder Research Inc. to provide an automated Bl-Solution for perfonning knowledge 
discovery across heterogeneous DOL computing environments and related external systems that are comprised of large databases, 
including many within high Terabyte ranges. · 

Requirements 

The contractor shall establish an automated BI-Solution for OIG and additional DOL program agencies using the proprietary RADR 
and Insight software for knowledge discovery activities that can span multiple program agencies' disparate systems, networks, and 
databases in order to assess and analyze the data. Infonnation generated from these discovery activities is to further OIG audit 
targeting involving issues such as potential waste, fraud, and abuse and covering multiple topics such as revenue, expenses, 
payments, performance measurement, enforcement actions, employee safety and retirement, cost savings, entity and metadata 
identification, and/or combinations of any or all these elements. The use of the BI-Solution using RADR and Insight will be seen as 
an important tool in OIG's analysis of informati~n from selected databases. It will allow users to analyze information from 
unforeseen data relationships, find correlations or patterns among dozens of data fields residing in a variety of types of databases 
such as flat-file, relational, and/or hierarchical databases. Databases may also be ranged 11cross multiple operating systems platforms 
such as Windows, Unix, Oracle, and Open Source. 

Deliverables 

• RADR 
o ··Perpetual Multiple DOL Progam Agency License 
o Perpetual Multiple DOL Progam Agency Maintenance License 



---· ·_·_: ·:::. -- > . .I_. 1·· 

• Insight 
o Perpetual Multiple DOL Progam Agency License 
o Perpetual Multiple DOL Progam Agency Maintenance License 

• The ~athematical models for CUtTent and future projects 

• The Insight cubes ( output via OLAP) and the underlying data for current and future projects. 

• IT services, including training, that is in support of the use of RADR and Insight for CU1Tent and future projects. 

• Specific documentation, such as process and procedures related to the access, use and reporting ofRADR and Insight and 
the Insight cubes. 

·,~-------·.·1_ 



-· ... ---------~~-~--~---~-c-c--- __ . __ L 

SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS I ' REQUISITION NUMBER IPAG~ OF 

OFFEROR TO COMPLETE BLOCKS 12, 17, 23, 24, & 30 14-00IG-OIG-NAT-0024 I 19 
2. CONlRACTNO. 13 /\WARD/ r-OROER NUMBER r SOLICITATION NUMBER r,~ SOUCITA110N 
DOL-OIG-14-A-0006 EFFECtiVE 0/\TE 

I 
SSUE OATE 

1, FOR SOLICITATION • rNAME · lb, TELEPHONE NUMBER (NoC<>lf<ClcaUs) rOFFERDUEDATE/1.0CAL TIME 

INFORMATION CALL: Paula Miller-Sheelor 

9.ISSUEOBY CODE IOIG 10 THIS /\CQUISITION IS !G UNRESTRICTEO OR LJsETASIDE: %FOR: 

f]SMALL BUSINESS 
WOMEN-OWNEDSMALL8USINESS 

US Department of Labor Q(WOS8J ELIGIBLE UNDER THE WOMEN-OWNED 

200 Constitut.i.on Ave,. NW s- [JHUBZONE SUALL SMALL BUSINESS PROGRAM NNCS: 541519 
5506 BUSINess Deowose 

Washington DC 20210 
, • JSERVICE-OIIWJLEO [1B(A) ,_, 

$25.0 VElEAAN-OWNEO SIZESTANOIIRD: 
SMALL BUSINESS 

II. OEU\IERY FOR FOB oaSTINA- I2,DISCOVNTTERMS 13b,RATINO 

TION UM.ESS BLOCK IS !As Indicated On Each Call 013'1. THIS COlffRIICT IS A 
f,IARKEO RATED ORDER UNO ER 

I•. METHOD OI' SOUCITATION 
0 StiESCHEOUlE DPAS Cl S OFR 700) [NQ OFB L'llFP 

16.0EllVER TC! CODE' 16. ADMINISTERED BY CODE jOIG 

A.s Indicated On Each Call US Department of Labor 
200 Constitution Ave, NW S-
5506 
Washington DC 20210 

17a. CONTflACTOR/ CODE 028211527 I FACILITY I 18a. PAVMa/TWlLlBEMADE 8V CQOE I 
OFFEROR cooe 

ELDER R!;;SEARCH INCORPORATED As Indicated On Each Call 
635 BERl.<MAR CIR 
CHARLOTTESVILLE VIRGINIA 229011464 

TeLePHONEIIO. 

0110. CHECK IF REMITT/\NCE IS DIFFERENT AND PUT SUCH/\DDRESS IN OFFER 18b. SUBMITINVOICES lOADDIIESS SHOWN IN BLOCK 18• UNU!SS BLOCK BEi.OW 
I8CHECKEO OeE ADDENDUM 

19. 20. 21. 22. 23, 2•. 
ITEMIIO. SCHEOULEOFSUPPLIES/SERVKlES QUANTITY UNIT UNITPRICf A\.IDUl<T 

!The contractor shaU provide a Business Intelligence Solution (Bl-SOLUTION) 
~overing Vast and CompleK. 

~I services shall be provided in accordance with the attached Statement of 
Work (SOW) and all terms and conditions lnclud~d herein and the attached 
Items In the proposal dated May 20, 2014. 

!The Period of Performance Is Date of Award through June 30, 2019. 

25.ACCOUNTINGANDI\PPROPRIATIOI-I DATA · 126. TOTAL AWARD AMOUNT (ForGovl. Use Only) 

As Indicated On Each Call -$0.00 . 
0 278. SOLICITATION INCORPORATES BY REFERENCE FAR52.212-1, 52.212-4. FAR 62.212-3 AND 52.212-SAREATTACHEO, ADDENDA lJARE 0ARENOTATTACHED. 
0 27b. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR62.212-~. FAR 52.212-51S ATTACHEO. ADDENDA I ·1 ARE • ARI: NOT ATTACHED. 

lxJ 28. CONTRACTOR IS Rl:QUIREO TO SIGN THIS DOCUMENT ANO RETURN .t.. 
COPIES TO ISSUING OFFICE, CONTRACTOR AGREES TO FURNISH AND DELIVER 

AL~ ITEMS SET FORTH OR OTHERIMSE IDENTIFIED ABOVE AND ON ANY ADDITIONAL 
SHEETS SUOJECT TO THE TERMS AND CONDITIONS SPECIFIED. 

0 29. AWARD OF CONTRACT: [lOkH•Q:00004 OFFER 

DATED Mgy.20,-2014---··--, YOUR OFFER ON SOLICITATION (BLOCK 5), 

INCLUDING ANY ADDITIONS OR CHANGES WHICH ARE SET FORTH 

31b. NAM!: OF CONTRACTING OFFICER (Type orprinl) 

William Aumand 
31c. DATE SIGNED 

()7/21/2014 
STANDARO FORM 1449 (REV, 212012) 
Pmscribod by GSA• FAR (48 CFR) 53.212 
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SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS 11' REQUISITION NUMBER 
IPA~ OF I 

OPFEROR TO COMPLETE BLOCKS 12, 17, 23, U, & 30 14-00IG-OIG-NAT-0024 19 
2, CONTRACT 110, ,S.AWARI){ 1

.0RDERN!MBER r· SOLICITATION NUMBER r SOUCITA110N DOL-OIG-14-A-0006 EFFEC'l'IV6 DAT& ISSl/11 DAT!! 

1. FOR SOUCITATION • !".NAME lb. TELEPHONE N~MBER (Noco/ledcaU•J 18. OFFER DUE DATl:/l.OCAL TIME 

INFORMATION CAU.: Paula Miller-Sheelor 
9.ISSUEOBV CODEjOIG 10. THISACQUISITION 18 1() UNRESlRJOTEO OR lJ;ETASIDE: ~FOR: 

US Department of Labor [JSMALLBUSINES8 
WOMEN-OIVNEOSW.U.8USINESS 

O(WoS8) EUGIBLEUNDERTHEWOMEN-OWIIED 

200 Constitution Ave, NW S- OHU820NE 6W.U. SMALL BUSINl!SS PROGRAM NAICS: 541519 
5506 8\!SINl!SS Deowose 

Washingtorr DC 20210 
osmv1csnuw,1.eo QB(A) 

SIZS:STANOARO: $ 2 5 . 0 1/ElERAN-OWNED 
8MALLBUSINESB 

11. DEIJ\/ERY FOR FOB lleSTINA. ll, DISCOUNTTI:RMS 13b.RATING 
TION UNLESS BLOCK IS As Indicated On Each Call O1:ia. TH18 CONTRACT 18 A 
MARKEO ' RATED0RDEl<UNDER 1•, Ml!THOD or SOUCITAilON 
Q SlaESOHEDUl.6 ClPAS(150FR700) 

DIFll • FB !Jru:P 
15, DELIVER 10 CODE I 16. ADMINISTERED BV cooeprG 
As Indicated On Each Call US Department of Labor 

200 Constitution Ave, NW$-
5506 
Washington DC 20210 

17a. OOlfflW;TOR/ COOE 028211527 I FACILITY I 18a, PAVI.IEm'WILL BE MADe IIV OQDE I 
OFFEROR CODB 

ELDER RESEARCH INCORPORATED As Indicated on Each Call 
635 BERKMAR CIR 
CHARLOTTESVILLE VIRGINIA 2290114 64 

TEll!PHONENO, 

O17I>.CHECKIFREMllTANCEIS DIFFERENT ANO PUT SUCH ADDRESS IN OFFER 18b. SUBMITINV0ICES TO ADDRESS SHOWN IN BLOCK 1da UNLESS BLOCK Bet.OW 
IS CHECKED [lee ADOeNOUM 

19. 20. 21. 22. 23, 24, 
ITEMN0, SCHEDULEOFSUPPLIES/$ERVICBS QUANTITY UNIT UNIT PRICE AMOI/Nl' 

!The contractor shall provide a Business lntelllgence Solution (Bl-SOLUTION) 
~overing Vast and Complex. 

f'\11 services shall ,be provided in accordance with the attached Statement of 
Work (SOW) and all terms and conditions lnclud~d herein and the attached 
items In the proposal dated May 20, 2014. 

:The Period of Performance Is Date of Award through June 30, 2019. 

25. ACCOUNTING AND APPROPRIATION DATA r-TOTALAWARDAMOUNT(rorGovt. Use Only} 

As Indicated On Each Call ,$0.00 
0 27a. soucrrATION INCORPORATES BY REFERENCE FAR 52.212-1, 62,212-4. FAR 52.212~ AND 52.212.S ARE ATTACHED. ADDENDA OARE • ARE NOT ATTACHED. 

0 27b. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAA62.2124. FAR 52.212.S IS ATTACHED. ADDENDA OARE OARE NOT ATTACHED. 

(xi 28. CONTRACTOR 18 REQUIRED TO SIGN THIS DOCUMENT AND RETURN i O 29. AWAAD OF CONTRACT: J!OkJ+Q:OQO(M OFFER 

COPIES TO ISSUING OFFICE, CONTRACTOR AGREES TO FURNISH ANO DELIVER DATED May.20..2014 . YOUR OF~F.R ON SOLICITATION (BLOCK 5), 
ALL ITEMS SET FORn-t OR OTHERWISE I0F.NTIFIED ABOVE AND ON ANY ADDITIONAL INCLUDINGANV ADDITIONS OR CHANGES WHICH ARI: SET FORTH 
SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED, 

30a. SIGNATURE OF OFFEROPJCONTMCTOR 

30b. NAMEAN0 TITLE OF SIGNER (Typ,, orpr/nlj 

AUTHORIZED FOR LOCAL REPRODUCTION 
PREVIOUS EDITION IS NOT USABLE 

1300. 0ATI! SIBNED 

·---··· 10 .-.--·-·• ..... 
31a. UMTED STATES OF AMERICA {SIGNA71/Rf: OP CONrl!AC'/111(1 QPPICSR) 

31b. NAME OF CONTRACTING. OFFICER (TYIJII orprinO 1310. DATE SIGNED 

William Aumand 
STANDARD PORM 1449 (REV, 21ao121 
Proscribed by GSA• FAR (48CFR} 63.2.12 
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Pursuant to BPA contract number(s) DOL-OIG-14-A-0006. a Blanket Purchase Agreement (BPA) is hereby established 
between Elder Research, Inc. and the U,S.DEPARTMENT OF LABOR Q;)QL) under the terms and conditions of the 
above stated contract(s) and the following terms and conditions are incorporated in this BP A: 

I. AUTHORITY 

This BPA is entered into pursuant to the Federal Acquisition Regulation Part 13.303-2. 

II. DESCRIPTION OF AGREEMENT 

This Blanket Purchase Agreement allows for ordering of services for Business Intelligence Solution {BI-SOLUTION} Covering 
Vast and Complex, by the U.S. Department of Labor, Office of Inspector General. Please be advised that the services to be 
Pl'.Ovided for BPA DOL-OIG-14-A-0006 is described below in Section III entitled "Scope of Work,. The period of 
perfo11nance for this BP A encompasses five years. 

Statement of Work 

Business Intelligence solution (BI-SOLUTION) 

Background 

The Office of Inspector General - Office of Audit (OIG/OA) performs information and related 
information technology audits of the U.S. Department of Labor (DOL) cyber networks, systems, and 
related database ~nformation. 

The OIG has an IT audit office located in the Frances Perkins Building, Washington, DC. This 
office is responsible for ensuring the Inspector General meets mandatory obligations to.perform 
annual evaluations of more than 60 DOL major information systems' security controls, and provide 
targeted extracts of database· information, including at times establishing the reliability of the 
information at a summary or transaction level. The latter activity is generally referred to as 
data mining or also called knowledge discovery. OIG has been using Elder Research Inc,'s RADR 
and Insight proprietary software for performing data mining and analytics of DOL's Office of 
Workers Compensation Federal Employees' Compensation Act chargeback, compensation, bill pay, case 
management and DOL OIG's investigative case file data. 

Objective and Scope 

The objective -is for OIG to contract with Elder Research Inc. to provide an automated BI-Solution 
for performing knowledge discovery across heterogeneous D01 computing environments and related 
external systems that are comprised of large databases, including many within high Terabyte 
ranges. 

Requirements 

The contractor shall establish an automated BI-Solution £or OIG and additional DOL program 
agencies using the proprietary RADR and Insight software for knowledge discovery activities that 
can span multiple program agencies' disparate systems, networks, and databases in order to assess 
and analyze the data. Information generated from these discovery activities is to further OIG 
audit targeting involving issues such as potential waste, fraud, and abuse and covering multiple 
topics such as revenue, expenses, payments, performance measurement, enforcement actions, 
employee safety and retirement, cost savings, entity and metadata identification, and/or 
combinations of any or all these elements. The use of the BI-Solution using RA.DR and Insight will 
be seen as an important tool in OIG's analysis of information from selected databases. It will 
allow users to analyze information from unforeseen data relationships, find correlations or 
patterns among dozens of data fields residing in a variety of types of databases such as flat­
file, relational, and/or hierarchical databases. Databases may also be ranged across multiple 
operating systems platforms such as Windows, Unix, Oracle, and Open Source. 

I 
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Deliverables 

• RADR 
o Perpetual Multiple OOL Progam Agency License 
o Perpetual Multiple DOL Progam Agency Maintenance License 

• Insight 
o Perpetual Multiple OOL Progam Agency License 
o Perpetual Multiple OOL Progam Agency Maintenance License 

• The mathematical models.for current and future projects 

• The Insight cubes (output via OLAP) and the underlying data for current and future 
projects. 

• IT servi~es, including training, that is in support of the use of RADR and Insight for 
current and future projects. 

• Specific documentation, such as process and procedures related to the access, use and 
reporting of RADR and Insight and the Insight cubes. 

The Government anticipates awarding various. fixed price Time & Material (T&M labor hour) Task 
Orders from this BPA. Please provide a list of potential labor categories and associated prices. 

ADMINISTRATIVE DATA 

Primary Point of Contact: W. Gerhard Piloher 

Vice President & Senior Scientist 

855-973-7673 ext. 707 (phone) 

434-973-7875 (fax) 

Gerhard@datamininglab,aom 

Alternate Point of Contact: Jeff Deal 

Vice President, Operations 

434-227-5851 ext. 851 (phone) 

434-973-7875 (fax) 

deal@datamininglab.com 
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Are you a Small Business under NAIC Code 334118 (FAR PART 19.102)7 

YES_X __ NO __ _ 

Are you a Small Business Administration (SBA) certified Small 
Disadvantaged Business (SDB)? YES ____ NO --=-X=---

Are you a Woman-Owned Business? YES __ _ 

CAGE CODE: 1GMY7 

DUNS NUMBER: 028211527 

TIN: 30-0000656 

GSA SCHEDULE#: .... G ___ S-__ 3=SF.._0 __ 32 ___ 0 __ T ___ _ 

SIN Number: 132-S1 

Contract Expiration Date: March 31, 2017 

Cognizant DCAA Office (Include complete address): 
(Other auditing activity may be listed) 

V, PERIOD OF PERFORMANCE 

NO-X~_ 

DCAA 
Branch Office 
514 Butler Farm Road 
Suite 290 
Hampton, VA 23666 
Telephone: (757) 865.5520 

This BPA shall be in effect from the date of award throzt,ghfiveyears. 

VI. DESCRIPTION OF AGREEMENT 

Under this agreement, the BP A holder shall provide lifecycle replacement and enhancement of the existing Business 
Intelligepce Solution (BI-SOLUTION} Covering Vast and Complex that support the users across the countcy for the 
Department of Laborts OIG. The above described supplies and/or services shall be provided when ordered by an 
authorized Contracting Officer during the specified period stated in Item V, entitled "PERIOD OF PERFORMANCE". 

VII. REPRE'SENTATWE' OF THE CONTRACTING OFFICER 

The Department of Labor's Office of Inspector General C01;1tracting Officer's Technical Representative (COTR) is Keith 
Galayda. 

The COTR has the following authority: . 

To direct work but does not have authority to direct the contractor to perform work outside the scope, price, terms and 
conditions of the BP A• s performance work statement and issued task orders, the GSA Federal Supply Schedule Pricing, 
terms and conditions or in excess of funding which has been obligated by the Contracting Officer for performance of 
work; inspection and acceptance of supplies/services; and Invoices. 
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U.S.,DEPARTMENT OF.LABOR 
OFFtCE OF INSPECTOR GENERAL 

. OFFICE OF AUDIT 

PROVIDE"A BUSl~ESS INTELLIGENCE SOLUTION (81-SOLUTIO~) COVERING VAST AND 
. · COMP~EX DATA TO EXTRAPOLATE MEANINGFUL RESULTS 

STATEMENT OF WORK 

. Background 

The Office of Inspector Generar .... Office of Audit (OIG/OA) performs lnfonnation and related 
fnformatfon technology audlta of the U.S. Department of Labor (DOL) cyber networks. systems, 
and relateq database Information. . 

Tf"!e OfG has an IT-audit office located In the Frances Perkins Buildi!Jg, Washington, DC. This 
office Is responsible for ensuring the Inspector General meet'S mandatory obligations to perform 
annual evaluations pf the DOL's 72 major Information systems' ~rtty aontrols,' and provide 
targeted extracts of database ·Information, including at times establishing the reliability~ the 

....... infOrmatton.at a-summary or transaction level. The ~atter.adMty is generally nnerreoto ~s-<:tata 
mining or also caUed-data or knowledge discovery (OtG's tern, of choice will be knowledge 
dfscovery). To achieve a re!lable knowledge discovery capability. the OIG is seeking a Bl 
Solution. The SJ-Solution will be seen as a-major tool In OIG's analysfJ of Information from · 
electronic dambases to brfng about knowledge that is not obvious from perfonnlng traditional 
audits or investigations. · For example, the Bl Sotution results· produced are expected to find 
meaning in data that can uncover .hidden patterns, trends, anomalies and relationships that can 

'·transform the JAformatlon loto action item$. Bf results. produced would be of the type that would 
empower data-driven decision making and place knowledge discovery in the forefront of audit 
pfanntng. In addition~ this knowledge is critical to the OIG in identifying high-risk areas, activities, 
and transactions as a way f9r the OIG to reduce was~. fraud and abuse in Federal government 
prQgtams, contra~ts, and Qrants and may Include p~aictive behavior mpdeling. 

· Objective arid Seope · 

Tbe objective-is for OIG to obf.am Bl-Solution for performing knowfedge discovery-across 
heterogeneous DOL computing environments arid related external systems that are comprised of 
¼arge databa$es,-lncludlng many within high Terabyte ranges. 
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'·,, DOLFl2XG21355 
Requlrem~ 

The contractor .shall propose a Bl-SOiution for OIG to use in knowledge disoovery activities that · 
can span multiple, disparate operating systems, information networks, and databases In order to . 
assess and analyze data from different organlz.ationaJ sources. The results generated should. 
isolate i$SU8S involving potential waste, fraud, and abuse covering multiple topics such as 
revenu~. 'expenses, performance measurement; enforcement actions, eost savings, entlfy' and 
metadata identiflcatton, and/or combinations of any or all these elements. The Bl. Solution 

· proposed should be capable of analyzing data from many different dimensions or angles, find 
correlations; trends or patterns among dozens of data set.$ and fields st.ored in multiple data 
warehouses and relational databases across multiple internal and external systems. Th~ Bl 
SOiution's knowledge discovery results are to be displayed in a read0y .useabfe format for 
audlt/inve·stlgation considerations- and decislon-rnllklng. 

Proposa, Contents 

The contractor's ~ral proposal shall address the BIKSolutlon, and shaU lnctude the following: 

1. Describe the oonb'a9for's Bf Solution coveting how robust the Solution Is to meet the SOW 
Requirements, including the flexibility of the Bl Solution adapting to future chan~ In these 
requirements. . 

. . .. 2. OescrJbethe-Bf..Solution .In use with otheror,ganlzatlons. , 
3. Describe the contractor's reputation based on k~y person~ers demonstrated relevant 

experience, e~cially description of Federal government experience. Include resumes of 
Project Managerand T eohnicaf Bf Solution Expert (if not Projeet Mar,ager). 

4. pesorlbe and d&IDQQ§trate• ·how·the BI..Solutlon covers the following areas~ 

degree of human intervention throughout process of readylng/loading database 
lnfqrmatlon through to the completion of the Bl..SoluUpn· results reporting. 

... technical functions to analyze trends, patterns, correlations, and other valued 
analytics · 
oapablliW to hdrlll down" Into summary informati(ln to view detail transaction& data 

- support of forenslc related functions such as anatyzing assoclated meta data 
- wait time-from Initiation of query to receipt of result report(s) based on proposed Bl 

Solution using contractor selected data sets/databases. 
results reporting are displayed easily and quickly understood without detailed 

::lnterpr~tations, e.gn _gr~phs, tables, d~cision tree _schema~cs, flowcharts, etc. 

* (1} OIG will arrange wHh Qi§ C;QOiti!Jctot a demonstmttQn- of the 
proposed Bl Solqtion after receipt Qf the written contractor proposal. . 

(2 )DIG requests the demon§t@tlon tie perfgnned by the Protect 
Manager and Technical Bl Solutlon.~ert. as apQfQpriate. 

. (3) OJG expects the .contractor to perform analytics using data sets 
pertaining to th§ Department of IJilbor and pjher data ~ that majtbe relevant t.o 
Labor's programs m tbe fedemt· G.oyemmeot's W§b gtte for Data.gov C 
f:tttp:llwwwldata.gov) ,od may qlso ingluge other !:@late£( gybllg accessible g@fi 
bases/sets. . 

• 5. -Describe how the 81 Solution would be acquired and managed as: 
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DOLF12XG21355 

a. a purchased product and continuous support component, 
b. a contractor provided service and oontinu911s support component; and 
c. Including, an ongoing training component for the OIG for both the a. and b. proposed 
approaches above. 

Basis of Award 

· The Bf-Solution selected will be awarded µased on the. submitted proposal, technical capabDlti~ 
of fue Bf Solution, demonstration of impfemen~fion and ·resµlts, and best value to the government. 
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DOL12GRQ20069 
Attachment 1 

U.S. DEPARTMENT OF LABOR 
OFFICE OF INSPECTOR GENERAL 

OFFICE OF AUDIT 

... ·:·-.-_~:-7.•_••.,: .. 1 ._-_-;.·----\,:_._-:- ................ 1 

PROVIDE A BUSINESS INTELLIGENCE SOLUTION (Bl-SOLUTION) COVERING VAST AND 
COMPLEX DATA TO EXTRAPOLATE MEANINGFUL RESULTS 

STATEMENT OF WORK 

Background 

The Office of Inspector General -Office of Audit (OIG/OA) performs information and related 
information technology audits of the U.S. Department of Labor (DOL) cyber networks, systems, 
and related database Information. 

The OIG has an IT audit office located in the·-frances Perkins Building, Washington, DC. This 
office is responsible for ensuring-the Inspector General meets mandatory obligations to perform­
annual evaluations of the DOL's 72 major information systems' security controls, and provide 

____ ·· ~· :targeted extracts..:of.d.ata~ ..... Jncluding at timesestablishin t-hereliabili of the 
information at a.summary or transaction level, The latter activity is generally referred to as ~ata 
mining or also called data or knowledge discovery (OIG's term of choice will l?e knowledge · 
discovery):· To achieve a reliable knowledge discovery capability, the OIG is seeking a Bl 
Solution. The Bl-Solution will be seen as a major tool in OIG's analysis· of information from. 
electronic databases to bring about knowledge that is not obvious from performing traditional 
audits or investigations. For example, the Bl Solution results produced.are expected to find 
meaning in data that can uncover hidden patterns, trends, anomalies and relationships that can 
transform the information into action items. Bl-results produced would be of the type that would 
empower data-driven decision making and place knowledge discovery in the forefront of audit 
'planning. In addition, this knowledge is critical to ·the. OIG in identifying high-risk areas, activities, 
and transactions as a way for the OIG to reduce·waste, fraud and abuse in Federal government 
programs, contracts, and grants and.may include predictive behavior modeling. 

Objective and Scope 

The objective is for OIG to obtain Bl-Solution for performing knowledge discovery across 
heterogeneous DOL computing environments and related.external systems that are comprised of 
large databases, Including many within high Terabyte ranges. 

'·. 
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DOLµGRQ20069 
Requirements 

The contractor shall propose a Bl-Solution for OIG to use In knowledge discovery activities that 
can span multiple, disparate operating systems, Information networks, and databases In order to 
assess and analyze data from different organizational sources. The results generated should 
isolate issues involving potential waste, fraud, and abuse covering multiple topics such as 
revenue,· expenses, performance measurement, enforcement actions, cost savings, entity and 
rnetadata identification, and/or combinations of any or all these elements. The Bl Solution 
proposed should be capable of analyzing data from many·different dimensions or angles, find 
correlations, trends or patterns among. dozens of data sets and fields stored in multiple data 
warehouses and relational databases across multiple internal and external systems. The Bl 
Solution's knowledge discovery results are to be displayed in a readily useable format.for 
audit/investigation considerations and decision-making. 

Propo_sal Contents 

The contractor's oral proposal shall address the Bl-Solution, and shall include the following: 

1. Describe the contractor's Bl Solution covering how robust the .Solution is to meet the SOW 
Requirements, Including th$ flexibility of the Bl Solution adapting to future changes in these 
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2. Describe the Bl-Solution in use with.other organizations. . 
3. Describe the contractor's reputation based on key personnel's demonstrated relevant 

experience, especially description offederal government experience. Include resumes of 
Project Manager and Technical Bl Solution Expert (if not Project Manager). 

4. Describe and demonstrate* how the Bl-Solution covers the following areas: 

degree of human Intervention throughqut process of readying/loading database 
information through to the completion of the Bl-Solution results reporting. · 
technical functions to analyze trends, patterns, correlations, and other valued 
analytics . 
capability to "drill down" into summary information to view detail transactional data 
support of forensic related functions such as analyzing associated ·meta data 
wait tim~ from initiation of query to receipt of result report(s) based on proposed Bl 
Solution using contractor selected data sets/databases. 
results reporting are displayed easily and quickly understood without detailed 
interpretations, e.g., graphs, tables, decision tree schematics, flowcharts, etc. 

* (1) OIG will arrange with the contractor a demonstration of the 
proposed Bl Solution after receipt of the written contractor proposal. 

(2 )OIG requests tlie demonstration be performed by the Project 
Manager and Technical Bl Solution Expert, as appropriate. 

· (3} GIG expects the contractor to perform analytics using data sets 
. pertaining to the Department of Labor and other data sets that may be relevant to . 
Labor's programs at the Federal Government's web site for Data.gov ( . 
http://www/data.gov) and may also include other related public.accessible data 
bases/sets. · · 

5. Describe how the Bl Solution ~ould be acquired and managed· as: 

30 
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DOL12GRQ20069 

a. a purchased product and continuous support component, 
b. a contractor provided service and continuous support component, and 
c: including, an ongoing training component for the OIG for both the a. and b. proposed 

. approaches abo.ve: 

Basis of Award 

The Bl-Solution selected will be awarded based on th~ submitted proposal, technical capabilities 
of the Bl Solution, demonstration of implementation and results,· and best value to the government. 

31 
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DDL { Lf/4 IOOD(.;:. 
Pursuant to BP A contract number(s) DOL-OIG-14-A-0006. a Blanket Purchase Agreement (BP A) is hereby established 
::ietween Elder Research, Inc. and the U.S.DEP ARTMENT OF LABOR (DOL) under the terms and conditions of the 
;1.bove stated contract(s) and the following terms and conditions are incorporated in this BP A: 

C. AUTHORITY 

This BP A is entered into pursuant to. the Federal Acquisition R~gulation Part 1_3.303-2. 

n. DESCRIPTION OF AGREEMENT 

This ·Blanket Purchase Agreement all(?WS for order~g of services for Business Intelligence.Solution {Bi.SOLUTION} Covering 
Vast and Complex. by the U.S. Department of Labor, Office of Inspector General. Please be advised that the s~rvices to be 
Jrovided for BPA DOL-OIG-14-A-0006 is described below in Section ill entitled "Se<;>pe of Work" The period of 
?erformance for this BP A encompasses five years. 

3ackground 

Statement of Work 

Business.Intelligence solution (BI-SOLUTION) 

rhe.Office of Inspector General - Office of Audit (OIG/OA) performs information and related 
L_!l._~orll_l~i:_4,~Il_technology_~ucl._i~:;; of the U.S. __ Department of Labor (DOL) cyber ne"j::works, systems!_~_d._ 

~he OIG has an IT audit office located in the Frances Perkins Building, Washington, DC. This 
,ffice is responsible for ensuring the Inspector General meets mandatory obligations to perform 
umual evaluations of more than 60 DOL major.information systems' security controls, and provide 
:argeted extracts of database information, including at times establishing the reliability of the 
_nfo:onation at a summary or transaction level. ~he· latter activity is generally referred to as 
iata mining or also called knowledge discovery. OIG has been using Elder Research Inc.'s RADR 
md Insight proprietary software for performing data mining and analytics of DOL's Office of 
lorkers Compensation Federal Employees' Compensation Act chargeback, compensation, bill pay, case 
1anagement and DOL OIG's investigative case file data. 

)bjeotive and Scope 

~he objective is for OIG to contract with Elder Research Inc. to provide an automated BI-Solution 
:or performing knowledge discovery across heterogeneous DOL computing environments and related 
1xternal systems that are comprised of large dat'abases, inciuding many within high Terabyte 
·anges. 

tequ.i_rem.ents 

'he contractor shall establish an automated BI-Solution for DIG and additional DOL program 
.gencies using the proprietary RADR and Insight soft~are for knowledge discovery activiti~s that 
:an span multiple program agencies'- disparflte· systems, networks, and databases in order to assess 
.nd analyze the data. Information generated from these discovery activities is to further OIG 
.udit targeting.involving issues such as potential waste, .fraud, and abuse and covering multiple 
op;i cs such as revern:ie, expenses, payments, perfermanee mea.:;it1rement, ellforcemeut actions, 
mployee safety and retirement, cost savings, entity and metadata identification, and/or 
ombinations of any or all these elements. The use of the BI-Solution using RADR and Insight w~ll 
e seen as an important tool in OIG's analysis of information from selected databases. It will 
llow users·to analyze information from unforeseen data relationships, find correlations or 
atterns among dozens of data fields residing in a variety'of types of databases such as flat­
ile, relational, and/or ·hierarchical da~abases. Databases may also be ~anged across multiple 
perating systems platforms such as Win~ows, Unix, Oracle, and Open Source. 
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Del.i verables 

• RADR 
o Perpetual Multiple DOL Progam Agency License 
o Perpetual Mul_tiple DOL Progam Agency Maintenance License 

• Insight 
o Perpetual Multiple DOL Progam Agency License 
o Perpetual Multiple DOL Progam Agency Maintenance Liqense 

• The mathematical models for current and future projects 

• The Insight cubes (output via OLAF) and the underlying data for current and future 
projects. 

•· IT services, including training, that is in support of the use of RADR and Insight for 
current and future projects. 

• Specific documentation, ?Uch as process and procedures related to the access, use and 
reporting of RADR-and Insight and the Insight cubes. 

The Government antic;i.pates awarding various fixed price Time & Material (T&M labor hour) Task 
Orders from this BPA. Please provide a list of potential labor categories and associated pries. 

ADMINISTRATIVE DATA 
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Jeff Deal. 
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Business_problem 
Department of Labor Office of the Inspector General (DOL-OIG) contracted with Elder Resear.ch, Inc. 
(ERi) In FY 2013 to create a model to detect fraud in the Office of Worl<ers' Compensation Programs 
(OWCP), specifically in the Federal Employee Claims Act (FECA). The process of modeling the d'ata should 

highlight abnormalities In th~ data that can be used to form t!'le basis of future audits. 

Defining Fraud 

;!This file contains both claimant and provider cas~. These cases will be used to define 
fraud for the modeling process. 

Limitations 
The 01 file has both provider and claim~nt cases. Provider cases will not be used In this data analysis. 
Provider cases will be removed by virtue of Joining the 01 file with the Case Management file; the SSN of 
the provider will not be found with an associated case in the Case Management file. 

e cases In the 01 file-reprasent-a-many~anysiti ration A clahnant.can.h 
criminal, administrative, or civil action taken against them. A claimant can also have multiple medical 
claims in FECA. Unfortunately, there is no way to know which particular case for a claimant led to the 
criminal/administrative/civil action; only an SSN is available from ·the D0L-OIG Investigation results, not 

· a claim number. Thus, one result might match to many cases in the Case Management file. We will 
discuss ways to. limit this problem later on: 

Criminal cases In the DOL-OIG FECA file have a n.umber of different outcomes. They are· 

• DECL - Declined 
o The prosecution declined to p~osecute the case. This could be for any number of 

reasons, including a lack of evidence, or an excessive workload at the district court. 

• C>I - Convicted 
o The claimant was convicted. The exact charge is unknown. 

• DS - Dismissed 
o The case was dismissed because there wasn't enough -evidence to make a decision. 

• PT- Pre-trial 
• AC-Acquitted 

o The claimant.was found not guilty. 

All cases will be.considered fraud, regardless of the criminal outcome. After discussions with the team 

. thil_~ i:_uns t:J:i.~ _CaJe_ trackin_~_syS't;em, I~ was d_ec!~~~ that a_ll ~~s~s sh9u_lE)e con~!9._ered frl!_~~, bec~!JSe the _ 
Investigator believed it to be fraud. They want to be able to find cases similar to these In the future. The 
legal outcome was more likely a procedural side effect rather t~an a reflection of the merit of the case. 
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Administrative c;ases in the D0L-0IG FECA fil~ have a number of different referral outcomes. They are: 

• Benefit/Payments 

• Cost Efficiencies 

• Counseling 

• Debannent/Suspension 

• Declared Overpayment 

• Forfeitures Crim/Civ 

• R~'"ies 

• R;;;~~~ 
• R_estitution Crim/-·---'-----------_ 

• Revocation/Denial ·------.. -----
• Termination ·-----

• Voluntary Restitution 

As with Criminal outcome codes, all Administrative outcomes will be considered fraud for the purpdse of 

modeling. 

Ovil cases are all against providers. They will not be considered in this analysis. 

Data Sets 

Chargeback 
Data owner: D0L The amount being charged to an agency for a case that belongs to one of their 

employees. Includes information from the Case Management file and summary Information from the Bili 

Pay and Compensation files. 

Compensation 
Data owner: D0L Cases that receive payment for a ·FECA claim. Includes repeated payments and one­

time paymer:its. Only Includes active payments !n a given time period. 

Bill Pay 
Data owner: D0L Bill paid on behalf of D0L for a FECA caslj!. Includes information about payment, 

wh~ther It be to a pharmacy, hospital, or physician. 

Case Management 
Data owner: D0L FECA cases that have been reported to DDL Includes all open and closed cases. 

Of Case File 
Data owner: DOL-0IG. FECA cases that have been Investigated by D0L 
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Data Audit 
A data audit was performed on Chargeback, Compensation, Bill Pay, and Case Management data. This 

Included learning about the data, transforming the raw text flies Into denormalized tables, examining 

properties of the data, and much else. Here.are a number of the things that we learned about each of 

the raw data sets: 

Chargeback 
Chargeback Is provided In a fixed width format. The data has two record types, with different fixed 

widths, In the same file; Summary Records and' Detail Records. There is a set of metadata row~ 

associated with both record types. The record type· ls differentiated by the field "Record Type." 

Chargeback data contains non-numeric characters as the last character in many of the numeric columns. 

This Is an artifact from the way the data used to be store~ in ~l;,)(7){~)3 ---- iThese characters are a 

1-to-1 replacement of a number. The conversion table is: 

Chargeback contains numeric currency fields that are r,iot identified as such. This means that decimal 

places for dollar values with cents are missing. Decimal places were added to the following fields: 

Compensation 
Compensation Is provided in a fixed width format. The data has three record types, each with different 

fixed widths, in the same file. The major redefine Is between Death Records, Temporary Disability 

Records, and Scheduled Awards Records. The record type Is determined by the variable "Pay Type." 1 
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indicates Temporary Disability Records, 7 indicates Death Records, and 9 indicates Scheduled Award 
Records. 

Payee addresses are broken Into either physical malling address columns or (ij)Jnformatlon. The phrase 
~ti)('7?lE;) . · Is found from characters from 114 to 128 if the records ar,r~ --~pe~fic. Otherwise, 
the columns are broken down Into address information. 

Since the data Is fixed width, the column boundaries are outlined bY. a data dictionary. After data 
inspection, it was discovered that there was one more byte of data than there should have been, as 
indica.ted by the data dictionary, A conversation with the data owner confirmed this, and they are In' the 
process of correcting the data dictionary. The additional byte of data belongs to the final column in the 
data, Cash Receipt 

It was discovered during the import process that some of the Compensation files were shorter In .width 
than other files. We determined that expanded co!umns were Inadvertently left off of the data extract 
We requested those additional columns from a subset of the months. We replaced the old extract flies 
with the new extract files. 

··-······-···········--·········-··-····-... Compensatlon:contalns:nnmerlc.cunency.:iieldsJ11at.a1.e110Ude11Ufi~d.as::s.uCQ..Il:rls:meanrlhat:d..eci."""ot---.---.-·---------····----··~·-·-·---···-·····-···-····--···-·····+---+ 
places for dollar values with cents are missing. Decimal places were added to the following fields: 
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Bill Pay 
Bill Pay Is provided In a fixed width fonnat. The data has three record types on the same file: Provider 

records, Hospital records, and Pharmacy records. The field breakdown is determined by the column 

"Provider Type:" F indicates a Pharmacy record, H indicates a Hospital reca"rd, and P indicates a 

Physician record. There are also redefines In the cfata depending on whether the record is from before 

D . Since all of our data is more recent than ioo3 our record structure is set up to 

assume the columns for post-2003 data. 

Bill Pay contains numeric currency fields that are not identified a~ such. This means that decimal places 

for doll~r values with cents are missing. Decimal places were added to the following fields (the number 

of decimal fields Is indicated in parentheses): 

Case Management 
Case Management is provided In a pipe delimited file. There are no redefines In the data. No Issues with 

the raw data were discovered during the audit process. 
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. . . 
Through this process, we learned about the concept of Retired Cases. These are the equivalent of 

historical cases. They were once active FECA cases, but have not received a payment(b)(7}(EJ­

When that time passes, they are moved off of the Case Management file and Into the Retired database. 

While we could like to co·nslder closed cases, we were told by the data owners that retired records were 

structured very differently and would be very difficult to retrieve. We decided to move forward with 

only cases that had been active recently and thus appear in the Case Management file. 

AuditFtles 
Data audits were performed for all files mentioned above. Reports frortl the audits are attached In the 

appendix of this document. 

Data Analysis 
A big part of getting to know the data is to start asking questions. As an outsider without Intimate 

knowl·edge of the data or the .buslnes~ processes, we ask the data many questions. Some of these 

questions are easily answered through discussion.s with the subject matter experts. Other questions 

might lead to discoveries In the data that were previously unknown. These can present potential 

e· us Aess--procesS.-··········•··- •-·--·· •··- •··••·······-·--·-·-·-:..._-.. -··-···-·-- ····- •·•··•·········-······ -· .. ····-· ... ·-······-·-··-····· ··-··-·· ···--··••·-•······ ········••·•····•·-•···················· .. ·-· 

Case Num.her Overlap 
To begin with, we found the common variable (case number) on all of the tables, and compared how 

often a specific case was found on each of the four files. 
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Unique Case 
Number Analysis 

Comp: 

n= 154,029 

Case: n = 651,Bflf 

:- .... _._. i -. ·. ~.. . . -.· 

Total Count of unique 
Case Numbera: 955,563 

18,375 

Billpay: 

n=516,528 

Billpay and Comp Only: 

198 

Chargebaclc n =601,296: 

Agura 1, Unique case Number Ana~'Sis 

As you can see in Figure 1, there were a number of case numbers not represented on the Case 

Management table. This was a concern that we brought to the attention of the data owners who 

performed the extract, OWCP. They indicated that a filter removing all short-form closure cases was 

Inadvertently left ir., pla~e when the data was extracted ~or this project, They gave us a new extract of 

the data. We performed the same analysis with the new Case Management data. · 
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Unique _Case 
Number Analysis 
New Data: 
(3/27/13) 

Comp: I.. 

n ~ 154,609•,: 

··.·, 

···:··- ..... . 

Case: n = 949,457 

Ohargeback: n = 706,&13 

Figure 2. Update Unique Case Number Analysis 

Total Count of unrque 
cas& Numbers: 1,041,075 

Bmpay.: 

n~ 516,528· 

Blllpay and Comp Only: 

1 

The data owners agreed that these new numbers made more sense. The lack of total.overlap w_as of 

some concern. For example, that there were cases on Compensation, ·chargeback, and Bill pay that r;lid 

not appear on the Case Management file, This was explained by Retired cases. Cases are "retired" after 

a certain tlmeframe of inactivity associated with the case. Since the Case Managefl'!ent file was 

snapshotted after the Compensation, Blllpay, and Chargeback files were extracted, it ls possible those 

discrepancies occurred because of the slight time difference. 

Potential Audit Issues 
Threughout the course of our data analysis,.we noted what to us, as outsiders, seemed strange. Each of 

these could be a potential audit. Examples are presented,below. These issues were presented In detail 

.during status update meetings, and are summarized here. 

Case Management 
~t>rcnr~rr;t·· 
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Compensation· 

··•··•··· ...................................... _, 
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Pre-Modeling 

Winnowing Down the Modeling Dataset 

·.··.! ,·· 

... ···"=·· 

Cases In the Case Management file were opened as long ago ,;1s 1940. This creates an issue of stale data. 

We would like to Include only recent cases, since the nature of OWCP has surely changed in the last 

eight decades, but need a methodical way to do so. Luckily, this probably has been somewhat taken care 

by the prqctice of removing Retired cases. 

Additional considerations Include payment. Since we are modeling fraud with the goal of a monetary 

return to OOL and the employing agency, It would be important to only consider casesr(P:)5(7}~g}; 
jThls was accomplished by inner joining 

the~M),:~~2~~ata and l(~fL~~1ff;~~l, '.data to the Case Management data on case number. Since we only 

hav~?\ ) ~ata and!; :· .. \?: C ~ata since FY 2009, this will remove a number of cases fro·m 
modeling co~sideratlo~-~~-tli~'ti~al analysis· dataset. 

Another consideration is undue weight given to a single claimant. This could happen if one claimant has 
many FECA claims. A way to avoid this is to only conslde~~~} (?}(E) \ , ·; ffhe most 

recent case Is determined by the~o,),.(71fEf' · · · ··· llf; ~lal~~nt has more than on~ case with the 
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. ~ame date of injury, then the following tie breakers will be I.JSed:jfij~t(-i'~(~)I •·· 
{b)i~7:)(f).: · ---
Lt ___ :<·:~.-:_-:··~ 

Another consideration is tof(~){l}(E) ··•·.-- this point, whether or not a claim 

continues is out of their hands. They cannot actively be perpetrating fraud. ~o they will also be removed 

from the analysis dataset, 

After all of these modifications to the Case Management dataset, which originally had 949,457 records, 

the new analysis dataset had 344,660 records. 

Non-Fraud 
As discus~ed earlier, some of the claims in the Case Management file are known to be fraudulent. We 

need a contrasting label for·all other claims. In an ideal world, they would be known not fraud, meaning 

they .had been investigated or audited and had been det~rrnlned to be not fraudulent. Unfortunately, 

we do not have marked non-fraud cases. Instead, we classified all cases outside of the known fraud set 

as "unknown." From there, we winnowed down the cases In consideration, as outlined I~ the Creating a 

Modeling Dataset section. Additionally, data mining techniques were performed to attempt to identify 

--------------1t1-11hiuol>lse~ci;;;ai.SSeess..ma o - raud. That rocess is outlined in the Selecting Non-Fraud section. 
,._ ·••••••••• •••••••••••••• ••••••••• .. ••••••••••••••••••••••••••••·-••--••• ••••••-~•-••• •-•••••••••--•-••••••--•••••••••••»•• •••••••-•••••h•• .. ••••••••••••••••••••••••••••••••••••rn••,•••••• -> 

Creating V ariahles 
Many of the variables that were used for this data mining effort {such·i)s injury type, Injury nature, 

rehabilitation indicator) are categorical variables with a large number of categories. With our sparseness 

of known fraud cases and the large number of categories, we needed to narrow down the categories to 

those that are most Important We started by looking at the categorical responses that were most 

common in each of the variables for the universe of cases. We then performed chi-square tests to 

compare the frequency of tnese categories for fraud and non-fraud cases. This let us know the 

categories where fraud cases have a statistically higher~than or lower-than-expected ratio of 

occurrence. 

ninn 1 
1,✓~( __ ,, _J 

This was put forth as a possible 
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As can be seen in Figure 3, fraud cases tend to have Kb) (7)f§) ·· J 

Injury Variables· 

......................................... To.~t~ . .i!-~.f!~~i!e..~~~-~~,~~~?3~!,~~I ............... ·--·-•·-............ :.:.c:_ .. : ............... ~ .. :_==:!:'I.~ ........ ~ ............ --.. .. 
these variables have over 50 different possible categories. To indude each category (?f each variable 

would water down the model significantly. Instead, we did analysis Into the more prevalent categories 

from each variable. We considered each category that had at least 1% of the data. From there, we did a 

chi-square test for ea~h variable, checking whether the category occurred statistically more often in 

fraud cases than non-fraud cases. This led to the creation of four binary variables: 

Rehab Indicator 

One. available variable Is whether or not a claimant is or was In rehabilitation for a specific lnju·ry. This 

variable was condensed down - any valid value was consipered an indication of rehab, while a missing 

value was considered an ·1ndlcation of no rehab. 

Number of Cases 

This derived variable calculates the total number of claims within the Case Management file byio),2il 
' . ' -~~ 
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ICD-9 codes." Typically, we like to work with the Primary Accepted Condition. We followed up with-the 
data owners to find out If the codes were listed in any specific order. We received the following 
response: "No, the codes aren't listed In any particular order and we don't consider any ~ne code· 
'primary'. All codes are the injuries that are accepted in the claim, so all have equal primacy." 

• 72% of cases have one or more ICD-9s 

•· 31% of cases have two _or more ICD-9s 
14% of cases have three or more 1CD-9s 

7% of cases have four or more lCD-9s 

• 3% of cases have five or more ICD~9s 
• 1% of cases have six ICD-9s 

Unfortunately, the model and visualization needs a primary lCD-9, and without an established hierarchy, 
one had to be devised that was at least consistent among all cases. We picked the first lCD-9 and 
classified It as the Primary Accepted Condition. 

Bill Reimbursement Percentage 

Bills can either be paJd directly to a provider, hospital, or pharmacy, or they can be reimbursed back to 
the claimant. Claimants can perpetrate fraud by having bills reimbursed to themselves that they never 
paid. One way to approach this Is to look at the percent.of bills that a claimant had reimbursed. We · 
created this derived variable by dlVlding the number ~f reimbursed bills by the ti;>tal number of bills paid .. 
Note that this formula Is blind to the monetary value of the bills. 

Master and Subsidiary Cases 
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1he Case Management file comes with two types of cases: Independent cases and "dependent cases," 

which are further b_roken down Into two types: Master and Subsidiary. 1he following Information was 

found on a DOL website (http://www.dol.gov/owcp/dfec/regs/compliance/DFECfollo/FECA­

PT2/groupS. htm) about when cases are classlfled as either dependent or independent: 

c. When to Double Cases. Cases should be doubled when correct adjudication of the Issues 

depends on frequ~nt ,::ross-reference· between files: Cases meeting one of the following tests 

must be doubled: 

(1) A new inlurv case Is reported for an employee who previously flied an injury 

claim for a similar condition or the same part of the body. For instance, a 

claimant with an existing case for a back strain submits a new claim for a 

herniated lumbar disc. 

(2) Two or more separate. Injuries (not recurrences) have occurred on the same 

date, 

·· .................... ,w c · oes flO •· nve ve-a•s1m ar-con • 1 JOri..or: a. a 

instance, an employee with an existing claim for carpal tunnel syndrome files a 

new claim for a mental condition which has overlapping periods of disability. 

Based on·these descriptions, we believe the subsidiary cases are different enough from the master case 

that they should be treated, and thus modeled, separately, 1hus1 each individual record In the Case 

Management file will be scored, regardless of the DOL perception of association between one or more 

cases. 

Date of Injury 

, . 
Based on a chi-square analysis, we determined that injuries were reported to have occurred more often 

o~(~~'{f}fl;}Ljand ln~ij)J!:1f~f binary flag for both of thes_~ concepts will be added to the 

a~alysii dataset. 1he analysis is shown below, In Figure 5 and Figu·re 6, the Day of the Week comparison 

is broken down. 
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Figure 5. Number of Claims, by .Day of the Week, for Non-fraud cases · 
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Figure 6, Number of dalms, by Day of the Week, for Fraud Cases 

Frequency 
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Figure 7, Number of Claims, by Month of Injury, for r~on•Fraud cases 
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District 
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Frequency 

. ·., ,· 
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Month of Injury 

.J 
1.0, 11 t2 

Figure 8. Number of_ Claims, ·by Month of Injury, for Fraud Cases 

DOL has a number of different districts, based on geographic location of the claimant, which could be 

--------.-,;l""''.~ ...... 1>P ..... ?....,J1,r1i.iihl:Jblt!~.fo .... 14.1=1andlh 1g a dain..We:determine~IStfliat(D}~ Mthi~v~(6F(7){l:) .· ~-~~-. -:-:-. -=----,---,-------+----+-

l(b )f7).(,=:) jhas a higher than expacted incidence level offraur) - . . - .. . 

Transportation E_xpenses 

In Bill Pay data, there are expenses related to transportation. The Office of Audit recently conducted an 

audit that focused on these payments and found that they were often una1:1thorlzed or extreme and di~ 

,not have the necessary l~vel of oversight. We created a metric that'.(§) {7)(EJ 
{b)(r)(Ef · · ··· ··· ······ ······· ··· ········ ······ ······ · ··· · ·· !This variable became a new Input 

' 
into the-model. 

Modeling Methodology 

Overview of the Modeling Process 
Modeling is a three-step process: training, validation, and testing. First, we build many models using 

samples of the training data. This includes many types of m~dels, such as logistic regressions and 

random forests, and many variations of those models. We continue to tune parameters for the model 

b~sed on the Insights learned from the results of previoµs models. We use validation data to evaluate 

how well a specific model with a certain set of tuned parameters works. Once we have a specific model 

for each methodology, such as a logistic regression and random forest, we compare those model types 

!_~_each other u_s!~~ t~e_!~s,tlng data. A~alyzln~ h~w w:11 th_()_S~ n:iod:!s· perf~j~ a_g~!~st ~~~h other usl!"g 
the testing data allows us to determine the final model that will be put into production. 

Selecting Non-Fraud 
The modeling approach used to identify potential fraudulent cases within the DOL data was more 

complex than a normal prediction model. A very low percentage of known fraud within the data 
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prevented the usage of common methodology for identifying other fraud cases, This was caused by only 

having 139 observations of known fraud within the data, compared to 405,228 case~ that may or may 

not be fraud. This means that 0.00034% of our analysis data set is truly fraud. It is extremely unlikely 

that 0,00034% is the true percentage of fraud cases within the data; therefore, some of the 405,228 

cases ~hose fraud status Is unknown are likely to be fraud. It is critical to identify these cases that are 

not classlfled as either fraud or not fraud but are probably fraud. Recognizing these cases ls crucial 

because any models created from data where there are fraud cases classlfled as not fraud, would be 

biased and provide inaccurate predictions. To overcome this obstacle, a two-step modeling approach 

was constructed to reduce the probability of classifying fraud cases as not fraud. 

Before any of the modeling was started, 30% (41 observations) of the fraud cases were removed from 

the lisf of fraud data and put into a testing data set. These 41 observatio"ns would be used at the very 

end of the modeling process to Identify how well the model works on data it has never seen before. This 

process of splitting data Into different subsets is known as data partitioning. Thr~e subsets of the whole 

dataset are created throughout the modelin~ process. These three subsets are training data, validatipn 

data, and testing data. The training data Is used to create many models using many comblnationl, of 

variables 1ind techniques. Once the numerous models have been created, they are then validated 

· · agafnsttnifvallaatloi'i ·data set' A--pa'ftic:Hlanno·de11:ould work very well against tralnlng·data;-however, · · 

the algorithm might be extremely over flt to training data. That model would perform very poorly 

against validation data, whe_reas models that do not suffer from over fitting will perform well against 

validation data. From this validation of the models, a final model should be selected to use in 

production. Once that model has been decided upon, the testing data is used to understand how 

effectively the production model will perform on unseen data. This allows final calculations to be m~de 

on the predictive power and accuracy of the production model. Reference to these three data partitions 

will be made iti the rest of the t:,llodeling Methodology section as the three partitions are created .. 

Once the 41 observations were set aside for model·tes_ting at the end of the modeling process, the two­

step modeling approach could be started. The first step in the two-step modeling approach Is designed 

to more accurately classify. the cases t.hat currently are unknown according to whether they are fraud or 

not fraud. These particular cases are then ranked based upon their likelihood of fraud. This ranking will 
not be exact, but will provide a more accurate representation of whether or not each data point is 

fraudulent. To create a ranked list of each unknown fraud observation, an initial logistic regression was 

created. This model was constructed using all of the variables that were designated to be used In the 

modeling process. Some ofthese variables are from the raw data, others are transformations of raw 

data, and several are binary indicators. The.list of variables is: 
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All of these variables were used In a stepwise logistic regression model that had an entry alpha level of 

0.18 and allowed for second order interactions to be tested. For this initial model, all of the 98 (139 

Initial cases, minus the 41° held out for testing) remaining fraud cases were modeled against the 405,229 

cases (one case could not be used due to a missing gender) whose fraud status was unknown. The 

stepwise model ran for 20 Iterations and identified the following variables as being important 

predictors: 
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From this output, there are 18 parameters, aside from the intercept, that were used in the initial model. 
The importance of each parameter can.be noticed by the Wald Chi-Square value. Also, parameters that 
have an '*' in their n~me are Interaction parameters. This means that there Is a relationship between 
these two variables that, when used together, enhances the predictive power oft),e model.. 

After the logistic regression model was created, all of the observations were scored using the model and 
a probability of fraud was generated for each of the cases with an unknown fraud status. These scores 
'were then turned into an ordered list, which was used to determine which cases can ~e classified as not 
fraud. The determination of not fraud was made by the percentile of an observation's score. With an 
assumed response of not fraud, accurate models cotild then be created to predict fraud lo DOI data 

Creating Modeling Datasets 
Before the S!')cond step of the two-step modeling approach could commence, a sample needed to be 
taken from t~e knowri fraud cases and the list of _unknown fraud cases to fully create the training, 
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valioatlon, and testing data sets. From the entire population of known fraud cases, 41 had afready been 

set aside from the very beginning for use In the testing data set and had no Impact on the first step of 

this methodology. The remaining 70% (98 observations), which were used in the first step of the 

modeling process, needed to be split into training and validation data for the second step of the 

modeling process. From these 98 data points, 71 were randomly sampled to be used in the training data 

set and the remaining 27 were used for the ·validation data set. This resulted with a breakdown of 50%, 

· 20%, and 30% of known fraud cases into the training, validation, and testing data set, respectively. 

The ordered list of unknown fraud observations then had to be sampled In order to complement the· 

known fraud cases that had already been partitioned. First, observations to be put into the testing 

partition were selected by randomly sampling from the ordered list of unknown fraud cases below the 

5th percentile mar~. This means that, for the testing data set, the 5% of cases most likely to be fraud 

were withheld and could riot be randomly selected to fall into the group selected as not fraud to 

compleme~t the fraud In the testing partition. The 5th percentile cutoff Is designed to mimic, in theory, 

the amount of fraud historically found In datasets. Based upon past research, it has been shown that 5% 

of any data contains fraud. Therefore, If the initial stepwise logistic regression served its purpose, the 

top 5% of the data In the ranked list should be the fraudulent cases. Since there should be no in fraud In 

.. the subset Wirarin·andornty irele·ctlng to complementthe known u ·in t e testing pa 10n;- e 

percentile barrier was used to theoretically prevent any fraud from being classlfie·d as not fraud. This will 

not bf: completely accurate at preventing, tru·e fraud from being classified as not fraud, but this is 

desirable because the purpose· of the testing partition is to mimic reality, and in real data, there will be 

actual fraud that is being considered not fraud. 7~8 observations were randomly selected_ and 

considered not fraud. The count of 778 was derived so that when added to the 41 'observations of 

l<nown ~raud, ~he known fraud would be approximately 5% of the testing data set. Again, the 5% Is the 

theoretical percentage of fraud in a data set. 

After a sample had been taken from the ordered list of unknown fraud In order to complete the testing 

data set, the list.had to be randomly sampled again to finish the creation of the training an.d validation 

data sets, When creating the testing data set, a 5th percentile cutoff was used; for the training 'and 

validation partition, a 15th percei:itile cutoff was used. The reasoning behind this is that it is important to. 

be extremely accurate in the identification of not fr.aud cases for the training and validation components : 

of the model creation process. If there are fraud cases that have been diagnosed as not fraud in either 

the training or validation partitions, there will be bias built Into all of the created models and also in the 

model that Is put into production based upon the validation data. 512 observa~lons were selected for 

the validation partition, which results in a 5% rate of fraud when combined with the 27 known fraud 

cases in the validation data set. The rest of the observations below the 15th percentile were designated 

for the training data set. Different types of predictive models ~an handle vast differences in the size of 

th_e tra_~~n!t_~!!, _and _!hf:!'ef~re, ~I! remal~l~g .. ~~31~31 o~~erva~~_ns w_~re ~_ssl~ned t~ ~he traln!_Qg 
partition. 

Partition Total Size Fraud Count Not Fraud Count 

Training, 343,302 71 343,231 
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Validation I S39 27 512 
Testing 41 819 

Table 2.. Total <;ases used In each of the modeling dataset!i 

- Models 
After the data was properly partitioned, the second stage of the two-step approach was able to begin. 

For this part of the modeling methodology, 3 different ~lgorithms were used to atlemptto predict fraud. 

The 3 different algorithms used Were logistic regression, random forest, and neural network. The same 

variables that were used in the initial model were also used for the logistic regression, random forest, 

and neural network. 

Logistic Regression 
The logistic· regression was created In _s~s. First, we fed all variables mentioned above into the logistic 

regression. We ran this 500 times. We kept track of th~ variaoles selected in each iter~tion of the logistic 

regression. From that list, we selected the variables that were s_elected In at least SO% of the models and 

· always had scores of the same sign (I.e. always positive or always negative). We used these variables to 

run the final logistic regression. The following variables were selected: 

This model performed very well in the out-of-sample data, as is demonstrated In the ROC Curve figures 

seen below. ROC (short for Receiver Operator Characte.ristics Curves) Curves are a common tool used to 

evaluate models: 
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Figure 9. ROC curve for Logistic Regression Model 

Random Forest 
A random forest mode! was also cre~ted !o see how well it would stack up against the competition. A 

random forest model ls a collection of decision trees that are ensembled together. Each Individual tree 

uses different variables and different observations. These variables and observations are both randomly 

selected from the training data. In total, there were 1,000 trees generated for the random forest, each 

of then-i ~e[ng built from 50 fraud cases and 950 not fraud cases. 

Neural NetwQrk 
I 

~astly, a neural network was created using the training data. For the neural network, ~here needed to be 

a defined set of not fraud observations. Because of this, 1,349 observations were taken from the not 

fraud training set-to be paired with the 71 known fraud observations in the training set. 71 was selected 

to maximize the number of Included fraud cases In the model. This caused the percentage of fraud to be 

S% within the training data utilized for the neui-a1·networl<: The final"tieiiral"hetwo·rktnat was aev~lopea 

had a .decay weight of 0.25 and contained 10 hidden layers. 
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Scoring 
All three of these models were then scored against the validation data to understand how effective they 

are in predicting fraud. 
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Figure 10. Comparison of Three Models' Performance on Validation Data 

1.0 

The measurement used to determine the effectiveness of the models Is the area under the curve (AUC). 
This value is calculated by figuring out the area below. the ROC curve. The R0C curve is a way to compare 
true positive rate to false positive rate. In order to compare the models together, the key idea to 
understand ls that the model with the highest AUC value is the more desirable model. A baseline all AUC 
values can be compared to is an AUC of 0.5, which is pure random assignment of fraud and not frau·d. 
Based upon the above graph, the random forest model performed the best, followed very closely by the 
neural network. The logistic regression performed still performed W<:11, but not as well as the other two 
models. A few more plots to understand the effectiveness of each of these models are below. 

The vertical line In these three plots ls the cutoff between fraud and not fraud. Observations to the left 
of the vertical line are known fraud cases; therefore a higher predicted value Is desired. Observations to 
the right of the vertical line are the not fraud cases and therefore would ideally have predicted values 
that are close too. This is another method to visually see how effective each of the three techniques Is 

at predicting fra1:1d o'ersus r,ot ffa1:1d. 
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Ensembling 
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A way to Improve model performance and to prevent overflttlng Is ensembling different modeling 

techniques together. Since a logistic regression, a rand~m forest, and a neural network were all effective 

at predicting fraud based upon assessment.statistics, the random forest was be ensembled with the 

neural network Into a new model, and also all three were ensembled together. The ensembles were 

created by averaging the probabilities (predicted values) of the ensembled models together. The 

. accuracy of the two new ensemble models can be seen in the-following plots. 
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Based upon the AUC score for the new ensembJe models, the rando·m forest and neural network 

ensemble performed better out of the two ensembles and also better'than any of the lndlvldual models. 

Model. AUC (Validation Data) 

Random Forest 0.9324 
Neural Network 0,9314 
Logistic Regression 0.8961 
Logistic Regression+ Random Forest+ Neural Net 0.9306 
Rar:idom Forest + Neural Net 0.9371 
Table 3, Model Performance 

Based on the performance of the random forest and neural network ensemble with the validation data, 

this model was selected to be the model used In production to determine which cases are fraudulent. 

Model Evaluation 
After the fl rial model was chosen, the model was evaluated against the testing dataset to Identify the 

model's effectiveness against unseen 'real world' data. For comparison, all of the other potential models 

were also assessed using the testing data; however, the ensemble of the random for;est and neural 

network will be the model used in production, not any of the other models. 
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Figure 23, Predicted Values for Ensembled Models on Testing Data 

From _the evaluation of the models against testing data, we see the AUC scores are slightly down for 
each of the models. This Is due to using more realistic out of sample data. The training and validation 
data sets were constructed below the 15"' percentile whereas the testing data set was constructed 
below the s"' percentile. This ·Idea can easily be visualized In the 5 plots contrasting fraud and not fraud 
points to the left and right of the vertical line, respectively. In the validation plots, the not fraud side of 
the plot had very few points that the models ide~tified as potentially fraud, but now with the testing 
plots, more points are receiving a higher percent because the testing data has more points that are 

similar to fraud. This goes back to the notion of the 15th percentile and 5th percentile cutoffs. This fact is 
also the cause of the drop in AUC. All of this was completely expected based upon the differing natures 
of the two da.ta sets, 

Model .. AUC (Testing Data) 

Random Forest 0.8820 
Neural Network 0.8639 
Logistic Regression 0.8711 
Logistic Regression + Random Forest+ Neural Net 0.8842 
I>·- _J c~Mr. ,I. M~ .. r~I 1\11>+ n oo:>A 

Table 4. Model Performance on Testing Data 

Another lntere~ting outcome of the running all of_the models against the testing dataset was that the 
ensemble of the logistic regression, random forest, and neural network outperformed the ensemble of 
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the random forest and neural network. The AUC difference between the 2 models Js only 0.0008 and 
likely due to random chance, therefore there Is no concern with .the ensemble of the random forest and 
neural network being put into production. 

Once the ensemble model of the random forest and neural network was put Into production, every 
single case in the 949,457 observation data set was scored. This resulting score Is the risk score that is 
currently being visualized In RADR. Since the cases that are known fraud cases were also scored through 
the model and put Into RADR, It was possible to ·Identify how much of the data would need.to be 
analyz~d In order to Identify any percentage of the known fraud cases. The following chart shows how 
muc h f th d ta st b I d · d t id ffyth k f d I 5% · ts 0 e a mu e anayze rn or er o en, e nown rau cases n incremen 

Percentage of fraud captured Percentage of data Investigated 

5% 0.014% 
10% 0.10% 
15% 0.22% 
20% 0.36% 
25% 0.53% 
~u% - --u.,.,,. 
35% 1.17% 
40% 1.68% 

45% ' 2.20% 

50% 2.56% 
55% 3.52% 
60% 4.44% 
65% 5.38% 
70% 6.29% 
75% 7.74% 

80% 9.47% 

85% 13.24% 

90% 21,29% 

95% 70.03% 

100% 96.51% 
Table 5. Percenl:llg!\ of Fraud·Captured. in relation to Percentag!\ of Data Covered 
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Data Mining Project 

• Healthcare Clai·mant (FEC~) Data Mining 

• Linking of four disparate data s·ources for 
analysis of 900,000+ FECA Cases -'-

• Five Deliverables 
- Healthcare Claimant Risk rJiodel 

-RADR 

- l.nSight 

- Risk Model Documentatio,1, :: 
: 

- Pro·gram Analysis 
i_:i 
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Data Analysis 

• Uncovers previously unse~n patterns or 
insights from the d~ta 

• $4.SM in potential impro er payments found 
from 1, 75·0 cases labeled 'medical only~' still 
receiving compensation 

• Identifies data anomalies that highlight 
potentia-lly weak, non-exi$tent controls 
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Claimant Risk Model - Data Mining 

• Analysis of past data p.atterns and behaviors 
to pre-diet future outcom s 

• Produces a risk score that indicates risk 
magnitude and relat.ivity 

• Examines many types of compliance concerns, 
not just· focused on a part cular aspect of the 
claim · 
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Claimant Risk Model - Data Mining 

• Modeled on .29 variables 1nd 400,000 case 
subset· 

• Tested three types of models 

- Logistic Regression 

- Neural Network· 

- Random Forest 

• Best performanc;e came f om an Ensembled 
Neural Network and Ran om Forest Model 
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Claimant Risk Model - Data Mining 
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Cumulative Captured - R~sponse Curve 
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RAD 

• Claim-level data visualizat11on 

• ·Risk indicator and profile 

• Customizable 

• Expandable beyond Healthcare Claimant Risk 
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RADR - ListlView 

$371,381.00 $347,934.00 PW 

~-
Proj. value Status 
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$495t349'.00_ ~---,---·-- -

$109,836.00 
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Est. Future Cost 
$0.00 
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RADR - Detail View 

Re.strict,ad Information 
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lnSigh 

-• Data fusion· 

• Data querying a.nd drilldo n 

- Com.parison of any field to ny other field 

- Compute totals for subsets of data 

· • Audit trail 
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9 Levels-of Arhalytics 
Descriptive Techniques: 
1- Standard Reporting· 

2- Custom Reporting or "Slicing and Dicint" the Data (Excel) 

3 - Queries/drilldowns (SQL, OLAP) 

4 - Dashboards/alerts (Business lntelligentje} 

5 -Statistical Analysis 

6 - Clustering (Unsupervised Learning) 

Predictive ·Techniques: 
7 - Predictive Modeling 

· 8 - Optimization & Simulation 

eration_Analvtics -Text Minin~ & Link Analvsis 
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Data Analysis vs. ata Mining 
Data Analysis· 

Having a human formulate .· 
questions and using the data 
to help answer them. 

Using tthe computer and data 
to figu e out what questions 
should be asked, and helping 
you answer them 

• Data Mi-ning is a methodica.l!combination of a·. 
multitude of data analyses 

• The computer takes away t e trial and error that 
a human would have to go through 

• All·ows for a multi-faceted a proach to the 
underlying data instead of i dividual analyses 
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Skillset for Data Mining 

• Unique q_uantitative skills ram Mathematics, 
Statistics, E~gineering, an Computer· Science 

• New advanced degree programs emerged to 
; . 

supplement on-the-job tr ining . 

• Understanding advanced ~ata mining 
algorithms an-d complex d~ta mining software 

r-
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putting The Suiie to Work 

• Claimant Risk Model - gai~ knowledge to· 
direct the efforts towards finding program 
issues and identifying spe ific instances of risk 

• RADR - view attributes of isky claimants 

•· lnSight -·follow up with and zoom in on 
program issues that have een identified 
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01 as an Audit Customer 

• Share tools, knowledge, amd leads 

• RADR and lnSight can ma~e commun.ication 
between multiple teams easier 

, ' ' 

·• Decreases investigator reliance on tips and 
incr.eases overall agency ROI 
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Program St~ategy 

• IT Audit team oversaw 
the Data Mining project 
for the benefit of the 
OWCP Audit team 

· • Group ha_s positioned 
itself to help additional 
teams and program 
areas increase their 
impact by adqpting 
data mini-ng techniques 

• 
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Lessons Learned 

• The process of d9ta analysis in ~ new project 
a.lmost always uncovers n w insights 

• SME review and particip·ation· 

• Maximum benefit comes ro-m experimenting 
with tools throughout audlitor workflow 
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Growth of an An 

•Focus on one 
area with a 
well-defined 
business need 

•Evaluate if the 
model and the 
tools·are right for 
the mission 

•What other teams 
could benefit from 
analytics support? 

lytics Team 

•Disseminate models 
and software to end­
users 
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Potential Growth Areas 
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• 

• 

• 

• 

• 
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Benefit1s 

• Knowledge Sharing . 

• Visibility over Controls 

• Increased Performance 
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Agenc· 

• DOL has 72 major information systems (and 
even more databases) · 

·• Analytics critical to help the 140 a·uditors 
tackle these information svstems 
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How Do You Fill The Gap? 
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