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mailto:foiarequest@dol.gov?subject=FOIA%20Request

Office of Inspector General
U.S. Department of Labor Washington, D.C. 20210

April 10, 2017

This is in final response to your November 30, 2014 Freedom of Information Act request
(215010) addressed to this office for a copy of the statement of work, reports or
presentations produced for the DOL OIG by Elder Research Inc., under contracts
DOLOIG14AI0006/DOLOIG14U00012, GS35F0320T/DOLF12XG21355, and
GS35F0320T/DOLOIG14A0006.

~ The policy of the Inspector General is to make, to the extent possible, full disclosure of
our identifiable records in accordance with the provisions of the Freedom of Information
Act. Accordingly, | am enclosing a copy of all materials responsive to your request.
However, certain information, which includes fields of information used for
audit/investigative techniques, and individual’'s names and personal information have
been redacted from the enclosed documents. The withheld information is subject to
various FOIA exemptions, as discussed below.

Exemption (b)(6) authorizes the withholding of names and details of personal
information in personnel, medical and similar case files, which, if disclosed to the public,
would constitute an unwarranted invasion of personal privacy.

Exemption (b) (7)(e) protects law enforcement information that would disclose
techniques or procedures for audits and law enforcement investigations. In this case,
specific details regarding data mining techniques the OIG uses for audit/investigative
purposes has been redacted on portions of several pages.

You have the right to appeal this response within 90 days from the date of this letter.
Should you decide to do this, your appeal must state, in writing, the grounds for appeal,
together with any statement or arguments. Such an appeal should be addressed and
directed to the Solicitor of Labor, citing OIG/FOIA No.215010, Room N-2428, 200
Constitution Avenue, N.W., Washington, D.C. 20210. Please refer to the Department of
Labor regulations at 29 CFR 70.22 for further details on your appeal rights.

Should you need to discuss your request, feel free to contact this office at 202-693-5116
and select Disclosure Officer, or the DOL FOIA Public Liaison, Thomas Hicks at 202-
693-5427. Additionally, you mv contact the Office of Government Information Services
(OGIS) at the National Archives arid Records Administration to inquire about the FOIA
mediation services they offer. The contact information for OGIS is as follows: Office of
Government Information Services, National Archives and Records Administration, 8601
Adelphi Road-OGIS, College Park, Maryland 20740-6001; e-mail at ogis@nara.gov;
telephone 202-741-5770; toll free at 1-877-684-6448; or facsimile at 202-741-5769.

Working for America’s Workforce



Congress excluded three discrete categories of law enforcement and national security records
from the requirements of the FOIA. See 5 U.S.C. 552(c). This response is limited to those
records that are subject to the requirements of the FOIA. This is a standard notification that is
given to all our requesters and should not be taken as an indication that excluded records do, or
do not, exist.

Finally, fees were not charged for this request. If you have any concerns regarding this letter,
feel free to contact me at this office at 202-693-5116 and refer to FOIA case number 215010 on
future inquiries.

Sincerely,

,‘: / //”

g " //,'}’ y A w/
Dt e
“Kim Pacheco
Disclosure Officer

Enclosures



SOLICITATION/CONTRACT/ORDERFORCOMMERCIAL ITEMS

1. REQUISTTIONNUMBER rms OF

OFFEROR TO COMPLETE BLOCKE 12, 17, 23, 24, & 30 1 I 4
2. CONTRAGTNO, 3. AWARLY 4. ORDERNUMBER 5, SOLICITATION NUMBER BOLICITATION
DOL-0IG~14~A-0006 EFFECTIVE DATE ISBUE DAYE

DOL~0IG-14-U-00012

2 FOR SOLICITATION NAME b, TELEPHONE NUMBER (Nocolisctcalis) |8, OFFER DLUE DATEAQCALTIME
INFORMATION CALL: Paula Miller-Sheelox .
8.ISSUEDBY - . CObE |OIG : 10, THIBACOUISIMON (8~ §3  uNResTRICTED OR Oserasios: %FOR:
WOMEN-OWNEDSMALLBUSINESS ’

US DEPARTMENT OF LABOR OlsmaL susiness [J{(WOSB)ELIGIBLE UNDER THEWOMEN-OWNED

200 CONSTITUTION AVE NW S~ [JHUBZONE BMALL SMALL BUSINESS FROGRAM Naics: 541519

5506 BUBINESS [ eowoss
SERVICE-DIBABLED 8(A)

WASHINGTON DC 20210 DVEE WD o szEsTANDARD: $25. 0
SMALLBUSINESS

11. DELIVERY FOR FODB DESTINA- 12, DISCOUNT TERMS 13b, RATING

TION UNLESS BLOCK I8

130; THIS CONTRACT ISA

MARKED RAYED ORDER UNDER
[ seEsCHEDULE . DPAB({6 CFR 700) " MEE;::; oF BOL%"FT oN Orep
165. DELIVER TO CODE 16. ADMINISTERED BY CODE IOIG
US DEPARTMENT OF LABOR
200 CONSTITUTION AVE NW S-—
5'5 06
WASHINGTON DC 20210
17a, CONTRACTOR/ .CODE FACILITY 18a. PAVMENT WILL BE MADE BY CODE
ONTRACTO ook [028211527 | oy . ]Dox.

ELDER RESEARCH INCORPORATED
300 W. MAIN STREET, SUITE 301
CHARLOTTESVILLE VIRGINIA 22903
ATTN: GERHARD PILCHER

TELEPHONEND. 434-973-7673

US DEPARTMENT OF LABOR
OFFICE OF THE CHIEF
FINANCIAL OFFICER

200 CONSTITUTION AVE NW
WASHINGTON DC 20210

[Js7b. CHECK IF REMITTANCE |8 DIFFERENT AND PUT SUCH ADDRESS INOFFER

18b, SUBMIT INVOICES TO ADDRESS SHOWN IN BLOCK 18a UNLESS BLODK BELOW

18 CHECKED ADDENOUM
19, 20, 24 22, 23, ¢ 24
TTEMNO, SCHEDULEOFSUPPLIES/SERVICES QUANTITY [UNIT UNITPRICE MOUNT
The contractoxr shall provide a Business Intelligence
Solution (BI~SOLUTION) Covering Vast and Complex
11 services shall be provided in accordance with the
attached Statement of Work (SOW).
The Period of Performance s July 23, 2014 through Suly 22, 2015
. (Use Reverse and/or Attach Additional Shests'as Necessary)
265, AGCOUNTING AND APPROPRIATION DATA : , 8. TOTALAWARD AMOUNT (For Govi, Uss Only)
$280,250.00
[)27a. SOLICITATION INCORPORATES BY REFERENCE FAR62.212-1, 62,2124, FAR62.212<3 AND 52,2126 AREATTACHED., ADDENDA CIARE  [] ARENOT ATTAGHED,
D1 27b. CONTRACTIPURCHASE ORDER INCORPORATES BY REFERENCE FAR 52.212-4. FAR 62.212-5 I8 ATTACHED. ADDENDA O ARE [DJARENOTATTACHED.
D28, CONTRACTOR ISREQUIRED TO SIBN THIS DOCUMENT AND RETURN ' [J 20. AWARD OF CONTRAGT: . OFFER
COPIES TO ISSUING OFFICE. CONTRACTORAGREES TO FURNISH AND DELIVER DATED . YOUR OFFER ON SOLICITATION (BLOCK 5),

ALLITEMS SET FORTH OR OTHERWISE IDENTIFIED ABOVE AND ON ANY ADDITIONAL
SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED.

INCLUDING ANY ADDITIONS OR CHANGES WHICH ARE SET FORTH
HEREIN, ISACCEPTEDAS TO ITEMS: |

30a. SIGNATURE OF, RO GTOR

3{n. UNITED STATES OF AMERICA (8IGNATURE OF CONTRACTING OFFICER}

Pacta Witler - Sheelss

31b. NAME OF CONTRACTING OFFICER (Type or print) 31c. DATE SIGNED

30b, NAME AND MiTLE OF SIGNER (Type o print) t'C e 300, DATE SIGNED ;
W. % 5 vihewol Biloines ;{jﬁgfd Z/29 I 9 o} [pauia miller-sheelor o7/23/2014
AUTHORIZED FOR LOCAL REPRODUCGTION B | | ' STANDARD FORM 1449 (REV. 212012)

PREVIOUS EDITION IS NOT USABLE

Presoribed by GQ9A - FAR (48 OFR) 53.212




10,
ITEM NO.

20.
8CHEDULE OF SUPPLIESISERVICES

21 22, 28, 4.
QUANTITY | UNIT UNITPRICE AMOUNT

Provide a Business Intelligence Solution
(BI-SOLUTION) Covering Vast and Complex, for the

mount of $280,250.000 to be divided between OWCP
and OIG.

ccounting info:
151521830XBR2014FSAD090414PFSADMPOODOPWCPOOPFSANO

80018-251037 Funding Stream:
151521830XBR2014FSADO20414PFSADMPOCOOPWCPOOPFSANO

ost Center; PB0018 Object Class: 251037

unded: $145,125.00

Provide a Business Intelligence Sojution
(BI-SOLUTION) Covering Vast and Complex, for OWCP
nd OIG, for the amount of $290,250.00 to be
plit in half between the two agencies.

3

rAcoountmg Info:
Accounting Info:

390201-251037 Funding Stream:

Cost Center: G90201 Object Class: 251037
Funded: $145,125.00

2801061414AD20140106000114G00000G0000GOIG00GAUDIT
2801061414AD20140106000114G00000G0000GOIGOOGAUDIT

1 |iob|5145,125.00 [5145,125.00

$145,125.00

32a. QUANTITY IN COLUMN 21 HAS BEEN

D RECEIVED

[} INSPECTED

|j ACCEPTED, AND CONFORMS TO THE CONTRAGT, EXCEPTAB NOTED:

32b. SIGNATURE OF AUTHORIZED GOVERNMENT REPRESENTATIVE

320, DATE

324 PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT REPRESENTATIVE

32e, MAILING ADDRESS OF AUTHORIZED BGOVERNMENT REPRESENTATIVE

32f. TELEPHONE NUMBER OF AUTHORIZED GOVERNMENT REPRESENTATIVE

{32g. E-MAIL OF AUTHORIZED GOVERNMENT REPRESENTATIVE

33. SHIP NUMBER 34, VOUCHER NUMBER 36. AMOUNT VERIFIED 36, PAYMENT 7. CHECK NUMBER
CORRECT FOR ’
- [ compLETE [JpARTIAL  [[] FINAL
] parmiAL ] FinaL
38, SIRACCOUNT NUMBER 39, 8IR VOUGHERNUMBER  *]40, PAIDBY

41a. | CERTIFY THIS ACCOUNT (8 CORRECT AND PROPER FOR PAYMENT

42a. RECEIVED BY (Prinf)

41b. SIGNATURE AND TITLE OF GERTIFYING OFFICER

410.DATE

42b. REGEIVED AT (Locatlon)

420. DATE REC'D (YY/MM/DD) 424, TOTAL CONTAINERS

STANDARD FORM 1440 (REV. 2/2012) BACK




BASE

Type of License Perlod {monthsfyears) Cost olG owcp

RADR Perpetual Perpetual $112,500,00 $56,250.00 $56,250.00

License X .

:_?ignhsi"em"t“a' Perpetual $125,000.00 $62,500.00 $62,500.00

RADR Annual ‘

Viriion 12 Months $21,500.00 $10,750.00 $10,750.00

Insight Annual '

S, 12 Months $31,250.00 $15,625.00 $15,625.00
Total $145,125.00 $145,125.00

BUSINESS INTELLIGENCE SOLUTION (BI-SOLUTION)
STATEMENT OF WORK

Background

The Office of Inspector General — Office of Audit (OIG/OA) performs information and related information technology audlts of the
U.S. Department of Labor (DOL) cyber networks, systems, and related database information.

The OIG has an IT audit office located in the Frances Perkins Building, Washington, DC. This office is responsible for ensuring the
Inspector General meets mandatory obligations to perform annual evaluations of more than 60 DOL major information systems’
security controls, and provide targeted extracts of database information, including at times establishing the reliability of the
information at a summary or fransaction level. The latter"activity is generally referred to as data mining or also called knowledge
discovery. OIG has been using Elder Research Inc.’s RADR and Insight proprietary softwate for performing data mining and
analytics of DOL’s Office of Workets Compensation Federal Employees’ Compensation Act chargeback, compensatlon, bill pay,
case management and DOL OIG’s investigative case file data.

Objective and Scope

The objective is for OIG to contract with Elder Research Inc. to provide an automated BI-Solution for performing knowledge
discovery across heterogeneous DOL computing environments and related external systems that ate comprised of 1arge. databases,
including many within high Terabyte ranges.

Requirements

The contractor shall establish an automated BI-Solution for OIG and additional DOL program agencxes using the proprietary RADR
and Insight softwate for knowledge discovery activities that can span multiple program agencies’ dlsparate systems, networks, and
databases in order to assess and analyze the data. Information generated from these discovery activities is to further OIG audit
targeting involving issues such as potential waste, fraud, and abuse and covering multiple topics such as revenue, expenses,
payments, pexformance measurement, enforcement actions, employee safety and retirement, cost savings, entity and metadata
identification, and/or combinations of any or all these elements. The use of the BI-Solution using RADR and Insight will be seen as
an important tool in OIG’s analysis of information from selected databases. It will allow users to analyze information from
unforeseen data relationships, find correlations or patterns among dozens of data fields residing in a variety of types of databases
such as flat-file, relational, and/or hierarchical databases. Databases may also be ranged across multiple operating systems platforms
such as Windows, Unix, Oracle, and Open Soutce.

Deliverables

e RADR
o Perpetual Multiple DOL Progam Agency License
o Perpetual Multiple DOL Progam Agency Maintenance License




Insight A
o Perpetual Multiple DOL Progam Agency License
o Perpetual Multipie DOL Progam Agency Maintenance License
The mathematical models for current and future projects
The Insight cubes (output via OLAP) and the underlying data for current and future projects.
IT services, including training, that is in support of the use of RADR and Insight for current and future projects.

Specific documentation, such as process and procedures related to the access, use and reporting of RADR and Insight and
the Insight cubes.




SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS ! REQUISITIONNUMBER PAGE OF
OFFEROR TO COMPLETE BLOCKS 12, 17, 23, 24, & 30 14-Q01IG-0IG~-NAT-0624 1 19
2. CONTRAGT NO. 3 AWARDY [4.ORDER NUMBER 5. SOLICITATION NUMBER Je. souiciTaTioN [
DOL~0IG-14~A~0006 EFFECYIVE DATE ISBUE DATE r
?, FOR soucrrm%on 8. NAME : b, TELEPHONE NUMBER {Nocollecicalls}  |B.OFFER DUE DATEAOCAL TIME '
INFORNATION CALL: } Paula Miller~Sheelor
9. ISSUED BY _ CODE IOIG 10 THISACQUISITIONIS K UNRESTRIGTED OR {hkerasio: %FOR:
WOMEN-OWNEDSMALLBUSINESS
US Department of Labor [suau ausiness [IWOSB) ELIGIBLE UNDER THE WOMEN-OWNED s
200 Constitution Ave ; NW 8- {JHUBZONE SMALL SMALL BUSINESS PROGRAM NAlcS: 541518
5506 BUSINESS Oeowoss
. | JSERVICE-DIDABLED 188 )
Washlngton D¢ 20210 -JVETERANOMQED SIZESTANODARD: $25.0
SMALLBUSINESS
11. DEUVERY FOR FOB DESTINA. 12, DISCOUNT TERMS D 135, RATING
TION UNRESS BLOCK IS 13a. THIRCONTRAGTISA
MARKED IAs Indicated On Each Call RATEDORDERUNDER S S
[[1 seescheoutE - OPAS (15 GFR 700) E[}rl mo CiFg Crep
15. DELIVER TO CODE . 18. ADMINISTERED BY coos]o 1G
As Indicated On Each Call US Department of Labor
200 Constitution Ave, NW S- B
5506

Washington DC 20210

ELDER RESEARCRH INCORPORATED As Indicated On Bach Call
635 BERKMAR CIR ‘
CHARLOTTESVILLE VIRGINIA 229011464

172, CONTRACTOR! T copE 1028211527 - I FAGILTY 192, PAYMENT WILL BE MADE BY CODE L
OFFEROR GODE
i
i
[

TELEPHONENO.
[J17.CHECK IF REMITTANGE IS DIFFERENT AND PUT SUCHADDRESS INOFFER 180. SUBMIT INVOICES TOADDRESS SHOWN IN BLOCK 188 UNLESS BLOCK BELOW
) 18 CHECKED BEE ADDENDUM
19, 20. T, 22 2, 24,
TEMNO. SCHEDULE OF SUPPLIES/SERVICES QUANTITY [uNIT UNITPRICE AMOUNT

The contractor shall provide a Business Intelfigence Solution (BI-SOLUTION)
Covering Vast and Complex,

IAll services shall be provided in accordance with the attached Statement of
Work (SOW) and all terms and canditions included hereln and the attached"
items in the proposal dated May 20, 2014,

The Perlod of Performance Is Date of Award through June 30, 2019,

25. AGCOUNTING AND APFROPRIATION DATA . |26. TOTALAWARD AMOUNT (For Govt. Use Only}
As Indicated On Bach Call .$0.00 ) . :
1 278, SOLICIYATION INGORPORATES BY REFERENGE FAR52.212-1, 52,212-4. FAR 62.212-3 AND 52,212-5 AREATTACHED, ADDENDA "EJARE [] ARE NOTATTACHED,

27b. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR62.212-4. FAR 52.212-5 IS ATTACHED. ADDENDA FIARE  CIARE NOT AYTACHED.
(¥ 28. CONTRACTOR 1§ REQUIRED TO SIGN THIS DOCUMENT AND RETURN A . ... {17 28. AWARD OF CONTRACT: MMMOFF‘ER
COPIES TO ISSUING OFFICE, CONTRACTOR AGREES TO FURNISHAND DELIVER DATED May.20, 2014 oo, YOUR OFFER ON SOLICITATION (BLOGK 5),

ALL ITEMS SET FORTH OR OTHERWISE IDENTIFIED ABOVE AND ON ANY ADDITIONAL
SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED.

INCLUDING ANY ADDITIONS OR CHANGES WHICH ARE SET FORTH

HEREIN IS ACCERTEN AS TO ITEMS:
30a SIGNATURE OF OFFEROR/CONTRACTOR 31a UNITED STATES OF AMERICA (SIGNATURE OF CONTRACTING OFFICER)
. ' Paata Wllen- Sheclor
30b. NAME ARD TITLE OF SIGNER (Type orpin) \J{C €, 30c. DATE BIGNED 315, NAME OF CONTRACTING OFFIGER (Type or prind 31c. DATE SIGNED
W, v_Presy 7/ 17 / 20§4 [#illiam Aunand oz(et|zoi4
AUTHORIZED FOR LOCAL REPRODUCTION ¢ STANDARD FORM 1449 {REV, 2/2012)

PREVIOUS EDITION IS NOT USABLE Proscribod by GSA - FAR (48 CFR) 63.212



SOLICITATION/CONTRACT/ORDER FOR COMMERGIAL ITEMS 1. REQUISITION RUMBER PAGE  OF
OFFEROR TO COMPLETE BLOCKS 12, 17, 29, 24, & 30 14-00IG-0IG-NAT-0024 1 19
2, CONTRACT NO, 8. AWARDY 4. ORDER NUMBER . 5. SOLICITATION NUMBER ) BOLICITATION
DOL~0IG-14~A~-0006 EFFECTIVE DATE 186UR DATE
1. FOR SOLICITATION 0. NAME b. TELEPHONE NUMBER (Nocollectcalls) |8, OFFER DUE DATEA.OCALTIME
INFORMATION CALL; Paula Miller~Sheelor - :
0. ISSUED BY CODE lOIG W THiIsSacauisinonis K1 unrestrictED OR Csevasior: % FOR:
WOMEN-OWNEDSMALLBUSINESS
US Department of Labor DlsvauL susingss [HWOSB) ELIGIBLEUNDER THEWOMEN.OWNED
200 Constitution Ave, NW S- [JHUBZONE SMALL SMALL BUSINESS PROGRAM NAICE: 541519
5506 BUSINESS Oepwoss
, [JSERVICEDISABLED 3 8
Washington DC 20210 oWNED SIZESTANDARD, $25.0
GMALLBUSINESS
1. DELIVERY FOR FOB DESTINA. 12, DISCOUNTTERMS D 13b. RATING
TION UNLESS 8LOCK IS {3a. THIB CONTRAGTISA
MARKED As Indicated On Each Call RATEDORDER UNDER TSR SSiSTTER
{0 seescHeDULE : OPAS (15 CFR 700) Ckra Cire Crep
15, DELIVER TO . COBE 16. ADMINISTERED BY CODE ]OIG
As Indicated On Each Call ) US Department of Labor
200 Constitution Ave, NW S-
5506 _
Washington DC 20210
17a, CONTRACTOR/ G00E [028211527 - I FACILITY 183, PAYMENT WILL BE MADE BY GQDE
OFFEROR CODE
ELDER RESEDARCH INCORPORATED As Indicated On Each Call
635 BERKMAR CIR
CHARLOTTESVILLE VIRGINIA 229011464
TELEPHONENO,
Ot CHECKIF REMITTANCE IS DIFFERENTAND PUT SUCHADDRESS IN OFFER 18b. SUBNIT INVOICES TOADDRESS SHOWN IN BLOCK 182 UNLESS BLOCK BELOW
: : 18 CHECKED [CHEE ADDENOUM
19. 20, 21 22, 2, 2.
WEMNO. SCHEDULEOFSUPPLIESISERVICES QUANTITY |UNIT UNITPRICE AMOUNT
The contractor shall provide a Business Intelligence Solution {81-SOLUTION}
iCovering Vast and Complex.

All services shall be provided in accordance with the attached Statement of
Work (SOW) and all terms and conditions included herein and the attached
iterns in the proposal dated May 20, 2014.

The Perlod of Performance Is Date of Award through June 30, 2019,

25. AGCOUNTING AND APPROPRIATION DATA 6. TOTAL AWARD AMOUNT (For Govt. Usa Only)

As Indicated On Each Call .$0.00

LJ 27a. SOLICITATION INGORPORATES BY REFERENCE FAR 62.212-1, 62.212-4. FAR52.212-3 AND 52.212-6 AREATTACHED, ADDENDA [JARE [ ARE NOTATTACHED.
3 27b. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR 62,2124, FAR §2.212-6 IS ATTACHED. ADDENDA DARe  [1ARENOTATTACHED.

(4 28, CONTRACTOR I8 REQUIRED TO BIGN THIS BOCUMENT AND RETURN - |0 29. AWARD OF CONTRAGT:  DQL-14:0-00004 OFFER
B O e e v OATED .54 YOUROFFE0 N SOUCITATON BLOGKS
SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPEGIFIED, INCLUDING ANY ADDITIONS OR CHANGES WHIGHARE SET FORTH

HEBEIN IS ACGEBTEN AS TQITEMS:

302. SIGNATURE OF OFFEROR/CONTRAGTOR 31a. UNITED BTATES OF AMERICA {SIGNATURE OF CONTRACTING QFRICER)

30b. NAME AND TITLE OF SIGNER (Type or print) [0, BATE SIGNED 31b. NAME OF CONTRACTING OFFIGER (Type orprin) 31c. DATE SIGNED
) William Aumand

AUTHORIZED FOR1.OCAL REPRODUCTION . STANDARD FORM 1449 (REV, 2/2012)

PREVIOUS EDITION 1S NOT USABLE Proscribed by GSA - FAR (48 CFR) §3.212




Pursuant to BPA contract number(s) DOL-QIG-14-A-0006, a Blanket Purchase Agreement (BPA) is hereby established

between Elder Research, Inc. and the U.S.DEPARTMENT OF LABOR (DOL) under the terms and conditions of the
above stated contract(s) and the following terms and conditions are incorporated in this BPA:

I. AUTHORITY
This BPA is entered into pursuant to the Federal Acquisition Regulation Part 13.303-2,
il. DESCRIPTION OF AGREEMENT

This Blanket Purchase Agreement allows for ordering of services for Business Intelligence Solution (BI-SQLUTION) Covering
Vast and Complex, by the U.S. Department of Labor, Office of Inspector General. Please be advised that the services to be

provided for BPA DOL-OIG-14-A-0006 is described below in Section III entitled “Scope of Work™ The period of
performance for this BPA encompasses five years.

Statement of Work

Business Intelligence solution (BI~SOLUTION)

Background

The QOffice of Inspector General ~ Office of Audit (OIG/OA) performs information and related
information technology audits of the U.S. Department of Labor (DOL} cyber networks, systems, and
related database information.

The OIG has an IT audit office located in the Frances Perkins Building, Washington, DC. This
office is responsible for ensuring the Inspector General meets mandatory obligations to perform
annual evaluations of more than 60 DOL major information systems’ security controls, and provide
targeted extracts of database information, including at times establishing the reliability of the
information at a summary or transaction level. The latter activity is generally referred to as
data mining or also called knowledge discovery. OIG has been using Elder Research Inc.’s RADR
and Insight proprietary software for performing data mining and analytics of DOL's Office of
Workers Compensation Federal Employees’ Compensation Act chargeback, compensation, bill pay, case
management and DOL OIG’'s investigative case file data.

Objective and Scopa

The objective -is for OIG to contract with Elder Research Inc. to provide an automated BI-Solution
for performing knowledge discovery across heterogeneous DOL computing environments and related
external systems that are comprised of large databases, including many within high Terabyte
ranges. .

Requirements

The contractor shall establish an automated BI-Solution for OIG and additional DOL program
agencies using the proprietary RADR and Insight software for knowledge discovery activities that
can span multiple program agencies’ disparate systems, networks, and databases in order to assess
and analyze the data. Information generated from these discovery activities is to further OIG
audit targeting involving issues such as potential waste, fraud, and abuse and covering multiple
topics such as revenue, expenses, payments, performance measurement, enforcement actions,
employee safety and retirement, cost savings, entity and metadata identification, and/or
combinations of any or all these elements. The use of the BI-Solution using RADR and Insight will
be seen as an important tool in OIG’s analysis of information from selected databases. It will
allow users to analyze information from unforeseen data relationships, find correlations or
patterns among dozens of data fields residing in a variety of types of databases such as flat-
file, relational, and/or hierarchical databases. Databases may also be ranged across multiple
operating systems platforms such as Windows, Unix, Oracle, and Open Source.




Deliverables

RADR
o Perpetual Multiple DOL Progam Agency License
o Perpetual Multiple DOL Progam Agency Maintenance License

Insight
o Perpetual Multiple DOL Progam Agency Licensse
o Perpetual Multiple DOL Progam Agency Maintenance License

The mathematical models.for current and future projects

The Insight cubes (output via OLAP) and the underlying data for current and future
projects.

IT services, including training, that is in support of the use of RADR and Insight for
current and future projects.

Specific documentation, such as process and procedures related to the access, use and
reporting of RADR and Insight and the Insight cubes.

The Goverhment anticipates awarding various. fixed price Time & Material (T&M labor hour) Task
Orders from this BPA. Please provide a list of potential labor categories and associated prices.

ADMINISTRATIVE DATA

Primary Point of Contact: W. Gerhard Pilcher

Vice President & Senior Scientist

855-973-7673 ext. 707 (phone)

434-973-7875 (fax)

Gerhard@datamininglab, com

Alternate Point of Contact: Jeff Deal

Vice President, Operations

434-227-5851 ext., 851 (phone)

434-973-7875 (fax)

deal@datamininglab. com




Atre you a Small Business under NAIC Code 334118 (FAR PART 19.102)?

YES _X NO

Are you a Small Business Administration (SBA) certified Small
Disadvantaged Business (SDB)? YES NO_X

Are you a Woman-Owned Business? YES NO X

CAGE CODE: _ 1GMY7
DUNS NUMBER: 028211527

TIN: 30-0000656

GSA SCHEDULE #: GS-35F0320T

SIN Number: 132-51
Contract Expiration Date: Marxch 31, 2017

Cognizant DCAA Officé (Include complete address): DCAA
(Other auditing activity may be listed) Branch Office
514 Butler Farm Road
Suite 290
Hampton, VA 23666
Telephone: (757) 865-5520

V. PERIOD OF PERFORMANCE

This BPA shall be in effect from the date of award through five yeurs.

VI. DESCRIPTION OF AGREEMENT

Under this agreement, the BPA holder shall provide lifecycle replacement and enbancement of the existing Business

Intelligence Solution (BI-SOLUTION) Covering Vast and Complex that support the users across the country for the

Department of Labor’s OIG. The above described supplies and/or services shall be provided when ordered by an
authorized Contracting Officer during the specified period stated in Item V, entitled “PERIOD OF PERFORMANCE".

VIL. REPRESENTATIVE OF THE CONTRACTING OFFICER

The Department of Labor’s Office of Inspector Genetal Contracting Officer’s Technical Representative (COTR) is Keith
Galayda. ‘

The COTR has the following authority:

To direct work but does not have authority to direct the contractor to perform work outside the scope, price, terms and
conditions of the BPA’s performance work statement and issued task orders, the GSA Federal Supply Schedule Pricing,
terms and conditions or in excess of funding which has been obligated by the Contracting Officer for performance of
work; inspection and acceptance of supplies/services; and Invoices.
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DOLF12XG21355

U.5. DEPARTMENT OF LABOR
OFFICE OF INSPECTOR GENERAL
 OFFICE OF AUDIT

PROVIDE A BUS!NESS INTELLIGENCE SOLUTION (BI-SOLUTION) COVERING VAST AND
. " COMPLEX DATA TO EXTRAPOLATE MEANINGFUL. REsULTS

~ STATEMENT OF WORK
Background

The Office of Inspectar General - Office of Audit (OIG/OA) performs information and related
information techialogy audits of the U.S. Department of Labor (DOL) cyber networks, systems,
and related database Information.

The OIG has an IT- audit offics located In the Frances Perkins Building, Washington, PC. This
office Is responsible for ensuring the inspector General méets mandatory obligations to perform
annual evaluations of the DOL’s 72 major information systems’ security controls, and provide
targeted extracts of database information, including at times establishing the reliability of the

. information at a summary or transaction level. The latter activity is generally referrad-to asdata-——— - |-

mining or also called data or knowledge discovery {O1G's term of choice will be knowledge
discovery). To achieve a rellable knowladge discovery capability, the OIG is seeking a Bl
Solution. The BI-Solution will be seen as a-major tool in OlG's analysls of information from -
slectronic databases to bring about knowledge that is nof obvious from performing traditional
audits or investigations. For example, the Bl Sofution results produced are expected to find
meaning in data that can uncover hidden pattems, trends, anomalies and relationships that can
"transform the information into action items. Bl results. produced would be of the type that wouid
empower data-drivan decision making and place knowledge discovery in the forefront of audit
planning. In addition, this knowledge is critical to the OIG in identifying high-risk areas, activities,
and transactions as a way for the OIG to reduce waste, fraud and abuse in Federal government
programs, contracts, and grants and may include predictive behavior modeling.

_ ‘Objective arid Séope :
The objective-is for OIG fo obfain Bi-Solution for performing knowledge discove& ACTOSS

heterogeneous DOL computing environments arid related external systems that are comprised of
iarge databages, Including many within high Terabyte ranges.
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Requirements

The contractor shall propose a Bi-Solution for OIG to use in knowledge discovery activities that -
can span muitiple, disparate operating systems, information networks, and databases in order to,
assess and analyze data from different organizational sources. The results generated should,
isolate issues involving potential waste, fraud, and abuse covering multiple topics such as

" revenue, expénses, performance measurement; enforcement actions, ¢cost savings, entity and

metadata identification, and/or combinations of any or all these elaments. The Bl.Solution

- proposed should be Gapable of analyzing data from many different dimensions or angles, find

correlations, frends or patterns among dozens of data sets and fields stored in mwilfiple data
warehouses and relational databases across multiple internal and external systems. The Bl
Solufion’s knowledge discovery results ars fo be displayed in a readily.useable format for
audit/investigation considerations and decision-making.

Proposal Contents
The contractor's oral proposal shall address the Bl-Solution, and shall include the foflowing:

1. Describe the confractor's Bl Solution coveting how robust the Solution s to meet the SOW
Requirements, including the flexibility of the Bl Solution adapting to future changes in these
requirements,

.2n-Describe the Bl-Solution in use with other ouganizatiens

3 Describa the confractor's reputation based on key personnel's dsmonstrated relevant
experience, especially description of Federal government experience. Include resumes of
Project Manager and Technical Bt Solution Expert (if not Project Mahager).

4. Describe and demonstrate* how the Bl-Solution covers the following areas;

-— degree of human infervention throughout process of readying/loading database
information thraugh to the completion of the Bi-Solution results reporting.
- technical functions fo analyze trends. patterns, correlations, and other vafued

analytics

capabliity to "drill down" into summary informatitn to view detall transactional data

~ support of forensic related functions such as analyzing associated meta dafa

- wait time-from initiation of query to receipt of result repori(s) based on proposed Bi
Solution using contractor selected data sets/databases.

-~ results reporting are displayed easily and quickly understood without detailed
::interpretatmns, e.g., graphs, fables, decision free schema’dcs fiowcharts, etc,

{

* (1Y OIG will siraffon
| So onae the c ctor osal.
(2 )0IG re ueststhe ed b

Manager and Technical Bl Solution.Expett, gg gggmg ate. '
(3) 0)(¢] mgg@ me confractor to ga@rm anaM_ics usngg Qata §_e_
th d pther data v be

tp:diowidate. gov) snd may alse include ofher rolated public accessible
bases(sots. .
5. ‘Describe how the Bl Solution would be acquired and managed as:
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a. a purchased product and continuous suppart component,

b. a contractor provided service and confinuous support component, and

c. including, an ongoing training component for the OIG for both the a. and b. proposed
approaches above.

Basis of Award

“The Bi-Solution selected will be awarded based on the submitted proposal, technical capabilities
of the B Solution, demonstration of implementation arid results, and best value fo the govemment,
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DOLI12GRQ20069
Attachment 1

U.S. DEPARTMENT OF LABOR
OFFICE OF INSPECTOR GENERAL
OFFICE OF AUDIT

PROVIDE A BUSINESS INTELLIGENCE SOLUTION (BI-SOLUTION) COVERING VAST AND
COMPLEX DATA TO EXTRAPOLATE MEANINGFUL RESULTS

STATEMENT QF WORK
Background

The Office of Inspector General — Office of Audit (OIG/OA) performs information and related
information technology audits of the U.S, Department of Labor (DOL) cyber networks, systems,
and related database Information.

The OIG has an IT audit office located in the Frances Perkins Building, Washington, DC. This
office is responsible for ensuring the Inspector General meets mandatory obligations to perform-
annual evaluations of the DOL's 72 major information systems’ security controls, and provide

- fargeted-extracts of database-information;-including-at times-establishing the reliability.of the
information at a.summary or transaction level, The latter activity is generally referred to as data
mining or also called data or knowledge discovery (OIG’s term of choice will he knowledge -
discovery).” To achieve a reliable knowledge discovery capability, the OIG is seeking a Bl
Solution. The BI-Solution will be seen as a major tool in OIG's analysis of information from -
electronic databases to hring about knowledge that is not obvious from performing traditional
audits or investigations. For example, the Bl Solution results produced .are expected to find
meaning in data that can uncover hidden patterns, trends, anomalies and relationships that can
transform the information into action items. Bl -results produced would be of the type that would
empower data-driven decision making and place knowledge discovery in the forefront of audit
planning. In addition, this knowledge is critical to the. OIG in identifying high-risk areas, activities,
and transactions as a way for the OIG fo reduce waste, fraud and abuse in Federal government
programs, contracts, and grants and.may include predictive behavior modeling.

Objective and Scope

The objective is for OIG to obtain BI-Solution for performing knowledge discdvery across S
heterogeneous DOL computing environments and related.external systems that are comprised of
large databases, including many within high Terabyte ranges.
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. Requirements

The contractor shall propose a Bl-Solution for OIG to use in knowledge discovery activities that
can span multiple, disparate operating systems, information networks, and databases in order to
assess and analyze data from different organizational sources. The results generated should
isolate issues involving potential waste, fraud, and abuse covering multiple topics such as
revenue, expenses, performance measurement, enforcement actions, cost savings, entity and
metadata identification, and/or combinations of any or all these elements. The Bl Solution
proposed should be capable of analyzing data from many-different dimenslons or angles, find
correlations, trends or patterns among dozens of data sets and fields stored in multiple data
warehouses and relational databases across multiple internal and external systems. The Bl
Solution's knowledge discovery results are to be displayed in a readily useable format for
audit/investigation considerations and decision-making. »

Proposal Contents
The contractor's oral proposal shall address the Bl-Solution, and shall include the following:
Describe the contractor’'s Bl Solution covering. hoW robust the Solution is to meet the SOW

Requirements, includmg the ﬂexubmty of the Bl Solution adaptlng to future changes in these
FoguiFements.

-

2. Describe the Bi-Solution in use WI'(h other orgamzatvons

3. Describe the contractor's reputation based on key personnel’s demonstrated relevant
experience, especially description of Federal government experience. Include resumes of
Project Manager and Technical Bl Solution Expert (if not Project Manager).

4. Describe and demonstrate® how the Bl-Solution covers the following areas:

— degree of human intervention throughout process of readying/loading database
information through to the completion of the Bl-Solution results reporting.
"~ technical functions fo analyze frends, patterns, correlatuons and other valued
* analytics
-- capability to "drill down" into summary mformatuon to view detail transac’uonal data
-- support of forensic related functions such as analyzing associated meta data
- walt time from inifiation of query to receipt of result repori(s) based on proposed Bl
Solution using contractor selected data sets/databases.
-- results reporting are displayed easily and quickly understood without detailed
interpretations, e.g., graphs, tables, decision tree schematics, ﬂowcharts, etc.

* (1) OIG will arrange with the contractor a demonstration of the
grogosed Bl Solution after receipt of the written contractor proposal.
(2 )OIG reguests the demonstration be performed by the Project

Manager and Techmcal Bl Solutmn Expert, as aggrognate

.pertaining to the Degartment of Labor and other data sets that may be re!evant fo .

Labor's programs at the Federal Government's web site for Data.gov {

http://wwwi/data.gov) and may also include other related public- accessuble data
bases/sets.
5. Describe how the Bl Solution would be acquired and managed as:

30
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a.a purchased product and continuous support component,

b. a contractor provided service and continuous support component, and

c: including, an ongoing trammg component for the OIG for both the a. and b. proposed
. approaches above.

Basis of Award

The Bl-Solution selected will be awarded based on the submitted broposal, technical capabilities
of the Bl Solution, demonstration of implementation and results, and best value to the government.

31
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Pursnant to BPA contract number(s) DOL~OIG-14-A-0006, a Blanket Purchase Agreement (BPA) is bereby established
setween Elder Research, Inc. and the U.S. DEPARTMENT OF LABOR (DOL) under the terms and oondmons of the
above stated contract(s) and the followmg terms and conditions are incorporated in this BPA:

[ AUTHORITY
This BPA is entered info pursuant o the Rederal Acquisition Regulation Part 13.303-2.
Il. DESCRIPTION OF AGREEMENT

This Blanket Purchase Agrecment allows for ordering of services for Business Intelligence Solution (EI—SOLUTIOE} Covering
Vast and Complex, by the U.S. Department of Labor, Office of Inspector General. Please be advised that the services to be
rrovided for BPA DOL~OIG-14-A-0006 is described below in Section II entitled “Scope of Work” The period of
serformance for this BPA encompasses five years,

Statement of Work
Business Intelligence solution (BI-SOLUTION)

ackgiound

the, Offlce of Inspector General - Office of Audit (OIG/OA) performs information and related
iwynformatlon technology audits of the U.S. Department of Labor (DOL) cyber networks, systems, and

rel'ated database 1nTormation.

he OIG has an IT andit office located in the Frances Perkins Building, Washington, DC. This
>ffice is responsible for ensuring the Inspector General meets mandatory obligations to perform
innual evaluations of more than 60 DOL major. information systems’ security controls, and provide
:argeted extracts of database information, including at times establishing the reliability of the
nformation at a summary or transaction level. The latter activity is generally referred to as
jata mining or also called knowledge discovery. OIG has been using Elder Research Inc.’s RADR
ind Insight proprietary software for performing data mining and analytics of DOL’s Office of
jorkers Cempensation Federal Employees’ Compensation Act chargeback, compensation, bill pay, case
:anagement and DOL OIG's investigative case file data.

bjective and Scope

‘he objective is for OIG to contract with Elder Research Inc. to provide an automated BI-Solution
lor performing knowledge discovery across heterogeneous DOL computing environments and related
1Xternal systems that are comprised of large databases, includlng many within high Terabyte
‘anges.

lequirements

'he contractor shall establish an automated BI-Solution for OIG and additional DOL program
.gencies using the proprietary RADR and Insight software for knowledge discovery activities that
‘an span multiple program agencies’. disparate systems, networks, and databases in order to assess
nd analyze the data. Information generated from these discovery activities is to further OIG
udlt targetlng involving issues such as potentlal waste, fraud and abuse and coverlng multiple

. . actions;
mployee safety and retirement, cost sav1ngs, entity and metadata 1dent1flcatlon, and/or
ombinations of any or all these elements. The use of the BI-Solution using RADR and Insight will
e seen as an important tool in OIG's analysis of information from,selected databases, It will
llow users 'to analyze information from unforeseen data relationships, find correlations or
atterns among dozens of data fields residing in a variety of types of databasés such as flat-
ile, relational, and/or hierarchical databases. Databases may also be ranged across multiple
perating systems platforms such as Windows, Unix, Oracle, and Open Source.




Deliverables

s RADR
o Perpetual Multiple DOL Progam Agency License
o Perpetual Multiple DOL Progam Agency Maintenance License

¢ TInsight .
o0 Perpetual Multiple DOL Progam Agency License
o Perpetual Multiple DOL Progam Agency Maintenance License

.

¢ The mathematical models for current and future projects

e The Insight cubes (eutput via OﬁAP) and the underlying data for current and future
projects. -

e IT services, including training, that is in support of the use of RADR and Insight for
current and future projects. .

s Specific documentatlon, such as process and procedures related to the access, use and
reporting of RADR.and Insight and the In31ght cubes, -
The Government anticipates awarding various fixed price Time & Material (T&M labor hour) Task

Orders from this BPA. Please provide a list of potential labor categories and associated prig
. " M ,--")

ADMINISTRATIVE DATA

es.

.‘..,.,,ﬂ....'.,

”H.Prlmary Point of Contact: W. Gezhard Pllcher x°(? ‘

Vice President & Senlor ‘Scientist

855—973-7673wext 707 (phone)

434—973 7875 (fax)

Gerhard@datamlnlnglab com

Alternate Point of Contact: - Jeff Deal

Vice President, Operations

434-227-5851 ext. 851 (phone)

434~973-7875 (fax)

deal@datamininglab, com




DOL-OIG Claimant Fraud Model

Prepared by Elder Research, Inc.

Sarah Will and Kris Hoover
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Business Problem . .
Department of Labor Office of the Inspector General (DOL-OIG) contracted with Elder Research, Inc.
{ERI} in FY 2013 to create a model to detect fraud in the Office of Workers’ Compensation Programs
(OWCP), specifically in the Federal Employee Clalms Act (FECA). The process of modeling the data should
highlight abnormalities in thg data that can be used to form the basis of future audits.

Defining Fraud
DOL-OIG provided a data set, called the!

This file contalns both claimant and provider cases. 'Thewser cases will be used to define
fraud for the modeling process.

Limitations '

The Ol file has both provider and claimant cases. Provider cases will not be used in this data analysis.

Provider cases will be removed by virtue of jolning the O} file with the Case Management file; the SSN of
the provider will not be found with an associated case in the Case Management file.

The casesin-the Ol file represent a many-to-many. situation. A claimant can have more than one

criminal, administrative, or civil action taken against them. A claimant can also have multiple medical
claims in FECA. Unfortunately, there is no way to know which particular case for a claimant led to the
criminal/administrative/civil action; only an SSN is available from the DOL-OIG investigation results, not

- a claim number. Thus, one result might match to many cases in thg'Case Management file. We will

discuss ways to limit this problem later on,
Criminal cases In the DOL-OIG FECA file have a number of different outcomes. They are’

*  DECL~ Declined ‘
o The prosecution declined to prosecute the case. This could be for any number of A
reasons, including a lack of evidence, or an excessive workload at the district court.
* CV-—Convicted ’ -
o The claimant was convicted. The exact charge is unknown.
* DS - Dismissed .
o The case was dismissed because there wasn’t enough evidence to make a decision.
*  PT-—Pre-trial
¢ AC~— Acquitted
o The claimant was found not guilty.

All cases will be considered fraud, regardless of the criminal outcome. After discussions with the team

_ that runs the case tracking system, it was decided that all cases should be considered fraud, because the _

Investigator belleved it ta be fraud. They want to be able to find cases simifar to these In the future. The
legal outcome was more likely a procedural side effect rather than a reflection of the merit of the case,




Administrative cases in the DOL-OIG FECA filg have a number of different referral outcomes. They are:

* Beneflt/Payments

* Cost Efficiencies

» Counseling

¢ Debarment/Suspension
‘e Declared Overpayment
Forfeitures Crim/Civ

) e
. R:c%a{i:s
* Resignati

. Restituttonn%/&v\

* Revocation/Denial —
*  Termination T
. Voluntary Restitution ) e

As with Criminal outcome codes, all Administrative outcomes will be considered fraud for the purpdse of

madeling.

Civil cases are all against providers, They will not be considered in this analysis.

Data Sets
Chargeback

Data owner: DOL. The amount being charged to an agency for a case that belongs to one of their
employees. Includes information from the Case Management file and summary information from the Bill

Pay and Compensation files,

Compensatmn
Data owner: DOL. Cases that receive payment for a FECA claim. Includes repeated payments and one-
time payments. Only includes active payments in a given time period.

Bill Pay
Data owner: DOL. Bill paid on behalf of DOL for a FECA case. Includes information about payment,
whether It be to a pharmacy, hospital, or physician.

Case Management
Data owner: DOL. FECA cases that have been reported to DOL. Includes all open and closed cases.

Of Case File
Data owner: DOL-OIG. FECA cases that have been investigated by DOL,




Data Audit ' —

A data audit was performed on Chargeback, Compensation, Bill Pay, and Case Management data. This
included learning about the data, transforming the raw text files into denormalized tables, examining
properties of the data, and much else. Here.are a number of the things that we learned about each of
the raw data sets:

Chargeback :

Chargeback Is provided in a fixed width format. The data has two record types, with different fixed
widths, in the same file: Summary Records and Detail Records, There Is a set of metadata rows
associated with both record types. The record type is differentiated by the field “Record Type.”

Chargeback data contains non-numeric characters as the last character in many of the numeric columns.
This Is an artifact from the way the data used to be stored in \ ese characters are a

1-to-1 replacement of a number. The conversion table is:

FRUSRERTY DU TS

Chargeback contains numeric currency fields that are not identified as such. This means that decimal
places for dollar values with cents are missing, Decimal places were added to the following flelds:

Compensation .
Compensation is provided in a fixed width format. The data has three record types, each with different
fixed widths, in the same file. The major redefine Is between Death Records, Temporary Disability
Records, and Scheduled Awards Records. The record type is determined by the variable “Pay Type.” 1




indicates Temporary Disability Records, 7 indicates Death Records, and 9 indicates Scheduled Award
Records.

Payee addresses are broken into either physical malling address columns or
‘Is found from characters from 114 to 128 if the records aré|
the columns are broken down into address information.

Since the data is fixed width, the column botindaries are outlined by a data dictionary. After data
inspection, it was discovered that there was one more byte of data than there should have been, as
indicated by the data dictionary. A conversation with the data owner confirmed this, and they are in the
process of correcting the data dictionary. The additlonal byte of data belongs to the final column in the
data, Cash Receipt,

It was discovered during the import process that some of the Compensation files were shorter In width -
than other files. We determined that expanded columns were inadvertently left off of the data extract.
We requested those additional columns from a subset of the months. We replaced the old extract files
with the new extract files.

me@Mmumﬂnmmﬂmmmmmmgamf

places for dollar values with cents are missing. Décimal.places were added to the following fields:




Bill Pay .

Bill Pay is provided in a fixed width format. The data has three record types on the same file: Provider
records, Hospital records, and Pharmacy records, The field breakdown is determined by the column
“provider Type:” F indicates a Pharmacy record, H indicates a Hospital record, and P indicates a
Physician record. There are also redefines in the data depending on whether the record is from before

or after 09/04/2003. Since all of our data is more recent than 2003, our record structure s set up to

assume the columns for post-2003 data.

Bill Pay contains humeric currency flelds that are not identified as such., This means that decimal places
for dollar values with cents are missing. Decimal places were added to the foilowing fields (the number
of decimal fields is indicated in parentheses):

Case Management :
Case Management is provided in a pipe delimited file. There are no redefines in the data. No issues with
the raw data were discovered during the audit process.




Through this process, we learned about the concept of Retired Cases, These are the equivalent of
historical cases. They were once active FECA cases, but have not received a payment
When that time passes, they are moved off of the Case Management file and into the Retired database.
While we could like to consider closed cases, we were told by the data owners that retired records were
structured very differently and would be very difficult to retrieve, We decided to move forward with
only cases that had been active recently and thus appear in the Case Management file.

Audit Files
Data audits were performed for all files mentioned above. Reports froth the audits are attached in the
appendix of this document. )

Data Analysis . . ‘

A big part of getting to know the data is to start asking questions. As an outsider without intimate
knowledge of the data or the business processes, we ask the data many questions. Some of these
questions are easfly answered through discussions with the subject matter experts. Other questions
might lead to discoveries in the data that were previously unknown. These can present potential

valnerablities-Inthe busihess process:

€ase Number Overlap
To begin with, we found the common variable (case number) on all of the tables, and compared how
often a specific case was found on each of the four files.




Unique Case Gase: n = 651,807
Number Analysis

Tofal Count of unique
Case Numbers: 855,563

Comp Biltpay:
n= 154,029 52 n=516,528

Bilipay and Comp Only:
& 198

Chargeback: n = 601,206

Figuvra 1. Unique Case Number Analysis

As you can see in Figure 1, there were a number of case numbers not represented on the Case
Management table. This was a concern that we brought to the attention of the data owners who
performed the extract, OWCP. They indicated that a filter removing ali short-form closure cases was
inadvertently left in place when the data was extracted for this project. They gave us a new extract of
the data. We performed the same analysis with the hew Case Management data. ‘
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Unique Case
Number Analysis
New Data:
(312TH3)

Taotal Count of unique
Case Numbers: 1,041,075

105,962

Billpay and Cemp Oniy:
. G e 1 '
Chargeback: n = 706,613 .

Figure 2. Update‘Unlque Case Number Analysis .

The data owners agreed that these new numbers made more sense. The lack of total.overlap was of
some concern. For example, that there were cases on Compensation, Chargeback, and Billpay that did
not appear on the Case Management file, This was explained by Retired cases. Cases are “retired” after
a certain timeframe of inactivity associated with the case. Since the Case Management file was
snapshotted after the Compensation, Billpay, and Chargeback files were extracted, it is possible those
discrepancies occurred because of the slight time difference.

Potential Audit Issues
Throughout the course of our data analysis, we noted what to us, as outsiders, seemed strange. Each of
these could be a potential audit. Examples are presented -below. These issues were presented in detall

during status update meetings, and are summarized here,

Case Mapagement

)
—faseand ChargebackOnle
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Pre-Modeﬁng

Winnowing Down the Modeling Dataset
Cases in the Case Management file were opened as long ago as 1940. This creates an issue of stale data.
We would like to include only recent cases, since the nature of OWCP has surely changed in the last

eight decades, but need a methodical way to do so. Luckily, this probably has been somewhat taken care

by the practice of removing Retired cases,

Additional considerations include payment. Since we are modelmg fraud with the goal of a monetary
loying agency, it would be important to only consider cases]
[This was accomplished by inner joining
data to the Case Management data on case number. Since we only
ata since FY 2009, thls will remove a number of cases from

"modeling consideration on the final analysis dataset.

Ancther consideration is undue weight given to a slngle
many FECA claims. A way to avoid this Is to only conside
recent case Is determined by the

f a claimant has more than one case with the

12




same date of injury, then the following tie breakers will be ysed:|! |

Another consideration is tof\?) \/ AE /At this point, whether or not a claim

continues is out of their hands, They cannot aciiQely be péfpetratlng fraud. So they will also be removed
from the analysis dataset,

After all of these modifications to the Case Management dataset, which originally had 949,457 records,
the new analysis dataset had 344,660 records.

Nen-Frand

As discussed earlier, some of the claims in the Case Management file are known to be fraudulent. We
need a co}wtrastlng label for-all other claims. In an ideal world, they would be known not fraud, meaning
they had been investigated or audited and had been determined to be not fraudulent. Unfortunately,
we do hot have marked non-fraud cases. Instead, we classifled all cases outside of the known fraud set
as “unknown.” From there, we winnowed down the cases In consideration, as outfined in the Creating a
Modeling Dataset section. Additionally, data mining techniques were performed to attempt to identify

———those cases mast likely to be non-fraud. That process is outlined in the Selecting Non-Fraud section.

Creating Variables ,

Many of the variables that were used for this data mining effort (such as injury type, injury nature,
rehabilitation indicator) are categorical variables with a large number of categaries. With our sparseness
of known fraud cases and the large number of categories, we needed to narrow down the categorles to
those that are most important. We started by looking at the categorical responses that were maost
common in each of the variables for the universe of cases. We then performed chi-square tests to
compare the frequency of these categories for fraud and non-fraud cases. This let us know the
categories where fraud cases have a statistically higher-than or lowes-than-expected ratlo of
occurrence. : '

nd

Two variables avallable about each claimant is| e
This was put forth as a possible

From this, we can determine

model variable.
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As can be seen in Figure 3, fraud cases tend to have

Injury Variables'

There-are five diﬁ‘eFeﬁHH}qu-V‘aF;abl

these variables have over 50 different possible categories. To include each category of each variable
would water down the model significantly. instead, we did analysis into the more prevalent categories
from each variable. We considered each category that had at least 1% of the data. From there, we did a
chi-square test for each variable, checking whether the category occurred statls.tically more often in
fraud cases than non-fraud cases. This led to the creation of four binary variables:

Rehaﬁ Indicator

One available variable Is whether or not a claimant is or was In rehabilitation for a specific injury. This
variable was condensed down — any valld value was considered an indication of rehab, while a missing
value was considered an indication of no rehab.

Number of Cases

This derived variable calculates the total humber of claims within the Case Management file bygi |
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Figure 4, Clalms In Case Management by

ICD-9 "

There Is a variable in the Case Management flle calle ! e description from the data

dictionary is {} lid valiies ate "Narrative, of ip to 6™
ICD-9 codes.” Typlcally, we like to work with the Primary Accepted Condition, We followed up with-the
data owners to find out if the codes were listed in any specific order. We received the following
response: “No, the codes aren't listed in any particular order and we don’t consider any one code-
‘primary’. All codes are the injuries that are accepted in the claim, so all have equal primécy."

*  72% of cases have one or more ICD-9s
* 31% of cases have two or more ICD-9s
.» 14% of cases have three or more ICD-9s
* 7% of cases have four or more ICD-9s
* 3% of cases have five or more ICD-9s

* 1% of cases have six ICD-9s

Unfortunately, thé model and visualization needs a primary ICD-9, and without an established hierarchy,
one had to be devised that was at least consistent among ali cases. We picked the first ICD-9 and

classified it as the Primary Accepted Condition,
Bill Reimbursement Percentage

Bills can either be paid directly to a provider, hospital, or pharimacy, or they can be relmbursed back to
the claimant. Claimants can perpetrate fraud by having bills reimbursed to themselves that they never
pald, One way to approach this Is to look at the percent of bills that a claimant had relmbursed, We

created this derived variable by dividing the number of reimbursed bills by the total number of bills paid. .

" Note that this formula Is blind to the monetary value of the bills.

Master and Subsidiary Cases




The Case Management file comes with two types of cases: independent cases and “dependent cases,

»

which are further broken down into two types: Master and Subsidiary. The following information was
found on a DOL website (http://www.dol.gov/owcp/dfec/regs/compliance/DFECfolio/FECA-

PT2/group5.htm) about when cases are classified as either dependent or independent:

¢. When to Double Cases, Cases should be doubled when correct adjudication of the issues
depends on frequent gross-reference between files, Cases meeting one of the following tests

must be doubled:

(1) A new injury case Is reported for an employee who previously filed an injury
claim for a similar condition or the same part of the body. For instance, a
claimant with an existing case for a back strain submits a new claim fora

herniated lumbar disc.

{2) Two or more separate injuries (not recurrences) have occurred on the same

date,

(3) Adiudication or other processing will require frequent reference to a case

- —which-does notinvelva a similar-condition-orthe samepartofthebody-for——— =

instance, an employee with an existing claim for carpal tunnel syﬁdrome files a
new claim for a mental condition which has overlapping periods of disability.

Based on these descriptions, we believe the subsidiary cases are different enough fromthe master case
that they should be treated, and thus modeled, separately. Thus, each individual record in the Case
Management file will be scored, regardiess of the DOL perception of assoclation between one or more

cases.

Date of Injury

Based on a chi-square analysis, we determined that injuries were reported to have accurred more often

A binary flag for both of these concepts will be added to the

analysis dataset. The analysis is shown below. In Figure 5 and Figure 6 the Day of the Week comparison

is broken down.
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Figore 5, Number of Clalms, by Day of the Waek, for Non-frand Cases ’
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Figure 6, Number of Clatms, by Day of the Week, for Fraud Cases
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Figure 7. Number of Claims, by Month of Injury, for Non-Fraud Cases
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2 3 4 5 8 7 8 81011 12
Month of injury
Figure 8. Numher of Claims, by Month of In]ury, for Fraud Cages

District

DOL has a humber of different districts, based on geographic

TS s sy

4
]

forhandling aclaim-We-determined-that Bistret\’
has a higher than expacted incidence leve! of fraug

Transportation Expenses

In Bill Pay data, there are expenses related to transportation. The Office of Audit recently conducted an
audit that focused on these payments and found that they were often unauthorized or extreme and did
e created a metric that

his variable became a new input

into the model.

Modeling Methodology

Overview of the Modeling Process

Modeling is a three-step process: training, validation, and testing, First, we build many models using
samples of the training data. This includes many types of mpdels, such as logistic regressions and
random forests, and many variations of those models. We continue to tune parameters for the model
bgsed on the Insights learned from the results of previous models. We use validation data to evaluate
how well a specific model with a certain set of tuned parameters works. Once we have a specific model
for each methedology, such as a logistic regression and random forest, we compare those model types
to each other usnng the  testing data, Analyzing how well those models perform against each other using
the testing data allows us to determine the final model that will be put into .production.

Selecting Non-Fraud
The modeling approach used to identify potential fraudulent cases within the DOL data was more
complex than a normal prediction model. A very low percentage of known fraud within the data
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prevented the usage of common methodology for identifying other fraud cases, This was caused by only
having 139 observations of known fraud within the data, compared to 405,228 cases that may or may
not be fraud. This means that 0.00034% of our analysis data set is truly fraud. It is extremely unlikely
that 0,.00034% is the true percentage of fraud cases within the data; therefore, some of the 405,228
cases whose fraud status Is unknown are likely to be fraud. It is critical to identify these cases that are
not classified as elther fraud or not fraud but are probably fraud. Iiecognizing these cases is crucial
because any models created from data where there are fraud cases classified as not fraud, would be
biased and provide inaccurate predictions. To overcome this ohstacle, a two-step modeling approach
was constructed to reduce the probability of classifying fraud cases as not fraud.

Before any of the modeling was started, 30% (41 observations) of the fraud cases were removed from
the list of fraud data and put into a testing data set. These 41 observations would be used at the very
end of the modeling process to identify how well the model works on data it has never seen before. This
process of splitting data into different subsets is known as data partitioning, Three subsets of the whole
dataset are created throughout the modeling process. These three subsets are training data, validation
data, and testing data. The tralning data is used to create many models using rhany combinations of
variables and technigues. Once the numerous models have been créated, they are then validated

" agalhst the validation datd Set” A particalar odal eould work very well against tralning data; however,

the algorithm might be extremely over fit to tralning data. That model would perform very poorly
against validation data, whereas models that do not suffer from over fitting will perform well against
validation data, From this validation of the models, a final model should be selected to use in
production. Once that mode! has been decided upon, the testing data is used to understand how
effectively the production model will perform on unseen data, This allows final calculations to be made

" on the predictive power and accuracy of the production model, Reference to these three data partitions

will be made iri the rest of the Modeling Methodology section as the three partitions are created,

Once the 41 observations were set aslde for model testing at the end of the modeling process, the two-
step modeling approach could be started. The first step in the two-step modeling approach is designed
to more accurately classify.the cases that currently are unknown according to whether they aré fraud or
not fraud. These particular cases are then ranked based upon their likelihood of fraud. This ranking wilt
not be exact, but will provide a more accurate representation of whether or hot each data point is
fraudulent. To create a ranked list of each unknown fraud observation, an initial logistic regression was
created. This model was constructed using all of the variables that were designated to be used in the
modeling process. Some of these variables are from the raw data, others are transformations of raw
data, and several are binary indicators. The list of variables is;
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All of these variables were used in a stepwise logistic regression model! that had an entry alpha level of
0.18 and allowed for second order interactions to be tested. For this initial model, all of the 98 (139
initial cases, minus the 41 held out for testing) remalning fraud cases were modeled against the 405,229
cases (one case could not be used due to a missing gender) whose fraud status was unknown. The
stepwise model ran for 20 iterations and identified the following variables as being important
predictors: '
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From this output, there are 18 parameters, aside from the intercept, that were used In the inltial model.
The importance of each parameter can.be noticed by the Wald Chi-Square value. Also, parameters that

have an “*' in their name are interaction parameters, This means that there s a relationship between
these two variables that, when used together, enhances the predictive power of the model. .

After the logistic regression model was created, all of the ohservations were scored using the model and

a probability of fraud was generated for each of the cases with an unknown fraud status. These scores

‘were then turned inta an ordered list, which was used to determine which cases can be classified as not

fraud. The determination of not fraud was made by the percentile of an observation’s score. With an

— assumed-response-ofnotfraud, accurate models could then be created to predict fraud in DOL data,

€reating Modeling Datasets

Before the second step of the two-step modeling approach could commence, a sample needed to be
taken from the knowri fraud cases and the list of unknown fraud cases to fully create the tralning,
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validation, and testing data sets. From the entire population of known fraud cases, 41 had already been
set aside from the very beginning for use in the testing data set and had no impact on the first step of
this methodology. The remaining 70% (98 observations), which were used in the first step of the
modeling process, needed to be split into training and validation data for the second step of the
modeling process. From these 98 data points, 71 were randomly sampled to be used in the trafning data
set and the remalning 27 were used for the validation data set. This resulted with a breakdown of 50%,
'20%, and 30% of known fraud cases into the training, validation, and testing data set, respectively.

The ordered list of unknown fraud observations then had to be sampled in order to complement the’
known fraud cases that had alréady been partitioned. First, observations to be put into the testing
partition were selected by randomly sampling from the ordered list of unknown fraud cases below the
5™ percentile mark. This means that, for the testing data set, the 5% of cases most likely to be fraud
were withheld and could riot be randomly selected to fall into the group selected as not fraud to
complement the fraud in the testing partition. The sth percentile cutoff is designed to mimic, in theory,
the amount of fraud historically found in datasets. Based upon past research, it has been shown that 5% i
of any data contalns fraud. Therefore, if the initial stepwise logistic regression served its purpose, the
top 5% of the data in the ranked list should be the fraudulent cases. Since there should be no in fraud in

“ tha subset we are tardatnly selecting to complement the known fraudin the testing partition; the gih
percentile barrier was used to theoretically prevent any fraud from being classified as not fraud. This will
not be completely accurate at preventing true fraud from being classified as not fraud, but this is
desirable because the purpose of the testing partition Is to mimic reality, and in real data, there will be
actual fraud that is being considered not fraud. 778 observations were randomly selected and )
considered not fraud. The count of 778 was derived so that when added to the 41 observations of
known fraud, the known fraud would be approximately 5% of the testing data set. Again, the 5% is the
theoretical percentage of fraud in a data set.

After a sample had béen taken from the ordered list of unknown fraud in order to complete the testing
data set, the list-had to be randomly sampled again to finish the creation of the training and validation
data sets, When creating the testing data set, a 5 percentile cutoff was used; for the tralning and
validation partition, a 15" percentile cutoff was used. The reasoning behind this is that it is important o -
be extremely accurate in the identification of not fraud cases for the training and validation components
of the model creation process, If there are fraud cases that have been diagnosed as not fraud in either
the training or validation partitions, there will be bias built into all of the created models and also in the
mode] that is put into production based upon the validation data. 512 observations were selected for

the validation partition, which results in a 5% rate of fraud when combined with the 27 known fraud
cases in the validation data set. The rest of the observations below the 15™ percentile were designated
for the training data set. Different types of predictive models can handle vast differences in the size of
the training data, and therefore, all remaining 343,231 obsetvations were assigned to the training

' . pértition.
Partition Total Size ] Fraud Count Not Fraud Count
Tralning: 343,302 71 343,231
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Validation 539 27 512
Testing 778 ' 41 819
Table 2. Total Cases used in each of the madeling datasets
- Models

After the data was properly partitioned, the secand stége of the two-step approach was able to begin,

" For this paft of the modeling methodology, 3 different algorithms were used to attempt to predict fraud.
The 3 different algorithms used were logistic regression, random forest, and neural network. The same
variables that were used in the initial model were also used for the loglstic regresslon, random forest,
and neural network, :

Logistic Regression

The logistic regression was created In SAS. First, we fed all variables mentioned above into the Ioglstic

regression. We ran this 500 times. We kept track of the variables selected in each iteratlon of the logistic

regression. From that list, we selected the variables that were selected in at least 50% of the models and
- always had scores of the same sign (L.e. always positive or always negative). We used these variables to

run the final logistic regression. The following varlables were selected:

This model performed very well in the out-of-sample data, as Is demonstrated in the ROC Curve figures

seen below, ROC (short for Receiver Operator Characteristics Curves) Curves are a common tool used to
evaluate models:
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A random forest model was alsc created to see how well it would stack up aéainst the competition. A
random forest model is a collection of decision trees that are ensembled together. Each individual tree
uses different variables and different observations, These variables and observations are both randomiy
selected from the training data, In total, there were 1,000 trees generated for the random forest, each
of them belng built from 50 fraud cases and 950 not fraud cases. :

Neural Network .

Lastly, a neural network was created using the training data. For the neural network, there needed to be
a defined set of not fraud obsetvations, Because of this, 1,349 observations were taken from the not
fraud training set-to be paired with the 71 known fraud observations in the training set. 71 was selected
to maximize the number of included fraud cases in the model. This caused the percentage of fraud to be
5% within the training data utilized for the neural network: The final Héiiral hétwork that wag déveloped
had a decay weight of 0.25 and contained 10 hidden layers.
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Scoring

All three of these models were then scored against the val.idation data to understand how effective they '

are in predicting fraud.

ROC Curve - Single Models - Validation
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Figure 10. Comparison of Thres Models' Performante on Validation Data

The measurement used to determine the effectiveness of the models is the area under the curve [AUC).
This value s calculated by figuring out the area below. the ROC curve. The ROC curve is a way to compare
true positive rate to false positive rate. In orderto compare the models together, the key idea to
understand is that the model with the highest AUC value is the more desirable model. A baseline all AUC
values can be compared to is an AUC of 0.5, which Is pure random asslgnment of fraud and not fraud.
Based upon the above graph, the random forest model performed the best, followed very closely by the
neural network. The logistic regression performed still performed well, but not as well as the other two
models. A few more plots to understand the effectiveness of each of these models are below.

The vertical line in these three plots is the cutoff between fraud and not fraud. Observations to the left
of the vertical line are known fraud cases; therefore a higher predicted value is desired, Observations to
the right of the vertical line are the not fraud cases and therefore would ideally have predicted values
that are close ta 0. This is another method to visually see how effective each of the three techniques is
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Ensembling . .
A way to improve model performance and to prevent overfitting is ensembling different modeling
techniques together., Since a logistic regression, a randqm forest, and a heural network were all effective
at predicting fraud based upon assessment statistics, the random forest was be ensembled with the
neural network Into a new model, and also all three were ensembled together. The ensembles were
created by averaging the probabilities (predicted values) of the ensembled models together. The

. accuracy of the two new ensembie models can be seen in the following plots.
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Figure 16. Predicted Scores for Ensembled Models on Validation Data

Based upon the AUC score for the new ensemble models, the random forest and neural network
ensemble performed better out of the two ensembles and also better'than any of the Individual models.

Model ) AUC (Validation Data)

Random Forest ©10.9324
Neural Network ) 0,9314
Logistic Regression . - 0.8961
Loglstic Regression + Random Forest + Neural Net | 0.9306
Random Forest + Neural Net 0.9371

Tahte 3, Model Perfarmance
Based on the performance of the random forest and heural network ensemble with the validation data,

this model was selected to be the model used in production to determine which cases are fraudulent.

‘Model Evaluation
After the final model was chosen, the model was evaluated against the testing dataset to identify the

model’s effectiveness against unseen ‘real world’ data. For comparison, all of the other potential models
were also assessed using the testing data; however, the ensemble of the random forest and neural
* network will be the mode! used in production, not any of the other models.
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Figure 18, ROC Curva for Ensembled Models on Testing Data
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Figure 19, Predicted Values for Random Forest on Testing Data
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Figure 21, Pradictad Vajues for Logistic Regression on Testing Data

NH RF LR - Testing

QL
=
oy

B o]

k]

o

e ~ _|

i (o ]
o
[an}
o
o

Data Point
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Flgura 23, Predicted Values for Ensembled Models on Testing Data

From the evaluation of the models against testing data, we see the AUC scores are slightly down for
each of the models. This Is due to using more realistic out of sample data. The training and validation
data sets were constructed below the 15" percentlle whereas the testing data set was constructed
below the 5t percentile, Thisidea can easily be visualized in the 5 plots contrasting fraud and not fraud
points to the left and right of the vertical line, respectively. In the validation plots, the not fraud side of
the plot had very few polnts that the models identified as potentially fraud, but now with the testing
plots, more points are recelving a higher percenf because the testing data has more points that are
similar to fraud. This goes back to the notion of the 15 percentile and 5th percentile cutoffs, This fact Is
also the cause of the drop in AUC, All of this was completely expected based upon the differing natures
of the two data sets,

Model . AUC (Testing Data)
Random Forest 0.8820
Neural Network 0.8639
Logistic Regression 0.8711
Loglstic Regression + Random Forest + Neural Net | 0.8842
| Random Eorest + Neural Net 0.8834

Table 4. Mode{ Performance on Testing Data

Another interesting outcome of the running all of the models against the testing dataset was that the
ensemble of the logistic regression, random forest, and neural network outperformed the ensemble of
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the random forest and neural network. The AUC difference between the 2 models is only 0.0008 and

" much of the data must be analyzed in order to identify the known fraud cases in 5% increments,

likely due to random chance, therefore there is no concern with the ensemble of the random forest and
neural network being put into production.

Once the ensemble mode! of the random forest and neural network was put into production, every

single case in the 549,457 observation data set was scored. This resulting score is the risk score that is

currently being visualized in RADR. Since the cases that are known fraud cases were also scored through ’
the model and put into RADR, it was possible to identify how much of the data would need to be

analyzed in order to identify any percentage of the known fraud cases, The following chart shows how

Percentage of fraud captured Percentage of data investigated

5% . 0.014%

10% ' 0.10%

15% ‘ 0.22%

20% : 0.36% :

25% ] 0.53% ,
30% : 0:73% e
35% 1,17% i

40% 1.68%

45% . ' . 2.20%

50% : 2.56% o
55% . 3.52% ] j
60% 4,44% i

65% - [ 5.38% L
70% . - 6.29% X |

75% . 7.74% L

80% - o4m% P

85% ‘ 13.24% ‘

90% 21.29%

95% 70.03%

100% ' 96.51%

Table 5. Percentage of Fraud Captured in relation to Percentage of Data Covered
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DOL-OIG Data Mining

- Results, Evaluations, and Next Steps

ELDER RESEARCH inc,

DATA MINING & PREDICTIVE ANALYTICS




.....

Data Mining

Project

» Healthcare Claimant (FECA) Data Mining

* Linking of four disparate ¢
analysis of 900,000+ FECA

* Five Deliverables

ata sources for

Cases

— Healthcare Claimant Risk Model

— RADR

— InSight |
- —Risk Mo_del Documentation

— Program Analysis |

Introduction ¢ Deliverables Program Strategy ¢ Program Growth * Benefits
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Data Analysis

 Uncovers previously unseen patterns or
insights from the data

‘“ * S4.5M in potential improper payments found
from 1,750 cases labeled “medical only” still
© receiving compensation |
~« |dentifies data anomalies that highlight
‘potentially weak, non-existent controls

Introduction © Deliverables ®* Program Strategy * Program Growth ¢ Benefits A




"« Produces a risk score that

Claimant Risk lVIod'e

— Data Mining

 Analysis of past data patterns and behaviors

to predict future outcomes

magnitude and relativity

indicates risk

e Examines many types of compliance concerns,

not just focused on a part
claim o

Introduction = Deliverables ® Program Strate

icular aspect of the

gy ® Program Growth ® Beﬁefits
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Claimant Risk I\/lode

subset

+ Tested three types of moc
— Logistic Regression
— Neural Network:
— Random Forest

. Modeled on 29 vanables cand 400,000 case

els

. Best performance came from an Ensembled

Neural Network and Ranc

Introduction © Deliverables » Program Strate

om Forest Model

oy ® Program Growth ¢ Beneﬁfcs

-.-Data I\/Iining'
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| Claimant Risk Model — Data Mining

— ' Cumulative Captured - Response Curve
' 100%

90%

80%

70%

60%

50%

40%

Percent of Risk Captured

30%

20% 4

10% 49

0% - - -
0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00% 70.00% 80.00% 90.00%  100.00%
Percent of Cases InEpected

Introduction » Deliverables ¢ Program Strategy © Program Growth * Benefits
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RADR

Claim-level data visualizat
Risk indicator and profile
Customizable

Expandable beyond Healt

Intreduction * Deliverables ® Program Sirate

LS

1oNn

ncare Claimant Risk

gy ¢ Program Growth ¢ Benefits




[ radr/healthcare

NS

¥ OTHER FILTERS

pui )

gl future cost BR vaung

R A1 o A AT ST ST 3 KM s IR ot

EADR 2.2.11 (Builg

£ MAP | EGENT

howing top SOU
izkizst malching te

 Claimant Home |

Address .
Motz 2 hiddan duc

. HMarkers onlored by
Ciase risk score
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iEstimated fiture
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Proj. Value Status
$0.00  MC

L 3t] Age Est Future Cost

46 $329,247.00

Proj. value Status
$312,455.000 MC

L ¥Y Age Est. Future Cost

EXYA Age Est Future Cost
59 $371,381.06

349.00

L2163l Age Est. Future Cost
$109,836.00

Proj. Value Status
$0.00 L5

Pro]. Value Status
$347,984.00 PW

Prof. Value Status:

$465,079.00 PR,

Proj. Valu

§295,965

Prof. Valoe Stal

$102,806.00 MC

Proj. Value

$0.00 DR
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Audit trail

_ InSigh:

Data fusion

Data querying and drllldO\)vn

— Comparison of any field to
— Compute totals for subsets

Introduction ® Deliverables ® Program Strateg

any other field
of data
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Ag

IRt

Cdse:

’ iz
21 &20 and under

135651

108848/

206218;

41 to 50

241 to 45

41
42
43
44
45

2§ #46to50 .
151 to 60

301215}
139462

30183,

161753]

26161
}
)

262998,

@61 to 70

1 #71 and over

FUnknown

GrandT

Introduction # Deliverables ® Program Strategy » Program Growth ¢ Benefits
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9 Levels of Analytics

1 - Standard Reporting

5 — Statistical Analysis

Predictive Techniques:
7 — Predictive Modeling

Descriptive Techniques:

6 — Clustering (Unsupervised Learning)

'8 — Optimization & Simulation
[ 9 — Next Generation Analytics — Text Minin

2 — Custom Reporting or “Slicing and Dicing” the Data (Excel)
3 — Queries/drilldowns (SQL, OLAP) |
4 — Dashboards/alerts (Business Intelligence)

& Link Analysis

introduction e Deliverables » Program Strate$y ® Prograrh Growth ° Benefits
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Data Analysis vs. Data Mining

Data Analysis

Data Mining

Having a human formulate -
guestions and using the data
to help answer them.

Using t

to figur

should

you answer them

he computer and data
e out what questions
be asked, and helping -

~*» Data Mining is a methodical
multitude of data analyses

combination of a -

* The computer takes away the trial and error that

a human would havetogot

* Allows for a multi-faceted a
underlying data instead of individual analyses

Infroduction ¢ Deliverables ® Program Sfrategy * Program Growth ¢ Benefits

hrough
oproach to the
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Skillset for Data Mining

* Unique q_uantitative skills from Mathematics,
Statistics, Engineering, and Computer Science

e New advanced degree programs emerged to
supplement on-the-job training |

* Understanding advanced data mining |
‘algorithms and complex data mining software

Introduction * Deliverables Program Strategy . Program Growth ¢ Benefits 17




'Putting The Suite to Work

." Claimant Risk Model - gain knc)v_vledge to
direct the efforts towards finding program
issues and identifying specific instances of risk

* RADR - view attributes of risky claimants

¢ InSight - follow Up with and zoom in on
~ program issues that have been identified

Introduction = Deliverables ® Program Strategy ® Program Growth ¢ Benefits 18




““““

Ol as an Audit Customer

* Share tools, knowledge, and leads

* RADR and InSight can make communication
between multiple teams easier

© « Decreases investigator reliance on tips and
increases overall agency ROl |

.....

“ ' Introduction « Deliverables ® Program Strategy ® Program Growth * Benefits 19
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Program Str'ategy "

IT Audit team oversaw
the Data Mining project
for the benefit of the
OWCP Audit team

Group has positioned
itself to help additional
teams and program
areas increase their
impact by adopting
data mining techniques

20
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Lessons Learned

« The process of data analysis in a new project
almost always uncovers new insights

* SME réview and participation

 Maximum benefit comes from experimenting
with tools throughout auditor workflow

introduction e Deliverabies ® Program Strategy * Program Growth ¢ Benefits 1




‘What other models

could be created?

*What other teams
could benefit from
analytics support?

eEvaluate if the
model and the
tools-are right for
the mission

eFocus on one
. areawitha
well-defined
business need

Introduction < Deliverables ® Program Strateg

lytics Team

méﬁ';w € and
co‘ﬁt*hue to add
enhancements

" eCreate a data
management plan

+Disseminate models
and software to end-
users

y ® Program Growth ® Benefits
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Benefits

* Knowledge Sharing
* Visibility over Controls
~* Increased Performance

Introduction ® Deliverables ¢ Program Strateg

¥ ° Program Growth ® Benefits
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Agency

e DOL has 72 major lnformatlon systems (and
even more databases)

. Analytics critical to help the 140 audltors
tackle these information systems

Introduction ¢ Deliverables » Program Strategy ¢ Program Growth * Benefits
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| Expectations

' How Do You Fill

Introduction ¢ Deliverables # Program Sirateg

" Resources

4' ”Ahvalytics‘.‘

y ° Program Growth ¢ Benefits
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