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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE

ALEXANDRIA, VIRGINIA 22350-1500

April 27, 2017
Ref: 12-00334-F (FOIA-2012-00267)

SENT VIA EMAIL

This is in response to your Freedom of Information Act (FOIA) request for a copy of the
1996 Joint Inspection of the National Reconnaissance Office, Commissioned by DCI and
SECDEF, conducted by the CIA and DoD Office of Inspector General. We received your
request on February 12, 2012, and assigned it case number 12-00334-F (FOIA-2012-00267).

The Oftice of the Deputy Inspector General for Intelligence & Special Program
Assessments conducted a search and located the enclosed report. The Central Intelligence
Agency, National Reconnaissance Office and the Office of Secretary of Defense reviewed the
report and determined that certain portions are exempt from release pursuant to the following

exemptions:

e 5U.S.C. §552 (b)(1), which pertains to information that is currently and properly
classified pursuant to Executive Order 13526, under the following sections:

e 1.4(c), intelligence activities (including covert action), intelligence sources
or methods, or cryptology;

e 3.3(1) reveal the identity of a confidential human source, a human
intelligence source, a relationship with an intelligence or security service
of a foreign government or international organization, or a nonhuman
intelligence source; or impair the effectiveness of an intelligence method
currently in use, available for use, or under development;

e 5U.S.C. §552(b)3), when information is specifically exempted by statute, in this

case:
e 10U.S.C. 424, organizational and personnel information for DIA,
NRO and NGA;
o C(Central Intelligence Agency Act of 1949, 40 U.S.C. 403g, as
amended;

e Section 6 of 102A(1)(1) of the National Security Act of 1947, as
amended;
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e 5US.C §552(b)(5), inter-agency or intra-agency memorandums or letters that
would not be available by law to a party other than an agency in litigation with the
agency, provided that the deliberative process privilege shall not apply to records
25 years or more before the date on which the records were requested,

e 5US.C. §552(b)(6), applies to information, which, if released would constitute a
clearly unwarranted invasion the personal privacy of individuals.

The documents will be sent to you via the Safe Access File Exchange (SAFE) website
that is maintained by the United States Army. You will receive a notification from the email
address: No-Reply@amrdec.army.mil, with the subject line: AMRDEC Safe Access File
Exchange Delivery Notice. Please DO NOT delete the email. Follow the instructions provided
in the email to download the responsive documents. If you do not receive an email from
AMRDEC in your regular email inbox, within 30 minutes of receiving our email, please check
your spam and/or junk folder. Additionally, if you are using an operating system other than
Microsoft Windows, and a web browser other than Internet Explorer, you may have problems
opening the document. If any of the above occurs, please contact us, and we can send via a
different method.

If you consider this an adverse determination, you may appeal. Your appeal, if any,
should clearly identify the determination that is being appealed, and it should reference the FOIA
tracking number above. Send your appeal to DoD OIG, ATTN: FOIA Appellate Authority,
Suite 10B24, 4800 Mark Center Drive, Alexandria, VA 22350-1500. We recommend that your
appeal and its envelope both bear the notation “Freedom of Information Act Appeal.” For more
information on appellate matters and procedures, please reference 32 C.F.R. Sec. 286.9(¢) and
286.11(a).

You may seek dispute resolution services and assistance with your request from the DoD
OIG FOIA Public Liaison Officer at 703-604-9785, or the Office of Government Information
Services (OGIS) at 877-684-6448, ogis@nara.gov, or https://ogis.archives.gov/. You may also
contact OGIS via regular mail at National Archives and Records Administration Office of
Government Information Services, 8601 Adelphi Road — OGIS, College Park, MD 20740-6001.
Please note that OGIS mediates disputes between FOIA requesters and Federal agencies as a
non-exclusive alternative to litigation. However, OGIS does not have the authority to mediate
requests made under the Privacy Act of 1974 (request to access one’s own records. )
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If you have any questions regarding this matter, please contact Joseph Kasper at 703-
604-9775 or via email to foiarequests@dodig.mil.

Enclosure(s):
As stated

Sincerely,

Y ek

Mark Dorgan
Division Chief
FOIA, Privacy and Civil Liberties Office
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23 July 1986

MEMORANDUM FOR DIRECTOR, NATIONAL RECONNAISSANCE OFFICE
DIRECTOR, ADMINISTRATION AND MANAGEMENT,
OFFICE OF THE SECRETARY OF DEFENSE

SUBJECT: Final Report on the Inspection of the National Reconnaissance Office (Report
No. 96-014) (U)

: (U) This is the final report on the inspection of the National Reconnaissance Office
(NRO) conducted jointly by the Inspectors General, Department of Defense (DoD) and Central
Intelligence Agency (CIA). The goal of this inspection was to evaluate the efficiency and
effectiveness of the management processes used by the NRO.

(U) The NRO management responded to our findings and recommendations in positive
and constructive terms. Their comments on the draft of this report were considered and are
reflected in the final report.

(U) We appreciate the efforts extended by the Director, NRO, and his staff in
responding to the draft report. Management's comments appropriately addressed most of the
fmdings and recommendations. Further response is required on Recommendations 1, 12, 13,
18, 22, 23, 25, 27, 33, 35, and 37. Director, NRO, action on Recommendation 4 is deferred
until after receipt of an Office of General Counsel, DoD, response, expected by October 1
1996. At that time, the DoD/IG and CIA/IG will assess the response and determine what
actions are required.

(U) Please forward your responses to the above recommengdations within 30 days of

receipt of this report to the Assistant Inspector General for Policy and Oversight, Inspector
Generzl, DoD, 400 Army Navy Drive, Arlington, Virginia 22202-2884.

(U) We appreciate the courtesies extended to the inspection team. If you need
additional information regarding the report, please conmgm.
Intelligence Review Directorate, Office of the Assistant Inspector General for Policy an

Oversight, Inspector General, DoD, at (703) 604-8873. DSN 664-8873, W

Office of the Inspector General LS TR (D) (1)(c) (bX(3)

—

b}(1)(c) (b)(3) 10 USC 424 (b)(5)

eAericK P. Eleapor Hill
Inspector General Inspector General
Central Intelligence Agency Department of Defense
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Under Secretary of Defense for Acquisition and Technology
Under Secrctary of Defense (Comptroller/Chief Financial Officer)
Assistant Secretary of Defense (Command, Control, Communications,
and Intelligence) '

Deputy Undersecretary of Defense for Space

Gencral Counscl of the Department of Detfense

Assistant to the Secretary of Defense for Intelligence Oversight
Director, National Security Agency

Inspector General, Department of the Army

Inspector General, Department of the Navy

Inspector General, Department of the Air Force

Inspector General, National Reconnaissance Oftice

Inspector General, National Sccurity Agency

Director of Central Intelligence

Deputy Director of Central Intelligence

Chief of Staff, Central Intelligence Agency
Executive Director, Central Intelligence Agency
Deputy Director for Science and Technology, Central
Intelligence Agency

Comptroller, Central Intelligence Agency

General Counsel, Central Intellipence Agenc
DI (TuinA(D)(1)(c) (b)(3) 10 USC 424 (b)(5) , Deputy Director
for Science and Technology, Central Intellipence Agency

Executive Director, Intelligence Community Affairs

Chairman, Committee on Armed Services. United States Senate
Ranking Minority Member, Committee on Armed Services, United
States Senate

Chairman, Committee on Appropriations, United States Senate
Ranking Minority Member, Committee on Appropriations, United
States Senate

Chairman, Select Committee on Intelligence, United States Senate
Vice Chairman, Select Committee on Intclligence, United States
Senate

. Chairman, Committee on National Security, House of
Representatives
Ranking Minority Member, Committee on National Security, House of
Representatives

Chairman, Committee on Appropriations, Housc of

Representatives

Ranking Minority Member, Committee on Appropriations, House of
Representatives
- Chairman. Permanent Select Committee on Intelligence, House of
Representatives
Ranking Minority Member, Permanent Sclect Committee on
Intelligence, House of Representatives
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EXECUTIVE SUMMARY

EXECUTIVE SUMMARY (U)

(U) INSPECTION (U) The Inspectors General, Department of Detense and
GOAL AND Central Intelligence Agency. conducted a joint inspection of the
OBJECTIVES National Reconnaissance Office (NRO) from October through

December 1995. The goal of the inspection was to determine the
efficiency and cffectiveness of the processes and mechanisms uscd
t0 manage and administer NRO resources and administrative
programs. The objectives were to: evaluate the authoritics and
delegations of thc NRO and oversight organizations: cvaluate the
processes uwscd to identify mission requircments and plan and
organize resources for them: cvaluate internal administrative and
management programs: and, evaluate intemal management
oversight processes.

(U) METHODOLOGY &3 The inspection tcam conducted interviews and collected

data at the NRO hcadguarters facilitics in the SSINEEIEIN=E
OSD - (b)(1) EC 13526 Section 3.3(1) Also. the team scnt
surveys to 10(k) NRO employees covering topics such as: mission
and organization; supervision, management, and lcadcrship: and
personnel issucs. The inspection tcam conducted interviews and
gathered data from the organizations which contribute personnel to
the NRO and surveyed NRQO customers and product users, Finally.
the inspection tcam intervicwed personnel at organizations having
oversight responsibilitics for the NRO,

(U) SYNOPSIS (U If a single phrase could capture the ethos of the NRO as we
tound it, it would be: "It's the mission that's important.” The
employees. management, and leadership of the NRO muintain a
singular focus on the mission of dcveclopment and opcration of
satellite rcconnaissance systems. The NRO continues to transition
from a federation of geographically separatcd. sometimes
competing. program offices--each with a distinct culture and way
of doing business--to an organization which has consolidated
programs. a more cohesive work force. and a central hecadquarters

facility,
(U) EFFECTIVE (Uy The team found the NRO is particularly ctfective in
PROCESSES management of processcs directly related to the development and

operation of satcllitc rcconnaissance systems. their core business,
We found other effective processes: mechanisms and tools to
oversec satcllite systems development: mechanisms to determine
and prioritize mission requircments; and procedures 1o acquire and
manage automated information and communication systems.

(U) AREAS NEEDING o884 In contrast. the tcam judged senior NRO officials to
SENIOR be lax in the management of the support and administrative
MANAGEMENT infrastructurc. In these areas. policies and procedures arc not well
ATTENTION defined or communicated to employees. and employees arc

uncertain of their roles and responsibilitiecs.  The tecam

Hardle Vio BYEMAN-FALENT KREYHOLE Conwrel Chanmels Jointly
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(Uy AUTHORITIES
AND DELEGATIONS

(U) MAJOR
INADEQUACIES

(U) Property
Accountability

(U) Oversight

(L") Infrastructure
Support Monitoring

(L) Civilian
Personnel System

acknowledges the NRO management faces a challeage to balanee
mission focus with reasonable  atiention to  oversight  of
administrative and support tunctions.

=OH6» The authoritics and delegations for the NRO. the
organizations providing support. and the organizations providing
oversight, do not facilitate offective mission accomplishment, The
charier documents are written in vague and general terms and
contain five speeific weaknesses. Specifically. the tollowing points
arc not adequately detined:

- Responsibilities of the SECDEF. DCI. or DNRO:
- The DNRO's chain-of-command:

- Relationships between the NRO and the present external
oversight structurc,

- The organizational status of the NRO: and
- The DNRO's administrative authoritics,

GQLG) While senior management of the NRO vicws these
weaknesses as opportunitics, allowing for flexibility and avoiding
burcaucratic constraints, thcy also contribute to conflicting,
inconsistent, and inadequate policics and direction.

(e We found four arcas with major inadequacics. First,
the NRO docs not have adequate processes and mechanisms 10
account for property. While the NRO maintains well established
procedures for reguisition and approval of logistical needs through
both povermment and commercial sources. the NRO does not have
a propenty accountability program.

eYO) Sccond, we found the former NRO Inspector General
did not provide ctfective oversight of the organization. The former
DNRO lacked confidence in the Inspector General to provide
balance between ctffective oversight and  the imposition of
perceived additional  burdensome  proccdures.  The  Inspector
General did not fullv utilize the staft and did not consistently
follow-up to ensurc audit and inspection recommendations were
implemented.

(O Third. while the NRO maintains excellent processes
to monitor direct mission related activities, they do not have
cquivalent monitoring mechanisms or performance meusurement
indicators for the infrastructure support tunctions. We tound the
Internal Management Control Program is not fully implemented
duec to a lack of commitment to a standardized program,
incomplete training. non-standard vulnerability assessments, and
inwdequate documentation.

POEe) Fourth. while we found the NRO has techaically
adequate  processes. mechanisms and  management  svstems [0

Handle Vin BYEMAN-TALENT KEYHOLE Coquel Channe ls Jointdy
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EXECUTIVE SUMMARY

support civilian personncl, the multipic civilian personncl systems
uscd do not support the NRO goal of a consolidatcd. cohesive
work ftorce. We judge a single civilian personnel system.
implemented over a period of a few years. would support this
organizationa! goal in the long term. Currently. no memoranda of
agrecment exist between the NRO and the agencics providing
personncl services to define responsibilitics.  Further. the NRO
internal reassignment process is inadequate because of the inherent
disparity of Lonmdermw DoD rank-in-position candidates and CIA
rank-in-person candidates for the same positions. Differences in
promotions and awards. whilc technically managed in accordance
with parent organization regulations. do not contributc to i
consolidated. cohesive work force.

(U) NOTABLE (P In addition to the four areas with major inadequacics

INADEQUACIES noted above. the team found notable inadequacics in three other
areas.

(U) Security @) First, while the NRO maintains adequate processes to

manage sccurity requirements, the NRO needs significant
improvement in providing basic sccurity policy guidance. We
found confusion about the currency and applicability of the

NRQO/NRP  Direct regarding  security. [SEINEN()IGR=e
OSD - (b)(1) EO 5o Botton s 3(1)

their knowledge and use of sccurity classification requircments.
The well-trained and motivated sccurity personnel. with their
supcrior abilities and wealth of security experience. make the
system work despite the noted deficiencies.

(U) EEO : Second. the NRO does not maintain an Equal Employment
Opportunity (EEQ) program in accordance with DoD Directives.
The NRO relics on the parent organizations of the personnel to
fulfill these responsibilities. ‘The NRO does not have a Director of
EEO to bring discrimination and harassment issucs to the attention
of scnior management nor diversity managers to publicize the
contributions of minorities. We judge NRO cmployces do not
have ready access to the required full range of EEO support.

(U) Manpower =@ Third. the NRO does not have an adequate manpower

Requirements requirements process. We found the NRO lacks a well defined and
documented process to determine, validate, and manage manpowcer
nccds. The NRO relies on an informal. undocumented system
where scnior management groups periodically address manpower
needs and request adjustments through the DNRO.

(U) AREAS NEEDING (M) There were scveral greas in which we found the NRO

IMPROVEMENT overall had adequate processes in place. but there were some
inadequacies of note. These include the contract management
process and the military manpowcr management process.

&) The contracts management system maintains  overall
adequate processes and mechanisms to monitor and manage its
contracts with the exception of: certifying funding documentation:

iii
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payment and invoicing pracedures for cost reimbursement
contracts:  definition  of  Contracting  Ofticer's  Technical
Representative responsibilitics: and  procedures for monitoring
some aspects of the operations and maintenance contracior for the
hcadquarters facilities. In addition. the NRO currently contends
with three disparate contracting systems and is developing a single
NRO Acyuisition Manual.

“#&W8) There are technically adequate processes to support
military personncl and mect the needs of the NRO. Like civilian
personnel management. the NRO military personnel management
system would benefit by establishing or updating memoranda of
agreement  with the Services to clearly identity roles and
responsibilities of the Military Services and the NRO.  The
military personncl management system necds a process to monitor
the suppon provided by both NRO and the parent Military Service,

v

+. -
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INTRODUCTION (U)

BACKGROUND (U)

(U) MISSION (U) The mission of the National Reconnaissance Office (NRO)
is to cnsure the United States has the wechnology and saccllite
reconnaissance systems necded to acquire superior intelligence in
war and peace. The NRO accomplishes this mission through
devclopment. acquisition. and operation of spuccborne  data
collection systems. The NRO supports the monitoring of arms’
agreements, indications and waming, and the planning and conduct
of military operations.

(U) Historical (U) The NRO traces its origins to the late 1950s. In [YSS. the

Background National Sccurity Council (NSC) issued a memorandum directing
the Department of Decfense (DoD) to develop an opcrational
rcconnaissance  satellite to  augment the  existing  aircraft
rceconnaissance program. In 1960, the U.S. succeesstully launched
its first imagery and signals intelligence satellites. That same year
thc Reconnaissance Satellite Propram was created under the
Secretury of Detensc (SECDEF),

@eedes The Reconnaissance Satcllite Program became the
NRO in 1961. A series of DoD and Central Intelligence Agency
(CIA) agreements between 1961 and 1963 further defined the
NRO. The agreements intended a consolidated program to
develop and operate satellite and air vehicke projects for
intclligence, geodesy and mapping. photography. and clectronic
signal collection.  The Director of the NRO (DNRQO) wus
designated the manager of the National Reconnaissance Program
(NRP). the singie national program to meet consumer intelligence
and operations support necds through satellite reconnaissance,
DoD Dircctive TS-5105.23. "National Reconnaissance Ottice”. 27
March 1964, scrves as the DoD chartering document and
designates the NRO as an operating agency within the DoD.

(U) Evolution of the
NRO

: 0sC
competitive practices Ied to examinations of the NRO business
practices by both intemmal and external groups.

n ]
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INTRODUCTION

(U) STRUCTURE

(U) In 1989, based on rccommendations tfrom the NRO-
chartered Geiger/Kelly Study, the DNRO. SECDEF. and DCI
agreed to initiate an NRO reorganization, Key elements of the
study included:

- Creation of the National Reconnaissance Review Board to
advise the SECDEF. DCI and DNROQO:

- Establishment of a Plans and Analysis Office:

- Crcation of thc Dcputy Dircctor for Military Support
position: and,

- Initiation of collocation activities for NRO clements.

(U) In March 1992, the DCI formed a panel led by Robent
Fuhrman to assess the NRO structure. management mcthodology.
and ability to respond to Intelligence Community nceds. In mid-
1992 the DNRO, in coordination with the DCI. SECDEF. and the
President, implemented key recommendations of the Fuhrman
Panel. Changes included consolidation of Air Force Program A,
CIA Program B, and Navy Program C into the IMINT and SIGINT
Dircctorates.

(U) This report discusses historically significant information in
the section on authorities and delegations. Additional information
on the historical development and a bibliography of sources can be
found in Appendix B and Appendix C. respectively.

(U} The SECDEF., in concert with the DCI, is responsible for
the management and operation of the NRO. The SECDEF. with
the concurrcnce of the DCL, appoints the DNRO. The DNRO is
program manager tor the NRP and reports directly to the SECDEF.

{U) The DCI responsibilities include the following:
(b)(3) 10 USC 424

Approves. in concert with the SECDEF. the NRP budget:
Provides security policy guidance for the NRP: and.

- QGuides and panticipates in thc formulation of thc NRP
through thc DNRO.

(U) The NRO organization consists of three line dircetorates,
opcrational offices. and scveral supporting offices and statts
operating under the dircetion and management of the DNRO. the
Deputy Director of the NRO, and the Deputy Director for Military
Support.  The chart below illustrates the NRO organization
structurc.,
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(U) INSPECTION
GOAL

(U) INSPECTION
OBJECTIVES

(U) INSPECTION
METHODOLOGY

NRO ORGANIZATION

Director
Deputy Direclor

Assos, Oep. Dis, tor Aesource Depuly Diractor for
Oversight & Management Military Suppont

Chinfal Statt

ONice of Management J  Flans and
Syslams Services and Analysis
Applications Opetations Ottice

Space Systems Acquisition & Communications Sysiems ‘imagery Systems Acquisition &
Oparations Direclarale Acquisilion & Opetalions Direclorale Operations Direclosale

Er=4 1

(U) The goal of the joint DoD-CIA inspection was to
determine the efficiency and effectiveness of the processes and
mechanisms used to manage and administer NRO resources and
internal management and administrative programs. The scope of
the inspection was an organizational management inspection of the
NRO. Specifically, the inspection objectives were to:

- Evaluate the adequacy of the authorities and delegations of
the NRO. the organizations providing support. and the
organizations providing oversight to facilitate mission
accomplishment.

- Evaiuate the adequacy of the processes and mechanisms
used to identify mission requirements. and to plan and
organize resources to meet those requirements:

- Evaluate the adequacy of the NRO internal administrative
and support programs: and.

- Evaluate the adequacy of the NRO internal management
oversight processes and mechanisms.

=SHE) To achieve an independent. comprehensive, and
objective assesstnent of the NRO. inspectors received bricfings
from the Deputy Director and senior officials of ¢uch functional
area of the organization on NRO structure, policies and
procedures. and roles and responsibilities, Inspectors sent surveys
to 1000 NRO personnel on a wide range of issues with
approximately 650 being retumed. Numerous personnel requested
interviews or made additional comments on the survey tforms.

Handlz Yia BYEMAN-TALENT KEYHOLE Conuol Cnannels Jormly
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Inspectors collected and reviewed documcntation covering ull
tfunctional arcas and comparcd the guiding directives to NRO
policies and procedures as well as to what they saw being done.
Further. inspectors conducted interviews at all levels of the
organization to gain un appreciation tor the perspective ot the
personnel. thc tasks they perform. and the guidance they use.
Inspectors comparcd interview  resubts with the  documented
sources of policy and procedure.

==&E®) This inspection was initially intended to inciude
portions on budget and financial management.  Because the
Congressionally mandated audit report of the torward funding
issue will include these topics. we will not address them in this
report.

Handbe Via BYEMAN-TALENT KEYH{H.E Control Channels Jomtly
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GENERAL ASSESSMENT

GENERAL ASSESSMENT (U)

(U) SYNOPSIS (U) It a single phrase could capture the cthos of the NRO as we
found it. it would be: "It's the mission that's important.” 1t is a
tribute to the dedication and skills of the employees of the NRO
that they continuc to focus on the development and operation of
satcllite reconnaissance  systems  collecting  data of  critical
importance to the country's leadership while major changes in the
nation's intelligence prioritics are taking place. The NRO. no
longer an organization whose existence is  classified, has
maintained its mission.

(U) SYSTEMS =FOEE Management oversight of satellite development and
DEVELOPMENT operations processcs represent the strengths of the NRO.  The
OVERSIGHT NRO management maintains control processes and mcchanisms

directed at assuring collection systems are designed and built to
mect intellipence requirements. These complex and interrclated
processes include oversight by senior management of systems
design. documentation, scheduling. contractons' achievements, and
componcnt interfaces.

&@lie) The NRO's continucd mission focus is admirablc in
light of its own ongoing transition since 1992, from a federation of
gcographically separated, sometimes competing, program oftices -
cach with a distinct culture and way of doing business - 10 an
organization which has consolidated programs, a more cohesive
work torce. and a ceatral headquarters facility,

(U) PRIMARY (FeW&% Onc challenge facing NRO management in a post cold
CHALLENGE war environment involves balancing mission focus with reasonable

attention to oversight of administrative and support functions. We
found a lack of appropriztec management atiention to these latter
arcas, As a result, the NRO is deficient in meeting standards
cstablished by the DoD. DCI. or their own NRO directives in:
property accountability; sccurity policy guidance: manpower
management; NRO/IG inspection and audit compliance: Equal
Emplovment  Opportunity  (BEO) compliance:  and  intemnal
managcment control program implementation,

(L) CHARTER (PO The team identified ambiguitics in the DoD and DCI
AMBIGUITIES & charter documentation defining the authorities of the NRO in the
IMPACT arcas of procurement and civilian personnel management. We

could not guantity adverse impact on the effectiveness ot the NRO
in accomplishing its mission in the past due to charter document
indequacics.  However. a new set of charter documents that
clearlv  and  completely  defined  current  responsibilities,
relationships. and authoritics would help resolve  transitional
problems and promote continucd effective and cfficicnt mission
gcecomplishment.
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GENERAL ASSESSMENT

(L) WORKFORCE
ISSUES

(1) RELATION TO
NEW
ORGANIZATIONS

=& The NRO management maintains the goal of
achicving a cohesive. consolidated work force,  The current
personne] management structure inhibits cohesiveness. and brings
forth cmplovee opinions of untfaimess in salaries. promotions.
awards, and assignments. We question whether the NRO goul is
attainable wnder current SECDEF and DCI agrcemcents and
directives which reguire the NRO to be stafted trom the CIA and
DoD agencies. The attainment of @ consolidiuted. cohesive NRO
work force would be facilitated by a single civilian personnel
system. implemented over & period of several vears, This would
require the DNRO to proposce changes to the SECDEF and DCI.

(Uy The designers of jointly staffed DoD/Intelligence
organizations. suclh as thc National Imagery and Mupping Agency
(NIMA), need to consider the positive and negative aspects ot the
NRO modcl in drafting their charter documents, We identificd the
NRO charter documents. relevant DoD. DCI. and NRO directives,
and expressed our view of the resultant orpanizational procedures,
especially those related to procurement authorities and personnel
management practices. Scnior DoD and DCI management need to
be tully awarc of the impact on organizations such as NIMA if
they adopt NRO-like charter documents in whole or in part.

Hundle Yia BYEMANSTALENT REYUOLE Cuntrol Channels loimly
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ISSUES, FINDINGS, AND RECOMMENDATIONS (U)

(U} In this scetion, we discuss in detail the arcas requiring
NRO management attention. We highlight superior work as well
as deficient arcas, QOur findings relate to four arcus: Authoritics
and Delegations, Resource Management. Functional Munagement,
and Internal Management Controls. We make recommendations
which supply onc altemative to correct deficient arcas: alt;mm\c
solutions may appropriatcly correct the situations.

AUTHORITIES AND DELEGATIONS (U)

(U) BACKGROUND (U) Authority for the NRO originally came from a Scptember
1961 letter to the DCI trom the Dcputy Sceretary of Defense
(DEPSECDEF) confirming his agreement with the  Acting
Director. CIA. to cstablish the NRO as a joint activity of the DoD
and CIA. A scrics of agrcements between the DoD and the DCI
over the next 4 years culminated in the 11 August 1965,
“"Agreement  for the  Reorganization of the  National
Reconpaissance Program." which “establishjed] the NRO as a
scparatc operating agency of the DoD. .. jointly stafted.” The
SECDEF, with the concurrence of the DCLL appoints the DNRO:
the DCL with the concurrence of the SECDEF. selects the Deputy
Director, The DNRO manages the NRO and exceutes the NRP. In
addition to the 1965 agreement. DoD Directive TS-3105,23, ($)
National Reconnaissance Office. was issucd in 1962 and revised
on 27 March 1964. The Dircctive cstablished the NRO as an
operating agency of the DoD. mandated the conduct of the NRP
through the usc of “strcamlincd management procedures.," and
exempted NRP projects from "normal staff review”. Neither term
is turther defined.

(U Over the past 30 vears. the management oversight structure
for the NRO has undergone numcrous changes duc to Exceutive
"‘Orders,  Presidential  Dircctives.  National  Sccurity  Decision
Dircetives. and inputs by the President's Forvign Intelligence
Advisory Board, as well as the chartering of ncw boards. review
groups. and oversight oftices. Furthermore, from 1989-1992 the
NRQO itselt initiated scveral significant organizational changes.
some of which are still in progress: creation of the Deputy Director
tfor Military Support (DDMS) position and the Plans and Analysis
Oftice (P& AY. consolidation of the thrce scparate programs into i
tunctional ("INT") alignment: declassification of the "fact of™ the
NRO: and coliocation of most eiements of the NRO. A more
detailed discusston of the evolution of the NRO's authoritics and
its oversight simcture is found in Appendin B.

(R We noted that functional arcas follow various portions
of DoD and CIA stautory and regulatory authoritics. policies. and

SEGRE =il ks 7



SEEREF-Br-ENMANFEENTIEYHOEE
AUTHORITIES & DELEGATIONS

procedures. Briefers and those we interviewed found it ditficult to
clearly state what authorities the NRO operated under or why they
followed cither DCI or DoD statutory and regulatory authorities or
particular DCI or DoD policies and procedures.  Reflecting this
difficulty in identifying specific authoritics and responsibilities. the
Acting Deputy Assistant Secretary of Defense (Intelligence &
Security) raised several Management Inspection Items for our
assessment: the NRO's compliance with existing DoD directives
and regulations: the ambiguity of the oversight and reporting
rclationship: and the differentiation between SECDEF and DCI
policies with regard to the NRO.

(Fe#0) ISSUE: The authorities and delegations for the NRO, the organizations
providing support, and the organizations providing oversight do not efficiently and
effectively facilitate mission accomplishment,

(L) GENERAL
ASSESSMENT

“ealda) Both of the charter documents, the 1965 SECDEF-
DCI Mcmorandum of Agreement (MOA) and the 1964 DoD
Directive (DoDD}. are now more than 30 years old. The mission
of thc NRO--1aking satcllite systems from cradle to grave using
streamlined  managemeni--remains  unchanged.  but  the
environment in which the NRO operatwes today is far different than
the "world" of #ts original designers.  The organization.
management. and funding of the Intelligence Community has
changed. The Intelligence Community and the DoD have
significantly revised their methods of programming and budgeting,
The NRO is becoming a consolidated. unitary organization rather
than a headquarters dirceting three separate components with their
own supporting infrastructure.

#FO¥6) FINDING:

incomplete.

(L) CHARTER
WEAKNESSES

The

NRO charter documents are outdated, ambiguous, and

(Eada) The charter documents are written in such vague and
general terms that the NRO' responsibilities. its relationships with
those providing oversight and support, and its administrative
authorities are subject to varied interpretations.  After 30 vears of
change. the documents contain obsolcte or ambiguous provisions
that contlict with other authorities and are inconsistent with curmrent
policies and procedures. The documents ire also incomplete. The
1965 MOA constitutes the only existing DCI guidanee relaied to

“the NRO. There is no DCI Directive (DCID) or CIA Headquaners

Regulation comparable to the DoDD that addresses the NRO's
status -and responsibilitics within the Intelligence Community. its
use of C1A authoritics, or its relationship with the CIA.
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(U) Roles and
Responsibilities

(U) Chain of
Command

&=8#@) For those rcasons, the charter documents do not
clearly., completely, and  accurately  describe  the  existing
responsibilitics, elationships. and authoritics of the NRO and
thosc providing the NRO with oversight or support. There are five
specitic weak points in the documents: SECDEF. DCL and DNRO
responsibilitics: the DNRO's chain of command: the NRO'
extemnal oversight strucwre: the NRQO's organizational status: and
the DNRO's administrative authoritics.

#=ese) The dotuments do not adeguately deline the
responsibilitics of the SECDEF. DCI or DNRO.

- The SECDEF and DCI rcsponsibilities specitied in the
MOA arc no longer consistent with those currently defined
by 50 U.S.C. 403-3, d03-5. 403-6: Exccutive Order 12333;
and SECDEF-DCI procedural agreements.  For eaample.
the SECDEF no longer has "final power” to approve the
NRP budget as the MOA stutes. and the DCI has NRP
reprogramming authority that is not addressed in the MOA.,

- The DoDD makes no mention of the DCI's responsibilitics
regarding the NRP or the NRO. nor does it mention the
DNRO's responsibilitics 10 the Intelligence Community
outside of the DoD.

- The DoDD has never been revised to address the DNRO'
responsibilitics to develop and implement the Defense
Reconnaissance Support Program (now the Detense Spuce
Reconnaissance Program) as the DNRO was directed to do
in a September 1980 DEPSECDEF memorandum assigning
those responsibilitics.  The DNRO does not  have
responsibility for “air vehicle overtlight projects.” as the
dircetive states: that responsibility was trunsterred to the
Dircctor, Defense Airbome Reconnaissance Office. in
November 1993,

(Wil The chaster documents do not adeguately define the
DNRO's chain of command. A  February 1994 DNRO
memoriandum states that the DNRO reports directly to both the
SECDEF and DCL. The MOA says the SECDEF will choose a
DNRO who will report to him and be responsive 1o his
instructions. but it makes no mention of the DNRO reporting 10 the
DCI. The DoDD is silent on the DNRO's chuin of command.
leaving the DNRO's precise relationship to the SECDEF--or the
DClI--uncleas.

(Fe¥=8) By contrast. the charter directives of the other
intelligence-related Defense  agencies specifically  detine  their
dircctor's chain of command. The National Sccurity Agency
(NSA) and Defense Intelligence Agency (DIA) dircctives--issued a
fow years prier to the NRO directive--state specifically that their
directors report dircetly to the SECDEF. The Central Imagery
Office (CiOy chaner directive--issucd in 1993--gives “overall
supervision” of the ClO to the Assistunt Sccrctary of Defense
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(U) Oversight
Structure

(Command. Comtrol. Communications and  Intelligence)
(ASDIC21}): that chain of command follows 10 US.C. l9"<d)
which savs the SECDEF will assign “overall supervision™ of
Defense agencies 1o an Oftice of the Surcl.m of Defense (OSD)
official or 10 the Chairman of the Joint Chicts of Staft. exe mpting
only DIA and NSA. The charter directives of all three agencies--
NSA. DIA and CiO-also contain provisions that define their
director’s relationship with the DCL

$OHE) The charter documents do not adequately detfine the
relationships between the NRO and the present external oversight
structure.  Oversight of the NRP and NRO activitics by senior
cxceutives of the DoD and Intelligence Community is an arca of
uncertainty. Neither of the oversight mechanisms provided for in
the charter documents has existed for several years.

(FeE8) The MOA cstublished an NRP Exccutive Commitice--
the DEPSECDEF. DCI. and Special Assistant to the President for
Science and Technology—"to guidc and participate in the
formuiation of the NRP through the DNRO." Howcver, that
committec was climinated by Exccutive Order 11903 in 1976, No
comparable mechanism has ever replaced the NRP Exccutive
Commince. although President Reagan did direct in a 1983
memorandum that the SECDEF. DCL and his Assistant for
Nutional Sccurity Affairs "periodically review the program.
prioritics and resources of the NRO."

(Baka) The DoDD originally dirccted that the DNRO, "Keep
the Dircctor of Defense Rescarch and Engineering and the
Assistant Secrctary of Detense (Comptroller) personally informed
on i regular basis . . . ." That provision was replaced in an October
1979 SECDEF interim change memorandum which established a
threc-member Defense Space Operations Committee as "the
principal advisory body to the Secretary ot Defense tor the (S)
NRP." The change was never formally made to the DoDD. and the
change memorandum was cancelled by DoDD 35(0X).1. Detense
Spuce Council (DSC). in December 198R.  That dircetive
established the Defense Spacc Council, which replaced the
Dctense Spuce Operations Committee.  The Detense  Space
Council, a large coordinating cntity for all DoD space matters, is
now moribund.

(FO®E) While thc oversight mechanisms in the charmer
documents have disappeared. the SECDEF and DCI have created
severa) others that presently provide some form of oversight over
the NRP und NRO activities. Those mechanisms include the
National Reconnaissance Review Board. the Intellivence Program
Review  Group. the Joint Space Management Board.  the
Intelligence Community Executive Committee, and the Expanded
Detense Resources Board. The relationship of the NRO with those
oversight mechanisms is not defined by the charter documents.,

(mleieh) Day-to-day oversight of the NRO by the OSD staft is
another arca of uncertainty. The DoDD states that NRO "projecets
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will not be subject to normal Department of Defense statt review."
That provision conflicts with the Under Secretary of Defense
(USDj) (Comptroller) and the ASD(C3I) charter dircctives. The
Comptroller directive authorizes the Comptroller to Vprovide tiscal
management for ... national reconnaissance activities . .. ." while
the ASD(C3I) directive authorizes the ASD(C3ly to exercise
"dircction. authority and control" over the NRO's Detense Support
Program Office and "statt supervision" over "the Air Force and
Navy Special Inteiligence Programs.” an unclassitied reterence to
what were then the two separatc DoD components of the NRO.
The exception from normal staft review also conflicts with a
March 1995 DEPSECDEF memorandum that makes the newly
created  Deputy  Undersecretary of Defense  for  Space
(DUSD(Space}) responsible for oversight of space acquisition
programs.

) In addition. the exception from normal staff review in
the DoDD is not consistent with recent SECDEF uand DCI
decisions on the NRO. In October 1995. they told Congress that
they intended to put increased emphasis on joint oversight of the
NRO. creating a program analysis and evaluation capability in the
Community Manapement Staff and a functional review capability
in the DoD. Program Budget Decision Number 701 in November
1995 put NRO funding under the review of the DUSD(Space).
The NRO was also dirceted to participate in the USD(Comptroller)
Fiscal Year 1997 budgetary review process in the same manaer is
other intelligence-retated Defense agencies. Those actions indicate
that the NRP and NRQ activities may now be subject to the normal
DoD statt review.

(U) Organizationa) E=aue@) The charter documents do not adequately define the

Status organizational status of the NRQO. making it difficult to determine
the NRO's relationships with organizations that provide cither
oversight or support.  The MQOA states that the NRO will be
“jointly staffed . .. from the ClA. the three military departments
and other Govermmment agencies." Elsewhere. the MOA implies
that the NRO will have separate CIA and DoD components and
usc the authoritics of the CIA and DoD. but docs not clearly
describe the nature of the NRO organization or the manner in
which the dual authorities will be used. There is no DCID or CIA
Headguaners Regulation on the NRO that amplitics the MOA.

(=S8 Thce DoDD treats the NRO strictly as a Defense
agency. It makes no mention of joint staffing of the NRO and does
not acknowlcdge any authority for the NRO to usc CIA polu. ies
and proc.cdures in licu of DoD dircctives.

(U) Administrative &aia ) The DoDD does not adequately define the DNRO's
Authorities administrative  authoritics. There arc no delcgations of
administrative autheritics as such in the DoDD. which states only
that thc DNRO is “specifically delegated the authority to: I.
organize. staff and supervise thc (S) National Reconnaissance
Oftice. 2. Establish, manage and conduct the (TS) National
Reconnaissance Program...." Although the DNRO may legally
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(U) IMPACT OF
CHARTER
WEAKNESSES

(U) Effects On the
NRO

infer administrative authorities similar 0 those given to other
Defense agency divectors from that provision. the DoDD dovs not
follow the precedent of other Detense ageacy charter directives.
While the DNRO's delegations are imphicit. the charter directives
of other Defense agencics give the director explicit delegations of
administrative authorities. The result is ambiguity for the NRO
and the organizations providing oversight or support.  Ncither can
be certain of the nature and extent of the DNRO's administrative
authorities, leaving them open to interpretation or dispute,  For
cxample. thc Director. Human Resources Management Group
(HRMG). told us thc DNRO docs not have “appointment”
authority for civitian personnel. while the NRO Oftice of General
Counsecl indicated the DNRO did have such authority.
Furthermore. the CIA Office of General Counsel indicated because
the NRO docs not actually administer personnel. and has chosen
not 1o hire a permanent cadre which would require 1t to do so. the
NRO has no legal need to excreise anv personnct authority.

e ) The weaknesses in the charter documents enumerated
above aftcet the NRC and the organizations providing oversight or
support in diffcrent ways. From the NRO perspective. many of the
weaknesses in the charter documents are actually strengths, Their
ambiguity increases the NRO's flexibitity and enhances its trecdom
of action. The contlicting and inconsistent provisions permit the
NRO to maintain distance from what it considers "Oftice of the
Sccrctary of Detense staft bureaucracy.” Most important for the
NRO. the charter documents. despite their obsolescence. still
support the NRO's "core valucs” streamlined  management
procedures and management of systems from cradle 10 grave.
However, the NRO uses the generality of the documents as
justification for exercising extensive authority. not speciticd in any
particular document or delegation,

€=0Ea) Although thc list of weaknesses in the charter
documents is long, the NRO has accomplished its mission under
the documents.  We could not quantity any mission shorttalls
directly attributable to the weaknesses noted above. In the pust,
the NRO has operated largely in isolation from the rest of the
Detense and Inteiligence communitics. Now. it is moving closer
10 the mainstream of both communitics. The NRO is taking & more
proactive stance in educating and meeting the needs of DoD
customers.  We o are concemed. however. that the  charter
weaknesses  will  have  an adverse  impact  on  mission
accomplishment in the future.

(L) The level of external oversight is increasing rapidly. Three
OSD staff offices--USD(Comptrollery. DASD(Intelligence &
Sccurity), and DUSD(Space)--now have oversight responsibilities
for the NRP and various aspects of NRO activitics. The OSD statT
and Community Management Staff are planning new program
cvaluation capabtiities.  Congress insists on expanded exceutive
and congressionul oversight of the NRP. The cffort to integrate
military and intclligence space activities will impose new limits on
the NRO's tlexibility and trecdom of action.
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(U) The present charter documents leave the NRO vulnerable.
Actions 10 move the NRO closer to the mainstream. could affect
the NRO's core values. We concluded new charter documents
would preserve the “core values” and limit the burdens of
additional oversight.

) We are also concerned the growing pap between the
organization for which the chanter documents were designed and
the organization which coxists today will ceventually have an
adverse impaci on the NRO's mission accomplishment.  The
charter documents were designed for a covert organization with a
small "joint" statf and thrce scparatc componcnts. cach with its
own intrastructure. policies. and procedurcs. Today. the NRO is
an overl organization with a unitary structure struggling to merge
the three separate infrastructures of the past into a single system.
Ay a ClA Dircctorate of Science and Technology official told us.
"The NRO is caught on its way to being somcthing [different]."”
Ouwr findings in arcus such us contract and civilian personnel
management. manpower tequirements determination and cqual
cmployment opporrugtity—discussed later in this report--illustrate
the difficultics being cncountered in the wansition process. A new
sct of charter documents that clcarly and completely defined
current responsibilities, relationshipy, and authorities would help
resolve transitionat problems and promote continued ceffective and
ctticient mission accomplishment.

(U Effects On (mSW@) Qur intervicws with scnior ofticials in organizations
Oversight or providing oversight or support to the NRO indicaie that the charter
Support weaknesses are adversely affecting their relationship with the NRO
Organizations and hampering their mission accomplishment,  The  Acting

DASD(Intclligence & Sceurity) and DUSD(Spuce) belicve that
their charter documents give them oversight responsibility tor the
NRQ. Officials in both offices cited several cxamples of the
NRQO's Jack of responsivencss, or resistance, to what they regarded
as legitimate oversight cfforts. The Acting DASD(Intelligence &
Sceurity) and the DUSD(Space). as well ax  Comymunity
Mapagement Staft and Dircctorate of Science and Technology
ofticials, expressed the need tor some level of external oversight of
the NRP and NRO uctivites.

EGQLL) The Acting DASD(Intelligence & Sccurity).
DUSD(Space). Exccutive Director for Intclligence Comimunity
Affairs and Directorate of Scicnce and Technology officials
advocated a4 now set of charter documents for the NRO to clarity
responsibilities. relationships. and authoritics.  As one sensor
official stated. there is a need to institutionalize the recent changes
in the NRO's oversight structure. At the same time. all expressed
concern that the "unigue capabilitics” of the organization be
preserved. A new sct of charier documents would facilitate
mission accomplishment by the organizations providing oversight
or supporl 10 the NRQ. as well as by the NRO itsclf.
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{ gy RECOMMENDATION 1 (DRAFTY The DNRO draft and submit to the SECDEF and
the DCI a new MOA that will serve as the terms of reference tor a revised DoDD and 4 new
DCID to charter the NRO. The MOA should address:

- The division of responsibilitics between the SECDEF and DCI tor the NRP and NRO
activities:

- The nature of the DoD and CIA contributions to the NRO and the use of cach ugencey's
authoritics by the NRO:

- The DNRO's chiin of command and the degree of extermal oversight that the NRO
will be subject to:

- The applicability ot DoD and CIA policics and procedures to the NRO: and

- The need for a single civilian personnel system in the NRO. implemented over a
period of several years.

(FOEE) DNRO COMMENTS:

(E@=@) Management concurs. The NRO will draft a new MOA for SECDEF and DCl
signatures, and a DCI Directive. respectivelv.  Given the numerous wnresolved legislative
packages and other Intelligence Comnumine reform initiatives, a logical time to begin the
drafting process is Januury 1997, Target completion date is Seprember 1997,

(@€)) COMMENTS OF THE DIRECTOR. ADMINISTRATION AND MANAGEMENT,
OFFICE OF THE SECRETARY OF DEFENSE (DA&M(OSD)):

(RO Concur, with the recommendatiom thar Recammendation 1 be revised w accommaodare
the following comments,

- The NRO wus and remuins established as a separate operaring agency within the
Depuartment of Defense. Accordingly, given the provisions of 10 U.S.C., there is no
ambiguity about the fact that the Director NRO carries owt his mission under the
authority, direction, and control of the Secretary of Defense (SECDEF ). However. the
Direcror NRO also is subject 10 the policies and priorities of the Director of Central
Iurelligence (DCI}) in marniers  involving narional  foreign  inmwelligence.  This
fundamenial division of responsibilities hesween the SECDEF and the DCI is based on
stanaory and Executive Order awthorities. and is not subject 10 modification through
any MOA as suggested in Recommendation 1. Accordinghv, the use of such conceprs
as "dual chains of command.” "joint endeavor.” or "joint roles.” ax they are discussed
in xour report are misleading, and they are nov appropriate subjects for negotiation or
inclusion in « MOA. MOAs woudd be appropriate for details of implememation, such
as swuffing. procedural marers. support arrangements, exceptions to policy, cic,

- The DoD Charter Directive is based onlv on refevant existing swatutes and
Executive Orders and would not normally contain time sensitive implementation
details.  Accordingly, the MOA is not a prerequisite for developing the revised DoD
Charter Direcrive.
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- The implication that @ DCI Directive is necessary to charter the NRO is incorrect,
The DoD Charter Directive must be the establishing document if the NRO continues
as a DoD agency. A DCI Directive. kenvever, would be a useful device for providing
relevant national foreign intelligence policy, program, and prioritization guidunce for
the Director NRO.

- The requirement for o separate civitian personnel svsient for the NRO would be
linked to SECDEFIDCI agrecments e staffing. This suhject was a major issue in the
Department's recent experience with the NIMA legislative package. amd should
provide significant insights for determining alternarives for the NRO case.

- While the Director NRO must be a major player in the development of anv MOA
involving the NRO, the immediate staffs of the nwo principals (SECDEFIDCl must

have primary responsibility for their preparation. The extent of the Director NRO's
involvement in the preparation of a DCH Directive is a manter for the DCI o decide.

(V=) COMMENTS OF THE DEPUTY UNDERSECRETARY OF DEFENSE FOR SPACE:

(FOS) Concur with the report findings and recommendations.

(P} COMMENTS OF THE ASSISTANT SECRETARY OF DEFENSE (COMMAND,
CONTROL. COMMUNICATIONS AND INTELLIGENCE):

(PO ) Concur with the comments of DASM{OSD).

(ROES) EVALUATION OF MANGEMENT COMMENTS:

(F@E@) We concur with DNRO's proposed actions. We believe these actions should
be targeted for completion by I June 1997 vice the proposed date of Seprember 1997

(OB We concur with the comments provided by the DA&SM(OSD) and have
revised Recommendation | accordingly as follones:

#O¥He) RECOMMENDATION 1 (REVISED): The DNRO draft and submit (o the
SECDEF and the DCI a new MOA that will serve as the terms of reference for a revised
DoDD to charter the NRO and a new DCID. The draft MOA to be completed no later
than I June 1997. The MOA should address:

- Clarification of responsibilities between the SECDEF and DCI for the NRP and
NRO activities:

- The nature of the DoD and CIA contributions to the NRO and the use of cach
agency's authorities by the NRO; ’

- The DNRO's chain of command and the degree of external oversight that the
NRO will be subject to:
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- The applicability of DoD and CIA policies and procedures to the NRO: and

- The need for a single civilian personnel system in the NRO, implemented over a
period of several years.

FeE0) RECOMMENDATION 2 (DRAFTY: The Dircctor of Administration and Management,
Oftice of the Secretary of Defense. revise DoDD TS-5105.23. based on the approved MOA. and

revise the charter directives of OSD oversight offices as necessary to agree with it, The revised
DoDD should:

- Delincate the division of responsibilitics between the SECDEF and DCY regarding the
NRO and NRP:

Describe the characteristics of the joint endeavor between the DoD and CIA:

- Cleurly define the DNRO's chain of command and the relationship between NRO and
the organizations in the OSD having oversight responsibility for the NRO:

- Speeify. and ditferentiate between, the responsibilities of the DNRO as the DNRO and
as the Program Manager of the NRP and the Defense Space Reconnaissunce Program:

- Include a Jelegation of administrative authorities similar to the delegations given to
other Defense agencies: and

- Address the applicability of DoD directives. instructions and other issuances to the
NRO, stating that the NRO must comply with all DoD directives or that NRO will
comply with only selected DoD directives. If the latter. include a process to identity
which DoD directives apply to the NRO and which do not.

{ ) ) DNRO COMMENTS:

(@) DNRO concurs, Director of Administration and Management, Office of Secretary of
Defense, is asked to revise appropriate DoD directives based on the new MOA. NRO will
provide inputs as needed. Target completion date is 1 September 1997,

(ROE€) COMMENTS OF THE DIRECTOR. ADMINISTRATION AND MAN. AGE MENT.
OFFICE OF THE SECRETARY OF DEFENSE.

(GO ) Concur. The revised DoD Charter Directive would be prepared by my office. pursuans
o responsibilities und functions assigned 1o the Director of Administration and Management by
the Secretary of Defense, and in coordination with cognizant DoD officials and the DCI. The
Directive would clearly state the NRO's mission, responsibilities, functions, relationships,
aunthorities. and uany delegated administrative anthorities, based on relevant existing statutes and
Exccutive Orders, und DoD organizational and management imperafive,

(FOE®) Should the Secretarv of Defense consider it appropriate to designate the NRO as «
Combat Support Agency pursuant to Section 193, 10 U.S.C., as was proposed for the NIMA, then
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the Chairman of the Joint Chiefs of Staff wondd have a statwrory oversight role peraining to the
NRO's readiness to suppart the operational forces,

POBO) EVALUATION OF DNRO AND DA&M{OSD} COMMENTS:

(FOEO) We consider the proposed actions of the DNRO to be responsive to the
Recommendation.

(BOWO) We concur with the comments of the DA&M(OSD) on this Recommendation and on
Recommendation I and revise Recommendation 2 accordingly as follows:

FOE8) RECOMMENDATION 2 (REVISED): The Director of Administration and
Management, Office of the Secretary of Defense, revise DoDD TS-5105.23 and revise the
charter directives of OSD oversight offices as necessary. Target date for completion is |
September 1997. The revised DoDDs should:
- Clarify the responsibilities between the SECDEF and DCI regarding thc NRO
and NRP; ‘

- Des::)ribe the velationships and authorities of the DoD and CIA regarding the
NRO;

- Clearly define the DNROQO's chain of command and the relationship between NRO
and the organizations in the OSD having oversight responsibility for the NRO:

- Specify, and differentiate between, the responsibilities of the DNRO as the DNRO
and as the Program Manager of the NRP and the Defense Space Reconnaissance
Program:

- Include a delegation of administrative authorities similar to the delegations given
to other Defense agencies; and

- Address the applicability of DoD directives, instructions and other issuances {0
the NRO, stating that the NRO must comply with all DoD directives or that NRO
will comply with only selected DoD directives. If the latter, include a process to
identify which DoD directives apply to the NRO and which do not.

(Fe=ey RECOMMENDATION 3 (DRAFT): Based on the approved MOA., the DNRO draft
and submit to the DCI a DCID on the NRO to parallel the revised DoDD. The dratt DCID
should:

Delincate the division of responsibilitics between the SECDEF and DCI regarding the
NRO and NRP and the DNRO's relationship 1o both officials;

- Describe the characteristics of the joint endeavor between the DoD and CIA:
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- Discuss the DNRO's responsibilities as the Program Manager of the NRP and the
rclationship between the NRO and the Community Management Staft and non-DoD
Intelligence Community members: and

- Define the CIA's responsibilities regarding the provision of manpower. security policy
guidance. personncl management. financial management. and other infrastructure
support to thc NRO. '

[=@%€)) DNRO COMMENTS:
(RS Management concurs, NRO will draft a DCI Directive on the NRO.

(F@BE) COMMENTS OF THE DIRECTOR., ADMINISTRATION AND MANAGEMENT.
OFFICE OF THE SECRETARY OF DEFENSE:

(5@ ) The intent of this recommendation is not clear. As we noted earlier, a dual charter
concept has no legitimacy. The role of the DoD Charter Directive is to establish the NRO as a
DoD agency. The role for a DCI Directive is to provide appropriate national foreign
intelligence policy, program, and prioritization guidance for the Director NRO. Both are
exsential, but their purposes must be clearly understood and remain mutually exclusive.

(POB®) EVALUATION OF DNRO AND DA&M(OSD ) COMMENTS:

(o) We consider the proposed actions of the DNRO to be responsive to the
Recommendarion.

(=SS We concur with the comments of the DA&M(OSD) und revise Recommendation 3
accordingly as follows:

(FOE®) RECOMMENDATION 3 (REVISED}: The DNRO draft and submit to the DCI a
DCID on the NRO to parallel the revised DoDD. The draft DCID to be completed no later
than 1 September 1997. The draft DCID should:

- Clarify the responsibilities between the SECDEF and DCI regarding the NRO
and NRP and the DNRO's relationship to both officials;

- Describe the relationship and authorities between the DoD and CIA regarding
the NRO;

- Discuss the DNRO's responsibilities as the Program Manager of the NRP and the
relationship between the NRO and the Community Management Staff and non-
DoD Intelligence Community members; and




SPERPT-BY PV N -PrEENT- KR NOTr

AUTHORITIES & DELEGATIONS

(b)3) 1O USC 424

() NRO FSEe) Contracting is the onc functional arca in which we
CONTRACTING found transition oroblems rela d to authoritics and d
MANAGEMENT (b)(3) 16 USC 424

We found no indication that the DNRO excreised his
contracting authority from the SECDEF as a Defense agency
director.,

(FOE0) FINDING: The current and planned NRO contracting management systems
include procedures which conflict with the legal constraints of the CIA Act of 1949,

¢ The historic approach to contracting began 1o change s the
restructuring process bepan in 1989, [BNNCIOICER
USC 424

wawawly DI HOUISC 424
(3 10 USC 424
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(h)(3) 10 USC 424

(U) LIMITS ON b}{(1)(c) (£)(3) 10 USC 424
DELEGATION OF CIA
CONTRACTING
AUTHORITY
)(3) 10 USC 424
[ |
[ |
b){1¥e) (B){3) 10 USC 424
(U) COMPARISON OF weE®) The NRO could achieve an efficient and effective
CIA ANDDOD unitary contracting system bascd only on one sct of authorities,
AUTHORITIES (b)(3) 10 USC 424
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(b3 10 USC 124

() 3) 10 LSO 424

istorical documents we reviewed. we found no mdication that use

of thosc DoD authorities bad impeded the NRO's use of

streamlincd management or slowed acquisition of @ desired
capability.

(0)(3) 10 USC 424

. (33 10 LSO 424
sl WIRIWS
thy 3y 10 LISC 424

(D)) 10 LiSC 42 The deviations of importance to

thc NRO arc all related to the full and open competition

requirements of 41 U.S.C. 253, Similar authority for deviation

- from 41 US.C. 233 is given to DoD in 10 U.S.C. 230K X6
which limits competition when disclosure of needs  woul
compromise national sceurity,

(0)(3) 10 USC 424

$
).
d

are a decision memorandum and

21
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(PO DNRO COMMENTS:

(b)(3) 10 USC 424

km=a=a=dB(0)(3) 10
USC 424

(OO) EVALUATION OF DNRO COMMENTS:

(1) 3) 10 LISC 424
MVITAW,
(b3 10 USC 424

(M) Since the NRO was established as ¢ Defense Agency, we requested an assessment of the
delegarion of DCI contracting authority 10 personne! working ar the NRO by the DoD Office of
General Counsel. The DoD Office of General Counsel will provide a response by [ October
1996, at which time the DoDIG and CIAIG will assesy the DoDIQGC and CIAIOGC positions
and determine if the issue requires further action.
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(U) MISSION REQUIREMENTS DETERMINATION

(FOTU) OVERALL ISSUE: The NRO has adequate processes in place to determine and
prioritize mission requirements, However, the NRO does not adequately assign
responsibilities among its components for: coordinating requirements for new satellite
systems, and dealing with the near-term needs of primarily military users of operational
product. Moreover. NRO does not adequately coordinate with other DoD organizations
in supporting military commanders with NRO products.

(U) FUTURE
SATELLITE
SYSTEMS

(U) Background

(POWO) There is no simple way to describe the current
processes which drve future reconnaissance satellite capabilities.
That is the conscnsus among scnior NRO officials and ofticials
from agencics which work closely with the NRO. Guidanee Yo the
NRO on tuture satellite systiem necds results from an interactive,
evolving process involving many officials and technical managers
from throughout the intelligence, detense. and policy communitics,
Typically, as the Plans and Analysis Office (P&A). one of the
principal customer interface offices. bocomes aware of major
concerns from military, intelligence. or policy leaders about
intelligence collection needs. it becomes involved in an oxtensive
series of discussions, task forees, study groups. cte., over a period
of ycars to help define what new capability is needed and projected
costs. Other NRO directorates and offices often contribute to the
process.

) In the past there were more established means for the
Intclligence Community to provide the NRO with coordinated and
priontized guidance on future sutcllite reconnaissance systems.
The SIGINT Overhead Reguirements  Subcommittee of  the
Nationa! SIGINT Committcc had provided NRO  with
requirements on overhcad SIGINT collection needs for twenty
eight years. and the CIO and its predecessors provided guidance on
IMINT collection necds for a comparable period.  These
organizations continuc to provide guidance: however. they are one
"voice” umong mauny.

e The NRO's ctforts to cxpand and strengthen the
support provided to military customers and users through new
reconnaissance satellite capabilities 18 in its initia) stages.  These
cftorts have alrcady produccd positive results.  (Note: Customers
are govermment organizations that dircctly provide the NRO with
collection reguirements, help fund NRO projects. or validate
collection requirements.  Users are organizations that make
substantial vse of NROQ products.) DoD components which have
been providing requirements guidance to NRO include: the Joint
Requirements  Oversight  Council:  the  DIA; the  Military
Intelligence Board: and the Unified Communds.  They have

STl Ml i=leli el e ol 23
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provided useful guidance in recent ycars. supported by the efforts
of the Defense Suppont Project Oftice (DSPO)Y which. along with
P&A. have worked with them to tramslate their guidance into
documentation for defining a satellite rcconnaissance capability.
The NRO has recently been praised by the Commander in Chiet.
U.S. Pacific Command. for taking the first steps to fully engage
theater wartighters in the design of NRO architectures.

#E0+=68) ISSUE: The NRO has an adequate process for responding to coordinated,
prioritized, customer needs for future satellite systems; however, the NRO should
imptement formal procedures for informing customers in a timely manner of proposed
design modifications to future satellite systems.

(1)) Responding To
Customer Needs For
Future Satellite
Systems

@ee) The NRO has formal. structurcd processes for
acceptance of requircments for new satellite collection systems,
These processes. known as the acquisition decision approach. arc
documentcd in NROQ Dircctive 7. They arc gencrally working well
bascd on cvidence compiled from interviews with NRO technical
managers and customer officials. and from examination of NRO
requircments documents. The processes include. among other
things. the procedures for asscssing technical risks. costs for cach
systcm option, cstimates of time to develop and acquire the
collection systcm. and continuous assurances that customer
requirements remain current and valid.

(W) In the sequisition decision approuach. the DNRO is the
acquisition decision authority at cach Key decision pont and is
advised by the NRO Acquisition Board, chaired by the DNRO.
The members arc; the Deputy DNRO, the DDMS. the program
directors. and the Dircctor of P&A. The key decision points in the
NRO acquisition decision approach are as tollows: funded concept
detinition studics approval: pre-acquisition approval: and new
program start,

#E&E®) Our rccommendation in  the Authoritics and
Delegations section covering designation of which directives and
guidance apply to the NRO should result in a decision covering
application of the DoD or CIA acquisition process to NRO and the
roles and responsibilitics of DoD and CIA officials. Therefore. we
do not make scparate recommendations here with regard to this
matter.

(EQLQ) FINDING: The NRO does not consistently make a timely and concerted effort to
fully inform customer organizations which exploit NRO collected data of future satellite

system design changes.
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) The NRO gets mixed reviews in interviews with senior
personncl in customer organizations and in customer survey data
concerning responsivencess in mecting their needs.  Customers
contend that NRO has done an excellent job in designing. building.
and operating  satcHite reconnaissance  svstems  which  have
continued to collect critical intelligence information.  Although
recently NRO has become much betier in dealing with customers.
they state the NRO has been somewhat ditticult to work with: that
NRQO cmplovees would do betier to consider the necds of
customers, be less arrogant. and review major issucs  with
customers prior to making a decision which attects all panicipunts.
NRO customers claim a lack of timely feedback on system design
changes which could result in major cost growth tor exploitation
equipment and serious delivery schedule slippages. The schedule
slippages and customer dissatistuction with the development of the
Requirements Management System and the Enhanced limaging
Systcm are examples of problems caused by. in pant. lack of timely
fcedback to customers on proposed design changes. The NRO
managcment has  apparently made some progress with its
employces on this issue as survey data indicate NRO employces
overwhelmingly agree that management emphasizes service to
customers. This is consistent with the reports from customers that
NRO is becoming betier to deal with in recent years.

(U) The costomer survey data, which reinforces the interview
comments. are sumimarized as follows:

(=)

Survey Statement Response*
Satisfied with the working relationships 33% ugree
with the NRO. 30¢¢ disagree
Satisticd with the NRO's timely development  46% agree

of ncw collection systems., 399 disagree
Satisfied with access to the NROif 526 agree
questions or problems arise regarding 3% disagree
requircments.

Their requirements are considered by 6V ¢ agree
the NRO in planning futurc systems. 21% disagree

They were informed in a timely manner when 25% agree
altcrations to original plans were S0¢e disagree
being considered.

Satisticd the NRO has processes in place 3¢ agree
to adjust and update iv's plans for K¢ disagree
tuturc systems as prioritics change.

* Ncutral responses not reficeted, )

!
I~
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(PO RECOMMENDATION 5: The DNRO direct development and implementation of
formal procedures to inform affecied cusiomers of proposed satellite system design
modifications in a timely manner. These actions to be completed by I October 1996.

(1) DYRO COMMENTS:

{Jlidei; Concur. NRO customers currentiy dttend major contractual design reviews and
participate in numerous assessment capubifity exercises and users' conferences worldwide.
Nevertheless, we are mindful of the need o better inform customers of even minor design
chunges. P&A will work 10 betier use owr existing tools and to promote already available
opportunities by plucing the NRO'’s Integrated Road Map on INTELINK in May 1996, Amang
the NRO's existing tools is the NRO Directive 14, "NRO Customer and User Supporr,”
Implementation Plan. The DDMS, with assistance from NRO Directorates and Offices, will
review the Implememtation Plan and incorporate appropriare information with regard to
formalizing the customer notification process by 1 October 1996,

(PODO) EVALUATION OF DNRO COMMENTS:

| @) ) We consider the proposed actions by DNRO to be responsive to the Recommendarion,

#O=0) ISSUE: The NRO has an adequate process for upgrading future models of
currently operational satellite reconnaissance systems to betler satisfy customer
requirements.

(W@ddie) The process employed by NRO to determine whether
10 expend resources on upgrades of currently operational satellite
systems is the same as for determining whether to build a new
satcllite. This acquisition decision upproach process is described
in NRO Dircctive 7. Approval by the DNRO iy required betore a
program manager may take any action committing to major
upgrade.

{(FO¥&* There arc a number of rcasons customers. and
sometimes NRO program managers. lobby for upgrades of current
systems.  The primary reasons include new technologies which
would provide a significantly enhanced capability. and operational
data which indicate that the satellite could provide enhanced
quality or gquantity of data with svstem improvements.

(™) The NRO made a commitment to a strong technology
program through assured funding of new concepts and an
organizational structure for managing technology development.
The organization sets aside 5 percent of ity research and
procurcment budget for new technology development with the
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Technology Offwee. the directorates. and several other oftices
being the major managers for these funds.

%89 Customers pluy an important role in assuring that NRO
technology developments. which could uperade satelhite svsiems
of importance to them. are supported.  According to the NRO
technical managers, customers are kept appriscd of the stawus of
the technology projects. Customer support for mdjor upgrades 1o
operational systems based on new technologies is sought by the
NRO acquisition board as an integral input of the acquisition
decision approach.

% All wechnology projects are entercd into the technology
road map, 4 computerized graphical data base of all technology
projects. as soon as they show promise that they will be important
1o a current upgrade or u future system. As the technology
progresses and a specific satellite program is identified where it
will be used. scnior management approves its inscriion into the
NRO inteprated road map where it becomes part of the formulized
planning and oversight process. (Refer to the Strategic and Annuatl
Planning scction for a description of the NRO integrated road
map.) Tcchnology projects also become  subject to  the
configuration control process which requires prior management
approval and documentation of all changes and upgrades to NRO
systems.

&) Datua rcg_uiarly acquired trom currently opcmtmg satellites
are used to ideatity systems and com -h
b){1 )(C) {b}(3) 10 USC 424

] R
]

(FeW&y ISSUE: The NRO has an adequate process for responding to requests for
operational tasking of reconnaissance systems.

(b)(1)(c) (b)(3) 10 USC 424

The NRO has a
participant (not a member) on the working group.

Y(0}{1}(e) (b){3) 10 USC 424
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(0)(1)(c) (b)(3) 10 USC 424

wmnyd (D) 1}(C) (D}(3) 10 USC 424

operational products,

(FeEe) ISSUE: The NRO does not have an adequate delineation of responsibilities
among its components for coordinating either long-term requirements for new satellite
systems or for dealing with the near-term needs of (primarily) military users of

(U) Coordinating
Long-term
Customer
Requirements

de@l@) The NRO Directives 7 and 14, issued in Junuary 1993
and June 1995 respectively. are the principal documents which
detine component responsibilities for interfacing with customers
and uscrs on their requirements for new satcllite collection
capabilitics. Prior to the issuance of NRO Directive 14, the P&A
was primarily responsible for working with the diverse Intelligence
and Policy Community customer base and supporting them in
crafting intelligence requircments for the NRQ. The DDMS was
responsible for working with the detense intclligence community.

W=OWO) The P& A Office keeps abreast of the long-term rends
in collection requirements, such as found in the  National
Intelligence Needs Process. particularly as they relate to satellite
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collection. They identity those long-term requirements necds
which could be satistied by satellite collection. The Policy and
Inteiligence Communities consider P&A their primary entree into
the NRO.

POEE, The DDMS assures that the needs of the JCS. Unificd
Commuands. and the Military Scrvices for new reconnaissance
satellite capabilitics are heard at the highest levels of the NRO.
NRO Dircctive 7 gives the DDMS this responsibility. Subordinate
to the DDMS is both the DSPO and the Operational Support Office
tOSO). DSPO serves as a statt which supports the DDMS in
interactions with various Pentagon statfs.  OSO delivers taifored
support to military operational users of NRO products and
services.

{F&B6) FINDING: NRO Directive 14 conflicts with NRO Directive 7 regarding the
responsibilities of P& A and DDMS for interfacing with customers and users on long-term
requirements guidance.

wEmaday Prior to the issuance of NRO Directive 14 and the
Customer Support Implementation Plan. the DDMS and P&A
divided the responsibilities for interacting with the tull range of
customer community organizations and coordinated their activities
as appropriate.  Our interviews with NRO managers and ofticials
from customer organizations Jid not identity any problems relating
10 intcractions between P&A or DDMS  and  customer
organizations and committces on long-term  requircments
guidance.

&) The customer interface responsibilities now fall most
heavily on the DDMS with the issuance of NRO Directive 14 on
19 Junc 1993 and its  accompanying Customer  Support
Implementation Plan. issued on 11 October 1995, NRO Directive
14 designates the DDMS as "the single manager and Exccutive
Agent for all NRO customer and user support”. According to the
Customer Support Implementation Plan, the "DDMS will use
information on customer requirements and satisfaction o help
determine strategic direction and prioritics for customer support.”
P& A responsibilitics arc now identiticd as “the NRO authority on
requircmicnts considered in program decisions tor current and
tuturc NRO systems." We note NRO Directive 7, which identiticd
P&A as the primary responsible componcent for customer intertace
responsibilities. has not been withdrawn or rewritten. There has
been no NRO policy statement on the reasons for shifung primary
responsibility to DDMS for all NRO customer and user support.

e, [t is our judgment the DDMS will not be tully capable
of discharging its responsibilities as the Exccutive Agent for all
NRO customer and user support with its current swatt.  The
components of the DDMS. DSPO and OSO. do not have the
personnel with the experienee or skills to fully manage the

SECRET Y ENMANTLEENTRETHOTE 29



SECRETEYENAN-TATENT KEYHOTE
AISSION REQUIREMENTS

complex interagency and intercommunity interactions involved in
long-term reyguircments guidance at this time,

$o4E) RECOMMENDATION 6: The DNRO issue a directive or letter clarifying sections
in Directives 7 and 14 and the Customer Support Implementation Plan relating to
component responsibilities for managing intelligence collection reguirements and for
providing custemer and user support. These actions to be completed by 1 October 1996.

{9 ®) DNRO COMMENTS:
(1RGO ) Concur with caveat. As an alternative to Recommendation 6, the DNRO will dircet that

the NRO Directive 14 Implementation Plan be updated to eliminare duplicative and confusing
language. Target completion of this action is I October 1996, .

(FOE® | EVALUATION OF DNRO COMMENTS:

(=€) ) We accept the proposed DNRO alternative 1o Recommendation 6.

{U)) Short-term =% The OSO is the NRO component primarily responsibic tor
Needs of Primarily interacting with the full complement of military users of data and
Military Users services from operational satellites, Other elements of the NRO.

including  the  Tactical Dissemination  Group  of  the
Communications Directorate and clements of the SIGINT and
IMINT Dircctorates. intcriact with military users: however, they are
expected to coordinate their ¢fforts through OSO.

PHOSD - (b)(1) EO 13526 Section 3.3(1)
OSD - (b)(1) EO 13526 Section 3.3(1)

;05D - (b)(1) EO 13526 Section 3.3(1)
0SD - (b)(1) EO 13526 Section 3.3(1)
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“=@bEs We found NRO componcents have not yet been fully
suceessful in coordinating among themsclves their interactions
with military users of NRO products. NRO managers and users
state thcre nceds 10 be better coordination between NRO
componcents (o assure that military commanders in the ficld do not
reccive conflicting or redundant support. Managers claim that they
arc working to soive the problems: however. we found no evidence
of actions taken. All NRO componcnts responsible for providing
products and scrvices to military uscrs should agree upon the terms
tor coordinating their cfforts,

@=O¥8) There arc no adeyuate procedures in place tor NRO
componcnts 10 systematically obtain and use fecdbuck trom
military uwsers on the quality, quantity. and timeliness of NRO
products and services received. Components which interact daily
with military users reccive numerous messages containing usctul
comments and information.  No useful database containing
information from these feedback messages has been crcated.
although managers have statcd that such cfforls are underway,
Intervicws tailed to surface other processes in place for managing
user fecdback or utilizing such information in a systematic manner
to improve service. NRO components responsible for regularly
interfacing with military users should implement processes to
effectively manage information-derived from customer feedback,

(EOE@) FINDING: Officials in the DIA, NSA, and ClO contend that the NRO is not
properly coordinating its efforts to provide NRO products and services to military users
with their agencies.

o Manugers of DoD  agencies which have extensive
interactions  with the NRO contend OSO has been overly
aggressive in marketing NRO products and services to the military
cominands. In the judgment of the inspection team, the issuc of
the extent to which NRO's direct support to military commands
intringes upon the responsibilitics of other DoD agencics should be
resolved by all the affected agencies. A senior manager in a
customer organization stated OSO is trying to expand its charier by
servicing military commanders with “single solutions”. i.¢.. data
from NRO satcllites, without considering  other  potential
intelligence sources and disciplines.  Another claimed OSO
engages in activities. such as helping military commanders in the
ficld directly access NRO collected data, which. he believes. are
the responsibitity of the ClO and NSA., A third stated OSO fails to
coordinatc its contacts with the military commands with DIA,
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0OSO management. aware of these issues. considers it within the
responsibilities of the NRO 1o support the commanders in the field.

(FOE6®Y RECOMMENDATION 7: The DNRO direct development, coordination, and
implementation of a joint plan with appropriate DoD organizations for coordinating
support to military commanders in the field. Coordination of the plan to occur no later
than 1 November 1996,

(POE®) DNRO COMMENTS:

(BOBEO) W concur with Recommendution = The NRO's DDMS will initiate a process to
develop, coordinate. and implemen: a joint pian with appropriate DoD organizations for
coordinating support with military commanders in the field. This plan will he ready for
coordination by 1 November 1996.

(o) EVALUATION OF DNRO COMMENTS:

(MO We consider the proposed actions of the DNRO 10 be responsive to the
Recommendation.

Y
|28}
;



PLANNING

(U) STRATEGIC AND ANNUAL PLANNING

(L) BACKGROUND

(U) Planning involves establishing objectives and goals as well
as projecting resources and functional components to achieve
them.  Resources include manpower. facilities. cquipment.
material, and tunds. Objectives arc the gencral statements of
intended  accomplishment; goals ure the specific. measurable
targets.  Strategic planniag focuses on broad. long-term issucs.
The stratcgic plan provides the organization a foundation for
managers at all levels of the organization 1o sct priorities. allocate
resources. and anticipate and incorporate future requirements.
Annua! planning links longer term objectives with shoner wcrm
goals,

(U) Performance indicators track an organization's status and
progress reparding objectives and goals, The indicators usually
take the form of chans which depict progress toward unit and
organizational objectives and goals. Feedback mechunisms keep
management, employees. support and oversight  personncel
intormed on the progress achieved.

performance indicators.

(MOTO) ISSUE: The NRO has adequate processes and mechanisms to prepare strategic
and annual plans. However, there is no comprehensive, consistent system for identifying

(F&®O) THE NRO
STRATEGIC PLAN

@QLQ) The NRO Strategic Plan. last published in 1993,
documents the DNRO vision and strategic contexi. estuablishes the
strategy und objectives, and provides approaches to achieving
near-. mid-. and long-term poals. The strategic plan forms the
foundation for NRO plunning, programming. and budgeting. and is
available to all NRO cmployces. The current plan resulted trom a
vear-long effort to identity and respond to tactors reshaping the
U.S. national security intcrests and incorporited results from two
ycars of intemal and extemal reviews and analyses. including the
Woolsey and Fuhriman reports. The Plans, Resources and Policy
Division of thc P&A Officc maintains responsibility  tor
coordinating the strategic planning process.

(ES#8» The NRO Strategic Plan recognizes the following key
extemal influences which will directly impact the organization:
new threats to U.S. sccurity: US. National Sccurity Policy:
Congressional issues: Intelligence Commurnity issucs: support for
military and other overseas operations: and new technology.

(i) According to the plan, the macro-strategy “responds
to cumrent conditions, while cnabling transition to longer term
strategic objectives" to uchicve the DNRO vision, The plan further
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states "the macro-strategy recognizes the conflicting pressures
among sunk costs. existing infrastructure, current capabilities.
near-term needs,  changing  needs, and  tuture  investment
requirements to build and maintain needed new capability.” The
macro-strategy consists of:

- Investing in the tuture while accepting near-term risk:
- Increasing cmphasis on support to military operations:

- Maintaining functionality and flexibility while decreasing
cupacity. until prudent to decrease capability:

- Assuring a-viuable industrial base:
- Devcloping and protecting critical technology: and

- Improving overhead mission management. cxploitation.
and dissemination.

o) The NRO uses the Integrated Road Map. along with
the NRO Master Schedule. as planning tools for both long-range
and annual planning., The Inteprated Road Map consists of an
interactive soft copy document which is uscd to maintain oversight
of the schedules and milestones for the numerous and compicex
systems devclopment and technology programs. The Master
Schedule provides on-line tnformation on key activitics for shorter
specitic periods of time.

QLIQ) FINDING: The NRO Strategic Plan is out-of-date,

(POPW) The NRO Integrated Roud Mup should retlect the
main features of the Strategic Plan, It scrves as the primary tool
for the scheduling of milestones in systems development to
achieve the planned objectives and goals. The Integrated Road
Mup supports intcgrated planning across the  dircctorates:
development of investment strategics: decision-making at all
levels: and implementation of the NRO Strategic Plan. The
availability of the Integrated Road Map via the Government Wide
Arca Network makes it an invaluable tool to communicate to all
cmployees the current status of all programs and long-term
direction of thc NRO.

PO The Integrated Road Map is updated wt quanerly
sCNior management meetings with the DNRO approving changes.
As dircctorates and oftices review and update their own road maps.
the NRO Integrated Road Map retlects these changes. The ¢nd
result reflects current program status and relationships between
programs.
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weak@) The NRO Master Schedule shows NRO milestones in
4=, 12-, and 36-month increments. It includes baseline program
schedules. Taunch munifests. congressional bricting visit schedules.
and other significant activities of senior management. The NRO
uses it to mntain statt awareness of future activities and potential
contlicts that may require resolution.  Although operational. the
format and structure arc still undergoing development.

F=OE®) Manugers used varying technigues to accomplish
annual planning. Some uscd formal monthiy planning sessions,
while others used their office road map. combined with the NRO
Integratcd Road Map. to plan their activities. A minority did not
use any annual planning mechanisms.

(FeEe) The long-term naturc  of development of
rcconnaissance  satellites do not require annual review  and
adjustment  of  strutegic plans: howeyer. the  organizational
mirastructure supporting the major development programs necds
updating morc frequently than every 3 years. Changes in industry.
high-technology. customer-supplicr rclations. are examples of
extemal tactors which occur too rapidly o allow a three or more
year hiatus between strategic planning reviews.

#0¥6) RECOMMENDATION 8; The DNRO direct development and implementation of
a process to update the NRO Strategic Plan annually to ensure it accurately portrays and
communicates the organization future. Actions to be completed by 30 May 1997.

(FO®S ) DNRO COMMENTS:

() Concur. The Jeremiah Panel was created 1o define the NRO af the 21st century swith
final report duc June 1996. This report will impuct the NRO Strategic Plan. The DNRO will
provide a revised Strategic Plan by 30 May 1997, In conjunction with the May 1997 revised
Strategic Plan, the NRO will institute a process providing for annual review, and updare if
required, of its Strategic Plan.

(R@&H@ ) EVALUATION OF DNRO COMMENTS:

(R0 We consider the proposed actions of the DNRO tw be responsive to the
Recommendation.

(Uy PERFORMANCE O We found various fecdback mechanisms in use by the
INDICATORS AND organization. The DNRQO uses E-mail, called Director's Notes. to
FEEDBACK TO apprise the cntire organization of achicvements toward corporate
STAFF objectives and goals as well as significant cvents. Senior managers

use tormal Quarterly Management Mectings to provide teedback
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to middle managers on how well their components have performed
in meeting performance objectives for further dissemination down
the line. Program managers use various meeting forms to obtain
and distribute performance information. The Integrated Road Map
and Master Schedule scrve as onc form of feedback to all
cmployces.

(PFOYO) FINDING: The NRO lacks a coniprehensive and consistent system for identifying
performance indicators and providing performance feedback to all employees.

OPS) The NRO doces not maintain a documented. regular,
routine process of pertormance data gathering. prescntation. and
feedback covering all aspects of the orpanization.  Satellite
development, launch, and operations indicators appropriately take
a pre-cminent role; however. at the corporate and directorate level
there are few performance indicators for the support infrastructure
of the organization.

oWy Managers could verbalize the performance indicators
they used and communicated to their subordinates., but few
formalized them in written policy and procedure. Some managers
used the obvious indicators, such as success or failure in achicving
a launch and proper orbit, and raw production imagery. signals.
and communications output. Managers who have responsibility
for support and administrative functions usually do not have
quantitative or well defined performance indicators. They often
usc subjective asscssments to indicate progress.

(U) A well developed and documented system ‘of corporate-
wide performance indicators coupled with fecdback mechanisms
appropriatc for various corporate levels. would provide visibility of
corporatc hcalth, cstablish a basis for internal and external
customer satisfaction, and provide a method to identity problem
areas to management and employcces for resolution,

@e@dk@ The Govermment Performance and Results Act
(GPRA) of 1993 will require all federal organizations to establish
formal performance indicators by 1999. The NRO needs to
address the complex issuc of formal performance indicators and
prepare itself to implement the GPRA.

&=8¥6) RECOMMENDATION 9: The DNRO direct development and implementation of
corporate-wide performance indicators and measures of effectiveness for managers to use
in the Internal Management Control Program and to provide a basis for meeting GPRA
requirements. Completion date by 31 October 1996.
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(1SS DNRO COMMENTS:

(PO Concur. The NRO Associate Director for Resource Oversight and Management witl
prepare a plan to develop and implement corporare-wide performance indicators and measures
for munagers.  These measurement tools will be used in the internual manugement control
program and will be responsive o Goverament Performance and Results Act (GPRA)
requirements. Corrective action completion date is 31 October 1996.

(=€) ) EVALUATION OF DNRO COMMENTS:

(POWO) We consider the proposed actinns by the DNRO 1o be responsive 1o the
Recommendation.
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(U) MANPOWER

(U) BACKGROUND

(U) Three Primary
Manpower
Authorization
Sources

{U) Two Other
Sources of
Manpower Support

(U) Manpower management is onc of the responsibilitics of
cvery activity director. We define manpower managetnent as the
management of the organization's structure and the manpowcer
authorizations. Personne!l management is discussed later in this
TCpoTt.

(U) Manpower management is an cssential part of the effort to
improve efficicney and  ctfectiveness. An organization's
manpower requircments should be based upon processes that

_identify program objectives and the projected manpower necded to

achicve those objectives,

POE®) Manpower management throughout the DoD is
govermned by a 30 Junc 1993 manpower guidance memorandum
signed by thc Under Sccrctary of Defense, Personncl and
Readiness. That memorandum states it is the overall responsibility
of organizational hcads and program managers to cnsure

accomplishment of their specific mission/program responsibilitics
in the most cfficicnt manner iossiblc. (b)(3) 10 USC 424

%) The NRO obtains its overall manpower authorizations or
positions to support the NRP from three primary sources--the NRO
itselt. the DoD. and the CIA. For Fiscal Year 1996, the NRO is
allocated M) positions to support the NRP. However. the NRO
itsclf owns only of the total allocations, (M of which arc
govermment civilian and [ arc Air Force military. The other
positions are authorized and tunded by the parcnt organizations.
Congress authorized the positions for the NRO's restructuring
necds in such support drcas as logistics, Office of Inspector
General. Office of General Counsel. and administration. The
remaining positions belong to cither the DoD (QIQR or the
CIA } with the individuals encumbered in those positions
being assigned dutics at the NRO from their parent organization.

e Besides authorized positions, the NRO has two other
primary sourccs of manpower--borrowed and contractor. The
NRO has approximaicly full-time individuals known ag
"borrowed" manpower.  While common in intelligence agencics.
this is a sourcc of manpower not normally available to federal
organizations. Thesc arc military personncl and govemment civil
scrvants not assigned to any of the [} NRP positions. and
should not be confused with the NRO authorizations. These
individuals werk in NRO oftices throughout the organization.
receive tasks from an NRO manager. and provide full-time support
to the NRO. However, their positions arc counted against the
organizations from which they come. Those organizations belicve
they derive a benefit by providing individuals to the NRO. Some
of the organizations providing thc NRO such manpowcr are the
DoD/IG. the CIA/IG. the Community Management Staft, the CIO,
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the Detense Mapping Agency. the DIA, and the Air Foree Space
Command,

w58 ) The NRO also uses contractor_gersonnel throuvh
hooarters anil aneratinn: IO SD - (b)(1) EO 13526
OSD - (b)(1) EQ 13526 Section 3.3(1)

(EQLQ) ISSUE: The NRO does not have adequate processes and mechanisms to
determine and manage manpower requirements.

(FOE0) FINDING: The NRO lacks an adequate manpower requirement determination
and validation process.

(U) Determination B We found the NRO tacks well defined and documented
and Validation of processes for determining., validating. and managing manpower: no
Requirements system exists based on DoD or CIA guidance. Neither munpower

managers at the NRO nor supporting organizations could provide a
basis for the NRO's curmrent [JI@} authorized positions as the
minimum nccded  for  cfficient  and  cffective  mission
accomplishment.  Scnior management and HRMG  personnel
indicated the NRO uses an informal system in which the various
management levels affected discuss their needs and then statt a
rcyuest through the DNRO.

(S™57 We did tind the Information Technology Group (ITG). in
the Communications Dircctorate. performed several studics in the
arca of resource planning over the past year. Onc of these studies
produccd manpower standards Yor application in ITG dctachments.
We were not informed ot. and did not tind any. similar resource
planning studics in other NRO clements.

(L) Allocation of el Officials throughout the NRO stated they do not have

Authorizations a process for aliocating current authorizations or any subscyuent
reductions or additions in authorizations. To daw. the NRO has
accepted significant reductions from its parent organjzations
without issuing reclamas. To accomplish this, the NRO uses an
undocumented process to identify and climinate vacant positions to
meet muanpower reductions imposcd by the parent organizations,
A yearly review of the vacant positions by scnior NRO ofticials
determines which ones are critical and the non-cssential positions
are targeted fer climination. To date, the NRO achicved required
reductions through eliminating current or projected non-esscintial
vacant positions. We noted the review process docs not validate
nor reallocatc awthorizations bascd on the prioritized work
requirements,
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(U) Multiple Causes #=@@s The luck of compliance with DoD guidance resubts
and Impacts from ambiguity in the NRO chanering Jdocuments as to what

directives apply and lack of specification on the sourcing of
personnel., The NRO. based on streamlined management practices
and the joint nature of the organization, does not follow DoD
power management paidance. In addition. EIGIOEGIE)
10 USqg424
Furthermore, we tound the NRO's abitity to use borrowed
contractor personnel provides littie incentive to institue a
Manpower Minagement program.

(MO Without any type of formal manpower requirements
determination process, the NRO cannot substantiate its manpower
nceds to include both the number of personnel and the skills mix
required for efticient and effective mission accomplishment. This
deticiency makes uny NRO manpower rcquests for additional
manpower or directed reductions suspect.

(FeH®) RECOMMENDATION 10: The DNRO direct development and implementation
of a documented standardized manpower management program using appropriate DoD
and DCI guidance. The process should consider the borrowed and integrated contractor
personnel. Completion date by 31 July 1997,

il ) DNRO COMMENTS:

() ) Concur, The NRO will initiate an external, government-led (contractor-augmented)
warkforce analvsis 1 develop standardized processes o determineivalidute the level of efforr
required to complete cach functional task within the NRO's mission. This initiarive swill use the
approved niission-related conclusions and recommendations from the Jevemiah Panrel as the
husis for the workforce analysis. Based om this prentise. we estimate completion in Julv 1997,

(POB) EVALUATION OF DNRC COMMENTS:

(FOE®) We consider the proposed actions of the DNRO 1o bhe responsive o the
Recommendation,

40 SRl el il Sl



CONTRACTING

(U) CONTRACT MANAGEMENT

(V') BACKGROUND

(Uh Contract manggement at the NRO involves:  the
determination of requiremients for major svstems, supplies. and
services: development and execution of plans to contract for those
requirements; and designation. certification. and pertformunce of
yualified personncl to manage and monitor the resulting contracts.

& The NRO Office of Contracts cxccutes. modifies.

administers. and terminates contracts to support the mission of the
} by D)y {b)3Y 10 UISC 424

(b)(3) 10 USC 424

(&€ The Office of Contracts is consolidating its resources.
authoritics, policies. and procedures based on recommendations
from the 1992 Fuhrman Report (OIS RIS

The recomimendations included consolidation of the contracting
office personnel. with its own rules and regulations. into one
contracting organization with a single NRO-specific acyuisition
manual. The Office of Contracts is currently developing the NRO
Acyuisition Manual (NAM) to accomplish this task. The NRO
intends the NAM to combine and document the best procurement
practices of the former programs.

(PO Until the NAM is implemented. the Office of
Contracts and the staffs within the individual dircctorates are
continuing to apply the procurcment regulations of the parcnt
organizations tor all current or ncar-completion contracis.  The
NRO did not alier the procedures for on-going contracts because i
would have imposed unacceptable risks and added costs 1o the
programes.
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0SD - (b)(1) EO 13526 Section 3.3(1)

wae) The NRO. however, is exempt from thc governing
provisions of DoD Directive 5000.1, Defense Acquisition, dated
23 February 1991, based on the Secretary of Defense letter of 27
August 1995, National Reconnaissance Office (NRO) and DoD
Dircctive 5000.1.

(P&#0) ISSUE: The NRO has adequate processes and mechanisms in place to monitor
and manage its contracts with the exception of: certifying funding documentation;
payment and invoicing procedures for cost reimbursement contracts; defining the
responsibilities of the Contracting Officer's Technical Representative (COTR); and
procedures for monitoring some aspects of the operations and maintenance contractor
for the NRO Headquarters facilities.

(U) POLICIES AND &B) We sclected at random a number of high dollar valuce
PROCEDURES contracts covering a wide spectrum of NRO requircments to

cxaminc the processes by which contracts were awarded and
(b} 1}{c) (b)}3) 10 USC 424

e The procurement processes the NRO followed are both
complex and highly structured. While the contracts we cxamined
followed the specific repulation base [(CISNGRISIE)IRVSIOE Y
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#FO¥60) FINDING: The NRO does not have established policies requiring that NRO
contracting officers receive a written certification ol appropriated funds availability prior
to the processing of contract actions,

(U) Funding @) We found that the acquisition procedures used by the
Certification NRO are not in compliance with 31 US.C. 1341, FAR
‘ 1.602(1yb). FAR 4.803, and FAR 32,702 which require the
written certification of appropriated funds availability prior ©
contract actions being taken. We tound contract files where the
contract actions pre-dated funding centification and pre-contract
concurrence forms. a type of approval. Typically. contracting
officers took steps to ensurc that funds were. or shortly would be.,
available such as obtaining this information from budget personnel
within cach directorate; however, the contract files do not
document the contracting ofticers’ actions.

#=@a@) The current NRO  procedures for providing
certification of funds availability to contructing officers s not
consistent. and does not ensure that the contracting officer has a
writtcn commmtment i hand prior to obligating contract tunds,
Failure to cnisure receipt of appropriated funds places the NRO and
its contracting officers in fiscal jcopardy.

(FO™9) RECOMMENDATION i1: The DNRO direct development and implementation
of a procedure ensuring NRO contracting officers receive a centification of funds
availability prior to taking any contract action, and that the record of that certification is
maintained in contract files. To be completed by 1 September 1996.

(Ydigi@®) DNRO COMMENTS:

(@@ ) Concur with caveat. We assume the definition of "certification” implies "assurance.”
The NRO Acquisition Munual provides a consistent procedure for ull NRO contracting officers
10 ensure written assurance of funds availabiliry is received and maintained in the contract file.
We consider corrective action of this Recommendation complete.

(PePer®) EVALUATION OF DNRO COMMENTS:

(POE®) Wc consider the proposed uctions of the DNRO to be -responsive to the
Recommendation.
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(ESWEs FINDING: The NRO does not have adequate procedures for managing contractor
payments of cost-reimbursement contracts.

(U) Payment and FOPO) We determined that the NRO lacks cousistent
Invoicing procedures for assuring interim monthly contractor payments for
Procedures cost reimbursable contracts are certified for technical performance

by the responsible Contracting Officer's Technical Representative
(COTR). It is normally the COTR who has authority. based on
tcchnical Kknowledge, to certify payments are supported by
performance. Contracting officers are often certifying contragtor
payment for tcchnical performance without tull knowledge of
contractor performance. ’

#@SE€)) Becausc of the large number of cost-reimbursable
contracts and the magnitude of the dollars involved. the Office of
Contracts should implement procedures to more closely review
costs on these high risk contracts. We found the Office of
Contracts relied on the Detense Contract Audit Agency for review
of allowable contract costs on reimbursable contracts rather than
reviewing these contracts themselves betore the NRO makes
payment.

(W) There were inadequate procedures for assuring all of
the documentation on a contractor's performance is complete and
available to award fee boards. We found some instances where
customer comments werc not retained in the contract files.
Although NRO personncl had taken many of the required steps to
evaluatc a contractor's performance, the briefings given to the
award fce board by the COTRs presenting the government's
position should be bucked up with documented performance
evaluations.

(PFO™9) RECOMMENDATION 12: The DNRO direct development and implementation
of standardized procedures for processing cost-reimbursement contractor payments, and
implement an effective mechanism to ensure documented COTR review of applicable
contractor invoices. Action to be completed by 31 October 1996.

(POTO) DNRO COMMENTS:

(m@W@) Concur with caveat. The NRO does nor have "standardized" procedures us suggested
by Recommendation 12; however, thev are adequate. We agree that the DNRO should direct
development and implementation of stundardized procedure for processing cost reimbursement
contract pavments; however, the procedures will not require documented COTR review. Instead
the NRO procedures will re-emphasize FAR procedure that the Contracting Office should seek
expert advice as appropriate. We believe that requiring documented COTR review would not
only narrow the NRO contracting officer's latitude 10 exercise business judgment, but would
creare an extreme administrative burden. Corrective action completion date is 31 October 1996.
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(1OE®) E\V'ALUATION OF DNRO COMMENTS:

(POTTO) We consider the proposed actions by the DNRO 1o be puartially responsive 1o the
Recommendation.  The Recommendation focuses on imterim monthly puyments for those cost
reimbursement conrructs which involve engineering and technical progress by u conrdctor.

While we acknowledge the FAR does not require COTR verification of contractor's wchnical
progress. for the contracting afficer 10 certifv interim paxments, it ix sound business jiracrice o
require the non-rechnically trained contracting officer to obiain the documented concurrence of
the COTR that the contructor has, in fact, made the engineering progress claimed. There is
precedence in other DoD agencies for monthly or quarterly documenied COTR reviews of
contractor technical progress. DNRO needs to direct changes to the NAM reflecting COTR
verification of contractor rechnical progress where appropriate as standard operating practice.
NAM changes ta be made by 31 October 1996,

(U) ROLES AND TMOTO) Roles and responsibilities for contract minagement

RESPONSIBILITIES personnel are gencrally well-defined.  However. there are two
ureas the NRO must address to  provi better  contrict
management within the organization: limitation on
delegation of authority and the role of the COTR. Each dircctorate
and officc huas its own dedicated contracting division and staff,
following the decentralized team concept. Contracting personncl
work closcly. and are usually collocated. with their counterpans on
the technical icam. This fosters close communication and almost
daily contact with members of the team. including program and
budget personnel. We found the NRQO contracting personnel to be
vocal and informed memibers of the tcam. participating in Program
Review  Boards., Configuration Control  Boards (CCB).
negotiations. and other related mectings.,

(b)(1)(c) (b)(3) 10 USC 424
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whald@) For training and certification requirements. Air Foree
and Navy contracting officers follow the regulations of the
Defense  Acyuisition  Workforee  Improvement  Act m
We foun

had proper

that contracting officers assigned to the
cenification trom their parent organizations.

(U Contracting officers on complex technical contracts or on
service contracts that require close monitoring. often appoint
COTRs. While many agencies have clear guidance on the duties.
responsibilitics. and rcquircments tor COTRs. the FAR itself
provides little guidance and it is lett up to the agencies to develop
COTR policy.

(FOEO)

FINDING: The NRO has not adequately defined, implemented, and

communicated the roles and responsibilities for its COTRs.

(U) Role of the
Contracting
Officer's Technical
Representative

wEEE) We found the NRO does not provide clear, consistent
guidelines on the roles and responsibilities of the COTRs. This is
dve. in part. to the COTRs coming from different parent
organizations with variations in their roles and responsibilitics.
The NRQO has no program to indoctrinaic assigned COTRSs into the
complexities of the NRO's contructing cnvironment.  Of the
COTRs and project officers intervicwed. we found that not all had
letters of delegation of authority. and about ten pereent had not
been formally trained. The guality and extent of COTR review
varicd within different sections of the NRO, largely based on the
parent organization cxperience of the COTR. The NRO
management is aware of this problem. They are reviewing issues
of COTR training and delegation of rcsponsibilitics and plan to
address them in the NAM.

@eBex The COTR is often the on-sitc munager ot the
contruct, and is the muin point of contact with the contractor. The
COTR normally gives technical guidanee to the contructor. und
provides day-to-day technical advice to management,  Agencies
usually have a rigorous screening process to develop their COTRs
and cnsure that they have adequate technical background and
training for the jobs they arc required to pertorm. Because of the
complex and highly technical aspects of the NRO's acquisitions.
the job of the COTR is critical to the mission, COTRs must assure
that contractors are performing adequately. are on track. and
within targeted costs for their assigned contracts.

(@) The large number and high dollar value of NRO cost-
reimburscment  type  contracts  requires  prudent  contract
administration. The FAR recognizes cosi-reimbursement contracts
require close attention by management, Unless there is adeguate
gudance which has been communicated to the workforee. there is
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risk thut COTRx will act outside the scope of their authority. und
that contractors will be directed to act outside the scope of the
contruct. 1t is in the NRO's best interest. as a good business
practice. to establish consistent organization-specitic COTR
procedurcs und train the COTRs on them. The COTR can be a
valuable tool to the NRO by cnsuring that they are getting
sutticient retumn of ettort on their contracts.

(FO¥©) RECOMMENDATION 13: The DNRO direct the development and
implementation of consistent guidelines for the responsibilities of all NRO COTRs. The
guidelines should incorporate a training program to reinforce the valuable role of the
COTR. Actions to be completed by 1 April 1997.

{ @@ | DNRO COMMENTS:

(@) Concur. We have completed the recommended action to develop and implement
consistent guidelines. The NRO Acquisition Manual (NAM ) was implemented on 31 March
1996. For the first time there is a consolidated NRO reference on a COTR's role and
responsibilitv. The NAM contains in excess of 40 references, and we started an extensive COTR
NAM familiarization training program on 23 Aprii 1996,

() A formal training program is aeeded. We will need to develop a course and then
implement ir. Corrective action completion date for course development: 30 September 1997,
Corrective action completion date for training implementation: 31 December 1997, Resource
constraints prevent earlier accomplishment of this more formal training cffori.

( laeii) ) EVALUATION OF DNRO COMMENTS:

(=) We consider the proposed actions of the DNRO 10 be responsive 1o this
Recommendation, However, actions are to be complered by | April 1997 vice the proposed 31
December 1997,

(U)y MONITORING {POTS) The monitoring of contracts tor major systems,
supplies. and services at the NRO is adequate with the exception of
the review of invoices by COTR personnel and the monitoring of
some aspects of the operations and maintenance contractor for the
NRO Headyuariers fucilitics,  We have already discussed the
valuable role the COTR plays in contruct management. The NRO
has a number of processes and mechanisms in place to monitor
contractor performance and to ensure that it acquires the quality
systems o support its mission. These include: monitoring of
contractor progress by COTRs. contracting officers. and program
managers: the periodic monitoring of contractors by review
boards: Decfense Contract Audit Apency review of allowabie
contractor ¢osts: and the review of contractor-generated contract
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(U) Management
and Business
Controls

fund status reports. camed value reports. and cost schedule status
[Cports., :

€=26@) The NRO has cstablished a series of management and
busincss bouards to monitor and control all aspects of the
contractor's activitics in the complex major acquisition proccss.
Some of the boards that have been cstablished and are working
well are the CCBs, award fee boards. and program review boards.
These boards impose control and structure on the entire acquisition
process and ensure that the NRO internal and external customers
have addressed all interface questions. They are also the venues
by which budget and tunding issucs arc discussed and resolved.

=) The usc of award tee/incentive contracts by the NRO
required the creation of award fee boards to determine whether the
contractor has camed a fec and what that fee should be. We found
the process to be well designed, documented. and followed. The
cvaluation standards and criteria considered by the board arc
included in the contracts. The process requires that contractors are
apprised on the status of their fee position betore any formial
presentation. The NRO also utilizes a series of program review
bourds to ensure that all parties to a contract are aware of and
address the business and technical issuces on the specific contract.

(EeEe) FINDING: The NRO does not have adequate management controls over some
aspects of its operations and maintenance contractor for the NRO Headquarters facility.

(U) Management
Controls for the
Procurement
Support Function of
the Operations and
Maintenance
Contractor

£ I NI{OTERTR (D) (1)(c) (b)(3) 10 USC 424

as ifs prime contractor for operations and maintcnance
support. was awarded contracts for purchasc of land and
services to support the NRO facility collocation project. including
all the interim buildings and Westficlds facility. The work
statement of onc of thesc contracts au(horizcs.m to act as the
agent for the NRO for its daily procurcment support. This is a
"pass-through™ contmct, i.c.. supplics and scrvices are purchascd
with no added fec or gencral and administrative and overhead
burden.  Purchascs for facility support and operation and
maintenance are made under another contract, and arc fully
burdened. We did not review any aspeets of the land purchase
portion of the contract because it has been reviewed and audited
extensively. Wec did. however. review the addition of a
procurement support function into the "pass through' contract.

&8 We determined that the mechanism for making a major
modification to the operations and maintenance contract did not
follow FAR guidclines as described below. [ERQIGRGIEIRIVSIe
Major changes to the
contract were made which increased the contract value from (U]
These changes werc not supported by a
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determination and finding or & new justification and approval
process. The NRO made a determination that a justification and
approval process was not required because the changes were
within the scope of the contract.  Although the wording of the
contract modification indicates it was a revision. the procurcment
tunction transfer was not adequatcly documented with a
determination and finding on the reasons for the trunsfer. In
addition. all reviews and concurrences were not obtained prior 1o,
the effective dute of the modification. This is a sysiemic problem
in the NRO as pointed out clsewhere in this report. (Sce
Recommendation 11.)

e We found the contracting officer who authorizes
invoice payment for the "puass through" vontruct is not
receiving sufticient back-up data or proof of receipt of the supplies
and services ordered for the NRO by even though it is
availuble elsewhere within the NRO or trom CISCO. The NRO
contracting officer has been rclying on the voof the
contractor's receiving records, the contractor's inventory. the
monthly financial status review reports. the contractor's approved
myoicing procedurcs, and mectings between the NRO program
personnel and the contractor. The contracting officer should be
receiving a monthly repon of an indcpendent assessment of the
mvoices paid and supplies received.

@ The NRO relics on 10 procure supplies and services
for the Headquarters clements. makes cvery attempt to
follow FAR guidelines. but is under no contractual obligation to do
s0. It may be more cost efficient tor the NRO to procure some or
all of its supplies and services tfrom approved government or
competitive sources once salaries, competitive pricing advanages
and general, administrative. and overhead cost diftercntiuls and
profit are factored in.  We reviewed a small poriion of (DI
pass-through purchases and, while we did not notc any major
diserepancies on prices paid, we found some "purchase orders” for
over M which under the FAR would normally reuirc a
contract, and a sole_source order placed against a basic ordering
agreement for [l I Thc NRO should review its need 1o
usc a contractor in this manner when the contract becomes
renewable in 1998,

(€) RECOMMENDATION 14: The DNRO direct an audit of the contracts to
compare procurement options, including all associated costs, for future NRO support. The
audit will begin no later than 1 November 1996.

{ e@m@ ) DNRO COMMENTS:
(&) Concur. NRONHG will awdit the (SN OXM contracts by | November 1996,
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(FOESY EVALUATION OF DNRO COMMENTS:

(D) We consider the proposed actions by the DNRO to be responsive 10 the
Recommendation.

(BQLGy RECOMMENDATION 15: The DNRO direct development and implementation
of a system to review contracts based on changes in scope or contract dollar value in
accordance with appropriate contracting requirement authorities. Actions to be completed
by 31 October 1996.

(#&€) ) DNRO COMMENTS:
(=) Concur. The NRO Office of Contacts will address this issue of contract reviews based

on scope and dollar changes in an update to the NRO Acquisition Manual. This update swill be
applicable to the whole NRQ, and its expected completion date is 31 Octaber 1996.

(@b’ ) EVALUATION OF DNRO COMMENTS:

{BOW®) We consider the proposed actions by the DNRQO to be responsive to the
Recommendation.

(BOEO¥ [SSUE: The NRO has adequate processes and mechanisms in place to manage
and monitor the tramsition from three different contracting systems into one
consolidated system.

#=8%a) Thc NRO Officc of Contracts has maintained an
aggressive schedule. with tull commitment of time and resources.
toc complete and implement the NRO Acquisition Manual, The
NRO intends the NAM to combine the clements of: the FAR: th
Defense FAR Suppiement. where applicable: [(SISRNNSCEFZ
ﬁ the interim contracts policy dircctives;
and other applicibie reguiations under one umbrella document,.

(P&€)) The creation of the NAM as a supplement to the FAR
is a far-reaching and a formidable etfort. The NRO intends the
NAM to address every FAR section with dircction and guidance
for compliance with the regulation, or to contdin the basis for the
deviation or waiver, its justification. and alternative regulation,
process, or written claase to be used as the NRO standard.
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(Hee@) Since January 1995, contracting officers  have
operated under NRO interim contracts poficy dircctives which
defined the conditions. processes, and documentation 10 be used by
all contracting personned until the adoption of the NAM. These
directives identify the regulations for justification and approval
processes. authority. delegation and approval levels required tor
NRO contracting. the pre-contract role of the National Program
Contracts Review Board, contract settlement and closeout. special
and geacral exclusions, and organizational contlict ot interest.

(b)(3) 10 USC 424

W tound no coverage of this arca
in the draft NAM we saw during the course of the inspection. The
"Authorities and Delegations” section of this report provides more
detailed discussion of the implications.

f
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(€) INFORMATION RESOURCES

(U) BACKGROUND ==@=@) Information Resources Management (IRM) is the
process of managing information resources 10 accomplish
organization missions. It encompasses the information jtsclt and
related resources. such as personncl. cquipment. funds. and
information technology. The Paperwork Reduction Act (44 US.C.
Chapter 35) cstablishes a broad mandate for organizations to
perform IRM activities and is the authority upon which federal and
defense regulatory guidelines are based.  Scction 3502 of the
Papcrwork Reduction Act exempts intelligence activities from
compliance.  While the NRO is exempied from them. the
following regulations provide a foundation of sound business
practices upon which to base uan cffective and efficient [RM
program: Office of Management and Budget (OMB) Circular A-
130.  “"Management  of Federal Intormation  Resources'.
15 July 1994 DoDD 7740.1. "DoD Intormation Resources
Management”. 20 June 1983; and. DoDD ROO(L. "Detense
Information Management Program.” 27 QOctober 1992,

€5) [RM in thc NRO incorporites a fully intcgrated network of
automation and communications which  encompasses  the
Automated Duata Processing systems. the relecommunications
means by which the information is moved to its intemal customers,
as well as the munagement processes to supporl its acyuisition.
opcration. and maintenance. The Information Technology Group
(ITG) of the Communications Dircctorate is the office vested with
this communications and information systems infrastructure
mission., The Director. ITG has budget and policy-making
authority to establish and maintain the NRO communications and.
information systems infrastructure.

BOSD - (b)(1) EO 13526 Section 3.3(1); (0)(1) 1.4(c), (b}(3) 10

LD/ L ) LY
0SD - (b)(1) EO' 13526 Section 3.3(1)
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(POE8) ISSUE: The NRO does have an adeguate support program to determine
automated IRM requirements and te acquire and manage the Automated Information
Systems (AIS) needed to accomplish its mission: however its 1RM strategic planning
process and monitoring programs are inadeguate.

(1) POLICIES AND
PROCEDURES

(U) ROLES AND
RESPONSIBILITIES

#3 The NRO has adequate internal policics and procedures in
place to ensure they manage the IRM proprum using sound
business practices.  While the NRO docs not clearly reference
federal or defense  guidance. their policies and  procedures
incorporate most of the reguirements for IRM programs as stuted
in OMB Circular A-130 and DoD Directive 7740.1. The ITG has
created and published detailed internal procedures which provide
guidance in [RM areas. such as requirements determination. AIS
Life-Cvcle Management, and software development and data
administration,

+8) The NRO bases its IRM policics on the extensive
communications and awtomation experience of the Dircctor, ITG,
as well ay the NRO's interpretation of aceepted practices of the
DoD and CIA. Considering that the ITG has only been active as an
IRM activity tor less than three years. they have uachicved
commendable progress in cstablishing and implementing policies
and procedurcs to cftectively and cfficiently manage  their
operations.

(PE@®®) The arca where NRO TRM procedures deviate most
significant]y from federal and Defense TIRM program requiremenis
is in information systems management oversight, specifically in
the incorporation of a review program. Another difference results
from their cacmption from compliance with DoDD S000,1, which
provides the basis for AIS Lite-Cycle Management. The NRO s
not required to Follow specific puidance outlined in AIS Life-
Cycle Management related directives. however they do have
sutficient procedures established to satisfy the overarching DoD
Life-Cycle Manugement objectives.,

™ Policy and procedure development is an ongoing process
within the ITG. They make published documents available to all
ITG personnel. and NRO personnel as appropriate, on the NRO
NeXT-based Government Wide Arcu Network IGWAN),  The
ITG's ongoing etfort to stundurdize operations through policy and
procedure development should continue as it has a direct impact on
implementation of "sound business processes™. which is a stated
NRO IRM lcudership concemn.

% The NRO adequately identifics roles and responsibilities of
the IRM support program so the organization can be responsive 10
the user's nformation needs.  The ITG has a comprehensive
Mission and Functions document which clcarly defines its
organization and responsibility. The NRO'S intemal IRM policies
ang procedures incorporate the identified roles and responsibilitics.

STCRPTHTEMAN T RN RO
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(U) REQUIREMENTS
DETERMINATION
PROCESS

IRM managers and internal customers have a  thorough
understanding of the ITG's roles and responsibilitics and the
processes used to get support, Most NRO managers (90 pereent)
we interviewed were satisfied with thc IRM support program and
it ability to meet the organization's needs.

=84 The Dircctor. ITG. fulfills the role of the Scnior
Information Resources Managecment Representative in the NRO
and centrally controls all policy and procedures. budget authority.
AIS acquisition, Life-Cycle Manugement. and operations and
maintenance ot all information resources. The Dircctor. ITG.
functions under the authority of the Director, Communications
Directorate. '

¥ The centralization of the IRM function under TG is an
ongoing and evolving process. For example, the ITG has
identified at lcast @) non-standard LANs whose functions cannot
be transterred to the standard NRO NeXi-based Management
Information System until the organization migrates to a morc open
operating systcm architcerure.

@) The NRO has an adequate procedure in place to identify,
validate. and prioritize IRM rcquirements to meet the collective
information needs of the NRO. The ITG has a staff specifically
designed to definc customer requirements--the  Customer
Requirements Staff. This staft is the customer's primary interface
with the IRM requirements process.

9 Customer requirements must be signed by an authorized
validator, a scnior manager designated on a published validator
list. The Chicf, Customer Requirements Staft aussigns a Point of
Contact to work with the requestor on technically detfining the
requirement. It is reviewed by the ITG's Requirements Action
Board which assigns the requirement to a responsible division or
dctachment for project development und management.  The
requircment js then tasked for future action at a Scnior
Management Board or a CCB. where project development will be
revicwed.

€9) Requirements are validated and developed to be compatible
with thc NRO communications and information management
basclinc architecture.  The baseline defines the standard
information technology processes and cquipment for thc NRO
(WINIGIOY nctwork. It it is not possible to satisty the customer's
rcquircment using the bascline, an exception may be approved
after review by the CCB or an alternate solution may be proposed.
This process provides sufficieat control to ensure standardization
and interoperability within the NRO.

&8 Requircments are prioritized based on the "required date"
nceded by the customer. and agreed upon by the ITG.  Most
customers we interviewed indicated that ITG has always met their
mutually agreed upon operational date. A fow customers were not
satistied with the responsiveness of ITG. They stated projects took

SEEREPRYFVANTIEENT RETHOTE
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too long. ITG does not keep them informed of the project status. or
the project was not developed to mceet their technicul
specitications. Revicws of a sample of the mentioned project files
revealed there were sigaificant coordination problems. such as
leasing lines. system compatibility requirements. or rescarch
engineering into new technologics, which made the original
requested dates impractical,  Qur review showed that customers
werc cither not sufficiently informed or did not concur with the
circumstances surrounding the project change. tmprovements in
customer interaction are addressed in "Program Monitoring” Jater
in this scetion.

(FOH® FINDING: The NRO does not have an adequate IRM strategic planning process
at this time that provides a basis to address future information architectare requirements.

(U) IRM STRATEGIC =8 Although the IRM strategic planning process is currcatly

PLANNING PROCESS  inadecquate. thc NRO is well on its way to successfully
incorporating previously decentralized planning cfforts into a
consolidated product so that IRM resources can cnhunce future
support of the NRO mission. The Vision 2005 IRM Strategic Plan
is in draft form and is ready for review by senior management.
Some supporting plans, such as the ones for Asynchronous
Transter Mode technology and the MIS Modernization. are
developed through the concept phase. The TRM portion of the
NRO's Intcgrated Road Map describes some target infrastructure
tcchnologies, but is not sufficiently developed to complement the
NRO's long range poals. While a good start on proper planning.
these products do mot yet fully define the future organization
architecturc by identifying specific objectives, the transition
stratcgy to move from current to target architecture, resource
requirements. and scheduled milestones.

OSD - {b}(1) EO 13526 Section 3.3(1)

0OSD - (b){(1) EQ 13526 Section 3.3(1)

) Fiscal Ycar 1996 is the first year that the ITG has managed
a consolidated budget and the linking between the budget line
items. project plans, and strategic  plan  objectives iy still
progressing. The ITG has an adequate method to control funding
to current projects, but is still working towards adequatcly
resourcing defined strategic objectives. 1f the ITG's internal
budget analysis process continucs as obscrved. they will achieve
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an adequate planning process to meet and fund identified strategic
zouls and objectives.

w8 There are several factors that aftect the NRO's development
of IRM strategic plans. One is the ITG's ongoing cffont to
determine IRM bascline architceture. A baseline is essential to
establish the current communications and information management
processes and systems so that future plans can incorporate
appropriate transition strategics. All current projecets are ¢valuated
tor compatibility with this basclinc, and future plans reference the
bascling architecture as the migration point.

PPRIOSD - (b)(1) EO 13526 Section 3.3(1)
OSD - (b)(1) EO 13526 Section 3.3(1)

#=aue) The NRO has adequare data administration and AIS
program management to cnsure current intcroperability. cost
ctficiencies, and standardization within the NRO. They do not
currently parnticipate in the DoD Data Administration Program,
Considering their interest in incrcasing interoperability with the
intelligence  and  Defense  community, participation in  the
Functional Data Administration-Intclligence working group would
be beneficial to their planning etforts,

() Scnior IRM managers recently instituted three programs to
improve IRM strategic planning. First. they estublished an ITG
consolidated budget and urc connecting projects and activities to
budget and division/detachment line items. This is a nccessary
step towards determining funding tor future projects. Second. they
initiated project management training tor ITG government
personnel. who come from a predominantly operations and
maintenance  background. This  should result in  more
comprehensive project planmning and reinforce the  striutegic
planning process.  Third. they tasked the newly statfed 1TG
Systems Engincering Staft with the responsibility to strengthen the
IRM strategic planning processes through development of the 1TG
Integrated Road Map and a more explicit strategic plan.

(&) Onc reason the NRO has not developed adequate IRM
strategic plans is that its planning cfforts have been focused
primarily on near-term objectives. such as establishing operating
procedurcs, supporting major organization restructuring. and
derermining baseline architccture. These must be accomplished
before concentrating on tuture planning so that there is a defined

o
o
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base from which to plan. Now that many of the near-term
objectives are closc to completion, more time must be devoted to
detining and devcloping the NRO's information management
requirements and system architecture tor future ycars,

b)) [nadcquatc stratcgic planning results  in  the
unpreparedness  of the NRO 1o mect future information
requirements in support of the organization's mission. NRO
personnel are frustrated with the slow progress towards a more
open architecture.  IRM managers find the lack of u well-defined
tuturc architecture impacts on their ability 10 exccute current
projects. as they are unsure of whether the project will be
compatible with tuturc NRO technologies. Lack of a weli-defined
IRM strategic plan also impacts on future years budgeting
processes as the architecture must be defined before resourcing can
be accurately projected for it.

&) RECOMMENDATION 16: The DNRO direct development and implementation of a
complete IRM Strategic Plan which identifies current and future architecture, transition
strategies, objectives, milestones, and resourcing, and includes a periodic review
mechanism, Guidance for IRM Strategic Plans may be found in OMB A-130 and DoDD
7740.2. IRM Strategic Plan to be completed by 1 October 1996.

( RO ) DNRO COMMENTS:
(BOEO ) Concur. The NRC will continue estublishing its strategic planning process us detailed

in the Inspection Report. A final Information Resource Management Strategic Plan will be in
place by I October 1996.

(o6 ) EVALUATION OF DNRO COMMENTS:

(POB®) We consider the proposed actions by the DNRO to be responsive to the
Recommendation.

(U) MONITORING ) The NRO conducts adequate monitoring of its AIS

PROGRAM development and acquisition activities. It docs not have un
adequate proccdure to monitor customer fecdback or perform
intcrmal asscssments of its programs to determine if it cffcctively
and ctticiently mcets the IRM needs of the organization,

(&) Adcquate processes exist to moiitor the data administration
program. AIS development. and systems Life-Cycle Management.
including a recapitalization program. [TG uscs a formal project
management  process which incorporates CCBs 1o review
milestone accomplishment and ensurc that the project is
compatible with the bascline architecture standard.
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weeas There is no formal and consistent method to monitor
feedback to and from the customer, and gauge the customer's
ultimate satistaction with the IRM program. There are 4 varicty of
informal ways in which management reeeives feedback such as E-
mail from customers. intcraction at the many orpanization-wide
working group meetings, participation in other dircctorate's CCBs,
and an clectronic survey of network customers in late 1994 with
plans for a follow-up in late 1996, While thesce are the type of
efforts that are done as part of a good monitoring program, the
NRO lucks a comprchensive plan to intcgrate this customer
feedback into process and product improvements.

&) The Help Desk is the one consistent customer point of
contact, and the majority of ¢ustomers we interviewed had high
praise for the quality and responsiveness of service from the Help
Desk and the local ITG detachments. The Help Desk can be a
valuable source of customer feedback and information. but there is
no organization-wide method 10 allow management {o monitor
historical and trend analysis trom this source.

[S) Some customers indicated that they do not feel that they are
an integral part of the [RM process. that ITG "works for another
master” a5 one person put it.  Several customers cxpressed
frustration that they were not kept informed of project evolution.
Onc reason for this is the lack of a consistent method to keep the
customer informed of requirements development,

& The Customer Requirements Staff is designed to be the
customer's interface with the ITG and works with the customer to
initially define the technical requirements. Once the requirement
is assigned lo a project manager there is no uniform procedure to
keep the customer appriscd of progress or cnsure ConCurrence as
the project is developed or milestones are adjusted. The Customer
Requirements Staff only provides updates to a customer if the
customer calls to ask and they have no influence over how the
project is developed since the project managers work for the ITG
divisions or detachments.

(®) The comments on project timeliness that were noted in the
previously discussed "Reqguirements” section are also caused by
insufficient interaction  with customers,  Since there is no
consistent method of providing feedback. misunderstandings
between the ITG and its customers will continue, ITG should
develop and implement procedures to comprehensively monitor
ITG customer support and teedback. This will aid the Intemal
Management Control program and help meet GPRA requircments.

(FOEO) FINDING: The NRO IRM program lacks a consistent, comprehensive self-
assessment review program to determine its effectiveness,




SEERFPRYEMANFEERNT-REYIIOTE

INFORMATION RESOURCES

#BOE®) The NRO does not have an adequate method to assess
the overall etfectiveness and cfficiency of its IRM program,
Federal TRM guidance, as well as sound business practices,
advocate some type of self-assessment program. Onc option for
cstablishing a review program is available in the Office of the
Secretary  of Defense  "Guide tor Assessing  Component
Information Management Activities". A self-assessment review
program should be part of the NRO's execution of its Internal
Management Control (IMC) program. sincc both Intormation
Technology and Telecommunications arc considered assessable
units with significant level of risk.

) Scveral IRM monitoring mechanisms are in usc at the
NRO: ITG quarterly budget reviews moritor the planning and
funding process: the  formal management  processes  of
Requirements Action Boards, Senior Management Boards, and
CCBs monitor the sysicms development process: and oft-site
seminars provide opportunitics for devclopment of specific
management interest items. The Communications Directorate has
recently completed a  review aimed at  strcumlining  the
requirements development process and conducted a survey in carly
1995 aimed at improving intcrnal provesscs. These arc all positive
sclf-assessment efforts but lack incorporation into a comprehensive
and on-going evaluation and improvement process.

) ITG's Detachment 7 provides a positive example of an
intcrnal  process assessment which has resulted in improved
business practices. Positive and enthusiastic customer fecdback
during on-site interviews indicate Detachment 7 was successtul m
restructuring its  internal organization 10 bc more customer
responsive.

(U) Senior IRM management has stated that their primary
ctforts have been on establishing internal polivies and procedures
and bascline architecture, and now they can focus on tmproving
customer interaction and monitoring processes. In our judgment,
the development of an IRM program is not a sequential process of
cstablishing onc criteria at a time. The institution of all five key
IRM arcas of policics and procedurcs, roles and responsibilities.
requircements detcrmination, strategic planning, and customer and
program monitoring, must develop and occur concurrently,

@=8W®) The impact of the lack of focus on customer and
program monitoring is unrcsponsiveness to the organization's
nceds. Some customers do not have full contidence in the ability
of the IRM program to mcct their nceds and circumvent the
process to get what they want. The organization becomes focused
on maintaining in-placc procedurcs. rather than locking  for
opportunitics to improve management processcs te better serve the
NRO's mission.
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FO9) RECOMMENDATION 17: The DNRO direct development and implementation
of procedures for a comprehensive IRM seif-assessment review program, incorporating
applicable DoD guidarnice and concepts similar to the OSD "Guide for Assessing
Information Management Activities" and OMB Circular A-130. Actions to be completed
by 1 September 1996, .

(OO DNRO COMMENTS:

(POB) Concur. Documents identified in the Inspection Report will be reviewed to identify
internal processes which can be used in NRO self-assessment. These procedures will be in place
by 1 September 1996.

{FODUO) EVALUATION OF DNRO COMMENTS:

(=e&) We consider the proposed actions by the DNRO 1o be responsive o the
Recommendation.
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(U) CIVILIAN PERSONNEL

(L) BACKGROUND

{U) Civiliun personnc] management is a primary responsibility
of organization managers, The organization's civilian personnel
office supports manggement through proactive involvement,
advice, and guidance and provides technical services to administer
the personnel system.  The personnel management sysiem must
comply with appropriatc statutory. rogulatory. and  policy
requirements, which must be clearly understood by cmployees.
managers. and the personne! office. as well as the scrvicing
external personnel support agencics, if applicable.  An adequate
personnel management system includes programs for position
management  and  classification, recruitment and  placement,
management-cmployee  relations.  employee  training  and
development. and tcchnical support. [t should alse include a
means to assess its overall cffectiveness and its responsiveness 10
the nceds of employees. managers. and the organization's mission
ay a wholc.

(U) The NRO's DoD charter directive statcs that the DNRO hay
the authority to “organize, staff. and supervise the National
Reconnaissance Office." However. the DoDD does not specifically
delegate civilian personne! management auvthority to the NRO.
According to legal counsel. the charter dircctive is sufficient to
give the DNRO personnel management authority, although an
NRO scnior personnel manager maintains that the authority should
be clarificd further. The DNRO has chosen not to exercise his
staffing authority and instead relies on the CIA and the DoD.
specifically the Air Foree and Navy civilian personnel sysiems. 1o
perform all the NRO's personnel management functions.  The
NRQO's HRMG coordinates with these extemal support agenvics
and administers the NRO's civilian personnel management system,

¢ The NRO is staffed with civilian personnel from three
parcnt organizations -- from the Air Force. (Gf from the Navy
and [ trom the CIA. The NRO also has §OB tull-time perimanci
WU EDIWIITeN(0) (1) 1.4(c), (b)(3) 10 USC 424

(U) Personncl practices for Air Force and Navy civiiian
employces of the NRO arc administered in accordance wath Title 3
UL.S.C.. guidelines issued by the Office of Personnel Management
and DoD rcgulations.  Personnel practices applicuble to CIA
emplovees are based on Title 30 U.S.C. and administered
according to regulations which are excepted from Office of
Personnc! Management guidelines.  HRMG considers the 1993
"NRO Restructure Guidance Document” to be the  source
document establishing intcmal NRO personnct policy guidance.

(U) NRO senior management contends that the multiple parcnt
organization concept. while challenging. gains the NRO a diverse
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internal structure and provides an extemnal pool of resources from
which to select future employecs. Senior management continually
emphasizes the establishment of an NRO corporate culture and
thewr determination to gt personnel trom the tormerly separate
programs to operate as a consolidated, cohesive team,

(FOYO) ISSUE: The NRO has technically adequate processes, mechanisms, and
management systems to support civilian personnel and meet NRO needs: however, these
multiple personnel systems do not support the goal of a consolidated, cohesive work
force.

(U) ROLES AND (FSEE) The roles and responsibilities for  personncl
RESPONSIBILITIES management are understood by HRMG. senior management. and
extemnal supporting agencics (parcnt organizations). although no

(U) External tormal agreements cxist.  The NRO depends on the parent
Support organizations for personncl guidance and action. HRMG staft
Relationships displayed thorough understanding of CIA and DoD authoritics

applicable to civilian personnel administration.

{S™% Thc fundamental differences between the  parent
organizations personnel practices--based on statutes, regulations
and policies--requires HRMG o maintain expertise about cach
personnel system. Interaction between HRMG and the Air Foree
and Nuvy parcnt organizations is centralized.  [SERREGIEY
MOSD - (b)(1) EO 13526 Section 3.3(1)

(FOTU) FINDING: There are no Memoranda of Agreement (MOAs) between the NRQO
and the agencies providing civilian personne} services which define their responsibilities in
accordance with DODI 400,19,

FETO) While the HRMG. senior NRO management. and the
supporting external organizations have a positive and cooperative
relationship which  provides technically  adeyuate  personncl
management support. there are no formal agreements which
specity roles and responsibilitics for those involved in providing or
receiving support. This results in the inability of the NRO and its
supporting agencies to provide the most ctfective and efficient
personncl management.  As we show in the following arca, the
HRMG and supporting agencics maintain duplicative personnel
rccords and incompatible personnel database systems, It is
difficult for the NRO to monitor the timeliness and guality of
support received since there is no statement as 1o what support is
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expected. The lack of stated responsibilitios has adversely affected
the quality of the NRO's cmplovee training and development
programs and the NRO's ability to administer personntel records,
We identify specific inadequacies in the emplovee training and
development arca kater in this section,

#0E0) RECOMMENDATION 18: The DNRO designate and direct a Support Agreement
Manager to develop and establish MOAs with the CIA, Air Force and Navy to specifyv roles
and responsibilities for civilian personnel management in accordance with DoDI 4000.19.
Actions to be completed by 31 July 1997,

(MO DNRO COMMENTS.

(POTOT Concur with cavear. CIA emplovees warking within the NRO structure, including thase
who are detailed 10 NRP funded positions. remain CIA emplovees and are entitled to the
reqguisite personnel support fraom the CIA. Prior to any final agreement on the creation of a
single civilian personnel svstem for the NRO and the subsequent siructure of that svstem, there is
na necd for. or benefit from. documenting the provision of personnel support 10 CIA emplovees
in the NRO in an MOA with the CIA.

(1OEN©) The NRO, as activity host, has na DaD official personnel authorities as defined in
DaD1 40006.19. With the Air Force serving in the role of Executive Agenr on the DoD side of the
NRO. again there is no need to have un MOA with the Air Force since the Air Force is
responsible for the Air Foree people supporting the NRO.

() An MOU with 1he Navy would be advantageons sinee the personnel providing suppors
to the NRO are assigned to a lurger Navy parenr wnit. A Navy MOU was signed in February
1994,

(@) Therefore, appointment of a "Support Agreement Manager" and accomplishment of an
MOU with the CIA (or anv other MOUs which might be necessary such us one with Armv or
National Securitv Agency personnel offices} depend on resolution of the Joint Inspection Team's
single persannel system recommendation (See Recommendation 22), Should resolution of the
single personnel system issue require MOUS, « Support Agreement Manager will be appointed
und MOUs accomplished by 31 July 1997,

(R8BI} ) Thercfore, appointment of a "Suppart Agreement Manager" und accomplishment of an
MOU sith the CIA (or any other MOUs which might he necessary such as one with Army or
National Security Ageney personnel offices) depend on resolution of the Joine [nspection Team's
single personnel system recommendation (Sec Recommendation 22). Should resolution of the
single personnel system issue require MOUs, a Support Agreement Manager will be appointed
and MOUs accomplished by 31 July 1997,

(O EVALUATION OF DNRO COMMENTS:

(FOE®;) We consider the proposed actions by the DNRO to he partially responsive to the
Recommendution. We agree with the DNRQ's comments on deferring an MOA on personncl
support with the CIA and with his statement that there is no need to have an MOA with the Air
Force. However, MOAs!MOU's with the Navy, Army, and NSA on personnel support are needed.
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The February 1996 Navy MOU. which generally establishes the relationship bhenveen the
Department of the Navy and the NRO, must be supplemented by agreements o address the
specific responsibilities of the Department of the Navy and the NRO regarding personnel
support. Actions 10 be completed by 31 July 1997.

A

{U) Internal (U) Understanding of current personnel management roles and

Management responsibilities by NRO munagers and employees is adequate,
HRMG fills the role of fucilitator between NRO-assignced
employees and their parent organizations. . They administer NRO
personne] managcment based on the rcquirements and guidance of
the three parent organizations.

(U) While the HRMG uscs a variety of methods for releasing
personncl information to NRO employees. HRMG ofticials noted
employce concerns that they do not receive sufficient management
perspectives needed for employees to make decisions. such as the
career service issue. Personncl information is disseminated in
multiple ways--E-mail, Director Notes. training scssions, and staff
meetings. Since there is no standard method by which all
personnel information is rcleased, employces might miss
something critical. Each employec interviewed noted personnel
information flow as a problem in one respect or another. We found
cmployees believe senior and mid-level managers inadvertently
filter the personnel information they receive at meetings and pass
on to their employces. Some employees believe managers assume
since they (the manager) received the information, that it has been
disseminated to all employees, and so do not pass it on. Some
employces cited management's singular focus on mission-related
issues as a rcason why they arc not cognizant of the importance of
this personnel information to the employec.

V) (POPes We found the administration of the separate personncl
ADMINISTRATION systems described below to be in technical compliance with
OF THE PERSONNEL regulations. Howcver, we  found the current  personncl
MANAGEMENT management arrangement flawed on two counts: it does not foster
SYSTEM 4 consolidated. cohesive work force and it results in perceived

inequitable treatment of cmployees in promotion opportunities.
assignments, and awards for cquivalent work. As a rcsult, this
scction contains several findings beyond the ubility of the NRO to
resolve. Depending on the SECDEF/DCT approved wording of the
rccommended DNRO proposed MOA, resolution of these findings
would require changes to law. DoD Directives, or SECDEF and
DCI agrcements.

(W9%8@) Scnior management asscrted the  diversity of
cxperience brought into the NRO by the different personncl
services far outweighs the administrative disadvantages of
operating multiple systems. Yet. senior managers throughout the
NRO are attempting to develop an NRO consciousness in their
cmployces. Retuining the ditferent personnel systemms does not
scrve to reinforee this goal. :
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Interviewees noted several issues.  HRMG personac] noted
signitican! duplicative ctfforts on their purt and a lack of sufficicnt
automated Systemns connccted to parcint organization systems s
detractors.  Nearly all non-managemcent employees interviewed
about the personnei system commented on difticulty understanding
an orpanization goal of a consolidated NRO while maintaining
scparatec porsonniel systems.  DoD cmplovees perccive uncqual
opportunity whea they compare their syvstem o the seemingly
more flexible and decentralized CIA personnel svstem.,

=) Results of our survey of NRO cinployees on those
guestions relating to human resource munagement issues indicate
that NRO managers and CIA employecs are very satisfied with the
civilian personnc} support received, However. DoD cmiplovees
indicated dissatisfaction with some specific personnel issucs.
Results are wabulated below,  Comparative data between DoD
civilians and CIA personncl indicate DoD civilians arc more
dissatisticd with: personne]l support: being treated  fairly on
promotions. assignmenis and awards: and training opporunitics
availublc to them.

(MOO)
Responsc*

Survey DoD Civ  CIA

I am satistied with the 3% 63% Agree

personnel suppornt [ reccive 50% 229 Disagree

Treated fairly regarding 3% 82 Agree

promotions 444 26¢¢ Disagree

Treated fairly regarding 45 1€ Agree

assignments ARG 25¢ Disagree

Treated fairly regurding 49% MG Agree

awards 5% 274%¢ Disagrce

Performance appraisats tairly 79% RI% Agree

reflect my performance 159 Y Disagree

Satisticd with training 39¢ T3 Agree

opportunitics availible 1o me 27% 15¢% Disupree

for profcssional development

Sufficicnt time, opportunity. S1% SR Agree

resources for me to fulfill 297 27¢ Disagree

my training plans

* Neutral responses not reflected. (e

(i) Position (P While the administration of position management and
Management and classification is adcyuate by the standards of the parent
Classification organizations. the ctteet of multiple processes does not support the

NRO's poul of & consolidated. cohesive work force. The diftference
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(U) Recruitment and
Placement

between the DoD's rank-in-position practice and the CIA's rank-in-
person system is the root cause of scveral of our findings
concerning personnel management.

&lio)) DoD requires that the position and the individual
filling it have the same grade and its classification program is
tightly controlled through centralized management at an extemal
(ro the NRO) headquarters. A CIA-manaped employce docs not
have to have the same grade as the position they arc filling and
CIA position classification is managed at the ClA directorate level.
CIA-managed employces thus have more tlexibility to fill
positions within the NRO. HRMG and senior management
brought to our attention cxamples where persons ot difterent
grades under different personnel systems were filling similar jobs.
This creates incquity as the employees. by naturc of their
personnel system, are compensated differently for doing the same
work. ’

#ESwe8 The CIA and DoD recruitment and placement process
tor hiring external applicants into the NRO is adequate. NRO
senior management goes through an annual succession planning
exercise to assess personnel requirements for the organization.
This exercise includes: identitying vacancies created by personnel
separations; detcrmining external recruitment necds; projecting
internal rcassignments: allocating position cuts mandated by the
parcnt organizations: and. planning protessional development for
potcntial future program managers.

#8) Within both the Air Force and the Navy. cxternal
rccruitment for NRQO positions is accomplished through the
respective. centralized command structurcs via_classiticd and
unclassified channcls.  [(GIENONCICRIGESOErL

(FOWO) FINDING: NRO's internal reassignment process is inadequate because of the
inherent disparity of considering DoD rank-in-position candidates and CIA rank-in-person
candidates for the same positions.

#E8) Thc NRO's practicc of announcing vacancies
organization-wide is hampercd by the inherent requirement 1o
satisfy both DoD and CIA position classification and promotion
procedures. Intcmal reassignments of DoD personncl depend on
external DoD classification specialist concurrence. whereas CIA
personnel. duc to their rank-in-person status. are not dependent on
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agreement of poxmon classification and their grade to fill « job. {n
this case, the reassignment of a CIA person cun be more readily
cffected because there are no promotion or budgetary (salary)
constraints relative to the reassignment. The practice of
announcing cenain vacancies to DoD and CIA emplovees. and
.mt.mptmt' 10 till these positions by conforming to the required
practices of the disparate personnel systems inherently rostricts the
NRO's ability to select the most up.nblc appropn.ne candidate for
the vacant position.

(U) RECOMMENDATION 19: Refer to the "Overall Recommendation" at the conclusion
of this section.

(=6 ) DNRO COMMENTS:

(e ®) Concur with caveat. The NRO's internal reassignment process is also limited by
vivitian directives requiring positions o be filled by members of the paremt organization (DoD in
DaD billers. CIA in CIA hillets). While the Finding is true, HRMG works diligentlv 10 overcome
the identified constraints, Job announcements are apened up to all governmenr emplovees
assigned to the NRO when the requirements of the pasition allow for i1, NRQO leadership then
waorks hard once the best gualified candidate is identified 10 work the slot issue. This meuns
searching through the arganization to find a vacant slot which can be marched 1o the selected
person, and wansferring thar slor to the hiring Directorate or Office. Consmraints of the various
tederal personnel svstems and limited number of vacanr positions does not ensure success in
every instance.  Since the "Overall Recommendation” is Recommendation 22, which savs that
the DNRQ should establish a single NRO civilian personnel svstem. we must defer action on
Recommendation 19 until this issue is resolved, If a single personnel svstem is determined the
apprupriate solution to the NRO Personnet issue, the Finding will be resolved. If nor. another
corrective action will be propased in follow-up and in place by 31 Julv 1997,

(S@E)) EVALUATION OF DNRO COMMENTS.

(S, We consider the proposed actions of the DNRO o be responsive ro the
Recommendation.

() Management- (EeWe) Manugement-cmplovee relations in the arca of

Employee Relations emplovee performance standards and appraisals is adequatc. The
Emplovee Opinion Survey showed that 82 pereent of the
respondents  agreed  that  performance  appraisals  tairly  and
accurately refleet their performance.  Managers who  have
subordinates belonging to different svstems must be proficient in
multiple appraisal systems--not only the three civilian systems. but
several ditferent military evaluation systems as well. Training on
the various appraisal systems is offered by HRMG. but not all
managers have attended,
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{U) DoD cmplovees and their managers mutually estublish
criteria. - based on the position Jescription, vpon  which to
determine  the employee’s performance work plan.  DoD
employees have an annual, static appraisal cycle and ranngs are
basc¢d on performunce as measurcd against the ‘srandards defined in
the performance work plans. CIA emplovees are also expected to
perform to the duties and responsibilities of their  position
description and there should be ongoing dialogae between
employees and managers as to level of pcrtormanac. however,
there is no reguirement to develop written work plans.  The
appraisal process for CIA is a stagpered. annual cycle based on
grade: ratings arc based on the performunce of those dutics and
responsibilities as defined in the position description.

ke’ Manugement-cmployce relations in the urca of
disciplinary actions is adequate. Thce NRO's unwrittcn policy
concerning disciplinary actions is to encourage resolution at the
lowest possible level, between employee and manager. regardless
of the parcnt organization affiliation. However, mandgers within
the NRO--whether Air Force, Navy or ClA--have authority 10
issue letters of waming and/or reprimand and in cases of adverse
work performance document unacceptable actions on the part of
employees and any follow-on counscling.

(Mer®) Disciplinary recommendations for DoD emplovees
are forwarded by HRMG to the appropriate personnel management
organization for action, CIA employec disciplinarv issues ate
referred to the ClA's DIBIBCEEEEEZ
. when the employed’s conduct may impact on

cir sceunty  status.  Otherwise. HRMG  rccommends  the
appropriate CIA counseling forum,

(BoE0) FINDING: Employee promotions and awards are correctly managed in
accordance with parent organization regulations, However, separate promot:ons and
awards systems do not contribute to a consolidated, cohesive work lorce.

wi@le)) The regulatory differences between the rank-in-
position DoD work torce and the rank-in-person CIA work force
result in a disparity between the way promotions and awards are
administered in the NRO. DoD cmplovees are nominated by their
NRO managers for awards. but the emplovee’s parent organization
actually approves the award.  Awards are ticd to the annual
performance appraisal cvele and to fixed allocations and specitic
budget limitations. DoD promotions must be appropriatcly
classificd and approved prior 1o awarding the promotion. as
discussed previously. and are also sebject to personnel funding
constraints. CIA award and promotion authorities are delegated to
designated organizational management levels. Each otfice director
has the authority to promote up through the grade of GS-15 in the
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CIA system. which uses a staggered cycle tor promotions. CIA
awards are not tied to a performance cvele nor arc they subjevt o
the severe budgetary constraints which are imposed on DoD
awirds.

(U) RECOMMENDATION 2¢: Refer to the "Overall Recommendation at the conclusion
of this section, '

(1Ot ) DNRO COMMENTS:

(L) Recommendation 201 is addressed in the NRO response to Recommendariaon 22.

(U) Employee (U} The HRMG Training and Development Division provides
Training and training opporwnitics to all cmployees assigned to the NRO. The
Development statt considers its  biggest challenge 10 be organizational

development. with a particular focus on blending the parent
organization cultures. Such training initiativey as "Organization
Culture" and “Team Building" arc intended to bring all NRO-
assigned cmployces (both civilian and military) to a betier
understanding  of the culural  differences  of the  paren
orguanizitions,

(Fe%€)) FINDING: Employee training and development is inadeguate to support
knowledge and skills development necessary for all employees to fulfill their duties.

#=eue@) The NRO doces not have a4 way to assess skill level
and necds of their employces so they can adequately plan for
future training. While some oftices huve developed their own
tailored protessional training. there is no NRO-wide management
of training requirements,

(Bl Parent organizations control the budgets and the
positions tor program-related echnicul training und required carcer
development courses: the NRO is only a reguestor of this support.
While this works adequately for some skill arcas--the DoD and
CIA contracting ofticers we interviewed all had the proper ievel of
parent orgunization training--it does not provide sufficient training
to all NRO employces. Only 59 percent of DoD employees agreed
(and 27 percent disagreed) that there were sufficient training
opportunitics available. while CIA cmployces cxpressed a 73
percent agreement and a 15 pereent disagreement rate.  The Air
Force civilians we spoke with were cspecially concerned about
their limited opportunities for training. Because there are no
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MOAs between the NRO und its parent organizations. there is no
basis 1o determine whether cach party is adequately supporting the
training sysicm reguirements,

#F0E8) RECOMMENDATION 21: The DNRO direct development and implenmentation
of an annual process to forecast, plan for, coordinate, and obtain needed training for NRO
employees. Actions to be completed by 31 Juiy 1997.

(FO&E) DNRO COMMENTS:

(R@e@) Concur. Implemenmarion of the 1995 Training and Development Strarcgic Plan
includes initiatives 10 provide a system for performing ongoing training needs assessment 1o
fulfil the NRO mission and facilitare reulization of individual performunce goals. In addition. as
part of an IC effort, the NRO recentiv ufermf edd core and supporting skills and relared nammq
required to accomplish the NRO mission. This effort, and the NRO workforce analvsis 1o be
completed in early 1997, will be used 10 identify NRO-wide training requirements and esublish
an annual svstematic planning process. Full implementation of this process is expected by 31
July 1997,

(FOE8) EVALUATION OF DNRO COMMENTS:

(@) We consider the proposed actions by the DNRO 1o be responsive 1o the
Recommendation,

(Ul) Personnel wE@EEy While the personncl records services system s

Records Services meeting the necds of the organization, it is not as cffective ax it
could be. The scparate personne]l management systems used by the
CIA. Air Force and Navy. coupled with security restrictions.
prohibit intcroperability between the systems, Employees' ofticial
files arc maintained at the parent organization: the HRMG
maintains an emplovee file and a consolidated Jdatabase of al) ity
emplovees on its Human Resourcex Munagement Intformation
System. Whilc this provides centralized file management intemal
to the NRO. it does not interface with the parcnt organization
systems and thus requires dual entry of data. The HRMG has no
process to verify data integrity between the systems. While dual
entry is inherently incfficient. the cmployee also must ensure that
records and data arc accurate at both the parent organization and at
the NRO.

FOEe) The NRO does not have an adequate records review
process cstablished 10 assist in maintaining records integrity, An
MOA between the NRO and its purent organizations could
enhance the cttectiveness of these sepuarate systems by rcqumn;,
pcnodu. review in a usable format of the puarent apency's records
and incorporating employee revicw into this cycle. While this
docs not resolve the database interoperability problem. it specities
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responsibilities for suppon and provides a mechanism to improve
accuracy of personnel records.

(U) MONITOR (U) An adequate monitoring program provides an organization
PERSONNEL with a way to determine quality. responsiveness and accuracy of
SUPPORT support. as well as employee satistaction with personnel processes.

It also tumishes an analysis tool to detect trends and anticipate
problems so that actions can be ken to improve operations,

@OEE) The NRO does not monitor the quality or
responsivencss of support its employces receive from their external
parcnt organizations. nor their emplovees' satistaction with that
support. We found the HRMG staft to be professional. technically
capable and cnthusiastic to provide whatever personnel suppon
they could. In their role as facilitator between the employee and
the parent organization. they do not oversee how well support is
provided and cannot accuratcly assess when thev should pet
involved to expedite the process. The lack of a review process tor
cmployee records. for cxample, results in difficulty detecting
inconsistencics betore they beeome problems,

e As discussed in the '"Training and Development”
section, the NRO does not adequatcly monitor the training needs
and requircments of its cmployees to ensure the right type and
guantity of training is available. Without a mechanism to monitor
employce development, the NRO cannot accurately determine it it
has employces with the proper skills to perform its mission. The
Management Scrvices and Operations Otfice (MS&Q) should
develop and implement a process to monitor the NRO's personnel
Support program.

MO In our judgment. the continuation of separate civiliin
personnel systems doces not support the NRO goal of a cohesive.
consolidated work tforce. Comparisons between the systcms is
incvitable and our interviews and employce survey prove that
cmployces perceive unfair treatment. While we found each system
administered properly in its own right. pereeption is reality to an
cmployee. The administration of rank-in-person and rank-in-
position personnel systems is so different that it cannot be
cqualized. [t the DNRO wishes 10 achieve the statcd goal, the
NRO must move towird a single civilian personnel system.

(FeO=®) OVERALL RECOMMENDATION 22: The DNRO include provisions for
establishing a single NRO civilian personnel system, implemented over a period of years, in
a new SECDEF/DCI MOA, as recommended in the "Authorities and Delegations" section,
Actions to be completed by 1 June 1997,

(FO®O | DNRO COMMENTS:

(BSBO) Concur with intent of Recommendation 22 to improve civitian personnel management
and support, However, the NRO is not prepared o commit o a single NRO civilian personnel
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svsrem at this time. Unresolved legislative packages and other IC reform initiatives are dynamic
plavers in the current IC enviranment. Additionaily, the NRO's Jeremiah Panel is reviewing this
specific issuc. As with the NRO charter documents, once these political and adminisirative
issucs resolve, the NRQ will include its personnel svstem recommendation in the SECDEF-DCI
MOA and corresponding DoD Directive and DCI Directive (DCID). Target completion daic is
31 July 1997,

W---_---
i ——
.

OLO (D)} 3) 10 USC 424, (b)) ™)
(th)3) 10 USC 424, (b)3)

TrOPO) EVALUATION OF DNRO COMMENTS:

(g W ‘ consider the proposed actions of the DNRO 10 be responsive to the
Recommenduation. Target 1 June 1997 as the completion date vice 31 Julv 1997,
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(U)MILITARY PERSONNEL

(L) BACKGROUND

(U Military personnel management programs typically include
processing personncl actions such as promotions and awards:
cvaluating personncl performance: coordinating service directed
and professional development training: and providing separation
and transfer support and counscling. Many DoD componcnts
sponsor joint activities and comply with policy concerning joint
duty qualification. Title 10 US.C.. thc 1300 scries of DoD
Directives and [nstructions and governing Service rcgulations
prescribe military personncl] management. ‘

(U) Service headquarters normally control the assignments
process using various forms of skill specialty codes. To cnsure
proper skill development. personnel require specific training wt
purticular points dependent on rank and skill specialty.  This
training is managed at Service specific levels,

(PO The original NRO Programs A. B. and C maintained
their own personne! stafts and relicd on the parent organizations to
provide support to them. Today, the Military Personnel Division
{MPD) of the HRMG. serves as the tocal point for the NRO
assignmenis proeess and provides wilored personnel suppon to the
military personnel of the NRO.

& As of September 1. 1995, the MPD provided service to
NRO military staft totalling Air Foree, Navy, und
Army officers und cnlisted personnel.  The NRO maintains no
Joint Duty Assignment List positions.

(FOEO» ISSUE: The NRO has technically adequate processes, mechanisms, and
management systems to support military personnel and meet the needs of the NRO:
however, the NRO needs to update Memoranda of Understanding and Agreement
(MOU/MOA) and monitor service provided to military personnel.

(FOE®) FINDING: The NRO lacks adequate and current MOUsMOAs specifying
military personnel support responsibilities.

(L) ROLES AND
RESPONSIBILITIES

(U) Memoranda of
Understanding and
Agreement

(U) The NRO has MOUs and MOASs with the Depannments of
the Navy and Army covering the contribution of personnel to the
NRO and functions to be performed by each organization,

TIOTOT We found the NRO has not clearly established roles
and responsibilitics through appropriste  MOUYMOAs  and
Suppont Agreemenis regarding the management and support of
assigned military personnel in accordance with DoD Instruction
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4000.19, Interservice and Intragovermnmental Support.  Without
cleur and current guidance on which organization provides what
functional support. support systems cannot meet cxpectations of
the organizations or people involved.

@B) A 9 July 1976 MOU with the Assistant Sceretury of the
Navy (Installations and Logistics) defines the relationship between
the Navy Space Project. Program C. and the NRO. However. the
MOU does not address personnel support to any degree. Another
MOU trom 1987, signed by the Director, Program C. and the
Naval Sccurity Group Command provides Naval support to the
OIQOM progrum. The MOUs do not refiect the 1992 NRO
restructure and consolidation or a system of periodic review. The
significant changes since  the  original memoranda  leave
responsibility for Navy personnel support in guestion. (Note:
During the course of the inspection, the NRO and the Navy were
negotiating an MOU to update the responsibilitics of ecach
organization for support services.)

B) An MOA with the Secretary of the Army. dated 30 June
1978. defines the interface between the Army Space Program
Oftice and the NRO. It states the Army Deputy Chicf of Staft for
Operations provides personnel support, but does not specity
further. While it speeifically addresses officer support to NRO, it
fails to address cnlisted support being provided. We found no
indication of periodic review of this 1 7-vear-old document.

&B) NRO personnel believe thev do not require an
MOU/MOA with the Air Force. They believe the designation of
the DNRO as Assistant Secretary of the Air Force (Space) and the
Director of Launch and SIGINT as the Director. Secrctary of the
Air Force for Special Projects. provides adequate means of
obtaining Air Force support. An MOU/MOA with the Air Force
would be bencficial in covering the eventality of these positions
not being dual-hatted,

(M) The NRO depends on parent Services to provide
support regarding professional military cducation. skill specific
service traming, drug testing. and other programs. The NRO
maintains lismited expertisc in some arcas to help their personnel.
The existing MOUs/MOAs do not address these tunctions and this
results in duplication of responsibility similar to that identificd in
the civilian personncl section. These responsibilitics should be
clearly specificd in the MOA or a scparate support agreement that
provides more specific information.

(FO¥60) RECOMMENDATION 23: The DNRO designate and direct a Support
Agreements Manager to develop a single comprehensive agreement with each supporting
military organization in accordance with DoDl 4000.19. Actions Lo be completed by 31

December 1997,
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(POP® ) DNRO COMMENTS:

(POO) Concur with the intent of the Finding and Recommendution 23. Reference carlier
response to Recommendation 18. While the military systems are not effected by the single
civilian personnel system determination, they mayv be effected by other on-going initiatives
relative to the enrire intelligence communiry (IC) - legislative and otherwise.  (Reference
DNRO response to Recommendartions 1, 2, and 3.) Pending resolution of the IC issues und
appointment of a Support Agreements Manager, negotiations of military personnel agreements
will be accomplished by 31 July 1997,

(FOE®) EVALUATION OF DNRO COMMENTS:

(oS We consider the proposed actions bv the DNRO o be responsive to the
Recommendation. However, these actions are to be completed by 31 December 1996 vice the
proposed 31 July 1997,

(U} External

Relationships ) Thc MPD functions as thc NRO liaison and facilitator

between the Service personnel support headguarters and the NRO
managers and personncl,  The MPD works directly with the 11th
Support Wing at Bolling AFB and the USAF Personnel Center at
Randolph AFB: the Space and Navai Warfare Systems Comimand
clement; and the USAF Army Elcment within the Army Office of
the Deputy Chiet of Statt for Operations.

{948} Thc Navy does not have personnel protessionals
assigned and located at the NRO hcadyuarters. unlike the Air
Force and Army. Rather. the Navy consolidates this function
within the Spacc and Naval Warfare Systems Command and
maintains tighter service control of Navy filled NRO positions than
the other services. We were told the planned revision of the NRO-
Navy MOU may provide for intcgrating Navy personncl specialists
into the MPD similar to that of the other services,

(U) Internal &) The Deputy Chief, HRMG. an Air Foree officer. primarily

Relationships directs service and support to military personnel through the MPD.
The Chicf, MPD. an Air Force civilian. with a stati of civilian and
military employces. provides military personnel a centralized link
into unclassiticd parent Services.

w=&E0) Like the civilian personnc! section. the MPD uscs the
Human Resource Management Information System to  track
military personnel, The limitations of this system. as enumcrated
in the civilian personnel scction. also cxist regarding military
personnel. While the system meets the needs of the organization,
it is inhcrently anefficient duc to dual entry of data. Parent
organizations maintain cmployee official files systems. while the
HRMG maintains a file system with duplicate informauon.

(&) The NRO doces not have an adeyuate records review
process established to assist in maintaining records integrity. An
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(U) Assignments
Process

(U) Management
Training on Military
Personnel Needs

MOA beiween the NRO and the personnel parcnt organizations
could enhance the effectivencss of these scparatec systems by
requiring periodic review in a usable format of the parent agency's
records and incorporating employce review into this cycle. While
this would not resolve database interoperability. it would
rcasonably ensure personnel record accuracy.

(FOWE) Processes used for fliling position vacancies depend
on the Service designated for the position. The NRO obtains
listings of personncl mecting requirements from the Service focal
points and makes some Dy-namc-requests buscd on information
from currenily assigned personnel. The NRO or the Service makes
appropriatc preliminary security background inguirics. The NRO
then makes a sclection and the Service focal point serves as the
interface to get the person assigned.

(&8 Some personnel questioned the need for Service
assignment personncl to bc BYEMAN cleared. While the need for
BYEMAN c¢leared individuals at the assignments locations may be
beneficial to some extent. a review of security criteria indicated
establishment of personnel qualifications should not require the
BYEMAN cavcat.

(POES) We found the intemal processes used by the NRQO for
assigning personne] within the NRO met the needs of the
organization and the personnel. However. intervicws indicated the
Navy cxerts more conrol over personncl position management
than the other services making some moves more difficult. We
found no significant impact from this: however. the NRO could
clarify this issue in the reccommended MOU/MOA revision,

(F&¥®) The NRO clected not to implement joint officer
management  provisions of the Goldwatcr-Nichols Act because
they thought the provisions would impede accession and retention
of personnel in the NRO. In (992, the NRO revised that decision
snd In a 14 Asgust 1992 DNRO memorandum requested
DEPSECDEF to approve 50 percent of NRO military officer
positions as Joint Duty Assignment List. The Joint Chicfs of Staff
imposed a moratorium before DEPSECDEF made a decision. In
Mav 1993, the NRO addressed the issue again with a
memorandum from the DDMS to the Director. Manpower and
Personnel. Joint Chicfs of Staft, asking for 19 positions on the
Joint Duty Assignment List. This request is being held pending
further review of the Joint Duty Assignment List and processes
involved. Joint duty assignments within the NRO would benetit
the organization and the Services by providing superior taient to
the NRO and officers with better understanding of  satellite
intelligence capabilities to the Services.

{POYO) The HRMG makes training available to the managers
and supcrvisors of military personnel covering the different aspects
of carcer management. cvalustions. promotion and award
recommendation systems. and disciplinary systems,
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{U) MONITOR
SERVICE

(FeW®) We found the NRO does not maintain 2 process to
ensure managers and supervisors understand the impacts of their
actions regarding military personnel. The NRO does not maintain
policy on, or a system {o track, who rceeives or needs this training.

#=OE8) Interviews indicated scnior management. HRMG
otficials, and military personnel assigned are concemed about this
issuc. Some civilian supervisors do not clearly understand the
necds of military personnel regarding performance appraisals and
awards and decorations policy and procedures.  actions
significantly impacting military carcers and promotions. The
HRMG should develop and implement a policy on and a
mechanism to track training provided to supervisors of military
personnel on military personne! management matters.

SEE) The NRO does not maintain a process 10 evaluaie or
monitor the quality of services provided to military personnc!
assigned to the NRO. Establishing such processes or mcthods
would provide scveral bencfits to the NRO. First. they would
provide a basis for determining the statfing nceds of the MPD.
Sccond, they woukd provide a basis for knowing when and what
changes arc necded in the MOUS/MOAS with the services. Third,
they would provide a basis for determining information necded by
non-military supervisors or mifitary supervisors of other scrvices.
The HRMG should develop and implement a process to monitor
the quality of services provided NRO military personnel by the
MPD and Militury Services.
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(U) LOGISTICS AND SUPPLY

{U) BACKGROUND (U We define logistics and supply management as the storage.
distribution, procurement. maintenance. transportation. ftacilities,
communications.  data  processing,  property  disposal.
accountability, and personnel used to Suppornt or manage support to
the organization. An adequate program cnsurcs logistical and
supply support requirements arc fulfilled in the requesied time
frame and at the expected costs. It also contains a mechanism to
ensure accountability for that propenty and cquipment.

«B) The MS&O provides logistical support to the NRO
headquaners facilities through the Facilities Support Group and the
ety Manavement_Otfice.  The NRO [BIEICIBIIEINVES

=9y ISSUE: The NRO logistics and supply management system is generally
adequate; however, it lacks a property accountability system and has some shortcomings
in verification of GSA Fleet Vehicle credit card charges.

(1) ROLES AND &) Roles and responsibilities are adequatcly detined in

RESPONSIBILITIES standard operations procedures, position descriptions. statements
of work with the contractor. and staft mectings. They arc also
defined in publications such as Integrated Logistics Plans.
Qperating__Instructions, Customer Suppont Manuals. and  the
(b)(1){(c) (b)(3) 10 USC 424 & Computer Supplics Manual.

38} The Facilities Support Group is respopsibl all

lopistics planning and support for NRO activitics ESI0E (b)(1) EO
13526 Section

ost suppoftrequircements are  provided  through

contracted services with as the NRO's prime contractor,

(S™®) The Propenty Management Office controls and minages
Government  Fumnished Equipmenmt and  Contractor Atquxrcd
Property. This responsibilitv_includes acquisition, redistribution
and disposal authority. SSIPEEGIEY

EO 13526

Section 3.3(1)

CTom - OSD - (){1) EO 13526 Section 3.3(1)
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0OSD - (b){1) EO 13526 Section 3.3(1)

||
(U) REQUIREMENTS OSD - {b)(1) EC 13526 Section 3.3(1)
IDENTIFICATION
AND FULFILLMENT
(U) Logistical and
Supply Support
Requirements
.
0SD - (b)(1) EO 13526 Section 3.3(1)
| | [
OSD - (b)(1) EO 13526 Section 3.3(1)
|
(U) Transportation “=oEed The need for official business ground transportation is
Requirements met through a flcet of General Services Administration (GSA)-

leased vchicles. Employees reserve vehicles through an on-line
system, A rcntal agreement. the keys and a GSA Fleet Credit Card
for gpasolinc purchuses arc picked up from the Logistics Otticer.
Current and cading odometer readings are noted. along with fucl
status. Credit receipts arc tumed in with the keys at the
completion of the trip. The credit card receipts are collected and
forwarded monthly to GSA.

(FOE®) FINDING: The NRO does not have a mechanism to verify GSA Fleet Vehicle
credit card charges.

POTO) The NRO leases approximately vehicles through
the GSA. Intervicws with personnel in charge of NRO vehicles
indicated they do not verify credit card receipts. The responsible
personncl collect and forward the credit card receipts once a month
and annotate the cnding mileage and other information for cach
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vehicle inte an automated database system. There is no intemal
control in place 10 verify that credit cards are used in accordance
with GSA rules and guidelincs.

&68%68) RECOMMENDATION 24: The DNRO direct development and implementation
of processes to verify credit card charges on GSA Fleet Vehicles. Actions to be completed
by 1 October 1996.

(F=@eke)) DNRO COMMENTS:

(FOB®) Concur with caveat. While the NRO does not currently have a mechanism to verify
GSA Fleet credit card charges, it has a comprehensive, automated database for mracking GSA
Fleer Vehicie use. The NRO will review and modifv as necessary its leased vehicle monitoring
process, to include periodically verifving credit card use. Corrective action will be complete by
1 October 1996.

(FOTT) EVALUATION OF DNRO COMMENTS:

WRQUQ) We consider the proposed actions of the DNRO 1o be responsive to the
Recommendation.

(FOB©®) RECOMMENDATION 25: The DNRO direct the NRO Inspector General to
conduct an audit of the GSA Fleet Vehicle and credit card usage. The audit to be
completed by 1 April 1997,

(=& ) DNRO COMMENTS:
({BOHE) Concur. NRO/G will audit GSA Fleet Vehicle and credit card use by 30 June 1997,

(FO&O) EVALUATION OF MANAGEMENT COMMENTS:

{BeW@) We consider the proposed actions of the DNRO to be responsive to the
Recommendation. Unless constrained by resources or priorities, the NRO/IG audit should be
completed no later than 1 April 1997.

(U) Responsiveness 4 We interviewed personnel to determine if they received the
to Needs required support in the requested time frames and at the expected
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cost. Each person interviewed expressed a high degrce of
satisfaction regarding the support that is provided by the Facilitics
Support Group. as well as external support organizations. In
addition, we reviewcd a listing which contained all of the requests
for logistical and supply support services in FY 95 and found the
requircments were fulfilled on or betore the required time trame
and at the cxpected cost,

(FOTO) FINDING: The NRO does not have a property accountability program.

(U) PROPERTY
MANAGEMENT

(PFOW0) Lack of
Published Property
Management
Procedures

(U) No Property
Book Account
Established

(BOWe) The NRO docs not have a property accountability
program bccause it lacks a publishcd property management
procedure. does not have an established property book uccount.
and does not have a comprechensive Government Furnished
Equipment and Contractor Acquired Property follow-up process.
As a result of not having a precise count of NRO-owned assets. the
NRO cannot accurately meet its reporting requirements to
Congress,

(dialis) The NRO does not have & published procedure to
implement a property accountability system. The Muarch 1994
draft MS&O Property Management Procedures Document has not
been finalized and implemented.  This  document assigns
tesponsibilities and defines criteria for property management and
accountability., Only the Revzewmg Officer and the Propert

d. 1ly.

(*e®®) The NRO docs not have a property book account
which would provide a physical record of all NRQ assets. In an
cffort to cstablish a property book, the J(UEM contractor
devcloped a database of all accountable property on which they
had a rccord back 1o FY 90. However this generally only includes
property for which was the source of supply. There has
not bcen a physical reconciliation of this listing and it docs not
include property which came under NRO's control as a result of
the program consolidation. The contractor provides quarterly
reports to the MS&O from this data base.

) The NRO excludes fumiture and safes trom the current
databasc because they are not accountable property
c. However, for FY 95 alone the NRO spent

approximatclyRSEGIGI for fumiture. The database also does
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(Fe¥Es Inaccurate
Database Used to

Report to Congress

(U) Accountability
for Government
Furnished
Equipment and
Contractor
Acquired Property

not include all NRO automated data processing cquipment. The
ITG maintains an inventory list of automated data processing
equipment and was conducting a 100 percent physical inventory at
the time of this inspection. However. no process cxists to integrate
this information into the MS&O accountability reponts.

(P&=€&s The Chicf Financial Officers Act and reporting
requircments mandated by the OMB, the Department of Treasury.
and the Congress require agencies to maintain accurdte inventory
records. Since the NRO does not have a property accountability
systern and has not conducted a 100 percent physical inventory, it
cannot accurately report on NRO-owned assets and is, therefore.
not satisfying its rcporting requirements.

&8) We found the NRO Property Management Otfice maintaing
a well established process to identity and track Government
Fumished Equipment and Contractor Acquired Property in
accordance with the FAR. Part 45. However. we found the process
to track disposition instructions tor Govemment Furnished
Equipment and Contractor Acquired Property lacks strong, timely -
follow-up action to ensure contractors implement instructions. We
reviewed Plant Clearance Reports for FY 92, 93, and 94 to
determine how many cases were still open and the dollar value of
equipment and propernty associated with those cases. The results of
our review follow:

(SBERET)

FY  Total Cuscs s
92 (b)(1)(c) (b)(3) 10 USC 424

93

94

€8 If the Property Management Office does not follow-up with
contractors regarding the disposition of government equipment, the
government loscs active usc of both the equipment and the
monctary value duc to depreciation of those assets. It also creates
an atmosphere conducive to lost visibility which casily results in
the loss of the government's property and cquipment,

(PO RECOMMENDATION 26: The DNRO direct development and implementation
of a property accountability system including physical inventory requirements and
periodic reconciliation with property records. Actions to be completed by 31 March 1997,

{ i) DNRO COMMENTS:

(FO8®) Concur. A draft NRO Headguarters Facility Property Accountability plan is complete,
and a 100% physical inventory will he scheduled once Westfields collocation is complere.
Actions regarding this Recommendation will be complete 31 March 1997,
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(POt ) EVALUATION OF DNRO COMMENTS:

(PO We consider the proposed actions of the DNRO to be responsive 1o the
Recommendation.

#FO®) RECOMMENDATION 27: The DNRO direct development and implementation
of an effective Government Furnished Equipment and Contractor Acquired Property
follow-up system to ensure disposition instructions are carried out. Actions to be
completed by | October 1996,

(OO0 ) DNRO COMMENTS:

(TOT0) Concur. We judge the weakness in the fotlow-up system is that an inadequate numbcer of
people are availuble to perform follow-up actions. To better ensure properry disposition
instructions are carried owt by its contractors, the NRO will increase the number of Plunt
Clearance Specialists from nwo to four. We expect 10 have new staff in place by 31 Julv 1996.

PO} EVALUATION OF DNRO COMMENTS:

(b)) We consider the proposed actions of the DNRO to be partiallv responsive 1 the
Recommendation. The actions proposed by DNRO 1o increase the number of Plant Clearance
Specialists will be helpful in facilitating prapersy disposition follow-up. However, also needed is
the implementation of a svsiem 1o ensure follow-up on property disposition instructions,
Implementation of this system is to be accomplished by | October 1996.

(POTO) RECOMMENDATION 28: The DNRO direct the NRO/IG to perforni an audit of
property accountability with specific focus on determining if accountable property can be
located. Action to be completed by 1 October 1997,

( R&© ) DNRO COMMENTS:
(POTD) Concur. NROJIG will audit praperty accountability by 30 June 1997.

(POPO) EVALUATION OF DNRO COMMENTS:

(FO0T} We consider the proposed actions of the DNRO to be responsive 1o the
- Recommendation, Actions 10 be completed bv 1 Octaber 1997,
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(U) EQUAL EMPLOYMENT OPPORTUNITY PROGRAM

(U) BACKGROUND

(U) Exccutive Order 11478, 8 August 1969, requires the
cxecutive departments and apencies to “establish and maintain an
affirmative  program of cqual employment opportunity for alt
civilian employees .. .." It states the EEO policy must be an
integral part of all aspects of personncl policy and practice in the
employment. development. advancement. und treatment ot all
Federal Govemment civilians. Agencics must provide sutficient
resources to administer such programs and provide training and
advice to managers and supervisors to assure their understanding
and implementation of the policy. Agencies also must provide an
intemal svstem for periodically cvaluating the effectivencss of
their program in meeting the Exccutive Order policy,

(U) Titic 29. Code of Federal Regulations (C.F.R.). Scction
1614, cstablishes the policy and responsibilities in federal agencics
for implementing an affirmative cmployment program. [t states
cach agency shalk:

- Develop plans. procedures and regulations to carry out its
program:

- Repularly appraise operations to assure conformity with 29
CFR. 1614

- Designate an EEO Director and diversity managers:

- Make wrtten materials available throughout the work
place:

- Ensure full cooperation by employces: and

- Publicize and post namncs. phonc numbers. and office
addresses of EEO counselors.

(U) DoDD 1440.1. 21 May 1987, cstablished the Civilian
Equal Employment Opportunity Program  within  DoD and
prescribes implementing policies to include diversity in their
atfirmative action programs. consistent with guidance from the
US. Equal Emplovment Opportunity Commission. Office of
Personnel Management. and the DoD Human Gouls Charter.

(U) Likewise. DoDD 1350.2, 18 August 1993, expanded the
EEO policy 1o military personnel and regulated the Military Equal
Opportunity Program while cstablishing DoD-wide standards for
discrimination complaint processing and resolution. It requires
agencies to develop policies to prevent unlawtul discrimination
and sexual harassment and prominently post and cnforce them. to
provide qualiticd EEO counselors. and to cstablish local hot
lines/advice tines to provide complaint processing information.
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(F@#E0) ISSUE: The NRO does not have an Equal Employment Opportunity Program.

(U) POLICIES AND
PROCEDURES

Pot0) The NRO's primary EEQO role is to act as a facilitator
between employecs and parent organizations (CIA. Army, Navy
and Air Force). Employces with EEO rclated issues may go
directly to the parent organization or obtain information on where
10 go from thc HRMG personnel officials.

(TOVO) FINDING: The NRO lacks an EEO program meeting employee needs in
accordance with DoD and CIA requirements.

(E@W&) The NRO docs not have an EEO program. Senior
NRO management contends the EEO needs of all employces are
adequately covered by the parcnt organizations and additional
NRO resources in this area would be wastetul. Senior NRO
managers also stated appropriate parent orpanization officials
would be pranted access into the NRO facilities to conduct any
investigation or fact tinding related to an EEO complaint.
However, the current MOAS/MOU's do not address if or how this
service would be provided or conducted.

(liely The abscnce of an EEO program places the NRO in
violation of DoDD 1440.1 and 1350.2. It is not a compelling
argument to claim  that NRO cmplovees have the same
opportunitics as other DoD employees tor EEO support. The NRO
does not huve a Director of EEO to bring discrimination and
harassment issues to thce attention of senior management nor
diversity managers to publicize the contributions of minoritics.
We judge NRO employces do not have rcady uaccess to the
appropriatc full range of EEO support required.

(hebim) Based on responses to our employce opinion survey.
we found NRO employees do have EEO concerns needing NRO
management atiention.  Survey responscs indicate minoritics and
DoD civitians find the NRO deficient in providing a strong
commitment to EEQ cffonts and in being treated fairly for
promotions and assignments. The lack of an NRO EEO program
has contributed to the employee pereeptions cited below.

Intervicws with NRO cmployces revealed they had inaccurate
or incomplete information about their EEO responsibilitics. We
attribute this, in part, to the lack of readily available information
on EEQ for NRO cmployees. Employces interviewed werc
unclear if the NRO had an EEO policy as they had not scen any
EEO information published or posted on bulletin boards.




EEQ
s meacadl)
Survey Responsc™
Personnel practices AlINRO SRG agrec
demonstrate a strong 219 disagree
commitment to creating Minority 499 agree
and maintaining an 29% disagree
effective culturaily DoD Civ 4R% agree
diverse work force. 33% disagree
People in the NRO are Al NRO SRG% agree
treated fairly 219 dJisagree
regarding promotions. Front Off 43 agree
339 disagree
Minoritv 4R% apree
275 disagree
DoD Civ 33% agree
44% disagree
Peopic in the NRO are AllNRO 60% agree
treated fuirly 20% disagree
regarding assignments. Minority 54% agree
24% disagree
DoD Civ 44% agree
2R% disagree
* Neutral responses not reflecied, el )

We tfound the NRO made an cffort to augment employee EEO
training provided by the parcnt organizations. HRMG personncl
stated EEO training. including sexual harassment prevention
training, was accomplishcd NRO-wide in-house, with training
meceting the puidelines of the purent organizations. However,
inspection of training records showed no record of completion.

We found the NRO maintains no processes or mechanisms to
monitor the effectiveness of EEO policics. HRMG officials stated
the NRO has not cstablished a mechanism 1o track EEO cmployee
complaint data. While the parent organizations maintain this. they
arc not provided to HRMG without a specific request. Without a
formal monitoring mecchanism NRO management is unable to
determine. assess. or report the cftectivencss ot the EEO support
provided by the parent organizations or their internal training.
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FOEO) RECOMMENDATION 29: The DNRO direct development and implementation
of an NRO EEO program in full compliance with DoD Directives 1440.1 and 1350.2 and
applicable CIA requirements. Actions to be completed by 29 November 1996,

(=O8€)) DNRO COMMENTS:

(POPO) Concur. A chief for the new NRO EEO Office will be idenrified by 31 May 1996, und
an NRO EEO Program should be fullv implemented by 29 November 1996.

(F"O@O) EVALUATION OF DNRO COMMENTS:

(@) We consider the proposed udctions of the DNRO 10 be responsive to the
Recommendation.
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(U) SECURITY

(U) BACKGROUND (U) Organizations should base good sccurity environments on
well  detined  sccurity policies and  procedures. roies  and
responsibilities, and oversight mechanisms at cach level of the
organization. To be thorough the program should address core
disciplincs of physical security. personnel security. information
sccurity, communications  sccurity, and operations  sccurity.
Depending on the organization. the disciplines of industrial
sceurity and AIS security may be added. Because of the extensive
use of AIS within the NRO, we address AIS sccurity in the
tollowing section of the repon.

(U) DCI Security (U) The NRO follows DCI sccurity policy and guidance "to

Policy Followed maintain a umtorm system in the whole National Reconnaissance
Program arca" as stipulated in the Agrecment For Reorzanization
of the National Reconnaissance Program. dated 11 August 1965,
between the DCI and the DEPSECDEF. This agreement follows
the provisions of the National Sceurity Act of 1947, which
cstablishes  the responsibility of the DCI for protcction of
intelligence sources and methods. Therefore, the NRO uses the
following DCIDs as the basis for sceurity policies and guidance:

- DCID /7:  Security Controls on the Dissemination of
Inteiligence Information

- DCID /14 Personal Sccurity Standands and Procedures
Governing  Eligibility  for  Access  to  Sensitive
Companmented Information

DCID 1736 Security Policy for Protection of Intelligence
Informution Systems and Networks

- DCID /19 Sccurity Policy for Scnsitive
Compartmented Information

- DCID 1220 Secority  Policy Conceming Travel and
Assignment  of Personne] with  Access to  Sensitive
Compurnmented Information

- DCID 1721 US. Intelligence Community  Physical
Security Standards for Sensitive Compurtment Information
Facilities

- DCID 1/22  Technical Surveillance Countermeasurcs

("37'5') The NRO uses the TALENT-KEYHOLE and BYEMAN
iy Contro! Systems. [OEIRER{OIGNISORKLYRTINT ICRIR))
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(U) NRO Security

Staff Structure

OSD - (b)(1) EO 13526 Section 3.3(1)

58 The NRO sccurity staff swtucture has  changed
significantly over the last several vears. The 198Y restructure
study determined sccurity management was  fragmented  and
uncoordinated with the separate program offices operating in a
highly compartmentcd and segregated manner.  The program
sccurity  offices provided conflicting, inconsistent. and risk
uvoidance-based guidance. As a result of this and other sccurity
management reviews, the NRO moved away trom risk avoidance.
a high cost approach, to a practical, cost-saving, and cover-
cnhancing philosophy of risk management. In conjunction with
this philosophy. thc NRO rcduced the multi-compantmented
information  access  structure o a  simpliticd BYEMAN
compartment in February 1994,

#8) The NRO intended the restructure to provide cominon

security support scmccs to all pans of the NRO. including
dc WOSD - (b)(1) EO 13526
Section 3.3(1)

#&) The Dircctor of the Office of Security (DOS) provides the
NRO corc corporate icvel sccurity services. Under the Dircctor.,
iscs _the

the Deputy DOS  sup Deputy Dircctor for Security
(b){(1}c) (b)(3) 10 USC 424

e Deputy Director for  Sccurnt (b)(1)

c) (v)
. Th ss¢ oftices
NRO focal points to extemal govemment sceurity policy

SCIVC a8
makers.

e The three directorates and major otfices under the DNRO
cach maintain separate secunty staffs. The Program Sccurity
Chicfs of these statfs report to the head of the directorate or office
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and not to the DOS. The sccurity statfs implement the corporate
level sccurity policies and procedures. develop dircctorate/office
level security polices and procedures. and provide primary security
dircction and oversight of the various programs und projects for
both government and contractor personnel and facilitics.  They
also serve as the directoratesoffice tocal point for interfacing with
the Office of Security.

(U) The NRO leadership proudly states it iaintains a very
closc working rclationship. more likc a partnership. with its
contractor base regarding sccurity. The NRO involves contractor
representatives in determining the impact of proposed changes to
sccurity requirements in order to manage costs while achicving
NCCCSSATY SCCurity,

(POEO) ISSUE: The NRO has adequate processes to manage security requirements:
however, mechanisms used to provide basic security policy guidance, establish
responsibilities, and monitor performance need significant improvement.

(1)) POLICIES AND
PROCEDURES

(U) Basic Policy

(54) BYEMAN

Manual

(L) Flexibility Key
at Sites

e The NRO citecs several tvpes of dJocuments for
cstablishing sceurity policics 4nd procedures as well as providing
direction and guidance to govermment employees and contractors.
OSD - (b)(1) EC 13525 Section 3.3(1)

ke -pgOS0 - (0)(1) EOQ 13526 Section 3.3(1)

i) At sites. the NRO relies on some sccurity
policics and procedures. and in many cases on the services. of the
local security officials which provide cover. Because of this. the
NRO must be flexible in cxternal facility sccurity requirements.
The NRO depends on MOU/MOASs. as well as close working
rclationships. for sccurity amrangements i several sites ’lointli

staffed bi the NRO and [QIQIOKQIORIRNSIeErZ

~ *98) The NRO policy determination process incorporates
input from employces. comtractors. the Office of Security. and
directorate and scnior NRO management through the DOS Senior

S50
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(U) Team
Perspective

OSD - (b)(1) EO 13526 Section 3.3(1)

(U) FINDING: Corporate security policies and procedures are not clearly defined and do
not provide a sound basis on which to establish roles and responsibilities.

(L) CONFLICTING
GUIDANCE

¢9"9) BYEMAN
Manual
Applicability Not
Clear

(L) Complex
Classification Guide
System

By We found contusion about the currency and applicability
of the NRO/NRP Dircctives regarding security.  The NRO
provided them as being curmrent and we confirmed this through
other offices. However, the Office of Sceurity stated three of them
were superseded by other guidance and none of them were widely
available. The Dircctives contlicted with NRO Security Policy
Directives and Notices and the BSM.  Numcrous classification
guides in varying stages of uwpdate provide fertile ground for
contusion on whether material is Scnsitive Compurtmoenied
Information (SCI) or not and what level ot classitication applics.
No clear policy or procedurc exists to determine document
supersession or precedence.

*K80OSD - (b)(1} EO 13526 Section 3.3(1)

@) The NRO moved from a system with multiple
compartmented  informution  systems o an overall  single
BYEMAN compartment in February 1994. The NRO should be
rccognized for making signiticant advances in reducing
information companmcentation and increasing dissemination of
information sincc that time. However. significant opportunity tor
further progress lics ahcad.

(88) Thc NRO publishcs multiple classification guides: the
NRO Classification Guide. directoratc level Sccurity Classification
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Guides, and  Special Classification Guides for m
M material. For NRO personnel and contractors wit
w:dcr access. the cumrent system is confusing., conmbutes 10
ion over-classification, and lost productivity.  [SEB)
{U) Over- A - {b){1) EQ 13526 Section 3.3(1)
Classification and
Compartmentation

bn12:3]0SD - (b)(1) EO 13526 Section 3.3(1)

(POPE) The majority of documents we revicewed lacked
declassification instructions.  We judged this resulted from the
highly scnsitive nature of the information. where people inferred
declassification unlikely or found it difficult to determine. and u
lack of management attention.  Presidential Exccutive Order
12958, Classification and Protection of Nutional Security
Intormation, requires the NRO to determine declassification necds
on an extremely large amount of classificd material. with a
sipnificant amount over or approaching the timelines for required
review/declassification. In  November [995. the DNRO
cstablished the Information Declassification Review Center to
deyelop a systematic method of addressing this issuc.

(8™®) The over-classification and compartmentation listed
above inhibits nceded free flow communication between the NRO
and activitics needing information from the NRO. Interviews
conducted with scnior DoD, CIA. and NRO officials revealed
indications the NRO somctimes uses security classifications as i
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policy tool. rather thun a protection mechanism. We found onc
case where the NRO inhibited information sharing on modeling
and simulation systems with other DoD agencies by use of the

BYEMAN caveal.
(978) Decisive @) A method of clearly defining BYEMAN material docs
BYEMAN Definition  not exist. In 1992. the CIA/IG and NRO/IG Joint Inspection of
Needed BYEMAN Security Management pointed out "an urgent need" for

a detinition of BYEMAN. The DCI directed a study and the NRO
publishcd it as "NRO Protection Review 'What is BYEMAN'™ in
November 1992. The study concluded less information must
reside in the BYEMAN Control System, but does not provide &
mcthodology to achicve this poal. traditionall_v
uscd to define BYEMAN material. They include:

OSD - (b){1} EO 13526 Section 3.3(1)

Applving these criieria to documents we reviecwed. we determined
a significant number did not meet the comparntmentation criteria.

{U) No Systematic w8i) No consistent process exists for formalizing changes to
Document Change NRO scceurity documents, for communicating these changes to the
Process or NRO and contractor personnel. or to ensure changes become

Supersession System  cffective.  The 1992 CIA/IG and NROYIG Joint Inspection of
BYEMAN Sccurity Management made a similur finding. Their
tinding focused on establishing and statting an office to centralize
planning and coordinate sccurity policy changes. Despite this, the
NRO does not hive an established supersession or precedence
system in cffect so personnel can determine the current. valid
guidance. In November 1995, the DNRO created the Information
Management Group and charged them with developing a
mechanism to provide this guidunce for the organization.

(1) Lack of
Available Security
Deocumentation




SECURITY
OSD - (b){(1) EO 13526 Section 3.3(1)
(L) Memoranda of (F@) The NRO nceds to ensure development and
Understanding & implemeniation of clear and specific MOU/MOA for sccurity
Agreement Need management at ground stations jointly operated with other
Clarification agencies. Onc tcam member found problems previously occurred

with access rights of non-NRO personnel nceding to conduct
required activitics.  The team also dctermined  significant
operational sccurity differences arosc between the NRO and
ancther agency regarding information. tacility. and equipment
access at another location. To avoid such security issucs.
MOU/MOA documents must clearly define the policies and
procedures. rolcs and responsibilities. and mcthods all involved
organizations will usc to ensure appropriate security.

{FO¥0) RECOMMENDATION 30: The DNRO direct development and implementation
of a process to provide NRO employees access to a complete and current set of security
policy documents and an appropriate sub-set of these to contractors. Actions to be
completed by 30 November 1996.

(F@)) DNRO COMMENTS:

mROEO ) Concur. Recommendation 30 is accepted and has been accomplished.  All securiry
reference maierials {DCIDs, Executive Orders, NRO Classification Guides. etc.) are availuble 1o
NRO personnel and internal contractors on the NRO nemwvork in an application entitled
STARguzer. To ensure that the STARgazer remains current, the NRO will prepare and
implement a process to ensure periodic review of the security documenis. This procedure will be
implemented by 30 November [996.

(PO®®) EVALUATION OF DNRO COMMENTS:

OO We consider the proposed actions by the DNRO 1o be responsive to the
Recommendation.

(FO¥6) RECOMMENDATION 31: The DNRO direct a complete review and revision of
current NRP/NRO security documentation for consistency of policy and clarity of
applicability. Actions to be completed by | September 1996,
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w=eee) DNRO COMMENTS:

(FOPO) Recommencdlation 31 is accepted and has been accomplished. Changes resulting from
the NRO Declassification Review and Executive Orders impacting  classification.
declassification, and requirements for access o classified information have been incorporated
- inta appropriate notification and training for NRO personnel.  Director. NRO Security.
distribuied a 19 April 1996 memorandum to all NRO Sccuriry personnel highlighting currenr
authorities that formally supersede historical security notices and procedures {identified as NRP
Directives 1. 4, and 5) nated in the report,

(FOWO) EVALUATION OF DNRO COMMENTS:

(leilm@ ) We consider the actions 1aken by the DNRO to be responsive 1o the Recommendation.

(P&E€©) RECOMMENDATION 32: The DNRO direct development and implementation
of a systematic process of NRO document management. Actions t0 be completed by 31
August 1996,

( loiad) DNRO COMMENTS:

(@) ) Concur. The NRO's Managemenr Services and Operations (MS&O) is develuping o
document management system. This svstem will be administered by MS&O's Information
Management Group and will be implemented by 31 Julv 1996,

{FOH8) EVALUATION OF DNRO COMMENTS:

(ROEQ) We consider the proposed actions by the DNRO 10 be responsive 1o the
Recommendation.

(8% RECOMMENDATION 33: The DNRO propose, coordinate, and implement clear
policy on how to distinguish BYEMAN information from ather SCI and collateral classified
information. Actions to be completed by 1 June 1997,

(=8@) DNRO COMMENTS:

(9B Concur. A recently developed NRO sponsored classification methodology known as the
Decision Tool, has become the standard for use in reaching classification guide evaluations,
This Decision Tool and the resulting classificarion review of all NRO program information will

L]
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provide the basis for clear written policy defining what constitures BYEMAN information.
Implementation of the revised classification policy requires review and updute of each NRO
program's classification guide. Because these guides are coniractual requirements, their change
requires contractual modifications which muy include contract cost increases. Because full
implementation of this Recommendation canrnot be claimed wnril appropriate contractual
modifications are in place, the targer completion date for this Recommendation is June 1997,

(=OE@) EVALUATION OF DNRO COMMENTS:

pEs e consider the proposed actions of the DNRO 10 be partiallv responsive to the

Recommendation, SRIBEE(IGINSORKLVIINTCwile (RRIG))

| I |

(U) ROLES AND (U) Ovcrall. we found well-gained and motivated sccurity
RESPONSIBILITIES personnel.  Their abilities and wealth of sccurity experience.
combined with the flexibility of NRO. make the svsiem work
despite the noted deficiencies.  Similar to the other functional
areas, we found personnel focused on mecting organizational
mission end-goals of timely acquisition, launch. and operation of

satellites,
(L)) Office OF ) A DNRO memorandum. Restructure of National
Security Reconnaissance Office Security, dated S September 1993, specifies

the duties and reporting chain of primary Office of Scecurity
personnel as well as the divisions and branches within the office.
The dutics specitied cover all the sceurity disciplines mentioncd
above. The memorandum specifically tasks the DOS ro:

- Scrve as principal security advisor to the DNRO:
- Chair the NRO Sccurity Pancl:

- Represent the DNRO on the U.S. Security Policy Board's
Policy Intcgration Committee: and

Orchestrate. in concert with program dircctors, consistent
security policy, planning. and implementation throughout
the NRO.

@ The memorundum also authorizes the DOS to reorganize
the office as neeessary. excepting for program sccurity staffs. to
better serve the NRO needs.  Further, it climinates the position of
Dircctor of the NRO Security Center in favor of the position of
Deputy Director of Sccurity, We found this action also dissolved
the former NRO Sceurity Center, but kept the divisional
responsibilities as described in the background information.
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(U) Program
Security Staffs

(U) Security
Awareness Forums

=@@e@) The DNRO memorandum specifics program sceurity
statfs report dircctly to their program directors and provide the
programs multi-disciplinary security policy guidance and support
services. In addition. it charges the program sccurity staffs with
justifying, staffing. and training their security personnel to cnsure
consistent NRO sccurity policy implementation. A revicw of the
program sccurity stafts indicated they provide sccurity guidance
covering all the security disciplines mentioned above.

{$) The DNRO mcmorandum cstablishes the purpose and
membership of the NRO Sccurity Panel.  This panel formulates.
coordinates. and promuigates sccurity policies relevant 1o NRO
programs. The NRO Sccurity Panc] includes observer membership
trom the U.S. Policy Board Staff. the NSA. the CIO. and the CIA
b)(1) 1.4(c) (b}(3) 10 USC 424 . Meetings are also open 1o
other personnci within the N

o3

@) To facilitate resolution of sceurity policy and
implementation issues. the DOS tormed the DQOS Senior
Management Group. which operates as a working group 1o staff
security issues. [t includes most of the same people of the NRQ
Sccurity Panel plus representatives of the Deputy Director for
Security Policy and Operational Support branches. but excludes
the external organization representatives.

-WOSD - {b){1) EO 13526 Section 3.3(1)

ADIEZRE

0SD - (b}1} EO 13526 Section 3.3(1)

(U) The Oftice of Sccurity publishes a monthly newsletter 10
help kecp employces informed of security procedures and their
responsibilities.  They provide cmployces the NRO Sccurity
Reterence Guide in sottcopy on the GWAN to assist them in
determining where to go with sccurity questions.  This guide lists
numerous subject arcas along with a focal point for questions.
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@&0¥6) FINDING: The NRO security guidance is not readily available and lacks clear
applicability to government employees so they can determine their roles and
responsibilities.

@&48) The BSM docs not clearly apply to govemment
personnel and facilities. Duc to the lack of clarity in the BSM and
contlicting guidance provided by other sceurity documents.
government  personne!l lack clearly documented and  defined
sccurity responsibilitics.

(PSWO) We found no consistent process of communicating
security roles and responsibilitics to the personnel of the Otfice of
Sccurity. program sccurity stafts. and personnel of the NRO.
While the September 1995 DNRO memorandum provided clear
and consistent overarching guidance to the Office of Security and
program sccurity statfs. below this level we found varying degrees
of specificity. Some clements of the Office of Sccurity maintain
extremely well-developed Operating Instructions for reference by
their personnel which clearly definc lower level policy.
procedures. rofes. and responsibilitics: other elements do not
maintain similar documented sources.

35 390SD - (b)(1) EO 13526 Section 3.3(1)

#0E6) RECOMMENDATION 34: The DNRO direct development and implementation
of clearly defined roles and responsibilities for NRO security personnel and NRO
employees. Actions to be completed by 1 December 1596,

(@) DNRO COMMENTS:

Wil Concur with cavear. While nor formally documented, NRO personnel are taughr their
responsibilities  in security  briefings, training  classes, and  security  awareness  efforts.
OSD - (b)(1) EO 13526 Section 3.3(1)

(ROEQ) EVALUATION OF DNRO COMMENTS:

(@) We consider the proposed actions by the DNRO 10 be responsive 1o the
Recommendation.
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(U) MONITORING
MECHANISMS

@@bLiQy The DOS cmploys various mechanisms to monitor the
sccurity provided so that sccurity practices remain current. achicve
the desired goals and objectives. and focus on meeting the NRO
mission.

(F&w@) The September 1995 DNRO Memorandum charges
the DOS with reviewing and assessing sccurity procedures and
personnel resources pecessary to implement sccunty  policies
throughout the NRO. It further charges the DOS with providing
NRO program Dircctors with annual assessments of security
programs implcmented by their security chiefs. As this is a recent
reguirement. we could not determine the eftectiveness ot this
mcechanism.

rOPe) The DOS cstablished a schedule of semi-annual
formal! rcviews of the dircctorate security plans developed.
implemented. and maintained for their programs and projects.
These include accomptishments, specific goals and initiatives for
the following year, sccurity enhancements. cost-siving proposals
and pertinent management issues.  In addition, the DOS initiated
presentations by  the  various  prime  contractor  security
representatives  [o brief program  specific activities trom  the
contractor perspective.

Fw©) FINDING: The DOS and Directorates do not routinely use a system of
performance measures on which to base decisions and changes to security policy.

) Corporate sccurity managers indicated they  provide
oversipht of their respective arcas by exception.  Nearly all
managers interviewed stated they empower their employces to
perform and employces inform them if a problem exists. Outside
ot the Personnet Sccurity Division. we found very few managers
use performance indicator data from subordinate work centers on
which to base decisions. The sccurity personnel at all levels lack
the type of performance measures necessary to fulfill an adequate
IMC  program. adequatc oversight  program, or  future
orgunizational nceds to meet GPRA regquirements.
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ausgfOSD - (b){1) EO 13526 Section 3.3(1)

OSD - (b){1) EO 13526 Section 3.3(1)

FOes RECOMMENDATION 35: The DNRO direct development and implementation
of security performance measurements for security management functions that meet the
needs of an adequate IMC program and will meet GPRA requirements, Actions to he
completed by 1 October 1994.

(Ot DNRO COMMENTS:

wa@bls)) Concur. NRO Security will developr an IMC plan which incorporates performance
measurements as a kev tenet. This plan will be in place by 1 October 1996. NRO Securitv will
estublish a working group to address security violation and incident reporting dcficiencies noted
in the report. The targeted date for completion of this task is 31 December 1996,

(=S8 ) EVALUATION OF DNRO COMMENTS:

(FOTO; We consider the proposed actions by the DNRQ 10 be partially responsive 1o the
Recommendation. The performance measurements developed from this Recommendation showld
be in support of the corporute wide performance measurements 1o be developed in accordance
with Recommendation 9.
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(U) AUTOMATED INFORMATION SYSTEM (AIS) SECURITY

(U) BACKGROUND

(U) Due to the pervasivencss of automated information system
integration in this highly classificd cnvironment, we evaluated AIS
sceurity separately from the other security disciplines.

(U) The Computer Sceurity Act of 1987 (PL 100-235)
mandates Government-wide computer security: sccurity training
for all persons who are involved in the manapement. operation,
and usc of Federal computer systems: and, assures the cost-
cticctive security and privacy of sensitive information in Foederal
computer systems.  DCID 1416, Sccurity Policy for Uniform
Protection of Inrelligence Processed in Automated Information
Systems (AISs) and Networks. dated 19 July 1988, assigns policy.
cxccution roles and responsibilitics. and establishes a procedural
framework for implementation of AIS sccurity. The Sccurity
Manual for Uniform Protection of Intelligence Processed in
Automated Information Systems and Networks. a supplement to
DCID 1/16, provides more specific guidance,

(U) The NRO uses. and assisted in development of, the
Intelligence  Community's  Automated Information  Systems
Sccurity Maanual (AISSM) 200, dated 18 February 1994, They
also use. and assisted in development of, the National Industrial
Security Program Operating Manual Supplement., dated | February
1995,  These documents provide guidance for many arcas
including AIS security.

& Sceurity policy and practices for AISs and networks is
continually changing to keep pace with evolving technology.
When DCID /16 was writtien. most AlS  sccurity policies
addressed larpe mainframe computers which were just entering the
networked arcna. The cver-changing AIS environment requires
vigilant management to cnsure adequate sceurity is maintained and
intclligence information is protected.  Because many of the
national level policies do not reflect current technology practices.,
it is cssential an organization be proactive in developing and
exccuting its AIS security programs. Today. cach Intelligence
Community organization has its own internal local and wide arca
nctworks. in addition to conncctions with other Intclligence
Community nctworks, They are also clectronically connccted to
their supporting contractors and customers, Software development
has also cvolved from cach organization contracting for their own
unique applications to using primarily  commercial-  or
government-off-the-shelf, and now Intcrnet-ready software.

R ) Thc NRO has been in the forefront of developing and
using an extensive SUSESRG sccure network. Their GWAN has
NRO conacctivity with over user accounts, Limited
nctwork conncctivity cxtends to the NRO's contractors over the
CWAN which has approximately ISV uscr accounts.
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e Computer secufity for the organization is managed by the
(b)(1)(c) (b)3) 10 USC 424 of the NRQO's Oftice of
Sccurity. The of thc Communications Directorate also has a
sccurity role in the development. operation. and maintenance of
AlSs.

FOHO) ISSUE: The NRO has adequate processes and mechanisms to manage its AlS
security program; however, the AIS security monitoring program needs improvement.

(U) POLICIES AND
PROCEDURES

(U) Processes and
mechanisms are
adequate.

(U) AIS sccurity policy lays the foundation for determining
what technical and non-technical processes and mechanisms are
nceded to protect ALSS. NRO uses DCID 1,16 as their buseline for
developing NRO AIS security processes and mechanisms.  The
NRO developed the AIS Security Plan to specify the technical and
non-technical information requircments which must be used in
securing accreditation for AISs and networks. The AIS Sccurity
Plan is documented in the AISSM 200 for NRO sponsored
povernment and coniractor AIS systems.

¥ The NRO installed limited Intemet access but has not
developed adequate policy and procedure  incorporating
appropriate sccurity considerations.  Access to the Internet
provides a sccurity challenge to the NRO. The desirc by NRO
managers for Intemet connectivity was implemented using the
only sccure techmical solution available at this time--physical
separation between the NRO networks and the Iniemet. An NRO
intemet  policy has been  proposcd. but  requircs  testing.
coordination, stafting. and approval. With the changes underway
in sccurity implementation  practices by the  Intelligence
Community and the development of new offensive and defensive
sceurity technologics. the NRO is concemed insufficient time is
being allowed to plan and implement proper sccurity measures.
The probiem. especially for highly secure systems such as the
NRQO's. is that technological improvements develop taster than
policies and procedures can be dratted. tested. and implemented 10
cncompass them. The NRO Sceurity Panel should develop an
NRO Intemnet Access Sceurity Policy which describes conditions
for approval of access. specific  sccurity protections,  and
monitoring mechanisms such as capability to relate usage and type
to the user.

O The NRO has adequate processes and mechanisms in
place to perform AIS sceurity. The NRO has established and
achicved their AlIS security goals of data confidentiality. data
tntegrity, and systcm survivability.

¥8) The NRO has implemented restricted aceess controls to the
GWAN.  All nctwork conncctions are password  protected.
GWAN access is managed by the Yocal ITG detachment and’
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(V) ROLES AND
RESPONSIBILITIES

centrally reviewed by the ITG's Network Opcrations Division. In
addition. various nctworks are isolated by filtiering unigue
addresses or data formats to determine who or what data is allowed
to traverse thosc networks.

&) The NRO implemented a log-on identification and
authentication toof on the NeXT workstations and on their DOS-
based systems that connect to the GWAN. Networked systems
lock the screen while not in use and require another authentication
prior 1o unlocking the screen.  Furthermore, many applications
have their own identification and authentication process. creating
another layer of sccurity,

¢ The NRO installed AIS technical sccurity systems.
fircwalls and guard systems, to provide sccurc connccetivity
between their GWAN and the contractor CWAN and the GWAN
and their Intelligence Community links. The NRO documented
their use of firewal) technology via a tcchnical paper and in the
reyuired AIS Sceurity Plan.

POHO) AILS security analysis is an integral pan of the project
planning and configuration management processes  used
throughout the NRO. AIS project plans document specific
configurations of routers, bridges and filters to cnsure the security
ot the network, These project plans are reviewed at CCBs and
undergo operational testing to ensure viability of the system. This
front-end planning and coordination allows security issucs to be
resolved prior to hardware and software being introduced into an
operational configuration.

OSD - (b){(1)EO
13526 Section il
3.3(1)

M The NRO components have resident AIS  sccurity
representatives. Each of the major contractors has a specified AIS
sceurity representative as well.  To increase sccurity program
cffectivencss, these program and contractor Information Systemis
Security Representatives complete an NRO training course and
ther are empowered to manage on-sitc AlS sccurity and prepare
sccurity documents. The AISSM 204 und the National Industrial
Sceurity Program Operating Manual deseribed these duties.

L RN (0Y(1)(c) (b)(3) 10 USC 424 of
the Officc of Security rctains responsibility for centralized AIS
accreditation  oversight.  the  Information  Systems  Sccurity
Representatives have ALS centitication authoritv for their particulir
NI eOSD - (b)(1) EO 13526 Section 3.3(1)
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&9 FINDING: The roles and responsibilities for AIS security are not clearly defined for the
Office of Security, the ITG, and the remote sites.

&) Both the Office of Sccurity and the 1TG have mission and
tunctions documents which indicatc responsibilitics for AlS
security, but the clear delineation of what is an Office of Sccurity
tunction and what is an ITG function is not apparcnt. In fact. most
projects will be impacted by both the program and policy functions
of the Office of Seccurity and the devclopment. operation and
maintenance functions of the ITG. Management in both offices
admitted that better definition of responsibic arcas was nceded.
Customers are not fully aware of the separation of responsibilitics
cither.

OSD - {b)(1) EO 13526 Section 3.3(1)

’- H = u

¥} The pervasivencss of AIS sccurity in the planning process
cnsuses that proper measures arc incorporated: howcever. the
current ambiguity of responsibilities between the Office of
Security, ITG. and the rcmote sites increases confusion and
degrades timeliness in resolving sceurity-related issues.

(8 RECOMMENDATION 36: The DNRO direct developme
clearly defined responsibilities for the DOS, the ITG, \SSIERCH
regarding AIS security. Actions to be completed by | October 1996.

entation
Section

nd_implem
1) EO 13526

{FOP®) DNRO COMMENTS:

&) Concur. NRO Securiry supports the necd 10 review and resolve overlapping and ofren
conflicting areas of responsibiliry.  Representutives from NRO Security and NRO Information
Technology Group in the Communicarions Directarate formed a working group which has been
meeting for the past nvo months on a biweekly basis. This group is researching authorities and
addressing issues of overlapping interest.  Furthermore, an Automated Information Svstem
referent from Facilities and Informarion Security Division, NRO Securitv, has heen assiened 1o
the Program Securiry Officer in the Communications Directorate on a purt time basis to assisr in
resolving these issues. A status report and recommendations for resolution aof this item will be
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provided by 1 August 1996. Implementation of the 1 August 1996 roles and responsibilities
recommencdlations will be accomplished by 1 October 1996

(=@ ) EVALUATION OF DNRO COMMENTS:

(oY) We consider the proposed actions by the DNRO to be responsive 1o the
Recommendation.

&) FINDING: The NRO does not have an organization-wide program to monitor AlS
security.

() MONITORING 3 Whilec some monitoring tools exist, there is no program
which provides an orpanization-wide analysis of AIS security
effectiveness.  The Oftice of Sccurity centrally manages AlS
accreditations but does not have a consolidated record of the AISs
within their purview. The DCID 1716 requires the maintenance of
records on each system which indicate the classification level,
compartments and Special Access Programs (if any). and identity
of other connccted systems. Delegating the accreditation authority
to the site's Designited Approving Authority does not relieve the
headquarters of the responsibility to maintain basic information
about their systems.

(b)(1){c) (b}3) 10 USC 424 of ITG has the capability
to print a dady AIS usape report which they usc to monitor site
license agreements. This tool, or something similar, can be used
by the Oftfice of Sceurity to monitor AIS sccurity violations. but a
program for this is not currently in place. Responsibilities for AIS
sccurity monitoring of operational systems is an arca that should
be better defined in the above-noted suggestion on detinition of
roles and responsibilitics,

(™&ES) There is no consistent method for rcporting ALS
security violations to the Office of Sceurity. Interview comments
indicated components were unaware they had to rcport AlS
sccurity incidents. There must be some way for the organization to
receive and track security incidents. Without a standard system,
the NRO cannot perform trend analysis and establish an accurate
priontized program for correcting deficiencies. :

#6+=0) RECOMMENDATION 37: The DNRO direct development and implementation
of a comprehensive program for monitering AlS security and identifying and correcting
incidents. Actions to be completed by 30 June 1997,
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HEOEPS) DNRO COMMENTS:

%) Concur. Although no comprehensive program for monitoring AlS securitv presenily exists,
NRO Security currently auwdits selecied systems. We are engaged in an ongoing studv of
intrusion detection within AIS as a precursor to the development of a wide area netwark
capability for audir.  COMITG, in conjunction with NRO Securiry, anticipates full
implementation of the intrusion detection monitoring program by 30 June 1997, This svstem will
allow NRO security to both detect and correct AIS security incidents.

(FO&&) EVALUATION OF DNRO COMMENTS:

(BOBO) We consider the proposed actions bv the DNRO ra be partially responsive to the
Recommendation. The DNRO must also address the security auditing of the independent local
area nenvorks aperating in the NRO. Actions to be completed by 31 June 1997,
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(U) OVERSIGHT

(B@B€) ISSUE: The NRO has adeguate processes and mechanisms to measure the
effectiveness and efficiency of direct mission related funetions: however, the processes to
measure the effectiveness of NRO administrative and support functions are inadequate.
In addition, the NRQ/IG does not provide adequate oversight of the organization.

(Uy BACKGROUND

(U) MISSION
OVERSIGHT

(L) Oversight of the
Systems
Development and
Acquisition Process.

(U) The NRO scnior management emphasizes the delegation of
responsibilitics and authorities to the lowest practical level in the
organization. This mansgement practice requires supervisory
accountability for achicving goals and a set ot controls or oversight
mechanisms by scnior management to  assure  that  major
organizational activitics arc being successfully pursued. Principal
administrative - and support functions, no less than core mission
activitics, require appropriate oversight,

(U) To support scnior management oversight ctforts, tower
level components must have processes to monitor the effectivencss
of their activitics and have measurable indicators of effectiveness,

(U As the central focus of the NRO is the development and
acquisition of satellitc reconnatssance systems, NRO management
has created oversight processes for activities directly concerned
with the accomplishment of these major missions. Many of these
processes dircetly involve the DNRO and the senior management
and are uniform across the entirc NRO. Others have been created
and implemented by the dircctorates and offices 1o support the
higher level processes and to provide additional oversight as
required tor their specific mission.

(U) Manugement oversight of the development and acquisition
processes requires an overlapping sct of tools and mechanisms to
assure the information on cach program is complete. accurate, and
timely. and the interrclationships among programs is ulearly
defined. In addition, there must be processes in place to use the
information derived for proper oversight.

(F&#€) The DNRO and scnior program managers use several
systemns development and acquisition process oversight procedures
and mechanisms,  All evidence indicates that they arc working
well.  Among the major oversight processes arc: a DNRO
controlled computerized schedule of all programs: formalized
agreements between the DNRO and senior program managers to
mect schedules and budgets: configuration control processcs for all
programs at all management levels: and. a systems acquisition
process overseen by the DNRO.
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@e@) The NRO has created and maintained a computerized
Integrated Road Map to maintain oversight of the schedules and
milestones for the numerous and complex systems development
and technology programs underway. This road map also identifies
interrelationships among programs. Oversight of these programs is
maintained through the process whereby there are no changes
permitted to the Imtegrated Road Map, i.c.. the program schedules
and milcstoncs. uniess they have been fully discussed by the
DNRO and all senior management and agreed to by the DNRO.

(P&ES) Anothcr tool used for providing senior management
oversight of the systems development and acquisition processes is
a baseline agrcemcent. which serves as a “contract” between the
DNRO and the responsible senior program manager for program
delivery schedules. costs. and capabilities.  Our interview data
indicates the bascline agreement procedure 18 working wetl and
adhered to by the parties concemed. It provides all emplovees and
contractors involved in & program with clear guidance on what
they are responsible for and when. As an oversight tool. it serves
to augment the NRO Integrated Road Map.

{F&®@) The CCB process is another oversight and systems
development management tool.  This process assures all NRO
components involved in the development of a system. as well as
those components which have responsibility for interfacing with
thc svstem, have a voice in the system specifications and all
¢hanges 1o 1t, and have the sume documentation, System changes
approved by a CCB which affect the hascline agreement. or the
NRO Integrated Road Map. come to the attention of the DNRO.
NRO muanagers generally agree that the CCB process. although
time consuming and documentation intensive. is cssontial in
cffectivelv oversecing the complex technology associated with
Space Sysicms.

(FO®®) CCBy oversee every major development program in
the NRO und operate at all management levels, Typically meeting
twice 4 month, at a dircctorate level the CCB is chaired by the
Director and the membership consists of the Deputy Director, the
group chicts. the budget officer. the contracts officer. and the
sccurity officer. CCBs identify and maintain architcctural. svstem
development, intcgration. and opcrational standards:  control
changes to those standards: and record or repon the status of
change implementation. The CCB ensures that proposed changes
1o the program standards arc necessary and reflect a thorough
consideration of all atfected interfaces: represent a tradeoff among
performance, cost. and schedule: and are documented uccurately.

(EOES) Overall oversight of the acyuisition process is
accomplished through the NRO Acquisition Board. chaired by the
DNRO. The inspection team judged that this is a well structured.
effective, mechanism for oversight. As discussed in prior sections
of this report. the NRO Acquisition Board adviscs the DNRO on
whether to continue the acquisition of a satellitc svstem at
predetermined. key decision points. At cach of these key decision

10%
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(L) OVERSIGHT OF
ADMINISTRATIVE
AND SUPPORT
FUNCTIONS

points. the NRO Acquisition Board cvaluates @ number of critical
clements about the program. including status. requirements
validation. cost drivers, acquisition stratcgy. and alterative
approachcs.

#=S¥6) Euch of the senior managers below the directorate
level has procedures for conducting oversight of the systems
development and acyuisition processes within their arcas of
responsibility.  Some common practices used by most of them
include: :

- Wecekly mectings with division chiefs. contractors. and
contracting officcrs to review propram status. surtface
problems. and set priorities:

- Monthly one-on-one mectings between senior manager and
division chicf to have .candid exchange on program issucs
and agrec on courses of action:

- Monthly mectings with each division on program issucs
and status and surface new technologics.

- Mecetings. cvery 4 1o 6 wecks, at a comtractor's facility to
pet a first hand account of program stats, and evaluate
contractor performance. and

- Ad hov meetings with s1atf and other technical people to
discuss  altemative  technical approaches and new
technologics applicable for the program.

(U) All senior managers intervicwed uscd these oversight
activitics and made them an integral part of their management
plan. These management oversight activities have been ercated it
the initiative of the individual manager and implementation
reflects their management philosophy.  Scnior managers belicve
this lovel of ovcrsight is cssential to properly manage their
development and acquisition proprams, remain knowledgeable
about the status of cach. and be comtortable they have a first hind
view of the contractors’ progress. The ingpection team concurs in
this assessment,  Much of the success the NRO achicved in
building satellite systems can be attributed to this structured.
management oversightl process.

(L) We examined the NRO's monitoring of administrative and
support tunctions in detail in other sections of this report. In this
section. we summarize our principal tindings and report them in
the larger context of senior management oversight of componcent
monitoring ctforts.
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(PO¥O) FINDING: The NRO does not have systematic oversight processes for their
administrative and support functions,

{U) Information
Resources
Management

(L) Logistics and
Supply Management

(U) Contract
Management

(U') Oversight of
Customer Feedback

(sede) The Dceputy DNRO excrcises senior management
oversight for the Communications Directorate review of all
telccommunications  circuits  used by the NRO. The
Communications Directorate recentlv conducted this review to
determine it the circuits are active or redundant and which
organization--NRO or somc other--they principally serve. There
are potentially large savings for the NRO if redundant circuits are
closed and other agencics pay a portion of the costs for the joint
circuits used. MOASs. signed by the Dcputy DNRO, will be
required between the NRO and cach of the agencics involved to
document the cost-sharing formula,

QLIP) We found aspects of the NRO logistics and supply
muanagement processes 10 be inadequate. largely due to a lack of
cftective monitoring. There is no comprehensive properny
accountability system in place which would cnable the NRO 10
accurately report to Congress on NRO-owned asscts. and there is
no process in place to assure that Govemment Fumished
Equipment and Contractor Acquired Property are disposcd of
according to dircction. The NRO needs to regularly conduct &
complete inventory of all property in accordance with cstablished
government procedures and to reconcile the inventory with
previous purchases.  The process needs to be monitored and
management oversight procedures instituted to assure compliance.

bkl We determined the NRO lacks consistent procedures
for assuring interim monthly invoices for cost reimburscment
contracts are certitied for technical performance by the regponsible
CQOTR. Contracting ofticers often certity interim invoices for
technical performance without requisite technical knowledge to
determine if the contractor has performed adequately. The NRO
needs to implement 4 monitoring mechanism to assure documented
COTR review of all contractor invoices.

(W) The NRO has a mixed record in managing customer
and user feedback. Fecdback management is not part of the NRO
corporate culture. Where customer feedback is properly collected
and uscd to improve customer service. it is more by the initiative
of individuals or components than by the plan of management.

(POPO) Customers in the Inetligence Comnuunity cxpress
sutisfaction with the responsiveness of the NRO to ad hoc tasking
of operational satellites. Oversight of the NRO'S responsivencss to
tasking of operational satellites resides with both the Intelligence
Community and the NRO managers of the mission ground stations.
There are tormal. but not documented. processes in place for NRO
to respond to such tasking.  All members of the Intelligence
Community participate in these processes.
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hlall) Military users of the NRO products and services
inform NRO componcnts via message about quality. quantity. and
timcliness of what is being provided along with comments and
suggestions for improvements. The NRO has no processes in
place 1o use this fecdback systematically to improve service to the
military uscrs.

#=OE€) The NRO docs not have processes to obtain feedback
trom parent organizations on the quality or responsivencss of the
personnel management service those organizations provide to their
cmployees within the NRO. This limits the oversight the HRMG
has of the support provided and inhibits assessing when they
should get involved to better support the employce.

(F@¥@) There are no feedback mechanisms to senior NRO
management for the tracking or evaluating of security incidents.
The majority of NRO employees, tncluding managers. did not
know about the three levels of violations nor an NRO report form.
We found no consistent process of reporting violations that would
facilitate data gathering for managecment oversight or developing
performance indicators. ‘

(U) Oversight of (He=8) We found the NRO has no oversight process to assure

Support Agreements  MOU/MOAs with other agencies are current, complete, and scrve
the interests of all partics. We came upon cases. specifically in the
arcas of personnel support and security. where new MOU/MOAs
need to be negotiated.

(EE) There are no MOU/MOAS between the NRO and the
Navy. Amy. or NSA which specify roles and responsibilitics for
those involved in providing or receiving personnel support. The
1978 MOA with the Army addresses support to officers: however.
there are no provisions for support to the Army enlisted personnel
now prescnt in the NRO. The NRO depends on the Military
Services to provide services regarding profcssional military
education. specific service skill training, drug testing. ethics
training. etc. Cumrent MOU/MOAS do not address these functions:
they should be clearly defined in new MOU/MOAs.

(M@} The NRO needs to develop and implement clear
MOU/MOAs for sccurity management at ground stations jointly
operated with other agencics. We found problems at ground
stations over fucility access rights of non-NRO personnel and
opcrational sccurity differences regarding  information  and
equipment access. MOU/MOAs must clearly define the policies
and procedurcs. roles and responsibilitics, and mcthods  all
involved organizations will use to ensure appropriate sccurity.

(FO=6) RECOMMENDATION 38: The DNRO direct development and implementation
of a plan for systematic oversight of administrative and support functions including
performance measurements to meet the needs of an adequate Internal Management
Control program and the GPRA. Actions to be completed by 1 February 1997.
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(F&&64 DNRO COMMENTS:

(PO®) Concur. The ADROM will develop a plan for systematic oversight to include
definitions of roles and responsibilities; documentation of policies, procedures, and interagency
agreements; and identification of relevant performance measures to determine system
effectiveness. Target completion date is 31 October 1996.

(@) ) Turget completion date for the NRO's GPRA implementation plan is 31 October 1996.
As referenced in the NRO response to Recommendation 40, the NRO's IMC program will be fully
implemented by 31 October 1996. As implementation of the NRO's IMC program progresses.
and the NRO's GPRA plan execution unfolds, additional NRO performance measures will be
identified and documented. As mandated by the Government Performance and Results Act, full
implementation of these oversight processes will be in effect by 30 September 1997 in order 10
support the Janudry 1998 submission of the FY 1999 budger.

(=@t ) EVALUATION OF DNRO COMMENTS:

(PSSO We consider the proposed uctions by the DNRQO 10 be responsive ta the
Recommendation.

(U) OVERSIGHT BY (U) Note: In November 1995, during the course of this
THE NRO inspection, the DNRO announced the NRO/IG decided to leave his
INSPECTOR position. In February. 1996. during the proccssing of this report.
GENERAL the NRO Dircctor and Deputy Director were re-assigned.
(U) Effectiveness of (Bede) Under the dircction. authority. and control of the
the NRO/IG DNROQ. the NRC/IG bas broad responsibilities for assuring all

activities arc conducted in compliance with appropriate law.
Executive Orders, Presidential Dircctives. and DNRO guidance
and direction. The NRO/IG, who reports directly to the DNRO. is
not a statutory inspector gencral. NRO Dircctive 90-1. dated 10
January 1990, describes the major functions of the NRO/IG, which
includes investigation of allcgations and reports of fraud, waste.
and abusc, and conducting vigorous and independent inspections
or audits of NRC components.

(Wl The NRO/IG consists of audit, inspection. and
investigative staffs. The authorized staffing level ts G which
includes secrctaries and other support personncl.  There arc
currently on  board auditors. inspectors. and
investigators.  In addition. the IG staft is augmented by a few
rotational personnel from CIA. Air Force. and Navy. Sixty-seven
percent of the NRO/IG positions are filled at this time.
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#O¥0) FINDING: NRO/IG management practices, as well as DNRO lack of support to
the IG, resulted in ineffective oversight capability.

(E&=8) We concluded the former NRO/IG did not provide
ctfective oversight of the organization, Interviews and survey dati
indicate inadequacies in the management practices of the NRO 1G.
and a lack of contidence by the former DNRO in the NRO IG
which contributed to thix state.

{(Fe%@) The inadequacics in the management practices of the
NRO/IG were reported to the tcam by emplovees trom several
NRO components. These arc summuarized as follows:

- The time reyuired to produce a report was excessive and
reports were outdated when published.  There are no
detailed records Kept within the NRO/IG which would
cnable us to identify the time frames for cach step in the
process: however, several knowledgeable people claimed
that the intemal IG editing process. including that by the
dircctor, took longer than necessary. usually 2 o 3 months.
We found several reeent reports which took 8 to 10 months
from initiation to publishing. We judge this to be excessive
given the limited scope of the reports and the small size of
the components inspected.

- The cntire inspection staft would be assigned by the
Dircctor. NRO/IG. to one inspection at a time and would
not be disbanded until the report was (verbally) approved
by DNRQ. Because the draft report usually took several
months to cdit. the inspection staff  would be
underemployed for that time peried.

- Wc found no current process to cnsure components
implement rccommendations,  This is in contlict with
provisions of & DNRO letter to scnior program dircctors
and the NRO/IG. dated 22 November [9R9, on procedures
for NRO/IG follow-up and resolution. * Onc of the
provisions is: “The status of open findings shall be reported
every 90 days starting with the date of the draft report.”
The IG has created a database of these findings or
recommendations: however, the database has only been
used sporadically to check on compliance,

(EBSEa) We also tound the DNRO had limited confidenee in
the NRO/IG to provide balance between oversight of the
organization and the imposition of pereeived  additional
burdensome procedurcs. The PNRO preferred to have all issues
surfaced in an inspection or audit to be solved between the
component atfected and the NRO/IG before the substance of the
report was presented to him. Some employvees stated their belief
the DNRO generally supported the manager of the inspected or
audited component over the NRO/IG.
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#=&EE) In addition. there were other indications of a lack of
gencral suppon by thc DNRO for the NRO/IG. The IG had not
produced an annual plan describing inspections and audits o be
performed since FY 94.  Although the NRO/IG requested the
DNRQO uand all senior NRO managers to provide topics for
inspection or audit. none have been submitted. The NRO/IG has
been unsuceesstul in getting DNRO support to fill several vacant
inspcction statf positions by technically skilted employces on a 2-
year assignment. Effective inspections of components engaged in
high technology efforts depend upon having such skills in the 1G.
These positions have not been tifled for about 3 years. Thesce
points suggest a lack of support by thec DNRO in the activities of
thc NRO/IG.

(W@e)) The installation of a new DNRO and new NRO'IG
provides an opportunity to rcvitalize the NRO-IG as an cftective
and independent office. The DNRO and NRO/IG should explore
appropriate mechanisms 1o accomplish this.

#eL)) RECOMMENDATION 39: The DNRO direct and support development and
implementation of an eflicient IG project planning, monitoring, and follow-up system to
improve oversight capability, effectively use the NRO/IG staff. and ensure component
compliance with recommendations. Actions 10 be completed by 30 September 1996.

{ PO DNRO COMMENTS:

1790, Concur. The NROIG now participates on the NRO Senior Staff und Management
Commirec: several special oversight tasks have been assigned 1o the NRONG: and clarification
of the NRO/G's reporting chain will be reflected in a revised NRO organization chart.
Internally, the NROHG will develop and implement an oversight planning, monitoring, and
Jollove-up system by 30 Seprember 1996,

(f® ) EVALUATION OF DNRO COMMENTS:

(FOEO ) We consider the proposed actions by DNRO 1o he responsive 1o the Recommendution.
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(U) INTERNAL MANAGEMENT CONTROL PROGRAM

(Uy BACKGROUND

(L} The concept of internal controls cncompasses organization
plans and management methods and procedures to ensure resource
use consistent with laws, regulations and policics.  Intemal
controls are designed to safeguard resources against waste, loss.
and misuse: and to obtain, maintain, and fairly disclose reliable
data in reports.

(U) DoDD 5010.38, dated April 1987, establishes the Detense
Depanment IMC program. It provides policy guidance. prescribes
proccdures. and  assigns responsibilitics for IMC  program
exceution, There are fifteen specific IMC reporting categorics
contained in DoDD 5010.38 that Defense agencies must address.

(F&®®) The NRO Directive 13, dated 22 Scptember 1994,
documents NRO  policy and assigns  responsibility  tor
implementation of internal management controls, It does not cite
DoDD 5010.38 as a reference. However. previous DoD IG audits
cite DoDD 501038 as a reference in findings rclated 10
deficiencies in NRO internal management controls. In one DoD
IG Audit. Repont No. 90-068. the DNRO concurred the NRO
lacked “intcmal controls over advanced funding as a material
internal control weakness in accordance with DoD Directive
S010.38."

(Fe=e) The NRO Chief of Swaff maintaings overall
responsibility for IMC Program implementation and the NRO
Comptroller is the cxccutor,  The Comptroller developed the
program. provided guidance to facilitatc the assessable unit's
implementation. monitored implementation of unit programs,
revicwed unit vulnerability asscssments and management control
plans for compliance. and used assessable unit annual Statements
of Compliance as the basis tfor developing the DNRO's Annual
Statements of Compliznce, The first DNRO statements were
submitted to the SECDEF and the DCI on 29 December 1995,

(™OT®) The NRO's IMC Program is govemncd by the
following documents:

- OMB Circular A-123. Mapagement Accountability and
Control, 21 Junc {995;

- OMB Circular A-127. Financial Management Systems, 23
July 1993;

- OMB Circular A-130. Management of Federal Information
Resources, 15 July 1994:

- DoD Directive 5010.38, Intemal Management Control
Program. 14 April 1987; and
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- NRO Directive 13, Federal Managers Financial Integrity
Act. 22 Scptember 1994,

alie) The DoD/IG conducted an audit of the NRO IMC
program in 1994. The report stated the NRO did not have an
adequatcly implemented IMC program. It further stated the NRO
had not prepared and submitted annual statements of assurance to
the SECDEF and DCI.

(#FO+©) ISSUE: The NRO does not have an adequate IMC Program,

()
IMPLEMENTATION
OF THE IMC
PROGRAM

@eWe) The NRO IMC program consists of a serics of self-
evaluations whereby assessable units establish and monitor internal
controls to provide rcasonable assurance of compliance.
Assessable units include all directorates. offices, and  staff
clements. The assessable unit manager: cstablishes a program of
vulncrability assessments, audits, reviews, and cormective actions:
performs a vulnrerability assessment of cach component in the unit:
assigns a risk factor--high. medium. or low--to the unit as a whole
and each component: develops the unit's management control plan;
and submits a certification statement to the DNRO by 1 November
Cvery year.

#=SE0) FINDING: The NRO's IMC Program is not fully implemented.

#e88) The NRO began implementing an IMC program in
FY 95. We found some components expended the resources and
time to properly and completely implement provisions of NRO
Dircetive 13 and others whose ctforts were inadequate.  The
principal barriers to full implementation were:

- Lack of a strong commitment to a standardized intemal
management control program:

- Lack of completed IMC manager training:

- Lack of complete assessable unit management control
plans; and

- Lack of standard vulnerability assessments.

(FO#6) RECOMMENDATION 40; The DNRO direct review and revision of the Internal
Management Control Program Implementation Guide to ensure full compliance with NRO
Directive 13, Actions to be completed by 31 October 1996.
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(=€) DNRO COMMENTS:

(RO8EO) Concur. NRO Directive 13 and the NRC IMC Progrum Implemenration Guide are
currently being revised. Directive 13 will incorporate grearer standardization umong common
program elements while allowing appropriate flexibility for implementation:  individual
responsibilities for all NRO managers and staff; and specific items to be included in assessable
unit management control plans. Corrective action completion date is 31 October 1996,

(FOUOT EVALUATION OF DNRO COMMENTS:

(FOWG) We consider the proposed actions by the DNVRO 1o be responsive 10 the
Recommendation.

(L) INADEQUATE (U) There are components within the NRO with adequate

DOCUMENTATION across-the-board  decumentation  conceming  specitic IMC
processes. We found the directorates have proper documentation
on IMC processes related to the development and acquisition of
satcllite systems. including requirements definition documentation,
configuration control  bourd process  documentiation,  and
procurcment process documentation,  However. we did not tind
such adequate documentation for other processes,

«aUe) FINDING: The NRO lacks adequate descriptive materials on policies, procedures,
administrative practices, responsibilities, duties, and authorities.

EeHe) IMC managers were not aware of the full range of
descriptive  documentation  on  operating  procedures  and
administrative practices. and responsibilitics and authoritics for
accomplishing programs and activities rcquired tor proper
implementation of NRO Directive 13, In our judgment.
inadequate documentation of this type weakens the NRO's IMC
Program and results in internal management control failures. We
found thc NRO does not have adequate documentation tor defining
procedures for receipt and payment of cost-reimbursement contract
invotces and does not have an adequate property accountability
svstem due to the lack of a published property management
procedurc. These cxamples indicate basic failures in intemal
managcment contro! documentation. monitoring. review. and
verification.

ed=0) RECOMMENDATION 41: The DNRO direct additional training as required to
ensure IMC managers understand the full range of IMCs required for a successful
program, including documented specific policies, procedures, and administrative practices,
Actions to be completed by 31 October 1956,
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(5986 } DNRO COMMENTS:

(PO&S) Concur. The NRO is implementing a training concept to supply the proper level of
training to all managers and staff members, In addition, un ongoing program of visits with each
ussessable unit coordinator within the NRO addresses management control documentation
requirements., Through these visits and training sessions it is envisioned that unit coordinators
and managers will fullv understand the range of management controls required for a successful
program. In fuct, varions directorutes and offices are already refining or creating policy.
procedure and administrative practice manuals. We will continue to review all functional areas
to determine where additional documentation is needed. Corvective action completion dare is 31
Octaber 1996,

W6 ) EVALUATION OF DNRO COMMENTS:

(RE€)) We consider the proposed actions by the DNRO 1t be responsive ro the
Recommendation.

(POTO) FINDING: The NRO's IMC Program is non-standard and not adequately
monitored.

(U} A NON.- fFOT0) We judged the NRO Implementation Guide docs not
STANDARD IMC provide sufficient detail for IMC managers to develop a
PROGRAM standardized. comprchensive program,  Several senior NRO

managers indicated difficultics in implementation because they
had no standard mode] for their programs. The NRO's IMC
Manager claimed the guide was not designed as a procedural
standard, but allowed asscssable unit managers to implement
programs tailorcd to needs.  Therefore, cach assessable unit
implemented quite ditferent IMC Programs.

(TOT) We found the following shoricomings:

- Risk assessments were not crcated correctly: assessable
unit comparisons were not mcaningtul:

- Vulnerability assessments were created differently among
asscssable units;

- Control technique descriptions were dissimilar among the
assessable units: and

- Review schedules were incomplete. and review cheeklists
were not used.

FPOVO) We found inadequatc monitoring of infrastructure
suppont processes led to internal management control failures.
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Previous scctions of this report identified several such tailurcs;
lack of proper proccdurcs to assure funds certification prior 1o
processing contract actions: conflicting security guidance: and lack
of a property accountability system. A fully developed and
monitored IMC program would alert the NRO to these and similar
problems.

(F&H6) RECOMMENDATION 42: The DNRO direct implementation of a standardized
and comprehensive IMC program. Actions te be completed by 31 October 1996.

{F&#0 ) DNRO COMMENTS:

{ROEO ) Concur. The modified NRO IMC Program will be based on: 1) OMB Circular No. A-
123, Munagement Accountabilitv and Conrrol. dated 21 June 1995, and 2) DoDD 501038 which
is currently being reissued to incarporate the more flexible 1995 OMB guidance. A revised NRO
Directive 13 will provide u standard smructure for a comprehensive management control
program while allowing appropriate flexibility for implementation.  Addirionally, the NRO IAIC
Program Implementarion Guide is being revised to include recommended standard 1ools,
inclucding a manugement control ptan format and controd review checklists. Program monitoring
is enhanced by unit coordinator meetings held every 4-6 weeks 10 discuss program issues and
happenings. These meerings are supplemented by visits with each assessable unir coordinator 1o
address management control documeniation requirements. Corrective action completion date is
31 Ocraber 1996,

il ) EVALUATION OF DNRO COMMENTS:

(RO ) We comsider the proposed actions of the DNRQ 10 be respansive to the
Recommenclation.
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APPENDIX A
PRIOR COVERAGE

APPENDIX A SUMMARY OF PRIOR COVERAGE (U)

(U) DEPARTMENT OF DEFENSE COVERAGE

(Ee=0) Audit Report on the Implementation of the Internal Management Control
Program at the National Reconnaissance Office, Report No. 95-137, February 28, 1995.

The audit objective was to determine whether the NRO successfully implemented an Internal
Management Control Program. The auditors found the NRO had not adequately implemented an
Internal Management Control Program that fully complied with OMB Circular A-123. The
NRO had established an Intemal Management Control Program for its SIGINT Directorate but
not for its IMINT Dircctorate and other NRO Cffices. In addition. the NRO had not preparcd
and submitted annual statements of assurance to the SECDEF and the DCI on the status of its
internal controls system. It noted the NRO issued guidance that adequately addressed the
auditors concems regarding the establishment and implementation of the Intemal Management
Control Program in cach of its satellitc systems and other offices, However, the auditors noted
the guidance did not tully address concems regarding annual statement of assurance.

995. E.leu.ltcd the cftectiveness of the acquisition m.mm_cmcm of the
system. The audit showed the technical performance aspects of the
system were outstanding and the [(QIISECHE Program Office aggressively addresse
technical issues that arose in the system. The (QIQIGECEE Program Office adequately managed
the system's contract procedures, mission effectiveness. product improvement. operation and
maintenance budget spending trends. and cost estimating and unulvsis. However. the audit
identificd conditions requiring corrective actions: {GHENEGRAIC IO

systen contractor: and. the Basic Mission Guidance document was outdated an
tasking messages did not correspond to the time frames utilized by the mission planners.

(b)(1)(c) (b)(3) 10 USC 424

&) Audit Report on Air Forge Specialized Incentive Contracts for National
Reconnaissance Office, Report No, 94-096, May 13, 1994, The primary objective of the audit
was 1o evaluate the overall approach. principal provisions and features. and rationale for
specialized incentive procedures in contracts for NRO svstems. The auditors found the Air
Force incorporated incentive and award fee provisions into its specialized incentive contract in
accordance with FAR. DFAR. and Air Force guidance. Evaluation criteria contained in the
incentive and award plans allowed fee determining otficials to equitably score cach contractor's
performance. Administration of specialized incemives was consistent with the terms of the
contracts and with the criteria stated in the plans.
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«548) Audit Report an the Acquisitign of the Satellite Svstem, Report No.
940112, February 17, 1994. The audit objective was 1o evaluate the effectiveness of the

acquisition management of the satellite system. The auditors found that thcm
Program Manager was taking sufficient management actions in the areas of correction o
deficiencics found in prior reviews, audits, and tests: design maturity: program stability: test and
evaluation: and mission nced versus system requirements. Howcever., the satellite systcm
lacked historical and contractual documentation and did not have written ucquisttion plans,
Program decisions could not be analyzed. system cvolution was difficult to trace. acquisition
planning could not be reviewed and evaluated. and internal controls were wcakened., There was
insufficient assurance that (DIGVEM satellites were being cost-cffectively procurcd. The structure
and content of portions of the current contruct for production ot'mﬁ are not in the best
intcrest of the Government,

S2eaaD)(N(C) (b)(3) 10 USC 424

conferees.

(1) Audit Report on Internal Controls at the National Reconnaissance Office,
Report No. 90-068, May 18, 1990.
The objective of the audit was to determine whether the NRO had adequate controls over ‘
funding and contracting and had implemented the Federal Managers Financial Integrity Act of
1982 (FMFIA). The audit showed the internal control environment at the NRO was positives
morcover. the NRQ had extremely competent personnel who were instrumental in the successtul
development and deployment of reconnaissance satellite systems. The NRO's organizational
structure and management philosophy. however. impeded the ability of the Dircetor. NRO to
cxercise management oversight at the three components. The NRO staff was reluctant to
exercise oversight of three components. The audit noted the following deficiencies: DoD
incremental funding policies were not adhered to by NRO components: and, a substantial
number of moditications to contracts in the audit sumple were not exccuted in accordance with
Federa! Acquisition Regulation guidelines: the NRO did not tormally implement the FMFIA,
The auditors found. the NRQ did not fully implement the FMFIA: did not have a formal audit or
inspection follow-up and resolution procedures in place: did not document most controls: and
did not expand the NRO secure hotline to contractor personnel. The auditors recommended that
the NRO implement the FMFIA, the NRO Inspector General review internal control procedures.
the NRO ¢stablish a formal follow-up and resolution proccdures, and the NRO cstablish # sccure
IG Hot Linc for their personnel.

(U) CIA COVERAGE

b)(1) 1.4(c) (b)(3) 10 USC 424
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(b)(1) 1.4(c), (b)(3) 10 USC 424

- (b)(l) 14(e). ()3) 10 USC 424
(b iy 4(L) (b)( 3) 10 USC 424

(b)(1) 1.4(c), (b}(3) 10 USC 424

(b 3) 10 USC 424, (b))

b)(1) 1.4(c), (b)(3) 10 USC 424

eraea)(D)(1) 1.4(c), (b)(3) 10 USC 424

(U) NRO COVERAGE

(b)(1 (_C) (ORI eE 2 for the National Recon
1995, The objective of the audit was to determine the
etfectiveness and cmucmy of (R support to progrum operations. The auditors found: a
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formal agreement between the NRO and the [ which defines [QI{J] organizational. operational.

and managerial accountability and responsibility has not been implemented: procurcd

supplics and matcrials are not transported to NRO customers in the most cost effective manner
‘cous material accumulated without an cffective disposal process: the S%(é)f&(b)(s) 10

Inspection of the Huma urces M men: NRO IG Project 95-
01, June 9, 1995, The inspectors identified the tollowing findings: Lack of communication

between NRO senior management and HRMG in some personnel and staffing decisions created
important voids in a critical partmership: the HRMG Westficlds plan benefits the group with
intcrnal focus for collocation and consolidation and doesn't address the potential impact
centralized collocation might have on custemer support in the dircctorates: cmployecs arc
frustrated at a lack of action and need rcassurance from scnior management of equitable
trcatment, whether Air Force, Navy or CIA: Navy personnel support remains jsolated. narrowly
focuscd through SPAWAR and prohibits an effcctive and efficient NRO-Navy working .
relationship: the Training and Development Division (T&DD) lacks the management support.
resources. fiscal. or program authority to implement an adequate training and carcer
development service. Inspectors noted a probable duplication of effons. luck of nceds analysis. a
possible waste of dollars: and. lack of a corporate training priority. Inspectors review of the
Civilian Intelligence Personne] Management System (CIPMS) sugpests it may allow for greater
flexibility in Air Force civilian personnel management and has been in review by HRMG for
somc time.

£S7%) Inspection of the QUGS Program Office, NRQ IG Project No. 94-4
March 28, 1995. The inspector’s assesscd how [GIRIIM mects: demands for satisfying
customers. managing human and financial resources, and maintaining some measure of
standardization, stability, and control. The inspectors noted three significant findings and made
several key suggestions: W expunding mission and lack of Government personncl
resources resulied in hiring non-Government personne] o accomplish the mission: the current
joint Configuration Control Board (CCB) actions with Mtukc an extraordinary amount
ot time with risk to the Government. Sugpestions included: the Chicts of Contracts and Projoct
Enginecring Staff implement a year end spending plan: the IGESH rcevaluate what shouid be
done with his resources to ensure current rofes and missions are not affected: increased emphasis
be placed on roles within (GUEHGH and the NRO and cfforts be made to keep emplovees
adviscd of ERASRISH (D) (1)(c) (0)(3) 10 USC 424 find a better way to cnsure all
affected partics get appropriate carly communications during the Reguest for Change (RFC)
process.

( Audit of Funds Transferred To and Received From Other Government
Agencies for the National Reconnaissance OQffice, NRO IG Project No. 94-34, February 28,
1995. The auditors reviewed the NRO's procedures and internal controls goveming funds
transterred to and received from other government agencies. The auditors found the Comptroller
and NRO finance officials have instituted cffective procedures governing funding transfers, The
nuditors also found in almost all cases that program ofticials tasked to monitor implementation
of transferred funds provided the necessary oversight to assure the required goods or services
were received or delivered satisfactorily. Further, the auditors deterntined that the NRO
Dircctorates have implemented a varicty of procedures goveming funding trunsfers that mav or
may not include the approval of transfers bv NRO management ofticials, (1%)%)81:-‘2(2, (b)(3)
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Audit of Conference Repistration Fees for the National Reconnaissance
Office, NRO IG Project No, 94-25, Qctoher 21. 1994. The auditors reviewed the policies.
processes and procedures for the collection and usc of conference registration fees within the
NRO. The auditors determined the financial administration of conference tees and any
outstanding surptuses were accomplished through informal record keeping., outside otticial
governmen! accounting systems. and was not subject 1o nomal management policy and
oversight controls. The auditors also identified differences in administrative procedures
goveming the asscssment of conterence fees and contusion regarding the appropriatencss of
providing refreshments to govemment emplovees attending NRO-sponsored conferences.
Finully. although the auditors identificd five isolated instances where NRO employvecs were
mistakenly reimbursed for conference tees which paid only for refreshments, the auditors found
no indication of intent to defraud the govemment,

AN .
(b)(1)(c) (b)(3) 10 USC 424 . Wi cs[abhshcd in 1984 as an
clement of the NRO Communications Office. with the primary fmission to provide
communications support to the (WIEHORICRIEE SR . The goal of the review was
to provide the Director. Information Technology Group (ITG). with a useful management tool to
assist in measuring the success and effectivencss of Det[@ and to identify arcas where new
initiatives or corrective actions might be nceded. The pnncipal arcas of review were
munagement effectiveness, use of resources. and relutionships established and maintained by the
Detachment, The review resulted in no significant findings.

¢58) Inspection of Counterintelligence Staff, NRO IG Project 93-32, June 13, 1994,
The inspectors found the NRO CI Staff to be a small. dedicated. motivated, expericneed. highly

specialized cadre of professionals with varying backprounds. The inspectors, however., Wthc

following findinas: There is no officially documented agrecinent between the NRO and
reparding the positions on the CI Statt: the CI
taft has inadequate resources 1o etfectively accomplish its growing operational and analytical
requirements: the protcction of the atfiliation between the ClI Staft and the NRO at the
BYEMAN lcvel inhibits productive, efficient. etfective working relationships.

¥ Review of NeXT Workstation Acquisiti eadquarters, Case 92-9
993. The review was injtiated as a resull of allegations that the acquisition of

NeXT workstations was unnceessary and a waste of NRO funds. The reviewers found the
allcgations to be in crror and not substantiated in fact. The reviewers noted however that the
impact on users caused by the transition to NeXT workstations could have been reduced if the
decision process more fully documented. coordinated. and communicated development and
acquisition information with the parnticipating oftices. The reviewers findings were; the decision
mauking and review process used for the acquisition of the NeXT workstations did not adequately
document. coordinate. and communicate information with the affected NRO headyuarters
offices: and O&M data was available which was not cxploited or analyzed to contribute to
improving the current and future NRO AlS.

¥ Audit o
b}(1)(c) ?E))(S) 10 USC (b)(1)(c) (b)(3) 10 USC 424
in 1987 to protect the idcnm of Lommuor and govermment personnel on
tcmporary duty at the [QIEIONHCRIEEE TR . The audit evaluated the
cconomy and cfficiency of [QI4NR support and the ctfectivencss of internal controls over various
aspects of the program. Overall. the auditors found the underlying premises and openational
requircments necessitating need reappraising and re-validating duc to the changing
sceurity environment. Congressionally-dirccted budget and cost reductions. and the lack of
current validated sceurity requirements and cost benefit cvaluations. The auditors further noted
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management oversight of I operations needs strengthening to enhance the intemal controls.
sceurity requircments 2nd cost benefits. The auditors also found the NRO nceded to monitor the
travel of non-mission-cssential personnel 1o QGO sites and develop a policy and procedures
to ensure the program was not used inappropnately for unneccssary travel,

{97 Review of Economy Act Transfers in the Intelligence Community to Non-
Defense Activities, March 29, 1993. Pursuant to dircction in the Classified Annex to the House
ppropriation Committee Report accompanying the Fiscal Year 1993 Defense Appropriation
BxlfJ the NRO IG conducted a review of funds transferred from the National Reconnaissance
Program (NRP) to any activity not funded by the Defense Appropriation Act. The NRO IG
determine all transters to non-defense appropriated activitics were within the terms of the
Economy Actof 1932, as amended. All of the funds transterred reimbursed other activities for
goods and services directly bencfiting and supporting authorized NRO requirements. missions or
tunctions,

(POTO) Review of Fine Arts Acquisition for the NRO Headquarters, Case 93-3,
February 22, 1993, A complaint from an NRO emplovee resuited in the NRO IG review of

circumstances surrounding the procedures and processes used by Management Services and
Operations (MS&Q) to acyuire art works. The NRO determined the general processes and

rocedures used by MS&Q for the acquisition were proper and reasonable. However. the review
identificd procedures and controls necding improvement: the NRO does not have an approved
written policy or procedures endorsing and governing the acquisition of non-essential public and
oftice arei enhancements such as art: the responsibic ofticials who sign such reguisitions had not
been formally delegated such authority by the contracting officer; the NRO had not developed
and implemented a unified control system for accountable property in the NRO headquarters
arca.

n : s
1992, For Fiscal Year 1992. the NRO budgered about (b)(1)(c) (b) Ky axrhn support to Programs
A.B.and C. The audit evaluated the cconomy and efticiency of airlift practices and intermal
controls excreised over the budgeting and billing process. The tindings are as follows: the NRO
could achieve significant savings by consolidating flights to better use cargo space and by taking
advantage of discounts otfered: the NRO needed to assess the practice of routinely bmulm.
DRCISBEEN aircrews in more costly off-base commercial yuarters instead of usina
avatluble government quarters; probtems existed with {(IENEEEOICRIGSEOErS billing
veritication.
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APPENDIX B EVOLUTION OF AUTHORITIES (U)

(U) A 1958 National Security Council (NSC) memorundum lirccting the DoD to give
prionty to the devclopment of an operational reconnaissance satellite and the creation of the
Reconnaissance Satellite Program in 1960 laid the foundation for the NRP and the NRO. Since
their inception in 1961, authoritics and oversight for the NRP and NRO have followed different
cvolutionary paths. Although there was a rapid cvolution of management authority in the carly
1960s. therc has been little change since 1965. By contrast, the oversight structure and
mechanisms cvolved slowly at first. progressed niarkedly ir the 1970s, and charged significantly
in the 1990s. In fact. cvolution of the oversight structure has continued to the point that there is
now little relationship between the authoritics for the NRP and NRO activitics outlined in the
charter documents and the oversight of that program and organization.

(U) The 1960s

(U) The NRO charter consists of a pair of separately derived documents: a 1964 DoD
Dircetive and a 1965 Agreement between the SECDEF and the DCILL

(L") The 1963 Agreement is the last of a serics of four agreements signed between 1961
and 1963, During this period. otficials qtrug__Llcd to balance DoD and CIA cyuitics in managing
a national program through a covert. joint agency. The first Agreement. Management of the
National Reconnaissuncc Program. was signed by the Acting Director. CIA and the
DEPSECDEF on 6 Scptember 1961, This Agreement provided for a program conducted
“through [the] use of streamlined special management procedures” and jointly managed by co-
cqual DoD and CIA ofticials. placing it under the dircction of the Under Scerctary of the Air
Foree and the Deputy Dircctor (PlansV/C1A. acting jointly. A NSC committee rejected. almost
immediately. the co-dircetor provisions. regarding divided management inappropriate for such
an important program. The first Agrecment also included joint (DoD/CIA) staffing language und
a definition of the NRP: gave the NSC a review rolc: ‘md dirccted the establishment of a uniform
security control system,

{U) The sccond Agreement, Responsibitities of the National Reconnaissance Oftice. was
signed by the DCI and DEPSECDEF on 2 May [962. Based on the NSC recommendation, this
document specificd a single director, designated by the SECDEF and the DCI., responsible
directly to them for the management and conduct of the NRP: it also gave responsibility for NRP
sceurity policy to the CIA. Like the tirst Agreement. the 1962 Agreement came under quick
scrutiny. this time by the President’s Foreign InteHigence Advisory Bouard (PFIAB). Based on a
PFIAB recommcndation to "studv a morc satisfactory documentary basis tor the NRO.™ a third
agreement was drafted.

{U) The third Agreement. Management of the National Reconnaissance Program, was
signed by the DCI and DEPSECDEF on 13 Murch 1963.- This Agreement established the
SECDEEF as the Excceutive Agent for the NRP. although policies and guidance to develop.
manage. and conduct the NRP were 1o be "jointly agreed to by the SECDEF and the DCL™ This
was the first agrecment 1o establish the NRO as a scparate operating agency of the DoD. under
the direction. authority. and conwol of the SECDEF und to exempt the DNRO from unsolicited
outside assistance. Returning to a provision in the 1961 Agreement but absent from the 1962
Agrecment, this version also exempted NRP projects from normal DoD or CIA staff review,
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(U) As a result of criticisms noted in a May 1964 PFIAB memorandum.! a fourth
agrecment was crafted. The PFIAB recommended strengthening the role of the SECDEF as
Exccutive Agent for the NRP: strengthening the role of the DNRO; and cstablishing a
coordinated. comprchensive budget tor all clements of the Program. The PFIAB also
rccommended the Exccutive Agent report periodically o the President's Special Assistant for
National Sccurity Aftfairs and the PFIAB concerning all aspects of the Program. The
DEPSECDEF and DCI signed this fourth and current Agreement for Reorganization of the
National Reconnaissance Program on 11 August 1965, While this Agreement did strengthen the
role of the SECDEF. giving him review and tinal approval power over the NRP budget. these
responsibilitics were fater transferred to the DCL2 The 1965 Agreement also established the
NRP Exccutive Committec (EXCOM) "to guide and participate in the formulation of the NRP."
but this committec was abolished by EO 11905 in 1976. Finally. this agrccment included joint
staffing language missing from the 1963 Agreement. but it did not include the previous version's
wording conceming ¢xemptions from normal DoD or CIA stuft review and unsolicited outside
assistance.

8} The DNRO at the time expressed his concems about the 1965 Agrcement to the
SECDEF. In a letter he wrote in latc September 1965, just prior to his departure, the DNRO
asserted that the 1965 Agreement went to less extent in defining the structure of the NRO than
the 1963 Agreement. He said the 1965 Agreement was less explicit in stating the authorities of
the DNRO and too circumscribed in those it did define. and he belicved it both weakened the
NRO and introduced sources of additional friction. The three specific weaknesses he noted
were:

- The Agreement was ambiguous in defining the authority of the EXCOM:

- It almost completely omitted reference to responsibilities of the DNRO in
connection with reconnaissance operations: and

- It imposed no obligation upon the CIA., or anyone other than the SECDEF. to
provide a focus of responsibility for action undertaken in the NRP,
(L) Largely independent of the agreement process, the DoD Dircctive that established the
NRO as an operating agency of the DoD was issued carly in the evolution of the SECDEF/DCI
agreement, On Junc 14 1962, the DoD issued DoDD TS-5105.23. Subject: National
Reconnaissance Office. which

- established a covert Nationa) Reconnaissance Office within the DoD under a
DNRO, appointed by the SECDEF:

- defined the NRP;

- mandated the conduct of the NRP through the use of "streamlined management
procedures:"

- excmpted NRP projects from normal DoD staff review:

The memorandum ohserved that the NRP had med reached its full potential because “of inadeqguacies in the
orgaizational structure and support of the ratonal reconnaissinee effon . . . complicated by Lhe absence of
BEJII uul'hon(mwc delineation and undersiinding of peninent roles and missions of the DoD., CIA. and

Presidential Dircetive/NSC 17, August 1977 wd EO 12036, 24 January 1978, assipned program und hudgel
authority for the NRP 1o the DCI,

2
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- exempted the DNRO from unsolicited outside staff assistance;

- granted the DNRO authority to "organize, staff, and supcrvise the (S) NRO™
"cstablish, manage. and conduct the (TS) NRP"; and review all DoD budget
requests . . . within the NRP.

&=08&) The Directive did not, however, address all the concepts included during the
various itcrations of Agrecment development, such as the NRO falling undcer the direction of the
Under Sccretary of the Air Force and the Deputy Director (Plans) of the CIA acting jointly. the
joint staffing language, or the CIA responsibility for NRP security policy. A revision was issued
on 27 Mar 1964, which gave cognizance of special security control systems for NRP
communications to DIA and addressed other sccurity arrangements. In addition, the Directive
was amended via memo in 1979 to include the Defense Space Operations Committee and
cstablish its role as "the principal advisory body to the SECDEF tor the (S) National
Reconnaissance Program.™ In September 1980 the SECDEF requested the DNRO “update and
rcvise” the Directive to incorporate changes resulting from the establishment of a Defense
Reconnaissance Support Program, but the 1964 Directive was not revised and remains the extant
Directive for the NRO.

(U) The net result of the chartering process was that the NRO was established as a
Defense agency. which it remains to this day. The NRO consisted of a small headquarters statt
that provided direction for the line functions of the three component programs. The first director
of the NRO established by memorandum the basic structure of the organization as threc primary
programs each supportcd by a non-NRQO parent--the Air Force (Program A}, the CIA (Program
B). and the Navy (Program C).

(U) The SECDEF was given "ultimate responsibility for the management and operation
of the NRO and thc NRP" and had the authority to choose the Director, NRO. with the
concurrence of the DCI. and to "review and have the final power to approve the NRP budget,"”
The Directive authorized "streamlined management procedures”. and exempted NRP projects
from "normal DoD staff review" and unsolicited assistance. As the operating arm of the NRP,
however, it also had national tasks with attendant responsibilitics to the DCI as well as the
SECDEF. The DCI had authority to establish the collection priorities and requirements. provide
security policy guidance, and revicw and approve the NRP budget.

(U} Although authority to "organize. staff, and supervise" the NRO and "establish.
manage and conduct' the NRP was set by 1965, ncither the Dircctive nor the 1965 Agreement
addressed oversight of the organization and program. The NRP EXCOM, consisting of the
SECDEF. DCI, and the Special Assistant to the President for Science and Technology. provided
some budget and programming oversight. but it rcally served as a joint steering committee for
the SECDEF and thc DCL. No OSD staff clement was identified to assist the SECDEF in
cxccuting his responsibilitics unti! 1969. when the SECDEF established a Special Assistant for
Intelligence. whosc responsibilities included the NRP.

(U) The 1970s

(U) The designation of an OSD official in 1969 to monitor the NRP initiated a practice
that was inconsistent with the streamlined management langoage in the 1960 NSC memorandum
that called for the development of a reconnaissance satellite program, as well as the Directive,
which specifically exempted NRP projects from normal staft review. The 1972 establishment of

3 DoDD 3500.1. 29 December 1988, canceled the memorandum and established the Defense Space Council: the

DoDD was not revised to reflect this 1988 change.
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an ASD for Intelligence and the emergenee in 1977 of the ASD(C3I) further established a level
of revicw that. to the NRO. excecded the bounds of its charter. The 1977 Directive on the
ASD(C3I) notes that the ASD(C3]) is the principal staff assistant for “reconnaissance activities”
with responsibility for "satellite activities"™; that language was further refined in the revised
charter issued in 1985 which stated that the ASD(C3I) is the “Principal Staff Assistant. . . for
rcconnaissance activitics and including those National Programs for which the [SECDEF] has
execution authority." The 1985 Dircctive gocs on to say that the ASD(C3I) will exercise
"direction. authority and control” over the NRO's Defense Support Program Office and ''staff
supervision over Air Force and Navy Special Intelligence Programs.” an unclassified reference
to the DoD ¢components of the NRP.

(U) A number of changes within the Intelligence Community that occurred shortly after
the establishment ot an OSD oversight official also impacted NRP authorities set in the previous
decade. Unhappy with the Intelligence Community as a whole. President Nixon sought
improvements in the very functioning of the Community. its end product. and its resource
management. In 1971 he directed the DCI "to assume leadership of the Intelligence Community
in planning. reviewing, coordinating, and cvaluating all intelligence programs and activities. and
in the production of national intelligence,” and to prepare a consolidated intelligence program
budget. The consolidated budget later became the National Foreign Intelligence Program (NFIP)
and inciuded the NRP as its largest component. Once the NRP became part of the NFIP. it lost
its "unigue" character. and became just one of several intelligence programs.

(U) Throughout the 1970s the President directed the DCI to exercise more and more
control over the NFIP; as a result, DCI authority over the NRP expanded from the collection
priorities and requirements authority of the 1965 Agreement to the program and budget authority
assigned in Presidential Directive/NSC 17. August 1977 and Executive Order 12036, January 24,
1978, This was a significant change in DC//SECDEF responsibilities compared to those stated
in the 1965 Agreement. Also during this time frame, Executive Order 11905 (1976} abolished
the NRP EXCOM. which had provided NRP guidance and budget approval. and cstablished the
Committee on Foreign Intelligence (CFI). Whereas the NRP EXCOM had been responsible for
the NRP alone and had given the SECDEF final authority over NRP matters, the CFIL. chaircd by
the DCI. was responsible for all national foreign intelligence programs,

(U) Joint oversight responsibilities exerciscd by the SECDEF and the DCI through
steering groups such as the NRP EXCOM also changed in nature. The Intelligence Resources
Advisory Committee (1971). the CFI (1976). and the National Forcign Intelligence Board (1977)
moved the focus away from the NRP/NRO itself and towards the Intelligence Community and
intclligence matters in general. As the DCI/SECDEEF joint oversight broadened to include
participants whose intercsts covered a range of intelligence initiarives. the NRO began to move
to a closer invoivement with the larger Intelligence Community.

{(U) Congressional oversight of intelligence programs was also formalized during the
1970s. By 1976 permancnt committees were formed in both Houses of Congress to oversee the
Intelligence Community. including the NRP. Morcover. Presidential direction for greater DCI
control over the NFIP meant that the DCI. as NFIP spokesman to Congress, had to balance NRP
needs against the needs of the rest of the NFIP. Again. the emphasis was on the NRP as part of
an integrated whole. not as a separate stand-alone program.

{U) The establishment of lower levels of review within DoD. the move from a “unique"
single program to being part of an integrated intelligence program. changes in the budget
authoritics, the creation of advisory boards. and the formation of permanent Congressional
intelligence oversight committees illustrate how the authorities and responsibilities evolved
while the charter documents themselves remainced static. However, the changes wrought by the
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19705 were mostly external to the NRO and NRP: the 1980s would bring changes of a different
nature.

(U) The 1980s

(U) The early part of the decade was marked primarily by a Presidentially-directed
(August 1983) PFIAB review of the NRO. Asked to thoroughly examine the responsibilities and
organization of the NRO. the PFIAB sent two scparate memoranda to the President (December
1983 and July 1984) with similar findings. Concemned in particular with the NRO's loss of
flexibility due to increased oversight. the PFIAB wrotc that "the unique management structure
that minimized extermal program oversight and review . . . has been croded in the last decade
by the Office of Munagement and Budget and the Congress." and the "SECDEF and DCI agree
to seck specific measures to increase the program and budget flexibility of the DNRO." The
PFIAB obscrved that "more detailed oversight is beginning to handicap the NRO," and that the
“SECDEF and DCI |must] ensure that the conduct of the NRP permits continued streamlined
mitnagement and avoids unnecessary oversight and program review."

(U) The PFIAB's worries about increased oversight and a potentiil loss of streamlined
management authority had no impact on the charter documents in effect at the time, as the
President did not request any revisions or development of a new document at the national level.
Instead. they merely resulted in a February 1985 nonspecific Presidential request that the
SECDEF. DCT and Assistant to the President for National Security Aftairs “periodically review
the program. prioritics and resources of the NRO. as recommended [by the PFIAB)."

(U) From 1986 to 198K the DNRO initiated several studies to logk at the structure and
management authority of the NRG. These studies highlighted problems associated with the three
separate program (A, B, and C) structure of the NRO and the lack of DNRO line management
authority. Before retiring in 1988, the DNRO passed his recommendations for resmucturing the
NRO to the DCI. The Acting DNRO and the NRO Program Directors initiated another study in
1989 to reexaminc. in detail. the organizational problems identified in carlier studies with a view
to ensure the NRO could respond to ''future intelligence challenges” and maintain the strengths
of the NRO: streamlined management. cradle-to-grave responsibility. and Service/Agency
composition. This 1989 effort, formally titled the NRO Restructure Study but known as the
Geiger-Kelly study. included participants from the NRO, the DoD. and other Intelligence
Community agencics,

(U) The Getiger-Kelly study concluded that the NRO charer and mission were still valid.
ulthough eventual declassitication of the "fact of' appeared likely. A key recommendation
supported maintenance of the separate program identitics, but the report also recommended
initiation of a process to collocate the NRQO. To begin this process. the study group
recommended collocation of staft support und the standardization of those supporn functions
after collocation. Other key recommendations later implemented included:

- creation of @ new Deputy Director for Military Support:
- cstablishment of an Office of Plans and Analysis:
- realignment of management responsibilitics for the CI1A clement of the NRO:

- creation of a Board to advise the SECDEF. DCI. and DNRO (National
Reconnaissance Review Board); and

¥ 13]
tandle Via BYEMAN-TALENT KEYILOLE Contol Channcls Jointly



SECRET-BYEMAN-TAEENT-REYHOLE
APPENDIX B
EVOLUTION OF AUTHORITIES

- reduction of the DNRO's position from Air Force Secretary/Under Sceretary 1o
Assistant Secretary of the Air Force (Space) to altow the DNRO to be more of a
full-time manager.

(U) Despite the carlicr oversight concerns of the PRIAB, the Geiger-Kelly report noted
that "the basic authoritics of the NRO have remained intact.” In fact. the Geiger-Kelly study
included @ Memorandum of Agreement as an appendix . . . "to reaffirm the charter and mission
to the NRO and the SECDEF and DCI support for thc management authority of the DNRO."
although this Memorandum was never signed. The study group wrote that specific issues raised
relating to the charter were "duc to implementation problems caused by a lack of specific NRO
policy or strategies” rather than to problems with the charter. Although they acknowledged that
charter changes could be made, they argued that the "charter of the NRO. as writien. permits and
supports the objectives of the NRO with respect 1o its future. . . . unless a substantial gain can
be realized from updating or changing the charter, the risks entailed and time consumed by
opcning up the issuc argue against making any changes.”

(U) In sum. although the 19R80s brought increasing extemal oversight, in particular by
Congress and OMB. the intermal changes cffected by the NRO's restructuring efforts were even
more significant. Nonetheless. the Geiger-Kelly study declared the NRO charter viable, This
assessment has not gone unchallenged. however, as discussion about the NRO's authoritics and
oversight continued in the [990s.

(U) The 1990s

{U) The current decade has produced significant change in the organization of the NRO
and its oversight structurc, The NRO is now a linc and staff organization and its program--the
NRP--is now subject to the same joint review as other clements of the NFIP. One prominent
oversight change is the creation of 4 new OSD office with responsibility for space.

(LY In 1992 the DCI commissioned a task force 10 assess the NRO's organizational
structure, management methodology. and ability to respond to Intelligence Community needs.
The Tusk Force issucd a report (known as the Fuhrman Report) in April 1992 recommending the
consolidation of Programs A. B. and C inte IMINT and SIGINT Dircctorates and tull collocation
to achicve an intcyrated functionally aligned orpanization. These recommendations were
implemented. thereby moving the NRO away from the structure the original charter was
designed to support through the use of authoritics. policics. und provedures of parent
organizations. The new functionally aligned organization has fundamentally changed the way
the NRO operates intemally. With the role of the parent organizations changed. key staff
clements are uncertain of how to proceed. and managers cannot tum to the chartering documents
for guidance.

(U In addition. the NRO's oversight structure has expanded in the last two years. The
DCI and DEPSECDEF formed an Intelligence Program Review Group in 1995 to prioritize
Detense intelligence issues among the three intetligence programs--NFIP. Joint Military
Intelligence Program, and Tactical Intelligence and Related Activitics, The NRP is subject to
oversight from this group as well. Furthermore. the Defense Resources Board process has, for
the intelligence function. been expanded to provide rigorous review of the NRP budget process.

(U) The SECDEF and DCI also chartered the Joint Space Management Board in
December 19935 as a board of directors for defense and intelligence space programs. of which the
NRP is a purt. The Joint Space Management Bourd provides overall policy and progrum
guidance tor defense and intelligence space programs to include reyiew and approval of trade-
otfs among requirements. programs. and resources. The Joint Spuce Management Board
Exccutive Committee includes the Under Secretary of Defense for Acqyuisition & Technology
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and Deputy Director of Central Intelligence, co-chairs: the Vice-Chairman of the Joint Chict’s of
Staft; and the Exccutive Director. Intelligence Community Affairs.

(U) Earlicr. in December 1994, the DEPSECDEF established a DUSD(Spuce) 10 provide
the SECDEF a single point of contact for space matters, Responsible for oversight ot all DoD
space acquisition and technology programs, the DUSD(Sdee) has all DoD [spauc] acquisition
funds under his control: a recent Program Budget Directive® also put NRO funding. which is in
the NFIP. under his review. The cstablishment of this position brings to threc the number of
OSD clements available to the SECDEF to provide oversight of the "NRO: DUSD(Space),
USD{Comptroller). and ASD(C3I). The USD (Compitroller) took an active role in the 1993
review of the FY 97 NRP budget submission. and the ASD(C3I) continues to ¢xercise its charter
responsibility for national reconnaissance programs. including the NRO.

{U) The establishment of various boards and oversight offices is difficult to reconcile
with the charter documents. which included expressions like "streamlined management
procedures,” and "not subject to normal staff review.” In the 1990, then, the NRO finds itself
the subject of oversight from three different OSD oftices. one CIA office. one DCI staft office,
and three different management boards. in addition to the SECDEF and DCL.

(L)) Finally. one additional event occurred in the 1990's that impacted the original charter
documents. The NRO was chartered covently to protect both its operations and the “fact of™ its
existence. In September 1992, however. the DEPSECDEEF issued a press release acknowledging
the existence of the NRO. and the Intelligence Reorpanization Act of 1992 recognized in law tor
the first time the “National Reconnaissance Oftice (NRQ) of the Department of Defense.”
parallcl to the NSA. DIA, and CIO.

(U) Attempts to Change the Charter

{L") Over the past 30 vears a number of cfforts have been undertaken to revise.
strengthen, solidify. or otherwise modify the NRO charter documents to reduce NRO
vulnerability to change. Periodic findings of charter safficiency. such as those by the 1989
Geiger-Kelly Study, have not diminished attempts to change the NRO charer. The NRO has
been a partner to these efforts primarily to ensure retention of its uniyue statis,

(U) The tirst attempt to modify the charter occurred in 1971, Continuing for a period of
several years, efforts were undertaken to provide 2 non-DoD chartering instrument. an NSC
Intelligence Dircctive. That initiative was prompted by President Nixon's 1971 memo directing
rcorganization of the Intelligence Community to include rewriting all the NSC Intelligence
Directives. The draft NSC Intelligence Directives for the NRP/NRO contained the cssential
provisions of the 1965 Agrcement. Although the NRP/NRO had no chartering document on the
DC} NSC side. the NRO kept open for several years the effort to promulgate. if not @ DCID. an
NSC Intelligence Directive for the NRP. While an impasse was reached in 1973 due to wording
that relegated the DCI to a role of coordination. additional attempts to update the NRO charter
continucd in both 1974 and 1976 outside the NSC Intelligence Directive framework.

(U) Both the 1974 and 1976 ctforts were fairly short-lived, although the 1976 effort
received backing from the CFL. Written by NRO staff to incorporate organizational changes
resulting from Exccutive Order 11905 and to strengthen the DNRO's control over the NRP. the
1976 revised NRP charter apparently gained SECDEF approval before being forwarded to the
CFl. A CFI task group was tormed to prepare a CFI Directive for the NRP. but this initiative.
like others before it, stalled when agreement coulkd not be reached.

4 Program Budger Directive 701, ldentificstion of Space Progranis, 7 Noventher 1995,
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@a@bda) In 1987, the NRO staff again stanicd work on redrafting the NRO charter, This
time. however. they investigated the desirability of seeking legislation to establish a formal
charter for the NRO. Legal consensus determined that the NRO was better off operating ''status-
quo”. as there were too many vested interests that would cause further erosion on the
manapgement side. and resulting legislation would be very restrictive.

88 ) Other attempts 1o update the charter include a draft memorandum of agreement
between the SECDEF and the DCI contained in the 1989 Geiger-Kelly study. and a 14
September 1992 working paper draft DoD Directive. The Geiger-Kelly dratt was basically a
rcaffirmation of the basic charter of the NRO and the dual responsibilitics of the DNRO to the
SECDEF and the DCI. and would not have repliced the 1965 agreement. The 1992 draft DoD
Dircctive. classificd Secrct/BYEMAN but with a note “For Publication as UNCLASSIFIED
After Approval', was apparcently preparcd in anticipation of the 18 September 1992 DoD press
release acknowledging the existence of the NRO. The DoD Directive was dated 1 October 1992
and would have cancelled the 1964 Dircctive, but it was never issucd.

(U) Despite the oft-repeated assertion that the NRO charter has withstood the test ot time.
the past 30 years have nonctheless scen significant changes in the environment, structure, and
oversight of the NRO. It is no longer a covert organization. but has been publicly recognized in
luw as a Defense agency. There is increasing interest in its operation and oversight, especially
within DoD and the Congress. As a result. public requests for copies of the NRO charter are
increasing. and it is even the subject of an extensive Federation of American Scientists file on
the Internet. As public scrutiny of the organization and its operations expands, the impacts of
these changes become more readily apparent.
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APPENDIX C HISTORICAL DOCUMENT BIBLIOGRAPHY (U)

{U) The inspcction team gathered the below listed documents to rescarch the authorities issuc of
the NRO inspection. The team provided the documents in a scries of binders to the NRO
Inspector General's office for future use in rescarch. inspections. cvaluations. and audits,

(L) AGREEMENTS

DEPSECDEF Letter to DCI, “Re: Management of the National Reconnaissance Program,”
Scptember 6. 1961 (THE 1961 AGREEMENT). ( FSmErpeermimimretm ).

"Agrecment Between Secretary of Defense and the Director of Central Intelligence on
Responsibilitics of the National Reconnaissance Office ($8)." May 2. 1962 (THE 1962
AGREEMENT), (CBE=trei=62).

"Mcmorandum of Agreement Concerning NSA Participation in the €89 National Reconnaissance
Office." June 1962, (%#8),

"Agrcement Between the Secretary of Defense and the Director of Central Intelligence on
Management of the National Reconnaissance Program,” March [3. 1963 (THE 1963
AGREEMENT), (PosBARRGe Gy

"Agreement for Reorganization of the National Reconnaissance Program. August 11, 1965
(THE 1965 AGREEMENT) (154BM¥E-S69¥-65 ) with DCI Letter of Transmittal to SECDEF.,
August 13, J965. (PomBiribinds ),

"Memorandum of Understanding between the Director. National Reconnaissance Office and the
Chict of Naval Operations.” December 31, 1974, (SlpReykiSmidtaddviie )

"Memorandum of Understanding between the National Reconnaissance Office (NRO) and the
Office of the Scerctary of the Army." December 31, 1974, (TSMHvBTNEO),

"Memorandum of Understanding between The Director. National Reconnaissance Oftice and
The Assistant Secretary of the Navy. Instalfation and Logistics.” July 9. 1976, (FS#esE
S60EeRe ),

"Memorandum of Agreement Between the National Reconnaissance Otfice (NRO) and the
Detense Mapping Agency (DMA) Scptember 9. [9R3, (FnSrveimmbieismisl ),

"Memorandum of Agreement between the Intelligence Community Staff (ICS). the Detense
Intelligence Agency (DIA) and the National Reconnaissance Office (NRO)," December 13,
198X, { SrhEaidafiidOuiit ),

“Memorandum of Agreement. Nationa) Reconnaissance Review Board.” October 20. 1989.
( Sl () ),
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"Memorandum of Agreement between National Reconnaissance Oftice. Inspector General and
Central Intelligence Agency. Inspector General on Implementation of NRO/IG Charter
Dircctive.” February 22. 1990, (B E=ra6690).

"Memorandum of Understanding between National Reconnaissance Office. Oftice of the
Sccretary of Defensce and Central Intelligence Agency." October 1, 1991, (SABYE=39041e01 ).

"Charter for Joint Space Management Bourd.” December 13 1995, (L),
"Intelligence Program Review Group Charter.” draft as of December. 1995, (L)
AUTHORITY DELEGATIONS

DEPSECDEF Memorandum. "DoD Satellite-Bome Earth Sensing and Space Shuttle Plunning
Activities." October 17, 1972, (PSP E=TadTeT2).

Assistant Secretary of the Navy. Installations & Logistics Memorandum for Manager. Navy
Spuce Project. "Delegation of Authority and Desighation as Head of a Procuring Activity," July
9, 1976, (LN,

DEPSECDEF Mcmorandum. "Defense Reconnaissance Support Program (DRSP).” September
11, 1980}, (ineeieieilis ).

Under Secretary of Defense (Acquisition) Memorandum, "Delegation of Authority to Approve
Contracts Awarded Under Other Than Competitive Procedures,” February 20, 1991
(P-HRES) with DNRO Memorandum tor USD(A). same subject. undated. (FoBdaE
T

Sceretury ot the Air Force Memorandum. "Delegation of Authority to Director. National
Reconnaissance Office (U)." undated [994. iSdirieGe)),

DEPSECDEF Memoranduin, “National Reconnaissance Office.” (designated DNRQO). May 26,
1994, (). '

DCI Memorandum. (PRGN RIERSCEy '

(]
DNRO Memorandum. "Delegation of Contracting and Senior Procurcment Executive Authority:
and Designation as Head of the Contracting Activity,” Decemnber 27, 1994, dekBagk: ),
BRIEFINGS

"NRO Evolution and Overview.” Scptember 11. 1995 Video. C1250-KR, (9=RE ),

"Legal Status of NRO." September 11, 1995 Video, C1334, (Sésts).

"Internal Management Controls.” Scptember 18, 1995 Video C1332, (S ).

“"Contracting in the NRO." Oftice of Contracts. September 14. 1995 Video C1296 (SBeE),

"NRO Military Support Staff (MSS).” Detense Support Project Oftice. September 21, 1994,
(SiReEe).
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BUDGET DOCUMENTS

Fiscal Year 1991 Congressional Budget Justification. Volume V. National Reconnaissance

Program. January 1990, ¢FovBefiampaeinbis ).

Fiscal Year 1992-1993 Congressional Budgcet Justification. Volume I'V. National
Reconndissance Program, January 1991, (PRririyieaagegage )

Fiscal Year 1993 Congressional Budget Justification. Volume 1V, National Reconnaissance
Program. Junuary 1992, (‘FOrBrE=aa7/92 ).

Fiscal Year 1994-1995 Congressional Budget Justification, Volume IV. National
Reconnaissance Program. March 1993, (TSrBYE2Ta™os).

Fiscal Year 1995 Congressional Budget Justification. Volume 1V, National Reconnaissance
Program. February 1994, (sBmmpokileiii) 4 },

Fiscal Year 1996-1997 Congressional Budget Justification, Volume IV, National
Reconnaissance Program, February 1995, (Fariymniduimnt | ),

DIRECTIVES and ORDERS
Executive Orders and Presidential Directives

Presidential Memorandum, "Organization and Management of the U.S. Forcign Intclligence
Communitv."” November 1971, (TS BYETEIT.-71).

Exccutive Order 11903, "United States Foreign Intelligence Activities.” February 1R, 1976, (U).

Presidential Directive’NSC-17. "Reorganization of the Intelligence Community,” August 1977,
(FSES).

Exccutive Order 12036. "United States Intelligence Activities." January 24. 1978, (L),
Exccutive Order 12333, "United States Intelligence Activities,” December 4, 1981, (U).
Exccutive Order 12334, "President's Intclligence Oversight Board." December 4, 1981, (U).
National Sccurity Decision Dircetive Number 42, "National Space Policy." July 4, 1982, (F8)

Exccutive Order 12337, “President’s Forcign Intelligence Advisory Board." October 28, 19KS,
(.

Presidential Memorandum, "DoD/DCEPFIAB Report on the National Reconnaissance Oftice
(NRO) (S=B*E)." Fcbruary 1 1. 1985. ws-aeﬁas-us).

National Sccurity Decision Directive Number 293, "National Space Policy (Uh." January 3,
LORY, i) ).

National Sccurity Divective 30, "National Space Policy Directive 1" November 2, 1989, 689

National Security Dircctive 67, "Intelligence Capabilitics: 1992-2005 (U)." March 30, 1992,
(Svilladabelle) ).

-
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Presidential Decision Directive/NSC-35, "Intelligence Priorities." March 2, 1995,483.
Department of Defense

DoD Directive 3305.5, "General Defensc Intelligence Program (GDIP) Management." May 9.
1986, (U).

DoD Directive 3500.1, "Defense Space Council (DSC)." December 29, 1988. (U).

DoD Instruction 4000.19, "Interservice and Intragovernmental Support.” August 9. 19935, (U).
DoD Directive 5000.1. "Defense Acquisition," February 23, 1991, (U).

DoD Directive 5025.1. “DoD Directives System,” June 24, 1994, (U).

DoD Dircctive 5100.20, "The National Security Agency and the Central Security Service,"”
December 23. 1971, (U).

DoD Directive 5100.23, "Administrative Arrangements for the National Security Agency." May
17. 1967. (U). :

DoD Directive 5100.81, “Department of Defense Support Activities (DSAs)." December 3.
1991, (U).

DoD Directive 5100.85, VIntelligence Systems Board (ISB)," June 27. 1995, (U).

DoD Directive 5105.15. “Department of Defense Advanced Research Projects Agency." March
17, 1959, (U).

DoD Directive 5105.21. “Defense Intelligence Agency.” May 19, 1977, (U).

DoD Directive TS-5105.23, "&) National Reconnaissance Office,” March 27. 1964, (s,
DoD Directive 5105.40, "Defense Mapping Agency (DMA)." December 6, 1990, (U).
DoD Directive 5105.56, "Central Imagery Office," May 6; 1992, (U).

DoD Directive 5118.3. "Comptroller of the Department of Detense (C. DoD). Junc 24. 1991,
(U). _

DoD Dircctive 5134.1. "Under Secretary of Defense for Acquisition and Technolog
(USD(A&T))." Junc 8. 1994, (1),

DoD Dircctive 513411, "Defense Airborne Reconnaissance Office (DARQ)" April 5. 1995, (U).

DoD Directive 5137.10. "Assistant Sceretary of Defense for Command. Control,
Communications. and Intelligence (ASD(C31)).” February 12. 1992, (U).

DoD Dirccetive 5160.32. "Development of Space Systems." September 8, 1970, (U,
DoD Directive ()-5205.7. "Special Access Program (SA) Policy,” January 4. 1989, deadae).
DoD Directive 5240).1, "DoD Intelligence Activitics,” April 25, 1988, (U).
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National Reconnaissance Office

National Reconnaissance Program Dircctive 1, "Security Policy," August 9, 1971. (TS'BTE
13Eda=R] ).

NRO Oftice of Contracts Interim Contracts Policy Directive Number 001, "Interim Contracts
Policy Dircctive Framework." January 12, 19935, (SveRe&6)),

National Reconnaissance Program Directive 2, "Security Handling of Covert Satellite SIGINT
Collection Projects and Control of Raw SIGINT Intelligence," December 3. 1962, (T -
Ierimimg2).

NRO Otfice of Contracts Interim Contracts Policy Directive Number 002. "NRO Contracting
Authority.” January 12, 1995, (Shividt)).

National Reconnaissance Office Directive 3. "Access Approval and Criteria Policy." December
22. 1992, (Sl ).

National Reconnaissance Program Directive 4. "Physical Security Policy." August 27, 1971,
(PR ).

NRO Office of Contracts Interim Contracts Policy Dircctive 004, 'NRO Compctition Advocates.
Authoritics, Format, and Class Justifications,” Angust 23, 1995, (SRE6),

NRO Office of Contracts Interim Contracts Policy Directive 010, "National Programs Contract
Review Board." May 3, 1995, (Sriiiae)),

NRO Directive 90-1, "NRO Inspector General." January 10. 1990, (SrfyiF=ri0ees)),

NRO Directive 7. "NRO Acquisition Management," January 19, 993, Syliv@@),

NRO Office of the Comptrollcr, NRO Financial Procedures, October 12, 1995, (ParHeB€©).
Other

DCI Directive No. 1/14. January 22, 1967. &9,

DCI Dircctive No. 2/9-1. "Manapemcnt of National Imagery Intelligence."” June 1. 1992, @).
DCI Directive No. 3/2 "Intelligence Community Executive Committee," Junc 1. 1992, (1)
DCI Dircctive No. 3/3-1 "Community Management Statf," Junc 1, 1992, (U).

DCI Directive No. 3/4 "Intelligence Rescarch and Development Council.” June 1, 1992, (U).

DCI Directive No. 1/19 "Sccurity Policy for Sensitive Comparimented Information," March 1,
1995, (U).

National Security Council Intclligence Directive No. 6. "Signals Intelligence,” February 17,
1972, (SRSt ),

Secretary of the Air Force Order No. 100.1. "Functions of the Secretary, Under Secretary and
the Assistant Sccretaries of the Air Foree," May 1, 1990, (U)
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BYEMAN Sccurity Manual, June 9, 1993, (Sylivdét)).
INTERVIEWS

RIS QI Acting Deputy Assistant Sccretary of Defense (Intelligence & Security), and
staff. December 4, 1995.

BEMRSLCHIOMN. Dcputy Under Secretary of Defense (Space). and [BusRolleH(ICIR. Principal
Assistant. December 13. 1995.

BLINROIE RIS Exccutive Director, Intclligence Community Affairs. December 11, 1995,

BERSUCRIOME. Dircctor. and [EEPESIEABIG. Dceputy Director. National Reconnaissance

Oftice, November 13, 1995.

DL IOM. tormer Deputy Director, and [HESRSIER{IC) , Associate Deputy Director

for Scicnce & Technology, Central Intelligence Agency. December 18, 1995,

BeipRelicH M. Deputy Director for Propram Evaluation, C41 Integration Support Activity.
December 6. 1995.

LAW AND LEGISLATIVE HISTORY
National Security Act of 1947, as amended (Title 50, US.C.. Chapter 13).

Centra)l Intelligence Agency Act of 1949, as amended (Title 50, U.S.C., Scctions 403a through
4033).

National Sceurity Agency Act of 1959, May 29, 1959 (Title 50, U.S.C.. Scction 402note).
Title 5. U.S.C.. Chapters 1. 3. 31, 33, and 51. '

Title 10. U.S.C.. Cﬁaptcrs 1 through 4, 8. 81, B3, 137 and 803.

Title 31. U.S.C., Chapter 15, Subchapter 111 (The Economy Act),

Title 41, U.S.C.. Chapters 4 and 7.

Title 30. U.S.C.. Chapter 29.

Housc Conference Report No. 102-963, October 1, 1993 (to accompany Public Law 102-496.
Intclligence Authorization Act for 1993, containing the Intclligence Organization Act 0f 1992).

Classificd Annex to the Joint Explanatory Statement of the Committee of Conterence, October 8.
1992 (to accompany the Intclligence Authorization Act for 1993) (FerRakEmdpai=s? ),

Housc Conference Report 104-427, December 20, 1995 (to accompany the Intelligence
Authorization Act for Fiscal Year 1996).

Classified Annex to the Joint Explanatory Statement of the Committee of Conference (to
accompany the Intelligence Authorization Act for Fiscal Year 1996) (FeRads).
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Classitied Report to the Joint Explanatory Statement of the Committee of Conference to
Accompany the Conterence Report on HR. 2126 (Department of Defense Appropriation Bill
tor Fiscal Year 1996) (o).

MEMORANDA, LETTERS, OTHER

Presidential Memorandum for the Scerctary of State and the Sceretary of Defense.,
"Communications Intelligence Activitics.” October 24. 1952, (U).

NSC 341272, "Note by the Exccutive Secretary to the National Security Council on Covert
Operations.”” December 2K, 1935, (U).

NSC Action No. [R46, "Record of Actions by the National Sccurity Council at its Three
Hundred and Fitty Second Meeting held on January 22. 1958, {Approved by the President.
January 24, 1958)." (L),

NSC 3R L, “Preliminary U.S. Policy on Outer Space.” (redacted version), August 18, 1958,
(N

NSC Mcemorandum for the Secretary of Defense. "Reconnaissance Satellite Program.”™
September 1, 1960, &,

SECDEF Mcmorandum. "(TS) Assistant for Reconnaissance, September 6, 1961, &8y,

DNRO Memorandum for NRO Program Dircctors, " Organization and Functions if the NRO."
July 23. 1962, (ForB¥E-+733=62).

Assistant 10 the President Memorindum for the SECDEF and DCI. "Nationial Reconnaissance
Office (President's Foreign Intelligence Advisory Board Recommendation No. 23)." July 6.
1962, (TSrETE-tGrerdD ).

President's Foreign Intelligence Advisory Board Memorandum for the President. "National
Reconnaissance Program." May 2. 1964. (Geirkiddiilibbieilrtalidbiogils! ), -

DNRO Memorandum, "Special Support Activitics Funding under the Missile Procurcment
Appropriation." Muy 7. 1964, €8).

Assistant 1o the President Memorandum for SECDEF and DCI, “"National Reconnaissance
Program." May 22, 1964, (TsieiviBaiett)),

Under Sceretary of the Air Force Memorandum for Dircctor of Special Projects. OSAF.
"Authorization to Deviate from Air Foree Dircetives.” June 23, 1965, ¢S,

Committec on Foreign Intelligence Tusk Group Memorandum, "Revision of NRP Charter,"
Murch (7, 1976, (FOEriyfjujioinis ),

DNRO Mcmorandum for President's Foreign Intclligence Advisory Board. “Authority for the
Establishment of the National Reconnaissance Pro;rmm " May 19. 1976, (PrRrE=togies).

SECDEF Memorandum. "(S) National Reconnzissance Oftice” (interim change to DoDD TS-
5103.23), Ociober 3. 1979, @&,

Chairman. President's Foreign Intelligence Advisory Board Letter to the President. no subject
(hindings of NRO examination). December 23, 1983, (PO v RReEey.
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Joint Repont (SECDEF. DCI and Chairman. President's Foreign Intelligence Advisory Board) to
the President on the NRO. July 13. 1984, (FSB¥E-666+-544).

DNRO Letter to Chairman. Senate Select Committee On Intelligence. no subject (intemal
restructuring of the NRO). November 21, 198K, (SHR¢B€0O),

SECDEF/DCI Letter to Chairman, Senate Select Committee On Intelligence. no subject
(strengthening the NRO). July 3. 1989, (S¥H¥B€O).

SECDEF Mcmorandum, "Additional Deputy Director Position in the National Reconnaissance
Office (NRO)." January 26. 1990, (SrevideeO),

DC1 Mcmorandum for DNRO. [(QIREIGRGIC RIS OEyE

SECDEF DCI Letter to Chairman. Senate Scleet Committee On Intelligence, no subject
{forwards NRO rcorganization plan). February 26. 1990, (TSTETE2ZTTOTT).

DNRO Memorandum for Chairman. Joint Chiefs of Staff, "Deputy Director Position of the
National Reconnaissance Office (NRO)." April 15, 1990, (SrBivimmiinilnimiS()),

NRO/Director for Congressional Affairs Memorandum tor Congressional Committee staffs.
"Briefing Charts" ("NRO Human Resources Requirements Study 1990-1991" und "NRO
Byeman Sceurity Center OQverview/Status). March 28, 1991, (PO Ry | ),

DEPSECDEF Memorandum, "National Revonnaissance Otfice (NRQ1 and DoD Directive
S000,1." August 27, 1991, (S BirEagasin )

Senate Sclect Commitiee On Intelligence Minority Staff Director/General Counsel Letter to
NRO IG. no subject (lack of CIA IG statutory responsibilitics for oversight of NRO activities).
October 26. 1993, (U).

DEPSECDEF Memoranduin, "Establishment of the Defense Airbome Reconnaissance Office
(DARQ)." November 6. 1993, (U).

DEPSECDEF Letter to DCI. no subject (ASD(C31) initiative to establish a declassification
review group). February 2. 1994, (SrDiiEngadeiiisg ),

DDNRO Memorandum tor SECDEF. "Department of Justice Request for Declassification ., ..
February 10, 1994, (SreyEmSebdpis 4 )

DDNRO Memorandum for ASD(C31). "Congressionally Directed Action--The Inspector
General Function - INFORMATION MEMORANDUM." February 10. 1994, (SyB4E
IRIOITN).

CIA/Oftice of General Counsel, (SISEEIENSEEENTE)

th)(3) 10 USC §

DEPSECDEF Memorandum, “Establishment of the Deputy Under Secretury of Defense for
Space Acquisition and Technology Programs.” December 1), 1994, (U),

DEPSECDEF Memorandum. “Responsibilities and Functions of the Deputy Under Secretary of
Defense for Space."” March R, 1995, (U,
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DNRO Letter to Assistant Inspector General for Audits. 1G. DoD. "Response to Draft Audit
Report on Implementation of the Interna] Management Control Program at the NRO (Project No.
ARC-0035.01)." March 1. 1995, (GreySintuisinims) 5

NRO/Office of General Counscl, "Legal Justification for NRO Deviations from the FAR."
Attorney Work Product. March 1995, (L.

DEPSECDEF Mcmorandum, "Establishment of the Defense Airbome Reconnaissance Office
(DARQ)." April 5. 1995, (U).

House Permanent Select Committee on Intelligenee Letter to DEPSECDEF. no subject (requests
cxamination of NRO "forward funding™). August 21. 1995, (&).

DCI'SECDEF Letier to Chairman. House Permanent Select Committee on Intelligence. no
subject. October 24, 19938y, forwards "Review of the NRO Reallocation Request”. (F6=BvE
2T, |

Program Budget Decision No. 701. November 7. 1995, approved by DEPSECDEF. November
21,1995, &8,

DEPSECDEF Memorandum for DCI. "Charter for a Financial Management Excoutive of thc
NRQO." November 16, 1995, (L1,

ASD(C3Iy Memorandum for DNRO. "SECDEF Annual Defense Report.” November 29. 1995,
(U

(b)(1) 1.4(c), (b)(3) 10 USC 424

DCI/DEPSECDEF Memorandum for Joint Space Management Board, "Review of National
Reconnaissance Oftice Programs and Activities.” December 13, 1995, (U).

USD(A&T) Memorandum. "DoD Co-Exccutive Sccretary of the Joint Space Management
Bourd." January 3. 1996, (U),

NRO/Ottice of General Counsel Memorandum, "Responsce to Inquiry Reparding NRO Legal
Issucs.”" February 28, 1996, (S&B=kE).

i | i/Onuc of iicncrdl Counsc! icmomndum b}{(1) 1.4(c), (b)(3) 10 USC 424
IR

DoD/Oftice of the Deputy General Counsel (Inspector General) Memorandum. "Legal Issues
Arising from National Reconnaissance Otfice (NRQO) Review." March 5. 1996, (U).

CIA/Generai Counsel Memorandum. [SINECECCECES I

(b)(1) 1.4(c). (b)(3) 10 ESY

CIA Counsel 1o the Inspector General Memorandum., (SRR NIRRT V2N (1)
*--@Q—

C1A/Principal Deputy General Counsel Memorandum, "Dratt Joint Inspection Report on NRO."
15 May 1996, (U)
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RALASUCHEOION.. A Summary of the National Reconnaissance Problem.” May 12, 1965 draft.
PSRyt ),

DEPSECDEF Memorandum. "Reconnaissance Operations (U)." February X, 196R, (TS4B¥E
TIENTON),

DEPSECDEF Memorandum, "Reconnaissance Operations (U)." March 21, 196K, (FS¥B*E
TSR ),

DoD OIG: (b)(6)
1969, B ).

DoD OIG: (b)(6) Memorandum fo DaD OIG: (b)(6) “NRO Responsibilitics for NRP
Alr Vehicle Reconnaissance Projects.” July 1. 1969, (S3S4BagE ),

M" Approved by R
A Tune 1973, TS/ X)-72y.

"Plan for the Defense Reconnaissance Support Program (DRSP)." Approved by DEPSECDEF.
Scptember 11, 1980, (FE-BAE=S66050R)).

. untitled paper (issucs confronting the NRO). undated. probably

(b)(1) 1.4(c) (b)(3) 10 USC 424 (b)(5)
sl Dircctor Science and Technology.

History of the National Reconnaissance Program:

Volume 1. “The Corona Story,” December 1983, ( E

| EEE ) ‘

Volume II. "The Hexagon Story." December 1992, (iSRG @ipyiie@@-Rar
| bl ) ).

Volume I11. “The Gambit Story.” Junc 1991, (S OREE N HHr-PHeCO-HrEmmens) -
413

Volume IV. "The SIGINT Satellitc Story.” December 1994,
(T Rl vl el mrieieeltoliipiristintenial |}

Volume V. "The [QISIIR Story."” unpublished draft, (ROt it
Trewm—bBE) 4 ), ‘

“"NRO Charter and Management Evolution™ (chronology of events). author unknown, undated.
circa February 1989, { Tiombaalimediaioint) ),

"Report to the Director National Reconnaissance Otfice, "NRO Restructure Study Briefing' ( The
Geiger Study)y. Volumes T and 1], (PS-BisEmdummio ),

National Reconnaissance Office, "Report to the Sceretiury of Detense and Dircctor of Central
Intelligence regarding NRO Restructure.” Jmuary R, 1990, (PavBidEpaaaams)), -

DNRO Memorandum for SECDEF and DCI, "Report on the National Reconnaissance Oftice
~Restructure,” undated, circa February 1990), shSBymaiaiiaaa) () ),

SECDEF/DCI Letter to Chairman. Scnate Sclect Committee On Intelligence. no subject
(transmits report on NRO restructure). February 26. 1990, (TRt ),
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“DCI Task Force on the National Reconnaissance Office. Final Repont" (The Fuhrman Repaor),
April 1992, (sdedialelaint)),

"Final Report: National Reconnaissance Program Task Force for the Dircctor of Central
Intelligence” (The Woolsev Report). Scpiember 1992, (FosBiEmmiituni 2 ),

DNRO Memorandum for the DCI. "NRO Review of BYEMAN Classitication and Prowcction.”
November 5. 1992, (SMBYYE-TYFY2),

NRO Protection Review, "What is Byeman." November 6. 1992, (FSyiBSmmjSaidediins) |,

NRO Restructure Guidance Document. Revision #2. January 15, 1993, approved by DNRO
- January 26, 1993, (PSeRaag )

National Reconnaissance Office (NRO) Restructure Implementation Master Plan (IMP). January
19Y3, (FEBE ).

NRO Strategic Plan, undated 1993, @S a=at=ieh e 3 )

"NRO Buaseline Report Prepared tor the Commission on Roles and Capabilitics of the U.S.
Inteltigence Community." April 1995, (dekfnielmmjaiiabiis 5 ).

Central Inteltigence Agencey. "A Consumer’s Guide to Intelligence.” July 1995, (L),
Statutes Working Group. National Imagery Agency Task Foree. "Analysis of the Statutes
Working Group - Task 520 Deliverable. August 16, 1993, (FOE6),
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APPENDIX D JOINT INSPECTION TEAM COMPOSITION

(b) (6) Inspection Director,
DoD/1G

(D)(3) 10 USC 424

Assistant Inspection Director

CIANIG

(b) (6) Deputy Inspection Director
DoD/IG

(b)(3) 10 USC 424 Inspector. CIA/IG

inspector. NSAVIG
Evaluator. DoD/IG
Evaluator. DoD/IG
[nspector. DoD/IG
Auditor, CIA/IG

Inspector. DoD/IG
inspector. DoD/1G
Evaluator. DoD/IG
Inspector. DoD/G
Inspector. DoD/IG
Auditor, DoD/IG

Inspector. DoD'IG
Evaluator. DoD/IG

Inspector. DoD/1G
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APPENDIX E SITES VISITED (U)
- - -~ ]
{U) Office of the Secretary of Detense

(U} Assistant Secretary of Defense (Command. Control. Communications and
Intelligence)

(U) Deputy Under-Secretary of Defense {Space)

(1) Defense Apencies And Ogeanizaiions

(&) National Reconnaissance Ottice
H

adquarters Facilitics in the National Cupitol Region
(b)(1)(c) (b)(3) 10 USC 424

NdVd] Rcscarth Laboratory
(U) Central Imagery Office

{U) Detense Contract Audit Agency
Ficld Detachment Headguariers

(U Defense Inmtelligence Agency

(L) Detense Mapping Agency
National Imagery Agency Task Force

(U) National Security Apency
(U Nava! Supply Systems Command
(L") Other Federal Agencics

(L) Central Intelligence Agency
Dircctorate ot Science and Technology
Office of the General Counscl
Oftice of Personncl
National Photographic Interpretation Center

(U) Dircetor, Central Intelligence
Community Management Staft

(1) Contractors

Lo 2 (R)(1)(c) (b)(3) 10 USC 424

-
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AlS
AISSM
ASD
BSM
Cil
CCB

]
CIA
ClO
CWAN
DASD
DC)
DCID
DDMS

DEPSECDEF
DIA
DNRO
DOS
DSPO
DUSD
DoD
DoDD
EEO
EXCOM
FY
FAR
GPRA
GSA
GWAN
HRMG
IG
IMC
IMINT
IRM
ITG
MOA
MOU
MPD
MS&O
NAM
NFIP
NIMA
NRO
NRP
NSA

(U) Automated Information System

(U) AIS Security Manual

(U) Assistant Secretary of Defense

(S/B) BYEMAN Sccurity Manual

(1) Command. Control. Communications and Intelligence

(1) Configuration Control Board
(b)(1)(c) (b)}(3) 10 USC 424
(Uy Committee on Forcign Intclligence

(U} Central Intelligence Agency

(U) Central Imagery Office
(b)(1)(c) (b)(3) 10 USC 424

(U) Conrracung Officer's Technical Representative

(1) Contractor Wide Arca Network

(Uy Deputy Assistant Secretary of Defense

(U) Director of Central Intelligence

(L") DCI Directive

{U) Deputy Director for Military Suppornt

(U Deputy Secretary of Detense

(U) Detense Intelligence Agency

(1) Director, National Reconnaissance Office

(L) Director of Security

() Defense Support Project Office

(L) Deputy Under Sceretary of Defense

(U) Department of Defense

{U) DoD Directive

{U) Equal Employment Opportunity

(U) Exccutive Committee

(U) Fiscal Year

(U) Federal Acquisition Regulation

(U Government Performance gnd Results Act

(U} General Services Administration

(U) Government Wide Arca Netwark

(U) Human Resources Management Group

(U} Inspector General

{U) Internal Management Controls

(U) Imagery Intelligence

(U) Intormation Resources Management

(87 Information Technology Group

(U3 Memorandum of Agreement

(U Memorandum of Understanding

(U) Military Personnel Division of HRMG

(U) Management Services and Operations Office

(LI} NRO Acquisition Manual

(LI National Forcign Intelligence Program

(U) National Imagery and Mapping Agency

(U) National Reconnaissance Office

(U) National Reconnaissance Progrim

(L) National Security Agency
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OSD
0SSO
P&A
PFIAB
Program A
Program B
Program C
SCI

-

(b) ONILC of the Secretary of Detensc

(U) Operational Support Office

(U) Plans and Anatysis Office

(U} President's Foreign Intelligence Advisory Board
(U Air Force Program prior to 1992 restructure

(U) CIA Program prior to 1992 restructurc

(U) Navy NRP Program prior to 1992 restructure
(U} Sensitive Compartmented Information

SECDEF (U) Secretury of Defense

SIGINT (U Signals Intelligence

USAF (L") United States Air Force

USDh (1) Under Secretary of Detfense
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