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SENT VIA EMAIL 

INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

April 27, 2017 
Ref: 12-00334-F (FOIA-2012-00267) 

This is in response to your Freedom oflnformation Act (FOIA) request for a copy of the 
1996 Joint Inspection of the National Reconnaissance Office, Commissioned by DCI and 
SECDEF, conducted by the CIA and DoD Office oflnspector General. We received your 
request on February 12, 2012, and assigned it case number 12-00334-F (FOIA-2012-00267). 

The Office of the Deputy Inspector General for Intelligence & Special Program 
Assessments conducted a search and located the enclosed report. The Central Intelligence 
Agency, National Reconnaissance Office and the Office of Secretary of Defense reviewed the 
report and determined that certain portions are exempt from release pursuant to the following 
exemptions: 

• 5 U.S.C. § 552 (b)(l), which pertains to information that is currently and properly 
classified pursuant to Executive Order 13526, under the following sections: 

• 1.4( c ), intelligence activities (including covert action), intelligence sources 
or methods, or cryptology; 

• 3.3(1) reveal the identity of a confidential human source, a human 
intelligence source, a relationship with an intelligence or security service 
of a foreign government or international organization, or a nonhuman 
intelligence source; or impair the effectiveness of an intelligence method 
currently in use, available for use, or under development; 

• 5 U.S.C. § 552 (b)(3), when information is specifically exempted by statute, in this 
case: 

• 10 U.S.C. 424, organizational and personnel information for DIA, 
NRO and NGA; 

• Central Intelligence Agency Act of 1949, 40 U.S.C. 403g, as 
amended; 

• Section 6 of 102A(i)(l) of the National Security Act of 1947, as 
amended; 
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• 5 U.S.C. § 552 (b)(5), inter-agency or intra-agency memorandums or letters that 
would not be available by law to a party other than an agency in litigation with the 
agency, provided that the deliberative process privilege shall not apply to records 
25 years or more before the date on which the records were requested; 

• 5 U.S.C. § 552 (b)(6), applies to information, which, ifreleased would constitute a 
clearly unwarranted invasion the personal privacy of individuals. 

The documents will be sent to you via the Safe Access File Exchange (SAFE) website 
that is maintained by the United States Army. You will receive a notification from the email 
address: No-Reply@amrdec.army.mil, with the subject line: AMRDEC Safe Access File 
Exchange Delivery Notice. Please DO NOT delete the email. Follow the instructions provided 
in the email to download the responsive documents. If you do not receive an email from 
AMRDEC in your regular email inbox, within 30 minutes of receiving our email, please check 
your spam and/or junk folder. Additionally, if you are using an operating system other than 
Microsoft Windows, and a web browser other than Internet Explorer, you may have problems 
opening the document. If any of the above occurs, please contact us, and we can send via a 
different method. 

If you consider this an adverse determination, you may appeal. Your appeal, if any, 
should clearly identify the determination that is being appealed, and it should reference the FOIA 
tracking number above. Send your appeal to DoD OIG, ATTN: FOIA Appellate Authority, 
Suite 10B24, 4800 Mark Center Drive, Alexandria, VA 22350-1500. We recommend that your 
appeal and its envelope both bear the notation "Freedom oflnformation Act Appeal." For more 
information on appellate matters and procedures, please reference 32 C.F.R. Sec. 286.9(e) and 
286. ll(a). 

You may seek dispute resolution services and assistance with your request from the DoD 
OIG FOIA Public Liaison Officer at 703-604-9785, or the Office of Government Information 
Services (OGIS) at 877-684-6448, ogis@nara.gov, or https://ogis.archives.gov/. You may also 
contact OGIS via regular mail at National Archives and Records Administration Office of 
Government Information Services, 8601 Adelphi Road- OGIS, College Park, MD 20740-6001. 
Please note that OGIS mediates disputes between FOIA requesters and Federal agencies as a 
non-exclusive alternative to litigation. However, OGIS does not have the authority to mediate 
requests made under the Privacy Act of 1974 (request to access one's own records.) 
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If you have any questions regarding this matter, please contact Joseph Kasper at 703-
604-9775 or via email to foiarequests@dodig.mil. 

Enclosure(s): 
As stated 

Sincerely, 

Mark Dorgan 
Division Chief 

FOIA, Privacy and Civil Liberties Office 
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23 July 1996 

MEMORANDUM FOR DIRECTOR, NATIONAL RECONNAISSANCE OFFICE 
DIRECTOR, ADMINISTRATION AND MANAGEMENT, 

OFFICE OF THE SECRET ARY OF DEFENSE 

SUBJECT: Final Report on the Inspection of the National Reconnaissance Office (Report 
No. 96·014) (U) 

(U) This is the final report on the inspection of the National Reconnaissance Office 
(NRO) conducted jointly by the Inspectors General, Department of Defense (DoD) and Central 
Intelligence Agency (CIA). Toe goal of this inspection was to evaluate the efficiency and 
effectiveness of the management processes used by the NRO. 

(U) The NRO management responded to our findings and recommendations in positive 
and constructive terms. Their comments on the draft of this report were considered and are 
reflected in the final report. 

(U) We appreciate the efforts extended by the Director, NRO, and his staff in 
responding to the drnft report. Management's comments appropriately addressed most of the 
fmdings and recommendations. Further response is required on Recommendations 1, 12, 13, 
18; 22, 23, 25, 27, 33, 35, and 37. Director, NRO, action on Recommendation 4 is deferred 
until after receipt of an Office of General Counsel, DoD, response, expected by October I, 
1996. At that time, the DoD/IG and CIA/IO will assess the response and determine what 
actions are required. 

(U) Please fmward your responses to the above recommendations within 30 days of 
receipt of this report to the Assistant Inspector General for Policy and Oversight, Inspector 
General, DoD, 400 Army Navy Drive, Arlington, Virginia 22202-2884. 

Inspector General 
Central Intelligence Agency 

Eleanor Hill 
Inspector General 

Department of Defense 

SiGBET JPg.H/1 N T t I i'NI Kli'lGIOI E 



cc: 

Under Secretary of Defense for Acquisition and Technology 
Under Secretary of Defense (Comptroller/Chief Financial Officer) 
Assistant Secretary of Defense (Command, Control, Communications, 
and Intelligence) 
Deputy Undersecretary of Defense for Space 
General Counsel of the Department of Defense 
Assistant to the Secretary of Defense for Intelligence Oversight 
Director, National Security Agency 
Inspector General, Department of the Army 
Inspector General, Department of the Navy 
Inspector General, Department of the Air Force 
Inspector General, National Reconnaissance Office 
Inspector General, National Security Agency 

Director of Central Intelligence 
Deputy Director of Central Intelligence 
Chief of Staff, Central Intelligence Agency 
Executive Director. Central Intelligence Agency 
Deputy Director for Science and Technology, Central 
Intelligence Agency 
Comptroller, Central Intelligence Agency 
General Counsel Central Intelliftnce A~ 
Director, mtMteli•1!1f121@@ ..... Deputy Director 
for Science and Technology, entral Intelligence Agency 

Executive Director, Intelligence Community Affairs 

Chairman, Committee on Armed Services. United States Senate 
Ranking Minority Member, Committee on Armed Services, United 
States Senate 
Chairman, Committee on Appropriations, United States Senate 
Ranking Minority Member, Committee on Appropriations, United 
States Senate 
Chairman, Select Committee on Intelligence, United States Senate 
Vice Chairman, Select Committee on Intelligence, United States 
Senate 

. Chainnan. Committee on National Security, House of 
Representatives 

Ranking Minority Member. Committee on National Security, House of 
Representatives 
Chairman. Committee on Appropriations. House of 
Representatives 
Ranking Minority Member, Committee on Appropriations, House of 
Representatives 
Chairman. Permanent Select Committee on Intelligence, House of 
Representatives 
Ranking Minority Member, Permanent Select Committee on 
Intelligence, House of Representatives 
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EXECUTIVE SUMMARY 

EXECUTIVE SUMMARY (U) 

(U) INSPECTION 
GOAL AND 
OBJECTIVES 

(U) METHODOLOGY 

(U) SYNOPSIS 

(U) EFFECTIVE 
PROCESSES 

(U) AREAS NEEDING 
SENIOR 
MANAGEMENT 
AITENTION 

(U) The Inspectors General. Department of Dcfcnsc anLI 
Central Intelligence Agency. conducted a joint inspection of the 
National Reconnaissance Otikc (NRO) from October through 
December 1995. The goal of the inspection was to determinl' thc 
cffil:iency and effectiveness of the processes and mechanisms use-LI 
to manage and administer NRO resources and administrative 
programs. The objectives were to: evaluate the authorities and 
delegations of the NRO and oversight organizations; evaluate the 
processes used to identify mission requirements and plan and 
organize resources for them: evaluate internal administrative and 
management programs: and, evaluate internal management 
oversight proccssc.o:;. 

~ The inspection team conducted interviews and collected 
OSD - (b)(1) EO data at the NRO he~uarters facilities in the 

1•m••TQ~~·r•7 j\-i,fiN- Also. tlie team sent 
surveys td C 2hployees rnvcnng topics such as: mission 
and organization: supervision, management, and leadership: and 
personnel issues. The inspection team conducted interviews and 
gathered data from the organizations which contribute personnel to 
the NRO and surveyed NRO customers and product users. Finally. 
the inspection team interviewed personnel at organizations having 
oversight responsibilities for the NRO. 

(U) If a single phrase could capture the ethos of the NRO as we 
found it, it would be: "It's the mission that's important." The 
employees. management. and leadership of the NRO 111.Lintain a 
singular focus on the mission of development anc.l operation of 
satellite reconnaissance systems. The NRO continues to transition 
from a federation of geographically separated. sometimes 
competing. progmm offices--each with a distirn:t culture and way 
of doing busincss--to an organization which has consolidated 
programs. a more cohesive work force. and a central headquarters 
facility. 

(U) The team found t11e NRO is particularly effective- in 
management of processes directly related to the development and 
operation of satellite reconnaissance systems. their core business. 
We found other effective processes: mechanisms and tools to 
oversee satellite systems development: mechanisms to determine 
and prioritize mission requirements; and procedures to acquire and 
manage automated information and communication systems. 

W8e18_~ In contrast. the team judged senior NRO officials to 
be lax in the management of the support and administrative 
infrastructure. ln these areas. policies and procedures arc not well 
defined or communicated to employees. and employees arc 
uncertain of their roles an<l responsibilities. The team 

SIJCJHUt' H'Yl!:Ptl111Pf T/:lsEPi>'f Ii6¥IIQW!l 
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EXECUTIVE SUMMAR}' 

(ll) AllTHORITIES 
AI\1) DELEGATIONS 

(l') MAJOR 
I~ADEQl' ACIFS 

( t:, Property 
Accountability 

(ll) Oversight 

Clf) Infrastructure 
Support Monitoring 

( l'.) Civilian 
Personnel S)·stem 

acknowletli!('S the '.'\RO manal!cmcnt faces ,I dallcm.!c: to nalani:e 
mission tOL'tl'- with reasonable attention (0 oversight of 
atlministrativc antl suppon functions. 

ff©el©) The .iuthoritics an<l dclc!!ations for the NRO. the 
organizations provitling support. antl the organizations provitling 
oversight. uo not faci1itatC' effective mission ucrompJishment. The 
chancr documents arc. written in vague anti general terms amJ 
contain five specific wcakncssef.. Specifically. the following points 
arc not adequately Jcfinc<l: 

Responsibilities of the SECDEF. DCl. or DNRO: 

The DNRO's chain-of-command: 

Rclationsllips between lhc NRO aml the present ext('m:tl 
oversight strut.:turc; 

The organizational status of lhc NRO: and 

The DNRO's administrative authorities. 

(i9J IO) While senior management of the NRO views these 
weaknesses as opportunities. allowing for flexibility anti avoiding 
bureaucratic constraints. they also contribute to conflicting. 
inconsistent, and inadequate policies anti direction. 

(t 1ee,e, We fount! four UTCllS with major inaLlcquaci('s. First. 
the NRO tlocs not have aLlcquatc pr01.:csscs and mechanisms to 
account for property. While the NRO maintains well rstablishcd 
proccuurcs for rt:"quisition and approval of logisfa:al ncc<ls through 
both government an<l commc,cial sources. the NRO uor·s not haw 
a propcny accountability program. 

(P'et1e, Second, we foun<l the former NRO Inspector General 
diJ not provide effective oversight of the organization. The former 
DNRO lacked confidence in the Inspector General to provide: 
balanl·e between effective oversight and the imposition of 
pcn.:civcd aJJitional burdensome procrtlurcs. Tile Jnspcctor 
Gcncml uiJ not fullv utilize the staff and • . .litl not consisll'ntlv 
follow-up to ensure autlit ant.I inspection recommcnJations wcr~ 
implcmcnteJ. 

( FOUO i Third. while the NRO maintain~ rxrcllcnt processes 
to monitor direct mission rclateu activities. thcv Jo not lrnw 
equivalent monitoring mechanisms or pcrformant:l' measurcml'nt 
indicators for the infrastructure support functions. We found the 
Internal Management Control Program is not fully implcmentl'd 
Jue to a laek of commitment to a standarJizc<l program. 
incomplete training. non--stanuard vulnerability assessments. and 
inadequate documentation. 

,V61.'!16i Founh. while we found the NRO has tci:hnically 
auequatr proi.:csscs. mechanisms and management svstcm-. to 

II SUC~if'•fl 11"1!: !'ti Af::f •'flA LUPlf 1~'1' H'6 LU 
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(U) NOTABLE 
INADEQUACIES 

(U) Security 

(U) EEO 

(U) Manpower 
Requirements 

(U) AREAS NEEDING 
IMPROVEMENT 

SECklt i-B I EMAN-1 ALEN I KE i HOU 

EXECUTIVE SUMMARY 

support civilian personnel. the multiple civilian personnel systems 
use<l <lo not support the NRO goal of a consoli<latcu. cohesive 
work force. We judge a single civilian personnel system. 
implemented over a period of a few years. woulu support this 
organizational goal in the long term. Currently. no memoranda of 
agreement exist between the NRO and the agencies proviuing 
personnel services to define responsibilities. Further. the NRO 
internal reassignment process is inadequate becau~e of thc inherent 
disparity of considering DoD rank-in-position candidates and CIA 
mnk-in-person candidates for the same positions. Differcm:cs in 
promotions and awards. while technically managed in acconlancc 
with parent organization regulations. do not contribute to u 
consolidated. cohesive work force. 

(fiet'Je; Jn addition to the four areas with major inadequacies 
noted above. the team found notable inadequacies in three other 
areas. 

their knowledge and use of security classification requirements. 
The well-trained and motivated security personnel. with their 
superior abilities and wealth of security experience. make the 
system work despite the noted deficiencies. 

Second. the NRO docs not maintain a.n Equal Employment 
Opportunity (EEO) program in accordance with DoD Directives. 
The NRO relics on the parent organizations of the personnel to 
fulfill these responsibilities. The NRO docs not huvc a Director of 
EEO to bring discrimination and harassment issues to the attention 
of senior management nor diversity managers to publicize the 
contributions of minorities. We judge NRO employees do not 
have reu<ly access to the required full range of EEO suppon. 

~FOUO~ Third. the NRO docs not have an adequate manpower 
requirements process. We found the NRO lacks a wel1 Jefinc<l and 
documented process to determine, validate, and manage manpower 
needs. The NRO relics on an informal. undocumented system 
where senior management groups periodically address manpower 
necus and request adjustments through the DNRO. 

(~) There were several areas in which we found the NRO 
overall had adctJUatc processes in place. but thcrr were some 
inaucquacies of note. These include the contract management 
process and the military manpower management process. 

t8) The contracts management system maintains overall 
adequate processes and mechanisms to monitor and manage its 
contracts with the ex:ccption of: certifying funding documentation: 

•ll8JiH3'f 8 1JElM,':iN y/iLElNlf' liliYUQLE iii 
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EXECL'TI\ 'E SUMMARY 

I\. 

payment and invoicing procedures for cost reimbursement 
rnntracts: definition of Contmcting Officer's Technical 
Represcntati vr responsibilities: and procedures for men itoring 
some aspects of the operations and muintcnam:c contr.ictor for the 
headquarters fal'ilitics. In addition. the !'.'RO currently rnmC'nds 
with three disparate contracting .!iystems and is dC'vcloping a singlt• 
NRO Ac4uisition Manual. 

WOUOJ There are technil:ally adequate processes to support 
military personnel and meet the needs of thl' NRO, Like civilian 
personnel management. the NRO military personnel managcmL'nt 
system would benefit by establishing or updating memoranda of 
a!!fccmcnt with the S('rvkcs to clearly idcntifv rok~ and 
responsibilities of the Military Service~ -and thl' -NRO. The
military personnel management system nerds a process to monitor 
the support provided by both NRO and thr parent Military Scrvke. 
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INTRODUCTION (U) 

BACKGROUND (U) 

Cll) MISSIOJ'lli 

(ll) Historical 
Background 

(U) Evolution of the 
NRO 

(U) The mission of the National Rcrnnnaissanre Offo.:l' t.'\ROI 
is to ensure the L'.nited States has the tcchnoloU\' and saccllitC' 
reconnaissance systems ni:cded to acquire supcriot intcllig.cncc in 
war anll peace. The NRO accomplishes this mission lhrough 
llcvclopmcnt. al:quisition. and operation of splll:ebornL' data 
collection systems. The NRO supports the monitoring of arms· 
agreemcms. im.lications and warning. anll the planning and L'Onduet 
of military operations. 

(U) The NRO traces its origins to the lace 1950s. In IIJ5X. the 
National Security Council (NSC) issued a memorandum directing 
the Department of Defense (DoD) to develop an operational 
reconnaissance satellite to augment the existing aircraft 
reconnaissance program. In 1960. the U.S. sucecssfully launched 
it." first imagery and signals intelligence satellites. That same year 
the Reconnaissance Satellite Program was created under the 
Secretary of Detcnsc (SECDEF), 

(FQWQ) The Reconnaissance Satellite Progrnm became the 
NRO in 1961. A series of DoD anll Ccn trul Jntdligcnce Agency 
(CIA) ;igrccments between 196 I anJ 1965 fun.her defined the 
NRO. The agreements intcndc<l a consoli<late<l program to 
ucvelop and opemte satellite an<l air vchich.' projects for 
inaelligcncc. geoucsy and mapping. photography. and 1."'k-t.:tronic 
shi:nal collection. The Director of the NRO (DNRO) was 
designated the manager of the National Rernnnai.,.sam:c Program 
(NRP). the single national program to meet com:umcr intelligence
and operations support nccll"i through satellite reconnaissance. 
DoD Directive TS-5105.23. "National Rcconnaissarn:c Office". 27 
March 1964. serves a~ the DoD chartering document and 
designates the NRO as an operating agency within the DoD. 

rnmpeut1ve prnctkcs lcJ to examinations of the 
prncticcs by both internal and external groups. 

§IE'3Alila' :R "iiHAl'aI a'Alsiil'a!'E flii¥HOl.i'. 
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INTRODUCTION 

(U) STRUCTURE 

2 

(U) In 1989. baseu on rccommemlations from the NRO~ 
chartercu Geiger/Kelly Stu<ly. the DNRO. SECDEF. anu DCI 
agreeu to initiate an NRO reorganization. Key elements of the 
study included: 

Creation of the National Reconnaissance Review Board to 
uuvisc the SECDEF. DCI anu DNRO: 

Establishment of a Plans and Analysis Office: 

Creation of the Deputy Director for Military Support 
position: and. 

Initiation of collocation activities for NRO elements. 

(U) In March 1992, the DCI formed a panel lcu by Robert 
Fuhrman to assess the NRO structure. management mcthouology. 
and ability to respond to Intelligence Community needs. In mid-
1992 the DNRO, in cooruination with the DCL SECDEF. and the 
President. implemented key recommendations of the Fuhrman 
Panel. Changes incluued consolidation of Air Force Program A. 
CIA Program B, and Navy Program C into the IMINT and SIG INT 
Directorates. 

(U) This report discusses historically significant information in 
the section on auchoriries a.nu delegations. Additional information 
on the historical ucvclopmcnt anu a bibliography of sources can be 
found in Appendix Band Appendix C. respectively. 

(U) The SECDEF. in concert with the DCI. is responsible for 
the management and operation of the NRO. The SECDEF. with 
the concurrence of the DCL appoints the DNRO. The DNRO is 
program manager for the NRP and reports directly to the SECDEF. 

(U) The DCI responsibilities include the following: 

{b){3) 10 USC 424 

Approves. in concert with the SECDEF. the NRP budget: 

Prov ides security policy gu idancc for the NRP: and. 

- Guides ,mu participates in the formulation of the NRP 
through the DNRO. 

(U) The NRO organization consists of three line directorates. 
operational offices. and several supporting offices anti staffs 
operating under the <lircction and management of the DNRO. the 
Deputy Director of the NRO. and the Deputy Director for Military 
Support. The chart below illustrates the NRO organization 
structure. 

Hundt~ Via HYF.M.\:O.•l'o\LE!\"T KliYIIOLE Control Chunnds Jointly 



(U) INSPECTION 
GOAL 

(U) INSPECTION 
OBJECTIVES 

(U) INSPECTION 
METHODOLOGY 

JNTRODUCT/0,\' 

(U) The goal of the joint DoD·CIA inspection was to 
detennine the efficiency and effectiveness of the processes and 
mechanisms used to manage and administer NRO resources and 
internal management and administrative programs. The scope of 
the inspection was an organizational management inspection of the 
NRO. Specifically, the inspection objectives were to: 

Evaluate the adequacy of the authorities and delegations of 
the NRO. the organizations providing sup!)On.. and the 
organizations providing oversight to focilitutc mission 
accomplishment. 

Evaluate the adequacy of the processes and mechanisms 
used to identify mission requirements. and to plan and 
organize resources to meet those requirements: 

Evaluate the adequacy of the NRO internal administrative 
and suppon programs: and. 

Evaluate the adequacy of the NRO internal management 
oversight processes and mechanisms. 

WOUO) To achieve an jndependent. comprehensive. and 
objective assessment of the NRO. inspectors received briefings 
from the Deputy Director and senior officials of c:ich runctional 
area of the· omanization on NRO structure. oolicics and 
procedures. and roles and responsibilities. Inspectors sent surveys 
to 1000 NRO personnel on a wide range of issues with 
approximately 650 being returned. Numerous personnel requested 
interviews or made additionaJ comments on the survey forms. 
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Inspectors L'Ollcctcu and reviewed uocumcntation rowring all 
functional ureas anu rnmparc<l the guiuin!! uirct·th·cs IO NRO 
policies and procedures as well as to '"what they saw being Jone. 
Further. inspectors conducted interviews ut aJI levels of the 
organization to gain an appreciation for the perspective of the 
personnel. the tasks they pcrt'orm. and thr gui<lancc thl'Y usr-. 
Inspectors compared interview results with the documented 
sources of policy .ind procedure. 

t¥8ef8l This inspection was initially intended to indudc 
ponion~ on budget and finandal management Bccaus~ the 
Congressionally m.in<latcd audit report of the forward fun<ling 
issue will include these topics. we will not .u.lJrcss them in this 
report. 
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GENERAL ASSESSMENT 

GENERAL ASSESSMENT (U) 

(l') SYNOPSIS 

(U)SYSTEMS 
DEVELOPMENT 
OVERSIGHT 

Cll)PRIMAR\' 
CHALLENGE 

([)CHARTER 
AMBIGl'ITIES & 
IMPACT 

(l"l If a single phrase could capture the cthus of lhc ;\"°RO a..; ,1,·e 
found it. i1 woukl be: 11lt's the mission that's importanl.'' It i~ a 
tribute to the de<lkation and skills of the employees of the '.\:RO 
that they continue to focus on the development an<l 0perati011 of 
satellite reconnaissance syi;tems collecting data of crilical 
imponam:e to the country's leadership while major changes in the 
nation's intelligence priorities arc taking place. The NRO. no 
lonl!er illl ornanization whose existence is classified, has 
mafotaincd its mission. 

erouo~ Management oversight or satellite development and 
operations processes represent the strengths of the NRO. The 
NRO management maintains control processes an<l mcchunisms 
tlirecte<l at assuring collection systems arc <lcsignc<l and built to 
meet intelligence requiremems. These complex and interrclatc-d 
processes inclu<lc oversight by senior management of systems 
design. <locumcntation. scheduling. contractors• achicvemrnts. and 
component interfaces. 

WO! IO) The NRO's continued mission focus is admirable in 
light of its own ongoing transition since 1992. from a federation of 
geographically separate<.!, sometimes competing. progmrn omces -
rach with a Jis1inct culture antl way of doing busines~ - to an 
organization which has consolitlatcd programs. a more cohesive 
work force. and a central hcadquancrs facility. 

(FOUOl One challenge facing. NRO management in a post cold 
war environment involves balancing mission fm:us with reasonable 
attention to oversight of administrative and support function~. We 
found a lack of appropriate management attention to these latter 
areas. As a result. the NRO is ocficicnt in meeting stan<lar<ls 
establishc<l by the DoD. DCI. or their own NRO directives in: 
property act:ounlahility: security policy gui<lance: manpower 
management: NRO/lG inspection and audit compliance: Equal 
Employmenl Opponunity (EEO) compliance: an<l internal 
management control program implemcnt,Hion. 

\rOll'>) The team idcntific<l ambiuuitics in th~ DoD anJ DCI 
charter <locumc-ntation <lcfining the- authoritiei, of the- '.\'RO in th1.• 
areas of procurcm1.'nt an<l ci~·ilian pcr!-.onncl manugc:mrnt. ~\· 
coul<l not 4uantify a<lverse impact on thc- rffrl'tiveness of the- NRO 
in accomplishing its mission in the past <luc- to cha11cr <l01:umcnt 
inadc-4uac:ics. Howr¥cr. a new set of charter tlocuments that 
clearly anJ completely <lcJinr<l current rrsponsibilitics. 
rrlationships. and authorities woulu help resolve transitional 
problems and promote continued cftcctivc an<l efficient mission 
accomplishment. 
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ORGANIZATIONS 

6 

' l F©l:!10) The NRO management maintains the goal of 
achievinf! a cohesive. consolidatc<l work fon.:e. Thr ... current 
personnel rmmagcmcnt structure inhibits cohesiveness. and bring!> 
forth employee opinions of unfairness in salarii:~. promotions. 
awards. ,m<l assignments. We question ,vhether the ~'RO goal is 
attainable under current SECDEF and DCI a!!rcemcms and 
directives whkh require the '.'ffi.O to Ix st.tffod frorn the CIA and 
DoD agencies. The attainment of a con,;olitillte<l. cohesive :--;Ro 
work force would oc facilitated by a single l'ivilian p.:rsonnd 
system. implcmcmc<l over a period of several years. This woulJ 
rcLJuirc the DNRO to propose changes to the SECDEF and DCI. 

(U) The designers of jointly staffed DoD/lntrlligencc 
organizations. such as the National lmagcry and Mapping Agency 
(NIMA}, heed to conf.idcr the positive and negative aspects of the 
NRO mo<lel in drafting their charter documents. We identific<l the 
NRO charter documents. relevant DoD. DCI. and NRO dircrtives. 
and exprcssc<l our view of the resultant organizational procedures. 
especially those related to procurement authorities and personnel 
management practices. Senior DoD and DCI management need to 
be fully aware of the impact on organizations such as ~IMA if 
they a<lopt NRO-likc charter documents in whole- or in part. 
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AUTHORITIES .. ~ DELEGAT/0.T\'S 

ISSUES, FINDINGS, AND RECOMMEND A TIO NS (U) 

(l?) In this section. we discuss in detail thr areas r~qumng 
NRO management attention. We highlight superior work as wrll 
as deficient ureas, Our findings relate to four areas: Authorities 
and Delci:mtions. Resource Mmuu?ement. Functional Manucc.'ml'nt. 
and Internal Mana!!C'IDC'nt Controls. We make rernmmc.'lldations 
which supply one alternative to correct deficient areas: allcmatiYe 
solutions may appropriat<.'ly correct the situations. 

AUTHORITIES AND DELEGATIONS (U) 

(Ul BACKGROl'~'D (U) Au1hori1y for the NRO originally came from a Scpt1;mbcr 
1961 lcttC'r to the DCI from the Deputy Secrernry of Defense 
(DEPSECDEF) confirming his agreement with the Acting 
Director. CIA. to establish the NRO as a joint activity of the DoD 
and CIA. A series of agreements between the DoD and the- DC! 
over the next 4 years culminated in the l l August 1965. 
"Aerecmcnt for the Reorganization of the f\:ational 
Reconnaissance Program." which "establish( C'tl l the XRO as a 
separate operating agency of the DoD ... jointly stuffed." The 
SECDEF. with the concurrence of the DCI. appoims the Df',,""RO: 
the DCI. with the concurrence of the SECDEF. selects the Deputy 
Director. The DNRO manages the NRO um! executes the: NRP. In 
,u.lilition to the 1965 agreement. DoD Directive TS-5105,23. (Sl 
National Reconnaissance omcc. was issued in I 962 and revised 
on 27 March 1964. The Directive established the ~RO as an 
operating agcm:y of the DoD. mandated the conduct of the- ~P 
through the use of "strcamlincll management proccdurl'S." and 
exempted NRP projects from '1normal staff review". Neither term 
is further <lcfi.net!. 

(L") Over the past 30 years. the management oversight i.tn11.:tuR' 
for the NRO has un<leri!one numerous changes dUL' to Executive 

· Orders. Presidential Directives. National~ Sci:urit\' Dl'dsion 
Directives. and input,; by the President's Foreign ·1ntclligencc 
Advisory Board. as well as the chartering of new boards. review 
groups. and oversight offices. Funhcrmorc. from 1989- I 992 the 
NRO itself initiated several significant organizational changes. 
some of which arc still in progress: creation of lhe Deputy Dir~ctor 
for Military Support (DDMS) position and the Plans and Analylib 
Office (P&A): consolidation of the three liCparate programs into a 
functional ("INT") ali1mmcnt: declassification of the "fact of' the 
NKO: and colloc:uion of most clements of the NRO. A morr 
detailed discussion of the evolution of the NRO's authorities and 
its oversight srructurc L~ found in Appcndi,. B. 

tf'eH,e, We noted that functional areas follo,\ \'ariou"i portions 
of DoD am.I CIA sramtory and regulatory authorities. policks. aml 
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AUTHORITIES & DELEGATIONS 

prm:cdurcs. Bricfcrs anJ those we intcn.'icwcd found it diffo:ult to 
clearly state \Vhat authorities the l\'RO opcra1cd unJcr or why they 
followed either DCI or DoD statumrv and re1!ulaton· authorities or 
pankular DCI or DoD polidcs anJ procc1.f'urcs. Reflecting thb. 
difficulty in identifying specifa: authorities am1 ri.:-sponsibilitics. the 
Acting Deputy Assistant Secretary of Defense 1Jnrcllig.cnt:-: & 
Security) raised several ~anagcmcnt Inspection Items for our 
assessment: the NRO's compliance with existing DoD <lir~L·ti\'es 
and regulations: the ambiguity of the oversight and reponing 
relationship: am.l lhc differentiation between SECDEF and DCI 
policies with regard to the NRQ. 

(f0U8l ISSUE: The authorities and delegations for the NRO, the organizations 
providing support, and the organizations pro,·iding oversight do not efficiently and 
effectively facilitate mission accomplishment. 

(ll) GENER~L 
ASSESSMENT 

~FQ1JQ) Both of the charter Jocumcnts. the 1965 SECDEF
DCI Mcmoramlum of Agreement (MOA) anJ the 196-t- DoD 
Directive <DoDD ). are now more than 30 years okL The mi!;sion 
of the NRO--taking satellite systems from cradle lo grave using 
streamlincu managcmcm--remains um:hance<l. but the 
environment in which the NRO opcnncs tol1ly is .... for different th.m 
the "world" of its orit!inal <lcsh!ncrs. The or~anization. 
management. and funding of the lntclligcncc Community has 
chan!!et.l. The Intelligence Communitv anJ the DoD have 
significantly reviscJ their methods of programming and budgeting. 
The NRO is becoming a consolidated. unitary organiz:.i.tion rather 
than a headquarters directing three separate rnmponcnts with their 
own supponing infrastructure. 

fPOU8) FINDING: The l'i'RO charter documents are outdated, ambiguous, and 
incomplete. 

ct·, CHARTER 
WEAK~ESSES 

(JiiiiiG,W) The t'hartcr Jocumenti; arc written in such va1?uc- anJ 
general terms that the NRO\ responsibilities. its relationships with 
those proviuing oversight and support. anJ its administrative 
authorities are subject to varied interpretations. After .:\(l years of 
change. thr documents contain obsolete or ambiguous provision~ 
that contlict with other authorities and are inconsisti?nr with current 
policies anJ procedures. The documents arc also incomplete. The 
1%5 MOA rnnstitutc~ the onlv existinc DC'I !!ui<lanet related to 

· the NRO. There is no DCI Directive rDCIDl or CIA Hea<lquancrs 
Regulation comparable lo the DoDD that aduresscs tht' NRO's. 
status and rcsponsibilitic~ within the lntclligem;c Community. its 
use of CIA authorities. or its relationship with the CIA. 
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(U) Roles and 
Responsibilities 

(ll) Chain or 
Command 

AUTHORlTTES & DELEGA T/0.\'S 

(F8~10) For thosr reasons. the charter Jocumcms Jo not 
dearly. 1.'0mplctdy. anu accurately Jcscribl~ the C"-isting 
responsibilities. relationships. an<l authorities of the NRO an<l 
those providing the NRO with oversight or support. Thrrr arc five 
specific weak points in the <lol'umcnts: SECDEF. DCI. ,mu D'.\'RO 
rcspom,ibilitics: the DNRO's chain of commanu: the ~'"RO'" 
cx.tcmal cwl'.'rsil!ht strucrure: the NRO's ornaniiational statu,: anu 
the DNRO's a<lministr.itive authorities. ~ 

ff8~S) The documents <lo not a<lc4uatcly ddinl' the 
responsibilities of the SECDEF. DCI or DNRO. 

- The SECDEF and DCI responsibilities specified in the 
MOA arc no longer consistent with those currcntlv dt'lincd 
bv 50 U.S.C. 403-3. 403-5. 4m-6: Executive Order I :?J33: 
and SECDEF-DCI procc<lurnl agrccmcms. For e.,amplc. 
the SECDEF no longer has "final power" to approve the 
NRP budget as the MOA states. a.nu the DCI has NRP 
reprogramming authority that is not a<l<.lrcsse<l in the MOA. 

~ The DoDD makes no mention of the DCJ's responsibilities 
rcu.ardint! the NRP or the NRO. nor doc._ it mention the 
DNRO's~ responsibilities to the Intelligence Community 
outside of the DoD. 

- The DoDD has never been revised to a<lJrcss the DNRO's 
responsibmtics to develop and implement thr Defense 
Reconnaissance Support Progntm (now the Dcfcnsl' Space 
Rrconna.issam:c Program) as the DNRO w.is <linxted to <lo 
in a Srptcmbcr l 9XO DEPSECDEF mrmomndum a-.signing 
those rcsponsibiliti~s. The DNRO docs not have 
responsibility for "air vehicle ovc-rflight projl'cts.'' as the 
<lirl!ctivc states: that responsibility was trnnsferrc<l to th1.~ 
Director. Defense Airborne Rcconnaissam:e Office. in 
November 1993. 

(liiQ!iilQJ The l'h,,rtcr documents <lo not aur4uatcly <ldini:- the 
DNRO's chahl of command. A Fcbruarv l99~ DNRO 
mcmorun<.lum states that the DNRO reports <.lirc-<:tly to '10th the 
SECDEF and DCI. The MOA says the SECDEF will choose a 
D!'\RO who will report to him an<.l be rrsponsivr 10 his 
instrnctions. bul it makes no mention of the D1''"RO reporting to the 
DCI. The DoDD is silent on the DNR01s chain of commanu. 
leaving the DNRO1s precise relationship to the SECDEF--or the 
DCI--unl'lcar. 

(~I Bv contrast. the rhartcr <lir~ctive, of thl' other 
intelligcncl'·rclatc<l Defense agcnt:ics spccifi<:ally define their 
uircctor's 1.:hain of comman<l. The 1'ational SccuritY A~cncv 
( NSA) anu Defense Intelligence Agency< DIA) Jin'l'tiw\--is;uc<l 'i1 
few years prior to the NRO <lircctivc--state specific.:ally that their 
directors report directly to the SECDEF. The Central Imagery 
Office (ClO) churtcr <lirective--issuc<l in 1993--uives "overall 
supervision" of thc.- CIO to the Assis.rant Sccrct.iry of Dct0nsr 
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(ll) Oversight 
Structure 

(Commant..l. Control. Communications and lntcllige-ncc> 
(ASDfC31)): that chain of rnmmand follow1; 10 LT.S.C. 19::!.!a). 
which savs the SECDEF will ai;si!?.n "ovcrnll supervision" of 
Defense agencies to an Offo.:c of lhe -Sccrl'tarv of Defense (OSD> 
official or-to the Chairman of the Joint Chiefs· of Staff. e-x.:-mpting 
only DIA and ~SA. The ch;mcr <lirectiws of all 1hrcL' a!!encii:~-
NSA. DlA and ClO--also conrnin provision~ that dc-t1nL' their 
<lirector's relationship with the DCL 

('4et'Je3) The charter documents <lo not adequately define thl' 
relationships be-tween the NRO and the present external oversight 
structure. Oversight of the NRP and NRO activities by senior 
executives of the DoD and Inte1Jigcnce Communitv is an area of 
uncertainty. Neither of the oversight mechanisms provhkd for in 
the charter documents has existed for several years. 

(FBUO) The MOA establishcLI an NRP Excrntivc Committc-c--
thc DEPSECDEF. DCJ. anLI Special Assistant to the President for 
Science anu Tcchnology-' 1to guide and participatl" in thr 
fonnulation of the NRP throuch the DNRO.11 However. that 
committee was eliminated by Executive Or<ler 11905 in 1976. N(.) 
compar.i.blc mechanism has ever repla1.:e<l the NRP Executive 
Comminec. although President Reagan <lid direct in u l 9X5 
memor.indum that the SECDEF. DCI. anu his Assistant for 
National Security Affairs "periodically review thr program. 
priorities and rcso1..m:cs of the NRO." 

(leQI IQ} The Do DD originally directed that thr D'.\RO. "Keep 
the Director of Defense Research amJ Encincc-ring and the 
Assistant Secretary of Defense (Comptrollcn pcrsom.tll)" informc<l 
on a regular ba'iis .... " That provision was rcplaccLI in an Octohcr 
1979 SECDEF interim charnre mcmornnuum which C'srnblishell a 
three-member Defense Space Operations Committee as "the 
principal auvisory body to the Secretary of Defense for the (S} 
NRP." The change wu.1; never formally made to the DoDD. anu thl' 
change memorun<lum was cam:clkJ by DoDD 3~00. l. Defense 
Space Council (DSC). in December l 9XH. That uirci:tivc 
established the Defense Space Council. whi<:h replaced the 
Defense Space Operations Committl'e. The Defense Space 
Council. a large coor<linating entity for all DoD spare manrrs. is 
now moribund. 

(~) While the ovcrsii?.ht mechanisms in the chaner 
<locumcnts have uisappcarcu. the SECDEF and DCJ have crcatc<l 
srvcml others that presently provide some fom1 of O\'i:>rsight over 
the NRP an<l NRO activities. ThoSL' mechanisms indu<le the 
National Rl'connaissance Review Boan.I. thl' lntellir:encc Prot?mm 
Rcvicv.· Group. the Joint Spare Management Board.~ the 
Intelligcm:c Community Executive Committee. and the Expandc<l 
Defense Resources Boan.I. The rclarionship of the NRO with those 
oversight mechanisms is not definct.J hy the t:haner llocumc.'ms. 

(FOlJQ) Day-to-Jay oversight of the NRO by the OSD staff is 
another area of tmccnainty. The DoDD !-\tatcs that NRO "projects 
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(U) Organizational 
Status 

(U) Administrative 
Authorities 

AUTHORITIES & DELEGA T/ONS 

will not br subject to normal Department of Defense staff review." 
That provision contlicts with the Under Secretary of Defense 
(USD) (Comptroller) ant.I the ASD(C3I) chaner uircctives. The 
Comptroller directive authorizes the Comptroller to "proviuc fiscal 
management for ... national reconnaissance activities ... .1' while 
the ASD(C3I) directive authorizes the ASD(C3I) to excrdsr 
"direction. authority and control'' over the NRO's Defense Support 
Program Office and ustaff supervision'' over "the Air Force and 
Navy Special Intelligence Programs.11 an unclassificu rcfrrcncl' to 
what were then the two separate DoD components of the NRO. 
The exception from normal staff review also conflicts with a 
March 1995 DEPSECDEF memora.ndum that makes the newly 
created Deputy Undersecretary of Defense for Space 
(DUSD[Spacel) responsible for oversight of space acquisition 
programs. 

(F@t;@; In a<l<lition. the exception from normal staff review in 
the DoDD is not consistent with recent SECDEF and DCl 
decisions on the NRO. In October 1995. they tokl Congress that 
they intended to put increased emphasis on joint oversight of the 
NRO. creating a program analysis and evaluation capability in the 
Community Management Staff and a functional review capability 
in the DoD. Program Budget Decision Number 701 in November 
1995 put NRO funding under the review of the DUSD(Space). 
The NRO was also directed to participate in the USD(Comptroller) -
Fiscal Year 1997 budgetary review process in the same manner as 
other intelligence-related Defense agencies. Those actions indicate 
that the NRP and NRO activities may now be subject to the normal 
DoD staff review. 

W@UO} The charter documents do not adequately define the 
organizational status of the NRO. making it difficult to t.lctermine 
the NRO's relationships with organizations that provide either 
oversight or support. The MOA states that the NRO will be 
"jointly staffed ... from the CIA. the three military tlepartmcnts 
and other Government agencies." Elsewhere. the MOA implies 
that the NRO will have separate CIA anti DoD components and 
use the authorities of the CIA and DoD. but docs not clcarlv 
describe the nature of the NRO organization or the manner ii1 
which the dual authorities will be used. There is no DCID or CIA 
Headquarters Regulation on the NRO that amplifies the MOA. 

~FOUO, The DoDD treats the NRO strktly as a Defense 
agency. It makes no mention of joint staffing of the NRO an<l docs 
not acknowledge any authority for the NRO to use CIA policies 
an<l procedures in lieu of DoD dirccti vcs. 

W&lUQ) The DoDD docs not adequately define the DNRO's 
administrative authorities. There arc no delegations of 
administrative authorities as such in the DoDD. which states only 
that the DNRO is 11spccifically delegated the authority to: I. 
organize. staff and supervise the (SJ National Reconnaissance 
Office. 2.. Establish. manage and conduct the (TS l National 
Rcconnaissuncc Program .... " Although the DNRO may legally 
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(ll) Effects On the 
NRO 

infer ad.ministrati\'c authorities similar ro tho"r !!ivcn to othl.'r 
Defense agrnl"y Jircctors from that provision. thl.' DoDD d.oc" not 
follow the prccc<lcm of other DcfonsL~ ugrm:y chancr Jirectiw,. 
While the DKRO's Jelegations arc impncit. thc:.' charter Jirccti\'C:!> 
of other Defense agencies give the director c~plicit dclegmions of 
administrative authorities. The result is ambiguity for the 1'RO 
amt the organizations provilling oversight or support. Nci1hcr can 
be certain of the nature and extent of thr DNRO's administratiw 
authorities. leaving chem open to interpretation or d.isputc:.'. For 
ex.ample. the Director. Human Resources Management Group 
( HRMG). told us the DNRO docs not have "appoimmc:.-nt" 
authority for civtlian personnel. while the NRO Officr of Grncral 
Counsel indicated che DNRO did have such authoritv. 
Funhcrmore. the CIA Office of Genernl Counsel inJicatcJ becaust? 
lhc N"RO docs not actually administer personnel. and ha~ d1oscn 
not to hire a pctmancnt cat.Ire which woulLI require it to do ~o. the 
~O has no legal need to exercise any personnel authority. 

ffe~e, The weaknesses in the charter documents enumc:."'rated 
above affo.:t the NRO and the organizations providing ovrrsight or 
support in different ways. From the NRO perspective. many of the 
weaknesses in the charter d.ocumcnl.s arc actually strengths. Their 
ambiguity increases the N RO's flexibility and enhances its fn.'.1.'dom 
of action. The conflicting and inconsistent provisions permit thr 
NRO to maintain <listance from what it consi<lcrs "Oftk1..· of the 
Secretary of Defense staff bureaucracy." Most impommt for the 
NRO. the charter documcn1s. despite their obsolcsrencc. still 
support the NRO's "core values:" streamlined manag~ment 
procedures an<l management of systems from rra<lk to gravr. 
However. the NRO uses 1hc generality of the <lornmcnt:-. a!-. 
justification for exercising extensive authority. not specified in any 
partkular document or <lelcgation. 

(F0~19l Althou2:h the list of weaknesses in the <.:harter 
documents is long. the NRO has accomplished its mission lmdi.:-r 
the documents. We couiLI not quantify any mission shortfalls 
directly attributable to the weaknesses noted above. In rhe pwa. 
the NRO has operated largely in isolation from the rcs1 of till' 
Defense anti lmclligencc rnmmunities. Now. it is moving dosc-r 
to the mainstream of both communities. The NRO is takint? a more 
prouctivl' stance in cum:ating and meeting the needs ~)f DoD 
customer!-.. We arc concerned. hO\vcvcr. that the 1..·hartcr 
weaknesses will have an adverse impact on mb,ion 
acromplishmcnt in the future. 

(Fl The level of external oversight is im:reasing rapidly. Thrct~ 
OSD staff offkes--USD(Comptrollcn. DASDtlntclligcnet' & 
Security). ant.I DUSD(Spat·e)--now have oversight responsibilities 
for the NRP and various aspects of NRO activities. The- OSD staff 
and Community Management Staff arc planning new program 
evaluation capabU ities. Congress insists on expanded cxc-l.'utivc 
and congression..il oversight of the NRP. The effort to integrate 
military anti intclHgcncc space activities will impose new limits on 
the NRO's flexibility ant.I freedom of action. 
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(U) Effects On 
O,·ersight or 
Support 
Organizations 

AUTHORITIES 1.~ DELEGATIONS 

(LT) The present charter documents leave the NRO vulnerable. 
Actions lo move the NRO closer to the mainstream. could affcn 
1hc NRO's corc values. We com:lm.lcd new i:hartcr c.lol.'umcnh 
woulc.1 preserve the "core values" and limit the burdens 01 
additional oversight. 

tFOUO) We arc' also c.:onccmcd the growing gap brtw~en tht' 
onrnnization for whkh the cha.Iler documents were c.lcsiunl'd and 
the ornanization which exists todav will cvcmuallv -ha\'C an 
udversr impac1 on the l\'RO's mission m.:rnmplishmcnt. The 
chaner documents were designed for a coven organization with ..i 
small 11joint11 stuff and three separate components. each with its 
own infrastructure. policies. and procedures. Today. the NRO is 
an oven onranization with a unitarv structure stnu!!.!linl! to mcrnc 
the three separate infr..istrucmrcs ot· the past into a~"ingk system. 
As a CIA Directorate of Science and Tcchnolol!v offidal told us. 
"The NRO is caught on its way to being something ldiff~rcnt).'' 
Our findings in areas such as contract and civilian personnel 
management. mW'lpowcr requirements determination an<l equal 
employment opporrunity-discusscd later in this repon--illustratc 
the difficulties being encountered in the transition process. A new 
set of charter documents that clearly and completely c.lefincc.l 
current responsibilities, relationships. and authorities would help 
resolve transitional problems und promote continued effective anc.l 
efficient mission accomplishment. 

WOl?il8J Our interviews with senior officials in organizations 
providing oversight or support to the NRO indicate that the charter 
weaknesses arc adversely at"fccting their relationship with the NRO 
unc.l hampering their mission at:complishment. The Acting 
DASD(lntclligcncc & Security)' and DUSD(Spacc) brlic\·c that 
their charter documents give them oversight responsibility for thl' 
NRO. Officials in both offices cited several examples of the 
NRO's Jack of responsiveness. or resistance, to wlmt they rcgan.lcJ 
as legitimate oversight cft"ons. The Acting DASD(lntcllig.encc & 
Scrnrity) and the DUSD(Space). as well as Community 
Manaucmcnt Staff am.I Dirccwratc of Sdcncc and n·chnolouv 
officials. cx.prCS!-.Cd the need for some level of ex.tcmal ow~ight of 
the NRP and NRO activities. 

(FOIIO) The Acting DASD(lntclligcncc & Security). 
DUSD(Space). Executive Director for lotelligcncc Community 
Affairs and Directorate of Science and Tcchnoloev officials 
advocatcu a new SCI of chancr documents for the :-.:Ro to clarify 
responsibilities. relationships. and authorities. As on~ senior 
official stated. there is a need 10 institutionalize the recent chanues 
in the NRO's oversight structure. At the same time. all cxprcssed 
concern that the ''unique capabilities" of the organization br 
prrservcd. A new set of chaner documc-nts would facilitate 
mission accomplishment by the organization-. providing oversight 
or suppon to the 1''RO. as well as by the NRO itself. 
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AUTHORITIES & DELEGATIONS 

( P@l::181 REC0\1MESDATl01' l tDRAFf): The D~'RO <lraft and submit to the SECDEF and 
thr DCI a new :v10A that will serve as the term"- of reference for a revised DoDD and a new 
DCID to l'hancr the !\:RO. The ~IOA should a<l<lrcss: 

- The <livision of responsibilities between the SECDEF and DCI for the !\'RP an<l :"-.'RO 
activities: 

- The nature of the DoD and ClA contributions to the ~'RO and the use of each agency's 
authorities by the NRO: 

- The DNRO's chain of command an<l the <lcgrcc of external oversight that the NRO 
will be subject to: 

- The applicability of DoD and CIA policies anti procedures to the NRO: and 

- The need for a single civilian personnel system in the NRO. implemented over a 
period of several years. 

(Jiii€H,ff}J DNRO COMMENTS: 

(~I ,\.lanagement cnncurs. The NRO w;J/ draft a nen· MOA for SECDEF mu/ DCJ 
si~natures, arul a DCJ Directh·e. respectil'd_v. Gfren the numerous tmresofred legislt1tin• 
packa,f.!.es and other lntdligenc:e Comnumiry reform initiatfre:s, a logi<:al rime to beg;n rhe 
drafting prm.:ess is January /99 7 • Tar.~er completion tlare is Sepreml,er 1997, 

(~I COJIMENTS OF THE DIRECTOR. ADMINISTRATION AND MA,\'A.GEMENT, 
OFFICE OF THE SECRETARY OF DEFENSE (DA&M(OSD)}: 

(~} Concur, with tire rccommendatirm tha1 Recommendation J he rcdsed ro ucc011mwtl<ae 
the followinK c:omrru•tlfs. 

14 

· Tlw NRO was and remafos esrahlislwd as a sep,1rate operc1ting agency within th<' 
Deparmwnr ti Defense. Accordi111-:f.v, gi1·en the prnvisions tl JO U.S.C.. there is 110 
11mbi~uity ,1hou1 th(' fact that the Director NRO curries out his mission under the 
authori0-. direction. and control rf the Secretary of Defense (SEC DEF). Hm1'C\'er. thl' 
Director NRO also is subject ro th£" rwlicies 11nd priorities <l the Director nf Ce11rral 
hzrel/igencc• ( DCI) in mauer.s inmfrin,r: natio11a/ fordgn intc-lli_~em:c. This 
fmult1me11111/ diriJim, of responsibilities lu:tween the SEC DEF mu/ rlu: DCI is hasctl 011 
sw.wror_\' and Execurire Orth•r a111h01·i1ies. and is 1101 rnhje<.'f to mod~fication through 
wry .\fOA as ,WKgestrcl in Rt'cm11memlurio11 I. Accordingly. th,• me of such cm1cept.\· 
11s "dmiJ dwi11s ,f command. 11 ''joillf c,u/em·nr." or "joim mfrs," ,u tlu:y are di.\·cu.1·.w:d 
in your reporr llrt' misleadin.~. and tlil'y are 1101 apprnpriare .mhjt.·cr.,'for 11t!goria1io11 or 
i11dusioll in a MOA. MOAs woulcl he· appropriate fnr derails of implemcntario11, su1.:h 
as .Hajfing. 11roced11ral matrers. support mran.~£'menr.s, exceprirms w policy, ere. 

· The• DoD Clwrrer Directi\'e fa hdsed only on rclel't.J.111 existin.~ statllfl'.\' and 
E.n·c:11tfre Orders wul would 1101 narmully c011tllh1 timt.· sl'nJith·e implementurio11 
derails. Accordingly, the MOA is not a prerequisite for dei•elnpin[l the re\'ised DoD 
Charter Direcri1•e. 

SEOHB' :Hi'EM1\N 'F/ilsE~JT I03YH8bE 
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- The implication that c, DC/ Directil'e fa nen•Jsurv to charter the NRO is inmrrect. 
The DoD Clraner Directil'C! must he the' estal>li.\·hi11,~ document (f the NRO conrinue.1· 
a,r a DoD agency. A DC/ Direc:ti,,,,. howe1·er, \\'011/d he a 1/Sl'ful del'ice for {'r<H'iding 
relei·anr 1wtimwl forei.r:n intdligenn· policy, program. und prior;,;-;:,atirm [:Ui<lt1111.:cfor 
the Dir<>ctor NRO. 

- The fl:'(JUin•me11t for a H!pararc cfrilian pcrsmmel system for the SRO 11·011/d be 
linked to SECDEFIDCI a,:recment.f 011 sraffin,:. This suhje,:r was a mujor i.\-s111· in rhc 
Department's recent experience with tire NIMA legislatil'l' package, llll(/ should 
pro\'ide sign~ficam insil{hts for determining alternatives for the NRO case. 

- While the Director NRO must be a majnr player 111 the dei•elopmem of any MOA. 
i11mfri11.i: the NRO. the immt!tliate staffs t~f the two principal.~ ( SECDEF/DCJ I mw,t 
/ra\·e 11rimury rc.spm1sibility for tht•ir prt•paratimz. The extent of the Director ,\'RO'.\ 
in\'ofrentt'nt in t/11: preparation of a DC/ Directfrc iJ a matter for the DC! 10 dccitlc. 

(Ffi1Wn€JJ COMMENTS OF THE DEPUTY UNDERSECRETARY OF DEFENSE FOR SPACE: 

(F8(;8J Concur willi the report findings and recommendations. 

(J-t#H,JJ COMMENTS OF mE ASSISTANT SECRETARY OF DEFENSE (CO,\JMAND. 
CONTROL. COMMUNICATIONS AND INTELLIGENCE): 

(F"t,YJ; Concur wirh the comments of DA&M(OSD). 

< P8f&8; EVALUATION OF MANGEME,'VT COMMENTS: 

(~) We concur with DNRO's proposed a,·rimu. We believe Tlt<!S<' actions should 
he tarxetedfor com1>letio11 hy I June /997 vice rhe 11roposed dare of September ltJI.J-:. 

(~) We co11cur with the comniellls provided by 1he DA&M(OSDJ wul have 
rci·i.sec/ Rt:commemlation I accordingly us folJow.,;: 

ff8U8) RECOMMENDATION 1 (REVISED): The DNRO draft and submit to the 
SECDEF and the DCI a new MOA lhat will serve ns the terms of reference for a revised 
DoDD to charter the NRO and a new DCID. The draft MOA to be completed no later 
than 1 June 1997, The MOA should address: 

- Clarification of responsibilities between the SECDEF and DCI for the l'iRP and 
NRO activities: 

- The nature of the DoD and CIA contributions to the NRO and the use of each 
agency's authorities by the NRO; 

- The DNRO's chain of command and the degree of e)(ternal oversight that the 
NRO will be subject to; 
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~ The applicabilit)' ofDoD and CIA policies and procedures to the ~RO; and 

- The need for a single ci,·ilian personnel system in the ~RO, implemented m·er a 
period of se,·eral years. 

(f@~.10 1 RECO~ME:'\/DAT1O1' 2 (DRAFT>: The Director of Administration anJ Management. 
Oftkc of the Secretary of Defense. rcvbc DoDD TS-5105.23. based on the approved MOA. unJ 
revise the chaner directives of OSD oversight offices as ne<.:cssary to agree with it. The rc,·iscd 
DoDD should: 

- Delineate the division of responsibilities between the SECDEF and DCI regarding the 
NRO and NRP: 

- Describe the charncteristics of the joint endeavor between the DoD and CIA: 

- Clearly define the DNRO(s chain of command and the relationship between NRO m1J 
the organizations in the OSD having oversight responsibility for the NRO; 

- Spcdfy. and differentiate between. the responsibilities of the DNRO as the DNRO ;.mJ 
as the Progr.tm Manager of the NRP and the Defense Space Rcconnaissum:c Prl'lgram: 

- InduJc a delegation of administrative authorities similar to the delegations given to 
ocher Defense ugcm:ies: and 

- AJ<lrcss the applicability of DoD Jirrctives. instructions and other issuance,; to the 
NRO. stating that the- NRO must comply with all DoD directives or that !\"RO will 
comply with only selected DoD directives. If the latter. include a process to identify 
which DoD directives apply to rhc NRO and which <lo not. 

r~)DNROCOMMENTS: 

(~) DNRO cmicur.~. Director of Administration wul Mana~emem, Office ri Sccrctllr_\' <f 
D<:f'ense, is ,asked ro re1 1i.l'e appropria1e DoD tlirectiw:s based 011 the new MOA. NRO will 
f'l"O\'ide inputs as lll't1tled. Target completio11 dme is I Siptember 1997. 

f~I COMMENTS OF mE DIRECTOR, ADMINISTRATION AND A./A.VAGE.'i-lENT. 
OFFICE OF THE SECRETARY OF DEFENSE; 

(~) Concur. The rel'iscd DoD Charta Dirt·crfre ll'ould be prepared hy my <~ffit'c. />11r.nw111 
ro n·sponsibilitie!J wul _timc:riom assignee/ ro rht· Din'ctor (/ Admini.ttrutirm a11d ;\fo11ageme11t by 
1hr Secre1ary <~f Def<'ll.H!. wul ;n cMrtlina1io11 with cogni:.ant DoD oj}rcic.J.I.~ wul rhc DC/. The 
Diffc:tire 1rould dellrly stat<.' the NRO's mission. respmuihilities, ,timctions. nlationshiJ)J, 
,wrhoriries. cJtul any ddcgated admillistratin• umlioritirs. hased 011 rd,·1·<1111 e.\'isti11g swtutt:.'l am/ 
E.n·cutiw' Ordas. am/ DoD organi::JJtimwl and nwm1grment impert.J.til•e. 

(~) S/l()ufd rite Secretary of Defenst' c'OJt.\'idl'r it appropriatt.' to desiKnate the NRO t1s ti 

Combat Support A.~enc.Y /Hlfstumt to Section 193, JO U.S.C.. as was propo.w!d for the NIMA. 1he11 
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AUTHORITIES t~ DELEGATIO.\'S 

th<' Cl1c1irmu11 <f the loim Chiefs,~{ Stu.ff would huve a stumrory nl'crsight role perrui11i11.~ to tl1t· 
,\'RO'.,· readiness to support tht' operarion,i/ft1rc·es. 

tret1e1 EVALUATION OF DNRO AND DAS1.M(OSDJ COMMENTS: 

(~) We consider the' proposed acriom; of tlw DNRO ro be re.,·ponsil-c to tht' 
Ree<>mm,•mlation. 

(~) We concur 1ri1/i the comments <if the DA&M(OSD) 011 this Rcxommemhuio11 UJul ,111 
Rt'comml..111tlllli011 I and revise Recomme,u/a,hm 2 accortlingly us follows: 

(f'8U0~ RECOM:\1ENDATIO~ 2 (REVISED): The Director of Administration and 
Management, Office of the Secretory of Defense.,. revise DoDD TS-5105.23 and re,·ise the 
charter directives of OSD oversight offices as nece~ry. Target date for completion is I 
September 1997. The revised DoDDs should: 

- Clarify the responsibilities between the SECDEF and DCI regarding the NRO 
and NRP; 

- Describe the relationships and authorities of the DoD and CIA regarding the 
NRO; 

• Clearly define the D!\'RO's chain of command and the relationship between !'\RO 
and the organizations in the OSD having oversi~ht responsibility for the :'lo.RO: 

- Specify. and differentiate between~ the re5ponsibilities of the DNRO as the DNRO 
and as the Program Manager of the NRP and the Defense Space Reconnaissance 
Program: 

- Include a delegation of administrative authorities similar to the delegations given 
to other Defense agencies; and 

- Address the applicability of DoD directives, instructions and other issuances to 
the NRO, stating that the NRO must comply with all DoD directives or that NRO 
will comply with only selected DoD directives. If the latter, include a process to 
identify which DoD directives apply to the NRO nnd which do not. 

(liQl'Q) RECOMME'.'l:DATION" 3 (DRAFT): Base<l on the approvc<l MOA. the Dl'\RO drnfl 
an<l ~ubmil to the DCI a DCID on th(' !\RO to parallel the rcvise<l DoDD. The llrafl DC-ID 
shoull.l: 

- Delineate the <livision of rcspon!-iibilitie:-. between the SECDEF anc.L DCI rrgarlling thr 
NRO an<l NRP an<l the DNRO's f'L'lationship to both officials: 

- Describe thr chan.1ctcristics of the joint endeavor between the DoD an<l CIA: 
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- Discuss the DNRO's responsibilities as the Program Manager of the NRP anJ. the 
relationship between the NRO and the Community Management Staff and non-DoD 
Intelligence Community members: and 

- Define the CIA's responsibilities regarding the provision of manpower. security policy 
guidance. personnel management. financial management. an<l other infrastructure 
support to the NRO. · 

,·.s.au@) Ma11a,C!,ement concurs. NRO will draft a DC/ Directive on the NRO. 

(fii€JWJ COMMENTS OF THE DIRECTOR, ADMJNJSTRATION AND MANAGEMENT. 
OFFICE OF THE SECRETARY OF DEFENSE: 

,'FOU8) The intent of this recommendation is not clear. A~ we noted earlier, a dual charter 
concept has no legitimacy. The role of the DoD Charter Directive is to establish the NRO as a 
DoD agency. The role for a DC! Directive is to provide appro1,riate national foreign 
imelfi~ence policy, program. and prior;,Jzation t:u;dance for the Director NRO. Both are 
essential. but their purposes must be clearly understood and remain mutually exc:Jusfre. 

,'FOUdJ EVALUATJON OF DNRO AND DA&M(OSDJ COMMENTS: 

(~) We consider The proposed actions of the DNRO to be responsive ro the 
Recommemlation. 

1\R@(fi@J We concur with the comments of the DA&M(OSDJ um! revise Recomme,ufotion 3 
accordin,?iy as follows: 

{POtJ8) RECOMMENDATION 3 (REVISED): The DNRO draft and submit to the DCI a 
DCID on the NRO to parallel the revised DoDD. The draft DCID to be completed no later 
than 1 September 1997. The draft DCID should: 

IX 

- Clarify the responsibilities between the SECDEF and DCI regarding the NRO 
and NRP and the DNRO's relationship to both officials; 

- Describe the relationship and authorities between the DoD and CIA regarding 
theNRO; 

- Discuss the DNRO's responsibilities as the Program Manager of the NRP and the 
relationship between the NRO and the Community Management Staff and non
DoD Intelligence Community members; and 



(b}Lll 10 l iS(' --l2--l 

(ll> NRO 
CONTRACTING 
MASAGEMENT 

AUTHORITIES<.{ DELEGATIOXS 

We toun<l no mtl1cation that the DNR cxcrdsc<l his 
contracting authority from the SECDEF as a Dcfcnsl? agency 
tlirector. 

(Jiil8ti()) FINDING: The current and planned NRO contracting management systems 
include procedures which conflict with the legal constraints of the CIA Act of 1949. 
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(U) LIMITS ON 
DELEGATION OF CIA 
CONTRACTING 
AUTHORITY 

(ll) COMPARISON OF e¥0U6) The NRO could achieve an efficient and effective 
CIA AND DOD unit· contracting s stem based onlv on one set of authorities, 
AUTHORITIES 
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(bl(]) IOllSl'-J.:?:-1-

(b)U) Ill l 'Sl' -l-2-1-

AUTHORinES & DELEGATIONS 

of t110sr DoD authorities had impcuc<l thr NRUs llSC' of 
streamlined management or slowed at:4uisition of a uL'sirL'd 
rapability. 

iil• Jlll• • ( b)(., I IO l :S(' -1-2-1-
(h)(.,) 10 (IS(' -l-2-l-

(b)(_,) IO (IS(.' -1-2-l- The Jcviutions of imponitnCc lo 
the NRO ::.ire all relate<l to thr full and o~n competition 
requirements of 41 U.S.C. 253. Similar authority for (,kviations 
from 41 U.S.C'. 253 is given to DoD in 10 L'.S.C. :!.30-t(c)(6). 
which limits L'Ompctition when disclosutr of ncr<l'i wouhJ 
compromise na1ional security. 
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f ~ J D.\'RO CO.\JM ENTS: 

(~) EVALUATION OF DNRO COMMENTS: 

( ~} Sine<' tlu: NRO ims estahlishr:d a.~ " D<fcnse A,~l'II<.)', we requcsrc,I m1 onc.,·.'imt.·nr of rlu· 
deh·gari011 <~/' DCI comra,:tin.~ authnrity m personnel working ar the NRO hy th£' DnD Office of 
Ge11a,1/ Counsel. The DoD Office of General Cmmse/ w;/1 provi<ll' ,1 respo11.H' by I Octoha 
IW6, ut which time rlw DoD/IG and CIA/IC will assess thl' DoDIOGC um/ C'IA!OGC ,,ositions 
um/ determine ff the issue rc.•quires further action. 
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MISS/0,\' REQUIRE.\1£.\'TS 

(U l MISSION REQUIREMENTS DETERMINATION 

1FOU01 OVERALL ISSUE: The NRO has adequate processes in place to determine and 
prioritize mission requirements. HO\l'CVer, the NRO does not adequatel)' ussign 
responsibilities among its components for: coordinating requirements for new satellite 
systems. and dealing with the near-term needs of primarily military users of operational 
product. Moreover. !\'RO does not adequatel)· coordinate "'·ith other DoD organizations 
in supporting military commanders with NRO products. 

(U) F1JTL'RE 
SATELLITE 
S\"STE:\-IS 

( U) Background 

\ft)U0J There ii; no simple way to dc.~cribc lhe n1rrent 
proccs.'-C!-. which drive- future rcconnaissam;c satellite rapabilitics. 
That is the consensus among senior NRO oftkials and officials 
from agencies which work do1,cly with the NRO. Guidance to the 
NRO on future satellite system needs results from un interactive, 
evolving process involving many officials an<l technical managers 
from throughout the intclligcm:c. defense. an<l polky rnmmunitks. 
Typically, as the Plans and Analysis Offil:e (P&A). one of the 
principal customer interface offices. bc<:omes aware of major 
concerns from military. intelligence. or poliey lea<l.:rs about 
intclliircncc collection nce<ls. it becomes involved in an c:\tcnsivc 
series -of discussions. task forces. study groups. ctl' .. ovi:-r a period 
of years to help define what new capability is needed anJ projected 
costs. Other NRO directorates anJ offices often contribut~ ro the 
process. 

~ In 1hi: past there' were more established means for the 
Intelligence Community to provide the NRO with l'Oor<linatc<l and 
prioritized guit.lam::e on future satellite rcconnaissanl'e !.)'Stems. 
The: SIOINT Overhead Requirements Subrnmmittce of the 
National SIGINT Committee ha<l providc<l NRO with 
requirements on overhcaJ SIGJNT collection needs for twenty 
eight years. and the- CIO and its prc<leccs.sors provided g.uidam:c on 
IMJ!\'T collection needs for a comparabk p,..'riou. These' 
organizations continue to provide gui<lanre: however. thl'y urr one 
''voice" among many. 

ff©UO, The NROs efforts to cxpan<l amJ strengthen tht' 
support pro-.·il.ku to military customer!-. an<l w,cr-, throllgh new 
rct.:onnaissancc satellite capabilities is in its initial stage:-.. Thesl' 
efforts have already prodm:cd posilive results. (!\otr: Cusmmrrs 
arc government organizations that directly proviuc the !\RO with 
collection requirements. help fund NRO projccL-;. or validate 
collection requirements. Users arc organizations that makr 
substantial use of NRO product!\.) DoD components which havr 
been providing requirements guidance to NRO induue: the Joint 
Rcquiremems Oversight Council: the DIA; the '.\1ilitary 
lmclligcnce Board: anti the l;nitied Commands. They have 



MISSION REQUIREMENTS 

provided useful gui<lancc in recent years. supported by thr effom, 
of the Defense Support Project Oftkc (DSPO) which. along with 
P&A. have workl'd with Lhcm to rram,latt' their !!uidancc into 
documentation tor defining a satellite rcconnaissan::c- capability. 
The :--.'RO has rl'ccntly been prnisctl by thr Commander in Chief. 
U.S. Pacific Command. for taking the first step,; to fully cngagt' 
theater wartightcrs in the design of NRO architecmre)\. 

fF0l'9) ISSUE: The NRO has an adequate process for responding to coordinated. 
prioritized, customer needs for future satellite systems; however, the NRO should 
implement formal procedures for informing customers in a timely manner of proposed 
design modifications to future satellite systems. 

(ll) Responding To 
Customer Needs For 
Future Satellite 
Syste~ 

(ij?OUO) The NRO has formal. stmcturcd processes for 
acceptance of requirements for new satellite collection systems. 
These processes. known as the acquisition decision approach. arc 
tl01:umentcd in NRO Directive 7. They arc gcncrnlly working ,wll 
ba.c:cd on evidence compiled from imcrviews with NRO technkal 
managers and cusromcr officials. and from examination of NRO 
requirements tlocumcnts. The processes include. among other 
things. the procedures for assessing technical risks. costs for each 
system option. estimates of time to develop and ar4uirr the 
collection svstcm. and continuous assurances that customer 
requirements- rrmain current and valid. 

{FOUO) In the acquisition Jccision approach. the D~RO is the 
acquisition decision authority at each key tledsion point antl is 
a<lviscJ by the NRO Acquisition Boar<l. chaired by the 01':RO. 
The members arc: the Deputy DNRO. the DDMS. the program 
Jirectors. ant.J thr Director of P&A. The key llc<:ision points in the 
NRO acquisition t.Jcdsion approach arc as follows: funded concept 
definition studies approval: pre-acquisition approval: and new 
program start. 

rt-@U@) Our recommendation in thr Authorities anu 
Drlcgatioos sC'ction rnvcring designation of which directives and 
guidance app1y to the NRO should result in a Jccision covering. 
application of the DoD or CIA acquisition process to ~'RO anti the 
roles and responsibilities of DoD and CIA officials. The-re-fore. w~ 
do not make sep..irate rcrnmmen<lations here with rcganJ to this 
matter. 

1FOI '9t Ft,nJNG: The NRO does not consistentlv make a timelv and concerted effort to 
rully inform customer organizations which exploit N RO collected data of future satellite 
system design changes. 
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~) The NRO gets mixcu reviews in interviews with senior 
personnel in customer organizations anc.l in rnstomcr survey data 
concerning responsiveness in meeting their needs. Customers 
l:Ontcnd that NRO has <lone an excellent job in designing. building. 
anu operating. satellite reconnaissance systems whkh have 
continued to collect critical intelligence information. Alth0ugh 
rcccntlv NRO has ocrnmc much better in ucalin!! with CUM0111cr~. 
Lhcv state the f\."RO has been somewhat uiffo:ult to work with: that 
NRO employee~ woultl <lo better to consiucr the nl'Cl.ls of 
rnstomers. be less arrogant. anJ review major issurs with 
customers prior to making a decision which affet.:ts all partidpunts. 
NRO customers dnim a lack of timely feedback on system design 
changes which could result in major cost growth for exploitation 
equipment and srrious delivery schedule slippages. The s\'.hcl.iuk 
slippages an<l customer dissatisfaction with the <levcfopmem of rhc 
Requirements Manaf!Cment System and the Enhanced Imaging 
System arc examples of problems caused by. in pan. lack of timely 
feedback to customers on proposed design t.:hanges. The- NRO 
management has apparently made some progrcs." with its 
employees on this issue as survey data indicate NRO employees 
overwhelmingly agree I.hat management emphasizes Sl'rvice to 
customers. This is consistent with the rcpons from customers I.hat 
NRO is becoming better lo deal with in recent years. 

(U) The customer survey data. which reinforces the interview 
comments. arc summarized. as follows: 

WOl,QJ 

Survey Statement 

Satisfied with the working rclationshiploi 
with the !\RO. 

Satisfied with the NRO's timely development 
of new collection systems. 

Satisfied with access to the NRO if 
4uestions or problems arise regarding 
requirements. 

Their requirements arc considered by 
the NRO in planning future systems. 

They were informed in a timely manner when 
alterations to original plans were 
being considerc<l. 

Satisfied the l\~O has processes in place 
to adjust and update it's plans for 
future systems as priorities change. 

cutra responses not ref ccted. 

SECRET R¥EHAl>I 'l:sli.1 ElfT tT¥NQlslt 

3]l"c· u~rcc 
40Cc dTsagrcL' 

46ck agree 
39% & .. agree 

52'>c ac.~l' 
3 Ve disagree 

69cc agree 
21 Ch· disagree 

2SCfc- aurcc 
5Wi- disagree 

3:,.cc ac.rc(' 
4)-i<('" disagree 
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MISSION REQUIREMENTS 

<• Ot e, RECOMMENDATIO::'\ 5: The DNRO direct de,•elopment and implementation of 
formal procedures to inform affected customers of proposed satellite system design 
modifications in a timely manner. These actions to be completed by I October 1996. 

/J tH9'3, D.\'RO CO.\IM£.VTS: 

(,SfJ8UJ Concur. NRO customers c:w·rt•mly cmem/ major co11tracrual design rt'rit,u·., am/ 
punidpare in 11w11erous a.,·sessmelll cap,1hiUty exercises and users' <"01{fue11c:t:s 11·or/dwith·. 
Ne,·athele.u. we are mim~ful of the naci ro hettt•r inform customas rl t't'en minor dt.·s(f.!11 
dwnges. P&A will work to heller use our existing tools and to promote already amilablc 
opportunities by placillR the NRO's Integrated Ro,ul Map on /NTELINK in May 1996. Among 
the NRO's existing roo/.1· is the NRO Directfre 14. "NRO C1momer and User Supporr," 
Implementation Plan. Tiu.' DDMS, wilh as.1•istanct· from NRO Direcrorar,,s and Offices, will 
r<>1·ie1\' the lmplm1e111atio11 Pltm and inrnrporate appropriate il!f<UWCJtion with regard to 
.fornwli:.in~ the customer JWt{fication process b_v I October 1996. 

ti 06'3,EVALUATION OF DNROCOMMENTS: 

( r~ J We consider the proposed actions by DNRO to be responsfre to the Recommmdatirm. 

(F8li0~ ISSl'E: The NRO has an adequate process for upgrading future models of 
currentl): operational satellite reconnaissance systems to belier satisf)· customer 
requirements. 
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WE!?UQ) The process employed by NRO to dctcrmim.' whether 
to ex.pend rcsomccs on upgrades of currently operational satcll itc 
systems is the same as for determining whether to build a new 
satellite. This acquisition decision approach process is dcs1.:ribcd 
in NRO Directive 7. Approval by the DNRO is required before a 
program manager may take any artion committing to major 
upgrade. 

(FOUO! There arc a number of reasons customers. and 
sometimes NRO program managers. lobby for upgralles of current 
systems. The primary reasons include new tcrhnologi~s which 
would provide a significantly enhanced capability. and operational 
data which indicate that the satellite rnuld provide enhanl"l'd 
quality or quantity of data with system impro\'cmems. 

(~) The- NRO made- a commitment to a stron!! technologv 
program through assured funding of new com:cpt'i and an 
organizational structure for managing tcl:hnology u~vdopmcnt. 
Thr organization sets aside 5 percent of its research am.J 
procurement budget for new technology development with the 
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MISSION REQCIRE.\/E.VTS 

Technology Office. the uircctoratcs. an<l se\'eml other offices 
being the major managers for thl'sc fun<ll>. 

"f'8o) Customers play an important role in assuring. that ;--.;Ro 
technology ucvclopmcnts. which could upg.nu.k' satellitl' systems 
of importancr to them. arc supportcJ. According to th\'.' ~RO 
technical managers. customers arc kept appriscJ of thl' staiu~ of 
the technology projects. Customer support for major upgradl~s 10 
operational systems basc<l on new technologies is sought by tht' 
NRO acquisition board as an integral input of the acquisition 
decision approach. 

ffl All technology projects are entereu into the technology 
roaJ map. a computerized graphiral <lata base of all t\.'chnology 
projci:ts. as soon as they show promise that they will be important 
to a current upgni<le or a future system. As the technology 
progresses an<l a specific satellite program is i<lcntifie<l where it 
will be used. senior munagcmcnt approves its insertion into thc
NRO integrate<l road map where it becomes part of the formalized 
planning an<l oversight proi:css. (Refer to the Strategic and Annual 
Planning section for a description of the NRO integrated roa<l 
map.) Technology projects also become subject to the 
configuration control process which requires prior manag:<.'mcnt 
approval an<l documentation of all changes an<l upgmdrs co NRO 
systems. 

(b)(1 )(c) {b)(3) 1 o use 424 
I ---, .------ I 

(F8U01 ISSUE: The NRO has an adequate process for responding to requests for 
operational tasking or reconnaismnce systems. 

The NRO has a 
participant (not a member) on the working group. 

(b)(1 )(c) (b)(3) 1 o use 424 
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MISSION REQUIREMENTS 

(F91i1'~) ISSUE: The NRO does not have an adequate delineation of responsibilities 
umon~ its components for coordinating either long-term requirements for new satellite 
systems or for dealing with the near-term needs of (primarily) military users of 
operational products. 

(ll) Coordinating 
Long-term 
Customer 
Requirements 

fFQYQJ The NRO Directives 7 and 14. issued in January I 99~ 
and June 1995 respectively. arc the principal documents· which 
define wmponcnt responsibili1ics for interfacing with customers 
and users on their requirements for new satellite collenion 
capabilities. Prior to the issuance of NRO Directive 14. the- P&A 
was primarily responsible for working with the divcrsr lntclligcm:e 
an<l Policy Community customer base anti supporting them in 
crafting intelligence requirements for the t\RO. The OD~1S was 
responsible for working with the defense intelligcm:e l'Otnmunity. 

(fi@tl::iE:li The P&A Office keeps abreast of the long-term rren<ls 
in collection requirements. sm:h as found in the :--;ational 
lntcHigcncc Needs Procesi;. particularly as they rclatC' to satellite 
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rnllection. They identify those long-term requirements nrcus 
which could br satisfied by satellite collection. The Polky and 
lntclligrnce Communities consider P&A their prirna.ry cnm~c into 
the NRO. 

(fiOtlO) The DDMS assures that the need, of the JCS. l'nifird 
Commanus. anu the Military Services for new recormaissanct' 
Siltcllite capabilities arc heard at the highest levels of till' NRO. 
NRO Directivr 7 gives the DDMS this responsibility. Subordinate 
to the DDMS is both the- DSPO and the Operational Support Ot'ficL' 
tOSO). DSPO serves as a staff which suppons thr DDMS in 
interactions with various Pcmal!on staffs. OSO <lclivcrs tailored 
suppon to military operational users of NRO prouucts anu 
sl!rviccs. 

W81'8} FINDl'.'iG: NRO Directive 14 conflicts with NRO Directive 7 regarding the 
responsibilities of P&A and DDMS for interfacing with customers and users on long-term 
requirements guidance. 

EFOYOt Prior to the issuance of NRO Directive 14 and the 
Customer Suppon Implementation Plan. the DDMS and P&A 
<livi<lctl the responsibilities for inr~r-Jcting with the full range- of 
customer community organizations anu cooruinateu their at'tiviti~s 
as appropriate. Our interviews with NRO manager.. untl oftkials 
from customer organizations <lid not identify any problems relating 
to interactions between P&A or DDMS anJ customer 
ornanizations and committees on long-term requirements 
,gui<lam:c. 

~) The rnstomcr interface responsibilities now fall most 
heavilv on the DDMS with the issuance of NRO Directive J ..Jon 
19 June 1995 and its accomp,mying Customer Support 
Implementation Plan. issuc<l on 11 October 1995. NRO Directive 
14 Jcsilmatcs thr DDMS as ''the sin~)(' manat!er an<l Excrntivl' 
Agent for all NRO customer anu user ~-.upport 11

.- Aecording to the 
Customer Suppon Implementation Plan. the "DD~lS will us~ 
information on rustomcr requiremcnL11 an<l satisfaction to h~lp 
Jctcrmine strntcgic direction and priorities for customer suppo11." 
P&A responsibilities arc now i<lcntificJ as "the NRO authority on 
requirements consirlcrcu in program dcci. .. ions for rurrcnt and 
future NRO svstcms." We note NRO Directive 7. which idcntific<l 
P&A as the primary responsible component for customer intcn·are 
responsibilities. has not been withurawn or rewrittl'n. Th~n.' ha, 
been no :'\RO policy statement on the reasons for shifting primary 
responsibility to DDMS for all NRO customer and user support. 

(P:6~6} It is our juugment the DDMS will not be fully capabk 
of discharging its responsibilities as the Exccutiw Agcm for all 
NRO customer and user suppo11 with its current staff. The 
component\ of thr DDMS. DSPO anJ 0S0. llo not have the 
personnel wirh the experience or skills to fully manage thL' 
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,.:omplex imcragency and incen:ommunity intcrai:tions invoh ~J in 
long-tcnn requirements guiuancc at this time. 

(FQllQ) RECOMMENDATION 6: The DNRO issue a directive or letter clarifJing sections 
in Directives 7 and 14 and the C~tomer Support Implementation Plan relating to 
component responsibilities for managing intelligence collection requirements and for 
pro,·iding c~tomer and user support. These actions to be completed by 1 October 1996. 

(~)DNROCOMMENTS: 

(I-8HO) Concur with caveat. As an altemative to Recommemlatio11 6, the DNRO will direct tlwr 
the NRO Direcriw! 14 Implementation Plan be updated to eliminate duplicarh•£' and co1tfi1si11g 
Jangua.i:e. Target completion rl this action is I October l9Y6. 

(~J EVALUATION OF DNRO COMMENTS: 

(JiiitliH,i,€)) We affept the pm110sed DNRO aJrernarive 10 Recommendation 6. 

.30 

(lll Shon-term 
~eeds of Primarily 
\1ilitary Users · 

-(,io) The OSO is the NRO component primarily responsible for 
interacting with the full complement of military users of Jara and 
services from opcr.uional satellites. Other elements of thr NRO. 
including the Tactical Dissemination Group of the 
Communications Directorate and clement'> of the SIGINT and 
IMINT Dircccoratcs. inceract with military users: however. th\!y arc 
expcctcu to coordinate their cffons through OSO . 

.. 
111

0s0 - (b)(1) EO 13526 Section 3.3(1) 
OSD - (b)(1) EO 13526 Section 3.3(1) 
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MISSION REQUIREMENTS 

OSD - (b)(1) EO 13526 Section 3 3(1) 

ffliillsl0! We found ~'RO components have not yet bcl'n fully 
successful in coordinating umonu: themselves their intl'ractions 
with military users of NR~O products. NRO managers am.I users 
state there ncedi. to be better coordination between :\'RO 
components to assure 1hat military commanders in the field Jo not 
receive conflicting or rcdun<l.mt support. Managers claim 1hat they 
arc working to solve 1he problems: however. we found no cvidcncc 
of actions taken. All NRO components responsible for proviuing 
products and services to military users should agree upon the terms 
for won.linating their efforts. 

W@U0:, There ilrc no adc4uate procedures in place for NRO 
components to :;ystcmatically obtain illlll use fecllback from 
military users on the 4uality. quantity. illld timeliness of NRO 
product'i and services received. Components whkh interact dailv 
with military users receive numerous mcssai?es containin!.? useful 
comments am.I information. No useful ~database <.:ontaining 
information from these feedback messages has been created. 
although managers have stated that such efforts arc underway, 
Interviews failed to surface other processes in place for managing 
user fccllback or utilizing suth information in a systematic manner 
to improve service. NRO tomponcnts responsible for regularly 
interfacing with military users shoulll implement processes to 
effectively manage infonnation·derivc<l from customer foc<lback. 

{li9199) FISOJ~G: Officials in the DIA, NSA, and CJO contend that the NRO is not 
properly coordinating its efforts to provide NRO products and services to military users 
with their agencies. 

...,. Managers of DoD agcndes which have 1..'Xtcnsivc 
intcmctions with the NRO contenll OSO has been ovcrlv 
aggressive in marketing NRO products and services to the milital)' 
commands. In the judgment of the inspection team. the issue of 
the extent to which NRO's direct suppon to military commands 
infringes upon the rrsponsibilitics of other DoD agencies should be 
resolved by all lhc affected agencies. A senior manager in a 
wstomcr organization stalc<l 0S0 is trying to cxpanll its chancr by 
servicing military commam.lcrs with "single solutions'1. i.e .. data 
from NRO satellites. without con!ii<lcring other potential 
intelligence sourtcs an<l Llisciplines. Another claimi:-d 0S0 
engages in uc1ivlties. such us helping miJitary commander, in thr 
ficl<l direct!\' acL:css NRO collcctcu data. which. he brlie..-~s. an.· 
the responsibility of the CIO an<l NSA. A third stated OSO fails to 
coordinate its contacts with the military commands with DIA. 
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OSO manaecmcm. aware of these- issues. rnnsiJers it within thL' 
responsibilities of ~he NRO to support the- commanJers in th~ ticlJ. 

(f6UO, RECOMMENDATION 7: The DNRO direct development. coordination, and 
implementation of a joint plan with appropriate DoD organizations for coordinating 
support to military commanders in the field. Coordination of the plan to occur no later 
than I November 1996. 

f~J DNRO CO.lfA,tE.VTS: 

(~J \Ve cnncur u·irh RecnnznienLlari,,n ~ TIie NRO's DD,'v!S 11·i/J initiate a 1>r1,ccS.\ to 
de,·e/oJ>. c:oor,linare. am/ impJemenr a join, plan with appropriate DoD orJ~m1i~ationJ fot 
coordinatin!( support with military commanders in the field. This 11la11 n·i/1 he rt•ad_,. for 
cnorclitwtio11 hy J Nm·t1mbcr /1)96. 

{~) EVALUATION OF DNRO COMMENTS: 

0 eoo, Wl' consider the proposed actions of the DNRO to be l'l'sp<msfrt• w the 
Rec<>mmendutimi. 
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(U) STRATEGIC AND ANNUAL PLA.'i''.'IING 

(li) BACKGROl!~l> (U) Planning involves establishing objectives and goals as wdl 
as projecting rcsourL"cs and functional components to achirv,' 
them. Resources indu<lc manpower. fadlities. equipment. 
material. and funds. Objectives arc the general starcml'nt~ of 
intern.Jed accomplishment: goals i.lfe the spedfo.:. mc-asuraok• 
turgrts. Strategic planning fornscs on broad. long-term bsUl'S. 
The strategic plan provi<lcs the organization a foundation for 
managers at all levels of the organization to set priorities. allocate 
resources. und anticipate and inc.:orporatc future rel!uirl'mcnts. 
Annual planning links longer term objectives wi1h shoncr term 
goals. 

(U) Performance indicators trad .. an organization's status and 
progrcs.i; regar<ling objectives and goals. The indicators usually 
take the form of chans which depict progress toward unit and 
organizational objectives an<l goals. Feedback mechanisms keep 
management. employees. support and oversight pcrsonni:1 
informed on the progress achieved. 

(HIJille, ISSUE: The NRO has adequate processes and mechanisms to prepare strategic 
and annual plans. However. there is no comprehensh·e. consistent system for identlrying 
perrormance indicators. 

tl"6U6, THE NRO 
STRATEGIC PLAN 

(FOJJO) The NRO Stratcgit: Plun. last published in 1993. 
documents the D!\'RO vision and strategic context. cstahlbhcs the 
strategy and objectives. and provi<lcs approaches to achieving 
near-. mi<l-. and long-term goals. The strategic plan forms the 
foundation for NRO planning. programming. an<l budgeting. and is 
available to all NRO employees. The current plan result~<l from a 
Yl'ar-long. cffon to identify and respond to factors r~shaping the 
U.S. national security interests and inrnrpom1e<1 rcsuhs from 1wo 
years of internal and external reviews and analyses. im:luding the 
Woolsey and Fuhrman reports. ThL' Plans. Rcsmm:cs unJ Poli<:y 
Division of 1he P&A Office maintains rcsponsibilily for 
coordinating the Slrategic planning process. 

(F8U81 The i'\RO Strategic Plan rccol!nizcs the followim! kc,· 
cxtcmul influences which will directly impact the organization·: 
new threats to U.S. security: U.S. National Security Policy; 
Congressional issues: Intelligence Community issues: ,uppon for 
military and other overseas operations: and new tcchnolog~·. 

(~) According to the plan. the macro-strategy "rcspon<l.~ 
to current conditions. while enabling transition to longer term 
strategk objectives" to achieve the ONRO vision. The plan further 
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(ll) LONG RASGE 
A~A~l':UAL 
PLA~NING 

states "the macro-strategy recognizes the conflicting pressures 
urnong sunk costs. existing infrastrncture. current i:apabilitics. 
near-term needs. changing needs. and future in\'estmcnt 
re4uiremcnts to builu am.1 maintain nc-l~<.kd new capability." Thl' 
macro-strategy consists of: 

- Jnvesting in the future while- accepting near-term risk: 

- Jncreasing emphasis on suppon to military operations: 

- Maintaining functionality and flexibility while decreasing 
capacity. until prudent to decrease capability: 

Assuring a·viablc industrial base: 

- Developing and protecting critical technology: and 

- Improving overhead mission management. exploitation. 
an<l dissemination. 

(f("}O('), The NRO uses the lntcgnucd Road Map. along with 
the NRO Master Schedule. a~ phinning tools for both long-range 
and annual planning. The lntcgrntcd Roau Map consists of an 
interactive soft copy document which is used to maintain oven.ight 
of the schedules and milestones for the numerous and complex 
systems development ant.I rcehnology programs. The Master 
Schedule provides on-line information on key activities for shorrer 
specific periods of time. 

(EA' \A~ FINDING: The NRO Strategic Plan is out-of -date. 

(fZOUO, The NRO Integrated Road Map should reflect the
main features of the Stmtcgic Plan. It serves as the primary tool 
for the scheduling of milestones in systems development to 
achieve the planned objectives am.I goals. The lntcgratcd Road 
Map supports integrated planning across the c.lircctomtes: 
development of investment strategics: decision-making at all 
levels: and implementation of the NRO Strategic Plan. The 
availability of the Integrated Reau Map via the Government Wi<le 
Arca Network makes it an invaluuble tool to communicate to all 
employees the current status of all programs and long-term 
direction of the NRO. 

(li(i)l"6, The Intcgmtc<l Rou<l Map is updated at t1uartcrly 
.~nior management meetings wi1h the DNRO approving changes. 
As <lircctoratcs and offices review and up<latc their 0\\1l road maps. 
the '.':RO lmcgratc<l Road Map rctlccts these changes. The enc.I 
result reflects current program status and relationships between 
programs. 
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tFQFQ) Th<:' NRO Master Schc<lulc shows 1':RO milestones in 
4-. 12-. and 36-month increment-;. It indu<lc-s baseline program 
schedules. launch manifests. con2rcssional bricfin~ risit sl'h~duks. 
and other si1mit1cant acti'.'ities ot' senior manat?cmcnt. The l\'RO 
uses it to maintain staff awareness of future acti\"ities an<l potential 
contlicts that may require resolution. Although operational. the 
format an<l structure arc still undergoing dcvclopmcm. 

Ef©~©} ~anagcrs usc<l varying techniques to aci.:omplish 
annual planning.. Some use<l formal monthly planning sessions, 
while olhcrs usc<l their office road map. combinc<l with the 1'RO 
lntcgnne<l Road Map. to plan their activities. A minority <li<l not 
use any annual planning mechanisms. 

(F@ls?O} The long-term nature of tlcvclopmcnt of 
reconnaissance satellites do not require annual review an<l 
a<ljustmcnt of strategic plans~ however. the organizational 
infrastructure supporting the major development programs needs 
updating more frequently than every 3 years. Changes in industry. 
high-tei.:hnology, customer-supplier relations. are examples or 
exterrtaJ factors which occ-ur too rapiJly to allow a three or more 
year hiatus between str.1tegi1.: planning reviews. 

(F8U0~ RECOMMENDATION 8: The DNRO direct development and implementation of 
a process to update the NRO Strategic Plan annually to ensure it accurately portrays and 
communicates the organization ruture. Actions lo be completed by 30 May 1997. 

1PtJU01 DNRO COMMENTS: 

( ~ J Cor1cur. The Jeremiah Panel was aeated 10 define rhe NRO <!f the 21 sr cemury with 
.final repnrr due June /<J9ft. This report will imrwct the NRO Strare~ic P/CJn. The DNRO ll'ill 
provide a revised Strategic Plan hy 30 M<ly /997. In conjunction with tlw May /C)97 re1·iscd 
Strategic Plan, the NRO will institute a process f)r<J\'iding fm cJllnual review, ,md updatL' if 
required. ,>f it.s Stratt•gic Plan. 

rF6'E'6'J EVALUATION OF DNRO COMMENTS: 

r~J We consider rht' proposi·tl acrions of th,· DNRO to ht' rcspm1sirc· to th<' 
Re.'L'<>mmemllltio11. 

(l') PERFORMANCE 
11'DICA. TORS AND 
FEEDBACK TO 
STA.FF 

(Fbbb, We foum.l various fcctlbadi. mechanisms in use bv the 
organization. The DNRO uses E-mail. calk<l Director's Notes. to 
apprise the entire organization of achievements toward corporate 
objectives and goals as well as significant events. Senior managers 
use formal Quarterly Management Meetings to provi<le fcctlbad 
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to middle managers on how well their components have performed 
in meeting performance objectives for further dissemination down 
the line. Program managers use various meeting forms to obtain 
and distribute performance information. The IntcgrJte<l Roa<l Map 
an<l Master Schedule scfV'e as one form of fcc<lbnck to all 
employees. 

i!l'Ot;5) FINDING: The NRO lacks a comprehensive and consistent system for identifying 
performance indicators and providing performance feedback to all employees. 

(POUe) The NRO docs not maintain a documented. regular. 
routine prol:ess of performance data gathering. presentation. and 
feedback covering all aspects of the organization. Satellite 
development. launch, and operations indicators appropriately take 
a pre-eminent role; however. at the corporate and directorate level 
there arc few performance indkators for the support infrastructure 
of the organization. 

ffOUO) Managers could verbalize the performarn.:e indicators 
they used and communicated to their subordinates, but few 
formalized them in written policy and procedure. Some- managers 
used the obvious indicators, such as success or failure in achieving 
a launch and proper orbit, and raw production imagery. signals. 
and communications output. Managers who have responsibility 
for support and administrative functions usually <lo not have 
quantitative or well defined performance indicators. They often 
use subjective assessments to indicate progress. 

(U) A well developed and documented system of corporate
wi<le performance indicators coupled with feedback mechanisms 
appropriate for various <.:orporatc levels. would provide visibility of 
corporate health, establish a basis for internal and external 
customer satisfaction. an<l provide a method to identify problem 
areas to management and employees for resolution. 

~vQUQ~ The Government Performance and Results Act 
(GPRA) of 1993 will require all federal organizations to establish 
formal performance indicators by 1999. The NRO needs to 
address the complex issue of formal performance indicators and 
prepare itself to implement the GPRA. 

(F8t<J8) RECOMMENDATION 9: The DNRO direct development and implementation of 
corporate~wide performance indicators and measures of effectiveness for managers to use 
in the Internal Management Control Program and to provide a basis for meeting GPRA 
requirements. Completion date by 31 October 1996. 
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(P8U8~ DNRO CO.H.\1£.VTS: 

(1'000) Concur. Th" NRO Annciate Director for Re.wmrc:c 01·ersigl11 wul /t.-lanagcmcm 11'ill 
prcparl' a plan to dcw1lo1> and imp/em£'nr corporarl!•ll'idc paformance i11dicutors and r,u·,wm·s 
for mw1u~ers. The.H' meu.mrement tools 1,•il/ be used in the inrernui 11w1w.geml.'llf nmrrol 
proRrwn u11d will he responsive to Gm•t•1·1mwnt Performance and Re.rnlrs Act (GPRA) 
requirl'mems. Corrective ,Ktirm contl'letim1 c/(J[e is JI October ICJY6. 

(~>EV ALVA TJON OF DNRO COMMENTS: 

(~) We consider th£' propnsed ac1ions by the DNRO IO be reJpo,,sin· 10 tilt• 
Rt•c.·<,mmenclation. 
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MANPOWER 

(U) MANPOWER 

(ll) BACKGROUND 

3X 

(U) Three Primary 
Manpower 
Authorization 
Sources 

(U) Two Other 
Sources of 
Manpower Support 

(U) Manpower management is one of the responsibilities of 
every activity director. We <lcfinc manpower management as the 
management of the organization's structure aml th(' manpower 
authorizations. Personnel management is <liscusscd later in this 
report. 

(U) Manpower management is an essential part of th(' effort to 
improve efficiency an<l effectiveness. An organization's 
manpower requirements should be based upon prm:csscs that 

. identify program objectives an<l the projected manpower nce<lc<l to 
achieve those objectives. 

ft'e1:,e:, Manpower management throughout the DoD is 
govemetl by a 30 June 1993 manpower guidance mcmoran<lum 
signed by the Under Secretary of Defense, .Personnel and 
Readiness. That memorandum states it is the overall responsibility 
of organizational heads and program managers to ensure 
accomplishment of their specific mission~ 
in the most efficient manner ossible. ~ 

"'8) The NRO obtains its overall manpower authorizations or 
positions to support the NRP from three primary sourccs-~thc NRO 
itself. the DoD. am.I the CIA. For Fiscal Year 1996. the NRO is 
allocated tliltJ positions to support the NRP. However. the NRO 
itself owns only .B of the total allocations. II of which arc 
government civilian and II arc Air Force milJtary. 111c other 
positions are authorized and funded by the parent organizations. 
Congress authorize<.l the II positions for the NRO's restructuring 
needs in such support areas as logistics. Office of Inspector 
General. Office of General Counsel. and administration. The 
remai(Q>• 1111 positions belong to either the DoD GIDJ or the 
CIA • ) with the individuals encumbered in those positions 
being assigned duties at the NRO from their parent organization. 

~ Besides authorized positions. the NRO has two other 
primary sources of manpowcr--borrowcd an<.l contractor. The 
NRO has approximately rmlll full-time individuals known as 
"borrowed" manpower. wliTic common in intelligence agencies. 
this is a source of manpower not normally available to federal 
organizations. These arc milit.:iry personnel and government civil 
servants not assigned to any of the BJ NRP positions. and 
should not be confused with the II NRO authorizations. These 
individuals work in NRO offices throughout the organization. 
receive tasks from an NRO manager. and provide full-time support 
to the NRO. However. their positions arc counted against the 
organizations from which they come. Those organizations believe 
they derive a benefit by providing individuals to the NRO. Some 
of the organizations providing the NRO such manpower arc the 
DoD/1O. the CIA/IG. the Community Management Staff. the CIO. 
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the! Defense Mapping Agcm:y. the DIA. am.I the Air Force Spai:c 
Commaml. 

(liOl.''1) ISSUE: The NRO does not ha,·e adequate processes and mechanisms to 
determine and manage manpower requirements. 

(FOUO) FINDING: The NRO lacks an adequate manpower requirement determination 
and validation process. 

(lJ} Determination 
and Validation of 
Requirements 

< t:) Allocation of 
Authorizations 

~ We found the NRO lacks well defined and documented 
processes for determining. validating. and managing manpower: no 
system exists basctl on DoD or CIA guidance. Neither manpower 
managers at the NRO nor supporting organizations could provide a 
basis for the l\'RO's current [mIID authorized (X)Sitions as the 
minimum needed for efficient and effective mission 
acrnmpli-;hmcnt. Senior management and HRMG personnel 
indicated the NRO uses an infonnal svstcm in which the \'I.JriOu!. 
manaecment levels affoctcu discuss their necus anJ then staff a 
rc4ucst through 1hr D!'-iRO. 

~We Jiu find the Information Technology Group ()TO). in 
the Communications Directorate. performed several studies in the 
area of resource planning over the past year. One of these studies 
produccu manpower st.1ndurJs for .tpplkation in JTG detachments. 
We were not .informed of. anu did not finu any. similar resource 
planning studies in other NRO clements. 

IF01 lQl Officials throu2hout the !\'RO stated the,· Jo not have 
a process for allocating currt!nt authorization's or any ,uhscyUL'nl 
rcJul'tions or adJitions in authorizations. To date. the :\'RO has 
accepted significant rcJuction~ from its parent organization, 
without issuing redamas. To accomplish this. the ~RO uses an 
unJocumcntcJ process to idl'ntify and eliminate •.-acant po..,itions to 
meet manJX)WC'r reductions imposed by the parent organizations. 
A yearly review of the vacant positions by senior NRO offo.:ials 
determines whicl1 ones arc critical ancJ the non-essential positions 
arc targeted for elimination. To tlatc, the NRO al'hic,veu r~quirctl 
reductions through eliminating ~urrcnt or projected non-csscmial 
vat:ant po...;itions. We no,c<l the review process docs not validate 
nor reallocate authorizations based on the prioritized work 
requirements. 
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(l' l Multiple Causes 
and Impacts 

~E!@ftE!'f IPtE!MAPli 'fAbEPJEf JH!JYHObE 

1FOe'81 Thl' lad of rompliam:e with DoD guiuance re-suit-; 
from ambiguity in the NRO chartering Jcx:umcnts as to what 
t.liretli\'t~'- apply and lark of specitkation on the sourcing or 
~rsonncl. The ~RO. based on streamlined management pral."ticcs 
and the joint nature of the organization. docs not follow DoD 
man owcr manal!emrnt l!UiJanee. In a<ldition. • 

Furthennorc, we toun<l the !\'R 's ab1 1tv to usl' borrowc<l 
an contractor personnel proviucs link• incentive to im,titlllc- a 
manpower management program. 

(FOU01 Without any type of fonnal manpower requirements 
detennination process, the NRO cannot substantiate its manpower 
needs to include both the number of personnel and the skills mix 
required for efficient and effective mission accomplishment. This 
deficiency makes u.ny NRO manpower requests for additional 
manpower or directed re<luctions suspect. 

(FOUO) RECOMMENDATION 10: The DNRO direct development and implementation 
of a documented standardized manpower management program using appropriate DoD 
and DCI guidance. The process should consider the borrmved and integrated contractor 
personnel. Completion date by 31 July 1997. 

,pgfQ; DNRO COMMENTS: 

l'~J Concur. The· NRO will initiate wr external. gow:mnu:m-h·d (amrrnc1or-ll1t,f,fme11t<'d) 
1mrkforce ana~vsis to devdo11 srandartN::.L'd proces.w•s tn determineiralidutc t/re h•1·d <!( effort 
rt•quired to complett' each functional task within the NRO's mis:;frm. This initiari1·e will IIS<.! Th<' 
apprm·ed mission-tclatr:d r;oncfushms and recomml'ndations frnm the .Jeremiah Panel a.\' the 
ha.vis for the work{orc(' analysis. Based 011 this premi,\'e, wti estimate compl£1rion in July /997. 

1J l'bb,EVALUATION OF DNRO COMMENTS: 

1 PlJUlJ, W,: cm1.\·ider the proposed actions of the DNRO to ht• responsirc to th£' 
Rc•commendatirm. 
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C'O.VTRAC'T/,\'G 

(l") CO:\'TRACT MA!\AGEME~T 

(l') BACKGROU:'.'ID (LI) Contract management at the '.'JRO invol\'c,;: lhl ... 
dctennination of rc4uircmcnts for major systi:ms. supplies. ,md 
services: Jcvclopmcnt and execution of plans to rnntract for thosL' 
rc4uirements: and designation. certification. und pcrformm1ce of 
4ualificd personnel to manage and monitor the resulting contracts. 

~) The NRO Office of Contracts 
administers. and terminates l'Ontracts to su . 

iJIOUe) The Office of Contract'i is consoli<latin!! its rcsoun:cs. 
authorities. policies. and procc<lures based on rccomml'ndations 
from the 1992 Fuhrman Report ltfl~'!tllfiW 11111. I, 
The rccommentlutions included conso i at1on ohhc contrul'ting 
office personnel. with its own mies anti regulations. into one 
contracting organization with a single NRO-spccifo.: acquisition 
manual. The Office of Contracts is currently developing the NRO 
Acquisition Manual (NAM) 10 accomplish this task. The NRO 
intends lhc NAM 10 combine an<l document thc- ocst procurement 
practices of the fonner programs. 

d1C,e'C,) l'ntil lhc NA~ is implemented. thi:- Offkl' of 
Contracts anti lhe staffs within the indivi<lual directorate" arc 
continuing to apply the prcx:urcmcnt regulations of the parent 
organizations for all current or ncar-compktion contracts. Thi'.' 
NRO <lid not alter the procc<lures for on-going contracts bcc.msl' it 
woul<l have- imposctl unacceptable risks and atltlctl costs to the 
progmms. 
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(FQWQ) The NRO. however. is exempt from the governing 
provisions of DoD DirccHve 5000.1. Defense Acquisition. dated 
23 February 1991. based on the Secretary of Defense letter of 27 
August 1995, National Reconnaissance Office (NRO) and DoD 
Directive 5000.1. 

(F8~18} ISSUE: The NRO has adequate processes and mechanisms in place to monitor 
and manage its contracts with the exception of: certifying funding documentation; 
payment and invoicing procedures for cost reimbursement contracts; defining the 
responsibilities of the Contracting Officer's Technical Representative (COTR); and 
procedures for monitoring some aspects of the operations and maintenance contractor 
for the NRO Headquarters facilities. 

(U) POLICIES AND 
PROCEDURES 

42 

~) We selected at random a number of high <.lollar value 
contracts covering a wi<le spcctrnm of NRO requirements to 
examine the roccsscH b which contracts were awar<lcd aniJ 
mana ed. 

~ The procurement processes the NRO followed are both 
complex untl highly structured. While the contracts we examined 
followed the s ccific rc1wlation base 
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(f8~i81 FI~DING: The '.'iRO does not ha,·e established policies rcqui.-inJ;! that NRO 
contracting officers receive a written certificalion or appropriated funds availabilit~· prior 
to the processing or contract actions. 

(l') Funding 
Certification 

IFOUO) We found that the acquisition procedures used by thc
NRO are no1 in rnmpliam:c with 31 L' .S.C. 13-l I. FAR 
1.602( I )(bl. FAR 4.K03. and FAR 32.702 \\'hirh rcquirL' 1hc 
written crrtitication of appropriated fund, availability prior co 
contract actions bcint!. taken. We found contrac, t11cs where the 
contract actions pre-dated funtling certification and prc-rnntracr 
concurrence forms. a type of approval. Typically. contracting 
officers took steps to ensure that funds were. or shortly woulu be. 
available such as obtaining this information from budget personnel 
within each directorate; however. the contract files <lo not 
document the contracting officers' actions. 

(F@el@J The current NRO procedures for prO\·iding 
certification of fond,; availability lo contmcring officers is not 
consistent. and docs not ensure that the contractin1! offil'er has a 
written commitment in hand prior to obligating contract funtls. 
Failure to ensure receipt of appropriated funds places the NRO anti 
its contracting officers in fiscal jeopardy. 

(FOl"l('.)1 RECOMME~ATION 11: The DNRO direct development and implementation 
of a procedure ensuring NRO contracting officers receive a certification of funds 
availability prior to taking any contract action, and that the record or that certification is 
maintained in contract files, To be completed by 1 September 1996. 

()'e9t,18J DNRO COMMENTS: 

( ~) Concur with L't:H'L'at. We as.1·11me the definition of "c:ert{fkarion" implies 11
,1.1·.1-mw1cc." 

Tlw NRO Acquisition Mwrual provides a consisrem prm.:edun> for £Ill NRO t·ommcring riff.ica.'i 
ro t•n:mre wri11<·11 assurann" of funds "milahilin• iJ recd\·ed a,ul muintl1ined in the t·o111mc:1 t'i/t'. 
\fr mnsidt.T '-·orr,:criw: ac:rimi ~f this Rewmme11datio11 comp/ere. · 

(~) EVALUATION OF DNRO COMMENTS: 

(~) We consider the: proposed ,n·tions of the DNRO w be · responsir,: to the 
R£·c:ommendmim1. 
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CONTRACTING 

(FOlsQ~ FINDING: The NRO does not have adequate procedures for managing contractor 
payments of cost-reimbursement contracts. 

(U) Payment and 
Invoicing 
Procedures 

fFE9tJE9) We determined that the NRO lacks consistent 
procedures for assuring interim monthly contractor payments for 
cost reimbursable contracts arc certified for technical pc,rformuncc 
by the responsible Contracting Officer's Technical Representative 
(COTR). It is normally the COTR who has authority. based on 
technical knowledge, to certify payments are supported by 
pcrfonnancc. Contracting officers arc often certifying contractor 
payment for technical performance without full knowledge of 
contractor performance. 

~) Because of the large number of cost-reimbursable 
contracts and the magnitude of the dollars involved. the Office of 
Contrm:ts should implement procedures to more closely review 
costs on these high risk contracts. We found the Office of 
Contracts relied on the Detense Contract Audit Agency for review 
of allowable contract costs on reimbursable contracts rather than 
reviewing these contracts themselves before the NRO makes 
payment. 

(~) There were inadequate procedures for assuring all of 
the documentation on a contractor's performance is complete and 
available to award fee boards. We found some instances where 
customer comments were not retained in the contract files. 
Although NRO personnel had taken many of the required steps to 
evaluate a contrnctor1s pcrfonnancc. the briefings given to the 
award fee board by the COTRs presenting the govcmmcnt's 
position shoul<l be bucked up with documented performance 
evaluations. 

(Jree10, RECOMMENDATION 12: The DNRO direct development and implementation 
of standardized procedures for processing cost-reimbursement contractor payments, and 
implement an effective mechanism to ensure documented COTR review of applicable 
contractor invoices. Action to be completed by 31 October 1996. 

(~)DNRO COMMENTS: 

(F@E,'@) Concur wirh caveat. The NRO does not have nstandardized11 procedures as suggested 
by Recommendation 12; hnwever, they are adequate. We a,:ree rhut the DNRO should direct 
development and implementation of standardized procedure for processin,J!. cosr reimbursement 
contract payments; lwwe\'er. the procedures will n()[ require documented COTR rei·iew. Instead 
the NRO procedures will re-emphasize FAR procedure that the Contractin,: Ofjice should seek 
expert advice as appmpriate. We believe that requirin1: documented COTR review would not 
only 11armw the NRO contracting officer1s latitude w exercise business j1.11Jgment, hut •imuld 
create an exrreme administrative burden. Corrective action completion date is 31 October 1996. 
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CONTRACT/NG 

1 rouo, E\ 'ALUA TION OF DNRo co,\/,\t ENTS: 

, I OVO, \Ve rn11sitll'r the proposed aaions by rfu, DNRO m ht· parrh,lly resp(JIISfrt· to th£' 
Recommemlatio11. The R£•commemlation focuses 011 ;,uerim montlzly paymt'IIT.I" for tlios<' co.\l 
reimbursement conrrucrs which i11\'ofre e11gi11l'l'ring and technical pmgrc.B /,_,· a 1..wur,1t·tor. 
\Virile u·e ackllnwletl,f!<' the FAR does nor require COTR i·ertfi<:atia11 <~f co111rw.wr1s Tt d111h·1i/ 
progress fnr tlw cm,rracting officer to cert(!_,, imerim payments. ir fa :;o,md lm.iinc:ss f'Tck'Tict' rn 
require tire 1w11-recl111ically trained c.:omracting t~fftcer to obtain the c/oc:11mt•11ted co11<·11rrc11cc <!f 
the COTR that the c:ommctor has. in fact, made rht• engineerin~ progress claimt'd. T!rcre i.\ 
precedence in (Jf/ier DoD agencies .frw momhly or quarterly documemed COTR rc•i·icw.'i <!f 
c:ontrc1ctor technic:<ll 11ro_1!,ress. DNRO needs to direct chanKl'S to tlu· NAM re.flectin.~ COTR 
\'1.!l'(ficarion of co111racror rechnical pro Kress where appropriate as standard opl'rating ,,ructh-c. 
NAM changes to he made l>y 31 October /996. 

(lJ) ROLES Al't-0 
RESPO~SIBILITIES 

tl'bbb1 Roles and responsibilities for contract management 
personnel arc generally well-defined. However. then:- arc two 
areas the NRO must address lo p~lx:ttcr commcl 
management within the organization: - limitation on 
delegation of authority an<l the role of tht' COTR. Each uircctoratc 
and office has its own dedicated rnmractinl! division and staff. 
following the deccntr.ilizcJ team concept. Conrracting ~rsonnrl 
work closely. and arc usually collocated. with thrir countcrparis on 
the technical team. This fosters close communkation am.I almo"it 
daily rnntact with mcmtx:rs: of the team. including program anu 
buugct personnel. We founu the NRO contracting personnel to be 
vocul and informed mcmtx:rs of the team. participating in Program 
Review Boards. Configuration Control Boards (CCB). 
negotiations. and other related meetings. 
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trQUQ) For traininl! antl ccrtitkation rr4uirements. Air Forcl' 
and :-,;a.vv rnmrm:tinl! - officrrs follow th1.' rr!.rnlatiom, of thl' 
Defense • Ac uisition - Workforcr Im rovement Act. -

\Ve rouiiJ 
hatl proper that contrJrtine. officers assitmed to t C' 

ccnification fronl their parent organizations. 

(U) Contracting officers on complex technical contracts or on 
sc-rvicc rnntr.icts that require dose monitoring. often appoint 
COTRs. Whill' manv al!cncies have cl~ar cuidam:c on thl.' dutil'!-.. 
responsibilities. and· requirements for COTRs. the FAR itself 
provides little guklancc and it is left up to the agencies to develop 
COTR policy. 

,,8U0} FINDING: The NRO has not adequately defined, implemented, and 
communicated the roles and responsibilities for its COTRs. 

46 

CU) Role of the 
Contracting 
Officer's Technical 
Representative 

(F©l!;0} We foun<l the NRO <loes not provide dear. consistent 
guidelines on the roles and responsibilities of the COTRs. This i-; 
due. in part. to the- COTRs comin!! from <lifforcnl parent 
organizations with variations in their roles anu responsibilities. 
The ?\."RO has no program to indoctrinate assigncu COTRs into the 
complexities of the NRO's contracting environment_ Of the 
COTRs and project officers interviewed we found that not alt had 
letters of delegation of authority. and about ten percent had nnt 
been formally traineJ. The quality an<l extent of COTR rrvie,\ 
varie<l within different sci.'.'tions of the NRO. largely based on the 
parent organization experience of the COTR. The NRO 
management is aware of this problem. They arc- reviewing issues 
of COTR trnining and Jelcgation of responsibilities a.nu plan to 
address them 1n the NAM. 

(f8e'0! The COTR is often the on-site managc-r or thl' 
contrnct, anJ is the main point of rnntat:t with the contractor. Thl' 
COTR normally gives technical guidance to the contractor. and 
provides Jay-to-Jay tcrhnical advice to management. Agencies 
usually have a rigorous screening process to Llevelop their COTRs 
an<l ensure that they have atlequ.ttr technical bad:.h~ound an<l 
training for the jobs they arc required to perform. Because of th1..' 
complex and highly technical aspects of the NRO's ac4uisition~. 
the job of the COTR is critical to the mission. COTRs must a\surc 
that contractors arc performing adequatdy. arc on rracli.. ,mu 
within turgetcll costs for their assigncll i.'.'0ntracts. 

(f0UO} The large number and high <lollar value of 1'RO cost
reimbursement type contracts re-quire,; prudent contract 
administration. The FAR recognizes cos1-rdmburscmcnt contract~ 
require close attention by management. Unless there is adequate 
guidam.:r which has been rnmmunicatcd to the workforce. there is 
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risk that C'OTRs will act outside the scope of their authority. an<l 
Ihat wntrm:tors will be directed to act outside the- scope of the 
contract. It is 1n the NRO's best intcrrst. as a !!Om.I business 
practice. to establish tonsistcnt organization-specific COTR 
procedures and train the COTRs on them. Thl' COTR can he a 
valuable tool to the NRO by ensuring that they ar(' getting 
sufficient return of effort on their contracts. 

ffOl'O) RECOMMENDATION 13: The DNRO direct the development and 
implementation of consistent guidelines for the responsibilities of all NRO COTRs. The 
guidelines should incorporate a training program to reinforce the valuable role of the 
COTR. Actions to be completed by I April 1997. 

f ~J DNRO COMMENTS: 

,'FOV9) Concur. We hCJ\'e compleretl the r('commended ar:tion to de\'dop and imt>lcmcnt 
ccmsisrent guideli11es. The NRO Acquisition Manual (NAM J Wt.IS implemented 011 31 .\larch 
IYYf>. For the first rime there is a rnnwlidated NRO reference on a COTR's role· and 
respmuibility. The NAM contains in e.n.·eu of 40 references, and we starled a,1 extemi\'(' COTR 
NAM familiari-:,ati011 trai11i118 program on 23 April JtJ96. 

,'.S8b'@) A fornwl trainin.~ pmgram is 111:cded. We ll'ill need ro develop a c:m,r.tl' am/ then 
imp/c.'ment it. Correcriw! action completion date for course dei•elopmenr: 30 Scptemher /')C/7. 
Correcrivc m:1im1 completion do.re for 1rai11ing ;mpleme11torim1: 31 December NCJ':. RcS()Ul"ce 
c011strainrs 1m•w:nr earlier m·complishment of this more formal rrnining effnrr. 

t~J EVALUATION OF DNRO COMMENTS: 

(~) W£' consider the propoJetl actions of the DNRO to he rc.~pmt.\'i\'c 10 this 
R,•commerulatian. However. uctions are to be complered /J_v I April 1<)97 \'ici' the J>l'0/10,\'L'd 3 I 
December Jl.)()'J. 

<l'> MO~lTORl~G 1fbbe5J The monitoring of comr.icts for major systems. 
supplic!-.. and savicc-s at the NRO is a<lc4uatc with the cxcl'ption of 
the review of invokes by COTR personnel and the moni1oring of 
some aspects of the operations and maintenance contractor for the 
NRO Hcadttuartcrs facilities. Wr have already discusseu the 
valuable role the COTR plays in contract management. The NRO 
has a number of processes and mc-chanisms in place to monitor 
contrattor performance and to cnsurr that it an1uircs the 4uality 
systems ro support its mission. These include: monitoring of 
contractor progress by COTR.s. rnntracting officers. and program 
managers: thi:: pcriodi1.: monitoring of contractor~ by r~view 
board?-.: Defense Contrnct Audit Agency review of allowable 
contractor costs: am.I the review ot' contractor-generated contract 
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(ll) Management 
and Business 
Controls 

funu status reports. earned value reports. and cost schedule status 
reports. 

W8UOJ The NRO has established a series of management and 
business boards to monitor and control all aspects of the 
contractor's activities in the complex major acquisition process. 
Some of the boards that have been established and arc working 
well arc the CCBs. award fee boards. amt program review boards. 
These boards impose control and structure on the entire acquisition 
process and ensure that the NRO internal and external customers 
have addressed all interface questions. They are also the venues 
by which budget and funding issues arc discussed and resolved. 

W8UO~ The use of award fee/incentive contracts by thr NRO 
required the creation of award fee boards to <lctermine whether the 
contractor has earned a fee and what that fee should be. We found 
the process to be well designed, documented. and followed. The 
evaluation standards and criteria considered by the board arc 
included in the contracts. The process requires that conlnu.:tors are 
apprised on the status of their fee position before any fonTlaJ 
presentation. The NRO also utilizes a series of program review 
boards to ensure that all parties to a contract arc aware of and 
address the business and te~hnical issues on the specific contract. 

(FOLIO) FINDING: The NRO does not have adequate management controls over some 
aspects of its operations and maintenance contractor for the NRO Headquarters facility. 

4X 

(U) Management 
Controls for the 
Procurement 
Support Function or 
the Operations and 
Maintenance 
Contractor 

The NRO uses (b)(1)(c) (b)(3) 10 USC 424 

as its rime contrn<.:tor for operations an<l maintenance 
support. was awar<le<l contmcts for purchase of land and 
services to support the NRO facility collocation project. including 
all the interim buildings and Wcstfields flt- The work 
statement of one of these contracts authorizes • to act as the 
agent for the NRO for its daily procurement support. This is a 
11pasHhrough" contmct, i.e .. supplies and services arc purchased 
with no added tee or general and administrative and overhead 
burden. Purchases tor facility support and operation and 
maintenance are made under another contract, an<.l arc fully 
burdened. We di<l not review any aspects of the land pun:hase 
portion of the contract because it has been reviewed and audited 
extensively. We did. however. review the addition of a 
procurement support function into the "pass through" contract. 

~ We determined that the mechanism for making a major 
modification to the operations and maintenance contmct did not 
follow FAR ,uidclines as described below. (b)(1)(c) (b)(3) 10 USC 

MajOr changes to the 
c whkh increased the contract value from lllJ 

These changes were not supported by a 

SIB€ ltMtaD '/IBFtlAI fa'fl)lrLIBU'f ll!!!T/IIOLI!: 
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Mtcrmination am.I finJing or a new justifka1ion anJ approval 
procrss. The NRO made a determination that a justification anu 
approval process was not rcquircJ because the changes were 
within the sropr- of the contract. Although the wording of chc 
contract mouification indicates it was a revision. the procurement 
function transfer was not adequately documented with a 
determination and finding on the reasons for the transfer. In 
addition. all reviews an<l concurrences were not obtainc-<l prior to. 
thl' effective <late of the mo<lifo:ation. Thi~ is a sysrrmk pronkm 
in the NRO as pointed out elsewhere in this rcpon.. (Sec 
Recommendation 11.1 

(Pe~e1 We foun<l the contracting officer who authorizes 
invoice payment for the miu. "pass through'' rnntrm.:t js not 
receiving sufficient bm.:k-up<liit'aor proof of receipt of the supr,lics 
and servicc.1, orderc<l for the NRO by rmIIIIII even though it is 
available elsewhere within the NRO or"i'romclSCO. Th1..• ~RO 
rnntracting officer has been relying on the rmrp»,· of the 
rontractor's receiving record.;;. the contractor's mventorv. the 
monthly financial status review reports. the contractor's approved 
invoicing procedures, and meetings between the J\iRO program 
personnel and the conm1ctor. The contracting. officer should be 
receiving a monthly rcpon of an independent assessment of the 
invoices paid anti supplies received. 

(1'i+ The NRO relics on~ tJrocure supplies and services 
tor the Headquarters clcmcnts.7PI_!IE makes every attempt to 
follow FAR guidelines. but is un<lcr no contractual obligation to Jo 
so. It may be more cost t:!fficient for the NRO to procure some or 
all of its supplies and services from approved govcmmem or 
rnmpelitive sources once salaries. competitive pricing advantages 
an<l general. a<lministrative. an<l overhead cost <liftcrcntiuls and 
profit arc factored in. We reviewed a small ponion of QtPW 
pass-through purcha.~cs an<l. while we Ji<l not note any major 
Jiscr]nam:ics on prices paid. we found some "purchase onlcrs" for 
over LJIIIm• . which under the FAR would normally rcl(uire a 
contract. and a sole source order plul'Cd against a basil: ordering 
agreement for-·•· The NRO should review its OC'l'<l to 
usc a contractor in this manner when the contract occomrs 
renewable in I 99~. 

('@) RECOMMENDATION 14: The DNRO direct an audit of thero>IIIISJ contracts to 
compare procurement options, including all associated costs, for ~RO support. The 
audit will begin no later than 1 Nol'ember 1996. 

( ~J D,VRO COMMENTS: 

(.;., Concur. NRO//G will audit the .. O&M conrracr:s by J Nm·rmber 1996. 
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th5lb18JEVALUAT!ON OF DNRO COMMENTS: 

U 0150) We consider the proposed acaons l>y the DNRO to be responsive to the 
Recommendation. 

(ld=O\IQ~ RECOMMENDATION 15: The DNRO direct development and implementation 
of a system to review contracts based on changes in scope or contract dollar value in 
accordance with appropriate contracting requirement authorities. Actions to be completed 
by 31 October 1996. 

(~) DNRO COMMENTS: 

(P8ts58) Concur. The NRO Office of Contacts will address this issue of contract reviell's hased 
on scope and dollar changes in an update to the NRO Acquisition Manual_ This update will be 
applicable to the whole NRO, and its expected completion dare is 31 October 1996. 

~r&:',''1) EVALUATION OF DNRO COMMENTS: 

( ~) We cons;,Jer the proposed actions by the DNRO to be responsi\·e to the 
Recommendation. 

(F8l!f 8~ ISSUE: The NRO has adequate processes and mechanisms in place to manage 
and monitor the transition from three different contracting systems into one 
consolidated system. 
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(F(ijii90) The NRO Office of Contracts has maintained an 
aggressive schedule. with full commitmcTit of time and resources. 
to complete and implement the NRO Acquisition Manunl. The 
NRO intends the NAM to combine the clements of: the FAR·· 

-

efense FAR Su Icment. where applicable: [O>l@f'f'ttltf 
the interim contracts policy directives; 

pp gu ations under one umbrcJJa document. 

(~) The creation of the NAM as a supplement to the FAR 
is a far-reaching and a formidable effort. The NRO intends the 
NAM to address every FAR section with direction and guidance 
for compliance with the regulation. or to contain the basis for the 
deviation or waiver. its justification. anc.l alternative regulation, 
process, or written clause to be used as the NRO standan.l. 
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(~) Since January 1995. contracting offo.:crs have 
operated under NRO interim contracts policy directives whil'h 
defined the conditions. processes. and <.Jocumcnration robe usc<l hy 
all contracting personnel until the adoption of lh~ NAM. Thesl' 
directives idrntify the regulations for justification and apprm·al 
processes. authority. <.Jclcgmion an<l approval levels n:quircd for 
~'RO comrncting. the prc-contrar1 rok of the :'\ational Program 
Contracts Review Boar<l. contract scttlrmcnr and closcouc. -;pc...-ial 
and general exclusions. and organizational contlict of interest. 

c toun no coverage- of this area 
m l c ra!t, AM we saw <luring the coun;c of the inspection. The 
"Authorities and Delegations" section of this report pro\'ides marl' 
detailed discussion of the implication~. 
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WOK©! Information Rl'Soun:cs Manal!rmr,u (IR\1) is tilt' 
process of managing. information rt'soiirccs to arromplisll 
organization missions. It encompasses thc- information itself an<l 
rclate<l resources. such as personnel. c4uipmcnt. fum.ls. an<l 
information technology. The Paperwork Rc<l111.:tion Att (4..t Ll.S.C. 
Chapter 35 l establishes a broa<l mandate for organ izarions to 
pcrronn IRM ai.:rivities anti is the authority upon whiL:h federal un<l 
ucfcnsc regulatory guidelines arc based. Senion 350:! of thr 
Paperwork Reduction Act excmp1s imclligcm:e activith:s from 
compliance. While the SRO is exempted from thL"m. the 
following regulations proviJe a foundation of sounJ busi111.'ss 
practices upon which to base an effective and rftkicnt lRM 
program: Office of Management am.I Budget (0MB I Circular A
i 30. "Man.i\!cment of Federal Information Rcsmm .. ·t·s". 
15 Jul v 1994: - DoDD 7740.1. "DoD lnformmion Rcsotm:cs 
Management". 20 June I 9X3: and. DoDD xrnx.1.1. "Defense 
Information Management Program." 27 October 1992. 

~) [RM in the NRO incorporates a fully intcgratetl network of 
automation and communications which encompasses the 
Automated Data Processing. systems. the tclcrnmmuni,arions 
means bv which the information is moved to its internal customers. 
as well ·as the management processes to support its ac4uisi1ion. 
operation. anJ maintcnan,c. The lnformution Technology Group 
CITO) of the Communications Dircctoratr i~ the- office- vested with 
this communications am.I infonnation svstems infra~trm:tu~ 
m1ss1on. The Director. ITG has buJ.!it anJ policy-making 
authority to establish and maintain the NRO conununil'ations anti 
information systems infrt1structurc. 

OSD - (b)(1) EO 13526 Section 3.3(1); (b)(1) 1.4(c), (b)(3) 10 
l!Jl.!.l I IC'-~ /1...,A 

OSD - (b)(1) EO 13526 Section 3.3(1) 

SECKEI-B I EMAl<-IALEl'h REI HOLE 
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(F8U01 ISSUE: The NRO does have an adequate support program to determine 
automated IRM requirements and to acquire and manage the Automated lnformalion 
S..,-stems f AIS) needed to accomplish ils mission: hml·eH·r its IRM strategic planning 
process and monitoring programs are inadequate. 

(U• POLICIES AND 
PROCEDURES 

(U) ROLES AND 
RESPONSIBILITIES 

~ The NRO has uJcquatc internal policies anJ proL'l'liurcs in 
place to ensure they manage the IRM progn1m using snunu 
business practices. While the NRO Jocs not dc:Jily rcfcrl'n<..'l' 
frJcral or Jcfonsc guidance. their polh:k-s and proreJul'es 
incorporate most of thr rc4uircmcnrs for IRM programs as s1a1cx.l 
in 0MB Circular A-I 30 anJ DoD Directive 77-40.1. The ITG ha~ 
creaieJ anJ published drtailr<l imcrnal prOL·eJurcs which proviJc 
guiJancc in IR'.'¥1 areas. such as requirements lletcrmination. AIS 
Life-Cycle Management. anJ software tlcvclopmcnr and <lam 
administration. 

"t§) The NRO bases its IRM policies on the extensive 
communications :.m<l automation experience of the Director. ITO. 
as well as the NROs imcrprc1ation of acccptcu practices of thr 
DoD and C(A. Considering that the ITG has only been active as an 
IRM activity for less than three years. they have achieved 
commendable progress in establishing um.I implementing policies 
and procct.lurcs to effectively an<l cftic.:icntly manag_(' their 
operations. 

(Pe:eie.1 The area where NRO IRM prorc<lures deviate most 
significan1Jy from fcJrral ant.1 Defense IRM progrnm rc4uirL"ml'.'n1-. 
is in information systems management oversight. spcdflcally in 
the inrorporation of a review program. Another <liffrrem:c rl."sults 
from their c~cmption from wmpliam:c with DoDD .5000.1. whkh 
provides the basis for AIS Life-Cycle Management. The NRO is 
not required to follow spcdfa: gui<lant:c ourlinctl in AIS Lifc-
Cyde Management related directive!-. however they do have 
.~uffo.:icnt procct.lurcs established co satisfy the ovcran:hing DoD 
Litc-Cyde Management objectives. 

~ Policy and procedure Jcvclopmcnt is .m ongoing proi.:c"s 
within the 1TG. They make publishr<l Joi.:umcnts a\'ailablc to all 
ITG personnel. an<l NRO }X'rsonncl as appropriate. on the :-.;Ro 
!'ieXT-bascd Government Wide Arca Network 1GWA:--:1. ThC' 
ITG's ongoing cffon to st.im.hlruizc OjX'rarions through policy unJ 
procedure Jcvclopmcnt shoukl continue as it has a <lirl."ct impact on 
implcmcntu1ion of "sounJ business processes". which is a statc<l 
NRO IRM leadership concern. 

~ The NRO adequately identifies roles an<l responsibilities of 
the IRM suppon program so the organization c,u, be rcspo111-.ive to 
I.he user's information nee.Lis. The ITG has a rnmprchcn:-.ivc 
Mission and Functions <lornmcnt which dearly <lctincs its 
organization and responsibility. The NRO's internai IR~ polides 
an<l proccJurcs incorporate the identific<l roles .trll.l rcsponsibilitil'S. 
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(U) REQUIREMENTS 
DETERMINATION 
PROCESS 
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!RM managers and internal customers have a thorouuh 
undcrstunJ.ing of the ITG's roles and responsibilities and the 
processes used to get support. Most NRO man agers (90 percent) 
we interviewed were satisfied with the IRM support program and 
its ability to meet the organization's needs. 

~ The Director. ITG. fulfills the role of the Senior 
Information Resources Management Representative in the NRO 
and centrally controls all policy and procedures. budget authority. 
AIS acquisition, Life-Cycle Management. and operations and 
maintenance. of all information resources. The Director. ITG. 
functions under the authority of the Director. Communications 
Directorate. 

~ The centralization of the IRM function under ITO is an 
ongoing and evolving process. For ex.ample. the ITO has 
identified at least tml non-standard LANs whose functions cannot 
be transferred to the standard NRO NeXt-bascd Management 
Information System until the organization migrates to a mo;c open 
operating system architecture. 

~) The NRO has an adequate procedure in place to identify, 
validate. and prioritize IRM requirements to meet the collective 
information needs of the NRO. The ITG has a staff specifically 
designed to define customer requirements--thc Customer 
Requirements Staff. This staff is the customer's primary interface 
with the IRM requirements process. 

ts") Customer requirements must be signed by an authorized 
validator. a senior manager designated on a published validator 
list. The Chief. Customer Requirements Staff assigns a Point of 
Contact to work with the requester on technically defining the 
requirement. It is reviewed by the ITG's Requircmcntr.; Action 
Board which assigns the ~quirement to a responsible division or 
detachment for project development und management. The 
requirement is then tasked for future ac:tion at a Senior 
Management Board or a CCB. where project development will be 
reviewed. 

~) Requirements are validated and <levelope<l to be compatible 
with the NRO communications an<l information management 
baseline architecture. The baseline define.~ the standard 
information technology processes and equipment for the NRO 
[®QIBXV>I network. rf it is not possible to satisfy the customers 
requirement using the baseline. an exception may be approved 
after review by the CCB or an alternate solution may be proposed. 
This process provides sufficient control to ensure standardization 
and interoperability within the NRO. 

~ Requirements are prioritized based on the "required date" 
needed by the customer. and agreed upon by the ITO. Most 
customers we interviewed in<licated that ITG has always met their 
mutually agreed upon operational <late. A few customers were not 
satisfied with the responsiveness of ITO. They stated projects took 
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too long. ITO docs not keep them informed of the project status. or 
the project was not developed to meet their technical 
specifications. Reviews of a sample of the mentioned project files 
revealed there were significant coordination problems. such as 
leasing lines. system compatibility requirements. or research 
engineering into new technologies. which made the original 
requested dates impractical. Our review showed thar twaomers 
were either not sufficiently informed or did not concur with the 
circumstances surrounding the project change. tmprovcments in 
customer interaction are addressed in "Program Monitoring" later 
in this section. 

effOUO) FINDING: The NRO does not have an adequate IRM strategic planning process 
at this time that provides a basis to address future information architecture requirements. 

(U) IRM STRATEGIC 
PLANNING PROCESS 

~ Although the IRM strategic planning process is currently 
inadequate. the NRO is well on its way to successfully 
incorporating previously decentralized planning efforts into a 
consolidated product so that lRM resources can enhance future 
support of the NRO mission. The Vision 2005 IRM Strategic Plan 
is in draft form and is ready for review by senior management. 
Some supporting plans. such as the ones for Asynchronous 
Transfer Mode technology and the MIS Modernization. arc 
developed through the concept phase. The IRM portion of the 
NRO's Integrated Road Map describes some target infrnstmcture 
technologies. but is not sufficiently developed to complement the 
NRO1s long range goals. While a good start on proper planning. 
these products do not yet fully define the future organization 
architecture by identifying specific objectives, the tmnsition 
strategy to move from current to target architecture. resource 
requirements. an<l scheduled milestones. 

OSD - {b)(1) EO 13526 Section 3 3(1) 

~) Fiscal Y car 1996 is the first year that the ITG has managed 
a consolidated bmfa:ct and the link.in!.! between the budl!et line 
items. project plans. and strategic~ plan objectives ~is still 
progressing. The ITG hils an adequate method to control funding 
to current projects. but is still working towards adequately 
resourcing defined strategic objectives. 1f the ITGs internal 
budget analysis process continues as observed. they will achieve 
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an a1.lc-4uatL' planning process to mc~t am! funJ itkntified stratC'gie 
goals am! ob.hxtivc~. 

~J There arc scvcr.li fa.:tors that aftcct the NRO's dcvclopml'nt 
of IRM strategic plans. One is the ITG\ ongoing cffon to 
detcrminr IRM baseline architet:ture. A baselinl' is essential to 
establish the current communieations and information mana!!C'llK'nt 
processes and systems so that future plans can im:orporntc 
appropriate transition strategics. All current projects arc evaluated 
for compatibility with this baseline. and future plans refcrl.'.'lll'.t' the
baseline architecture as the migration point. 

• ; OSD - (b)(1) EO 13526 Section 3.3(1) 

OSD- (b)(1) EO 13526 Section 3.3(1) 

Wfii3:Wfii3) The NRO has adequarc data. administration anu AIS 
program management to ensure current interoperability. cost 
effo.:ic-ncics. anLI stan<larLlization within the NRO. Thcv Jo not 
eurrcmly panidputc in the DoD Data AJministmtion Program. 
ConsiJcring their interest in increasing intcro(X'rnbility with the 
inrclligencc anJ Defense eommunicy. partidpation in the 
Functional Data AuministrationwJntelligcm:c working group woulJ 
be beneficial to their planning efforts. 

~) Senior IRM managers recently institutcJ three programs to 
improve IRM strategic planning. First. they cstablishcJ an ITG 
eonsoli<latcd budget anLI arr connecting projects and artivities to 
buJget anJ Jivision/Jctachmcnt line items. This is a nccc:,;sury 
step towan..ls Jctermining funding for future projcet.... Second. they 
initiuteJ projcet management training for ITG go\'cmmcnt 
personnel. who come from a preJominantly operations am.I 
maintenanee backgrounJ.. This should rc-;ult in more 
comprehensive project planning anJ reinforce- the- strategic 
planning process. Thin.!. they taskcJ the newly statlcJ JTG 
Systems Engineering Staff with the responsibility to strengthen the 
IRM strJtcgie planning processes through ucvelopmc-nt of the lTG 
lntegrateJ Roa<l Map anJ a more cxplieit strategic plan. 

(Pf3t10, One reason the NRO has not Jevclopeu aJcqllatc IRM 
strategic plans is that its planning efforts huvc been foeusru 
primarily on ncur-tcnn objcr.:tives. sui.:h as establishing. operating 
procedures. supporting major organization rcstmcturing. anJ 
Jctennining baseline architceturc. These must be aceomplishcJ 
before com:cmrat•ng on future planning so that there is. a <lcfinrJ 
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base from which to plan. Now that many of the near-term 
objectives arc close to completion, more time must be tkvotcu to 
uefining an<l developing the NRO's information management 
requirements an<l system architecture for future years, 

,lrQWQ) Inadequate strategic planning results in the 
unpreparedness of the NRO to meet future information 
requirements in support of the organization's mission. NRO 
personnel arc fnistratcd with the slow progress· towarus a more 
open architecture. IRM managers find the lack of u wcll-uefincJ 
future architecture impacts on their ability to execute current 
projects. as they arc unsure of whether the project will be 
compatible with future NRO tcchnologic.'i. Lack of a well-defined 
IRM strategic plan also impacts on future years budgeting 
processes us the architecture must be defined before rcsourdng can 
be accurately projected for it. 

~) RECOMMENDATION 16: The DNRO direct development and implementation of a 
complete IRM Strategic Plan which identifies current and future architecture, transition 
strategies, objectives, milestones, and resourcing, and includes a periodic review 
mechanism, Guidance for IRM Strategic Plans may be found in 0MB A-130 and DoDD 
7740.2. IRM Strategic Plan to be completed by I October 1996. 

(/iitfi#tffj) DNRO COMMENTS: 

( /i¥!H!!!'€)) Concur. The NRO will continue establishing its .srrategic p/annint process a.\· det£1iled 
in rhc inspection Report. A final Information Resource Manaiement Strategic Plan 1,'ili be in 
place by I October 1996. 

(~) EVALUATION OF DNRO COMMENTS: 

1 , c,e") We consider the proposed actions f)l,I the DNRO to he responsh'l' ro the 
R ccommemlatio11. 

(U) MONITORING 
PROGRAM 

~) The NRO conducts adequate monitoring of its AIS 
development and acquisition activities. It docs not have an 
adequate procedure to monitor customer feedback or perform 
intemal assessments of its programs to determine if it effectively 
and efficiently meets the IRM neeus of the orgunization. 

(~) Adequate processes exist to monitor the <Jara administration 
program. AIS development. and systems Life-Cycle Management. 
including a recapitalization program. [TO uses a formal project 
management process which incorporates CCBs to review 
milestone accomplishment and ensure that the project is 
compatible with the baseline architecture standard. 
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IF@(.lQj There- is no fonnal antl consistent method to monitor 
feedback to and from the customer, and gauge the cus1omt"r's 
ultimate smisfaction with the IRM program. There urc a variety of 
informal ways in which manageml.'nt receives fc('dback. sut:11 us E
mail from customers. interaction at the manv orl!anization-widc 
working group meetings. panidpation in other directorate\ CCBs. 
antl an electronic survcv of network rns1omers in late 19lJ-l \\ ith 
plans for a follow-up in late 1996. While these an~ the typ..' of 
efforts that are Jone as part of a good monitoring progrnm. the 
NRO lacks a comprehensive plan to integ.rntc this customcr 
fcet.lback into process and product improvements. 

ffl') The Help Desk is the one consistent customer poinc of 
contact. anc.l the majority of <.:ustomers we intcrviC\\.'Cd had high 
pmise for the quality and responsiveness of service from the Help 
Desk antl the local ITG detachment'i. The Help D('sk t'an be a 
valuable source of rustomer fecuback and infonnation. but then' is 
no organization-wide methot.1 to allow management to monitor 
historical and trend ;.malysis from this soun:c. 

{"!) Some i:ustomcrs indicated that they do not feel that they arc 
an integral pan of the [RM process. that ITO "works for another 
master" as one person put it. Several customers c xprcsscu 
frustrntion that they were not kept informed of project t'volution. 
One reason for this is the lack of a consistent methou to keep the 
customer inforrnct.1 of requirements development. 

~ The Customer Requirements Staff is <lc!-lignc<l to be the 
customer's interface wirh the ITO and works with the ru..,tomcr to 
initially define the technical requirements. Once the requirement 
is assignet.l to a project manager there is no uniform proccc.lurc to 
keep the customer apprisct.l of progress or ensure concum:ncc as 
the project is developed or milestones arc aujustcc.1. The Customer 
Requirements Staff only provides updates to a rnstomcr if the 
customer r.:alls to ask and they ~avr no influence over how the 
project ii. ucvclope<l since the project managers work for the ITO 
<livisions or detachments. 

(ii.l The commenrs on project timeliness that wen~ noted in the 
previously uiscus.lic<l "Requirements" section are also cau,1.--d by 
insufficient interaction with customers. Since thrrt' is no 
wnsistcnt method of proviuing feedback. misunt.lcrst.tndings 
between the ITG and its customers will rnn1int1c. ITO should 
develop and implement procedures to comprehensively monitor 
ITG customer support and feedback. This will aitl the l11tcma1 
Management Control program and help meet GPRA requirements. 

{f8't1J8} Fll\'DING: The NRO IRM program lacks a consistent, comprehensive self
assessment review program to determine its effectiveness. 

SISERE"fi BliBM,lz?i lifflLBtfif ti£YU8LE 
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tPOUOl The NRO docs not have an adequate methorl to asse-ss 
the overall effectiveness and effidem:y of its IRM program. 
Federal IRM guiuance. as well as sounu business practices. 
advocate some type of self-assessment program. One option for 
establishing a review program is available in the Office of the 
Secretary of Defense "Guide for Assessing Component 
Information Manal!ement Activities". A self-assessment review 
progrn.m shoulll be part of the NRO's execution of its Internal 
Management Control (IMC) progmm. since both Information 
Technology anll Telecommunications arc considered assessable 
units with significant level of risk. 

~) Several JRM monitoring mechanisms are in use at the 
NRO: ITO quarterly budget reviews monitor the planning and 
fonding process~ the formal management proccs!-es of 
Requirements Action Boards. Senior Management Boards, tmd 
CCBs monitor the systems development process: and off-sitc
seminars provide opportunities for development of specific 
management interest items. The Communicat(ons Directorate has 
recently completed a review aimeu at streamlining the 
requirements development process anll conducted a survey in early 
1995 aimell at improving internal processes. These arc all positive 
self-assessment efforts but lack incorporation into a comprehensive 
and on-going evaluation and improvement process. 

~) ITG's Detachment 7 provides a positive cxamplf' of an 
internal process assessment which ha-, resulted in improved 
business practices. Positive un<l enthusiastic customer feedback 
during on-site interviews indicate Detachment 7 was sw.:ccssful in 
restructuring its internal organization to be more customer 
respon!.ive. 

(U) Senior IRM management has stated that their primary 
efforts have been on establishing internal policies and procedures 
and baseline architecture, and now they can focus on improving 
customer interaction and monitoring processes. In our judgment. 
the development of an IRM program is not a sequential process of 
establishing one criteria at a time. The institution of all five key 
JRM areas of policies and procedures. roles an<l responsibilities. 
requirements Lletcrmination • .-arategic planning. an<l customer and 
program monitoring. must Llcvclop antl occur concurrently. 

WOUO) The impact of the lack of focus on customer un<l 
program monitoring is unresponsiveness to thl' organizatio11 1s 
needs. Some customers do not have full confidence in the ability 
of the IRM program to meet their needs an<l circumvent the 
process to get what they want. The organization becomes focused 
on maintaining in-place proccllures. rather th,m looking for 
opportunities to improve management processes to better serve the 
NR01s mission. 
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(Pe~lt,) RECOMMENDATION 17: The DNRO direct development and implementation 
of procedures for a comprehensive IRM self-assessment review program, incorporating 
applicable DoD guidance and concepts similar to the OSD II Guide for Assessing 
Information Management Activitiestt and 0MB Circular A-130. Actions to be completed 
by 1 September 1996. 

11"000) DNRO COMMENTS: 

(~) Concur. Documents identified iu the lnspecrion Report will be reviewed to identify 
intel'Jlol prncesses which can be used in NRO self-assessmellt. These procedures will bt.1 i11 place 
by 1 September 1996. 

iPO0O) EVALUATION OF DNRO COMMENTS: 

W6les't9) We consider the proposed actions by the DNRO to be responsive ro the 
Recommendation. 
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(L) CIVILIA!\ PERSON~EL 

(C) BACKGROU~D (U) Civilian pcrsonnC"l managC"ment is a primary responsihility 
of organization managers. The organiza1ion\ rivilian p...~r,t)llnl'.'l 
office su ppon~ manage mcnt through proacti w im·ol \'l.'ml'.'n t. 
allvice. anLI gukhmcc anLI provides rcchnkal sCJ"\'il'cs to allmini,1i.•r 
the pcrsonnrl sy.srcm. The personnel management sysrt."m must 
rnmply wi1h appropriate statutory. regulatory. anLI polity 
requirements. wh kh must be clearly unJ.crstooLI by employees. 
managers. and the personnel office. as well as the servicing 
external personnel support agencies. if applicable. An aucquatc 
personnel management system inclullcs programs for position 
management anLI dassification, recruitment and placement. 
management-employee relations. employee training am! 
development. anu technical suppon. It should also incluuc tl 
means to assess its overall effectiveness and its responsiveness to 
the needs of employees. managers. and thr organizationts mission 
as a whole. 

(U) The NRO's DoD chancr directive s1a1cs that the D'.'JRO has 
the authority to "organize, staff. an<l supervise the ~ational 
Reconnaissancr Officr." However. the DoDD docs not S(X'i.:ifir.:ally 
delegate civilian personnel management authority to the ~RO. 
According to legal counsel. the charter Llin-r.:tivc is suftkicnt to 
give the DNRO personnel management authority_. although an 
NRO senior personnel manager maintains 1hat the authority should 
be clarificu funher. The DNRO has chosen noi to cxi.:-n:isc his 
staffing authority and instead relics on the CIA and th~ 01)0. 
spcdfically the Air Force arnJ Nilvy dvi\ian personnel :,;ys1ems. to 
perform all the NRO's personnel management functions. The 
NRO's HRMG coordinates with these external support agcni.:ics 
and administers the NRO's civilian personnel management system, 

CU) Personnel pranices for Air Fori.:c and '.',;av) ci\'ilian 
employee.~ of thc NRO arc administered in atron.lanri.:- with Titk 5 
ll.S.C.. l!uidclincs issued bv the Office of Personnel \lanal!i.:-mcnt 
and Dob rcguli.llions. Personnel prncth.:C\ applirnbk• to CIA 
employees arr based on Title 50 L'.S.C. and admini,;tcri.:-tl 
according to regulation!-. which arr cxccpcrd from Oftki.' of 
Personnel Management guidelines. HR;v1G ..-onsi<lcr-; the l 993 
"NRO Restnu:turc Guidance Document" ro b~ lhc _.,oun:c 
document establishing internal NRO personnel policy guidance. 

(Ul NRO senior management contends that the multiple parent 
organization concept. while challenging. gains the NRO a J.iwrsc 
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internal structure and provides an external pool of resources from 
which to selcet future employees. Senior management continually 
emphasizes the establishment of an NRO corporate cultur0 anJ 
their <..lrtcrmimnion to get personnel from the formerly separate 
progmm'i to operate as a consolidated. cohesive tc.im. 

if'Otltl) ISSUE: The NRO has technically adequate processes, mechanisms, and 
management systems to support civilian personnel and meet NRO needs: howe\·er. these 
multiple personnel systems do not support the goal of a consolidated, cohesh·e work 
force. 

(ll) ROLES AND 
RESPO:"\SIBILITIES 

(ti) External 
Support 
Relationships 

~POLIO' The roles and responsibilities for personnel 
mana!!cmcnt arc understood bv HRMG. senior manal!cmcnt. and 
external supporting agencies (parent organizationsl. although no 
formal agreements exist. The NRO depends on th'-' parent 
organizations for personnel guidance and action. HRMG staff 
displayed thorough understanding of CIA an<l DoD aurhoritics 
applicable to civilian personnel administrution. 

~ The fundamental differences between the parent 
organizations personnel practiccs--basc<l on statutes. regulations 
and polil•ics--rcquircs HRMG to maifllllin expertise aNut each 
personnel system. Interaction between HRMG und the Air Forc.:c 
and Nav arcnt is centralized. OSD - (b)(1) 

OSD - (b)(1)EO 13526 Section 3.3(1) 

(FOC VJ FI~DING: There are no Memoranda of Agreement (MOAs) between the :'.'!RO 
and the agencies pro\·iding ch·ilian personnel sen·ices which define their responsibilities in 
accordance with DODI 4000.19. 
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ifiOtlC) While the HRMG. senior NRO manal!emcnt. and the 
1mpporti11g external orgunizations have a positive and coo~rativc 
relationship which provides technically adc4uatc pcr ... onnel 
management support. there arc no formal agreement" which 
specify roles and responsibilities for those involved in providing or 
receiving. support. This results in the inability of the ~RO aml its 
supporting agencies to provide the most effective anLI efficient 
personnel management. As we .~how in the following arcu. the 
HRMG and i,;upporting agencies maintain <luplkativc r~rsonncl 
rcrnn.ls and incompatible personnel <lutabasc systems. It is 
diffa:ult for the ~'RO to monitor the timeliness and 4uality of 
!.uppon received since there is no statement as 10 whar suprort is 
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expected. The lad, of stated responsibilities ha~ adversely affcctcJ 
the quality of the NRO's employee training and development 
programs anJ the NRO's ability to atJministcr personnel recortJs. 
We iucntify specific inudc4uacics in the employee cmining anc.l 
i..lcvclopmcm area hn~r in thh scl'.tion. 

fFQ\.919) RECOMME~'DATIO~ 18: The D!'iiRO designate and direct a Support Agreement 
Manager to develop and establish MOAs with the CIA, Air Force and r.-a,')' to speci~· roles 
and responsibilities for civilian personnel management in accordance with DoDl -1000.19. 
Actions to be completed b~· 31 July 1997. 

11 1'V1'J DNRO CO,\tME.\'TS: 

1, "f, (jJ Cmrrnr ll'i1h ca1·ea1. CIA employees l\'Mkin.~ u-;1hin tlr£' NRO srrncrun•, inclwlin.e tlw:H' 
who CJrc: tl£11u.i/L>tl to NRP funded positions. remCJin CIA employees wul ure ellfirlt·d to tht· 
rt:quisirc: personnel support from rhe CIA. Prior IO ,my final agreentt'llt 011 the creation <~f t1 

single ,frilia11 pa.son11el sy.srem for the N RO and rhe .mh.w:quenr .'itrm:ture of that system. then· is 
110 need j<)r. or benefit from. dacume11ting thL' pro\·ision of perso1111d supparr w CJA cmployt·c.~ 
in the NRO in an MOA with the CIA. 

(~) The NRO. as clcti\'ity host, has 110 DoD officiul /1'.'rsonnel authorities 1.1s cl£:fi11ed in 
DoDI 4000.19. With the Air Force serving in the role tl Ext'clltfre Agem on the DoD Jit/(: of thf 
NRO. ll,~uill tlu:rt• fa no 1ieed to have 1.111 MOA with the Air Force since the Air Force fa 
n·s1w11.sible for the Air Force people supporting the NRO. 

111iC,e; t)J An MOU with rite Navy would h£' ad~•cmrugeou.t since the personnel prm·iding supporr 
to the NRO ,1n· a.ui,:ncd to a larger Nuvy parent unit. A Navy MOU wa.\' si[!.ned in Felmwry 
/996. 

,Ft9t¢tJ) There.fore, e1ppointmenr of a "Suppnrt Agreement Mu,w):er 11 und uccomplislrment (l an 
MOU 11'ith rhe CIA (or anv other MOUs l\'hich mi~ht J,,, nc:ces.wrv .rnch us one with Armv or 
Nmion1.1/ Sernriry A.~ency 1,er.wnnel offices) depc11ci on resolution (?f' the loi111 Inspection Team 1

.1· 

sing/" pl'l'.wt111e/ system recommr.mili.tion ( Sc<' Recom11u'mlario11 22 ), Should resolution of the 
single perso1111el system issue require MOU.1-, a Support Agreement Mwwger will be appointed 
and MOUs an:omplishcd hy 3/ July /997. · 

(!¥#HJ) Tlun:f<m', uppointmenr of a irsupport A.~n•emt•nt Manager" cmd accomp/ishmenr <f w, 
MOU ll'itli till' CIA (or any other MOUs 11'11ich might h(' nc•ce.1·.wry s111.:Ji us nnc 11'ith Army or 
Narimw/ SC'curiry A~e11c_,, per.mnnl'I offices) depend 011 resolution <~f the Joim inspection Team's 
sin,~le p1.•r.wm11l'i system recommendari<m (Se£' R,•,·onm1£'t1datim1 2::! J. Shoultl re.rnlutinn ,/ the 
single pa.wmnel sy.Hem issue require MOU.,·. tl Support Agreemt•11t Manager \1·ill he appoinrt•cl 
and ,\fOU.,· m:c0111plisht•d by 3/ lzdy 199-::. 

< Pl9b't9J EVA LUA T/0.V OF DNRO ('Q.\,IMENTS: 

( FtJUtJ, Wt c:mHida the prnposl'd ac1io11.,;, hy tlic D,VRO to ht• J>CJrriull_\· re.1pm1.~in· to rhe 
Rnommendurfrm. We agree ll'ith the DNRO'j comment.~ on ,teferring an MOA on per.wnmcl 
support with tlie CIA wul with his stutemcnr that thcrt is no need ro l1£ll'e an MOA with the Air 
Force. Hmrerer. MOA.t'MOUs with the .\'al'y. Army, a11cl ,VSA 011 persrm11el support arc 11ecdccl. 
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The Fchruary 1996 Navy MOU. which generally establishes the relatiansMt> henrcen rhe 
Department of the Nal'y and the NRO, mu.w be supplemented by agreements to address the 
spec(fic responsibilities of the Department <d" the Na\'Y and the NRO n:ganling personnel 
support. Actions to be completed by 31 July 1997. 

(U) Internal 
Management 

(U) 
ADMINISTRATION 
OF THE PERSONNEL 
MANAGEMENT 
SYSTEM 

(Ul Understanding of current personnel management roks an<l 
responsibilities by NRO managers and employees is u<lcquatc-. 
HRMG fiJls the role of facilitator between NRO-usshmed 
employees urn.l their parent organizations. They administer NRO 
personnel management based on the requirements and guid,mce of 
the three parent organizations. 

(U) While the HRMG uses a variety of methods for releasing 
personnel information to NRO employees. HRMG officials noted 
employee concerns that they do not receive sufficient management 
perspectives needed for employees to make decisions. such as the 
career service issue. Personnel information is disseminated in 
multiple ways--E-mail, Director Notes. training sessions. and staff 
meetings. Since there is no standard method by which all 
personnel information is released, employees might miss 
something critical. Each employee interviewed noted personnel 
information flow as a problem in one respect or another. We found 
employees believe senior and mid-level managers inadvertently 
filter the personnel information they receive at meetings and pass 
on to their employees. Some employees believe managers assume 
since they (the manager) received the information. that it has been 
dlsseminate<l to al! employees, and so <lo not pass it 011. Some 
employees cited management's singular focus on mission-related 
issues as a reason why they arc not cognizant of the importance of 
this personnel information to the employee. 

{POUO) We found the administration of the separate personnel 
systems described below to be in technical compliance with 
regulations. However. we found the rnrrcnt personnel 
management arrangement flawed on two counts: it docs not foster 
u com:olidatc<l. cohesive work force and it results in perceived 
inequitable treatment of employees in promotion opponunitics. 
assignments. and awards for equivalent work. As a result. this 
section contains several findings beyond the ability of the NRO to 
resolve. Depending on the SECDEF/DCI approved wording of the 
recommended DNRO proposed MOA, resolution of these findings 
would require changes to law. DoD Directives, or SECDEF and 
DCI agreements. 

(~) Senior management asserted the diversity of 
experience brought into the NRO by the different personnel 
services far outweighs the adm inistrativc di sad vantages of 
operating multiple systems. Yet. senior managers throughout the 
NRO arc attempting to develop an NRO consciousness in their 
employees. Retaining the different personnel systems docs not 
serve to reinforce this goal. 
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Intcrvlrwces noted several issues. HRMG personnel noted 
sig.nifican1 duplh:mivL~ efforts on their part and a lack of suffkient 
uutomated systems connected to parent organization systems as 
detractor~. Nearly all non-management emplo)'L'Cs inte('.'iewcd 
about the personnel system commented on <liffirulty und(!rstan<ling 
an ornanization uoal of a rnnsolidatc<l :-,.:Ro whilr maimainin~ 
separate personnel systems. DoD employees pi.•rcd\'C Ull('lJ_Ua] 
opportunity when they c.:omparc their system to thL' SL'L'lllingly 
more flexible and t.lcccntralizcd CIA personnel system. 

WOY@) Results of our survey of NRO employees on those 
question.~ rrlating: to human resource management issues inJic..:atr 
that NRO managers and CIA employees arc very satisfied with the 
civilian personnel support rcccivc<l. However. DoD employers 
indicated dissatisfaction wilh some specific: personnel i-;,uc!.. 
Results arc rnbulatcll below. Comparative d:Ha between DoD 
civilians anu CJA personnel indicate DoD dvilians an.· morr 
dissatisfied with: personnel support: being treated foirly on 
promotions. assignments and awards: and training opponunitics 
available to them. 

(~) 

Survey 

I am satisficu with the 
personnel support I receive 

Trcatc<.I fairly regarding 
promotion-. 

Treated fairly regarding 
assign mcnts 

Treated fairly rcgunJing 
awards 

Performance apprahats falrly 
rctlcct my perfonnancc 

Satisfied with tr.1.ininl.! 
opportunities available to me 
for professional Jrvc!opment 

Sufficient time. opponunity. 
resources for me 10 fulfill 
my training plans 

'" culra r~sponscs not rct c<.:tc 

Respom;c* 
DoDCiv QA 

31% 63'7c Agree 
50% 22% Disagree 

33<¼- SY< Agfl. .. 'L' 

440 26<:c Di,agrcc 

.gr• ,·( 5 1 cc .-\ l!Tl'C 
2XCic 15C:c D1sagrl'l' 

49%· 51 'ii Agrl'l' 
35% 27'"ii: Disagree 

79S'c x2r;- Agn.·c-
I SC;c l)f-c Disagree 

59<:i- 1Y£ Acree 
27'i'< J 5<,, D["iagrcc 

51% 5~<c Agree 
29r;. 27c;, Di-;agrcc 

( 
. 

(fi'OtJO; While the admini.i;trntion of position management and 
classification is adequate by the standarus of the parent 
organizations. the cftect of multiple pm.:esscs docs not suppon the 
NRO's goal of a consolidated. cohesive work force. The difference 
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(U) Recruitment and 
Placement 

between the DoD's rank-in-position practice and the CINs rank-in
pcrson system is the root cause of several of our findings 
concerning personnel management. 

~~Ql.,.1Q) DoD requires that thr position and the individual 
filling it have the same grade and its classification program is 
tightly controlled through centralized management at an extcmal 
(to the NRO} headquarters. A CIA-managed employee docs not 
have to have the same grade as the position they arc filling and 
CIA position classification is managed at the CIA directorate level. 
CIA-managed employees thus have more flexibility to fi 11 
positions within the NRO. HRMG and senior management 
brought to our attention cxamp1es where persons of different 
grades under different pcrsonne1 systems were filling similar jobs. 
This creates inequity as the employees. by nature of their 
personnel system, arc compensated differently for doing the same 
work. 

WOUO~ The CIA and DoD recruitment aml placement process 
for hiring external applicants into the NRO is adequate. NRO 
senior management goes through an annual succession planning 
exercise to assess personnel requirements for the organization. 
This exercise includes: identifying vacancies created by personnel 
separations; dctennining external recruitment needs; projecting 
internal reassignments: allocating position cuts mandated by the 
parent organizations: an<l. planning professional development for 
potential future program managers. 

tB) Within both the Air Force and the Navy. external 
recruitment for NRO positions is accomplished through the 
respective. centrnlized command structures via classified and 
unclassified channels. 

ffOl!IO) FINDING: NRO's internal reassignment process is inadequate because of the 
inherent disparity of considering DoD rank-in-position candidates and CIA rank-in-person 
candidates for the same positions. 

66 

WOUO) The NRO's practice of announcing varnncics 
organization-wide is hampered by the inherent requirement to 
satisfy both DoD and ClA position classification and promotion 
procedures. Internal reassignments of DoD personnel depend on 
external DoD cla'isification specialist concurrence. whereas CIA 
personnel. due to their rank-in-person status. arc not dependent on 
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agreement of position dassification and their g.radl' to fill a job. In 
this l'asc. the rcas'ii1mmcnt of a CIA person c,m tx- more -rcadil\' 
effected because th~rc are no promotion or oud,gctary (salal}:l 
constrJint~ relative to the rea.-.;signmcnt. The prnrtil'l' of 
announcing certain vacanrie~ to DoD and CIA employees. and 
attempting to till these positions hy l'Onforming to the rc4uir~d 
practices of the disparate personnel system~ inherently rl'strkt-; the 
NRO's aoility to sdccr the most capable. appropriate cam.liJutl' for 
I.he vacant position. 

(U) RECOMMENDATION 19: Refer to the 11 0verall Recommendation" at the conclusion 
of this section. 

(.SSfs'G J DNRO COMMENTS: 

1It9Ut3j Concur with coveat. The NRO'.,· internal reassignment proc:e.u i.r also limi1cd hy 
d\•ilian directives requiring pmitions to be filled by members of the parent or,:1.mi'::.arion ( DoD in 
DoD billers. CIA in CIA hiJ/ets). While rhe Findin,: is true, HRMG works diligent/_v w mw,-ome 
tlw it/t•nttfied constraints. Job armmmcemems are opened up to all gowmment em1J/o_,·t•eJ 
'1,SSi.~ned to tire NRO when the requireme111s of rhe position a/loll' for it, NRO leadership then 
works hanJ once rhe best qualified c:wuJiclaU' is idc111ijied to work the slot isrne. Tltfa 11w,111s 
st•urching thrmlJfh rhe organi:.ution to fiml a mcam slot which can be m(J.tchetl to 1/u,: selecr,._•tf 
pa.Hm. and rra11sferrinR thlll slot to the hiring Dir1.•ctorate or Office. Comrrninrs of the \·arious 
fedl'ral persmrnel sy.wems and limited numlu:r c~f \'i1Cilllt positions ,Ines nor ensure s11cn•s.,· in 
e\'t.'n' insrance. Since the "Oi·erall RecommemJation 11 is Recommc,u/(J.rfrm ::!2. which ,tavs thar 
the b.VRO should establish CJ sinxle NRO d,•ili,w perso1111el syJtem. we must defer llL'Tion 011 

Rl·cm11m11miarirm /9 until this issue is rcwfred. (f (J, sin,:le personnel sysrem is determined tlw 
llflf'roprime solution to the NRO Personnel issue, the Findin~ will he re.wfretl. (f 11m. mwthcr 
wrrec:ti\·e action ll'i/1 he proposed in follow-up mu/ in place by 31 July 19Y7. 

(~/ EVALUATION OF DNRO COMMENTS: 

,POUO; We consider thl' proposed uc:tfrms of the DNRO ro he responsire ro rlu: 
Rt•<.'ommemlarion. 

(L) Management
Employee Relations 

ffQU9l Manag('mcnt-cmployce relations in the area of 
employee pcrfomrnm:c stan<larJs am.I apprr1isals is at.lequatc. The 
Employci? Opinion Survey showcJ that 82 ~rccnt of the 
respondents agrccJ that pcrformuni.:e appmisals fa.irly anJ 
accurately reflect their performance. Managers who haw 
subonJinatcs belonging to <liffcrf:'nt systems must be proficient in 
multiple appraisal systcms--not only the three civilian systems. but 
several different military evaluation systems as well. Training on 
I.he various appraisal systems is offered by HRMO. but not all 
managers have .utcnJc<l. 
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(Li) DoD employees aml their managrrs mutually establish 
criteria.· based on the position llcsrription. upon which to 
<lctennine the employee's pcrfom1anre work plan. DoD 
employees have an annual. statk apprah,al cyl'lc and rntings arc 
based on pcrformam:e as measured against lhc ..;1anllards dl'fincll in 
the pcrformam:c work plans. CIA employees arc also t>xp..,ctc<l to 
perform ro the <lutics an<l rcsponsitlilitic!-. of their positiL,n 
<lescription an<l there shoukl be ongoing <lialoguc hl't\n,l'n 
employees and managers as to level of performance: howcvrr. 
thrrc is no requirement to dcvC'lop wrincn work plans. Thr 
appraisal prol'css for CIA is a staggcrcJ. annual cycle based on 
grade: ratings arc based on the performance of those duties and 
responsibilities as dctine<l in the position description. 

o,c;x 'Q) Management-employee relations in the area of 
disciplinary actions is adc4uate. The NRO's unwritten polity 
concerning disciplinary actions is to encourage resolution at the 
lowest possible level. between employee an<l manager. rcgan.llcss 
of the parent organization affiliation. However. managers within 
the NRO--whcrhcr Air Force. Navy or CIA--havc authority IO 

issue letters of warning and/or rcprimaml an<l in cases of a<lversc 
work pcrfonnancc uocument unacceptable actions on the part of 
employees and any follow-on counseling.. 

01eetO) Disciplinary recommendations for DoD employees 
arc forwarded by HRMG to the appropriate personnel management 
organization for action. CIA em Iovcc disd linarv issues arc 
rcfcrrcJ to the ClA's 
----· when t e cmploycl~'s con uct may impact on 
~tus. Otherwise. HRMG recommends the 
appropriate CIA counseling forum. 

(~) FINDING: Employee promotions and awards are correctly managed in 
nccordance with parent organization regulations, However, separnte promotions and 
awards systems do not contribute to a consolidated, cohesive work force. 

ffQl:!'0) The rcl!ulatorv <liffcrem:es between the ranli.-in
position DoD work force an<l the rank-in-person CIA work force 
result in a disparity between the way promotions and a,vards an.' 
administeret.l in the NRO. DoD employees are nominated by their 
t\'RO managers for awarus. but the employee's parent organization 
actually approves the award. Awards arc tied to thl' annual 
performance apprnisal cycle and to fixed allocations anJ sp.:-dfk 
but.lger limitations. DoD promotions must Ix' appropriately 
classified and approved prior to awarding lhc promotion. as 
discussetJ previously. and arc also subject to personnel funding 
constraints. CIA award and promotion authorities arc delegated to 
Jesignatc<l organizational management levels. Each office <lim.:tor 
hus the authority to promote up through the grade of GS-15 in the 
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CIA system. which us~s a ,;taggcrcd cydc for promotion~. CIA 
awards arL' not tird to a performancr cycle nor arc- they subjC-l'I h1 
thr severe budgetary rnnstr.i.int!i whit.:h ML' imposL'u on DoD 
awards. 

(U) RECOMMENDATION 20: Refer to the "Overall Recommendation 11 at the conclusion 
of this section, · 

,fil9t'l91 D.\'RO COMJf £,VTS: 

([,' J Rt·commendotio11 211 is wJdressed in thl' NRO resJ>0IIJ(' ro Recommendation 22. 

(U) Employee 
Training and 
Development 

(U) The HRMG Training and Development Division proviJcs 
training opportunities to all employees assigned to the NRO. Thl' 
staff considers it!i biggest challenge to be organizational 
development. with a particular focus on blending thL' parent 
organiz.ition cultures. Such training initiati vcs as "Organization 
Cu1turc" unt..l 11Tcam Building" arc intcndcu to bring all NRO
assigned employees (both dvilian and military) co a better 
un<lcrsrnnJing of the rnltural differences of the parent 
organ iz.ations. 

(~) Fl!'.'DING: Employee training and denlopment is inadequate to support 
knowledge and skills development necessary for all employees to fulfill their duties. 

tfO(arfO} The NRO docs not huvc a way rn assess skill level 
and nect.ls of their employees so they can adc4uatcly plan for 
future training. While some offices have <lcvclopcu their own 
tailored professional training. there is no NRO-wiJc management 
of training rcquircmcnLi;. 

(F01 lD) Parent organizations l"Ontrol the budget:,. and thl' 
positions for program-related technical training ant..l rc4uircu l'.,m::cr 
Jcvclopmenl courses: the NRO is only a rr:4uc-stor of thb support. 
While this works auc4uatl"ly for some skill an:a.'i--thc DoD and 
CIA contracting officers we intcrvicwct..l all haJ the proper level of 
parent organization training--it docs not provide sufficient training 
to all NRO employees. Only 59 percent of DoD employees agrl~l'd 
(and 27 percent uisugrccJ) that there were sufficient training_ 
opponunitics available. while CJA employees expressed a D 
percent agreement ant.I a 15 percent disagreement rate. Thr Air 
Force dvilians we spoke with were cspcdal\y concerned about 
their limited opportunitic!-. for training. Bcc:ausl~ thcr~~ art' no 
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MOA!i. between the NRO and its parent organizations. th1.'re is no 
basis to uetNminr wherhcr each party is auc4uatcly supporting the 
training system requirements. 

(1F8~18 1 RECOMMENDATION 21: The DNRO direct development and intplementation 
of an annual process to forecast. plan for, coordinate. and obtain needed training for ~RO 
employees. Actions to be completed by 31 July 1997. 

(~JD,VRO COMME.VTS: 

(~! Co11cur. lmplementario11 <i the 1995 Training w1d Dc1·elopme11t Strarcgh: Plan 
indwles i11iriatiw:.1· ro provide a system for performin~ ongoin.~ trai11in~ needs c1sst1.1·.rn1ellT ro 
fi.1~/il the NRO mission umlfaci/irare reali::.arion of indfridual 1,e1:fornw11ce .f!.oal.l'. /11 uclditimi. as 
parr <~l an IC ejj,,n. the NRO recently idemified core and supporri11,1f skills and rt'i,m1cl rrninin.lf 
requir<!cl to accompli.sh the NRO mi:uion. Thi-1 effort, tJnc/ the NRO u-orkforcc a11alysiJ to he 
rnmplctcd in early 199:, will bl• use,/ w it!L'lllify NRO-\l'ide training requirements and cswhlish 
un tm1111al s.vstematic plannin;: proce.l's. Full implr:mentaticm <~f this proce.vs is r:xpec:rcd hy 3 I 
July /<)97. 

(~J £VALUATION OF DNRO COMMENTS: 

(~J \Ve comider the proposed acrion.s h_v the DNRO to be resp,msin• to the 
Rcc:rm1memlc11ion, 
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(ll) Personnel 
Records Services 

tli0ef9) While the personnel records service" system is 
meeting the ncc<ls of the organization. it is not as cffa:tivc as ir 
i.:ouli..t be. The separate personnel management systems usl'<l by the 
CIA. Air Force an<l Navy. coupk<l with security n:strictions. 
prohibit interoperability between the systems. Employees' offidal 
files arc maintaineJ at the parent organization: the HRMG 
maintains an employee file anu a consoliJatcd Jarnba-.1.' of all it~ 
employees on its Human Resources ~1anagemcnt Information 
System. \Vhilc this provides 1.:entralizc<l fik management intern.ii 
to the NRO. it tlocs not interface with the parent organization 
systems and thus requires Jual entry of Llata. Thr HRMG has no 
proccs.-.; to vcrit)· <lata integrity between the systems. While dual 
entry is inherently inefficient. thr employee ulso muse cnsurc that 
rccorus an<l <lata arc accurate at both the parent organization an<l at 
the NRO. 

{¥6t;@) The NRO Jocs not ha\'e an auequatc r1.•cor<l-. review 
proress established to assist in maintaining rernrc..L, inll'grity. An 
~JOA between the !\"RO and its parent organization~ i.:oul<l 
enhance the effectiveness of thcsc separate systems by requiring 
pcriodk: review in a usable format of the parent agency's records 
anu incorporating employee review imo this cycle. While this 
uocs not resolve the Jatabasc interoperability problem. it specifics 
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(U)MONITOR 
PERSONNEL 
SUPPORT 

CIVILIAN PERSONNEL 

responsibilities for support and proviucs a mechanism to improw 
accurncy of personnel record~. 

(U) An adequate monitoring program provides an organization 
with a way to <lctennine quality. responsiveness and accuracy of 
suppo11. as well as employee satisfaction with personnel prm:csscs. 
It also furnishes an analysis tool to dctccl trends and anticipate 
problems so that actions can be taken to improve operations, 

(~EiilJl'JB) The NRO <locs not monitor thr qua}ity or 
responsiveness of support its employees receive from cheir external 
parent organizations. nor their employees' satisfaction with that 
suppon. We found the HRMG staff to be professional. technically 
capable and cmhusia.stic to provide whatever personnel suppon 
lhey could. In their role as facilitator between the cmployei:- and 
ilir parent organization. tht'y I.lo not ovcrset' how well suppo11 is 
provilled an<l cannot aCl:urutt'ly assess when lhcy should g.ct 
involve<l co e>.pcuitc the process. The tack of a re-view procc-ss for 
employee records. for example. results in <lifticulty detecting 
inconsistencies before they become problems. 

(fw)'ijQ~ As discusserJ in the 11Training anrJ Development" 
section. the NRO does not adequu.tcly monitor the training. ncc<ls 
and requirements of its employees to ensure the right type ant.I 
quantity of training is available. Without a mechanism to monitor 
employee development. the NRO cannot accurately determine if it 
has employees whh lhc proper skills to pcrtorm its mission. The 
Management Services and Opcr.niom. Oftkc < MS&O> should 
dcvclop and implement a process to monitor thc ~"RO's p,.:.-r~onnC'I 
suppo11 program. 

(M,tiO, In our judgment. the continuation of separnte dvili<in 
personnel systems <lacs not support lhe NRO g.oal of a cohesive. 
consolh.lated work force. Comparisons between the systems is 
inevitable and our interviews ..ind employer survc-y prow that 
employees pcn:civc unfair treatment. While we found each system 
administered properly in its own right. perception is reality to all 
employee. The administration of rank-in-person arn.l rank-in
position personnel systems is so <liilcrcnt that it t:annot be 
equalizcll. If the DN"RO wisllcs to ar.:llicvc the statc<l goal. the 
:\'RO must move toward a single r.:ivilian personnel system. 

(FQt'Q) OVERALL RECO'.\l~ESDATION 22: The DNRO include provisions for 
establishing a single NRO civilian personnel sy!l1em, implemented over a period of years, in 
a new SECDEF/DCI MOA. as recommended in the II Authorities and Delegations II section. 
Actions to be completed by 1 June 1997. 

(~) DNRO COMMENTS: 

(~) Cmic:ur with imenr of Recommendation 22 to imprm•e cfrilian personnel 1mmugt.•11u•111 
and support. However, rhe NRO is nm prepared to conm1it w a singil' NRO t.frilian pcr.mnnef 
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sysrem at this time. Unrc,wl\wl lcgislatiw: pa,:ka.~es and other JC reform initiath'es are dynamic 
players in the current JC em·ironment. Ad,lirionafly. the NRO's Jeremiah Panel is rei·it•n·in.~ this 
specific issue. As with the NRO charter documents. once these political mul adminisrrurfre 
issues rcsofre. tlie NRO will include its personnel system recommendation in the SECDEF-DCI 
MOA mu/ correspmuling DoD Directive and DC/ Directi\·c (DC/D). Target completion date is 
31 July /997. 

~----~-~ 

i, ODOJ EVALUA17ON OF DNRO COMMENTS: 

f P8f}t:JJ W£1 consider the proposed cKtions of the DNRO to he respomii'c to the 
Recommcllllation. Tar~et / lune 1997 as 1/u: completion (kmt ~•ice 31 July 1997. 
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MfLITARY PERSONNEL 

(U) MILITARY PERSONNEL 

(l_;) BACKGROUND (LT) Military personnel management programs typically induJr 
processing. personnel actions such as promotions anJ awan.ls: 
evaluating personnel performance: coordinating service <lirccwd 
and professional development training: and providing separation 
anJ transfer support and counseling. Many DoD components 
sponsor joint activities and comply with policy concerning joint 
duty qualification. Title to U.S.C.. the 1300 series of DoD 
Directives and Instructions an<l l!overninl! Service regulations 
prescribe military personnel management. ~ ~ 

(U) Service hcadquancrs normally control the assignments 
process using various forms of skill specialty codes. To ensure 
proper skill development. personnel require spcdfic tr.iining at 
particular point:-. Jepen<lent on r.ink an<l skill specialty. This 
training is managcJ at S~rvkc specific levels. 

(POUO) The original NRO Programs A. B. iln<l C maintained 
their own personnel staffs and rclic<l on the parent organizations to 
provide support to them. Today, the Military Personnel Division 
(MPD) of the HRMG. serves as the focal point for the NRO 
assignments process and provides milore<l ixrsonnrl suppon 10 the 
military personnel of the NRO. 

~ As of September I. 19'-hc MPD pro.<l service to,JW 
NRO military staff totalling • Air Force. Navy. anu Iii 
Army officers un<l enlistc<l personnel. The NRO maintains no 
Joint Duty Assignment List positions. 

{P01!!8) ISSUE: The NRO has technically adequate processes, mechanisms, and 
management systems to support military personnel and meet the needs of the NRO; 
however, the NRO needs to update Memoranda of t!nderstanding and Agreement 
('10U/MOA) nnd monitor service provided to military personnel. 

(F8t;8~ FINDING: The NRO lacks adequate and current MOUs/MOAs specifying 
military personnel support responsibilities. 

(l: ~ ROLES AND 
RESPO!\SIBILITIES 

(ll) Memoranda of 
Understanding and 
Agreement 

(LJ) The :-..'RO has MOLis an<l MOAs with the Dcpanmcnts of 
the Navy and Army covering lhc contribution of personnel to the 
NRO and functions to be performed by each organization. 

(FOOOJ We found the NRO has not clearly established roles 
amJ responsibilities through uppropriatc MOUs/MOAs and 
Support Agreements regarding rhc management and support of 
assigne<l military personnel in accordance with DoD Instruction 
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4000.19. lnterservicc and Intragoven,mcntal Suppon. Without 
clear and current guidance on which organization provides what 
fum:tional support. suppon systems cannot meet expectations of 
the organizations or people involved. 

(M) A 9 July 1976 MOU with the Assistant Secretary of the 
Navy (Installations and Logistics) defines lhe relationship between 
the Navy Space Project. Program C. and the !\'RO. However. Lhl' 
MOF does not address personnel support to any <.kgree. Another 
MOU from 1987. signed by the Director. Program C. and the 
Naval Security Group Command provides Naval support to the 
lld• program. The MOUs do not reflect the 1992 NRO 
restructure and consolidation or a system of periodic review. Thc
si1,.'llificant changes since the original memoranda leave 
responsibility for Navy personnel suppon in 4uestion. (Note: 
During the course of the inspection. rhc !\'RO and the Navy were 
negotiating an MOU to update the responsibilities of each 
organization for support services.) 

('87'@) An MOA with the Secretary of the Army. dated 30 June 
1978. defines the interface between the Army Space Program 
Office and the NRO. It states the Anny Depury Chief of Staff for 
Operations provides personnel support. but docs not spedfy 
funher. While it spcdfically addresses officer suppon to NRO. it 
fails 10 address enlisted support being provided. We found no 
indication of periodic review of this 17-ycar-old document. 

(iM) NRO personnel believe they tlo not rc4uirc an 
MOU/MOA with the Air Force. They belirvc the designation of 
the DNRO as Ai;i.istant Secretary of the Air Force (Space) and the 
Director of Launch anti SIGINT as the Dircttor. Secretary of the 
Air Force for Special Projects. provides adequate means of 
obtaining Air Force suppo11. An MOU/MOA with the Air Force 
would be beneficial in covering the eventuality of these positions 
not being uual-hatted. 

(l'O"tl'Ol The NRO depends on parent Scrvkcs to provide 
suppon regarding professional mili1ary education. skill s&X'citic 
service trJ.ining. drug testing. and other programs. The NRO 
maintains limited expertise in some areas to help their personnel. 
The ex.istinl! MOUs/MOAs do not address thc."c functions and this 
results in duplkation of responsibility similar to thut identified in 
the dvilian personnel section. These responsibilities should be 
dearly specified in the MOA or a scparnte suppon agreement that 
provides more s~citic information. 

C:f8U8} RECOMMENDATION 23: The DNRO designate and direct a Support 
Agreements Manager to develop a single comprehensiYe agreement ,,.,ith each supporting 
military organization in accordance with DoDI .W00.19. Actions lo be completed bl JI 
De<:ember 1997. 
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11 "t,"JDNROCOMMENTS: 

( l'f'!'Jf!!"(!J) Concur wirh rhe intent of the Findin~ and Recommendation 23. Reference curlier 
response to Recommendation 18. · While the 'military systems are not effectetl by the single 
civilian personnel system determination, they may he effected hy other (>11-going iniriati\tes 
relurive to till' enrire illfelliRem:e comm11nir)1 (IC) .. legislative and otherwise. (Refae11a 
DNRO response w Recommendations /, 2. and 3.) Pendin,i: re:wlution of the JC issues um/ 
uppointment nf a Support Agreemellts Mm,a.r:er, negotiaHons of military person11e/ a.r:reememJ 
will he accomplished by 31 July 1997. 

(~J EVALUATION OF DNRO COMMENTS: 

(f-86/8) We consider the proposed actions by the DNRO to be responsive to the 
Rerommemlation. Howe\•er. these actions ure to he completed hy 3/ December 1996 rh'c the 
proposed 3/ 111/_',1 /997. 

(l') External 
Relationships 

(U) Internal 
Relationships 

"8!'8) The MPD functions as the 1'."RO liaison and facilitator 
between the Service personnel suppon hca<l4ua11crs aml the NRO 
managers aml personnel. The MPD works directly with the I l th 
Support Wing at Bolling AFB an<l the USAF Personnel Center at 
Randolph AFB: the Space and Naval Warfare Systems Command 
clement and the USAF Army Element within the Army Offkr of 
the Deputy Chief of Staff for Operations. 

(~I The Navy docs not have personnel profcs.'\ionab 
assigned and located at lhc NRO hcad4ua11crs. unlike the Air 
Force and Annv. Rather. the Navv consolidates this function 
within the Space and Naval Warfare Systems Command and 
maintains tighter :service comrol of Navy filled NRO positions than 
the other services. We were told the planned revision of the 1':'RO
Navy MOU may provide for integrating Navy personnel specialists 
into the MPD similar to that of the other services. 

t'S') The Deputy Chief. HRMG. an Air Force officer. primarily 
<lirccts service an<l suppon to military personnel through the MPD. 
The Chirf. MPD. an Air Force civilian. with a staff of dvilian and 
military employees. proviucs military personnel a centralized link 
into unclassified parent Scrvkcs. 

tP0'-'"8) Like the civilian personnel section. the MPD use~ the 
Human Resource Management Information System to track 
military personnel. The limitations of this system. as enumerated 
in the civilian. personnel section. also exist regarding mi1itary 
personnel. While the system meets the needs of the organization. 
it is inherently inefficient due to dual entry of data. Parent 
organizations maintain employee offirial files sy-:tcms. whik 1hc 
HRMG maintains a file system with duplicate information. 

(~) The NRO <lacs not have an adequate records review 
process established to assist in maintaining records integrity. An 
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(U) Assignments 
Process 

(ll) Management 
Training on Military 
Personnel Needs 

MOA between the 1'RO and the personnel parent organizations 
could enhance the effectiveness of these separate systems by 
requiring periodic review in a usable fonnat of the parent agem:y's 
rccord'i and incorporating employee review into this cycle. While 
this would not resolve database interoperability. it woultl 
reasonably ensure personnel record accuracy. 

(~) Processes used for filling position vacancies depend 
on the Service designated for the position. The NRO obtains 
listings of personnel meeting requirements from the Service focal 
points anti makes some by-name-requests based on information 
from cuncntly assigned personnel. The NRO or the Service~ makes 
appropriate preliminary security background inquiries. The NRO 
then makes a selection ant.I the Service focal point serves as the 
interface to get the person assigned. 

(~ Some personnel questioned the neet.l for Service 
assignment personnel to be BYEMAN cleared. While the ncetl for 
BYEMAN cleared intlivi<luals at the assignments locations may be 
beneficial to some ex.tent. a tevicw of security criteria in<lkatcd 
establishment of personnel qualifications i;hould not require the 
B YEMAN caveat. 

(fiJOUO) We found the internal processes usctl by the NRO for 
assigning personnel within the NRO met the needs of the 
organization and the personnel. However. interviews indicated the 
l\iavy exerts more comm! over pcrsonnC'I position management 
than the other services making some- moves more t.liftku\t. Wr 
found no significant impact from this: however. the !\'RO could 
clarify this issue in the rccommcmk<l MOL''MOA r<:'vision. 

(~) The NRO elcctetl not to implement joint officer 
management provisions of the Goldwater-Nichols Ace because 
they thought the provisions would impede accession antJ retention 
of personnel in the NRO. In l 992. the NRO revised that dcdsion 
anti in n 14 August 1992 DNRO memorandum rc4ucstcd 
DEPSECDEF to approve SO percent of NRO military officer 
positions as· Joint Duty Assignment List. The Joint Chiefs of Staff 
imposed a moratorium before DEPSECDEF ma<le a <lcdsion. In 
Mav I 995. the NRO atltlrcsscd the issue a!!ain with a 
memorandum from the DDMS [O the Director. \-lanpowcr and 
Personnel. Joint Chiefs of Staff. asking for 19 positions on lhc 
Joint Duty A,sig.nment List. This request is being held pending 
further review of the Joim Duty Assignment List and procrssr'i 
involvctl. Joint duty assignments within the NRO would bcnctit 
the organization am.I the Services by providing superior talent to 
the NRO antl officers with better understanding: of satellite 
intelligence capabilities to the Services. ... 

(FOUO) The HRMG makes training available to the managers 
ant.I supervisors of military personnel covering the Jiftcrcnt aspct.:ts 
of career management. evaluations. promotion and award 
recommendation systems. and disdplinary systems. 



(U) MONITOR 
SERVICE 

MILITARY PERSONNEL 

(FOUS) We foun<l the NRO Joes not maintain a process to 
ensure managers an<l supervisors undcrstan<l che impacts of their 
actions reganling military personnel. The NRO docs not maintain 
policy on. or a system to track, who receives or needs this training. 

WOUO) Interviews indicated senior management. HRMG 
officials. an<l military personnel assigned arc com:emcd about chis 
issue. Some dvilian supervisors <lo not dearly understand thc 
needs of military personnel rcgar<ling perfonnam:c uppraisals anu. 
awards an<l Jct:or.itions policy anJ prot:c<lun:-s. actions 
significantly impacting military careers anJ promotions. The 
HRMO should develop an<l implement a policy on and a 
mechanism to track training provided to supervisors of military 
personnc I on military per.mnncl management matters. 

~) The NRO does not maintain a process to evaluate or 
monitor the quality of services provided to military personnel 
assigned to the NRO. Establishing such processes or methods 
would provide several benefits to the NRO. First. thcy would 
provide a basis for Jctcnnining che stuffing nec<ls of the ~D. 
Scron<l. they would provi<lc a basis for knowing when anJ what 
chill12cs arc needed in the MOUfJMOAs with the services. Third. 
they would provi<le a basis for <lctcrmining information nccue<l by 
non-military supervisors or military supervisors of other service's. 
The HRMO should <lcvclop illl<l implement a proces.'i to monitor 
the quality of services provided NRO military personnel by th~ 
MPD an<l Military Services. 
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(U) LOGISTICS AND SUPPLY 

<U I BACKGROUND (U) We Jefinc logiscicl1. anu supply management as chc storc.1ge. 
distribution. procurement. maintenanl'c. transportation. facilities. 
communications. <lata processing. property disposal. 
acc-ountability. ant.I J)('rsonnel used to suppon. or manage suppon to 
the organiz.ation. An adequate program ensures logistkal anti 
supply sup{X)rt requirements arc fulfilled in the ~ques1e<l time 
frame and at the cxpccte<l costs. It also contains a mechanism to 
ensure accountability for thut propcny and equipment. 

~) The MS&O provides logistical support to lhc NRO 
hcadquaners facilities through lhc FadHties Su n Grou anti the 
Pro n Mana 1emen1 Office. The NRO 

(FOl!iQJ ISSUE: The 1''RO logistics and supply management system is generall;t· 
adequate; however, it lacks a property accountability system and has some shortcomings 
in verification of GSA Fleet Vehicle credit card charges. 

(ll) ROLES AND 
RESPONSIBJLITIES 

7X 

~ l Roles and responsibilities arc adequately defined in 
standar<l operations procedures, position descriptions. statements 
of work with the contractor. an<l staff mcctinl!s. Thcv arc also 
dctincu in publications such as 1ntcgmted ... Logistics Plan'i. 
Oi{',uindi Instructions. Customer Suppon Manuals. and thl' 
L 1@1ntlf'Mffltf- & Computer Supplies Manual. 

. ost suppo-uircmcnts arc proviJe<l through 
contractcl.l services with • as the NRO's prime contnH:tor. 

(:ffl!'l The Propeny Mant1gemcnt Office controls an<l manages 
Government Fumishetl E4uipmcnt un<l Contractor Ac4uircd 
Propeny. This rcsponsibilitv im:lmlcs acquisition r istr· tion 
and dis osal authorit . 

OSD - (b){1) EO 13526 Section 3.3(1) 
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(U) REQUIREMENTS 
IDENTIFICATION 
AND FULFILLMENT 

(U) Logistical and 
Supply Support 
Requirements 

(U) Transportation 
Requirements 

LOGISTICS & SUPPLY 

• OSD - (b)(1} EO 13526 Section 3.3(1) 

.... _,. •\. ... 

• OSD - (b)(1) EO 13526 Section 3.3(1) 

• 

• 

(FQWQ) The need for official business ground transportation is 
met through a fleet of General Services Administration (GSA)
lease<l vehicles. Employees reserve vchk:lcs through an on-line 
system. A rental agreement. the keys an<l a GSA Fleet Credit Card 
for gasoline purchases arc picked up from the Logistics Officer. 
Current and ending odometer readings arc noted. along with fuel 
status. Credit receipts arc turned in with the keys at the 
completion of the trip. The credit card receipts are collcctc<l and 
forwarded monthly to GSA. 

(~) FINDING: The NRO does not have a mechanism to verify GSA Fleet Vehicle 
credit card charges. 

(P'Otje), The NRO leases approximately g vehicles through 
the GSA. Interviews with personnel in charge of NRO vehicles 
indicated they <lo not verify credit car<l receipts. The responsible 
personnel coJlect and forwar<l the credit car<l receipts once a month 
and annotate the cn<ling mileage an<l other information for each 
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vehicle into an automated database system. There is no internal 
control in place to verify that credit cards are used in accordance 
with GSA rules and guidelines. 

EFOl!O) RECOMMENDATION 24: The DNRO direct development and implementation 
of processes to verify credit card charges on GSA Fleet Vehicles. Actions to be completed 
by 1 October 1996. 

(FOL'@)DNRO COMMENTS: 

1'ilii8&8J Concur with caveat. While the NRO does not currently have a mechanism to verify 
GSA Fleet credit card char,:es, it has a comprehensive, automated database for trackinR GSA 
Fleer Vehicle use. Tile NRO will review and modify as necessary its leased vehicle monitorin,: 
process, to include periodically verifying credit card use. Corrective action will be complete by 
l October 1 !i96. 

(rvbv)EVALUAT7ON OF DNRO COMMENTS: 

(EOUOJ We consider the proposed actions of the DNRO to be responsive to the 
Recommendation. 

(F0~9) RECOMMENDATION 25: The DNRO direct the NRO Inspector General to 
conduct an audit of the GSA Fleet Vehicle and credit card usage. The audit to be 
completed by 1 April 1997, 

,T8t,r8 J DNRO COMMENTS: 

(~) Concur. NRO/IG will audit GSA Fleet Vehicle and credit card use by 30Jzme 1997. 

(~) EVALUATION OF MANAGEMENT COMMENTS: 

(1FJ8b'8) We consider the proposer} actions of the DNRO to be responsive to the 
Recommendation. Unless constrained by resources or priorities, the NRO/IG audit should be 
completed no later than 1 April 1997. 
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(U) Responsiveness 
to Needs 

t8') We interviewed personnel to determine if they received the 
required support in the requested time frJmes and at the expected 
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cost. Each person interviewed expressed a high degree of 
satisfaction regarding the support that is provided by the Facilities 
Support Group. as well as external support organizations. In 
addition, we reviewed a listing which contained all of the requests 
for logistical and supply support services in FY 95 and found the 
requirements were fulfilled on or before the required time frame 
and at the expected cost. 

(Pt,tJt)/ FINDING: The NRO does not have a property accountability program. 

(U) PROPERTY 
MANAGEMENT 

(li'8ti())Lackof 
Published Property 
Management 
Procedures 

(U) No Property 
Book Account 
Established 

(~) The NRO docs not have a property accountability 
program because it lacks a published property management 
procedure. does not have an established property book account. 
and does not have a comprehensive Government Furnished 
Equipment and Contractor Acquired Property follow~up process. 
As a result of not having a precise count of NROAowncd assets. the 
NRO cannot accurately meet its reporting requirements to 
Congress. 

WOIIG) The NRO <lees not have a published procc<lurc to 
implement a property accountability system. The March l 994 
draft MS&O Property Management Procedures Document has not 
been finalized and implemented. This document assigns 
responsibilities and defines criteria for property management and 
accountability. Only the Reviewing Officer and the Pro crt 
Mana 0 cr have been a ointcd und this <lone verbal] . 

(Pe~ei The NRO docs not have a property book account 
which would provi<le a physical recor<l of all NRO assets. In un 
effort to establish a property book. the 111111 contractor 
<levclope<l a database of all accountable property 011 which they 
had a record back to FY 90. However this generally only inclm.les 
property for which BIi was the source of supply. There has 
not been a physica~ciliation of this listing and it docs not 
include propcny which came un<lcr NRO's control as a result of 
the program consolidation. The contractor provides quarterly 
reports to the MS&O from th is data base. 

{'@i) The NRO excludes furniture an<l safes from the current 
database because they <l!e not accountable property~ 
-c. However for FY 95 alone the t .H.J i;pcnt 
approx1matcl~IJI for furniture. The database also does 
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(Ji>Ql,Q~ Inaccurate 
Database Used to 
Report to Congress 

(U) Accountability 
for Government 
Furnished 
Equipment and 
Contractor 
Acquired Property 

not include all NRO automated data processing equipment. The 
ITO maintains an inventory list of automated data processing 
equipment and was conducting a 100 percent physical inventory ar 
the time of this inspection. However. no process exists to integrate 
this infonnation into the MS&O accountability reports. 

{flOUG; The Chief Financial Officers Act and reporting 
requirements mandated by the 0MB. the Department of Treasury. 
and the Congress require agencies to maintain accurate inventory 
records. Since the NRO does not have a property accountability 
system an<l has not conducted a 100 percent physical inventory, it 
cannot accurately report on NRO-owned assets and is, therefore. 
not satlsfying its reporting requirements. 

~) We found the NRO Property Management Office maintains 
a well established process to identify and track Government 
Furnished. Equipment an<l Contractor Acquired Property in 
accordance with the FAR. Part 45. However. we found the process 
to track disposition instructions for Government Furnished 
Equipment and Contractor Acquired Property lacks strong. timely 
follow-up action to ensure contractors implement instructions. We 
reviewed Plant Clearance Reports for FY 92, 93, an<l 94 to 
determine how many cases were still open an<l the dollar value of 
equipment and property associated with those cases. The results of 
our review follow: 

(SliGRiii) 

~ If the Property Management Office docs not follow-up with 
contractors regarding the disposition of government equipment. the 
government loses active use of both the equipment an<l the 
monetary value <luc to depreciation of those assets. It also creates 
an atmosphere conducive to lost visibility which easily results in 
the loss of the government1s property and equipment. 

(PetJe, RECOMMENDATION 26: The DNRO direct development and implementation 
of a property accountability system including physical inventory requirements and 
periodic reconciliation with property records. Actions to be completed by 31 March 1997. 

(F&&'&) DNRO COMMENTS.-

(~) Concur. A draft NRO Headquarters Facility Propeny Accountability plan is complete, 
and a 100% physical inventory will be scheduled once Westfields collocation is complete. 
Actions re.r:arding this Recommendation will be complete 31 March 1997. 
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LOGISTICS & SUPPL}' 

i I eov) EV.4LUA TION OF DNRO COMMENTS: 

r> eo 0) We consider thl' proposed actions of the DNRO to be respnnsfre ro the 
Rec:ommendation. 

~P0ll8) RECOMMENDATJO~ 27: The D'.':RO direct development and implementation 
of an effective Government Furnished Equipment and Contractor Acquired Property 
follo\\·-up system to ensure disposition instructions are carried out. Actions to be 
completed by I October 1996. 

(~)DNROCOMMENTS: 

11 000) Concur. We judge.• t/Jt• weakness in the folloll'•Up system is that an ;,wdequare number <~f 
people are twailable to perform follow-up actions. To better ensure properry disposition 
i11.Hructions tlrt' carried 0111 hv its comractors. the NRO will inffease rite numher of Plant 
Ch•ma11ce S11edt1/ists from fl1•,;to four. We expecl to hcwe 11ew staff in place /Jy 31 July 1991>. 

j) eoe; EVALUAITON OF DNRO COMMENTS: 

(fii,{!jf!l,()J We co11sicler the ]>J'()posed actfrms of the DNRO to l>e partial/_\/ respm1sii'£• to the 
Recommendation. The actions propme,J hy DNRO 1<1 i11creas£' rhc number <l Plant Cleww1n· 
Spccialisrs will he helpful infacilittJtin,~ property dispositionfolloH'•Up, However. also ne,:dcd is 
the implemenwrion of a system to e11rnre follow-up on property dispositio11 i11strucrio11.~. 
Implementation of this system is rn be uccomplishet! hy I Ocrober 1996. 

(P'Ot't,) RECOMMENDATION 28: The DNRO direct the NRO/IG to perform an audit of 
property accountability with specific focus on determining If accountable propert:'.\· can be 
located. Action to be completed by 1 October 1997. 

(~) DNRO COMMENTS: 

( ~) Concur. NROI IC will audit property acwtmtahiliry hy 30 June I W7. 

(~IE',"ALUA.170.V OF D.VROCOMMENTS: 

( J"f!'JrJ'rJJ \Ve c011Jh/er the propoSt.'d acriom of the DNRO to be rcsponsfrc to the 
Recmnmendation. Actions w he completed by 1 Octnba 1997. 
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(U) EQt:AL EMPLOYMENT OPPORTt:NITY PROGRAM 

(U) BACKGROUND (U) Executive Order 11478. 8 August 1969. requires thr 
executive departments and agcndes to "establish and maintain an 
affirmative program of c4ual employment opportunity for all 
dvilian employees .... " It states the EEO policy must be an 
integral pan of all aspects of personnel policy an<l practice in the 
employment. development. advancement. and treatment of all 
Federal Government civilians. Agencies must provide sufficient 
resoun:es to administer such programs aml provide training an<l 
advice to managers and supervisors to a.~surc their understanding 
and implemcmation of the policy. Agencies also must provide an 
internal system for periodically evaluating the effectiveness of 
their program in meeting the Exerntivc Order policy. 

(U) Title 29. Code of Fcdcml Regulations (C.F.R.). Section 
I 614. establishes the policy and responsibilities in tcdcrJl agencies 
for implementing Wl affirmative employment program. It stares 
each agency shall: 

- Develop plans. proccuurcs and rcgulmions to carry out its 
program: 

Regularly appraise operations to assure conformity with 29 
C.F.R. 1614: 

Designate an EEO Director anu diversity manugcrs: 

Make written material,; available throuehout the work 
place; -

- Ensure fuU cooperation by employees: and 

Publicize and post names. phone numbers. anu office 
a<lurcsses of EEO counselors. 

(U) DoDD 1440. I. 21 May 1987. established the Civilian 
Eljual Employment Opportunity Program within DoD and 
prescribes implementing politics to indmJc diversity in their 
affirmative action progrums. consistent with guiuancr from thl' 
U.S. Equal Employment Opportunity Commission. Office of 
Personnel Management. and the DoD Human Goals Charter. 

(Ul Likewise. DoDD 1350.2. IX August 1995. rx.pandc<l the 
EEO policy to military personnel and regulatc<l the Military Equal 
Opportunity Program while establishing DoD-wi<le standards for 
dis<.:rimination complaint processing and resolution. It requires 
agencies to develop policies to prevent unlawful discrimination 
and sexual harassment ant.I prominently pose and enforce them. to 
provide qualitic<l EEO counselors. an<l to establish local hot 
lines/a<lvkc lines to provi<lc rnmplaint processing infonnation. 



EEO 

(F81!18} ISSUE: The NRO does not huve an Equal Employment Opportunit~· Program. 

(U) POLICIES AND 
PROCEDURES 

(PC,t::10) The NRO's primary EEO role is to act as a fadlitator 
between employees and parent organizations <CIA. Army, Navy 
and Air Force). Employees with EEO related issues may go 
directly to the parent organization or obtain infom1ation on where 
to go from the HRMG personnel officials. 

(FOGO, FINDING: The NRO lacks an EEO program meeting employee needs in 
accordance with DoD and CIA requirements. 

{~) The NRO docs not have an EEO program. Senior 
NRO management contends. the EEO nectlo,; of all employees arc
udcquatcly covered by the parent organiza{ions and additional 
NRO resources in this area would be wasteful. Senior NRO 
managers also stated appropriate parent organization officials 
woul<l be 1.muuc<l. access into the NRO facilities to conduct anv 
investigation or fact finding related to an EEO complaint. 
However. the current MOAs/MOU's do nor address if or how this 
service would be proviued or contluctc<.J. 

(f'.'JJQ) The absence of an EEO program placc.s the NRO in 
violation ot' DoDD 1440.1 and 1350.2. It i!-: not a compelling 
argument to daim that NRO employees have the same 
opportunities as other DoD employees for EEO support. The :"IIRO 
docs not have a Director of EEO to bring tlisi.:rimination an<l 
harassment issues to the attention of senior management nor 
diversity managers to publicize the rnntributions of minorities. 
We judge NRO employees do not have ready access to the 
appropriate full range of EEO support required. 

(~) Based on responses to our employee opinion survey. 
we found NRO employers do havr EEO concerns needing NRO 
management attention. Survey responses indicate minorities and 
DoD civilians find thr NRO deficient in providing a strong 
commitment to EEO etfons and in being treated fairh· for 
promotions and a-;signmcnts. The lad:. of an-NRO EEO program 
has contributed to the employee pcrreptions cited below. 

Interviews with NRO employees revealed they had inacc.:urate 
or incomplete information about lhcir EEO responsibilities. We 
attribute this, in pan. to the lack of readily available inform,ltion 
on EEO for NRO employees. Employees interviewed were 
unclear if the NRO ha<l an EEO JX)licy as they had not seen any 
EEO information published or IX)Sll.'d on bulletin boards. 
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Survey Response* 

Personnel prncticcs All NRO 5K9c agree 
dcmonstmtc a strong 21 % disagree 
commitment to creating Minority 499c agree 
and maintaining an 2 9% disagree-
cffccti ve culturally DoDCiv 4K'7c agree 
diverse work force. 33c7c disagree 

People in the NRO are All NRO 5K~ agree 
treatc<l fairly 21 % disagree 
regarding promotions. Front Off 43<:'c· agree 

33<ie disagree 
Minority 4K'ic al!rcc 

27% Jisagrce 
DoDCiv 33<k agrcC' 

44% disagree 

People in the NRO arc All NRO 60%, agree 
treatcJ fairly 20% uisagrcc 
regaru.ing assignments. Minority 54* agree 

249c c.Jisarrrce 
DoDCiv 449c al!I"Cc 

2K% disagree 

* l\eutral responses not rel cctc • 

We fountl the NRO made an effort to augment employee EEO 
training provictc<l by the parent organizations. HRMG personnel 
stated EEO training. inclµ<ling sexua.l harassment prevention 
training, wns accomplished NRO-widc in-house, with training 
meeting the gui<lclines of the parent organiuttions. However. 
inspection of training recorJs showc<l. no record of completion. 

We fount.I the NRO maintains no processes or mechanisms to 
monilor lhc effectiveness of EEO policies. HRMG officiab statcJ 
the NRO has not established a mechanism to trad, EEO employee 
complaint data. While the parent organizations maintain this. chcy 
arc not proviucd to HRMG without a specific rc4ucst. Without a 
formal monitoring mechanism NRO management is unable to 
determine. assess. or report 1hc effectiveness of the EEO support 
provi<lec.J by the parent organizations or their internal training. 
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(P8tl8) RECOMMENDA TIO~ 29: The DNRO direct development and implementation 
of an NRO EEO program in full compliance with DoD Directives 1440.J and nso.2 and 
applicable CIA requirements. Aclions to be completed by 29 November 1996. 

(ffH#J) DNRO COMMENTS: 

(,,.,,,,,,,,) Concur. A chicfior till' fl('11· NRO EEO Office \\'ill be ident~fied by 31 May /9Y6. and 
011 NRO EEO Program should h,· fully implememed /Jy 29 Nm·emha /996. 

rr~) EVALUATION OF DNRO COMMENTS: 

,r.;ir ,,....) w,, c.·onrider rhe f}fO/>osed actions or the DNRO w he res1>011sfr,, to tire ,. vu. . 'J 

Rccommendarion. 
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(U) SECURITY 

(U) BACKGROUND 

(U) DCI Security 
Polic)' Followed 

(U) Orn:anizations should base good sccurily environments on 
well defined security policies and procedures. roles and 
responsibilities, am.I oversight mechanisms at cat:h level of the 
organization. To be thorough the program should address core 
uisciplincs of physical security. personnel security. information 
security. communications security. and operations security. 
DcpcmJing on the organization. the tlisciplincs of industrial 
security and AIS security may be a<l<le<l. Because or the extensive 
use of AIS within the NRO. we a<lurcss AIS security in the 
following section of the rcpon.. 

(Ul The NRO follows DCI security policy and gui<lam:c "to 
maintain a uniform svstcm in the whole National Reconnaissance 
Program area" as stipulated in the Agreement For Reorganization 
of the National Reconnaissance Program. uute<l 11 August 1965. 
between the DCl and the DEPSECDEF. This agrcrmcllt follows 
the provisions of the National Security Act ·of 1947. which 
establishes the responsibility of the DCI for protection of 
intclliucncc sources and mcthous. Therefore. the NRO usrs the 
following DCIDs as the basis for security polides and guidance: 

• DCJD 1/7: Security Controls on the Dissemination of 
lmclligcncc Information 

DCID 1114: Personal Security Stum.Jan.ls uml Procc<lurcs 
Govcming Eligibility for A<.:ccss to Sensitive 
Companmentctl Information 

DCID I /J 6 Sccurit\' Policv for Protection oflntc-lliircn<.:c-
lnfonnution Systems and !',;ctworks 

- DCID 1/ l 9 Security Policy 
Compamncntc<l Information 

for Sensitive 

DCID J.120 Security Polk\' Conccrninl! Travel an<l 
Assi1mmcnt of Personnel v,ith Access- to Sensitive 
Companmcntcd Information 

DCID 1/21 U.S. lntelliuencc Community Phvsical 
Security Standards for Sensitive Compartment ·1nforrnation 
Facilities 

DCID l/22 Technical Survcillanc:e Countermeasures 

------,..,-~-~·~ ' ' II. OSD- (b)(1) EO 13526 Section 3.3(1) 

• • 
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(U) NRO Securih· 
Staff Structure · 
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~) The NRO securilv staff structure has rhan!!cd 
shinitkantlv over the la.-.t sevcrnl vears. The I 9X9 rcstn.tcturc 
study <lcterminctl security management was frngmenteJ and 
uncoordinated with lhe separate program offices operating. in a 
highly compartmented and segregated mannC'r. Thr program 
security offices provided conflicting. inconsistent. and risk 
avoidance-based guidance. As a result of this and other scrnrity 
manae:emcnt reviews. the NRO moved awav from risk avoidance. 
a high cost approach. to a practical. co.-;t-saving. and i.:ovcr~ 
enhancing philosophy of risk management. In conjunrtion with 
this philosophy. the NRO rcduceu lhc multi-companmcmcd 
information access structure- to a simplified BYEMAN 
compartment in February 1994. 

~) The NRO intcnue<l the restructure to provide common 
security suppon services to all pans of the NRO. including 
•ovcmmcnt and contractor o erations. 

-
e c ut ircctor or Sccunt (b)(1) • 

(c) (b) 

• ·:,i • f I t t 

TI1csr offices 
government security policy 

ft,,t The rhree directorates and major offices under the DNRO 
each maintain separate security srnffs. The Program Security 
Chiefs of these staffs report to the head of the Jirc-ctoratc or office 

X9 
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and not to the DOS. The security staffs implement the corporate 
level security policies and procedures. develop d.ircctoratc/officc 
level security polices and procedures. and provide primary security 
direction and oversight of the various programs and projects for 
both government and contr.i.ctor personnel and fadlities. They 
also serve as the <.lircctoratc10fficc focal point for interfacing with 
the Offo.:c of Security. 

{U) The NRO leadership proudly states it maintains a very 
close working relationship. more like a partnership. with its 
contractor base regarding, sccuritv. The NRO involves contm.clor 
representatives in jctennining th·c impact of proposed changes to 
security req_uircmcnL, in order to manage costs while m:hicving 
necessary security. 

<Jiile'N>• JSSt;E: The ~RO has adequate processes lo manage security requirements: 
howe,·er, mechanis~ used to pro,•ide basic security polic}' guidance, esJablish 
responsibilities, and monitor performance need significant improvement. 

(ll) POLICIF.S AND 
PROCIDURE.S 

90 

< lJ) Basic Policy •, 

(SlfB) BYEMAN 
Manual 

(ll) Flexibility Key 
at Sites 

~ The NRO dies several types of <l0t.:umcnts for 
establishing security policies and procedures as well as providing 
Jircction anJ guidance to 2ovcmmcnt cm lovccs and contractor.;. 

+Bi'@) At [t;)IIIIBIIDJ sites. the NRO relics on some security 
policies amJ procc<lures. and in many cases on the scrvicl's. of the 
local security officials which provide cover. Because of this. the 
~RO must be flexible in external facility security rc4uirc-mcnts. 
The NRO <lepcn<ls on MOLi,MOAs. a~ well as dose working 
relationships. for security arrangements at several ~ 
~o and ~ 

"f'8!'8) The NRO policy <lctcnninution process inrnrporatcs 
input from employees. contnictors. the Offo:c of Sc..:urity. an<l 
directorate and senior NRO management through the DOS Senior 
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(ll) FINDING: Corporate security policies and procedures are not clearly defined and do 
not provide a sound basis on which to establish roles and responsibilities. 

(l') COSFLICTING 
GUIDANCE 

("M) BYEMAN 
Manual 
Applicability Not 
Clear 

(U) Comple~ 
Classification Guide 
System 

~ We found confusion about the currency and applkability 
of the NRO/NRP Directives regarding security. The '.\JRO 
provided them as being current and we confirmed this through 
other offices. However. the Oftke of Security stated three of them 
were superseded by other guidum:c nnJ none of them were wiJely 
available. The Directives cont1ictc<l with NRO Security Policy 
Directives and Notices and the BSM. Numerous classitkution 
guides in varying litages of update provide fertile groun<l for 
confusion on whether material is Sensitive Compartmcn1cd 
Information {SCI! or not anJ whar level of dassitication applies. 
!\o clear policy or procedure exists to Jctcrminl' Jocumcnt 
super.;cssion or precr<lcm:c. 

_• OSD - (b)(1) EO 13526 Section 3.3(1) -•• • • • • 
• •- I 

~ The NRO movcJ from a system with multiple 
compartmented information systems to an overall single 
BYEMAN compartment in February 1994. The NRO should be 
recognized for making significant advances in reducing 
information companmcntation and increasing dissemination of 
information sim:c that time. However. significant opportunity for 
further progress lies ahead. 

(~) The )';RO publishes multiple dassifa:ation guides: th~ 
NRO Classification GuiJc. directorate level Security Classifaation 
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tll) o~·er
Classification and 
Compartmentation 

Sl!IGR:El'f ll1PEP.lt'1~i T • LEN• IiKYHCI F 

G~cs ffnd Special Classification Gui<.Jcs for 'QIUIS~ kJOllll material. For NRO personnel and contractors;ft 
wider access. the current system is confusing. contributes to 

i n over-classification. and losr rotJuctivitY. 

~pet,e>/ The maJonty of documents we reviewed lacked 
<.kclassification instructions. We judged this resulted from thr 
highly sensitive nature of the information. where people infcm.'d 
declassification unlikely or found it <liftkult to determine. and a 
lack of manal!cmcnt attention. Presidential Ex.ccutiw Order 
12958. Classification an<l Protection of ~.itional Sccuritv 
Information. requires the NRO to determine dedassitic.:ution nced~o; 
on an cxtremchr lar!?.e amoun l of classified material. with a 
significant amount over or approaching the timclincs for re{juire<.J 
rcvicw/<lcdassification. In November 1995. the DNRO 
established the Infonnation Declassification Review Ccntc:-r to 
develop a systematic mcthoJ of a<ldrcssing this issue. 

(~) The over-classification an<l compartmcntation listed 
above inhibits needed free t1ow comrnunit:ation between the NRO 
und activities nec<ling information from the NRO. Interviews 
c.:onductcu with senior DoD. CIA. an<l NRO officials rcvcalcu 
indications the NRO sometimes uses security dassificmions as u 



\'M) Decisive 
BYEMAN Definition 
1'.eeded 

(U) ~o Svstematic 
Document Change 
Processor 
Supersession System 

(U) Lack of 
A ,·aila ble Sec urit ~· 
Documentation · 
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policy tool. mthcr than a protection mechanism. We founcJ one 
case where the NRO inhibited infonna1ion sharing on moctclin1! 
an<l simulation systems with other DoD agendcs-by use of thr 
BYEMAN caveat. 

('8,'8) A method of dcarlv defining BYEMAN material docs 
not exist. In 1992. the CIAliG an<l NROtlG Joint Inspection of 
BYEMAN Security Management pointed out "an urgent ncc<l'' for 
a definition of BYEMAN. The DCI directed a study and the l'.'RO 
publishc<l it as tNRO Protection Review 'What is B YEMAN"' in 
November 1992. The study conclu<lcd less information must 
reside in the BYEMAN Control srrem. but docs not provide a 
methodology to achirve this goal. )1$!1MJ1!Ji•-traditionally 
used to define BYEMAN material. They include: 

Applying chcsc criteria to documents we rc"·icwcd. we <lrtcrmincJ 
a significant number Jid nm meet the companmcntation crit('ria. 

~) No consistent process exists for formalizing <.:hungcs to 
NRO security documents. for communicatim! these chan!!es to thr 
NRO and contrm:tor personnel. or to cnsiirc changei bccomr 
effective. The I 992 CIA/IG an<l NRO/lG Joint Inspection of 
BYEMAN Security Management made a similu.r finding. Their 
finding focused on establishing and stuffing an office to centraliw 
planning and coordinate security policy changes. Despite this, thl' 
NRO docs not have ,m established superscssion or prcccdc1m.' 
system in effect so personnel can <..lctcrminc the current. valid 
guidancr. In November 1995. the DNRO rn~ated the Information 
Management Group and chargcJ them with developing a 
mechanism to provide this guidance for the organization. 

..,.,. OSD - (b)(1) EO 13526 Section 3. 3(1) 
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(U) Memoranda of 
Understanding & 
Agreement Need 
Clarification 

OSD - (b)(1) EO 13526 Section 3 3(1) 

(FQUQ J The NRO needs to cnsurl? dl?vclopment and 
implementation of dear an<l specifa: MOU/MOA for security 
management at ground stations jointly operated wilh other 
agencies. One team member found problems previously occurred. 
with access rights of non-NRO personnel needing to conduct 
required activities. The team also dctl?rminc<l significant 
operational security differences arose between the NRO an<l 
another agency regarding infonnation. fadlity. and equipment 
access at another location. To avoid such security issues. 
MOU/MOA documents must clearly dc:finc the policies an<l 
procedures. roles and responsibilities. ant.I methods all involvctl 
organizations will use to ensure appropriate security_ 

(f'ftt!(}) RECOMMENDATION 30: The DNRO direct development and implementation 
of a process to provide NRO employees access to a complete and current set of security 
policy documents and an appropriate sub-set of these to contractors. Actions to be 
completed by 30 November 1996. 

<~> DNRO COMMENTS: 

ii6 6L'OJ Concur. Recomme,u/atinn 30 iJ tJCCl'f'Il'd and ha.'i hem acc:omplished. Ail se,:uriry 
reference nwtcria/,'i (DC/Ds. Executive Orders, NRO Classificario11 Guiclc.'i. etc.) are amiluhfe m 
NRO personnl!/ cutd internal comracrors mi the NRO 11erwork in w1 (.1ppJ;cati<m enrirll'd 
STARga::,er. To en.mre that the STARga:er remains ,.:urrent, the NRO will prepare and 
implement a proass to ensure periodic review <lthe security documents. This procedure will he 
implemented hy JO NMember /996. 

(l16r:J6) EVALUATION OF DNRO COMMENTS: 

"""""°J We conJitler tire proposed ac1io11s hy the DNRO to l,c respnnsive to rhc• 
Recommendati<m. 

1F8~8} REC0:\1:\IENDATION 31: The DNRO direct a complete review and revision of 
current NRP/NRO security documentation for consistency of policy and clarity of 
applicability. Actions to be completed by l September 1996. 
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;FOf;IO}DNRO COMMENTS: 

(~) Recommendation 31 is accepted and has been accomplished. Changes resultill,f!. from 
the NRO Declo.ssificaricm Review and Executil'e Order.'i impo.cring classifi<:atiOll. 
dedassifirnrkm. and requirements fnr access to classified infnrmo.tion hm·e ban incorporated 
into approJ>riate notification and rrainin,e; for NRO personnel. Director. .VRO Security. 
distributed a 19 April 1996 memora,ulum to all NRO Security personnel highligluin.~ rnrrcm 
authorities that formally su11ersede historical .security notices and procedures ( identified as NRP 
Directfres I. 4. and 5) nme,l in the report. 

,'COVOJ EVALUATION OF DNRO COMMENTS: 

(50L''1) Wt• consider tire actfrm.s taken f,y the DNRO to be responsi\'e to the Recomme11dmio11. 

(fili8tit}) RECOMME~'DATION 32: The DNRO direct development and implementation 
or a systematic process or NRO document management. Actions to be completed by 31 
August 1996. 

( SOLifir') DNRO COMMENTS: 

(/ii,,li,)il,{)J Concur. The NRO's Managt.•mt•llf Services and Operations (MS&O) is den•loping a 
(lonmu.•llf managemt.•m system. ThiJ sywem will he administered hy MS&O'.t lnforma1io11 
Mana,~ement Group and w;J/ be imph'ml'lltc:d by 31 July /996. 

(~)EVALUATION OF DNRO COMMENTS: 

(l-9f!i()) We consider the proposed actions hy the DNRO ro be n•spm1sii·~ ro the 
Recm11m£'1Uiatim1. 

(~ RECOMMENDATION 33: The DNRO propose, coordinate. and implement clear 
policy on how to distinguish BYEMAN information from other SCI and collateral classified 
information. Actions to be completed by 1 June 1997. 

(F@f:18) DNRO COMMENTS: 

(~) Concur. A recently dc:i·eloped NRO sponsored cfassificatinn metlwdnlo,i:y known as the 
Decisfrm Tool. has become the .standard for u,H' ill read1in~ classificaNon guide e\'o.luarfrms. 
This Decision Tool mu/ the resulting dti.m:ficarion re\·iew of all NRO program i11/ormatio11 will 
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prm-ide the basis /<Jr dear written polic_v defining what constillltes BYEMAN informarin11. 
/mpleme11tatim1 of the revised classification policy requires review and updllte (~{ each NRO 
proiram's cla.u;jication guide. Because these guides are contractual requirements, their cl1a11ge 
requires cnntractual modificatinns 1i·/tid1 TTUJY include contract cost increases. Because fuJJ 
implemenwtinn nf this Recnmmendatfrm cannot be c:laimed umil appropriatt.' contrac:mal 
modific:atinns are in place. the tar.~et completion date for rhis Recommt1ndatinn is Ju11e IW7. 

(P8f90J EVALUATION OF DNRO COMMENTS: 

(U) ltOLES AND 
RESPO~SIBILITIES 

96 

(ll) Office Of 
Securit~· 

(U) Overall. we foun<.J wcll-trdineu an<.J motivatc<.J securifv 
personnel. Their abilities and wealth of security experience. 
combined with the tlcxibilit,· of NRO. make the svstem work 
<.Jespitc lh(' notc<.J deficiencies. Similar to the other functional 
areas. we found personnel focusct.i on meeting organizational 
mission cn<.J-gouls of timely acquisition. launch. and operation of 
sate II itcs. 

~) A DNRO mcmorun<.Jum. R<.>structure of National 
Reconnaissance Office Security. t.iatc<l 5 September 1995. specifies 
the duties und rcponing chain of primary Offo.:e of Security 
personnel a." well as lhe <.livisions ant.i br-.inchcs within the office. 
The duties spccificu cover all 1hc security disciplines mcntioncc.J 
above. The rnemorant.ium specifically tasks the DOS ro: 

Serve as prim:ipal security auvisor to the DNRO~ 

- Chair the NRO Sccurily Panel: 

Represent the D!'.'RO on the U.S. Securitv Policv Board's 
Policy Integration Committee: anti · -

Orchestrate. in conccn with program directors, consistent 
security policy. planning. and implementation throughout 
the NRO. 

<iiit The mcmornndum also authorizes the DOS to rcomanizc 
the office as necessary. excepting for program security stalls. to 
bcner serve the NRO ncc<.Js. Funhcr. it eliminates the position of 
Director of the NRO Security Center in favor or the position of 
Deputy Dircetor of Security. We foun<l this action also <.Jissolvcd 
the former NRO Security Center, but kept the <.Jivisional 
responsibilities us t.Icscribcd in the background information. 
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(U) Program 
Security Staffs 

(l,;) Security 
Awareness Forums 

SECURITY 

~07J0) The DNRO mcmoran<lum specifics program security 
staffs report directly lo their program directors and provide the 
programs multi-Jisciplinary security policy guidance antl support 
services. In atl<lition. it charges the pro~it"am security staffs with 
justifying.. staffing. antl training their security personnel to ensure 
consistent NRO security policy implementation. A review of the 
program security staffs in<licatc<l they provide security guidan~e 
covering al1 the security disciplines mentionctl above. 

m The DNRO memomn<lum establishes the- purposC' anti 
membership of the NRO Security Panel. This panel fonnulatcs. 
coordinates. and promulgates security policies relevant to NRO 
programs. The NRO Security Panel includes observer membership 
from the U.S. Polk Boar<l Staff. the NSA. the CIO. an<l the CIA 

. Meetings are also open to 

~> To facilitate resolution of security policy and 
implementation issues. the DOS formed the DOS Senior 
Management Group. whil:h operates as a working group to staff 
security issues. lt includes most of the same people of the NRO 
Security Panel plus representatives of the Deputy Director for 
Security Polky am.I Operational Support branches, but exdudcs 
the external organization rcprcscritativcs. 

• ·:, .,oso - {b)(1) EO 13526 Section 3.3(1) 

• 

(U) The Oftke of Security publishes a monthly newsletter to 
help keep employees informc<l of security procedures and their 
responsibilities. They provi<lc employees the !\'RO Security 
Reference Guide in softcopy on the GW AN to assist them in 
dctcnnining where to go with security questions. This guide lists. 
numerous subject areas along with a focal point for questions. 
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(F8U8) FINDING: The NRO s~urity guidance is not readily available and lacks clear 
applic3bility to government employees so they can determine their roles and 
responsibilities. 

{'81'8) The BSM <locs not dearly apply to government 
personnel and facilities. Due to the lack of clarity in the BSM and 
conflicting guidance provided by other security documents. 
government personnel lack clearly documented and defined 
sccu riry rcsponsibi Ii tics. 

(~I We found no consistent process of communicating 
security roles and responsibilities to the personnel of the Office of 
Security. program security staffs. and personnel of the :!\'RO. 
While the September 1995 DNRO memorandum provided clear 
and consistent ovcmrching guidam:c to the Office of Security and 
program security staffs. below this level we found varying degrees 
of specificity. Some clements of the Office of Security maintain 
extremely wcll-<lcvelopc<l Operating Instructions for reference by 
their personnel which dearly define lower level policy. 
procedures. roles. an<l responsibilities: other elements <lo not 
maintain similar dm:umcntcd sources. 

fFOl:IO) RECOMMENDATION 34: The DNRO direct development and implementation 
or clearly defined roles and responsibilities for NRO security personnel and NRO 
employees. Actions to be completed by I December 1996, 

1 i8 0UO) DNRO COMMENTS: 

f,§HJ,,,,, Cm1c:11r with caveat. While nor formally documemed, NRO pffsonnel are raughr thdr 
rn >01nihiliric1· in securitv hriefin~~ trainin~ ·/ms •s w I s • ·urit\ e effi rs 
OSD - (b)(1) EO 13526 Section 3.3(1) 

( ~) £\ 'ALUA no.v OF DNRO COMMENTS: 

(~./ J Wl• wnsider the proposed acrinm bv tire DNRO to be respollsfre to the 
R e1.:ommemiario11. 
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(U) MONITORING 
MECHANISMS 

---- ------

SECURITI' 

WO' [Q) The DOS employs various mechanisms to monitor the 
security provided so that security practices remain current. achieve 
the desired goals and obj~tives. and focus on mcNing the NRO 
mission. 

(~> The September 1995 DNRO McmorJndum charges 
the DOS with reviewing and assessing security prot·edurcs and 
personnel resources necessary to implement security policies 
throughout the NRO. lt further charges the DOS with providing 
NRO program Directors with annual assessments of security 
programs implemented by their security rhiefs. As this is a recent 
rc4uiremcnt. we could not determine the effectiveness of this 
mechanism. 

ti emei The DOS established a schcc.lulc of semi-annual 
fonnal reviews of the directorate security plans Jcvelopcd. 
implcmcntcu. and maintained for their programs and projects. 
These include accomplishments. specific goals and initiatives for 
the following year. security enhancements. cost-saving proposals 
and penincnt management issues. In addition. the DOS initialed 
presentations by the various prime contractor sccurlty 
rcprcsc-ntativcs to brief program specific a1.:tivitics from thc
rnntractor per spec tivc. 

(F9leli9) FINDING: The DOS and Directorates do not routinely use a system of 
performance measures on which to base decisiom and changes to security policy. 

{w) Corporate security managers in<licateJ they provide 
oversight of their respective areas by exception. Nearly all 
managers intcrvicwcu stated they empower their employees to 
pcrfonn and employees inform them if a problem exist-.. Outside 
of the Personnel Security Division. we found very fow managers 
use performance in<lkator data from subordinate work centers on 
whkh to base decisions. Thc- -.ccurity personnel at all levels lack 
the type of pcrformam:c measures necessary to fulfill an ad~quate 
IMC program. adc4uatc oversight program. or future 
organizational needs to meet GPRA requirements. 
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Ml!J OSD - (b)( 1) EO 13526 Section 3.3(1) 

tf8U8, RECOMMENDATION 35: The DN'RO direct development and implementation 
of security performance measurements for security management functions that meet the 
needs of an adequate IMC program and will meet GPRA requirements. Actions to he 
completed by I October 1996. 

11 t,(.t,,DNRO COMMENTS; 

(FOLIO) Concur. NRO Sectiriry will dew:lop an IMC plan which incorporates per_ti,rmance 
measurements as a key tenet. This plan will i>c in place hy 1 October 1996. NRO Sernrit_v will 
estuhlish a workin,: group to address security L'iolation and incident reporting d,:ficiencics noted 
in thl' report. The targeted elute for completion <~{ this tusk is 31 Deci:mha /996. 

(~J EVALUATION OF DNRO COMMENTS: 

("""""'° J \Ve consider the proposed actions by the DNRO to be partially responsfrc to the 
Recommemlarion. The performance measurements dt•\'l'loped_fmm rhfa Recommcndutfrm shoultl 
be in support of the corporwc wide pcrfnrmance meas11reme11ts ro he de1·elopl1d in ac:cordanc:c 
u-irli Recomme11dation Y. 
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AIS SECURJD' 

(U) AUTOMATED INFORMATION SYSTEM (AIS) SECURITY 

(U) BACKGROUND (U) Due to I.he pervasiveness of automatcu information systrm 
integration in this highly classifieu environment. we evuluateJ AIS 
security separately from 1hc other security disdplincs. 

(U) The Computer Security Act of 19~7 (PL 100-235 > 
mandates Government-wide computer security: security training 
for all persons who arc involved in the management. operation. 
aml use of Fc<lcrnl computer systems: an<l. assures the cost
effective security and privacy of sensitive information in Fc<lcral 
computer sys.terns. DCID 11 16. Security Policy for Uniform 
Protection of Intelligence Processed in Automated lnfonnation 
Systems (AISsl and Networks. <lated 19 July I 988. assigns polky. 
execution roles anJ responsibilities, am.I establishes a procedural 
framework for implementation of AJS security. The Security 
Manual for Unifonn Protection of lntclliccm:e Processed in 
Automated Information Systems and Networks. a supplcmcnl to 
DCID l / J 6, provides more sped fie guidance. 

(U) The NRO uses. and assisted in development of, the 
Intelligence Community's Automated Information Systems 
Security Manual (AJSSM) 200. dated 1 H February l 994. Th~y 
also use. and assisted in <lcvclopment of. the National lm.lustrial 
Security Program Operating Manual Supplemcm. datc<l l Fcbnrnry 
1995. These doL·urncnts proviJe guidance for many areas 
including AIS se~urity. 

~l Security policy and practices for AISs and networks is 
rontinually changing to krcp pace with evolving technology. 
When DCID 1/16 was written. most AIS security policies 
ad<lresscJ large mainframe computers which were just entering the 
networked arena. The ever-changing AIS environment requires 
vigilant management to ensure auequate security is maintained and 
intelligence information is protected. Because many of the 
national level policies <lo not reflect current tct:hnology practices. 
it is essential an organization be proactive in developing and 
executing i1s AIS security programs. Tm.lay. each lntclligcm:l' 
Communit,: organization hil\ its own internal local amt wic.lc area 
networks .. in addition to connections with other Intel\ iecnl:c 
Community networks. They arc also electronically connected to 
their supporting contractors and customers. Software Jevclopmcnt 
has also evolveJ from each organization comractinl! for their own 
unique applications to using primarily commercial- or 
government-off-the-shelf. an<l now Internet-ready software. 

't'Si'8) The NRO has. been in the forefront of developing w1d 
~an extcnsivc111111V111securc network. Their GWAN has 
~ NRO connectivity with over IIIJ user m:counts. Limited 
network connectivity extends to the NRO's contractors over the 
CW AN which has approximately 1111111ser account'-. 
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for the or ,anization is managed by thc 
of the NRO's Office or 

Sccunty. The ot t c ommunicat10ns Directorate also has a 
security role in the development. operation. and maintenance of 
AISs. 

~PO"O) ISSUE: The NRO has adequate processes and mechanisms to manage its AIS 
security program; however, the AIS security monitoring program needs improvement. 

(ll) POLICIES A~D 
PROCEDURES 

( l') Proces.ses and 
mechanisms are 
adequate. 

102 

{U J AIS security policy lays the foun<lation for dctcnnining 
what technical and non-rechnicaJ processes and mechanisms are 
needed to protect AISs. NRO uses DCID 1:16 as their baseline for 
developing NRO AIS security procc~scs and mechanisms. The 
NRO developed the AIS Security Plan to specify the tec.:hnical anu 
non-tcchnica:I information requirements which must be used in 
sccurirn! accreditation for AISs and networks. The AIS Sccuritv 
Plan is- uocumcntcd in the AISSM 2<X> tor NRO sponsored 
government and coniractor AIS systems. 

°") Thr NRO in:-.1aJled limitctl Internet a1xcss but has not 
developed adequate polii.:y anu procedure im:orporating 
appropriate security com;idcrations. Access to the Internet 
provides .. 1 security <:hallcngc to the NRO. The desire by NRO 
managers for Internet conncrtivity was implemented using the 
only secure technical solution a\'ailablc at this timc--physical 
separation between the N'"RO networks and the Internet. An !'\'RO 
Internet policy has been proposed. but requires testing. 
coordina1ion. staffing. and approval. With the changes underway 
in security implementation practkcs by the Intelligence 
Community and the Llevelopmcm of new offensive am.l defensive 
security technologies. the NRO is concerned insufficient time is 
being allowed to plan l.Uld implement proper security measures. 
The problem. cspcdally for highly sei:urc sys1c01s sud1 as the 
NR01s. is that 1cchnological improvements t.lcvclop foster than 
policies and procedures can he <lmfte<l. tL'Stc<l. anLI implemented to 
encompass them. The !\"RO Scrurity Panel should <lcvclop an 
NRO Internet Access Security Policy which describes c.:onditions 
for approval of access. specific security protections. and 
monitoring mechanism.i; such as capability to relate usage and type 
to the user. 

tPOt'O) The NRO has l.locquarc processes and mcrhanisms in 
place to pc-rform AIS security. Thr :--;RO has established and 
achieved 1hcir A lS securitv c.oals of data confidcntialitv. <lata 
integrity, an<l system survivabittty. . 

~) The NRO has implcmcntc<l restricted access controls to the 
GW AN. All network connections arc password protected. 
OW AN access is managed by the local ITO detachment anu · 
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AIS SECURJn· 

centrally reviewed by the ITG's Network Operations Division. In 
addition. various networks arc isolated by filtering un h.1uc 
addresses or data fonnats to determine who or what data is allowed 
to traverse those networks. 

~) The NRO implemented a log-on identification anu 
authcntkation tool on the NcXT workstations and on thc-ir DOS
based svstcms that connert to the GW AN. Networked svstcms 
lock the· screen while not in use and require another authcnt1l'a1ion 
prior to unlocking the screen. Furthermore. many applications 
have their own identification and authentication process. creating 
another layer of security. 

(!i The NRO installed ATS technical security systems. 
firewalls and guard systems. to provide secure connectivity 
between their GW AN and the contractor CW AN and the GW AN 
and their Intelligence Community links. The NRO documcmcd 
their use of firewall technology via a tcchni<.:al paper and in the 
rcl)uired AIS Security Plan. 

cPeue, ACS security analysis is an integrnl part of the project 
planning and configuration management pro<.·esses used 
throughout the NRO. AIS project plans document specific 
configurations of routers, bridges and filtcrt. to ensure the sccuritv 
of. the network, These project plans arc reviewed at CCBs and 
undergo operational testing to ensure viability of the system. This 
front-end planning am.I coordination allows security issues to be 
resolve<l prior to hardware am.I software being introduced into an 
operational <.·onfigurntion. 

•• OSD - {b)(1) EO 
13526 Section .. -
3. 3( 1) 

"" The NRO components have resident AIS security 
representatives. Each of the major contractors has a specified AIS 
sccuriry representative as well. To increase security program 
effectiveness. these program and conmu:tor Information Systems 
Security Representative!. complete an NRO crain ing courst' amJ 
then arc empowered to manage on-site AIS security and prepare 
security dornrncnts. The AJSSM 200 and the National Industrial 
Security Program Operating Manual described these duties. 

(b)(1}(c) (b)(3) 10 USC 424 ~) While the of 
the Office of Security. retains responsibility for ccntralizeu AIS 
ai.:creditation oversight. the Information Systems Security 
Representatives have AIS ccnifo;ation authoritv for their anicular 
rocram. • 
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fS,) FINDING: The roles and responsibilities for AIS security are not clearly defined for the 
Office of Security, the ITG, and the remote sites. 

ffl") Both the Office of Security and the JTG have mission and 
functions documents which indicate responsibilities for AIS 
security. but the dear delineation of what is an Office of Security 
function and what is an ITG function is not apparent. In fact. most 
projects will be imp-Jctcd by both the progmm aml policy functions 
of the Office of Security and the development. operation and 
maintenance functions of the ITG. Management in both offices 
admitted that better uefinition of responsible areus was ncc<lc<l. 
Customers arc not fuliy aware of the separation of responsibilities 
either. 

~) The pervasiveness of AIS security in the planning process 
ensures that proper measures arc incorporated: however. the 
current ambiguity of responsibilities brtwccn the Office of 
Security. ITO. u.ntl the remote sites incrca-.es confusion and 
degrades timeliness in resolving sccurity-rclatc<l issues. 

(et RECOM'.\IE~ATION 36: The DNRO direct develoi~ imalemmYtM 
clearly defined responsibilities for the DOS, the · ITG. b•CJi•f)frlF\ ff 
regarding AIS security. Actions to be completed by l October 1996. 

( ~) DNRO COMMENTS: 

f,§,J Concur. NRO S£'curit)· support.'i tire 11ec:d to redew and re.wfrt• O\'er/apping and (~{ten 
conflictin,: areas of responsibiliry. Represemuti1·es from NRO Secr,rity and NRO Information 
Technology Group in rite Communicutions Dfrcctorare formed a working group which has been 
meeting for the past two months on a hiweekly basis. This group is researching authorities and 
addressing i.uues of O\'erlapping interest. Furthermore, an Automated b{fe>rmarion Syswm 
referrnt from Facilities and lnfnrmmion Securiry Division. NRO Security. has l,ee11 assif!.1ted to 
the Program Securiry Officer in the Commzmicarinns Directorate on a part rime basis 10 a,r;sisr ill 
T£'s<>lri11g these issues. A status report and rccommt•ndations for reso/urion of t/ris item will be 
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AIS SECURITY 

provided hy I August JY96. Implementation nf rite l Au~11s1 1996 roles and responsibilities 
rer::ommendlltions will be accomplished by 1 October IY96 

WOlle'J EVALUATION OF DNRO COMMENTS: 

11 Oen, 1 Wt.· consider the proposed actions hy the DNRO to be responsfre ro the 
R <!t'omme nclll t ion. 

~ FINDii--;G: The NRO does not hal·e an organization-wide program to monitor .-\IS 
securit)·. 

(ll) MOl'\ITORll'\G ffl While some monitoring lools exist. there is no program 
which provides an organization-wide analysis of AIS security 
cffcctivcnr-.'is. The Office of Security centrally manages AIS 
accreditations but docs not have a consolidated record of the AISs 
wilhin their purview. The DCID 1/16 requires 1he maintenanc.:e of 
record,; on eal:h system which indicate the dassifo.:ation level. 
compartments and Special Access Programs (if any). and iLlentity 
ot' other connected systems. Delegating the accreditation authority 
to the site's Designated Approving Authority Jocs not relieve thc
hcadquaners of the responsibility to maintain basic: information 
about their systems. 

of ITG has the l:apability 
usage report w 1c they use to monitor site 

license agreements. This tool, or something similar. can be used 
by the Office of Security to monitor AIS security violations. but a 
program for this is not currently in place. Responsibilities for AIS 
security monitoring of operational systems is UIJ area that should 
be better <lcfincd in the above.noted suggestion on definition of 
roles and rcspom;ibilitieli. 

lf'e~e) There is no consistent method for reporting AlS 
security violations to the Office of Sccuri ty. Interview comments 
indicated components were unaware they had to report AIS 
security inci<lcnts. There must be some way for the organization to 
receive and Lrack sccuritv incidents. Without a sw.n<lar<l svstcm. 
the NRO cannot perfomi trcn<l analysis an<l establish an accurate 
prioritizc<l program for correcting dcfidcncics. 

(F8l'8} RECOMME~'DATIOI"\ 37: The DNRO direct development and implementation 
or a comprehensh·e program for monitoring AIS security and identifying and correcting 
incidents, Actions to be completed by 30 June 1997. 
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(Ptlt,'tl/ DNRO COM,'t/ENTS: 

('!f) Concur. Although no comprehensfre program for monitoring AIS security presently l.'Xists. 
NRO Security currenrl_v audits selecre,I systems. \Ve are engaged in an ongoing study of 
imrusion cletec:tion within AIS as a prec:ursor ro rhe dc\·elopment of u u·h/e area network 
capabiUry for audit. COM!ITG, ill conjunction with NRO Security, anticipates full 
impiemenrarion of the intrw,;ion detection numitoring progrnm hy 30 June 1997, This system H'ill 
allow NRO security to both detect and correct AIS security incidents. 

(FOt'OJ EVALUATION OF DNRO COMMENTS: 

(fit!HJOJ We consider the proposed actions by the DNRO rn be paniully responsive to the 
Rec:ommt'ndarion. The DNRO must also address the security ""diring of tht' intlependenr Jon,/ 
area net\\'orks operarin,r: in the NRO. Acrion.r to be completed hy 31 l1111e /99i. 
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OVERSIGHT 

(U> OVERSIGHT 

(lii9,W4)) ISSUE: The NRO has adequate processes and mechanisms to measure the 
effectiveness and efficiency of direct mission related runctions: howe,.-er. the processes to 
measure the effectiveness of NRO administrative and support functions are inadequate. 
In addition, the NROnG does not provide adequate oversight of the organization. 

(ll) BACKGROUND 

(ll) MISSION 
OVERSIGHT 

(l') O\·ersight of the 
Systems 
Development and 
Acquisition Process. 

(U) The NRO senior management emphasizes the tlelegmion of 
responsibilities anti authorities to the lowest practical level in 1hr 
organization. This management practice requires supervisory 
accountability for achieving goals anu a set of controls or oversight 
mechanisms by senior management to assure that major 
organizational activities arc being successfully pursued_ Prindpal 
auministrative · and suppon functions. no less than core mii-sion 
activities. require appropriate oversight. 

(U) To support senior management oversight cffor1s. lower 
level components must have processes to monitor 1hc effectiveness 
of their activities uml have measurable inuicators of effectiveness. 

(U) As the central focus of the NRO is the development and 
acquisition of satellite reconnaissance systems. NRO manag('mtnt 
has creatc<l oversight processes for activities tlircctly i.:onl'cmcu 
with the accomplishment of these major missions. Many of these 
processes uirectly involve the DNRO and the senior management 
anu are uniform across the entire NRO. Others have been crcatcu 
anu implemented by the directorates and offices to :-.uppon the 
higher level processes and to proviue auditional ovcr."ight as 
requircu for their specific mission. 

(U) Management oversight of the tlcvelopmcnt antl at:ljuisition 
processes requires an overlapping set of tools an<l mechanisms to 
as!-.ure the information on each program i" complete. accurate. anu 
timely. anti the interrelationships among program~ is dearly 
defined. In a<ldition. there must be processes in place to use the 
information Jcrivcd for proper oversight. 

(~) The DNRO and senior program managers use several 
systems development anti acquisition process oversight procedures 
anti mechunisms. Al! evidence indicates that they arc working 
well. Among the major oversight processes arc: a DNRO 
cont.rolled computerize<l schedule of all programs: formalized 
agreements between the DNRO and senior program managers to 
meet schedules an<l buugets: configuration control processes for all 
programs at all management levels: and. a systems ac4uisition 
process overseen by lhe DKRO. 
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IOX 

(F@l!f©> The 1'.'RO has created and maintained a computerized 
lntegrated Road Map to maintain oversight of the schedules and 
milestones for the numerous and complex systems development 
and technology programs underway. This road map also identifies 
interrelationships among programs. Oversight of these programs is 
maintained lhrough the process whereby chcre arc no changes 
permitted to the Integrated Road Map. i.e .. the program schedules 
and milestones. unless thev have been fullv discussed b\' the 
DNRO and all senior management and agreed io by the D:l\t'RO. 

(~) Another tool used for providing senior management 
oversight of the systems development and acquisition processes is 
a baseline agreement. which serves as u "contract0 between thl~ 
DNRO and the responsible senior program manager for program 
delivery schedules. cost,;. and capabilities. Our interview data 
indicates the baseline agreemenl proccJure is working well and 
adhered to by the parties concerned. It provides all employees am.I 
l'ontractors involved in a program with clear guidance on what 
they arc responsible for and when. As un oversight tool. it serves 
to augment the NRO Integrated Road Map. 

(~) Thi'.' CCB process is another oversight anti systems 
development management tool. This process assures all ~RO 
components involvcJ in the Jevclopment of a system. as well as 
those component:-. which have responsibility for interfacing with 
the system. have a voice in the system specifications and all 
changes to it. and huvc the same documentation. System changes 
approved by a CCB which affect the haseline agreement. or the 
NRO Integrated Road Map. come to the attention of thr DNRO. 
NRO managers generally agree that the CCB process. although 
time consuming anu documentation intensi\.·r. is essential in 
effectively over.wring the complex technology associated with 
space systems. 

(~l CCBs ovcr!oiee every major development program in 
the NRO and operate at all management levels. Typically meeting 
twice a month. at a directorate level the CCB is L"haireJ hv the 
Director and the membership consists of the Deputy Din:ctoi-. the 
group chiefs. the buJgct officer. th(" contracts officer. ant..l the 
security officer. CCBs identify an<l maintain architccrurnl. system 
<lcvelopment. integration. and operational standards: wntrol 
changes 10 those standards: an<l record or rcpon th(" status of 
change implcmcntution. Tor CCB ensures that proposc<l changes 
to the program stam1ar<ls arc necessary and reflect a thorough 
consideration of all affected interfaces: represent a tradcoff amorn.! 
performance. cost. am.l schedule: an<l arc documrnted ac<.:uratcly. -

1F©U8~ Overall oversight of the ac4uisition process is 
a(Tomplishcd through the NRO Acquisition Board. chain:J by the 
DNRO. The inspection team ju<lgcJ that this is a well stnicturcd. 
effective. mechani:1m for oversight. As <liscussc<l in prior sections 
of this report. the NRO Acquisition Boar<l advises the DNRO on 
whether to continue the acquisition of a satellite svstcm at 
prc<lctrrminc<l. key decision points. At each of thesr kev· decision 
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points. the r,.."RQ Acquisition Board evaluates a number of critical 
clements about the program. including smtus. requirements 
validation. cost drivers. acquisition strategy. and alternative 
approaches. 

WOUOl Each of the senior managers below the dirccmmtc 
level has procedures for conducting oversight of the systems 
development anJ acquisition processes within their areas of 
responsibility. Some common prncticcs used by most of them 
include: 

Weekly meetings with division chiefs. contrn.ctors. and 
contracting officers to review program status. surfal'C 
problems. an<l set priorities: 

Monthly one-on-one meetings between senior manager and 
division chief to have ,can<liJ exchange on program issues 
antl agree on courses of action: 

Monthly meetings with each division on program issues 
antl status an<l surface new technologies: 

Meetings. evcrv 4 to 6 weeks. at a contractor's facilitv to 
get a t1rst hand account of program status. and evaluate 
contractor -pcrfonnancc: and 

Ad hoc meetings with staff and other technical pcopk to 
discuss altemati..,T technical approaches and new 
technologies applicable for the program. 

(U) All senior managers interviewed used these ovcrsi!.!.ht 
activities and ma<lr them- an intrgral pan of their management 
plan. These management oversight activities have been created at 
the initiative of the iodiviJual manager and implementation 
rcflec1s their management philosophy. Senior managers believe 
this level of oversight is essential to properly manage their 
<levclopmrnt and ac4uisition programs. remain k.nowlcdgcablc 
about the stutus of each. and be comfonabk they have a first hand 
view of the contractors' progress. The inspection team rnncurs in 
this asscssmcni. Much of the success the NRO achieved in 
building satcllitr systems can be attributed to this structured. 
management ovrrsighl process. 

(l") We examined the ~'RO's monitorint! of allministrative and 
suppoi1 fum:tions in <letail in other sct·tions of Ihis repo11. ln this 
section. we summarize our principal findings and repo11 thl!m in 
the larger rnntcx t of senior management oversight of cornponrnt 
monimring: dfons. 
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(Pfttff)) FINDING: The NRO does not have systematic oversight processes for their 
administrative and support functions. 

(U) Information 
Resources 
Management 

(ti) Logistics and 
Supply Management 

(l') Contract 
~lanagement 

I JO 

(l') O\·ersight of 
Customer Feedback 

(liQi-Q) The Deputy DNRO exercises senior management 
oversight for the Communications Directorate review of all 
telecommunications circuits used by the NRO. The 
Communications Dircctorn.te reccntlv con<lucteJ this r~vicw to 
<letennine if the dn:uits are active or redundant and which 
org:mization--NRO or some othcr--lhey principally serve. Thcrr 
arc potentially large savings for the !\'RO if redundant dn.:uits are 
dosed and other agencies pay a ponion of the costs for ch~ joint 
circuits used. MOAs. signed by the Deputy DNRO. will be 
required between the NRO and each of the agencies involved to 
document the cost-sharing formula. 

,iQI IO) We found aspects of the NRO logistics and supply 
management processes to be inade4ume. largely om~ to a lack of 
effective monitoring. There is no comprehensive propcny 
accountability system in place which would enable the NRO m 
accur.1tcly report to Congress on NRO-ownc<l assets. and there is 
no process in place to assure that Government Furnished 
Equipment and Contractor Acquired Property arc <lisposc<l of 
according to direction. The NRO needs to regularly conduct a 
complete inventory of ull property in accordance with established 
government procedures and to reconcile the inventory with 
previous purchases. The process needs to be monitored and 
managrment oversight procedures instituted to assure compliance. 

(FQIJO> We determined the ?\'RO lacks consistent' procedures 
for assuring interim monthly invokes for cost reimbursement 
contracts arc certified for te<.:hnkal performance by the responsible 
COTR. Contracting officers often certify interim invokes for 
technical performance without requisite technical knowledge to 
determine if the contractor has performed adequately. The NRO 
need(, to implement a monitoring mechanism to assure documcntcu 
COTR review of all contractor invoices. 

(i•CillelQ) The ~'RO has a mi~e<l record in mana!!inl! customer 
and user feedback. Feedback management is not part of the NRO 
rnrporate culture. Where customer feedback is properly t·ollectcd 
and used to improve customer ser\'icc. it is more by the ini1iativi:
of individuals or components than by the plan of management. 

(~) Customers in the Intelligence Community express 
satisfaction with the responsiveness of the NRO to ad hoc tasking 
of operational satellites. Oversight of the NRO's responsiveness to 
tasking of operational satellites resides with both the Intelligence 
Community and the NRO manaucrs of the mission !!round stations. 
There arc formal. but not documented. processes inw place for ~RO 
to respond to such tasking. All members of the lntclligcni;e 
Community participate ln these processes. 
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,.01 IO) Military users of the NRO products and services 
infonn NRO components via message about quality. quantity. and 
timeliness of what is being provided along with comments and 
suggestions for improvements. The NRO has no processes in 
place to use this feedback systematically to improve service to the 
military users. 

(~) The NRO docs not have processes to obtain feedback 
from parent organizations on the quality or responsiveness of the 
personnel management service those organizations provide to their 
employees within the NRO. This limits the oversight the HRMG 
has of the support provided and inhibitc; assessing when they 
should get involved to better support the employee. 

(~) There are no feedback mechanisms to senior NRO 
management for the tracking or evaluating of security incidents. 
The majority of NRO employees. including managers. did not 
know about the three levels of violations nor an NRO report fonn. 
We found no consistent process of reporting violations that would 
facilitate data gathering for management oversight or developing 
performance indicators. · 

{FBI!,@) We found the NRO has no oversight process to assure 
MOU/MOAs with other agencies arc current, complete. ilild serve 
the interests of all parties. We came upon cases. specifically in the 
areas of personnel support and security. where new MOU/MOAs 
need to be negotiated. 

(~) There are no MOU/MOAs between the NRO and the 
Navy. Am1y. or NSA which specify roles and responsibilities for 
those involved in providing or receiving personnel support. The 
1978 MOA with the Army addresses support to officers: however. 
there arc no provisions for support to the Army enlisted personnel 
now present in the NRO. The NRO depends on the Military 
Services to provide services regarding professional military 
education. specific service skill tmining. drug testing. ethics 
training. etc. Current MOU/MOAs do not address these functions: 
they should be clearly defined in new MOU/MOAs. 

(~) The NRO needs to develop and implement clear 
MOU/MOAs for security management at ground stations jointly 
operated with other agencies. We found problems at ground 
stations over facility access rights of non-NRO personnel and 
operational security differences regarding information und 
equipment access. MOU/MOAs must clearly define the policies 
and procedures. roles and responsibilities. and methods all 
involved organizations will use to ensure a:ppropriatc security. 

(POT;O} RECOMMENDATION 38: The DNRO direct development and implementation 
of a plan for systematic oversight of administrative and support functions including 
performance measurements to meet the needs of an adequate Internal Management 
Control program and the GPRA. Actions to be completed by l February 1997. 
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WOU09 DNRO COMMENTS: 

(~) Concur. The ADROM 1,vili develop a plan for systematic oversight to include 
definitions of roles and responsibiUties,· docume11tation of policies, procedures, and interagency 
a~reements: and identificar;on of relevant performance measures to determine system 
effecriven(!ss. Target completion date is 31 October 1996. 

(~) Target completfon date for the NRO's GPRA implementation plan is 31 October 1996. 
As referenced in rhe NRO response to Recommendation 40, the NRO's IMC program will be fully 
implemented by 31 October 1996. As implementarion of the NRO's IMC program progresses. 
and the NRO's GPRA plan execution unfolds, additional NRO performance measures will be 
identified and documented. As mandated by the Government Performance and Results Act, full 
implementation of these oversight processes will be in effect by 30 September 1997 in order to 
support the January 1998 submission of the FY 1999 budRet. 

(~) EVALUATION OF DNRO COMMENTS: 

(~) We consider the proposed acrirms by the DNRO to be responsive to the 
R ecommendarion. 

(U) OVERSIGHT BY 
THENRO 
INSPECTOR 
GENERAL 

112 

(U) Effectiveness of 
the NRO/IG 

(U) Note: In November 1995, during the course of this 
inspection, the DNRO announced the NRO/IG dccitlc<.l to leave his 
position. In Febniary. 1996. during the processing of this report 
the NRO Director and Deputy Director were re-assigned. 

(,lii,Q,WQ) Urn.I.er the direction. authority. and control of the 
DNRO. the NRO/JG has broatl. responsibilities for assuring all 
activities arc conducted in compliance with appropriate law. 
Executive Orders, Presidential Dirccti ves. and DNRO 1rni<lance 
and direction. The NRO/IG. who reports directly to the DNRO. is 
not a statutory inspector general. NRO Directive 90-l. datcd 10 
January 1990. describes the major functions of the NR0/10. which 
includes investigation of allegations and reports of fraud. waste. 
and abuse. and conducting vigorous and independent inspections 
or audits of NRO components. 

(J:iOllO~ The NRO/JG consists of audit. inspection. and 
investigative staffs. The authorized staffing level is Ill which 
includes secretaries and other su pQort personnel. There arc 
currently on board Ill auditors. B inspectors. and 1111 
investigators. In addition. the IG staff is augmented by a few 
rotational personnel from CIA. Air Force. and Navy. Sixty-seven 
percent of the NRO/IG positions arc filled at this time. 
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~) FINDING; NRO/IG management practices, as well as DNRO lack of support to 
the JG, resulted in ineffective oversight capability. 

(~) We condu<lc<l the former NROIIG <lid not provide 
effective oversight of the- organization. Interviews and surv<.'y data 
indicate inade4uades in the management practices of the NRO IG. 
and a lack of confidence by the former DNRO in the ~RO IO 
which contributed to this state. 

(Jiii8,\;@) The inadet1uacic-s in the management prncticcs of the 
NRO/IG were reported to the team by employees from several 
NRO components. These arc summarized as follows: 

- The time rc4uircd to pro<luce a repo11 was excessive and 
reports were outdated when published. There arc no 
<lerailcd records kept within the NRO/IG which would 
enable us to identify the time fr.1mes for each step in the 
process: however. sever.ii knowlcdgeublc people claimed 
that the internal JG editing process. indu<ling that by the 
director. took longer than necessary. usually 2 to 3 months. 
We found. several recent reports which took X to 10 months 
from initiation to publishing. We judge this to br excessive 
given the limited scope of the reports and the small size of 
the components im;pccteJ. 

- The entire inspection staff would be assigned by the 
Director. NROdG. to one inspection at a time and would 
not be <lisbandcd until the re-port was ( vNbally) approved 
by DNRO. Because the <lraft report usually took Sl~veral 
month.c; to edit. the inspection staff would be 
underemployed for th.at time period. 

- We found no current process to cnsun.' components 
implement recommendations. This is in conflict with 
provisions of a DNRO letter to senior program directors 
and the NRO/IG. <lated 22 November l 9K9. on procedures 
for NRO/IG follow-up and resolution. One of the 
provisions is: "The status of open fin<lings shall be rt'portcd 
every 90 days starting with the date of the draft rcpon." 
The IG has created a <latabas.e of thcst' fin<linl.?.s or 
recommendations: however. the database has only~ been 
used sporadically to check on complianrc. 

(~) We also found the DNRO had limited confidence in 
the NRO/IG to provide balance between oversight of the 
organization and the imposition of perceived a<lditional 
burdensome proce<lurcs. The DNRO preferred to have all issues 
surfaced in an inspection or .iudit to be solved between the 
component affected and the NRO/1O before the substanc.:c of the 
repon was presented to him. Some employees stated their belief 
the D~RO generally suppone<l the manager of the inspected or 
auilited component over the NRO/JG. 
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tF0el01 In addition. there were other indications of a lad of 
general suppon by the DNRO for the NROIIG. The IG had noc 
produced an annual plan describing inspections and audit'> to be 
performed sim;e FY 94. Although the t--;R0/10 requested the 
DNRO and all senior NRO managers to provide topics for 
inspection or audit. none have been submitted. The NR0/I0 has 
been unsuccessful in getting DNRO support to fill several vacant 
inspection staff positions by technically skilled employees on a 2-
ycar assignment. Effective inspections of rnmponcnts engug.ed in 
high technology efforts depend upon having such skills in thi:- 10. 
These positions have not been tilled for about 3 years. These 
point~ suggest a lack of suppon. by the DNRO in the activities of 
lhc NRO/IG. 

(~I The installation of a new D1'-i'RO and new NRO'IG 
provides an opportunity to revitalize the NRO IG a'i an dkc:tivc 
and independent office. The DNRO an<l ~'ROtIG should explore 
appropriate mcchani!-:ims to accomplish this. 

~) RECOMMENDATION 39: The DNRO direct and support development and 
implementation or an efficient IG project planning, monltoring, and rollowMup system to 
improve oversight capability, effectively use the NROnG staff. and ensure component 
compliance with recommendations. Actions lo be completed by 30 September 1996. 

d "('"' DNRO CO,\.l,HE.VTS: 

,~, Conc:ur. The NRO/!G now pankipmes an tlu· NRO Sellior Staff mu/ Jlami.~emem 
Committa; se,·eral special oversight wsks ha,·e hee11 ass(rmecl w the NRO!IG; a,uJ clarijicmim1 
qf th,, NRO.'IG's reporting chain w;/J he reflec:tetl in a rt!\'ised NRO orga11i:atio11 chart. 
lnternt1lly. Th£' NROIIG will tlei,elop am/ implement an m·l'rsight plwwing, monirorin,,:, anti 
fo/ltM-UJ> s_v.,·u•m by 30 Sep1<1mber 1996. 

,IOU@! EVALUATION OF DNRO COMMENTS: 

(~/ We consider the propmwl ac:tions hy DNRO w h!· rc.'iponsi,·e to ti,,, Rccomme11clmio11. 
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IMC PROGRAM 

(U) INTERl\"AL MANAGEMENT CONTROL PROGRAM 

(U) BACKGROUND . (lJ} The concept of internal controls cncompa.-;srs organization 
plans and management methods and procedures to ensure resourct'.' 
us~ consistent with laws. regulations and polidcs. lntcrnal 
controls a.re ucsigncd to safeguard resources against waste. loss. 
and misuse~ and to obtain. maintain. anu fairlv disclose reliable 
data in reports. · 

(U) DoDD 5010.38, dated April 1987. establishes the Defense 
Depanment IMC program. It provides policy guidance. prescribes 
procedures. anJ assigns responsibilities for IMC program 
execution. There. arc fifteen specific IMC reporting categories 
contained in DoDD 5010.38 that Defense agencies must address. 

i'.fl©UO:, The NRO Directive 13. dated 22 September 1994. 
document.Ii NRO policy and assigns responsibility for 
implementation of internal management controls. It does not cite 
DoDD 5010.38 as a reference. However. previous DoD IG audits 
cite DoDD .50 I 0.3K a-; a reference in finuine.s related to 
ucfo:iencies in NRO internal manal!cment c.:ontrols~ 1n one DoD 
IG Audit. Rcpon No. 90.068. the DNRO concurred the NRO 
lacked "internal controls over advanccu fundine as a material 
internal control weakness in accordance' with -DoD Directive 
5010.38." 

(~) The NRO Chief of Staff maimains overall 
responsibility for IMC Program implementation anu lhe NRO 
Comptroller is the executor. The Comptroller developed thl' 
program. provided guiuancc to facilitate the assessable.- unit's 
implementation. monitored implementation of unit programs. 
reviewed unit vulnerability assessments and management control 
plans for compliance, and used assessable unit annual Stutcmcnts 
of Compliance as the basis for developing the DNRO's Annunl 
Statements of Compliance. The first DNRO statements were 
submitteu to the SB.CDEF anu the DCI on 29 December 199:-i. 

(POUO> The NRO's [MC Program is govcmc<l by the 
following documents: 

- 0MB Circular A· 123. Management Accountability an<l 
Control. 21 June 1995: 

- 0MB Circular A-127. Financial Management Svstcm!-i. 2J 
July 1993: - . 

- 0MB Circular A-130. Management of Federal Information 
Rcsourc.:cs. l5 July 1994: 

DoD Directive 5010.38. Internal Management Control 
Program. 14 April 1987; and 
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NRO Directive 13. Federal Managers Financial Integrity 
Act. 22 Scptrmber 1994. 

(.>QHQl Thr DoD/IG conducted an auJit of the NRO IMC 
program in 1994. The rcpon stated uir NRO <lid not have an 
adequately implemented IMC progr.im. It further staccu the :'\RO 
had not prepared an<l submitted annual statements of assurance w 
the SECDEF an<l DCI. 

(~) ISSUE: The NRO does not have an adequate IMC Program. 

(U) 
IMPLEMENTATION 
OFTHEIMC 
PROGRAM 

WOUQ) The NRO IMC program consists of a series of self
evaluations whereby assessable units establish and monitor internal 
controls to provide reasonable assurance of compliance. 
Assessable units indu<lc all directorates. omccs. and staff 
clements. The assessable unit manager: establishes a program of 
vulnerabilitv asscssmems. audits, reviews. anu corrective actions: 
performs a vulner.ibility assessment of each component in me unit: 
assigns a risk factor--high. medium. or low--to the unit as a whole 
anu each component: develops the unit's management control plan: 
anu submits a .:crtitkation statement to the DNRO by l '.',;o"cm~r 
every year. 

(~) FI~'DING; The NRO's IMC Program is not ruuy implemented. 

WOU9) The NRO began implementing an IMC program in 
FY 95. We found some components cxpcndc<.l the resources an<l 
time to properly and completely implement provisions of NRO 
Directive 13 ani.J others whose cffon.s were inadequate. The 
principal barriers to full implementation were: 

- Lack of u strong commitment to a stam.Jar<lized imcmal 
management control program: 

- Lack of completed IMC manager training: 

- Lack of complete assessable unit management control 
plans: and 

Lack of st.amJanJ \'Ulnernbiliry assessments. 

I f6til8) RECOMME~ATIO~ 40; The DNRO direct re,·iew and revision of the Internal 
~lanagement Control Program Implementation Guide to ensure full compliance with NRO 
Directive 13. Actions to be completed by 31 October 1996. . 
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(~J DNRO COMMENTS: 

(fiif#!HJ) Conrnr. NRO Direcrfre 13 and rlu· NRO fMC Progrum lmplememation Guide arc' 
c1.1rrent(v being revised. Directive 13 will inc017mrate grearer standardl:.ation umong c:ommon 
program elemellfs while allowin,r: appropriate flexibility for implemL·ntarimz: incli~·iduul 
r<'!>'ponsibilities for all NRO managers and staff: am/ specific items to be im:liukd in a.-;scssahlt· 
1111it mana.f/ement control plans. Corr£•c:riw action completion dare i.s 31 October 1996. 

(rvdv} EVALUATION OF DNRO COMMENTS: 

( J-€H!l,8) We consider rite proposed uctions b\· tile DNRO ta lu! res11m1sii'e ro tht· 
Rec,,mme11tlatio11. 

(ll) JNADEQt.:ATE 
DOCUME~TA TION 

(U) There are components within the ~O with adc4uatc 
acro.ss-1hc-boan..l documentation concerning. specific IMC 
processes. We found the directorates have proper documentation 
on IMC procesJ~cs related to the development ani..l acquisition of 
satellite systems. including requirements definition documentation. 
configuration control board process documentation. and 
procurement process documentation. However. we did not find 
such adequate documentation for other proccs-.es. 

fFQWQ) FINDING: The NRO lacks adequate descriptive materials on policies, procedures, 
administrative practices, responsibilities, duties, and authorities. 

!FOUO) JMC managers were not aware of the full range of 
descriptive documentation on operating procedures amt 
administrative pmcticcs. and responsibilities und authorities for 
accomplishing programs and activities required for proper 
implementation of NRO Directive 13. In our judgment. 
inadequate documentation of this type weakens the I\"RO's IMC' 
Prol!ram and rcsuhs in internal management control failures. We 
found the NRO does not have adequate documentation for defining 
procedures for receipt and payment of cost-reimbursement contract 
invoices and docs not have an adequate propeny accounr..ibility 
system due to the lack of a published propcny managemcn1 
procedure. These examples indicate basic failures in internal 
management control <locumcntation. monitoring. review. and 
verification. 

~JtQk'Ol RECO~MENDATIOS 41: The DSRO direct additional training as required to 
ensure I~IC managers understand the full range or IMCs required for a successrul 
program, including documented specific policies, procedures, and administrative practices. 
Actions to be completed by 31 October 1996. 
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tf3b\SlJ DNRO COMMENTS: 

(PtJf:ftJ) Conc:ur. The NRO is implementitr>: a training concept to supply the proper let·el <~f 
training to all managers and staff members. In addition, ,.m ongoing program <f visits with each 
a.uessahle unit cnordinator within the NRO addresses mana.~emenr control documentarion 
requirements. Through these 1·isits and rraining sessions it is e11\'isi011ed that unit conrdi11arors 
and managers willfully understand the range of mnnagement controls required fnr a successful 
pro,r:ram. In fact. rarinm directorates and offices are already refining or crcati11,: policy. 
pr0<:edure and administrative practice manuals. We ll'i/1 continue to rel'iew all functimial £1reas 
to determine where additional documentation is needed. Corrective action completion date is 31 
October 1996. 

WtJ~8J EVALUATION OF DNRO COMMENTS: 

(~) We <.'tmsider the proposed actions hy the DNRO w be responsfre to 1/w 
Rc:comnu:ndatitm. 

1P6tre, Fl1''DING: The NRO's IMC Program is rton-standard and not adequately 
monitored. 

(ll) A NONw 
STANDARD IMC 
PROGRAM 

I IX 

(?GOO J We judged the NRO Implementation Guide does not 
provide sufficient detail for IMC managers to develop a 
standardized. comprehensive program. Several senior NRO 
managers indkated diffa:ultics in implemrmation because they 
had no standard model for their programs. The ~"RO's lMC 
Manager claimed the guide was not designed as a proccdurJI 
standard. but allowed assessable unit managers to implement 
programs tailored to needs. Therefore. cal:h nssessablc unit 
implemented quite different IMC Programs. 

(POUeJ We found the following shom.:omings: 

Risk assessments were not created correctly: assessable 
unit comparisons were not meaningful: 

Vulncrabilitv assessments wc-rr crratcd differentlv amonc 
assessable units; . ~ 

Control technique descriptions were dissimilar among the 
assessublc units: and 

Review schedules were inromplctc. and review checklists 
were not u sell. 

~) We found inadequate monitoring of infrastructure 
support processes led to internal management control failures. 

i'FCRSX »V~H t 1)1 +I Llii>l;;r Kii\fHQhK 



IMC PROGRAM 

Previous sections of this report identified several such failures: 
lack of proper procedures to assure funds rertilkarion prior to 
processing contract actions: conflicting security guidance; and lack 
of a property accountability system. A fully developed and 
monitored 1MC program would alert the NRO to these and similar 
problems. 

(P8U0> RECOMMENDATION 42: The DNRO direct implementation ofa standardized 
and comprehensive IMC program. Actions to be completed by 31 October 1996. 

( fit!Jf!KJ J DNRO COMMENTS: 

f~J Concur. Tiu- modified NRO IMC Program will l,e based on: I) 0MB Circular .\'o. A-
l 23. Mana.(!.cmen, Accmmtahiliry and Control. dated 21 Junl' !995, and 2 J DoDD 50l0.38 which 
i.\ currently being rl'issued to incorporate the more jlexihle /995 0MB guidance. A redsed NRO 
Directfre I 3 will prm·ide a standard structure far a comprehensiw! ma11agcmellf ,w1rrol 
program whilt> alloll'illg appropriate jlexibiliry for im1)ll'me11rarion. Addirionally, rhe NRO n,rc 
Program lmf}lemenwrion Guide is l1eillg re\·ised to include rec:()mmended standard tools. 
i11dm/illg a ma11,u:emem control plan format and control re,•i£•w clu.·,·klisrs. Program numitnrin.~ 
is e11ha11cetl by unit coordinatnr meetings held eL'CT}' 4-6 week.'i 10 discuss program is.mes c.md 
lrappt•11ings. Tht.•se meetings are supplemente,/ by i•isits wirh each wsessable unir coort!inarnr t(J 
addn•sJ 11w11lJgemenr comm/ documentation requirememJ. Correc:tivl' action completion dare is 
3/ Octoher J<J96. 

(50[ 1'1,' H·:4.LUATION OF DNRO COMMENTS: 

( r-€H!J,9) We cmtJidcr rite proposed actions of the DNRO to he re.'iponsfre w the 
Recomme1ulatim1. 
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APPENDIX A SUMMARY OF PRIOR COVERAGE (U) 

(ll) DEPARTME~T OF DEFENSE COVERAGE 

{I-OW9) Audit Report on the ImpJemenlation of the Internal Manai:ement Control 
Program at the National Reconnaissance Office, Report No. 95-J 37, February 28. 1995. 
The audit objective was to determine whether tllc NRO successfully implcmcnte<l an Internal 
Management Control Program. The auditors foun<l the NRO had not adc4uatcly implementc<l an 
Internal Management Control Program that fully complic<l with 0MB Circular A-123. The 
NRO ha<l established an Intemal Management Control Program for its SIGINT Directorate but 
not for its IMINT Directorate and other NRO Offices. In addition. the NRO had not prepared 
an<l submitted annual stutemcnts of assurance to the SECDEF and the DCI on the status of its 
intemal controls system. It noted the NRO issued gui<lam:c that a<lcquately addressed the 
auditors concerns regarding the establishment and implementation of the Internal Management 
Control Progni.m in each of its satellite systems and other offices. However. the auditors notc<l 
the guidance did not fully a<l<lrcss concerns regarding annual statement of assurum:e. 

HMM Audit Report on the-• Satellite Svstem. Repor1 ~o. 95-136, 
fib!:l!i!Il: 27, 1995. Evaluated the ettectivcncss of the acquisition management of the 
@fQUQtijj system. The audit showed the technical IX'rformnnce asi:x-crs of thctf>'" .. 119'11..,fl-lm .. ,••• 
system were outstanding and the@tlRDiA• Prol?rnm Office aggressively ad<lrcsscd the 
teL"hnical issues that arose in the system. The IJQXUJDI Progmm Office aJcquatcly managed 
thi: -;ystcm's contran procedures. mission effectiveness. producl improvement. operation and 
maintenance budgcr spending trend,. and cos1 estimating an<l analvsis. Howl'vcr. the audit 
identified con<litions re uirin!! corrective actions: 

Mi> Audit Report on Air Force Specialized Incentive Contracts for '.'.ational 
Reconnai~nce Office, Report No. 94-0961 ~fay 13. 1994. The primary objective of the au<lit 
was to e,·aluate the overall approach. principal provi"iions and features. an<l rationale for 
spcl'ializcd incentive pro.:cdures in contracts for NRO systems. The auditors foun<l the Air 
Force incorporated inrcmivc and award tee provisions into its spccializt:'d inccnti\'c contract in 
accordance with FAR. DFAR. an<l Air Force gui<lancc. Evaluation tritcria rnntaincd in the 
incentive an<l awaru plans allowed fee determining officials to equitably sL'Ore each contractor's 
performance. Administration of specialized incentives was consistent with the terms of the 
contract~ and with the criteria stated in the plans. 

96@R:iilT ll'JIIJM,\N Tl1tLIJti'I' lil!'lH8LE 121 
llumll~ Via B)'E.\rIAN-TALY.NT Kt-:YHOLE Conll"Ol Channd, Jo1n1ly 



APPENDIX A 
PRIOR COVERAGE 

-+Mi> Audit Report on the Acquisition of the lQ>IQ• Satellite Svstem. Repor1 No, 
94-042, Februan· 17, 1994. The audit objective was to evaluate the effectiveness of the 
acquisition management of the.-- satellilc system. The autlitors founJ that thcrmIIIIII 
Program Manager was taking sutt1dent management actions in the areas of corrcctiori"or' 
<lefidcndes founJ in prior reviews. audits. an<l test": design maturity: program stability: test and 
evaluation: and mission need versus system rcqulrcmcnt"i. However. thclt .. satellitC' system 
lacked llistorical and contractual documentation and did not have written acqu1stt!on plans. 
Program decisions could not be analyzed. sysrcm evolution was difficult to trace. acquisition 
planning rnuld not be reviewed and e\laluatcd. and internal controls were weakened. There was 
insufficient assurance that NM satellites were being cost-effective-rocurl:'U. The strncture 
and content of portions of lhe current contnH.:t for production oHmIUI arc not in the best 
interest of the Government. 

conferees. 

(l') Audit Report on Internal Controls at the Notional Reconnaissance Office, 
Report So. 90-068. May 18, 1990. 
The objective- of the auuit was to <lctcrmine whether I.he ?'\~O hac.l ac.lc4uatc controls over 
funding and contracting and ha<l implementc<l the Federal Managers Financial Integrity Act of· 
1982 (FMFlA). The aw.lit showed the in1cmal rnntrol environment at lhe NRO was positive; 
moreover. the NRO hat.I extremely competent pcr,;onncl who were instrumcnml in the sut'cessful 
development anu ucploymcnt of reconnaissance satellite 1,ystcms. The NRO's organizational 
structure and management philosophy. however. impeded the ability of the Dircrtor. NRO to 
excn:ise management oversight at the three components. The NRO staff was reluctant to 
exercise oversight of lhrcc components. The audit note<l the following t.lctkiencics: DoD 
incremental font.ling policies were not a<lhcrcd to by NRO components: and. a substantial 
number of mouitkations to conm1cts in the audit sample were not cxccute<l in accor<lancc ,vith 
Federal Ac4uisition Regulation guidelines: lhe NRO di<l not formally implement I.he FMFIA. 
The auditors found. the NRO <lid not fully implement the FMFIA: di<l not have a fonnal auuit or 
inspcl"tion follow-up anJ resolution proceuures in place: <li<l not uocumcnt most controls: and 
<liJ nol l':\pan<l the NRO .secure hotline to contractor personnel. The au<litors recommended that 
the t\~O implement the FMFIA. the NRO Inspector Oenernl review internal control proceJur~),. 
lhc NRO establish a formal follow-up and resolution procc<lurcs. and the NRO establish a secure 
lG Hot Linc for their personnel. 

(U) CIA COVERAGE 

122 iiGIW!.'f i¥iliM,\rfal T.t1L6Jal:r lii.l'JHQhE 
lbnJI~ \' ,a R\'F.:0.1A:"i-T AU:'.'t"T KEYHOLE C'unlrul OmM:ls Jo1111I~ 



---------·----- -- -- . -··---------------

BE!Cfttif er.ce.tMi TAls13,,i'fl 1~'1:'IIObE 

(b)(1) 1.4(c), (b)(3) 10 USC 424 

(b)(1) 1.4(c), (b)(3) 10 USC 424 

(U) 
(b)(3) 10 USC 42-l (b)(:'i) 

~..!.,I (b)(1) 1.4(c), (b)(3) 10 USC 424 

r I 

CU) NRO COVERAGE 

!Jl!C ft'e:P•fl \'l!l'tlfll:H•T>\:H!f 4if ltE '.'I 18LI! 
lbnJi., \'1;1 tl\'E'.\U'.li-T,U.E~T KEYHOLE Coo1ml Ch11111),)J,; Jomtl) 

APPENDIX A 
PRIOR COVE~AGE 

123 



APPENDIX A 
PRIOR COVERAGE 

fonnal agreement betv.·ecn the !\'RO and tJielJ which <.JcfineslDII organizational. operational. 
aml managerial accountabilicy and responsibility has not been implemented: m procured 
supplies and materials are not transponcd to NRO customers in the most cosTITt'cctive manner. 

· · · · m· eriul accumulated with utan effective <lis sal rocess: the 

TSm) Inspection or the Human Resources Manai:ement Group, NRO IG Project 95-
01, June 9, 1995, The inspectors identified the following findings: Lack of communication 
bc1wecn NRO senior management and HRMG in some personnel and staffing c.lccisions crcatcc.l 
important voi<ls in a critical partnership: the HRMG Wcstficl<ls plan benefits the group with 
internal focus for collocation and consolic.lation an<l doesn't a<l<lress the potential impact 
centralizeu collocation might have on customer support in the <lircctorates: employees arc 
frustrated at a luck of action aml need reassurance from senior management of equitable 
treatment. whether Air Force. Navy or CIA: Navy personnel suppon remains isolated. narrowly 
focuseu through SPA WAR am.I prohibits an effective anu efficient NRO-Navy working 
relationship: the Training. and Dcvelopmcnl Division (T&DD) lacks the management support. 
resources. fiscal. or program authority to implement an adequate tni.ining and career 
di:-vclopment service. Inspectors noted a probable uuplkation of cffons. lack of needs analysis. a 
possible waste of dollars: and. lack of a corporate trJining priority. Inspectors review of the 
Civilian Intelligence Personnel Management System (CIPMS) suggests it may allow for greater 
t1exibility in Air Force civilian personnel management and has been in review by HRMG for 
some time. 

Ins ection of the • • Pro ram Office NR I Pro·ect o, 4-4 
March 28. 1995. The inspector's assessed how . meets: demands for satisfying 
i.:ustomcrs. managing human an<l financial resources. ant.I maintaining some measure of 
~tanuardization. stability.jg citrol. The- inspectors noted three significant findings an<l ma<lc 
SC\'eral key suggestions: t\:Z Uill i:xpanuing mission an<l lack of Government personnel 
rcsoun:es resulted in hiring non-Govcrnmcm personnel to accom lish the mission: the current 
joint Configuration Control Boan.I (CCBJ at:tions with • • take an extraordinary amount 
of time with risk to the Government. Suggestions im:lu· c : t c - iefs of Contracts and Project 
Engineering Staff implement a year end spent.ling plan: thC'lltll• reevaluate whac should be 
done with his resources to ensure currcni roles and missions arc not ancctc<l: increased emphasis 
be placed <m.11111 roles within and the NRO and efforts be made to keep employees 
advised of--a<.:tivities: ' ' find a better way to ensure all 
affcttcu pamcs get appropriate car y rnmmumcauons durmg t c Rc4ucst for Change (RFCJ 
process. 

<W> Audit of Funds Transferred To and Received From Other Go,·ernment 
Al,l.encies for the National Reconnaissance Office, NRO IG Project l'.o. 9-&-34, Februan· 28, 
1995. The auuitors reviewed the NRO's pro(;edurcs and internal controls governing funds 
trnnsfcrre<l to and received from other government agencies. The auditors foun<l the Comptroller 
und NRO finance officials have institutcu effective pro(;c<lurcs governing: fonding transfer ..... The 
iluditors also found in almost all cases that program officials taskcc.l to monitor implementation 
of transferred funds provided the necessary oversight to assure the rc4uircc.l goods or services 
were received or <lcliverrd saLisfactorih·. Funhcr, the auditors detcrmine<l that thr NRO 
Dirrctor,.llcs have implcmcntct..l a variety of procedures governing fun<ling tmnsfcrs that mav or 
may not include the a roval of tmnsfcrs bv ?\'RO mana0 emem officials. · 
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flffl' iQ) Audit of Conference Ret:istr'Dtion Fees fot the National Reconnaissance 
Office, NRO IG Project No. 94-25, October 21, 1994. The auditors reviewed the policies. 
processes and procedures for the collection and use of conference registration fees wilhin the 
NRO. The auditors detcnnincd the financial administration of conference foes an<l any 
outstanding surpluses were accomplished through informal record keeping. outsi<le official 
government accounting systems. and was not subject to normal management policy and 
oversight controls. The auditors also identified differences in a<lministmtive procedures 
governing the assessment of conforence fees and confusion regarding lhc appropriateness of 
providing rcfrcshment"i to government employees attending NRO-sponsorcd confcrem:es. 
Finally. ahhough the auditors identified five isolated instances where NRO employees were 
mistakenly rcimburse<l for conforence fees which paid only for refreshments. the auditors found 
no indication of intent to defraud the government. 

~ ljll • U • 

I Pro·ect - ctachment 4. Joint 
(b)(1 )(c) (b)(3) 10 USC 424 . was cstablishc<l in 19~4 as an 

· ar · mission to provide 
communications support to the . The goi.1.1 of the review was 
to provide the Director. Information Technology roup i!,TG). wit a useful management tool to 
assist in measuring the success and effectiveness of Dctll and ro identify areas where new 
initiatives or t:orrcctivc actions might be nee<led. The pnm:ipal areas of review were 
management ctlcctivcncss. use of resources. am.I relationships established and maintained by the 
Dctachmcnl. The review resulted in no significant findings. 

M) Inspection of Counterintellieence Slaff, NRO JG Proiect 93-32, ,lune 13, 1994. 
The inspectors founJ the NRO CI Staff to be a small. dedicated. motivac~d. cxpcricnceu. highly 
spc..:ial izcd cadre of professionals with varying backgrounds. The inspectors. however .• the 
followin 1 findim!s: There is no officially documented aerecmcnt between the NRO and 

regarding thcftlftlla positions on the CI Staff: t c CI 
tatf as ma e4uatc resources to ct ectively acLomp 1S \ts growing operational and analytical 

requirements: the protection of the affiliation between the Cl Stuff mu.I the NRO at the 
BYEMAN level inhibits productive. efficient. effective working relationships. 

ffl') Review of NeXT Workstation Acquisition for the NRO Headquarters, Case 92-9, 
September 30. 1993. The review was initiated as a result of allegations that the acquisition of 
NcXT workstations was unnecessary and a waste of NRO funds. The reviewers found the 
allegation!-. to be in error and not substantiated in fact. The reviewers noted however that the 
impact on users caused by the transition to NeXT workstations could have been reduced if the 
decision process more fully documented. coordinated. and communicarc<l development and 
uc4ui:,;ition information with the participating offices, The reviewers findings were: the decision 
making and review process used for lhe acquisition of the NeXT workstations <lid not adequately 
l.locumcnt. coordinate. and communicate infonnation with the aftcctcd NRO heac.l4uarters 
offices: ,tnd O&M c.lata was available which was not exploited or analyzed to contribute to 
improving lhc l'urrcm anc.1 future NRO AIS. 
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management oversight oflIDJI operntions nced'i strengthening to enhance the internal controls. 
security requirements and cost benefits. The auditors also foun<l the NRO nce<lcd to monitor the 
travel of non-mission-essential personnel to [tmQII• sites and develop a policy and procctiurcs 
to ensure the program was not used inappropriately tor unnecessary travel. 

ffltW} Review of Economy Act Transfers in the Intelligence Community to Non
Defense Activities, March 29, )993. Pursuant to direction in the Classificti Annex to the House 
Aplropriation Committee Repon accompanying the Fiscal Year 1993 Defense Appropriation 
Bil. the J\'RO (G conducted a review of funti.'- rrnnsfcrreti from the National Reconnaissanc~ 
Program (NRP) lo any activity not fumlc<l by the Defense Appropriation Act. The NRO IG 
determine all transfers to non-defense appropriated activities were within the terms of the 
Economv Act of 1932. as amended. All of the funds transferred rcim bursc<l other activities for 
goo.ls arid services directly benefiting an<l supporting authorized NRO requirements. missions or 
functions. 

lP8~18) Review of Fine Arts Acguisition for the NRO Headquarters. Case 93-3, 
Februan 22. 1993. A complaint from an NRO employee resulted in the NRO IG review of 
circumsram:cs surrounding the procedures and processes usc<l by Management Services an<l 
Oper,ttions (MS&O) to ac4uirc art worh. The i\'RO <letcrmincd the gcneml processes and 
procetiurcs used by ~S&O for the acquisition were proper and reasonable. However. the review 
1Jcntificd procetiures anti controls needing improvement: the NRO c.locs not have an approve<l 
written policy or procedures endorsing and governing the acquisition of non~csscntial public anti 
office area enhancements such as an: the responsible offidals who sign such rc4uisitions ha<l not 
been formally delegated such authority by the contra1.·ting officer; the NRO had not ticvclopcd 
and implemented a unified control system for accountable property in the NRO headquarters 
area. 

it of · ill Su ort t h N i n I R c nn issnnc ovember 20 
1992. For Fist:al Year 1992. the N'RO budgeted about • for airlift support to Programs 
A. B. and C. ihc audit evaluated the economy and efficiency of ,1irlift practices and imemal 
controls cxcrdsctl O\'Cr the budgeting anti billing process. The findings arc as follows: the :\'RO 
couh.1 achic,·c ,;ignificant savings by rnnso!itiuting flights to better use cargo space anti by taking. 
atl•.ama!!C of <lis1:ounts offered: the NRO ncc<le<l to assess the pr.i.ctkc of routinely billcring 
G9If.l!•W :i.ircrcws in more costly off-busc commercial uaners instead of usinrr 
c.1va1 a e government quuncrs~ problems existed with • • • billing 
verification. 
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APPENDIX B EVOLUTION OF AUIBORITIES (U) 

(U) A 195X !':ational Security Council (NSC'l memori1I1dum <.lirccting th~ DoD to givr 
priority to the development of an opcrntional reconnaissance satclli1e and the c~ation of thr 
Reconnaissance Satellite Program in 1960 laid the foundation for the NRP aml the NRO. Since 
lhcir inception in I 961. authorities and oversight for the NRP and NRO have followed different 
evolutionary paths. Although there was a rapid evolution of management authority in the early 
1960s. there has been littlr change since 1965. By contrast. the oversight structure and 
mcchunisms evolved slowly at first. progressed markedly in the 1970s. and changed significantly 
in the 1990s. In fact. evolution of the oversight structure has continued to the point that there is 
now little relationship between the authorities for the NRP and NRO activities outlined in the 
charter documents and the oversight of that program and organization. 

(U) The 1960s 

(U) The l'i"RO charter consists of a pair of separately derived documents: a t 964 DoD 
Directive and a 1965 Agreement between the SECDEF and the DCI. 

(lT} The 1965 Agreement is the last of a scrirs of four agreements si!mcd between 1961 
an<l 1965. During thi!. period. officials struggled to balance Dob an<l CIA t4uities in managing 
a national program through a coven. joint agency. The first Agreement. Management of the 
~ational Reconnaissance Program. was signed by the Acting Director. CIA and thr 
DEPSECDEF on 6 September 1961. This Agreement provided for a program conuuctcct 
"through I thr) us" of strcamlinc<l special management procedures" and Jointly managed by co
equal DoD and CIA officials. placing it under the <lircction of the Un<ler Secretary of the Air 
Force an<l thr Deputy Director (Plans)/CIA. acting jointly. A NSC committee rrjcct('d. almo-.t 
immediately. the co-director provisions. regarding <lividc<l management inappropriate for such 
an imponant program. The first Agrcemrnt also incluuc<l joint (DoD/CIA) staffing language anu 
a definition of the NRP: gave the NSC a review role: and directed the establishment of a uniform 
security control system. ~ 

(U) The second Agreement. Responsibilities of the National Reconnaissance Office. wns 
signed by the DCI anJ DEPSECDEF on 2 May I 962. Based on the NSC recommendation. this 
document specified a single director. designated by the SECDEF and the DCI. responsible 
directly to them for the management and conduct of the NRP: it also gave responsibility for NRP 
security policy to the CIA. Like the first Agreement the 1962 Agreement came under quick 
scrutiny. this time by the President's Foreign lmclligcnce Advisory Board (PFIAB>. Based on a 
PFIAB recommendation to 0 smdy a more satisfactory dm:umentary basis for the NRO." a third 
agreement was <lrnfted. 

( LT) The third Am-cement ~1anagemcnt of the 1'ational Reconnaissance Prol!ram. ,vas 
signed by the DCI anu DEPSECDEF on 13 March 1963. This Agreement established the 
SECDEF as the E>iecutive Agenr for the t\RP. although policies and guidance to develop. 
manage. and con<luct the '.'ffi.P were to be "jointly agreed to by the SECDEF and the DCI." This 
was the first agreement to establish the- NRO as a separate operating agency of the DoD. under 
th" <lircct1on. authority. and conuol of the SECDEF and to ex.empt the DNRO from unsolicitr<l 
out'-ide assistance. Returning to a provision in the I %1 Agreement but absent from the 1962 
Agreement. this version also exempted NRP projects from normal DoD or CIA staff review. 
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( U) As a result of critidsms noted in a May 1964 PFIAB memorandum. 1 a tburrh 
agreement was crafted. The PFIAB recommended strengthening the role of the SECDEF as 
Executive Agent for the NRP: strengthening the role of the DNRO; and establishing a 
coon.linated. comprehensive budget for all clements of the Program. The PFJAB ulso 
recommended the Executive Agent rcpon pcrio<licaUy to the President's Special Assistant for 
National Security Affairs an<l the PFIAB i.:om.:cming all aspects of the ProgrJ.m. The 
DEPSECDEF and DCI signed this founh and current Agreement for Reorganization of the 
~ational Rcconnaissam:c Progmm on l I August 1965. While !his Agreement did strengthen the 
role of the SECDEF. giving him review am.I final approval power over the NRP budget. these 
responsibilities were later transferred to the DCL 2 The 1965 Agreement also established the 
NRP E)(ec:utivc Committee (EXCOM) "to gui<lc and par1icipate in the fonnulation of the NRP." 
but this <.:ommittee was abolished by EO 11905 in 1976. Finally. this agreement included joint 
staffing language missing from the 196.3 Agreement. but it <li<l not indu<le the previous version's 
wording concerning exemptions from normal DoD or CIA staff review and unsolicited outsiJe 
a'-;sistance. 

't'S') The DNRO at the time expressed his concerns about the 1965 Agreement to the 
SECDEF. Inn letter he wrote in late September 1965. just prior to his departure. the DNRO 
assened that the 1965 Agreement went to less extent in <lcfining the structure of the NRO thun 
the 1963 Agreement. He said the I 965 Agreement was less explicit in stating the authorities of 
the DNRO and too circumsl'.ribc<l in those it <li<l define. antl he believed it both weakened the 
NRO and introduced sources of additional friction. The three SJX!dfic wca.knc.~scs he noted 
were: 

The Agreement was ambiguous in dctining the authority of the EXCOM: 

It almost completely omitted reference to responsibilities of the DNRO in 
connection with reconnaissance operutions; and 

It impose<l no obligation upon the CIA. or anyone other than the SECDEF. to 
provide a focus of responsibility for action un<lcnakcn in the NRP. 

(U) Largely im.lcpcn<lcnt of the agreement process. th~ DoD Directive that established the 
NRO as un operating agency of the DoD was issued early in the evolution of the SECDEF/DCI 
agreement. On June 14 1962. the DoD issued DoDD TS-~ I 05.23. Subject: National 
Reconnaissam:c Oftkc. which 

lW 

established a covcrr National Reconnaissanc.:c Office within the DoD untlcr a 
D~RO. appointed by the SECDEF: 

Jcfinc<l the NRP; 

mandated the conduct of the NRP through the use of "strcamlinc<l management 
prm:cdures: 11 ~ • 

exempted NRP projects from normal DoD staff review: 

nw nll·morJJ1dum 01',;t•rwu 1ha1 the NRP hai.J not rcachl'tl its fu!I p11tcntial hl:~'JUM.' "of inallcquach:s in thl' 
org,u111.,1tional structure and surrnn Llf the n,monal rcce111naiss:inrc dfnrr ... l.'omplicatcll hv the ai'scm:c of 
dc...ir. ,1u1horilaliw ddineatiun anJ untlerswutling of peninem mks am! missions of the DoD. CIA. :u1tl 
DCl .. .'1 

Presitk'ntial Din!t·tivctNSC 17, August 1977 anti EO l 2036. 2--l J.inuary 197H. w,;signcd progr,nn :md hudgl'l 
authori1y fnrthc NRPtOLhc DCI. 
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exempted the DNRO from unsolicited outside staff assistance; 

granted the DNRO authority to 11organize. staff. and supervise the (S) NRO": 
"establish, manage. and conduct the (TS) NRP": and review all DoD budget 
requests ... within the NRP. 

WOUO) The Directive did not. however, address all the concepts included during the 
various iterations of Agreement development. such as the NRO fal1ing under the direction of the 
Under Secretary of the Air Force and the Deputy Director (Plans) of the CIA acting jointly. r.he 
joint staffing language. or the CIA responsibility for NRP security policy. A revision was issued 
on 27 Mar 1964. which gave cognizance of special security control systems for NRP 
communications to DIA and addressed other security arrangements. In addition. the Directive 
was amended via memo in 1979 to include the Defense Space Operations Committee and 
establish its role as "the principal advisory body to the SECDEF for the (S) National 
Reconnaissance Program.113 In September 1980 the SECDEF requested the DNRO "update and 
revise" the Directive to incorporate changes resulting from the establishment of a Defense 
Reconnaissance Suppon Program, but the 1964 Directive was not revised and remains the extant 
Directive for the NRO. 

(U) The net result of the chartering process was that the NRO was established as a 
Defense agency. which it remains to this <lay. The NRO consisted of a small headquarters staff 
that provided direction for the line functions of the three component programs. The first director 
of the NRO established by memorandum the basic structure of the organization as three primary 
programs each supported by a non-NRO parent--the Air Force (Program A). the CIA (Program 
B). and the Navy (Program C). 

(U) The SECDEF was given 11ultimate responsibility for the management and operation 
of the NRO anc.l the NRP11 and had the authority to choose the Director, NRO. with the 
concurrence of the DCI. and to "review anc.l have the final power to approve the NRP budget." 
The Directive authorized 11strcamlined management procedures". and exempted NRP projects 
from "normal DoD staff rcview 11 and unsolicited assistance. As the operating arm of the NRP. 
however. it also had national tasks with attendant responsibilities to the DC1 as well as the 
SECDEF. The DCI had authority to establish the collection priorities and requirements. provide 
se<.:urity policy guidance. and review and approve the NRP budget. 

(U} Although authority to "organize. staff, and supervise .. the NRO and "establish. 
manage and conduct'' the NRP was set by 1965. neither the Directive nor the 1965 Agreement 
addressed oversight of the organization and program. The NRP EXCOM. consisting of the 
SECDEF. DCI. and the Special Assistant to the President for Science and Technology. provided 
some budget and programming oversight. but it really served as a joint steering committee for 
the SECDEF and the DCI. No OSD staff clement was identified to assist the SECDEF in 
executing his responsibilities until 1969. when the SECDEF established a Special Assistant for 
Intelligence. whose responsibilities included the NRP. 

(U) The 1970s 

(U) The designation of an OSD official in 1969 to monitor the NRP initiated a prnctice 
that was inconsistent with the streamlined management language in the 1960 NSC memorandum 
that called for the development of a reconnaissance satellite program. as well as the Directive. 
which specifically exempted NRP projects from normal staff review. The 1972 establishment of 

3 DnDD 3500.1. 29 Dcccmher 1988. Cilllt:ele<l the memorandum and established the Defense Space Council: the 
Do DD was not rcvi!,ed to rcflcn thill 1988 ch,.mgc. 

St!Cft~•Bi\'EMnl fslff\:LEN'f H:7H8bE 129 
HWJdl~ Via DYEMAl'i•TALl?.ST KEYHOLE Conu-ol C.11:mnds Joinily 



APPENDIXB 
EVOLUTION OF AUTHORITIES 

an ASD for Intelligence and the emergence in 1977 of the ASD(C3I) funher established a level 
of review that. to the NRO. exceeded the bounds of its charter. The 1977 Directive on the 
ASD(C3I) notes that the ASD(C3I) is the principal staff assistant for "reconnaissance activities" 
with responsibility for "satellite activities"; that language was further refined in the revised 
charter issued in 1985 which stated that the ASD(C3I) is the *'Principal Staff Assistant ... for 
reconnaissance activities and including those National Programs for which the [SECDEF] has 
execution authority." The 1985 Directive goes on to say that the ASD(C3I) will exercise 
"direction. authority and control 11 over the NRO's Defense Support Program Office and "staff 
supervision over Air Force and Navy Special Intelligence Programs.11 an unclassified reference 
to the DoD components of the NRP. 

(U) A number of changes within the Intelligence Community that occurred shortly after 
the establishment of an OSD oversight official also impacted NRP authorities set in the previous 
decade. Unhappy with the Intelligence Community as a whole. President Nixon sought 
improvements in the very functioning of the Community. its end product. and its resource 
management. In 1971 he directed the DCI 0 to assume leadership of the Intelligence Community 
in planning. reviewing. coordinating, and evaluating all intelligence programs and activities. and 
in the prot.luction of national intelligence.'' and to prepare a consolidated. intelligence program 
budget. The consolidated budget later became the National Foreign Intelligence Program (NFIP) 
and included the NRP as its largest component Once the NR.P became part of the NFIP. it lost 
its nuniquc" character. and became just one of several intelligence programs. 

(U) Throughout the 1970s the President directed the DCI to exercise more and more 
control over the NFIP; as a result. DCI authority over the NRP expanded from the collection 
priorities and requirements authority of the 1965 Agreement to the program and budget authority 
assigned in Presidential Directive/NSC 17. August 1977 and Executive Order 12036. January 24. 
1978. This was a significant ch,mge in DCJ/SECDEF responsibilities compared to those stated 
in the 1965 Agreement. Also <luring this time frame. Executive Order 11905 ( 1976) abolished 
the NRP EXCOM. which had provided NRP guidance and budget approval. and established the 
Committee on Foreign Intelligence (CFI). Whereas the NRP EXCOM had been responsible for 
the NRP alone and had given the SECDEF final authority over NRP matters. the CFI. chaired by 
the DCI. was responsible for all national foreign intelligence programs. 

(U) Joint oversight responsibilities exercised by the SECDEF and the DCI through 
steering groups such as the NRP EXCOM 1:1lso changed in nature. The Intelligence Resources 
Advisory Committee ( 1971 ). the CFI ( 1976 ). and the National Foreign Intelligence Board ( 1977) 
moved the focus away from the NRP/NRO itself and towards the lmelligence Community and 
intelligence matters in general. As the DCI/SECDEF joint oversight broadened to include 
participants whose interests covered a range of intelligence initiarivcs. the NR.0 began to move 
to a closer involvement with the larger Intelligence Community. 

(U) Congressional oversight of intelligence programs was also formalized during the 
1970s. By 1976 permanent committees were formed in both Houses of Congress to oversee the 
Intelligence Community. including the NRP. Moreover. Presidential direction for greater DCI 
control over the NFIP meant that the DCI. as NFIP spokesman to Congress. had to balance NRP 
needs against the needs of the rest of the NFIP. Again. the emphasis was on the NRP as part of 
an integrated whole. not as a separate stand-alone program. 

(U) The establishment of lower levels of review within DoD. the move from a "unique" 
single program co being part of an integrated intelligence program. changes in the budget 
authorities. the creation of advisory boards. and the formation of permanent Congressional 
intelligence oversight committees illustrate how the authorities and responsibilities evolved 
while the chuner document,;; themselves remained static. However, the changes wrought by the 
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1970s were mostly external to the NRO and NRP: the 19)-t0s \\·ould bring changes of a different 
nature. 

(U> The 1980s 

(U) The early pan of I.he deca<le was markc<l primarily by a Presidentially-directed 
( August 19)-t3) PFIAB review of the I\'RO. Aske<l to thoroughly exam inc the responsibilities antl 
organization of the NRO. the PFIAB sent two scpamtc memoranda to the President (December 
1983 and July 19~4) with similar findings. Concerned in particular with the NRO's loss of 
flexibility <luc to increased oversight. the PFJAB wrote that "the unique management structurr 
that minimizc<l external program oversight and review . . . has been eroded in the last decade 
by the Office of Management and Budget and the Congress. 11 and the 11S ECDEF and DCI agree 
to seek spcdfit: measures to increase the program and budget flexibility of the DNRO." The 
PFIAB observed that "more detailed oversight is beginning to handicap the NRO." and that the 
11S ECDEF and DCI I must I ensure that the conduct of the NRP permits continued streamlined 
mc1nagement and avoids unnecessary oversight and program review. 11 

(U) The PFIAB'.'i worries about increased oversight and a potential loss of streamlined 
management authority had no impact on the charter dornmcncs in effect at the time, as the 
President did not request any revisions or development of a new document at the national level. 
Instead. they merely resulted in a February 19~5 nonspecific Presidential rc4uest that the 
SECDEF. DCI and Assistant to the President for National Security Affairs "periodically review 
the program. priorities aml resources of thi: NRO. as recommended fby rhc PFIAB ]." 

(U) From 19~6 to 198K the DNRO initiated ~cveral studies to look at the structure anLI 
management authority of the NRO. These studies highlighted problems associated with the three 
-.c-paratc program (A. B. and C) structure of the /\:RO and the lack of DNRO line management 
authority. Before retiring in 19~8. the DNRO passed his recommendations for rescructuring the 
NRO to the DCI. The Actini? D'.\i'RO and the :,-.;RO Prol!ram Directors initiate<l another studv in 
l 9X9 to reexamine. in detail.-the organizational problems identified in earlier stullics with a vit:'w 
to ensure the NRO could respond to "fururc intelligcm:c challenges" and maintain the strengths 
of the NRO: streamlined management. cradle-to-grave responsibility. an<l Srrvkc/ Agency 
composition. This J 9~9 effort. formally titlc<l the NRO Restructure Study but known as the 
Geiger-Kelly study. included participants from the NRO. the DoD. and other Intelligence 
Community agencies. 

(U) The Geiger-Kelly study rnnrluurd that the NRO charter and mission were still valiLI. 
although eventual <ledassification of the "fact of1 1 appeared likely. A key recommendation 
supported maintenance of the separate program i<lentities. but the report also recommended 
initiation of u process to collocate the NRO. To begin this process. the study group 
rccomrnen<lcu collocation of staff support and the standardization of those suppon functions 
after collocation. Other key rccommen<lations later implemented includc<l: 

creation of a new Deputy DirN.:tor for Milirar:· Support: 

establishment of an Office of Plans and Analysis: 

realignment of management responsibilitie!. for the CIA clemcm of the ~'RO: 

creation of a Board to advise the SECDEF. DCI. and DNRO {National 
Reconnaissance Review Board): and 
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reduction of the DNRO's position from Air Forc.:c Secrctury/Undcr Secretary to 
Assi!.tam Secretary of the Air Force (Space) to allow the DNRO to be more of a 
full-time manager. 

(U} Despite the curlier oversight concerns of the PFIAB. the Geiger-Kelly report noted 
that "the basic nuthoritics of the NRO have remained intact." In fact. the Geiger-Kelly study 
included a Memorandum of Agreement as an appendix . . . 11to reaffirm the charter and mission 
to the ~"RO and the SECDEF and DCI !oiUpport for the management authority of the DNR0.11 

although this Memoran<lum waJ. never signed. The stu<ly group wrote that specific issues raised 
relating to the charter were "due to implementation problems caused by a lack of spedfic !',;RO 
polky or stnucgics" rather than to problems with the charter. Although they ai:knowledgcd that 
charter changes i:ould be made. they argued that the 11chartcr of the NRO. a.-. written. permits and 
supports the objectives of the NRO with respect to its future .... unless a substantial gain can 
be realized from updating or changing the charter. the riski; entailed and time consumed by 
opening up the issue argue against making any changes. 11 

(U) In sum. although the 1980s brought inrrcasing external oversight. in particular by 
C'On!!ress and 0MB. the internal chanees effccte<l bv the NRO's restructuring efforts were ('\'CO 
more significant. f\conethclcss. the Geiger-Kelly study declared the NRO charter viable. This 
assessment has not e:one uni:hallen!?.ed. howe\'er. a.~ discussion about the NRO's authorities and 
oversight continued-in the 1990s. ~ 

(ll) The 1990s 

(U) The current decade has produced significant change in the organization of the NRO 
and its oversight structure. The NRO is now a line and staff organi1.ation and its program--thc 
NRP--is now subject to the same joint re-view as other clrment,; of the NFIP. One prominent 
ovcrsi!!ht chanuc, is the creation of a new OSD office with rcspon~ibility for i::pacc. - - . 

(l') ln 1992 the DCI commissionc<l a task force to assess the NRO's organizational 
stnll:ture. management mC'lhcxJology. and ability to rcspon<l to Intelligence Community needs. 
The Tusk Force issued a report (known as Lhc Fuhrman Report} ln AprH 1992 recommending the 
consolidation of Proemms A. B. and C into I MINT and SIGl~T Director.ires anti full collocation 
to m:hicvc an integrated functionally alig.ne<l organization. Thc,,;c recommendations were 
implemented. thereby moving the NRO away from the stmcture the original charter was 
designed to support through the use of authorities. policies. and procedures of parent 
organizations. The new functionally aligned organization has fundamentally changed the way 
the NRO operates internally. With the role of the parent organizations changed. key staff 
clements arc uncertain of how to proceed. and managers cannot tum to the chartering <lorn men ts 
for guklancc. 

(Lil In ad<lition. the N"RO\ oversight structure has expanded in the last two years. The 
DCI and DEPSECDEF formed an Inrclligcnce Program RC'vicw Group in 1995 to prioritize 
Dl'fcnse intelligence issues among the three intelligence programs--NFIP. Joint Military 
Intelligence Program. and Tuctical Intelligence and Relate<l Activities. The NRP is subject to 
owrsight from this group as well. Furthermore. the Defense Rcsoun:cs Boar<l process has, for 
the intelligence furn.:tion. been expanded to provide rigorous rcvlcw of the NRP bu<lget process. 

( U > The SECDEF an<.l DCI also chartered the Joint Spare Management Board in 
Dl'c~mbrr 1995 as a boar<.l of <lirectors for defense and intelligcncr space programs. of which the 
'.':RP is a pun. The Joint Space Management Board provides overall policy and progrnm 
guidance for <lC'fcnse and incelligencr space progmms to include rCYicw an<l approval of tra<le
offs among r~quircmencs. progrnms. anLI resources. The Joint Spucc Management Board 
Executive Committee indu<lcs the Under Secretary of Defense for Ac4uisition & Technology 
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and Deputy Director of Central Intelligence. co-chairs: the Vice~Chuim1an of the Joint Chiefs of 
Staff: and the Executive Director. Intelligence Community Affairs. 

{U) Earlier. in December 1994. the DEPSECDEF established a DUSD(Spacc) to proviJc 
the SECDEF a single point of contact for space matter.~. Responsible for oversight of all DoD 
space acquisition and technology programs. the DUSD(Space) has all DoD fspacel acquisition 
funds under his control: a recent Program Bu<lgct Directive4 also put NRO fun<ling. which is in 
lhe NFIP. under his review. The establishment of lhis position brings to three the number of 
OSD clement,; available to the SECDEF to provide oversight of the NRO: DUSD(Space). 
USD(Comptrollerl. and ASD(C3I). The LISD (Comptroller) took an active role in the 1995 
review of the FY 97 NRP budeet submission. and the ASD(C3I I continues to excrdsc it,; charter 
responsibility for national reconnaissance programs. im:lu<ling the NRO. 

(U) The establishment of various boards and oversight offices is difficult to reconcile 
with the charter documents. which included expressions like "streamlined management 
procedures." and '1not subject to normal staff review." In the 1990s, then. the NRO finds itself 
the subject of oversight from lhrce different OSD offices. one CIA office. one DCI staff office. 
ant.I three different management boards. in addition to the SECDEF i.lnd DCI. · 

ct: I Finally. one ad<litional event occurred in the l 990's that impacted the original chaner 
documents. The NRO was chartered covertly to protect both it'> opcrJtions ant.I the "fact of" its 
existence. In September 1992. however. the DEPSECDEF issued a press release acknowledging 
the existence of the NRO. and the Intelligence Reorganization Act of 1992 recogn izcd in law for 
the first time the "National Reconnaissance Office (NRO) of the Department of Defense." 
parallel to lhe NSA. DIA, and CIO. 

(ll) Attempts to Change the Charter 

Cl') Over the past 30 years a number of efforts have been undertaken to rC'vise. 
strengthen. solidify. or otherwise mcxiify the NRO charter documents 10 re<lm:e !'\RO 
vulnerabilitv to change. Pericxiil' findir1!!S of charter suftidenL'V. such as those bv the- 19X9 
Grigcr-Kelfy Slu<ly. have not diminished attempts lo change rh·e NRO chaner. The NRO has 
been a panncr to these efforts primarily to cn:mre retention of its unique stutus. 

(U) The first attempt to modify 1he charter occurred in 1971. Continuing for a period of 
several years. efforts were unuenaken to provide a non-DoD chancring instrument. an NSC 
Intelligence Directive. That initiative was prompted by Presi<lent Nixon's 1971 memo directing 
reorganization of the Intclligent::e Community to inclu<lc rewriting all the NSC IntclJigence 
Dirl'Ctives. The draft NSC Intelligence Directives for the :--;RP/NRO contained the cssentiul 
provisions of the 1 %5 Agreement. Although the NRP!NRO had no chartering document on the 
DCI ~SC side. the NRO kept open for srvernl year!. the effort to promulgate. if not a DCID. un 
NSC Intelligence Directive for the ~P. While an impasse was reached in 1973 <lur to wording 
that relegate<l the DCI to u role of coor<linalion. additional attempts to up<hlte the !"ffiO <.:hancr 
continued in both 1974 and 1976 outside the NSC Intelligence Directive framework. 

(U) Both the 197 4 and 1976 etlons were fairly short-lived. although the 1976 effort 
rct.:l'ivcd backing from the CFI. Written hy NRO staff to incorporate organizational changes 
resulting from Executive Order 11905 an<l to strengthen the DNRO's control over the NRP. the 
1976 rc\"isct..l NRP charter apparently gained SECDEF approval before being fol"\var<lcd to the 
CFI. A CFI task b'Toup was formed to prepare a CFI Directive for the NRP. but this initiative. 
Jikt.' othcn. before it. stalled when agreement could not be reached. 

Pn,gram Butlgc1 Directiw 701. ldcntifa:auon nf Sp:wc Prngrnmi>. 7 Novcmhrr 1995. 
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ErQYQ l In I 9X7. the :NRO staff again stancd work on redrafting lhc NRO chrutcr. This 
rime. however. lhcy investigated the desirability of seeking legislation to establish a fonnal 
chnncr for lhe !\'RO. Legal consensus determined that the NRO was better off oper.iting "stams
quo". as there were too many vested interests that would cause further erosion on the 
management side. and resulting legislation would be very restrictive. 

~) Other attempts to update lhc chancr include a draft memorandum of agreement 
between the SECDEF and the DCI contained in the 1989 Gei~er-Kellv study. and a 14 
September 1992 working paper draft DoD Directive. TI1e Geiger-Kcily drah was basically a 
reaffirmation of the basic charter of lhe NRO and the tlual responsibilities of the DNRO to the 
SECDEF and the DCI. and would not have replaced the 1965 agreement. The 1992 draft DoD 
Dirc<.:tive. classified Set;rel/BYEMAN but with a note "For Publication as UNCLASSIFIED 
After Approval". was apparently prepared in anticipation of the 1 X Septembl'.r 1992 DoD press 
rclcusc acknowledging the existence of the NRO. The DoD Directive was dated I October 1992 
and woultl have cancelled the 1964 Directive. but it was never issued. 

(U) Despite the oft-repeated assertion that the NRO chancr has withstood the test of time. 
the past 30 years have nonetheless seen significanl changes in the environment, structure. and 
oversight of the NRO. It is no longer a covert organization. but has been publicly recognized in 
law as a Defense agency. There is increasing interest in its opemtion antl oversight. especially 
within DoD antl the Congress. As a result. public requests for copies of the NRO chaner arc 
increasing. and it is even the subject of an extensive Federation of American Scientb;ts file on 
the Internet. A-. public scrutiny of lhe organization and its operations expands, the impacts of 
these <.:hanges bcl:omc more readily apparent. 
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APPENDIX C IDSTORICAL DOCUMENT BIBLIOGRAPHY (U) 

{U) The inspection team gathered the below listed documents to research the authorities issue of 
the NRO inspection. The team provided the J.ocumcnts in a series of binders to the NRO 
lnspccrnr General's office for fulure use in research. inspections. evaluations. and auu.its. 

(l') AGREEMENTS 

DEPSECDEF Letter to DCI. "Re: Management of the National Reconnaissance Program." 
September 6. 1961 (THE l9nl AGREEMENn. (1-S Special Ha11cllit.g). 

"Agreement Bet\veen Secretary of Defense and the Director of Ccntra1 Intelligence on 
Responsibilities of the Nat ion al Reconnaissance Office (T!:tl." May 2. 1962 (111 E ]()62 
AGREEMEN7). (1"0,'8\'E 1162 62). 

"Memorandum of Agreement Concerning NSA Participation in the~ National Reconnaissance 
Office." June 1962. (ifiii8). 

"Agreement Between the Secretary of Defense and the Director of Central lntclligcnce on 
Management of the National Rcconnab;sancc Program." March 13. 1963 (THE 1963 
AGREEMEti.'TI. CfiiB:'BJ/8 ,,fifi 6? ). 

"Agreement for Reorganization of the Nacionul Reconnaissance Program." August 11. 1965 
(THE 1965 AGREEMEN7) (TS.'BYE 507>.l ~§) with DCI Letter of Transmittal to SECDEF. 
August 13.1965.(PB:BYfizk§!II 65). 

•~temorantlum of llndcrsranding between the Dirc-ctor. !'lational Reconnaissance Office and thC' 
Chief of ~aval Operations." December 31. 1974. (l1B11B¥E IJ0Jfi f7 tJ. 

"Mcmorundum of Understanding between the Nutional Reconnaissance Office (NRO) and the 
Office of the Secretary of the Army." December 31. 1974. (~1'! o ~sr,~ec ). 
"!\11emor-dl1dum of CnJ.erstanJinu between The Director. National Rc-connaissancc Office anJ. 
The A-;sistant Secretary of the Navy. lnsrallation an<l Logistics.'' July 9. 1976. (l'8,1Di{E 
.56~1.iG ?61. 

"Memorandum of Agreement Between the National Reconnaissant:c Office (NRO) an<l the 
Defense Mapping Agency (DMAJ." September 9. 1983, (liB:'Oi\'E itli?I la? J. 

"Memorandum of Agrccmt'nt between the.' Intelligence Community Staff (ICSl. the Defense 
Intelligence Al?:encv (DIA) and the National Reconnaissance Office (r,,."RO)." December 13. 
19~X. t ~!'S\'t(l?nttiitO Ill!). 

''Memorandum of Agrrcmcnt. National Reconnaissance Review Bourd.'1 October 20. 19~9. 
(S:'IIZ/Efiiii!GO). 
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"Memorandum of Agreement between National Reconnaissance Office. Inspector General and 
Ccntml Intelligence Agency. Inspector Oeneml on Implementation of NRO/IG Charter 
Directive." February 22. 1990. (SfBh'E 1 JB065 90). 

"Memorandum of Undcrstandinu: between National Reconnaissance Office. Office of rhc 
Secretary of Defense and Central Intclligem:c Agern.:y." October 1. 1991, (SfS'J'f': 197911 ~l ). 

"Chancr for Joint Space Management Board." December 13 1995. (LI). 

"Intclligem.:c Progrnm Review Group Charter." <lraft as of December. 1995. {l~) 

AUTHORITY DELEGATIONS 

DEPSECDEF Memorandum. "DoD Satellite-Borne Eanh Sensing and Space Shuttle Planning 
Activities." October 17. 1972. t~S'l'f! 1!'.l!,111 H). 

Assisr.ant Secretary of the Navy. Installations & Logis1ics Memorandum for Manugcr. Navy 
Space Project. 0 Delega1ion of Authority and Designation as Hca<l of a Procuring Activity. 11 July 
9. 1976. (LI). 

DEPSECDEF Memor,mdum. "Defense Reconnaissance Support Program (DRSP)." September 
11. 19~0. (ii,'Hl'lcKw-1). 

Und~r Secretary of Defense (Acquisition) Memorandum, 11Dclcgation of Authority to Approve 
Contract!. Awarded Under Other Than Competitive Procedures." February 20. l 991 
('P~ n:rv1eee~ with DKRO Memorandum for USD(Al. same- subject. un<l<ued. ~SfSi'8YE 
L'd(lt dh ,_ . 

SC'crctu.ry of the Air Force Memorandum. "Delegation of Authority to Director. National 
Reconnaissance Officr (U). 11 undated 1994. t9:'Hl/5FUC®). 

DEPSECDEF ~cmorandum. "National Reconnaissance Oftkc." (<lcsii!nate<l DNRO). Ma\' 26. 
199.t. ( l' >. . ~ . 

1111 

Dl'\RO Memorandum. "Delegation of Contractim! and Senior Procurement Executive Authoritv: 
and Designation as Head of the:.' Contracting Activity," December 27. 199~. 0,'8¥iE). . 

BRIEFINGS 

"NRO Evolution and Overview.'' September 1 L 1995 Video. C12X0-X8. (~). 

"Legal Status of NRO." September 11. 1995 Video. Cl 334. (JiM!lYGJ. 

11lntemal Management Controls.'' September 18. 199.5 Video Cl 332. (~'Ii¥-:). 

''Comraning in the NRO." Offa:c of Contracts. September 14. 1 Y95 Video Cl296 (~). 

"NRO Military Suppon Staff (MSS)." Defense Suppon Project Office. September 21. 1995. 
( B:'I P:':Pl(C© }. 
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BUDGET DOCUMESTS 

Fiscal Year 1991 Congressional Bu<lgct Justification. Volume IV. National Reconnaissance 
Program. January 1990. (+Sl:'BVls 2?e57il',O). 

Fiscal Year 1992-1993 Congressional Buul.!etJustification. Volume IV. National 
Reconnaissance Program. J,'inuary 1991. ('isf e YE ! 16..'i'f}'~ l ). 

Fiscal Y car 1993 Congressional Budget J u:-;tification. Volume IV. National Reconnaissance 
Program. January 1992. ('f3fH"t'E !'Jl65iJ'192). 

Fiscal Year 1994-1995 Congressional Budget Jusrification. Volume IV. National 
Reconnaissance Program. ~arch 1993. t1'31t'i IE 21cLl1'9J,. 

Fiscal Year 1995 Congressional Budget Justification. Volume IV. National Reconnaissance 
Program. February I 99~. (Ji:6. 9YE: 2?ef?:'94 ). 

Fiscal Year 1996-1997 Congrcs.1\ional Budge! Justification. Volume [V. National 
Rcconnaissancc Program. February 1995. {'¥@"8'.'e !?Gj?; §15 ). 

DIRECTIVES and ORDERS 

Executive Orders and Presidential Directives 

Presidential Mcmor.mdum. "Organization and Management of the U.S. Foreign Intelligence 
Community." November 1971. ( I SJB IE JKJJJ.J 1). 

Exccutivc Ortlrr 11905, "United $rares Foreign Intelligence Activities." February IX. 1976. (l"). 

Presidential Directive.'r-.:SC-17. ''Reorganization of the Imelligcncc Commun it~·," August 1977. 
(FOUO}. 

Exccutivl' Ortlrr l2U36. "Unitctl States lntclligcncc Activities." January 24. I 97H. ( F). 

Executive Ortlcr 123J3. ''United States Intelligence Activities.'' December 4. I 9X l. (U). 

Executive Ortler 12334. 11Prcsitlent's Intelligence Oversight Board." December 4. I 9X I. (U). 

National Security Decision Directive Number 42. 11Na1ional Space Policy." July 4. 19X2. ('JilS) 

Executive Order 12537. "President's Foreign lntclligcm:r Advisory Board." October 28. l lJX5. 
lUl. 
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Community Management Staff 

< l" l Contractors 

'(i8,18) (b)(1 )(c) (b)(3) 10 USC 424 
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APPENDIX F ACRONYMS 

AJS 
AISSM 
ASD 
BSM 
C3I 
CCB p 
CIA 
CIO -CWAN 
DASD 
DCJ 
DCJD 
DDMS 
DEPSECDEF 
DIA 
DNRO 
DOS 
DSPO 
DUSD 
DoD 
DoDD 
EEO 
EXCOM 
FY 
FAR 
GPRA 
GSA 
GWAN 
HRMG 
10 
IMC 
IMINT 
lRM 
ITO 
MOA 
MOl' 
MPD 
MS&O 
NAM 
!':FIP 
:--JIMA 
NRO 
~RP 
~SA 

(U) Auromated Jnfommtion Svstcm 
( U) AIS Securitv Manual · 
(Ul Assistant Secretarv of Defense 
(SIB) BYEMAN Sccu"ntv Manual 
(U) Command. Control. Communications and lntelfo?cncc 
< LT l Confi uration Control Board ~ 
(b)(1 )(c) (b)(3) 10 USC 424 

(b)(1)(c) (b)(3) 10 USC 424 

(Ul ontrm:ting Office s Technical Representative 
(LT) Contractor Wide Arca Network 
(C} Depucy Assistant Secretary of Defense 
( U > Director of Central lntelligem:c 
< U > DCJ Directive -
l U > Deputy Direcror for Military Suppon 
(LT> Deputy Secretary of Defense 
( C) Defense Intelligence Agency 
(L') Director. National Reconnaissance Office 
(C') Director of Securitv · 
( C) Defense Support Project Office 
(U} Deputy Under Secretary of Defense 
( U J Depar1ment of Defense 
(Ul DoD Directive 
(U) Equal Employment Opportunity 
(U) Executive Committee 
(U) Fiscal Year 
(U) Federal Acquisition Regulation 
(li) Government Performance and Results Act 
(U) General Services Admini:-.tration 
(U) Government Wide Arca Network 
(U) Human Resources Management Group 
( U) ln.spector Gen cm! 
{LT) Internal Management Controls 
(U) Imagery Intelligence 
( U) Information Rc5ources Mfillal!cmcnt 
ffl, lnfonnation Technology Group 
( LI I Mrmornndum of Agreement 
( n Memorandum of Untlcrstandin2 
(lil Military Personnel Division ofHRMG 
(U) Managrment Service~ and Operations Offkr 
<Lil NRO Acquisition Manual 
(Lil National Foreign Intelligence Program 
(Ul National Imagery an<l Mapping Agency 
< Ul ~ational Reconnaissance Office 
( U) National Reconnaissance Program 
( l') ~ ational Security Agcm.·y 
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. 
OSD 
oso 
P&A 
PFIAB 
Program A 
Program B 
Pro;mmC 
set 
SECDEF 
STGI~T 
USAF 
CSD 

l -.., =--

SECRE I-Bf EMAN- I ALEN I KE f HOLE 

) tflcc ot anagcmcnt an u get 
(U) Office of the Sccrcrnry of Defense 
(U) Operational Support Office 
(U) Plans am.t Analysis Office 
(U) Prcsi<lcnt1s Foreign Intelligence Advisory Board 
(U) Air Force Program prior to 1992 rcstnicturc 
(U) CIA Program prior to 1992 restructure 
(U) Navy NRP Program prior to 1992 restructure 
(U) S~nsitive Compartmcntc<l lnforrnation 
( U) Secretary of Dcfcn!-.c 
(U> Si2nals Intellhrem:c 
(l') United States Air Force 
( n UnJcr Secretary of Defense 
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