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of an investigation and witness information, as well as, the names of law enforcement personnel, has
been withheld under Exemption (b){7)(C).

Your right of administrative appeal Is set forth in Section 612.9 of the NSF FOIA regulation (copy
enclosed). Your appeal must be postmarked or electronically transmitted within 90 days of the date of
the response to your request.

If you need any further assistance or would like to discuss any aspect of your request, please do not
hesitate to contact our FOIA Public Liaison at 703-292-8060. Additionally, you may contact the Office of
Government Information Services (OGIS) which was created to offer mediation services to resolve
disputes between FOIA requesters and Federal agencles as a non-exclusive alternative to litigation.
Using OGIS services does not affect your right to pursue litigation. If you are requesting access to your
own records (which is considered a Privacy Act request), you should know that OGIS does not have the
authority to handle requests made under the Privacy Act of 1974. You may contact OGIS in any of the
following ways:

National Archlves and Records Administration
Office of Government Information Services
8601 Adelphi Road - OGIS

College Park, MD 20740-6001

E-mall: ogis@nara.gov

Web: https://ogis.archives.gov
Telephone: 202-741-5770

Facsimile: 202-741-5769
Toll-free: 1-877-684-6448

There is no fee for FOIA services in this instance in accordance with 5 U.S.C. 552(a)(4)(A)(i) et seq.

L G

Sandra Evans
FOIA/Privacy Act Officer

Enclosures



nsfstmgr <nsfstmgr@usap.gov>% March 4, 2010 9:47 PM
To: (983 @nsf.gov>

Cc: '8 " <IMCEAEX-_O=NATIONAL+20SCIENCE
+20FOUNDATION_OU=NSF_CN=RECIPIENTS _CNEIEHE ©nsf.gov>,
NS nsf.gov>

Fwd: INVESTIGATIONS: LAKE JOYCE FIELD MEDICAL KIT MANAGEMENT/ MCM MED
CLINIC WINTER SEASON 2009

1 Attachment, 2.8 MB

Il pass on information as | receive it. The following is the response from the Marshal's office in
Honolulu.

I'm emailing similar action information on the Dome bolts following this email.

Thanks for the help,

\(USMSY)"

doj.gov>, sf&tmgt.@usap gng> :
Subject: FW: INVESTIGATIONS: LAKE JOYCE FIELD MEDICAL KIT MANAGEMENT/ MCM

MED CLINIC WINTER SEASON 2009

Here's one more from the South Pole. This has to do with controlled substances missing from fleld kits.

(B3 (5, b8 by (TuCh

Please advise. Also, please include all recipients in your response so that they are in the loop.

Mahalo,



From: nsfstmgr [mailto:nsfstmgr@usap.gov]
Sent: Wednesday, March 03, 2010 7:03 PM

To: USMS)
Cc ’
Subject: Fwd: INVESTIGATIONS: LAKE JOYCE FIELD MEDICAL KIT MANAGEMENT/ MCM MED CLINIC WINTER SEASON 2009

Sorry about throwing two of these at you today, but I want to have you in the loop on an issue we are dealing with
from this sumemer. ‘This has to do with medication discrepancies and improper handling of medications.

We asked our contractor to provide a DEA 106 report for lost or stolen controlied medications, [B3RE)
The email directly below this from I NS¢ attomey assigned to USAP

matters, indicates our next step.

The attactunent is our Contractor, Raytheon Polar Services Company's response to our request for an internal
investigation and the DEA 106 report. It is a huge report that includes a string of emails (toward the end of the
doecument) and general information on the Lake Joyce incident and other discrepancies from the previous winter.

As with the previous cmatl, please let me know if you need any additional information or would like to discuss this case.

Thanks,

NSF Station Mansger

{roomn) ‘

otlice) (720)s6e{JRmessage)

8.
nsfstmon®!sap.qo

Begin forwarded message:

From: e b (6) @D,SLQQ__W
Date: March 4, 2010 3:11:45 AM GMT+13:00
To: CICIN <ENEle @ns.qov>, EEEINEE" <ncm.nsisimgr@usap.gov>
SO ©nst.gov>

Subject: RE: INVESTIGATIONS: LAKE JOYCE FIELD MEDICAL KIT MANAGEMENT/

MCM MED CLINIC WINTER SEASON 2009

I'll also be sendiﬁg the report to the US Attorney's office in

Thanks [} Just to give you a heads up,
short order. [EEN

I will cc: you on that email to EESEEEEE




but that should not preclude your normal reporting to USMS, elc., regarding the incidents.

From: [mailtdfg

Sent: Wednesday, March 03, 2010 5:34 AM

To:

Cc: “

Subject: Pwd: INVESTIGATIONS: LAKE JOYCE FIELD MEDICAL KIT MANAGEMENT/ MCM MED CLINIC

WINTER SEASON 2009
Importance: High

Based on your other message, I'm sending you a copy of the report RPSC submitted last
week on the field medical kit management issue. 1'm surprised you have not received a copy
of this directly at McMurdo and will be taking that issue up with RPSC management. Ou:
intention has been for them to work through you directly where necessary.

Antarctic Infrastructure & Logistics
National Sclence Foundation
Office of Polar Programs

Begin forwarded message:

uUsap.gov>

From: "8 (Contractor)"
Date: February 26, 2010 1:33:36 PM EST

To: I 5.0, .
Co: EIENN UG 1.0~ BN I o' oo
(Gonractor) SN Conliacior@0sap.gov (Contractor)"

Contractor@usap.gov=>
Subject INVESTIGATIONS: LAKE JOYCE FIELD MEDICAL KIT MANAGEMENT/ MCM

MED CLINIC WINTER SEASON 2009

Dy (5

The assigned investigations have been completed and are attached as one document with an executive

summary,
am available to answer any questions you may over the content of this paper and

ook torward to any comments you have regarding the proposed recommendations.




Thanks
VIR

<<Lake Joyce and McMurdo 2010.doc>>

ib)i6)

Raytheon Polar Services
7400 S Tucson Way
Centennial, Colorado 80112

Toll Free: 1-800-688-8606 %
Direct: {{:3Rt:}!
Fax: 1-303-649-9275
SENSITIVE SECURITY INFORMATION WARNING: The release of the contents of this email, and/or the
enclosed document(s) may be prohibited by THE PRIVACY ACT OF 1974. Contents are intended only for

use by the individual or entity to which it is addressed and may contain information that is privileged,
confidential and exempt from disclosure under applicable law. If the reader of this message is nof the

intended recipient or the employee or agent responsible for delivering the message to the intended

recipient, you are hereby notified that any dissemination, distribution or copying of the communication is

strictly prohibited. If you received this email in error, please send notificalion immediately by replying back

to the sender via email at (G, contractor@usap.qov, or by phone at (800) 688-8606, oxt. h

Please destroy all copies of the original message by deleting this e-mail message from your computer.




nsfstmgr <nsfstmgr@usap.gov> March 5, 2010 9:49 PM
: N CIEEC s ov>

G @nsf.gov>, '] <IMCEAEX-_O=NATIONAL
+20SCIENCE+20FOUNDATION_ OU-NSF. CN=RECIPIENTS. CN-EIE] nsf.gov>

Fwd: INVESTIGATIONS: LAKE JOYCE FIELD MEDICAL KIT MANAGEMENT/ MCM MED
CLINIC WINTER SEASON 2009

|

This is an FY1. Would you like me to get you directly hooked into their email traffic on this
investigation?

DEA- usx)" ) sdoj.gove, <nsfstmar@usap.govs
Sub]ect e INVESTICATIONS: LAKE JOYCE FIELD MEDICAL KIT MANAGEMENT? MeM
MED CLINIC WINTER SEASON 2009

10-4. | will forward this to mas well.

me:M(USAHI)

Sent: Frida rch 05, 2010 4:16 PM
To: m(usm)

Subject: RE: 3

ESTIGATIONS: LAKE JOYCE FIELD MEDICAL KIT MANAGEMENT/ MCM MED CLINIC WINTER SEASON 2009

Give me a call on the 17" to discuss.

From: USMS)
Sent: Thursday, March 04, 2010 12:22 PM



To:
Ce: DRSNS (USMS); nsfstmar@usan.qoy
Subject: PW: INVESTIGATIONS: LAKE JOYCE FIELD MEDICAL KIT MANAGEMENT/ MCM MED CLINIC WINTER SEASON 2009

Hi Les,

Here's one more from the South Pole. This has to do with controlied substances missing from field kits.

by (5 bixﬁ' i (7HC

Please advise. Also, please include ali recipients in your respanse so that they are in the loop.

Maha!ii

From: nsfstmgr {maiito:nsfstmgr@usap.gov)
Sent: Wednesday, March 03, 2010 7:03 PM
To: LISMS)

Cc
Subject: Fwd: INVESTIGATIONS: LAKE JOYCE FICLD MEDICAL KIT MANAGEMENT/ MCM MED CLINIC WINTER SEASON 2009

Sorry about throwing two of these at you today, but 1 want to have you in the loop on an issue we are dealing with
from this summer. This has to do with medication discrepancies and improper handling of medications.

‘We asked our contractor fo provide aDEA 106 repoit for lost or stolen contiolled medications, BSIRER
The email directly below this from §3RE . NSF atiomey assigned to USAP

matters, indicates our next step.

The attachment is our Contractor, Raytheon Polar Services Company's response to our request for an internal
investigation and the DEA 106 report. Tt is a huge report that includes a string of emails (toward the end of the
document) and general informalion on the Lake Joyce incident and other discrepancies froin the previous winter.

As with the previous emall, please let me know if you need any additional information or would fike lo discuss this caso.

Thanks,



TelronNs Manager

U8 Anlardiic Program
National Science Foundation
4201 Wilson Blvd.

Arlinglon, VA
703,292



nsfstmar <nsfstmgr@usap.gov> ‘ . March 25, 2010 9:54 PM
To: 'TENENE (USMS)" EIEREHRTE) @ usdoj.gov>

Ce: ‘ENCINN CIXCIN @ st gov>, <IMCEAEX-
_O=NATIONAL+20SCIENCE
+20FOUNDATION_OU=NSF_CN=RECIPIENTS_CN=NIIE ©nsf.gov>, B3]
THE @nsf.gov> ; ’

Re: Found Drug Paraphémalia in McMurdo

Will do.

(USMS) wrote:

_ Complete the attached Field Report form (USMZ‘:{U!, attac!ed t!e p!oto and keep

a flle. And send a copy of the completed form and photo to me via email.

Mahalo,

From: nsfstmgr [mailto: nsfstmgr@usap.gov]

Sent: Tuesday, March 23, 2010 8:50 AM

To: {ISMS)

Cc:

Subject: tou rig Paraphemalla in m i

Two electricians werc working above the third floor ceiling of dorn{j yesterday afternoon (March 23 around 5:00
PM local time) and found a plastic bag containing three hand carved wooden pipes. They are used and do have what
appears to be marijuana residue.

Fornow I'm going to document my receipt of the items and lock ihem into the safe inmy office. Any other
suggestions?



{b)

(i

<usm 210 field report.pdf>




Raytheon

Raytheon Technical Services Company LLC
Polar Services

7400 S Tucson Way
Centennial, Colorado
80112-3938 USA
303.790.8606

16 April 2010

From: Raytheon Polar Services Company McMurdo Area Director
To: Raytheon Polar Services Company Director of Operations
Subj: Preliminary inquiry, re: Missing Crucibles from Crary Science and Engineering

Center (CSEC), McMurdo Station, Antarctica

"Encl: (1) BB email notification to RPSC management regarding the
missing crucibles dtd 15 February 2010

F email tasking to McMurdo Area Managerw

regarding NSF incident notification and investigation dtd 15

ebruary 2010

(3) M email with Incident Report and Property Loss Theft
Report attachments to Management dated 17 February 2010.

(4) Incident Report by dtd 17 February 2010

(5) Property Loss by Theft Report by not dated

(6) % email with Incident Report and Theft Report attachments
F

perations Manager, G dtd 25 February 2010,
(7) Representative photographs of 50 ml platinum crucible

(8) Internet replacement cost estimate for 50 ml platinum crucible

(9) Photographs of the crucible storage containers

(10) m emall notification to Crary Laboratory patrons regarding
Crary Room 180/181 Access dtd 16 February 2010

(11) McMurdo Area Director's initial email notification with queries regarding

inquiry tasking dtd 12 April 2010

(2)

(12) email response to initial email notification inquiry dtd 12 April -
2010
(13) W email response to initial email notification inquiry dtd 12
pri
(14) GG email response to initial email notification inquiry dtd 12
April 2010
(15) % email response to initial email notification inquiry dtd 12 April
(16) B email response to follow-up query dtd 12 April 2010 -
(17) (K6 email response to initial email notification inquiry dtd 12 April
010

(18) X email response to follow-up query did 16 April 2010
(19) Investigator's Query Summary Memo dtd 18 April 2010

1. On 26 March 2010, the RPSC Director of Operations tasked the RPSC McMurdo
Area Director to conduct an inquiry into the circumstances surrounding three missing 50



Subj: Preliminary Inquiry, re: Missing Crucibles from Crary Sclshce and Engineering Center
{CSEC), McMurdo Station, Antarctica

ml platinum crucibles on or about 16 February 2010 from the CSEC, McMurdo Station,
Antarctica. Due to an on going two week transition turnover of the McMurdo Area

Director's position from 29 March to 8 April 2010, the comprehensive commencement of the
inquiry was delayed until 12 April 2010. The inquiry was conducted using telephonic and
personal interviews with documented memorandums for the record, electronic
communications, and electronic research. All individuals were extremely cooperative
during the inquiry process. The following report is structured using a findings of fact,
opinions, and recommendations protocol. Findings of fact were derived from the
report’s attached enclosures. The enclosures (Encl) are manually numerically labeled

in the lower right hand corner of each page. Opinions were deduced from the findings
of fact; the investigator’s interface with interviewees; the investigator's personal
knowledge of the USAP operations and employees; and additional research. The report

is delineated as follows:

FINDINGS OF FACT .
1. That on or about 16 February 2010, three platinum crucibles were determined to be

missing from Room 181 aka Mezzanine Storage Area, CSEC during a review of
McMurdo Station inventories in preparation for the upcoming contract transition.
(Encl: 1, 13, 14)

2. That the documented dates for determination of the missing crucibles are both 15
and 16 February depending on whether the receiving or transmitting emall server
was located at Denver or McMurdo Station. (Encl: 1, 2, 19)

3. That for the purpose of this report, the date is annotated as 16 February 2010
(Encl; 19)

4. That pictures were taken of the containers in which the crucibles were stored should
there be a requirement for a future investigation. (Encl: 4, 5, 9)

5. That ENG notified the McMurdo Station Science Lead [BEER
the RPSC Science Director [} , the McMurdo Area Director Mr.

m and the RPSC Director of Operations, FISI of the missing
c

rucibles on or about 16 February 2010, (Encl: 1, §)

6. That XSG = d GG locked the containers in the Lab
Manager’s office should the evidence be required for further investigation. (Encl: 5)

7. That W notified the McMurdo Area Director [SEIIE about the

missing crucibles on or about 16 February 2010. (Encl: 14)

8. ThatF_ notified the McMurdo Area Manager via
email of the missing crucibles on or about 16 February 2010 and tasked

to notify the NSF Station Manager of subject event. (Encl: 2)

9. Thatw tasked the McMurdo Area Manager [CIEIIIEEGEGE vio
email on or about 18 February 2010 to coordinate with the Science Directorate and
commence an investigation into the missing inventory (crucibles). (Encl: 2)

10. That RPSC senior management was informed of the missing crucibles and
investigation tasking. (Encl: 1, 2)

11. That the McMurdo Area Manager believes he notified the NSF Site Manager,

ﬁsubsequem to his notification, but does not specifically recall the time
and method of notification. (Encl: 19)




Subj: Preliminary Inquiry, re: Missing Crucibles from Crary Science and Engineering Center

12.

13.

14.

15.

16.

17.

18.
19.
20.

21.
22
23.
24.
25.

26.

27.
28,
29.

(CSEC), McMurdo Station, Antarctica

That the NSF Operations Manager, M was cognizant of the
missing crucibles, but does not specifically recall when or how [} was notified.
(Encl: 19)

That [IG) completed both an Incident Report and Missing Property

G
Report and emailed subject reports to
on 17
February 2010. (Encl: 3

That the McMurdo Area Director, TIKGE forwarded the Incident Report
and Missing Properly Report on 25 February 2010 to the NSF Operations Manager
for Bl information and situational awareness. (Encl: 6)

at management deemed subject incident Report and Missing Property
reports insufficient inquiries into the event and subsequently directed that the
incident be reinvestigated in more detall. (Encl: 19)

That five crucibles were appropriately procured during the July — November 2009
timeframe at a unit cost of $2411.00. (Encl: 15, 17)

That the crucibles are 50 m! capacity, 49 mm top diameter, 20 mm bottom diameter,
34 mm height, 0.31 mm thickness, 37 grams in weight, about the size of a shot
glass, and silver in color. (Encl: 8, 17)

That the original unit cost of the missing crucibles was $2411.00 each for a total

loss of $7233.00. (Encl: 15)
That from May 2007 to November 2009, the unit cost range for crucibles was from

$2411.00 to $3595.00. (Encl: 15)

That the current estimated replacement ynit cost for each crucible can be in the
$6000.00 to $8000.00 price range with a total estimated replacement cost of
~$18,000.00 to ~$24,000.00. (Encl: 6, 8, 17) .
That five crucibles were issued to on 23 November 2009. (Encl:

15)

That the crucibles are used to clean thermocouples and vacuum gauges damaged
during transfer of cryogenic fluids. {Encl: 17, 18)

That a combination hydrochloric acid and nitric acid solution is used in the cleaning
process. (Encl: 17, 18)

That the temperature of the solution must be closely controlled during the cleaning
process to prevent damage to the crucibles. (Encl: 17)

That temperature control is maintained using an ice bath and is extremely difficuit.
(Encl: 17)

That the chemistry involved is dangerous and Is not proficient enough to
maintain consistency during the process, had difficulty maintaining subject
temperatures, and over a period of time, the walls of the crucibles were tco fragile to

be of further use. (Encl: 17) ‘
That m disposed of the damaged crucibies via the hazardous waste
disposal process. (Encl: 17)

That as a result of the frequent damage, considered the crucibles
consumable items and disposed of subject items accordingly. (Encl: 17, 19)

That the hazardous waste consumable disposal process requires a hazardous
waste identification sheet be completed annotating a matching waste identification
number on the equipment and submitted for disposal. (Encl: 19)

w



Subj: Preliminary Inquiry, re: Missing Crucibles from Crary Sclence and Engineering Center

30.

31.

32.
33.
34.
35.
36.
37.
38.

39.
40.

41.
42,

43.

44.
45,
46.

47.
48.

49,
50.
51.

(CSEC), McMurdo Station, Antarctica

That departmental hazardous waste collection documentation does not include filing
by line item and is manually filed as a group summary. (Encl: 19)

That replacement crucibles were procured at the end of the years 2007 and 2008 as
a result of damage incurred from the cleaning process which made them unsuitable

for continued service. (Encl: 15, 17)
That from May 2007 through November 2009 a total of 16 crucibles were procured

and issued for use. (Encl: 15, 16)
That the total cost of the 16 crucxbles and lids procured from May 2007 to

November 2009 was $49,430.00. (Encl: 15)

That the crucibles are generally used from November through December during
each austral summer season, eight to twelve times per repair session. (Encl: 17)
That two of the five crucibles procured in 2009 were already damaged and disposed

via the hazardous waste disposal process by EXCIIIEEEE- (Encl: 19)
That the last time the three missing crucibles were observed was on 8 December

2009 in Room 181, CSEC. (Encl 4, 17)
That the crucibles were normally stored in Room 181, aka Mezzanine Storage Area

CSEC. (Enclk 4, 5, 17)
That the Room 181 is a large storage area for materials and equipment. (Encl: 5,

14, 17)
That Room 181 is secured with electronic key card security. (Encl; 5, 12, 17)
That access to Room 181 is through three electronic key access points including

the door to Room 181. (Encl: 12, 17)
That many individuals had legitimate electronlc key access to Room 181. (Encl: 12,

17)

That upon natification of the missing crucibles, an access report to Room 181 was
conducted which reflected that when a key was returned and deleted, the ‘
information from subject key was also deleted in the system. (Encl: 5, 12, 17)

That immediately upon discovering the incldent, all electronic access key cards
were cancelled and master keys collected with new access cards issued limiting
access to Room 181. (Encl: 5, 10, 12, 17)

That the current policy for access to Room 181 is restricted to laboratory personnel
with all others escorted by authorized laboratory personnel. (Encl: §, 10, 12, 17)
That is the only person employee who utilized the crucibles.

(Encl: 17)
That there was no chain of custody process for the crucibles once issued to [jii}

IEc): 17)

That there was no logging document to monitor use of the crucibles. (Encl: 19)
That the only security for the crucibles was in a plastic bag in a box on the floor
located in a corner among other materials. (Encl: 14, 17)

Thatm considered Room 181 the most secure room in the CSEC because
of the requirement to pass through three electronic key access points. (Encl: 17)
That since [ had not encountered any security issues in previous years,
he did not consider additional security precautions. (Encl: 17)

That [3K3) opted for the vacuum gauge acidic solution cleaning process due
to the inability to obtain replacement gauges following a fire at the manufacturr

facility. (Encl: 17)




Subj: Preliminary Inquiry, re: Missing Crucibles from Crary Science and Engineering Center

52.
53.
54.
55.

56.

(CSEC), McMurdo Station, Antarctica

That [CXCIR now considers the current process too risky and proposes an
alternate method for addressing the vacuum gauge issue. (Encl: 17, 18)

That when the initial issue of cleaning equipment surfaced,w considered his
resolution fairly uncomplicated and unproblematic. (Enci: 19

That in hindsight, M currently believes that he should have brought the issue
to the attention of Science leadership. (Encl: 19)

That the Science Director was not cognizant of the thermocouple — vacuum gauge

cleaning issue. (Encl: 19)
That the Science Director considers a most trustworthy and ‘first rate

employes.” (Encl: 19)

RECOMMENDATIONS

1.

That before continuing with the current cleansing process for thermocouples and
vacuum gauges, the RPSC Science Director conducis an operational risk
management assessment of the procedures currently in use.

That Science Leadership and m review the current procedures utilized for
thermocouple and vacuum gauges cleaning and / or replacement to determine the

most appropriate and cost effective method for the way ahead.
That the Science Director conduct a coaching session with
regarding US Government equipment chain of custody and security requirements,




Subj: Preliminary Inquiry, re: Missing Crucibles from Crary Scnence and Engineering Center

4,

Science Lead before all deployments providing additional and specific guidance on
tasks and responsibilities.

5. That crucibles are more appropriately secured and with logging documentation if the
acidic cleaning process is.continued in the interim.

6. That additional training or assistance is provided to [JICII to increase his
competence with the thermocouple — vacuum gauge cleaning operation if the acidic
solution cleaning process Is continued. '

7. That the current security key access system for the CSEC is reviewed for efficiency
and effectiveness to ensure that it is in consonance with its intended design.

8. That the recently established Room 181 accessibllity restrictions and escort policy
remain in effect, but reviewed for effectiveness.

9. That a high dollar margin be established for high value consumables, along with line
item documentary and description for disposal of subject equipment.

10. That a chain of custody process be required and followed for all high value
equipment if not already established.

11. That an electronic data filing system be procured for Hazardous Waste
Management.

12. That the heightened sense of responsibility regarding ongoing contract transition
activities — inventory accuracy, procedures reviews, and project closeout etc., be
maintained and specifically with the highest departmental leadership oversight and
involvement. )

13. That the company’s philosophy regarding operational risk management be
reinforced at the lowest level among all Directorates.

14. That to the greatest extent possible, the McMurdo Senior Site Operations Manager
and McMurdo Area Director be more fully engaged in all activities at the station.

15. That further investligation of the missing crucibles is not recommended as the
invested effort may significantly outweigh the achieved benefit.

16. That the US Government equipment 'Survey’ or applicable process be completed
for the missing equipment.

17. That this submitted report’s process of Findings of Fact, Opinions, and
Recommendations be considered as a template for future program investigations.

Respectively Submitted,

(CSEC), McMurdo Statlon, Antarctica

That the RPSC Science Director conduct a coaching session with the McMurdo




{Contractor -
; (Contractor);-(Contractor);

(Contractor)

| was doing a walk around withmm!s afternoon in regards to the project close out. |
was showing the platinum crucibles used in the thermocouple repairs. We discovered that
the three remaining crucibles were missing. The plating waste solution and the plastic bags in

which the crucibles were stored were still there.

1 will follow this up with a phone call but wanted to let you know asap. First thing in the moming
and | will fill out the appropriate paperwork and talk with ﬂt about next

appropriate steps.

‘Please note the change in my e-mall address'

ib)ig)

Raytheon Polar Services

7400 South Tucson Way
Centennial, CO 80112

Phone 800 688 8606 ex{IJJCI
Direct 3N

Fax 303 792 8006

EIEI o tractor @usap.gov

Brevis esse latoro obscurus fio

TN AD)



Contractor)

{Contractor)

Sent: Monday, February 15, 2010 10:07 PM
To: {Contracior)

Cc: (Contractar) {Contractor);
{Contractor); {Contractor); ontractor)

Subject: FW: Missing inventory

rom;

Importance: High

!nitiate notification to the NSF Station Manager and coordinate with Science

regarding commencing an investigation first thing in the AM. Thanks.

McMux!o Area Director

RPSC Site Representative

On ICE Phone: (720) 568-1000 Exjiill (w)- (h)
On TCE Ph Alr: (720) 565 (i

.contractor{f)usap.gov
Pager pg.memurdo.usap.gav

From: {Contractor)
Sent- y, February 16, 2010 6:03 PM

(Contractor); YEE (Contractor);

Contractor)

Jct: Missing Inventory

| was doing a walk around with m this afternocon in regards to the project close out. |
was showing the platinum crucibles used in the thermocouple repairs. We discoverad that

the three remalning crucibles were missing. The plating waste solution and the plastic bags in
which the crucibles wera storod were still there.

and { will fill out the appropriate paperwork and talk with [EIIEE about next

I gm ro!low this up with a phona cal but wanted to let you know asap. First thing in the morning
appropriate steps.

‘Please note the change In my e-malf address’

antﬂeon !o’ar Services

7400 South Tucson Way
Centennial, CO 80112
Phone 800 688 8606 ext [FFEH

B (2)



(Contractor)

Cc:
Subject: Theft Report

Don,

ebruary 17, 2010 12:41 PM

(Contracton); CEEN (Contracton: (NN
(Contractor: CONCIN (Con'ractor); (NI

Attachments: Theft Report [Fff}Format.doc; Theft Incident Report.PDF

| have attached the requested reports on the theft of the platinum crucibles from Crary Lab.

Please let me know if there is any further information that | should provide.

Theft Report (i}  Theftincident
Formatdoc... Report.PDF (631...

‘Please note the change in my e-mail address’

antEeon !olar Services

7400 South Tucson Way
Centennial, CO 80112

Phone 800 688 8606 ex
Direc{{sJXE

Fax 303 792 9006

(b) (6) contractor @ ysap.qgov

Brevis esse latoro obscurus fio

Enser ()
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Criminal MischiefVandalism Lost Property

e
(Thett)

Incident Location BurcasnGg 00/
Room (Fr00
MEEBAN AL STORAG &

Time Occurred
S 00 P
(/?00)

Date Occurred
MATED oA 2-76-2000

¥ NOLLO3S

Residance

Don

Optional Information

Reside

Title/Occupation
HAZ MarotiAgs s/’(-‘Z

lce Arrival Dale

Or.ganizaﬁonlAfﬁ!iation
JO ¢ -~ 2007

2 PS5C

deose”
Lo pPA

s Curee

& Hop

H NOILLD3S

Jviw 7o

Fhaet,
2009,

SHERY & 5
Codra AT G,
LI PR OTHC MY ;;h/‘ru,i-, IS ARG
JO 7aVéEN 'm‘--/ MDD LT AALN
in PLASTTIC ZAG
PRirieEd
Adeenad FLeaite,
CAdverid tes
SELreve

Description of Incident AEF 1t ﬂl e
e PgraTrreg

o
clhenr

Atcess Fe ALea
TBOK tvAS LECATED

4

~ -

RecAnD indG PO

SISED  phIw &7 A VER DA Mard Accoauv~y

IPSFRINS  TO MEZI Qi IO FHO W

in R MBI, PUiLeD du~ FRBaX FArosa Lwden

U rH &Ar dagalen. OrF e 4 LTS
PLAcey UNDee THELVING g Pl N-F-

o= AT, BOX teAs BReulsr owi
CAVCHBLES A BeX HAD Bean/

o €re STIC A JB308 A EOMG (a2 7N A STE

aur ABDeTidvVAC S AVE R T JD TeA LA AN

CAUCIBLES wéene #07 foudd SN yif&Lvés ot

M ER T LAST LISED AND Pur Awed y oN DECera A2 8

CACZIBe€S (e gracen]

To&l

r7 WAy

13’1 (; >

ftem#

Item

Model Size Color Value

Brand Serial #/Distinguish. Marks

!

ulba.«.

UCr ek

def M Orocsz- ] gsmi | gleven | Y2 soo

2.

FAF ™
c’t\'m P AL

J& M Oea¥2-PL] Sume Silbert | F¥repo

3

AT R
Mo il E

e

oLoeW2-A] gaml | Sieven | Y2500

Aff

J NCWLOES

Total Property Stolen or |
HATIN Ja ELLC T BLES

ost(3) Total Properly Damage (3)

Towe LosS

o« S

(bi(6j

eporting/Dale
A-rs7 2810

Recelved by (print name, position, organization)

Signature/Date

~ “RETURN FORM TO NSF STATION MANAGER WHEN COMPLETED*

Ener (4)



PROPERTY LOSS BY THEFT REPORT
USAP Location: McMurdo

Incident Classification: Property Loss by Theft

Basic information regarding the incident:

= Reporter USAP e-mail addvess:MConuaclor@usap.gov

»  Building location of the incident: Crary Science and Engineering Center (CSEC)

s Affecled employee(s) department: Scicnce Support

= Specific details of the location: Theft occurred from Room 181, within CSEC. Three
platinum crucibles were taken. Crucibles were stored in a double plastic bag inside a
cardboard box. Box was placed under shelving in southwest corner of the room across from

" air compressor. Other inventory items were placed in front of the crucibles to conceal
location. One must pass thiough three locked doors (o enter this room after accessing the lab,

Date the incident occurred: sometime after 08 December 2009, theft noted on 16 February 2010
Time the incident occurred (in military time): 1900
Cost estimate of property lost: $7500 total

Details about the loss or event. Be specific as possible:

Describe the Loss or Event:

On 16 February 2010, approximately 1700 hours, I was showing CIECH the storage area
were the platinum crucibles were kept in CSEC. This room is Rm 181, also known as
Mezzanine Storage. I pulled out the box which the crucibles were stored in and placed the box

on a shelving unit for him to examine and photograph.

We removed the bag the crucibles were stored inside of the box and found the bag empty. The
waste solution generated during use of the crucibles was still in the box.

We removed inventory completely from under the shelving to look for the crucibles. We did not
find them under the shelving on the floor. We looked around the upper shelves but did not find

the crucibles there either.

took some pictures to document the box and bag. He suggested maintaining the

material for investigation. [[JfEand I notified GIFCH immediately after being unable to
locate the crucibles in the immediate area.

and [ discussed steps to report the theft, 1 notified {RGE

by ¢-mail on the

imtial finding of thefi. §gK&land I followed up by contacting {HH by phone afterwards
at approximately 1810 McMurdo time. was contacted by phone afterwards at

approximately 1820 to report the theft and discuss reporting.

I 1 1 locked the bags and waste solution in the Lab Manager’s office in case further
investigation is requested.

skcd ib116; Administrative Coordinator, to run a report of all entries into room 181
made by card key. We found that the card key system deletes the names of card owners once the
card is retumed and invalidated. At this time we cannot verify which station personnel entered

G\\u_.c.fb



into the room during the time period in question. A current list of hard key holders is being
pulled together.

Why did the incident occur? (Root cause and contributing causes)
Cause (why it happened):

Corrective Action(s):
» All access to Rm 181 is being restricted. It will no longer be available to winter card key

holders. Action: (IR ; 2/19/2010; Status: Completed

s Void access to Rm 181 by all summer card key holders. Action: 2/23/2010;

Status: Open
a  Hard key list to be compiled to determine if all hard keys have been retumed and establish

winter holders of hard keys. Action: 2/26/2010; Status: Open

= Future access to Rin 181 restricted to lab personnel only or by escort of lab personnel as new
lab policy. Action: 2/17/2010; Status: Email sent informing personnel of
change in lab policy.

s Return to purchasing new vacuum gauges and thermocouples rather than repair damaged
units. Budgetary estimates to be worked on for units that need to be replaced and
incorporated in next budget. Action: 4/01/2010; Status: Open

s Review procedures that lead to damaged equipment during normal course of operations and
determine if procedural changes can be implemented that reduce wear and tear. Action:

CEXSI: 4/30/2010; Status: Open

Ecr-(6)



Dyer, Michael {Contractor)
From: (Contractor) .
Sent: ursday, February 25, 2010 12:23 PM

To:
Subject:

Attachments: Theft Repor{fJJlJ] Format.doc; Theft Incident Report.PDF

: Theft Report

b} (6)

FYI and sitvational awareness.

Revards

by (6}
McMurdo Area Director

Polar Setvices

Raytheon Technical Services Company, LLC

Phone: (720) 568
Cell:
Fax: (720) 568-2403

contracror(musap.gov

From: % (Contractor)
Sent: Wednesday, February 17, 2010 12:41 PM

To: [ (Contractor); Jj (Contractor); (Contractor)
8) "' (Contractor); {Contractor)

| have attached the requested reports on the theft of the platinum crucibles from Crary Lab.
Please let me know if there Is any further information that | should provide.

Theft Report R Theft Incident
Formatdoc... Report.PDF (631..

'‘Please note the change In my e-mall address’

!ayt!eon !olar !ervices

7400 South Tucson Way

Centennial, CO 80112 ,
Phone 800 688 8606 ox IR
Direct

Fax 3

Encl (6)
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Dyer, Michael (Contractor)

From: (Contractor)

Sent: Tuesday, February 16, 2010 6:53 PM

To: by (6 {Contractor); (Contractor); (Contractor);
b1(6) (Contractor,

Ce: (Contractor); IS
ontracior); MCM-CrarySial
oniractor); ENCN

(Contractor)
Subject: Crary Room 180/181 Access

Importance: High

Hi All,

Over the past winter and summer season we have had some of our inventory go missing from CSEC Room
180/181, aka "lhe Anne Frank Room". Some of these items were quite valuable. In light of this, we are now
limiting access to this room to specific personnel. If anyono else neads access to the room (the room also

contains the Crary fire suppression tank), they must be escorted by one of the approved users. .

For winter 2010, people with approved access to the room are tha Crary staff M
and anyone in the Supply Department. Only the Crary staff wili have
eycard access to the room.
The room Is also accessible by hard key, but the only people in addition to the Crary staff with hard keys are [JjJjj
A ' (2150 7 oy i
ngine 1 and lanker 3).

I hope it doesn't cause any additional work for you this winter - if it starts to be a problem, please let me know so
we can look at alternative ways to epproach this.

Thanks!

.......................

Science Support !ead &

Manager, Laboratory Science
McMurdo Station, Antarctica

ph: Y pgr

from off-ice:

Enct. (’.w)
4/12/2010



From: {Contractor)
Sent: 12,2010 11:34 AM .
To: i (Contractor);

Contractor);

Bibii5) b5 (Contractor

Subject: Cruclble lm:est gation

Importance: High

Folks,
I've been tasked with conducting an investigation to look into the circumstances

surrounding missing crucibles from the Crary Lab, McMurdo Station and report

findings of fact, opinions, and recommendations. To support that endeavor, request

that you each provide a statement addressing any known information regarding the

crucibles. The statement should include a response to any of the listed areas if

applicable to your area of responsibility.

» Provide a full official description of the crucibles, to include numbers, 51ze, and
accurate nomenclature.

#  What was the original cost of the crucibles?

®  What is the replacement cost of the crucibles?

*  When were the crucibles procured and delivered to McMurdo Station?

*  Provide all information regarding the chain of custody for the crucibles?

a  What was the security process for the crucibles, where were they located, and who
was the responsible individual?

*  How often were the crucibles used and for what purpose?

* When were the crucibles last seen?

= Do the crucibles need to be replaced?
= Provide a list of all the individuals who had access to the area where the crucibles

were located. Please provide pomt of contact information for subject individuals
if available.
@ The following supplier’s url for crucibles is provided for your information:
http://www.google.com/products?hl=en&q=platinum+crucible&um=1&ic=UTF-
8&ei=Yj6zS6VRCoOKNvuMnfkD&sa=X&oi=product_result group&ct=titlc&resnu
m=1&ved=0CBoQIrQOwAA
s When were the crucibles determined to be missing?
8 Provide any other available information or individuals {or possible interview.

Requested information can be provided via email either in the body of the email or in
an attachment. Please provide the requested information by 4:30 PM MST 13 April
2010 and include your point of contact information so that Eollow-up can be conducted

if necessary.

Thank you all very much and appreciate your assistance.

Regards,

Bt (U1)



McMur!o Area Director

Polar Services

Raytheon Technical Services Company, LLC
Phone: (720) 568
Cell:
Fax: (720) 568-2402

b1 (6} ontractor(@usap.gov
"Few things are of themyelves impossible...we lack the application to make them a success

rather than the means.'’
La Rochefoucandd

o Ener (10)
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Sent: Monday, April 12,2010 12:14 PM

To: ilan (Contractor);

{Contractor);

Cc:

{« .
Subject: RE: Cruc»ble nvestigation

Attachmente: Crary Room 180/181 Access

Cryogen budget, for which has conlrol - so 'm going to leave it io ] to provide
those detalls for you; | didn't even know the crucibles existed untif the day they were discovered
missing. | can provide you with infarmation about the storage location, however, and the steps

wa've put into place to try to mitigate any future problems:

| don't have answers to most of Eour iuestions below - the crucibles are purchased on the

0
The crucibles were stared In one of Crary's officlal Supply areas, Room 181. This s an extremely

difficuit room to find because it requires a person to go through a number of locked doors and
utility rooms to get to it. The room also houses Crary's Fire Supprassion Tank, so there is often
FEMC/Operations traffic in the recom in addition to foiks from Supply.

Invegtigation
When we discovered the crucibles missing, we immediately ran a report of all people who

accessad Room 181 via key-card belween the dale tho crucibles were last seen and the current
date. Unfortunately, once an access card Is ratumed and deleled, the DoorTek card system
records for when/where that card had been used are also deleted. Since It was very close to the
end of the season, most access cards had already been returned to our Admin, and therefore, the

records unknowingly deletad.

Procedur anges
immedtately following the incldsnt, a number of steps were put into effect to help prevent any

similar future issues:
1, All keycards with access lo the area were iImmediately deleted and all Crary master keys

collacted.
2. Only key-cards belonging to the winter Crary staff and the Firehouse were reprogrammed with

accass to the room.

Enc (J‘Z)



total: 6 keys).
4. A notice was sent out to anyone who might potentially raquire access to the space explaining
that they would be raquired lo have an sscont while in the area. A copy of the emall Is attached.

3. Hard keﬁ wero reissued only to the winter Crary staﬂ,

Pleasa let me know if you require any further information.

Thanisl
Crary Room 180/
181 Access

From: M«:ontractor)
Sent: Y, 412, 2010 11:34 AM
Hib 6 {
T -

To:

CSREI (Contractor) e
Cc: ‘ i (Com (Conbractor); {Contractor); m
ntractor
Subject:
Importance: High
Folks,

I’ve been tasked with conducting an investigation to look into the circumstances
surrounding missing crucibles from the Craty Lab, McMurdo Station and report
findings of fact, opinions, and recommendations. To support that endeavor, request
that you each provide a statement addressing any known information regarding the
crucibles. The statement should include a response to any of the listed areas if
applicable to your area of responsibility.

e Provide a full official description of the crucibles, to include numbers, size, and
accurate nomenclature,

What was the original cost of the crucibles?

What is the replacement cost of the crucibles?

When were the crucibles procured and delivered to McMurdo Station?

Provide all information regarding the chain of custody for the crucibles?

What was the security process for the crucibles, where were they located, and who
was the responsible individual?

How often were the crucibles used and for what purpose?

When were the crucibles last seen?

Do the crucibles need to be replaced?
Provide a list of all the individuals who had access to the area where the crucibles

were located. Please provide point of contact information for subject individuals

if available.
e The following suppliet’s url for crucibles is provided for your information:
hitp: roducts?hi=en&g=platinum+crucible&um:=1&ie=UTF-

8&el**Y161,36vR(,OOKNvuMnka&sa*X&01-pr0dut,t result_groupdect=title&resnu
m=1&ved=0CBoQrQOwWAA

Z B (12)



{Contractor)
(Contractor)
onday, April 12, 2010 12:14 PM

{Contractor)
(Contractor)
. Crucible Investigation

nd I had conducted a tour of the Crary lab while in McMurdo in February. We looked at

locked storage areas and m had indicated that there was one area that [ffj] stored
some material. [fffjwas busy but would meet us later to show us where the material was stored.

1 skipped the later meeting with and jus went to view the stored material that
had. 1 have no information other than what told me when [ went with XG0 view the

material and it was missing.

From: (Contractor)
Sent: onday, Aprit 12, 2010 11:34 AM
To: (Contractor)
H tractor);

H. ( tractor); ey 3
Cc: b} (5} (W (Contractor); (YIS (Contractor); (F51
Subject: Kible o
Importance: High
Folks,
I've been tasked with conducting an investigation to look into the circumstances
surrounding missing crucibles from the Crary Lab, McMurdo Station and report
findings of fact, opinions, and recommendations. To support that endeavor, request
that you each provide a statement addressing any known information regarding the
crucibles. The statement should include a response to any of the listed areas if
applicable to your area of responsibility.
s Provide a full official description of the crucibles, to include numbers, size, and
accurate nomenclature.
& What was the original cost of the crucibles?
®  What is the replacement cost of the crucibles?
o  When were the crucibles procured and delivered to McMurdo Station?
s Provide all information regarding the chain of custody for the crucibles?
o  What was the security process for the crucibles, where were they located, and who
was the responsible individual?
How often were the crucibles used and for what purpose?
W hen were the crucibles last seen?

Do the crucibles need to be replaced?
Provide a list of all the individuals who had access to the area where the crucibles
were located. Please provide point of contact information for subject individuals

if available.

Ence (13)



{Contractor)
rom: (Contractor)
Sent: onday, April 12, 2010 1:41 PM

To: W (Contractor) (Contractor)

Subject: . Crucibie Investigation

Attachments: P2150072.JPG; P2150073.JPG; P2156074.JPG

I think you already know most of my invoivement with this incident. As [[JJEijroted, during our
review of various on-station operations one of our primary areas of concern was the availability
and accuracy of properly inventories. We had highlighted specific inventories we considered
particularly sensitive due to a variely of factors including value, or other potential risks when
transition is made o the new contractor. These included controlled drugs, hazardous chemicals
and materials, relail ilems and preclous metals. These are all items we expect will require

detailed inventories upon transition.

elated we met first with and then joined us. |should note that inilially
insisted that they did not control or have responsibility for any materials that
require speciiic Inventory or transaction. When challenged | noted that my preliminary

would
review had shown both hazardous materials as well as precious metals, specifically platinum

were in the currentinventory. | was told repeatedly that these items were In very small quantities
and well controlled. | asked to be shown the platinum as an examplw agreed to show me

the platinum but we scheduled that for a 2nd visit later in the day as and | already had

other visits scheduled.

When | met with later in the day we spent some time discussing the fiduciary
responsibilities of C employees and the process of accountability we would need to set up for
transition to the new contractor. it was here that | believe | leamed that ad “checked out”
all of the Platinum in the accounting record to arlier in the year. said this was
done to ensure il had materials on hand ifiineeded them to make instrument repairs. [ffjwas
concerned that If inventory was shown in soméone else might check out some and not
leave ufficient quantities, told me that i had three crucibles of the material and a
small amount in solution left. This material was secured in such a way that no one could get to it
nor would they know where to look if they ever got into the room itself.

After about an hour of discussion we went to the room described by [JIiiJlj m accessed us
erial. This was a

both through the locks and took me up to the room wherefjfjkept the mat
mechanical room but with lots of miscellaneous materials stored in it. proceeded to the

back of the room to a rack of various materlals against a wall. -knee ed down on the floor and
reached back in the corner. Moving other item pulled out a small cardboard box with a
plastic zip lock bag and Nalgene bottle sticking out of the open top. [ffjplaced the box for me to
see and then lurned to do something else on the floor, During this time' was explaining that
the crucibles were in the plastic bag and the nalgens botlls held residue solution from the last
time he used this material. | looked into the plastic bag and saw a 2nd bag but no materials. |
pulled the bag out of the box to confinm that there were na materials in it and toldjijji} did not
see any materials. d- joined me and pulled the bottle out of the box also. [fffseemed quite
surprised to not find anything in the plastic bags. got down on the floor and started to look
around there. | loaned a flashlight and took photos of the box. | will attach those photos for
your reference. Once we delermined that the area did not have the materialdjj was looking for I
advised that we needed to report this to and Senlor Station Management. We took
the box with the plastic bags and nalgene bottle office. Wa informed fjjJjjjj of the
situation and | advised them both to limit handling of the box, bottle and bags in case fingerprints
could be retrieved. We discussed getting a record of who accessed the area via the electronic

EMce (ILD



keys and | advised them both to contact Senior Station Management and report the loss. | then
left them to proceed with thelr investigation and reporting. | believe | then contacted you
separately and apprised you of the situation but am no fonger sure of the timing or sequence of

that notification.

(h) (64

o] =]  |ed

P2150072.JPG (2 P2150073.JPG (2 P2150074.0PG (2
MB) MB) MB)

gnager, !rogram Hmlnls!ratlon

Raytheon Technical Services Company, LLC
Polar Services 7400 S. Tucson Way, Centfennial, CO. B0112

720566 G ) /D

From: M {Contractor)
Sent: A , 2010 12:14 PM
To: (Contractor)

Cc: (Contractor)
Subject: : nvestigation

(b

Wand | had conducted atour of the Crary lab while in McMurdo in February. We looked at
ocked storage areas and% had indicated that there was one area thatfffj stored
some material. -was busy but would meset us later to show us where the material was slored.
| skipped the (ater meeting with went to view the stored material tha

nd just
had. | have no information other than whamd me when[ffwent withjjjjjjto view the
malerial and it was missing.

From: * (Contractor)
Monday, April 12, 2010 11;34 AM

Sent:
To: M {Contractor); H (Contractor); (Contractor),
Contractor); Contractor); {Contractor);
actor) :

o
Cct (C% (Contractor) SRS (Contractor); g
Y; ractor
Subject:
Importance: High
Folks,

I’ve been tasked with conducting an investigation to look into the circumstances
surrounding missing crucibles from the Crary Lab, McMurdo Station and report
findings of fact, opinions, and recommendations. To support that endeavor, request
that you each provide a statement addressing any known information regarding the

Ener.(14)



q (Contractor)
rom: oore, Sally (Contractor)
Sent: Monday, April 12, 2010 4:37 PM

To: (h) {6 by (t) (Contractor); Contractor);
{b) (6) Contractor); (Contractor);
() () b (5 Contractor

- (Contractor);

Subject: RE: Crucible nvest gation

-;bv('v)

This is the first | have heard of the crucibles belng missing. That being said here is what | can tell
you from Mapcon:

RM33558-01 stock# 0112118 50ml crucible 5-ea bought @ $2558.00 each on 05-04-07
stock# 0112119 lids for crucible 5-ea bought @ $603.00 each on 05-04-07
received Part Huenetme 07/17/2007 TCN 7831-0210 '
received McMurdo 11/02/07

DTO (direct tum over) to (ST 11/07/07

AM40853-01 stock# 0112118 50mi crucible 6-ea bought @ $3595.00 ea on 05/20/08
received Port Hueneme 05/29/08 TCN 8831-0033
received McMurdo 09/17/08

Put into inventor 10/1/08” in Crary
lssuedtoh1 16/08 '

RM46779-01 stock# 0112118 50mi crucible 5-ea bought @ $2411,00 ea on 07/01/09
received Port Hueneme 08/11/09 TCN 9831-0125
received McMurdo 11/02/09

Put into inventory 11/5/09
Issued to& 11/23/09

Hardcoples of the shipping documents (TCNs) are available at my desk should yoﬁ like to inspect
them.

McMurdo Supply Operations

Direct: 1-720-568-{1I

Extension:

From: {Contractor)
Sent: % 12, 2010 11:34 AM
Yo: {Contractor); {8

Ces

Subject:

Importance: High

Folks,

I've been tasked with conducting an investigation to look into the circumstances
surrounding missing crucibles from the Crary Lab, McMurdo Station and report
findings of fact, opinions, and recommendations. To support that endeavor, request

.E;\na.. (.,‘5')



Dyer, Michael (Contractor)

From: m (Contractor)

Sent: onday, April 12,2010 6:11 PM
To: (Gontractor)
Subject: : Crucible Investigation

That is correct. Over the years a total of 16 crucibles have been procured.

From: M (Contractor)
Sent: ay, 12, 2010 5:09 PM
To! % (Contractor); Contractor); H {Contractor);
’ ; ( H ontractor) {(Contractor);
ractor) )
Cc: m (Contr_actor);% {Contractor);
. H actor,
Subject:

Impoitance: Hig;h

Thanks [JfB From the information provided below, it appears that there were a
total of 16 crucibles procured. Is that correct?

Folks,

If 16 crucibles were procured, I'll be soliciting information on the locations and
disposition of the remaining crucibles. Please include subject information in your

responses. Thanks.

Reianirl
!IC!I\IX‘!O !rea !u’ectm:

Polar Services
Raytheon Technical Services Company, LLC

Phone: (720) 568
Cell:
Fax: (y20) 568-2402

ontrac tor(@usap.gov

From: (Contractor)

Sent: Monday, April 12, 2010 4:37 PM

To: {Contractor); [Contractor) {Contractor)
ontractor); [GHGH ntractor Contractor);
Contractor); B8

() (Contractor)
Ce: BN ontractor); (Contractor); (Contractor);
by ()
Subject: RE: Crucible Investigation

-

Ence. (L)



Contractor)
From: {Contractor)
Sent: uesday, April 13, 2010 11:29 AM

To:

Cc: Contractor);
; ontractor);

{Contractor);
Subject: RE: Crucible Investigation

I've answered the questions below in blue and responded to your question on the number -
involved, Please let me know if there is anything else you need.

‘Please note the change in my e-mail address’

ant!eon Polar Servicas

7400 South Tucson Way
Centennial, CO 80112

Phone 800 688 8606 ext
Direct 720-568

Fax 303 792 9006

R con!ractor @usap.gov

Brevis esse latoro obscurus fio

From: SRR (Contractor)
Sent: % 12, 2010 11:34 AM
To:

Ce:

OF)
Subject: Crucible Investigation
Importance: High
Folks,

I’ve been tasked with conducting an investigation to look into the circumstances
surrounding missing crucibles from the Crary Lab, McMurdo Station and report
findings of fact, opinions, and recommendations. To support that endeavor, request
that you each provide a statement addressing any known information regarding the
crucibles. The statement should include a response to any of the listed areas if
applicable to your area of responsibility.

o Provide a full official description of the crucibles, to include numbers, size, and

accurate nomenclature.

Etec.(111)



e  Crucible, platinum, 50 milliliter capacity, 49mm top diameter, 30mm bottom diameter,
34mm height, 0.31mm in thickness, 37 grams in weight, total three missing, descriptively
it Is about the size of a shot glass or slightly bigger, silver in color,

What was the original cost of the crucibles?

e $2411 per crucible according to MAPCON

What is the replacement cost of the crucibles?

e Dependent on market price of platinum between $6500 and $8000

When were the crucibles procured and delivered to McMurdo Station?

s  RM46779-01 stockit 0112118 50ml crucibie 5-ea bought @ $2411.00 ea on 07/01/09
received Port Hueneme 08/11/09 TCN 9831-0125
received McMurdo 11/02/09
Put into inventory 11/5/09

1ssued to (K 11/23/09

Provide all information regarding the chain of custody for the crucibles?
o The crucibles are checked out through MAPCON during use. There is only

one user,

If 16 crucibles were procured, I'll be soliciting information on the locations and
disposition of the remaining crucibles. Please include subject information in your

responses.

e Initial cleaning of the gauges requires an acid solution of hydrochloric acid and nitric acid.
The solution'is good for the removal of vacuum grease and providing an etched surface
for repairs to be made. Howevsr the solution also damages the crucible if temperature is
not controlled during the process. Temperature conirolis done through an ice bath but is
difficult to maintain. Damage also occurs from excess hydrochloric acid in the cleaning
solution. [1try fo hold the solution at a 3:1 ratio but found the cleaning worked better at
almost 4:1 ratio of acids. Eventually the walls of the crucible become too fragile to work -
with and It is added to the collected waste solulion. The waste solutlon is disposed of as
hazardous waste. At the end of the 2007 and 2008 all crucibles were damaged to a

- point to make them unsuitable for continued service and added to the waste solutions for

disposal,

What was the security process for the crucibles, where were they located, and who

was the responsible individual?

e The crucibles were placed in stock in m an unsecured stock area. | checked the
crucibles out to make repairs to some thermocouples. The crucibles were used in the

fume hood on room 135, a room locked by a hard key with limited access. When done,
the crucibles were moved to room 181 and stored away. Room 181 Is a limited access
room and requires either a card key or a hard key. Entry to this room requires that an
individual pass through three locked doors. )

How often were the crucibles used and for what purpose?

e The crucibles were typically used during fate November and December of each summer
season, eight to twelve times per repair session. The purpose was to make repairs to
thermocouple and vacuum gauges damaged during transfer of cryogenic fluids. The
gauges are exposed to liquid air which causes differential contraction breaking seals and
filaments. Grease used to seal the vacuum port access makes il's way into the vacuum
space and Is being drawn through feaks in the gauges.

When were the crucibles last seen?
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s The crucibles were last seen on 08 December 2009 when they were secured in room
181.

Do the crucibles need to be replaced?

e | do not want to replace them if we make procedural changes. The chemistry involved is
quite dangerous and | am not practiced enough fo perform the task perfectly each time.
Rather than replace, | want to eliminate as many of the thermocouples and vacuum
gauges as possible. The vacuum gauges that remain must be located away from contact
with the cryogenic fluids during transfers. Any contaminates that could damage the
gauges need to be eliminaled, in particular vacuum grease used at some point need to
he sliminated or further reduced. The use of only ethanol or acetone for leak testing
must be used. Oil lubricated pumps must not be used even when a cold trap is placed in
line. The vacuum ports showld bae shielded from liquid air to prevent a vacuum leak from
starting and causing grease to leak into the vacuum system.

Provide a list of all the individuals who had access to the area where the crucibles

were located. Please provide point of contact information for subject individuals

if available.
a  The entire lab staff i Issued card keys with access lo room 181. The Fire Department

Inspectors have a card key and a hard key to the doors, FEMC personne! were issued a
card kay for the lab Including this room. Work on the fire suppression system was being
performed during the time period of 30 Navember through 08 December 2009 and the
roam may have been unsecured for short period. A report on the card key reader was
useless In determining a list of who accessed the recam during the time period in question.
The reader deletes the user’s name from the system when the card is deleted. A hard
key inventory was performed to determine if any keys were missing or outstanding.

The following supplier's url for crucibles is provided for your information:

hitp://www.google.com/products?hl=endrg=platinumtcrucible&um=1 &ie=UTF-

8&ei=Y[6zS6VRCoOKNvuMnfkD &sa=X&oi=product _result_group&ct=title&resnu

mz=1&ved=0CBoQrQQwAA

When were the crucibles determined to be missing?
s The crucibles were discovered missing on 18 February 2010 b

an

F at approximately 1700. The theft was reported to , Lab Supervisor,
within minutes thereafter, SHH , was within 80 minutes alter at approximately
1810 hours. Kol d at 1820 to report the theft and determine what

reporting was required.

Provide any other available information or individuals for possible interview. -

< Each crucible becomes damaged in the process and eventually is destroyed and
disposed of as waste. The repalr process Involves cleaning with hydrochloric acid and
nitric acid. Freon was originally recommended for cleaning but we do not have a closed
system for working with ozone depleting chemicals Keeping the cleaning process in an
ice bath helps reduce the rate of corroslon but some of the gauges ars found to be
extremely fouled. After destroying two crucibles on the first attempt this past season |
stopped the repair work. The waste solutions are disposed of through the haz waste
stream.

o Eliminafion of the vacuum gauges would resuit in an immedlate savings of approximately
$12,000 per year in replacement costs. The crucibles would not have ta be purchased
resulting in further savings. The repair procedure could be done away with reducing the
waste stream from the extremely corrosive solutions generated.

© The pipe stubs the gauges thread into should be cut off and a plug welded in place
during the each containers nexi inspection and service period. The transfer of crycgenic
fiuids would have to be slowad down during future large scale transfers. The impact of
this would not be readily seen and may not even impact the transfers. This would help

3 Ence, (1)



reduce the formation of liquid air and reduce a safety risk seen as normai during these

operations.

e  Operational vacuum checks of the systems involved would need to be performed on a
more frequent basis when the systems are not in use or prior lo use. This wouid be a
simple procedural change.

o The CSEC card key reader system should be updated. The current software deleles
users when the card is deleted. A reador system that retains the users would have been

extremely heipful.

Requested information can be provided via email either in the body of the email or in
an attachment, Please provide the requested information by 4:30 PM MST 13 April
2010 and include your point of contact information so that follow-up can be conducted

if necessary.

Thank you all very much and appreciate your assistance.

Reizmi:,

!c!!@ !YCS !RCC(OY

Polar Services

Raytheon Technicsl Services Company, LLC

Phone: {720) 5

Cell:

Fax: (720) 568-2402
m«:ontractogd)usag.gov

"Few things are of themselves impossible...we lack the application to make them a success -
ratlier than the means."

La Rochefoucauld
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(E}ontracfor) )
(Contractor); W (Contractor)
arification of Recommendations

To clarify the suggasted action and recommendation of no longer purchasing crucibles and
cleaning of vacuum gauges and thermocouples -

It concur on this action | can make this a priority task on the elimination of these
gauges.

On much of the larger liquld hellum fransports and to a much smaller extent on the liquid nitrogen
and liquid oxygen transports if we were to eliminate the gauges on these containers we could
eliminate the purchase of the crucibles and the repalr or replacement of the gauges. These
gauges represent a small vacuum leak at each paint of penetration inlo the vacuum system of
each container, The leak acts to draw air and grease from the valving into the vacuum system.
The larger liquid helium transports have four gauges each and al! other transports used In the
program have one gauge each Wae have maintained the gaupges because they are part of the
original equipment. Hawever these gaugas are suscaptible to damage, require frequent
inspections and sometime cannot be repaired when the damage it too great due to contamination

by liguid alr during a large scale transfer.

Wa can temporarily remove each vacuum gauge and install a pipe plug with teflon tape to help
seal the pipe stub. The vacuum can be accessed through the normal vacuum port. The vacuum
port should be cleaned of any debris and old greases from the manufacturer or us. The
transports would no longer be readeble by plugging in meter to read the vacuum. This is nol an
Issue since the effect of cryaopumping makes reading the vacuum of a container that is in service
poor work practice. Rather the vacuum should only be read when the container is out of service
to bagin with. When the container is in service the gauge is unreadable or unreliable.

Later during a third party certification inspection we would have each gauge point removed and
the adjoining pipe stub ground flush with the vacuum Jacket of that part of the container. A patch
Is welded over the resultant hole In the line and the system Is then pumped out to establish a new
vacuum. The vacuum port for the refurbished line also needs to be cleaned of grease and dirt.
Greases that ars difficull to clean are the siliconse and fluorsilicone vacuum greases used most

commonly at Crary Lab and South Pole Station.

The vacuum of ach line or the annular space itself can be read with a gauge attached remotely
at the vacuum pump. The pump needs to have extra protection screen added to the infet to
reduce the chance of grease entering the remote gauge. The remots gauges currently being
expetimented with provide more consistent reading and seem to be less susceptible to alr, oil
vapor, grease, ethanol and acetona used in testing.

Thesa actions would efiminate the cleaning and the repair of the gauges we currently use on the
transports. The cost In gauges is approximately $12,000 to $15,000 per year. The cost in
crucibles approximately the same. The resuitant waste stream would no longer exist and be one
less malerial for disposal. From a safety standpoint, this process involves concentrated acids

that would no longer be required.

Encr.{ UE)
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May 24, 2010 11:49 PM

Dusdoj.gov>
Cc: " <IMCEAEX-_O=NATIONAL+20SCIENCE
+20FOUNDATION OU-.NSF CN—RECIPIENTS CN-UIEIE @ nsf.gov>-, (I

REEE ©rst.gov>, CIRIEEG G 2 sf-gov>, N2 sdoj.gov"
musdoj-govz g nsf.gov>

1 - Information Security Incident Detected at South Pole Station, Assistance Requested

1 Aflachment, 606 KB

I've been requested to notify the US Marshal's Service about an Information secunty incident at
South Pole Station. -

This is the first of three emails.

‘A Keylogger was found In the computer lab at South Pole on April 18, 2010. The IT staff at Pole
were able to access information stored on the Keylogger and found it had taken data in the
timeframe of December 2009 through January 2010. They were also able to determine a name

association with the devico of i G
— : -

There will be three additional emalls following this one.

If you have any questions please contact me at the phone numbers listed below or by email.

Thanks,




Wiring the 7th Continent for Sclence

'2010-09 SP_. 277 (606 KB

‘ Information Technology in the Frozen Frontier
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MCM-NSF Statlon Manager <mcim.nsfstimgr@usap.gov>¢ : June 10, 2010 1:15 AM
To: USMS) @usdoj.gov> . ,

Cc: '<IMCEAEX-_O=NATIONAL+20SCIENCE
+20FOUNDATION OU=NSF _ CNMREC!PIENTS CNN@nsf gov>, [

CIEN @ nsf.gov>,
_@UstJ gov>,

@usap.gov>
Information Security Incident Detected at South Pole Station, Assistance Requested

FIE. 1-
1 Atlachment, 57 KB

Here is an updale regarding the "Information Security Incident Detected at South Pole Stahon“ | sent you on
May 25, 2010.

Per email below

Could you drop me a note so we can coordinate a time for me to call you and discuss the matter. 'mina
meeting tomorrow morning untit 1200 your time. I'm free to discuss this anytime after that. McMurdo is

currently 22 hours ahead of Hawaii,

Please include a phone number if you want me to call you.
Thanks, A ‘
~ \

NSF Slation Manager
091 oom)

; } {720) 565 gl mossage)

From: (RN
Sent: Thursday, June 10, 2010 3:10 AM

Ta: MCM-NSF Station Manager
Ce:

Subject: % !ntenm !e“verages from RPSC in response to keylogger follow-on

Importance: High

Attached Is a partia defiverable from RPSC in response ta our request for additional information of May 21, which Is
synopsized below in [} e-mail. ltemis 2 and 3 of the request for additional information remain unanswered and we have

asked RPSC when we can expect that information.



Yesterday afternoon; All met with OGC and IRM to review the defiverable received and to discuss next steps. It was

dletermined (N R

We will reconvene early next week{{3Jil]

Thanks.

From: MCM-NSF Station Manager
Sent: Tuesday, May.25, 2010 3:48 PM

To: USMS) :
Cc: R @ usdo).gov; NN
Subject: 1 - Information Security Incident Detected at South Pole Station, Assistance Requested

Py b 70

I've been requested to notify the US Marshal's Service about an information security incident at
South Pole Station. ,

This is the first of three emails.

A Keylogger was found in the computer lab at South Pols on April 18, 2010. The IT staff at Pole
were able to access information stored on the Keylogger and found it had taken data in the
timeframe of December 2009 through January 2010. They were also able to determine a name

association with the device of [ SEEG—_—
S ‘




There will be three additional emalls following this one.

If you have any questions please contact me at the phone numbers listed below or by email.

Thanks,

NSF Sbrbn Managﬁr
¢

R T

Begin forwarded message:

—ty

From: EOTUY [t R Or1.1]
Sent: Friday, May 21, 2010 3:22 AM

To: MCM-NSF Station Manager

Ce: M
Subject; Notice of Action - Infermation Security Incident Detected at South Pole Station, requirmg your attentmn

Importance: High

 has requested that | contact ybu to request your support in notifying the US Marshall’s Service about an information
security incident that was uncovered at South Pole Station after station close. _

- ¥f you have any questions, please don' t hesitate to let me know. Sorry to hit you with this cald.

This email and ali correspondence related to this activity are FOUQ, so please restrict the distribution of:nfmmatlon to
those with a legitimate need t0 know.

Thanks and Best Regards,

I Manager, Technology Developmend, Anlarciic Infrastuciure & Logistics




National Sdence Foundation

4201 Wilson Bivd, Room 755

Aslinglon, VA 22230

Tal. 703-202

Fax 703-292

Email; nsf.qov

VAW 4
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nsfstmgr énsfstmgr@ usap.gov:= June 11, 2010 7:19 PM
To: (NI (USMS)" S s o) gov> |
' ns.gov>, S

Go: IR S Us2p.gov>,
N <!V CEAEX-_O=NATIONAL+20SCIENGE
+20FOUNDATION_OU=NSF_CN=RECIPIENTS_CN NN ©@nsf.gov>,

A
@nsf.gov>, S @ nst.gov>, R 2 usdoi.gov"

usdoj.gov>
Information Security Incident Detected at South Pole Station, Assistance Requested

'Re:1~

Thanks for the response.

About the crucibles, they do héwe a high property value even thqugjh they are being retrograded
back to the States. They are made from Platinum so their value is based on the market value of
he precious metal. We do recover the cost of the metal when we sell them or trade them back

to the lab equipment suppliers.

I've included the appropriate NSF people with the information regarding the ID Theft associated
with the Key-logger incldent.

Thanks again, ’

NSF Station Marmgar

Criminal Section, who .tated that following:

(£

l received a response from the US Attorney s Office, [N




1 hape this helps. 1 will be out for the rest of the day so | will respond to any email on Tuesday.

Mahalo,

From: MCM-NSF Station Manager [mailto:mcm.nsfstmgr@usap.gov]
Sent: Wednesday, June 09, 2010 7:14 PM

To: {usMs)
cmh (USAHT, G, MCHH-NSE Station Mansger
Subject: RE: 1 - Information Security Inddent Detected at SOUth Pole Station, Assistance Requested .

Here is an update }égérding the “Information Security Incident Detected at South Pole Station” I sent you on Méy 25, 2010.

Po B omail bel

Could you drop me a note so we can coordinate a time for me to cali you and discuss the matter. I'm in a mesting tomorrow
marning untit 1200 your time. I'm free lo discuss this anylime after that. McMurdo Is currently 22 hours ahead of Hawaii.

Pieasa include a phone number if you want me to cali you.

Thanks,

From: SN (o G s gov]

Sent: Thursday, June 10, 2010 3:10 AM

To: MCM-NSF Station Manager

Cc:

Subject: FW: Interim deliverables from RPSC in response to keylogger follow-on
Importance: High

Attachéd Is a partial deliverable from RPSC in response to our request for additional Information of May 21, which Is
synopsized below in ilifije-mall. items 2 and 3 of the request for additional information remain unanswered and we have
asked RPSC when we can expect that information.

Yesterday afternoon, AIL met with OGC and IRM to review the deliverable received and to discuss next steps. It was

determined TSN




We will reconvene early next week Y

Thanks.

-

From: MCM-NSF Station Manager
Sent: Tuesday, May 25, 2010 3:48 PM

To: AEUSHS) S

; R usdol.aov; NG
Subjed:: 1 - Information Secunty Incident Detected at South Pole Station, Asslstance Requested

I've been requested to notify the US Marshal's Service about an information security incident at South Pole Station.

"This is the first of three emails.

A Keylogger was found in the com buter lab at South Pole on April 18, 2010. The IT staff at Pole were able to access
information stored on the Keylogger and found it had taken data in the timefraime of December 2009 through January

2010. They were also able to determine a name association with the device of S

There will be three additional emails following this one.

If you have any questions please contact me at the phone numbers listed below or by email,

Thanks,
NSF Stallon Manager .
u{ug.mm:jmm (texl)

S -
omce) (720)568-messag=)

QUEDUSAD. GOV

Begin forwarded message:




From: SN (1" "t 90\
Sent: Friday, May 21, 2010 3:22 AM

To: MCM-NSF Station Manager

Cc:w
Subject: Notice of Action - Information Security Incident Detected at South Pole Station, requiring your attention

Importance: High :

as requested that ! contact you to request your support in notifying the Us Marshall’s Service about an information

security incident that was uncovered at South Pole Station after station close. g

If you have any questions, please don’ t hesitate to let me know. Sorry to hit yuu'with this cold.

This email and all correspondence related to this activity are FOUO, so please restrict the distribution of iInformation to
those with a legitimate need to know.

d Best Regards,

Manager, Te logy Development, Antarclic Infrastnucture & Logistics
Natlonal Sclence Foundation
4201 WAlson Bivd, Room 755
Arington, VA 22230

Tel. 703-2
Fax 703-292-
Emait:
www .USap.qov
X v/dirfindex. =

Information Technology in the Frozen Frontler
Whing the 7ih Continent for Science




~ R (VsAH)" < usdo).gov> July 21,2010 2:58 PM
o: [

RE: Update: Information Security Incident Detected at South Pole Station - FW: Update on
South Pole Keystroke Logger

B 2 croush chat the us Marshls contacted A

Thanks, Larry
From: [mailt< e sf-gov]
Sent: Wednesday, July 21, 2010 5:05 AM

To: (RN (USAHT) ‘
Subjact: AW: Update: Information Security Incident Detected at South Pole Station - FW: Update on South Pole Keystroke Logger
 Importance: High

An attachment nemed spo-users-groups.zzz has been remnoved from this message because it contains potentially

dangerous executable code.
ﬁmpe you are well. Wanted ta check in on this keylogger matter. Is-he point of contact?

Thanks,

Subjects Update: Information Security Incident DetededatSouth Pole Station - FW: Update on South Pole Keystroke Logger
Importance: High

Please see the following update on tha Keystroke L ogger incident at South Pole Station S EGEGEGNGEGENGEEENEEEENEEEEEEE

This should close out the remainder of the information you requesled in yout email of June 12, 2010, "The completed investigations
should be forwarded to me and | will deliver it to the USAO and they will review and detenmine what the next course of action will be.”

Please do drop ma 2 note ta provida status or if we need 1o provide eny additional informalion. _

Thanks,

Slatfon Menager
X wredo, {text)
tz0) (effice), (720) (message)
opsfsh 153050V .

R mm————
" Sent: Tuesday, June 29, 2010 1:02 AM




Ta: MCM-NSF Station Manager

Cc:
Sub!ect: %ate on Soug PoE Key% gger

Importance: High

We stand ready to assist the USMS and U.S. Attomey's office.  Wa hope they can make contact with and question the previously
ldenﬁﬁed person of lnterest as soon as possible. NSF has a keen Interest In delermining whether additional Information might have
ular

If you have any questions please let us know.

Rgds,

&. |!e5ogy Development, Anlar'cﬂc Infrastructure & Logistics

National Science Foundation
4201 Wilson Bivd, Room 755
Adlington, VA 22230

Tel. 703-292

http!lwww st gavidifindex jsporg=0PP ' _ .

Information Technology inrthe Frozen Fronlier
Wiring the 7th Cantinent for Sclence
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nsfstmgr <nsfstmgr@usap.gov>¢ May 24, 2010 11:49 PM

To: USMS) Naluai" @usdoj.gov>
Cc: <IMGEAEX-_O=NATIONAL+20SCIENCE

+20FOUNDATION_OU=NSF_CN=RECIPIENTS_CN-{lE @ sf.gov>,

. st cov-, I N © 00>, S, @S0 5oV

<—@usdoj gov>, ' - nsf.gov>
- Information Security lnc1dent Detected at Snuth Pole Station, Assistance Requested

1 Atachment, 608 KB

I've been requested to notify the US Marshal's Service about an mformaﬂon security incident at
South Pole Station. i

This is the first of three emails.

‘A Keylogger was found in the computer lab at South Pole on April 18, 2010. The IT staff at Pole
were able to access information stored on the Keylogger and found it had taken data in the
timeframe of December 2009 through January 2010. They were also able to determine a name

association with the device of S
S

There will be three additional emails following this one.

If you have any questions please contact me at the phone numbers listed below or by email.

Thanks,

INSF Siation Msnager
memurdo. usen.gov (text)
)



[

N N - Fearn a awrn

(7 20)5(@!_8! {offfce) (720)50 message,
1255 MNonE S, .g_qvc W )

Begin forwarded message:

mm s K mamectea ot aerva v ax T pens foeaw

Frorm [maittoITIR @ nsr.qov]

Sent: Friday, May 21, 2010 3:22 AM
. To: MCM-NSF Slation Manager

Cor L .
Subject: Notice o! Action - In!ormat?nn Secur!ty Incl!ent Detected at South Pole Station, requiring your altention

Imporiance:; High )

-

has requested that | contact you to request your support In notifying the US Marshall’s Service about an information

securily incident that was uncovered at South Pole Statien after station close. [YE GGG

() (5)

(f ybu have any questions, please don’ t hesitate to let me know. Sorry to hit you with this cold.

This email and all correspondence related to this activily are FOUQ, so please restrict the distribution of information to
those with a legitimate need to know. :

Thanlks and Best Regards,
) 15}

b} (6)

Managar, Technalogy Developmant, Antarclic Infrastructure & Logistics .-

Natlonal Science Foundation® - ’

4201 Wilson Blvd, Raom 755 . .
Arlinglon, VA 22230

Tel, 70329
Fax 703-292-9080
-Email; @nsf.oov

VW htin/lwww.usap.aoy
hitp:ferww nsf aovididindey lsn?0ro=0PP
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MCM-NSF Station Manager <mcm.nsfstmgr@usab.gov> ‘ November 24, 2010 10:36 PM

To: I

ISSUE AT MCMURDO STATION, ANTARCTICA

GOOD EVENING, I WROTE THE CHIEF DEPUTY REGARDING A SITUATION IN MCMURDO.
PLEASE FIND BELOW THE MAJORITY OF THAT EMAIL. I’VE ASKED FOR GUIDANCE FROM

THE MARSHAL’S SERVICE AND ANYTHING YOU COULD ADD WOULD BE APPRECIATED. I
BRIEFED S TES EVENING ON THE PROBLEM.

NANA, A SUBCONTRACTOR FOR RAYTHEON POLAR SERVICES COMPANY HAS AN
EMPLOYEE, . THAT IS EVIDENTLY BEING STALKED/SEXUALLY

HARASSED. LOCAL NANA MANAGEMENT TRIED TO ADDRESS THE PROBLEM
INTERNALLY AND ADMINISTRATIVELY BUT THEY HAVE NOT BEEN ABLE TO DISCOVER
THE IDENTITY OF THE PERSON HARASSING_ UNFORTUNATELY, THE ISSUE
APPEARS TO BE ESCALATING.

THREE KNOWN INSTANCES HAVE OCCURRED TO DATE:

I - 15 SHE DOBS NOT KNOW THE IDENTITY OF THE PERSON DOING THE
HARASSMENT. .

IMET WITH IN MY ROLE AS NSF STATION MANAGER. I ADVISED HER THAT
I WAS AVAILABLE TO START THE INITIAL STEPS FROM A LAW ENFORCEMENT .
PERSPECTIVE IF SHE WANTED TO PURSUE THIS ISSUE CRIMINALLY. SHE DID NOT REPLY.

THANKS FOR YOUR ADVICE IN ADVANCE.



NSF STATION MANAGER

bt b it oeis
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MCM—NSF Station Manager <mcm.nsfstmgr@usap.gov> January 8, 2013 10:03 PM

— (USMS)" @usdoj.gov>
Ce: I nsfgov>

RE: Follow up

THANKS FOR THE RESPONSE. | WILL PASS THE INFORMATION ON TO THE NATIONAL SCIENCE FOUNDATION.,

From: (USMS) [mailto?@usdoj.gov]
Senfs ‘Mw,]anuary 09,2013 12:16 PM .

To: MCM-NSF Station Manager ) .

Cc:m (UsMms)
Subject: FW: Follow up

Sensitivity: Confidential

FALE ]

Sorry for the late reply. Below Is the reply | got back for the U.S. Attorney’s Office. Let me know if you should need anything
else.

From

(USAHT} [mailto SRR vsdoi. gov]
Sent: ay, January 07, 2013 2:59 PM

Te: (UsMs)

Subject: RE: Follow up

Sensitivity: Confidential

1 5 P35

this to the MCM-NSF Manager,

me:MUSMS) [mantF@usdoj.gov]
Sent: Monday, January 07, 2013 9:45 Al .

To: SRENEUSAH1)
Cc: MCM-NSF Station Manager
Subject: RE: Follow up
Sensitivity: Confidential

-

Can you respond to this follow-up with GEIIIIER the NSF Station Manager............

Mahalo!



From: MCM-NSF Statfon Manager [mialito; mcm.nsfstmar@usap.gov]
Sent: Monday, January 07, 2013 9:38AM

To: AENENRENS (USMS)

Subject: RE: Follow up

Sensitivity: Confidential

'GOOD MORNING,

NSF STATION MANAGER

@usdni.qov]

From: (USMS) [mail
Sent: Thursday, November 29, 2012 8:00 AM

To: SREEENUSAHT)

Ce: MCM-NSF Station Manager; IEIERERENE (USHS)
Subject: RE: Follow up

Sensitivity: Confidential

v

1 am forwarding you this email I recelved yesterday from EIEEENEEEE the NSF Station Manager. Please review and advise
your office position and how to proceed. ’

Mahalo,

awali Fugitive Task Force

District of Hawaii

Desks# (308) SR
Celii (303 RN

From: MCM-NSF Station Manager [mallto:mom.nsfstmar@usap.gav]

Sent: Tuesday, November 27, 2012 4:53 PM

To: RIS (USMS)

Subject: PW: Follow up

Sensitivity: Confidential

GOOD AFTERNOON, | RECEIVED THE ATTACHED INFORMATION FROM THE PAE/ANTARCTIC SUPPORT CONTRACT

- HUMAN RESOURCES MANAGER. THE DOCUMENTS ARE A RESULT OF HER INVESTIGATION REGARDING THE APRIL 2012
ISSUE AT SOUTH POLE. COULD YOU SUBMIT THE DOCUMENTS TO THE LISAH!?




NSF STA

From: SN (Contractor)

Sent: Wednesday, November 28, 2012 10:38 AM
To: MCM-NSF Statlon Manager

Subject: RE: Follow up

Sensitivity; Confidentlal

Hi
My apologies, f thought | had sent thls outiast week to you and my corporate and LM but apparently it was not sent. | have not written

up the summary yet as | have not discussed with 1LM.

Pleasa let ma know if any questions.

Human Resources Manager
PAE / Antarctic Support Contract i
1-720-568-2161 main »

From: MCM-NSF Station Manager

Sent: Monday, November 26, 2012 12:39 PM
To: (Contractor)
Sublect: RE; Follow up

Sensitivity: Confidential

GOOD MORNING, JUST CHECKING ABOUT THE NOTES YOU WERE GOING TO FORWARD. I'D LIKE TO PROVIDE THE
MARSHAL'S OF FICE WITH THE AVAILABLE INFORMATION.

o )
Sent: y, November 05, 2012 6:53 PM

To: SN M CM-NSF Station Manager
Subject: Follow up

Impiortance: High

Sensitivity: Confidential

!ur !els! was down and | had things saved elecironicatly, I'm sti! writing up all the notes from tha varlous witnasses, and still have
more thal want to tak with me. ) .

As an initial sumrnarylas denied having any kind of forced relationship or sexual encounter vith S



e .
others) say there was a elalionship ean the iwo and a couple of (hese peopla saw fHer leave Nis room on more than one

occasion. The witnesses’ account of dates do not all match up, some believe March some belleve Aprit or May, but most agree that
the relationship ended around sarly June, around the same time as his 2™ or 3 apt history class.

and | spoke afterwards

Again, | will provide very detailed notes after | finlsh taking with all. | will also be relurning to McMurda on tomorrow's flight.

Tht-mlcsl



MCM-NSF Station Manager <mcm.nsfstmgr@usap.gov> November 26, 2012 2:44 PM

To
FW: URDATE ON SOUTH POLE ISSUE

THIS IS MY LAST CORRESPONDENCE WITH THE MARSHAL'S OFFICE CONCERNING THE SOUTH POLE ISSUE. | EMAILED
ASC'S HR PERSON TODAY REGARDING THE FILES THEY WERE GOING TO SHARE.

THANKS

From: SRR (USMS) [matitEIEN © sdoj.gov]
Sent: Wednesday, October 31, 2012 8:30 AM

To: CREEREN (USAH1); SENERNRN (USAHT)

Cc: MCM-NSF Station Manager; ERETE (USMS)

Subject: RE: UPDATE ON SOUTH POLE ISSUE

This appears to be a new case and the-assault happened back in April 2012. 1 cc’d the address to SIS who is the
station manager, jjjjjjshould be able to answer all your questions. Please let me know if you need me to do anything.

vl [N
mezm (USAHI) [maitto SN @ usdoj.gov]

Sent: Tuesday, r 30, 2012 9:04 AM
To: USMS) . - .
Subjeck: FW: UPDATE ON SOUTH POLE ISSUE

I am resending this message to you on behalf of (I

3. Attorney's Otffice
District of Hawaii
300 Ala Moana Blvd., Rm. 6-100
Honolulu, Hl 96850
Ph. (808) 541-2850 ext. [l
Fax (808) 541-2958

From: (USAHI)
Sent: ay, October 29, 2012 5:22 PM

To: (USAHI)
Cc: usdoj.gov
Subject: RE: UPDATE ON SOUTH POLE ISSUE-

I no longer have a copy of the case report, if | ever did. We would have to review the case report to see if the case hasany
investigative merit,|




From: (USAHI)

Sent: ay, 26, 2012 11:40 AM -
To: SAHI)

Subject: RE: UPDATE ON SOUTH POLE ISSUE

We do not have anything regarding this matter.

U.S. Attorney's Office
District of Hawaii

300 Ala Moana Blvd., Rm. 6-100
Honolulu, Hl 96850
Ph. (808) 541-2850 ext.
Fax (808) 541-2958

From: (RN (USAHI)

Sent: Friday, October 26, 2012 10:58 AM
To: EEEENN USAHI)
Subject: FW: UPDATE ON SOUTH POLE ISSUE

If we have this file, let me have it.

From: SRS (1) (vt NN 00121
Sent: Thursday, October 25, 2012 3:00 PM

To: SIS/ )

Cc: mav. nsfstmar@usap.cov; (IR (USMS)

Subject: FW: UPDATE ON SOUTH POLE ISSUE

.

Please review the emails attached below and advise us how to processed.

Warrant Section / Hawaii Fugitive Task Force
District of Hawail

Deski (808
Cellit (808

Sents Thursday, October 25, 2012 10:32 AM
o: QR (V1) :
Suhject: RE: UPDATE ON SOUTH POLE ISSUE

I BELIEVE THIS IS A SEPARATE ISSUE.

IN SEPTEMBER 2012, A WOMAN AT SOUTH POLE STATION REPORTED TO HE{? MANAGEMENT THAT SHE WAS SEXUALLY
ASSAULTED (RAPED) BACK IN APRIL 2012 BY A CO-WORKER. AT THE TIME, SHE DID NOT-WANT TO PURSUE THE



ASSAULT CRIMINALLY, HER MANAGEMENT INFORMED ME OF THE SITUATION AND | CONTACTED Mw
ASKED ME TO CONFIRM SHE DID NOT WANT TO PRESS CHARGES AND TO OBTAIN IDENTIFICATIO

THE SUSPEGT. | SENT THE REQUESTED INFORMATION ON 29 SEPTEMBER.

I RECEIVED A CALL FROM THE VICTIM YESTERDAY. SHE IS NOW ASKING HOW SHE CAN PURSE THIS CRIMINALLY.
SOUTH POLE STATION WENT INTO WINTER OPERATIONS ON 15 FEBRUARY 2012. DURING WINTER OPERATIONS, THERE
ARE NO FLIGHTS ARRIVING OR DEPARTING THE STATION. CONSEQUENTLY, THE POPULATION REMAINS STATIC. A

COUPLE SMALL PLANES HAVE TRANSITED THROUGH THE STATION IN THE LAST COUPLE WEEKS, BUT THE WINTER
POPULATION HAS NOT CHANGED. THE STATION SHOULD GO INTO SUMMER ROQUTINE AS EARLY AS TODAY BASED ON

WEATHER AND AIRCRAFT AVAILABILITY.
From: WSMS) ilto; sdol.qovl
Sent: Friday, r 26, 2012 B:15 A

To: MCM-NSF Station Manager
Co M (UsVS)
Subject: RE: UPDATE ON-SOUTH POLE ISSUE

Is this the same case that was reported to us back in January 20127 S -

o
Sent: ay, October 24, 2012 8:18 PM

To: (UsSMS)
Subject: Re: UPDATE ON SOUTH POLE ISSUE

I'll make some calls tomorrow.

On Oct 24, 2012, at 7:57 PM, " CUsVS)" <R 0 doj.cov> wrote:

will doi 1 will have our Enforcement Supervisor reach out to the US Attorneys Office and go from there...

Sent: Thursday, October 25, 2012 01:50 AM

To: _ (USMS)

Subject: UPDATE ON SOUTH POLE ISSUE

THE PERSON THAT REPORTED THE ASSAULT AT SOUTH POLE CALLED ME TODAY. SHE IS NOW .
CONSIDERING PURSUING THE ISSUE CRIMINALLY, FUGHTS TO AND FROM SOUTH POLE STATION WILL
RESUME PERHAPS AS EARLY AS THE END OF THIS WEEK, DEPENDING ON WEATHER AND AIRCRAFT
AVAHLABILITY. SHE IS CURRENTLY SCHEDULED TO DEPART SOUTH POLE STATIONM .
COULD YOU GIVE ME SOME GUIDANCE AS TO WHAT THE NEXT STEP SHOULD BE O O 1 CAN HAVE HER
CONTACT, . .




-

o i Tapnn s ph sy i #54v e ma en e A

NSF STATION MANAGER
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