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Department of Energy 
Washington, DC 20585 

AUG - 9 2017 

Re: Freedom oflnformation Act Requests HQ-2017-00497-F 

This is the Office of Inspector General (OIG) response to the requests for information that you 
sent to the Department of Energy (DOE) under the Freedom of Information Act (FOIA), 
5 U.S.C. § 552. You asked for a copy of the final report, Report oflnvestigation, Closing 
Memo, Referral Memo, etc. associated with the following DOE OIG closed investigations: 

99-0057-I, 00-0053-I, 11-0034-I, 12-0050-I, 13-0025-I, 14-0077-I, 14-0001-1, 
14-0057-I, 14-0066-I, 14-0085-I, 14-0091-I, 14-0097-I, 14-0104-I, 14-0105-I, 
14-0109-I, 14-0113-I, 15-0004-I, 15-0020-I, 15-0034-I, 15-0041-I, 15-0056-I, 
15-0057-I, 15-0073-I, 15-0087-I, 15-0108-I, 15-0119-I, 16-0004-I, 16-0033-1, 
16-0050-1, 16-0054-1, 16-0062-1, 16-0114-1, and 16-0116-1 

The OIG has completed the search of its files and identified 34 documents responsive to your 
request. A review of the responsive documents and a determination concerning their release 
have been made pursuant to the FOIA, 5 U.S.C. § 552. Based on this review, the OIG 
determined that certain material has been withheld from the responsive documents pursuant to 
subsections (b)(5), (b)(6), and (b)(7)(C) of the FOIA or Exemption 5, 6, and 7(C), respectively. 
Specifically, the OIG review determined: 

• Documents 1 through 5 and 7 through 34 are released to you with certain material being 
withheld pursuant to Exemptions 6 and 7(C) of the FOIA. In addition, portions of 
Document 8 are withheld pursuant to Exemption 5. 

• Document 6 originated with the DOE's National Nuclear Security Administration 
(NNSA). The document has been forwarded to NNSA for a determination concerning its 
releasability. NNSA will respond directly to you concerning the document. In addition, 
certain material has been withheld by the OIG from Document 6 pursuant to Exemptions 
6 and 7(C). 

If you have any questions about the processing of Document 6, you may contact the following: 

Ms. Jane Summerson, NNSA Albuquerque Complex, FOIA/PA, P.O. Box 5400, 
Albuquerque, NM 87185 or on (505) 845-4091 or Jane.Summerson@nnsa.doe.gov. 



Exemption 5 exempts from mandatory disclosure "inter-agency or intra-agency memorandums 
or letters which would not be available by law to a party other than an agency in litigation with 
the agency .... " Exemption 5 incorporates the deliberative process privilege which protects 
recommendations, advice, and opinions that are part of the process by which agency decisions 
and policies are formulated. 

The information redacted under Exemption 5 reflects the advisory opinions between 
subordinates and their management. The OIG has determined that the disclosure of material 
withheld pursuant to Exemption 5 is not in the public interest. In this case, the disclosure of pre­
decisional deliberative material would inhibit frank and open discussion of the matter and would 
hinder the Government's ability to reach sound and well-reasoned solutions. 

Exemption 6 protects from disclosure "personnel and medical and similar files the disclosure of 
which would constitute a clearly unwarranted invasion of personal privacy . . .. " Exemption 7 
(C) provides that "records or information compiled for law enforcement purposes" may be 
withheld from disclosure, but only to the extent the production of such documents "could 
reasonably be expected to constitute an unwarranted invasion of personal privacy .... " 

Names and information that would tend to disclose the identity of certain individuals have been 
withheld pursuant to Exemptions 6 and 7(C). Individuals involved in OIG investigations, which 
in this case include subjects, witnesses, sources of information, and other individuals, are entitled 
to privacy protections so that they will be free from harassment, intimidation, and other personal 
intrusions. 

To the extent permitted by law, the DOE, in accordance with Title 10, Code of Federal 
Regulations (C.F .R.) § 1004.1, will make available records it is authorized to withhold pursuant 
to the FOIA unless it determines such disclosure is not in the public interest. 

In invoking Exemptions 6 and 7(C), we have determined that it is not in the public interest to 
release the withheld material. In this request, we have determined that the public interest in the 
identity of individuals whose names appear in investigative files does not outweigh these 
individuals' privacy interests. Those interests include being free from intrusions into their 
professional and private lives. 

As required, all releasable information has been segregated from the material that is withheld and is 
provided to you. See 10 C.F.R. § 1004.7(b)(3). 

For your information, Congress excluded three discrete categories of law enforcement and 
national security records from the requirements of the FOIA. See 5 U.S.C. 552(c) (2006 & Supp. 
IV 2010). This response is limited to those records that are subject to the requirements of the 
FOIA. This is a standard notification that is given to all our requesters and should not be taken as 
an indication that excluded records do, or do not, exist. 
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This decision may be appealed within 90 calendar days from your receipt of this letter. 
Pursuant to 10 C.F.R. § 1004.8, appeals should be addressed to the Director, Office of 
Hearings and Appeals, HG-1/L'Enfant Plaza Building, U.S. Department of Energy, 1000 
Independence Avenue, SW, Washington, DC 20585-1615. You may also submit your 
appeal by e-mail to OHA.filings@hg.doe.gov, including the phrase "Freedom oflnformation 
Appeal" in the subject line. 

Thereafter, judicial review will be available to you in the Federal district court either (1) in the 
district where you reside, (2) where you have your principal place of business, (3) where the 
Department's records are situated, or (4) in the District of Columbia. 

If you have any questions about the processing of your request you may contact our FOIA Public 
Liaison, Mr. Alexander Morris. He may be contacted at either (202) 586-3159 or 
Alexander.Morris@hg.doe.gov to discuss any aspect of your request. Also, please know that 
you have the right to seek dispute resolution services from the FOIA Public Liaison or the Office 
of Government Information Services (https://ogis.archives.gov) via telephone (202) 741-5770 / 
toll-free (877) 684-6448; fax: (202) 741-5769; or email:ogis@nara.gov. 

eneral 

Enclosures 
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Document Number 1 
Summar~ 1--IFF//2017 

00-0053-1 LOCKHEED MARTIN ENERGY SYSTEMS; QUI 
TAM;FCL;PADUCAH,KY 

Compliant Summary: ON JUNE 1, 1999, DEPARTMENT OF JUSTICE 
NOTIFIED OIG OF A SEALED QUI TAM ACTION FILED AGAINST LMES BY 
JOHN TILLSON, ALLEGING FALSE CLAIMS BY LMES REGARDING A 
CONTRACT FOR ABESTOS ABATEMENT OF NICKEL INGOTS. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 
Type: 
Subject Type: 
Special Flags: 
Category: 

Received by: 
Complaint Source: 
Complainant Location: 
Allegation Location: 
Priority: Level 1 (Priority) 
Retaliation: No 

Closed 
24MAR2000 
24MAR2000 

r)(6) (b)(,)(C) 

Civil 
DOE Contractor/Grantee Company 

Contract and Grant Fraud 
Qui Tam [None] 
[Other] 
Other Federal Government Employee or Agency 
Portsmouth/Paducah Office 
Paducah 

Offense Location: Kentucky 
FOIA Interest: No 
INV Assigned Office: Oak Ridge 
HQ Program Office: HQ, Ofc Of Environmental Management 
Recovery Act: No 

Initial Alkgation 

Allegation: 
Location: 
Summary: 

IEB: ASBESTOS 
Portsmouth/Paducah Office 
PREDICATION: 

ON 22-MAR-00, THE DEPARTMENT OF JUSTICE (JUSTICE) PROVIDED A 
SEALED QUI TAM COMPLAINT FILED BY JOHN TILLSON (RELATOR), 
FORMER EMPLOYEE OF SCIENCE APPLICATIONS INTERNATIONAL 
CORPORATION (SAIC), A SUBCONTRACTOR TO LOCKHEED MARTIN 

ii ii2 2 3 Sb lil&i! I Id I I !di 2i ii I 21 ii i2 213 I iii£ Si il!i!S I 22 lid&! :SEE. bl ii 3! I ii i2i I 
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ENERGY SYSTEMS (LMES), FORMER PRIME CONTRACTOR TO THE 
DEPARTMENT'S PADUCAH GASEOUS DIFFUSION PLANT (PGDP), 
PADUCAH, KENTUCKY. RELATOR ALLEGED THAT LMES CAUSED DOE TO 
APPROVE A $2 MILLION ASBESTOS ABATEMENT PROJECT ON NICKEL 
INGOTS, WHEN IN FACT, THE INGOTS WERE NOT CONTAMINATED WITH 
ASBESTOS. 

~

(b)(6) (bJ(;J(C) 
ON 24-OCT-08, CASE REASSIGNED TO SA 
ON 04-SEP-09, CASE RE-ASSIGNED TO S --------

Finding Summary: DOE AND CONTRACTOR OFFICIALS PROVIDED 
DOCUMENTATION SHOWING THAT NICKEL INGOTS WERE 
CONTAMINATED WITH ASBESTOS AND THAT THE ABATEMENT PROJECT 
WAS NECESSARY. JUSTICE ADVISED THE RELATOR IT WOULD NOT 
INTERVENE IN THIS MATTER. 
Allegation: IEB: TCE 
Location: Portsmouth/Paducah Office 
Summary: ON 29-NOV-00, RELATOR FILED AN AMENDED 
COMPLAINT WHICH ALLEGED 9 ADDITIONAL VIOLATIONS. DUE TO THE 
NATURE OF THE VIOLATION ALLEGATIONS IN THE AMENDED 
COMPLAINT, PER JUSTICE INSTRUCTIONS, THE ADDITIONAL 
ALLEGATIONS WERE WORKED UNDER AND IN CONJUNCTION WITH 
I99OR009. (99-0057-1 iPrism number) 
Finding Summary: ON 28-AUG-03, A 9 COUNT CIVIL COMPLAINT 
(CIVIL ACTION NO. 5:00CV-39-M) ALLEGING FRAUD AND ENVIRONMENTAL 
VIOLATIONS WAS FILED WITH THE UNITED STATES DISTRICT COURT, 
WESTERN DISTRICT OF KENTUCKY, PADUCAH DIVISION. SPECIFICALLY, 
THE COMPLAINT WAS DRAFTED BASED ON THE FINDINGS OF THE 
INVESTIGATION WHICH FOCUSED ON IMPROPER DISPOSAL OF 
TRICHLORETHELENE (TCE), AN F LISTED WASTE. 

On February 26, 2016, Lockheed Martin and DOJ reached a settlement. 
Lockheed will pay $4 million for civil false claims and $1 million in RCRA 
violations. The whistleblowers/relators will receive $920,000 and $3.08 will go to 
the Government. Lockheed will also pay the relators' attorney fees, costs, and 
expenses. The stats are listed in the parent case, 99-0057-1. CLOSE CASE 

,\dditional ,\ llegations 

Prot·css Dates 

28AUG2003 Legal Actions: Civil Complaint 
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Financial 

[if documents!=null] 
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24FEB2017 
I Document Number 2 I 

11 
_
0034

_
1
AMPLIFICATION TECHNOLOGIES; SBIR FRAUD; 

NY 
Complaint 

Summary: 

Current Status: 

Current Status Date: 

Current Status Notes: 

Date Received: 

Date Initiated: 

Primary Investigator: 

Other Investigators: 

Type: 

Subject Type: 

Special Flags: 

Category: 

Received By: 

Complaint Source: 

Complainant Location: 

Allegation Location: 

HQ Program Office 

Joint Investigation 

Use Name Outside of OIG 

Process Date Type Sar Nar 

ON 1-NOV-2010 NASA OIG FORWARDED A 
COMPLAINT LETTER FROMjlbJCiJ(DJ,CbJC6J CbJCiJCCJ 

ALLEGING THAT AMPLIFICATION TECHNOLOGIES 

INC (ATI) WAS ENGAGING IN SBIR FRAUD. 

Closed 

02MAY2016 

AUSA decided against civil case. No further 

investigative activity necessary. All documents 

contained in hard case file. File forwarded to HQ for 

storage. 

01 NOV2010 

01 NOV2010 

r)(6) (b)(i)(C) 

Criminal 

DOE Contractor/Grantee Company 

FBI Notified 

Contract and Grant Fraud 

Project Grants (Incl. SBIR; STTR) 

[None] 

[Other] 

Law Enforcement 

Not Applicable 

Not Applicable 

HQ, Ofc Of Science 

yes 
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Joint Agency 

FOIA Interest 

Army CID 

No 

Contains Classified yes 

{Information outside iPRISM) 

Recovery Act 

Hotline 

Offense Location 

INV Assigned Office 

Retaliation 

Priority 

Documents: 

No Data Available 

No 

no 

New York 

Washington DC 

No 

Level 3 (Routine) 
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Close Actions 

Case Closed Date 

Last Invest Activity 

Evidence Processed Per 

Chapter 9 

Grand Jury & Subpoenaed 

Material Proc Per Chp 8 

Discard NCIC 

History/Printouts 

Closing Notification to 

Depart Mgr (Name & Date) 

Files and Folders Properly 

Labeled 

Coordination w TCS 

Regarding Electronic 

Evidence 

Techniques 

Subpoena - Grand Jury 

Admin Actions 

Preservation Letter 

Legal Statuses 

02MAY2016 

29APR2016 

Remaining 

evidence will 

be destroyed. 

Grand jury 

material will 

be destroyed 

per request 

from USAO 

SONY. 

Discarded 

4/29/2016. 

N/A. 

yes 

Will 

coordinate 

TCS to 

destroy 

remaining 

electronic 

evidence. 

010CT2011 

Federal-Referred 03JAN2011 

Federal-Accepted 03JAN2011 
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Techniques Actions 

Subpoena - Grand Jury 

Subpoena - Grand Jury 

01OCT2011 

01JAN2012 
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Allegation #1: 

Allegation Location: 

Summary: 

IEB 

Not Applicable 

PREDICATION 

l(b)(6) (b)(,)(C) I 
ON 1-NOV-2010 SA .... __ __,RECEIVED E-MAIL 

FROM NASA OIG INDICATING NASA OIG WAS IN 

RECEIPT OF A COMPLAINT REGARDING SBIR 

FUNDS RECEIVED BY AMPLIFICATION 

TECHNOLOGIES INC. (ATI). NASA OIG 

FORWARDED THE COMPLAINT. 

THE COMPLAINANT (PROTECT IDENTITY) 

ALLEGES THAT ATI, CONTRARY TO INTENT OF 

SBIR PROGRAM IS DIVERTING FUNDS RECEIVED 

FROM DOE, NASA, AND US ARMY TO RESEARCH 

BEING CONDUCTED OUTSIDE THE UNITED 

STATES, IN THE RUSSIAN FEDERATION. 

THE COMPLAINANT ALLEGES THAT ATI 

MAINTAINS A DOMESTIC "SHELL STAFF" IN 

BROOKLYN, NEW YORK AND "DOES NOT APPEAR 

EQUIPPED TO CONDUCT RESEARCH," AND A 

"MOSCOW SUBSIDIARY WITH A LARGE STAFF 

FOR RESEARCH AND DEVELOPMENT." 

ATTACHED SEC FILINGS CORROBORATE THE 

COMPLAINANT'S ALLEGATIONS. 

INVESTIGATIVE FINDINGS 

REVIEW OF GOVERNMENT DATA INDICATES ATI 

RECEIVED TWO DOE SBIR PHASE I GRANTS 

VALUED AT $100,000 EACH IN 2006. NO PHASE II 

GRANTS WERE AWARDED BY DOE. ATI HAS 
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SEVERAL NASA GRANTS AND A PENDING US 

ARMY PHASE I GRANT. 

OIG OBTAINED RELEVANT DOCUMENTATION 

FROM DOE SBIR OFFICE (OFFICE OF SCIENCE). 

THE DOCUMENTS DO NOT REPRESENT THAT 

THE COMPANY HAS ANY PRESENCE OUTSIDE 

THE UNITED STATES. FURTHER, THE 

DOCUMENTS SPECIFY (AND INTERVIEW WITH SC 
l(b)(6) (b)(i)(CJ I 

SUBSTANTIATES) THAT ALL RESEARCH 

ASSOCIATED WITH DOE SBIR AWARDS MUST BE 

CONDUCTED IN THE UNITED STATES. 

DOE OIG AND ARMY CID CONDUCTED 
SURVEILLANCE OF ATI, LOCATED AT ..... rJ,..,.,.c6J ..... Cb ..... Jc, ..... Jcc,.....J ---

rJc6J (b)(i)(CJ IBROOKL YN, NY. THE BUSINESS 

AT ABOVE-REFERENCED ADDRESS IS A WIG 

STORE. THERE IS A SIDE DOOR WITH A TYPED 

SIGN THAT READS "AMPLIFICATION 

TECHNOLOGIES/POWERSAFE TECHNOLOGY" 

AND AN ARROW POINTING DOWNSTAIRS. 

BEHIND THE DOOR IS A STAIRCASE THAT GOES 

UPSTAIRS, AND ACCESS TO THE MAILBOXES AT 

THE ADDRESS IS BLOCKED BY A PIECE OF 

PAPER TAPED OVER. ON 1- MAR-2011 NASA OIG 
sArJc6) (bJc,JcCJ lcoNDUCTED 

SURVEILLANCE OF ATl'S NEWLY DENOTED 
PARAMUS, NJ LOCATION. SAl(b)(6

) (b)(i)(C) I 
DISCOVERED NO OUTWARD MARKINGS 

DISCERNING THE BUSINESS AS "AMPLIFICATION 

TECHNOLOGIES" OR "POWERSAFE 

TECHNOLOGY." SAjtbJ(6) (b)(i)(C) IALSO CONDUCTED 
SURVEILLANCE OF THE l(b)(6) (b)(i)(CJ I 

dc~J J ROOKL YN, NY ADDRESS AND 

DISCOVERED COPIOUS AMOUNTS OF 
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UNCLAIMED U.S. MAIL. 

DOE OIG REVIEWED GRANT FILES FOR 2 

AWARDS TO ATI. NEITHER GRANT FILE 

INDICATES ANY ATI PRESENCE OVERSEAS OR IN 

THE RUSSIAN FEDERATION. BOTH FILES 
CONTAIN CERTIFICATIONS, .... rJ_c6_J (b_Jc,_·Jcc_J __ ____, 

rJc6J(bJcocCJ !INDICATING THAT ALL 

RESEARCH WOULD BE PERFORMED IN THE 

UNITED STATES. BOTH PROPOSALS CONTAIN 

INFORMATION THAT A FULL LABORATORY 

INCLUDING CLEAN ROOM ET AL. IS PRESENT IN 

THE COMPANY'S NEW YORK FACILITY. THE 
GRANT FILES ALSO INDICATE THATjctJC6J(bJc,JccJ 

WAS UNRESPONSIVE TO DOE REQUESTS FOR 

DOCUMENTATION THROUGHOUT THE GRANT 

PROCESS. 

**************STAT********************************* 

ON 5-JAN-2011 AUSA LISA ZORNBERG, USAO­

SDNY, ISSUED TWO GRAND JURY SUBPOENAS IN 

THIS CASE. 
***************************************************** 

**************ST AT****************** 

ON JANUARY 28, 2011, A 2703(F), PRESERVATION 

REQUEST, WAS COMPLETED AND FAXED TO 

GOOGLE FOR THE EMAIL ADDRESS OF 
rJC6J CbJcocCJ poM. 

************************************** 

**************ST AT*****•************ 

ON MARCH 22, 2011, A 2703(F), PRESERVATION 

REQUEST, WAS COMPLETED AND FAXED TO 

GOOGLE FOR THE EMAIL ADDRESS OF 
r )(6) (b)(,')(CJ ~COM. 
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************************************** 

**************ST AT*****•************ 

ON MARCH 22, 2011, A 2703(F), PRESERVATION 

REQUEST, WAS COMPLETED AND FAXED TO 

COMCAST FOR THE EMAIL ADDRESS OF 

r:::~::-~~c~************************J~:T. 
**************ST AT*****•************ 

ON MARCH 22, 2011, A 2703(F), PRESERVATION 

REQUEST, WAS COMPLETED AND FAXED TO 

CABLEVISION SYSTEMS FOR THE EMAIL 
ADDRESS 0Fr)(6

) (b)(i)(C) lcoM. 

************************************** 

**************ST AT*****•************ 

ON 31-MAR-2011 SEVERAL ADDITIONAL GJ 

SUBPOENAS WERE ISSUED BY USAO-SDNY FOR 

THIS CASE. AUSA ROSEMARY "RUBY" NIDIRY 

HAS BEEN ASSIGNED AND THIS CASE HAS BEEN 

GIVEN SIGNIFICANT PROSECUTIVE INTEREST. 
************************************** 

******************STAT*•**************** 

THIS CASE HAS BEEN ACCEPTED FOR 

PROSECUTION BY USAO-SDNY. 1 OCT 2011 WILL 

BE USED AS THE ACCEPTANCE DATE FOR 

REPORTING PURPOSES. 
****************************************** 

ON 12-JUN-2012 DOE OIG AND NASA OIG 
INTERVIEWED ) 6) ) 

7
) q 

....._ ______ ____. AT ATI. ) 6) )7) C) 

INDICATED THAT HE BECAME UNCOMFORTABLE 

WITH ATl'S WORK WITH RUSSIAN SCIENTISTS 

AFTER THEY BEGAN RECEIVING FUNDING FROM 

NASA AND VOLUNTARILY LEFT THE COMPANY 
AFTER DISAGREEMENT WITHr)(

6
) (b)(i)(C) rND 
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... rJ_c
6
_) (b_J(-i)(_CJ ________ _.lsT ATED THAT 

THE RESEARCH FOR THE DOE AWARDS IN 2005 

WAS ALREADY PERFORMED BY RUSSIAN 

SCIENTISTS AT LEBEDEV INSTITUTE AND THAT 

THEY SOUGHT FUNDING TO REFINE THE 
RESEARcHr)(6

) (b)(
7

)(C) IHAs RETAINED 

COUNSEL AND IS SCHEDULED FOR A PROFFER 

SESSION IN SEPTEMBER WITH THE USAO-SDNY. 

AN ATTORNEY PROFFER WAS HELD BETWEEN 
r)(

6
) (b)(

7
)(C) IATTORN EY r)(6) (b)(i)(C) ~ND AUSA 

NIDIRY (DOE OIG ATTENDED J
6
J J

7
JcJ 

INDICATED ) 6J ) 7J AS ) 6J ) 
7
) CJ (CJ ,__ _______ ___, 

.,,..,.,.,J 6"""'J ,..,.,J"""'7J=CJ------------. UNDS TRANSFERS. 

ALSO ADMITTED RUSSIANS WORKED 

ON THE DOE GRANT AND THE NASA PHASE I 

GRANT. A PROFFER IS SCHEDULED FOR THE 

NEAR FUTURE. 

As of January 2015, the USAO-SDNY has indicated 

an unwillingness to prosecute this case merely for 

false statements, as none of ATI or MET TECH's 

contracts can be positively determined as "export 

controlled" under U.S. law. ATI and MET TECH both 

employed foreign scientists on research grants issued 

by the US government, contrary to the regulations of 

those awards, but SONY does not view this alone as 

sufficient to warrant a criminal prosecution. 

This case has been briefed to USAO-EDNY in 

Brooklyn, NY, which has expressed both criminal and 

civil prosecutive interest. A number of OIG subpoenas 

from NASA OIG and Army CID have been issued, and 

both ATI and MET TECH have produced significant 

documentation, which is currently under review for 

additional evidence. 
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SONY Civil Division has still not offered a declination 

or approval for prosecuting this case civilly. The 

Department of the Army is currently preparing a 

Suspension/Debarment memorandum for 

consideration. 

ANTICIPATED INVESTIGATIVE STEPS 

Pursue civil prosecution. 

Finding Summary: 

Violations: 

Subject: AMPLIFICATION TECHNOLOGIES INC. 

Description: 18 USC 1001 - False Statement or Entries Generally 

Other: 

Other: 

Summary: 

Result: 

Subject: 

Description: 

Other: 

Other: 

Summary: 

Result: 

Unresolved 

AMPLIFICATION TECHNOLOGIES INC. 

18 USC 287 - False, Fictitious or Fraudulent Claims 

Unresolved 
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Evidence #1: SCAN RECORDS INTO DIGITAL FORMAT 

Evidence #2: SCAN RECORDS INTO DIGITAL FORMAT 

Evidence #3: SCAN RECORDS INTO DIGITAL FORMAT 

Evidence #4: SCAN RECORDS INTO DIGITAL FORMAT 

Evidence #5: SCAN RECORDS INTO DIGITAL FORMAT 
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Subject 

Name: r)(6) (b)(i)(C) 

AKA: 

Bargaining Unit Employee: 

Victim: No 

Employment Status: 

Waive Confidentiality: 

DOB: 

Org.: 

Pay Band: 

Location: 

Home: 

Other: 

Office Info: 

Subject 

[Unknown] 

[Other] 

No 

DOE Contractor/Subcontractor 

N/A 
Work 

Address: 

Work 

Address 2: 

Work City: BROOKLYN 

Work State: NY 

Work Zip 

Code: 

Country: 

Work: 

Mobile: 

Name: LEBEDEV INSTITUTE OF PHYSICS 

AKA: 

Bargaining Unit Employee: 

Victim: No 

Employment Status: 

Waive Confidentiality: 

DOB: 

Org.: 

No 

Other 

N/A 
Work 

Address: 

Work 

Address 2: 

Work City: MOSCOW 

ii 116 366613121! I :SI I 161 El Ii I Si ii 12 Sid! !lib 6l li!i!6 I BE I lEEEI tstb, 611 I Sil ii 1211 216621!111!! Ii EB, 1111 I :CS I 

Tl IE Elf?REDD :S?Ril .ti iE Tl IE iii 



I I 113 6666161214 I 13 I I 161 El I I I bl I I IE 616 AIJb CAI di db I BE I IEEEASEB, bl I I bl t I I 121 I BISJEIJIIIGA I EB, JJi I I 166 I 

Ii IE Fl'.27599 PRSR?l lPI es ill§ Qi? 

Pay Band: 

Location: 

Home: 

Other: 

Office Info: 

Subject 

Name: 

AKA: 

[Unknown] 

[Other] 

r)(6) (b)(i)(C) 

Bargaining Unit Employee: 

Victim: No 

Employment Status: 

Waive Confidentiality: 

DOB: 

Org.: 

Pay Band: 

Location: 

Home: 

Other: 

Office Info: 

Subject 

[Unknown] 

[Other] 

Work State: XX 

Work Zip 

Code: 

Country: 

Work: 

Mobile: 

No 

DOE Contractor/Subcontractor 

N/A 
Work 

Address: 

Work 

Address 2: 

Work City: MONSEY 

Work State: NY 
Work Zip 

Code: 

Country: 

Work: 

Mobile: 

Name: AMPLIFICATION TECHNOLOGIES INC. 

AKA: 

Bargaining Unit Employee: No 
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Victim: No 

Employment Status: 

Waive Confidentiality: 

DOB: 

Org.: 

Pay Band: 

Location: 

Home: 

Other: 

Office Info: 

Subject 

Name: 

AKA: 

[Unknown] 

[Other] 

r)(6) (b)(,)(C) 

Bargaining Unit Employee: 

Victim: No 

Employment Status: 

Waive Confidentiality: 

DOB: 

Org.: 

Pay Band: 

Location: 

Home: 

[Unknown] 

[Other] 

DOE Contractor/Subcontractor 

N/A 
Work 

Address: 

Work 

Address 2: 

Work City: BROOKLYN 

Work State: NY 
Work Zip 

Code: 

Country: 

Work: 

Mobile: 

No 

DOE Contractor/Subcontractor 

N/A 
Work 

Address: 

Work 

Address 2: 

Work City: BROOKLYN 

Work State: NY 
Work Zip 

Code: 

Country: 

Work: 

Mobile: 
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Other: 

Office Info: 

Subject 

Name: 
r)(6) (b)(7)(C) 

AKA: 

Bargaining Unit Employee: 

Victim: No 

Employment Status: 

Waive Confidentiality: 

DOB: 

Org.: 

Pay Band: 

Location: 

Home: 

Other: 

Office Info: 

Subject 

Name: 

AKA: 

[Unknown] 

[Other] 

r)(6) (b)(7)(C) 

Bargaining Unit Employee: 

Victim: No 

Employment Status: 

Waive Confidentiality: 

DOB: 

No 

DOE Contractor/Subcontractor 

N/A 
Work 

Address: 

Work 

Address 2: 

Work City: BROOKLYN 

Work State: NY 
Work Zip 

Code: 

Country: 

Work: 

Mobile: 

No 

DOE Contractor/Subcontractor 

N/A 
Work 

Address: 

Work 
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Org.: 

Pay Band: 

Location: 

Home: 

Other: 

Office Info: 

Subject 

Name: 

AKA: 

[Unknown] 

[Other] 

r)(6) (b)(;J(C) 

Bargaining Unit Employee: 

Victim: No 

Employment Status: 

Waive Confidentiality: 

DOB: 

Org.: 

Pay Band: 

Location: 

Home: 

Other: 

Office Info: 

Subject 

Name: 

[Unknown] 

[Other] 

r)(6) (b)(;J(C) 

Address 2: 

Work City: PARAMUS 

Work State: NJ 

Work Zip 

Code: 

Country: 

Work: 

Mobile: 

No 

DOE Contractor/Subcontractor 

N/A 
Work 

Address: 

Work 

Address 2: 

Work City: BROOKLYN 

Work State: NY 

Work Zip 

Code: 

Country: 

Work: 

Mobile: 
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AKA: 

Bargaining Unit Employee: 

Victim: No 

Employment Status: 

Waive Confidentiality: 

DOB: 

Org.: 

Pay Band: 

Location: 

Home: 

Other: 

Office Info: 

Subject 

Name: 

AKA: 

[Unknown] 

[Other] 

r)(6) (b)(i)(C) 

Bargaining Unit Employee: 

Victim: No 

Employment Status: 

Waive Confidentiality: 

DOB: 

Org.: 

Pay Band: [Unknown] 

No 

DOE Contractor/Subcontractor 

N/A 
Work 

Address: 

Work 

Address 2: 

Work City: BROOKLYN 

Work State: NY 

Work Zip 

Code: 

Country: 

Work: 

Mobile: 

No 

DOE Contractor/Subcontractor 

N/A 
Work 

Address: 

Work 

Address 2: 

Work City: BROOKLYN 

Work State: NY 

Work Zip 

Code: 

Country: 
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Location: [Other] 

Home: 

Other: 

Office Info: 

Subject 

Name: r)(6) (b)(,)(C) 

AKA: 

Bargaining Unit Employee: 

Victim: No 

Employment Status: 

Waive Confidentiality: 

DOB: 

Org.: 

Pay Band: 

Location: 

Home: 

Other: 

Office Info: 

[Unknown] 

[Other] 

Complainant 

Name: r)(6) (b)(,)(C) 

AKA: 

Bargaining Unit Employee: 

Victim: No 

Employment Status: 

Waive Confidentiality: 

Work: 

Mobile: 

No 

DOE Contractor/Subcontractor 

N/A 
Work 

Address: 

Work 

Address 2: 

Work City: BROOKLYN 

Work State: NY 

Work Zip 

Code: 

Country: 

Work: 

Mobile: 

No 

Other 

N/A 
Work 

II ::s ROS: :rrst:r :s RPORERil'. err: :S GIG 2DIR GODID:OI RE REI 59559 09 s: :•r::s• 7 lllltlllli , ••• , )"llfl iiliT 

Tllll!!ll!!lli ll!IIH 1PPRi1II1I OETIIEiii 



Tl 118 BOOUl.ll!!I J, 18 F nor en,. OF .i IE 818. ti m 81111110, BE Fll!!LI!! •• Ol!!B, or: FUF .. l ll!!n BIOOl!!ltlll li :,l!!n, "'" Iou, 

1112 bll 11266 I ii I I 16 ii tE BF ll 11 BIi 

DOB: 

Org.: 

Pay Band: 

Location: 

Home: 

Other: 

Office Info: 

Complainant 

Name: 

AKA: 

[Unknown] 

[Other] 

r)(6) (b)(i)(C) 

Bargaining Unit Employee: 

Victim: No 

Employment Status: 

Waive Confidentiality: 

DOB: 

Org.: 

Pay Band: 

Location: 

Home: 

Other: 

Office Info: 

[Unknown] 

[Other] 

Address: 

Work 

Address 2: 

Work City: HIGHLAND PARK 

Work State: IL 

Work Zip 

Code: 

Country: 

Work: 

Mobile: 

No 

Other Federal Government Employee 

N/A 

Work 

Address: 

Work 

Address 2: 

Work City: TRENTON 

Work State: NJ 

Work Zip 

Code: 

Country: 

Work: 

Mobile: 
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User chronology entries: 
06MA Y2014 ... r_x6

_JC_b)-(i)-(C_J ____ _, 

File Review 

Case seems to be getting stale. Update IEB with latest activity and path 

forward. 
28JUL2014 ... r_Jc

6
_JC_bJ_ciJ_cc_J ____ _ 

File Review 

Case review completed. Need to update case summary tab. 
16OCT2014 l(b)(6) (b)(i)(C) I 

File Review 

Case reviewed. Case being transferred to the Eastern District of NY. 

Agent will update IEB to reflect case status. 
300Ec2014 r)(6) (b)(,)(C) 1 

File Review 

Update the IEB by 8 Jan 2015. Identify the affected program office 

under the initiation tab. 
23MAR2015 r)(6

) (b)(i)(C) 1 

File Review 

l(bJC6J t6Jt,JtcJ !contact the USAO EDNY and see if they have made a 

prosecution decision. If they are not going to pursue lets discuss a way 

forward. 

27MAY2015 ... r_Jc
6
_JC_bJ-(iJ_cc_J ---­

File Review 

Review complete. Let's discuss results of teleconference with USAO. 

We need to decide on a path forward. 
20AUG2015 r6)(6

) (b)(i)(C) I 
File Review 

File review complete. If USAO is not going to pursue this we need to 

discuss a path forward. 
01 SEP2015 l(b)(6) (b)(i)(C) I 

Case Notes 

USAO EDNY Civil is considering pursuing this case civilly. 
12NOV2015 r)(6) (b)(i)(C) 1 

File Review 

File review complete. Continue to monitor civil status and S&D. 
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05FEB2016 ~r_Jc6_)(-b)(_;J_(C)---~ 

File Review 

File review complete. No activity since last review. If the AUSA is not 

going to move forward let's discuss our next move. 

0 hours since last review 
27APR2016 r)(6)(b)(,)(C) 1 

Case Notes 

In the absence of investigative team's ability to secure interest from DOJ 

Civil Division in pursuing damages in this case, and in the wake of the 

company and its affiliates recent dissolution, NASA OIG has elected to 

close their case. Recommended case closure. 
28APR2016 r)(6) (b)(,)(C) 1 

File Review 

File review complete. Update IEB with any new information and 

complete the close actions screen within the dates tab. Once completed 

I will close this case. 
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Summar~ .......................... ....-..... or,FFH20l7 I Document Number 3 

12-ooso-1r)(
6
J(b)(;J(C) I: CONFLICT OF INTEREST: INL 

....,.,..,..,""'""""'",,.,.,.....--"---"....__-----'O.....,N MAY 30, 2012, R EGE IVED AN ALLEGATION 
BEA HUMAN RESOURCES REGARDING AN 

,____....-....-....----.,......,. ....... ~....-....-.....;.......-----. BEA l(b)(6) (b)(;J(CJ I 
IT CONTRACTS TO A COMPANY WHICH 

,..___....-....-....-....-....-....-....-....-....-....-....-..... 
SHE HAD A FINANCIAL INTEREST. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 

Type: 
Subject Type: 
Special Flags: 
Category: 

Closed 
06JUN2012 
14JUN2012 

l(b)(6) (b)(i)(CJ 

[Other] 
[Other] 

Contract and Grant Fraud 
Conflict of Interest [None] 

Received by: [Other] 
Complaint Source: DOE Contractor/Subcontractor 
Complainant Location: Idaho National Laboratory 
Allegation Location: Idaho National Laboratory 
Priority: Level 3 (Routine} 
Retaliation: No 
Offense Location: Idaho 
FOIA Interest: No 
INV Assigned Office: Idaho Falls 
HQ Program Office: Other 
Recovery Act: No 

Initial Allegation 

Allegation: 
Location: Idaho National Laboratory 
Summary: PREDICATION: 
On 30-May-2012, The Department of Energy. Office of Inspector General (DOE 
OIG}, received an allegation froml(bJC6J (bJCiJccJ IBattelle Energy Al · • 
(6f8.l a BEA H,1~an Resources em lo ee re ardin an alle ation that d 6J J ,J 

r)(6J°(bj(')J(C) J BEA ) 6) ) i) CJ 
,..___....-....-....-....-....-....-....-....-....-....-....-....-....-....-....-....-....-....--
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IT contracts to a company which she had a financial interest. 

FBI NOTIFICATION: 
On 12-Aug-2013 Federal Bureau of Investigations (FBl)jt6JC6J CbJCiJCCJ 

l(b)(6) (b)(i)(C) was notified via letter that the OIG._,.h_a_s"""'i-n-,-iti,...a-te-d-,--an_ ..... 
investigation regarding the predication. 

CASE ASSIGNMENT: 
On 06-JUN-2012 -- complaint predicated in EIGPT ICbJt6J c6JtiJtcJ 
On 14-JUN-2012 -- case opened and assigned to SA ______ ____, 

BACKGROUND: I(b;6)(;}(i);C) I l(b)(6) (b)(7)(C) I 
DOE OIG ~e uested .... _ ....... _.....,..._.....Personal records and emails.is a 
BE (bJ(6J (bJ0J(cJ for the E I department. ____ ...., 

INVESTIGATIVE ACTIVITY: 
Requested email history on (subject) 

SAjtt)(6
) (b)(, )(C) I reviewed r)(6

)(b)(, )(C) land several of her direct reports emails and 
did not find any compelling emails related to her actions and contracts associated 
with her prior employer. One email was recovered which was from a former INL 
worker who was working at INSEI [former co ~ · J 6l J 7J cJ 

~prior to coming to the INL. In this email J 6J J iJ CJ 1-a-s..---r--..--_--,-..... 
~yment opportunities. Subsequent investigation revealed that J 6J J iJ cJ 

has been hired as a contract employee for BEA who is the operational managing 
contractor for the INL. 
SA !CbJC6J CbJCiJtcJ!has contacted DOE Idaho requesting C01,1,+1-~,.,i.~~ .......... .q 

,__ --.--'· ) 6) ) i) C) 
the award:ng of a small two month contract shown onL __ .-----1fllllJOill.'.!l'.lll 

history. This contract came within a few months of his email t (b)(6) (b)(7)(C) 
~(b)(6) (b)(i)(C) I . ) 6) ) 7) C) . , 

S ...._ __ __,obtained a co of con~~t ~f J2teresr form(s). On a 
f rm_ in 2 11 J 6J PJ CJ : e a she f6

J ic,j cJin INSEI. !CbJC6J CbJCiJccJ I 
J 6J J n cJ noted the conflict on the form but no 
information was found which showed if any action was taken to address the 
~ The other conflict of interest for~ ~w~~ was rilso disclosed in 2011, r)(6) (b)(i)(C) 
~ought permission to work as the J 6J J ,J CJ Bingham County 
Commissioners. This was in an unpaid ca acit . This form was approved and 
working conditions were explained to J 6J J 

7
l cJ by the INL Conflict of Interest 

Office. 

1,1 ~ ril 7 r,o 1 5, DOE 01 G SA' sf''''' (6)( ;J(C) Ii nterviewedr ,,,, ob)('l(CJ I 
ritJ~J7~CJadmitted recommending a former INSEI employee for a position at 

Tli:SBSBS:tiZ::i :Si i!S: Elli I 61 IIIES:GJtlJSCAIJldGI stilEEZASEB.Gill dllliltlt 
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the INL because he was highly talented. 

Based on the results of the interview the investigation will be closed. 

INVESTIGATIVE RESULTS: 

PLANNED ACTION: 
Complete final paperwork, close case 

DISPOSITION: 
Case is open and ongoing 

Finding Summary: 

Additional ,\llegati(ms 

Pron.·ss Dall's 

Fin~11H:ial 

[if documentsl=null] 
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Summar~ 06FFH20l 7 
I Document Number 4 

13-0025-l ..... r)_(
6
J_(b)-(i)(_C) ____ __,IKBs - PUBLIC CORRUPTION; 

GFO 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 
Type: 

Closed 
04SEP2013 
04SEP2013 

r)(6) (b)(,)(C) 

Criminal 

SMALL BUSINESS 

Subject Type: Other Government Agency Employee/Contractor 
Special Flags: 
Category: Contract and Grant Fraud 

Bribery [None] 

Received by: [Other] 
Complaint Source: Law Enforcement 
Complainant Location: Western Area Power Administration 

Allegation Location: Western Area Power Administration 
Priority: Level 3 (Routine) 
Retaliation: No 
Offense Location: Colorado 
FOIA Interest: No 
INV Assigned Office: Denver 
HQ Program Office: Other 
Recovery Act: No 

lnili:::1 Alkµ;ation 

Allegation: 
Location: 
Summary: 

IEB 
Western Area Power Administration 
PREDICTION: 

~,.;,,.,.,.,,.,.,....----~M.l"-A:i.:;LL BU SIN ESS ADMIN ISTRATION-OIG, STATED 
___________ DEPARTMENTl(b)(6) (b)(i)(C) I 

WESTERN AREA POWER ADMINISTRATION, ACCEPTED BRIBES IN 
EXCHANGE FOR FAVORABLE CONTRACT RECOMMENDATIONS. 

li I I I II I 1111 IT I I I 121 bi I I 21 I! 12 613 I ti JS Bl ti ti 661 st llEE@ttstb. di I I di l I litl l 
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) 6) ) 

FBI NOTIFICATION: ON 4-SEP-13 SAC7JccJ COORDINATED AND MET WITH 
THE FBI, DENVER OFFICE. S J 

6
J J 

7
l CJ ADVISED THAT THE FBI WILL 

OPEN A CASE. 

NOTE: BECAUSE THE FBI JOINED THE INVESTIGATION IMMEDIATELY AND 
WERE PART OF THE INITIAL INTERVIEWS, NO FBI LETTER WAS 
GENERATED. 

THE DEPARTMENT'S OIG IS COORDINATING THIS INVESTIGATION WITH 
THE U.S. VETERANS AFFAIRS-OIG (VA), SMALL BUSINESS 
ADMINISTRATION-OIG (SBA}, AND THE FBI. 

04-SEP-13--COMPLAINT PREDICATED IN EIGPT 

CASE ASSIGNMENT: 

04-S EP-13 -- CASE OP EN ED AND ASS I G.;.;,-,N:;:;:;E~D,..,.;,T,.,;;;;O,.....a:S:a.:..A..,__ ___ _____. 
19-FEB-15 - CASE REASSIGNED TO SA J 6J J 

7
l cJ 

**GRAND JURY INVESTIGATION REPORT DETAILS ARE LIMITED** 

CURRENT STATUS: 

AS OF SEPTEMBER 2015, THE DEPARTMENT'S NEXUS TO THIS 
INVESTIGATION ENDED. THE USAO DECIDED TO NOT PURSUE ACTION 
AGAINST THE ORIGINAL COMPLAINANTS THAT PAYED A BRIBE TO 
OBTAIN A FICTITIOUS DOE WAPA CONTRACT.CURRENTLY, THE 
TARGETS OF THIS INVESTIGATION ARE VETERANS' AFFAIRS AND SMALL 
BUSINESS ADMINISTRATION EMPLOYEES. IF DEPARTMENT EMPLOYEES 
ARE IDENTIFIED THROUGH SUBSEQUENT LAW ENFORCEMENT 
OPERATIONS, THE DEPARTMENT'S OIG WILL BE NOTIFIED BY THE 
CURRENT INVESTIGATIVE TEAM. 

THE CASE IS STILL BEING PURSUED BY THE USAO FOR THE DISTRICT OF 
COLORADO. 

BACKGROUND: 

l(b)(6) (b)(;J(C) I 
rb)(

6
) (b)(,)(C) 11s THE ..... ___ .....,AMERICAN METALS RECYCLING 

(AMR, WHICH IS LOCATED IN COMMERCE CITY, CO. !c6Jc6Jc6JcocCJ US 
THE J 6J J 7J cJ DOES NOT HAVE AN 
J 6J J 7J cJ N AMR AND IS ONLY AN EMPLOYEE OF AMR. 

AMR WA F RMED IN 2013 IN THE DENVER AREA BY .... lcbJ_c6_J c6_Jc_nc_CJ ___ ____. 
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l(b)(6) (b)(7) l __ 
THE(cJ jVVANTED TO ENTER GOVERNMENT CONTRACTING AND 
SIGNED A CONTRACT WITH A COMPANY CALLED AUXILIOUS (AUX) IN 
DENVER. AUX IS A CONSULTING COMPANY THAT CLAIMED TO HELP 
SMALL BUSINESSES GET FEDERAL CONTRACTS SUCH AS WITH THE 
DOE. ) 6) )7)C) ND ) 6) )7)C) WERE THE ) 6) )7)C) AUX. 
AUX WORKED WITH J 6) J 7l CJ A l 6

) l 7l cJ HAT 
IS EMPLOYED BY T~~ ~M VETERANS AFFAIRS IN DENVER. WHEN THE 

l(b)(6) (b)(i)(C) IFI RST M ETI ) 6) b) i)(C) IHE WAS ~(b)(6) (b)(i)(C) IFOR 

THE SMALL BUSINESS ADMINISTRATION {SBA). PRIOR TO WORKING FOR 
THE SBAJCb)C6)(b)(i)(C) !WAS A!(b)(6)(b)(i)(C) !FO!T~I; US. DEPT 
OF ENERGY {DOE) IN GOLDEN CO. IN MARCH 2013, THEli~

6
) (l(l) lA,GREED 

AND SIGNED A BUSINESS ARRANGEMENT WITH AUX THAT WOULD 
RESULT IN A~;J;;,~CJ !SPLIT ON PROCEEDS OF DOE AND OTHER 
FED~ Ts OBTAINED THROUGH THE ASSISTANCE OF AUX. 
THE~PAID AUX $12,500 CASH IN MARCH 2013 WITH THE 
UNDERSTANDING THAT THEY WOULD SECURE A $100 MILLION 
CONTRACT WITH THE DOE WESTERN AREA POWER ADMINISTRATION 
(WAPA). AUX TOLD THE!~}6J(bJC,J trHAT THE $12,500 WOULD BE USED TO 
"GREASE THE WHEELS"----.WAPA CONTRACTING OFFICERS. AUX 
TOLD THE!(bJC6J(bJC,JccJ ~HAT cd/l Pl HAD RELATIONSHIPS WITH DOE WAPA 
CONTRACTING OFFICERS. THE d 6) )7) STATED THAT~b~~i) ~AS 
~E~~~ 1iAID BY AUX TO HELP F E AWARDING RACTS. THE lcf6)1,j :fcj NEVER RECEIVED ANY DOE CONTRACTS AND SAID THAT THEY 
WERE SCAMMED BY AUX. 

INVESTIGATIVE ACTIVITY: 

ALLEGATION 1: 

Till? 2221 Ii 171 ii 12 72?5557 IF SI ii 11 I ii !G Ci il!I Id I 22 ilEEEI 1623. 6! I I 6! I ii 1211 
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ICb)(6) (b)(7)(C) I 
• EPT THE $500 AND THB _____ NEVER GOT ANY CONTRACTS. 

) 
6
) ) ,) C) ATER DENIED KEEPING THE MONEY AND CLtlM~9 THAT HE 

GAVE THE MONEY BA K J ) 6) ) 7) C) _ ND -b) 
6) ) ;J(C) I 

NOW BELIEVE THA CbJC6J CbJcncCJ ND J 6J J n CJ NEVER INTEN OED TO GET 
THEM CONTRACTS AND INSTEAD JUST KEPT THEIR MONEY. THE OIG, 
FBI AND VA OIG PRESENTED THE INVESTIGATIVE FINDINGS TO THE 
USAO-DENVER. THE USAO ASSIGNED AUSA THOMAS O'ROURKE TO THE 
CASE. ON 26-FEB-14, SAI/Ijig(b) ~ET WITH AGENTS FROM THE VA: I 
AND SBA-OIG AND DISCUSSED FUTURE SURVEILLANCE O J 6J, J iJ cJ 

(b)(6) (b)(7) (b)(6) (b)(7)(C) 
ON 12-MAR-14, S ccJ ND SA.__ __ _,SBA OIG, CONDUCTED 
SURVEILLANCE ON INVESTIGATIVE SUBJECT .... !CbJ_c6_JCb_Jc_,.Jc_CJ ______ _ 
WAS NOT LOCATED ON THIS SURVEILLANCE OPERATION. 

ON - _ - , s~ooRDINATED WITH sAjlh)(6)(b)(i)(C) lsBA-
OIG J6J J iJcJ DVISED SA~HAT ON MARCH 13, 2014, SBA-OIG 
SEIZE J 6J J 7l CJ ot:o'cOMPUTER WHILE EMPLOYED AT THE 
SBA. SBA-OIG WILL CONDUCT A FORENSIC ANALYSIS OF THE HARD 
DRIVE. 

ON 8-APR-14, s ~(
6
)(b)(

7
) sAr)(6)(b)(7)(C) lus DEPT_OF VETERAN~ 

AFFAIRS-GIG (VETERANS AFFAIRS OIG), AND SAF)(6)(b)(i)(C) jFBI, 
CONDUCTED SURVEILLANCE WHILE AN FBI AGENT ATTENDED A TRADE 
FAIR TO ATTEMPT TO CONTACT INDIVIDUALS ASSOCIATED WITH 
ALLEGATIONS OF CORRUPT BUSINESS PRACTICES. THE FBI AGENT MET 
BRIEFLY WITH!CbJC6J CbJC7JCCJ !AT THE TRADE FAIR AND DISCUSSED 
GETTING A BUSINESS INVOLVED IN GOVERNMENT CONTRACTING. 

l~;6)(b)(;J I DID NOT PROVIDE ANY INFORMATION OF VALUE TO THE FBI 
AGENT. 

-~- l(b)(6) (b)(i)(C) I 
ON 5-,Hl~-14, S~OORDINATED WITH SA._ __ __,VAOIG. SA 

l(b)(6) (bi(,')(C) }ADVISED THAT THE FBI WOULD LIKE TO GO AHEAD WITH A 
LONG TERM UNDERCOVER OPERATION THAT WILL INCLUDE CREATING 
A FICTITIOUS VETERAN OWNED SMALL BUSINESS THAT WILL 
EVENTUALLY APPROACHjlb)(6)(b)(i)(C) ITHE AUSA ASSIGNED __ """ 
HAS AGREED TO THE LONG TERM UNDERC J 

6
J 

DISCUSSED THE PLANS OF THE UC OP WITH J 
6

J, J 
7
J cJ 

(b)(6) (b) r)(6) (b)(i)(C) I 
ON 9-JUL-14, S C7JCCJ COORDINATED WITH THE SA._ __ __,VA-OIG, IN 
REGARDS TO THE UPCOMING UC OP THAT WILL BE CONDUCTED WITH 
THE FBI-DENVER. 

lsBA-OIG. 

111!636661!1Z::i Id! !!6! Elli I di i!IES!&it!!S S:!1!1!3I S&lid&i:SEB. 2111 S!tiliE!i 
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ON 27-AUG-14, s~f2c
6
J(b)(,JlcooRD1NATED WITH THE vA-OIG AND 

DISCUSSED NEXT INVESTIGATIVE STEPS TO BE TAKEN. 

I 57 

) 6) ) l(b)(6) (b)( i)(CJ I 
ON 22-SEP-14, SA C7JCcJ COORDINATED WITH SA......_ _ _____,VA-OIG. 

ON 23-SEP-14, S /7iigCbJ PARTICIPATED IN A TELECONFERENCE WITH 
THE FBI, VA OIG AND SBA OIG. THE FBI IS CURRENTLY IN THE PROCESS 
OF OBTAINING APPROVALS FOR A UC OP INVOLVING SETTING UP A 
FICTIOUS MINORITY OWNED SMALL BUSINESS. FBI SA!CbJC6J c6JcnccJ ! 
ADVISED THAT HE IS REQUESTING A 20K BUDGET FOR THE OP. SA 

l(b)(6J(b)(i)(CJ !WAS UNABLE TO PROVIDE AGENTS WITH AN EXPECTED TIME 
FRAME THAT THE OP COULD LIKELY BE APPROVED BY FBI MGMT IN 
ORDER TO MOVE FORWARD. s~(b)(6) (b)(,J(CJ I HAS GATHERED INFO THAT 

!\\f?,C6JCbJC,J !MAY HAVE RECENTLY ACCEPTED SPORTING EVENT TICKETS 
FROM A VA CONTRACTOR IN THE DENVER AREA. AGENTS DISCUSSED 
CONDUCTING SURVEILLANCE oN(b)(6) (b)(i)(C) ~N THE NEAR FUTURE. 

) 6) ) 

ON 15-OCT-14, SA C7JCCJ OORDINATED W/ AGENTS FROM THE VA OIG 
AND SBA OIG RELATED TO UPCOMING UC & SURVEILLANCE OP. 

~w~ ~~~m~ 
ON 4-NOV-14, S C7JCCJ OORDINATED WITH SA....._ __ SBA OIG AND 
DISCUSSED POSSIBLE NEXT INVESTIGATIVE STEPS. 

ON 5-NOV-14, SA/7iigCbJ COORDINATED WITH VA OIG. VA OIG IS LOOKING 
INTO A VA CONTRACT THAT IS SET TO BE AWARDED BY 12/26/14. VA OIG 
BELIEVES ITS POSSIBLE THATjchJC6JCbJC7JCCJ !VA CONTRACTING SPECIALIST IS 
ATTEMPTING TO STEER THIS CONTRACT TO A MEDICAL SUPPLY 
COMPANY. 

(6)(6) (b) 
ON 17-NOV-14, SAC7JCCJ COORDINATED WITH THE SBA-OIG. THE DOE 
OIG WAS NOTIFIED THATl(b)(6J(b)(i)(CJ DRIVERS LICENSE WAS TAKEN BY 
AUTHORITIES FOR RECKLESS DRIVING AND DRIVING WHILE UNDER 
SUSPENSION. 

Tlll?RG?ill1Etlii??R?RFR5ll?STl:S 111 Ill I IIIJHI .12221:SEB. Bill Slt!IIEI! 

6 



I I iiS 366616!Lld I i3 I I :0: El I I I 61 I I 12 616 ! 1idS 6)11!!66 I BE I IEEbiSEB, 61 I I 61 I I I :Z: I 
513321!111 Ii ii 22, I ii I 1155 I ii 12 bl! 11263 ! ti I I :0 ii t2 6! ii 12 bid 

(b)(6) (b) 

ON 4-DEC-14, S C7)Cc) COORDINATED WITH THE VA OIG. 

(b)(6) (b) 
ON 5-JAN-15, SA C1)Cc) COORDINATED WITH THE FBI, SBA-OIG AND VA-
OIG. 

(b)(6) (b)(7) 

ON 31-AUG-15, S CCJ FBI, STATED THERE WAS NO LONGER A NEXUS 
TO ANY DEPARTMENT PERSONNEL OR CONTRACTS. 

On 14 JAN 16 SA RETURNED ALL GJ MATERIAL FOR THIS 
CASE TO SA Cb)C6)Cb)C7)Cc) VA OIG, DENVER, CO. 
Finding Summary: AS OF SEPTEMBER 2015, THE DEPARTMENT'S 
NEXUS TO THIS INVESTIGATION ENDED. THE USAO DECIDED TO NOT 
PURSUE ACTION AGAINST THE ORIGINAL COMPLAINANTS THAT PAYED A 
BRIBE TO OBTAIN A FICTITIOUS DOE WAPA CONTRACT.CURRENTLY, 
THE TARGETS OF THIS INVESTIGATION ARE VETERANS' AFFAIRS AND 
SMALL BUSINESS ADMINISTRATION EMPLOYEES. IF DEPARTMENT 
EMPLOYEES ARE IDENTIFIED THROUGH SUBSEQUENT LAW 
ENFORCEMENT OPERATIONS, THE DEPARTMENT'S OIG WILL BE 
NOTIFIED BY THE CURRENT INVESTIGATIVE TEAM. 

Additional Allegations 

Process Datt'.s 

16OCT2013 Techniques Actions: Subpoena - Grand Jury 

16OCT2013Techniques Actions: Subpoena - Grand Jury 

16OCT2013Techniques Actions: Subpoena - Grand Jury 

16OCT2013Techniques Actions: Subpoena - Grand Jury 

16OCT2013Techniques Actions: Subpoena - Grand Jury 

16OCT2013Techniques Actions: Subpoena - Grand Jury 

16OCT2013Techniques Actions: Subpoena - Grand Jury 

30DEC2013Techniques Actions: Subpoena - Grand Jury 

30DEC2013Techniques Actions: Subpoena - Grand Jury 

02JAN2014Techniques Actions: Subpoena - Grand Jury 
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03MAR2014Techniques Actions: Subpoena - Grand Jury 

03MAR2014Techniques Actions: Subpoena - Grand Jury 

04MAR2014Techniques Actions: Subpoena - Grand Jury 

04MAR2014Techniques Actions: Subpoena - Grand Jury 

04MAR2014Techniques Actions: Subpoena - Grand Jury 

04MAR2014Techniques Actions: Subpoena - Grand Jury 

04MAR2014Techniques Actions: Subpoena - Grand Jury 

04MAR2014Techniques Actions: Subpoena - Grand Jury 

04MAR2014Techniques Actions: Subpoena - Grand Jury 

02SEP2014Techniques Actions: Subpoena - Grand Jury 

02SEP2014 Techniques Actions: Subpoena - Grand Jury 

02SEP2014Techniques Actions: Subpoena - Grand Jury 

04SEP2014Admin Actions: Preservation Letter 

Finanrial 

[if documentsl=null] 
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U.S. Department of Energy 
Office of Inspector General 

Office of In\estigations 

October 1. 2015 

MEMORANDUM FOR THE DEPUTY ASSOCIATE ADMINISTRATOR FOR 
ACQUISITIONS AND PROJECT MANAGEMENT. 
NATIONAL NUCLEAR SECURITY ADMINISTRATION 

FROM: 

SUBJECT: 

and MANAGER. LOS ALA~OS FIELD OFFICE. NATIONAL 
NUCLEAR SECURITY ADMI~ISTRATION 

L pecia Agcnt-m- ' ar 
Central Field Office 

l(b )(6) '.~)~7~: C) I .......... ..,.._...,_,..~ ....... ....--... Illegal Importation of Oxycodone (OIG Case No. 
Pl- 1-1) 

This report serves to infonn you of the results of J~ inN~s~gatjon by l J rc· Department of Energy, 
Oft~ i'I G I d' 11 . J(6)b),)C) Q 1· & ., ice o nspector enera . regar mg a egatton .__ ______ _. ua ny Per1ormance 
Assurance Division, Los Alamos National Laboratory (LANL), Los Alamos, New Mexico, 
illegally ordered Oxycodone. 

In summarv, the investigation determine JCbJC
6
J CbJCiJccJ lit · nd possessed 

• qi,-. --,------,,....... ~) 6~) :t,)~~~) C~) .............. 
Ox 'codone. LANL Office of Personnel Securitv revoked ' ccess to LANL and 

J 
6
J J 

7
J CJ resigned in lieu of termination. J 6J J 7J CJ was prosecuted in the State of New 

ex1co or violating a restraining order and amage to property. 

The investigation was coordinated with the C.S. Attorney"s Office (USAO) for the District of 
New Mexico. A decision regarding prosecution by the USAO has been delayed untitl~/6

J CbJCiJ I 
jc6JC6J CbJC 1JCCJ !completes probation pertaining to the State of New :'v1exico charges unrelated to the 

procurement of the Oxycodone. 

The attached report makes two recommendations for corrective action. Please contact me with 
any questions at csos > s4sr)(6

) (b)(i)(C) I 

OIG Case No. 14-0001-1 
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INVESTIGATIVE REPORT TO MANAGEMENT 

I. ALLEGATION 

On October 18, 2013, the C.S. Department of Energy (Department), Office of Inspector General 
(OIG), Office of Investigations received allegations from U.S. Department of Homeland 
Security, Homeland Security Investigations regarding a Los Alamos National Laboratory 
(LANL) employee under investigation for ille allv ordering Oxycodone from China. This 
employee was later identified a J 6l J 7J CJ 

II. POTENTIAL STATUTORY AND REGULATORY VIOLATIONS 

The investigation focused on potential violations of 21 United States Code (USC) 952 
Importation of controlled substances and 21 USC 841. Prohibited acts. 

III. BACKGROUND 

LANL is one of the United States' three nuclear weapons laboratories. As a Department 
laboratory, LANL performs sensitive national security missions, including helping to ensure 
that the United States' nuclear weapons stockpile is safe, secure, and reliable. Since June L 
2006, Los Alamos National Security, LLC has sened as the management and operations 
contractor at LANL. 

r)(6) (b)(, )(CJ 
1 ______ worked in Quality & Performance Assurance Division at LANL. He was an 

active employee since 1999 and ~ad a clearance with no restrictions. ICbJC6J CbJC,JCCJ llast 
known mailing address is J 6J J ,J CJ Santa Fe. NM. 

IV. INVESTIGATIVE FINDINGS 

Th D OIG . . . d . ,.JCb)(6) (b)(i)(C) 1 · 11 ll d d d d e epartment mvesttgat10n etermme~._ ____ _,1 ega y or ere an possesse 
Oxycodone. 

Interception 

On July 30, 2013, a United States Postal Service Express mail parcel. arriving from Hong Kong, 
was intercepted and examined by U.S. Customs and Border Protection. ~~ mail parcel was 
found to contain 398 Oxycodone tablets. The package was addressed tof6

J 7 c,JCCJ lad~1C
6
J CbJC,JI r)(6) (b)(i)(C) I Santa Fe, NM. 

OIG Case No. 14-0001-1 
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Controlled Delivery 

On Au ust I.2013. law enforcement attempted a controlled deliverv of the intercepted package 
at J 6J J 7J CJ Santa f e. NM. The resident of the address, J 6J J 7l cJ explained she 
was J 6J J 7J cJ urther explained that J 6J J 7l cJ lived across 
the street rom t 1s mail delivered to her house. 

On August 2, 2013. law enforcement conducted a controlled delivery of the intercep~age 
to a ~arking lot on Highway 503 on the Nambe Indian Reservation and encountered~ 

jlbJC6J CbJ ,JccJ ~dmitted to law enforceWifcn~ tb~l he had received multiple packages of 
smuggled Oxycodone from China. Additionallyr%jl,Jc;J CJ ~tated he knew it was illegal to 
order the Oxycodone. 

Consensual Search 

r)(6) (b)(,)(C) I . . . 
On August 2, 2013 .... ____ _.gave law enforcement consent to search his residence. Durmg 
the search. law enforcement recovered 195 .44 grams of Oxycodone tablets in a pair of shoes. 
The tablets seized during this consensual search were later tested at the New Mexico Department 
of Public Safety Forensic Laboratories. In a report dated September 6, 2013, the New Mexico 
Department of Public Safety Forensic Laboratories identified each of the analyzed tablets as 
Oxycodone. 

Resignation in Lieu of Termination 

On January 14. 2014JCblC
6
J (bJ(;J(CJ ~·vas questioned bv LANL Employee Relations and Security 

with respect to allegations he possessed illegal drugs. ICbJC6J CbJC,JCCJ !admitted that he purchased, 
posse~sed, and used drugs for which he did not have a valid prescription. On this same date .... 1%.,..,.J/6.,...J ..... (bJ""'(;,,....,J I 

1~~
1
C6J CbJC;J !requested to resign in lieu of termination. His resignation was accepted and his last 

day at LANL was January 14, 2014. 

State o.f lv'ew Mexico Plea and Disposition 

) 6) ) 7) 

Durin the course of the OIG's investigation it was learned that on August 13, 2014.CCJ ,__ _ ___, 

J 6J J 7J cJ lead guilty to two counts of violation of a restraining order prohibiting domestic 
v10 ence and one count of criminal damage to property in the First Judicial District Court in the 
State of New Mexico. jchJC6J CbJC;JCCJ !was sentenced to a total of 18 months supervised probation. 

The OIG learned the U.S. Attorney"s Office was aware of the State of New Mexico charges and 
plea agreement and will make a rosecutorial decision regarding the illegal importation 
investigation when J 6J J 7J cJ completes his State of Nev.· Mexico sentence. 

OIG Case No. 14-0001-1 
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V. EXHIBITS 

1. Resignation in Lieu of Termination Memorandum ( dated January 14, 2014) 

2. State of New Mexico Plea and Disposition Agreement ( dated August 13, 20 I 4) 

VI. COORDINATION 

The recommendations in this report were coordinated with the National Nuclear Security 
Administration's (NNSA) Office of Acquisitions and Property Management and the Los Alamos 
Field Office (LAFO). 

VII. RECOMMENDATIONS 

Based on the findings of this report, and other information that may be available to you, the OIG 
recommends the: 

1. LAFO Manager consider if the information regardingjchJC
6
J CbJCiJCCJ lin this report 

warrants notification to the appropriate security clearance personnel; and, 

2. NNSA Office of Acquisitions and Pro erty Management consider if suspension and 
debarment action against J 6J J 7J cJ is appropriate. 

VIII. FOLLOW-UP REQUIREMENTS 

Please provide the OIG with a written response within 30 days of the date of this report 
concerning any action(s) taken or anticipated in response to this report. 

IX. PRIVACY ACT AND FREEDOM OF INFORMATION ACT NOTICE 

. including any attachments and information contained therein, is the property oft 
OIG and is M--•-illlilil!M The original and any copies of the re o 
appropriately controlle a · ed. Disclosure to unauthoriz without prior OIG 
wTitten approval is strictly prohibited an smg party to liability. 
Unauthorized persons may include, bu ne als referenced in the report, 
contractors, and individu e Department. Public disclosu ined by the 

n Act (Title 5, U.S.C., Section 552) and the Privacy Act 

OIG Case No. 14-0001-1 3 
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STATE OF NEW :MEXICO 
COUNTY OF SANTA FE 
FIRST JUDICIAL DISTRICT 

STATE OF NEW MEXICO, 

Plaintiff, 

vs. 

r)(6),(b)(7)(C) 

Defendant. 

FILED 
FIRST JUDICIAL ~ 
DISTRICT COURT U' , 

20111 AUG 13 Al'\ 9: 38 

NorJC6J,(bJC ocCJ 

Judge Sheri A. Raphaelson 

PLEA AND DISPOSITION AGREEMENT 

Toe State of New Mexico and the defendant hereby agree to the following disposition of this 
(:8SC; 

Plea: The defendant agrees to plead guilty to the follov,ring offenses: 

Count 1: Violation of a restraining order prohibiting dom~tic Violence, a misdemeanor, in that 
on or about the 22•d day of February, 2014, in Santa Fe CoWl.tY,' New Mexico, the above named 
Defendant did violate an order of protection issued pursuant to the Family Violence Protection Act 
[40-13-1 NMSA 19781, contrary lo :iecrion 41)-13-ttD) NMSA 1978 Comp., as amended. 

Count 2: Criminal Damage ~o Properij', a petty misdemeanor, in that on or iibout tile 22nd day of 
February, 2014, in Santa Fe County, New Mexico, the above named Defendant did cause criminal 
damage to property which cc,nsists of jntenti.onB.l ly damaging any real or personal property without 
consent of the owner of the property, cc,ntrary to 8ection 30-15-1 NMSA, 1978 Comp .• as amended. 

Count 3: VJolation of a restraining order p1·obihitini domestic violeu«, a mi~mea.nor, in that 
on or about the 12111 day of April, 2014, in Banta Fe County, New Mexico, the above named 
Defendant did violate an order of prot.ec.t1on issut:cl · ,ursuru,t to the Famil.y Violence Protection Act 
[40-13-1 NMSA 1978], contrary to section 40-13-o(D) NlvlSA 1978 Comp., tl.'> amended. 

Terms: This agreement is made subject to lll~ following condidous: 

1. The sentei\~ is to be d~iene<l. 

Count 1: Violation of a resb->ah1 ~ui:; m'tl.til' 1wol,ibll.h~g do mestkc violem!e, 364 days in.c.arceration, 
all suspended in favor of suJ>eniw:i probatk,n. 
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Count 2: Criminal Damag,i to ~1'·'Jt1.!rty, ·d1;) ,;:.•.·11 i"lcarcera:tion, E1ll suwdnded in favor of 
supervised probation. 

Count 3: Violation of a resh'aining oroea· prohibltfog domesti~ Violence, 364 days incarceration, 
all suspended in favor of sitpervised probation. No r.ontact with Uie alleged victim ) 6), ) n q 

with her immediate family. l-"rleo,hol tind Mti~ez: 28 dsy m patient or PQ d 
,nutpatientacatment? c:::tD d.cu.f -'f~t, ov '~)io<.,/\\~k 

Counts 1 and 3 to be run oor.:~utI~nt. Count 2 to run consecutive for a total of 18 ( eighteen) mo1.1 
supervised probation. 

2. Additional cbarges. The following clwge11 vlill be dismissed, or if not yet filed, shall not 
be brought against il,t: ~~fo~<l~111: 

Breakiug and Euteli;ag, c:1J charged i11 C0w1t J of th~ Criminal Compl.aiut~ 

Criminal Damage to P_.ope,,ty (Under ~1000), as charged in Count 3 of the CriminsJ 
Complaint; 

The State may bring habitulll offender p1oc'»iings e.s ,provided by law based on any 
conviction not admitted in Ibis plea agreem0r1L The State may also, at its option, withdl'aw 
this plea agreement if it d.isco ve,:s a.Uy ~•K'•l· 1l {\fu~~losed conviction. 

3. Restitution. The ctefevdant nv.t·P,es ti:', ~Y r""~-;tfrution as follows: Restitutlon wiU be ordered 
in accordance with §3 l--17-l, 1--1\;.,ffi.A 1 y?~. '.''hf; defendant agrees to m&ke l'estitution on all 
charges whether or not dismissed or not filt:a pursuant to this agreeme111:. 

4. Effect on charging document. That this agreement, unless rejected or withdrawn. serves 
to amend the corn.plt:in:1, hrF,-~:;:nen\· <•'' inf,;1 --::.ation to c-.harge the o?fou&: to which the 
defendant pleads, withc,ut th,~ fi1ing <1f any aJJHiooal pleading. If the plea is rejected or 
withdrawn, the original cl®•fr;..<;, are a.:;~-1...,rna :{1:nH.y reiustatw. 

5. Waiver of defenses Md 1ppr.2I. UnV~ss. l'.H~ ple.1. is ~jetted or withdrawn, the defendant 
gives up any and a'H mcUnm~. :\ ~~t;r.sr~, ,,1,j1o,;1ir:,,1,; or reque:,ts which tfo•, -1(1tendant has made 
or raised, or couM (WSett he;{;;.,;fctl', tc; ·ili0 ~u;;~'t't; ent1y of judgment a.1.1.d imposition of a 
sentence consistent wi!h this agreemt>nt. Th~ ddendant waives tht1 dp,ht to appeal the 
conviction that resulw from tbe ie.nt!.-y ofthfr. plea ngreement. 

6. Withdruval perm.it~~ ~f •l~\'>.;i;i.()4:l:lt •·ct,~~.,1. ff after r~·viewing thi:-: a~t;e,ment and any 
presentence report ·(he <:our~ conduJ~ tluu flii.V vf itS provisions are unac,ceptable, the court 
will allow the withdrliw,d r•I ;};,:; plu-,, ~.c! ?;fo agreement will be void, If the plea is 
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withdrawn, neither the r,~!l?!i ·.~o~· 1my t!l:f,•;,~•,,r,:r, arising out of the plea 1-,.r•Jcel!dings shall be 
admissible as evid,,1,1.\C wrai, ~" i'J:..e d.,/;r•:\-:• i ; ,• fU',Y criminal proceedit,1~<1. 

I understand that enuy of thi~ pL':11 11,g1\!.emc:i1: 1 :111y have lll1 effect upon my immigration or 
naturalization status, and I ackrwwtt-;~e tli:,i., :.:· ·11:, :·• ,';!9:escnted by an atton:.,:.y, my attorney has 
advised me of the tmmigralion com'-"!1.J·,1cnr~,~ on;,;~ 1::(:;1 agreement 

(Domestic violence Ol'/~lony catcs wu~:,J 1 uiidtrs!and that 11ft entry of ii plea for a crime of 
domestic violence or felony will affect my ~onstifJ.tiomd right to bear anns1 including shipping, 
receiving, possessing or o·..vi.iing any fo~rni rr,: :J ;11 .:,mitioa, all of which arf.; :~times punishable 
under federal law for a J.-tft8vli W.1!'1;,_,,:c~ 1,,;{ i.i(•lu,~:;\)1; v1ul:mce. 

I have read and understand 1he above.1 havc-: discussed the case and my constitutional rights 
with my lawyer, I undersL\lud that by ;)lt:l\Ci1nf1. 1wiu._v .~ wiH be giving op my rh:tll io a trial by jury, 
to confront, cross-examir1e a,id ;.x,mr:,.t i:ht; .·1.lt..·:)1~,,.,..,,;1: of witnfisses and H1/ privilege against 
self-incrimination. 

I unden,'tand tha1 if the!: ~ow·i 11).'~m:s 11~ p-tob~1. t( 1li, a susper1ded setitence, a <leierred senten~ 
or a conditiolili.l discharge, the tt:lw:1 'itl·id conJi.l.io!'l,, IJ,. i"t."Vf are :mbject to mo(IiJ,)~1.ion in the event 
that I violate any of the ·tern.•,:; ol ('A.,J.\•U::l,;n~ ~n-,irni'..,w . 

.. l'_)(-6)-,(b-)(-i)-(C_) _________ I---·----
I have rtjviewed iliti ple11 il!H~· ,Hi•::.•fJsifim, ~'if'·'·;, :':':rn with my client. I havo-:di.scussoo thif,casc; 

with my client and I hav;~ H:'i•,i1,i;u ·:'.y t;).i,,.,•,1 :i1· :-1.1' ~rent's constitutional dqhts and possible 

• I'·' ll ... I .<-·· 
·,~.te -t't-----

I have reviewed and S,!J:pr0v 1i this _,:;.c~ hc11i :iispositior. i\greement ;,,nd find that it is 
appropriate end consistent with !r.1c he.~i inten~ts ofju:;tfoe. 
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'.b)(6) (b)(i)(C) 

1. 

2. 

.,:,>.te 

1).!STPJCT a:OU:R\· APPROVAL 

The defendant i:~rii.un.d(;- !;)HI.ming·:.<>·-:::~·,•· ,·.111 I have·concluded tE follows: 

That t'le defendant unclersts;;:!~ the r.;b;:~.<)~. r:.1: forth in. rhe Criminal Complaint. 

That the de~en.J--t !Jl'rl.~~,:tsi,:,),; ,-i.;.,, ,•i-, , ... ,, I'\ "1 ·,v·,,,. ,, : ,1,. se11t.w,,-ps ~--r the O ifr,=-,...t.--ged firom 
JI U1ti! -·••···~•--•··· .• l.·-•-~-J,v ... · .,.•~·" .~-'l-\,,.1 !1.,.. . .... ..;....;:;i .. i;j~ t 

bati . (' pro on to a max.1mum c·-1: 

Count l: Violation of ris{1·a!r.-h1g o~•d~r- r·• .;,:ulbiting domestic violeu~ a misdemeanor 
with a basic sentence of tt.1~~1.: ;11 .• nd,-ed {1ny 1~~s (J64) ~ays and a fine<t:·~t,000. The Court 
must also impose a S5.00 J.),_;Jl •• ~~t.:c-=. ·:d,~;· ·~ :'reatment Fee. 

Count 2: Crimin~l Trc:irp1'U)'ll {Unpni!fod;, ,, .. r.iademeanor with a basic sentence of three 
hundr~·<l sixty-foui· (:::Q4) du·,:. ,1Hu ~ {ii, ... (:f -Pi,G(h). '111e Court must ii!so impose a $5.00 
Domestic Violence Tre-,Hmclit Fee. · 

Count 3: Violaiioa ui tftlil'afoing ~rder p?•1ttibltlng domestk viokmu, a 1nisdemeanor 
with a basic sentence of t~ree lmndred rk<ty- ii:, er (364) days and a fine of $1,000. The Court 
must also impose a $3.1 ~ i D•·:•11•~1~r:,1 ·/-.::teo:. ,:-;, i_ !"':~•i:rm~nt tiee. 

3. That the defendant u11derstamlr. the foU,:,wi r,i:: •:. ,r,stitutional rights which the defendant gives 
up by pleadillg ~Uh\Y: 

(b) the right~.:, ·.he h~i.:1!1.i.U~.!. of ,1..1 i.Hcr,K,r &i: ·il,·~c1.l, a11d to li11 appvi1,~ attorney, to be 
fumished fru 'Jf 1.:-hrt11:'_l;, lf il;:! ;1,;;•:r,1 .. 1;1;t cruir.ol atl'otd Oiil!~ 

(c) the right to confr()f.ot 1\t·, witm,~;,r:" ,._ ... ,. ·: '!t the defcudant and tc· c:,~;ss•examine them 
as to the trnth.fU;1e-,1r• '.,''1J1ou- ".;·J;~,r ,- ; 

(d) ,:he 1i.gh': W r,\l',~rt nvi-l:mc~ ..,~ ':i..._,., -"'•t~l.'!dan.t's OY,.'D behalf, Fi'i'd to have the state 
compel witn~sse!: of tl1t' defo.'l6int'" d .:~)sing to appear and tew!'ify; 
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(e) the right to re11 ... s.iu .:n.:1:-:.1 and t<1 bt~ 1-'TI 1 i.ned innooent until prti"i'cn guilty beyond a 
reasonablr. dot'..ht. 

(f) the right to appcr.:i. ;:fr ~•}itvk;J u: 1 . 

4. Th~t tlte defendant wish-'::8 -~;j ;;:ive ur ·'.;~ : »i:;iilutional rights of whicn the defendant has 
be.en advised. 

5. That tl"!',;;le e:cist'i A tJ.:..!lc: in i•!.C,t iJr b:::ii•:viw4 L(i.e defendant i.s guilty of&~ offenses charged 
and that an indepe,1d.<?1:,t i~':!·-:!: he s1:c.\1 for.t1.1£j basis has been made. 

6. That the defe11datJL Hi.( 0'.11•, ):u:..ecut~T !.r.•:~. •cttred ire.to a plea agif."1~inent and that the 
defendant underrnn,is utd •:·-('t•t~!?.ts ,~- · :! (::· '''.:. 

7. That the plea is vohmtnry &r," T~1 in~ '.""",'\ :- r ,. for~, threats or promfo~i; of.her than a plea 
agreet"l\ent. 

9. That tlhl JefendJr:.~ unck,;f1';.-;-/,q iJ-,s.t ., r_::,\·,,,(< \~.i may have au effect ·:1~on the defendant1s 
immigration or naturali?ati.on status end tlmt, , •· t!1e defendant is represented by counsel, the 
defendai-,,t has ~n &ll.-·,s,.~i \v ,;:,v~m~:.:~ :,;i' -,~1-~ ; tlliligratiot~ com,equenui> vf the plea. 

On the basis of a·l!';.~c h:dl;-,;~? \ c,,"'; ', l,:, : , : 1h1; deforiJ&\t kr1owin1(J~1, vnluntarlly and 
int.elligently plf"..ad guilty to tr."tC above ~harge.; .i:.~; ~ ;:. ,1As such plea. These findings shall be made 
a part of the record in the abow;--styl~i {:&e. 

-.,...-----··-·--· . ···- .. ,. -. ,, •· •··. 
~ 
District Judge 

Name: 
lb)l6) lb)li)lC) 

DOB: 
POB: 
SSN: 

State Tracking No.: 
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Summar~· 061-'FH]O I 7 I Document Number 71 

14-0057-1 NUCLEAR ENERGY UNIVERSITY PROGRAM; 
GRANT FRAUD; OFFICE OF NUCLEAR ENERGY 

Compliant Summary: PROACTIVE GRANT FRAUD INVESTIGATION IN 
CONJUNCTION WITH THE NUCLEAR REGULATORY COMMISSION OIG. NO 
SPECIFIC TARGET OR SPECIFIC FRAUD ALLEGATIONS AT THE CASE 
INITIATION. THIS PROACTIVE WILL REVIEW UNIVERSITIES THAT 
RECEIVED BOTH DOE NEUP GRANTS AND NRC FACULTY DEVELOPMENT 
GRANTS DURING THE SAME FISCAL YEAR. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 
Type: 
Subject Type: 
Special Flags: 
Category: 

Closed 
04MAR2014 
04MAR2014 

l(b)(6) (b)(7)(C) 

[Other] 
DOE Contractor/Grantee Company 

Contract and Grant Fraud 
Project Grants (Incl. SBIR; STTR) [None] 

Received by: [Other] 
Complaint Source: Proactive Initiative 
Complainant Location: Headquarters-Forrestal 
Allegation Location: Headquarters-Forrestal 
Priority: Level 3 (Routine) 
Retaliation: No 
Offense Location: Unknown 
FOIA Interest: No 
INV Assigned Office: Washington DC 
HQ Program Office: HQ, Ofc Of Nuclear Energy 
Recovery Act: No 

Initial Alkgalion 

Allegation: 
Location: 
Summary: 

Executive Brief 
Headquarters-Forrestal 
PREDICATION: 

PROACTIVE GRANT FRAUD INVESTIGATION IN CONJUNCTION WITH THE 
NUCLEAR REGULATORY COMMISSION (NRC) OIG. THIS PROACTIVE WILL 

liil? Ill 11111711 JF?liHT ?FTIII ?II Ill I IIIIITHRIU ?II, IF F PTll• r 
S:SSS:11913JER lfllli i9I II II IE El 7779S 7 i 9 I I 
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REVIEW UNIVERSITIES THAT RECEIVED BOTH DEPARTMENT OF ENERGY 
(DOE) NEUP GRANTS AND NRC FACULTY DEVELOPMENT GRANTS 
DURING THE SAME FISCAL YEAR. 

ON 26-Fl;B-2014 SPECIAL AGENT (SA}r)(
6
) (b)(i)(C) lsPOKE WITH 

SA J 6J J ,J cJ NUCLEAR REGU~Y COMMISSION (NRC) OIG, 
J 6J J 7l cJ NRG.GOV, (301 )415~REGARDING WORKING A JOINT 
PROACTIVE INVESTIGATION FOR GRANT FRAUD AT UNIVERSITIES THAT 
RECEIVE BOTH DOE AND NRC GRANTS WITHIN THE SAME FISCAL YEAR. 

CASE ASSIGNMENT: 

4-MAR-2014 -- PREDICATED IN EIGPT. 

4-MAR-2014 -- CASE OPENED AS A PROACTIVE {PA) CASE. 

BACKGROUND: 

THE DEPARTMENT OF ENERGY {DOE) OFFICE OF NUCLEAR ENERGY {NE) 
CREATED THE NUCLEAR ENERGY UNIVERSITY PROGRAM (NEUP) IN 2009 
TO BETTER INTEGRATE UNIVERSITY RESEARCH WITHIN NE'S 
TECHNICAL PROGRAMS. THE NEUP PROGRAM INCLUDES RESEARCH 
AND DEVELOPMENT (R&D) GRANTS, INTEGRATED RESEARCH PROJECT 
(IRP) GRANTS, INFRASTRUCTURE SUPPORT AWARDS, SCHOLARSHIPS, 
AND FELLOWSHIPS GIVEN TO UNIVERSITIES. NE HAS AWARDED MORE 
THAN $290 MILLION TO UNIVERSITIES SINCE 2009. THE NUCLEAR 
REGULATORY COMMISSION {NRC) AWARDS FACULTY DEVELOPMENT 
~S, SCHOLARSHIPS. AND FELLOWSHIPS TO UNIVERSITIES. SA 
~NRC-OIG, AND sAjM6J(bJ(,JCCJ ttv1LL DETERMINE WHICH 

UNIVERSITIES RECEIVED MONEY FOR GRANTS, AWARDS, 
SCHOLARSHIPS, OR FELLOWSHIPS FROM BOTH DOE AND NRG DURING 
A GIVEN FISCAL YEAR. WE WILL THEN REVIEW ALL FUNDING AWARDED 
TO THOSE UNIVERSITIES LOOKING FOR DOUBLE BILLING OR OTHER 
FRAUDULANT/FALSE CLAIMS. 

INVESTIGATIVE ACTIVITY: 

ON 27-FEB-2014, SAjchJc6J (bJ(,J(CJ !REVIEWED THE NUCLEAR ENERGY 
UNIVERSITY PROGRAM'S (NEUP) RESEARCH & DEVELOPMENT {R&D) 
GRANTS, INTEGRATED RESEARCH PROJECT (IRP) AWARDS, 
SCHOLARSHIPS, AND FELLOWSHIPS AWARDED FOR FY13 WHILE SA 

~NUCLEAR REGULATORY COMMISSION (NRG), REVIEWED THE 
~TY DEVELOPMENT GRANTS, SCHOLARSHIPS, AND FELLOWSHIPS 

AWARDED BY THE NRG TO DETERMINE WHICH UNIVERSITIES WERE 
AWARDED GRANTS AND FELLOWSHIPS BY BOTH THE DOE AND NRG 
DURING FY13. (SEE SPREADSHEET TITLED FY12 & FY13 NEUP FUNDING) 

II 112 999. 11151.I IP RR?RERilf 95 II !5 212 11 iR C 2 til i?I RE REI El RED GP El IRIIIER 
s:su:!iii ii ii 22, ii ii. &s u , r r , 
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~(b)(6) (b)(,) ~ r)(6) (b)(i)(C) 
1 ON 4-MAR-2014, sec) ND SA......_ _ ___,CONDUCTED A SIMILAR 

REVIEW OF AWARDS FOR FY12. (SEE SPREADSHEET TITLED FY12 & 
FY13 NEUP FUNDING) 

~.1.:4-,1,==u~u.;..~;;u....----~..:&..L.,l;~l...l.o.l,"'--'-il Eu p l(b)(6) (b)( i)(C) 

L....-=:==-=~:-=-:-------~=-=--:-:~-=--=-FFI CE OF N UC LEAR 
ENERGY (NE),L....------......r--- NUCLEAR.ENERGY.GOV, (301 )903-

!Cb)C6) Cb)C7)CC)!AND REQUESTED THE APPLICATION PACKAGES TO INCLUDE THE 
QUARTERLY EXPENSE AND PROGRESS REPORTS FOR FY12 NEUP 
AWARDS GIVEN TO UNIVERSITIES THAT DOE AND NRG HAD BOTH 
FUNDED. ADDITIONALLY, NEUP WAS ASKED TO PROVIDE THE 
DOCUMENTATION FOR EACH SCHOLARSHIP OR FELLOWSHIP AWARDED 
TO THESE UNIVERSITIES. 

ON 23-APR-2014, sAr)(6) (b)(i)(C) IMET WITH s ~)e
6
) (b)(7) NRC-OIG, TO DISCUSS 

INITIAL REVIEW OF FY12 GRANT AWARDS AND T DEVELOP A 
DOCUMENT REVIEW STRATEGY. 

l(b)(6) (b)(,)(C) I 
DURING MAY-2014, SA..._ ___ REVIEWED f~lz~fc01 IESTED FY12 NEUP 
GRANT DOCUMENTATION RECEIVED FROM ) 

6
) b) i) C) IAND COMPILED A 

SPREADSHEET DETAILING AWARD RECIPIENTS, GRANT DETAILS, AND 
EXPENSES. (SEE SPREADSHEET TITLED FY12 & FY13 NEUP FUNDING) 

ON 30-MAY-2014, SArJC
6
J CbJC,)CcJ ~ROVIDED THE SUMMARY SPREADSHEET 

TO SA!f§/6JCbJC7J!NRC-OIG, FOR REVIEW AND COMPARISON WITH NRG 
AWARD DATA. 

ON 11-JUL-2014, SA deg J NRC-OIG, PROVIDED THE FOLLOWING NRC 
COMPARISON AWARD DATA. SIX RESEARCHERS AT THREE 
UNIVERSITIES RECEIVED BOTH NRC AND DOE GRANTS IN FY12. FUTURE 
INVESTIGATION ACTIVITIES WILL FOCUS ON THE FOLLOWING 
UNIVERSITIES/ RESEARCHERS RECEIVING DOE AND NRG GRANTS: GA 
TECH ) 6J ) 7) C) GA TECH 

ND COLLABORATORS J 6J PJ q AND J 6J P) q - ......... ....,,...____, L-p,,,..,................, ____ .i.;...;.;..~------' 

J 6J PJ cJ NORTH CAROLINA STATE J 6J PJ cJ ; VIRGINIA 
COMMONWEAL TH J 6J J 7J q THE 
CORRESPONDING DOE GRANTS WERE AWARDED IN FY12 AND HAVE A 
THREE YEAR PERFORMANCE PERIOD. ADDITIONALLY, SAm[gCbJ STATED 
THAT THE NRG PART OF THIS INVESTIGATION WAS BEING 
TRANSFERRED TO SArJC6J Cb)C,JCC) ~NRG.GOV, 
(301 )41 s~(b)(6) (b)(,)(C) 1 

ON 16-JUL-2014, sAr)(6)(b)(l)(C) CONTACTED SA NRC-OIG, TO 
COORDINATE FURTHER INVESTIGATIVE ACTION. SA J 6J PJ q STATED 
THAT NRG HAD LOST SEVERAL AGENTS AND WAS CURRENTLY 

I I ii2 3 3 331!121! I 12 I I iS! U IF Ti ii 111 ill I li!IH II RIMI Ill, IF Fi i?Ti!ER 
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EXPERIENCING A STAFFING SHORTAGE, AND HE WOULD SERVE AS THE 
NRC POINT OF CONTACT BUT WOULD NOT BE ABLE TO ACTIVELY WORK 
THE INVESTIGATION. sAJ/6Jc6Jc6JcnccJ !FURTHER STATED THAT NRC 
WOULD KEEP THE INVESTIGATION OPEN AND IT WOULD BE 
REASSIGNED TO A NEWLY HIRED CASE AGENT IN THE FUTURE. 

Al(b)(6) (b)(;)(C) I 
ON 18-JUL-2014, S ____ REQUESTED ADDITIONAL AWARD 
DOCUMENTATION FOR THE DURATION OF THE GRANT AWARD PERIOD 
FOR THE ABOVE MENTIONED FOUR DOE GRANTS FR0Mr;6);;)(C) d 

f'JloJOJ(;J(CJ IDOE NEUP!:'"~~(CJ JNE. A REQUEST WAS~ MA E TO 
SEARCH THE NE DAT A FOR THER DOE AWARDS GIVEN TO THE 
ABOVE MENTIONED PROFESSORS THAT RUN CONCURRENTLY WITH 
THESE AWARDS. 

ON 19-AUG-201 s, s.AJ(b)(6)(b)(,)(C) lcoNTACTED sAj(b)(6)(b)(,)(C) INRc-01G 

REGARDING ASSIGNMENT OF A NEW CASE AGENT. DUE TO CURRENT 
STAFFING AND WORKLOAD LIMITATIONS, THE NRC-OIG WILL NOT BE 
ABLE TO CONTAINUE THIS PROACTIVE INVESTIGATION. THIS JOINT 
INVESTIGATION CENTERED ON DUPLICATE FUNDING AND DOUBLE 
BILLING, AND WITHOUT NRC INPUT THESE ALLEGATIONS CAN NOT BE 
SUBSTANTIATED. THIS PROACTIVE EFFORT IS NO LONGER AN 
EFFICIENT USE OF DOE-OIGTIME AND RESOURCES SO THIS CASE IS 
BEING CLOSED. 

INVESTIGATIVE RESULTS: 

PLANNED ACTION: 

REVIEW OF AWARD DOCUMENTATION IN CONJUNCTION WITH NRC. (ON­
GOING) 

DETERMINE OTHER DOE FUNDING RECEIVED B~(b)(
6
)(b)(;)(C) !DURING 

THE TIMEFRAME THAT NEUP GRANT 3870 WAS ACTIVE; REQUEST DOE 

II 112 R??I II IPII IP RR?RERilf 95 II IE 212 I I IP 9 I I ii 125 75 771 5 I 757 SP Fl 1331157 I 
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GRANT DOCUMENTATION; REQUEST BILLING DOCUMENTATION FROM 
GEORGIA TECH. (REQUESTED A FUNDING SEARCH OF NE DATABASE, 
BUT NE DID NOT COMPLY; ON-GOING PUBLICATION SEARCH BY SA 

rJf6J (tx';JTcJ tro DETERMINE GRANT NUMBERS) 

DETERMINE OTHER DOE FUNDING RECEIVED BY J 6J J n CJ "'"'J+.6J,.,,..,.,,.,,.,.,.,...---, 
l(b)(6J(bJ(;J(CJ !DURING THE TIMEFRAME THAT NEUP GRANT ____ __ 
WAS ACTIVE; REQUEST DOE GRANT DOCUMENTATION; REQUEST 
BILLING DOCUMENTATION FROM GEORGIA TECH. (REQUESTED A 
FUNDING SEARCH OF NE DATABASE. BUT NE DID NOT COMPLY; ON-
GOING PUBLICATION SEARCH BY SAjtGJ(6J(b)(i)(C) ITO DETERMINE GRANT 
NUMBERS) 

DETERMINE OTHER DOE FUNDl~~CEIVED BYjc6)(
6
J(b)(i)(C) !DURING THE 

TIMEFRAME THAT NEUP GRAN C7ic~J J AS ACTIVE; REQUEST DOE 
GRANT DOCUMENTATION; REQ ILLING DOCUMENTATION FROM 
NORTH CAROLINA STATE. {REQUESTED A FUNDING SEARCH OF NE 
DATABASE. BUT NE DID NOT COMPLY; ON-GOING PUBLICATION SEARCH 
BY SArJc6J CbJCiJCCJ ~O DETERMINE GRANT NUMBERS) 

....,.,..,.,....,..,..,..,.,.,.,.....------, 
DETERMINE OTHER DOE FUNDING RECEIVED BY J 

6
J J 

7
l cJ 

DURING THE TIMEFRAME THAT NEUP GRANT J ~Jc WAS ACTIVE; 
REQUEST DOE GRANT DOCUMENTATION; RE T BILLING 
DOCUMENTATION FROM VIRGINIA COMMONWEALTH. (REQUESTED A 
FUNDING SEARCH OF NE DATABASE BUT NE DID NOT COMPLY; ON-
GOING PUBLICATION SEARCH BYS TO DETERMINE GRANT 
NUMBERS) CbJC6J CbJCiJCCJ 

CONDUCT INTERVIEWS. 

DISCUSS PROSECUTORIAL MERITS OF ANY FRAUD FOUND WITH THE 
APPROPRIATE UNITED STATES ATTORNEY'S OFFICE. 

DETERMINE IF CRIMINAL STATUES WERE VIOLATED/ ARREST/ 
PROSECUTE. 

DETERMINE IF AN IRM IS WARRANTED. 

DISPOSITION: 

CASE IS CLOSED 

Finding Summary: Determination of specific violations is pending. 
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Additional Allc~ations 

Proces.-., Date.-., 

Financial 

[if documents!=nuii] 
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Summar~ 06FFH20l 7 I Document Numbers I 

14-0066-1 Sandia Corporation; Prohibited Lobbying Activity; 
SNL-NM 

Compliant Summary: During a Special Inquiry conducted by the 
Department of Energy, Office of Inspector General, Office of Audits and 
Inspections, evidence was found that Sandia Corporation used Federally 
appropriated funds to engage in prohibited lobbying and influencing activities 
regarding the extension and award of the Department Prime Contract to manage 
and operate Sandia National Laboratories. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 

Type: 
Subject Type: 
Special Flags: 
Category: 

Closed 
25APR2014 
09MAY2014 

Civil 
DOE Contractor/Grantee Company 

Contract and Grant Fraud 
Civil False Claims [None] 

Received by: E-Mail 
Complaint Source: DOE OIG Employee 
Complainant Location: Sandia National Laboratory 
Allegation Location: Sandia National Laboratory 
Priority: Level 3 (Routine) 
Retaliation: No 
Offense Location: New Mexico 
FOIA Interest: No 
INV Assigned Office: Albuquerque 
HQ Program Office: Other 
Recovery Act: No 

Initial .\llt'.~ation 

Allegation: Prohibited Lobbying Activity 
Location: Sandia National Laboratory 
Summary: Since 2009, Sandia Corporation {Sandia) utilized 
federal funds to form a strategy team, hire consultants and held meetings with 
federal and Congressional officials with the intent to influence an extension or 

ii 115 55551!121ti Id I I :S: 211 I I 6! ii IE 616 )(163 GttldldS: BE ilEEbtsEB. 61 I I bl ti I 121 I 
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secure a new non-competitive managing and operating contract for Sandia 
National Laboratories. 

On 25-APR-14, after Senior Office of Inspector General management 
coordinated a draft Special Inquiry Inspection report (S131S011 ), it was decided 
that the facts should be coordinated with the DOE OIG Office of Investigations. 

On the sam ~a~ l~Jc
6
J CbJCiJCCJ _ I received a copy of Draft Inspection 

Report from¥
6
J lc,fq !Western Inspections Division, for review 

and coordinated with Main DOJ to arrange a briefing. Office Bf l~pmctjons 
Me@ip~ staff (S. Bruce) authorized the release of the report tol JC

6
J J ,J CJ r) 6

) ) l) C) !civil Litigation Main DOJ for review and discussion.-------

L-------rn~~'7r"7'----,____.J rom the Office of 

116)(6) (b)(7)(C) I 
On 21-MAY-2014, Inspector ._ ___ _.provided all the documents that support 
the report regarding lobbying activities at Sandia National Laboratories. 

l(b)(6) (b)(,)(C) I_ 
On 22-MAY-2014, Case Agent sent the documents to .... ________ uor 
his review. 

On 27-J UN-2014 DOJ J 
6
J PJ cJ contacted 

' 
Sandia Corporation's J 6l J 7J cJ and in armed hero their 
involvement on the matter regarding lobby activities and Sandia National 
Laboratories . 

.,.,y,~~~~~L..aLffi.J.e.C.O.Ill:fillillC.e....r:w.e:lllliLWas_r;leld with ~~~~--------1 
lr'hmrr7h'i77'ii"i'~------,.... _______ _Jand DOJ .__......,..... ___ ..,.,. 
._ _________ The Office of Inspections was releasing a coordination 
draft of their report to NNSA and wanted to ensure DOJ was fine with the 
release. It was determined that the Office of Inspections could proceed with their 
normal course of business regarding the release of the report. 

On 17-JUL-2014, the Office of Inspections released their coordination draft report 
to the National Nuclear Security Administration (NNSA). 

On 11-AUG-2014, NNSA provided a "no comment at this time" regarding the 
coordination draft report. 

On 05-SEP-2014, the Office of Inspections released their Official Draft Report to 
NNSA. NNSA has 15 business days to provide comments. 

Tlll?RG?lll1Ft!Ti?R?GRFR5ll?FTl!E?i? PT ?iiiii?T IP•-1 Hit IP F PWIIIP 
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On 14-OCT-2014, NNSA provided comments on to the report. N NSA concurred 
with 
all the recommendations in the report. 

l(b)(6) (b)(7)(C) I 
On 21-OCT-2014, Case Agent and!e-.-=--.-------,.---.--__,.--met with Sandia Field 
Office (SFO) personnel to discuss OIG Investigations involvement and DOJ Civil 
Division involvement in matter. 

On 14-NOV-2014, the Office of Inspections released their Official Report 
regarding lobbying activities at Sandia National Laboratories. 

l(b)(6) (b)(;J(C) 

On 19-NOV-2014, Case Agent and DOJ._ ____________ ___. 
met with SFO personnel to discuss path forward on matter and coordinate work 
efforts. 

On 20-NOV-2014, Case Agent, DOJ r)(6
)(b)(,)(C) I 

and SFO personnel met with Sandia Corporation Outside Counsel and In-House 
Counsel to discuss on-going civil investigation. 

Over the time period 04-FEB-2015 through 06-FEB-2015, Case Agent and DOJ 
Trial Attorneys conducted depositions of key current and past Sandia 
Car oration ersonnel. This includedjc6JC6J c6Jr'/JCCJ ) 6) ) 7) C) .... ____________ __. 

On 15-APR-2015 conducted a meeting with DOJ, Sandia, Sandia Outside 
Counsel and Department NNSA individuals. Sandia and their counsel presented 
a presentation on why they believe they did not violate Lobbying Restrictions, 
thus they did not violate the False Claims Act. Another meeting was scheduled 
for late May 2015. 

On 21-MAY-2015 conducted a meeting with DOJ Trial Attorneys, San~i~ ~~~dia 
Outside Counsel and De]artment NNSA individuals, to include NNSA!HJ cl7J CJ I 

lc6Jc6J c6Jc,JccJ DOJ presented the overnment's osition on the 
matter and ro osed to settle the case for a J ='J 

Sandia and 
....,.,'1'7'1'T'1"""'1.,.,,...1'7'1'7'1..,..,.l'T"T'PI-T"Tl'7TTT"7"T~'"''t""' .. , .. T!'"',,....,."--_,,.'l'Tffl__,'l"P'l"l"l"l"'l"l'1P"l"ll"l"''"'7'1:""'l'l'l"l"'ffl"71'7'11 al s and 

provide a response back to DOJ in the coming weeks. 

On 14-JUL-2015 conducted a meeting with DOJ Trial Attorneys, Sandia, Sandia 
Outside Counsel and Delartment NNSA individuals, to include NNSA r~6

) (b)(i)(C) 

lc6Jc6J c6JcncCJ Sandia and their outside counsel presented t e:r 
rebuttal to the overnment's osition on the matter and offered a J 'J 

DOJ informed Sandia and their outside counsel that the 
........,g"""o"""'v"""e .... rn"""m..,,...,.e"'"n"""'w ....... o..,.u..,,,...review the rebuttal material and offer and would provide a 

response back within the next week. 
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On 20-JUL-2015 DOJ proposed arJccJ 

29 21-.JUL-2015 Sandia's Outside Crnmsel offered a l(bn 
1
7

c-J ...........,.,....... ........ __ lfor payments 
already made by Sandia for tW,J,JHeatber iilson consulting agreement. This 
equates to a total payment 01 .... _____ _ 
On 21-JUL-2015 DOJ proposed a single damage amount of $1,916,017 million 
with a multiplier of 2.5 for a total payment of $4,790,042 million. 

On 22-JUL-2015 Sandia's outside counsel indicated that Sandia would be willing 
to settle for the amount proposed by DOJ on 21-JUL-2015. 

On 20-AUG-2015, a settlement agreement was signed with Sandia Corporation. 
Sandia Corporation will pay $4,790,042 to settle allegations of False Claims Act 
violations. 

On 25-AUG-2015, case agent was informed that Sandia Corporation made their 
payment of $4,790,042 on 25-AUG-2015 to the Department of Justice. 

On 23-SEP-2015, case agent was informed that the Department of the Air Force 
issued a Show Cause Letter to Sandia Corporation regarding possible 
debarment from government contracting. Additionally, a Request for Information 
Letter was issued by the Department of the Air Force to Lockheed Martin 
Corporation requesting information regarding their role in the lobbying activities. 
The Department of the Air Force has given each entity until November 2, 2015, 
to provide a response before action is taken. 

On 14-OCT-2015, case agent was informed that the Department of Justice 
transferred funds to the Department for the single damages amount of 
$1,916,017 on 05-OCT-2015. 

NOTE: Documents #055 and #056, PST File(s) and Legacy documents from 
TCS files, respectively, were uploaded to the case file by TCS in February 2016. 
Although these documents do not directly relate to case 14-0066-1, the 
documents were in support of Inspection S13IS011. Since 14-0066-1 was 
created from the information found in Inspection S13IS011, it was decided that 
documents #055 and #056 would be placed into the case file for archival 
purposes. 
Finding Summary: Sandia Corporation agreed to pay $4,790,042 to 
settle False Claims Act violations. The Department/NNSA will receive 
$1,916,017 of this for single damage recovery. The remainder will be received by 
the U.S. Treasury. 
Allegation: Prohibited Lobbying Activity 
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Location: Sandia National Laboratory 
Summary: Since 2009, Sandia Corporation {Sandia) utilized 
federal funds to form a strategy team, hire consultants and held meetings with 
federal and Congressional officials with the intent to influence an extension or 
secure a new non-competitive managing and operating contract for Sandia 
National Laboratories. 

On 25-APR-14, after Senior Office of Inspector General management 
coordinated a draft Special Inquiry Inspection report {S13IS011), it was decided 
that the facts should be coordinated with the DOE OIG Office of Investigations. 

On the sam~ ~a~~ received a copy of Draft Inspection l(bJ(6J (bJ(1J(CJ ~ • • 

Report fromf
6
J lt,fCJ estern Inspections Division, for review 

and coordinated with Main DOJ to arrange a briefing. Office of Ins ections 
Senior staff (S. Bruce) authorized the release of the report to J 6J J 7J cJ 

Attorney Civil Litigation Main DOJ for review and discussion.-------

J 6J J 7J CJ 
On 09-MAY-14 ____ ...,....,.......,......,.. ____ __.from the Office of 
Inspections particif ated with J 6J J 7J CJ · briefing of@;6J (bJ(iJ 

jC6JC6J CbJCrJCCJ Based upon t e acts, ,__ ___________ __,agreed to open 
a case in his office and requested all of the Office of Inspections supporting 
documentation. 

l(bJ(6J (bJ(7J(CJ I 
On 21-MAY-2014, lnspector .... ___ ___,provided all the documents that support 
the report regarding lobbying activities at Sandia National Laboratories. 

On 22-MAY-2014, Case Agent sent the documents to .... r_Jc
6
_J(-bJ-(iJ-(C_J ____ _..I tor 

his review. 

~0~~CJ 1M0CbVN b On 27-JUN-2014, DOJ and._ _____ ___._ ontacted 
Sandia Corporation's J 6J J 7J CJ nd informed her of their 
involvement on the matter regarding lobby activities and Sandia National 
Laboratories. 

l(bJ(6J (bJ(7J(CJ I 
~~~~..J...1111~...1..1...1-<.l.lo<.ll~L.Uo<.l,~:,,i,,w,,,.~...u..&,~L.l..ld."'--'-leld with Case Agent, ._ __ __, 
l'(l;mm'.7J'tc'r-----1-=-:--=-~-:---~ nd DOJ Trial Attorneys 

The ffice of Inspections was releasing a coordination ,..._ ________ __. 

draft of their report to NNSA and wanted to ensure DOJ was fine with the 
release. It was determined that the Office of Inspections could proceed with their 
normal course of business regarding the release of the report. 

On 17-JUL-2014, the Office of Inspections released their coordination draft report 
to the National Nuclear Security Administration (NNSA). 

On 11-AUG-2014. NNSA provided a "no comment at this time" regarding the 
coordination draft report. 
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On 05-SEP-2014, the Office of Inspections released their Official Draft Report to 
NNSA. NNSA has 15 business days to provide comments. 

On 14-OCT-2014, NNSA provided comments on to the report. N N SA concurred 
with 
all the recommendations in the report. 

r)(6) (b)(,)(C) I 
On 21-OCT-2014, Case Agent and ASAC.__,..--.,.,.....__,.-met with Sandia Field 
Office (SFO) personnel to discuss OIG Investigations involvement and DOJ Civil 
Division involvement in matter. 

On 14-NOV-2014, the Office of Inspections released their Official Report 
regarding lobbying activities at Sandia National Laboratories. 

On 19-NOV-2014, Case Agent and DOJr)(
6
) (b)(,)(C) land ) 

6
) 

met with SFO personnel to discuss path forward on matter and coord._m_a_e_w_o_r_ ...... 
efforts. 

On 20-NOV-2014, Case Agent, DOJ J 
6
J J 

7
l CJ 

and SFO personnel met with Sandia--,.,:-o-rp_o_r-at-:-0-10-n-~'""'"'T'"------­ ouse 
Counsel to discuss on-going civil investigation. 

Over the time period 04-FEB-2015 through 06-FEB-2015, Case Agent and DOJ 
Trial Attorneys conducted depositions of kex current and past Sandia 
Car oration personnel. This included!CbJC6J CbJr1'JcCJ 
) 6) ) 7) CJ andr)(6) (b)(i)(C) I --------------
On 15-APR-2015 conducted a meeting with DOJ, Sandia, Sandia Outside 
Counsel and Department NNSA individuals. Sandia and their counsel presented 
a presentation on why they believe they did not violate Lobbying Restrictions, 
thus they did not violate the False Claims Act. Another meeting was scheduled 
for late May 2015. 

On 21-MAY-2015 conducted a meeting with DOJ Trial Attorneys, Sa~~~~ 
Outside Counsel and De artment NNSA individuals, to include NNS 

(bJ(6J (bJ(7J(cJ DOJ presented t _ ' · · .......,,....--_ ___, 

ma er an propose o settle the case for J oJ 
J 0J Sandia and 

their outside counsel will discuss the offer with appropriate individuals and 
provide a response back to DOJ in the coming weeks. 

On 14-JUL-2015 conducted a meeting with DOJ Trial Attorneys, Sandia. Sandia 
~ut~idrc Counsel and De,artment NNSA individuals, to include NNSA!CbK6J CbJC,JCCJ 

le J 
6
J nw cJ J Sandia and their outside counsel presRnted their 

rebuttal to the government's position on the matter and offered al.__Jeo_J _____ ...... 
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On 20-JUL-2015 DOJ proposed alc6JCcJ 
r)(o) 

On 21-JUL-2015 Sandia's Outside Counsel offered ) '.') 

J :<J ,__ _____________________ ____.or paymen s 
already made by Sandia for the Heather Wilson consulting agreement. This 
equates to a total payment ofr)(o) I 
On 21-JUL-2015 DOJ proposed a single damage amount of $1,916,017 million 
with a multiplier of 2.5 for a total payment of $4,790,042 million. 

On 22-JUL-2015 Sandia's outside counsel indicated that Sandia would be willing 
to settle for the amount proposed by DOJ on 21-JUL-2015. 

On 20-AUG-2015, a settlement agreement was signed with Sandia Corporation. 
Sandia Corporation will pay $4,790,042 to settle allegations of False Claims Act 
violations. 

On 25-AUG-2015, case agent was informed that Sandia Corporation made their 
payment of $4,790,042 on 25-AUG-2015 to the Department of Justice. 

On 23-SEP-2015, case agent was informed that the Department of the Air Force 
issued a Show Cause Letter to Sandia Corporation regarding possible 
debarment from government contracting. Additionally, a Request for Information 
Letter was issued by the Department of the Air Force to Lockheed Martin 
Corporation requesting information regarding their role in the lobbying activities. 
The Department of the Air Force has given each entity until November 2, 2015, 
to provide a response before action is taken. 

On 14-OCT-2015, case agent was informed that the Department of Justice 
transferred funds to the Department for the single damages amount of 
$1,916,017 on 05-OCT-2015. 

NOTE: Documents #055 and #056, PST File(s} and Legacy documents from 
TCS files, respectively, were uploaded to the case file by TCS in February 2016. 
Although these documents do not directly relate to case 14-0066-1, the 
documents were in support of Inspection S13IS011. Since 14-0066-1 was 
created from the information found in Inspection S13IS011 , it was decided by 
TCS that documents #055 and #056 would be placed into the case file for 
archival purposes. 
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Finding Summary: Sandia Corporation agreed to pay $4,790,042 to 
settle False Claims Act violations. The Department/NNSA will receive 
$1,916,017 of this for single damage recovery. The remainder will be received by 
the U.S. Treasury. 

Additional ,\lle~ations 

Process Datt'.s 

23JAN2015 Legal Actions: Civil Demand Letter 

23JAN2015Legal Actions: Civil Demand Letter 

23JAN2015Legal Actions: Civil Demand Letter 

23JAN2015Legal Actions: Civil Demand Letter 

23JAN2015Legal Actions: Civil Demand Letter 

23JAN2015Legal Actions: Civil Demand Letter 

23JAN2015Legal Actions: Civil Demand Letter 

28JAN2015Legal Actions: Civil Demand Letter 

29JAN2015Legal Actions: Civil Demand Letter 

29JAN2015Legal Actions: Civil Demand Letter 

30OCT2015Admin Actions: Improve Policy/Program - Local 

30OCT2015Admin Actions: Notable Positive Change 

30OCT2015Admin Actions: Major Positive Change 

30OCT2015Admin Actions: Major Positive Change 

30OCT2015Admin Actions: Improve Policy/Program - Local 

30OCT2015Admin Actions: Notable Positive Change 

30OCT2015Admin Actions: Improve Policy/Program - Local 

ii ii2 2 5331!121! I 12 I I !di 2i ii I 6. ii 12 6.3 I li JS 61 iii! JS I BE ilEEEHSEB. GI I I 61 I ii 12.t 

8 



T I 11 s L 6i5 I li :S 61 l!dldG I st I IEELASEB$611 I GA I I Ith 
?ISP 1111 , • , ii 1111551 11 IE bl! I !EGG Ai I l{bJAL OP I hf id 

30OCT2015Admin Actions: Major Positive Change 

30OCT2015Admin Actions: Reduction in Grade/Demoted 

Financial 

Financial Action: 
Date: 
Amount: 

[if documentsl=null] 

Recovered Funds (Civil} 
20AUG2015 
$4790042.0 
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Document Number 9 
Summar~ 06FFH20l 7 

14-0077-1 GOLDBEL T EAGLE; URS; Alleged False Claims 
on NETL Maintenance Contract 

Compliant Summary: On June 1 0, 2014, an individual who wishes to keep 
his identity confidential advised the OIG that Pittsburgh National Energy 
Technology Laboratory (NETL) site maintenance personnel were not conducting 
preventative maintenance on the gas leak sensors and allowing the sensors to 
fail before replacing them. To obscure this fact maintenance personnel disabled 
the gas sensor alarm system from sending notifications to NETL's security 
control center. 

Current Status: 
Date Received: 
Date Initiated: 

ators: 

Type: Criminal 
Subject Type: DOE Contractor/Grantee Company 
Special Flags: 
Category: Contract and Grant Fraud 

False Claims False Statements 
Received by: In Person 
Complaint Source: DOE Contractor/Subcontractor 
Complainant Location: National Energy Technology Lab 
Allegation Location: National Energy Technology Lab 
Priority: Level 3 (Routine} 
Retaliation: No 
Offense Location: Pennsylvania 
FOIA Interest: No 
INV Assigned Office: Pittsburgh 
HQ Program Office: HQ, Ofc Of Fossil Energy 
Recovery Act: No 

Initial .\lkgation 

Allegation: IEB 
Location: National Energy Technology Lab 
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BIGOZ!tiii JJ ii&, ii ii 1166 I ii IE Eli! I 1266 I !I I 116 ii IE C I I IE 616 

I 



3 BOSS L 3 C L 3 L 3 CI t 3 3 3 BE 222 3d, 6 t 3 I 2i ! 
b:SJbJIIIJAILS,iiiii!GG! !!!&Elli.: II FP?iii. REIIISG:S 

Summary: Predication: 

On June 10, 2014, an individual who wishes to keep his identity confidential 
advised the OIG that Pittsburgh National Energy Technology Laboratory (NETL} 
site maintenance personnel were not conducting preventative maintenance on 
the gas leak sensors and allowing the sensors to fail before replacing them. To 
obscure this fact maintenance personnel disabled the gas sensor alarm system 
from sending notifications to NETL's security control center. 

Background: 

The Hazardous Gas Monitoring system is overseen by NETL's Environmental 
Safety, Security and Health (ESS&H) division. However the maintenance of the 
system is conducted by the site support contractor Goldbelt Eagle (Goldbelt) and 
its prime subcontractor URS Corporation (URS). 

Approximately four to six weeks prior to the date of this complaint, a gas sensor 
alarm at NETL's Research and Development (R & D) plateau triggered a 
notification to NETL Security. Maintenance personnel advised the security 
officers to disregard the alarm as a nuisance alarm and did not respond. The 
alarm continued to trigger numerous times over the same weekend, and 
maintenance continued to not respond. It was later revealed that at some point 
(no further information) maintenance disabled the gas sensor malfunction alarms 
from triggering at NETL's security control center and instead re-routed the 
notifications to an office that was not manned 24 hours a day. 

Finding Summary: Review of maintenance calibration records, emails 
and interview of GbE and URS employees revealed that GbE!CblC6J CbJC7JccJ I 

lc6Jc6J CbJC;JCCJ ~as not properly fulfilling his responsibilities to 
maintain the gas sensor system. 

In August 2012 ESS&H and Site Operation personnel determined that all 
replacement sensors for the gas alarm systems would be purchased through the 
Office of Research and Development (ORD}. GbE would submit a request for 
the replacement sensors prior to their end of their life cycle so as to allow for 
ORD to purchase the sensors and have them shipped to the site for installation. 
GbE was following these guidelines at both the Morgantown and Albany sites. 
However, the Pittsburgh site failed to follow these guidelines. 

From January 2012 until August 2012 the gas sensors were being properly 
maintained at the Pittsburgh site. There were only five out of 205 sensors that 
expired during this timeframe and all were replaced within three months. 
However, starting in September 2012 a significant change in maintenance of the 
gas sensors at Pittsburgh developed. It is not clear from the documentation what 
caused the change, but from September 2012 to the end of the reporting period it 
was apparent that sensors were allowed to expire and were not replaced in most 
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cases until a year or more later, if at all. The situation became progressively 
worse as more sensors expired each month with little to no replacements. By 
June 2014 when the gas alarm incident occurred there were 90 sensors that 
were beyond their expiration/replacement dates and as of August 2014 there 
were 102 sensors expired and awaiting replacement. 

. . r)(6) (b)( i)(C) i . . 
Interviews w:th GbE and URS managers revealed that .... ___ ..... was cahbrat:ng 
the sensors, but was not ordering replacement sensors for those reaching the 
end of their lifespan. This was allowed to perpetuate due to multiple turnovers in 
maintenance supervisors in Pittsburgh. When GbE management became aware 
of the situation they took corrective actions by appointing an administrator over 
the system, assessing the situation by checking every sensor and ordering all the 
necessary replacement sensors. 

~~~;--1-........ -.---.-..-.--.---.-.-.--.....Jal~~~w.loJ.,that, it all boiled down to 
not doin his 'ob. He believed b m mplacent under 

when ) 6) ) 7) C) as r)(6) (b)(7)(C) 

for not doing his job GbE hiredCbJC6JCbJC7JCcJ was workin hard at his 
job, but was not focusing on this area. Bottom line, it was J 6J J 7J cJ 
responsibility to stay on top of the situation and make re uests for replacement 
sensors. This was the direction that was given to J 6J J 7l cJ long before r)(6) (b)(i)(C) ras hired by GbE. 

l(b)(6) (b)(i)(C) l.. l(b)(6) (b)(i)(C) I t d . h' , b d t I d h Id 
. iwas aware .... ___ .... vv;~~ 'iW- _ rnng :s JO a equa e y an s ou 
have been terminated. HoweverJl*6JJoccJ }was counseled and allowed to 
remain in his position because he is a union employee and is entitled to 
grievance procedures. Termination of an employee causes immediate 
arbitration which costs GbE upwards of $6,000 immediately. r)(6

) (b)(i)(C) lis 
comfortable thatjc6JC6J (bJ(,JCCJ ~an calibrate the sensor~ ·ust not comfortable that 
he can manage the program. Therefore, now, CbJC6J CbJC,JCCJ function on the 
hazgas system is calibration of the sensors. He reports to Cbic~lccJ n the calibration 
results and tojc6JC6J (bJC7JCCJ ~or a o er NETL 
maintenance work. 

On 11 Mar 1 5 ,rJc
6
J (bJ(,J(cJ lad vised that effective February 1 , 2015 USSE2 became 

the new contractor that replaced GbE on the site support contract for NETL. 
URS is still the prime subcontractor on the site support contract but they were 
recently bought by AECOM and will be subsumed by AECOM in the next six 
months. 

On 5 May 15, ESS&Hl(bJ(6J (bJ(,JCCJ !reported the management of the 
gas monitoring program has changed, making a narrow but clearer pat,.,,.h.,.,.o,,..,f ................. 
responsibility and authority, directed primarily by the ESS&H Division. r)(6)(b)(i)(C) I 
advised this will assure that problems, such as a repeated failure of a 
component, is acknowledged and corrected instead of allowed to linger with any 
consequent abridgements of protocol. Furthermore, the R&D folks are in the 
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process of reviewing the current configurations of sensors and alarms in their 
labs with goal of eliminating those that are no longer relevant/applicable and 
ensuring ones needed are installed. 

Based on the information provided by ESS&H, the change in the site support 
contract and the absence of ~¥i$nme of crjmina!itt on the part of Goldbelt Eagle 
or URS, reporting agent andl J 

6
J J(,J CJ determined no further action 

was warranted on this investigation. All positive changes were based on NETL's 
concurrent inquiry, not as a result of this investigation; therefore this investigation 
will be closed without further actions. 

Additional Allegations 

Proccs.-; Date.-; 

Fina nt ia I 

[if documents!=null] 
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Summar~· 
I Document Number 1 O 

061-'FH]O I 7 ~--------~ 

14-0085-I ..... r)_(
6
)_(b)-(i)-(C) ____ _____.I Adult Porn; NETL Pittsburgh 

Compliant Summary: The Department of Energy (DOE) Office of Inspector 

General (OIG) Technology Crimes Section (TCS) was informed that a user was 
visiting and viewing adult porngraphy websites and pictures. 

On June 2, 2014, Special Agent (SA) ~c
6
J CbJC

7
J requested an image of!CbJC6J cGJciJccJ 

r)(6) (b)(i)(C) I computer from ) 6) ) 7) C) NETL IT. 

(6)(6) 

On June 12, 2014, SA CbJC7J received a hard drive containing the image of 

l(b)(6) (b)(i)(C) L (C) 
rvomputer. ,...._ __ ____. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 
Type: 
Subject Type: 
Special Flags: 
Category: 

Closed 
30MAY2014 
08JUL2014 

r)(6) (b)(i)(C) 

Administrative 
DOE Employee (GS-14 equivalent or below) 

Computer Crimes 
Inappropriate Use - Admin. Investigation Only [None] 

Received by: Telephone 
Complaint Source: DOE Employee 
Complainant Location: National Energy Technology Lab 
Allegation Location: National Energy Technology Lab 
Priority: Level 3 (Routine) 
Retaliation: No 
Offense Location: Pennsylvania 
FOIA Interest: No 
INV Assigned Office: Technology Crimes Section 
HQ Program Office: HQ, Ofc Of Fossil Energy 
Recovery Act: No 

Initial Allegation 

Allegation: 
Location: 
Summary: 

I.E.B. 
National Energy Technology Lab 
EXECUTIVE SUMMARY: 
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SA conducted a forensic re-examination of the data at the ,....__--,r-----------, 
request of (DOE-OIG-TCS). (b)(6) (b)(7J(CJ 

Numerous adult pornography images were found on the system, but the majority 
of these images were found in unallocated space and are therefore not 
attributable to a specific Microsoft Windows user account. Three pornographic 
im _ w re found within allocated space in files associated with a user of the 
J 6J J ,J cJ user account. These images depict females masturbating, and the 
creat:on of these images appears to coincide with a visit to the social media 
image sharing website Tumblr through a search executed on _ 
http://www.google.com for "Female masturbation" by a user of the r)(6

) (b)(i)(C) luser 
account. There were numerous other search engine and I or~h queries 
of a sexual or pornographic nature executed by a user of the J 

6
J J ,i CJ user 

account. 

_l(b)(6) (b)(i)(C) I, 
On February 29, 2016, SAj..___ _____ ___.1DOE-OIQ-TCS finalized a 
forensic examination re ort which was emailed to J 6J J ,J cJ 
per instructions by.__J 6_J _J_7_J c_J __________ ......,,.............,.,,...,... ____ _ 

Jb~ fi~djnas of thj~ report were discussed in detail with J 
6
J J 

7
l cJ horn advised 

r) 6) ) ,) CJ Jis scheduled to serve a 3 day suspension without pay 
beginning pay period 7 on March 6, 2016. This 3 day suspension was proposed 
based on previous findings byjlhJC6J MciJ(cJ lot NETL IT. 

This case is closed. 

PREDICATION: 

The Department of Energy (DOE} Office of Inspector General (OIG) Technology 
Crimes Section (TCS) was informed that a user was visiting and viewing adult 
porngraphy websites and pictures. 

ALLEGATIONS: 

I~}6J CbJCJ lis viewing adult pornography on a DOE issued computer. 

JCbJ(6) (b)(i)(CJ I 
On June 12, 2014, Special Agent (SA~._ __ __,United States Department of 
Energy (DOE) Office of Inspector General (OIG} Technolo Crimes Section 
(TCS) received a hard drive containing the ima e of J 6J PJ cJ 
computer. The drive was one provided t J 6J J 7l cJ National Energy 
Technology Laboratory, 626 Cochrans Mi ox 10940, Pittsburg, PA 
15236-0940. 

On June 17, 2'+,,i.,:~~~--11.1.1.i:=u.i....J,,Ll,(E eOPF access re uest for 
investigators t NETL (412) 386 dc~J J The request 
was for access o F. 

(b)(6) (bJ(7J(C) 
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On August 12, 2014, SAl~}
6
J CbJCiJ lused Internet Evide inder (IEF) to extract 

all parsed query searches conducted by J 
6
J J 

7
l cJ _ Cbic~i Isa began reviewing 

the image of the computer for any activity o cdJ 
6
J J iJ oo :ng at adult 

pornography. 

l(b)(6) (b)(i)(C) I 
On December 9, 2014, ____ ___. began working on the forensic report for r)(6) (b)(i)(C) I hard drive. 

l(b)(6) (b)(i)(C) l 
On November 6, 2015, SA .... ______ DOE-OIG-TCS) was re-assigned 

~...,,,...;,.,..a,,....--,a.;;.i..;;;a=to=r ..... a=n..;..,d was requested to conduct a new full 
,~.,....,... ....... ~--__,J.DOE-OIG-TCS) as the revious 

forensic examination by J 
6
J J 

7
J cJ as never completed. SA dc~J J ill complete 

a forensic examination report and conduct the remaining inves :ga :ve actions 
necessary for this case. 

SYNOPSIS: 

The Department of Energy (DOE) Office of Inspector General (OIG) Technology 
Crimes Section (TCS) was informed that a user was visiting and viewing adult 
porngraphy websites and pictures. 

On June 7, 2014, the members of the National Energy Technology Laboratory 
(NETL Information Technology (IT) department imaged the computer assigned 
tO ) 6) ) 7) C) 

On December 15, 2014f)(6
) (b)(i)(C) !transferred the case to SA .... r_Jc6_)(_b)-(i)-(C-) ___ ...., 

On February 17, 2015 J 
6
J J 

7
J CJ is continuing the work on the forensic report to 

be presented to S J 
6
J J 

7
l CJ 

On November 6, 2015, sAj(bJ(
6
J (bJ(,JccJ l(ooE-OIG-TCS) was re-assigned 

this investigation as primar investi ator and was requested to conduct a new full 
forensic examination by J 

6
J J :J cJ (DOE-OIG-TCS) as the revious 

forensic examination by J 
6
J J ,J cJ was never completed. SA Ciic6 J ill complete 

a forensic examination report an conduct the remaining inves :ga :ve actions 
necessary for this case. 
Finding Summary: Numerous adult pornographic images and web 
search queries were found. Three pornographic ima es were found within 
allocated space in files associated with a user of the J 

6
J J 

7
l cJ user account. 

These images depict females masturbating, and the creation of these images 
appears to coincide with a visit to the social media image sharing website Tumblr 
through a search executed on http://www.google.com for "Female masturbation" 
by a user of the r)(6

) (b)(i)(C) I user account. 

Additional ,\!legations 
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Pron's . .., Datt.' . .., 

29FEB2016 Admin Actions: Admonished/Reprimanded (Verbal/Written} 

Fin:.rncial 

[if documents!=null] 
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U.S. Department of Energy 
Office of Inspector General 
Office of Investigations 

Document Number 11 

Investigative Report to Management 

14-0091-1 August 18, 2014 

· luding any attachments and information contained therein, is the property of the Office of I 
General (01 a USE ONLY. The original and any copies of the re ropriately 
controlled and maintained. Disclosur written approval is strictly 
prohibited and may subject the disclosing party to · · • s may include, but are not limited 
to, individuals referenced in c rs, and individuals outside t e Public 
disclosure is eedom oflnformation Act (Title 5, U.S.C., Section 552) and the Privacy 

• ., ecbon 552a). 



U.S. Department of Energy 
Office of Inspector General 

Office of Investigations 

August l 8, 2014 

MEMORANDUM FOR THE DIRECTOR, OFFICE OF THE CHIEF FINANCIAL OFFICER 

FROM: 

SUBJECT: 

Office of Investigations 
National Capital Field Office 

Violation of DOE EITS Program Cybcr Security Plan. General 
Users/End Users Rules of Behavior (OIG File No. 14-0091-1) 

This report serves to inform you of the results of an investigation by the U.S. Department of 
Energy's (Department) Office of Inspector General (OIG) regarding allegations of violating the 
Department's Energy lT Services (EITS Pro rram C ber Security Plan (PCSP) General 
Users/End l!sers Rules of Behavior b ) 6) ) 

7
) c) a Department cm~!oycc working 

as an (b)(6J (bJ(;J(CJ Specifically, it was alleged thatjchJC6
) (bJ ;JCCJ I 

inappropriately used Government equipment and resources to view sexually explicit materials, a 
violation of PSCP Section 2. l.5.4. 

. . . d . h ) 6) ) 7) C) 
In summary, the mvcst1gat1on ctcnnmed t atL--------~~~~ ........ 
pornographic materials over the Department's computer network. 
2013 Annual Cyber Security Awareness Training on July 9, 2013 .,_a_nT"'!'T---.,:-:,:"'T-:t 

Cybcr Security Awareness training on July 28, 2014. 

Should you have any questions regarding this matter tor ... _Jc
6
_)_(b_Jc,_·)(-C) ___________ lat 

(202) ss6 dc2 ) 

OIG Case No. 14-0091-1 
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INVESTIGATIVE REPORT TO MA'.'IAGEMENT 

I. ALLEGATION 

On July l, 2014, the U.S. Department of Energy (Department) Office of Inspector General (0..,.1.,..,,G..,.....,=,-i 
....+l~~~....,,.;""'1"'"'n"'"'-'-lll int from Department's Joint Cybcrsccyrity Coordination Center (.IC3), tha d 6J 

anl(bJC6J (bJ(,JfcJ Jemployed by the Deparlment, vi ewe..,.._ _ __. -......,...--......,...-.,........ 
and transmitted sexually explicit material over the Department's computer network. 

II. POTENTIAL STATUTORY OR REGULATORY VIOLATIOl\"S 

The investigation focused on a potential violation of Title 18, United States Code (U.S.C.), ~ 
2252A: Certain Activities Relating to Material Constituting or Containing Child Pornography. 
Additionally. this investigation focused on any violations of the Department's EITS Program 
Cyber Security Plan, General Users/End Users Rules of Behavior agreement. 

Ill. BACKGROUl\"D 

On July 1, 2014, during a routine network scan, JC3 received alerts for potential sexually explicit 
website traffic. JC3 contacted the Department's OIG. The OIG's Technology Crimes Section 
(TCS) received JC3 's complaint and initiated an investigation into the allegation. TCS obtained 
all network logs and network packet capture (PCAP) data relating to the incident for forensic 
analysis and review. The JC3 incident claimed potential child pornography websites, 
inappropriate adult websites, and pornographic images may have been visited and viewed. 

IV. INVESTIGATIVE FINDINGS 

Summary 

The investigation determined that rJC
6
J CbJ(iJ(cJ ~isited and viewed sexually explicit and 

pornographic websites and images over the Department's computer network. 

Details 

........,,..,...,....,.,,,........,1, 2014, the user account r)(6
) (b)(i)(C) I with IP addresse(6

) (b)(7J(C) I assigned to l(b)(6) (b)(i)(C) 

visited and viewed sexually explicit and pornograpluc websites and images over the .....,,,. __ ..... 
Department's computer network. This IP address was detennincd to have been assigned to a 
Department employee, accessing Department internet resources through the Citrix remote access 
environment. 

OIG Case No. 14-0091-1 2 
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PCAP data of this user's internet traffic was forensically analyzed by the TCS. who eon finned 
the content was pornography and a violation of the DOE EITS Program Cyber Security Plan, 
General Users/End Users Rules of Behavior, Section 2.1.5.4. A sampling of the websites visited 
from the PCAP data and Blue Coat logs of this user included the following websites: 

http ://adv enturesofagayboy. b logspo1. com 
http://www. boys in panties. info 
http://showerlads.blogspot.com 
http://boysundiheaven.blogspot.com 
http://somecocksilove.1umblr.com 
http://undiesboyssoccer.blogspot.com 
http://sensualboysandfricnds.blogspot.com 
http:/ /badboys needspan king. b 1 ogspot. com 
http://uniformboy.blogspot.com 
http ://pies for1hebigcock fans .b logspo1. com 

Hundreds of sexually explicit images were recovered from this user's internet traffic. The 
images were forensically hashed and compared agains1 kno,vn child pornography hash databases 
maintained by the Federal Bureau of Investigation. None of the recovered images' hash values 
matched the hash values of any known child pornography images. 

Visitation of these websites, which hosted the child or adult pornography, potentially can deliver 
malicious software creating the potential for a serious breach of Departmental infrastructure. 

V. COORDINATION 

The investigation was coordinated with the Department's Joint Cybersecurity Coordination Center. 

VI. EXHIBITS 

The following exhibits arc attached: 

r 0 I 3 Annual Cyber Security Awareness training certi fie ate. 
2014 DOE Annual Cyber Security Awareness !raining certificate. 

VII. RECOMMENDATIONS 

Based on the findings of this report and o1her infonnation which may be available to you, 1he 
OIG recommends that your office detennine if: 

A. Adequate training is in place for use of the Department's computer network and 
equipment; and 

B. A review is warranted of the tclcwork policies and tclcwork training for contractor 

OIG Case No. 14-0091-1 3 
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employees; and 
C. The use of government equipment for personal use is not being abused; and 
D. Ensure all employees have a signed Program Cyber Security Plan, General Users/End 

Users Rules of Behavior Agreement; and 
E. Ensure all signed copies of the Program Cyber Security Plan, General U scrs/End 

Users Rules of Behavior Agreement are retained; and 
F. Update the DOE annual Cyber Security Awareness training to clearly state the 

viewing of sexually explicit materials using Government equipment and resources is 
prohibited and a violation of the General Users/End Users Rules of Behavior 
agreement. 

VIII. FOLLOW-UP REQUIREMEI\TS 

Please provide the OIG with a written response within 30 days concerning any action(s) taken or 
anticipated in response to this report. 

IX. PRIVACY ACT AND FREEDOM OF 11\FORMATION ACT ~OTICE 

·ncluding any attachments and information contained therein, is the proper 
OIG and is for SE ONLY. The original and any copies of th st be 
appropriately controlled an<. m isclosure to unau rsons without prior OIG 
written approval is strictly prohibited and ma 1sclosing party to liability. 
Unauthorized persons may include imited tom fcrenced in the report, 
contractors, and indi v · 1 e the Department. Public disclosure is the 

at10n Act (Title 5, U.S.C., Section 552) and the Privacy Act (Title , 

OIG Case No. 14-0091-1 4 
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Department of Energy 
Washington, DC 20585 

April 22, 2015 Document Number 12 

MEMORANDUM FO~(bJ(6J (bJ(;J(C) INA TIONAL CAPITOL FIELD 
OFFICEjcGJC6J (bJ(,')(CJ 

FROM: 

SUBJECT: Complaint Closure (OIG File No. 14-0097-1) 

This memorandum serves to advise you of the closure of OIG File Number 14-0097-1. A 
review of the item associated with this file yielded no investigative leads. The item was a 
privately owned hard drive obtained through consent from a private residence. An 
investigation and analysis o · _ d drive yielded no evidence that supported 

11 . h J 6J J ;J CJ h . h h d an a egatton t at contractor.,..,.......,.. ....... __,......,..,.........,..,.......--4·1t t e Idaho National La oratory (!NL) a 
child pornography and classified data. J 6J J 7J CJ ·onducted the reviewed the user created 
documents and did not find any with markings. Furthermore,~JC6J ;JC;JCCJ I extracted the 
documents and provided them to the Office of Intelligence to e-c assdy. During the process, 
the owner of the hard drive filed a Freedom of Information Act (FOIA) request through 
Congress to request the return of her hard drive since it was provided via consent. The hard 
drive was then provided to INL'slCbJ(6J (bJ(;J(CJ lto be returned to the owner. At this time, no 
further investigative steps are wm-ranted. 

Please contacf J(
6
J (bJ(,J(CJ ~n (202) 586 Cbic~i(CJ r atl~}

6
J CbJC;J ~hq.doe.gov should you have 

questions regarding this matter. 

OFFIGI t L IHJE @iitJF 
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Summar~· 061-'FH]O I 7 I Document Number 13 

14-0104-l r)c
6
)(b)(

7
JcCJ Explicit Computer Content; Lawrence 

Livermore National Laboratory 

Compliant Summary: On 8/20/14, Special Agent (SA) .... r_Jc6_) (-b)(-i)-(C-) ___ _. 

U.S. De artment of Energy (DOE), Office of Inspector General (OIG) was notified 
that J 

6
J J 

7
J cJ Cyber Security, Lawrence Livermore National Laboratory 

(LLNL), had located net flow data for LLNL employee !CbJC6J CbJciJccJ I that 

showed searches for keywords to include; loiita nude, teeny sex, young nude, 
young sex, and additional keywords that would return explicit content. In 
addition, the webiogs indicated J 6J J 7J cJ had viewed an image labeled; Dad­
and-daughter-sex-(8)-1 .j pg. J 

6
J J 

7
J CJ is a l(bJC6J (bJ(,JCCJ I in the 

HPC Hotline in the Livermore Computing group. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other lnvesti ators: 

Type: 
Subject Type: 
Special Flags: 
Category: 

Closed 
20AUG2014 
22AUG2014 

l(b)(6) (b)(i)(C) 

Criminal 
DOE Contractor/Grantee Company 

Computer Crimes 
Child Pornography [None] 

Received by: in Person 
Complaint Source: DOE Contractor/Subcontractor 
Complainant Location: Lawrence Livermore National Laboratory 
Allegation Location: Lawrence Livermore National Laboratory 
Priority: Level 3 (Routine) 
Retaliation: No 
Offense Location: California 
FOIA Interest: No 
INV Assigned Office: Technology Crimes Section 
HQ Program Office: HQ, National Nuclear Security Admin (NNSA) 
Recovery Act: No 

Initial .\ II t1gation 
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Allegation: Potential Violation - 18 USC 2252 
Location: Lawrence Livermore National Laboratory 
Summary: The LLNL Office of Investigative Services advised the 
DOE OIG SAjc6)(6

) (b)DJ(CJ lthatr)(6
) (bJ(;J(CJ lhas potentially viewed 

explicit content on h:s DOE/LLNL issue computer. he explicit content potentially 
includes sexually explicit images of children which would be a violation of 18 
USC 2256. 
Finding Summary: Investigation ongoing. 
Allegation: IEB 
Location: Lawrence Livermore National Laboratory 
Summary: Executive Summary: The DOE OIG conducted a 
forensic anal sis of remotely obtained forensic image of the DOE/LLNL desktop 
issued to ~(6J (6J(7J hat was used to conduct online searches for lolita nude, teeny 
sex, young nu e, and young sex. The forensic analysis of the.~1..1..!-l",~ obtained 
forensic ima e did not locate images of child x I i_ ion. SA (6J(6J (6J(7J and SA 
J 6J J 7J cJ FBI} conducted an interview of d 6J J iJ t LLNL. J 6J J 7J stated he 

did not search for images of children under 18 years old. J 6J J 7J gave written 
consent to search his LLNL issued iPad, iPhone, and DOE/LLNL stored at his 
residence. The forensic analysis of the above items and the DOE/LLNL is 
ongoing. 

l(b)(6) (bJ(;J(CJ I 
Predication: On 8/20/14, Special Agent (SA)._ ____ _. U.S. D _ t 
of Energy (DOE}, Office of Inspector General (OIG) was notified that ~(6J (bJOJ 
~(6J (6J(7J Cyber Security, Lawrence Livermore National Laboratory (LLNL), had 
located net flow data for LLNL employeel(bJ(6J (6J(7J(CJ Ith at showed searches 
for keywords to include; lolita nude, teeny sex, young nude, young sex, and 
additional ke words that would return explicit content. In addition, the weblogs 
indicated J 6J J 7J CJ had viewed an image labeled; Dad-and-daughter-sex-(8)-
1 .jpg. J 6J J 7J CJ is ajc6JC6J CbJC7JCCJ I in the HPC Hotline in the Livermore 
Computing group. 

FBI Notification: SA (dJ 
6
J J 

7
J faxed a FBI Notification Letter to the FBI San 

Francisco CA on 8/22/14 FBI SA (6J(6J (6J(7J(CJ ontacted SA (6J(6J (6J(7J o advise 
' ' , ......... .....-..---......- (CJ 

the FBI would work the investigation Joint y wit OE OIG. -----

Investigative Findings: 

Dad-and-daughter-sex-(8)-1.jpg , Nudist-Daughter-and-Father-On-The­
Beach .jpg, father-daughter-sex-pics.jpg, father-daughter-anal-sex.j pg, and 
dirty_uncle_gives_his_niece_sex_lessons.jpg. 

SAl~c6J CbJCiJ I requested and was provided a remotely obtained forensic image of 
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the system cdi 
6
J J 

7
J used to view online the above images. The preliminary 

forensic analysis of the remotely obtained forensic image did not locate images 
of child exploitation. 

conducted a voluntary non-custodial 

The forensic analysis of the all DOE/LLNL property is currently being completed 
by the DOE OIG and the FBI. 

LLNL Staff relations rovided SA cdi 
6
J J 

7
J a copy of the Notice of Intent to 

Dismiss issued to cdJ 6J J 7l nd date 12 23/14 with an effective date of 12/28/14. 

SAl~c6JCbJC,J land SAjtbJC6JCbJC,JccJ IFBI, are in the process of completing the 
forens:c analysis of the three LLNL/DOE com uters, 1 LLNL/DOE Apple iPhone, 
and 1 LLNL/DOE Apple iPad assigned to J 6J J 7J cJ 

) 6) ) 7) . 
On 3/10/16, SAccJ com leted a forens:c report for the three LLNL/DOE 
systems assigned t J 6J J 7l CJ he forensic analysis did not located images of 
child pornography. e orensic analysis report has been uploaded the TCS 
Support Request. 

) 6) ) 7) 

There are not additional investigative steps to pursue. CCJ has been 
terminated from LLNL for administrative violations and no appeals for 
consideration of the actions have been filed byl~?J CbJC7J I 
The investigation is requested to be closed at this time. 

Future Investigative Steps: 

Final disposition. 

lllil Ill 1111.lil JFl!ilH lfllll 111 i.l!S S::1!1!31 S&i.22&!:SEB, Bl.I 21111121. 
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Finding Summary: The investigation revealed cdJ 
6
J J 

7
J to be searching 

using keywords that could possibly located images of c I porno ra h . The 
forensic analysis did not located images of child pornography on J 

6
J J 

7
l cJ three 

LLNL/DOE issued computers. 

Additional .\!legations 

Pron•s.s Datt'.s 

08SEP2014 Admin Actions: Preservation Letter 

01 DEC2014Techniques Actions: Search - Consent 

01 DEC2014Techniques Actions: Search - Consent 

01 DEC2014Techniques Actions: Search - Consent 

01 DEC2014Admin Actions: Employee Suspended from Work 

Financial 

[if documents!=null] 
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MEMORANDUM 

FROM: 

TO: 

SUBJECT: 

Department of Energy 
Washington, DC 20585 

March 2, 2016 

SAr)(6) (b)(i)(C) 

l(b)(6) (b)(i)(C) 

Technology Crimes Section 

Document Number 14 

Closing Memorandum for OIG Investigation 14-0105-1 

This memorandum serves to recommend closure of an investigation conducted by the U.S. 
Department of Energy (DOE), Office of Inspector General (OIG), Office of Investigations, 
Technology Crimes Section (Region I). 

As background, the investigation ori0 inatedjc6JC6J CbJC,JCCJ !at DOE's Oak 
Ridge Operations Office, 865-576~ontacted the OIG to inform them of a contractor 
employee using a DOE wireless ne~~ view pornography, possibly child pornography. 

S cdJ 
6
J J 

7
J requested the lo files containing the websites accessed byl~}

6
J CbJC

7
J I The review 

oft e sites showed that d 6J J 7J ccessed several blog sites containing pornography using a 
personally owned tablet ev1ce connected to the Oak Ridge Office visitor Wi-Fi network. 
The computer assigned to 1~;6J CbJC

7
J I was imaged and examined for evidence of child 

pornography. The examination did not locate any child pornography. Several questionable 
images were located in the review of the browsing history, however they did not meet 
prosecutorial guidelines for child pornography. 

J 6) ) 7) ) 6) J ) 6) J 7) 
On October 23 2014, SA ccJ and SA C7JCCJ nterviewed (CJ at the Oak Ridge 
Office. ~?J CbJC7J admitted to v1ewmg pornograp y at work, as wel as using his tablet to view 
pornograp y rom the parking lots of several local area restaurants through the use of free 
WiFi. ~stated he had not tried ''to seek out child pomography".~gave consent 
to sea~ablet device for evidence of child pornography. Fol~e interview, 

cdJ 6J J 7J had all access to the Oak Ridge Office revoked and was escorted off the premises. 

l(b)(6) (b)( ·J(C) L JCb)(6) (b)(i)(C) I 
A forensic examination of ' 11ablet was conducted by Sf1._ ___ _. The examination 
was unable to locate an evidence of the possession of child pornography. The tablet has 

and all other evidence in the case has been disposed of. 

The DOE OIG case is requested to be closed, as there are no further investigative or 
administrative steps needed to be taken by the DOE OIG. 

GFFI@ltl±L U 32 6! t£ I 
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Summar~ 06FFH20l 7 I Document NUmber 151 

14-0109-1 Dioxide Materials Inc.; SBIR Fraud; Office of 
Science 

Compliant Summary: Proactive case originated from liaison efforts with the 
National Science Foundation (NSF) on Sep 3, 2014. 

NSF program staff relayed concerns that Dioxide Materials Inc. may have 
received duplicate federal funding. The company has received SBIR and STTR 
phase I awards from DOE, NSF, DOD, and DOC and phase II awards from DOE 
and NSF totaling over $3 million since 2010. 

Dioxide Materials Inc. received a DOE phase I STTR in 2010 and a phase II 
STTR in 2011 (DE-FG02-10ER86437) for a project titled Catalysts For 
Electrochemical Conversion of CO2. The company also received a 2014 
sequential SBI R award (DE-SC0004453) for a project titled Cells, Membranes 
and Separators for Carbon Dioxide Conversion to Formic Acid using a company 
name of Dioxide Materials OBA Dioxide Recycle. The total DOE funding 
received by the company totaled nearly $2 million. 

According to the Illinois Secretary of State database, Dioxide Materials, Inc. was 
incorporated in the state of Illinois on 06/11/09 and is currently an active 
company operating under the assumed name of Dioxide Recycle. The J 

6
J J 

7
J CJ 

of the company is listed as J 6J PJ CJ _________ ____, 

C d. . . h NSF SA l(b)(6) (b)(;J(C) b f 1Cb)(6) (b)(i)(C) 
oor :nat:ng w:t ..... _________ ..... ~ns .gov; 703-2921 

in a joint investigation. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 

Type: 
Subject Type: 
Special Flags: 
Category: 

Closed 
03SEP2014 
05SEP2014 

l(b)(6) (b)(,)(C) 

Criminal 
DOE Contractor/Grantee Company 

Contract and Grant Fraud 
Project Grants (Incl. SBIR; STTR) Wire Fraud 
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Received by: E-Mail 
Complaint Source: Other Federal Government Employee or Agency 
Complainant Location: [Other] 
Allegation Location: Headquarters-Germantown 
Priority: Level 3 (Routine} 
Retaliation: No 
Offense Location: Illinois 
FOIA Interest: No 
INV Assigned Office: Washington DC 
HQ Program Office: HQ, Ofc Of Science 
Recovery Act: No 

Initial .\llr~ation 

Allegation: 
Location: 
Summary: 

Executive Brief 
[Other] 
PREDICATION: 

National Science Foundation (NSF) program staff have concerns that Dioxide 
Materials Inc. may have received duplicate federal funding. The company has 
received SBIR and STTR phase I awards from DOE, NSF, DOD, and DOC and 
phase II awards from DOE and NSF totaling over $3 million since 2010. 

CASE ASSIGNMENT: 

04-SEP-2014 - Predicated in iPRISM. JCbJC6J CbJc,JccJ 
05-SEP-2014 - Case opened and assigned to SAj _______ ....., 
BACKGROUND: 

Dioxide Materials Inc. received a DOE phase I STTR in 2010 and a phase II 
STTR in 2011 (DE-FG02-1 OE R86437) for a project titled Catalysts For 
Electrochemical Conversion of CO2. The company also received a 2014 
sequential SBIR award (DE-SC0004453) for a project titled Cells, Membranes 
and Separators for Carbon Dioxide Conversion to Formic Acid using a company 
name of Dioxide Materials OBA Dioxide Recycle. The total DOE funding 
received by the company totaled nearly $2 million. 

According to the Illinois Secretary of State database, Dioxide Materials was 
incorporated in the state of Illinois on 06/11/09 and is currently an active.......,.,..,,.......,.... __ 
company operating under the assumed name of Dioxide Recycle. Therl(6) (b)(i)(CJ 
of the company is listed asrJ(6) (b)(i)(CJ I 
Coordinating with NSF SA r)(6) (b)(i)(C) ~nsf .gov; 703-292~~}6) (b)(i) I 
in a joint investigation. 
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INVESTIGATIVE ACTIVITY: 

On 03-SEP-2014, a Google Map search of the address of Dioxide Materials, 60 
Hazelwood Drive, Champaign, IL revealed the business was located in the 
University of Illinois research park. ,R,,,!~~equent search of the University of 
Illinois directorY. database revealed dc~J J listed as facult in the Department of 
C · Onl~Jt6J CbJC,J !personal we sI e http://ww _J 6J J om he stated that J 6J J 7J CJ • · • 
he CCJ rom the Chemical and Biomolecular Engineering Department at the 
University of Illinois in jlhJC6J CbJCiJccJ !reported over $28 million in grant 
support while at the University. 

) 6) J 7) r)(6) (b)(i) I 
On 17-SEP-2014, S ccJ received from cqthe phase I, II, and 
sequential phase II app :cations and a continuation progress report submitted to 
DOE by Dioxide Materials. 

J 6) ) 7) r)(6) (b)(7)(CJ 
1 

. 
On 06-AUG-2015, S (CJ ontacted SA .... _.....-____,NSF-OIG. After review of 
NSF and DOE grant app :cat:ons, progress reports, anct related journal articles, 
NSF program staff determined that the NSF and DOE grants received by Dioxide 
Materials are not duplicate awards. This case is being closed. 

INVESTIGATIVE RESULTS: 

PLANNED ACTION: 

Review of SBIR/STTR documentation and coordination with NSF OIG. 

DISPOSITION: 

Investigation did not substantiate the allegation of duplicate awards. This case is 
closed. 

Finding Summary: 

Additional ,\lle~ations 
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Prrn.:css Dates 

Financial 
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U.S. Department of Energy 
Office of Inspector General 
Office of Investigations 

DocumentNumber16 

Investigative Report to Managelllent 

14-0113-1 April 16, 2015 

any attachments and information contained therein, is the property of the Office of Ins 
General (OIG) an I SE ONLY. The original and any copies of the re o nately 
controlled and maintained. Disclosure · ersons with · n n approval is strictly 
prohibited and may subject the disclosing party to Ii • • may include, but are not limited 
to, individuals referenced in the ors, and individuals outside e er y. Public 
disclosure is reedom of Information Act (Title 5, U.S.C., Section 552) and the Pnva 



U.S. Department of Energy 
Office of Inspector General 

Office of Investigations 

April 16,2015 

MEMORANDUM FOR THE MANAGER, NATIONAL NUCLEAR SECURITY 
ADMINISTRATION PRODUCTION OFFICE 

FROM: 

SUBJECT: 

Region . Investigations roup 

False Statements Investigation 
(OIG Case No. 14-0113-1) 

This report serves to inform you of the results of an investigation by the U.S. Department of 
Energy, Office of Inspector General. This investigation involved allegations received from the 
National Nuclear Security Administration's Production Office (NPO), National Security 
Complex (Y-12), Oak Ridge, Tennessee regarding an unauthorized release of sensitive 
information to the news media. 

During our investigation, we were unable to conclusively determine who leaked the sensitive 
information. However, based on evidence collected during this investigation,jchlC6J CbJC7JCCJ 

jc6JC6J CbJC,JCCJ !Consolidated Nuclear Services, Y-12, Oak Ridge, Tennessee was 
considered a person of interest. In his interview with OIG Special Agents,!CblC6l CbJCiJCCJ !Provided 
false statements, contrary to evidentiary materials, regarding his involvement with the release of 
sensitive information. 

This report makes one recommendation for corrective action. If you have questions, please 
contact me at (865) 574r)(6) (b)(i)(C) I 

Attachments 

OIG Case No. 14-0013-1 
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INVESTIGATIVE REPORT TO MANAGEMENT 

I. ALLEGATION 

On September 9, 2014, the U.S. Department of Energy (Department), Office of Inspector 
General (OIG) received notilkation from the National Nuclear Security Administration's 
(NNSA) Production Office (NPO), National Security Complex (Y-12), Oak Ridge, Tennessee 
regarding an unauthorized release of sensitive information to the news media. 

II. POTENTIAL STATUTORY OR REGULATORY VIOLATIONS 

The investigation focused on possible violations of Section 148 of the Atomic Energy Act of 
1954, as amended. 

III. BACKGROUND 

Consolidated Nuclear Services (CNS) is NNSA's Management and Operating contractor at Y-12. 
!CbJC6J CbJ(;J(CJ !was a CNS employee who worked in Y- l 2's Global 
Security & Strategic Partnerships division. 

Due to the origin of evidence collected during this investigation, the OIG is not permitted to 
disclose it in this report. 

IV. INVESTIGATIVE FINDINGS 

During our investigation, we were unable to conclusively determine who lcakc _____ ... 
information. However, evidence collected during this investigation resulted i emg 
considered a person of interest. In his interview with OIG Special Agents, J 

6
J J 

7
J cJ provided 

false statements, contrary to evidentiary materials, regarding his involvement with the release of 
the sensitive information. 

ictJ(6J (bJ( i)(CJ I 
On January 8, 20 IS, OIG Special Agents interviewed ,__ __ __,regarding the unauthorized 
release of se · · · _ ation. Prior to beginning the interview, OIG S ecial A ents identified 
themselves t J 

6
J J ,J cJ y displaying their OIG issued credentials. J 6J J 7J CJ was also shown 

the OIG's "Ac now e gcmcnt of Penalties for False Statements to the DOE OIG" form, advising 
him that lying to Federal Agents could have criminal consequences. A copy of this one-page 
form is attached to tf!is re ort. jc6JC6J CbJC7JCCJ !was asked to read and sign the form to verify he 
understood it. J 

6
J J ;J CJ said he did not have a lawyer with him and, therefore, was not going 

to sign it. J 6J J 7J CJ as advised that he did not have to sign it, but his lack of signature did not 
release him from the law. 

OIG Case No. 14-0113-1 
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l(b)(6) (b)(i)(C) I 
During the course of the intervicw,,__ __ __,was shown various evidentiary materials 
that clearl demonstrated his involvement in the release of sensitive information. 
Although (bJ(6J CbJ(7J(CJ denied having any involvement with the evidence presented lo him, 
he made the following comments during the course of the interview: "It looks pretty 
damnino" and "It's hard to argue with that one." The interview concluded when 
(bJ(6J CbJC7JCCJ stated he wanted to consult with his attorney. 

Based on evidence collected during this investigationJCbJC
6
J (bJ(,J(cJ lmade false statements to OIG 

Special Agents in his interview by denying his involvement in the release of sensitive 
information. 

On January 8, 2015, after his interview with OIG s ecial Agents, CNS placed r)(6
) (b)(i)(C) bn 

administrative leave. On February 5, 2015, J 6J J 7J CJ submitted his letter of resignation to 
CNS, effective February 6, 2015. 

V. COORDINATION 

On March 19, 2015, this investigation was coordinated with the U.S. Attorney's Office, Eastern 
District of Tennessee, who declined prosecution in lieu of administrative action. The 
recommendation in this report was coordinated on March 5, 2015, with!._(b_Jc6_J_Cb_Jc_,Jc_CJ _____ __. 
r)(6) (b)(,)(C) INPO. 

VI. RECOMMENDATION 

Based on the findings of this report, and other information that may be available to you, the OIG 
recommends that the Manager, NPO: 

1. Determine if the information included in this report warrants notification to appropriate 
security clearance person net. 

(b)(6) (b)(7)(C) 
For your assistance, information is as follows: 

r)(6) (b)(i)(C) 

VII. FOLLOW-UP REQUIREMENTS 

Please provide the OIG with a written response within 30 days of the date of this report 
concerning any action(s) taken or anticipated in response to this report. 

OIG Case No. 14-0113-1 
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VIII. PRIVACY ACT AND FREEDOM OF INFORMATION ACT NOTICE 

·ncluding any attachments and information contained therein, is the proper 
Office oflnspe OIG) and is for 8 I t M HJ EH flS I. Th nd any 
copies of the report must be a controlled and mai 1scJosurc to unauthorized 
persons without prior OIG written approva 1. . • 1ted and may subject the disclosing 
party to liability. Unauthorized pers c ude, but a · · d to, individuals 
referenced in the report rs, and individuals outside the Departm · disclosure 
is dctcnnin rccdom of Information Act (Title 5, U.S.C., Section 552) and the 

e 5, U.S.C., Section 552a). 

OIG Case No. 14-0113-1 
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Summar~ 06FFH20l 7 
I Document Number 17 I 

15-0004-1 E. Olszewski; Explicit Computer Content; 
Lawrence Livermore National Laboratory 

Compliant Summary: On September 30, 20i 4 r)(6
) (b)(i)(C) !investigator 

(Inv.), Office of Investigative Services {OIS) at Lawrence Livermore National 
Laboratory (LLNL) notified Special Agent ( SA) r)(6

) (b)(i)(C) I Department of 
Energy {DOE), Office of Inspector General (OIG) of an allegation that LLNL 
contractor Edward Olszewski conducted internet searches usin sexual terms. 
Inv. J 

6
) J7J stated OIS had been notified on 9/16/14 by J 

6
) J7J CJ 

(b)(6) (b)(7)(CJ . ,...._ ______ ____. 

,...._ __ _, LLNL that they had discovered search terms for the LLNL ID user 
olszewski1 that were sexual in nature. The LLNL user ID olszewski1 
corres ands to Olszewski. Examples of the search terms located and provided 
by J 

6
J J 

7
J CJ include: "sex bengali girl", "sex tour costa rica", "shower girl selfie", 

and "sleeping girl sex". 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 

r)(6) (b)(7)(C) 

1 

Type: Administrative 
Subject Type: DOE Contractor/Grantee Company 
Special Flags: 
Category: Computer Crimes 

Inappropriate Use - Admin. Investigation Only [None] 
Received by: In Person 
Complaint Source: DOE Contractor/Subcontractor 
Complainant Location: Lawrence Livermore National Laboratory 
Allegation Location: Lawrence Livermore National Laboratory 
Priority: Level 3 (Routine) 
Retaliation: No 
Offense Location: California 
FOIA Interest: No 
INV Assigned Office: Technology Crimes Section 
HQ Program Office: HQ, National Nuclear Security Admin (NNSA) 
Recovery Act: No 
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lnili.il Allq!;.ition 

Allegation: Potential Violation - 18 USC 2252 
Location: Lawrence Livermore National Laboratory 
Summary: The LLNL Office of Investigative Services advised the 
DOE OIG SAl~JC6J CbJ~JCCJ hhat Edward Olszewski has potentially viewed 
explicit conten onIs OOE/LLNL issue computer. The explicit content potentially 
includes sexually explicit images of children which would be a violation of 18 
USC 2256. 
Finding Summary: 

Additional ,\ lle~ations 

Allegation: IEB 
Location: Lawrence Livermore National Laboratory 
Summary: Executive Summary: The LLNL Cyber Security 
identified network logs of Edward Olszewski searching for "sex _· irl", "sex 
tour costa rica", "shower girl selfie", and "sleeping girl sex". SA cdJ 

6
J J ;J received 

a forensic image oft _ eski's LLNL issued laptop used to conduct the 
ab _ hes. SA cd/1 J ;J identifies images of suspected · _ loitation. 
SA J 6J J n t . .....,....,.....,..--- k. 1 · d . M d t CA S J 6J J ;J . d ccJ e ermine szews 1 Ive in o es o, . ccJ rev1ewe 
the sus~ected images of child exploitation with Modesto Police Department 
(MPD}!c JC6J CbJcncCJ pbtained a Stanislaus Country 
Search Warrant for the Olszewski's residence and vehicle. Concurrent to 

6 
_ Police Department's execution of a search warrant, S c6 6J J 7l and SA 

cdJ J J ,J onducted non-custodial interview of Olszewski. Olszews I enied 
viewing images of child exploitation. SA~is assisting MPD in the 
processing of the electronic media seize~t to the search warrant. All 
forensic findings will be presented for prosecutorial consideration pending the 
completion of forensic analysis. 

Predication: On September 30, 2014r)(
6
)(b)(,)(C) !Investigator (Inv.), Office of 

Investigative Services (O1S Liv rmore National Laboratory (LLNL) 
notified Special Agent (SA) J 6J J 7J cJ Department of Energy (DOE), 
Office of Inspector General o an a egation that LLNL contractor Edward 
Olszewski conducted internet searche~ usin sexual terms. lnv~tated OIS 
had been notified on 9/16/14 by J 6J J n cJ ~at they had 
discovered search terms for the LLNL ID user olszewski 1 that were sexual in 
nature. The LLNL user ID olszewski1 corres onds to Mr. Olszewski. Examples of 
the search terms located and provided by J 6J J 7J cJ include: "sex bengali girl", 
"sex tour costa rica", "shower girl selfie", and "sleeping girl sex". 

FBI Notification: SAlf2c
6
J CbJcn ~axed a FBI Notification Letter to the FBI, San 

Francisco, CA, on 10/16/14. SA d 6J J 
7J was contacted by SAjchJC6J CbJC;JCCJ land 

advised the FBI would work the case 10In ly with the DOE OIG. 
Tiii?R?IIIIIFIITl??R?RF?T IFSIIIIII ill I i!IJISsti!EEL!ISEB.S!t!S!t!IIEII 

2 



3 BOSS L 3 C L 3 L 3 CI t 3 3 3 BE 222 3d, 6 t 3 I 2i ! 
712951111 I ITER 11'.IT! 121 IT Tl iE El'.725?? 1723 Si I 1 I 2 5 Ti iE 212 

Investigative Findings: 

The LLNL Cyber Security obtained a forensic image of Olszewski's DOE/LLNL 
issued laptop on 9/26/14. The forensic image was obtained over the network 
and was a logical image of the laptop's hard drive. The image was provided to 
SAcd/) P) for review. 

SA cd) 
6

) ) 
7

) conducted a forensic analysis of the I i _ The analysis 
loc'""',.,....,.,.,,...,-J...ral items of investigative interest. S cd) 6) ) ,) located an email sent 
from Olszewski's DOE/LLNL official email address to ) 6) ) 

7
) q yahoo.com 

had two images attached of females that are suspected to be under 18 years old. 
In additions, SA cd) 6) ) 

7
) located 18 additional suspected images of child 

exploitation. 

The review of LLNL ersonnel rec~~~,¥.la,l,6,J.=;w,.i...w.U,1,LU.w.1.1.,Olszweski to live in 
Modesto CA. SA ) 6) ) 

7
) met wit ~==~------..... Modesto Police 

Department. SA d 6) ) 
7

) provided ____ _.a report generated by the Encase 
Forensic Application t at documented the above listed email sent by Olszweski 
with images of suspected child exploitation and the 18 additional images of 
suspected child exploitation. 

, • ICb)(6) (b)(i) I , l(b)(6) (b)(i)(C) 
Pursuant to the evidence SAjcqprov1ded to._ ________ _. 
obtained a Stanislaus County Search warrant for the Olszweski's residence, 
vehicles, and his person. 

On 10/28/14, Modesto Police Department (MPD) executed a Stanislaus County 
search warrant in relation to the allegation of ossesion of child pornography. 
M PD!Cb)C6

) Cb)cncq !and ) 6J ) 7) q _ conducted a search of 
Olszeweski's vehicle and person at LLNL. J 6) ) ,Jc) eized multiple items from 
Olszewski to include his cell phone. 

Continuing on 10/28/14, sAl~}
6

) CbJcn land SAjc6JC
6

) CbJc,Jcq I conducted a voluntary 
(non-custodial) interview of Olszewski in Building 490 at LLNL. Olszewski was 
advised he was not being detained and that he was free to leave at anytime. 
Olszewski acknowledged he understood he was free to leave. Olszewski 
provided that he had searched pornography from his LLNL computer. Olszewski 
also provided that he had not searched the child pornography terms SA!CbJC6J CbJC7JCC) 
provided. S~1~t Cb)C,) ftated to Olszewski that these terms were searched by 
him. Olszews~: expla:ned he did not search the child pornography terms but that 
the terms might have interested him at one time. Olszweski stated he ha . ..,.d .......................... ---. 
stolen the email accountlc6)c6J Cb)C,)CC) @yahoo.com from a person namejc6Jt6J Cb)cncq 

dc2 ) in the National Guard. 

Continuing on 10/28/14, S cdi 
6
J J 

7
) asked Olszweski for consent to search his 

office and all electronic equ:pment ocated in the office. Olszewski gave SA 

Tl 112 2221 II 1Ftll 12 ?RGRF?Tlf 95 Tl iE 212 1 I IP 2 I I Ii 175 75 771 5 I 757 27511371 TR 
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CCJ J 
7
J verbal consent to search his LLNL office and all electronic equipment 

located in it. In addition, Olszewski signed a DOE OIG Consent to Search Form 
and a DOE OIG Consent to Search Electronic Equipment. Continuing on 
10/28/14, SA J 6J J 7J and ~A fgC6J CbJC7J conducted a search of Olszewski's LLLNL 
assinged office. SA ~c6J CbJCo a1a;n~ ......... rn::Cb:17iJc6;'7iJ Cb~Jrr-c7Ji71ocated a LLNUDOE camera, 
documents with the alias J 6J J 7J cJ :ste , and the LLNUDOE issued laptop. 

LLNL terminated Olszweski effective 12/5/14 for violation of LLNL computer use 
policies. 

D CbJC6J CbJC7J h d h . f h DOE OIG . . et. CCJ as requests t e ass:stance o t e :n process:ng 
electronic media seized from Olszweski's residence pursuant to the Stanislaus 
County Search Warrant. 

) 6) ) 7) 

SA ccJ is conducting t _ · ation of electronic media seized from 
Olszewski's residence. SA cdJ 

6
J JO has located suspected images and videos of 

--~_......,loitation on a laptop hard drive located at Olszewski's residence. SA 
fgC6J CbJC,J submitted the suspected images and video of child exploitation to the 
National Center for Missing and Exploited Children identification of potential 
victims. 

I dd. · SA CbJC6J CbJC7J I d . d 'd f 01 k. d . n a :t:on, CCJ ocate :mages an v: eo o szews I engage :n 
sexual acts wit a suspected child under 18 years old. 

(b)(6) (b)(7) l(b)(6) (b)(i)(C) I 
S CCJ and SA,_ ____ _,interviewed two Modesto High School 
J 6J J 7J cJ and two Modesto High School J 6J J 7J CJ o help identif~ the 
potent.a victim seen in the images and videos. SA J 6J J 7J and SAlc6! 6J c6Jc,JcCJ 
attempts to identify the victim were met with negative results. 

_l(b)(6) (b)( ;J I 
On 4/1 6/15, SptCcJreviewed the completed forensic anal sis _of Olszewski's 
LLNL assigned _ d his personal! owned la top with J 6J J ,J CJ (MPD). 
In addition, SA fgC

6
J CbJC,'J reviewed with J 6J J 7J cJ he images oca e o child 

exploitation of known child victims identified by the National Center for Missing 
and Exploited Children {NCMEC). 

On 4/16/15, Modesto Police Department (MPD) arrested Olszewski for 
po i n of child _ phy in violation of California penal code 311.11 PC. 
SA d 6J J 7l and Det ~c

6
J CbJC,J interviewed Olszewski at Modesto Police 

Department. J 6J J 7l CJ a vised Olszewski of his Miranda rights. After being 
advised of his Miranda rights, Olszewski answered biographical questions and 
then requested legal counsel. The interview was concluded. 

) 6) ) 7) CJ , , (b)(6) (b)(7) 
On 8/1 0/15, MPD not:f:ed SA ccJ hat a subpoena had been 
issued for SA ~c6J CbJC7J o testify at the Preliminary Hearing in Stainislaus County 
Superior Court on 9 8/15 in the case against Olszewski. The Preliminary 
Hearing was continued to 1 /6/16 and then once again to 3/9/16. 

!ii!SSSSSl!IZ::i lb! !!61 Lil I 6! iil&S:&it!!S S:11!1131 S&liEEZ:1222. FF FWIIIF 
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On March 9, 2016, Special Agent {SA}r)(
6

) (b)(i)(CJ 

(DOE), Office of Inspector General OIG Technolo 
received notification from J 6l J 7J cJ 

I Department of Energy 
Crimes Section TCS), 

rb)(6) (b )(' )(CJ ~standa. 0 rg._,)_t.,..h_a_t =Ed"""w-a-rd.,...O="""'"ls_z_w_e"""'sk,...,i"""h-a"""'d,...p"""I e-d-,--g-ui""""lt-y-to.....,...b-ei ng in 

possession of child pornography and violating California Penal Code 311.11 (A). 
Olszewski entered his plea of guilty at Stanislaus County Superior Court located 
at 80011 th Street, Modesto CA in Department 8. Olszewski entered his plea 
before Superior Court Judge RicardR ~~C8Qiya Qls7ewski's defense counsel 
was in attendance and identified as [J 

6
J bJ ,J cJ J 

l(b)(6) (b)(i)(CJ I 
,_ ___ ......,further advised that Judge Cordova made an order on the record _ 
statin that all child pornography on the case can be destroyed at this time. jc6JC

6
J c6Jc,JccJI 

/ ~ J lso provided for DOE OIG to handle the remaining evidence as DOE OIG 
would in normal course given a guilty plea by a subject. 

The date of sentencing hearing will be provided at a later date. 

Remaining Investigative Steps 

Final disposition of evidence to include destruction of child pornography materials 
and return of evidence items to the LLNL. 
Finding Summary: The allegation was substantiated and the subject, 
Edward Olszewski pied guilty to possession of child pornography in violation of 
California Penal Code 311.11. 

Process Datt'.s 

08OCT2014 Legal Statuses: Federal-Declined 

1 0OCT2014Admin Actions: Preservation Letter 

28OCT2014Techniques Actions: Search - Consent 

28OCT2014Techniques Actions: Search - Consent 

28OCT2014Techniques Actions: Search - Warrant 

28OCT2014Admin Actions: Employee Suspended from Work 

31OCT2014Techniques Actions: Other Agency Specialized 
Technique/Assistance 

31OCT2014Techniques Actions: Analysis - Forensic Lab 

ii i!6 BSSS:t!Z:: I 15 I I 16! 2i ii I GI ii IE GIG Ai JS CAIJI l6 I SL !lEELASEB. bl ti Gil ii ,Lit 
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05DEC2014Admin Actions: Employee Terminated/Removed 

16APR2015Legal Actions: Arrested 

09MAR2016Legal Actions: Guilty 

Fina nt ia I 

[if documents!=null] 
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Summar~ 06FFH20l 7 

15-0020-1 Allegation of Mismanagement; NETL Document Number 18 

Compliant Summary: On 07 November 2014, the Hotline received an email 
complaint fromlCbJC6J CbJcnccJ I alleging that NETL management harassed his 

company, colluded with one of his subcontractors to change experimental data, 
colluded with one of his subcontractors to obtain payment for work not 
performed, and obtained financial information from his company's accountant 
without permission. 

Current Status: 
Date Received: 
Date Initiated: 

Closed 
07NOV2014 
17NOV2014 

Primary Investigator: r)(6) (b)(i)(C) 

Other Investigators: 
Type: Criminal 
Subject Type: DOE Employee (GS-14 equivalent or below) 
Special Flags: 
Category: Contract and Grant Fraud 

Conspiracy to Submit False Claims False Statements 
Received by: E-Mail 
Complaint Source: DOE Contractor/Subcontractor 
Complainant Location: [Other] 
Allegation Location: National Energy Technology Lab 
Priority: Level 3 (Routine) 
Retaliation: No 
Offense Location: West Virginia 
FOIA Interest: No 
INV Assigned Office: Hotline 
HQ Program Office: HQ, Ofc Of Fossil Energy 
Recovery Act: No 

Initial Allt_l.!;ation 

Allegation: 
Location: 
Summary: 

IEB 
National Energy Technology Lab 
Predication: 

l(b)(6) (b)(1J(C) 
07 November 2014, the Hotline received an email complaint from 

Cbic~i lleging that NETL management harassed his company, colluded._w...,.it...,..h_o_n_e_o...,,f .... 
:s subcontractors to change experimental data, colluded with one of his 

ii ii2 2 3 331! 121! I Id I Ii S! 2i ii I 21 ii IE 213 I iii£ Si ii ii !S I 3£ lid&! id 22. S! I I 3! ti I i2i I 
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subcontractors to obtain payment for work not performed, and obtained financial 
information from his company's accountant without permission. 

- FBI Notification letter sent to the Pittsburgh Division 

Background: 

3H was awarded provisional financial assistant agreement number FE-0004274 
by the National Energy Technology Laboratory on 27-Sep-2010 to confirm the 
feasibility of 3H's proposed Self Absorbent CO2 Capture Process and to 
construct a Slip Stream Demonstration Facility at on of EON's Power Plant 
facilities in the US. The award was a cooperative agreement valued at 
$3,484,770 with DOE's share being $2,737,272 and 3H's share being $747,498. 
The period of performance was 1-Oct-2010 through 31-Mar-2012. 

During the provisional award negotiations, with 3H's Rermission, the NETL r)(6) (b)(i)(C) ~orked with 3 H'sr)(6) (b)(i)(C) Ito 

develop an acceptable incurred cost proposal. 

The initial provisional award was not immediately funded, partly due to continued 
negotiations with 3H. Amendment 001 of the award dated 16-Mar-2011 
incrementally funded the award by $1,297,859. The correspondence section of 
the award was extremely voluminous having numerous emails and written 
correspondence from NETL tol~?J c6JC7Jland fromllli;6J ctJciJ Ito the NETL. Many of the 
correspondences highlighted multiple difficulties with the project. The project did 
not proceed into budget period 2 at the request of the NETL. 

l(b)(6) (b)(,) 6 . . . . 
ccJ ubm1tted :nvoIces to the NETL and was pa:d for work performed by sub-
contractor Nexant. 3H failed to submit payments to Nexant. NETL intervened by 
sending a letter to 3H asking why Nexant was not paid. 

3H retained the law firm of Cohn & Mohr, Washington, DC to ascertain why 
NETL decided not to continue the project into budget period 2. 

Investigative Findings: 

r)(6
) (b)(i)(C) ltollowed proper Project Management protocols and recommended 

not cont:nuing 3H's award due to a litany of problems with the reject to include r)(6
) (b)(i)(C)linability to manage 3H's portion of the project. d 6) ) i) gave the NETL 

perm:ss:on to contact his outside accountant to clarify quest:ons related to 
invoices submitted by 3H. 

@;6) c6Jc,J ~efused to pay NEXANT which was an approved sub-tier contractor under 
the award. As a result!~;6J ctJc,J !returned approximately $200k to the NETL for 
monies that were intended for NEXANT. NEXANT and 3H are engaged in civil 
litigation to resolve the issue. 
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Investigative Activities: 

Investigative Results: 

The allegations were unsubstantiated and for the most part disproved. No further 
investigative activity is warranted. Case to be closed. 

Planned Investigative Activity: 

Finding Summary: 

Additional Allegations 

Process Datt'.s 

Fina1H:ial 

[if documents!=null] 
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Summar~ 06FFH20l 7 
I Document Number 19 I 

15-0034-1 Ahtna Facility Services; Procurement lrregularties, 
Bribery, and Waste of Funds; Fossil Energy 

Compliant Summary: On its ~?cvember 2014 the Hotline received an r) 6) (b) ,) C) I 
anonymous complaint alleging...._ _______ _, a former DOE Employee, 
improperly awarded a contract to Athna Facilit Services; Subsequently after 
resigning from the Department of Energy J 

6
J J 

7
l cJ as award a position with 

Ahtha Professional Services. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 

Type: 
Subject Type: 
Special Flags: 
Category: 

Closed 
25NOV2014 
11 DEC2014 

Criminal 
[Other] 

Contract and Grant Fraud 
Conspiracy to Defraud the Government Conflict of 
Interest 

Received by: Letter 
Complaint Source: Anonymous 
Complainant Location: Headquarters-Forrestal 
Allegation Location: Headquarters-Forrestal 
Priority: Level 3 (Routine) 
Retaliation: No 
Offense Location: District of Columbia 
FOIA Interest: No 
INV Assigned Office: Washington DC 
HQ Program Office: HQ, Ofc Of Fossil Energy 
Recovery Act: No 

Initial .\llt'.~ation 

Allegation: 
Location: 
Summary: 
PREDICATION: 

IEB 
[Other] 
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.,...1','~~.,....... ................................... ~the Hotline received an anonymous complaint alleging 
former DOE Employee, improperly awarded a contract 

o n rv:ces; subsequently, after resigning from the Department of 
Energy J 

6
J was awarded a osition with Ahtha Professional Services. 

Specifica y, 1 1s a eged that J 
6
J J n CJ with coordination with Athna Facility 

Services coordinated a paymen _ 1CbJC6J c6Jc,JccJ I to secure a contract 
in September 2010. In Jan 2011 J 

6
J J ,J cJ resigned from the Department of 

Energy and was given a job at another Ahtna company (Ahtna Professional 
Services. Inc.) as pay for the initial award. According to the complaint to date, 

jc6Jc
6
J CbJc,JcCJ !rarely contributes to Athna, but is receiving a full-time salary for the 

ongoing profitability of the NPR Contract. The com lainant st~,t~d t~ere was an 
orchestrated pay for contract between Ahtna J 

6
J J 

7
J cJ an~( J 

6
J c J n(cJ I 

The complaint stated that Ahtna Facilities Services has continuously turned in 
defective pricing to the government for task orders. The task order estimates to 
the government include massive contingencies and estimates for new labor staff, 
they not intention of hiring. The resulting performance for Ahtna has been gross 
profits in excess of 30% on the work without the government containing sufficient 
competitive quotes. 
According to the task order estimates for the government includes multiple full­
time technical staff 100% dedicated to the NPR task orders. However, while the 
government funds, Ahtna facility services for these employee times, the 
employees are routinely out of the office, working far less than 40 hours per 
week, and work on other government proposals. The staff routinely turns in 
fraudulent timesheets, which inaccurately reflect their time supporting the 
contract. 
The complainant stated the estimated task order rates include non-current and 
false indirect rates. Specifically, the Athna Faclitity staff also co-manages a new 
company, Ahtna Professional Services, Inc., without chagrining for their services. 
Therefore, the over-burden their current Ahtna Facility Services federal 
customers with the indirect rates of two companies. 

INVESTIGATIVE ACTIVITY: 

On 11-DEC-2014, this case was accepted for investigation by R 1 and assigned 
to SA (b JC6J (b JC7J 

(C) 

served 
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r)(6) (b)(,)(C) 

1 subsequently went o work for an Ahnta company ..... -.,....-....,....,,..,.......stated that due to 
the nature of the allegations, he believed this matter should be investigated by 
the OIG rather than by management. 

A CLEAR search revealed thatr)(6
) (b)(;J(C) 

handgun permit. 
!possesses a Virginia concealed 

On 07-JAN-2015, a case opening notification was sent to the FBI. 

On 19-FEB-2015, the OIG received a duplicate copy of this complaint from the 
DoDIG. 

SPR Field Office. ~~=~-----------------------1 ,...._ __ ____. 
tated that there was no improper influence in the award of the .__...,....,-----,-----,--'_ 

Ahtna contract. FE officials evaluated a number of qualified Alaska Native 
Corporations, in conjunction wi h h BA office in Anchorage, before deciding to 
award the contract to Ahtna. J 6J J 7J CJ also rovided the OIG with copies of a 
Market Research Report, submitted by J 6J J 7J cJ which stated that Ahtna was 
the only 8(a) ANG which met all 8 criteria esta :s ed by FE for the contract. 

On 07-APR-2015, S~~}
6
J (bJCnlrequested additional information fromjc6Jc6J (bJC7JccJ I 

regarding the Ahtna contract. On 17-APR-2015JCblC6J cGJc,JccJ I provided the additional 
information. Upon questioningJCblC6J (bJC;JCCJ !stated that there was no indication of 
mischarging or impropriety by Ahtna in the performance of this contract. 

RESULT: 

The investigation could not substantiate the allegations in the complaint, and as a 
result, this case will be closed. 

Finding Summary: 

Additional Allegations 

Proccs.-; Date.-; 

Financial 
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Summar~ 
I Document Number 20 

06FFH20l 7 

15-0041-1 
Pantex 

~ L__J Possession of Classified Documents; 

Compliant Summary: On 12-JAN-2015, the Department of Energy's 
(Department's) Office of Inspector General OIG Office of Investigations (01) 
received a telephone call from Special Agent J 

6
J J 

7
J CJ Federal Bureau of 

Investigations, Amarillo, Texas regarding alle ations brou ht forth durin the 
D rt t' b k d . t· t' f ) 6) ) 

7
) C) epa men s ac groun reinves 1ga :on o 

---------------------
Security LLC, Pantex. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 
Type: 

Closed 
12JAN2015 

15~~~2015 
r)(6)7i) 

Criminal 

Consolidated Nuclear 

Subject Type: DOE Contractor/Grantee Person 
Special Flags: 
Category: General and Other Crime 

Theft of Govt. Property, Money, Records [None] 

Received by: Telephone 
Complaint Source: Law Enforcement 
Complainant Location: Pantex Plant 
Allegation Location: Pantex Plant 
Priority: Level 3 (Routine) 
Retaliation: No 
Offense Location: Texas 
FOIA Interest: No 
INV Assigned Office: Albuquerque 
HQ Program Office: HQ, National Nuclear Security Admin (NNSA) 
Recovery Act: No 

Initial .\llt'.~ation 

Allegation: Possession of Classified Documents/TGP 
Location: Pantex Plant 
Summary: On 12-JAN-2015, the Department of Energy's 
(Department's) Office of Inspector General (OIG Office of Investigations (01) 
received a telephone call from Special Agent J 

6
J J 

7
J CJ ederal Bureau of 
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Security LLC, Pantex. 
) 6) l(b)(6) (b)(' )(CJ L 

On 13-JAN-2015, SA ccJ ontacted SA ____ Jo obtain info _ 
regarding the allegations receiv _ fice. According to SA J ,J CJ during 

~~...,kground reinvestigation of J 6J J ,J cJ the assigned investigator, J 6J J n CJ 
dc~J J came across derogatory :n orma :on. 

J 6l J 7J cJ brought for~b al~aaiio9s during the 
background re-investigation. These allegations include~ .... (b ... Jt

6
_J c_J_c

7
J .... icc_J _Jhaving a 

driving under the influence (DUI) charge, an assault and domestic violence 
c,bcme ~11d osse?sin Classified documents at hi~J:mrsopal resjdence, SA r)l6) (b)(

7J(CJ !and ) 6) ) i) CJ Pantex Field Office1' .... ?_x6_H_bJ_G'J_rc_J --------
were able to corroborate the DUI charges and the assault and domestic violence 
charge. 

During 2013 was charged with a DUI as well as an assault and 
domestic vio"==-=-=--===e involving lcbJc6J (bJcncCJ !currently has, orotes;:tiop 
order again stemming from the assault charges in 2013r)(6) t 0(,)(C) 
also alleged was in possession of Department classified documents. 

According to S~(bJC6J (bJC7JcCJ !during the background reinvestigationfJc
6
J cbJc,JccJ I 

admitted to having someone else take a Urine Analysis for him as he is a heavy 
drinker. Furthermore, during the reinvestigation other issues surfaced to include: 
a former DU I !CbJC6J CbJC,JCCJ attained during a site visit to Lawrence Livermore 
National Laboratory at which time he over drank and fell asleep at a Stop Sign; 
J 6J J :J cJ and a fellow friend assaulted a prostitute after mone was stolen; a_n_d__,,,,.,...., 
J 6J J ,J CJ lost his Department credentials whic J 6J J 7l cJ at the time cdJ 6J 

dcci J covered for him. ....._ _ _, 

) 6) ) 7) CJ l(b)(6) (b)(,J I i 6) ) 7) CJ 
According to S h rtly after_cCJ _wed _ 
several boxes at J 6J J 7J CJ ouse of classified documents. ~c6J CbJC,J onfr~,w,1,-1,,, 
J 6J J 7J cJ that he should not be in ossession of the classified documents. ~li~icCJ 

~Jc~ CbJ responded by threatenin J 6J PJ and placed a loaded gun to her hea to 
"shut the fuck up." He then later relocated the boxes to the attic. l%11c

6J CbJC7J I last 
saw the boxes of classified documents within the attic during January/March 
2013 as she was cleaning the household and basement. At this time she noted 
the documents were marked with a Secret Restricted Data (SRO) coversheet. 
Documents consisted of 3 inch, 3 ring binders and the majority of the documents 
were SRD.l(bJC6J cbJc,JcCJ ~as familiar with the documents and knew what they were 
as she was previously employed at the Pantex Plant and knew what classified 
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documents looked like. threatenedl~1t
6
J CbJC

7
J lstating "mind your o.~==-, 

~~I,!,.· -~ business or I will hurt you." J 6J J 7J cJ as fearful for her life, becaus 
J ,J had become physical with her before. ,._ _ ___. 

J 6J J 
On April 29, 2015, SA C7JCcJ to determine the status of 
the case. 

(bJ(6J (bJ('J (bJ(6J (bJ (bJ(6J (b)(7) 
On May 6, 2015, SA ccJ ' contacted SA 7 c and informed her that ccJ 

l~?J CbJCiJ!had been suspended on March 5, 2015 for 30 days, but was now b .... a_c_k_a....,t 
Pantex working in an u_nclassified area. The suspension was due tolCbJC6J CbJC,JCCJ 
DUI charge. SA J 6J J ,J d the FBI was continuing their investigation into 
the allegations that CbJC6J CbJC7JCcJ possessed Classified documents at his personal 
residence. 

On October 28, 2015, S~c6Jc
6
J chJc,JccJ !attempted to contact S cci 

6
J J 

7
J • o 

determine if the FBI plans to move for~ard with the investigation. S ~t CbJC,J left 
voicemail messages on both SA J 6J J ,J CJ office and mobile phones.---

CbJC6J (b)(7J Jc6J(6J (b)(i)(CJ L 
On November 11, 2015, SA ccJ left a voicemail for s, .... __ __.110 discuss the 
case. 

(b)(6) (bJ(7J . . (bJ(6) (bJ(7J . 
On December 14, 2015, SA CCJ eft a vo,cema:I for SA CCJ to discuss the 
case. 

) 6) )7J l(b)(6) (bJ(i) I 
On January 21, 2016, S ccJ left voice mail for SA cCJto discuss the 
case. 

(bJ(6J (b)(7) 
On February 10, 2016, SAccJ o discuss the case. 

(b ( (b ( (b)(6) (bJ(7) r:::]6) ) 7) CJ 
On February 17, 2016, SA cdJ 6J J 

7
J emailed SA CCJ information from 

SF-86. 

Planned Activity: 
Close case 
Finding Summary: Allegations were unsubstantiated. 

Additional ,\llc~ations 
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Summar~ 06FFH20l 7 

Removal of Sensitive Files; SRS 

I Document Number 21 

Compliant Summar On 2/13/15, the OIG received information from the 
J 6J J 7J CJ l(bJ(6J (bJ(,J(CJ I FBI SA ._ ____ that ._ _______ ____. a contractor employee of 

Savannah River Nuclear Solutions (SRNS}, allegedly copied a large volume of 
files to a thumb drive prior to retiring from SRNS on l(bJC6J (bJCiJtcJ I SA d 6J J7J is 
assigned as the J 6J PJ cJ at the Savannah River Site. J 6J PJ cJ 

worked for the SRNS J 6J J 7J CJ _ ·ce and was employed at SRS 
for approximately 29 years before retiring. CCJ C;J office was loc in SRS H-
Area, building number 704-2H. SRS Security Officials report that dc~J J had a 'Q' 

clearance before retiring. cJ 6J J7J immediate manager at SRS was J 
6
J PJ CJ 

lf2t6J CbJC,J I now works for Plant Vogtle. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 
Type: 
Subject Type: 
Special Flags: 
Category: 

Closed 
13FEB2015 
19FEB2015 

rJ(6J (bJ( ;J(CJ 

Criminal 
Other Government Agency Employee/Contractor 

Computer Crimes 
Computer Fraud and Related Activity [None] 

Received by: In Person 
Complaint Source: Law Enforcement 
Complainant Location: Savannah River Site 
Allegation Location: Savannah River Site 
Priority: Level 3 (Routine} 
Retaliation: No 
Offense Location: South Carolina 
FOIA Interest: No 
INV Assigned Office: Savannah River 
HQ Program Office: HQ, Ofc Of Environmental Management 
Recovery Act: No 

Initial .\lleg.ation 

Allegation: Complaint Form 
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Location: 
Summary: 1~}6

) (b)( ;J I 
[Other] ............................. --
**No indices hits associated withr)c6

) (bJ(,)(C) 

l(bJ(6) (b)(;J(CJ I go ~/_1 ~;15 the QIG received information from the FBI S~...._ ___ .... that 
lcf6J oc,JtcJ la contractor employee of Savannah River Nuclear 
Solutions (SRNS), alleged! co ied a lar v I_ me of files to a thumb drive prior 
to retirin from SRNS on ) 6J ) 7) cJ cdJ 6J ) ,J is assigned as the 
J 6) J 7J CJ at the Savanna :ver Site. 

dc2 J worked for the SRN 
at S for approximately 29 years before retiring. J 6J J 7J ffice was lac in 
SRS H-Area, building number 704-2H. SRS Security Officials report that J 

6
J 

• ' ' efore retiring.l~;6J (bJ(;J !immediate manager at SRS w .... a_s __ .... 
) 

6
) J ,J CJ now works for Plant Vogtle. On 2/18/2015 J 6J PJ cJ 

nterna nvestIgat1ons, SRNS provided the OIG with copies of d 6J J 7l 

related out-processing forms (Attachment 1 . These forms in Icate t ad~j6J (bJC7J 
be an his employment at SRS on J 6) J 7l CJ and that his last day worked was 
J 6J J 7) cJ Additionally, the 'Employment Termination Statement' form contains 
a certification that, "Employee certifies to have returned to [SRNS] all drawings, 
blueprints, manuals, letters, notes, notebooks, reports, property, and all other 
materials which belong to [SRNS] or are of a secret or confidential nature relating 
to said Company's business which were in his/her possession or under his/her 
control." The document contains cci 6J J 7J printed name as well as a signature in 
the 'Employee's Signature' block.--.... 

On 2/17/15, the OIG learned from SANS Security Officials the SRS network has 
a program that alerts cyber security officials when there are large data transfers 
occurring within the network. ~..141,ii..this network program alert that notified DOE 
cyber officials that on 2/10/15, dc2 J had tr~d a large volume of files to a 
thumb drive. SRNS cyber offic1a s 1maged~omputer and learned that he 
copied approximately 7,180 files from his SRNS desktop computer to a San Disk 
thumb drive on 2/10/15 at 1 :58 PM and concluded the transfer at approximately 
2:29 PM. The SRNS cyber security group performed a review of 20 of the 7,180 
files and found that some of the 20 files sampled were identified as Unclassified 
Controlled Nuclear Information (UCNI) and Official Use Only (QUO) files. The 
Department defines UCNI certain unclassified information about nuclear facilities 
and nuclear weapons that must be controlled because its unauthorized release 
could have a significant adverse effect on the national security or public health 
and safety. 

On 2/17/2015. the Case Agent requested thatJt
6
J (bJt,JtcJ r)(6) (b)( i)(CJ ~ybe r Security ..,,O,_p_e_r a-t-,-i o_n_s_, """'s,....,,R,....,N...,.S.,,......d,.....e-te-r-m....,.i-ne------' 

whether the thumb drive used by~to co the files to was shown to have 
been used on other SRS user computers CbJC6J CbJC7JccJ query for this information 
revealed that since November 2014, the t u Iv was identified as being 
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inserted into the computers of multiple employees associated with J 
6
J J 

7
J cJ....,.,.,"""""""=...., 

J 6J J 7J CJ section (Attachment 2). Additionally, the query shows t at a te J 
6
J ,____ __ .... 

1 es on 2/10/15, the thumb drive w erted into the computer of 
ho works within cdJ 

6
J ivision on 2/11/15 at 7:54 

On 2/1 8/15rJ(6J (b)(i)(C) Lvho is the r)(6
) (b)(,')(C) ltor the ) 6) ) 7) C) 

Group, provid h _ se Agent with the thumb drive tha ) 6J J opied the files 
~/10/15. ) 6J ) i) CJ explained that because!tz;/g(b)was retiring, she provided 
~ith the San Disk thumb drive on 2/9/15 and asked that he copy o~ 

files relating t h work he had performed for the J 6J J 7J cJ group. ~ 
said that after ~JC~ CbJ copied the requested files to t e t um nve she provide that 
he hand delivered the thumb drive to her during a staff meeting held on the 
afternoon of 2/10/15. !~

1
C6J CbJCo ~aid that requestin copies of files from employees 

who are leaving their job or retiring, such as / ~ J was a common practice and 
allowed her to copy th · _ more permanent storage location, such as a 
compact disk or DVD. J 

6
J J ,J said that she had not removed any of the files 

provided to her b / ~ J nd that she had accessed the thumb drive earlier in the 
week while looking for a particular file that ~Jc~ CbJ ould have provided if he was 
not retired. She explained that some of the : es contained on the thumb drive 
could be marked as UCNI due to being associated with fire hazard analyses 
performed on sensitive buildings at SRS and added that most of the files will 
~ identified/marked as National Fire Protection Association (NFPA). 
~added that she did not request or receive any other thumb drives or 

information froml0l1g CbJ ~nd she is not ~of anyone else within her section 
requestin additional information from ~pertaining to the work her performed 
for the J 6J J 7J CJ roup. 

On ?/18/15 the Case Aaeot took the file to the SRNS cyber group and asked 
thaiCbJC6J CbJC,JCCJ !Cyber Security Operations, SRNS, 
determine whether the total number of files that were identified in the image 
taken o~~?J CbJC,J Fomputer as being copied to the San Disk thumb drive were 

n i nt with the total number of files currently residing on that thumb drive. 
J 6J J 7l cJ confirmed that the file totals were consistent. During this meeting, 

CbJC6J CbJC7JCCJ dvised the Case Ag _ there was another thumb drive that was 
: entI :e as being plugged into cdJ 

6
J J ,J computer. jchJC6J CbJC7JCCJ ~dded that there is 

no record back to January 2015 that this thumb drive has been lu ed into 
~!,l,¥J~'RS user computers. The Case Agent requested that J 6J J 7J cJ review 
~c6J CbJC7J imaged drive to provide additional information regarding :s umb drive. 

On 2/18/15,rJc
6
J CbJc,JcCJ Ire ported to the Case Agent that the additional thumb drive 

was a San Disk Cruzer drive, S/N 20052243011EOE902D15 and that a uery of 
activity relating to this thumb drive shows that it was connected to J 6J J 7l cJ 
com uter on at least nine (9) separate occasions over the past six man s. 
J 6J J 7J CJ review of the information copied to this drive revealed that on 2/3/15, 

J copied approximately 1477 files to this San Disk thumb drive. As of 
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2/18/15,~had reviewed 215 of the '-No'l!~~i.i,,o.e 14 77 files and found that 
one file t~opied was marked UCNI. J ,J cJ CbJC

6
J CbJC,; ed that so~e of the 

1476 files copied to the San Disk were ~~'I-" e o CCJ omputer :mage 
and added that this could be caused by deg J opying ese :les from mapped 
~~~- locations directly to the thumb nd v _ ·ng the files from 
fgC6J CbJC7J om uter or local drives to the thumb drive. CbJC6J CbJC,JCcJ is continuing to 

cdJ 6J J 7l omputer image. 

later advised that the n fil that was marked as UCNI and contained 
.... -n .... t .... e___,.. .... , ..i..O plus files copied by dc2 J o a USB device was determined by an 
SRS Document Classification Official to not be UCNI. 

Go 2119115 the Case Aaeot cootim ,ed the coocdio;:ition efforts in this matter with 
rJc6J CbJC,JCCJ }t the Department's Office of 

Safeguards, Security, and Emergency Services at SRS. J 6l J 7J cJ greed to 
provide the necessary resources to assist with determining w e er any of the 
other files copied b m[g CbJ n 2/3 to the San Disk are sensitive in nature (UCNI) . 

r)(6) (b)( i)(CJ i 
._ __ ____,provided his forensic report relating to this matter (Attachment 3). The 
report identifies a total of 7 USB devices that were inserted into J 6J J 7J omputer 
over the life of that computer. Of these 7 devices,jc6JC6J CbJC,JCCJ lident: :e t at only 
the following devices were connected within the last 6 months: 
-SanDisk device containing the originally questioned more than 7,000 files that 
the OIG located on site; 
-SanDisk device containing more than 1,400 files that remains unaccounted; 
-3 ½ inch external floppy drive with no records of any file transfers; and, 
-Corsair device that was inserted int fgC6J CbJC7J omputer _ and later 
identified as being inserted into a compu er assigned to CbJC6J CbJCiJCCJ SRS user 
identification numbe~CbJC6J CbJC,JccJ Is located at SRS building number 773-42A, 
Room 132. 

Finding Summary: 
Allegation: IEB 
Location: [Other] 
Summary: Predication CbJC6J CbJCiJCCJ 
On 2/13/15, the OIG received information from the FBI SA-=--,--..--,-..,..-that 
!CbJC6J CbJOJCCJ !a contractor employee of Savannah River Nuclear 
Solutions (SRNS), allegedly copied a la _ e of files to a thumb drive prior 
to retiring from SRNS on 2/12/2015. SA cd/J J ,J s assigned as the 
counterintelligence agent at the Savanna :ver Site. 

Investigative Findings 
This a joint case with the FBI. As such, an FBI opening notification will not be 
issued. 
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The SRS network has a program that alerts cyber security officials when there 
are large data transfers occurring within the network. It was this network 
program alert that notified DOE cyber officials that on 2/1 0/15 ~Jc~ (bJ had 
transferred a large volume of files to a thumb drive. SRNS cyber officials imaged 

@}6J CbJC,J !computer and learned that he copied approximately 7,180 files from his 
SRNS desktop computer to a San Disk thumb drive on 2/10/15 at 1 :58 PM and 
concluded the transfer at approximately 2:29 PM. The SRNS cyber security 
group performed a review of 20 of the 7,180 files and found that some of the 20 
files sampled were identified as Unclassified Controlled Nuclear Information 
(UCNI) and Official Use Only {QUO) files. The Department defines UCNI as 
certain unclassified information about nuclear facilities and nuclear weapons that 
must be controlled because its unauthorized release could have a significant 
adverse effect on the national security or public health and safety. 

) 6) ) 7) 

The thumb-drive that was inserted into (C) computer ~2d~ frcd jn the transfer 
of the a proximate 7k files was locate e OIG. Thd J 6J c J ,J cJ I 

CbJC6J CbJC7J assigned to J 6J J 7J CJ ivision had the drive. The 
CbJC6J CbJC7J explained that s e prov, e t e nve to CbJC6J on 2/9/15 and re uested 
that he copy all files associated with his work to that drive prior to ~JC6J CbJ etiring. 

~Jc~ CbJ omplied with this request co ied his working files to the thumb drive, and 
prov: ed the thumb drive to the 0l12 CbJ during a staff meeting held in the 
afternoon of 2/11 /15. 

The thumb drive provided by the ~Jc~ (bJ was provided to SRNS cyber offici,,,,,a,,..;;ls,.,... . .,,..,...,,,'"'="' 

The cyber officials compared the thumb drive files to the files imaged from CbJC6J CbJC7JCcJ 
computer and determined that the total number of files contained on the thumb 
drive was consistent with the approximate 7k amount identified inl~}6J c6Jt,J I 
computer image as being transferred to the drive. 

During the above review of the thumb drive, the OIG learned that there were 
other thumb drives identified by SRNS cyber officials that were plug ed into 
~?J CbJC7J computer. One of the drives identified as being plugged into J 6J J 7l CJ 

compu er ~d files copied to it. Specifically, the cyber officials reports t at 
on 2/3/14,~ computer image shows that 1,477 files were copied to this 
thumb drive. Of the 1,477 files, the cyber officials located 431 of them on""'ICbJ.,.,,c6.,..,.J(b...,.JC,""""Jcc,..,.,JI 
computer image; however, the remaining files were not present on his ima e. 
The cyber officials explained that the additional files may not show on J 6J J 7l cJ 
imaged computer drive if the files were copied from network drive locations and 
not dire~....,....,..m CbJC6J CbJC7J computer. Additionally, the cyber officials reported that 
in total, 0li~J (bJ inserts a total of 7 USB style devices/drives into his computer. Of 
the 7, two ave been located- one by the OIG, and one determined to still be 
onsite at SRS due to showing as being inserted into another SRS users 
computer. There are no records or information to suggest that the other drives 
were used by ~l[~lccJ to copy files. 

) 6) ) 7) 

The 1,477 files that were not available on ccJ computer image are being 
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reviewed by DOE, SRS Classification Security officials to determine if the file 
name itself would indicate that the file could be UCNI or sensitive. 

On March 12, 2015 the DOE, Office of Safeguard Security and Emergency 
Services reported that a review of the 1 ,4 77 f i~~!",or file names that were 
identified as being copied to a thumb drive on ~?J CbJCiJ computer were not found to 
be sensitive in nature {e.g. UCNI, QUO, etc.). 

Disposition 
This case will be rocessed for closure as there is no evidence provided 
suggesting that dc~J J removed sensitive information from SRS. 
Finding Summary: 

.\dclitio11al ,\lkgations 

Process Datl'.s 

Finanrial 

[if documentsl=null] 
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Summar~ 06FFH20l 7 I Document Number 22 I 

15-0057-1 ~Jc
6
J(bJ(7J Removal of Sensitive Files; SRS 

Compliant Summar On 2/13/15, the OIG received information from the 
FBI SA J 

6
J J 7) CJ that rJ(

6
J (bJ(i)(CJ la contractor employee of 

Savannah River Nuclear Solutions (SRNS}, allegedly copied a large v I m of 
files to a thumb drive prior to retiring from SRNS on 2/i 2/2015. SA ~c

6
J (bJ(iJ is 

assigned as the rJ(6J (bJ(iJ(CJ I at the Savannah River Site. 

(bJ(6J (bJ 
C7JCcJ worked for the SRNS office and was employed 

SRS f . I 29 b f . . (bJC6J (bJC7J tt· I d . at or approx:mate y years e ore ret:nng. cCJ o :ce was ocate :n 
SRS H-Area, building number 704-2H. SRS Security Officials report thatl~;6J CbJCiJ I 
had a 'Q' clearance before retiring. 1~}6Jc6JciJ limmediate manager at SRS was 

rJ(
6
J (bJ(iJ(CJ I now works for Plant Vogtle. 

On 2/17/15, the OIG learned from SRNS Security Officials the SRS network has 
a program that alerts cyber security officials when there are large data transfers 
occurring within the network. It was this network program alert that notified DOE 
cyber officials that on 2/10/15, ~l~g (bJ had transferred a large volume of files to a 
thumb drive. SRNS cyber officials imaged cdJ 

6
J J 

7
J computer and learned that he 

copied approximately 7,180 files from his SRNS desktop computer to a San Disk 
thumb drive on 2/10/i 5 at 1 :58 PM and concluded the transfer at approximately 
2:29 PM. The SRNS cyber security group performed a review of 20 of the 7,180 
files and found that some of the 20 files sampled were identified as Unclassified 
Controlled Nuclear information (UCNI) and Official Use Only (OUO) files. The 
Department defines UCNI certain unclassified information about nuclear facilities 
and nuclear weapons that must be controlled because its unauthorized release 
could have a significant adverse effect on the national security or public health 
and safety. 

l(bJ(6J (bJ(i)(CJ 
On 2/17/2015, the Case Agent requested that 

rJ(6J (bJ(iJ(CJ I C ber Secu ... rit_y_O_p_e_r-at-io_n_s_,_S_R_N_S_d_e_t_e-rm-in-e 

whether the thumb drive used by d c~J J o co the files to was shown to have 
(bJ(6J (bJ(7J(CJ . . . 

been used on other SRS user computers. ___ ____, query for th:s :nformat1on 
revealed that since November 20; 4, the thumb drive was identified as bein 
inserted into the computers of multiple employees associated with J 

6
J J 

7
J CJ 

jc£J(
6
J (bJ(iJ(CJ bection. Additionally' the query shows that after dc2 J co ie9 the files 

n 2/1 /15, the thumb drive was inserted into the computer of J 
6
J J ,J cJ 

J 6J J 7J CJ . . (bJ(6J (bJ(7J . . . 
who works w1th1n (CJ d1v1s1on on 2/11 /15 at 7:54 AM. 
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l
(b)(6) (b)(i) I - l(b)(6) (b)(i)(C) I 

On 2/18/15,CCJ who is the jtbJt6J CbJt,JcCJ !for the 

Group, provided the Case Agent with the thumb drive that 0l12 (bJ copied the files 
~~....,.2/10/15. 1m?) (b)(i) ~xplained that because dc2 ) was retiring, she provided 
0ii~J (bJ ith the San Disk thumb drive on 2/9/15 and asked that he copy over all 
files relating to the work he had performed for thejtb)(6

) (b)(7)(C) lgroup. r)(6
) (b)(7)(C) I 

said that after~lm(C) copied the requested files to the thumb drive she provide that 
he hand delivered the thumb drive to her during a staff meeting held on the 
afternoon of 2/10/15. l~}6J (bJC,J ~aid that requestin copies of files from employees 
who are leaving their job or retiring, such as 0i/~J (bJ was a common practice and 
allowed her to copy the files to a more permanent storage location, such as a 
compact disk or DVD. ~?J (bJ(

7
J said that she had not removed any of the files 

provided to her by oic~J J nd that she had accessed the thumb drive earlier in the 
week while looking for a particular file that 0l12 (bJ ould have provided if he was 
not retired. She explained that some of the files contained on the thumb drive 
could be marked as UCNI due to being associated with fire hazard analyses 
performed on sensitive buildings at SRS and added that most of the files will 
likel be identified/marked as National Fire Protection Association (NFPA). 
J 
6
J PJ cJ added that she did not request or receive any other thumb drives or 

information from /7l[2 (bJ and she is not aware of anyone else within her section 
requesting additiona information from dc2 J ertaining to the work her performed 
for the group. 

On 2/18/15, the Case Agent took the file to the SRNS cyber group and asked 
that jtbJt6J CbJC7JccJ I Cyber Security Operations, SRNS, 
determine whether the total number of files that were identified in the image 
taken of ~J(

6
J (bJ(

7
J computer as being copied to the San Disk thumb drive were 

consistent with the total number of files currently residing on that thumb drive. 
J 6J J 7l CJ confirmed that the file totals were consistent. During this meeting, 
J 6J J 7J CJ advised the Case Agent that there was another thumb drive that was 
identified as being plugged intallli! 6) (b)(7) lcomputer. r)(6

) (b)(i)(C) ~dded that there is 

no record back to January 2015 that this thumb drive has been plugged into 
other SRS user computers. The Case Agent requested that r)(6

) (b)(i)(C) I review 
1~}6J (bJC,J limaged drive to provide additional information regarding this thumb drive 

On 2/18/15rJc
6
J (bJC,JtcJ Ire ported to the Case Agent that the additional thumb drive 

was a San Disk Cruzer drive, S/N 20052243011EOE902D15 and that a query of 
activity relating to this thumb drive shows that it was connected to l~j6J CbJC,J 
com uter on at least nine (9) separate occasions over the past six months. 

(bJ(
6
J (bJ(

7
J(cJ eview of the information copied to this drive revealed that on 2/3/15, 
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·----
As of 

ad reviewed 215 of the approximate 1476 files and found that 
one file that was copied was marked UCNI. !Cb)C6) Cb)C,)cc) !further advised that there 
were an additional three (3) thumb drives plugged into ~C6) Cb)Ci) computer and in 

the past six months, only one of those three thumb drives, a Corsair Voyager, 
was shown as being plugged into l?cl1(6) (b)(,') Fomputer on 1 /27/15. r)(6

) (b)(i)(C) 

ex lained that some of the 1476 files copied to the San Disk were not located on 
) 

6
) ) i) omputer image and added that this could be caused by de~) ) copying 

these files from mapped network locations directly to the thumb drive and verses 
co in the files from l?c]1C

6
) Cb)C7) !computer or local drives to the thumb drive. 

)
6
) )i)C) is continuing to search r)(6)(b)(i)(C)I computer image. 

On 2/19/15, the Case Agent continued the coordination efforts in this matter with 
!Cb)C6) CbJC,Jcc) bf the Department's Office of 

Safeguards, Security, and Emergency Services at SRS. CbJC6J Cb)C7JCC) agreed to 

provide the necessar resources to assist with determining whether any of the 
other files copied by dc2 J n 2/3 to the San Disk are sensitive in nature (UCNI). 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 
Type: 
Subject Type: 
Special Flags: 
Category: 

Closed 
13FEB2015 
19FEB2015 

l(b)(6) (b)(i)(C) 

Criminal 
Other Government Agency Employee/Contractor 

Computer Crimes 
Computer Fraud and Related Activity [None] 

Received by: In Person 

Complaint Source: Law Enforcement 
Complainant Location: Savannah River Site 
Allegation Location: Savannah River Site 
Priority: Level 3 (Routine) 
Retaliation: No 
Offense Location: South Carolina 
FOIA Interest: No 
INV Assigned Office: Savannah River 
HQ Program Office: HQ, Ofc Of Environmental Management 
Recovery Act: No 

lnili::il Alkgalion 
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Allegation: IEB 
Location: [Other] 

Summary: PredicationCbJC6J CbJC;JCCJ 
On ?/1 ~/15 the OIG teceived information from the FBI SAi lthat 

lc5)(6J tbJc,JctJ j a contractor employee of Savannah River Nuclear 
Solutions (SRNS), allegedly copied a lar e volume of files to a thumb drive prior 
to retiring from SRNS on 2/12/2015. SA J 6J J 7J is assigned as the 

r)(6) (b)(i)(C) lat the Savannah River Site. 

Investigative Findings ......,.....,..,,..,._.,,.... ______ _,, 
l~i~(i (b) worked for the SRNS ) 6) ) i) C) office and was employed 
at SRS for approximately 29 years before retiring. J 6J J 7J office was located in 
SRS H-Area, building number 704-!%:· &l3f Security fficials report that ~JC~ CbJ 
~~~a '9' clearance ~?.fore retiring. J 

6
J J ,J immediate manager at SRS was 1°6

Jl JC,Jc J Jnow works for Plant Vogtle. 

On 2/17/15, the OIG learned from SRNS Security Officials the SRS network has 
a program that alerts cyber security officials when there are large data transfers 
occurring within the network. l~w.,,i.,this network program alert that notified DOE 
cyber officials that on 2/10/15, ~li~icCJ had transferred a large volume of files to a 
thumb drive. SRNS cyber offic1a s 1maged!~?J CbJC,J!computer and learned that he 
copied approximately 7,180 files from his SRNS desktop computer to a San Disk 
thumb drive on 2/10/15 at 1 :58 PM and concluded the transfer at approximately 
2:29 PM. The SRNS cyber security group performed a review of 20 of the 7,180 
files and found that some of the 20 files sampled were identified as Unclassified 
Controlled Nuclear Information (UCNI) and Official Use Only (OUO) files. The 
Department defines UCNI certain unclassified information about nuclear facilities 
and nuclear weapons that must be controlled because its unauthorized release 
could have a significant adverse effect on the national security or public health 
and safety. 

On 2/17/2015, the Case Agent requested that .... r_Jc6_J C_bJ_c,J_cc_J _________ ......, 
r)(6) (b)(i)(C) lCyber Security Operations, SRNS determine 
whether the thumb dnve used bylmi~J (b)lto co t~e files to was shown to have 
been used on other SRS user computers. J 6J J iJ cJ query for this information 
revealed that since November 2014, the thum nve was identified as bein 
inserted into the computers of multiple employees associated with J 6J J 7J cJ 

r)(6
) (b)G)(C) !section. Add_itionally,_ the que~y shows that after (b\ ~) c c~pied the files 

on 2710/15, the thumb dnve was inserted into the computer o J 6l J ,J cJ r)(6) (b)(i)(C) jwho works within cd) 6) ) i) division on 2/11/15 at 7:54 .... A .... M .... _____ ____, 
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) 6) ) 

said that after C7J(cJ copied the requested files to the thumb drive she provide that 
he hand delivered the.,...1,1.,1.w.µ.i~rive to her during a staff meeting held on the 
afternoon of 2/10/15. ~c6J (bJC7J said that requ in copies of files from employees 
who are leaving their job or retiring, such as0l12 (bJ was a common practice and 
allowed her to copy the files to a more permanen storage location, such as a 
compact disk or DVD. J 6J J 7l said that she had not removed any of the files 
provided to her by dc~J Jan at she had accessed the thumb drive earlier in the 
week while looking or a particular file that ~Jc~ (bJ could have provided if he was 
not retired. She explained that some of the : es contained on the thumb drive 
could be marked as UCNI due to being associated with fire hazard analyses 
performed on sensitive buildings at SRS and added that most of the files will 
likel be identified/marked as National Fire Protection Association (NFPA). 

J 6J J 7J added that she did not request or receive any other thumb drives or 
:n ormation froml&lWl~:land she is not aware of anyone else within her section 
requesting additiona :nformation froml*l/~icc I pertaining to the work her performed 
for the fire protection engineering group. 

On 2/18/15. the Case Agent took the file to the SRNS cyber group and asked 
thaiCbJC6J CbJcn(CJ lcyber Security Operations, SRNS, 
determin wh _ her the total number of files that were identified in the image 
taken o cdJ 6J J ;J computer as being copied to the San Disk thumb drive were 
~~~--~~ wit the total number of files currently residing on that thumb drive. 

~J;~J ~J;~J~~J con!irmed that the file totals were consistent. During this_ meeting, 
adv:sed the Case Agent that there was another thumb dr:ve that was 

.,..id..,....e-n-.ti..,,,.fie_d....,..as being plugged intol~
1
c6J CbJC;J lcomputer. jltJC6J CbJC7JCCJ ~dded that there is 

no record back to January 2015 that this thumb drive has been lu ed into 
~~~_..,,RS user computers. The Case Agent requested that J 6J J 7l cJ review 

J n imaged drive to provide additional information regarding this thumb drive 

J
(b)(6) (b)(7J(C) I 

On 2/18/15 .... ___ reported to the Case Agent that the additional thumb drive 
was a San Disk Cruzer drive, S/N 20052243011EOE902D15 and that a uery of 
activity relating to this thumb drive shows that it was connected to CbJC6J CbJC7J 

~~~~.win at least nine (9) separate occasions over the past six months. 
review of the information copied to this drive revealed that on 2/3/15, 

t/'i~;'i7·i/~
61
ji'b(bJi""l-c-o;;;;~~·~,:>(ximately 1476 files to this San Disk thumb drive. As of 

2/18/15 (bJC6J(bJC7JCCJ had reviewed 215 of the a roximate 1476 files and found that 
one file that was copied was marked UCNI. (bJC6J (bJC7JCcJ urther advised that there 
were an additional three (3) thumb drives plugged int d 6J J 7J omputer and in 
the past six months, only one of those three thumb drives, a orsair Vo a er, 
was shown as being plugged int ~c6J CbJC7J computer on 1 /27/15. J 6J J 7J cJ 

~ d that some of the 1476 : es copied to the San Disk we~located on 
~C6J (bJ(,J computer image and added that this could be caused b~copying 
these files from mapped network locations directly to the thumb drive and verses 

..,,...,:¥.~~Jn!..,!,,l;l,-~he files from~com ute~ or local drives to the thumb drive. 
J 6J J ;J CJ is continuin~rch cdJ 6J J O omputer image. 
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On 2/19/15 the Case A ent continued the coordination efforts in this matter with 
CbJC6J CbJC7JCcJ of the De artment's Office of 
Safeguards, Security, and Emergency Services at SRS. J 

6
J J 

7
J cJ agreed to 

provide the necessar resources to assist with determining whether any of the 
other files copied by dc2 J n 2/3 to the San 

Planned Activity 

Disposition 
Finding Summary: 

.\dclitio11al ,\lkgations 

Process Datl'.s 

Finanrial 

[if documentsl=null] 

ii ii2 2 2 SS !iiE! ii !6 I I !6! Elli I 6! ii 12 6!6 I ii JS Bi !1!1661 st 1122d 1626, 61 I I bl Ii I 1211 
33 , Sb 33 1 !i I 116 ii ts 6 I I i2 616 

6 



I I ii6 86661!1Z:: I 16 I I 161 El I I I 61 I I 12 613 I li :S Si iit!db I BE I IEZZ:tSEB, GI I I 61 I I I id I 
3.6321!111!1 ii EB, ii ii 1166 I I lit di I !266 I ti I 116 ii :Z 6! ii !2 6!3 

Summar~ 06FFH20l 7 Document Number 23 

15-0073-l_r)_(
6

J_(b)(-;J(_CJ ___ lconflict of Interest; SWPA 

Compliant Summary: On March 27, 2015, I_Cb..,JC
6
"""J Cb-J-(;J_cc .... J ----....--....-........ -

Office of General Counsel, Department of Energy (Department}, contacted the 
Offic~ of Ins ector General (OIG) and alleged that jlbJC

6
J (bJC

7
JCCJ 

J 6J J ,J cJ Southwestern Power Administration (SW_P_A-},-v-io-la-te_d_p_o_s_t _ ___. 

m I ment restrictions. Specifically, on March 6, 2015 and March 23, 2015 ~Jc6cJ CbJ 
J0 Jn -·--

CCJ received and acce ted an employment offer from Central Electric Power 
Coop, while th J 

6
J f SWPA. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 
Type: 
Subject Type: 
Special Flags: 
Category: 

Received by: 
Complaint Source: 
Complainant Location: 
Allegation Location: 
Priority: Level 1 (Priority) 
Retaliation: No 

Closed 
27MAR2015 
27MAR2015 

r)(6) (b)(,')(C) 

Criminal 
DOE Manager (GS-15 equivalent or above) 

Integrity/Ethics of Government Officials 
Conflict of Interest [None] 
In Person 
DOE Management 
Headquarters-Forrestal 
Southwestern Power Administration 

Offense Location: Oklahoma 
FOIA Interest: No 
INV Assigned Office: Hotline 
HQ Program Office: Southwestern Power Administration 
Recovery Act: No 

Initial Allc.~ation 

Allegation: Allegations 
Location: Southwestern Power Administration 
Summary: On March 27, 2015, J 

6
J J 

7
l CJ 

Office of General Counsel, Department of Energ._y_ .... e_a_r..-tm_e_n_,t ..... ,-c-o-n..-ta_c.,..te_,.,... 
Office of Inspector General (OIG) and alleged that J 6l J 7J CJ ,...._ _____ __, 
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r)(6
) (b)(i)(C) I Southwestern Power Administration, violated post-employment 

restrictions. 
• • , ) 6) ) 7) C) 

Fmdmg Summar : According to_.,..........,..... _______ ....,on March 6, 2015 and March 
23, 2015 J 6J J 7J CJ received and acce e an emp OY.{\~t £~fW trqm Central 
Electric Power Coop, while the J 6J PJ CJ of SWPA. !° 6J n ,J CJ }viii begin his 
new position in July 2015. Althou h Central Electric is not a SWPA customer, 
the position would provide J 6J J 7J cJ he Associated Electric 
Board. The Associated Elec r:c oar Is a cus omer. 

I , k h (b)(6)(b)(7)(C) b d' , , h C I El . h h t Is un nown w en ____ egan IscussIons w:t entra ectnc. w en e 
be c!_n seeking employment with Central Electric, and if hejc6Jt6J CbJtiJtCJ I 
J 6J J iJ CJ during the his employment negotiations with Central Electric. 

After becoming aware of the employment offer, the office of General Counsel 
requested that J 6J J 7J cJ recuse himself from all Central Electric matters. On 
March 26, 2015, (bJ(6J (bJC7JCCJ a recusal from all matters related to Central 
Electric. See attached recusal). J 6J J 7l CJ oordinated with!(bJC6J (bJCiJCCJ I 
J 6J J 7J cJ SWPA who stated that J 6J J iJ CJ not disclosed to SWPA 

counsel that he was seeking employment an J 6J J 7J cJ had no recusals on file. 

l(b)(6) (b)(7)(C) lprovidedr)(6
) (b)(i)(C) lwith an email sent to all SWPA employees 

advising of the pre and post-employment restrictions. The email has an internet 
link to the SWPA training. (See attached email ~ attachments) r)(6

) (b)(i)(C) I 
advised that her office intended to provide !CbJt6J CbJtiJtcJ !with his post-employment 
guidance and request he file an additional recusal from Associated Electric. 

On 30-MAR-2015, case agent spoke withl(bJ(6J (bJ(,JccJ I According td(bJ(6J (bJC,"JtcJ 

Central Electric was a former customer of SWPA. Today, the Associated Electric 
Board ( · _ irect customer to SWPA and AEB sells power to Central 
Electric. (bJC6J (bJCiJCCJ stated thatl(bJ(6J CbJCiJCCJ I last approval of power rates was in 
November 2014. He also stated that the rates are first approved by the SWPA 
administrator, then have to be approved be the Federal Energy Regulatory 
Commission and then a roved and signed off by a Deputy Secretary within the 
Department of Energy. J 6J J 7l CJ tated he received the document "Restrictions 
Relating to Future Employment" from the Department's General Counsel Office 
in Washington, D.C. 

' l(b)(6) (b)(7)(C) I d(b)(6) (b)(i) I 
,,,,.,..,.,.,.,,..,~_,..-1v1AR-2015, case agent spoke witt1.1=-....,......,-,--......,....___,Case agent askeccJ 
rgc

6
J (bJ(iJ bout the document "Restrictions Relating to Future Employment", 

~~~_µ.1ifi~ally the General Restrictions section of the document. According todc6 J 
d 6J J iJ this section is a paraphrase of Title 18, United States Code, Sec,1,1.1.· ,1,1,,!-+~ 

J 6J J 7J CJ provided the case agent with another recusal document fro deg J 
(bJC6J (bJC7JCCJ This recusal referenced the Stop Trading On Con ressional Know e ge 

(STOCK} Act of 20~ 2, Section 17. Case agent asked (bJC6J (bJC7JCcJ hat the 
penalty was for violating this section of the Act. J 6J J 7J cJ stated the only 

Ti 112 ?921111Etli IS ?RGRERTJI ?5 Ti IF 212 PI? ? ii Ii 125 75 ?Si I Ill, IP F PTI IIP 
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penalty would be disciplinary action. r)(6) (bJ(;J(C) I 
On 01-APR-2015,,_-,--.,...-___,.-,--__.advised Headquarters that there was no 
evidenc _ · ation of law or regulation, criminal, civil, or administrative, 

d h J 6J J ;J CJ Id b . . d I H d . d . an t a .,,.,.,...=....,,,.,...,~wou not e :ntervIewe un ess ea quarters require :t. 
Headquar ers I not requirejlbJ~ CbJC7J~ ~o be interviewed and Headquarters 
advised they would inform the epa ment's General Counsel Office of the OIG's 
findings and decision. 

rb)(6) (b)(, )(CJ 

1 On 01-APR-2015,,____ ____ advised case agent to keep case open until 30-
APR-2015 pending any notification from Headquarters regarding further 
investigative work. 

As of 05/05/15, there was no further contact from HQ regarding further 
investigative work. Case closed. 

Additional Allegations 

Process Datt'.s 

Fina1H:ial 

[if documents!=null] 
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U.S. Department of Energy 
Office of Inspector General 
Office of Investigations 

1•ocumberNumber241 

Investigative Report to Management 

15-0087-1 June 29, 2015 

an attachments and information contained therein, is the property of the Office 
General (OIG) and 1s ONLY. The original and any copies of th ppropriately 
controlled and maintained. Disclosure to u · · written approval is strictly 
prohibited and may subject the disclosing part u a include, but are not limited 
to, individuals referenced in ractors, and individuals outside the Public 
disclosure e Freedom of Information Act (Title 5, U.S.C., Section 552) and the Privacy 



U.S. Department of Energy 
Office of Inspector General 

Office of Investigations 

June 29, 20 I 5 

MEMORANDUM FOR THE ADMINISTRATOR, ENERGY INFORMATION 
ADMINISTRATION 

FROM: 

r,,,, fu,, ,,CJ 

Office of Investigations 

SUBJECT: Investigation of Allegations of Ahuse of Power and Misuse of Position hy 
an Energy Information Administration Director (OIG Case No. 15-0087-1) 

This report serves to inform you of the results of an investigation conducted hy the U.S. Department 
of Energy (Department), Office of Ins ector General (OIG) re ranting alle!!ations of abuse of ower 

~.r.w..,.""""~u....:..:.i,· posilion by J 6J J 7J CJ 
.___-:-----:---:---:--:----:-----:-=::--:-----::~--:-:=---:-:----:------:-:-----:---:----.---,i,.,...., ___ ......,._ .... Energy Information Administration (EIA). Specifically, it was alleged that J 6l J 7J cJ 

en a 1ed in an ina ro riate romantic relationship with a subordinate female contractor employee, 
J 6J J 7l CJ at the De artment's Headquarters Forrestal Building. Further, it was 

alleged thal in April 2015. J 6J J 7J cJ was terminated by her employer, in what she believed was 
retaliation b~(bJC6J cbJc,JccJ I 
In sum mar I the investigation determined that between October and November 2014, ~C

6
J (bJC

7
J and 

J 6J J 7J CJ maintained a personal relationship. However, we received conOicting lest1mony 
rom t em regarding the extent to which the relationship was romantic or ph sic al. Available 

documentation such as emails suggests the relationship was consistent wit (bJ(6J (bJC7JCCJ 
characterization. 

also reported that she believed she would be terminated if she did not acquiesce to 
dvances. She was later terminated from her ositon as a contractor for EIA. We did not 

....,..in_v_e_s""'ti,...g_a .... te the circumstances surrounding (bJC6J (bJC7JCCJ tennination as she stated she was 

pursuing other remedies. 

This investigation was coordinated with the U.S. Department of Justice, Sexual Ahuse and 
Domestic Violence Section, which declined in favor or administrative action in this matter. 

The enclosed report makes three recommendations for corrective action. Should you have an 
c uestions regarding this matter, lease contact me at (202) 586 (bj(~j or Special Agent J 6) J 7l CJ 

) 6) ) 7) al (202) 5 86- ) 6) ) 7) c 
(C) 
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INVESTIGATIVE REPORT TO MANAGEMENT 

I. ALLEGATION 

artment , Office of Inspector General (OIG) "'""'="~~~-----------, 
ontractor em lo ee Energy 

of an .___--r,i-===~--.-----------------' 
alle ation of abuse of power. Specifically J 6J J iJ CJ reported she engaged in a relationship 
with d 6J J 7J between October and November 2014, and alleged that she did not consent to the 
phys1ca aspect of the relationship that occurred in his office after normal duty hours. J 6J J 7J CJ 
stated that she believed if she objected, she might lose her job. In A ril 2015 (bJ(6J CbJC7JCCJ as 
terminated by her employer, in what she believes was retaliation by J 6J J 7J CJ ue to his d 6J J 7J 
discovery of their relationship. The OIG initiated an investigation to etermme if there was any 
criminal or administrative wrongdoing. 

II. POTENTIAL STATUTORY AND REGULATORY VIOLATIONS 

The investigation focused on potential violations of Title 5 Code of Federal Regulations (C.F.R) § 
2635.302, Gifts to Superiors; Title 5 C.F.R. § 2635.702, Use of public office for private gain; Title 
29 C.F.R. ~ 1604.l l, Sexual harassment; and the Secretary of Energy's Memorandum "Policy 
Statement on Equal Employment Opportunity, Harassment and Retaliation,'' dated December 31, 
2013. 

III. BACKGROUND 

J 6J J 7J CJ formerly emplo)'.r.,:e:-;;,d~b~TI17'r---1---....,......,........J 
J 6J J 7J CJ became a contractor employee on July 21, 20 I 4. J 6J J 7J CJ stated that between 

October and November 2014, she engaged in a flirtatious relationship with ~C6J (bJC7J hat be 1 an 
consensually. According tol(bJ(6J (bJ(iJ(cJ ~he continued lo a physical relationship wit CbJC6J (bJC7JCCJ 

out of fear for losing her job. 

IV. INVESTIGATIVE FINDINGS 

rJ(6J (bJ(7J(CJ b J 6J J 7J 
During an interview with the OIG,._ ____ ___, tated in October 2014, ccJ xpressed 
romantic interest in her. Subsequently, they met inl(bJ(6J (bJ(;J(CJ !office after nom1a uty hours, during 
which time they engaged in physical contact which she described as groping and fondling. 
Although the touching and physical contact was unwanted, J 6J J 7J CJ _ ·· id she did not voice her 
objection for fear of losing her job. J 6J J 7J CJ !so stated that J 

6
J J ;J CJ ould lock his office 

door behind her when she visited him. J 6J J 7J CJ tated that on Monday, November 24, 2014, 

OIG Case No. 1S-0087-I 3 
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. icked her up near the L' Enfant Plaza food court in his vehicle before his l :00 p.m. ~,....,.........,.,...., 
meeting and drove to Hains Point, where they parked and engaged in sexual activity. 

. . l(bJ(6J (bJ(iJ(CJ 
~==~------st ... a...,ted that on December 25, 2014, she reC~JVad a telephone call from._ _____ ___. 
L.o,,-.,.,.,,,..,,..,.,..,..,.,,,,,.,........,,..,.,.,,,.~ .... w,,,h"'"ic""'h~shocked her since she believed!~~' 

6
J CbJC,J !was divorced. Subsequently, 

J 6J J 7J CJ _ , ologized for "misleading her and was 
choosing his J 6l J 7J CJ ver her. (bJ(6J (bJ(,J(CJ stated that from January 2015 to A ril 2015, 
her duties were reduced and her work products were rejected. On April 17, 2015, J 6J J 7J cJ 
was laid off because EIA had dissolved her position. 

l
(bJ(6J (bJ(iJ(CJ I . JCbJ(6J (bJ(7J(CJi . . . 
______ also statij11™1fJPc October 2014._ ___ _.iasked her to bnng him a gift back from her 
trip to New York City. L JC6J J ,J CJ btated she did not purchase one while there, but purchased a 
craft beer in Germantown, Mar land, for approximately $20, beca is sh _ ~ 1 compelled to give it 
to him as a gift (bJ(6J (bJ(7J(CJ ·ubsequently gave the craft beer to J 6J J ,J CJ 

Durin an interview with the OIG, (bJ(6J (bJC7J denied he had a romantic or physical relationship with 
(bJ(6J CbJC7JCCJ stated tha J 6J J 7J cJ as fascinated with him, that she was in search 
of a male partner, and that she was disgruntled that he turned down her advances. 

l~C
6
J CbJCiJ lwas shown prinlouts of email communication between _him an ~~~~-_,from 

October and November 2014. During an email exchan e (bJ(6J (bJ(,J sked J 6J J 7J CJ if she had 
brought him anything back from New York City. J 6J J 7J CJ old agents he accepte J 7J CJ 
gift of craft beer, and it is located in his EIA office desk drawer. When s~own another email 
exchange,!~1(

6J (bJ(7J !actmilled he ~ad received nude photographs odCbJC6J CbJC;JCCJ Ion his Department 
issued cellular telephone. mc6J CbJC;J !stated he may have subsequently deleted the photos . he 
1overnment phone. While reviewing email traffic, ~(6J (bJ(7J also acknowledged having ~j/~j 
J 6l J 7J cJ in his office after normal duty hours. 

Separately, durin° an interview with the OIG a subcontractor em lo ee with Eccella Corporation, 
working in EIA ': J 6J J 7J CJ stated she had also 
engaged in a romantic an p ys1ca re at10ns 1p wit cdJ 6J J 7l rum une or July 2014 to December 
2014. CbJC6J CbJ(7J told her that he was divorced, but she state s e was no! sure if she believed him. 
(bJ(6J CbJC7J a so enied he had a relationship with the second subcontractor, although he 
acknowledged they were friends and often had drinks together. 

V. EXHIBITS 

I. Memorandum of Interview with~) '.:":6J~~,..____J dated May I 3, 2015. 
2. Memorandum of Interview with c6 

6
J ated June 26, 2015. 

3. Copies of emails from J 6J J 7J CJ Department accounts. 

VI. COORDINATION 

This investigation was coordinated with the U.S. Department of Justice, Sexual Abuse and 
Domestic Violence Section, which deferred to administrative action in this matter. 

OIG Case No. 1S-0087-I 4 



VII. RECOMMEND A TIO NS 

Based on the findings in this report, and other information that may be available to you, the OIG 
recommends EIA: 

1. Determine i~(bJ(6J (bJ(iJCCJ! conduct with subordinate contractor employees was inappropriate 
and take appropriate action, if warranted; 

2. Determine ifl~JC6J CbJ(,J I use of his Department email account for personal business was 
inappropriate: and, 

3. Determine if additional training related to contractor relations is warranted. 

VIII. FOLLOW-UP REQUIREMENTS 

Please provide the OIG with a written response within 30 days concerning any a<.:tion(s) taken or 
anticipated in response to this report. 

IX. PRIVACY ACT AND FREEDOM OF INFORMATION ACT NOTICE 

including any auachments and information contained therein, is the property or t 
and is for O LY. The original and any copies of the report opriatel y 
controlled and maintained. Disc . · horized perso · 10r OIG written approval 
is strictly prohibited and may subject the disc · · · it . Unauthorized persons may 
include, but are not limited t · referenced in the report, c individuals 
outside the u lie disclosure is determined by the Freedom of Informat10 

. . ., • ection 552) and the Privacy Act (Title 5, U.S.C., Section 552a). 

OIG Case No. 1S-0087-I 5 
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Summar~ 06FFH20l 7 I Document Number 25 I 

15-0108-1 J. Shackelford; Conflict of Interest; Lawrence 
Livermore National Laboratory 

Comp I iant Summary: On 6/19/15, Special Agent (SA) ...._) 
6
_) ... ) ..... 

7
) ..... c) ___ _ 

Department of Energy, Office of Inspector General, contacted SA ) 
6
) ) n q 

U.S. Nuclear Regulatory Commission (NRG} / Defense Nuclear Facilities Safet 
Board (DNFSB), Office of the Ins ector General, regarding a referral from cd) 6J J 

7
) 

r)(6) (b)(i)(C) i ) 6) ) 7) C) DOE OIG. 

advised the an allegation w,.,,....,,.,as,,....,...+.,.,,..,.,~~-----"-........ -----...1 

DNFSB to ) 6) ,,,..,,.,.,,.,...,,....,...,.......,..._ __________ _____. ;,..' ..,......,.....,,.,.,,,......_...,...... _____ ___. 

c DNFSB, on 9/25/14. In the allegation, J 6J J 7J cJ provided that an 
anonymous caller, phone number (505) 410 / ~ ) contacted him to report an 
inappropriate sexual relationship between Jeffrey Shackelford, DNS Technical 
Staff, DNFSB, and r)(6) (b)(;)(C) I 
National Nuclear Security Agency (NNSA) Livermore Field Office, Department of 

Energy (DOE). The com pl~!, X!f,9,i!./O \Warded to N RC OIG SA i:t',''l 16
'' 'I and the 

NRG OIG opened case l'._ ____ _.J to further investigate the allegation. 

) 6) ) 7) 

SA ccJ explained that at the time of the alleged relationship, Shackleford was 
in a J 6J J 7J cJ oversight of safety-related operations to which 1~}6J Cb)Cn I is 

assigned. The complainant stated the he had concerns that the relationship had 
compromised Shackleford's ability to perform independent safety oversight. The 
complainant provided two examples of Shackleford andlfgC

6
) CbJC,J lmeetin _ together 

in a romantic context. In one alleged instance, Shackleford and d 6J ) ,) met at 
the Purple Orchid, a wine resort and spa. In the second alleged instance, 
Shackleford and ~c6J Cb)C

7
) met at an Energy Facilities Contractors Group Safety 

Basis Workshop in in Albuquerque, NM from 2/23/14-2/27/14. At the workshop, 
the complainant alleged other attendees commented to Shackleford about his 
relationship to cdJ 6) ) 

7
) to which Shackleford affirmed the comments in a bragging 

manner. 

ii i!6 8666!!1Z:: I 16 I I IS: 2i ii I S: ii IE 6!6 I ti db 61 ti ildS! st 1122d ICED, S: I I 611 ii i2i I 
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subsequent to 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other lnvesti ators: 

Type: 

the review 

Closed 
19JUN2015 

Administrative 

of DOE email records. 

Subject Type: Other Government Agency Employee/Contractor 
Special Flags: 
Category: Administrative (non-criminal} 

Standards of Conduct [None] 
Received by: Telephone 
Complaint Source: Anonymous 
Complainant Location: [Unknown] 
Allegation Location: Lawrence Livermore National Laboratory 
Priority: Level 3 (Routine} 
Retaliation: No 
Offense Location: California 
FOIA Interest: No 
INV Assigned Office: Technology Crimes Section 
HQ Program Office: HQ, National Nuclear Security Admin (NNSA) 
Recovery Act: No 

Initial Allq.~ation 

Allegation: 
Location: 
Summary: 

Executive Brief 
Lawrence Livermore National Laboratory 
Predication 

L__-=~=~--,iDepartment of Energy, Office 
U.S. Nuclear Regulatory .__._......,..,.,..,..,......_ 

~~~1,.1,1;,1,,L..u....i...L.LL.llu......,iB), Office of 
DOE OIG. 

) 6) ) 7) C) 
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Energy (DOE). The anonymous complaintant stated the he had concerns that the 
personal relationship had compromised Shackelford's ability to perform 
independent safety oversight. 

Specifics/ Background 

In Sept _ 14, a complaint was received by NRG OIG and assi ned to NRG 
OIG SA cdJ 

6
J J ;J NRG OIG S~~/6J CbJC;J !opened NRG OIG case J 

6
J J 

7
l CJ to further 

· _· ate t e comolaint. Shackelford is currently a GS-15 at NRG OIG and 
cd) 

6
) ) ;J is the jc6JC6

) (b)(7)(CJ lat LLNL and is serving in a 
Senior Executive Service position. 

Investigative Activity 

S JCbJ(
6
) (b)(;J lh rl r,.~E OIG . . b . . IJOF ·1 d 

f1CJ as requ@~t~ u assistance In O taIn:ng ct;Wtt e9?:al (r"'.or S 
for Shackelford an~}_6

J JC,J _ SA@j6J CbJC,J ~ill coordinate withl J 
6
J J(,J CJ _o 

loc~ail records for joint reviewed by DOE OIG and NRG 01 . In ition, 
SA~as requested assistance in conducting an interview of cdi 

6
J J 

7
J 

subsequent to the review of DOE email records. 

· he DOE OIG case predication to rovided assistance to NRG OIG, SA 
~C

6
J CbJC

7
J located a DOE OIG received by J 

6
J J 

7
l CJ nd dated 11 /5/14. The 

complaint, 15-0067-C, provided that J 6l PJ CJ ....,..=~---,-----,----,---...,..-.,...-.....,...=----' 
Livermore Field Office (LFO), reported / ~ J received a package in her LFO 
mail containing a note accusing her of av:ng a personal relationship with a 
government employee at the Albuquerque com lex. The package also was 
reported to contain personal information for ~Jc~ CbJ to include her financial 
disclosure statement and security clearance m ormation. 

) 6) ) 7) CJ 
The DOE OIG complaint 15-0067-G also documented that the the 
Defense Nuclear Facilities Safety Board (DNFSB) J 

6
J J 

7
J CJ receive an 

anonymous email that cdi 6J J 7l was having a personal relationship with a DNSFB 
employee. 

called the Hotline 
:s matter further. 

After no additional correspondence with cdi 
6
J J 

7
J the DOE OIG complaint was 

ZZed by the Hotline. 

reviewed the email records and located email correspondence 
....,.,.,,.,,,..,.,,.....,.....,.,,.ackelford and ~?J CbJC7J SA d c~J J tated he would review the records 
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) 6) 

On 8/25/15, SA ccJ 
correspondencd-n.ZSffl'rt:m 

J 
7
J is traveling to LLNL to conduct 

~TTTl'l',...-i.. personal relationship between 

';;:;;::;::;:;:;~_ ) 6) ) i) 

.....,.,,..,IR,M.1..1.,SA J 6J J ,Jin rvi wed CCJ at the ) ') (CJ ) 6) ) ') 
DOE OIG offi n_ LLNL .............. t,cUcJ ' provided to CCJ ' he :n erv:ew was 
voluntary and CbJC6J CbJCn stated she un erstood she w"""""'.......,.......,,._ stop answering 
questions or to leave at any time. 1mz6J (bJC7J I stated she she had received a package 
in her Livermore Field Office mail :n approxim I June 2014. The incident had 
been previously reported to the DOE OIG. CbJC6J CbJC7J brought the package to the 
interview and provided it to SAl~;6J (bJC7J lfor revi~w. The package contained one 
handwritten noteJ(bJC6J (bJc,iccJ ISF-86 f _ J 6J J ,i OGE-450 form, letter from 
application for ES&H position, and ~c6J CbJCiJ resume. The handwritten note was 
found to contain but not be limited to a discussion of a _ relationship 
between !(bJC6J (bJc,iccJ I and!M/6J (bJCiJ !and J 6J 

6 
PJ CJ and d 6J J n In addition the 

note references aR ~n~jxjaupl named dcd) ) that has provided ) 6) ) 
7

) CJ with 
information about[J 6J J/Jc:J f he note a so s~tes the qapers in the envelope were 
found in "his" office apparently referring toPc6J CbJC,JCCJ J The letter concludes with 
the statement, "leave me out of it and I am out of here." J 6J J 7J stated she 
believe a LFO coworker,l(bJC6J (bJcnccJ I sent the §1-Ckage. d 6J J 7J explained~is 
interested in a personal relationship with J 6J J n hich she has not pursued. 

~C6J CbJC7J added t~at (bjc~lcc had "overstepped his bounds" and once groped her in 
: 1 e. cdJ 6J J ,i s a e she did not report the incident to LFO management. 

~(
6

) (6)(
7

) escribe an additional incident involvinqr)(6) (b)(i)(CJ bxplained _ 
attended a work dinn r nd a concert with multiple colleagues to include ~c6J CbJCiJ 
The following day cdJ 6J J 7J observed items to be mi~sing from her purse to inc u e 
sunglasses, scarf, money, and credit cards. cdi 6J J ,i explained she sent an email 
to the col lea ues that attended dinner the ni e ore asking if anyone had seen 
her sc CbJC6J CbJC7J received an email from ~JC6J CbJ ta ting that he had her missing 

(6)(6) (b)CJ (,J(CJ 
items. ccJ ' further explained that she la er ound a plastic bag hanging from 
her of ice oor containing the items missing from her purse. ~C6J CbJC7J stated she 
did not report the incident. 

SA CbJC6J CbJC7J k d CbJC6J CbJC7J dd · · I . I d h I . h. . h ccJ s e ccJ a 1t1ona questions re ate to er re at,ons 1p wit 
Shae e ord. ~c6J CbJC7J tated she did not have an personal relationship with 
Shackelford. 

(6)(6) (6)(7) ) 6) ) 7) 

At the conclusion of the intervie ccJ rovided SA ccJ he package she 
received in here LFO mailbox. d 6J J 

7
J signed DOE O v: ence I Property 

documenting the transfer of the pac age to sArl(6
) (b)(7J(CJ I 

On 8/28/15, SA cdJ 
6
J J 

7
J sent ~C6J CbJCiJ an email providing her options if she wanted 

iiiiSSSSS:!IE!ti lb! !!6! bl! I 21 11123.Li iii I Iii.IT 575.S:?57; 595.i?TIIER 
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(bJ(6J (bJCJ J 6J J 7J 
to report the incident she described to SA ccJ ' on 8/25/15 involvin ccJ 
groping her. cdJ 6J J 7J esponded via email an stated she __ like to ...... re_p_o-rt_t.,..he 

e removal of items from her purse by ~li~lccJ to Livermore PD. 

1
Cbll6J t6Jc J L . CbJC6J CbJC1J . 

On 9/1 0/15, SA en ' p 1otifled SA ccJ that the local police :n VA had 
reported to him that Shackelford ha 1e on 9/8/1 o due to a gunshot wound to 
the chest. SA dc~J J stated the investigation of the incident by local police is 
ongoing. 

Investigative Results: 

The allegation of a personal relationship between Shackelford and 0li2 CbJ was 
unsubstantiated. 

Disposition 

NRG OIG S~~}
6
J CbJco ~tated the NRG OIG will leave their case open pen.,..d.,.,.in.....,......., 

closure of the Virginia police investigation into Shackleford's death. SAli:l;;..l..J 6_J _...J 

advised there are not additional investigative steps and that DOE OIG can close 
the case and dispose of all evidence. NRC OIG stated upon closing their 
investigation of the allegation there will be no further administrative or criminal 
actions. 

The evidence drive containing the email records requested b NRC OIG have 
been wiped. The manila envelope of documents provided by ~C6J CbJC7J has been 
returned to fgC6J CbJC7J No additional evidence remains in the case. 

Finding Summary: The allega i n f n inappropriate personal 
relationship between Shackelford and cdJ 6J J 7J was unsubstantiated. 

Additional Allegations 

Proccs."i Dak."i 

Financial 

[if documents!=null] 
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Department of Energy 
Washington DC 20585 

February 11, 2016 
Document Number 26 

MEMORANDUM FOR l(b)(6) (b)(i)(C) pFFICE OF 
INSPECTOR GENERAL, TECHNOLOGY CRIMES SECTION 

FROM: 
r)(6) (b)(i)(C) 

Special Agent 

SUBJECT: Case Closing Summary (OIG File No. 15-0119-1) 

This memorandum served to recommend closure of OIG File Number 15-0119-1. 

The initial complaint alleged an employee of Los Alamos National Laboratory (LANL), Los 
Alamos, NM may have used a U.S. Department of Energy (DOE)/LANL computer system to 
access and store adult pornography to include images and videos of adults engaged in bestiality 
(sexual acts between humans and animals). It was further alleged the employee violated 
DOE/LANL policies by connecting a mobile telephone to his USG/LANL computer. A digital 
forensic examination of the employee's computer revealed significant adult pornography as 
well as bestiality associated with the employee's user profile. The examination also confirmed 
a mobile phone was connected via Universal Serial Bus (USB) to the computer in violation of 
DOE/LANL policies. During an interview with Office of Inspector General (OIG) Special 
Agents, the employee admitted downloading large quantities of pornography, but claimed no 
particular interest in bestiality. The employee adamantly denied he ever downloaded illegal 
child pornography and no indications of such contraband were found during the forensic 
examination. The employee further admitted connecting a mobile phone to his computer in 
order to access pornographic images stored on it. The U.S. Attorney's Office (USAO) reported 
federal statutes did not include a spcci fie crime against bestiality and given the nature of this 
investigation did not believe it would meet the standards for obscenity statutes. Furthcnnorc, 
the state of New Mexico did not have a statute prohibiting bestiality. Corporate investigators 
for Los Alamos National Security, LLC (LANS), the company responsible for operating 
LANL, also conducted an interview with their employee and subsequently allowed him to 
resign in lieu of termination. Since no criminal activities were identified and the employee was 
removed from employment at LANL, no further investigative steps were warranted. 

) 6) )7) C) . (b)(6) . . 
Please contact SA via telephone at (505) 845-(bJ(7J r via email at 
(bJC6J (bJC7JCcJ 1'.:doc.gov should you have questions regarding t ts matter. 

@FFl@lhb UDE Ql iLJJ 
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U.S. Department of Energy 
Office of Inspector General 

Office of Investigations 

February 25, 2016 

The Honorable Channing D. Phillips 
United States Attorney 
District of Columbia 
555 4th Street 
Washington, DC 20530 
Attn: Assistant U.S. Attorney Stephanie Miller 

RE: l(b)(6) (b)(7)(C) 
1010 Case No. 16-0004-1 

Dear Mr. Phillips, 

The enclosed Report of Investigation and its attachments are being provided to your office 
pursuant to your request for documents related to OIG Investigation 16-0004-I of 

i<h)(6) (b)(7)(C) I for violation of DC Code§ 22-3225.02 (Insurance Fraud). 

(b)(6) (b)(7)(C) 
If ou have any questions please feel free to contact Special Agen at (202) 586-

(b)(G) (b) · r myself at (202) 58 \~!i~l (b) I look forward to working with you and your office in 
the future. 

(b)(6) (b)(7)(C) 

Region l Investigations 

OIG Case No. 16-0004-I 
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REPORT OF INVESTIGATION 16-0004-1 

I. ALLEGATION 

On October 14, 2015, the U.S. Department of Energy (Department) Office oflnspector General 
(OIG) received a referral f th 1 '"''""''"'tm~•nt's Local Insider Threat Working Group alleging 
that Department employee (b)(G) (hl<7l<C) may have filed a fraudulent insurance claim. 
Specifically, the referral stated thatroutin hor· moni ring of emails discovered an email 
discussion between (b)(G) (b)(7)(C) and (b)(G) (hl<7l<C) in which they discussed filing an 
insurance claim for a diamon ring valued at approximately $7,800. 

II. POTENTIAL STATlJTORY OR REGULATORY VIOLATIONS 

The investigation focused on possible violations of the DC Code§ 22- 3225.02: Insurance Fraud. 

III. INVESTIGATIVE FINDINGS 

BACKGROUND: 

(b)(6) (b)(7)(C) 'h (b)(6) (b)(7)(C) 
1s t e Office of Intelligence and 

~C~o-un-te-n~.n-te~l,.,..,ligence, U.S. Department of Energy. She is a (b)(G) (b) ederal employee and 
possesses a DOE Q (Top Secret) security clearance with SCI access. 

DOE RECORDS: 

The OIG re uested copies ofl(b)(G) (b)(
7
)(C) bmail from her government email account, 

(b)(G)(b)(7)(C) in.doe. ov. The emails were obtained b~~:m...QQ.!J£ellSl,ual use of the 
government computer system. In an email exchange between (b)(G) <hl<7l<C) and (hl<6l (hl<7)<c) 
between Se tember 28 and 30, 2015, they discuss filing an insurance claim for (b)(G) (b)(7)(C) 
ring. (b)(G) (b)(7)(C) subsequently stated on September 30, 2015, that she called her insurance 
company an 1 e the claim for a lost ring, but was told by the insurance company 
representative that she could withdraw the claim if she found the ring. She then stated that she 
felt ''guilty now already." 

In a separate email tol<h)(G)(b)(7)<C) Ion October 1, 2015,l<h)(G)(b)(7)<c) ldiscussedthe pros and 
cons of continuing with the insurance claim. Specifically citing under "Cons," "Lying/ guilty 
conscience/ fear of getting caught." 

, , , l(b)(6) (b)(7)(C) I 
Add1t1onally, the OIG requested and received telephone records for'-~~-~___,desk phone 
at the Department headquarters building [Agent's Note: Department of Energy headquarters is 
located at 1000 Independence Ave SW Washington, DC]. The records indicated that an 
outgoing call was made from (b)(G) (b)(7)(C) desk phone to the USAA toll-free number on 
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September 30, 2015, at 12:41 pm EST. 

INFORMATION FROM USAA 

SUBJECT INTERVIEWS & CONFESSION: 

On January 7, 2016, the OIG interviewe~(b)(G) (hl<7l<C) I who stated that she filed an insurance 
claim with USAA for a ring she had lost sometime at the end of September or beginning of 
October. i<h)(G) (b)C7)(C) !stated that she filed the claim b telephone from her office at the 
Department of Energy headquarters building. (b)(G) (hl<7l<C) stated that she had initially intended 
to file a false insurance claim; however, when she looked for the ring, she discovered that it was 
missing. As a result,l<h)(G) (b)(7)(C) I stated that her insurance claim was a valid claim for a lost 
ring. When asked about her email conversation withl<h)(G) (b)(7)(C) I and specifically her 
comments about feeling "guilty,"l(b)(G) (b)(7)(C) !stated that she had felt uil about considering 
filing a false claim, but that her claim was, in fact valid. When asked, (b)(G) (b)(7)(C) stated that 
she did not know where the ring was at the time of the interview. (b)(G) (b)(7)(C) interview was 
sworn and recorded, and she was advised of her rights pursuant to the Garrity warning. 

On January 8, 2015,l(b)(G) (b)(7)(C) ~roactively contacted the 010 and advised that she had lied in 
her previous interview and had in fact filed a false insurance claim. As a result, the OIG 
conducted another interview ofl<h)(G) (b)(7)(C) I which was also sworn and recorded. ~(b-)(6_) _(b)-<7-)(C_)_~ 
was also re-advised of her rights pursuant to the Garrity warning.l<h)(G) (hl<7l<C) I state at s e 
had ''lied" in her OIG interview the previous da January 7, 2016], and had, in fact, filed a false 
insurance claim for a lost wedding ring. (b)(G) (b)(7)(C) stated that she was "caught off guard" 
when she was called to the OIG office the previous day, and her first instinct was to lie about the 
claim.l(b)(G) (b)(7)(C) lsaid that she has not "been able to live with m self' since then. She said 
that she did not want to lose her job or be rosecuted. When asked, (b)(G) (b)(7)(C) stated that she 
still had the ring and it was at her home. (b)(G) (b)(7)(C) lso stated that she had the money and 
wanted to pay USAA back for the claim. 

IV. ESTIMATE OF VICTIM'S LOSS 

The loss to USAA is $4,627.35. 
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V. MITIGATING OR EXCUPLATORY INFORMATION 

'-l(b_)(6_)_(b_)(7_)(C_) _ ___,returned $4,327.35 to USAA. 

VI. WITNESSES WHO COULD TESTIFY 

(b)(6) 
(b)(6) (b)(7)(C) ecial Agent, DOE-OIG, telephone (202) 586 (b)(7)(c can testify to 
statement made b (b)(6) (b)(7)(C) during interviews on January 7 and 8, 2015. 

VII. ATTACHED PERTINENT EXHIBITS 

1. Local Insider ThreatWorkin Grau referral to the OIG dated October 13, 2015 
2. Email conversation between (b)(6l (b)(7) and <~<6) (b)(7l September 28-30, 2015) 
3. Email froml<h)(6)<h)(7) ~o (b)(6)(b)(7) dated Octo er , 015 
4. USAA claim summary 
5. USAA payment voucher 
6. Memorandum ofinterview o i~l<6)(hl<7l on January 7, 2016 
7. Memorandwn of Interview o on January 8, 2016 
8. DOE telephone records for<h)(6) (b)(7)(C) desk hone 
9. DOE building access records for (b)(6) (b)(7)(C) 

vm. BACKGROUND OF THE SUBJECT 

(b)(6) (b)(7)(C) 

Date of Birth: (b)(6) (b)(7)(C) 
'----~,---L~~~~ 

Social Security Number: (b)(6) (hl<7l<C) 

Address: (hl<6l (hl<7l <~l<6l (b)(7)(c) oxville, Dumfries, VA 22025 
. Phone: (571) 292 

'--------' 

IX. POINT OF CONT ACT 
(b)(6) (b)(7)(C) (b)(6) (b)(7) 

Special Agent~--~U.S. Department of Energy OIG (202) 586~<c_) -~ 

X. PRIVACY ACT AND FREEDOM OF INFORMATION ACT NOTICE 
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U.S. Department of Energy 
Office of Inspector General 

Office of Investigations 

March 3, 2016 

MEMORANDUM FOR THE DIRECTOR, OFFICE OF INTELLIGENCE AND 
COUNTERINTELLIGENCE 

FROM: 

National Capital Field Office 

SUBJECT: Investigation of Employee Misconduct. (OIG Case No. 16-0033-I) 

This memorandum serves to inform you of the results ofan investigation by the U.S. De artment of 
Ener D artment Office oflns ector General (OIG}. On 25 February 2016, (b)(G) Ch)(7)(C) 
(b)(G) (b)(7)(C) Office oflntelligence and Counterintelligence, was arrested 
pursuant to an arrest warrant issued by the District of Columbia's Superior Court for the offense of 
22 DC Code 2701, Solicitation for Prostitution. 

As stated in the attached arrest warrant (b)(G) (hl<7l<C) 'unlawful,.,,.,...,l-"---c-in-,--,-=,-v1,.,,·t.,.,ed, enticed, 
offered, persuaded, and agreed with (b)(G) (LNU) to engage in prostitution with (b)(G) (b)C7)(C) and 
addressed l;~~i~~c (LNU) for the purpose of inviting, enticing, offerin ersuading, and agreeing to 
engage in prostitution." The OIG investigation determined that (b)(G) (b)(7)(C) communicated with 
and arranged for an escort through an escort service, while on duty at the Department Headquarters, 
within a Sensitive Compartmented Information Facili SCIF), over his unclassified Department 
electronic mail account. During this exchange, (b)(G) (b)(7)(C) divulged h's fi 11 · epartment 
electronic mail account; Department telephone number; his pseudonym (b)(G) (hl<7l<C) used for a 
website that collates customer reviews of various activities provided by escortS; as well as his 
assertion that he was not associated with any law enforcement organization. i<h)(G) (b)(7)(C) lvia his 
Department electronic mail account, agreed to the fee prescribed for the encounter with the escort, 
and was provided for a time and location to proceed to, from which he received further instructions 
and a specific address within the state of Virginia. Investigation also revealedl<h)(G) (b)(7)(C) I 
adJ;nitted he had engaged in sexual activity in exchange for a fee with escorts, for which he left 
reviews to summarize those encounters, since 2007. 

This investigation is currently ongoing. 

This report includes one recommendation for corrective action. Based on these facts and other 
infonnation that may be available to you, the OIG recomme~ .......... ......_~....__..."".._1ce determine if 
administrative action up to termination is warranted against (b)(G) (hl<7l<C) 
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Please provide the OIG with a written response within 30 days concerning any action(s) taken or 
anticipated in response to this report. 

~~~------arding this matter lease contact me at (202) 586 ;:;\~! or 
at (202) 586 (b)(G) (b)(7) 

~-------~ ~(C~)--~ 

Attachments 

Cc: Office of General Counsel 
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SUPERIOR COURT OF THE DISTRICT OF COLUMBIA 
CRIMINAL DIVISION ri'ttTN:l(b)(

6
) (b)(

7
)(C) 

COMPLAINT 

District of Columbia ss: 

Defendant's Name: (b)(6) (b)(7)(C) 

'"-=======:;;r-' 
Lockup No: (b)(6) (b)(7)(C) 

CnseNo: 

..._ _______ __,_ __________________ -,1,'------

F i rs t 
(b)(6) (b)(7)(C) 

Also Known As: 
(First) 

Addre.ss: (b)(6) (b)(7)(C) 

(Ml) (Last) (PDID) 

(Middle) (Last) 

otomac MD 

On or about January 8, 2016, within the District of Columbia, (b )(
6

) (b )(
7

)(C) so known as l<b )(6) (b )(7)(C) 

tlnlawfully invited, enticed, otfered, persuadeli ~~~( rgreed with(~)(~) (Last Name nkno.wn) to engage in 
prostitution wit~\~,<6) (b)(7) land addressed<~)(~) Last Name n nown) for e purpose of inviting, 
enticing, offering,. persua(ling, and agreelng to engage in prostitution, (So citation for ProstHutlon, in 
violatlon of22 D,C. Code, Sections 2701, 2701.01 (2001 ed.)) 

Co-Defendants: 

,\fflant'! ~•111• 
Subscribed and sworn to before me this ______ day of ------f-7""1-F __ e,_b_r

7
u._ar_~,.,~r=:-,_2_01_6 ______ _ 

f::7 }/J/,;;_,~ 

Title16: 0 

tJuda:c) (Depnty Clerk) 

WARRANT 

Rule 105: D Judge: -------------------
DOB: (b)(6) (b)(7)(C) CCN: 

OFFICER MUST EXECUTE RETURN 

PDID: 

Badge No.: 
(b)(6) (b)(7) 
(C) 

Date/ Time: February 23, 2016 

AFTC 

• 
Fel.U 

• 



Superior Court of the District of Columbia 
CRIMINAL DIVISION 

AFFIDAVIT IN SUPPORT OF AN ARREST WARRANT 

DEFENDANT'S NAME: NICKNAME: ALIASES: 
(b)(6) (b)(7)(C) None Known l<h)(6) (b)(7)(C) 

....c-R=A~C=E~: ~D~O_B_: --~H_Gl_':_~W_G_T_: ~_EY_E_S_': ~_HA~I_R~: COMPL: 
(b)(6) (b)(7)(C) 

SCARS, MARKS TATTOOS: 
Unknown 

DEFENDANT'S HOME ADDRESS: 
(b)(6) (b)(7)(C) otomac, MD. 20854 
DEFENDANT'S BUSINESS ADDRESS: 
1000 Independence Avenue, SW. Washin ton, DC 20585 
COMPLAINANT'S NAME: 
Department of Ener y Office of Ins ctor General 
LOCATION OF OFFENSE: TIME OF OFFENSE: 
1000 In.de ndence Avenue, SW. Washington, DC 20585 V,irious 
CAUTION AND MEDICAL CONDITIONS CMC Select a Vlllitl CMC mlebtlow forw;iuted peoon wllen u$ln1 th~ cautio1 indicator. 

D 00 =: Arm~d and Dangerous 
D 05 • Violent 'fendmci~$ 
D 10 = Martial Arts E11pcr1 
0 15 •Explosive E,.;pertis~ 

0 20 = Known ln uhuse dnigs 
0 25 .. EscnPQ Risk 
0 30- Se11ually Violent Predntor 
D 50"" Heart Condition 

GrVE BRIEF DESCRIPTION OF WHAT HAPPENED: 

0 55 - Alcoholic 
0 (,0 = Allergies 
0 65 • Epilepsy 
0 70"' Suicidal 

0 80 .. Medicntion Required 
D 85 = Hemophilin~ 
D 90 "' Diabetic 
D 01 =Othcr(!:xplain) 

On January 14, 2016, a representative of the Department of Energy's (DOE) Counterintelligence Field Office 
reported to the Office of Inspector General that a senior Office of Intelligence and Counterintelligence employee 
was detected through a random audit, as soliciting for rostitution over his DOE electronic mail account on January 
8, 2016. The. random audit captul'ed (b)(6) (b)(7)(C) ommunicating 
with and arranging for an escort through an escort service while on duty at the DOE's headquarters, I 000 
lndepe11dence Avenue, SW, Washington, DC 20585. 

(b)(G) (b)(7)(C) communication revealed he communicated with The Erotic Network (TER . throu h an individual 
named (b)(6) nd requested to meet a prostitute named l<h)(6) (b)(7)(C) I During this exchan e, (b)(G) (b)(7)(C) 

divulg~d his full name, DOE electronic mail, DOE telephone number, his TER handle: (b)(6) (b)(7)<C) and his assertion 
that he was not associated with law enforcement. i<h)(6) (b)(7)(C) !agreed to the fee for his encounter in this 
exchange, and was provided with a time and a general location to proceed to an address near Tyson's corner, VA, 
from which he would receive further instructions for the exact location to meetl\~,<

6
) (b)(

7
) I 

J(b)(6) (b)(7)(C) I , . , 
hwestigation revealedl~----~has been a VIP member ot TER since 2007, where he has posted numerous 
reviews of his encounters with prostitutes during which he en aged in sexual intercourse for a fee. His reviews also 
revealed he had already had a sexual interaction wit i~!i~l (b) in December 2015. 

Your Affiant review.=e=d-'--(b~)<_
6

l_<_hl_<
7

_l<C_l __ ----""e....,,Je'""ct=r=o=ni=,c mail since January 8, 2016, which revealed he received further 
instrtictionsto meet (b)(G) (b)(

7
)(C) pt;:;\~! ysons Comer, VA on that date. 

1-'Ll'LlllL.l.ilLJWJI.JWLl..ili.lJ.ies, it is respectfully requested that an arrest warrant be issued for 

PLEASE ISSUE A WARRANT P'OR: 

1------'2....J SUB~:f 1BED AND SWORN TO BEFORE ME THIS 

CHARGEP W._IT_H_:_~-l-,l-tc!-· _fio_ri_a_r_rra_.st-i~"M,"u.i --n DAY£ w~'/-d I~ 

)K~m%~rr❖D~'!J'C>RNEY (JUDGE> (DEPUTY CLERK) suPERIOR couRT 
OF THE DISTRICT OF COLUMBIA 

...... NU L "1 f>f>L0"1'6D -

(b)(6) (b)(7)(C) 
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Summar~ 06FFH20l7 I Document Number 29 

l(b)(6) (b)(;J(C) I 
16-0050-1 .._ ___ ..... Misuse of Position and Theft of 
Government Property; Fossil Energy 

Compliant Summary: On 1 O February 2016, the Hotline received an 
___ ......_.......,complaint, alleging .... lc6_Jc6_J c_bJ_ciJ_cc_J ______________ ___. 

for Fossil Energy (FE), misused his position for personal gain. It is 
a ege a r)(6

) (b)(i)(C) I has committed theft of IT equipment (laptops, I pads, 
monitors, and !phones) from his workplace and giving it away as gifts to family 
and friends. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 

Type: 
Subject Type: 
Special Flags: 
Category: 

Closed 
10FEB2016 
04MAR2016 

l(b)(6) (b)( i)(C) 

Criminal 
DOE Manager (GS-15 equivalent or above) 

Integrity/Ethics of Government Officials 
Program Theft or Bribery [None] 

Received by: Letter 
Complaint Source: Anonymous 
Complainant Location: Headquarters-Germantown 
Allegation Location: Headquarters-Germantown 
Priority: Level 3 (Routine) 
Retaliation: No 
Offense Location: Maryland 
FOIA Interest: No 
INV Assigned Office: Washington DC 
HQ Program Office: HQ, Ofc Of Fossil Energy 
Recovery Act: No 

Initial .\llt'.~ation 

Allegation: 
Location: 
Summary: 

IEB 
H eadq uarters-G e rm a ntown 
PREDICATION: 

On 1 O February 2016, the Hotline received an anonymous complaint alleging deg J 

lllldSSSSl!ltlti ldl !!SI 21111 6! lll&S:dllliB Blll!IJSI BEIIEE&lts&S. S:tl 611111211 
P:SCS:11919IFP lf'.IIll?IIIIl:SEii?RE?R :S?R?ilfi ?EIIIE?I? 
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l(bJ(6J (bJC7JccJ IOffi ce of 

Fossil Energy (FE), Germantown, MD. committed theft of various items of 
government property and misused his position for personal gain. 

(b)(6) (b)(7)(C) 
Specifically, the anonymous complaint alleged tha ..._ ___ _,misused funds and 
committed theft of IT equipment (laptops, A~ple i~a s, pp e iPhones, and 
monitors) from his workplace to finance hi~hl6J (bJ(,JccJ I 
The complainant stated thatjchJC6J (bJC,JccJ lsells the items and also distributes them 
as gifts to family and friends. Additionally, the complainant alleged thatl(bJ(6J (bJ(,JccJ 
is removal of the items from the Department's facility is facilitated by the lack of 
bag inspection u on exit of the building. The complainant stated that for the 
smaller items, J 6J J 7l cJ carries them out in a backpack, while the larger items, 
such as monitors, he requests a property passes prior to taking the items out of 
the building. 

Furthermore, the complainant stated thatl(bJC6J (bJC,JccJ I abuses his position by 
ordering excessive amounts of equipment for the program office, and that he 
"picks and chooses," with the approval of managers within the organization, who 
he wants to issue · ems to. The complainant stated that if an employee 
is unpopular with CbJC6J CbJC7JCCJ or the other managers, he forces them to take the old 
equipment that others have previously exchanged for newer items. 

f FE 
(b)(6) (b)(7) f 

~~,lJ!!,,,,,l,!,,1,W,,J"-------------1 o 's CCJ ~lolL..,,,.....,.....,......., 

.,....,..,;;..,....,,...,......,.,.,...;-.....r....;....;.;_'-----------,.----------'when the previous CbJC
6
J CbJC

7
JCCJ 

L---------------4i'!:m~m':7'1"""""""1verted the position, which the 
complainant alleged was duet ____ _,,purchase of numerous devices, such 
as the latest iPads, iPhones, electronic bulletin boards, and other electronic 
items. 

CASE ASSIGNMENT: 

4 March 2016 Assigned to SA ... r_Jc
6
_) (-b)-(,)-(C_J _______ ltrom Hotline complaint 

BACKGROUND: 

ffice of Fossil Energy (FE), 
Germantown, MD removes IT equipment (laptops. Apple iPads. Apple iPhones, 
and monitors} from his workplace to finance hi~(bJ(6J (bJlfXCJ I 

~Jc6J CbJC7J The complainant stated tha~(bJC6J (bJC,JccJ !sells the items and also distribut;,,;,,e,..,;,s,,....,,...,....., 
.,µ.,Ll~...ps gifts to family and friends. Additionally, the complainant alleged thatlf~lig (bJ I 
~j/~J (bJ is removal of the items from the Department's facility is facilitated by the 
ac of bag inspection u on exit of the building. The complainant stated that for 
the smaller items, J 6J J 7J CJ arries them out in a backpack, while the larger 
items, such as monitors, he requests a property passes prior to taking the items 
out of the building. 

I I 113 666616,Eld I IS I lt61 Eli I I GI ii IE bid Jild3 mums: st It&&! 1623. s: t I s: ti I 1211 
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INVESTIGATIVE ACTIVITY: 
------------------------------------
On March 4, 2016, SA...,.jt6 ..... Jc6 .... JC-bJ""'cn ... cc .... J --------IDepartment of Energy (DOE) Office 

of Inspector General (OIG) National i I Fi I Office (NCFO), conducted a 
search ~~....,....orld Wide Web using J 6J J 7J CJ _ ·ce telephone number, 
301-90 C7ic6 J nd his DOE email address, CbJC6J CbJC,JccJ oe.gov. As a 
result, ttiree usinesses were identified as linked t ____ .... Department desk 
phone. They were: 

if""' (b ( ;J(q 

Additional! 
1 , (b)(6) (b)(7)(C) 

. . I al(b)(6) (bJ(iJ(CJ I 
one business was linked t ._ ___ _. DOE email address: 

In addition to the above-mentioned analyses, a Thompson Reuters CLEAR 
search revealed the current and previous residential services forlCbJC6J CbJcnccJ las 
well as various business affiliations. . . 
See MOIA dated 4 March 2016 for details. 

J 7J CJ 
On March 11, 20ir,i-6~S~A~~~_Jsent a Mail Cover request to the United States 
Postal Service for CbJC6J CbJC7JCCJ urrent residence, which is affiliated with 
independent businesses. 

A review of the mail cover returns revealed no indication of incoming mail that 
seemed to be associated with any of the above listed businesses. Additionally, 
no indication of mail traffic associated with the resale of electronic devices was 
observed. 

. . 
On July 20, 2016, SA returned the mail cover returns to USPIS via 
UPS, as required. 

l(bJ(6J (bJ(,J(C) I 
Between May; 0, 2016 and June 27, 2016, lnspector........_ ___ ..........,Postal 
Inspector, Depart ~~""Justice Fraud Team, Merrifield, VA. conducted 
surveillance of th ~~i~J (bJ esidential area and interviewed the USPS, Federal 
Express, and Unite ostal Service carriers who serviced the area. Neither 
reported any pickups or deliveries of packages to support a personal business 
operation from!CbJC6J CbJC,JCCJ !residence. Additionally, lnspector~~~r~~~ed 
Postal employees at the nearest Post Office, neither of which~d_c J 6J J ,J cJ 
as dropping off and sending packages to support his selling items via the USPS. 

INVESTIGATIVE RESULTS: 

i!i:SBSBS:tiE!ti :Si !!6! bl! I 6! ili&S:5)(1635tt!dl66! BE!lEE&ttSEB.C:li S:liiiE!l 
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Recommend closure. 

PLANNED ACTION: 

l(b)(6) (b)(i)(C) I 
Request and obtain email communication from .... ___ .... oepartment account 
for a period of 6 months. Completed 

lnterviewr)C6
) Cb)C,)CC) I Completed 

lnterview .... r .... )c6_)(_b)_Ci)_(c_) __________________ ___. 

Completed 

Coordinate with DOJ. N/A 

lntervie~Cb)C6
) Cb)C,)Cc) IN/A 

Arrestjc6)C6
) Cb)C,)Cc) ~ N/ A 

Investigative Report to Management. N/A 

DISPOSITION: 

Recommend closure 
Finding Summary: 

Additional ,\llegati(ms 

Prrn:css Dates 

11 MAR2016 Techniques Actions: Monitoring - Mail Cover 

Fina nt ia I 

[if documents!=null] 
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Department of Energy 
Washington DC 20585 

April 12, 2016 I Document Number 30 

FROM: 

SUBJECT: Case Closing Summary (OIG File No. 16-0054-1) 

This memorandum serves to recommend closure of OIG File Number 16-0054-1. 

On March 3, 20 l 6,ICb)C6) Cb)CiJCCJ pepartment of 
Ener, DOE Office of the Ins ector General OIG Albuquerque, NM received notification 
fro1 J 6) J 7J CJ Sandia National Laboratories (SNL), 
Albuquerque, NM regarding J 6) J 7J CJ 'NL, Albuquerque, NM who, during the 
course of a routine polygraph examination and subsequent intervie,v with corporate 
investigators, reportedly admitted he downloaded and viewed electnWiictopks and jmaves of 
possible child pornography using a SNL/DOE computing resources.! J 

6
) c )(,)(CJ I 

provided this information to SA!CbJC6J CbJC,JCCJ !DOE, OIG, Technology Crimes Section 
(TCS), Albuquerque, NM for investigation in to violations of 18 U.S.C. § 2252, "Certain 
activities relating to material involving the sexual exploitation of minors". 

(b)(6) 

SAl(b)(6) (b)(i)(C)lcoordinatcd with SNL to obtain computing resources used by ~r) 0 include a 
desktop computer, laptop computer, and a mobile tablet device (an Apple iPad mini). A digital 
forensic examination of devices did not reveal any illegal or inappropriate images or videos. 

l(b)(6) (b)(,)(C) I (bl(~l 
SA,_ ___ _.also conducted an interview with c ' He did not discl~ indication he had 
ever viewed images or videos of child pornography. On one occasion,~began reading an 
on line, fictional story that suggested ver oung children could attain magical power by 
becoming sexually active with adults (b)(~) c recognized this was wrong and immediately 
stopped reading the story. During his polygraph examination, Cbi(~i(c eported accidentally 
accessing "child pornography" without realizing 18 USC 225 e med "child pornography" as 
" ... any visual depiction ... of sexually explicit content... [that involves the use of a minor. .. " 
Subsequently, when interviewed by corporate investigators ~l[g (bJ ·ontinued to mistakenly 
associate written words with the term "child pornography." c cnied ever viewing images or 
videos of child pornography. 

(b)(6) 
Based on a lack of evidence ~(7) ccessed illegal images or video as ,veil as OJ(C) statements, 
I recommend closing this investigation and referring this investigation back to SNL for 
administrative action. 

611 f@li IL U OE 01 ltsZf 
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24FEB2017 I Document Number 31 

16-0062_1Proactive; Potential Misuse of Fleet Cards and 
Purchase Cards; Multiple Sites 

Parent: 

Complaint 

Summary: 

Current Status: 

Current Status Date: 

Current Status Notes: 

Date Received: 

Date Initiated: 

Primary Investigator: 

Other Investigators: 

Type: 

Subject Type: 

Special Flags: 

Category: 

Received By: 

Complaint Source: 

Complainant Location: 

Allegation Location: 

Retaliation 

HQ Program Office 

Priority 

Process Date Type Sar Nar 

Offense Location 

Hotline 

A proactive review of GSA fleet and P-cards across 

multiple Department facilities for potential misuse. 

16-0243-C 

Closed; Proactive 

26SEP2016 

Proactive inv being closed due to other case priorities. 

Preliminary look into the fleet and purchase card info 

received did not reveal any criminal activity. 

23MAR2016 

24MAR2016 

Criminal 

DOE Program/Facility 

General and Other Crime 

[None] 

[None] 

[Other] 

Proactive Initiative 

Headquarters 

Headquarters 

No 

HQ, Ofc Of Management 

Level 3 (Routine) 

District of Columbia 

no 
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Litigation Hold 

Joint Investigation 

INV Assigned Office 

Use Name Outside of OIG 

Joint Agency 

no 

no 

Washington DC 

N/A 

Contains Classified no 

(Information outside iPRISM) 

Recovery Act No 

FOIA Interest No 

Documents: #002 Memorandum of Investigative Activity (All Other) 

: moia card purcahse hq spreadsheet.pdf 

#001 Documentary Evidence : hq top 10% last 2 yrs 

(003).xlsx 
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Close Actions 

Case Closed Date 26SEP2016 

Last Invest Activity 23SEP2016 

Evidence Processed Per NA 
Chapter 9 

Grand Jury & Subpoenaed NA 
Material Proc Per Chp 8 

Discard NCIC NA 
History/Printouts 

Closing Notification to NA 
Depart Mgr (Name & Date) 

Files and Folders Properly yes 

Labeled 

Coordination w TCS NA 
Regarding Electronic 

Evidence 

Techniques No Data Available 
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Allegation #1: 

Allegation Location: 

Summary: 

Finding Summary: 

Potential Misuse of Department Funds 

Headquarters 

This proactive investigation will probe for potential 

government purchase card fraud within the 

Department. 

Tl 119 9921 II IEPII IS 9999EPilf 95 II :S 212 2t IP 2 3 tit :SI RE REI 53 REP; 99 Fl l?TI IFS 21225111112557; tl'.ITI 191 IT 

fl Ii Iii IP 15iliiilil Iii 1PP'1Iii111 t Iii F fl Ii Iii I Iii 



ii 116 26661t!Ei ii 16 I I 161 El Ii I 61 ii 12 616 ii!JS Si il!IJG I BE l!EEL! :SES, Gil I 61 I I 1121! S:6621!111Ji ii EB, iii! 1166 I 

Ti Ill 1111rr,1u 1 PPROI iii 95 II IF Qi? 

User chronology entries: 
30MAR2016 .... r_JC6_J c_bJ_co_cc_J ________ ___, 

Case Notes ICbJC6J CbJtiJtcJ I ....,...,.,.....,.,.._,...,,,,..-------. 
SAsjch)(6) (b)(;J(C) ~ndmet with r)(6

) (b)(, )(CJ IHQ P-Card 

ltbJt6J CbJC;JCCJ I (202-287-dc2 J regarding retrieving records for HQ 

P-card holders. 

30MAR201 6 .... r_Jc
6
_) _(b)-(;-J(C-) -----------­

Case Notes 
,.JCb)(6) (b)(7)(C) I . 1Cb)(6) (b)(;J(C) I 

soi .... ___ .,......._met with lnspecto~ ..... _____ ____,Eastern Region Office 

of Ins ection, to review P-card risk assessment conducted for FY 2015. 
30MAR2016 ) 6) ) i) C) -----------

Case Notes 

s~CbJC
6
J CbJtocCJ jneet wit _ Eastern Region 

. ) 6) ) ;J CJ . 
Inspections and __________ ___. astern Reg.on 

Inspections regarding P-Card reviews and risk assessment conducted 

by the Office of Inspection for FY 14 and 15. 

26APR2016 r:'''';J: 1 

ase otes 

1

CbJC6J tbJc-"JtcJ 

1 Received HQ cardholders information from .... ___ ..... HQ Program 

21JUN2016 r)(OJ -s,r J(C I 

20SEP2016 

File Review 

No file review required. This is a proactive investigation that will be 

turned to a full o en inv at the 6 month mark or will be closed. 

File Review 

No file review require for a proactive within the first 6 months. A 

determination is being made on whether to close this investigation or 

convert to a full investigation. 
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Summar~ 
I Document Number 321 

06FFH20l 7 

16-0114-l _cc_)/_) __ and l(b)(

6

) (b)(i)(C) I Conspiracy to Defraud the 

Government; Paducah Gaseous Diffusion Plant; Paducah, 
KY 

liant Summary: On July 13, 2016, DOE 
J 

6
J J 

7
J cJ Portsmouth/Paducah Project Office, an ----------Swift & Stale , Paducah, KY, reported that subcontract -----...,,..,.,..,.,.,.......,.,,.,,..._ _____ .....__ ...... 

Wastren Advantage Corporation, and 
.,,...,.,,...,;-,,,...,.,;,,,....-..------------------. 

--------------------Fluor Corporation, sent 30,000 
instant messages over a period of 62 days on government computers while at 
work at the Paducah Gaseous Diffusion Plant/Fluor Paducah Deactivation 
Project. r)(6

)(b)(;)(C) I alleged that de~) ) nd r(6
)(b)(,)(C) I misused government 

equipment and surmised that both committed time card fraud. The majority of 
the messages were sexually explicit in nature. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other lnvesti ators: 

Type: 

Closed 
13JUL2016 
14JUL2016 

Criminal 
Subject Type: DOE Contractor/Grantee Person 
Special Flags: 
Category: General and Other Crime 

Theft of Govt. Property, Money, Records Crime on 
Govt. Reservation/Facility 

Received by: Telephone 
Complaint Source: DOE Management 
Complainant Location: Paducah 
Allegation Location: Paducah 
Priority: Level 3 (Routine) 
Retaliation: No 
Offense Location: Kentucky 
FOIA Interest: No 
INV Assigned Office: Oak Ridge 
HQ Program Office: HQ, Ofc Of Environmental Management 
Recovery Act: No 

111!555551!1Z::i Id! !!6! Z:11 I 6. 11!26.SltidbdltlildG! S&iiEEblSEB,C:li O:ti!iE!l 
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lnili.il Allq!;.ition 

Allegation: IEB 
Location: 

astren 
___ ,_ ...................... -..~,an _________ _. Fluor Corporation, sent 30,000 instant messages over a 
period of 62 days on government computers while at work at h P h 
Gaseous Diffusion Plant/Fluor Paducah Deactivation Project. CbJ(6J CbJ(7J(CJ 
alleged thatl~

1
(
6J CbJ(7J ~nd!CbJ(6J CbJ(7J(CJ !misused government equipment an 

surmised that both committed time card fraud. The majority of the messages 
were sexually explicit in nature. 
Finding Summary: The FBI was notified on August 5, 2016. 

(b)(6) (b)(7)(C) 
7/20/2016- 7/21/2016- Special Agents~~=-:----i;,r:m;"';'~~"""'lwed various 
personnel at the Paducah site regarding ~J(6J (bJ(iJ nd the above 
allegations. 

,...l,,Jil~~-,J,,(-ine _ ontaining the entire instant message history between 
.__ ___ _.and (dJ 

6
J JO for the four prior months. A review of the messages 

confirmed large uantities of instant messages were exchanged between r)(6) (b)(i)(C) land (b)(6) (b)(i) on a daily basis during work hours. Many of the 
messages were sexually explicit in nature, and they provided strong indications 
that sexual activity had occurred between the two on the work site. 
(b)(6) (b)(7) d(b)(6) (b)(i)(C) I 
(cJ an ._ ___ ____.were also interviewed. The subject interviews 
corroborated the allegations, and both subjects admitted to sending large 
quantities of messages, including sexually explicit messages. Both also admitted 
to engaging in sexual activity on the work site. 

After being interviewed by OIG Agents,jcGJC6J CbJcocCJ lwas informed she would be 
terminated, or she could resign in lieu of termination.!CbJC6J CbJcoccJ !chose to resign. 

mc6J CbJco !claimed he submitted a resignation letter ~ior to bein interviewed by 
OIG Agen _ ver, a Wastren Advantage J 6J JO cJ 
confirmed ~J(6J (bJ(;J was sent a termination lett-er_o_n--=7,..,../1,...,,3,.....,/2..,,..0.,,....1..,....6,,.....----...... 

) 6) ) 7) l(b)(6) (b)(i)(C) I 
Administrative action has been taken against both (cJ and ______ Close 
case. 
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,\dditional ,\ lle~ations 

Process Dates 

21 JUL2016 Admin Actions: Resigned/Retired In Lieu of 
Termination/Disciplinary Action 

Fina:H:ial 

[if documents!,,,,null] 
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Summar~ 06FFH20l7 I Document Number 331 

16-0116-1 l(b)(
6
) (b)(,)(C) I State Law Violations on DOE 

site; Y-12 National Security Complex; Oak Ridge, TN 
r)(6) (b)(;J(C) I 

Compliant Summary: Agent ._ ______ ____. Tennessee Alcoholic 

Bevera e Commission, Knoxville, TN, advised the OIG that it was alleged that 
J 

6
J J 

7
J cJ is apJc6J CbJC7JccJ I employee at a government facility in Oak 

Ridge who is selling moonshine on-site as well as transporting it across state 
lines in large quantities. Subsequent contact with DOE Personnel Security found 
that !CbJC6J c6Jc,JccJ I is employed at at the Y-12 National Security 

Complex in Oak Ridge, TN. His Q-clearance was updated in January 2016. 

Current Status: 
Date Received: 

Closed 
14JUL2016 

Date Initiated: 
Primary Investigator: 
Other lnvesti ators: 
) 6) ) 7) C) 

~ 4~~rc201 s l(b) ., I 

Type: 
Subject Type: 
Special Flags: 
Category: 

Administrative 

DOE Contractor/Grantee Person 

Administrative (non-criminal) 
Standards of Conduct [None] 

Received by: Telephone 
Complaint Source: Law Enforcement 
Complainant Location: [Other] 
Allegation Location: Y-12 National Security Complex 
Priority: Level 3 (Routine} 
Retaliation: No 
Offense Location: Tennessee 
FOIA Interest: No 
INV Assigned Office: Oak Ridge 
HQ Program Office: HQ, National Nuclear Security Admin (NNSA) 
Recovery Act: No 

Initial .\lkgation 

Allegation: IEB 
Location: Y-12 National Security Complex 

Ii 113 666616,Eld I IS I I IS: El ii I 0: I lit 0:6 )(163 mums: BE il&Ei 16&3, s: t I s: 11 I iEl l 
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Summary: Special Agentrb)(6) (b)(,)(C) !Tennessee Alcoholic 
Beverage Commission, Knoxville, TN. advised the 01~ t~t r riceived an 
anonymous allegation that r)(6

) (b)(;)(C) lal )(6
)J(;) C) employee at a 

government facility in Oak Ridge, was selling moonshine on a DOE site as well 
as transporting it across state lines i~ la.i;~e quantities. Subsequent contact with 
DOE Personnel Security found thatlnc6

J c J ,JCCJ lwas employed at at the Y-12 
National Security Complex in Oak Ridge, TN as ar)(6) (b)(;)(C) IHis a-clearance 

was updated in January 2016. ~(b)(6) (b)(;) I r)(6) (b)(;)(C) I 
Finding Summary: Tech Crimes S CCJ obtained ....... _....,...,_ ..... email 
and text/pager communications from Y-12. (16-0066-T) Analysis of this 
information did not reveal any additional leads/information relevant to the 
allegation. Coordinated with SA d 6J J 

7
J Tennessee Alcoholic Beverage 

Commission, and his office did no w:s to pursue this matter any further based 
on lack of evidence to support the anonymous complaint that initiated its 
investigation. CLOSE CASE 

Additional Allegations 

Process Datt'.s 

Fina1H:ial 

[if documents!=null] 
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Summar~ 06FFH20l 7 
I Document Number 341 

99-0057-1 UNION CARBIDE, IMPROPER WASTE 
DISPOSAL PADUCAH GDP 

Compliant Summary: ON 08-JUN-99, AUSA WILLIAM CAMPBELL, WES. 
DIS OF KY, NOTIFIED OIG OF QUI TAM FILED ALLEGING DOE 
CONTRACTORS AT PADUCAH GAS. DIF. PLANT,HAVE IMPROPERLY 
DISPOSED OF HAZARDOUS/TOXIC WASTE SINCE BEFORE 1973 UNTIL 
PRESENT. 

Current Status: 
Date Received: 
Date Initiated: 
Primary Investigator: 
Other Investigators: 

Type: 
Subject Type: 
Special Flags: 
Category: 

Received by: 
Complaint Source: 

Closed 
09JUN1999 

~~J~N1999 I "'' nu,ICJ 

Civil 
[Other] 

Contract and Grant Fraud 
Qui Tam [None] 
[Other] 
DOE Contractor/Subcontractor 

Complainant Location: Paducah 
Allegation Location: 
Priority: Level 1 (Priority) 
Retaliation: No 

Paducah 

Offense Location: Kentucky 
FOIA Interest: No 
INV Assigned Office: Oak Ridge 
HQ Program Office: HQ, Ofc Of Environmental Management 
Recovery Act: No 

Initial .\llt:'~ation 

Allegation: 
Location: 
Summary: 

IEB:TCE 
Portsmouth/Paducah Office 
PREDICATION: 

ON 08-JUN-99, THE OIG WAS NOTIFIED BY AUSA WILLIAM CAMPBELL, 
WESTERN DISTRICT OF KENTUCKY, THAT ON 01-JUN-99, THREE 
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CONTRACTOR EMPLOYEES AT THE PADUCAH GASEOUS DIFFUSION 
PLANT (PADUCAH), AND THE NATURAL RESOURCES DEFENSE COUNSEL, 
WASHINGTON DC, FILED A QUI TAM ACTION WITH THE US DISTRICT 
COURT, WESTERN DISTRICT OF KENTUCKY, AGAINST FORMER DOE 
CONTRACTORS LOCKHEED MARTIN ENERGY SYSTEMS, MARTIN 
MARIETTA ENERGY SYSTEMS, ET. AL (CONTRACTORS) AT PADUCAH. 
THEY ALLEGED THE FORMER CONTRACTORS MISLED DOE BY (1) 
FALSELY CLAIMING PROPER OVERSIGHT OF PADUCAH; (2) ILLEGAL 
DUMPING OF CONTAMINATED WASTE IN DEPARTMENT OF ENERGY 
MATERIAL STORAGE AREAS; (3) EXPOSING WORKERS TO RADIOACTIVE 
HAZARDS AND FAILING TO NOTIFY THE WORKERS; AND (4) FAILING TO 
REMOVE CONTAMINATED MATERIAL PRIOR TO SHIPPING OFF SITE. 

) 6) ) 7) C) 

ON 24-OCT-08, CASE REASSIGNED TO S"""'"' ................ _ ......... ----­
ON 4-SEP-09, CASE RE-ASSIGNED TO SA J 

6
J J ,J CJ ______ ____, 

Finding Summary: DOJ AND OIG INVESTIGATION CONSISTED OF 
HUNDREDS OF INTERVIEWS AND THOUSANDS OF PAGES OF RECORD 
REVIEWS. DOJ ELECTED TO FOCUS ON ALLEGATION #2, THE ILLEGAL 
DUMPING OF CONTAMINATED WASTE IN DEPARTMENT OF ENERGY 
MATERIAL STORAGE AREAS (DMSA). THE INVESTIGATION DETERMINED 
THAT CONTRACTORS KNOWINGLY DUMPED CONTAMINATED WASTE IN 
THE STORAGE AREAS AND DELIBERATELY HID THIS FROM DOE AND 
REGULATORS. IN ADDITION, CONTRACTORS SUBMITTED FALSE 
STATEMENTS/CLAIMS IN CONNECTION WITH THE ACTIVITY AND 
RECEIVED PAYMENTS, BONUSES AND AWARDS FOR WHICH THEY WERE 
NOT ENTITLED. 

IN MARCH 2000, ANOTHER QUI TAM ACTION WAS FILED BY JOHN 
TILLSON, A FORMER CONTRACTOR EMPLOYEE AT PADUCAH, ALLEGING 
SEVERAL ENVIRONMENTAL VIOLATIONS. A SEPARATE CASE WAS 
OPENED (IOOOR004). PER JUSTICE INSTRUCTIONS, THIS MATTER IS 
BEING WORKED IN CONJUNCTION WITH IOOOR004/00-0053-I AND 
INTERVENTION WILL ADDRESS ISSUES IN BOTH OF THESE CASES. 

AFTER INVESTIGATING, JUSTICE ELECTED TO FOCUS ON ONE OF MR. 
TILLSON'S ALLEGATIONS, THE ILLEGAL DISPOSAL OF 
TRICHLORETHYLENE, AN F LISTED WASTE, WHICH RESULTED IN THE 
CONTAMINATION OF GROUND WATER AT PADUCAH. PER DOJ 
INSTRUCTIONS, THIS ALLEGATION WAS COMBINED WITH AND WORKED 
SECONDARY TO I99OR009. 

Assisting DOJ as needed. Depositions end at the end of April 2015. The deadline 
for filing motions was June 1, 2015. A new judge has been assigned, Stivers. 
According to DOJ, Judge Stivers wants to review motions from DOJ first and 
then the defense. This process could last until February 2016. 
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On February 26, 2016, Lockheed Martin and DOJ reached a settlement. 
Lockheed will pay $4 million for civil false claims and $1 million in RCRA 
violations. The whistleblowers/relators will receive $920,000 and $3.08 million 
will go to the Government. Lockheed will also pay the relators' attorney fees, 
costs, and expenses. CLOSE CASE. 

Additional ,\lle~ati,ms 

Proecss Dalt's 

15FEB2000 Techniques Actions: Subpoena - Inspector General 

19JUN2000Techniques Actions: Subpoena - Inspector General 

20JUN2000Techniques Actions: Subpoena - Inspector General 

27JUN2000Techniques Actions: Subpoena - Inspector General 

29OCT2002Techniques Actions: Subpoena - Grand Jury 

30OCT2002Techniques Actions: Subpoena - Grand Jury 

31OCT2002Techniques Actions: Subpoena - Grand Jury 

11 FEB2003Techniques Actions: Subpoena - Grand Jury 

28AUG2003Legal Actions: Civil Complaint 

16NOV2005Techniques Actions: Subpoena 

26FEB2016Legal Actions: Civil Settlement 

Fina nt ia I 

Financial Action: Recovered Funds (Civil} 
26FEB2016 
$3080000.0 

Date: 
Amount: 

Financial Action: Victims Compensation 
26FEB2016 
$920000.0 

Date: 
Amount: 
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Financial Action: 
Date: 
Amount: 

[if documents!=null] 

Fines/Penalties Imposed (Civil) 
26FEB2016 
$1000000.0 
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