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NATIONAL SECURITY AGENCY
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 84064
8 August 2018

This responds to your Freedom of Information Act (FOIA) request of
29 March 2016 for “Precis of the Bissell Report- Review of Selected NSA Cryptologic
Efforts, 18 February 1965, NSA/CSS Archives, ACC 290Z, 199104” . A copy of your
request is enclosed. Your request has been processed under the FOIA and the
document you requested is enclosed. Certain information, however, has been deleted
from the enclosure.

Some of the withheld information has been found to be currently and properly
classified in accordance with Executive Order 13526. The information meets the
criteria for classification as set forth in Subparagraph (c) of Section 1.4 and remains
classified TOP SECRET as provided in Section 1.2 of Executive Order 13526. The
information is classified because its disclosure could reasonably be expected to cause
exceptionally grave damage to the national security. Because the information is
currently and properly classified, it is exempt from disclosure pursuant to the first
exemption of the FOIA (5 U.S.C. Section 552(b)(1)). The information is exempt from
automatic declassification in accordance with Section 3.3(b)(1of E.O. 13526.

In addition, this Agency is authorized by various statutes to protect certain
information concerning its activities. We have determined that such information
exists in this document. Accordingly, those portions are exempt from disclosure
pursuant to the third exemption of the FOIA, which provides for the withholding of
information specifically protected from disclosure by statute. The specific statutes
applicable in this case are Title 18 U.S. Code 798; Title 50 U.S. Code 3024(i); and
Section 6, Public Law 86-36 (50 U.S. Code 3605).

Since these deletions may be construed as a partial denial of your request, you
are hereby advised of this Agency’s appeal procedures.

You may appeal this decision. If you decide to appeal, you should do so in the
manner outlined below. NSA will endeavor to respond within 20 working days of
receiving any appeal, absent any unusual circumstances.

e The appeal must be sent via U.S. postal mail, fax, or electronic delivery (e-
mail) and addressed to:



FOIA Case: 84064

NSA FOIA/PA Appeal Authority (P132)
National Security Agency

9800 Savage Road STE 6932

Fort George G. Meade, MD 20755-6932

The facsimile number is 443-479-3612.
The appropriate email address to submit an appeal is FOIARSC@nsa.gov.

e It must be postmarked or delivered electronically no later than 90 calendar
days from the date of this letter. Decisions appealed after 90 days will not
be addressed.

e Please include the case number provided above.

e Please describe with sufficient detail why you believe the denial of
requested information was unwarranted.

You may also contact our FOIA Public Liaison at foialo@nsa.gov for any further
assistance and to discuss any aspect of your request. Additionally, you may contact
the Office of Government Information Services (OGIS) at the National Archives and
Records Administration to inquire about the FOIA mediation services they offer. The
contact information for OGIS is as follows:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Rd. - OGIS

College Park, MD 20740

ogis@nara.gov

877-684-6448

(Fax) 202-741-5769

Siflcerely,
o

JOHN R. CHAPMAN
Chief, FOIA/PA Office
NSA Initial Denial Authority

Encls:
a/s
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PRECIS OF BISSLLL REPORT

SUBJECT AND NAME

Review of Selected _NSA Cryptanalytic Efforts, 18 February 196S
C i i !

A ———————"

AUSPICES AND PURPCSE OF THE REPGRT

The Bissell Study was undértaken at the request of The Honorable
John A. Bross, Deputy Director for Mational lntelligence Programs
Evaluation, Central Inteihgonce Agency.. The focus of Mr. Bissell's
report was "on those dnalytic areas where the effort in-terms of
tntercept, analys,ls, and expendxturn is extensive and the cryptanalytic
success not nmhedldtely apparent or possessed of high probability of
achievement.” Assisted by NSA, Mr, Bissell eXxamined certain high-
grade::]sy stems in an attempt 1o defermine'the probable expected

‘cryptanalytic success against them, and to evaluate the' level of effort
_ appropriate for investment against those bysteg:ns.

"MAIN FINDINGS

1 X y . 1
1. Summary of main findings:

1 - By letter to the Honmable ]ohn 3. Bross, Deputy Director’ (C1A) for _
National Intelligence Programs Eveluation, dtd 29 Jul 65, the Director,
‘NSA, recommended revision to certain technical statements made in the
Bissell Report. Recommended changes are attached as Incl 1.

- _ | o8-08-2018, FOIA Case # 84064

Approved for Release by NSA on
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ARNY UNRESOLVED ISSUES'THE REPORT LEFT FOR LATER WORK

Mr. Bissell sugg ted that a simple qualitative evaluation of the
level of effort oni]dgh -grade systems be undertaken which would
pay particular attentton to the fragmoentamy character of the intelligence
that may be delived from exploitation o igh-grade systems,
and tc the time lags that are to be expected between the transmission
of traffic and its decipherment. It was further suggested that the pro~
posed evaluation could hot be undertaken as part of the current {nquiry,
and that a number of agencies in the intelligence community would need
to be iavolved.

i
"

KEY PASSAGES AND IDEAS [N REPOURT BODY

1. "There should be no reduction in the over-all cryptologic
offort of the United States. Even if, as predicted in the Baker Report,
the yleld of decrypted traffic from high-grade systems must be expectad

tc show a decline trend over the long run, this can he a very slow procqss

and there is a fair likelihood that in the next few years the yield {in
terms of both quantity and quality) will increase significantly. At the

© e e b s i e bt & S San el
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same time, there 13 in progress a steady increase in the tota} volume
of encrypted traffic in the new nations, much of which should be sub-
ject to exploitation. If any of the assets (people, conunulty of coverage,
‘technology) currently employed in cryptology were diasipated their re~
assembly or reconstitution would require very. long lead tines.indeed.

. The recruitment and training of addmonal top-level analys sts should

" ‘be pushed vigorously." {p.6) -

2. "The desirabllity of some reallocation of cryptotbgic resources
as between the attack on :}ugh—grade systems ahd othér crypt-
analytic problems should receive consideration. A progiedure that
might be useful in any such consideration would be the definitions by
the cryptologic community of several different options, the estlmation
of what it would be reasonable to expect from each 1n the form of a
flow of fut ure intelligence, and the presentation of s.uch estimdtes from
time to time to appropriate members of the intelugence commun-ity The
purpose would be to inform the consumers about capahﬂities and
technical opportunities in a form of preference for one option as against
another. Such reconsideration of the allocation off resources should be -
infrequent because it Is wasteful tc shift resources around in résponse
to short~term changes in requirements and try to produce results in a g
hurl’y " (p 7) . . .

e o ———

3. "Cdnsideration might well be given to & systematic evaiuatlon

‘on behalf of the intelligence community of {ntelligence currently
being produced through the exploitaticn of nd of that which
might be produced through the successful exploitation of | 1

Even though such evaluation would have to be purely qualitative, it
would give a firmer basis for judgments concerning both the scale of the
whole cryptologic effort and the allocation of cryptanalytic resources
that now exist.” (p. 7)

4. "It must be made explicit that neither-of the two preceding
recommendations (items 2 and 2 abcve) is {dtended to imply that there
should be ciianges in organization, especially in the form of an additional

. committee structure, or that the authority of the NSA top management oo
“should be diluted." {p. 8) ' !
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5. "The NSA's experience during the seven yegrs""since the Baker
Report was written does not {nvalidate the pmpogsit‘iorﬁ theretn stated

that technology is tending in the long run to shift the balance of ad-
vantage fron{

6. "Paradoxically-, these circumstances may help to explain the
limited role of an outsider {n the evaluation of cryptanalytic activities
with which he has no organtzationel connection and in which he has no
professional competence. (it should be said at this point that to define
a-role does not create any presumption that {t should be a continuing one
or one frequently played, or that it cannot be well played by existing
instrumentalities.) Perhaps the outsider’'s role is to take responsibility
for the guesses that the cryptanalysts should not be compelied to make, -
1f those who have been working for years and who face more years of
work in a massive attack on a cryptographic system are pinned down to
estimating the chances of a specified degree of accomplishment in a
specified time, they are bound to be tcrn between two temptations. Cne

- 1s to express the optimism that will justify continuation and even ex-
pansion of the attack and the other is to avoid the risk of having promiged
toc much by expressing a relatively pessimistic view. There are obvious
reasons for relieving the professional cryptanalysts themselves from the
necessity of committing themselves to such an estimate 1in any formal

. fashion. The outsider, however, can listen to them, set down as faith~
ful a reflection as he can of their composite judgment, and assume the
responsibility tor it.. It must be emphasized, however, that the only
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advantage he possesses is a detachment from the activity which may
make it easier for him to be disinterested and to accept a risk, The
composite judgment that he records can be nothing but a kind of
average of those that have been expressed to him or which he had
inferred to be in the minds of the professionals. It remains a dis-
couragingly shaky basis for decisions {nvolving the massive commit-

ment of resources. There is another difficulty encountered in evaluating -

an as yet unsuccessful cryptanatytic effort. Viewed as an investment,
this activity is expected to yield two future benefit streams: one of
tnese is the flow of intelligence that will be forthcoming if it is
successful; the other 1s a growing competence in cryptology, that is,

a series of improvements in the state of the art of cryptanalysis { some
of which may also be of value in cryptography). Enjoyment of the latter
type of benefit is by no means necessarily dependent on the kind of
success which ultimately ylelds a flow of intelligence."

7. "Moreover, the tools available for budgetary analysis of cost
and effectiveness in cryptology are and will rematn extremely crude.
It will never be possible to estimate the effect of changes in the input
of resources on the future output of intelligence except with large
margins of uncertainty. The placing of a dollar value on an assumed
future flow of intelligence will always involve an essentially arbitrary
act of judgment. It i3 going to be a iong time before even cost
effectiveness comparisons can be made between radically different
intelligence collections activities {such, for instance, as cryptanalysis,
overhead reconnaissance, and covert operations), since this analysis
would require not only quantitative estimation of the output that would
be produced by an increment of resources in each collection activity but
also the sort of cardinal comparative evaluation of alternative flows of
intelligence which the mtélligencqcommunlty finds it difficult to make
for reasons alluded to above. In this sltuation, decisions about the
scale of major and sharply differentiated sectors of intelligence activity
have tc be based on rough, broad appraisals, not on refined cost
benefit comparisons. Wise judgments rather than detailed quantitative
calculations must be the basis of & determination that more or fewer

~dollars (resources in general) should ke devoted to cryptology (or to

reconnalissance or covert collection).”
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8. "When one looks at a particular part of the cryptologic effort
there are two different tests one can try to apply in deciding whether
the current allocation of resources is just as it should be. One i3
to ask whether more or less money should be budgeted for these par-
ticular programs, but this question invites only the same sort of

_broad judgment and essentially arbitrary answer that can be made about

the sector as a whole. The other relevant question {s whether a larger
or smaller portion of the whole poal of cryptologic resources should be .
allocated to these programs, This auestion should be susceptible of

a less arbitrary answer, one to which cObt—beneﬁt calculatlons could
contribute far mcre." {pp. 39- 4C‘

9. 'If  this project is accepted, it fcllows that our cryptologic
capabllity should be regarded as a majcr national asset which will
have {f anything an expanding volume of highly useful work to do at
least for some time. Whatever degree of pessimism sbout the long-run -
is justified by the shifting of the balance of advantage on high-grade
systems from cryptanalysis towacd cryptography, even if it be concluded
that ultimately the volume and value of COMINT. will contract and the
scaling down of this capability would be appropriate, there are cogent

‘reasons for believing that many years. probably decades. wil]l elapse

before such a situaticn materializes;. . §1)

10, I\.bA provided informaticn oun costs and manpower estimates for
that portion of the Consolidated Cryptoulogic Program which was allocable
to the cryptanalytic functional area, including support. Cost information

-w~as included as an Annex to the Bissell Report,

RESULTS ATIRIBUTASLE '1C TiIE REPCIT

None
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This Inclosure confains
8 pages
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' ’ for machine processing at a rather modpxate rate.

these attacks. In the meanwhile, addmonal trafﬂc is betng converted

The status of this cryptanalytic, effort’ may, therefore, be’ sum-—
marized as follows° The attack has not'yet come up against c stqne
wall; there are at leas further bpeciii«, approaches to be explored.

! ¢ ations are in progress, rather -
will be tied pp but very little 10 -qg

brain power will be used, Aninformed estimate of the proapects of
success is that they are about even, ‘with the investmentalready made,

the cost of carrying out the operations pldnned for the ne@s
small and there would -appear to be little -reason to question the wisdom:

of so0 doing. l’he NSA position is considered sound: that there be nc

further investment,, whether of money and equipment or-of the time and
energy of highl ‘qualified cryptanaly gts oni |
‘beyond the attacks nless significant new data
becomes avallable from Ir cther gources that

© justify it,
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