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Executive Summary
This paper presents a description of the hawala (also referred to
as hundi) alternative remittance system. Hawala is an ancient
system originating in South Asia; today it is used around the
world to conduct legitimate remittances. Like any other remittance
system, hawala can, and does, playa role in money laundering.
In addition to serving as a "tutorial" on hawala transaction, this
paper will also discuss the way in which hawala is used to facilitate
money laundering.
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What is Hawala?
Hawalal is an alternative or parallel remittance system. It exists and operates outside of,
or parallel to "traditional" banking or financial channels. It was developed in India,
before the introduction of Western banking practices, and is currently a major remittance
system used around the world. It is but one of several such systems; another well known
example is the "chop," "chit" or "flying money" system indigenous to China, and also,
used around the world. These systems are often referred to as "underground banking";
this term is not always correct, as 'they often operate in the open with complete legitimacy, and these services are often heavily and effectively advertised.
The components of hawala that distinguish it from other remittance systems are trust and
the extensive use of connections such as family relationships or regional affiliations.
Unlike traditional b~ing or even the "chop" system, hawala makes minimal (often no)
use of any sort of negotiable instrument Transfers of money take place based on commu.t1ications between members of a network of hawaladars, or hawala dealers2.

How Does Hawala Work?
Hawala works by transferring money without actually moving it. In fact "money transfer
without money movement" is a definition of hawala that was used, .successfully, in a
hawala money laundering case.
· An effective way to understand ha.wala is by examining a single hawalatransfer. In this
scenario, which will be used throughout this paper, Abdul is a Pakistani living in New
York and driving a taxi. He entered the country on a tourist visa, which has long since
· expired. From his job as a taxi driver, he has saved $5,000 that he wants to send to his
· brother, Mohammad, who is living in KarachP.

Even though Abdlll is familiar with the hawala system, his first stop is a major bank. At
the bank, he learns several things:
The bank would prefer that he open an account before doing business with them;
4

The bank will sell him Pakistani rupees (Rs) at the official rate of 31 to the dollar; and
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The bank will charge $25 to issue a bank draft.
This will allow Abdul to send Mohammad Rs 154,225. Delivery would be extra; an
overnight courier service (surface mail is not always that reliable, especially if it contains
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something valuable) can cost as much as $40 to Pakistan and take as much as a week to
arrive. Abdul believes he can get a better deal through hawala, and talks to Iqbal, a fellow
taxi driver who is also a part-time hawaladar.
Iqbal offers Abdul the following terms:
A 5% "commission" for handling the transaction;
35, instead of31, rupees for a dollar; and
Delivery is included.
This arrangement will allow Abdul to send Mohammad Rs 166,250. As we will see, the
delivery associated with a hawala transaction is faster and more reliable than in bank:
transactions. He is about to make arrangements to do bus.iness with Iqbal when he sees
the following advertisementS in a local "lndo-Pak" newspaper (such advertisements are
very common):

MUSIC BAZAAR AND TRAVEL SERVICES AGENCY
---------------------------------------~--

·Cheap tickets to India, Pakistan, Bangladesh, Sri Lanka, Dubai
·Great rupee deals (service to India and Pakistan)
·Large movie rental selection
•Video conversions
·Latest Bollywoodhits on CD and cassette
·Prepaid international calling cards
·Pager and cellular activations (trade-ins welcome)
;. ·Conveniently located in Jackson Heights·
(718) 555-1111 ask for Nizam or Yasmeen
(718) 555-2222 [fax],
(718) 555-2121 [pager]

Abdul calls the number, and speaks with Yasmeen. She offers him the following deal:
A fee of 1 rupee for each dollar transferred;

••
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37 rupees for a dollar; and
Delivery is included.

Under these terms6, Abdul can send Mohammad Rs 180,000. He decides to do business
• with Yasmeen.
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The hawala transaction proceeds as follows:
Abdul gives the $5,000 to Yasmeen;
Yasmeen contacts Ghulam in Karachi, and gives him the details;
Ghulam arranges to have Rs 180,000 delivered to Mohammad.
This diagram summarizes the transaction:

..
Ghulam

Abdul

Mohammad

Even though this is a simple example, it contains the elements of a hawala transaction.
First, there is trust between Abdul and Yasmeen. Yasmeen did not give him a receipt, and
her recordkeeping. such as it may be, is designed to keep track of how much money she
owes Ghulam, instead of recording individual remittances she has made. There are
several possible relationships she can have with Ghulam (these will be discussed later);
in any case she trusts him to make the payment to Mohammad. This delivery almost
always takes place within a day of the initial payment (a consideration here is time
differences), and the payment is almost always made in person. Finally, in some scenarios,
he trusts her to repay him the equivalent of either $5,000 or Rs 180.000.
Connections are of equal importance. Yasmeen has to be connected to Ghulam in Karachi
to arrange this payment. As her advertisement indicates, she also offers service to India,
so she either knows. or has access to, someone who can arrange payment there. Hawala
networks tend to be fairly loose, communication usually takes place by phone or fax (but
email is becoming more and more common).
To complete this discussion, there are two related issues to be addressed. The first is the
relationship between Yasmeen and Ghulam, and the second is how Ghulam "recovers"
the money that he paid to Mohammad on Abdul's behalf.
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As was stated above, hawala works through connections. These connections allow for the
establishment of a network for conducting the hawala transactions. In this transaction,
Yasmeen and Ghulam are part of the same network. There are several possible ways in
which this network could have been constructed.

The first possibility is that Yasmeen and Ghulam are business partners (or that they just
do business together on a regular basis). For them, transferring money is not only another
business in which they are engaged but a part of their nonnal business dealings with one
another. Another possibility is that, for whatever reason, Ghulam owes Yasmeen money.
Since many countries make it difficult to move money out of the country, Ghulam is
repaying his debt to Yasmeen by paying her hawala customers; even though this is a very
"infonnal" relationship, it is quite typical for hawala. A third (and by no means the final)
possibility is that Yasmeen has a "rupee surplus" and Ghulam is assisting her in disposing
of it.
In the last two cases, Ghulam does not need to recover any money~he is either repaying
an existing debt to Yasmeen, or he is handling money that Yasmeen has entrusted to him,
but is unable to move out of the country. In the first case, where Yasmeen'and Ghulam
are partners, a more fonnal means of balancing accounts is needed.
One very likely business partner scenario is an import/export business. Yasmeen might
import CDs and cassettes ofIndian and Pakistani music and 22 carat gold7 jewelry from
Ghulam, and export telecommunications devices to Ghulam. In the context of such a
business, invoices can be manipulated to "conceal" the movement of money.
IfYasmeen needs to pay Ghulam the Rs 180,000 that he has given to Mohammad, she
can do it by "under invoicing" a shipment to him. She could, for example, send him
$20,000 worth of telecommunications devices, but only invoice him for $15,000. Ghulam
pays Yasmeen $15,000 against this invoice. The "extra" value of goods, in this case
$5,000 (the equivalent ofRs 180,000) is the money that she owes him.
In order to move money the other way (in this case, from Pakistan to New York), "over

invoicing" can be. used. For this example, it is assumed that Ghulam owes Yasmeen
$5,000. She could buy $10,000 of telecommunications devices, and send it to Ghulam
with an invoice for $'15,000. Ghulam would pay her $15,000; this covers the $10,000 for
the telecommunications devices as well as the other $5,000.
Since many hawala transactions (legitimate and illegitimate) are conducted in the context of
import/export businesses, the manipulation of invoices, as discussed above, is a very
(/l()mmon means of settling accounts after the transactions have been made.

••
••
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Why Would Anyone Bother With Hawala?
When compared to a ''traditional'' means of remitting money, such as obtaining a check
or ordering a wire transfer, hawala seems cumbersome and risky. In this section, we will
examine the motivations for using the hawala system.
The primary reason is cost effectiveness. As was shown in this example, Abdul was
able to obtain nearly Rs 30,000 more (averaging exchange rates, this is about
US$ 880), a significant savings by using the hawala system. Some of the reasons for
this cost effectiveness, namely low overhead, exchange rate speculation and
integration with existing business activities, will be discussed in the next section of
this paper.
The second reason is efficiency. A hawala remittance takes place in, at most, one or
two days. This can be contrasted with the week or so required for an international
wire transfer involving at least one correspondent bank (as well as delays due to
holidays, weekends and time differences) or about the same amount of time required
to send a bank draft from North America to South Asia via a courier service (surface
mail is not a reliable option where the contents are valuable, and it can also take
several weeks to arrive).
The third reason is reliability. Complex international transactions, which might involve
the client's local bank, its correspondent bank, the main office of a foreign bank and a
branch office of the recipient's foreign bank, have the potential to be problematic. In at
least once instance reported to the authors, money for a large commercial transaction
(money being sent from the United States to South Asia) was lost "in transit" for several
weeks while trying to conduct such a transaction. When the bank located the money, it
was returned to the customer. He enlisted the services of a local hawaladar, who was able
to complete the transaction in less than a day.
The fourth reason is the lack of bureaucracy. Abdul is living and working in the United
States on an expired student visa; he does not have a social security number (and since he
deals almost exclusively in cash, he really does not need one). It would be difficult, ifnot
impossible for him to open a bank account as he does not have adequate identification. In
addition, he does not completely trust banks and would prefer not to use them if at all
possible. Iqbal and Yasmeen do not operate in a "bureaucratic" framework, making them
a preferable alternative to the bank.
The fifth reason is the lack of a paper trail. Even though Abdul earned the money that he
sent to Mohammad legally, he would prefer to remain anonymous (this is a much more
important consideration in illicit hawala transactions). Since it is rare for hawaladars to
keep records of individual transactions, it is unlikely that Abdul's remittance will ever be
identified as part of the business dealings between Yasmeen, Ghulam and their associates.

•
:
•

The sixth reason is tax evasion. In South Asia, the "black" or parallel economy is 30%-50%
of the "white" or documented economy. Money remitted through official channels might
invite scrutiny from tax authorities; hawala provides a scrutiny-free remittance channel.

:
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Why Does Hawala Work?
In brief, hawala "works" - or competes effectively with other remittance mechanisms because of its cost effectiveness. A secondary consideration is that hawala is often related
or even integral to existing business dealings.
One reason for hawala's cost effectiveness is low overhead. A business like Yasmeen's
"Music Bazaar and Travel Services Agency" operates out of a rented storefront as opposed to
a bank building (which has expensive vaults and alarm systems), and may even share space
with another business (e.g. a sari or gold shop), further reducing rental expenses. Yasmeen's
employees are paid less than bank officers, and they probably do not have insurance or access
to a retirement plan. Some hawaladars operate with even less, using a table in a tea shop as an
office and having little more than a cellular phone and notebook as overhead expenses.
The second reason is exchange rate speculation. In India, for example, the Foreign
Exchange Regulation Act (FERA), 8(2)8 states that "(e)xcept with the previous general or
special pennission of the Reserve Bank, no person, whether an authorised dealer or a moneychanger or otherwise, shall enter into any transaction which provides for the conversion of
Indian currency into foreign currency or foreign currency into Indian currency at rates of
exchange other than the rates for time being authorised by the Reserve Bank". Since hawala
dealers do not, in many if not most cases comply with such regulations, their transactions
may be illegal (a more detailed discussion of the legality of hawala follows).
Depending on one's perspective (and possibly jurisdiction), hawaladars are either engaging
in foreign exchange speculation or black market currency dealing. In any case, they exploit
naturally occurring fluctuations in the demand for different currencies. This enables them to
tum a profit from hawala transactions (which, in addition to being remittances,' almost
always have a foreign exchange component), and they are also able to offer their customers
rates that are better than those offered by banks (most banks will only transact at authorized
rates of exchange).
The rates cited in this paper (35 Rs/$ for Iqbal, 37 Rs/$ for Yasmeen and the official rate
.of31 RsI$ as cited by the bank) reflect a difference of 12-19% over the official rate.
These may actually be a little high. A U.S. hawaladar9 involved in the laundering of drug
proceeds as well as legitimate remittances told one of the authors of this paper that he
could still make a profIt on an exchange rate margin as small as 2%, making him much
more competitive than a bank.
In addition, since many hawaladars are also involved in businesses where money transfers

are necessary, providing remittance services fits well into these businesses' existing
• activities. Monies from remittances and business transfers are processed through the same
.•• bank accounts, and few, if any, additional operational costs are incurred by a business that
: offers hawala remittance services.

•••
••

Finally, an important component ofhawala is trust. Hawala dealers are almost always honest
in their dealings with customers and fellow hawaladars. Breaches of trust are extremely
•• rare. It is worth noting that one of the meanings attached to the word hawala is "trust"!
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Is Hawala Legal?
Since hawala is a remittance system, this question really addresses regulations governing
remittance services lO and the circumstances of the remittance. The assumption here, of
course, is that these remittances are like Abdul's, and "legitimate"; the illicit use of
hawala in money laundering is discussed in the next section of this paper.
Even though hawala is illegal from a regulatory standpoint in some U.S. jurisdictions,
hawaladars advertise their services widely in a variety of media (ethnic newspapers have
been the traditional place to find them, now some are using the Internet). Enforcement of
these regulation is difficult with respect to hawala. The advertisements are often printed
in foreign languages, and wording like "sweet rupee deals" does not necessarily suggest
remittance services. Moreover, businesses like Yasmeen's do not conduct remittances as
their primary activity.
In South Asia, the situation is more complicated. Many ,South Asian nations (such as
India and Pakistan) have laws that prohibit speculation in the local currency, prohibit
foreign exchange transactions at anything other than the official rate of exchange, and
impose strict lic,ensing requirements on money remitters and foreign exchange dealers. In
addition, there are regulations governing inbound and outbound remittances.
A detailed discussion of these regulations is beyond the scope and intent of this paper.
It is, however, possible to state "hawala is illegal in India and Pakistan" with nearly

complete accuracy.
The important point for our purposes is that the existence of these regulations is another
reason hawala,is still used. Many people in these countries have money that they would like
to move to another country due to concerns about stability, to pay for education or medical
treatment. Hawala provides a ready means of doing this, and its use as a facilitator of
"capital flight" on both large and small scales is very common. The existence of these laws
also explains, in part, the prevalence of invoice manipulation as part of hawala schemes.
Another aspect of these regulations is the use of the United Arab Emirates, specifically
Dubai, for hawala transactions. There are two main reasons for this. The first is the large
population of expatriate workers from India and Pakistan; they use hawala to send money
home. The second is Dubai's large gold market, which is the source of much of the gold
sent (licitly and illicitly) to India and Pakistan. Dubai, unlike many other South Asian
nations, allows essentially unregulated financial dealings. Because of this, many South
Asian businessmen maintain offices in Dubai, and money is often wired there to circum..
vent regulations elsewhere. In addition, Dubai offers a neutral meeting place for Indian
and Pakistani businessmen, as tension between these countries makes travel between
them difficult if not impossible.
This paper should not, however, be considered a condemnation of the economic policies
of India, or Pakistan, both of which have taken concrete steps to combat money laundering. The efficiency and cost effectiveness of hawala make it an attractive means of
remitting money under almost any regulatory regime.

••
••
•••
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•••
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How is Hawala Used to Launder Money?
Up to this point, no distinction has been made between hawala transactions where the
source of the money is legitimate (e.g. Abdul's remittance to his brother) and where the
source, and intent, of the transactions is illegitimate. Following Indian and Pakistani
usage, the term "white hawala" is used to refer to legitimate transactions, such as
Abdul's. The term "black hawala" refers to illegitimate transactions, specifically hawala
money launderingll.
This distinction is valuable for money laundering enforcement. Many ''white'' hawala
transactions are essentially remittances, and, while illegal under Indian and Pakistani law,
are not illegal in other jurisdictions. "Black" hawala transactions, however, are almost
always associated with some serious offense (e.g. narcotics trafficking, fraud), that is
illegal in most jurisdictions.
Money laundering consists of three phases: placement, layering and integration. Since
hawala is a remittance system, it can be used at any phase.
In placement, money derived from criminal activities is introduced into the financial
system. In many money laundering schemes, the biggest "problem" here is handling cash.
Some jurisdictions, such as the United States, require reporting by financial institutions
of cash transactions over a certain amount (in the U.S. it is US$ 10,000)12, and attempting
to circumvent such reporting requirements by making smaller transactions is an offense.
Hawala can provide an effective means of placement. In the example, Abdul gave
Yasmeen US$ 5;000 in cash. Since she also operates a business (and also performs
remittance services for others), she will make periodic bank deposits consisting of cash
and checks. She will justify these deposits to bank officials as the proceeds of her
legitimate business. Even though she might prefer it if reports were not filed, she will not
object to this as it would arouse suspicion at the bank (and her business provides more
than adequate justification). She may also use some of the cash received to meet business
expenses, reducing her need to deposit that cash into her bank account.
In the layering stage, the money launderer manipulates the illicit funds to make them appear
as though they were derived from a legitimate source. A component of many layering
schemes has been seen to be the transfer of money from one account to another. Even
though this is done as carefully as possible, when it is done through the "traditional"
banking system it presents two problems to the money launderer. First, there is the
possibility that a transaction could be considered to be suspicious and reported as such.
Related to this is the paper trail created by these transactions. If any portion of the laundering
• network is examined, the related paper trails could lead a diligent investigator directly to
•• the source of the criminal proceeds and unravel the money laundering network.

•:•

Hawala transfers leave a sparse or confusing paper trail if any. Even when invoice
• manipulation is used, the mixture oflegal goods and illegal money, confusion about
•• 'valid' prices and a possibly complex international shipping network create a trail much
•• more complicated than a simple wire transfer.
14
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Both of the authors of this paper ha.ve investigated hawala money laundering, and have
found that even "basic" ~Wa1a transfers can be difficult to trace and tie to the original,
criminal source of moneY. %here is no reason, however, why hawala transfers could not
be "layered" to make following the money even more difficult. This could be done by
using hawala brokers in several countries, and by distributing the transfers over time.
In the fmal stage of money laundering, integration, the laUnderer invests in other assets,
uses the funds to enjoy his ill-gotten gaiQs or to continue to invest in additional illegal
activities. The same characteristics of hawala that make it a'potential tool for the layering of
money also make it ideal for the integration of money. This is when money seems to become
legitimate, and, as we have seen. hawala techniques are capable of transforming money into
almost any form, offering many possibilities for establishing an appearance oflegitimacy.

Given hawala's close ties to business activities, there is no reason why money cannot be
"reinvested" in a legitimate (or legitimate appearing) business. Yasmeen could very
easily arrange for the transfer of money from the United States to Pakistan. and then back
to the United States, apparently as part of an investment in a business there.

What Are Some Indicators of Hawala?
As has been shown in this paper, hawala is actually quite simple; much of the complexity

associated with and ascribed to hawala money I~undering comes from the nearly infinite
number of variations that are encountered in hawala transactions.
This complexity of variation makes it nearly impossible to layout a straightforward guide
to recognizing hawala money laundering as .part of a criminal undertaking. It is. however,
possible to provide a few indicators that may be useful.
One of the most consistent and valid indicators of hawala activity in investigations
conducted in the United States is seen 'in bank accounts. A "bawala" bank account almost
always shows significant deposit activity. usually in the. forms of cash and checks. which
are often from one or more ethnic communities (e.g. Afghan, Bangladeshi, Indian, Pakistani, Somali) associated with the hawaladar. These checks may be made out to the
primary account holder, or some secondary entity (often outside the United States)
somehow associated with the account. These checks may also have some sort of notation,
consisting of a name (presumably of the person to whom the money is remitted to) or
something supposedly indicating what was "bOUght" with the money. In one case, many
checks were seen with the word "bangle" written on them; this was done apparently in
order to make it appear as though the checks, which were almost all for even dollar
amounts, had been written to purchase jewelry.
These accounts will also almost always show outgoing transfers (usually by wire) to a
major financial center known to be involved in hawala. Three of the most common
locations are Great Britain. Switzerland, and, as discussed previously, Dubai. Given the
flexible and casual nature of the hawala business, hawala accounts will not always be
seen to balance. The following diagram summarizes "hawala account" behavior:

•••
•
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DUBAI
SWITZERLAND
UNITED KINGDOM

As has been discussed, certain businesses are also more likely than others to be involved
in hawala. Once again. it is not possible to give an exhaustive list, but the following is a
starting point:
ImportlExport
Travel and Related Services
Jewelry (gold, precious stones)
Foreign Exchange
Rugs/Carpets
Used Cars
Car Rentals (usually non-chain or franchise)
TelephoneslPagers
Laws in India, Pakistan and other countries make it difficult to convert foreign currency
(or foreign currency instruments, such as travelers; checks). Criminal activities in these
countries may often involve foreign currency (especially dollars), which pose something
of a problem. A "solution" that has been seen to this problem is the shipment of these
negotiable instruments from South Asia to the United States. Even though such shipments
may violate both courier pol'icies and U.S. law, the money blUnderers accept these risks
rather than try to attempting to place these instruments into their local economies.

••
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Appendix A: Origins of hawa/a, hundi and Other
Related Words
This section provides linguistic background on some Arabic, Hindi, Urdu, Gujarati and
Farsi (Persian) words associated with hawala.
The words hawala and hundi are both used, correctly and interchangeably, to describe the
alternative remittance system discussed in this paper. Since there is only one system, the
usage "the hawala and hundi systems" is incorrect. Either name can be used, or one can
say "the hawala or hundi system."
The word hawala comes from the Arabic root h-w-l (J.J C), which has the basic meanings
"change" and "transform." The word "hawala" (4J!.,p-) is defined as a bill of exchange or a
promissory note. It is also used in the expression hawala safar ~ 4J1,.P'), traveler's check.
When the word came into Hindp3 and Urdu14(~i!4I611 / JI,.P') it retained these meanings,
but it also gained the additional meanings "trust" and "reference" which reflect the
manner in which the system operates. Furthermore, in popular usage, "hawala" is often
used to refer to any sort of financial crime, particularly money laundering or fraud.
A hawala operator is a hawaladar (~i!41 611 ~ 1().

cttr /

The word hundi
",.1a) comes from the Sanskrit root meaning "collect." In India,
one of its most common meanings is for the collection box found in a Hindu temple. In
addition to this, it also has the same meanings as hawala: bill of exchange, promissory
note, trust, reference and the alternative remittance system.
A hundi operator is a hundiwala ~:d1i!4I61I), which also means banker or foreign
exchange dealer.
Both terms are used; there appears to be some slight geographic preference for the term
hundi in northern Pakistan, particularly around Lahore. Hawala, on the other hand, seems
to be used almost exclusively in Indian journalism. In Iran, the term havala (also spelled
JI,.P' as in Urdu) is used, this is the same as the word "hawala" due to a difference in
pronunciation of the letter.J (w in Urdu, v in Farsi).
A Hindi word which is of interest for historical reasons (see Appendix B) is potedar
(41 d~ I<), which means "treasurer" or "paymaster" and comes from the word pot
which means "assessment."

MRD,

The Arabic root s-r-f(""; J u4) has, among other meanings, "pay" and "disburse." The
Arabic word for bank, masrif (J~), comes from this root. It is also the basis for the
Farsi words saraf(J~), which means a "money changer" or "money remitter (hawala
dealer)" and sarafi V'.1"'-='), which is the name for the business.

..
..,.•••
}.•

•
•••

••
•••••••••••••••

••
•••
••

•••

18

••
•• ••••••••••••••

Appendix B: The History of Hawala
Hawala predates "traditional" or ''western'' banking (the first ''western bank" in India was
the Bank of Hindostan, established in Calcutta around 1770)15. Prior to this, the
operations of sarafs and potedars (see appendix A), who were primarily moneychangers
(and essentially the predecessors of the hawaladars discussed in this paper) were a
fundamental component of the commercial and financial infrastructures.
Contrary to some accounts, hawala did not begin during the Vietnam War. It was,
however, during the Vietnam War that many Americans were exposed to hawala through
the operations of Indian merchants in Saigon. Americans often took advantage of their
hawala service to remit money.
Today, hawala and "traditional" banking exist as parallel, but intertwined, economic
systems in India and Pakistan.
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Appendix C: Another Hawala Pricing Scheme
In this scenario, Abdul wants to send 100,000 rupees to his brother Mohammad. This
differs from the previous scenario in that he wants to send a fixed amount in rupees,
rather than dollars.

The Bank

The bank gives the official exchange rate for rupees (for the purposes of this paper, that is
assumed to be 31 Rs/$) and charges $25 for the exchange. The cost of the 100,000 rupees
would be $3,125; adding the $25 fee brings the total cost of this transaction to $3,150.
The Hawaladars (Iqbal and Yasmeen)

Iqbal offers his usual rates: 35 rupees for a dollar and five percent commission. The
rupees will cost Abdul $2,857, Iqbal's fee is $142, for a total of $2,999.
Yasmeen also offers her typical terms: 37 rupees for a dollar and a fee of one rupee for
each dollar remitted. The rupees will cost Abdul $2,702 and Yasmeen's fee is $73. At
$2,775, Yasmeen still has the best deal in town!
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Appendix D: Hawala Bookkeeping
"Hawala bookkeeping" emphasizes keeping track of how much money is owed to whom.
The following sample chart is based on records analyzed by one of the authors of this
paper during a recent investigation l6, and is representative of the records that might be
encountered during a hawala investigation (note that these charts are usually handwritten,
and it is not uncommon for English and another language to be used):

16/6/98
16/6/98
16/6/98
17/6/98
17/6/98
17/6/98
17/6/98
18/6/98
18/6/98
18/6/98
19/6/98

Vinod
Ashish
Nitin Bhai
DK
Suresh Kumar
Anil
Vinod
Manoj
VinodBhai
Ganesh Trading
Suresh Kumar

100000
250000
350000
50000
300000
200000
150000
300000
350000
200000
175000

37.6
39.25
42.3
38.75
39.25
40.1
39.75
41.25
42.2
38
39.5

2659.57
6369.42
8274.23
1290.32
7643.31
4987.53
3773.58
7272.72
8293.83
5263.15
4430.37

F-1202
F-1203
B-8146
F-1204
B-8147
S-5428
F-1205
B-8148
L-2160
!f~ ij'

B-8149

The first column indicates the date of the transaction. The second column is the name of
the hawala broker to whom the debt is owed; it is very common to use partial names (e.g.
"Vinod") or codes (e.g. "DK"). The third column is the amount of the debt. This chart
reflects a tendency to do business in multiples of 100,000; so it would not be uncommon
to see things like "1.5" for 150,000. The third column indicates the dollarlrupee exchange
rate in effect for the transaction. The fourth column is the value of the transaction in
dollars. The fifth column reflects the way in which the payment was made. Notations
such as "F-1202" usually represent a bank ("F" might be "First Bank"; "B" and "L"
would represent other banks) and the check number. The notation !( ~ ij' for Ganesh
Trading is "52 t" in Hindi. This represents 52 tolas l7 of gold, possibly paid to a local
goldsmith or jeweler instead of remitting the money via a bank.
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Appendix E: Hawala Cases
This section provides brief descriptions of cases where hawala or hawala-like techniques
were used to launder proceeds derived from various predicate offenses. If the case has
been adjudicated, identifying information is provided. In others, the investigation was
ongoing at the time of writing, so particulars are not provided and certain details of the
case may be designated as hypothetical.
.
Narcotics Trafficking (1)

In mid-1997, several people were convicte,4 of conspiracy to launder as well as laundering
the proceeds of the sale of Pakistani heroin and opium ls . This case involved a legitimate
foreign exchange business, Frankfurt-based MGM Marwex Geldwechsel, its U.S. branch,
MGM Marwex International and a hawala network spanning several countries.
Narcotics Trafficking (2)

Several Pakistani and Afghan nationals allegedly importing heroin into a major U.S.
metropolitan area are suspected of collaborating with a bank officer to launder the proceeds
of the sale of the heroin. This bank officer is believed to open accounts without following
appropriate "know your customer" procedures and also assists the traffickers with the
management of these accounts, which are used for hawala-like transfers. Large numbers
of checks have been processed through these accounts, and money has then been wired to
Dubai and other places. It is also believed that other traffickers have availed themselves
of this money laundering scheme. In addition, this baDk officer may be handling the
receipt of shipments of negotiable instruments from a south Asian country on behalf of
suspected criminals in that country. These shipments may represent part of a money
laundering scheme as well as potential violations of U.S. laws regarding the import of
currency and the source country's laws regarding the export and possession of currency.
Narcotics Trafficking (3)

In 1985, British courts convicted a Mr. Choraria19 of "being knowingly concerned in the
fraudulent evasion of the prohibition of importation of a Class A controlled drug, namely
heroin." Choraria was described as the "banker who knowingly enabled payment for
heroin imported into this country illegally to be transferred to India from whence the
heroin had been sent."
Choraria operated two legitimate businesses, an import/export financing firm (confirming
house) and a remittance business (it is possible that at least part of this remittance
business was hawala-based). In this case, Mr. Choraria brokered the transfet of funds
between parties in Karachi and Mumbai as part of heroin smuggling.
This case has two somewhat humorous aspects: hawala had to be explained at length
during the trial by Mr. Choraria's nephew, as the system was not known to Choraria's
bankers. In addition, some of the British criminals involved in the case did not seem to
understand how the money was being transferred.

••••••••••••••••
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Narcotics Trafficking (4)
The investigation of a Delhi-based hashish trafficking organization revealed that the
traffickers had established several false corporate identities. Under the cover of these
identities, machinery was shipped to Germany, the United Kingdom, the Netherlands and
Australia. Hashish was concealed in this machinery. Hawala was used to repatriate the
proceeds of the hashish sales back to the Indian traffickers.
Terrorism (1)
The investigation into the assassination of an important Indian politician revealed that the
assassins were, in fact, terrorists. These terrorists used hawala to transfer the proceeds of
the sale of narcotics to arms dealers for the purchase of military hardware.
Terrorism (2)
The series of bomb blasts in a major Indian city in 1993 was financedtbrough hawala.
The investigation revealed that the funds supporting these bombings (specifically funds
used to buy explosives and to pay the bombers) were handled by hawala operators in the
United Kingdom, Dubai arid fudia.
Alien Smuggling
A worldwide alien smuggling network is suspected of using hawala banking techniques
to move money between North America and South Asia to pay the alien smuggling <<fee"
and additional payments (e.g. for lawyers) are also made.
Welfare Fraud
Certain immigrants from a particular country are accused of committing large scale
welfare fraud in two major U.S. cities. An employee of a car rental agency deposits large
numbers of checks into a personal checking account, and then wires money to a variety
oflocations, including Dubai (this is documented by Suspicious Activity Reports filed by
the bank where the account is held). Since it is known that there are many immigrants
from this country working in Dubai, it is suspected that hawala is then being used to
remit money (which probably includes proceeds derived from welfare fraud) from Dubai
back to this country, which has a poorly developed banking system, via couriers. This is
the sanitized text from one of the Suspicious Activity Reports associated with this case:

SUSPECT ONE MAKES FREQUENT LARGE CASH DEPOSITS INTO
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••
HIS CHECKING ACCOUNT AND IN A FEW DAYS HE WIRES IT
••
OUT OF THE COUNTRY. HE HAS BEEN SEEN WITH SUSPECT TWO.
•••
THIS ACTIVITY SEEMS UNUSUAL FOR HIS OCCUPATION.
•
••
•• ••••••••••••••

..

Insider Trading

A citizen of a south Asian country, who was an investment banker in a major U.S.
financial center is accused of giving "tips" to various friends and relatives. After some
illegal trades took place, the banker resigned and apparently fled the United States for his
homeland. At the same time, several of his associates also traveled to this same country
as well as several European financial centers. An analysis of seized bank records
indicates that money was wired to persons apparentiy of the same nationality in at least
one of these financial centers. It is possible that these wire transfers were the first part of
hawala-like transfers of the proceeds from the illicit trades to the investment banker's
home country.
Customs and Tax Violations (1)

A Pakistani living in the Washington, D.C. metropolitan area was doing hawala transfers
for other expatriates. Large cash transactions at the bank used by some of the defendants
were brought to the attention of customs and tax authorities. Their subsequent investigation
uncovered a scheme in which surgical instruments manufactured in Pakistan were being
imported at inflated prices (over-invoicing) to facilitate the transfer of money from the
United States to Pakistan, in apparent violation of Pakistani law. Convictions were
obtained for customs violations, making false statements and tax fraud 20 •
Customs and Tax Violations (2)

An individual representing himself as being in the gold business in a large U.S. city,
specifically as a "gold broker," is suspected of various customs and tax violations as well
as money laundering. This individual has made very large cash deposits at several banks,
and at least one bank has closed this individual's account because of these deposits. This
individual's bank account was examined in conjunction with a tax investigation. This
individual claims to supply various gold shops with gold bullion, and also that he sells
gold coins and jewelry to individuals. Interviews with owners of these businesses and
alleged clients indicate that this is not the case. It is believed that this individual is acting
as a bank for various individuals and businesses, assisting them in evading the payment
of taxes.
Gambling

Hawala has been used not only as an alternative remittance system but as an alternative
banking system in a South Asian gambling operation. Currency control laws made it
nearly impossible for citizens of one country to take money to gamble in another, and
there are similar problems with bringing gambling winnings back into the country. The
gambling operators have engaged hawaladars to accept money "on deposit" from
gamblers, and pay winnings through them as well. This is something of a testimony to the
reliability of hawala. During a conversation with one of the authors of this paper, one of
the principals in this gambling operation reported that this had been going on for nearly
twenty years without any significant difficulties.
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.Appendix F: Glossary
This glossary contains certain terms used in this paper as well as others that the reader
may encounter while researching hawala and related topics. Where appropriate, Hindi,
Gujarati and Urdu spellings are given. "Hawala," "hundi" and other words closely
connected to money movement are discussed in detail in Appendix A.
confirming house: in the import/export business, a confirming house acts on behalf of the

buyer by dealing directly with the exporter to complete the contract. There is no overseas
credit risk or financial burden for the exporter because the confirming house provides
short term credit to the overseas buyer, who pays a commission for this service.
crore ~ 13:U,s I J..,)): 10,000,000 [ten million]; part of the South Asian numbering
system, frequently used when discussing money. A crore is 100 lakhs. A billion is often
referred to as 100 crore. The South Asian numbering system is based on three units:
thousands, lakhs (100,000) and crores. For this reason, "two crore" will be heard instead

of ,'twenty million". The placement of commas reflects the number of crores; 2,00,00,000
would be written instead of20,000,000 (the first is ''two crores" the second is ''twenty
million").
integration: the third and final. sUige of money laundering In this stage, the launderer

invests in other assets, uses the funds to enjoy a luxurious lifestyle or reinvests his profits
into criminal activities.
khokha ~ I bf.L'j I

W'A

(also spelled koka; khokhu in Gujarati): The literal
meaning of this word is "something hollow," "bag" or "pf;lid bill;" it is used colloquially
to refer to 10,000,000 [ten million] rupees. When speaking of money, this word is often
used interchangeably with crore.
lakh [("mi I (:tlbf.1 toN] (also spelled lack or lac):. 100,000 [one hundred thousand]; part of
the South Asian numbering system, frequently used when discussing money. The term
"hundred thousand" is rarely used; instead; "five lakhs" will be heard instead of "five
hundred thousand". The placement of commas reflects the number oflakhs; 5,00,000
would be written instead of 500,000 (the first is "five lakhs" the second is "five hundred
thousand").
layering: the second stage of money laundering. In this stage, the money launderer
manipulates the illicit funds to make them appear as though they were derived from a
legitimate source.

man [If'i] (also maund): approximately 40 kg.
money laundering: the process of converting the proceeds of a criminal activity into
funds with an apparently legal source. Money laundering may be further divided into
three subprocesses or stages: placement, layering and integration.
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numerals: for reference, here are the fonns of the numerals flS written in Hindi, Gujarati,
Punjabi, Bengali, Urdu, Arabic and Persian (FarsilDari)21:

Hindi

1

2

3

4

5

6

7

8

9

0

~

~

~

¥

l(

~

\3

C;

~

0

~

-3

)(

'4.

~

-.9

(.

~

0

Gujarati

,

Punjabi

9.

~

~

8

4

E

!)

t

t

0

Bengali

~

~

~

8

<t

~

~

lr

~

0

Y

f

f

~

'\

"-

A

Y

f

t

0

'\

V

A

Y

f

f

~

f

V

A

Urdu
Arabic
Persian

,
,
,

,
,
,

peti [tit I 'l2l. I~]: The literal meaning of this word is "box," "suitcase" or "belt;" it is

used COlloquially to refer to 100,000 rupees. When speaking of money, this word is often
used interchangeably with lakh.
placement: the first stage of money laundering. In this stage. the money launderer
disposes of the proceeds of a criminal activity (which are often in the fonn of cash).
ser ~ (also seer): approximately 1 kg, 1I40th ofa man.
tola ~ I rlL~ I ":i.",i] (tolo in Gujarati):: approximately 11.7 grams (the weight of a
silver rupee); this is a common unit used in the precious metals and jewellery businesses
in India, Pakistan and Persian Gulf. One twelfth of a tola is a masha ~ I ~L..].
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End Notes
I

2

3

4

5

6

7

8

9

\0

II

The terms hawala and hundi refer to the same system and may be used interchangably.
Refer to Appendix A for background on the origiris and meanings of these words.
The term "hawala operator" is also very popular; see Tharoor (1997).
This scenario would be just as valid if the money were being sent to India, or from one
of several South Asian nations to the United States; note that hawala is also~ frequently
used to move money out of South Asia. Appendix C has another scenario, showing
another aspect of hawala pricing schemes.
The rates of exchange for various South Asian currencies fluctuate widely; a consistent,
but possibly not current, rate of exchange is used throughout this paper.
This is a fictitious advertisement; it does, however, combine the elements of "hawala
ads" seen by the authors.
This pricing scheme was encountered in the case U.S. v. Ismail, which is discussed in
Appendix D of this paper.
The gold trade is very much a part of hawala; hawaladars may also be involved in the
buying, selling and delivery of gold.
Puliani ~ (1971:20); the FERA is one piece of current Indian legislation used to
address money laundering; it will eventually be replaced by comprehensive antimoney laundering legislation and a revised foreign exchange act called the FEMA
(Foreign Exchange Management Act).
His "legitimate" business consists primarily of exchanges between the U.S. and Iran
[dollars and rials]. Hawala is also very common in Iran, where It is referred to as
"havala." The difference in profit margins may, in part, be accounted for by the
difference in markets for Iranian rials and Indian and Pakistani rupees.
Under Section 1960 of Title 18 of the U.S. Criminal Code, "whoever conducts,
controls, manages, supervises, directs, or owns all or part of a business, knowing the
business is an illegal money transmitting business shall be fined in accord~Ce with
this title or imprisoned not more than 5 years or both;" this reinforces individual states'
efforts to license money remittance businesses, but there is no overall mechanism for
regulating these businesses. Under proposed regulations requiring registration of
money transmitters, it woUld be a criminal offense to engage in hawala without being
registered with the U.S. Department of the Treasury.
See Jost (1997) for a detailed discussion of "black hawala."
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13

14

Hindi is one of the national languages ofIndia; Urdu the national language of Pakistan.
They are Indo-European languages; their origins are Sanskrit, the litmgicallanguage of
Hinduism and the Persian of the Mughals, the Islamic rulers of India In addition, there
are many Arabic words in these languages, reflecting the influence qf Mughal culture.
Today, the spoken languages are nearly identical, leading some to claim that they are
dialects of the same language. Hindi is written in the Devanagari script, borrowed from
Sanskrit, and tends to favor Sanskrit for the creation of new words. Urdu follows
Mughal tradition; it is written i~a slightly modified version of the Arabic script, and
favors Arabic and Persian as sources of new words.
Tripati and Misra (1985:6).

16

The names and transactions in this example are fictitious.
The amount owed is $5263.15; assume a price for 22K gold of US$ 8.64/g and 11.7
grams/tola (see Appendix F for more infonnation on South Asian weights, measures
and numerals).

18

Gonzalez (1997)

19

R v. Chorm:ia Court of Appeal (Criminal Division) 27 March 1985.

20

21

~

In Gujarati, it is ~CUG4.I., hawalo; Gujarati infonnation is included in this paper as the
language has figured prominently in several significant hawala cases.

15

17
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In other jurisdictions, large cash transactions are often considered at least cause to alert
a bank or other financial institution to the possibility that the transaction should be
reported as "suspicious" under applicable regulations.

UNITED STATES OF AMERICA, Plaintiff-Appellee, v. ISMAIL, Defendant-Appellant.
UNITED STATES OF AMERICA, Plaintiff-Appellee, v. SHAKEEL AHMAD, aIkIa
Javed Iqbal, Defendant-Appellant. UNITED STATES OF AMERICA Plaintiff-Appellee,
v. MIAN TAUQIR AHMED, a/k/a Tauqir Ahmed, Defendant-Appellant. UNITED
STATES OF AMERICA, Plaintiff-Appellee, v. MOHAMMAD BASHIR, DefendantAppellant. No. 95-5299, No. 95-5324, No. 95-5325, No. 95-5326. 97 F.3d 50; 1996
U.S. App. LEXIS 25229; 96-2 U.S. Tax Cas.
"Western" numerals (1, 2, 3, etc.) can be referred to as "Hindu-Arabic" numerals.
These numerals, including, the important sign for zero', apparently originated in South
Asia (Cajori 1993: 45-70; Menninger 393-445; Maharaja,1977:xlii) and were adopted
by the Arabs, and ultimately made their way to Europe. Note that the "Hindi" numerals
are actually the original Devanagari (Sanskrit) numerals, and are also used for Nepali.
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I.

Executive Summary

On October 26,2001, the President ofthe United States signed into law the
Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism (USA PATRIOT Act) Act of2001, Public Law
107-56. Section 359 of the USA PATRIOT Act requires:
Section 359 ~ Reporting of Suspicious Activities by Underground Banking Systems
(d) REPORT ~ Not later than 1 year after the date of enactment of this
Act, the Secretary ofthe Treasury shall report to Congress on the need for
any additional legislation relating to persons who engage as a business in
an informal money transfer system or any network of people who engage
as a business in facilitating the transfer of money domestically or
internationally outside of the conventional financial institutions system,
counter money laundering and regulatory controls relating to underground
money movement and banking systems, including whether the threshold
for the filing of suspicious activity reports under section 53 I 8(g) of title
31, United States Code, should be lowered in the case of such systems.
The Secretary of the Treasury submits this report in accordance with the above
requirement. Based on fieldwork and analysis of data gathered to date, the following
preliminary findings are presented:
•

Existing Bank Secrecy Act (BSA) regulations are applicable to the U.S.-based
operators of informal value transfer systems.

•

Current research does not suggest an immediate need for additional legislation,
nor does it suggest a need to change the threshold for the filing of Suspicious
Activity Reports.

•

The adequacy of the existing BSA rules should be reexamined over the course of
Treasury's multi-year effort to enhance regulatory compliance among the
operators of informal value transfer systems.

•

The law enforcement and regulatory communities should undertake a
comprehensive program to enhance their knowledge concerning the range of
mechanisms used in informal value transfer systems in order to better understand
them and to determine whether they think that any additional legislation is
needed.

The BSA, the primary anti-money laundering statute in the United States,
includes provisions that apply to informal value transfer systems. Under the BSA, any
person or group of persons who transfers money as a business is defined as a Money
Services Business (MSB). These entities are defined as MSBs whether or not they
transfer money on a regular basis, and whether or not they are an organized business
concern.
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The MSB class of financial institutions includes conventional entities with global
reach such as Western Union and Thomas Cook. It also includes the types of informal or
unconventional entities operating outside ofthe mainstream financial system, such as
hawala, hundi, fei ch'ien, hoe kuan, hui k'aun, and many others. Historically, these
informal entities have been labeled by various terms including "alternative remittance
systems," "underground banks," and "informal value transfer systems."
Pursuant to the current MSB regulations, these businesses must register with the
Financial Crimes Enforcement Network, conduct customer identification procedures for
certain transactions, and maintain financial records. They are also required to file
Currency Transaction Reports (CTRs) and Suspicious Activity Reports (SARs).
There are many uncertainties and complex issues associated with this segment of
the financial industry. Treasury will therefore work closely with law enforcement,
regulators, and the financial community to gain a fuller understanding of these informal
networks and how they interact with the more formal financial industry. As Treasury
continues to study and to address these issues, it will remain open to considering new
legislation to reduce the vulnerability ofMSBs in general, and informal value transfer
systems in particular, to money laundering and terrorist financing. The attached
appendices provide a more in-depth analysis of the data that has been gathered relating to
informal value transfer systems.

II.

Research Methodology

The Financial Crimes Enforcement Network (FinCEN) was directed to carry out
this study and staff framed their research in the context of the following interrelated
issues:
•

The unique law enforcement and regulatory challenges associated with informal,
unconventional, or underground money transfer mechanisms.

•

The scope and application of the existing regulatory scheme with regard to
businesses that facilitate the transfer of money domestically or internationally (to
include persons who engage as a business in an informal money transfer system
or any network of people who engage as a business in facilitating the transfer of
money).

•

The effectiveness ofthe existing money transmitter regulatory scheme with
respect to these informal systems (to gauge the technical adequacy of the
regulations, as well industry compliance).

1 FinCEN staff conducted interviews with federal, state, local, and foreign law enforcement personnel, and
with representatives from the Federal Reserve Board, the Federal Reserve Bank of New York, the
International MonetaI)' Fund (IMF), and the World Bank. FinCEN staff also interviewed several providers
of informal money transfer services, consulted with an academic expert in the field, and mined data
collected pursuant to the BSA.
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III.

Background on Informal Value Transfer Systems

Infonnal Value Transfer Systems (IVTS) is a tenn used to describe those money or
value transfer systems that operate infonnally to transfer money as a business. In the past,
some of these infonnal networks have been labeled by various tenns including "alternative
remittance systems" and "underground banks." Within the broad realm of infonnal
institutions there exist more detailed descriptors for specific value transfer mechanisms,
such as hawala, hundi, fei ch'ien, hoe kuan, hui k'aun, and many others. For the purpose of
consistency and inclusiveness, IVTS is the primary tenn of art used in this report. (See
Appendix A for examples ofIVTS mechanisms.)
U.S. citizens and persons residing in this country from nations in which the use of
IVTS is commonplace use the system for various reasons. In countries lacking a stable
financial sector or containing substantial areas not served by fonnal financial institutions,
IVTS may be the only method for conducting financial transactions. For example,
foreign aid money going to Afghanistan is being disbursed through IVTS due to a lack of
a banking infrastructure. Individuals and organizations often use IVTS due to the
existence of inadequate payments systems, to avoid foreign exchange or capital controls,
and when the fonnal financial sector is not readily accessible, significantly more
expensive, or more difficult to navigate.
The international flows ofIVTS are most likely staggering, but quantification
with any certainty is currently impossible. An IMF/World Bank estimate that is likely on
the conservative side and only covers select countries puts annual worldwide IVTS
transfers at tens of billions of dollars.
In order to better understand this issue, FinCEN looked closely at the workings of
the hawala system, a widely used fonn ofIVTS. Hawala means "transfer" in Arabic and
the system works by transferring money without actually moving it. The basic hawala
transaction involves a sender, two trusted intennediaries, and a recipient. For example, a
U.S. resident who wants to send money to a friend in another jurisdiction (Country B)
would give it to a U.S. hawaladar,2 who typically gives the sender a code or identification
mechanism. The U.S. hawaladar then contacts a local hawaladar in Country B by
telephone, fax, or e-mail, and the sender contacts the intended recipient to convey the code.
The local hawaladar in Country B then delivers the specified funds to the recipient upon
presentation of the code. The hawaladar charges a flat fee, a commission, or may
alternatively or in addition, profit from the exchange rate differential between the official
and black market price of U.S. dollars in Country B. The accounts between the two
operators may be settled various ways including through compensatory payments (i.~.,
when someone from Country B sends money to the U.S.), conventional wire transfers or
checks, physical movement of money (by courier), invoice manipulation or other tradebased mechanisms, and the trade/smuggling of gold and precious gems. (See Appendix B
for illustrations of these techniques.)

2

The tenn hawaladar refers to a hawala dealer or provider of hawala money transfer services.
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Even this brief description highlights some of the key similarities and differences
between IVTS and fonnal value transfer mechanisms. While the primary transfer
between the sender and the recipient contains some unconventional elements (by V.S.
standards), the far greater differences occur on the back end, or settlement side ofIVTS.
While it appears that the majority ofIVTS activity is legitimate in pUrpose,3 these
systems have been used to facilitate the financing of terrorism and in furtherance of
criminal activities. For this reason, many governments have begun to look at this issue in
tenns ofthe need for regulatory and legal controls and in tenns of their ability to conduct
successful financial investigations in cases where IVTS has been used.
In order to make a judgment about whether the V.S. may need additional
legislation at this time to address infonnal value transfer systems, it is first necessary to
understand the present legal and regulatory regime. FinCEN's analysis focused on the
relevance of existing regulations in the context of IVTS and whether these are adequate
to deal with the unique challenges presented by IVTS.

IV.

Existing Regulations for Informal Value Transfer Systems,
Including Suspicious Activity Reporting

The BSA4 authorizes the Secretary of the Treasury to impose on financial
institutions a variety of record keeping and reporting requirements that are deemed useful
to criminal, tax, and regulatory enforcement, and in the conduct ofintelligence and
counter-intelligence activities relating to international terrorism.
FinCEN administers the BSA on behalf of Treasury and has adopted a broad
interpretation of the regulations with regard to their application to money transmitters. In
1999, FinCEN amended the regulatory definition of a money transmitter to include "any
person, whether or not licensed or required to be licensed, who engages as a business in
accepting currency, or funds denominated in currency, and transmits the currency or
funds, or the value of the currency or funds, by any means through a financial agency or
institution, a Federal Reserve Bank or other facility of one or more Federal Reserve
Banks, the Board of Governors of the Federal Reserve System, or both, or an electronic
funds network" or "'any other person engaged as a business in the transfer of funds."s
Section 359(a) ofthe Patriot Act amended the definition of money transmitter to
encompass "'any person who engages as a business in an infonnal money transfer system
or any network of people who engage as a business in facilitating the transfer of money
domestically or internationally outside of the conventional financial institution system."
These amendments make clear that under V.S. law all money transfer remitters, including

J
IVTS traditionally serves the purpose of remitting funds of expatriate communities to their home
countries.
4 See 31 U.S.c. 531 I et seq.
5 See 31 CFR 103.11(uu)(5).
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those that operate on an informal basis, or outside the scope ofthe conventional financial
sector, are subject to the BSA.
Money transmitters, as currently understood, are one of a number of non-bank
financial institutions that, for purposes of the BSA, are grouped within the category
called MSBs. This category of institutions also includes check cashers, currency
exchangers, and issuers, sellers, and redeemers oftraveler's checks, money orders, and
stored value.6
As of December 31, 2001, all MSB principals (except the U.S. Postal Service,
federal, state, or local governmental units, and issuers and sellers of stored value) were
required to register with FinCEN. The registration form requires that the MSB provide
not only contact information, but also identify its owner or controlling person, provide a
governmentally-issued identification number for that person, and identify the company's
primary transaction account. These registration records are provided online to FinCEN's
Gateway7 partners for use in their investigations.
Although agents ofMSBs are not independently required to register, FinCEN's
regulations require all MSB principals to maintain a list oftheir agents and to make the
list available on request to FinCEN or any other appropriate law enforcement agency.s
The agent list must include, in addition to identifying information (name, address,
telephone number), a listing ofthe months in which the agent's gross transactions for the
previous year exceeded $100,000, the name and address of any depository institution at
which the agent maintains a transaction account, and the number of branches or
subagents the agent has.
Any MSB that fails to register with FinCEN, or files false or incomplete
information in the registration statement, is subject to civil penalties of $5,000 per day
while the violation continues. In addition, under 18 U.S.CO 1960, any person who
knowingly engages in a money transmitting business, and has failed to register and/or
comply with FinCEN's registration regulations, may be subject to up to five years'
imprisonment.
All MSBs, including those that could be characterized as IVTS, must obtain and
verify customer identity and record beneficiary information for funds transfers of more
than $3,000.9 There are also separate recordkeeping requirements applicable to the sale
of MSB products, such as traveler's checks and money orders, as well as to currency
exchange transactions.1O These records must be maintained for five years. I I In addition,
6
The definition of every category of MSB other than a money transmitter has a threshold requirement
that the business engage in a transaction within the category (currency exchange, check cashing, etc.) in the
amount of$I,OOO for anyone customer in one day. There is no threshold requirement for money
transmitters.
7
FinCEN's Gateway system enables federal, state, and local law enforcement agencies to have direct,
online access to records filed under the BSA. See 2002 National Money Laundering Strategy, at 53.
8
See3ICFRI03.41.
9
See 31 CFR 103.33(f).
10 See 31 CFR 103.29, t03.37.
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transactions in currency of more than $10,000 are subject to detailed recordkeeping
requirements to support the filing of CTRs.12
MSBs are also subject to the SAR rule. As is the case with all MSBs, IVTS
operators are required to file with FinCEN a SAR with respect to any transaction over
$2,000 that it knows, suspects, or has reason to suspect involves funds from illegal
activity or is designed to conceal their ori~in, is designed to evade BSA obligations, or
has no apparent business or law purpose. 1
In addition to routine recordkeeping and reporting, FinCEN's regulations also
authorize the imposition of further reporting requirements where needed to carry out the
purposes of the BSA regulations or to prevent the evasion of the BSA's recordkeeping
14
and reporting requirements. Such additional requirements are imposed by means of
what is known as a geographic targeting order (GTO)15 and may be applied to any
domestic financial institution or group of domestic financial institutions in a geographic
area, as well as persons participating in transactions subject to the order.
A GTO can be as detailed as requiring reporting of all transactions in currency
and/or monetary instruments, or of classes of transactions, equal to or exceeding an
amount specified in the GTO. Among other things, this regulation permits Treasury to
require reporting at a much lower threshold than otherwise required by its rules. For
example, GTOs have been successfully applied against money transmitters in two
metropolitan areas that were heavily used by drug traffickers. The GTOs required
records to be maintained and reports filed of all transactions over $750. The GTOs
resulted in the gathering of useful information for law enforcement and several successful
money laundering and structuring prosecutions.
Persons willfully violating any BSA reporting or recordkeeping requirement are
subject to civil and criminal penalties and imprisonment under 31 U.S.C. 5321-22.
Willful violations of any requirement imposed under a GTO are similarly subject to civil
and criminal sanctions.
As noted above, Section 1960 of Title 18 makes it a crime to operate an MSB in
the absence of compliance with FinCEN's registration requirements. It also makes it a
crime to operate an MSB in the absence of compliance with applicable state licensing

See 31 CFR 103.38.
See 31 CFR 103.28. In addition, any person who physically transports or causes the transport of over
$10,000 in currency or monetary instruments into or out ofthe United States must file a Report of
International Transportation of Currency or Monetary Instruments (CMIR) with FinCEN. See 31 CFR
103.23.
13 See 31 CFR 103.20. FinCEN has published a notice of proposed rulemaking to add a fourth category to
the MSB SAR rule for transactions that involve use of the MSB to facilitate criminal activity. See 67 FR
64075 (October 17.2002). Issuers of traveler's checks and money orders (as opposed to sellers or
redeemers), are subject to SAR requirement at a $5,000 threshold.
14 See 31 CFR 103.26.
15 Issued under the BSA, a GTO is used to impose stricter reporting and recordkeeping requirements on
specified financial service providers in a certain geographical area for a limited time period.
II
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requirements.!6 As amended by the Patriot Act, Section 1960(b)(1 )(A) specifically
provides that a conviction for failure to comply with a state licensing requirement does
not require proof that the defendant knew ofthe state licensing requirement. However,
there is no comparable language in Section 1960(b)(I )(B) for a defendant who fails to
comply with the MSB registration requirement and regulations, which could lead a court
to infer that such proof is required under that subsection.
Other criminal laws potentially applicable to IVTS providers include Sections
2339A and 2339B of Title 18, which prohibit the ,providing of material support to a
terrorist or to a designated terrorist organization.! In addition, these crimes, like the vast
majority of federal white-collar crimes and offenses traditionally associated with
organized crime, serve as predicate acts for the crime of money laundering under the
money laundering statutes, 18 U.S.C. 1956 and 1957. Section 1956 prohibits the conduct
of a "financial transaction" involving proceeds known to derive from some "specified
unlawful activity." A transaction is a "financial transaction" under the statute if it
involves monetary instruments, the movement of funds, the transfer oftitle to property, or
the use of a financial institution. To be gUilty of money laundering under section 1956,
the defendant must act with the intent to: (1) promote the carrying on of a specified
unlawful activity; (2) engage in tax fraud; (3) conceal or disguise the nature, location,
source, ownership, or control of the property; or (4) avoid a transaction-reporting
requirement. For example, section 1956 bars "smurfing" - the practice of intentionally
structuring transactions to avoid reporting requirements by splitting the total amount of
funds available for deposit into amounts below the $10,000 reporting threshold.
Section 1957 prohibits the engagement in a "monetary transaction" involving
property that is known to be derived from a criminal offense, and that is actually derived
from a "specified unlawful activity," of a value greater than $10,000. The term
"monetary transaction" is defined broadly to cover almost any transaction by, through, or
to a financial institution, including the deposit, withdrawal, transfer, or exchange of funds
or a monetary instrument. Unlike section 1956, section 1957 does not require the
defendant to know that the property was derived from a particular "specified unlawful
activity" or a "specified unlawful activity" in general. Rather, section 1957 requires the
defendant to know only that the property was derived from some criminal offense.
Therefore, a defendant cannot rely on willful blindness to avoid liability under section
1957.

Most, but not all states, have such licensing requirements. In the Money Laundering Suppression Act of
1994, Pub. L. 103·325, 108 Stat. 2160, Congress recommended that the States enact uniform laws to
regulate MSBs. In response, the National Conference of Commissioners on Uniform State Laws
(NCCUSL) has promulgated a model law regulating MSBs, which it recommended that all States enact.
See Uniform Money Services Act (2000) (available on http://www.law.upenn.edulbIliulcluIcJrame.htm).
The NCCUSL recently created a study committee to determine whether the Uniform Money Services Act
needs to be revised or updated in light of the events of September II and subsequent developments in the
field.
17 These statutes were enacted in 1994 and 1996. The first conviction under Sec. 2339B occurred in June
2002. United States v. Hammoud, No. 3:00CR 147-MU (W.D. N.C.).
16
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FinaJiy, 18 U.S.C. 2 prohibits anyone from aiding and abetting an offense against
the United States. This statute would apply, for example, to an IVTS operator that
knowingly offered material assistance to anyone committing a federal crime. 18

v.

Law Enforcement Challenges

To determine whether additional legislation or regulation is needed to deal with the
risks posed by IVTS, FinCEN's study reviewed the challenges IVTS poses to law
enforcement in conducting financial investigations. Although law enforcement has not yet
had a great deal of exposure to IVTS, the experience to date demonstrates that the problems
do not arise from the lack of pertinent statutory or regulatory tools. Rather, the challenges
to effective law enforcement in this area stem from the need for stepped up compliance,
education, and cooperation. These challenges are discussed below.
As authorities have been intensifYing their efforts to block terrorists from obtaining
funds in the United States and elsewhere, more focused attention has been devoted to
hawala and other IVTS. In several countries, hawala has operated in parallel with formal
financial institutions or as a substitute or alternative for them. IVTS-type networks are
used by persons in the U.S. to send money or gifts to their friends and relatives residing in
Asian, African, and Middle Eastern countries.
While it appears that most clients of IVTS legitimately earn their money and try to
assist their extended families, criminals have also used these networks to launder dirty
money, make illicit payments, and commit other offenses, such as tax evasion and customs
violations. Dealing with illegal hawala providers and their networks represents a serious
challenge to U.S. law enforcement agencies for many reasons. Of particular concern is the
need for increased expertise in understanding the complexities ofIVTS.
Certain common characteristics may often create extensive obstacles for law
enforcement. These include: (I) non-standardized or non-existent recordkeeping and
know-your-customer type of practices; (2) frequent commingling of hawala with other
business activities, including commodity trading or smuggling, when transactions pass
through jurisdictions with porous borders or cash-based economies; (3) language and
cultural barriers; and (4) inconsistent laws and regulations at the international and domestic
levels.
Recordkeeping Practices

Hawala ledgers are often insubstantial and in idiosyncratic shorthand. Initials or
numbers that are meaningful to the hawaladar are useless ifthey reveal nothing about
transactions, amounts, time, and names of people or organizations. Personal ledgers are
often destroyed within a short period oftime, especially in countries where hawala is
criminalized.
th
18 See U.S. v. Levy, 969 F.2d 136 (5 Cir. 1992) (upholding conviction for aiding and abetting failure to
report currency transactions).
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In some cases, particularly when hawaladars know that their clients are breaking the
law, no notes or records are kept at alL In other cases, hawaladars may serve customers
without asking many questions about their true identity, the origin oftheir money, or the
reason for the transfer. In such cases, even if providers decided to cooperate with
authorities, they would have no knowledge or useful information to share. Without records
or some documentary basis, there is virtually no paper trail and very little that investigators
can pursue, thus leaving them at a dead end in their efforts to build a case.
On the other hand, investigators sometimes end up finding masses of records,
ledgers, or notes kept by IVTS providers. However, they may be maintained in ways that
are hard to decipher without the cooperation of those who created the records. Sometimes
the notes are kept in foreign languages or in initials and codes.
In other instances, the transaction may involve third party accounts of individuals or
companies within the same country or a number of other countries. Nominee accounts,
sometimes referred to as "Benami,,,19 effectively stop the money trail, as evident from
investigations of banking, financial, and trade-related misconduct.
In the end, much of the paper trail might surface, but it becomes a difficult task to
interpret and reconstruct it accurately. The task of putting everything together for a case
becomes time consuming and complicated, and may require the cooperation of haw ala
providers or controllers in other jurisdictions, thus requiring significant resources.
As noted in the previous section, IVTS operators are money transmitters under the
BSA, and FinCEN's recordkeeping rules are applicable to them. Achieving better
compliance does not call for additional legislation or regulation, but for increased outreach,
education, and enforcement.

Mixing of Businesses
Another challenge for law enforcement is proving criminal offenses and intent
when commingling of funds takes place. For example, businesses operating with
substantial amounts of cash or involving high turnover make it very easy to hide illegal
hawala deals by creating, for instance, "black holes" domestically and overseas. These
black holes are formed by withdrawing cash pooled by IVTS providers, depositing it in
different accounts at various intervals, and at various financial institutions (banks,
brokerages, and others), and/or using the funds to purchase commodities that then can be
traded in the U.S. or internationally. It is virtually impossible to match cash withdrawals
with other deposits and trade transactions when the amounts are comparatively small.
In other cases, hawala businesses interface with financial institutions (~.g., they may
have bank or brokerage accounts, currency exchangers, offer telephone and fax services,
send wires, engage in real estate deals). A currency exchanger in a given country could
19 "Benami" or nominee accounts are culturally accepted in ethnic groups that also engage in hawala.
Because the true beneficiary of a transaction is not the person under whose name the transaction takes
place, it is very hard to identifY the owners of criminal proceeds and people who engage in illegal activities.
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send and receive wire transfers for a hawala customer via one or two foreign banks. When
the funds are booked into certain types of correspondent accounts at U.S.-based banks (i.~.,
those that are not payable-through accounts), the trail becomes blurred as the funds move
from an institutional account not identified with any individual before finally being
transmitted to the ultimate intended recipient. However, this issue is not unique to IVTS,
but is a function ofthe realities of correspondent banking.20
Again, these are not issues that require additional legislation or regulation. Rather,
addressing these issues requires education and cooperation among regulators, law
enforcement, and the financial community. Therefore, it is important for the law
enforcement and regulatory communities to educate financial institutions about the
typologies associated with IVTS. It is necessary that bank officials, credit card companies,
brokerages, money exchanges, transmitters, and others be made familiar with illicit IVTS
patterns, recognize them, and report them as suspicious.

Language and Cultural Barriers
U.S. law enforcement often is faced with language and cultural barriers when trying
to communicate with suspects, identifY suspicious transactions, interpret evidence, and
conduct undercover operations. For instance, when hawala ledgers are found, it may be
impossible for law enforcement to understand their contents and underlying transactions.
Therefore, the cooperation ofIVTS providers is often essential in deciphering these records
(as in cases of accounting fraud or records of drug traffickers). However, such cooperation
may not always be forthcoming, if ethnic, cultural, or other sensitivities are misunderstood
or ignored by law enforcement.
On the other hand, too much focus on particular ethnic groups or cultural practices
may divert attention from any potential intersection or collaboration across ethnic lines.
For example, there have been cases in which persons of one ethnic background have used
systems prevalent in another culture or cultures. Outreach efforts by law enforcement into
the affected communities can enhance the efforts to obtain their cooperation and improve
our understanding of how IVTS is used and abused.

Inconsistency in Laws and Regulations
Differences in laws and regulations internationaHy also pose a major challenge to
lawenforcement. (See Appendix D for a description of international regulatory
approaches). When hawala operates through jurisdictions with strict secrecy regulations,
the investigative task is further complicated and cooperation is lessened. Bank secrecy,
corporate secrecy, and attorney-client privilege make the investigator's task difficult.
Sometimes, a vicious circle prevents law enforcement agents from completing their task.
In order to obtain information from such jurisdictions, evidence of wrongdoing is
20

Pursuant to Section 312 of the USA Patriot Act, regulations have been proposed that would require

u.s. financial institutions offering correspondent accounts to perfonn due diligence and, in appropriate
circumstances, enhanced due diligence on their correspondents. See 67 FR 37,736 (May 30, 2002) and 67
FR 48,348 (July 23, 2002).
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required; however, access to information in those jurisdictions is critical in obtaining that
evidence in the first place. Addressing these challenges requires multilateral, rather than
unilateral, action, as discussed below.

VI.

Examples of Counter-Measures Being Developed

As noted above, the challenges faced by law enforcement in confronting IVTS do
not currently appear to require a legislative solution, but appear amenable to countermeasures by the regulatory and law enforcement communities that involve compliance
efforts, education, and outreach, and increased cooperation between and among
government and the financial sector. In this section, we discuss some examples ofthe more
promising strategies that are being developed to enable law enforcement to deal with
financial investigations involving IVTS. The lesson from these examples is that the
existing legislative framework offers appropriate tools and opportunities to effectuate law
enforcement counter-measures aimed at the abuse ofIVTS.
During its research for this report, FinCEN had an opportunity to observe several
developing counter-measure strategies being applied in different regions through the United
States. These strategies are directed toward:
tJ

enhancing the transparency of IVTS operations;

tJ

bringing the IVTS providers into the BSA regulatory structure;

tJ

obtaining cooperation in interpreting relevant records and further understanding
of IVTS mechanisms and customer activity;

tJ

revealing trends and patterns of typical versus atypical suspect transactions;

tJ

revealing ancillary or mixed business associations;

tJ

disrupting and prosecuting immediate threats, while sending a message to other
IVTS entities to comply with regulatory requirements;

tJ

disrupting and turning over couriers associated with IVTS; and

tJ

working with the financial sector to better monitor and detect suspicious IVTS
activities. Examples of some ofthese strategies are discussed below.

Visits to California, New York, and Puerto Rico by representatives from FinCEN
revealed successful outreach strategies being pursued in several regions by both law
enforcement and regulatory authorities, which are aimed at the IVTS sector. These
strategies are designed to enhance cooperation with IVTS providers in interpreting their
records, and to learning about their operations, mechanisms, and customer transaction
profiles. There has been substantial support for such outreach strategies among multiple
agency representatives from many different regions of the country.
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Law enforcement also is engaged in the extensive review of SARs filed on IVTSrelated activity. Currently, the New York High Intensity Money Laundering and Related
Financial Crime Area (HIFCA) has developed a SAR review strategy that encompasses an
extensive review ofSARs followed by categorizing the suspicious activity. Each level of
that review involves correlated searches with other types of suspicious activity with other
law enforcement sources of information. Following this analytical process, records are
created in various law enforcement indices and then further examined for possible
investigative development at regular multi-agency and multi-district SAR meetings. These
meetings also included the participation of regulatory agencies and prosecutors.
Federal officials interviewed in another region of the country have applied
existing regulatory provisions to derive an innovative triad approach for potential
prosecutions ofCMIR and bulk smuggling violations (31 U.S.c. Sections 5316 and 5332,
respectively). This approach emphasizes the importance of law enforcement authorities
being able to apply currency smuggling related statutes to investigations that might
involve couriers linked to IVTS operations. If a courier associated with an IVTS-type
business is detected at the border with more than $10,000 and an apparent intent to
conceal the money, both CMIR violation charges and bulk cash smuggling charges may
be applied. Ifthe suspect declares that the funds are not hislher own but rather he/she is
moving them on behalf of someone else, the suspect can be subject to Section 1960
charges for operating as an unlicensed money transmitter. In addition, if the courier is
working for a particular business (i.~., a suspected IVTS operation), then CMIR, bulkcash smuggling, and, potentially, Section 1960 charges may be filed against the source
business and its owners.
Law enforcement is also making a concerted effort to work more closely with the
larger financial community to assist banks and other depository institutions in becoming
more familiar with transactions that may indicate suspicious IVTS activity. FinCEN
believes this type of outreach to the financial community is critical in view ofthe extensive
interface between IVTS and formal banking services. The cases included in this report (see
Appendix C) illustrate that SARs playa significant role.
An example of a state-initiated strategy is the current program being developed by
the New York State Attorney General's Office, in conjunction with a multi-agency task
force, to identify regionally based IVTS operations, particularly in the terrorist financing
context.
The goals of this program include:
I:J

identifying, within the region, unlicensed money transmitters operating hawalatype businesses and feeding the information into a central database for further
tracking and review for both law enforcement and intelligence purposes;

I:J

determining methods of operation and identifying any associated ("second tier")
businesses;
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o

prosecuting individuals violating state law and, wherever possible (based upon
corroborating information, such as intelligence checks and leads, informants, bank
record reviews) identifying investigative leads to terrorist activities;

o

removing and/or disrupting immediate threats and thus sending a message to other
IVTS entities to comply with regulatory requirements; and

o

further identifying IVTS activity trends, patterns, operations, records, and
customer transaction profiles.

These strategies all rely on the existing legislative and regulatory structure
governing MSBs. They are examples of how the law enforcement and regulatory
communities can carefully tailor existing regulatory tools to cope with the challenges
posed by IVTS.

VII. Recommendations
The U.S. approach of regulating informal value transfer activity is preferable to
outlawing the activity altogether, a course chosen by some nations. Attempting to outlaw
IVTS ultimately deprives law enforcement of potentially valuable information and drives
the informal remittance providers further "underground." Outlawing the activity also
deprives the mostly law-abiding IVTS customers of the primary channel through which
they transfer funds.
In addition, the U.S. approach to regulation is consistent with emerging
international standards such as the Special Recommendations on Terrorist Financing,
issued in November 2001, by the Financial Action Task Force (FATF) on Money
Laundering. The FATF's Special Recommendation VI on Alternative Remittance calls
on nations to "take measures to ensure that persons or legal entities, including agents, that
provide a service for the transmission of money or value, including transmission through
an informal value transfer system or network, should be licensed or registered and subject
to all the FATF Recommendations that apply to banks and non-bank financial
institutions."
The U.S. approach is also consistent with the Abu Dhabi Declaration on hawala
issued in May of this year in the United Arab Emirates, following a congress of
government officials from more than 50 nations. The declaration calls on countries to
"adopt the FATF recommendations in relation to remitters, including hawaladars and
other alternative remittance providers," and to "designate competent supervisory
authorities to monitor and enforce the application of these recommendations to
hawaladars and other alternative remittance providers." The declaration goes on to say
that, "the international community should remain seized with the issue and should
continue to work individually and collectively to regulate the hawala system for
legitimate commerce and to prevent its exploitation or misuse by criminals or others."
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As described in this report, the BSA clearly provides the framework for
comprehensive oversight ofaH U.S.-based money transmitters, including those
characterized as IVTS. However, many of the requirements under the BSA framework
are too new to adequately determine their effectiveness with respect to IVTS.
Treasury, therefore, believes it would be premature at this time to call for new
legislation. Based on what we know so far, we appear to have the legislative and
regulatory tools that we need. The primary problems are those of compliance,
enforcement, education, and cooperation. Treasury accordingly recommends that U.S.
efforts be focused on these areas, beginning with the effort to bring all money
transmitters, IVTS or otherwise, into compliance with the existing regulatory regime.
Similarly, we believe it is premature to change the SAR threshold. The MSB
SAR requirement is less than one year old--insufficient time to enable FinCEN to
determine whether relevant activity is being captured by the current threshold.
Like the SAR requirement, the MSB registration requirement is less than one year
old. Anecdotal evidence suggests that the compliance rate among IVTS providers is far
lower than among more conventional types of MSBs. Further research should be
undertaken by FinCEN to determine the accuracy ofthis evidence and how compliance
can be maxim ized.
The compliance question will be critically important as Treasury continues to
assess the adequacy of existing regulations. This is particularly relevant in relation to the
recordkeeping and customer identification rules, both of which directly impact on the law
enforcement and regulatory challenges presented by IVTS.
One of the key compliance issues identified through FinCEN's analysis is the fact
that IVTS operators often maintain non-standardized records and do not exercise sound
customer identification practices. Investigators, for example, sometimes find records,
ledgers, or notes maintained in code, or in idiosyncratic shorthand, making it hard to
decipher without the cooperation of the IVTS operator who created the records. In some
cases, particularly when ITVS operators know or suspect that their clients are breaking the
law, no notes or records are kept. In other cases, IVTS operators serve customers without
asking questions about their true identity, the origin oftheir money, or the reason for the
transfer. In most instances, the practices described above are violations of the existing
regulatory requirements.
Other compliance issues arise from the practice of IVTS operators of pooling funds
from numerous transactions. As previously noted, businesses operating with substantial
amounts of cash (such as convenience stores) or involving high turnover make it very easy
to hide illegal IVTS transactions through the commingling of funds (see page 11, supra). It
is virtually impossible to match cash withdrawals with other deposits and trade transactions
when the amounts are comparatively small.
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Compliance by IVTS providers with the BSA's existing recordkeeping, customer
identification, and reporting requirements may go a long way to address these problems
and to enable investigators to "follow the money trail." For example, the problem of
incomplete, coded, or illegible records may be addressed because inherent in the BSA's
record keeping requirements is the requirement that the records be truthful, complete, and
accurate? Coded and illegible records do not meet this standard. The problem raised by
the practice of aggregating customers' transactions before transmitting them through
depository institutions is addressed by the requirement that individualized records must
be maintained for each transmittal order, which includes, for customers other than
established customers, the requirement that customer identity be verified and recorded?2
Reporting of suspicious activities by IVTS providers will give law enforcement
an important window into, and an early warning system for, questionable activity in
communities that may otherwise be difficult to penetrate. Finally, IVTS compliance with
the BSA's CTR and CMIR requirements has the potential to aid substantially in detecting
IVTS-related bulk cash smuggling and other currency-related crimes.
Education and outreach are the crucial ingredients to building capacity among
legitimate IVTS providers who want to comply with the Jaw and regulations. FinCEN is
currently expanding its existing outreach program that already has resulted in the
registration of over 11,000 MSB principals. The planning process for the expanded
program, which wiJI include the translation of educational materials into various
languages, meetings with associations of business in affected communities, and, possibly,
the use of focus groups, is underway.
Education is also critically needed within the law enforcement and regulatory
communities, as there needs to be a greater understanding of how these systems operate.
The dearth of technical knowledge is compounded by the fact that IVTS is used in the
U.S. primarily among immigrant communities, which poses an additional challenge to
investigators and regulators who may lack the language skills and cultural awareness
necessary to operate in this environment. These types of barriers can limit the ability of
authorities to communicate with IVTS operators and/or criminal suspects to interpret
evidence or to conduct effective undercover operations. It is equally important to
enhance the awareness of the formal financial industry regarding existing and continually
emerging IVTS mechanisms that may interface with the formal banking sector, especially
in the context of their performance of their due diligence and SAR obligations.
FinalJy, although we already know much about some types ofIVTS and how they
operate, there is still much that remains a mystery. Treasury, therefore, believes that
there is a need for continued research, particularly with regard to understanding the range
of mechanisms associated with the IVTS payment clearance mechanisms.
See, ~.g., Lowell Niebur & Co .• Inc.• 18 SEC 471,475 (1945).
FinCEN anticipates that, once the Section 326 rules for verification of identity are finalized for those
financial institutions that maintain accounts for customers, the rules for verification of identity for the
various transactions entered into by MSBs (including rules governing funds transmittal by both bank and
nonbank financial institutions) will be amended as needed to be consistent with the Section 326 rules.
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Appendix A
Range of Existing and Continually Emerging IVTS
Mechanisms and Mixes With Formal Banking Sector

Broad Scope of IVTS Mechanisms
A primary finding resulting from the study is the need for law enforcement and
regulatory authorities to be cognizant of the extensive and potentially complex
(sometimes interfacing) nature of existing and continually emerging IVTS mechanisms,
as the above graphic illustrates.
The following are examples oflVTS methods that, in and of themselves, may
serve as mechanisms for transferring funds or value and sometimes interface with each
other for settlement purposes:
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1.
False Invoicing of Exports or Imports - This practice can help hawaladars balance
their books. For instance, under-invoicing by $20,000, the hawaladar "sends" this amount
to the importer of computer equipment, who will make profits higher by this amount upon
resale of the goods. If the amounts are not excessive, they can easily "disappear" in
otherwise legal trade. A $20,000 "mistake" in a $1-2 million trade is unlikely to raise
suspicion, even if detected. Therefore, false invoicing can serve to be a stand-alone IVTS,
part ofa trade diversion scheme, or a means of tax evasion.
The detection of under-valuation or over-valuation of goods often requires inside
infonnation and is difficult even using sample checks by U.S. Customs Service (i.~., if
medical, computer, and other equipment contains chips, drivers, or updated software
versions, these can only be discovered if the equipment is opened up and subjected to the
most thorough inspection). However, existing technologies may be used to overcome such
difficulties. The U.S. Customs Service operates a relational database, developed in the
early 1990s, that enables the analysis of data by country, port, manufacturers, importer, and
commodity. That database is known as the Numerically Integrated Profiling System or
NIPS. Investigators, using NIPS, have the ability to run samples against the database to
help detect anomalies and thus provide leads regarding false-invoicing schemes.
In other cases, "payments" are made for goods that are not delivered, incorrectly
described in the invoice, or returned after delivery is recorded. The payment does not
appear to be connected to any unusual or suspicious activity.

2.

Courier Services and Physical Transport - Courier services and physical
transport methods also can be used to transfer funds or other value and settle accounts
amongst IVTS Providers. Cash has been found in everything from containers to
suitcases. Money changers in the Middle East, who trade in currencies and therefore
need the cash in place, also use couriers. Value can also be moved when IVTS Providers
use cash to purchase easily movable commodities that can later be sold for cash at the
final destination.

3.

Co"espondent Bank Accounts Certain types of correspondent accounts (such
as "nostro" and "vostro"i3 may be used as the modem equivalent of a sophisticated
'hawala' moving more substantial amounts of value without the bank officials in the
U.S., or even in other countries knowing the true identity ofthe customer. Access to the
U.S. financial system is an added advantage to users ofthese mechanisms. This type of
activity is particularly problematic in nesting or multiple levels of accounts, in which

23 Nostro and vostro accounts are held by banks at other banks in foreign currencies and jurisdictions,
where they have no presence themselves. For example, when bank A from country X needs to engage in
U.S. dollar transactions but has no offices in the U.S., it may open a nostro (literally "our") account with a
New York bank B. When bank B, on the other hand, wishes to engage in transactions denominated in the
currency of country X but has no offices there, it will open a locally denominated account with bank A in
that country. This would be a vostro account ("your account"). These are essentially clearing accounts that
balance transactions between the two banks. Whereas a correspondent account is more of a one-way
service, nostro/vostro accounts serve reciprocal interests and are like "mirror" accounts.
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large numbers of institutional and individual accounts are consolidated through a network
of banks.

4.

Gift and Money Transfer Services - Smaller amounts can also be transferred
through easily available gift and money transfer services via special vouchers that can be
bought through internet websites. Clients provide a credit card number to be charged for
goods (such as flowers, food, or super market vouchers) to be received and/or used by a
friend or relative elsewhere around the world.
5.

In-Kind Payments Another practice that can be used independently, or as a
settlement method, involves the provision of services or in-kind payments. For example,
a travel agent sending groups to India may have someone pay all the expenses of the
group, and make a payment to any account in the United States, or other account of the
Indian provider.
6.

Debit and Credit Cards - These types of cards may be used by multiple
individuals. Holders of bank or credit card accounts may have multiple cards on the
same account and hand them over to other people, who may use the cards for withdrawals
in other countries. Only the account holder may know who is taking the cash and for
what purpose, and even the account holder may not know where the value goes next.
7.

Internet Payment Schemes - Similar, but often more complicated, alternatives

involve internet companies that offer payments and money transfer services from within
the U.S. or from overseas, including some based in secrecy or laxly regulated
jurisdictions. Others facilitate payments and value transfers on the basis of gold deposits
held in London, Zurich, or Dubai.

8.
Pre-paid Telephone Cards These cards and any other instruments that
effectively store value may be used for funds transfer.
9.
Trade Diversion Schemes - These schemes allow for hard-to-detect value
transfers, the laundering of dirty money, as well as fast illegal profits. For example,
Customer X (~.g., a front company based abroad) purchases legal goods at a discount
(often up to 50 percent) from a U.S. manufacturer, and receives the goods via an
intermediary in a third country. The goods are then diverted back (i.~., returned) to the
United States. These goods are eventually sold to wholesalers in the U.S. by Customer X
(or an intermediary) at a higher price. This price still represents though for the
wholesalers a discount ~.g., 20 percent), and for Customer X the receipt of legal money
anywhere on earth as proceeds of a legal sale. Buying a million dollars worth of goods
for $500,000 and re-selling them for $800,000 in a couple of weeks generates a profit of
$300,000 and clean funds for anyone to use.
Therefore, it is clear that IVTS can include a very wide range of methods - from
very basic to extremely sophisticated methods. It is also important to note that in certain
instances the interface of several types of IVTS include the finding of cross-ethnic
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(middlemen) collaborations; the more interface used and the greater use of
intermediaries, the harder it becomes to investigate a case or network.

IX

Mixing o(IVTS Mechanisms with the Formal Banking Sector

Our study has found few examples of "basic" hawala in the United States; that is,
where value transfers occur without any interface with the formal banking sector. IVTS
providers interface with the formal banking sector when they make deposits, engage in
wire or other transfers, and manage ancillary businesses (~.g., travel agency, grocery
store,jewelry store). In many of the cases reviewed, it became apparent that during the
settlement process, the IVTS operator transferred funds through financial institutions on
an aggregated basis when its cash pool reached a certain level. FinCEN has also
observed IVTS providers who maintain bank accounts in order to obtain negotiable
instruments, to wire funds domestically and overseas, and to draw on for the purchase of
commodities/goods (the proceeds from sale of these commodities/goods were then used
to remit money overseas on behalf of1ocal IVTS customers). (See Case Synopses
illustrated in Appendix C.)
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Appendix B
Basic Hawala and Sample Account Settling
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Appendix C
Developing Case Patterns
Examples of IVTS Cases in the United States
During its research on IVTS in the United States, FinCEN met with federal, state,
and local law enforcement officials throughout the country to discuss cases being
investigated or prosecuted that involve IVTS.24 Field agents and prosecutors provided
FinCEN with extensive cooperation and assistance. Most of the cases highlighted in this
report are based on observations of these law enforcement officials. Although many of
these investigations are in their preliminary stages, additional criminal activities may
become apparent over time.
The IVTS investigations involve a variety of illegal activity, including:
(J

(J

use of IVTS providers (unlicensed/unregistered money transmitters) to remit funds
to or from abroad (including in several instances an OFAC-blocked country;25
several illegal hawaladars also connected to drug trafficking);
exploitation of cash intensive businesses ~.g., grocery stores; travel agencies;
delicatessens; kiosks;26 convenience stores; phone card businesses; and money
exchange businesses) often located in close-knit ethnic communities to launder
illicit proceeds derived, for example, from cocaine, heroin, methamphetamine
trafficking, alien smuggling, food stamp fraud, and transfer of funds or value to
problematic countries (see graphic below);

Interviews were primarily conducted with representatives of High-Risk Money Laundering and Related
Financial Crime Areas (HIFCAs) in Chicago, Los Angeles, San Francisco, New York, and San Juan.
Extensive outreach was also conducted with additional contacts beyond the HlFCAs in particular cities
where additional leads were discovered (!(..g., Washington, D.C. headquarters offices; Atlanta, Georgia;
San Diego, California; Charlotte, North Carolina; and Austin, Texas). Also, see Appendix H for a list of all
organizations consulted in our study.
25 The Department of the Treasury's Office of Foreign Assets Control (OFAC) administers and enforces
economic and trade sanctions based on United States foreign policy and national security goals against
targeted foreign countries, terrorists, international narcotics traffickers, and those engaged in activities
related to the proliferation of weapons of mass destruction.
26 One law enforcement investigation, for example, identified the use of kiosks located in shopping malls
and other businesses such as convenience stores to place and layer criminally-derived proceeds. The kiosks
were also used by criminal elements as money exchanges. Investigators are focusing on alien smuggling as
the underlying unlawful activity.
24
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o

conversion (placement) of bulk cash to money orders and other types of monetary
instruments to circumvent federal reporting and recording requirements;

o

use of commercial mai I carriers to send monetary instruments out of the U.S. to
circumvent Currency and Monetary Instrument Report (CMIR) filing
•
27
req uuements;

o

use of couriers to smuggle bulk monetary instruments across international borders;

o

use of stored value (pre-paid telephone cards) to both transfer value and circumvent
reporting requirements;

o

exploitation of non-government organizations (NGOs) and charities to move funds
potentially linked with terrorist activity ;

27 A CMIR is required when a person physically transports currency or other monetary instruments in an
aggregate exceeding $10,000 at one time, into or out of the United States. See 3 I CFR 103.23(a) and 3 I
V.S.c. 5316(a) and 5317.
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Q

smuggling of cigarettes; and

Q

use of Black Market Peso Exchange-type schemes?8

In many of the cases, the underlying activity was frequently described as hawala,
but FinCEN only has been able to characterize one case as "basic" hawala a.s:., transactions
in which a broker or intermediary accepts cash on behalf of a sender in one location, and
arranges for disbursement of the cash, minus a small fee, from another broker or
intermediary at another location without the actual movement of any funds through any
formal financial institution). In most cases, IVTS providers had bank accounts or accounts
at other financial institutions, which they used in the settlement of the transactions. This is
based on what law enforcement has shared with FinCEN. There may be other "basic"
hawalas in the United States that law enforcement has not disclosed or not discovered.
The reality of the IVTS situation in the United States appears to be that many of the
investigative cases, along with anecdotal information provided by law enforcement about
suspected IVTS involvement in illegal activity (and some information provided by IVTS
service providers themselves) indicate a prevalence in the United States of the "mixed"
category of IVTS in which illegal money transfer activity is conducted in conjunction with
legal business enterprises, such as money transmitters, check cashers, travel agencies,
jewelry businesses, grocery stores, and others, and in which settlement is accomplished
using the formal financial system. The illegal money transfer activity may encompass both
BSA violations and other illegal activities (~.g., narcotics trafficking, alien smuggling fees,
and suspected terrorist funding).
Detailed case-related synopses and accompanying graphics ofthe types oflVTS
activity and common patterns observed in the United States are provided below. These
cases were reported to FinCEN during consultations with federal and state law
enforcement officials. FinCEN will continue to consult with these law enforcement
officials to learn additional information and report upon possible subsequent phases and
developments. Because most of these cases are stm under investigation or raise other
sensitive disclosure issues, they have been described generically.
Cases like this require a regulatory and law enforcement infrastructure that wi1l
assist law enforcement in identifYing the megal transactions so that a successful
prosecution will occur. The challenge for law enforcement is to determine how to target
the ilJegaJ transactions without affecting the numerous legal transactions by individuals
sending money home to their families and without unduly disrupting trade, government,
or NGO activities that help those legitimately in need.

The Black Market Peso Exchange (BMPE) is a large-scale money laundering system used to launder
proceeds of narcotics sales in the United States by Latin American drug cartels by facilitating swaps of
dollars in the U.S. for pesos in Colombia through the sale of dollars to Latin American businessmen
seeking to buy U.S. goods to export.
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Case Synopses
Case I

Suspected Basic IVTS Operation
D

D
D

D

D

D
D

D

A recent law enforcement investigation identified a non-licensed/registered IVTS
operator who provided transfer services to countries in Europe and abroad.
The U.S. IVTS operator is a suspected narcotic trafficker.
The operator also provided transfer services for customers wishing to send money
from an OFAC blocked country located in the Arabian Gulf.
The IVTS operator provided his services from his residence.
In order to execute payments the operator utilized other IVTS operators in countries
abroad in which instructions were provided via fax and phone.
Payments were made using a basic hawala system ? 9
The operator maintained over $1 ,000,000 of cash at his residence (believed to be
maintained for cash pay-outs) .
IVTS balances were reconciled through the U.S. IVTS operator meeting with other
IVTS operators in Europe.

x
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Infonnation is subject to change as the case fully develops.
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ease 2
Use of Commodities to Reconcile Transfer Payments Between IVTS Operators

a Law enforcement has identified an IVTS operator who provided remittance services
to nationals of an East African nation residing in the U.S.
People wishing to send money would contact the U.S. IVTS operator and arrange to
send money to the operator through one of two methods: I) the person wishing to
send money physically provides the funds to the IVTS operator; or 2) the customer
deposits the funds to be transferred directly into the operator's account.
a The sender provides the name and phone number ofthe beneficiary to the operator.
The sender also faxes a copy of the deposit receipt to the operator indicating a
deposit was made into the operator's account (ifthat method was used).
a The operator then faxes the payment instructions to his counterpart (family
member) located in the East African country. The beneficiary picks up the money
from the sender at an exchange business operated by the East African IVTS
operator. Funds (proceeds of commodity sales) paid to beneficiaries are withdrawn
from a reserve account maintained by the exchange.
a Funds collected by the u.s. IVTS operator were not automatically sent out of the
U.s. Usually the U.S. operator would allow the balance of his operating account to
accumulate to $10,000.00 before making a wire transfer.
a The money is eventually wire transferred to an account located in a European
country that is controlled by the East African IVTS operator.
a The European account is used by the East African operator to purchase goods in
bulk that are imported back to the East African national, and further sold at the
same location as the exchange.
a Proceeds from the sale of those products are maintained in a reserve account that
functions as the primary source for paying money out to beneficiaries from the
company's IVTS activities.
a
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XI.
Case 3
Use of Cash Intensive Businesses In Ethnic Communities to Facilitate IVTS Activities,
Case A
o

o

o

o

o

o

Law enforcement efforts identified a case in which an organization provided
unlicensed remittance services for nationals of an Arabian Peninsula country
residing in the U.S. Numerous businesses within the ethnic community collected
money from individuals wishing to send funds back home. A small fee was
charged for the transfer services. The funds were then converted to monetary
instruments to be smuggled out of the country.
An agent of the organization would then collect the funds from area delis, travel
agencies, and other miscellaneous stores that served as the primary points of contact
for people wishing to remit funds.
The U.S. IVTS operator would then phone and fax all of the transaction orders to
another IVTS operator located in the Arabian Peninsula. The beneficiaries would
be paid prior to the actual transfer of funds.
Once cash was collected from the collecting agent of the U.S. organization, several
individuals were then enlisted to convert bulk cash to money orders and other types
of negotiable instruments. Cash was also structured into nominee bank accounts
maintained by area banks. Numerous financial institutions captured some of the
structuring activity and subsequently filed SARs.
Once the cash was converted or deposited into accounts, checks and money orders
from the conversion of the funds were provided to couriers who physically
smuggled the instruments to the Arabian Peninsula nation.
Once the Arabian Peninsula IVTS operator received the instruments, he negotiated
them through a local bank's correspondent accounted maintained by a U.S. bank.
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Case 4

Use of Cash Intensive Businesses In Ethnic Communities to Facilitate IVTS Activities,
Case B

o Law enforcement investigations identified an organization involved in a mu Ititude

o
o

of criminal activity to include ephedrine trafficking; cocaine, heroin ,
methamphetamine trafficking; food stamp fraud; resale of stolen property; etc. The
organization utilizes numerous businesses and individuals within the ethnic
community to facilitate its illegal activities?O
The organization also runs a money remitter business that caters to nationals of an
Arabian Peninsula country residing in the U.S. The business is unlicensed in the
state where it is located and not registered with the federal government.
People wishing to send money through the business contact an agent of the
company in which the customer pays the remitter for the service in addition to
providing beneficiary information . The U.S . IVTS operator coordinates the
payment with his counterpart located in the Arabian Peninsula nation via phone and
fax.

30 Based in part on cultural and socio-economic grounds, members of certain ethnic groups mutually
support one another in numerous aspects to include financial support in the establishment of businesses.
Criminal elements within these ethnic groups also play an active role in supporting the establishment of
new businesses through financial support. Thus, the business that is opened with the assistance of funds
from criminal organizations becomes vulnerable to facilitating future criminal activity . This can take pl ace
as people trusting each other will not always ask about the origin or destination of funds. A blind eye or
genuine ignorance can effectively provide cover for activities such as the reselling of stolen goods or the
active participation in other illegal activities such as food stamp fraud , coupon fraud, and money
laundering.
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Cl

Cl

Cl

Cl

Beneficiaries pick up money from the broker located in the Arabian Peninsula
nation.
The actual movement of funds is conducted later when bulk cash is deposited by
agents of the organization into personal and business accounts. SARs filed by
financial institutions indicate many ofthose transactions were structured. Money
orders and third party checks3 ) are also used to deposit funds into accounts or to
purchase cashiers checks from financial institutions.
Funds deposited into accounts owned by the criminal organization in the V.S. were
reconciled with the Arabian Peninsula IVTS operator through the use of checks.32
Checks were mailed (via commercial mail) to the IVTS operator located in the
Arabian Peninsula nation where they were negotiated through local financial
institutions that had correspondent bank accounts with V.S. financial institutions.

Law enforcement agents have determined the organization often uses third party checks drawn on other
business accounts. The technique includes the purchase ofthe third party checks by the criminal
organization, which are used to purchase cashiers checks from area banks. The use ofthis technique
further complicates the audit trail in identifYing the original source ofthe funds.
32 The use of checks drawn on respective accounts was the most prominent method used to send money to
an African Peninsula Country. It is believed wire transfers were also used as an adaptation resulting from
check seizures made by law enforcement during the course of the investigation. Cashiers checks were also
used as part of the scheme to reconcile accounts between the criminal organization located in the U.S. and
the IVTS operator located in the African Peninsula Country.
31
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Case 5
Providing Remittance Services to an OF AC Blocked Country
o

o

o

o

o

o

A U.S. based IVTS organization advertised its services through several different
cultural newspapers and the World Wide Web. Those advertisements indicated the
company could send money to an OF AC blocked country located in the vicinity of
the Arabian Gulf.
In order to send money through the company the customer would make contact with
the IVTS operator and would provide their name and the name and account number
of the beneficiary located in the OFAC blocked country.
There was no commission for the transaction but profit was realized through the
exchange rate. The IVTS operator also provided services to known drug traffickers
in which a 5% flat fee was charged for moving money derived from criminal
activity. The operator was fully aware the money being transferred originated from
drug traffick ing.
The operator would then fax instructions to an IVTS operator in the OFAC blocked
country in addition to another IVTS operator located in another Arabian Gulf
country.
The IVTS operator located in the OF AC blocked country would provide funds to
the beneficiary upon confirmation of the instructions sent by the U.S. IVTS
operator.
Once the U.S. IVTS operator received funds from customers in the U.S. in the form
of cash, money orders, and third party checks, the operator would deposit the funds
into his account and periodically wire transfer funds to a U.S. based account owned
by the IVTS operator operating in the Arabian Gulf country .
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o
o
o

o

The Arabian GulfIVTS operator would then wire transfer the funds from his U.S.
account to another account located in an Arabian Gulf country.
The money in that account was reconciled with another account located in the
OFAC blocked country.
The U.S. IVTS operator also converted cash into money orders by structuring the
purchases oftbe instruments to circumvent federal identification and recording
requirements.
The U.S. IVTS operator conducted several cash deposits in a manner to possibly
circumvent federal recording requirements. 33 The IVTS operator also structured
cash to purchase money orders in violation of federal identification and recording
requirements.

XII.

)) Information primarily derived from SAR analysis .
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Case 6

Remittance of Bulk Cash Proceeds Derived From Heroin Trafficking
(J

(J

(J
(J

(J

(J

Law enforcement agencies of a European country identified a number of storefront
companies being used by heroin suspects to launder midt funds. The storefront
companies allegedly provided transfer services to IVTS operators but actually
served as placement centers to transfer drug proceeds.
The companies used the services of an exchange company located in an Arabian
Gulf country as the means to send proceeds from Europe to other criminal elements
located in a Southwest Asian country.
Bulk cash was collected from drug sales at three storefront operations.
Cash was then d~posited into business accounts and remitted to the exchange'S
account maintained by a V.S. owned bank.
Funds were then remitted through the exchange to numerous beneficiaries located
in other Southwest Asian countries and elsewhere around the world.
U.S. financial institutions filed numerous SARs on the exchange company and on
subjects and businesses in the V.S. who received or remitted funds from or to the
exchange company.34

Case 7

East African Money Remitters Located in the United States3S
(J

(J

(J

(J
(J

(J
(J

(J

Law enforcement identified a business located in the V.S. that remits funds on
behalf of East African nationals.
The business is an unlicensed money transmitter and is not registered with the
federal government.
SARs indicate continuous structuring of deposits (mostly cash, but sometimes
checks and money orders), through the use of multiple individuals into multiple
businesses or personal accounts at multiple banks and branches located in multiple
states.
Suspects made attempts to circumvent CTR requirements.
Accounts of suspects with low-income occupations exhibited unusual flows,
volumes of funds.
Same addresses sometimes being used by multiple suspects.
Wire transfers were initiated shortly after deposits were completed funds were then
transferred to accounts maintained at banks located in an Arabian Gulf state.
Limited knowledge/traceability on the final disbursement of funds once credited to
Arabian Gulfbanks (black hole syndrome).

Several cases have been initiated by U.S. law enforcement on a number of U.S. based subjects believed
to have done business with the exchange company.
35 Information primarily derived from SAR analysis.
34
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Case 8
Providing Remittance Services to an OFAC Blocked Country
o
o
o
o
o
o

A law enforcement investigation identified six unlicensed money remitters.
Investigative efforts identified several of the remitters as possibly remitting funds
on behalf of known criminal elements .
Investigations are pending to determine if any of the companies violated federal law
by remitting funds to OF AC blocked countries. 36
Extensive ledgers were maintained by the entities detailing wire transfer activity.
The companies guaranteed money transmission to the OF AC blocked country
within 1-4 days.
The only beneficiary information required to complete a transaction from the
companies was the name and bank account number of the recipient oversees. Select
businesses also provided hand delivery of funds to beneficiaries for an additional
charge.

A full financial analysis of the bank records associated with the case is still pending. However, many of
the advertisements posted by the suspect companies indicated they provided transfer services from the U.S.
to an OF AC blocked country located in the Arabian Gulf.
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Case 9
United States v. Mohamed M. Hussein, et al.
o

A law enforcement investigation identified an illegal remitter in Boston, MA, that
provided foreign transmittal services. The business operated without a license in
violation ofMA State law.
o On August 7, 2000, the president ofthe company filed an application with the
commonwealth ofMA, Division of Bank and Loan Agencies, in order to obtain a
license to engage in the business of receiving deposits of money for transmission to
foreign countries.
o The application identified another business located in an Arabian Gulf country as an
affiliate of the company. The application also included a number of receipts
indicating the business had already remitted funds internationally. In response, the
Division of Banks sent a letter to the business advising the company of their
obligation to obtain a state license, not to continue to engage in illegal wire
transmission activities, and the penalties if the activity continued. Two subsequent
letters were also sent to agents ofthe company with little or no response.
o Agents of the company engaged in the deposit of cash and checks originating from
several subjects located in MA and other states.
o Once deposits were credited to the businesses account, the funds were then wired to
an Arabian Gulf country in which the wired funds were made available to the
designated recipient.
o Agents would typically initiate wire transfers telephonically through an automated
wire transfer procedure that did not require the agent to speak to a bank employee.
Nearly $3,000,000 was wired oversees through the illegal wire transmitter.
o Checks were also written from the remitter account for recipients receiving money
from oversees senders residing in the United States.
o On July 22, 2002, Mohamed HUSSEIN, an agent of the business, was sentenced to
one and half years in prison and two years of supervised release for operating an
illegal money transmitting operation without a state license. Another subject, Liban
HUSSEIN, president of the company, has also been charged in the case.
Case 10
Charitable Organization With Possible Links to a Designated Terrorist
Organization Remitting Funds Abroad 37
o
o
o
o
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Law enforcement investigations identified possible links between the owners of a
U.S. based charitable foundation and a designated terrorist organization.
A central account was used by agents of the company to deposit cash. Several
SARs were filed by financial institutions on the suspect nature of the transactions.
International wire transactions were then initiated from the account in which funds
were sent to Russia and two former Soviet Republic States.
Wire transfers were also credited to the U.S. company account from unknown
transactors through a European Bank.

Infonnation primarily derived from SAR analysis.
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o

o

The U.S. company also wire-transferred funds to another U.S. based business
engaged in similar business activities (charity). All of these transactions are suspect
based on the volume and patterns of activity affecting the company's account vis-avis the types of services the company was providing.
Wire transfers from the company were credited to a similar type of U.S. based
company. That company also is suspected of having an association with a
designated terrorist organization.

Case II
IVTS Activities Conducted on Behalf of Known Criminal Elements
o

Law enforcement identified an extensive IVTS network that provided remittance
services and laundered drug proceeds on behalf of a Middle Eastern drug trafficking
organization.
o U.S. financial institutions identified both deposit and transfer activity conducted by
agents of the IVTS organization and subsequently filed SARs on the large cash
deposits conducted by numerous transactors.
o The network sent money throughout the world through the use of wire transfer
payments.
Case 12
Use of Money Orders to Facilitate IVTS Activities38
o

Law enforcement officials initiated an investigation based on SAR referrals that
identified the negotiation of bulk money orders through a bank located in a Middle
Eastern country.
o The money orders appeared to have been purchased at various money order vendors
located in the U.S.
o Money orders were then negotiated through a bank located in a Middle Eastern
country and ultimately cleared through a U.S. correspondent account.
o It is unknown how the money orders were transported to the Middle East but it is
assumed that they were smuggled based on the large volume negotiated.
o There are indications of ethnic crossovers in facilitating money transfers.
Case 13
Use of Money Orders to Facilitate Black Market Peso Exchange (BMPE)
o
o

38

Law enforcement identified a BMPE case in which money orders were heavily used
to convert drug proceeds to negotiable instruments.
The organization in the U.S. worked under the direction of a money broker located
in a Central American country. It is believed the money broker would provide
instructions to his agents in the U.S. regarding the pick-up of bulk cash derived
from narcotics trafficking.

Information primarily derived from SAR analysis.
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o

Once the cash was picked up, subjects within the organization would immediately
convert the cash to money orders. The money orders were purchased from area
vendors in a manner to circumvent federal reporting and recording requirements.
o Agents of the company also structured cash into bank accounts.
o Once drug proceeds were converted, the Central American broker provided his U.S.
agents with coded instructions on the distribution of the funds. Much of the funds
were distributed via commercial mail carriers to various U.S. companies on behalf
of customers doing business with the Central American broker?9
o Some ofthe funds were also mailed via commercial carrier or smuggled via courier
to the Central American broker where they were further negotiated by third parties.
Case 14
Use of Black Market Brokers, Bank Accounts, and Shell Companies
United States ofAmerica v. Maria Carolina NOLASCO, et al.

o

A recent law enforcement investigation identified a bank official working in the
private banking department of an institution in the Northeast U.S. facilitated the
transfer of hundreds of mill ions of dollars in less than a year by using the facilities
ofthe U.S. bank. The money transfer operations required a license under State law
and federal registration, neither of which had taken place. The transfers were
between the U.S. and a South American country.
o Money brokers sent the bank official instructions by fax for transfers to be
conducted through dozens of accounts [the official controlled more than 250
accounts].
o The bank official also controlled accounts of more than 40 shell companies.
o Wire transfers out of these accounts were payments for goods bought by other
companies, which had purchased the dollars through the black market.
o The bank official used the bank's wire facilities to make the transfers [instructions
given to the wire facility also by fax from the bank employee].
o The money transferred appears to be the proceeds of illegal drug trafficking.
Case 15
Cigarette Smuggling in Support of Terrorist Organizations
United States ofAmerica v. Mohamad Youssef Hammoud, et al.

o
o
o
o
o

Law enforcement efforts identified a U.S. cell ofa known Middle Eastern terrorist
group that engaged in cigarette smuggling.
Subjects from the U.S. based cell acquired numerous credit cards to purchase
cigarettes in bulk from various cigarette wholesalers.
Once purchased the cigarettes were transported to another state within the u.s. with
a significantly higher excise tax than the state where the cigarettes were purchased.
The cigarettes were sold for profit to a central contact.
A senior member of the u.s. based cell often communicated with members of a
similar cell operating in another North American country. That cell was identified

The purchase of U.S. dollars by Central American businessmen who wished to get a better exchange rate
of pesos to dollars.
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1:1

by law enforcement as acquiring equipment (with possible military applications) on
behalf of a known Middle Eastern terrorist organization.
A senior member of the U.S. based cell at least on one occasion transferred funds to
a member of the other terrorist cell located in another North American country.

Case 16

Use ofPbone Cards to Transfer Value
1:1

Law enforcement efforts identified a criminal organization that used pre-paid phone
cards to front money for a drug transaction. 40 The phone cards were also used to
circumvent CMIR requirements.41

40 The purpose of the initial drug transaction was to prove to drug traffickers the criminal organization had
the funds (value of the phone cards) to purchase drugs from the drug trafficking organization.
41 As per current federaiiaw, phone cards are not required to be reported on eMIRs despite having a total
value in excess of $10,000.00.
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AppendixD
International Oversight Practices
International Oversight Practices Relating to Hawala
Oversight of hawala operations vary from country to country, ranging from
prohibition, to various degrees of regulation, to doing nothing. Many countries in which
immigrant communities remit money to their homelands generally treat hawala as a matter
of regulation and scrutiny, even more so after the attacks of September 11, 2001. In the
past, hawala was regarded as a means oftransferring money that caused concern only when
it facilitated the commission of a crime. The United States, Canada, the United Kingdom,
and other European countries fal1 into this category. Recently, many jurisdictions have
introduced regulations requiring the registration and/or licensing of all money transfer
businesses that include hawala and other IVTS.
It is essential to note that, because the term hawala means 'transfer,' it is used in
some Middle Eastern countries as synonymous to formal money transfers through banks or
wire transfers. For example, in Saudi Arabia, where there is formal hawala, people mostly
use the term 'hundi' to denote informal money transfers. Because of the strict enforcement
of Saudi laws prohibiting hundi practices, most expatriates there apparently send
remittances through bank channels, the services of which have improved substantially in
recent times.
Similarly, Japan authorizes only banks to engage in funds transfers and criminalizes
other methods. Because illicit transfers there often take place through banks, Japanese
authorities have provided guidelines to financial institutions for better reporting of
suspicious activities to the Financial Intelligence Office.
Australia, Germany, and Hong Kong stand out as jurisdictions with large immigrant
populations that have long-standing regulations that apply to hawala and other money
transfer businesses. They each require the licensing of businesses that remit money.
Australia's Financial Transaction Reports Act of 1988 also requires that remittance agents
report suspicious transactions and cash transactions over A$l 0,000 to the authorities.
AUSTRAC, the Australian equivalent of FinCEN, has also engaged in an outreach program
to inform remittance agents ofthe rules and their obligations.
Hong Kong enacted legislation in June 2000 requiring money transfer agents to
register with the authorities, establish the identity oftheir customers, keep the records of
transactions over HK$20,000, keep those records for six years, and report suspicious
transactions. An outreach program was also part of the strategy, including the pUblication
and distribution of guidelines and notifications to those concerned (including travelers who
might act as money couriers).
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In Germany, under legislation enacted in 2000, providers of financial services
"commerciaHy or on a scale which requires a commercially organized business
undertaking," must obtain a license from the Federal Banking Supervisory Office. Both
money transfer businesses (including "non-account related" money transfers) and foreign
exchange bureaus are considered as financial services requiring a license.
In the United Kingdom, during November 2001, anti-money laundering
regulations came into effect, which require money services businesses, such as bureaux
de change and money remitters, to register with HM Customs and Excise. In addition,
HM Customs was given new powers to enter and inspect such businesses, including
hawala and other IVTS, to ensure compliance with the rules. Before this legislation, the
main legal instrument regulating money transfer businesses was the 1993 Money
Laundering Regulations. Theoretically, unregistered IVTS were subject to the 1993
regime. However, in practice no enforcement action would have been taken without
another substantive offense, such as drug money laundering. This practice continues to
be the focus oflaw enforcement efforts in the UK to date.
Countries on the receiving end of workers' remittances are sometimes jurisdictions
with controls on capital flows and currency exchange rates. These include Pakistan, India,
Sri Lanka, and others. While hawala enables expatriates to help their families in their
homeland, it also facilitates tax evasion, evasion of exchange controls, capital flight, and
corruption. Combined with false invoicing, gold, or precious stones smuggling, the capital
flow can actually be negative for such regions. As hawaladars allow for the draining of
financial resources and deprivation of highly valued foreign currency in those countries,
hawala has been outlawed for some time both in India and Pakistan. In spite of these legal
restrictions, the hawala business thrives in both nations.
In India, the Foreign Exchange Management Act (FEMA) of May 2000 has
replaced the Foreign Exchange Regulation Act of 1973 (FERA). The old law had
criminalized the practice of haw ala, and carried penalties of up to three years in prison for
amounts less than 100,000 Indian rupees, seven years in prison for higher amounts, and
fines up to five times the amount involved. Under the new law, hawala is a civil offense
carrying a penalty of up to three times the amount involved. However, legal action is often
difficult to pursue due to the general lack of evidence. The money seized may be
confiscated under both Acts.
In Pakistan, only banks can conduct money transfers, although the State Bank
announced in the summer of2002 that it intended to authorize money changers also to
engage in fund transfers. Under the proposed plan, some money changers may be issued
Exchange Company Licenses. Details of how these would be regulated are not yet
available.

Following the Abu Dhabi conference in May 2002 on
hawala, sponsored by the United Arab Emirates (UAE)
Central Bank, the UAE seemed ready to provide the lead in
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introducing a regulatory regime that would take into
consideration the views and interests of hawaladars, their
competitors, and the clients of haw ala in the Gulf region. As of
November 4, 2002, the central bank of the UAE began
registering brokers of informal overseas money transfers
known as hawala in a bid to curb money laundering.
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Seminars Associated with the IVTS Study

On May 15,2002, FinCEN assisted in a presentation at the UAE Hawala Seminar
held at Abu Dhabi, United Arab Emirates. And on May 25,2002, FinCEN gave a
presentation at the Institute of Banking Studies Money Laundering Seminar held in
Kuwait City, Kuwait. Both seminars drew hundreds of attendees from government
agencies - both regulatory and law enforcement - and the private sector. Many in
attendance were able to share with FinCEN their perspectives and
recommendations regarding the challenges posed by IVTS.
FinCEN's Office of Strategic Analysis, Non-Traditional Methodologies Branch,
hosted a Hawala Seminar on May 29, 2002. Fifty-five attendees representing
seventeen agencies participated in this seminar.
On October 9, 2002, FinCEN hosted an international conference for the Egmont
Group Financial Intelligence Units on IVTS and international observations,
challenges, and enhanced coordination of counter measures.
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