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Sreategic Plapning - Strategic Impact Analvses

Sirategic Iimpact Analyses - produced for the Director. Deputy Director and all Assistam Directors - are
wo page swmynaries of issues that may inpact the Service. The repons are posted on the Intranet,

STA/SPM 01-01 - Appoiniment of Paul . O'Neill as Secretary of the Treasury. This analysis provides a
brief biography on Paul H. O'Neill. O'Neill's appointment may impuct the Service in the following areas:
environmental planning/responsibility; health and safery programs; human resource management;
accownahility: a call for inmovation and improvement: and (echnolegy application. (February 2001)

S1A/SPM 01-02 — C1A Using Tnnovative Procurement Method To Stav On The 1.cading Edge Of
Tecnnology. ClA is using venture-capital firm In-Q-Tel to influence the development of commercial-off-
the-shelf technology they can use. The Service may be able 10 learn from this innovative procurement
method. or use some of the technology being developed. (February 2001)

SIA/SPM 0]-03 -- Proposed National Homeland Security Agency Will Deal With Critcal Infrastructure
Protection. This analvsis presents highlights from the U.S. Commission on National Security Report
"Road Map for National Security: lmperative for Change." Specifically. the analysis discusses the
proposca creation of a National Homeland Sceurity Agency (NHSA) to address the emerging threats
posed by the spread of new technology and weapons of mass destruction. The analysis concludes that,
although it does not seem likely that President Bush will create the NHSA., hic will review the national
securiry infrastructure and federal infrastructure protection efforts; these reviews ray impact the Service.
(February 2001)

SIA/SPM 01-04_-- Pouse Rules Comminec Adopts Rule Change Pertaining Vo Performance Goals And
Obiectives. The Rules Committee of the Housc of Represeniatives adopted a new rule change requiring
that commitice reports include a statement ol gencral performance goals and objectives, including
outceme-related goals and objectives, {for which the mcasure (c.g., legislation) authorizes funding. Some
Congressional Stafiers belicve that the new rule will cause Congress members to review agency strategic
plans to draft the statenient of general performance goals: others helieve that Congress members will
"work around” the new rule and use appropriations legislation (versus authorizing legislation) to obtain
funding for initiatives. In general, the new rule should foster betler communication between executive
agencics and the legislative brunch: Scrvice members may be called upon 1o help members of Congress
draft gencra} perfonnance goals. (March 2001)

SIA/SPM 01-05_-- FBT's Curnivore Sysiem Sparks Privacy Concerns And Public And J egislative
Action. FBI's Camnivorc sysiem, a technical snooping systemn that can monitor cell phone conversations
and sift through every cmail of a suspect’s Internet Service Provider. has come under legislative and
public scruiiny. Congress members are asking the Justice Department to suspend use and further
development of the system until citizen's privacy concerns can be adequatcly addressed. The FBI
continues to use Camivore and the public bas responded by developing and distributing free cryptology
programs and services that provide users anonymity when surfing the web and sending emails. Some
programs even wipe out hard drive files and can potemially erase any evidence that may be used in
forensic examinations. The continuing Camivore controversy may impact the Service a few ways: the
Bush adnynistration may pass privacy legislation which may hinder an investigator's ability to obtain
information for s case; or, citizens may begin using free cryptology programs 10 conceal their identities
when perpetrating white collar crime or threaten our protectees. (March 2001)
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of Pacilities. This analysis discusses the use of web-based systems that scamicssly and cost effectively
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intcgrate stand-alone and propriciary CCTV. sccess contro] and building systems.  These svstems allow
managers 10 remotely conrro) via a web-browser zll sccurity and building sysitems for several differem
build{ngs. The analysis hightights one company 1hat is developing a web-browser controlled robot that
can roam throngh huildings 10 capture video and sound timough an attached camiera and microphone. We
discuss ibe poiential applications for 1his technology in the Service. (March 2001)

SPM/SIA 01-11 — Government at the Brink ~ Highlights. Senator Fred Thompson, U.S. Senator
Commitiee on Governmenta) Affairs, released his two-voiume report, “Government on the Brink™ on
June §.2001. This S1A summanzes Senator Thompson's report, which addresses the four most pervasive
federal government problems areas - workiorce mansgement. financial management, information
technology management. and overlap and duplication. (June 2001)

SPM/SIA 01-12 — Office of Bomeland Sceurity. This analysis discusses the chalienges Secretary Ridge
must address as he¢ coordinates the homeland security effonts of more than 40 deparuments and agencies.
Although several studies show we are hener prepared today for a chemical/biological/nuclear attack than
we were five vears ago, there i still much more 1hat can be done to increase preparedness. (Novemoer
20010
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Stratesic Impact Analysis Appoinment of Paul H. O°Neill as Secretary of the Ireasurv .
SPMSIA 01 61

Rt L TR A AN

lﬂorlupmml_ I\H)R’\‘l ATION

AT AT T S 1 4 VA ——— .
Backeround R
: December 4, 1938 Bomn, St. Louis. Missouri
Paul }. O'Neill, who describes i . _
himself as a radical maverick. 19551957 Site Engineer. Morrison-Knudsen, Inc.
: R C anv of 1960 B.A. in Lconomics. Fresno State College
left the Afuminum Compan) 1960 - 1961 Claremont Graduate School

America (Alcoa) in May 2000. | 1967 - 1965 Post-Graduate Studies. George Washington University

During his tenure at Alcoa. he 1966 M P.A. Indiana Liniversity
accomplished many things, the 1661 -- 1966 Systems Analyst. veleran’s A dministration
most significamt of which was 1967 - 1969 Budger Examiner. Burcau of the Budget

1969 - 197G Chief. Human Resources Program Division, OMB

increasing both annual revenue | 1g9; 1977 Acsistamt Director. OMB

and profits fourfold. He also 1973-1974  Associate Dircctor. OMB
insulated Alcoa from wild 1975 1977 Beputy Director. OMB
swings in aluminum prices, 1977 - 198 Vice President. Inmernational Paper Company

cxpanded Alcea’s global reach. 198} — 198~ Senior Vice President. Inlemational Paper Company

. . 1985 - 1687 President. Director. iimernational Paper Company
and r.)]z.j;a"u.rmmded a series of 1987 -2000  Chainnan. CEO, Aluminum Company of America
acquisitions.

Mr, O'Neill snarried Nancy Jo Wolfe on September 5, 1955. They have
four children and 1welve grandchildren.

While at Alcoa. (O'Neill also l
was a strong supporter of -
integrating environmemal. health. and safety processes into Alcoa’s businesses — he fostered in
the company an uncompromising principle of putting environment. health and safety first. In
1996. Alcoa reccived the World Environment Center (WEC) Gold Medal for International
Corporate Fnvironmental Achievement for their world-class commnmem to continuous
cnvironmental improvement through training, research and application.! O’Neill also was
instrumental in improving Alcoa’s safety record. O"Neill wargeted Dupont, the industry leader in
safcty, hoping 10 surpass their level of safery performance: Alcoa accomplished this goal in
2000.

O Neill has been deseribed as a man of uncompromising ntegnty and profound intcllect, a man
with a deep-scated devotion to social and environmental responsibility.” 1t is likely that

O’ Neill’s integrity and character influenced the values that Alcoa employvees incorporate into
their daily work processes. Some of these values ~ integrity; environment, health and safety;
quality and excellence: customer; people; profitability: and accountability — may be stressed in
the future within the Department of Treasury. O’Neill demonstrates his belief in social
responsibiliry through his participation in several community and cducational organizations

\\‘mld l"nvimnmcnl Center \e]ecls Alma for environmemdl uward (1996 l;muan) Business Wire

Alwa Congmul.nu PdU] O'\uIl on \‘ommdtnon 4s l' S. icuuar_y of Ihe Tnawr_\ ( ’000_ December) Business
Wire.
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Sirategic lmpact Analvsis Appoinment of Pail H. O 'Neill as, Te_,c;tc{ ]

(approximately eight. including the Gerald R. Ford Foundation. the Council for Excellence. and
the National Academy of Social Incurance). O°Neili's commitment 10 soci al responsibility alse
rransierred 10 Alcea, as they help commumities by coniributing funding to efiorts in the areas of
cducaton. health and human senvices, the environmem and ecology. civic and community
improvements. and cultural endeavors. One can anticipate that O*Neill's strong Jeadership stvle
and hix commitnent 10 several core values will infivence business practice s within the
Department of the Treasury.

Potential Impact

O Neill' s career cxperiences and valucs may impact the Service in any of the following arcas:

—

The Epviconment. O'Ncill's appointment may irigger an increascd emphasis on the
Senvice s implementation oliadherence 10 the Naiional Jnvironmenal Policy Act

]

2. lieahp and Safetv. O'Neill's appointment aiso may bring abeut an incyeased emphasis on
<afen and health programs, polices. and requirements as they apply 10 all employees. our
pratecices. and the pubiic.

(W3]

Feople. O°Neill's commitment 1o the peopic in his organization may direct more focus on
ihe caual opportunity program. emplovee saisfacion. and rewards and recognition
programs.

R EN

Accouptability. Alcoa’s “accountability™ value holds individuals and 1eams accountable {oi
actions and results. If O’Neill were 10 emphesize accoumability within Treasury, bureaus
may be required to focus more on avdit follow-up programs. budget Jo rmulation and
oxveuuion, mnspection programs. and evahualion programs.

P

Quality and Excellence. Quality and excellence is ciharacierized by continuous improvement
and inpovation in programs. products. and services. O Neill's appomtiment may result in
huregus conducting more program evaluanons 1o cnsure they are achiewving guality and
excellence in their programs. products. and services.

6. Technology. While at Alcoa, O’Neill championed the use of technology to make business
wransactions more cost-efficient and timely. The Common Infrastructure Initiative (CI1) and
cBusiness were two key Alcoa initiatives that demonstrate O’ Neill's commitment (o using
technology 1o improve business operations. O™Neill's appointment may result in all burcaus
examining their use of technology to improve their business operations.

The Snraregic Planning Management Branch of MNOQ prepured this brief analvsis. For further inforination or io
request additionul rescarch, please contact MNQ Chief Rob Keefe at 406-5776.
RIF




Straregic impact Analvsis ~ ClAd wse of Vernture-Capital Firm .in-Q.Te]
SPAMSIA 01-02

C14 Using Iunovative Procurement Method To Stay
On The Leading Edge Of Teciinology

In late 1999. tihe Central Intelligence Agency (CIAY launched In-Q-Tel. a non-profit venture-
capital comoration. as a means 1o keep up with the techinolegical revolution. In-Q- Tel - which
acts s collaborative vemure between the CIA. academia. and indusiry - coordinates the work of

overal pariner arganizations 1o develop innovaiive and uncony muom} information technology
<o|unon~ 10 strategic problems. The ClA provided £28.5 miltion 1o In-Q-Tel. who takes a
minority pesiiion in funding sian-ups and heips rankroll other projccts that have the potential 10
aroguce commercial products the C1A can buy and vse. And. altnough in-Q-Tel sponsored
security technoiogy will be commercially available. in-Q-Tel officials are working with the 1A
and the National Security Apency (NSA) 10 miect 1he challenge of the public “reverse-
cngincering” 1ne security wechnology. The officiale behieve that if thev tak e the right approach
nublic cryiog raphy. the security techpolegy can be pubiie énd very secure.

it ONTRRNLTE

As of Ocroner 2000, in-Q-Tel
haé comriiied 10 seven i
ivestmernts irom 1he more .
than 406 pitches ihey recelved
last Februzry., In-Q-Tel’s
initial proicets Jocus on the
foliowing areas:

Fresideniial imelivence Bricfing Sysiem (P1DS;

« PIDS wes one of the first in-Q-Tei prozects 10 be implemented at the CIA.
i CIA analvsts eze PHIN W pivaiice the daily brief for 16 senior government
f

H

oofficials, in e past Cl4 anayvsts read and shuffled hundreds of paper

) ¢ intelligence cabies cach oy 1o produce this dailv brief. Now, P1DS daes
Apency use oi the Inernel. i the shuflling - it Brirge (ne calies imo a Lotus Noves database, performs a
in-0-Tel is focusing variety of carching and zoais «18 Tunctions. and then puts the brief on a
gpecinically on internel search netetook computer.  PLLS is built around Notes Release 5. NetOwl znd a
and privacy jssues. They arc prafonipe docuriem annniatian toel.

currentiv working with SRA
Internanional inc. in Fairfax.
Virgimia. $RA hasa
commercial search engine
called NetQwl that uses natural
JANgLage Processing (versus
kevwordsi1o 1ind information.
NetOwl it & text-mining 100]
that can deduce that 2 word is a
PEFSOn's Nanie. an organization or a place. In-Q-Tel has ereatly increased the power of NetOwl
by [unding enhancements that let it idemify events and relationships and create structured date
Irom unstructured text using XML,

| Heside the abvious proauctivay savings. PIRS aiso yielded the benefiis of

i more 1imely ana acetraie briefings and the ﬁnmmp accessibility of
background informanion 10 unalvsts when thev are asked 10 further
elaborate on their brietipge

used by orgamizations with analysts who must {ind, organize and presem

i
i
L}
1
2
| PIDS will be deveioped imo a commercial product. The svstem will b
‘ data from multipie source:

Informarion Securin. In-Q-Tel and its partners ave conceniranung on hardening intrusion
detection. monitoring and profiling of information usc and misusc, and network and data
protection. In-Q-Yel is curently working with Science Application International on the further

RIF




Strcnegic Impact Analysis CIA use of Venzure-Capital Ej,.mi i
SPM;S,

deveiopment of netlraser. an efiort aimed at repeliing denjal-of-service attzacks and shoring up
security efforis within Virtual Frivaie Neiwerks.

Analviic Dl pmvesw"ina Capabiiities. In-Q-Tel is Jocusing on the arcas o1 geospauial and
mullimedia deta fusionfinecpravon. .a]! source analysis. and conputer aata f orensics.

Disiributed injormaiion Teclinpiogy iresivucure. In-Q-Tel is examining probiems associated
with the C1A s distributed informanon technology iniresiruciure, which 18 organizationally
segmonted snd geographically dispersed. in the near future. the C)A. NSA | and In-Q-Tel funded
companies wil) work on ponable-deviee security. 10 include 1amper detecti on. hiometric
amhenticanion. crypiography. seli-proteciing data. sccure enterprise siorage and imorc.

'n-Q-Tcl also funds pilot preiects e see bow existing sysiems might he adapied 10 1it C1A needs
and weork reguiremenis. An L\amnk of such an effort s C1A’s pifot project with Sysiems
Research and Development (SRDY in Les Vepas. SRD developed collusion-deiection safrware
that can spot cisino cheaters and card coemiers by correlatmg mlonsation from multipie sources
about relaiionships and eariier ransaciions. The sofiware also could warn @ casino that a job
applicant once shared an address with 2 known ciirminal. The software migm aiso find extensive
use in industry to aid in [raud deiecnion.

In-Q-Tel's innovative informaion iechnolegy imitnaives can be applied throughout the Service
in many areas, ncluding but not limited 10:

). Proiecnon. ‘The Inelligence Division could use NetOwl o5 PIDS jor protective imelligence
oathering, assimilation and presentation.

2. investigaiicn. investiganve offices could use NetOwl w0 improve search capabilitics and
perform Jink analvses for all case iypes. Investigative offices also may be able to henefin
from In-Q-Tel's work in the compmer forensics area.

LNy}

Support. Innovative sceurity programs - jor wired and wircless networks. critical facilities,
and our stakcholders in the Ninancias sector — may be of interest to the Serviee.

Additionally, the Service may learn from the CIA’s creative approach 10 shaping the
development of commercial producis that can be used in the Apency.

The Swratepic Plarning Management Branch of MNQ prepared this briet enalysis. £or furtier information or fo
reguest additionad research, piease comact MNQ Chief Rob Keefe at 466-377¢
RIF




Siraregic Impuct Analysis Report of the Ui 8. Commission on National Securuy
SPMSIA 01-03

———

Proposed National Homeland Security Agency Will Deal
With Critical Infrastructure Protection

Cammission Recommendations

A congressionally mandated commission
recommended creating a National Homeland
Security Agency 10 address the emerging threats
posed by the spread of new technology and weapons
of mass destruction. The commission also
recommended major altcrations in the Defense and
State deparuments; a broader role for the Natjonal
Guard: and. increased Junding for the federal
rescarch and development budget by 2010. Further, |
the commission called on Congress to create a
special select committee for homeland security 10 provide more effective support and oversight.

On Jancary 317. the U.S. Commission on
National Security. headed by former senators
Gary Hart and Warren B. Rudman’ . issued its

report. "Road Map For National Sceurity:
Imperative For Change.” The report warned of
the threat of international terrorism. noting that a
strike on L1.S. soil is Jikely in the next 25 years.

The recommendecd Naticnal Homeland Security Agency, whose director would have C abmc1
status. would protect American lives and infrastructure. such as the highway system and
information 1echnology. The new National lHomeland Security Agency would be formed
through the unification of the Coast Guard. the Customs Service. the rederal Emergency
Management A gency and the Border Patrol. The new ageney would coordinate defense against
attacks and responses if an anack succecded. The main task of the Navonal Guard would be
changed 10 deal with the prospect of an attack on U.S. soil.

Central 1o the new agency would be a directorate of C1P (critical infrastructure protection) that
would manage cvber defenses for the various sectors of the economy. including banking and
finance. telecommunications, transportation. and utilities. The CIP directorate would have two
primary reqp(m%ibi]ilies* oversecing the physical assets and information networks that make up
the U.S. critical infrastructure: and coordinating government and private sector efforts to address
the nation's vulnerability 10 elcetronic or physical attacks. The CIP directorate would work with
the private secior 1o enhance information-sharing on cyber and physical security, track
vulnerabilities, propose improved risk management policies. and delineate the roles of various
government agencies in preventing. defending. and recovering from atlacks.

! 1n addition 10 Rudman and Hait, the commission included former House speaker Newt Gingrich (R-Ga.);

lawver and former commerce undersecretary 1.ionel B. Olmer; former representative Lee H. Hamilton (D-Ind.),
director of the Woodrow Wilson International Center: business executive and former Air Force secretary Donald B.
Rice: Norman R. Augustine, chairman of Lockbeed Martin Comp.'s executive committee: Anne Armsirong, a Nixon
and Ford administration official and former ambassador to Britain: Jobn R. Galvin. former supreme allied
commander for Europe: Council on Foreign Relations President (.cslie H. Gelb: former NBC diplomatic
vorrespondent John Dancy: James R. Schlesinger. a former energy and defense secretary and CIA director; former
1J.N. ambassador Andrew Young: and retired Adm. Harry D). Train.

RIF




Swraregic Impact Analysis Report of the U.S. € mrumss:on on Ncmona ecw'fly

; SP;M/;S :01-03
SEAN S fh” -

Thie report”s recommendation 1o create the CIP comes ai a time when the entire federal critical
inirastruciure protection elfort 1s coming under review by the Bush adminisiration. There are
docens of government and industry bodics - such as National Infrastruciure Assurance Council
{NTAC). the President's Infonnation Technology Advisory Commitiee. and the Export Council
on Foeryptien — that are now invoived in recommending and enforcing policics related 10
cvbersecunity. Some cyberseeurity experls argue that consolidatng or eliminating some of these
hodies will vield a Jeaner. more centralized govermment effort; oher experts argue that there are
100 many powerful interesis 10 meke the ecntralized approach cffective. Natonal cybersecurity
expens believe that Bush may appeint an IT "czar” by next summer (o better manage the
govermment's 17 invesimems and possibly chanye the role of the FBI's National Infrastructure
Proteciion Center (NIPCY

Imnlementation of Commission Recommendations

Several faciors may impede the implememanoen of the commission’s recommendations. 1f
history 1s an indicalor of fuiure success. this report may end up on a shelf with many previous
depanimental reorganization reports. Analysts also expressed deubts about the feasibility of
CreAng @ NewW securily agency, given the Jarge numier of agencics and oy gunizations seeking the
same funds and awnberity. And Congress cannot reach consensus zhout securnity policy.

Impact on the Serviee

Althiough it may be unlikeiy that we wil) see a National JHomcland Security Agency created in
the near future. 11 is very likelv that the Bush adminiswration will review the national security
infrastructure and federal enuical infrasiructure protecuon effons. This may impact the Service
in the execution of our responsibilities related 10 Nanonal Special Security Events; our
relavenships with the banking and financial indusiry infrastructures: execution of our emergency
preparedness programs: and our dealings with other federal agencies, boards and councils in the
areas of cricai infrastructure protection and national secunty.

* The NIPC has come under fire for its perceived unwillingness 1o share information on investigations with
intellipence and pational securiry agencies and its failure 10 broadceast timeiy warnings during soine virus outbreaks.

The Siraregic Planning Manugement Branch of MNQ propared his brief analysis. For further informarion or 10
reguest adiitional research, pleuse comact MNO Chief Rob Keefe at 406-5776.
RIF
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Straregic Impact Anaivsis lHouse Ruies Commirree Adopts Rule Change .
SPAVSIA 01-04

House Rutes Commitiee Adapts Rule Change
Pertaining 10 Performanice Goals and Objectives

‘The Rules ( ommunce. House of
Represematives. adopied a rule change (sec box
that will imnact how authorizing comminges i

N [ o e T T e SR~
prepare thedr comnutiee reports :

“The yequireinient that committee reports include a
sumpiary of oversight findings and recommendaiinns
pv the Conuminege on Government Reform, if timely

submined. is repezled and replaced with a new

tn considering ihe ruie chanye. the !
Subcommntice on Rutes and Organization of the -

House heard restimony from fellow . recuirement that commitice reponts include a
Congressimen. officials from the Genera! ' staterment of peneral performance goals and
Accounting Ofivee and the Olfice of © okpectives: ircluging outcome-related goals and

saiectives, far which the messure avthorizes

Managenienrt and Budeet. and a respecied A A
wE v ) ) ] funding.”" [Rule X1, clause 3(f)(1)]

academician, Jouring this 1esuimony. the House |
Commitiee on Rues discussed the ways in |
[}

which connninees design and advance
perfonmance poas, gained insight on how comninees anajvze these perfjeninance goals during
ambarization of reaulborizetion o pregrams. and received suggesnions on iow commitiees could
herier sccomplish the oversight poals of the Results Act = The Congressional Rescarch Service
(CRS) preserted reporis indicaling that congressional commitiess are increasingiy setling
nerfonmance poals: the numoer of public laws with rerfennance measure provisions nearly
doubled from the 104" 10 e 103" Congresses and the numter of conunitiee reports containing
perforniance measure provisions rearly iripied. vom 27 10 7. CRS aiso cited a few instances
when communecs snecified deiadicd performance indieatoss and divecied thal continued funding
was comiingent upon perfonnance.

A recent Nasjional Avademy of Public Admaniswtration (NAPA) [ egisianive/Exccutve Forum
hrought1ogeiter staff members from the House Conmmitiee on Ruies. a respected academician. a
representative Srom the CRS. and a former congressiona) stafl member 10 discuss the impact of
the ruie changce on federal agencies.

A former congressional stafl member pointed out that e original 1ext of the Government
Perfermance aénd Results Act called for congressional exisblisnmem oi periormance standards
and goals jor all bilis or resolutions that provided for the authonzation of appropriations or
appropriation of funds. He siressed that the rule change wili not only require Congress 10
develop perjormance poals. but also to review agency strategic plans and work further with
agencies affected by the authorization legislanon to deveiop performance goals.

" Section-by-Section Summary of H.RLS.S Adopting House Rules {or the 107" Congress: V.S, House of
Represemainves Comminiee on Rules website a1 www house. goviroies: 107 ries_seosym. lim.

T Subcarminee hesring on "The Government Performance and Resuits Act and the Legislative Process of House
Comminees:” Staement of Congressman Johm Linder. Chairman. Subcomminee

" Thid.

RIF



Siraiegic hmpact dnalvsix House Ruies Comrnittée Adupts Rule Changea .
SPM'Sia 01-04

Current congressionat stall members envision that the new yuje wall faciitate communication
herween the agencies and the authorizimg commimices. They beiieve the poais and perfermance

measures will come from the agencies affecied by (he proposea autherizing legislaiion and urged

auencies 10 work closely with the comminees when drafting autharizing legislation. One siaff
member believes thay all authenzaton legisiation will soon conwain “hoilerpiate™ language that
addressces this yew need for a stalenieni of periommance goais.

' wo other speak ers were skeptical about wnether the rule change would actually lead 10 the
establishment of perfommance gaals 1or authorizing fegislavon. One speaker coniended that the
rule change would noi necessanly icad 10 the extablishment of periormance veals. citing
Congress’ noncomphiance with oXisting iepicimion” as support that Cungress docs not always
comply with the rules itimposes. These speakers emphasized the difierence beiween
suthorizaiion and appropriation iegisianon and siressed 1hat appropriations Jegislation car
provide funding 10 infijatives without the reguirement 10 identity goals and performance
measires, Thev expressed concern tat. since the new raje only apphes fo autiorization
legistalion, some members of Congress may use appropriation legisiation 10 obtain junding for
initiatih s end thereby circum ent the reoguireniem (o establish performance poais.

Impact on the Service

Implememing this new rule may prompt the louse's HUTHOTIZING COMBNNC S ¢ Teler 10 agency
strare @ic pians 1o develop performance obicctives. There also may be a necdior Serviee
representalives 10 work with conpressional comminecs 1o draft amborizanon jegislation thal
hinnacts our mission arcas. The new riie snould yosicr communicaon between tne authorizing
curmittees and Treasury and/or Senvive represeniatives, which presemts an opporiunity 10 make
kuown 10 members of Congress the imponance of Our ipveshigative anag protective missions and
10. perhaps. lcarn Of Prospects 10 eXpand our NMission.

* Congressional Budgel and Impoundment Controf Act of 1974 (P.L. 93-344. 31 1USC 1102, 2 USC 681-688)
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FBI’s Curnivore Sysiem Sparks
Privacy Concerns and Public and Legislative Action

Canivore. one of the Federal bureau of investigation’s (FBI) 1echnological tools in its war
against crime. can monitor cell phone conversations and sift through every e-mail of a suspect’s
Inernet Service Provider and capture all incoming and outgoing communications. The FBI is
beginning work on a expanded version of Carnivore, which is only one part of a larger suite of
cvbersnooping 100ls known as the “Dragon Ware Suite.” Camivore. renamed DCS100 due to

Its controversial name. is of great concern 10 a pumber of people - privacy advocacy groups,
average citizens who want 10 protect the prvacy of their cyber communications, and members of
the Congress. '

Although Carnivore has been used only about 25 times 10 monitor the email traffic of suspects in
cuses involving national security, privacy advocates worry that the use of this technology will
evoive and end up being used as frequently as are wiretaps (there arc several thousands court-
ordered witeiaps a year for a much broader range of investigations).

V) .
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JES SHOW CITYZEN CONCERN
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The Privacy Foundation is calling for -
change in the Federal Wirewap Act 10 STUD
guaraniee that the privacy and suppression 1~ _ i R
of evidence safeguards that apply 10 the i A recent sidy published by the National Consumers

. . . . . League showed 1hat 56 percent of Americans are “very
interception of telephone calls. also 1o appl) Concerned™ about losing privacy. a higher number than

ta email and other clectronic Are worricd about healihcare, crime. or 1axces
communicanons. They also advocatc that

law enforccment agencics be required 10 An Information Technology Assaciation of America
create “audit wails” for each investigation Poll showed that aver 80 percent of Americans had at

Least some concern thyt the governmeni-held personal

that uses Carnivore and that Congress Data about them would be misued.

institute penalties for tampering with those - |
audit trails. Finally. they arc pushing for !
Carmivore software modifications 10 ensure
the program collects only the information
Regquired by the court order.

On the internel. citizens are banding to gether to create and distribute iree cryptology programs
and services 1o provide users anonymity when surfing the web and sending email. Safeweb
technology hides cutomers’ identities and movements as they scan the web. Some of the
capabilities of Safeweb include encrypiion and protection of content. masking of the user’s
computer address, blocking of profiling cookies. and profiling of the profilers. JushMail is a
free. scoure Web-based cmail system tha eliminates the risk of leaving unencrypted files on
Web servers and allows users 1o send and receive encrypted email messages and attachments.
M-0-0-1 (WWW.ITI-0-0-1.01g) 1S an open source cryptography project that is secure against the
United Kingdom's Regulation of Investigatory Powers Act, Camivore. the Australian and
proposed Council of Furope and New Zcaland laws regarding seizure of stored data, intercepted
data. raffic data and access 10 plaintext/keys of encrypied data. The seif-contained software
comains a suite of cmail. word processing, spreadsheet. and graphics programs and is shipped on
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a heotabie CD. User data ana maii is encrypted and stored in offshore dsia havens, bypassing
{ocal storagye

Members of (ONETess. 100. are very conc erned about the use of Carnivare and it's potential
{hreat 1o an individual's privacy. House majonity Jeader Dick Army (R - T exas) has denounced
Carnivore as iJiegal. Mr. army and 28 other members of Congress sent a etier to the Justice
Deparument asking the Depariment 10 suspend vse of the Camnivore sysiem until questions about
privacy concerns could be addressed. Despite Congressional concern over the use of this system.
the lustice Deparument continued use of Carnivore and development of an expanded version of
the program. 1he jusice Depaniment did. however. commission an independent review
rcampleted December & 2000) of the Cammivore svsiem. Mr. Armey categ orized this review as
~superiicial.” conducted by a wam with clear ties 1o the Clinon/Gore Administration. He

cominues to argue that the Jusiice Depanment should stop develuping new versions of Carnivore
and other cvbersnooping soliware and siop using current programs until the constitutional
questions surrounding e 1:se of 1hese programs have been adequately addressed.

How this may impact the Sorvice

—

Proweyve and Investieatve Orerations. The following key atwribuies of the M-o0-0-1 proiea
conld impact our invesitzative ana protective missions:

¢ Lmaii is not traceakic — product information indicates that it is impossible for others 1o
distinguish benween email #nd other traffic or mcasure the amount of email: and

« Hard diive dara will be inaccessible ~ if the CD 1s removed. the sy siem will shut down
and access to incal storeee (hard drives erc.) will be disabled. <o ii’ a computer is seized
there will be nothing 10 1ind.

2. The Bush Administration. Republican Congressman Dick Amney is not only the House

majority Jeader. he is also irom President Bush's state of Texas. That being considered. Mr.
Army may rain more suppert irom the Bush administration to keep sysiems such as
Carnivere in check ana inniement controls 1o protect an individual's prvacy.
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Seunitess integration of Stand-Aione Securitv Sysie: ms
Aliows for Remote Moniloring of Facilities

Rusinesses and government organizations may benefit from new web-rased products designed to
improve faciliticy anc secuniiy managemem. Such products inteyraie web-brow<er wechnology,
networking tecimoicgy. and bujiding and security sysiems 10 aliow manag ers 10 remotely
monitor faciinies and respond immediateiy to problemss that arise.

Vendors & Products

Oneea InfoSvsiens. Uriega IntaSvsiems is a California-based sofiware company that
maruiaciuras Building S. man and %.mlm Smvan, products that vse networking and web
technologies to inegiate kuilding secumy. cyesed circuit teievivtion (CCTV ) and building
aviomation sastems. Building Sman offers 2 vanety of features. including remoie control and
monitoring. video daii communication. real- -Me SeCurily anc warning. sulomatic enerey
conservation. and dyramic parking il management. Bulaing Smiant is primarily used in upscale
residential and commiercial butlammgs

Using o \wb-bl-owcer. Facilitvimear scamlessh snd cost effectivery miepraies stand-alone and
propnemr\ CCEY. aecess control und building systems. FaciliteSnyar allows building and
SECUNTY Mabaydis 10w atch live srrmmmu video. review d 101 aj vidco cup . and monmtor and
control the accors control svsiem. Manggers have web access e all jucihities from a browser or.

any persenal computer. The sysiem is casy o jearn (poim and click wechnoiogy), uses open
architecture tor scalability and flexibility, and uses object orienied lechnology 10 reduce
configuration 1ime. Events can be triggered through the integrated acecess control sysiem. or
from tradm(mal sepsers, Management andior seeurity personmicl arc autonsatically notified of
events via celi phones or other devices.

FacilitvSm:amt was recently installed ai Beulah Iigh School in Valjey. Alzbama 10 combat
“hmﬂ violence. survey for any 1crrorist sctivity. and provide real-lime video 1o emergency
personrel and other otficials. The system was the first of its 1yne 10 be installed on a school
campus and was sted during a mock disaster exercise on March 2¢™. in December 2000,
FacilinSm/ent wes installed in Taipei, Taiwan in the Tan Moo Balipark. Whencver an alarm is
set off. FacilitvSmian amomatically turns on the balipark’s lighting systemn and caprures video
clips that can he used as criminal cvidence. Ballpark personnel are notifted automatically of the
probiem via their ccll phones or other communication devices so they can hnmediately react.
Balipark and govermiment officials are pleased with the system because it helps them better
monitor the biind corners of the facility.

Xanhoo. Nanboo uses a vanety of personal computer-based controllers. cameras. and sensors 1o
communicate over the Internet so homeowners and small business owners can keep an eve on the
house/busipess irom anvwhere in the world. A review of the Xanboo svstem found it to still
have bugs: it is only as reliable as the Windows operaung svstem and can he tripped up by a
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RIF



TR, TR

Stearegic hinpuact Anclvsis Remote Securi

power faijure or the compiier oing infte sicep mode. e initial cost of e system Is recasonable
at $130 Jor the equipment and $14.95 per month 10 access Xanboo's web browser. The svstem
vorsisis of a central control umt akout the size ¢f a pertable CD plaver. a color video camera
with 2 built-in metion detecior. a 60-7001 video cennector. and Xanboo controller software for
Windows-hased computers. Lsers can use up 10 jour cameras and purchase other sensors. e.o..
water. acotstic and door and window sensors. When a camera or sensor registers an aleri.
Xanhoo sends notilicaion io whetover woxi-cnabled device the user snecifies; the user can Tog
onto xanhoo.com and check ow the situation.

iRebot — Robot Surveillance. iRobot recemly semonsirated an imernci-controlled. three-fooi-
1)l robm called the iRobot-C. 1R obos-C will Bkeny go on sale sometime next year. with arn
estimated price wag of § 2.000. The iRebor-C wiil be abie 10 ¢linib swairs. prowl around a
kuilding and e grounds. and send back over the interner cvenyining it sees with its nose-
mouned vigeo cam and evervthing #t Leers wilh ns microphone arrav. The user can control the
renol remaotely thiough simpie mousce chicks on 2 prowser screen. The iIRoovot-C also can relay
the tser's voice as 1 reams through the builoing.

Impact on the Service

Procection and Buitaing Support. FacilinvSmywen wouls gliow for the sinmaliancous ramole
manitoring of several facititics — . . Fanhassies, 950K Sireet. 1111 18™ Street - and
aviomaticaliy polfy Service personnel ov problems at those faciliies. Problems may include a
NeCunty breach or sy

sierm mialiunciien ce.e.. Jighing. elevator. HVAC. etel). The iRobot could
roam inrongh the fscilities we praect 1o provide an addiional securny presence. The Service
woilld rieed, however. 1o conduct 1herougn yeview and testing of these sysiems to ensure that any
ricks ard vuinerabilities innerent 10 the systeras are manageable and acceplable. We also woulg
need 1o detemnne the cost and portential cost savings tncluaing manpower savings) associated
with the impicmeniation of such syvsiems.
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Strat, ‘gn. Impact Analysis -

Government at the Brink ~ Highlights

Senator Fred Thompson. U.S. Senate Commitice on Governmental Affairs, released his two-
volume report, ““Government on the Brink™ on June 5, 2001. The first volume of the report
addresses (he four mest pervasive federal government problem arcas — workforce management,
financial management, information technology management, and overlap and duplication. The
second volume includes descriptions of these and other problems at sclected federal agencies.
This paper summarizes key points {rom the twe-volume report.

Although the Dcpartment of Treasury is referred to in both volumes of this report, no mention is
made of the Secret Service. The Secret Service may, however. be impacted by departmental
actions if issues cited in volume two of Senator Thompson’s report are addressed, specifically
information security. information technology investment management, money laundering and
bank sccrecy. and the safety and soundness of the banking industry. Additionally, Scnator
Thompson’s discussion of serious management preblems within the fcdcral government may
prompt Congressional and/or Presidential action. which could uitimately impact the Secret
Service. The information presented by Senator Thompson also may be useful as the Service
continues addressing critical issues, including outsourcing (OMB Circular A-76) and work forcc
restructuring (OMDB Bulletin 01-07).

Problems

Workforce Management. The federal workforce is in a crisis state. For many agencies, the
downsizing of the 1990s resulted in skills imbalances. knewlcdge dcficits and the loss of
expericnced personncl. Downsizing was poorly managed — because cuts were taken at the lower
Jevels. the government became more top heavy. with few younger employees 1o factor into
succession planning. And because there was no commensurate reduction in workload or process
reengincering. the government became less efficient. Adding to the severity of the situation,
approximately 1/3 of federal emplovees will be able to retire over the next five years. The report
predicts that disrupticn of govermment services will eminently result if the workforce crisis is not
addressed. Yet. the federal civil service system is 1]l equipped to address this crisis; the

processes for hiring. firing, promoting, training, and evaluating federal employees are broken and
outdated. The report recommends that agencies identify their optimal workforce size and the
skill mix required, hire 10 meet skill nceds, and work to keep employees motivated and
productive.

Financial Management. The government, as a whole, cannot pass a financial audit. The report
references a General Accounting Office (GAQ) finding that lcading private organizations are
using cnterprise wide systems that integrate financial and operating data to support management
decision making and exiernal reporting requirements. These types of systems do not exist in the
fedcral government. Most federal agencics do not have the right financial systems; only a few
federal agency systems can be used for day-to-day operations and the inherent inadequacies of
financial systems ofien lead to crrors and mistakes. Inadequatc training and supervision are cited
as other causes of financial crrors. The report states that the Department of the Defense is the
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bizees: offender in this arca. providing one exampic of the Navy writing off 83 billion in
in:.z-mnrv as “lostinwansit.” The report recemmzends that agencies make financial manage mem
an cmit'\;-\»,idc priority: report the amount wasted each vear: share information with other
agencies 1o avoid erroneous payments 10 1axpayers: and recover inoney when necessary
(“recoverv auditing”).

triformation Technology Meanayeniem. Computer Security was cited as the most important
cancern in the area of information 1echnology management: in December 2000, information
technology and security was identilied as a “probicm’” catcgory by 100 percent of the Inspecior
General offices at 27 different agencies. Inadceanaie computer security programs Jcave many
spency svsiems vulnerable to attack and/or inirusion, putting at risk government data and the
pﬁwc_v of ciuzen data. To improve coniputer secunty. Senator Thempson's report reconimends
thay apencies examine sceuri(y risks: implenent risk reduction approaches; educate users: and
monitor the effectiveness of the risk reduction aprrcaches. The repor also states that most
apencics do not aligm techneiogy programs with their mission, do not use information technology
10 improve efficiency and cffectiveness. énd cannet properly manage information iechnology
projects, citing many examples of how the govermnent inefficiently manages large-scale
moiects. The repon offers the following ways 10 improve information technology management:
using cany oversight and planning: avoiding reinvenuon of technology: sizing projects to
manageable levels: encouraging immovanion: creating incentives for contraciors to perform beter;
communicating lessons Jearned: and reviewing existing large computer systems acquisitions.

Overiup and Duplication. Although
Senator Thompson points out several
examples of duplicative federa)
programs, he also recognizes that somie - i
duplication is good and it is often to+ Uver 40 agencies are engaged inactivity i
impossible 10 eliminate cutdated :\:f'}:‘:;:;z;;?;iﬁ"’ sz(T) ;‘i’lrl"i:)’:‘d annual spending
programs in the federal gm'emmﬂ??‘ In o A1ieast 48 different federal agencies conduct
view of that. the report does not offer feceral criminal investigations; collectively they
specific recommendations in this area. empioy 50.000 investigators.

BEowever. the report docs state tha! ¢ Many federal agencies have their own internal
reliable program daia is needed to “poiiee department.”

discuss and debate about federal

progrems and detennine whether those
programs should continue.

M PLICATION IN LAW ENEORCEMENT

RREZR R

R T T T A e

Fixing the Problems
The first way to fix management problems is 10 enforce legislation that is already in place. e.p..
the Chief Financial Officers Act. the Federal Financial Management Improvement Act, the

Government Performance and Resulis Act. the Chnger-Cohen Act, and the Govermment
Information and Security Act. Senator Thompson also recommends that the Bush
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Administration and Congress iisien w and implement recommendations presented by the GAOQ,

anjous nspector General offices. and Senate and Congressionai comminees. e believes that
the President and his administration must take a jeadership role. make it a pricrity 10 solve
governmenm management problenis. and task OMDB 10 keep after agencies unti] the problems are
resoived. OMB should establisi perfommance poals. strateyies. measures and timetables to
recolve the issues, using as a stariing pomnt the solutions that have already been identified. The
report also recommends that agencies and OMB identify the funding necessary 10 resolve the
problems and Congress provide that funding. Finally. the repon calls for Hinking funding to
results; the President and Congress must insist on reliable performance information to determine
what is working and what is not. I programs overiap, the most cfficient and effective pro grams
will be funded and others wili not.
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Office of Homeland S'ecurit_v —~ Highlights

With the appoiniment of Former Pennsyhvania Governor Tom Ridge as the Assistant to the
President for Jdomeland Security. much debate began over how much authority the Office of
Homeland Security will have. Fstablished by Fxecutive Order 13228 on October 8™, the Office
of Homeland Security is tasked with developing, coordinating. and implementing a national
stratcgy to securc the United States from terrorist attacks. To implement this national strate gy,
the Office of Homeland Security must coordinate with approximately 43 federal '
depariments/agencies and stalc and local cimergency response units. As established. the
Assistant 10 the President for lHomeland Security will Jack day-to-day authornity over cabinet
members and specific departments and agencies. There is also potential overlap in duties of
other cabinet members and the Deputy National Security Advisor for combating terrorism.

VT N PR A N R DA
According 10 press reports. the White HOMELAND SECURITY - ACTIONS PRIOR 1O

!
jouse envisions that Tom Ridge’'s |
HOl'L.'C‘ env? 1ons imile h & o i [ = OnMay B 2003 President Bush instructed Vice President Cheney o head a
pusition will be sumilar to the posiion o1 l special task group 10 sudy the federal govemmient™s ability 10 respoad 1o an
Nztional Security Advisor and has i atack usiny u weapen of mass destruction. The task force concluded the
Ny L:.S. peeced 9 comprehensive, inteprated federal response with responsibility
structured the Office of JHomeland i tor coordinehion a1 the highest levels. The 1eport is due out in Oxctober.
Secunty afier the National Security o - Inlenuany 200). the LS. Commission on Nationat Security issued the
. o “ational Security Advi i repurt, "Read Map For National Sccurity: tmpermive For Change.” The
Council. Nanonal Secunty Advisors are commission 1csmmended creting a National Hometand Security Agency 1o
not subj ected 10 Congressional influences widress the cmerging threats posed by the spread of new echnology and
T . R T . Lo weapuns of mass destroction The eeport afsn contained sev erad othet
and do not have administrative duties (o reconmmendatons — includiag majos alterations in the Detense and Siae
divide their attention: they are noi depantments and a broader roke for the National Guard - and waimed of the
. N - threat of imernational terrorism, noting thet a strike on U.S. sail is likelv in
obligated 1o any onc agency and thercfore
can work effectively with all. Although
many in Congress believe that Tom

the next 25 vewrs.
- A Peatagon stndy cundueizd in 2000 Jooked a1 the possibility of biological
Ridgc’s position will become as powerful
as the position of National Security

atacks. informanion warfare and nucleac warfure. The study concluded thae
the United States cauld not preveat such attacks.

Advisor. they also believe legislation to

strengthen the role would be beneficial.

; In 1995 President Climon issued a directive to clarify agency roles in the

\ cvem of a chemicalbiciogical/nuclear auack. In [996. ihe Defense Against
§ Weapons of Mass Dostruction Act was passed. Critics believe this act is

: woelully inadcuuate, fargely bucause progress in implememing the act has

1 heen vervy slow.

Congress prefers using legislation 1o clearly define structures and establish obvious lines of
oversight so it can retdin control. Critics of such legislation argue that legislation could impede
the flexibility and organizational effectiveness of the Office of Homeland Security. Presently,
two bills propose making 1lomcland Security a cabinet level agency to give it a stronger

statutory base of power — H.R. 1158 and S. 1534. Supporters of the lcgislation say it would give
greater critical mass 1o under funded. scartered cfforts. Critics say the bills do not create a single
;uthorily to defend the homeland because the FBI and FEMA remain in separate organizations.
The new agencv would have the authority to stop terrorists at the border and clean up afier a
terrorist attack. but without law enforcement, could not track terrorists after they enter the
country and before they strike.

The Office of Homeland Security will facc many challenges. whether it remains an office within

the Executive Office of the President or becomes a cabinet-level agency. Perhaps the most
significant challenge will be coordinating the activities of federal departments and agencies.

GAB - 27207

RIF




I

Coordination cffons will he complicated hecause of the vermical integration of exccutive branch
derarunems and agencies. unlinked/incompatible federal compulter sysiems. overlapping
jurisdictional aveas. and different Cahinet-level posses. Coordination difficulties can be

'.m\ seen. for mq‘mce at our ‘nnrdcrc \\fhere CORIDUICT SYStens u<ed by rhe U. S C oast Guard

Strateggdc Iinpact Analvsis

C nordmalmn dltilcuh)ce diNO may be seen aner & terronst attack. as three e ntities with differem
goals respond:  the FEMA responds 1o disasters: the FBI invesnigates ierrorist attacks: and the
miiitary responds 1o threats of all enemies. forcign and domestic.

The war acainsl 1&T01sM mvolves every govemmient agency at every level of povernment. It is
cesential that federal. s1ate. and local entities coordinate. cooperate. and share information to
cupport the nationai stratcgy for hameland security. Some entities alicady are doing this through
such mechanism € as Joint Terrorism Task Forees and the FBI's Straiegic Information Operations
Center. Other organizations, such as the Army InJormaiion Dominance Center, use technology
10 share intormation. The Army's Injormavion Hominance Center (now part of Army’s Special
Operations Comismand) uses an experimentai infeliigence svéiem that taps imto participating
databases 10 coliae dala from every source On a rarticutar subject. Reprcccmative Cunt Weldon
(R - PA) hicipeo esiabiish the center. which provided him eight pages of information about a
shudy Serhian official during the Kesovo conflict: the CIA provided him with one paragraph.
The CiA and FBI have signed on 10 suppon and use the data mining sysiern. Representative
Weldon is ving o expand the system 10 a Navenal Operauons ené Analy sis Hub. The
imelligent. dats Mining sysiem uses commercial software 10 connect inforrmation bits into a
cohesive analvsis.

To win this war. dgencies also must break out of iheir burcaveratic boxes and combine into
constantly cvolving collaborative structures. without confusing who does what for whom. The
Nadional Guard i the best example of an organization that acts in this manner. National Guard
units routinely switch from one master and missicn 10 another without losi ng track of who is in
charpe. In New York City. in the davs following the September | 1™ attacks. the Naional Guard
1) provided leyistical and sccurity support at the cican up site. acting under 1he direction of the
Oovemor. Tunded through state funds: 2) flew patrol missions over .S cities, acting under
Presidential direction. funded through federal funds: and 3) provided additional airport security.
acting under Jocal direction. funded through federal funds. To Quccesgfu“y implement the
national homeland secunty strategy. many fedcral. state and jocal entitics rmay have 10 act like
the National Guard.

The Otfice of 1lomeland Security will require a new type of leader 4CTOSS government. Agency
Jeaders must be able to relinquish control - temporarily — of assets and people w0 interagency task
forces. Imeragency tesk force experience for any civilian aspiring to the Scnior Executive
Service level may hecome a necessity.  Participation in such task forces may come in the form
of smartly planned “virtual organizations” that invest heavily in secure technologies. Agency
Jeaders may have 10 “subcontract” their s1aff 10 the Office of lHomeland Security to ensure
successful implementation of the national strategy for homeiand security.  Agency leaders must
be willing 1o contribute as the Office of Homeland Security brings 1ogether every useful
government tool. regardless of who owns it.
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Potential Impact on the Service

USSS Qffices ind’or Farsenned Foteniinlly tmacied by Office af Honicland Security (Per Fxecutive Order 13228)

B

TR 100 A ISt
b Colleet. anaixvze, and dissestinawe inteihgence, jaw enjorcwinem and terrorist
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