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Memoranda of Understanding Included in this File

Memorandum of Understanding (MOU) For the Joint Development of the Advanced Mirror System Demonstrator
(AMSD) (USAF/NRO) (undated)

Memorandum of Understanding (MOU) between US Atlantic Command (USACOM) and the Operational
Support Office, April 1994 (

Memorandum of Understanding (MOU) between Internet 2 Initiative of University Corporation for Advanced
Internet Development and Global Grid/ATD Net Initiative of the National Reconnaissance Office on the
Collaboration in Research, Development and Testing of Information Infrastructures, 1998

Memorandum of Understanding between National Reconnaissance Office and Defense Contract Management
Agency, 2001

Memorandum of Understanding between The National Security Agency/Central Security Service and The
National Reconnaissance Office for _[redacted]_ Management, 1993

Memorandum of Understanding between The National Security Agency/Central Security Service and The
National Reconnaissance Office for Network Connectivity and Interoperability Supporting Operations and
Management Partnerships across Joint SIGINT, MASINT and IMINT Programs and Missions, 1999

Memorandum of Understanding between the National Security Agency/Central Security Service and The
National Reconnaissance Office on the Accreditation of Information Systems, 1997

Memorandum of Understanding between the Chief, F8 and the Chief, K for National Security Agency Personnel
Assigned to the National Reconnaissance Office SIGINT Processing Organization, 1998

Operational Technology Evaluation Capability (OTEC) Central Imagery Tasking Office (CITO) Memorandum of
Understanding (MOU) for the Rapid Dissemination System (RDS), February 2000 (NRO - National Geospatial-
Intelligence Agency)

Memorandum of Understanding among the Assistant Director of Central Intelligence for Collection, the Director.
National Security Agency / Chief, Central Security Service, and the Director, National Reconnaissance Office
Regarding the Overhead Collection Management Center, 2003

Memorandum of Understanding Between the National Reconnaissance Office, Operational Support Office, and
New Mexico State University on Security Sponsorship of Various Research Laboratories at New Mexico State
University, Las Cruses, New Mexico, 2000

Memorandum of Understanding between U.S. Air Force Declassification Office (AFDQ) and National
Reconnaissance Office Information Declassification Review Center (NRO/IRDC) on Exclusive Information
Equity Regarding the SENTRY/SAMOS Imaging Satellite System, 2000

Memorandum of Understanding Between The Deputy Director For National Support, National Reconnaissance
Office and Chief, National Security Agency Customer Advocate Office for National Customer Outreach
Activities, 1999

Memorandum of Understanding Between National Reconnaissance Office, Office of Space Launch And 30th
Space Wing Safety on Integrated Safety Roles & Responsibilities For NRO Sponsored Payloads Launched By
EELV From VAFB, 2002



NATIONAL RECONNAISSANCE OFFICE
14675 Lee Road
Chantilly, VA 20151-1715

15 april 2009

This is in response to your letter dated 13 June 2003,
received in the Information Access and Release Center of the
National Reconnaissance Office (NRO) on 17 June 2003. You
are appealing our use of Section 502 of the Intelligence
Authorization Act of 2003 on your request for records pertaining
to *. . . NRO Comity Agreements and Memoranda of Understanding.”
For reference purposes, your case number is F03-0033.

As the Appellate Authority, and after a complete review, I
have determined that the records responsive to your request are
segregable. In April 2005, eight records, totaling twenty-seven
pages were released to you in part as an initial interim release.
As the second interim release to your request, we are forwarding
two records, totaling ten pages, which are being granted in full;
and twelve records, totaling forty-four pages which are being
granted in part. Eight records, comprising seventy-three pages,
are denied in full. The denied records, and denied portions of
the records being released are withheld pursuant to the following
FOIA exemptions:

-{b) (1) as properly classified information under Executive
Order 12958, Section 1.4 (b), (c),(d), {(e), {(g), and (h); and
exemption (b) (3), which applies to information specifically
exempt by statute, specifically 50 U.S.C. § 403-1, which
protects intelligence sources and methods from unauthorized
disclosure;

-(b) (2) High, which pertains sclely to the internal rules and
practices of an agency and allows the withholding of
information which, if released, would allow circumvention of
an organization rule, policy, or statute, thereby impeding
the agency in the conduct of its mission;



- (b) (3) which allows the withholding of information
prohibited from disclosure by statute, 10 U.S.C. § 424 which
states: “Except as required by the President or as provided
in subsection (c¢), no provision of law shall be construed to
require the disclosure of (1) The organization or any
function . . . (2) . . . number of persons employed by or
assigned or detailed to any such organization or the name,
official title, occupational series, grade, or salary of any
such person . . . (b) Covered Organizations . . . the
National Reconnaissance Office”;

- (b) (4) which applies to proprietary information obtained
from a company which, if released, would result in
competitive harm to the company; and

- (b) (6) which applies to records which if released would
constitute a clearly unwarranted invasion of the personal
privacy of individuals.

Please be advised that additional records contain other
agencies’ eqguities. Twenty-two records, totaling 183 pages, have
been forwarded to other agencies for their review, redaction, and
direct response to you, as required by Executive Order 12958.
There are further additional documents still in coordination with
other agencies, for their review and return to the NRO for our
final release determination. We will continue our efforts to
obtain the responses we need to resolve these remaining documents
and complete your request.

You are advised that you are entitled to a judicial review of
this determination in a United States District Court in accordance
with 5 U.S.C. § 552 as amended.

Sincerely,

Charles Barlo&

Enclosures: 14 MOUs (54 pages)



Memorandum of Understanding
MOU)

For the Joint Development of the
Advanced Mirror Systeim Demonstrator
(AMSD)

Partners:

NASA Next Generation Space Telescope Project

Air Force Research Laboratory/Phillips Site

National Reconnaissance Office, Advanced Systems and Techinology Directorate

Richard R. Paul Mr. Robert Pattishall

Major Geperal, USAF Director

Commander National Reconnaissance Office

Air Forve Research Laboratory  Advanced Systems and
Technology Directorate
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. ‘This memorandum of understanding is between the N:tional Aeronautics and Space
Administration, Goddard Space Flight Center (GSFC); the Air Force Research Laboratory (AFRL)
where responsibility is located at the Phillips Site; and (ir2 National Reconnaissance Office (NRO)
where overall responsibility resides in the Advanced Systems and Technology Directorate (AS&T)
and program oversight responsibility resides in the Research and Technology Section of the Imagery
Intelligence Systems Acquisitions and Operations Direciorate (IMINT/RTS). These organizations,
NASA/GSFC, AFRL, and NRO (AS&T and IMINT/RY'S), are the Partners. .

The next generation of space astronomical observatones, reconnaissance sensors, and
directed energy systems will benefit both technically and financially by advancements in the state of
the art of ultra-lightweight space optics. Active wavefront control and precision deployable
structures complement the optics, and together these technologies herald a new paradigm for the
development of large space optical systems. These revoiutionary concepts provide the necessary
scalability and affordability to enable new mission concepis and more favorable cost curves.

The metric that most appropriately summarizss the state of the art is the mirror system areal
density, expressed in units of kilograms per square meter (kg/m®) of optical surface. This parameter
incorporates all relevant aspects of the deployable, active optic, including figure control actuators,
reaction structures, launch locks, and cabling. The current stace of the art for greater than meter class
space optics is >35 kg/m?; the state of the practice is of the order of 50-100 kg/m>.

The NASA GSFC team has invested over $10M in the last two vears to verify that the target
areal density and subsequent wavefront error goals are achievable. The current NGST Mirror
System Demonstrator (NMSD) and Subscale Beryllium Mirror Demonstrator (SBMD) Programs
address specific technology scaling issues in glass and beryllium material systems. The key
elements of rapid fabricability and cost, along with the Jess mature materials such as silicon carbide
(5iC), need to be investigated thoroughly before full scale deve.opment of operational systems are

attempted.

AFRL has been actively pursuing similar advanced mirror technologies for tactical imaging
and space based laser beam director and relay mirror system applications. AFRL has on-going
techmology development activities in glass, SiC, and glass-composites, as well as advanced inflatable
membrane mirror research. .

The subject of this MOU is a two-year partnership to implement a space murror technology
development activity known as the Advanced Mirror System Demonstrator (AMSD) Program. The
AMSD ip strives 10 achieve at least a factor of two improvement in the state of the art, from
35 kg/m® 10 15 kg/m®. If sucgessful, these advanced mirrors would then be validated by a separately
funded space demonstration experiment as carly as 2003. The Partners will work together, starting
in early FY 1999, to develop AMSD technology. Each organization will provide funding for two
years to the Goddard Space Flight Center. The overall two-year funding level is expected to be
approximately $1SM. The Air Force funding will be provided by the Space Based Laser System
Program Office and the AFRL Space Vehicles and Din:cte@ Energy Directorates. )




(¥ )

. Although this MOU specifically defines the two-year AMSD pamxershxp, each of the
partners has longer-range objectives that require significantly more aggressive space optics
technology than AMSD will yield. It is understood that the AMSD partnership is a potential
precursor to a similar cooperativz attack on these longer term ard much more difficult space optics
technology issues.

Procurement Plan:

Procurement of the AMSD effort is envisioned as follows. There will be two AMSD phases,
followed by a flight demonstration phase (funded outside the scope of this partnership).
Advancement from one phase to the next will be based primarily on success in the preceding phase.
However, the down select process will be open to consideration of other unanticipated breakthrough
technology options. At each phase, the specific contract vehicle and its incentives will be selected to
best achieve the goals and mitigate the risks of that phase. The Request for Offer (RFO) for the first
phase was released in March of 1999. The Statement of Work {SOW) will address the technical

requirements of all partners.

Roles & Responsibilities:

NASA/GSFC
« Contracting agent for the AMSD competitive procurement

» COTR on any contracts assigned to NASA GSFC with technical concurrence of the
Partners

 Contribute the NASA GSFC funding share to the partnership for each of vears FY *99, 00

» The GSFC, at the request of the Executive Board, will provide support for financial
management of the AMSD activity

Membership on the Muld-Agency Technical Oversight Committee

» Membership and Chair on the Executive Board
AFRL

« COTR on any contracts assigned to AFRL with technical concurrence of the Partners
« Contribute the Air Force funding share to the partnership for each of years FY 99, 00

Membership and Chair on the Multi-Agency Technical Advisory Committiee



» Membership on the Executive Board

NRO
* Contribute the NRO funding share to tae partnersaip ius each of years FY ‘99, 00
+ Membership on the Multi-Agency Technical Advisory Committee
¢ Membership on the Executive Board

Partaership Organization:

Executive Board; Each Partner orgammuon will have equai n:omabership on the AMSD Executive
Board; the members of which will participate in contract select.on and programmatic oversight of
the AMSD Program. To insure that all partner’s interests are addressed, Executive Board decisions
must have unanimous support. NASA GSFC will chair the Executive Board.

Technical Advisory Committee: Technical Advisory Committee will provide technical insight
foversight of AMSD. Each Partmer will appoint one formal member and one alternate from their
technical staffs, The AFRL member will chair the Tecknical Advisory Commitiee.

Contract Oversioht and Technical Review: The resultant contracts will be awarded and reside at
NASA/GSFC. The Executive Board will identify Contracting Officer’s Technical Representatives

(COTR) from AFRL and NASA/GSFC and delegation of authority will by provided by the
NASA/GSFC Contracting Officer. The COTR will be responsible- for day-to-day technical

management and oversight.
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21 April 1994

MEMORANDUM OF UNDERSTANDING
BETWEEN |

U.S. ATLANTIC COMMAND (USACOM)

o "~ AND '

THE OPERATIOMAL SUPPORT OFFICE

1. Purpose. To establish a formal support relationship
between the Operational Support Office (0SO) and the United
States Atlantic Command (USACOM). The intent of this MOU is
to provide enhancement of the application of National Systems
products and services in satisfaction of USACOM requirements.

2. fcopa. The scope of this document is limited te direct
National Systems planning. field support, and logistics
considerations. Matters of security and policy will be
governed by appropriate law, and joint policy doctrine. The
stipulations agreed to herein will be effective uatil
terminated by either party, and will be reviewed annually by
representatives of both parties. ’

3. Backaround. The 0SO provides expertise in National
Systems to include training, education, exercise support,
technology demonstrations and operational and intelligence
support to military organizations.

4. Command Ralationship. The relationship between 0SS0 and
USACOM will be that of 0S0, supporting command, to USACOM,
supported command.

S. operaticnal gSuvport Responsibilitieas. Support will be
provided by the permanent assignment of an 0S50 Liaison
Officer and an 0SO Theater Representative to perform mission
and functions as specified in enclosure (1). Additional
support, as required, can be addressed on a case-by-case
basis.

6. Rasource Prioritization. O0SO resources will be provided
based on the following priorities established by USACOM J2,
with resources being subject to recall for operations or
contingencies of a higher priority:



1. Contingency Support N

2. Prg-planned Operations and Field Support
3. Joint & Combined Exercise Support

4. Component Exercise Support

S. Software & Hardware Logistics Support

6. Additional Tasking or Requirements

7. Contingency Support. OSO provides limited direct
support to worldwide contingency operations which may
requirg diversion of 0SO assets from USACOM theater of
operations. The contingency support, and duration thereof,
must be approved by the Joint Staff (J36), and will be
specified by orders issued to the perscnnel assigned for each
support mission or operation.

8. Support Request Method. Routine requests for additional
‘080 support will be submitted by message. Time critical
support requests may be submitted by telephone, followed by
confirmation message. '

9. Support Regponsibilities. The responsibilities for 0SO
personnel and equipment will be as follows:

A. Transgportation. Under normal conditions, movement
of personnel and equipment to and from commercial
airfield or port of embarkation nearest the supported
command will be the responsibility of 0S0. For support
at remote or restricted locations, (i.e., commercial
transportation not readily available), movement of
personnel and equipment shall be the responsibility of
the supported command. When feasible, 0SO personnel will
travel by military directed transportation systems.
Additional travel accomplished at the request of the
supported command will normally be the responsibility of
the supported command.

B. Baexthing & Messing Facilitles. 0SO personnel may
use government berthing and messing facilities when they
are available, unless such use would be detrimental to
the mission.

C. Equipment & Communicationg. 0SO will normally
provide required hardware. Secure office space, .
furniture, office supplies, internal ADP/communications -
support, power, communications, physical security, and
coordination of Special Compartmented Intelligence
communications will be the responsibility of the
supported command.



D. Clearances & Accesses. Security clearances for 080
personnel will be certified to the supported command
with authorization to recertify. lLocally required
accesses, if any, will be the responsibility of the
supported command. The supported command will recertify
clearances and provide courier authorization as required
to properly perform the support mission,

E. Support Costs Responsibility. 030 will pay the
support costs associated with long term contract
assigoments. 0S0 will provide funding to support
official travel taken as a result of, or in support of
provisions of this memorandum. Any required military
transportation, government berthing and/or messing
facilities will be provided or arranged by USACOM.
Travel executed in support of unique 0SO requirements
will be funded separately by the 0S0.

mc.:}/)‘ A ?i/ mw:/fﬁfaﬂ}?y Ia

T. R. Wilson

RADM USN
Director Of Intelligence Director
US Atlantic Command Operational Support
Office ,
Enclosures: ) L
(1) Theater/Command Representative Missions and
Functions

(2) Operational Support Office Points of Contact



THEATER/COMMAND REPRESENTATIVE

MISSION:

.~Act as OSO representative to USACOM and other commanders
or agencies within Atlantic Command, as appropriate.
-Coordinate OSO activities in support of USACOM.

FUNCTIONS:

-Represent OSO to USACOM:

-—Coordinate OSO support services and activities.

--Providle USACOM with detailed understanding of the
missions, capabilities, limitations, products, and tasking
procedures for OSO supported National Systems.

—-Assist in developing and refining the flow of National
Systems data to and within the USACOM's C4l
architecture. :

—Provide working level understanding of the capabilities
and limitations of each OSO sponsured system.

--Assist in understanding the nissions, products, services,
and dissemination architecture of related systems and
other national agencies.

--ldentify requirements for analytic support related to
National Systems data.

—-Assist USACOM in identifying and arranging for National
Systems training services.

--Support ad hoc training requirements, as required.
--Arrange and/or conduct hardware/software trouble
shooting and repair support for OGSO sponsored systems.
—Coordinate OSO sponsored . initiatives and test objectives

in USACOM exercises and demonstrations.

-Represent USACOM requirements to OSO:
--Coordinate refinement of requirements for OSO
sponsored National Systems support:

---Work with USACOM to articulate requirements
and priorities for exercise and  contingency
support.

---Identify data flow, processing, storage and
information display requirements.

---Assist in definition of future National Systems
needs.

(1)



--Monitor system performance to ensure quality of
provided products and services.

--Identify product and service improvements desired by
USACOM.

--Advise USACOM J2 with regard to additional commands
or agencies in USACOM which would benefit from OSO

support.
Attachment (1)

(2)



USACOM/Operational Support Office
Points of Contact and Mess» ge Adiresses

USACOM

CAPT C.T. Mauro, USN Commercial: (804) 444-8385
Chief, Collection Management Office DSN: 564-8385
(CMO) USACOM
Christopher B. Jackson, G514/ Commercial: {804) 444-8385/7
USGS DSN: 5548383 ;
Technical Director, USACOM CMO  Messagr: CINCUSACOM
NORFOLK VA.//CMO//
SCI: CINCUSACOM/ /CMO//
FAX: Scmure - (304)444-6858
0sO
COL D. M. Vannatter, USA Commercial: (202) 279-2201
Director, Operational Support DSN: 294-2201
Office Message: OS50 WASHINGTON DC
SCLO80//0Ps/ /
FAX: Secure - (202)279-2343
Unclas - (202)279-2134
LtCol Robert O. Work. USMC Commercial: (202) 279-2209
Director of Operations DSN: 294-2209
LCDR Mark Segal, USN | Commercial: (202) 279-2299
Director, Customer Support DSN: 294-2295
Don Bergeson Commescial: (202) 279-2275

Assistant Command Representative DSN: 294-2275

Mike Stockmeier Commercial: (804) 444-8385
USACOM Command Representative DSN: 564-8385

Attachment (2)



MEMORANDUM OF UNDERSTANDING
BETWEEN
INTERNET 2 INITIATIVE OF
WITY CORPORA‘I'IW FOR ADVANCED INTERNET DEVELOPMEN’P
AND
-GLOBAL GRID/ATD NET INITIATIVE OF THE
NATIONAL RECONNAISSANCE OFFICE
oN
THE COLLABORATION IN RESEARCH, DEVELOFPMENT AND
TESTING OF INFORMATION INFRASTRUCTURES -

MWO?WWBBMNMPMIBS

ON BOTH SIDES.

1. This agreement is entered into to pursue common technology
interest for interoperable, scaleable commercially derived
Infrastructures.

2., This agreement shall be effected for the purpose of:

*"collaboration in research, development and testing of
Information Technologies which are of common interest.*

- 3. This agreement shall support the collaboration and

initiation of selected data sharing (protected by appropriate
mechanisms as needed), and research activities between individual
and/or all parties. Specific actions and responsibilities
covering these research activities will be detailed in separate
Statements of Work refarencing this agreement and executed via
appropriate govermment, industry, or university mechanisms.

4. Financial obligations: This agreement will not by used by
itself for the purpose ¢f recording financial obligations. 1If
mutually agreed to research is identified as a result of this
agreement., a separate Statement of Work will be prepared as
described in paragraph three above.

5. Modification and Termination:

a. This agreement may be modified at any time by written
document signed by the cofficials authorized.

b. Neither this agreement, nor any interest arising, wiil
be assigned by either party without the express written consent
of the officials authorized to bind the parties.




SUBJECT THE COLLABORATION IN RESEARCH, DEVELOPMENT
"AND TZSTDIG OF INFORMATION INFRASTRUCTURES

€. This agreement becomes official or the date of the last
signature for a term of three (3) years and may be extended.

d. Bither {or any) party may terminate its participation
by written notice 30 days prior to the desired date of ,
termination. The terminating party will not incur any liability
to any other party for terminating this agreement.

e. The parties will use reasonable efforts to participate
in the efforts related in this agreement.

Advanced Internet Developmefit

Other Global Grid/ATD Net : Other University/Industry
Candidates Candidates as developed
NSA - v ,
NIMA

NRIL

DIA

DISA
DARPA, etc.
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MEMORANDUM OF UNDERSTANDING
Dobwoan
mem
DEFENSE CONTRACT MANAGEMENT AGENCY

1. Eurpose

mw*hmh c«mmw
{DCMA} Special Progrems support o e Netionsl Recorssslssance Ofios

2. Authodtx

AWW mmamm
mzcum Services,

FARMQ.!
Adminletration Office DFARS 42.3 Contract Admirdetralion
Office Funciions, and DLAD 5000.4 (DCMA One Book).
3. Jgoue

This agresment defines the relelionship between NRO end DCMA Speciel
Programs for Early Coniract Adminisirstion Servioss and subsegquant conirsot
sdminisiration support.

2) DCMA will provide tallored Contract Adminisiration Services consisient
with FAR 42.302, DFARS 242.302, OLAD 8000.4 and spplicable NRO

Requesied Services wey Inchude sl

adminietralion,

ﬂm special cecumelances,
b o solivies wil be sxeculed on & progranvonisect basis.

-] Alommmm in support of the
romaing i1 AN force and shall not be by this
mutmmmmmuamm
sgresment or mam.m
sasvions o the CONCUTENDS OF
W order 10 aseur thet thelr type and level of support fs coneleient with
NRO program ofion mequirmenis.

9 mum-mm.suquw sthe
NRO Chanlilly, Virginia % provide Esrly CAS conelstent with
DCIA One Sook Cwpler 1.1, Early Contract Adeinisirstion. These
mnmmumm
ond recormmandelions concerming curirect lerns and

4. Bavisiens and Tarmisation

mmmumummwmmumom
DCMA. Eivar perty mey lenninels this sgresment by providing 120 days notics.

&. Efteciive Deln
in alisctive upon the islest dele of signekure helow and shalt
agresment

This
m:m.ﬂm This should be teviewed by both
peries snnvally srxt smended, ¥ necessary, 88 sgreed 10 by hoth perties.

i
APPROVED
H
~ @««wm
DCMA

DATE 2fi0g Of MWM




. TOPSECBET  3%....

NEMORANDUX OF UNDERSTANDING
BETWEEN
THE NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE
anp
THE NATIOMAL BREXCONNAISSANCE OFFICE

{MOU) betwsen the Nationsl Security
¥aticoal Rsconnaiesancs Office (NRO)

saxisug oper

I1I. Aoresments
A, M Organizational Roles and Responmibilities.

1. Ths NRO shall be responsible for satsllite command and control, vehicle
hanlth and safsty, and associated support (s.g. comtractor operations, salntesance, and
engineering support). .

2. The NEA/CSS shall be responsible for BIGINT (Signals Intslligence)
processing, analysis, reporting, and associated support (e.g. contractor operations,
ssintenance, and engineering support).

Alr Forow Intelligence Command (AFIC) shall be responsible for
the processing, analysis, and reporting.

4. The NRO shall be responsible for facility infrastructure support including
facility engineering and maintsnsnos and physical security devices and sexrvices.

S. The NMRO, ESA, and APIC shall be responsible for funding necessary to
axacute their raspective roles and responsidilities ldentified in this MOU. ZRach shall be
respousible for contracting support services necessary to executa their roles and
responsibilities or as otherwise agresd undsr separats NOUs.

6. Collection operations shall be ssecuted in accovdance with National
Security Council Intelligence Directive ¥o. 6.

. N Station Management.

1. The Diresctor NRO (DNRWO} shall appoint, with concurrence by the Director
XSA/Chiaf CES (DIMNSA/CHCES), the MGS Commander. The MGS Commander shall also sexve as the
Comsander of Spave Opmcations peporting to the NRO.

2. The DIRNSA/CHCES shall appoint, with concurrence by the DNRO, & ailitary
Service Cryptologic Rlament (8CE) officer as the MGS Deputy Commander. Ths NGS Deputy
Commander shsll also serve as the Commander of BIGINT Opsrations and Commander of the joint

SIGINT field activity, reporting to the MSA/CSS.
_:"‘"n-———r--\ . W

’ B

TOP SEC




-t ET
’ "~‘c. \ station Oxganization.

1. nxmmmm«mumu&m;smu
wmmmwwuwmummmmm
redundancy. Statfing of activities and assignmests of MN0 and NEA/CSS and AVIC
3mxumsunuozwunymzmmmuamum-m '
irespousibilities identified in this MOU and with the chartars of the parest organisations.
iw&:xmmjmxymmzmuumxu“mmmna*m
qual -
¢ 2. MNissiom PFlanning, mwm,mwmmuu
1y staffed by the WRD, NSA/CSS, and AFIC personsel. Whare feasible, management
shall be alternated.

3. To the saximom practical degres, sctivities shall bs associated with

wwowumummmmm

;
D. waw.

1. The Station shall genarslly be operated st & single clsssification level.
Exclusion areas shall be setablishad as necessary to protsct compartsentsd sctivities.

2. & single sst of Information Security (INFOSEC), physical security, and
Operzational Security (OPSEC) regulations and certification procedures, jointly agread by
the IO and NSA/CSS, shall apply at the Station.

IV. Respousibilitiss

j ¢ The DIRNSA/CUCSS and the DMRO shall emecute additicaal plans, agresments
mdfor necsssary to isplement the provisions of this MOD.

v. Bffective Date and Durstion

g This MOU shall remain valid until modified or rescinded by mutual agresment.
*he terms of this NOU shall be isplsmented at the scon 88
possible, but no later than 1997.




MEMORANDUKM OF UNDERSTANDING
BETNEEN
THE NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE
AND .
THE NATIONAL RECONNAISSANCE OFFICE
. FOR
NETWORK CONNECTIVITY AND INTEROPERABILITY
SUPPORTING OPERATICNS AND MANAGEWMENT PARTNERSHIPS ACROSS

JOINT SIGINT, MASINT AND IMINT PROGRAMS AND MISSIONS

I. (U) PURPOSE AND SCOPE:

A. {U) This Memorandum of Understanding (MOU} between the National
Security Agency/Central Security Service (NSA/CSS) and the National
Reconnaissance Office (NRO} documents and formalizes a shared
compitment to substantially improve oppertunities to conduct joint,
multi-sensor, cross-discipline, cross-site operations through partnered
information systems technology {IT) insertion initiatives and expanded
natwork comnectivity.

8. {U) Specifically, this MOU establishes a framework encouraging

_partnered systems engineering, prototyping, acquisition, deployment and

systems support initiatives aimed at enabling interoperable network
infrastructure, web-centric shared data and digital publishing
snterprises, groupware, databases, common display processors and
analytic tools.

C. (U) This MOU is intended to express the gtrongest senior
managesnt commitment on the part of the undersigned Chief Information
Officers (CIO) to sncourage the broadest possible interpretation of
existing security, organizational, engineering, operations, and IT
governance policies between the two agercies. The central cbjective of
this more flexible policy framework is to promote ssamless network
connactivity and IT systems interoperability in support of compelling
cross-discipline operations objectives in support of our mutual
milicary and policy-making customers.

D. (U} The scope of this uOU extends to nll mission and management
slements resident at NSA/CSS Fort Meade and asscciated NSA-panaged
SIGINT Field Sites, as well as the NRO Headquarters and agsociated RRO
Mission Ground Station and field operations elements involved in
National Systems SIGINT, MASINT and IMINT mission management, tasking,
processing, exploitation, reporting and dissemination.

E. (U) This MOU does not obviate existing DCI Directives and related
NSA/CSS and NRO security policy directives governing systems security
and mccreditation, security compartment accesas, access for non-US
mission partners and *nasd to know* principles. It does, however,
expressly encourage IT and network engineering and security elements
within the two agencies te look for specific initiatives where they can
achieve increased collaboration so that operational effectivensss may
be echanced. The focus is on the possible, not the prohibited. This
MOU should be interpreted broadly in order to move forward with
targeted IT infrastructure initistives anabling more seamlass, rapid,
high~fidelity, cross-mission operations.




II. (U) BACKGROUND:

A, (U} The central cbjectives and themes in the recently published
DCI Strategic Intent strongly suggest ths need for more aggressive
partnerships between agencies in the Intelligence Community (IC). This
MOU substantially clears the way for such partnershipa among the
technical, policy, security, management and operations communities
within NSA/CSS and NRO.

B. {U) Operations requirements recently presentsd from cperational
‘and management elements under the joint programmatic and management
stxuctures of NSA/CSS and NRO dictate the need for clearer policy-level
guidance and a matually agreed-to philosophy between the NSA/CSS and
NRC CIO% regarding access to petwork resources, tools and data within
both agsncies.

C. (U) The growth of collaborative multimedia-capable operations
spapning the SIGINT community, made possible by a globally pervasive
and increasingly robust NSA/CSS-msnaged wide-area network {(NSANET), has
created substantially improved opportunities to improve and enhance the
speed, fidelity and relevance of intelligencs mission management and
production operations around the world. The operational successes
achieved have inspired broader opportunities to collaberate across the |
SIGINT, MASINT and IMINT technical disciplines - providing legacy
policy and organizational barriers can be addressed no that
snginesring, security and coperations organizations can move forward
without deslay on virtual mission support initiatives.

IXII. {U) AGREEMENTS, PROCESSES AND RESPONSIBILITIES:

A. (U) While it is the expressed intent of this MOU to encourage and
facilitate the establishment of joint initiatives without needless
bureaucracy or self-imposed policy oY organizational barriers to
intercperability, we racognize the need to permit each agency to
negotiate its participation in such efforts. This MOU is not a vahicle
for sithexr agency to be pressured to assume costs or organizational
commitments not congistent with jointly agreed to interoperabilicy
objectives. Each initiative proposal under the general framework of
this MOU will be authorized by thes signing or other appropriate
conveyance of approval between the two CIOs.

B. {U) Successful initiative proposals will, at a minimum,
dalineate:

1. (U) Initiative leadership and participation.

2. (0 I.nir.iatiw goals and expected operational benefits.

3. (U) The overall technical approach to be pursued. |

4. {U) A cost profile with explanation of funding commitments to

be incurred by both agencies. Fair share cost agreewents and common
sense approaches to shared burdeans are strongly encouraged.




5. {U) A project schedule including explanation of commitmenta
and review/approval milestones withir both agencies.

€. {U) This MOU is not intended to obviate or disrupt existing IT
systems engineering, acquisition, support or security accreditation
processss jointly engaged in between NSA/CSS and NRO. Under this
framswork, engineering and security organizations from both agencies
axe strongly encouraged to execute thoss processes with efficiency and
resolve at the lowest possible level. At any point in the exescution of
joint IT and network initiatives between MSA/CSS and NRO, either agency
CIO can be brought in to the process to deliberate uniquely occurring
policy questions or issues of fair share rescurce commitments to ensure
& successful outcome.

D. {U) Joint systems implementations will be reviewed and accredited
per previous NSA/CSS-NRO MOD on Accreditation of Information Systems
{dated 30 Sep 1997 (NSA) and 8 Oct 19357 (NRO)i. Techmical Security
organizations within NSA/CSS and NRC will ensure the broadest and most
flexible interpretation of both of these MOUs to allow for common
sense, lowest level agreements on system accreditation, protection-ine-
depth approaches and shared responsibilities for managing the security
anvirommwent of a joint IT infrastructure componsnt. Trust and
partnership between NSA/CSS and NRO will be the central themes of such
initiatives.

IV. (U) REVIEW/TERMIRATION:

(U) This MOU will enter into force on the date of the final
pignature and will remain in forece for a period of 4 years, unless
modified or rescinded in writing by mutual agreement of the signatories
or terminated by written notice of either party received by the other.
This MOU will be zeviewed every 2 years while in force.

Approved:

’ Raynond Holter
Chief Information Officer Chief Information Officer
Natianal Reconnaissance Office. Bational Security Agency
26 November 1898 26 November 1999
References:

a. DCI Strategic Intent
b. NSA/CSS - NRO MOU on The Accreditation of Information Systems




MEMORANDUM OF UNDERSTANDING
: BETWEEN
THE NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE
AND
THE NATIONAL RECONNAISSANCE QFFICE
ON
THE ACCREDITATION OF INFORMATION SYSTEMS

Purpose:

This m«morandum of Understanding {MOU) between che National
Security Agency/Central Security Service/iInformation System
Security Policy (NSA/CSS8/1ISSP) and the National Reconnaissance
Office, Security Office (NRO) documents and formalizes the
understanding .between the two agencies in accrediting their
Information Systems (ISs) and networks which process Sensitive
Compartmented Intelligence information, including VRK and BYE
information.

Background:

a. Both agencies use Reference b. as the standard for IS
security accreditation and have cooperative working arrangements.

b. For the purpose of implementation, NSA adheres to NSA
Manual 130-1 for all government users and NRO uses AISSIM-200.
Both NSA and NRO use AISSIM-200 as the implementation
requirements manual for their contractors.

Regponsibilities:

- NRQ/Office of Security/Facilities and Information Security
Division (NRQ/OS/F&ISD) is responsible for ensuring all ISs and
networks owned and operated by MRO have been properly accredited.
NSA/CSS/ISSP is responsible for ensuring that all ISs and
networks owned and operated by NSA have been properly accredited.




SUBJECT: MOU BETWEEN NSA AND NRO ON JOINT ACCREDITATION ON
INFORMATION SYSTEMS

Agreement :

NRO/Q8/F&ISD and NSA/CSS/ISSP will be respounsible for
conducting joint accreditations of all ISs and networks deployed
and installed by NRO within NSA facilities and ISs and networks
deployed and installed by NSA/CSS within NRO facilities. The
accreditor for the hest facility will be responsible for
-coordinating all visits, ensuring that all appropriate
documentation is provided, and issuing a £inal accreditation
report. Upon completion of the accreditation process,
NRO/OS/F&ISD and NSA/CSS/ISSP will issue a joint accreditation
agreement to their respective organizations.

If agreement on accreditation approval cannot be reached
between each organizations’ Designated Accrediting Authority
{the Chief Informationm Officer), the issues will be forwarded to
Director, National Security Agency and the Director, National
Reconnaigsance Office for resolution. If an accreditation
approval still canmot be reached, the matter will be presented to
the Director of Central Intelligence for final accreditation
determination. A o

NRO and NSA/CSS will cooperate with and support each other's
accreditation efforts in these instances. Eithe: NRO/OS/P&ISD or
NSA/CSS/ISSP may request the other accreditor act on their
behalf.




SUBJECT: MOU BETWEEN NSA AND NRO ON JOINT ACCREDITATION ON
INFORMATION SYSTEMS

Termination/Review:

This MOU shall become effective as of the date of the latest
signature and shall be reviewed by both parties, biennially. Aany
revigions or modifications to the MCU will be by consent of both
parties, in writing, and published as amendments to the base MOU.
This MOU may be terminated upon the written notice by either
party to the other and shall be effective on a date mutually

agreed to by the parties.

Ronald Kemper

Chief Information Officer Chief Information Officer

National Reconnaissance Office National Security Agency

DATE: % Oclolz. M1 DATE: %O b@k—-—Qm 987
PR P I N e




SUBJECT: MOU BETWEEN NSA AND NRO ON JOINT ACCREDITATION ON
INPORMATION SYSTEMS

"References:

a. DoD Directive 5200.28, Security Requirements for
Automated Information Systems (AISs), dated March 21, 1988.

b. Director of Central Intelligence Directive 1/16,
-Security Policy for Uniform Protection of Intelligence Processed
in Automated Systems and Networks, effective 19 July 1988.

€. Automated Information Systems Security Implementation
Manual (AISSIM-200), dated 18 February 1994.

d. NSA/CSS Manual 130-1, NSA/CSS Operational Computer
Security Manual, dated 17 Octcber 19%0.




MEMORANDUM OF UNDERSTANDING
BETWEEN
THE CHIEF, F8 AND TEE CHIEF, K
FOR
NATIONAL SECURITY AGENCY PERSONNEL ASSIGNED TO THE
NATIONAL RECONNAISSANCE OFFICE SIGINT PROCESSING ORGANIZATION

I. BACKGROUND :

?’SJ On 29 March 1995, the Director, National Security
Agency (NSA), and the Director, National Reconnaissance Office
(NRO), signed the NSA/NRO Joint Management Plan for Acquisition
of the Integrated Overhead SIGINT Architecture (IOSA).  As a
result, the NRO SIGINT Processing Organization (PSPO) was
established at NRO Headquarters and jointly staffed by NRO and
NSA/KS personnel. The NSA personnel integrated into other
components of the NRO were assigned to a new NSA Field ’
Organization, F8. A Memorandum of Understanding {MOU) dated
8 June 1995 delineates the agreements for the management
responsibilities of the Chief, F8 and Chief, X for the NSA/KS
personnel assigned to the PSPO. This document replaces that MOU
and estazblishes management responsibilities of the Chief, F8 for
NSA/KS personnel assigned to the PSPO at the NRO facility in
Chantilly, Virginia.

II. EOLICY:

ISl The NSA/KS personnel assigned to the PSPO at the NRO
headquarters facility in Chantilly, Virginia, will be assigned to
F8 and will functionally report through the NRO chain of command
to the Chief, PSPO/KS. All F8 personnel areiprovided
administrative, professional development, and career progression
support by the Chief, F8. National Security Agency KS5/PSPO
personnel nat assigned to the NRO headquarters facility in
Chantilly, Virginia, will be provided administrative,
professional development, and career progression support by the
Chief, K. :

1.5(c)

DECL ON: X1

=R FRIN NAD S35 s.0
14 Occ 9%



SUBJECT: Memorandum of Understanding Between the Chief, F8 and
the Chief, X for National Security Agency Personnel
Assigned to the Naticnal Reconnaissance Office SIGINT
Processing Organization

IXIX. AGREEMENTS:

A. US. The Chief, F8 in his/her capacity as Deputy
Director of the NRO SIGINT Directorate, will provide oversight
and direction to the PSPO for the acguisition and maintenance of
SIGINT mission ground processing and will confer with the Chief,
K5/PSPO with regard to personnel assignments to the PSPO
positions at F8. The Chief, F8 will provide input on the
performance appraisal of the Chief, PSPO/K5 to his/her rating
official, Chief, K.

B. USL Chief, K, in coordination with Chief, F8, will
designate which K5 activities and personnel a2re not congruent
with the PSPO. These will include K5 Policy Staff,
Administrative Staff, K-wide technology activities, and certain
research .and development (R&D) efforts. Chief, K, through Chief,
KS, will retain total responsibility for those activities and
personnel so designated. ’

: c. (\.)\ The Chief, K will have general cversight and
influence ovaer the execution of processing R&D activities
executed by PSPO. The Chief, X, in conjunction with the NRO
SIGINT Director, will review the acquisition of overhead
processing systems at periodic reviews held at least two times a
year.

IV  EEFECTIVE DATE AND DURATION:

{U) This MOU shall remain valid until modified by mutual
agreement or by higher authority. The terms of the MOU shall be
effective upon signature by Chief, K and Chief, F8. The Chief,
F8 and the Chief, K shall execute additional plans, agreements
and/or actions necessary to implement the provisions of the MOU.

" .

Chief, F8 : Chief, SIGINT Engineering
/ . A,
oare._ 4/ 27/ 7S vare:__ /145
-/

2 }r.cazf"




Operational Technology Evaluation Capability
(OTEC) |

Central Imagery Tasking Cifice
‘ (C1TO)

Memorandum of Uncerstanding
(MOU) -

for the

Rapid Dissemination System
- (RDS)

Customer Code
(202)

February 2000

On

Chief, Imagery Products Branch
NIMA/CITO

y- DOy DA R Handle vie
%gmm: 1.5(c) BYEMAN
DECL On: X1 Control Channels

DRV From: NRO SCG 4.0, 14 OCT 1995 Only
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1 ~Purpose ‘
This Meunnn&m of Undcrxtandmg (MQU) documents the agreement between the NRO/IMINT/SO;
WTMEWN&@CWHU(OTEC)M&&NMNCHOWMWBM )
regarding the use of RDS Customer Code Z02 support the imagery data niceds of the Product Quality (PQ), and
VMND&VW(R&D)WM

2 Background
IPBproﬁdedO’lBCwithdtuseofRDSCustomerCodemwsdpponmejointNIMA—NROPRmPiﬂse 1
dclmmltionin!m.mmofmmeoch(Ewassuspemkdmzhewmlusisnofthedemonmﬁon.

OTEC has a continuing need for an imagery feed to support the PQ and R&D communities, which have come to rely
on OTEC ss a source of IMINT data for their projects.

3 Scope ,
This MOU identifies the specific agreement between IPB and OTEC regarding the us¢ of RDS Customer Code Z02,

4 Roles and Responsibilities
IPBlguitoa!lowOTECwuactheRDSCummchodem:osupponﬂ\edamnwdsofpmjectswpporwdby
the OTEC lab infrastructure, indefinitely, or until an operational need for the Customer Code arises. .

OTEC agrees to use the RDS customer code to support pixel-processing projects in the PQ and R&D communities.
If an operational need arises, OTEC agrees to relinquish the use of Customer Code Z02 when requested to do so by
IPB.

5 Operational Concept

Customers of OTEC will use RDS Customer Code Z02 when building production and distribution (P&D)
nominations in the Requircments Management System (RMS). Imagery for Customer Code Z02 will come through
RDS to the OTEC Image Data Server (IDS) in the OTEC lab.

6 Reviews
This MOU may be formally reviewed whenever either of the signatories perceives the need to revise the
nndernntﬁnglhaein.Suchareﬁcwmypoteuﬁaﬂy:esukinachangewﬂwammpmcﬁce.

7 Glossary / Acronym List -
CITO Central Imagery and Tasking Office

DS Image Data Server

rB Imagery Products Branch

MOU Memorandum of Understanding

NIMA . National Imagery and Mapping Agency

NRO - National Reconnaissance Office

OTEC Operational Technology Evaluation Capability
P&D Nom Production and Distribution Nomination

PQ " Product Quality

R&D Research and Development

RMS Requirements Management System
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| mMMEMORANDUM OF UNDERSTANDING
' AMONG
THE ASSISTANT DIRECTOR OF CENTRAL INTELLIGENCE FOR COLLECTION,

THE DIRECTOR, NATIONAL SECURITY AGENCY/CHIEF, CENTRAL SECURITY
SERVICE,

AND
THE DIRECTOR, NATIONAL RECONNAISSANCE OFFICE
REGARDING
 THE OVERHEAD COLLECTION MANAGEMENT CENTER

L (UNOGY PURPOSE: This Memorandum of Understanding (MOU) among the Assistant
Director of Central Intelligence for Collection (ADCYC), the Director, National Security
Agency/Chief, Central Security Service (NSA/CSS), and the Director, National Reconnaissance
Office (NRO) delineates the roles and responsibilities for the operation of the Overhead
Collection Management Center (OCMC).

H. (U) REFERENCES:

A. (UIPQ) Memorandum of Agreement (MOA) betwoen NSA/NRO for System
‘Requirements and Signals Intelligence (SIGINT) Satellite Operations, dated

B. (U;RUQ) Initial Operating Capability (IOC) Integrated Overhead SIGINT

Architecture (TOSA) Mission Management (IMM) Concept of Operations (CONOP).
4 Aug 00

C. (U4 Director of Central Intelligence Directive (DCID) 3/1, Authorities and
Responsibilities of the Assistant Director of Central Intelligence For Collection and
the National Intelligence Coliection Board, dated 7 Aug 00

D. (U Final Operating Capability (FOC) IMM CONOP, dated 21 Dec 00

E. Ui United States Signals Intelligence 1 Du'eclxve (USSID) 110, Collection

: ment Procedures; dated 20 Jiin 01-
F. (Ul USSID 110, AnuexK(Overhead).dateds Apr02
G. (U I10SA SystemReqwemcnts Document (ISRD), dated 7 Jan 03

L. (U) SCOPE:

DRY FM: NSA/CSSM 1212
DTD: 24 Fed 98
DECL ON: X1
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IV, (UPSucy RESPONSIBILITIES

A. (UNF Assistant Director of Central Intelligence for Collection wilk:
1. (U4 Ensure that the collaborative processes are in place to achieve the
p prioritization of Overbead collection.
2. (U Ensure that tasking promulgated by the OCMC is in accordance

with DCI guidance as provided by the SIGCOM.

B. (Uﬂm The Director, National Security Agency/Chicf, Central Security Service
will

1. Ui Be responsible far the overall management of the OCMC.

2. (UL Dmcﬂyormmughadesxznee,nmnmmeChiefof:thCMC
for rrence by the Director, NRO or designee..

3 (U Provide necessary facilities, technical and administrative support
to the C (to include desk and floor space in the National Security
Operations Center (NSOC)).

4. (U/MNQ) Provide personnel qualified to perform OCMC duties in
acc with (IAW) guidance provided by the Chief, OCMC.

5 (UA Provide Consolidated Cryptologic Program (CCP) funding to
support C capabilities. -

6 (U O)Conveysyswm-lsvclrequhmtstotheNROtosuppon
de t of OCMC collection management support tools.

7. (U Maintain SIGINT Operational Control (OPCON) and tmission
tasking of the SIGINT satellite portion of the United States SIGINT System

SSS ated by the y of Defense (SECDEF).

C. (U/F ‘Director, National Reconnaissance Office, will:
1. (U Directly or through a designee, nominate the Deputy Chief of the
OCMC for concurrence by the Director, NSA or designee.
. (U Provide qualified personnel to perfmm OCMC duties [AW -

guidance provided by the Chief, OCMC.

SECRET/CO ALENT KEYHOLE/X1
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3. (U Provide engineering, technical and administrative support to the
OCMC. '
4. (C)Provide National Reconnaissance Program (NRF) funding to support

IR0 Acqut
5. (U Acquire, deliver and maintain OCMC collection management
suppon tools that are compatible with nyptologxc Mission Management

SECRMOLEWXl
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personne! operali
support of their parent organization as a secondary responsibility.
Adxmmsmve tespons:bmty and mppott for the OCMC personnel will be
the

Conduct or support outreach actwmes to educate SIGINT
on Overhead SIGINT tasking and current collection

15, (U Ensure that Information Technology (IT) products and services
purchased for use within the OCMC domain are selected and procured in a
manner that best serves the OCMC mission, and are companbl: with NSA and
NRO standards.

V. (U) All activities pursuant to this MOU are subject to the availability of appropriated funds.
No provision shall be interpreted to require obligations or provision of funds in violation of the
Ami-Deficiency Act (31 USC 1341).

- B
VIL (U&*MPOINTS OF CONTACT: The ADCI/C point of contact for this MOU is the
SIGINT Issue Manager, Office of ADCI/C, The NSA point of contact is the

Chief, Signals Intelligence Directorate Office
contact is the Director, NRO Office of Poli

VI (U/POWQYEFFECTIVE DATE: This MOU is effective upon the date of the final
signature of the approving authorities,

IX. NIMTERMNATION/REVIEW: This MOU shall remain valid until modified or
rescinded by mutual agreement in writing, and shall be reviewed every two years. Any party
may terminate this MOU upon written notice to the other two parties.

SECRET//COMINT/T. YHOLE/X1
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—
MICHAEL V. HA PETERB.
~ Assistant Director Lieutenant General, USAF Director, National
.- of Central Intelligence  Director, National Security Agency/  Reconnaissance
; for Collection Chief, Central Security Service Office

EBA'!'E:K.CEI‘_’QB’ . DATES Oct 03 pate_9/29/03
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MEMORANDUM OF UNDERSTANDING
. .BETWEEN
THE NATIQNAL RECONNAISSANCE OFFICE, OPERATIONAL SUPPORT OFFICE
AND
NEW MEXICO STATE UNIVERSITY
ON .
SECURITY SPONSORSHIP OF VARIOUS RESEARCH LABORATORIES AT NEW
nsxzco STATE UNIVERSITY, LAS CRUSES, NEW MEXICO

PURPOSE

This Memorandum of Understanding (MOU) between the National
Reconnaigssance Office (NRO), Operational Support Office (080)
and the New Mexico State University (NMS') Physical Science
Laboratory (PSL) addresses sponsorship cf the to-be-established
sensitive compartmented information facility (SCIF) in the
Computer Network Research Laboratory, Intelligence Research
Laboratory, and the Decision Systems Research Laboratory
{CNRL/IRL/DSRL) located within Anderson Hall on the campus of
NMSU, Las Cruses, New Mexico.

BACKGROUND

One area emphasized by the Intelligence Community (IC} and
the Department of Defenge (DoD), as defined by Presidential
Decision Directive (PDD) 35 and Joint Vision (JV) 2010 and 2020
(JV 2010/2020), focuses on the strategic planning process for
research and development {(R&D) and the fielding of new
information technology systems. Achieving this goal requires a
paradigm shift from a collection-based focus to knowledge-
centric architectures that encourage and enable collaboration
and sharing of information among peer organizations.

The CNRL/IRL/DSRL was conceived to develop and collect
technologies necessary to provide the following:

1. R&D in support of offensive. and defensive information
technology and networking (ITN) services and products.

2 Mathematical and computational foundations for
understanding ITN infrastructures.

3 ITN serviées and products to national intelligence
customers. :

e,

\«N
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SUBJECT Security sponsorship of various research laboratories
on the campus of NMSU, Las Cruses, New Mexico

The CNRL/IRL/DSRL are focused on supvorting the decision
process to allow maximum information sharing, consideration of
options, and understanding of the end results of the courses of
action taken.

SCOPE

Demonstration and application of the technologies and
processes at the CNRL/IRL/DSRL will be accomplished through
partnering with other government orcanizations and commercial
industries. Government organizations partnering with NMSU may
include the National Security Agency/Central Security Service
{NSA/CS8), the Service Cryptologic Elements (SCEs), the Central
Intelligence Agency (CIR), various Dol offices, and other
government agencies. The critical infrascructure protection
application that concerns both the IC and the DoD requires
partnering with major corporate leaders such as telecommunica-
tions companies, which control large infrastructure components.

RESPONSIBILITIES

The 080 will sponsor SCIF accreditation of the NMSU
CNRL/IRL/DSRL area through the NRO Office of Security. The NRO
Office of Security will accredit the PSL SCIF, ensuring it meets
DCID 1/21 standards for sensitive compartmented information and
special access programs/special handling processing. The NRO
Security will also accredit all automated information systems
(AIS) to meet DCID 6/3 standards and provide services to PSL for
delivery of classified materials to NRO headquarters or other
intelligence partners. In addition, the 0SO will sponsor the
gecure communications requirements for the PSL SCIF. The
CNRL/IRL/DSRL area/room currently is not SCIF certified. Any
and all costs associated with the above, as well as maintaining
continued accreditation of the CNRL/IRL/DSRL, will be the
responsibility of the NMSU PSL.

The NRO Security will assume security cognizance of the
above SCIF described in the preceding paragraph end certify its
use for DoD, Top Secret, SCI, SAP, TCO, BCO, and unclassified
co-utilization, pending approval of the NMSU PSL-developed AIS
security plan detailing the security procedures, equipment,
software, and other items necessary to ensure secure/
accreditable operations. In addition, co-utilization agreements
with partners for use of advanced communication technologies
will be developed by NMSU PSL and approved by the 0SO through

N\M
ONCLASSIPIED//FOR Q;FIC£%h‘USB ONLY
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T
SUBJECT: Security sponsorship of various research laboratories
on the campus of NMSU, Las Cruses, New Mexico

NRO Sec?rity. This capability will be provided to all
partnering groups to allow secure ~ollaboratien.

The 0S0 Security will conduct an annual assessment of the
NMSU security program in coordinati-n with NRO Sacurity andg
other NRO Program Offices. This ssissem:-r ‘s dire-ted at
ensuring a cross-flow of security-r:late® touls/information and
maintaining consistent applicaticn of DCI, NRO, and IC
protection requirements.

Since the PSL seeks to utilize these technologies for
critical infrastructure protection, the PSL will develop, in
writing, formal relationships with key industry partners to
support the intent of PDD 35 and JV 2010/2020.

Industry partuers’ access to the SCIF will be subject to
the approval of the 0S0. As NMSU Pi. dsurnstretes solutions to
critical infrastructure protecticr, DL L%, and SV 2010/2020,
tours of the facility will be condu.. .ed . appropriate security
levels and with the approval of the facility (NMSU) Special
Security Officex,

All NRO security requirements relative to facility
protection, information systems security, and personnel security
will be complied with fully. Any expense necessary to bring
this facility into compliance will be the responsibility of NMSU
PSL.

TERMS AND REVISIONS

This document will be considered in tforce when signed by
all parties. Signatories to this MOU or their successors may
request the renegotiation of all or part of this sgreement.
Changes to this agreement, in writing., must be approved by both
parties holding the offices of the signatories at the time of
the change. This document will be reviewed annually.

Director, Director, Operaticnal Support
Physical Science Laboratory Office _ ‘
New Mexico State University Mational Reconnaissance Office
Date: ! Poanses 2o pate: /7 N 200

\\

.
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MEMORANDUN OF UNDERSTANDING
BETWEEN _
U.S. AIR PORCE DECLASSIFICATION OFFICE (AFDO)
AND
NATIONAL RECONNAISSANCE OFFICE INFORMATION DECLASSIFICATION
REVIEW CENTER (NRO/IDRC)
oN
EXCLUSIVE INFORMATION EQUITY REGARDING THE SENTRY/SAMOS
IMAGING SATELLITE SYSTEM

It is agreed that informatiorn in NRO and USAF records
pertaining tc the SENTRY/SAMOS imaging satellite program is
exclusively the equity of the NRD/IDRC. Exclusive equity
means zhat SENTRY/SAMOS-related information in any
documenss possessed by, or referresd tc. the WRO willi e
reviewed for automatic declassification pursuant to ,
Execsutive Order L195F withour neei for referra. o the AFDO
for addizional equity review. It alsoc means that AFDC
reccrds sontaining SENTRY SAMOS informazion will be
cransferred ¢ the NRO IDRT for primary declassification
review before being reieased t¢ the public.

This MOU wi.l be zonsidered irn force once signed by
pozrn rties. Signatories tc this MOU or their successors
mayr reJuest renegoriatiorn of all ¢r par:c of this agreemen:t.
Bourn parzies holding tne cffices -7 the signazories ar the
i cf a change rust approve oo S == =i .

-
-
-

-

Cnief, Information
Deciagsification Review Center : _
Nationa. Reconnaissance Office Declassification Office

Da:e:w DAN:W
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MEMORANDUM 'OF UNDEESTANDING
_ BETWEEN )
THE DEPUTY DIRECTOR FOR NATIONAL SUPPORT,
NATIONAL RECONNMAISSANCE OFFICE
AND

CEIEF, NATIONAL SECURITY A%ENCY CUSTOMER ADVOCATE OFFICE
OR
NATIONAL CUSTOMER OUTREACE ACTIVITIES

(U) This Memorandum of Understanding (MOU) between the
Deputy Director, National Support (DDNS), National Reconnaissance
Office (NRO) and the Chief, Natiocnal Security Agency (NSAa)
Customer Advocate Office (PO3), establishes cooperative and
mutually supportive guidelines for NRO/NSA interaction and
customer support functions as Mission Partners.-

ﬁ'& It is agreed upon that the NSA P03 exercises advocacy
for the United States SIGINT System (USSS) and the Office of che
DDNS exercises advocacy for cverhead collection systems’
capabilities for support to National Customers.

m@dm It is understood that the NSA and the NRO depené on
productive Mission Partner relationships to accomplish their
respective missions and that separate meetings with customers can
result in false expectations, confusion or an incomplete
representation of information. - Therefore, specific guidelines
related to customer outreach activities and the relationship
between the DDNS and the PO3 will be conducted as fcllows:

a, (U) Each office will keasp the other informed of
SIGINT activities related to National Customer ocutreach effor:s
in their respective areas.

b. (U} Each office will invite the other to
participate in NSA, NRO and community meetings. related to
National Customer. support. When appropriate, local NSa .
Cryptologic Representatives to National SIGINT customers will be
included. ‘

c. (U) If either office is unable to attend Natiomal
Customer support meetings, the other will provide feedback on
relevant issues.

d. _(U) Each office will coordinate requirements for
SIGINT related National Customer support with the other.
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SUSJECT: National Customer Outreach Activities

e. (U) The DDNS and Chief PO3 will conduct quarterly
exchange meetings to update each other on gurrent and projectad
customer outreach activities.

-

{U) This document will be considered in force once signed by
both parties. Signatories to this MOU or their successcrs may
request the renegotiation of all or part of this agreement,.
Changes to this agreement must be approved by both parties
holding the cffices of the signatories at the time of the change.

#

Wy i bl et z
Johh de Greck' Thomas W. Conroy f
Cgizﬁ{ Customer Advocate Deputy Director for
ional Security Agency Naticonal Support
Naticnal Reconnaissance
Office
Date: }7§€/@3?« Date: 4§féﬁgy£9f
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(U) PURPOSE

This Memorandum of Understanding (MOU) formally documents a
mutual understanding between the National Reconnaissance Office
(NRO), Office of Space Launch (OSL) and the 30" Space Wing Safety
Office regazding safety roles and responsibilities for the integration of
yooster with NRO payloads at VAFB. Under this MOU, the

pereh whicle NROOSL will perform certain specific safety support functions for 30

(e

SW Safety before and during NRO satellite EELV launch campaigns at
VAFB. Those functions are the subject of this MOU.

The specifics are outlined in the attachment, and are not intended to
modify the safety responsibilities of either the EEL'V Launch Service
Provider, or the spacecraft processing facility operator.

(U) IMPLEMENTATION
This document will be considered applicable once signed by both

parties. Signatories to this MOU or their successors may request the
revision of all or part of this MOU. _

Points of contact for MOU execution and modifications:

NRO OSL/SE (VAFB) I
30™ Space Wing/SES I



(U) SECURITY

3.1 Certain stand-alone EELYV activities must be performed in the
payload encapsulation facility while in close proximity to the payload.
Security requirements dictate that operations safety support for those
few stand-alone activities be included under the provisions of this
MOU, the primary focus of which is integrated, rather than stand-alone,

activities.

3.2 All classified, proprietary and competition sensitive information
will be handled in accordance with NRO security directives and EELV
System Protection Guide (EELV SPG), as applicable.

(U) GENERAL RESPONSIBILITIES/AGREEMENTS

See Attachment 1 for details of roles and responsibilities.
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SAFETY INTEGRATION OPERATIONS CONCEPT
FOR NRO SPONSORED PAYLOADS

LAUNCHED BY EELV FROM VAFB (U)
3 June 2002
1 (U) Introduction

1.1. (U) During space launch operations, not only must the booster and
payload themselves be safe, but the integrated combination of the two must
also be safe, hence the need for space launch campaign safety integration.

1.2. (U) Safety integration responsibilities associated with the
EELV/payload interface inciude the following tasks:

1.2.1. (U) Integrat ration fety. This consists of providing
safety supervision for the development and performance of
integrated payload/booster operations procedures.

1.2.1 (U) Interface Safety . This consists of ensuring that the
interfaces between the payload and booster have been analyzed to
ensure that each hazard cause which could cross the
payload/booster interface and trigger the release of hazardous
enrergy has been identified and dealt with by appropriate controis.

1.2.3. (U) Cross-fenceline Safety . This consists of ensuring the
adequate control of each hazard which could be inadvertently
released by a cause of any origin, and whose effects could cross a
boundary, thereby endangering others besides the owner of the
hazard. '

1.3. (U) Integrated operations safety has been anticipated to be the
responsibility of the EELV Launch Service Provider under the Safety
Control Authority (SCA) which the Launch Service Provider was expected
to seek and be delegated. However, it has recently been announced that
the Delta IV (D-1V) Launch Service Provider will acquire SCA at VAFB no
earlier than the second D-IV launch from the West Coast, leaving the
responsibility for integrated operations in limbo at least during the initial
VAFB EELV campaign, if not longer.

1.4. (U) Interface safety and cross-fence line safety for EELV campaigns
are expected to be the responsibility of 30 Space Wing Safety (30 SW/SE).

1 Attachment 1



However, restrictions on classified information associated with NRO launch
camps_aigns will limit the number of 30 SW/SE staff who have access to that
material. Furthermore, such restrictions will also curtail the number of
personnel who will be pemmitted to perform integrated operations safety at
the scene of payload booster integrated operations.

1.5. {U) On 12 Jul 2000, 30 SW/CC granted NRO VAFB SCA for facilities,
programs, and operations under # perational

control of the NRO at VAFB. This SCA, ¥ inciudes responsibility for & Corvgla
approval of NRO VAFB sponsored user hardware designs and operational M
procedures. NRO VAFB's SCA , as approved on 12 Jul 2000, is intended

to apply to payload program facilities, hardware, and operations only.

Purpose.

2.1. (U) The purpose of this operations concept is to define roles and
responsibilities for the various organizations performing specified safety
integration tasks for NRO VAFB EELV launch campaigns. The operations
concept is founded on the following five principles:

2.1.1. (U) Ensuring responsible safety oversight of hazard controls
which protect human life and health. Any delay in the EELV Launch
Service Provider's obtaining SCA would cause a void in responsible
safety oversight for EELV activities. implementation of this
operations concept wili fill the portion of that void associated with
booster/payload integration activities.

2.1.2. (U) Avoiding any impact to existing contracts. Contractual
requirements which may currently be in place for obtaining various
safety approvals could be expensive to change. Implementation of
this operations concept will not affect the identity of any organization
having such approval authority.

21.3. (U) istic leveraging of NR FB's exi .
NRO VAFB's SCA responsibilities already require the organization’s
safety staff to develop and maintain professional safety expertise

and knowledge of NRO payload design, operations, and hazardous
energy sources. implementation of this operations concept will apply
that existing expertise and knowledge to the control of hazard
causes which could cross the EELV/payload interface and trigger the
release of those sources.

2.1.4. (U) Minimizing the number of staff requiring access to
classified information. Security founded on rigorous adjudication of
need-to-know severely restricts the number of personnel assagnegl
to perform functions in any given discipline. Implementation of this
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operations concept will allow those already-accessed NRO VAFB
safety discipline personnel to perform payload/booster integrated

safety tasks, as well as the payload stand-alone safety tasks which
they already perform.

2.1.5. (V) Eliminating the need for implementation concurrence by
organizations other than 30 SW and OSL. Any change to an
operational mode which requires a change to existing organizational
relationships would require that all parties to those relationships
agree to the mode change. Implementation of this operations
concept will not affact any relationship other than that between 30
SW and the NRO and, therefore, need not be approved by any
organization other than those two.

3. (U) Scope.

3.1 (U) This concept of operations applies only to payload/launch services
provider integrated safety tasks associated with NRO EELV launch
campaigns conducted at VAFB. The specific tasks involved are integrated

operations safety, interface safety, and cross fence-line safety, as defined in
Para 1.2, above.

3.2. (U) Through the implementation of this concept of operations, NRO
VAFB/SE effectively will function as an agent of 30 SW Safety, performing a
carefully defined, strictly limited subset of EELV integrated safety tasks. 30
SW Safety wiil retain the authority for these tasks and will audit their
performance by NRO VAFB. Any inadequacy of NRO VAFB's task
performance, as judged by 30 SW Safety, will be grounds for withdrawal of
approval of this concept of operations.

4, (U) Detailed Listing of Responsibilities.
4.1 (U) 30 Space Wing Safety.

4.1.1. (U) Per existing contractual requirerhents and pursuant to
NRO VAFB's compliance certification, provide signature approval of
EELV/payload integrated safety assessment.

4.1.2 (V) Per existing contractual requirements and pursuant to
NRO VAFB's compliance certification, provide signature approval of
the safety assessment of stand-aione EELYV operations which take
place in the PLF encapsulation facility. This signature approval may
be executed in conjunction with that for an overall safety assessment
of EELV launch base activities.
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4.1.3. (U)Per existi_ng contractual requirements and pursuant to
NRO VAFB's compliance certification, provide signature approval of
EELV/payload integrated operations procedures.

4.1.4. (U) Per existing contractual requirements and based in part
on information fumished by the NRO VAFB integrated scheduling
system, manage operation of the hazard waming systems (e.g.,
hazard waming lights, klaxons, public address systems, etc) used to
glert potentially affected parties at adjacent work sites about the
impending existence of cross-fenceline hazards.

415 (U@RO VAFB's compliance with this safety operations
concept. event NRO VAFB is found to be noncompliant with

the parameters of this concept, revoke any related EELV/payload
safety integration agreements between NRO VAFB and 30 SW/SE.

4.2 (U)NRO VAFB

4.2.1. (U) Review and evaluate the EELV Launch Service Provider's
EELV/payload integrated safety assessment. Certify to 30 SW/SES
that the integrated safety assessment demonstrates compliance of
the interface with all applicable tailored safety requirements. This
certification will be signed by the NRO VAFB Commander and the
Chief of NRO VAFB Environmental Services and Safety.

4.2.2. (U) Review and evaluate the EELV Launch Service Provider's
safety assessment of stand-alone EELV operations which take
place in the PLF encapsulation facility. Certify to 30 SW/SES that
this safety assessment demonstrates compliance of the stand-alone
activities with all applicable tailored safety requirements. This
certification will be signed by the NRO VAFB Commander and the
Chief of NRO VAFB Environmental Services and Safety.

4.2.3. (U) Review and evaluate EELV/payload hazardous integrated
operations procedures in accordance with the provisions of Office Of
Space Launch (OSL) Operating Instruction OSL OI-003, Rev A, *
VAFB Safety Review Of NRO Contractor Launch Base Test
Procedures and Work Orders.”. Certify to 30 SW/SES that these

_ integrated operations procedures comply with all applicable tail.ored
safety requirements. This certification will be signed by the Chief of
NRO VAFB Environmental Services and Safety.

4.2.4. (U) Assess (a) EELV stand-alone operations procedures to
be conducted in the PLF encapsulation facility, (b} payload stand-
alone operations procedures, and (c) payload/EELV integrated
operations procedures for hazards whose effacts could cross a
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boundary, thereby endangering others besides the owner of the
f\azand. Exercise oversight of the performance of these procedures
In accordance with the provisions of Office Of Space Launch (OSL)
Operating Instruction OSL OI-003, Rev A, * VAFB Safety Review Of
NRO Contractor Launch Base Test Procedures and Work Orders.*

4.2.5. (U) Ensure an EELV/payload integrated scheduling system is
implemented which permits cross-fenceline hazards to be identified

and which disseminates information conceming those hazards to all
potentially affected parties at adjacent work sites.

4.2.6. (U) Notify 30 SW/SE of impending cross-fenceline hazards
as identified by the NRO VAFB integrated scheduling system and

ensure NRO payload operations are conducted in accordance with
cross-fenceline hazard notification.

4.3. (U) EELV Launch Service Provider

4.3.1. (U) Per existing contractual requirements, perform and
document an integrated safety assessment of the interface between
the payload and the EELV provided flight hardware, GSE, facilities,
and operations. Per existing contractual requirements, certify the
validity of the integrated safety assessment and submit the
assessment and certification for approval.

4.3.2 (U) Per existing contractual requirements, perform and
document a safety assessment of stand-alone EELV operations
which take place in the PLF encapsulation facility. This assessment
shall address EELV provided flight hardware, GSE, and operations
and may be incorporated in an overall safety assessment of EELV
launch base activities. Per existing contractual requirements, certify
the validity of this safety assessment and submit the assessment
and certification for approval.

4.3.3. (U) Per existing contractual requirements, prepare, obtain
appropriate approvals for, and execute integrated operations
procedures.

4.3.4. (U) Per existing contractual requirements, 7
mﬁ@@ which melds EELV and payload
stand-alone operations with EEL V/payload integrated operations to
the extent necessary to identify trans-organizational impacts.

Classification requirements imposed by NRO VAFB sponsgred
launch campaigns will require that the NRO VAFB scheduling
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system be used for detailed integrated scheduling purposes during
NRO VAFB-sponsored launch campaigns.

4.3.5. (U) Per existing contractual requirements, conduct operation
in accordance with cross-fenceline hazard notification.
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Table 1: TABULAR LISTING OF CONJUGATE RESPONSIBILITIES
AS DESCRIBED IN SECTION 4
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Table 2: REPRESENTATIVE PAYLOAD & EELV
STAND-ALONE & INTEGRATED OPERATIONS PROCEDURES
FOR WHICH NRO VAFB/SE WILL HAVE SAFETY INTEGRATION RESPONSIBILITY
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* Performed partially inside and partially outside encapsulation facllity.
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