governmentattic.org

“Rummaging in the government s attic”

Description of document: In Camera Affidavit of Eugene F. Yeates, Civil Action
No. 8-1562, 9 Oct 80, US District Court for the District
of Columbia in the Case of Citizens Against
Unidentified Flying Objects Secrecy (CAUS) vs.
National Security Agency (NSA), 1980

Released date: 07-April-2009
Posted date: 12-May-2009
Source of document: National Security Agency

ATTN: FOIA Office (DJP4)

9800 Savage Road STE 6248

Ft. George G. Meade, MD 20755-6248

Fax: 443-479-3612

Online form:
http://www.nsa.gov/public_info/foia/submit_foia request/foia_release.shtml

The governmentattic.org web site (“the site”) is noncommercial and free to the public. The site and materials
made available on the site, such as this file, are for reference only. The governmentattic.org web site and its
principals have made every effort to make this information as complete and as accurate as possible, however,
there may be mistakes and omissions, both typographical and in content. The governmentattic.org web site and
its principals shall have neither liability nor responsibility to any person or entity with respect to any loss or
damage caused, or alleged to have been caused, directly or indirectly, by the information provided on the
governmentattic.org web site or in this file. The public records published on the site were obtained from
government agencies using proper legal channels. Each document is identified as to the source. Any concerns
about the contents of the site should be directed to the agency originating the document in question.
GovernmentAttic.org is not responsible for the contents of documents published on the website.

-- Web site design Copyright 2007 governmentattic.org --


http://www.nsa.gov/public_info/foia/submit_foia_request/foia_release.shtml

NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

Serial: MDR-47423
07 April 2009

This responds to your request and subsequent appeal to the Interagency
Security Classification Appeals Panel ISCAP) to have one document entitled:

¢ In Camera Affidavit of Eugene F. Yeates, Civil Action No. 8-1562, 9
Oct 80, U. 8. Distriet Court for the District of Columbia in the Case of
Citizens Against Unidentified Flying Objects Secrecy vs. NSA

reviewed for declassification. The document has been reviewed under the
Mandatory Declassification Review (MDR) requirements of Executive Order (E.O.)
12958, as amended. The document listed above has been reviewed and is enclosed.

The ISCAP has determined that some of the information in the document is
properly classified in accordance with E.O. 12958, as amended. The information
denied meets the criteria for classification as set forth in Section 3.3 subparagraphs
(b)(1) and (M)(3)and remains classified TOP SECRET as provided in Section 1.2 of
E.O. 12958, as amended.

Sincerely,

(e

KEMLYN K. BRAZDA
Acting Chief
Declassification Services

Encl:
als



DOCID: 2768909

DECLASSIFIED UNDER AUTHORITY OF THE

UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

CITIZENS AGAINST UNIDENTIFIED
FLYING OBJECTS SECRECY,

1
)
)
Plaintiff, )
v. T ) Civil Action HNo.
. . ) 80-1562
NATIONAL SECURITY AGENCY, )
: )
Defendant. )
}
IN CAMERA
AFFIDAVIT OF EUGENE F. YEATES
County of Anne Arundel |
) ‘=s:.

State of Maryland )

Bugene F. Yeates, being duly sworn, deposes and Baya.
1. (U) T am the Chief, Office of Policy, of the Natiohal

Sgcu:ity Agency {NS#). As Chief, Office of Policy, I am

_responsible for proéessihg all initial requests made pursuant

* to the Freedom of Information Act (?OIA) for'NSA records.. The

statements herein are based upon personal knowledge, upon my

personal review of information available to me in my official

capacity, and upon conclusions reached in accordance therewith,

Z. (ﬁ) This affidavit supplements my unclassified affxdavit
executed on Septembe: 30, 1980 regarding all documents wh1ch have
been located by NSA pursuant to plaintlff s FOIA request but
which have been withheld whelly or in part by NSA., I submit
this affidavit in camera for the purpose of stating facts, which
cannot be publicly discloséd, that are the basis for exempting’
the records from ;eleése to the plaintiﬁf.

3. =4+5=cC83%= At the beginning of each paragraph of this'
affidavit, the letter or letters within parentheses designate(s)

the degree of sensitivity of information the paragraph contains.

INTERAGENCY SECURITY CLASSIFICATION APPEALS
PANEL, E.O. 12958, AS AMENDED, SECTION 5.3(b)}(3)

1ScapNo, 2006 - @ (|

(Q,\ Qo Qo(svﬂ
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The letters "0O%, "C", “S* and "TS”Vindicate respectively that
the information is unclassified or is classified CONFIDENTIAL,
SECRET or TOP SECRET. The symbols "(SC}" and "(TSC)" staﬁd for
“SECRET CODEWORD" énd "TOP SECRET _CODEWORD“, respeétively.
"CODEWORD" refers to one of the distinctive fiQe-letter words
used to identify the source of the information as communications

intelligence,(COMINT), to distinguish between COMINT cahegoties

and sub-categories, and to Eacilxtate the application of regula-

tions for the dissemination and use of COMINT. The codewc:d
"UMBRA" appearing in conjunct1on with the TOP SECRET classifica-
tion at the top and bottom of each page of this affidavit, 1is
the codeword applicaple to Category III (the highest categqry)
COHINT; 'Documents re?eaiing éensftive details about‘éhé pro-
duction of COMINT must bear the classification and codeword ’
appropriate to the highest category or sub-category of COHINT
to which they relate, even though they may not contain COMINT

as such. The symbol rccov, which stands for the caveat 'EANDLE

'VIA COMINT CHANNELS ONLY”, is used to designate information

related to COMINT or COMIRT activities, which, although it does

_not require codeword protection, must be'kepi.within COMINT

channels, i.e., disclosed only to persons eligible to
receive COMINT itself. ' '

THE RELEVANT DOCUMENTS

4, 489 In processing the plaintiff's FOIA request, a
total of two bundrea and thirty-nine documents weré located
in NSA files. Seventy=-nine of these documents originated with
o ther gavernﬁent agencies and have béen refe::ed,by.NS# to
thosevagencies for thelr direct response to the plaintiff.
One document, which I addressed in paragraph 20c of my public’
affidavit, was erroneously treated as part of the subject matter

of plaintiff's FOIA request. It is an account by a person
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assigned to NSA of his attendance at a UFQ syﬁposium and it
cannot fairlyAbe said to be a record of the kind sought by the
plaintiff. Another document, discussed in paragraph 204 of my

public affidavit, was recently declassified and released té‘ ’
plaintiff, _Two'additional non-COMINT records have beén .

- released to the plaintiff with the exempted material de}etéd.
The deletions in tbesé documents are explained below:

a. A document entitled UFO Hypothesis and survival

Questions was released to the plaintiff with the deletion on .
page seven of the name of the employee who pzepared the draft
and a deletion of a :efgreﬁce.to his NSA component. As I
explained in pézagtabh 20; subwparagtaéh a,‘of myvopen
affidavit,. infctmation about MNSK's- o:ganization or employees
is protected from disclosure by Public Law 86~ 36 and, therefore,
' exempt pu;suant to 5 U.S.C. §552({b})(3). '
b.. ihe second non-COHINT‘dbcumeﬁt is a three page
undated, unofficial draft §f~a monograph with a'fou; page
appendix by the same agencf eméloyee Qho autﬁored the drafﬁ
Aréferenced in sub;patagzaph a, abqvé., This &ocumeqé was .

discussed in paragraph. 20b of my public affidavit. It is

entitled UFO's and the Intelligence Community Blind Spot.to

Surprise or Deceptive Data. In this document, the author

discusses what he'considers to be a serious shortcoming in the
Aéency’s.COMINT interception and reporting proéedures’~- the .
inability to respond ée:;ectly to surprising information or
deliberately decéptive data. He uses.the-UFd phenomena to
illustrate his belief that the inability of the U.5. intelli-
gence community'to process fhis type of unusual data adversely
affects U.S. intelligence gathering capabilities. Deletions

in this document were made as follows:

(1) All of the title after UFO, which addresses

the perceived shortcoming, and all of paragraph one, which «

digecusses the employee's perception of the negative implicationms
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of the handling of UFQ phenomena as it demonstrates what he

believes is the less than optimum ability of the intelligence
,comm§nity t£0 process and evaluate highly unusual data. As I
staéed in my public affidavit (paragraph 20b), the type of
candor that is reflected in this reéord must be. encouraged
especially in an intelligence Agency wﬁere the most meaningful
suggestions regérdingiways to promote the efficlency of thel
critical Agency mission will of neéessity.comé from within.
?ubli§~disclosute of such information, especially when it
advances a novel theory, could have the effect of stifling such
candor by the risk of diminution of professional’ standing the
'employee runs if«subsequent;y found wrong. Thus, this mat:e:
was deleted pursuant to 5 U.S.C. §552(b)(S}.

{2} Paragraph three of this docuﬁgnt uées # signals
intelligence o?epation aéainst %he Séviét Union to illustrate
the author;s Qoint; This paragraph contains information about -

' SIGINT activities that is curtently and properly classified and,
thus, is exempt from disclosure pursuant to 5 U.s.C. §552(b) (1) .
The materlal in this paragraph also concerns the o:ganization

| and operational activities and functions of NSA ditected against
| the Soviet Union. This material is gxempt from disclosure under
.5 U.S.C. §552(b)(3) which e#eméts from release under the FOIA
matters specifically exemptéd from disclosure by a#other~statute.
As noted in paragqraph 20, sub-paragraph b of‘my public affidavit,
Public Law 86-36 provides that no law shall be construed to
require discio§ure of the organization or any function of the
NSA or any information with respect to activities thereof.

{3) Paragraph four of the memorandum states the
conclusions and recommendations of the author. While it talks
of the ability of the Agency employees to deal with unusual
phenomena it is not responsive to the ?laintiff‘s.request

4
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regarding’UFO or UFO phenomena. In any évent, as I stated in
my public aff%davit {paragraph 20b), the subject matter of
that paragraph i{s exempt from disclosureé because it contains the
enployee's specific iecommendations for addressing the problem of
responéing go surprise material. For the reasons stated in
subwparagraph (1) above, these recommendatibns-aré exempt from
diaclosure pursuant‘to 5 ﬁ 8.C. 5552(b)(5); AOne specific recoﬁ-
menaatlon suggests an operational approach to solving the pnoblem
which reveals NSA activities and is, therefore, exempt from
disclosure pursuant to" S u.s.C. §552(b} (3) as explained above.
(4) The ﬁinal‘deletion is in appendix A.'péiagraph.10
of this report. This section talks about deceptive communications
tactics used by the vietnamese against U.8. forces and does not ’
include any reference to OFC or UFO phenomena and is, thetefore,
not responsive to plaintiff's request. Nonetheless the subject
matter of subaparagraph 10 is currently and properly classified.
Thus, even if it were deemed to be. within the sccpe of plaintiff’
reguest, it is exempt ftom disclosure pursuant to 5 u. s C. §552

(b)(1).
COMINT REPORTS

5. -6966&3 The remaining one hundred and fifty—six records
being withheld are communications intelligence (COMINT) reports
wnigh weke produced between 1958 aﬁd 1979. For purposes of my
discussion here, these fecords are orgahized into three groups
based upon the source of the report. - S

a. One hundred and fifteen of these reports were
produced hy'the signals intelligence organizations of foreign

governments, These COMINT reports are provided to NSA under
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various arrangements for sharing COMINT ieforhation. The
countries who collaborate with NSA in SIGINT activities are
'designated either second party or third party sources -
depending on the nature of the relationship.
(L) Two of the records at issue here were produced
by second party sources (United Kingdom and Anstralia). The
United Stetes has extremely close intelligence ties with both 4
these nations dating back to wOrld War Ix. Ihe report from the
United Kingdam was provided to NSA under a formal agreement ‘
governing collaboration in COHINT betueen‘the U.S. and the U.K.,
the United Kingdom-vnited States Communications Intelligence
Agreement of 5 Harch 1946 (UKUSA Agreement). Under the UKUSA
agreement, the relationship of ‘NSA and Government Communications
.Headquarters (GCHQ ~— the U, K.'s counterpart to NSA) is virtually
- a full partnership. Hutually aqreed upon rulee governing the ‘
’j security protection afforded to COHINT are applied uniformly by.
1 our two governments.' The relationship between NSA and the
) Australian. SIGINT organization is also e very close one which is

%

| governed by a similar agreement.

(2}- One hundred and thirteen reports were provided

- E.O. 12958, as amended
- Section 3.3(b)(1) and (b)(3)

b. Two of these COMINT reporta originated from

SIGIRT operatibns which - were conducted jointly by the United -

States and a fqra}gn government. Under ‘'such an arrangement the
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- in exchange for the sharing of technolegy and COMINT informaticn.

T Ca The remaining thirty-nine COMINT documents were

produced by NSA or. relate to NSA SIGINT operations. That is, f

these reports originated at NSA 1tself or in fleld sites under ’

the operational and technxcal control of NSA.

6. (U} All of the COMINT _reports are in either message or
s&mmarj'fornat. A report in nessage format contains a single
underlying communication presanted in a classic cable format,

1.e., the verbatim text of the particular tranamiasion, preceded

‘and followed by 'externals' consisting of. data about the sender

and the recipient, the dates and timee of trensmission; and

other technical infcrmatlon.A A summary, as the label suggests,
provides ‘in summary form the contents of a. single message or

of a small number of related intercepted communications, often

.‘accompanied by some tephnical data.

7,' 4664- One hundred and fifty-four of the one’ hundred

i end fifty—six COHINT reports are based wholly npon intercepted

communications of foreign governments tranemitted on non—public
government net' communications links or syetems. AOf tbe two
reports not included in this total, one report is the text of a

decrypted communication transmitted by an international

_coﬁnunicaticns common carrier. I have described the distinction

between these two kinds of communlcations tacilities in my public

Aaffidavit at paragraph 10. The other reccrd which is not based

on 1ntercepted communications from government net” facilities,

"E.O. 12958, as amended
Section 3.3(b)(1) and (b)(3)
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encoded measages, the?

communicatlons.

8. +¥se+ The 'COMINT reports orig;nated by B

i can be further deecribed in terms of

munications Facilities., OnelB

forma;,'éas producea by

communicatiqns., The measages were transmitted from

ground radar operators to a central control station. In these :

:foperators report everything that

appears on their radar screens. when they cannot identify a
particular object tbey report it as an unidentifiable ob]ect.
In translating these messages, the U.S, cryptolinguist uses
"unidentified flying ob]ect' as the equivalent of the
text.

COMINT Regorts which_ Target the

operators and a central control point. ‘These summaries are

similar to the reports dgsc:ibéd in sub~paragraph a above and,

N s Tart m I e
g it r~wu py o
. P IS PRR Ry ey \-J“ BHY L oiever v onne
- e T iy .

- E.O. 12958, as amended
- Section 3.3(b)(1) and (b)(3)
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again, contain dec&ypted information pertéining to the radar
operator's report of objects on his radar screen which he

cannot idéntify.

COMINT Report Which Targets

Communications..‘This document is a

summazy of intercepted messages prepared in 1976 which report
radar trackxng informataon from a ground radar station to-a
central control point. It is similar to the reports described

in sub-parag:aphs {a) and (b) above.»

conm'r Report Which Targets

. ]

] Communications. This summa:y was prépared

i 1966 by the It containa ar

between the commander

? air commander regarding a yellow object that
was reported to ‘have fallen into the sea.‘ These messages

weze transmitted along a ‘government net” facility.

e. Two COHINT Reporta Were the Ptoduct of Joint

' Communicatioas -

SIGINT Operations and Targeted. the §

The two repores were

produced from a field site which is jointly operated.byAthe‘ L

ﬁ 8. and'h cbllaboxating foreiéh government; The repdrts'
were pzepazed in’ 1966 and contain summaries of the communica~i
tions transmitted by gzound radaz operators as discussed in’ A.
vsub-paragraph b, above. One of the two reports is a fcllow-up
ceport to the other. The zelevant activity reported deals

with the tracking of an object approximately 50 nautical

mxles northeast of
Facility. As with the messages descrzbed above; these COMINT

reports are summaries of the decrypted messgges.
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9. =By~ NSA-originated report; - Thirt}eeiéht éocumenta~
are the direct p:odhct of NSA SIGINT operations and one docément
describes classified SIGINT activities. These documents can be
further described as follows:

a. 'The document deacrlbxng SIGINT operations reports|

an alleged intercept of commun;gations. The
were received by NSA from an rOIA requester other than the
plaintiff and are conazdered to be fictitious by NSa analysts.

However, the report does contain details about existing SIGINT

intercept activities against tbe‘

b. One record is a 1973 report thch sunmarizes

" the decrypted text of an | message transmitted

10

E.O. 12958, as amended
Section 3.3(b)(1) and (b)(3)
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c. Twelve NSA-originated COMINT repcrts target

the communications links and systems of
Tvo documents, in summary format. :eport the decrypted text
of»military communications. Two of theirecogdg‘a:e in message

format and réport the decrypted texts of § communi&af

tione which relate that an unidentifxed flying object was,

" sighted in the air by a '“unit. One report

contains a summary»gf I activity based upon communica-

- tions in ;eaction';o'an unidéntiﬁ#eé flying quect along the ..

Two documents report on communications .

ttansmitted between %

: rinaily.'
Eour documents in this group of twelve were~in§ercepted from

other-non-milita:y communicatioﬁs t&rgégg1-bﬁé'docugehg iz basead

on the intezcepted tzanamission of ajg

reporting a b:ight light. The .gecond record is basad on the.

intetcept of a transmisaion ot an‘

station seeking a repoct on any shining phenomena or

falling meteotites cbserved on spec;fied dates. The third and

fourth reports are a summaxxes of on-going debates on UFOs among

“based on intercepted communications ttansmitted
on-§ § nets. _ .
3.4 Five of the NSAmorigxnated COMINT tepotta

All five of these

target government.net communications of

- documents are based on 1nte£éepted nilitary communications

dunits and

between commandérs reporting observa-

" tions of luminous objects in the sky.

11
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e. PFour NSA-originated COMINT reports target’

communications links 6r systems. Three reports Q:e'in

summery format and are bdsed on an intercepted message trans~

mltted between two §

; and an intetcepted
'ffacility by a
: ,who reported an unidentified flying

6bject. The fourth repo:t xs based upon a message between

e units tegatding a OFO sighting. ] o
o f.; sixteen Nsa-otiglnated COMINT reports target
the government net' communications systems and links of B )
several dlfferent countries. This group contains summariés &

of 1ntercepted transmissions between military units{

(two reports based on. communica-

'-ﬁ tions ot an & unit and an’ unidentified sender teporting

Aslghtings of a UPO), : (two repo:ts based
on communications by unit commanders repozting unxdentifleﬁ

flying objects), g(a report based on a message from_g'

} reported

sightings of bright or 1ight spots)p?

12

i

B.O. 12958, as amended
" Section 3.3(b)(1) and (H)(3)
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on a transmission from a military unit to a i commander

.xeporting a sighting of an unidentified flying object},

{a report based on a message from B to an.'an unidentified

recipient which provided instructions for reporting the SIQhEing
' of flying objects), and B

3 {2 report based upon a trans-| . ,

_mission betweeni_ @ reporting that some soldiers .

savw a bail‘of‘liéht about the size of an orange méving'overhead).
One document in summary format is the product of an intezcepted

'it:ansmissian reporting the sighting of an elongated

ball of fire. One document in. message format :eyorta the text 1'

ofa. 1973 message sent by the

o reborting aﬁ

'uhidentifieélflying'object., One document in summary format

"E.O. 12958, as amended
Section 3.3(b)(1) and (b)(3)

teports the decrypted text of an

whxch was tzansmitted alonq a governnent net’ facility.
It reports. among other items, an increase in 0?0 activity. '
The last three documents in this group report on’ inte:cepted

communxcations of theg Bach tepopt

conta;ns information derived ftom intercepted transmisaiona

réporting the tracking of uniaentified airctaf: by B

ocperators.

.

EXEHPTION OF THE' COMINT RBPORTS

| 48-BC8Im A primary’ and often overtiding consideration
regarding the classification of COMINT reports is that the need
to protect communicatioas,intelligence sources and meghods is
greater Ehan the need to protect sensitive contents éf'the
.underlying intercepted messages. Nevertheless, no portion of
the contents of COMINT reports may be disclosed, where, as here.

revealing the information would have the effect of identifying

13
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‘for the target communicagers the specific communications that had
been intercepted and exploited. One hundred and £ifty-four of
the COﬁINT :eports being withheld are the product of intercept
.operatxons,directed against foreign government controlled
communications systems‘within their‘terriéofialﬂboendariee.

Ml Revealing the‘contents of these :eporta’would discleae the
..capability of NSA to target these govexnment controlled com;

k munication systems. Even where the unaerlying communica-

tlons are not specified, foreign governments could easlly l

:ecognize and readily identify the government net k3

% from - which the‘communicaﬁioﬁs.w

 had been intercepted. for processidg b& NSQ. &orebver; the
disclosure of these neports would reveal much more than tha
identity of the ta:geted communlcatlons systems. It would 1
reveal as well Nsa's capability to read the codes and ciphe:& | E.O. 12958, as amended
employed by the fo:eign governments whose communications were,. ?Secﬁoni&B(bX1)and(bX3)
targeted because most of theae messages were encrypted when_ o
trensmittea. A L Lo L Sl
‘ 11. ~+EG—GGQ+ )The communications gources’ 1nvolved in_:' A
1 this case ~-~ which are; specified or implicitly identified 1n
the COMINT :epo:ta being withheld by NSA -- are the source of

extremely valuable communicatxons 1nte11£geuce coverlng a broad

% and othet military
mattefé;

.Release of these documents would eeriously damage the ability:of. if
the United States to gather this vital 1ntelligence information

for the followlng ‘reasons:

‘a) Disclosure of the report discussed in paragraph 9b
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Further~

.more, revealing t:he NSA intercept operation against the interna-

tional common access carrier route which yielded the

fmessage could cause the United States to lose access
to the communications of other foreign governments who use that

same comunicatz’.ons route.

{b) 'rhe disclcsute of. repo::ts, such as the

ool A'one at 1ssue here. based on. messages transmitted via
intemational common access carrier facilities would also teveal

this Agency 8 capacity to select from such inte:cepted communi— o
E.O. 12958, as amended

cationa those messages having potential 1nte111gence value. This
Section 3.3(b)(1) and (b)(3)

essential step in the processing o: 1ntercepted communications
is one that, in the face of the millions of messages being

tranamitted daily by increasingly rapid means. requires sophis-

ticated, advanced technology.' NSA usually

The. extent of NSA s capabilities in

this :egard is not generally known and information. about it

would be of value to foreign intelligence officials.

' {c). as 1 ﬁave stéted innmy open affidavit, when alerted

to the extent of NSA's capablility, and i{f given information frbm
15
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which infererices could be drawn as to the processing methods

used, foreign intelligence services would be able to evade or
! defeat po:tions of NSA's present foreign intelligence efforts
targeting international common carrier links. Ihese countries

could be expected to use different routes of communication or i

| E.O. 12958, as amended
_ Section 3.3(b)(1) and (b)(3)

;2 The disclcsu:e of other records at issue here, would -
result in. the loss of‘the intelligence information gathe;eé .
from the intetception of the government net communicetions
systems‘ The value of the intelligence data collected from

these . souzces is obvious...

(a) For example. analysis of data callected from

~ the intercept of the military communications systems of a

foreign government--whether relating to

communications (paragraph

{ paragraphs Sa,;q, c, e and 9f),

9¢), or transmissions between military[E t8units {paragrephs

16
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- 84 and 84, e, £) ~~ immeasurably aids U.S. analysts"sﬁudies of .

foreign military forces. Analysts are "able to report

on the operational capabilities of foreign [

generally. This information enables planners in turn to assess 1 : ‘

the capability of the
end .
-tzansmitte& in comnunications 1s useful in evaluating

the perfotmance capabilitiea of the

”;activity and other

being reported. By monito:ing the B

Amilltary transmissions and zelating it to geographic areas, the 4

U.S. analyst canl

catxona provide critical technical informatlon,.such as data ' o E.O. 12958, as amended
Iy : M . ?
Which is Vital t° [ Section 3.3(b)(1) and (b)(3)

the development of U. S. countermeaauxes. Fo:elgn

conmunications are among the most timely and reliable

sources ot intelligence information regarding their natxon s:
intentions. 1n both the short and long terms.‘ Moreover, the
government net systems descrxbed here continue to yield valuable

intelligence data e including thei

tion systema discussed in patagraph 9d, not withstanding the
i change in government.

(2) Also, the data collected ftom 1ntercept operatlons

_against the ove:nment net systems (aescribed in paragraph'
9c) provides invaluable information to our policymakets.
,F:om these sources U.S. analysts are- able to compile reports en

‘significant eccnemLC‘activ1ty, scientifip advances, weather

conditions and political events. Also, by monitoring these

tiansmjssions, analysts acre able to obtain data to

17
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of the targets of 1ntercept opecations is equaled By tbe need

teralnatzon of COHINr cellabo:ation between cur government and

: ou: agteenents uith them. At the vety 1east thay uould have a’
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The intell!genbe collected

‘from these sources is no less vital to u.8. planners than the
milita:y intalligence information discussed above.

PROTECTIDN OP COLLABORATING COUNTRIES

*4&804- The need to pzotect against any identification

to protect against zevealing the 1dent1ty ‘of the second or'
tnird party sources: whicb ptovide to NSA COHINT reports. ::

Disclosure of the tecords oriqlnated by second parties

cauld have extremely adverse tepercussions
to the U.s. ‘over and begond the loss of the COMI&T infézmationA
produced trom the undetlying connu' tazgats. The mo-t pezious

pos&:ble reaction on’ the part of these countries would be a

] theirs on the greunds that by its. unwillingnass or inability to I

protect their raports against disclosu:e, the U 8. had abrogated

signitlcant loss of confidence in the capability of the U.S.
oftlcials to keep secrecs. This could be expected to dampen .
further extensions of collaborativé efforts. It could cause

then to curtail coctdina&ion of plans for future ptojecta of

mutual interest,

Purthermore,
"disclosures. whlch would tend to 1denti£y third party atraagements
for COMINT collaboration would have a similar nagative eftect.
This is especially true im the instant case where one hundred'A

and thirteen reports weté provided by foreign sources whose

18
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" Disclosure of our COMINT arrangéments with them or

‘u.8. and foreign collaborators' :eports zelating to CGMINT

. ~the significant need for openness in government against the
,likelihood of damage to our national security at this time and

Na meaningful portion can be segregated from the records without

_each portion thereof -is properly classified under Bxeeutive

::party collabctation witn other fo:eign gcve:nments, These

. DOCID: 2768909
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CLASSI?ICATION OF TBB ﬂITHHELD COMINT REPORTS

-+E-GGO+. As I have indicated in paregraph 17 of my open
affidavit, X bave determined that the one hund:ed -and fifty—six

activities at issue here a:e hased on intercepted communications
of Eoreign governnenta or SIGINT operations ana, thus, remain

properly clessified. " In conducting this review I have weighed

revealing classified informahion about the intereepted communi~

cations underlying the COMINT repo:ts._ Because each reco:d ana

Order 12065, it is exempt from disclosure pursuant to 5 U.S.C
§552(b)(1)s . ,

, 15. ;44biﬁ¥9¥‘ The interception, proceesing and explcitingﬁ
of foreign communications sent on intetnational commcn carrier
facilities or by government net channels are within ehe COM;NT

mission of NSA. So; too, is the carrying out~of second and third

functions and activities of NSA are particula: types of matters

that may be withheld under 5 U.5. C. sssz(b)(3), gince Section 6
18

EO 12958, as amended
- Section 3.3(b)(1) and (b)(3)

have aeteznined thet each recorﬂ shouid continue to be claasified..7
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.of Public Law 86-36 permits.the Agency to refuse to'release them.

In this case, the COMIKT reports reflecting those\funCtiOns and

activities must be withhela to avoid compromising the efficacy

: of the sources of COHINT infozmation 1nvolved.

‘16. _44%4KKH~ Information about the interception, pzo~

('ce551ng and éxploitation of the foreign. communications undet—

lying. the :ecords being withheld by Nsa is classifiea info:mation
concerning communicationsrintelligeuce activities of the

United Btates and collabo:ating fozeign govetnments, the

- ‘unnuthorized disclosu:e of wh1cb is prohibited by 18 U Se c.

§798, paxagraphs (a)(3} and (a)(4). Thls info:aation because

it is p:ohibited ftom disclosure by statute, is exenpt ftom

telease under the Foxa pursuant to 5 g.8. c. sssz(b)(a).

' 17.. (UI‘ As stated in ny public affidavit, the information

-that would be disclosed by these reco:ds ia infozmation about
\intelligenne sou:ces and methods protected f:om unautho:ized )
o Adiaclosure unden 50 U.S. C. s403(d)(3)._ The teporta are therefo:e

.exempt from :elease unde: Exemption 3 of the Foxa. 5 U.S C. ] “Ai

s552(b}(3). L

]

(U) In view of the foregaing, and in order to

protect existing sensitive and impoxtant foreign intelligence

fsources and processing techniques vital to the national

secu:ity. I certify that‘disclosure of past and present fo:eign

'intelligence communications activities of NSA :evealed 4in the °

Arecords the plaintiff seeks would endanger highly valuabla

sources of foreign intelligence.é»

19; (m) Finally, I respectfully :equest that the
Court treat this affidavit in ‘the same secure manna: as. it
has been handled in submission to the Cau:t, and to return
it to app:opriate petsonnel of the Department of Justice

as soon as possible after revieg.by.the Court. The Department

20
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of Justiée ﬁiil retain cuétcdy' of this docgmenh under the:
Court's seai; subject -to any further‘ozders‘of this Court

: or ‘any other court of compétent jurisdiction,

Chief, 0££1ce of Policy

' sSyb ribed and sworn- to before me this
_ég‘_‘day of Octobet 1980. S

cf%md/

AR NO‘Z‘ARY PUBI:IC '

A 4&&5 :.

My commission expires dﬁ# .
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