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DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND
FREEDOM OF INFORMATION/PRIVACY OFFICE
FORT GEORGE G. MEADE, MARYLAND 20755-5995

Freedom of Information/ MAR 30 7018
Privacy Office

This is in further response to your Freedom of Information Act (FOIA) request of February 12, 2010
to the Federal Bureau of Investigation (FBI) requesting file FBI HQ 105-19581 and supplements our
letter of July 13, 2012.

As noted, coordination with another element this command has been completed and the referred
records have been returned to this office for final disposition and direct reply to you.

We have conducted a mandatory declassification review of the responsive records in accordance
with Executive Order (EQ) 13526. As a result of this review, information has been sanitized from the
records as the information is currently and properly classified SECRET and CONFIDENTIAL according
to Sections 1.2(a)(2), 1.2(a)(3) and 1.4(c) of EO 13526. This information is exempt from public
disclosure provisions of the FOIA pursuant to Title 5 U.S. Code 552(b)(1). The record is partially
releasable and is enclosed for your use. A brief explanation of the applicable sections follows:

Section 1.2(a)(2) of EO 13526 provides that information shall be classified SECRET if its un-
authorized disclosure reasonably could be expected to cause serious damage to the national
security.

Section 1.2(a)(3) of EQ 13526 provides that information shall be classified CONFIDENTIAL if
its unauthorized disclosure reasonably could be expected to cause damage to the national
security.

Section 1.4(c) of EO 13526 provides that information pertaining to intelligence activities,
intelligence sources or methods, and cryptologic information shall be considered for
classification protection.

The deleted information is also exempt from automatic declassification in accordance with EO 13526,
Section 3.3(b)(1) because its release would clearly and demonstrably be expected to reveal the identity
of a confidential human source, a human intelligence source, a relationship with an intelligence source;
or impair the effectiveness of an intelligence method currently in use, available for use, or under
development.

Information has been sanitized from the record as the release of such information would result in an
unwarranted invasion of the privacy rights of the individuals concerned, this information is exempt from
public disclosure provisions of the FOIA pursuant to Title 5 U.S. Code 552(b)(6).

In addition, information which would reveal sensitive investigative methods and techniques has been
sanitized from the record. The significant and legitimate governmental purpose to be served by
withholding is that a viable and effective intelligence investigative capability is dependent upon



protection of sensitive intelligence methodologies. This information is exempt from public disclosure
pursuant to Title 5 U.S. Code 552(b)(7)(E) of the FOIA.

This withholding of information described above constitutes a partial denial of your request. This
denial is made on behalf of Major General Christopher S. Ballard, Commander, U.S. Army Intelligence
and Security Command, who is the Initial Denial Authority in this matter under the FOIA . You may
appeal this decision to the Secretary of the Army. If you wish to file an appeal at this time, your appeal
must be postmarked no later than 90 calendar days from the date of this letter. After the 90 day period
the case may be considered closed; however, such closure does not preclude you from filing litigation in
the courts. You should state the basis for your disagreement with the response and you should provide
justification for an additional administrative search to be conducted or reconsideration of the denial. An
appeal may not serve as a request for additional or new information. An appeal may only address
information denied in this response. Your appeal is to be made to this office to the below listed address
for forwarding, as appropriate, to the Secretary of the Army, Office of the General Counsel:

Commander

U.S. Army Intelligence and Security Command
Freedom of Information/Privacy Office

2600 Ernie Pyle Street, Room 3S02-B

Fort George G. Meade, Maryland 20755-5910

Forty-eight pages have been withheld in their entirety as it is not possible to reasonably
segregate the withheld information. Deleted page sheets have been provided to explain the reason
for the withholdings and to identify the withheld pages.

There are no assessable FOIA fees for the processing of this request.

If you have any questions regarding this action, contact this office at 1-866-548-5651 or email the
INSCOM FOIA office at: usarmy.meade.902-mi-grp.mbx.inscom-foia-service-center @mail.mil and refer
to case #3487F-12. Please note that you now have the ability to check the status of your request online
via the U.S. Army Records Management and Declassification Agency website:
https://www.foia.army. mil/FACTS/CaseStatus.aspx. Please refer to FOIA Control Number: FP-12-
029672. You may also seek dispute resolution services by contacting the INSCOM FOIA Public Liaison,
Mrs. Joanne Benear, at 301-677-7856.

Sincerely,

pan A

Michael T. Heaton

Director

Freedom of Information/Privacy Office
Investigative Records Repository

Enclosure
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(U} FOREWORD (U}

(U)_This pamphlet,. pubhshed bythe@ﬁeeof the Assistant Chief of Staff
for Intelligence, Depax : rmyy-is-the-third in a series to support
a program to inform the Army abouf current.developments-and treiids in the
‘techuiqueés of espionage end subverision which are employed by the Sino-Soviet
bloc to attain its Cold War objectives, and which have a direct or indirect
impact upon the security of the U.S. Army.

(U) The pamphlet contains information designed for useé in unplementmg
AR 381-12, “Subversion and Espionage Directed Against the U.S. Army
(Short Title: SAEDA. (U)),” 8 September 1961, which establishes a require-
ment to insure that gll military personnel and civilian employees of the Army
are given orientation on methods used by foreign intelligence services to gather
information perteining to U.S. Army installations, activities and personnel.
‘Within the limits of security classifications set forth in the articles, material
herein may be used in the preparation of indoctrination lectures. In addition,
the contents of this pamphlet may be uséd as background materisl in the
preparation of troop training programs concerning Communist subversion
and espionage.

(U) Articles appearing herein are geared to the exposition of current
intelligence activities of the Sino-Soviet Empire as they gccur around the
world. It is intended that the pamphlet be given the widest possible distribu-
tion consistent with its security classification in order that Army personnel may

- be conversant with Communism in all its forms and thus be better prepared
to cope with the security hazardg which the Army faces in the conduect of
its primary mission.

(U) Revisions of this pamphlet will be published from time to time in
order that its contents may keep pace with worldwide developments in the
counterintelligence field. Readers are encouraged to comment on its content
and to subnmit suggestions, either with respect to its improvement, or the
inclusion of special articles in future editions.
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{S) THE HAND THAT REACHED AROUND THE WORLD (U

(U) It was cold and damp on T January 1961
when greying, 55 year old Harry Houghton and
Miss Ethel Elizabeth Gee, plump and mid-forty-
ish, boarded the Salisbury train for London.
They didn’t know it, but Chief Inspector Fergu-
son Smith of Scotland Yard boarded the same
train.

{U) In London, the two aging lovers walked
closely together, toward the Old Vic Theatre near
Waterloo Bridge. They didn’t notice, but In-
spector Smith was also on his way to the Old Vie.

(U) Near the theatre a younger man, heavy but
with bouncing step, approached the couple from

" behind. He placed friendly hands on their shoul-

ders and they walked on & bit, chatting amicably.
The younger man reached over and took & shop-
ping bag from Miss Gee.

(U) At that moment Inspector Smith briskly
stepped in front of the group. “You are under
arrest,” he said. “I am a police officer.”

(T) The three friends looked around anxiously
and saw & swarm of British counterintelligence
agents materialize from nowhere. They peace-
fully submitted to arrest. Six months of close
around-the-clock surveillance had come to an end.
Other arrests were quick to follow.

(U) In Miss Gee's shopping bag, the British
agents found four pamphlets and a tin can sealed
with adhesive tape. The pamphlets were
SECRET information on British underwater
weapons. Inside the can was a roll of unde-
veloped film—microfilm photographs of 212 pages
of the SECRET British Royal Navy document
entitled “Particulars of War Vessels.” All the
material was the property of the British Ad-
miralty Underwater Weapons Establishment in
Portland, England, the site where England was
building her first nuclear submarine, the Dread-
naught, powered with a US-built nuclear engine.

(U) This was the end of a successful Soviet
espionage operation that had begun ten years

earlier in cities half a world apart—New York

ﬂm-

@)

(U) Morris Cohen was an interesting man. He

was born in the Bronx about 1910 and was gradu-

ated from James Monroe High in 1928. Two
years later he enrolled at the University of Ala-
bama on an athletic scholarship, but he transferred
to Mississippi State in 1931 and was graduated
from that school with o BA degres in 1984, Then
he spent six months in graduate studies at the
University of Illinois and began to study the
works of Karl Marx,

" b1
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world, he told the court. But he didn’t sey that
b 1 many of his customers were Soviet espionage

agents, and that some-of the rare and ancient vol-
umes that left his shop contained messages in the
most modern micro-dot photography.
| —{U) Cohen married Lona Teresa Petks in July (U) Although money was of no object to the
1941 in Norwich, Connecticut. Lona, born in Cohens, they played their part well, Upon arrival
1913 of Polish parents in Adams, Massachusetts,  in London, Morris Cohen rented a back room over
was a dommu.tmg woman who had already dedi- o tobacco shop for niné pounds a week and com-
eafed mist o plained bitterly about the cost. They rented a
_ (E’)/ house for 5 guineas a week, and finally bought &
home in Ruislip for 4,200 pounds ($11,760). Mrs.
“Kroger” handled all the money. The British
press later said the rent on the home and the price
of the house had been paid by a Swiss bank, but
this was not menti in the trial

b1 ™

(U) Cohen served as a cook in the U.S. Army
Quartermaster Corps during World War II, with
duty in Alaska and France. During the war,
Lone worked in a munitions plant. Both were
fingerprinted in 1948. After the war, Cohen re- -
‘turned to New York City, took a 2-year course w)‘
at Teachers Gollege, Columbia University, and in
1947 h "4 1

2)

’ b1

(U)But Cohen, betiween 1950 and 1954, could
i hardly have accumulated a “life’s savings” suffi-
i cient to purchase the 5,000 rare and ancient vol-
umes he had at the time of his arrest; nor did he
have ‘“considerable experience” as an antiquary
when he left the United States. His -customers
were university and public libraries, professors,
dealers, and private individuals throughout the
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Pigure 1 (UNOLASSIFIED). Morris Oohen alias Peter

Kroger (U).

(U7 molody Wes the heavy man with the
bouncing step arrested with the Cohens es he at-
tempted to take a handbag from Lona. At their

b 1 trial, the Cohens admitted to having met with

{U) After the Cohens’ arrest, Canadian pass-
ports were found in their Ruislip home. The
passports were in the names of Thomas James
Wilson and Mary Jane Smith, both native-born
Qanadiens, and contained photographs of the
Cohens. Canadian authorities examined the pass-
ports and seid they were complete forgeries. In-
formation in the passports indicated they had been
issned by the Department of External Affairs ab
Ottawa on 15 June 1958, so they could not have
been ysed duri 6 neri 50 54, -

Pigure 2 (UNCLASSIFIED). Lons Cohen alics Helen

, Kroger (U).
a . SECRET Redraded CONFIDENTIAL on
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Molody, known to them as Gordon Arnold
Lonsdale, in France in 19556, This may explain
the Travelers Cheque that was cashed in Paris that
spring. Cohen, at his trial said: “Attracted by
his effervescent personality and stimulating com-
ments on literature, I invited (Lonsdale) to my
home. OQur relationship developed into & warm
friendship which was marked by his generous
nature. He would drop into our home during the
week and on odd weekends.”

(U) Molody was more than an intelligence
operative. He was an astonishing, absorbing man
who immersed himself completely in his job—yet
he wrote soulful micro-dot letters to his wife in
Russia, whom he hadn’t seen for years, He was
fluent in numerous languages, including English;
in spare moments he dabbled in the London stock
market, and made several thousand dollars. He
once took & tourist bus tour of Europe and became
o friend of a U.S. Army officer, but he apparently
never used the friendship to gain military infor-
mation, ‘This was the man who had kept the
USSR sabreast of the Western world’s underwater
weapons developments.

(U) He was born Conon Molody on 17 January
1922 in Moscow, the only son of Trofim Moledy, &
Soviet scientist, and Evdokyia Xonstantinovne.
His father died on 14 October 1929, but his mother
is.believed to be living in Moscow. (In-December
1660, Molody’s wife wrote from Moscow: “I am
writing to tell you the truth so that you should
know that you must somehow make haste to come
home. e mother in thi »

= D1
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(U) There actually was a QGordon Arnold
Lonsdale. He was born 27 August 1924 in Cobalt,
Ontario, the son of British-Canadian Emmanual
Jack Lonsdale, a miner, and Olga Elina Bouss, &
Finnish emigrant. Olga and Jack were married
on 8 January 1024 at St. James Anglican Church
and lived in Cobalt. But Olga was homesick for
Finland, and the two did not have & happy life
together. Olge took young Gordon and left Jack
in 1981. She moved to Kirkland Lake, 75 miles
north of Cobalt, where she lived with a Finn
named Hjalmar Philaja. Philaja realized Olga
was homesick ; he gave her money to return to her
homs. When Olgn tried to get passport, she found
that the birth of Gordon had never been registered,
She obtained & record of delivery from the doctor,
got the passport, and sailed for Finland~—never
to be heard of again. The feilure to register young
Gordon at the time of his birth provided damning
evidence against Molody at his trial in 1961.

(U) Molody had his cover story down pat—
with doouments to prove it. But the Canadian
doctor’s record of delivery that Olga had to use to
backup the birth certificate has some small print:
it indicated. that the feal Gordon had been circum-.
cised at birth. Molody had all the documentation,
but he was at a loss to explain his physical condi-
tion. Bven the best agents make mistakes.

(U) The Lonsdale passport showed that Mol-
ody left Canada on 22 February 1956 by way of
Niagara Falls, New York, He sailed from New

SECRET | 5
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Figure 3 (UNCLASSIFIRD).
Arnold Lonsdale (U).

Oonon Molody alas Gordon

York City on the SS America, arriving in South.

ampton, England, on 8 March 1955. 'Well financed
© " (8,000 pounds), he took up residence at the White

House Apartments near Regents Park. He im-
mediately went to France to meet with the Cohens.

(U) In October 1955, Molody enrolled as a
student at the London University School of Ori-
ental Languages and African Studies, and for 18
months regularly attended the Chinese language
course. He was a master of languages, fluent in
English, French, Serbo-Croatian, and Chinese.
He was also successful in the financial world. He
operated businesses and dabbled in the stock max-
ket, on one occasion making a large profit on a
flyer dealing with a quick turnover in aireraft
shares.

(U) Asa cover, he went into legitimate business
and made money at it. He first bought used juke
boxes and rented them out; later he added bubble-
gum vending machines. Finally he went into
partnership with two Britishers, Peter Ayers and
Michael Bowers, in a company known as Auto-
matic Merchandising Company. Molody handled
the Continentel accounts, traveling to Italy,
© France and Switzerland. When the business fal-
tered, Molody got out with 80,000 British pounds
and joined the board of directors of two other

firms, Master Switch Company of Coplestone
Road, Peckham SE, and 2 subsidiary firm, Allo
Security Products, Ltd., 19 Wardour Street, W1,
both concerned with selling patented safety lock-
ing devices,

(U) He lived well dressed well, and drove a
new Studebaker. Though he wasa devoted family
man, he was lonely and had romances with
women—Yugoslav, Belgian, Italian, Canadian—
that he met at the Qverseas Club in St. James’,
He was never short of money. Besides the 8,000
pounds that he had parlayed into 30,000, he had
o second income—it came from Moscow via the
‘United States and Switzerland. Ir addition to
accounts with the Midland Bank in London,
Molody hed an untouchsbls account with the
Credit Suisse in Geneva.

F@M

(U) Rudolf Ivanovitch Abel nevertalked, He
was silent at his trial, he was pleasant but silent
through § years at the Federal prison in Atlanta,
and he was still silent when he crossed the ancient,
windswept bridge in southwest Berlin on 10 Feb-
ruary 1962, in exchange for American U-2 pilot

Wam

b1

» L% B * *

(U) Far from New York and London, in War-
saw, another part of Operation Portland began
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in 1951, Henry Frederick Houghton,’ the Secu-
rity Officer at the British Embassy in Warsaw,
was blackmaxled by Polish Mlhtary Intbﬂlgence
and agreed to giv L}

b1

CONFIDENTIAL

Uy Hougliton met. and becams.intimate with.
o younig blonde Polish girl named Christina: -

Christing was a “frightened” temptress. She in-
sisted that their meetings be “secret” and would
come to his room at night only after an all-clsar
signal was given by & lanip at the window.
Houghton, during 15 months. in Warsaw, made
approximately 4,000 pounds in black-inarket op-
érations selling coffeo and drugs. Because of his
growing drinking habits; his black market activi-
ties, and his family problems—he was a merriéd
man—Houghton was sent home in October 1952.
But the Z-IT, the Polish militery ifitelligence
service, also knew of his activities and they dcted
mors qmckly than thé British, By the timé he
left Warsa,w, Houghtori, had been blackmailed
into the service of Polish mf;elhgence.

(U) When he retyrned to England, Houghton ‘

was posted to the Adniiralty: Underwater Weap-

ons Establjshiment,one.of Bfitain’s most, secret ex-
perimental bases, Houghton prestmably passed
information to Soviet intelligence. Whﬂe wdrkmg
here, and twice he seemed to slip up. : Tn 1954 and
1956 he: was underinvestigation for alisgedly tak-
ing seérét ‘documants home from: the Admlru.lty
Underwater Weapons Establishment. But the
charges weére never proven, and Haity continued
to be a trusted Admiralty employes. The firial
investigation began because of Hoitighton’s hvl,ng
suspicionsly in excesg-of*his income.

(U) Houghton tells another story. Hesaidbhe

was not blackmailed by. the Poles in Warsaw, end
that his firsy approach by .Soviet intelligence
agents was in England ih Jafiuaty 1057. He re-
ceived a telephone call from a unidentified person
who insisted on meeting him concerning Christina.

SECRET
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.He met a man whom he later knew only as

“Nikki,” a Pole, outside the Pulwich Art Gallery
in London. Nikld led Houghton to believe that
he was trying to lielp Christina out of Poland.
After establishing rapport of a sort, Nikki then
asked Houghton to get for him some “snippets”

of naval information. Houghton clgims that he
refused to cooperate-but thén he was forced to be-

catise “the man said things would -go hard for me,
and- perhaps Christina.”. Then began a series. of
clandesting meetings with Nikki and another agent
named John to whom. Houghton fed the “snip-
pets” of naval information. Houghton said that
tovice, when he. attempted tor pass worthless in-
formation, he was severely beaten and threatened
with death. .

(U) Houghton said- he met Conon Molody,
known to him as Alexander Johnson,.in June 1980.
Molody, posing es & U.S. Navy commeander 2s-
signed to the U.S. Attaché. officé in' Lionden,, told
Houghton he had been asked to look him up by a
friend of Houghton in Warsaw. “Johnson” said
the United States was giving England valuable

" classified material and wanted to know if it werd

ptoperly used. Ho requested Houghton——and
Houghton’s, friend, Bthel Elizabeth’ Gee—to ob-
tain British secrets so he could check on the mat-
ter because, after all, “we aré all’ working towatd
a cominon gosl” Houghton then supplied hith
with fleet orders, commiunications secrets. and data
concerning underwater weaporis.

(U) Neither British or Americait mtelhgence )
is mchned to beheve Houghtons story of nalve
cooperatmn

(U) Houghton first met “Bunty” Gee in 1964
She was & lonely old miaid who worked in theé

‘Secrets File rodom at thé British Estabhshment

Her salary, was only $30 & week, but she had a
posztlon of some respons1b111ty—-m aking fils checks
and issuing classified documents to oﬁicmls Té-
questing research information. :

{U). Miss Gee; employed; at the Underwater
‘Weapons Establishment since 1950; lived in Port-
land, with her .80-year-old mother, a 76-_yeun~o]d
uncle and an octogemarian aunt who had been
bedridden: for 22 years.. It waswa.lonely and hard
existence: Then-she met wonderful, light-hearted .
Harry- Houghton. There was nothing: romantic
looking about Harry: He was, in fact, méan
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Figure 4 (UNCLASSIFIED)., Henry Frederick “Harry"
Houghton ().

locking, long nosed, cleft-chinned, and whisky
flushed. But to & woman like “Bunty”—long un-
loved and unwanted—he must have seemed her
drea:n man. -

(U) The frlendshlp developed into something
more, and she began meeting “socially” with Harry
when he bought a house trailer in 1958 and set up
bachelor quarters in Portland. When he later
moved into a cottage in town, they decorated it
together. At her trial she admitted to the vole of
mistress for a period of some years.

(U) Bunty, too, says they never met Molody
until June of 1960. She said she took him to be
en American because of his accent, and because
he chewed gum, wore a flashy ring, and had a
watch that told the date. But British and Ameri-
can intelligence do not believe her story, either.

(U) The story of the British surveillance of
the couple, as told in Old Bailey Court, began on
9 July 1960, That summer afternoon, Harry met
Miss Gee in the lobby of the Cumberland Hotel
in London, Under the skillful, unobtrusive watch
of MI-5, the couple went to the Old Vic Theatre.
As they walked, Molody joined them and gave
Houghton a small envelope. While Molody and
Miss Gee sat chatting in a small park, Harry went
away and returned carrying a light blue-grey
carrier bag which he gave to Molody. Moledy

left them and, following a circuitous route, walked
to his car and drove away. The first observed
exchange had been made.

(U) A month later, on 6 August 1960, Hough-
ton met Molody near the Old Vie. They walked
to a small coffee house called Steve’s Cafe near
Waterloo Station. Over a cup of coffee, they dis-
cussed a newspaper clipping concerning the de-
fection of Martin and Mitchell to Russia.

(U) Three weeks later, agents watched Molody
enter a London bank and put o large leather case
in & deposit vault. The next day he left England
and traveled extensively on the Continent. MI-5
obtained a search warrant and opened the -case:
It contained the tools of a spy—camera, tube-type
mieroscope for reading micro-dot messages, and
2 Ronson table-type cigarette lighter with a secret
compartment in its base. The hidden cavity con-
tained coding and decoding instructions for radio
transmitted messages. The items were returned
to the vault. A month later Molody returned to
England, retrieved the leather case, and took it to
his office in downtown London, The equipment
was next seen in the home of Morris Cohen.

(U) After leaving his office, Molody took the
subway to Ruislip, He strolled leisurely along
the residential streets, then came to a private road
joined by a footpath. The path led to a peaceful
country road called Cranleigh Drive. When he
entered No. 45, a simple stucco and brick house,

Pigure § (UNCLASSIFIED), Zthel “Bunty” Ges (U).
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Molody had led MI-5 to the long-missing Cohen—
Peter John Kroger, the antique book dealer.

(U) Following the arrest of Houghton, Ethel
Gee and Molody near Waterloo Bridge on 7 Jan-
uary, agents raided the Ruislip house.and took
“Peter John Kroger” and his wife into custody.
A check of their fingerprints with the 1942 prints
of Morris and Lona Cohen, sent to Scotland Yard
by the FBI in 1957, confirmed the Cohen’s identity.

(U) But Cohen didn’t confess. He said he had
bought the Ruislip home in 1958, transferring his
place of business from London to save money and
avoid the daily trip into the city.

(U) “Professors end customers from the United.

States, Canada, Great Britain and the Continent
visited me and stayed at my home,” Cohen said,
-adding, “I am a member of the Antiquarian Book-
sellprs Association and the National Book
‘League.”

~(U) To the casual burglar, the house at 45
Cranleigh Drive would have been quite a shock,
The front door had a Yale lock, & mortise lock,
and a securing chain and bolts, top and bottom.
The rear door had two mortise locks and bolts,
top and bottom. Four bolts and two patented
locking devices secured each of the windows, in
addition to their ordinary catches. “After all”
Cohen explained, “I have 5,000 valuable books in

the house.” There were other items of value to.

Coben and his employers. .
(U) Among the items found hidden in th
house were micro-dot microscopes (smaller than
a cigarette), slides, microfilm-reading equipment,
dummy flashlight batteries (for hiding messages),
& 150-watt, 15-pound portable radio transmitter-
receiver which could be set up for immediate oper-
ation in about three minutes, & 50-foot cable an-
tenna capable of receiving and sending messages to
Moscow, the copfing camera Molody had stored at
the bank—a $200 Praktina, also the Ronson lighter
with the secret compartment and pads of special
message paper thatswould dissolve as soon as it
was placed near heat. Also found were a list of
code numbers used in encoding messages, an auto-
matic keying device enabling Morse code to be
transmitted at up to 250 words a minute—a speed
which lessens the chance of the signal being de-
tected, or if detected, of pinpointing its origin. A

total of $29,171 in Americen and English currency,

SECRET

|

- travelers checks, British savings bonds and stocks
were also cached in the house.

(U) In Miss Gee’s home, agents found an
English translation of & Russian 12-part question-
naire concerning the British nuclear submarine;
and they found $11,200 in savings bonds--a size- °
able nestegg for a woman earning less than $150
o month and supporting three other adults. The
British court confiscated all the monies, declaring
“these are Russian monies,” and charged the
amount against court costs.

(U) Only Houghton and Ges elected to testify
in their own behalf—telling the fantasy of the
American Navel Attucks.

(U) Molody did make a strange unsworn clos-
ing statement—strange because he attempted to
exonerate completely the Cohens and accept full
respongibility himself, He alone, he said, and
without their knowledge, transformed the Ruislip
home into a powerful radio transmitting station.
He told a fantastic story of night and weekend
Jabor at the home of his hosts—of which they were
never aware. During the weekend absences of the
Cohens, he said, he managed to secrete such tools
of the espionage trade as radio direction finders,
forged passports, false-bottomed bookends and tal-
cum powder cans, and a small fortune in American
and British currency.

(U) “At one time while the Krogers were
away,” Molody said, “I constructed the hiding
place found in the foundation of the house and
deposited there for long-term sborgge the radio
transmitter end other arfivles. I tdok great care
that no traces of its existence were left. I knew
if the contents of the hiding place were discovered,
it would land Mr, and Mrs. Kroger in very serious
trouble. I decided to obtain false passports which
could be useéd by the Krogers if such an event took
place.,” Oninnocent pretext, he said, he took some
photographs of the Krogers, inserted them into
the pessports, concealed them in a leather writing
pad and hid them in the homs along with about
$4,000 in getaway funds. (Nons of this, of course,
woild have been necessary had the Cohens been
innocent.) '

(U) Molody’s London' days included en in-
teresting side trip to the Continent that may have
started simply as a relaxing vacation,

A 711 April 2012
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(U) This case shows the care taken in develop-
. ing sources: The sexual and black-market entrap-
ment of Houghton in Warsew and the blackmail
control placed over him in England; the studied
approach to Miss Gee using the one thing she
wanted most—love—as a device for entrapment.

(U) Throughout the case, we see almost un-
believable examples of the tenacious devotion to
duty shown by Soviet intelligence agents, yot they
remain poignantly human. During this case, both
the mother and father of Morris Cohen died, but
he attended neither funeral. Molody, & devoted
family ‘'man, suffered .almost constantly from
separation from his wife and family—and his
wife longed for him, too.

(U) Molody wrots regularly to his wife and
family. He reduced the letters to micro-dots und
the Cohens sent them to Moscolv in their books.
When Lona Cohen was nrrested, micro-dot letters
were found in her purse—one from Mclody’s wife
and the other, Molody’s reply. The letter from
Moscow, dated 9 December 1960, read, “Hello my
Darling: I congratulate you on the past forty-
third anniversary of the October Revolution. . .
‘We wers all deeply sorry you were not with us
and so was I especially. . . . How unjust is life.
I fully understand you are working, and this is
your duty and you love your work and try to do
all this- very conscientiously. Nevertheless, my
rensoning is, somehow, narrow-minded, in the fe-
male fashion, and I suffer dreadfully.”

(U) Molody responded with a six-page reply
which said, in part: “My beloved Galyusha, Just
received your mail, I am very huppy to have
three letters from you in one lot. .

(U) “I hope you don’t think I am an entlrely
hard-hearted man who gives no thought to any-
body. All Tam going to say is, I myself have only
ong life, o not entirely easy one at tliat. I want
to spend my life so that later on there is no shame
to lock back on, if possible,
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(U) “I do know what loneliness is. From the
age of ten, during the past 29 years, I have spent:
only ten years with my own people. I did not
wish it and X did not seek it, but so it turned out
to be. It did not depend on me. Ihave thought
very much about it. . . .

(U) “I understand you quite well. You wrote
that seven October anniversaries were celebrated,
without me. That is so, of course. But I have
celebrated them without you and without the chil-

. dren and without my people. . . . I am not com-
plaining, but even you cannot imagine how sad I
feel in general and especially at this moment. . . .

This is the eighth year I have celebrated without

you. Such is life. Many kisses to my beloved

wife and children, '
(signed) K,

“P.S. I will be thirty-nine shortly. Is there much

left 8

" (U) Material presented in this article may be
used in the preparatign of lectures required by
paragraph 7, AR 381-12, If presentation is to be
unclassified, those. paragraphs classified CONFI-
DENTIAL and SECRET must be deleted or re-
placed by fictitious material.
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(S) CHINESE COMMUNIST INTELLIGENCE AGENTS (U}

|

=

Intelligence Operations “
b1 2

The Beginning

Overseas Chinese

(U) A considerable number of persons of Chi-
nese origin live in the United States, as in nearly
every country of the world. The current total is
estimated at 287,000. Altogether, over 11 million .
Chinese live outside the borders of Communist
China, not including those on Taiwan and in
Hong Kong and Macao, with roughly 10 million
of them living in southeast Asia. This leaves
about 2 million Chinese residing in the Western
World, a sizeable pool for potential recruitment.
There are currently 16,000 Chinese in Mexico,
45,000 in Canada, and 26,000 in Cuba.

(8
b1
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“k‘
. The Chinese in America

(U) The flow of Chinese into the United States
is both legal and illegal. By air and sea during
the year ending 30 June 1960, 3,626 aliens from
Hong Kong, 58,920 aliens from Japan, 1,241 aliens
from Kores, and 1,654 aliens from the Ryukyu
Islahds, arrived in the United States—all legally,
but among them could heve been numerous Com-
munist agents. The number entering illegally is
diffcult to determine since only those caught can
be counted. During 1960 » total of 2,105 Chinese
ware apprehended in the United States as deport-
able aliens, Many of the Chinese (approximately

80. percent). in the United States.- are not citizens

and do not intend to—or cannot—become Ameri-
can citizens. Each January ell elien residents in
the United States must register with the Immigra-
tion and Naturalization Service, giving their
name, address, and ocoupation. The last registra-
tlon revealed tha.t there are 47,805 noncitizen

@)

Canadian Border......... reaen
Mexican Border-u.ooocculcnean.
Crewmen on Ships...ccccceeu..
Others.- - e cceccaaan

..................

Total Allera Citizens
55, 404, 307 29, 756, 395 25, 738, 912
06, 825, 006 65, 629; 577 41, 166, 418 )
3, 650, 634 1, 692, 893 857, 741 Y1
4,487,146 1,907,740 2, 579, 408 ‘f"%i“ .

159, 368, 082 88, 985, 605 70, 872, 477

Figure 6 (UNCLASSIFIED),

Oitizens and Allens admitted at US ports of entry 1 July
1959—30 June 1960 (V).
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(U) The Chinéde are prominent members of
Mexican border communities. The city of Mexi-
cali actually was_founded by Chinese who were
working' for o U:8. development -compeany in
Mexico. From about 1920, the Chiness owned ap-
proximately 80 percent of the farms and cotton
plantations and 90 percenfiof the retail stores in
the Mexicali area. The Mexican anti-Chinese
movement in 1933 caused many of the Chinese to
flee or relinquish their economic holdingg. World
War II reversed this economic t#fd oY the small
number of Chinese who remained in the aréa. As

of August 1960, the Chinese comunity in‘Mexi- .

cali totaled about 1,000 and most: of the large re-
tail stores were again in Chinese possession. Many
new Chinese are arriving in the border areas and
consist of two classes: Those with Republic of
China (Taiwan) passports and those admitted as
Mexican citizens. Many of those in the first cate-
gory have Republic of China passports issued at
Maocao, the Portuguese exclave on the Chinese
mainland. Chinese officials state that these pass-
port-holders are screened carefully, but the system
is not foolproof. As for those in the second cate-
gory who are admitted as Mexican citizens, it is
known that citizenship papers can be purchased
through irregular channels for prices from $2,000
to $4,000 in U.S. currency. Processing of the ap-
plications and negotiations for citizenship papers
are usually conducted in Mexico City; however,
such documentation can also be obtained in Hong
Kong or Japan, Upon receipt of instructions
from the Mexican Department of Interior, the
appropriate Mexican Consulate in the Far East,
usually Tokyo, issues the necessary papers. Chi-
nese residents in Mexico stated that & number of
the new, young Chinese arrivals are unusually well
versed in Spanish.
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(FOUO} CZECH ESPIONAGE IN SWITZERLAND (U}

The trial of three Cgzech agents arrested by
jwitzerland a year ago ended late this spring with
he conviction of all three for terms from 5 to 12
rears. A fourth member of the spy ring, Bohu-
ilav PAVLIK, died during the trial.

The Swiss Government revealed few details of
she -case,. but. from verious sources the following
synopsis has been pieced togsther,

Otto SCHWARZENBERGER and his wife

Eva came to Switzerland in 1959 on excellently
forged doouments, Eva worked with Otto, and
though she too was a trajned agent, Otto did most
of-the collacting. The couple had been trajned in
Prague und had passed their “exam” in the form
of a 2-month practical exercise in Fast Germany,
Their training included the wsuel techniques—
geography, language, shortwaye operation, micro-
filming, invisible writing,

When they arrived in Switzerland, the “desti-
tute” couple was given help by the city of Brutten,
But they weren't really destitute; in her clothing,
Eva hed sewn 10,000 Swiss francs given her by the
Czech Government.

They moved to Zurich and immediately began
working. Otto was hired by the Qerlikon Ma-
* chine Works as plant bookkeeper. This permitted
him to report to Prague on materials furnighed the
Swiss Army and to collect secret production figures
on strategic items. He microfilmed reports on
his observations and delivered them to the Czech
legation in Bern in a cigarette package,

Otto also transmitted information about polifi-
cians, emigrants, NATO officials, apd other promi-
nent persons. In all, the Schwarzenbergers are
known to have sent $4 messages to Prague, seven of
them with e shortwave transmitter given to them
by Pavlik. It was thisradio that eventually pro-
vided the incriminating evidence.

The Schwarzenbergers were well financed
by the Czech Government. During the 2 years,

‘besides the 10,000 Swiss francs ($2,600) they began

with, they received 27,000 Swiss francs ($6,020)

" and 27,000 kronen ($1,850) was added to a special

account in their name in Prague. Part. of their
pay came directly from the Czech Legation in
Bern.

‘While he worked at Qerlikon, Schwarzenberger
was feiiinded by Swiss-authorities-that.he hadn’t
performed his “obligatory” militury duties. So
he entered the army and eventually was assigned
to an office of the general staff. There, two auxil-
iary soldiers became suspicious of Schwarzenber-
ger because of “certain behavior” that was never
elaborated on. Schwarzenberger was put under
surveillance by Swiss intelligence, but the incrimi- -
nating evidence sgainst him was discovered by
chance. ’

A bricklsyer, digging in & yard in a suburb
of Zurich, found the shortwave transmitter that
Schwarzepberger had buried on orders from
Prague when he went jnto the army.

Interestingly, when the Swiss arrested the
Scehwarzenbergers, they also arrested Pavlik and
Vlastimil GLASER, their handlers, although both
were Czech nationals bearing diplomatic pagsports.

The Swiss pointed out that since the two men
were not; credited either tq the Swiss Government
or to any international organization lacated in
Switzerland, they were not involved ip a legitimate
diplomatic mission in Switzerland, they were sub-
ject to Swiss control and possible arrest for illegal
actlvities. ’

The fact that the Czech Government chooses to
issue diplomatic passports to members of its espi-
onage service, the Swiss said, was indicative of the
attitude taken by the Czech Ggvernmept toward
the traditionally accepted roles of persons having
diplomatic stetus.

tho. Materja) in this article way be used in the
preparation of lectures required by paragrapk 7, AR
881-12,
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(U) The letterhead on the request g&.ve the

address as Headquarters, Combined Armed Forces,
PO Box 14940, Hong Kong, and the letter was

WOM.

(U) A semiannual OACSI publication entitled
Solicitation of Post, Cemp, Station and Unit
Newspapers and Other Military Publications
(U) furnishes Continental Army Commanders
with a listing of members and employees of Soviet (U) Any solicitation for information received
end Soviet Bloc diplomatic missions in the United  from any of the above named persons or organiza-
States. It also provides identification of indi-  tions should not be honored if the information is
viduals and agencies involved in the collection of  unclassified, and such solicitation addressed to
unclassified publications from the U.S. Army TU.S. Army Commands should immediately be "
agencies and installations, In order to achieve  reported to this headquarters through organiza-
maximumn circulétion of the publication, the listis  tional intelligence channels,
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{&1” THE FRIENDLY DOCTOR (U)

(U) A long-range, well-executed entrapment
by Communist agents was explained recently by
the victim—an American Government employee.

(U) The employee, in January 1962, volun-
tarily told his agency that he had been compro-
mised and placed under control by Communist in-
telligence. He had been the victim of a plot that

allowed the Comhiunists to blackmail him for a
weakness he didn’t have. I 1

b1
o

(U) This cnse llustrates the extremes to which
Communist intelligence services are willing to go
to entrap and compromise potential sources of in-
formation and their ability to quickly exploit the
unwary for their purposes.

fn the preparation of lectures required by paragraph 7,
AR 881-12.
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{F SEXUAL ENTRAPMENT—HOW THE COMMUNIST USE IT FOR ESPIONAGE (U)

(U) “I realized that as a soldier my first duty  enlisted men we will call Howard. Zettl had no
was to my country. But I loved this girl so much  particular contact with East German officizls until
that it prevented me from domg what I knew-was  a day when she illegally entered the Soviet Zone
right. I told her I would give her whatever in-  of Germany in the company of a friend. ' She was
formation I could obtain”” An Army enlisted  arrested and searched. When police found a
man, no longer passionately in love with & German  photograph of Howard in her purse, she was in-
‘girl, explained at his court-martial why he had  terrogated by Soviet agents and told she must.
given her an Army CBR manual and drawings  work for thém. “We want you to get documents
of Army installations. With the detachment and information from your boy friend,” they said.
common to & cooled romance, the soldier explained ~ “And if you can, get him to come into East Berlin
that love had simply outweighed patriotism. He  with you.”
had never thought he would do such a thing, and - (U) Zettl told Howard what had ha.ppened
he wanted to think he would never do it again. She said she was in trouble and needed military

(U) Love and sex have dulled men’s con- information to protect herself. Since Howard
sciences throughout history. .Although profes- loved her—it was from his court-martisl we
sional female spies are rare—their nature does quoted, hehelped her. Even after his wife arrived
not seem to permit the necessiry long-term emo-  in Germany and Howard’s love for Zettl cooled,
tional detachment—women’s natural allure is fre-  the'girl continued to command his cooperation by
quently used by opposing intelligence services to  thres him to military authorities.
entrap an unwary target. OACSI files record W
many cases of successful Soviet bloc intelligence
operations involving the use of women to obtain
information from military personnel. In all too
many instances they have resulted in the compro-
mise of military information and disgréce to those
involved.

(U) Hostile intelligence. services sometimes
thoroughly prepare a woman for an espionage
mission, and then send her out to accomplish it;
but more often they are merely- opportunists.
They happen upon a romance already in progress
and exert pressure on & susceptible woman to re-
cruit her for their purpose. Then they simply
let her cajole military information in exchange

for her affections. [
b1

(U) Fraulein Zett] was a camp follower of
middle-class origins who was dating an American
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(U) In 1961, newspapers gave prominent cov-
erage to & classic casé of exploitation of illicit
romance by a hostile intelligence service, the Irvin
Scarbeck and Urszula Discher case. Scarbeck
was & U.S, Foreign Service career officer stationed
with the U.S. Embassy in- Warsaw, Poland.
Urszula was not much to look at, emaciated, with
sunken cheeks and hollow eyes, but possessed of &
seductive voics,

(U) Urszula’s approach to Scarbeck was start-
lingly simple. 'She called the Embassy late one
night when Scarbeck was on duty.  She talked
about an application she had made for a job. The
more they talked, Scarbeck related at his trial, the
more he became intrigued by her voice. Though
he did not know her, he arranged to meet her later
that night. They met, but only foia few minutes.
Scarbeck’s first thought was that Urszula was an

@/ agent for the Polish secret police, the Urzad
Bespieosenstwa—UB, but he wanted to see her

b1

)
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(U) But it is hot only men who are the target
of sexual entrapment, Thers have béen & number
of cases in which unwary women have also fallen
into a romantic snare carefully prepared by hostile
intelligence. Here are two examples.

(U) At the beautiful American Erbassy club
on the Rhein River in Bad Godesberg, Germany,
lonely Eleanor, an Ameriocan secretary, met Paul,
"who claimed to be a na,tumhzed American. The
two began dating, and Eleanor fell in love with
Paul. When Paiul moved to West Berlm, they
kept in touch by mail and-telephohe:, -

(O) Oxeday, Elsanorteceived:s. teléphone call,
Paul had been se;nously Hurt, thQ -callet said,-and

was hospitalized in Fast Berlm. At the ﬁrst op- .
portunity, Eleanor visited Peul'in the ‘hogpital-and.

as she left he.gave herw packege.containing-a.roll
of film, a,skm that she give it t¢ his-lahdlord, in
West Berlm Outmde the hospital; Elednor was
arrested by Communist police. They searchéd her,
found the film, ahd developed it. It:showed photo-
graphs of Eagt German military equipneint,

Eleanor was detained, but. she wes allowed &
moment with Paul, He told her ‘that he we,s.
working for- wéstéin intelligetice; and. was in

 trouble becguse the filis had been found:

(U) Eleanor Wi taken. to o Soviet: offier who
said he was taking over her case; he s4id he would
release her and. her fiance if she would agree to
steal coded telegrams concerning U.S. policy to-
ward Berlin and the USSR froim her. office.
Eleanor agreed and was released. Back in Bonn,
she reported the whole affair to her superiors.
U.8. investigators soon found that Peul was not

=

an American .citizen, but a Soviet agent. The
Soviet officer whohad made the deal with Eleanor
wasg identified as a former Second Secretary at the
Soviet Embassy in Washington whe had been un-
officially asked to leave the United States in 1959.

(U) In the sétond instance, loyalty to her
country prompted the wife of a western. dlploma(:
to make what must have been an agonizing deci-
sion against bemg blackmailed by a Communist
intelli; [mngg service.
. " Lm

)

= D1

{0, “The woigan: fortunstely had the-courage to
tell the entiré. story to her husband and to her
country’s-Chief-of-Mission as soon as. she was able.

. She was lmmedm,tely gent home and; her husband
‘was. rea,smgnpd out of the country-g. fovw-days later.

(U) The ingtances relited in this article oc-
curred durirg the-past fow years, Theyarebutn -
sa.mplmg of the methods of sexual entrapment
émployed by Soviet blos intelligence- services
agoinst the United, States, Many of them were at
least partially successful #nd: the methods are
tnore than'likely ‘to” continye. Commanders are
therefore urged to gits thein: i, ,P° g,ctlon with
gecurity indoctripation lectures req
graph 7, AR 381-12. If uncl &is
to be presented; clasm.ﬁed paragraph must be first
sanitized to omit dates and the identities of per-
sons, places, and installations,
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Figure 11 (UNCLASSIFIED). TMhs elecirically chorged seduviress’ picture appesred in o Hungarian magazine—
to warn Hungarian officials against “Amerioa's latest spy teohnigques.” This evening dress, the magazing reports,
“18 emceptionally suitable for emDdassy or legation receplions.” Ii includes microphones (Nos. 1, §, and 4) @
» tape recorder (§), and an anteana (6). The magazine observes that Hungery “must keep in step with the

advancing technigues of cocktail party” (U).
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{S) AMERICAN REDS FIGHT AMERICAN LAW (U)

(U) A legal net has been tightened around the
Communist Party of the United States (CPUSA)
since the June 1961 decision of the U.S. Supreme
Court that upheld a previous ruling on the Me-
Carran Act of 1950. The McCarran Act ordered

all Communist-action organizations to register

with the Attorney General. The Supreme Court
decision, that the McCarran Act was legal, meant
the CPUSA. would have to register its organiza-
tion and its officers,

(U) In April 1858, the Subversive Activities
Control Board, after lengthy hearings, determined
that the CPUSA is a Communist-action organiza-
tion and ordered it to register with the Attorney
General. Court battles, including three appear-
ances before the Court of Appeals and two before
the Supreme Court, resulted in two remands to
the Board for reconsideration. But the June 1961
decision of the Supreme Court was final, the Sub-
versive Activities Control Board was finished with
the case, and it became the funotion of the At-
torney Generzl to enforce the order.

(U) Since that day several moves and counter-
moves have been made by the Justice Department
and the CPUSA, ,

(U) The Justice Department, immediately
after the Supreme Court’s action, issued a request
for compliance by the CPUSA. There was no
answer. Then the Justice Department set spe-
cific dates for registration: National office by
20 November 1961; if the national office did not
comply, then all local or national districts should
register by 20 December 1961; if they did not
comply, all individual CP members were to
register.

(U) The CPUSA hasnot registered and has in-
dicated it has no intention of registering.

(U) The Justice Department, with no further
warning, served Gus Hall, general secretary of the
CPUSA, with e summons to appear before a Fed-

Figure 12 (UNOLASSIFIED). Gus Holl, General
RSeorstary, OPUSA (U).

eral justice in Washington, D.C., on 8 December
1961 and show cause why the CPUSA should not
be held in contempt. Hall answered the summons
and pleaded not guilty, Trial was set for a later
date.

(U) The first Party official to be jailed was
Philip Bart, a longtime member and now orga-
nizational secretary of the CPUSA. Bart ap-
pedred before & Grand Jury investigating the
CPUSA failure to register and refused to answer
47 questions about the officials and organization of
the CPUSA and actions it had taken to thwart the
registration ruling, The Court of Appeals or-
dered Bart to jail on 6 March 1962. The Grand
Jury indicted the Party itself and ordered it to
trial.
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(U) James Jackson, editor of The Worker, the

Communist Party newspaper in the United States,
faced a Grand Jury on 9 March 1962 and also was
jailed for refusing to answer questions.

(U) The main blow against CPUSA was & gov-
ernment civil suit filed 19 March 1962, The Gov-
ernment, contending that the Communist Control
Act of 1954 took the Communist Party out of the
political party tax exemption class, sued to collect
mors than $500,000 in income taxes and interest
for the year 1951. (It may be coincidents], but
the real assets of CPUSA at the end of 1981 were
valued at $500,000.) The CPUSA. leaders named
in the suit were Gus Hall, general secretary; Ben-
1am.1n Davis, national secretary ; Elizabeth Gurley

Flyiin, national chairman; and Philip Bart, or- -

ganizational chairman.

(U} Organizational changes have been made
at all levels of the CPUSA. Except for the top
national officers, nearly all official positions have
been stricken from the books to limit the number
of persons who may be required to register as
officers. The rank and file members are getting
nervous; tliis has been reflected in a rash of fac-
tional disputes and internal bickering by several
clubs. Some clubs and individuals have been ex-

pelled from the Party. New orgamzatlons have
been formed by dissidents.

Figure 18 (UNCLASSIFIDD).

(U) In an effort to obscure the real issues and
CP aims and to attract as many persons as possible
to the Party’s cause, Communists were instructed
to “participate to the fullest extent in the battle
for peace, for equality for Negroes, and for the
everyday crucial issues of the people.” They were
gpecifically instructed to support civil liberties
bodies and to work for repeal of the Internal
Security Act.

'(U) .The current project of CPUSA is to make
secure its own organization. All national offices
woere abolished in December 1961, and the affairs
of the Party are now conducted by a three-
‘member -executive committee consisting of Elizn-
beth. Gurley Flynn, Gus Hall, and Benjamin
Davis. Party leaders plan to streamline all opera-
tions, but to maintain the clubs, particularly in
heavily populated centers.. The leaders have de- °
clared that the CP must remain intact and must
plan for future rapid growth, although they ex-
pect to be somewhat restricted in open operations.
Some CP clubs have begun recording dues pay-
ments in code so that members cannot be identified
from dues records. Clubs have been told that
most of their activity will have to be private;
they must refrain from meeting publicly.

(U) At the moment the Party does not seem to
speak with one voice. The national headquarters

L% -«

<

Benjamin Davis, national seoretary; Eu'eabeth Gurley Flynn, national chairman,; and

Philip Bart, organizetional chairman, Communist Party, U84 (U).
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has issued a policy statement on its failure to reg-
ister, but the various state groups have given it
different interpretations. Each district seerns to
be formulating its own defense against any Justice
Department action. One suggestion is that CP
members depend on help from the larger front
organizations, on the theory that the front organi-
zations should realize they will be the next target
of the Justice Department,

(U) Because the Justice Department has been

silent on its plans, the reactions of CP members

have been confused. They don't know what to
expect, because the Justice Department has pre-

ceded talk with action. This has had the effect of

making the members and leaders apprehensive and
the differing opinions and solutions have com-
pounded the confusion. It cannot yet be called
chaos, but the disagreements have caused serious
internal strife and lack of discipline within the
Party.

(U) A New Jersey CP group was expelled
from the Party in 1961 for factionalism and open
opposition to national policy; they immediately
set up the beginning of what they called 2 “new
CP in USA.” In October several members of the
CP “Railroad Industry” trade union were expelled
from the Party; they planned to.set up another
CP group, taking the leftist, anti-imperialist
position as opposed {o the “rightist” pacifist group
that is represented by the National CP leaders,
Another group of insurgent members were ex-
pelled in the Southern California CP District and
reportedly formed a new group that they hope will
eventually be the nucleus of & new CPUSA. In
a stinging attack on recently expelled “factional-
ists'and disrupters,” the national office of the Party
reaffirmed its adherence to the Khrushchev line in
the Sino-Soviet dispute, and it expects the mem-
bership to follow suit,

(U) A number of changes have been made in
the operation of the Southern California CP Dis-
trict. All local Party officials were told to resign
their positions as section and club officers. All
section committees have been dissolved and CP
clubs will meet only once each month. Each club
will receive directions from a designated member
of the previous district board. Members are
having savings accounts made joint accounts with
non-Party persons, to protect their personal

savings should an attempt be made to confiscate
the funds under provisions of the Internsl Se-
curity Act of 1950. No CP literature or Party
material is to be sent through the mail. Party
clubs will meet as peace groups, forums, or readers’
groups with not more than 12 members at any
meeting,

(U) The organizations that are high priority
CP targets are: trade unions {especially the Team-
sters’) ; National Association for the Advancement
of Colored People; all youth and student move-
ments; Negro American Labor Council; and peace
movements, .

(0) To capitalize on AWérican interest in the
Soviet Union, Communist speakers—American
and Toieign—have been busily touring the United
States, addressing any group that will listen to
them. CPUSA leaders have delighted in this re-
newed interest and in the free publicity given by
press coverage of the speeches, At a recent meet-
ing of Commynist leaders on the west coast, Gus
Hall said thal :Isuwey has shown that there are
millions of Americang, who are tired of hearing
about Communists engwho want the right to hear
from Communists, even nif they disagree with them.
Holl said the “uncertainties of the future of the
United States and its policies” open up tremendous
possibilities for the Communist Party to explain
its position. He said the possibilities of the new
generation are “explosive.”

(U) One result of the current CP emphasis on
youth work was the response Gus Hall received
from University of California students in recent
appearance in Berkelsy. Hall was elated over
the reception he received and he said it proved his
belief that the main Party effort should be directed
toward youth. People’s World, a west coast Com-
munist publication, described the student reaction
to Hall as “warm and friendly’ and noted that one
of his speeches was interrupted a number of times
by applause. The paper estimated attendance for
Hall’s first speech at 175 and the second at 300.

(U) Student organizations all over the nation
are scheduling or attempting to schedule speeches .
by representatives of the CPUSA. The argument
of some student bodies is that no restrictions should
be placed on the free expression of ideas inside or
outside the classroom. The eleventh report of the
1961 California Legislature’s Senate Fact Find-
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ing Subcommittee on Un-American Activities  that income-from dues and initiation fees will be
says: “We kmow from an intensive survey that  apportioned among the subdivisions of the. Party;
Communist propaganda has been alarmingly effec-  and that special assessments may be levied by the
tive among our students durmg the pust two National Convention or by e two-thirds vote of
years.,” . the Natiorial Committes. (The National Conven-
() Cp leadersh1p found it ha.rd to explain  tionisthe hxghest authonty of the CPUSA.: when
Russia’s resumption of nuclear testing and.-for &  this body is not convening, the National Comm1t-
‘while they considered criticiging Russia through  teeistheihighest authority.) -
People’s World. This, they thought, would win J£;)
more public sentiment to their side becausé it
would be taken as an indication that.there is no
connection between the CPUSA and ('.he Com-

. munist Party of the Soviet Union.
(U) The CPUSA Teadership has also been put b 1

in an embarrassing position by a message from
Peiping. On- 16 Jenuary 1962, the CPUSA re-
"ceived o cablegram from the Communist Party
of China encouraging the CPUSA and con-
demning the United States for its persecution
through the McCarran and Smith Acts. Sincethe |
CPUSA. has unequivocally supported the Soviet

Union in the Sino-Soviet dispute, officialy in the % New Organizations
CPUSA haven’t decided how to respond to this (T) Several new orgamzatlons were begun by -
message, American Communists dunng the past 18 months:

DI

- b1 b1

(U) Article VIII of the CPUSA constitution,
adopted in 19567, provides for the assedsment of- (U) NATIONAL. ASSEMBLY FOR
dues, initiation fees, and special collection, The DEMOCRATIC RIGHTS (NADR) It was

" article says initiation fees and dues will be paid _ organized after a CP meeting in June 1961. The
according to ratesset by the National Convention;  assembly was held 23-24 September 1961 in New
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York City. It reportedly bad an average daily
attendance of 8,000, of which 2,000 were registered
delegates. Many different organizations through- )
out the United States were represented, including @!/
the Nation of Islam, an organization which before
that time had not participated in any CP activities. b 1
The assembly’s concern was the “repressive meas-
ures against citizens by government branches,”
and it sought means of combatting these “illegal,
un-American and undemocratic tactics.” Al.
though the assembly was not intended to be per- (U) Matorial presented in this article may be
manent, its New York office'is still in operation.  used, within the limits of security classifications
; set forth, in the preparation of lectures required
by paragraph 7, AR 381-12. If the presentations
b 1 are to be unclassified, the material concerning
CPUSA finances and new organizations must be
excluded. o
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set forth, in the preparation of lectures required  be sanitized-to omit dates and the idgntibié,s‘ of per-
by paragraph 7, AR 381-12, Ifthelecturesareto  sons and places. Th¢ photographs of énemy-clan-
be presented as unclassified, the material must first ~ destine listening devices cannot be declessified.
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(U) CHINESE COMMUNISf PUBLICATIONS (U}

(U) The importence which Peiping attaches to
the export of books, magazines, and other printed
matter in foreign languages is vividly manifested
by the fact that, despite the chronic and frequently
severe shortage of paper stock on the China main-
land, the outflow of foreign-language magazines
and books has remained at a high level. Equally
significant, particularly in recent years, are the

impressive advances which Peiping’s Foreign -

Lafigiage Press has achieved in the visual and
technical aspects of its operation, Despite some
heavy-handed propagande themes, the foreign-
language publicatiotis reflect an expertise in for-
eign language exposition, effective organization
and pleasing arrangements of graphic and photo-
graphic materials,

(U) During 1961, Peiping capitalized upon
Sino-Cuban amity by introducing Spanish-lan-

guage books and magazines into Cubs in quantity. -

During the first nine months of 1961 over 250,000
copies of Mao Tse-tung’s works were sold there as
well as 180,000 copies of various books on China.
The word “sold” is used advisedly, since Havana
is known to serve a9 a distribution center of Com-
munist publications for the rest of Latin America.
An estimated 145,000 copies of three books by
Mao, Anna Louise Strong (elderly China apolo-
gist residing in Peiping), and the late Chinese
writer, Lu Hsun, were released in October 1961,
There is also evidence that during 1961 Peiping
took the lead in publication of Communist propa-
ganda in Esperanto language, distributed prin-
cipally in Europe and Latin America.* Chinese
Communist presses were kept busy during the year
rolling off an Esperanto version of a 102-page
booklet presenting Peiping’s version of Lenin’s

1Io Beptember 1861, the Chlnese (Communist) Bsperanto
League sent the “North Admeriocon Baperanio Review®, published
in Chicago, I, three advertisements for publication. These ads
concerned the works of Mao Tse-tung, Anna Louise Strong and
Lenln, In April 1962, an article “China and World Peace,” ap-
peared in the American Bsperanto magazine, Paco (Peace).
Paco I8 published alternately in different countries, Bastern and
Western, and is recoguized as an instrument of the “World Peace
'glx;e;:sntut Movement (MEM)", founded at St. Pollen, Austria,

6 - SECRET
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teachings entitled “Long Live Leninism.” The
compilation which was first issued in the after-
math of the 1960 Moscow meeting, is under-
standably top heavy with tracts stressing the
inevitability of warfare between the copitalist and
Communist camps and the “anomalies” of Xhru-
shchev’s policy of peaceful co-existence. Other
works published in Esperanto during the year
included a 412-page Chiness anthology—ga first
volume—and Mao’s “On Practice” and “On Peo-
ple’s Democratic Dictatorship.”

(U) Among the 45-0dd titles published in Eng-
lish by Peiping's English Language Press in 1961,
two publications received particularly heavy pub-
licity in Chinese Communist foreign language
magazines and journals. Foremost was the Eng-
lish-language version of volume IV of Chairman
Mao's selected works, covering the decisive period
of the Chiness Communist revolution following
Japan’s surrender. This work had been issued
with great fanfare in late 1960 in'time for the
Qotober 1 *“National Day” coramemoration. Pei-
ping’s determination to insure its heavy sale
abroad was apparent by the full page advertise-

ment of the book in the widely distributed Peking .

Review for 7 consecutive weeks, beginning in
April,

(U) Running = close second was a volwme en-
titled “Stories About Not Being Afraid of
Ghosts” which brings together a collection of an-
cient Chinese tales. A pointed introduction calls
attention to the fact that while there are no
demons today like those described in the tales,
“there are many things which resemble them—
imperialism, reactionaries, difficulties and obsta-
cles in work, etc.” Throughout the preface, the
author, Ho Chi-fang, reiterates that the ghost
stories are propagated as ocurrent ideological
perables, As a promotional stunt, the editors of
Peling Review offered overseas subscribers a copy
of “Ghosts” for every subscription or renewsl to
the Review.

(U) With respect to works published in for-
oign languages other than English, Mao’s writings

11 April 2012
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in various foreigr languages in book and booklst -
form were reléased in great pumber: There was.

a Portuguese, translation of his first volume. -A

contract was let to publish & J: apinese version of -
his volwhe IV, Late:in the year, a.People's-Daily'.

advertisement stated: that a number of articles

from volume IV weére. being issued in: 11 separate -
pamphlgts: translated: into one ‘or miore of elghtu

different languages.. The choice-of languages in-
dicated that the targets for-these pubhcatxoﬁs are-
the non-'.B]oc -couritiies, .

(U) For the first-time sihce 1959, severa.l major
mainland newspapers: ‘became. available outside

China.. In 1960;People’s Daily wis the only Coin- .

munist Chinese newspaper obtainable t.hrough sub-

scription. In 1961 this subscription list was ex-

panded to snch othei: newspepers is 7a Kung Pao;
Kuarg Ming Pao, Worker's Daily an

News. ‘Theé blweelély phity theoretlc jouinal

Red’ Fldg wes 8150 xe&urned to the forelgn expopb E
list: * A yearend: advertisement; also posted if

People’s Daily; synounced that 29 Chinege-lap-
guags soientific: and technical perioditels pub-
lished by the Science Piéss—most of which had

been.delated. from export in 1989—would be.aveil-

able for subscrlpt,mns in 1962.

(U Booplels. Ohina, Ohing Piotoriad, Chinsse
Literature, Peliing: Review and Uhmw Recon-
striots-continued to- represept Peiping’s.f five-most
promment: foreigii-lingudge periodicals. Al
though ¢irculation figures: are univailable for
these pubhcat;ons, Qhing. Piatarial, en illustrated

monthly ihagazine dwgnea f6npopuliir.copgump- .

tlon a,nd prepared in 13. torexgn laﬁguages, mclud—

ﬂ\JD EXC.

Poulk .

"ing English, enjoys: by: far' the widest circulation

among tha group, estmated to be in the neighbor-
tiood of 1 miillion copies per inonth:
&) A promotionial devics Wworthy ini gll.respects

'OfM&dlBOD. ‘Avertiis was introduced by the-editors

of Okiha Reoonstiyots: In an attempt to. boost
Overseas clrcu.lataon, new subscnbers of old sitb-

scribers: renewing wers offefed a dozen sheets of
- statignery dicorated with colorful Chmese pnnts -
_inthe traditional style. (fg-22).

- (U): Chinese- Communist publications: have To-
flected & growing understanding ofeffective adver-
tising techmques, but this was.the first evidence.of
the use of the Poiveaway™ promotional dsvice:

(’U ) Peiping’s intsrational propagsnds ¢ffen-
sive in 1962 shows no sxgns J;lac.kenmg, Hesplte
économic disasters and tetrenchment on the China.

mainland. Chiress Commumsé' prdpagandlsts con-
' tmue to give particulai-emphasis.tor the “corréct-

dss” of Peiping's foreign. policy-=-especially: -as

1t pertams to differencés with the Soviet. Unioas=-.

and:to.the diive to solidify relationy withboth.its
Communist and non-Cominunist neighbors: As
in prgvious years,. supporbibr natmnal revolytion
coupled with répeated warnjigs-ofithe darigets: ‘of,
“colonislism” to world peace: provide: the major
ingredights of Peiping’s: propaga,ndw me&age to
the underdeveloped: areas, Agsustained and espe-
cially wtuperatlve personal. ttack on Bresident

‘Kénnedy and }is. administratioh’ and 4 carefully

executed drive to ling up stpport for U. N. mem-

beiship:continug:tohigh light Ciunese Com.mumst.'

propaganda prqsentatlom
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,(2)’ COMMUNIST PROPAGANDA EXPLOITATION OF CAPTIVE U.S. ARMY PERSONNEL (U)

(U) Communist propagands exploitation of
captured U.S. soldiers and defectors from U.S.
Forces continues today, in a vein similar to that
observed during the Korean War. Retent inci-
dents in South Vietnam and Korea are pertinent
examples.

(U) In South Vietnam, two U.S. Sergeants,
both members of the 1st Battle Group (Special
Forces) who were captured by the Viet Cong, were
said by the clandestine Communist Vietnaméss
“Liberation Radio” on 1 May 1962 to have been
released because of their “repentance. for bar-
barous aggressive activities,” Subsequently
TASS the official Soviet news agency, amplified
the propaganda in broadcasts on 8 and 10 May.

(U) A clerk-typist assigned to MAAG, Viet-
nam, was kidnapped on 24 December 1961 by the
Vietnamese Communists and released 6 months
later on 24 June 1962. While & prisoner, he was
reported by the “Liberation Radio” to have
written two letters criticizing the U.S. Forces in
South Vietnam and U.S. policies in that country;
on 9 and 11 June 1962, the North Vietnamess radio
broadeast the texts, supposedly “at his request.” -

(U) In Korea, the defection to North Korea
on 28 May 1962 of a U.S. Army privaté has given
the Communists a potent propaganda tool. The
soldier, who has a record of dereliction of duty
and misconduct, walked across into North Xorea

while on duty with U.S. Forces at the de-

militarized zone. He has been quoted by North
Korean radio in a long statement praising the
North Korean people and condemning the “aggres-

sive policies” of the U.S. in South Korea. First -

announcement of his defection was broadoast in
Korean to South Korea, and in English to Asis,
as well as the domestic North Korean audience, on
12 June 1962, On the same day, a report of the
defection was included in a frontline, loudspeaker
broadcast directed at the 28th ROXK Division.
Both announcements were embroidered with the

TR
Dex. 35

usugl Communist propagands against the U.S.
Army and U.S. policies,

(T) On 15 June 1962, a North Korean front-
line, loudspeaker broadcast aimed at the 8th ROK
Division reported in English and in Korean that
North Korea had another U.S. Army “defector”
who was identified as “John Nixon, & member of

‘tl—t;gj_ﬂﬁl&ln Division.” 1

(U) During the Korean War, such announce-
ments were frequently repeated and widely dis-
seminated, as is true of this latest propaganda.
The occasional nature of recent Communist op-
portunities for such propaganda has not changed
the method of its presentation or its purpose: to
create confusion, frustration, and mistrust in U.S.

- ranks and among U.S, allies. Such incidents serve
to re-emphasize that Communist propagendists
everywhere will continue to exploit by duress, dis-
tortion, and outright prevarication both U.S,
military captives and deserters to Communist
control.
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(U) SECURITY RESPONSIBILITIES (U} .

(U) On 20 April 1962, the Assistant Chief of
Staff for Intelligence (ACSI), Department of the

_Army, and the Provost Marshal General (PMG)

concluded an agreement which delineates their re-
spective roles in the field of security. This agree-
ment, prepared jointly by representatives of
OACSI, PMG, and the U.S. Army Intelligence
Center (USAINTC) in the form of a Memoran-
dim of Undeistanding with Addendum, is
reproduced here (figs. 23 and 24) for general
information.

(U) The agreement was considered necessary to
clarify often conflicting definitions and interpre-
tations of the term “physical security” which are
found in current Department of the Army pub-

lications and to assist commanders in eliminating

duplication of effort in accomplishing security

DR
Dde 3

Kds

surveys, a duplication which results in waste in
terms of time, money, and personnel,

() It is believed that the agreement and its
addendum are self-explanatory. One point, how-
ever, may well be emphasized. A. counterintelli-
gence survey is conducted as & service to assist com-
manders to determine the security measures re-
quired to protect key installations from possible

sabotage, espionage, subversion, and-unauthorized:

disclosure of classified information. The security
activities of the Militery Police Corps, Provost
Marshals, and other staff officers or agencies sup-
plement rather than duplicate the functions of
Army Intelligence Corps units. A coordinated
effort with all investigative elements using their
particular capabilities is seen as the best approach
to the overall secutity problem in & command.
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DEPARTMENT OF THE ARMY
WASHINGTON 13,0 G

ATK 201962

MEMORANDUN OF UNDERSTANDING
SECURITY

1. The purposo of this Memorandum and Addondum io to deline the aress
of primary interest {o the Assistant Chief of Staff for Intelligence and
The Provest Marshal Cenersl in the field of socurity and'to insure a spirit
of closo coordinetion on all matters of mutual interest 1u support of security
within the Departmant of the Aray. Such action is,considored meceszsary in
view of the conrlicting dsfinitions and interpretations of physical umruy
which are 1o be found in current Department of the Army pub! caﬁens.
Intedligencs and Pravost Karshal $1ald operstions will confom to m.-
Memorandum.

2. Tha ACSY, uder sigsrvision of tha-Chiaf-of -Staff, -United-States
ATy, has the General Staff responsibility for plans, policles and proscedures
concerned with counterintelligence. Those aspects of security in which the
ACSI has primary staff interest Snvolve counterintelligence investigstions,
counterespionage and countersabotage operations, and other counterintalli.
gonce setivities, including counterintelligencs murveys and inspoeations and
the protection of classified defense information, in any forwm.

3. The Provost Marshal Ganeral, under the direct suparvision and conw
trol ¢f the Deputy Chief of Staff for Persomel, formulates, coordinates
and supervises the axacutd Jn of plans, policies and progeduves pertaining
to the crimina) investigation, law enforcement and corime prevention aspeots
of sscurity., His tole fn security is relatad to prevention of wnauthorised
entry, the contrvl of entry, sirculation and exit of suthorized personnel
and vehiclaa, and the enforcemsnt of lave and regulations by means of
Military Polico and civilan guard sarvices, perimoter barriers and approach
arsas, ard protective lighting and alurm systems, psss and badge systems,
and the conduot of Military Poliea zctivities in lav enforcement and the
prevention and detection of crimo. Hs has staff rugmnd.bmv for the

uupttvn vp'utionn,
erime prevention surveys, Mlitery Police of
surveys to-establish ths need o7, or to determine tha dt.eunn.u of
those physical nsasures idontiffed sbova,

he Close cocperation between ACSI and TFMD activities st a1l echelons
ia s mtua recognized necessity. Those aspoots which are of vatual ‘in-
terest will cooprdinated at the Department. of the Army level botween tha
ACSI and TFMO; laterally, betwsen rospective uaiis, intedligence officera
and provost marshals, boards, schools or centers) or within comzard channsls,
a{ﬁ\oprxn-. c.'l.no coordinatien wdll also be effectad ‘between the US Arxy
noce Board which establishas requirsnents and svaluates alam systems,
locun: devices and other anti-intrusion devices in comnsctien with the
safoguarding of clanssiflsd information and the US Army Mltary Police Board
which establishes requirements and evaluates similar devices for the purposs
of derying illegal entry and preventing thefs,
S Tt is sgreod that sction will bBe taken by the sgsncies cencernod
to incorporate in pertinent publiscations, provisions reflscting the coutent
u:‘:g&rn of this Hemorandua, Sush sction will be taken st the timo of
R review and yevision of sech regulations and pubdications.

' &  Attached Addendum is nade @ part of this Memorandum. '

Major General, 03 Major General, USA
ACofS for Intelligence ‘The Provcst Marshal Gonsral
1 Insd

Addendun to Memarandum
of Understarding, Security

Figure 88 (UNCLASSIFIND). Memorandum of understending of secrecy, 20 April 1962
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Physdical secur:i.t;y i3 understood to be a distinct type of security
as differentiated from document and information security and from
personnel security as discussed in paragraphs 199 through 202, FM 30-17.

The use of the substituted terminology, “eriminal investigation,
law enforcement and crime prevention aspectg of security“, in lieu of
the term ‘physical security" in describing the interests and responsi-
bilities of TPMG is not to be construed a3 changing or modifying, or
as constituting a basis for future change or modification of his
responsibilities for physical security as stated in paragraph LO, AR 10-5,

The primary staff interest of ACSI in counterintelligence surveys,
which may assess ‘counterintelligence effectiveness of physical sscurity
plans and procedures, is not understood to include primary staff interest
in physical security surveys as described and defined in FM 19-20 and
M 19=-30., Terminology, "surveys to asstablish the need for, or to
determine the effectiveness of those physical measures identified above?®,
is understood to describe and refer to physical security surveys as
discussed in detail in FM 19-20 and FM 19=30.

Major General, GS
ACofS for Intalligence The Provest Marshal Ceneral

. DEPARTMENT OF THE ARMY
WASHINGTON 23, D, G,

APR 2 0 4602

ADDENDUM
TO
MEMORANDUM OF UNDERSTANDING

SECURITY

| Vpgeda—

Major Oeneral, USA

66

Figure 24 (UNCLASSIFIED).

TNOEY
Toe 3

Addendum to memorendum of understanding on gecreoy, 20 April 1362 (U).

: * Regraded UNCLASSIFIED on
by USAINSCOM FOUPA

Auth para 4-102, DOD 5200-1R

§947 oS HEaSY

LR I




’
SECRET

t€1 SECURITY VIOLATIONS ARE BAD HABITS (U)

@ e
b1

(U) One must remember that the only known
enemy espionage is that which has failed,
9
%) @
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(2j VIOLATIONS REPORTED BY STATION (U)

(2) VIOLATIONS REPORTED BY YEAR (U)

D1

A
.

Figure 25 (CO; IAL). Violations (U). i
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Figure 86 (CONEIDENTIAL). Cotegory of personnel involved {n security violations (U).

@]
N

b1 b1
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Figure 87 (CONRIBENTIAL). Types of violations (U)
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Indicated below are one or more statements which provide a brief rationale
for the deletion of this page.

Xl Information has been withheld in its entirety in accordance with the
following exemption(s):

(b)(1)

It is not reasonable to segregate meaningful portions of the record for
release.

[ 1 Information pertains solely to another individual with no reference to
you and/or the subject of your request.

[ ] Information originated with another government agency. It has been
referred to them for review and direct response to you.

(] Information originated with one or more government agencies. We are
coordinating to determine the releasability of the information under their
purview. Upon completion of our coordination, we will advise you of their
decision.
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Freedom of Information Act/Privacy Act
Deleted Page(s) Information Sheet

Indicated below are one or more statements which provide a brief rationale
for the deletion of this page.

] Information has been withheld in its entirety in accordance with the
following exemption(s):

(b)(1)

It is not reasonable to segregate meaningful portions of the record for
release.

[ ] Information pertains solely to another individual with no reference to
you and/or the subject of your request.

[ ] Information originated with another government agency. It has been
referred to them for review and direct response to you.

[ ] Information originated with one or more government agencies. We are
coordinating to determine the releasability of the information under their
purview. Upon completion of our coordination, we will advise you of their
decision.

[ ] Other:
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{ef West Germany (U)

(V) Argentina (U)

{(U) On 14 June 1969, it was announced that b6 }a naturalized
Argentine citizen born in Aussig, Czechoslovakia, and] 5 _la
naturalized Argentine citizen born in Berlin, Germany, had been arrested by
Argentine gsecurity authorities for espionage activities on behalf of the Soviet
Bloc. [ v |is the former head of a pro-Communist orgenization devoted
to the expansion of Argentine trade with the Communist Bloc. Initial infor-
mation indicates that b6 Iwere associated with other former

- German nationals now residing in Brazil and Cuba who are allegedly engaged
in intelligence activities, According to Argentifie intelligence, radio trans-
mitters, cipher materials, photographic and microfilming equipment, and other
apparatus were seized in the homes of the two men. :

(@ California (U)

££)
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SECRET
U lceland (U}

. (U) InMay 1962, Xceland expelled Czechoslovak trade envoy, Vlascimil V.
Stochl, charging that he had attempted to persuade an Xcelandic civilian pilot
to collect information concerning U.S. militery aircraft besed at Keflavik,
Tcelond. The Icelandic Justice Ministry stated that the civilian pilot, Sigurdur
Olafsson, employed at the U.S. base, had complained to the Czechoslovak
Fmbassy about faults in a twin-engine aircraft he had purchased from Czecho-
slovakia in 195¢. The Ministry said Olefsson quoted Stochl as saying that
Czechoslovekia would give him a new plane in exchange for information about
the American planes at Keflavik.

187 Mexico (U)
;(;8)' | b1

b1
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SECRET

By Order of the Secretary of the Army:

Official:

J. C. LAMBERT,

Major Generdl, United States Army,

The Adjutant General.

EARLE G. WHEELER,
Gensral, United States Army,
Ohief of Staff.

Distribution:
Active Army:
USofA (1) AMO Det No. 1 (Ord) (8) Br Sve 8ch (1)
ASA (MP&RF) (1) TSCONARQ (8) NWO (1)
ASA (T&L) (1) -O8- Maj--Comd. .(10). .except IQAF (1)
ASA (RD) (1) USART (1) USMA. (2)
USASA (8) TUSARCARIB (15) USA Cold Wea & Mt Sch (1)
ORD (1) TUSAREUR (94) USA Msl Comd (1)
OLL (1) USARYIS (20) TSA Avn Cen (1)
CARROTO (1) ARADCOM (3) USA SpWat Cen (1)
00A (1) ARADCOM Rgn (2) Engr Cen (1)
TJAG (1) LOGCOMD (1) QM Intel Agey (1)
CofF (1) ZI Armies (50) except Ord Intel Agey (1)
CMH (1) Second USA (70) Med Info & Intel Agey {1)
TAG (1) Third US4 (35) Sig Intel Agey (1)
TSG (1) Fourth USA (40) Oml Intel Agey (1)
TPMG (1) Sixth USA (86) Trans Iutel Agey (1)
BUSA (2)
CofT (1) MDW () AMS (1) ,
DOSPHR (8) US Forced Japan (10)
101st Abn Div (2)
ACSI (146) USA Obt Dev Bxper Cen (1) Iceland Def Force (1)
DOSOPS (8) USA Aggressor Oen (1) Mil Msa (1)
DOSLOG (3) Sve College (2) except MAAG (1)
AMO (8) URACGSO (1) ARMA (1)
NG: None,
UBAR: None.
For explanation of abbreviations used, see AR 320-50.
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(U) INTRODUCTION (U)

(U) The United States Army, as a con-
sequence of Its world-wide mission and dis-
position In defense of the nation and of our
allles, has beenand Is a maln target of es-
plonage and subversive operations directed
by the Intelligence, counterintelligence,
and psychologlcal warfare services of the
Sino-Soviet bloc countrles. Instances In
which these hostlile services have sought
to subvert Army personnel or enmesh them
in espionage are numerous and frequent.
There are no indications that these hostile
operations against the Army will decrease;
to the contrary, they may become more
frequent. To defend against them, it Is of
urgent Importance that all Army personnel,
mtlitary and civilian alike, be aware of
the nature and techniques of hostile espio-
nage and subversion. It Is the purpose of
this booklet to contribute to such an aware-
ness by presenting a review of Communlst
directed espionage and subversion against
the United States Army in recent years.

(U) The review is in three parts. Part
I 1llustrates the emphasis bloc intelligence
services place on the detection of charac-
ter weaknesses, Indiscretions, and evi-
dences of emotional instability on the part
of Army personnel, all of which may be
used to involve them in espionage opera-
tions. It also shows the manner in which
these hostile services exploit blood-ties
between residents of Communist countries
and members of the Army, its clvilian em-
ployees, and its local foreign employees
In overseas commands.  Summarles of
actual cases are presented to clearly show
the manner in which our enemies bait their
snare with money, alcohol, and sex,or
resort to the use of threats and other forms
of mental duress to bend their victims to
their will.

(U) Part Il discusses the use of tech-

SECRET

811 b2

nfcal equipment by hostile intelligence
services. |n recent years their techniclans
developed a formidable array of toolsto aid
them in the clandestine collection of infor-
mationand to entrap the unwary. The mod-
ern Communist espionage agent has at his
disposal and Is tralned to use a varietyof
devices which enable himto covertly mon~
itor telephone conversations and to listen
in on private conversations in closed rooms,
restaurants, hotels, and offices. He is also
able to take surreptitious photographs of
persons, places, and things. The security
problems posed by these devices-have In-
creased greatly since the developmentof
miniaturlzed electronic and mechnical
components; they may now be carried In-
conspicuously on the person or easily con-
cealed in or outside of rooms and butldings
in such a fashion as to defy detection.

(U) Part lll reviews the use of propa-
ganda by hostile intelligence and psycho-
loglcal warfare agencies to undermine the
morale and loyalty of American servicemen,
to estrange Unlted States Forces from thelr
allies, and to incite the populace of friend-
ly foreign notions against the presenceof
Americansoldiers. Examplesof propaganda
to achieve each of these Communist aims
are cited in order that similar propaganda
of this nature, wharever it may appear,
may be readlly recognized for what it is by
Army personnel.

(U) It is intended that this booklet be
given the widest possible distribution con-
sistent with its security. classification in
order that it may achleve its purpose.
Much of the information contained herein
has been prepared for use in Implementing
those provisions of AR 381-12, Subversion
and Espionage Directed Against the US
Army (Short title: SAEDA), dated 8
September 1961, which require that all
Regraded UNCLASSIFIED on
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military personnel and clvilian employees  precludes direct use of some portions of
of the Army be glven an orientationon  the materfal in the preparation of Indoc-
methods used by foreign intelligence ser~  trination lectures, such material may be
vices to gather information pertaining to  used as background information for in-
US Army Installations, actlvitles, and  structors possessing adequate security
personnel. Where security classification clearance.

FOR THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE:

AN

CHARLES J. DENHOLM
Brigadier General, USA
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(U) The Soviet espionage network,
augmented by those of the Satellite coun-
tries, 1s by far the largest in the world.
Itsoperational bases are located In virtual-
ly every country on the globe. Thousands
of Communist bloc agents in the guise of
diplomatic personnel, military attaches,
commerclal representatives, artists, tech=-
niclans, tourists, emigres, etcetera, carry
on clandestine intelligence operations
from these bases. Some are located in
Sovlet/Satelllte embassles, consulates, or
the residences associated with these diplo-
matic installctions; othes operate under
the clock of press and travel agencles or
trade delegations; st1l] others illegally In-
filtrate non-Communist countries to pose
as loyal citizens while covertly engaged
In espionage.

{U) The United States Army, which
together with its sister services represents
the military power of Communism's princip=~
al FreeWorld antagonist, is a prime target
of this Soviet bloc esplonage network. lts
operatives seek information concerning the
Army's strength, disposition, tralning,
equipment, communications, plans, re-
search and development, weapons, any-
thing which might ald C ommunist forces
in the event of hostllities.

(U) Never before in its peacetime his~
tory has the United States had occaslon to
deploy so many troops in so many foreign
lands as It has In the post World War I
perlod. To the Communist bloc intelli-
gence services, these hundreds of thou-.
sands of American servicemen and thelr
dependents stationed throughout the world
represent an Inexhaustible number of po-
tentlal sources for the information they
seek. Fully appreciative of this vast po=

TENOEEC
Loe H

PART 1

SECRET

tential, the Sino-Soviet bloc countries are
conducting an unceasing clandestine effort
to subvert and recruit US Army personnel
in order to exploit them for Intelligence
collection purposes.

(U) The methods employedare diverse
and Ingenious, and more frequently than
not of a sordld nature. In attemptingto
recruit their "targets", Communist agents
will not hesistate at the vilest of means to
achleve their purpose. They are fully
aware that any instances of immoral,
tllegal, or indiscreet conduct of US per-
sonnel assigned abroad are a valuable
lever in their hands. Personal habits,
tralts of character, mannerisms, and as-
sociations are scrutinized to determine any
irregularities of conduct. Information is
sought regarding personal interests, asso-
clates, and relatives residing In countries
under Communist control; particularatten-
tion is given to any evidence of black
market or other illegal transactions, in-
debtedness or other financial difficulties,
ilicit or abnormal sexuval activities, and
excessive drinking.

(U) In determining how best to effect
recruitment of his target, the foreign in-
telllgence agent considers no piece of in~
formation insignificant or Irrelevant. Any
evidence of misconduct is exploited to the
utmost. And If there is no evidence, it may
be contrived. Entrapment is a common tech~
nique. Hostile intelligence services will
frequently arrange situations which Invite
tillctt relations between US personnel and
foreign natlonals of the opposite sex who
are their readlly available tools. Claims
of pregnancy or alleged abortions which
may arlse from such situations are usedio
further entangle the entrapped Individual.
(See Fig. 1) :
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Figure |. (UNCLASSIFIED--FOR-OFFIEIALUSEONLEY) Confessed Informants of hostile

intelligence services who were companlons of U.S. military personnel (U).
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(U) Americans statloned in Iron Cur-
taln countrles are even more exposed to
hostile Intelligence operations; each in~
dividual and hisactivities, both duringand
after duty hours, Is subject from the moment
of his arrlval to a constant scrutiny and sur-
velllance by police and securlty agencies
alded by an army of Informants. Moreover,
complete control of public communications
services, constructlon work, and Installa-
tion of utllitles In thelr own countries
assures the Communist Intelligence services
.ample opportunity to Install covert listen-
Ingandrecording devices which Invade the
privacy of offlices and homes. '

(U) As a consequence of theirunceas-
ing effort, the number of Soviet/Satellite
attempts to recrult profitable sources of in-
formation from within US military forces,
wherever they may be stationed, is on the
Increase. Unfortunately, a rash of recent
cases-=both publiclzed and unpublicized—=
In which classified military Information was
fumished to Soviet bloc agents by US mili-
tary personnel and civillan employees
testifiesto the success andeffectiveness of
hostlle Intelligence methods.

(U) Military and civilian personnel

often fall to recognize foreign intelligence
activities directed against them because
they: (1) minimize the importance of their
own rank or dutles to foreign intelligence
services; (2) fall to appreciate the ease
with which any bad personal hablts, traits

of character, and associations can be used
agalnst them for purposes of blackmail, in-
timidation, and embarrassment; and (3) fail

to recognize or suspect questions posed by

foreign nationals in the course of otherwise
. Innocent conversation as deliberate attempts
by hosttle Intelligence to obtain valuable

information.
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(U) It is, therefore, belleved that US"
Army commanders and thelr staffs will find
the following summarlesof actual case his-
toriesuseful, notonly in alerting personnel
of their commands to the gravity of the
securlty threat posedby hostile Intelligerice
but also to acquaint them with the means
bywhichthey can avold or negate attempts
by hostlle Infelligence operatives to re=
crult or subvert them.. Each of the follow-
Ing Instances il lustrates a different approach
or combinagtion of approaches by bloc in-
telligence services to achleve their com-
mon goal.

"EASY MONEY"

(U-FOUB}Y Excesslve Indebtedness is
always a source of pressure on the debtor.
Communist intelligence officers know this
well and are ever alert to manipulate this
pressure on potential sources of information
who are in financlal difficulty. There are
known Instances where they have even in-
filtrated their agents into banking and lend-
ing Institutions in order to obtain the names
of borrowers. In the following case, they
obtained thelr information by other means
and quickly put it to successful use. A US
Amy soldier stationed abroad ( whom we
shall call Sergeant Brown) was their target.

(U-FQUO) Brown's difficulties began
when he trled to support both his family,
which he had left in the United States, and
a mistress with whom he cohabited at his
duty station. Agnella had been a barmaid,
but the American soldier's dollars made it
unnecessary for her to continue working.
Brown's pay, however, was insufficient to
cover the added expenses of this affair and
he began to borrow money from other sol-
diers in his unit. When he was unable to
promptly repay these loans, hé soon found
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it Impossible to borrow additional money
except at exhorbitant interest rates.

(U-FOUO) Brown was soon deep In
financial trouble. His mistress was preg-
nant and In the process of belng evicted
from her apartment for fallure to pay the
rent. In a note to Agnella, Brown wrote
his worries were compounded by the pos-
sibility of his being separated from the
Army as an undesirable becouse of con-
tinued excessive debts. To improve the
financlal situation, Agnella looked for
work,

(U-FOUO) Shefirsttriedto get a job
at the bar where she had last worked.
There she spoke to an old customer, known
only as "Egon”, who frequented the place.
She told him she was badly In need of
money; he appeared sympathetic and soon
assisted hertoa new job. Later, in thank-
ful conversation, she confided tn Egon
about her condition, her Army friend, hls
debts, and their need for money.

(U-FOUO) Agnella never saw Egon
agdin, but shortly thereafter two men un-
known to her visited the bar where she was
working, Introduced themselves as frlends
of Egon, and Invited her to their table.
During the ensuing-conversation, Agnella
discussed her financlal problems and one of
the men suggested the possibility of a well-
paidclerical jobwith his "firm." Arrange-
ments were thereupon made for a further
meeting to discuss this possibility.

(U-FOUO©) At this meeting, the man
suggested that they go elsewhere for the
discusslon, his chauffeur=driven car was
just outside. They drove to another res-
taurant where the man introduced himself as
Mr. Peters. He then told Agnella out-
right that he represented a certain Intelli-
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gence agency and that her job as a bar-
maid would give her an excellent opportu-
nity to observe people and pick up inter-
esting information; would she be willing to
become an Informant? Agnella accepted.

(U-FOUO) Peters said hewas primari-
ly Interested inobtaining information about
people who drank excessively or engaged
in licit sexual affalrs, Brown's name was
hardly mentioned, although Agnella did ex-
plain that she and Brown had pressing debts
amounting to $500. Peters asked for an
Itemized account, stating that this Indebt=
edness could be settled; it would be "easy"
to obtain the money If the couple could
furnish information about US Army installa-
tions, equipment, and personnel. Peters
ended the discussion by giving Agnellaa
telephone number and Instructions for their
next meeting.

(U-FOUO) Agnella quickly informed
Brown of these events and persuaded him to
accept Peter's proposition. Brown imme-
diately set downand turned over to Agnella
some notesonorder of battle information on
US unitsinthe area. At their next meeting,
Agnella gave Brown's notes to Peters. He
appeared satisfied with them and paid her
$75, stipulating, however, that this money
was to be used to buy civilian clothing for
Brown and that the Sergeant was to accom-
pany Agnella to the next rendezvous. When
Agnella disclosed that Brown had recently
attended a demolition training school,
Peters promptly requested that Brown also
obtain samples of explosives used at the
school aswell as all available fleldmanuals
dealing with US Army weaponry.-

(U-FOUO) Brown's complicity In this
esplonage operutionwas exposed a few days
later by mere chance. When he had been
placed under restriction for being AWOL,
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Brown prepared several reports for Peters
which he placed in a bundle of laundry
and gave to another soldier to deliver to
Agnella. This soldier, whose suspicions
had been aroused by some of Brown's re~
cent activities, opened the bundle and
discovered the reports. Brown and hlis
mistress were quickly arrested and soon
tried and convicted of espionage.

(U-FOUO) Investigatlon found no
evidence of Communist orlentation or as-
soclates In Brown's past., Nor did it un-
cover any evidence which might have
raised doubts about his prior loyalty to the
United States. This soldler probably had
never had the ‘remotest idea that ons day
he might betray his country. What then is

the lesson to be drawn from Brown's dis-.

grace? It is that irresponsible conduct of
one's personal and financlal offalrs can
leadto situations which may impalr judge=
ment, Integrity, and loyalty, situations
only too quickly exploited by hostile in-
telligence agents who seek them out.

(U-FOUS) What primary esplonage
technique appears In this case? It is the
use ofa"spotter.” In intelligencejargon,
aspotter isan Intelligence operative whose
principal function is to determine the
Identlty and clrcumstances of persons who
for one or more reasons may be considered
susceptible recruitment targets. Spotters
ate often recrulted from among those oc-
cupations which have frequent opportunity
to learn some detalls of an individual's
personal affalrs and conduct; barkeepers,
barmaids, waitresses, prostitutes, barflles,
and taxl drivers have been often used for
this purpose.

(U-FOUO). Upon learning information

about a person which may indicate his sus-
ceptibility, the spotter transmits it by var-
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ious means to an intelligence headquarters
where a dossler is opened on the potential
target. There, experlenced intelligence
officers review al! known factors bearing
onthe target in order to determine the pos~
sibility andbestavenueof approach. When
it appears that there s some possibility of
success, an agent is ordered to make the
approach.

(U-FOUO) In Brown's case, Egon was
the spotter; the circumstanceés which he re-
ported were the Sergeant's exira-marital
affairwith Agnella, the resulting pregnancy,
and their desperate need for money. This
was enough to give the "green light" to
agent Peters who had no difficulty in con-
vincing Agnella, and she, In tum, Brown,
that his proposal was a way out of their dif-
flculties. But In cases where the target in-
dividual Is not under immediate mental
duress and the prospects for success are not
immediate, hls dossier will be maintalned
in the files of the hostile intelligence ser-
vice in view of the possibility that addi- .
tlonal Information may permit an approach
at a later date.

THE HOSTAGES

- (U-FOUO) Thera are thousands of
personsassociated with the Army who have
close relatives or friends residing in coun-
tries under Communist control. They in-
clude the alien enlistees, many of them
refugees from Communism who have since
acquired citizenship, forelgnborn sclentists
and techniclans employed in research and
development for government agencles or -
military contractors, immigrant civilian
employees of the Army in the United States,
local foreign employees of overseas com-
mands on the periphery of the Communist
empire, and foreign born dependents of
servicemen. These people have chosen
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freedom and, with rare exception, have
shown their loyalty to thelr adopted coun=
try. Nevertheless, they are often the tar-
gets of Communist espionage operations
which seek to use thelrrelatives and friends
who are still subject to Communist controls
as hostages to obtain their ends.

(U-FOUQ) A soldier assigned to the
16th Field Hospital in West Germany be-
came involved in such an operationwhen
he visited his grandparents in Poland. He
had scarcely arrivedwhen he was summoned
to the local city hall, ostensibly for the
purpose of validating his travel documents.
There hewas taken to a private room where
he was questioned by two men who did not
identify themselves. After a few prelimi-
nary remarks with regard to his military
assignment, the men discussed the strained
relationship between the United States and
Poland, which they attributed to American
support of West Germany. The soldier was
then asked about USAREUR military units
and West German missiles sites.  He was
also asked If he would be willing to "work
for Poland" upon his return toWest Germany;
this, itwas implied, would be to the bene-
fit of his grandparents who might otherwise
suffer for his lack of cooperation. When
the soldier declined the offer, he was ad-
monished not to reveal the approach if he
wanted to avoid endless interrogations by
American security authoritles.

(U-FEUS) Another case involved
Carlotta, an erstwhile Rumanian national
who had married a member of the US Army
also stationed in Germany. Not long after
her marriage, she received her husband's
permission to visit her mother in Rumania.
She made application forthe necessary visa
and was directed to the Rumanian Consul-
ate in London. There, she was cordially
received by a consular official and, after
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furnishing the necessary data, issuedthe rs-
quired popers. Before her departure, how-
ever, one of the officialswho had been ex-
ceptionally courteous to her Indicated that
he too contemplated traveling to Rumania
soon and would be interested In meeting
her again.

(U-FOUO) Shortly thereafter, Carlotta
traveled to Bucharest. She had barely
arrived at her mother's home when she was
visited by the same Rumanian officialwho
had been so courteous to herin London. He
pretendeda friendly interest in her and per-
suaded herto accept several dinner engage-
ments. During these meetings, Carlotta
soon perceived that the Rumanian's Interest
was other than friendship. He spoke at
length about the loyalty she owed her native
land and how much it would serve the In-
terests of her family in Bucharest if she
would perform certain "harmless” favors for -
the Rumanian Government upon her return
to Germany. Although Carlotta politely
declined, she did accept an address to
which she should write If she happenedto
change her mind.

(U-FOUG) Carlotta left Bucharest in
a troubled state.,  Despite the suave and
courteous treatment accorded her by the
officlal, she feared for the safety-of her
family in Bucharest should she refuse to co-
operate with the Rumanian Government.
Upon arriving home, she immediately told
her husband cbout the entire matter. He,
in tumn, reported the circumstances to
Army Intelligence.

(U-FOUO) Army Intelligence officers
requested and obtained the cooperation of
Carlotta and her husband in an effort to
determine the true nature of the Rumanian's
interest. Carlotta dispatched a letter to
the Bucharest address, indicating her readi-
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ness to cooperate. She soon received in-
structions to meet another Rumanian re-
presentative at a given restaurant in
Germany at a specified time.

(U~FEUE) This representative turned
out to be a member of an official Rumanian
delegation in West Germany. He quickly
took Carlotta into his confidence and ex-
plained that, through her husband, she
could obtain certain US military informa-
tionthat the Rumanian Government needed
In order to "protect ltself against its
enemies." It was now clear that Army In-
telligence had to deal with a bona fide
Rumanian intelligence operation. The man
was arrested and soon admitted that he was
in reality a Rumanian Intelligence agent.
He also confirmed that Carlotta had imme-~
diately become the target of this espionage
operation when she first applied for her
visa at the Rumanian Consulate in London.

(U-FEUQ) Itis not only overseas that
such cases arlse. InJune 1961, the Unjted
States demanded the recall of Miroslav
Nacvalac, a Czechoslovak delegate to the
United Nations. He was charged with
seeking information about the US Army
Language School in Monterey, California,
from an instructor at the school who co-
operated with United States authoritiesin
their investigation of the case.

(U-FOUO) In a seriesof meetingswith
the instructor in Californla, Nacvalac
sought to obtain information about the staff
of the language school, the identitles of
students, and their assignments ofter com-
pletion of their language training. His
lever was the fact that the Instructor's
flancee was still a resident of Czechoslo-
vakia. Nacvalac implied that in exchange
for the Information he desired he could be
helpful in amanging an exit visa for her.

(U-FOUO) In response to the US
charges, Nacvalac claimed that he had
never been inCalifornia and had never met
the Instructor. The State Department there—
upon released photographs of Nacvalac to-
getherwith the instructor ot a meeting which
took place between the two men in San
Francisco on 14 November 1959. Nacvalac
subsequently left the United States.

(U-FOUO) These are but threa of many
similar cases. In each, the basic techniques
are similar. In the case of travel to Com=
munist countries, the intelligence services
learn of the scheduled arrival of their tar=
get from their consulates or other diplomatic
Installationswhich issue visas and entry per-
mits and from their border control units. In
other Instances, surveillance of postal com-
munications gives them leads to tlesbetween
their natlonals and relatives and friends in
the West. And when the target has been
identified, he or she is contacted either
directly or by mail and an effort is madeto
solicit cooperation by threatening the well
being of relatlves or friends living under
Communist control. Although there s
little or no evidence that these threats are
ever carrled out, the mere fact that they
are made by representatives of a society
in which suchthings are possible is enough
to lend them plausibility and give concern
to those to whom they are made. In these
cases, as in other hostile intelligence’
approaches, the best solution for all con-
cemed s to report the approach as quickly
as possible to the appropriate US agency.

FALSE COLORS

(U-FOYO) Another variation in :the
techniques used by Communist intelligence
services to recruit sources of Information
is the so-called "false~flag" approach.
The agent employing this approach mis~

7

FOROFHETAEUSE-ONEY

TL0EYC

Dy o (M8

OS~HE - 195X Aestlc




O™

represents himself and his motives to his
target. A case involving this approach
was terminated in March 1961 with the
drrest of Harold Borger, an American
businessman, in Nuernberg, W est Germany,
on charges of esplonage against the US

Army.

(U-FOUO) Borger, who lived in
Nuernberg and dealt in the import/export
trade, came to our attention when it be-
came known that he had visited East Ger-
many and the Soviet Union and, upon his
return, had coupled open criticism of
American foreign policy with praise for the
USSR. But his approach to an Army enlist-
ed man was not on that basis. Instead,
toking advantage of the fact that both he
and the soldler were of Jewish descent,
Borger discussed Israel and the merits of
Zionism. When he felt that vapport had
been established, Borger said that " lsrael”
needed military information and asked the
soldier to fumish him with the details of
USAREUR maneuvers, alert plans, and mis-
silesites, as well as Army technical manu-
als and equipment. He said that he would
deliverthe information to a "Zionist" con-
tact In Switzerland and that it might be
worth $600; he would also furnish the sol-
dier with a camera and a false bottom
briefcase to facilitate acquisition of the
material.

(U-FOUO) After his arrest, Borger
denied any intent of espionage or any con-
tact with a foreign iIntelligence service.
He at first malntained that he had sought
military information and materlal only for
the purpose of alding him in mdking ar-
rangements for the production of equipment
for sale to the Army. It was, however,
determined that he had been working for a
Communist intelligence service. He was
convicted by a West German court on

8

espionage charges and sentenced to two
and one-half years imprisonment at hard
labor.

THE DECOY

(U-FOUO) A derivative definition of
decoy describesa person employed to invei-
gle another Into a position where he may
be trapped, robbed, or the like. Decoys in
one form or another are often used by hos-
tile intelligence agencies. The following
case history illustrates but one use of this
technique. It Involves a servicemaon, re-
ferred to as Sergeant Smith in this account,
whowasassignedto a sensitive position with
the Army inWest Berlin. He was a ¢onsci-
entious worker of more than average intel-
ligence who was trapped by a Communist
decoy.

(U-FOUO) One evening, Smith and
a companlon visited a West Berlin bar that
catered chiefly to US military personnel.
He had previously visited the bar a number
of times and was well known to both the bar
personnel and clientele. During this visit,
Smith met an attractive German girl named
Elsa, whose smile invited his attention. Elsa
claimed'to be a ballet dancer who lived in
West Berlin; she looked the part and this
intrigued Smith. In qgn effort to Impress
her, Smith told her where he worked., They
danced several times and Smith then drove
her to a subway station where they parted
after arrangements had been made for
date several days later. She obligingly
furnished Smith her home telephone number.

(U-FOUO) The date took place as
scheduled, with Smith picking the girl up
at the same subway station at which he had
praviously left her. The two had drinks ot
a local bar, attended a Post movie, and
then returned to the same bar for more
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drinks. At this point, Elsa proposed that
they attend the East Berlin opera on their
next date. Smith agreed and a date was
set. He then drove Elsa to her subway
statlon where they parted.

(U-FEYO) The next day Smith made
arrangements for a pass to East Berlln, and
the following evening he drove to the opera
house where he was to meet Elsa. Contrary
to' USAREUR regulations, he wore civilian
clothes. When Elsa did not appear Smith
called her at the telephone number previ-
ously furnished. She answered, saying
that she had been delayed but would be
there soon. Shortly thereafter, she arrived

and saldthat hertickets for the State Opera

did not entitle them to good seats; conse~
quently, she planned to obtain tickets at
another theater. They drove to the other
theater where Elsa absented herself for ap-
proximately 15 minutes, allegedly to ex=
change the tickets. She returned and the
two took their seats. During the perform=
ance, Elsa left twice for short periods, al-
legedly to check her coat and to go o a
nearby restaurant to make reservations.
Afterwards, Elsa and Smith went to the
restaurant where they ate dinner and drank
champagne and cognac. During this times,
Elsa again briefly absented herself on two
occasions. They left the restaurant at mid-
night.

(U-FEUYO) The two then drove to an
apartment in the East Sector near Stalin
Allee, whers one of Elsa's glrl friends al-
legedly resided and where Elsa said she in-
tended to spend the night. She gave the
necessary directions, and they parked ap-
proximately one and one-half blocks from
the house and walked the remaining dis-
tance. The apartment house door was
opened by an elderly woman who took the
soldier and his date into a living room

where a table was set in German fashion
with sandwiches, hors d'ceuvres, and bot=
tles of champagne, wine, and cognac.
Elsa filled several glasses and offered them
to Smith. He admittedly drank at least two
glasses of champagne and cognac.  Smith
made advances to Elsa, who had previously
intimated they would be permitted, but she
rebuffed him without explanation and sud-
denly told him to leave. She accompanied
him part way to his car and then walked
back to the apartment. Not eastly put off,
Smith returned to the apartment and rang
the doorbell, which was answered by the
elderly woman; she told him to leave.
Smith belleved that he heard the telephone
ring during the conversation.

- (U-FEYO) He returned to the car and
drove to Stalin Allee, intending to return
to West Berlin via Brandenburger Gate.
Upon entering Stalin Allee he was stopped
by two East Geman policemen and a plain
clothesman. The keys were forcibly taken
from the automobile and he was accused of
drunken driving. Smith reacted correctly to
the situation and demanded that he be
placed in contact with a Soviet officer.
A Soviet Majorarrived 20 minutes later and
asked to see his Identification card. After
a cursory check of the papers, the Major,
and the plain clothesman escorted Smith to
the Soviet Compound in Berlin-Karlshorst,
He was taken to a room which appearedto
be an office where he was subjected to a
series of questions posed by the Major and
the civilian. Smith refused to talk to the
civilian, stating that he would speck only
with Soviet officers. The civilian counter-
ed by stating that he was a Sovlet officer.

(U-FOUO) The questions covered the
usual ltems of name, rank, service number,
unit, age, clvilian background, schooling,
etc. When Smith refused to talk, stating
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that he was required only to give his name,
rank, and service number, the civi ficmlsud-
denly ceasedto use the "soft" approach and
told Smith that he was"drunk and in trou-
ble." He was further advised that he was
in "their" (Soviet) control and it would be
to his advantage to cooperate. If he re-
fused to answer thelr questions, he would
be turned over to US authoritlies who, ac-
cording to the civilian Interrogator, dealt
harshly with personnel who were drunk and
disorderly andbecame involvedwith author~
ities in East Berlin. At thispoint the Inter-
rogationwas taken over by another civilian
who used a friendly approach. Smith was
asked whether he had enjoyed the theater
performance, how long he had been in
Berlin, whether he liked the city, and
whether he would like o drink.

(U-FOUO) The interrogation was then
resumed by the first civilian who used the
previous threatening tactics. This procedure
was repeated several times during the course
of the interrogation, which lasted from
0100 to 0930 hours. Finally, the civilians
threatened to take Smith to their superior
and told him this would be his last chance
to cooperate. This threat was not carried
out, but shortly before the interrogation
was terminated the first civilian threatened
to turnSmithover to the US authorities and
charge him with drunken driving and un-
specified traffic violations in East Berlin,
W hen this threat failedto elicit the desired
response, the civiilan then offered Smith
payment for his cooperation and stated that
the transactionwould be kept secret. Smith
refused the offer, and the interrogators ap~
parently. conceded their chances of making
a successful recruitment.

(U-FOUYO) US authorities, shortly
thereafter, recelved a telephone call from
the Soviet Kommandatura requesting that

Smith be picked up in East Berlin. The
transfer to US control was made without in-
cident, and Smith was allowed to take his
car with him. An interesting sidelight is
that the car had been thoroughly searched
without any effort made to conceal the
fact, although nothing had been removed
from the vehicle.

(U-FOUO) Smith's account of the
events that transpired during the time he
was under Soviet detention was confirmed
by tnvestigative means. Exceptfor provid=-
ing limited personality data on persons em-
ployed in his office, Smith conducted him=
self in an exemplary fashion while being
interrogated. The behavior which led to
hls detention was naive, but he did display
good judgement In the sequence of events
following his armrest. Subsequent efforts to
locate Elsa met with negative results; a check
of W est Berlin records produced no evidence
that she resided In the West Sector as she
claimed.The telephone number Elsa furnished
Smith was listed in an East Berlin Directory.

(U-FOUO) This case illustrates not
only the use of g decoy, Elsa, but also a
familiar alternation of intimidation and in-
ducement in an effort to recruit the target.
Th alt likelihood, Smith was. first spotted
and assessed by a Soviet support agent-—a
spotter—covering West Berlin bars and
looking for exploitable characterweaknesses
in American ioldlers. [t was probably re-
ported that Smith had a sensitive assignment
and a habit of picking up unknown women
In bars. The nature of his assignment was
no doubt confirmed by other spotters and a
file on Smith established at this step of the
operation. The next step was to confirm
information about his habits and then as=
sign an attractive girl the [ob of bringing
himto East Berlin. After she had succeetled
inmaoking contact with Smith and had per~
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suaded him to meet her In the East Sector,
the remainder of the operation was strictly
routine; it required only coordination with
the police, arrangements for the apartment,
and the immediate avallability of Soviet
interrogators to exploit the hapless target.

ASKING FOR TROUBLE

(U-FE&UE) In the foregoing case his«
tory, a decoywas used to contrive a situa~
tion in which a soldier's indiscretion led
to his belng subjected to intimidation and
pressure by a foreign intelligence service.
But more often, as In the case of Sergeant
Brown's financial difficulties, foreign
agents attempt to exploit existing situa-
tions to their own advantage. In the fol-
lowing case, an American serviceman's
misconduct and incredible naivete led ul-
timately to disloyalty, the compromise of
classifled informatlon, and his disgrace.

(U-FOUS) Carter was assigned to a
duty station in an lron Curtain country.
Although livingwith his family at this sta=
tlon, he entered into an illicit love affair
with a local girl employed as a mald at
his home. Desplte the fact that his wife
discovered the affair and discharged the
mald, whom we shall call llona, Carter
continued to maintain the relationship at
a downtown apartment.

(U-FOUO) Itwasnot long, of course,
before the affair came to the attention of
the intelligence service of the counhy.
The agents assigned to the case further
learned that llona had become pregnant
and had undergone an illegal abortion.
They contacted llona and encountered little
difficulty in recruiting her for an intelli-
gence operation to be mounted against
Carter. The cards were all on their side;
her alternative was a prison term for the
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illegal operation.

(U-FOUO) Initially, llona's only
task was to report on everything she could
learn concerning Carter's personal life,
activitles, job, habits, and associates.
At the downtown apartment, the agents
installed hidden microphonesand a two=way
mirror, a glass which appears to be a mirror
on the one side but which permits persons
onthe other to watch and photograph every-
thing going on in the room which it faces.

(U-FOHO Atthls stage, the case took
anunusual twist. llona, apparently prompt-
ed by remorse or genuine affection for
Carter, told him of her recruitment and the
hidden microphones and two-way mirror.
Cater's reaction was both stubborn and
nalve. He replied that he would continue
seeing her because he still loved her, was
concerned for her safety, believed the ob~
ject of the intelllgence operation was mere-
ly to keep him under surveillance, and,
now that he knew of it, he could outwit the
agents. Whatever misgivings llona might
have entertalnedwere relegated to the back
of her mind by her infatuation withCarter
and the relationship continued.

(U-FOUO) Not longafterthisepisode,
llona told Carter that she was again preg-
nant. After some discreet Inquiries, a doc=
tor was found who was willing to perform
the second abortion. Then, shortly after
the operation, Carter arrived at the apart-
ment to find two pollcemen and an Intelli-
genceagent awaiting him. They immedlate-
ly confronted him with the evidence of his
mlsconduct and violation of the laws of
thair country; however, they sald he could
avoid exposure and prosacution by render-
Ing "certain services." After several hours
of threats, abuse, and detalls of their evi-
dence, Carter agreed to cooperate. He
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later told US counterintelligence agents
that he was so frightened at the time that
he would have done or sald anything just to
get away from his captors.

(U-FOYO) Carter's treasonable re~
lationship with the Iron Curtain country
continued throughout the remainder of his
tourand came to light only after llona had
fled to a free country and confessed her
intelligence activitles to aquthorities there.
In the follow-up, Carter was taken into
custody and confessed his complicity, He
admitted that following his coerced re-
cruitment_he had met 35 times with enemy
agents and had fumished tham both clas-
sifledand unclassified information pertain-
ingto US military personnel andactivities.
He also admitted that hs was glven gener~
ous sums of money for his cooperation and
that prior to rotating to the United States
he was instructed to apply for duty in
another foreign country. llona's disclosures,
however, put an end to his treasonable
activities and to his military career.

(U-FOUO) The sordld tactics used by
the Communist agents to entrap Carter and
use hisown misconduct asa meansof black-
mailing him into commlitting treason were
not unusual. But another aspect of this
case wWas-also-0f-concern to Army security
personnel. This was Carter'sfallure to re~
port to his superiors Ilona's disclosure of
the enemy actlon being conducted against
him. Seldom do the targets of a hostlle
Intelligence operation have such an oppor-
tunity. Ordinarlly, thevictim has no fnk-
ling of the trap being set for him until it
is sprung. Had Carter reported llona's
disclosures promptly, he might well have
spared himself the mental anguish and the
serfous consequences that followed.
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A LOADED HANDBAG

(U-FOUO) Another case illustrates
the constant surveillance to which person-
nel stationed in Communist countries are
subjected by hostile intelligence in an
effort to detect any aspect of their con-

duct which may be exploited. It aiso in=-
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(U-FOUO) It is not only the malewho
is the target of hostlle Intelligence agen-
cies. There have been a number of cases
wherein unwary women have also fallen
into a snare carefully prepared by hosttle
agents. The following summary describes
one such case.

(U-FOUO) An American secretary,
referred to here as Eleanor, was employed
in the offlce of a US Governmerit agency
located In West Germany. One day at an
American club, Eleanor met an attractive
male, Paul N., who claimed to be o
naturalized US citizen. For Elegnor, it
wasa case of love at first sight and she and
Paul began dating each other.

SECRET

(U-FOUO) The romance which ap-
peared harmless enough went along smoothe
ly until ons day Paul announced that his
work required moving to West Berlin.
Nevertheless, the two lovers agreed to re-
main in close touch with one another by
mail and telephone. The relationship con-
tinued In this fashlon for some time until
Eleanor received a telephone call from
West Berlin from an individual claiming to
be a friend of Paul's. The caller advised
Eleanor that Paul had been seriously in~
jured and was hospitalized In East Berlin.
Eleanorwas thoroughly shaken by this news
and decided to go to East Berlin to see
Paul ot once.

(U-FOUO) At the hospital In East
Berlin, Eleanor was ushered to Paul's room
where she found him lylng bandaged in bed.
At the end of the visit, Paul handed
Eleanor a package with a roll of film which

. he asked her to deliver to the landlord of

his West Berlin apartment. Eleanor took

the film when she left, But immediately
upon leaving the hospital, she was accost=

ed by East German Police, who confiscated

the package. Before taking her to head-
quarters, they permitted Eleanor to see

Paul again for ¢ moment. When she told
him what had happened, Paul appeared to
be greatly perturbed and stated that the

incident would cause him a great deal of
trouble because he was working for a West=
ern intelligence agency.

(U-FEUO) Eleanor was then taken to
an East Berlin police station and shortly
thereafter turned over to a Soviet official.
The latter explained to her that she and
Paul were In great trouble because the
film found on her person contained pictures
of varlous items of East German military
equipment. Turning a deaf ear to Eleanor's
protestations of Innocence, the Sovlet
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pointed out the severe penalties that could
be appliedto both of them as a consequence
of this matter. When it appeared that
Eleanor was sufficiently shaken by this in-

formation, the Soviet dropped his harsh
attitude andadopted a softer tone. He told
Eleanorthat hawould be willing to arrange

for her and Pqul's release if she would
agree to obtaln for him copies of coded US

cablesbetween her office in W est Germany

and the United States. Eleanor agreed.
Before leaving, however, she was reminded

that Paul would suffer if she failed to keep

her part of the bargairi.

(U~FOUB) Fortunately for herseif as
well as her country, Eleanor supprassed her
feelingsfor Paul, went straight to her supe-
rlors, and reported the entire affair. Short-
ly thereafter, she learned from US invest-
igators that she had been duped. The case
investigation disclosed that -Paul was in
actuality a Soviet agent and the Soviet
official who had interrogated her was a
known Soviet intelligencs officer who only
a few years earlier had been expelled from
the United States for espionage activities.

THE "DOCTORED" PHOTOGRAPH

(U) The following case [llustrates the
sordid lengths t6 which hostile espionage
services are prepared to go to entrap thelr
target. [t Involved an American who was
the victim of a plot that allowed Commu-
nist agents to blackmail him for a weak-
ness he didn't have.

CONFIDENTIAL
b1

(U) Kelly was eventually rotated to
the United States, but ofter o few months
he'was returned to his former station. He
metagirl, and after they had known each
other for a while, she,asked him to her

.apartment to meet another girl, listen to

some new records and enjoy a drink. He
and another man did visit the apartment
and, after drinking heavily, Kelly took
one of the girls into the bedroom.
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CONFIDENTIAL

posal to entice, compromise, or intimi=
date prospective targets. In the Kelly
case, it is apparent that, unknown to

himself, his every move was under obser~
vation. To accomplish such surveillance,
agents are assisted by a horde of domestic
andpublic servantswho have been through-
ly indoctrinated to regard every foreigner
asa spy and to report all movement of for-
eigners to the police. The regular police
in turn pass the Information on to the secret
or security police for further exploitation.

7@[

(U-FOUO) Whether the doctor and
the girls willingly took part in the Kelly
case conspiracy Is immaterial. The secret
police needed their cooperation; they had
no alternative. Enlisting "cooperation® of
any citizen in an intelligence operation,
however sordid, poses no problem In the
Communist countries. Open refusal to co-
operate might have very unpleasant con-
sequences for any citizen.

@) N
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(U-FOUO) The first and most signif-
icant factor to be considered in this case
Is the ‘far more favorable climate for Com-
munist espionage operations that exist be-
hind the Iron Curtain. In conducting es~
pionage operations against US personnel
stationed within or traveling through their
countries, Communists have unlimited
facilities ahd opportunities at thelr dis-
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{ Figure 3. (UNCLASSIFIED --FOR-OFFICIAL-USE-ONEY) Confessad informants of hostile

intelligence services who were companions.of U.S. military personnel (U).
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Figure 4. (UNCLASSIFIED--FOR-OFFICIALUSE-ONEY) General view of test area
showing photographic targets ranging from 200 feet to [% miles (U).

TELESCOPIC PHOTOGRAPHY (U)

(U-F&U©) Figures 4 through 9
show the capabilities of telescoplc cam-
eras to clandestinely photograph docu-
ments, material, and personnel with un-
usual clarity, even at great distances.
Figure 4 depicts the general eye-view as
seen from a second story window, of a
parking area, an adjacent military post,
a golf course, ond across an estuary, a
public park. Using a telescopic lens, o
close-up photograph was taken of o 2" x
34" parking permit (Figure 5) fastened to
the windshield of an automobile (A) 200

actual size, It Is easily read. The model
identiflcation (Figure 6) on the front fen—
derof an automobile (B) parked 1,500 feet
away Is easily discernible. An Qut of
Bounds sign (Figure 7) on the golf course

NAEY 3,000 feet away stands out clearly.

In Figure -8, high magnification shows
workmen repairing a street lamp in the
public park (D), a mile and a half away.
This view is beyond the capabl lity of the
human eye. Figure ? was shot at a dis-
tance of 1,500 feet and shows how clearly
printed matter can be photographed at

feet away. Reproducéd at more than long distances.
FOR-OEFIEHE-FSE-BNEE 2
KA NI9 == A
SR T 4 |95 (S HC 1as 81 Seot(,




Best Copy Available

_—
=L AN
et

- y - ‘
Agansy W

TEMPD

A-B-G

. 67 - sl

o

Figure 5. (UNCLASSIFIED --FOR-OFREALAISE-ONLY) * A"--Parking psmnit mounted on
automobile windshield photographed at 200 feet (U).

Figure 4. (UNCLASSIFIED~ "B"-~Model Identification nome
on fender of automobile photographed at a distance of 1,500 feet (U).
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Figure 7. (UNCLASSIFIED -—FOR-OFFICIAL-USE-ONEY) “C"—Golf Course sign photo-
graphed at 3,000 feet (U).

Figure 8. (UNCLASSIFIED --FOR-OFFICIAL-USE-ONLY) "D"--Maintenance truck
photographed at a distance of 1% miles (U).
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camera loaded with Infrared fllm and Infra=
redflash bulbs which he cannot detect. In
secure areas where It wouldbe difflcult for
aphotographerto take plctures unobserved,
It may be possible to set up camera equip-
ment which can be triggered by Infrared.
Any movement Inthearea, therefore would
autclm'aaﬂcclly, andunwittingly, photograph
Itself.

Figure 9 (UNICLASSIFIED) Man and news-
paper photographed at a distance of 500
yards. (U)

= Talescopic lenses; Cameras equipped
with telescopic lenses have produced iden~
tifiable picturesof persons two miles distant
fromthe cameras. These same lenses can be
used to photograph documents lying unpro-
tected on desk tops by agents situated out-
slde the bullding In a position permitting
line-of-sight observation through awindow.
(See Figures 4 through 9).

= |nfrared: Development of flim, sen-
sitlve to Infrared, has enhanced the abllity
of foreign agents to take pictures surrepti-
tiously. Plctures can be taken at night by
tHuminating an area with Infrared. If the
target person is In a room In which there is
a two-way mirror, his actlvities can be
photographed through the mirror by using a
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who will one day cause a new war and
“force American boys to lay down their
lives intheirinterests”" and by provocative
allusions to alleged German ingratitude,
arrogance, and unreliability. Following
a lengthy recitation of alleged German
failings, the leaflet closed with an appeal
to servicemen to write thelr Congressmen
and to the White House to protest West
German rearmament. Significantly, with
respect to their origin, the leaflets didnot
protest Soviet arming of Communist East
German forces.

e
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(U) But in these publications a dif=
ferent tone is noted. While they too

attack "Hitler's Generals" and contain a

v 5 I L
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. . . Der Besatzer: .Okay, dieses Problam haben wir auf unsare Art schon ldngst gelSst.”

Figure 24. (U) Antl=US cartoon in March 1962 ssue of "Kaserne" magazine. (U)
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generous dose of anti=US and antl-NATO !

propaganda, there is no mention of the
German ingratitude, arrogarice, and une
reliabllity so prominently alleged In the
"FelHow American" leaflets. No indeed.
Instead, 1t isthe American serviceman who
Is pictured as unreliable and arrogant and
an immoral, rolstering bully as well.
Figure 24 is a cartoon which appearedin
the March 1962 issue of "Kaserne.” The
cartoon refers to a Soviet program for
"Elimination of the Differences in the
Living Standards between Cities and Ruml
Areas" and shows the Communist version
of how American servicemen are allegedly
themselves implementingsucha program in

the country town of Baumholder in West |

Germony. Typlcally, the servicemen

pictured in the cartoon are referred toas |

“The Occupler", a term itself calculated

to arouse G erman resentment, andplctured §

as destructive, drunken rowdles who have
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FIguré 25, (U) Propagonda intended to

brought only the most distasteful elements
convince West German soldiers that US

of city life to the country town. The

BN
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caption reads: "Okay. We've already
solved the problem In our own way."

(U) Figure 25 is a reproduction of an
article and {llustration which appeared in
the February 1962 issue of " Soldatenfreund"
underthe title "G l--Kannst du kaempfen?"
or "Gl, Can you Fight? It refers to an
American published book pertaining to
the behavior of Ametican prisoners inthe
Korean conflict and by Innuendo extends
the misconduct of o few to the entire US
Army. To further distort the account and
stress to the West German soldier the
alleged unreliability of his ally, the
Amerlcan soldier, the article concludes
with the statement: "A collapse of dis-

cipline and morale, cowardice, lack of -

comaradeship, physical softening, andthe
inability to adapt to battlefield situations
and to primitive living conditions==that

48
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sldlers are unreliable. (U)

is the sad balance the American Army
leadership was forced to drow from the
Korean war."

(U) In Asla, too, Communist pro-
paganda. .attempts to defame -and discredit
the American serviceman in the eyes of
alliedtroops. At Figures26 and 27 are two
examples of Asian Communist propaganda.
They are North Korean leaflets which were
dropped from the air over South Korea in
September 1962. Intended for the eyes of
the South Korean soldler, they seek toturn
himagainst his Americanallies by arousing
feelings of resentment and hate. Figure26
pictures a South Korean soldier on sentry
duty infoul weatherwhile American officers
are shown entertaining themselves safely In
their clubwith an abundance of food, drink,
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Figure 26. (U) North Korean propaganda
re 'high-living' American officers (V)]
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and feminine companionship. The essence
of the caption Is "while we work they

PIOY-"

(U) Figure 27 depicts the “Ugly
American" and distorts a series of actual
or alleged incidents in which American
servicemen have been involved in South
Korea. This leaflet is a graphic example
of the mariner in which the Communists. re~
peatedly dredge up isolated, uncommon in-
stancesof misconduct or accidents in which
American soldiers have been Infrequently
involved and serve them up as typical of
the behavior of all US service personnel.

(U) Another leaflet in this series is
shown at Flgure 28, |t pictures a group of
South Koreans carrying all of their port-
able possessions and traveling down a
Korean road. The text describes them as
refugees from the "Yarkee invaders” and
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Figure 27. (U) North Korean cartoon showing the "Ugly American” In Korea. (U)
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Flgure 28, (U) Communist leaflet urging South.Koreans to turn their guns on
Americans. (U)

as the parents, wives, and children of cow published officlal organ of the USSR.
South Korean soldiers who are urgedto It shows an American soldier on duty with
turn their guns on the Amsricans and res~ an American Military Assistance Group in
cue their suffering families. The Commu- an Asfan country and suggests that the
nist origin of this sentimentis evidenced native soldler whom he Is training should
by Figure 29 which appeared in the col- turn his weapon on the American.

umns of the newspaper “Pravda," a Mos-

nnmumlmilpm mnulmm OPYIHEM, HACRCNTHDYEMOI AMePIHBNCK!
COBRTRUKAMK, mmmﬂmm Coagari noe mu{mymnm-mmum cmmﬁ

rasyur: Heyss Txe ¢ - HaW AayKHOXCS, TYAaN N OTKANNNOVCH..

Figure 29. (U) Cartoon in Soviet newspaper "Pravda" with turn-your-gun-on-'rhe-
American theme. (U)

Tpoec |
VSA Toe 4 4o LOS— HQR- 19581 Sectlil

50




v

(U) Figure 30 is another example of
this theme. It Is a reproduction of a pro-
paganda leaflet prepared by the Communist
"Viet Cong" insurgents in Vietnam which
was found In the vicinity of an Amerlcan
Air Base in South Vietnam in January
1963. The scene shows marching Vietna-
mese led by an individuel carrying a
"Viet Cong" flag who Is trampling overa
figure clothed as an American officer and
representing the American Military Assist-
ance Group In that country.

(U) Another type of Communist hate
propaganda is addressed not to allied
troops but to the local populace In areas
where American units are stationed through=
out the world. This propaganda seeks to
incite the local populace against the pre-
sence of American troops by selzing upon
every incident in which an American

NI

.

filth

ettt

Figure 30. (U) Norl'h Vietnamese prOpo-
ganda leaflet against US MAAG officers. (U)

CO

CO TIAL

serviceman is involved and distorting or
magnifying the incident to somehow blame
all Americans for the incident or picture
it as typical of Americans. Every auto=-
mobile accident, every street Incident,
every bar brawl, every shooting of an
unknown intruder by an American sentry,
every unfortunate incident involving an
American soldier, no matter where the
fault lies, is depicted in Communist and
Communist-oriented newspapers and pub-
iications throughout the world as the fault
of the soldier.and the result of his alleged
arrogant, callous attitude toward the local

populace.

@]

]

(U-FOHO) A recent example of this
type of Communist propaganda came to
light in September 1962 when USAREUR
forces were the target of a direct attack
mounted by the underground Communist
Party in the rural communities surrounding
an American training area. In May, a
minor water contamination had occurred
when USAREUR troops dug latrines in an
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area that furnished water to one of the
communities. This occurrence became

known to the local press and public, but

contacts between Army representatives
and local authorities alleviated the worst
aspectsof the public relations problem and
measures were Initiated to prevent a re-
petition of the happening.  However,
when in September another USAREUR unit
again Inadvertently dug latrines near the
public water supply, the Communists
promptly produced and distributed a leaf-
let which attacked the "deliberate® dis-
regard for the rights and interest of the
civil population exhibited by the "occupa=-
tion troops." The leaflet {s shown at
Figure 31. It pictures an occupled privy
labeled " Amis," German slang for Ameri-
cans, directly connected to a household
cookpot. The leaflet is signed KPD, an
abbreviation for the illegal German Com-
munist Party.

(U-FOUO) in ltaly, when Army
authorities introduced use of the poly-
graph, the "lie detector,” in an effort to
halt a wave of thievery at Camp Darby,
the Communist press vociferously protested
the use of this Investigative aid on ltalian
employees at the Camp. Ina four-column
article published in "I'Unita, " the leading

use of the machine on ltallans was only o
smoke screen to draw attention from the
fact that the Americans themselves were
the "blggest thleves." (See Figure 32).

(U) Aswe have seen, however, the
Communists do not always identify them-
selves by their signature or by publication
in thelr newspapers and magazines as the
source of theirown propaganda. Frequent-
ly, in order to give thelr charges more
authenticity and to avoid the skepticismif
not disbelief which often attaches to pro-
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Figure 31. (U) Communist claim of US
"deliberate" disregard for interests of the
German people. (U)

pagonda openly attributed to Communist
sources, they indulge In fraud and forgery
of documents which purport to be of offi~
cial western origin.

{U) In November 1962, a series of
forged letters were mailed to the mayors
of over 20West German communities in an
effort to disrupt German-American relations.
The letters, shown at Figure.33 were typed
on the stationary of the US Army Head-
quarters Area Command and signed by
Colonel Nathaniel R. Hoskot, Command-
ing. Their text advised the mayors that
their communities lay in an area which was
soon to be the scene of a major maneuver.
In an impertinent tone, the letter directed
that in the interests of public safety during
the supposed maneuver, West German
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Figure 32, (U) Communist press

civilians were to stay off the streets and
to stop all work in fields and forests.

(U-EQUO) Althoughsuch a command
had at one time existed under Colonel
Hoskot's command, it had been eliminated
in an April 1958 reorganization and
Colonel Hoskot had been long since re-
assigned. Thispropaganda plot was there-
fore quickly countered in a prompt préss
campaign which warnhed that other -com-
munities might also receive these Com-
munist forgeries. However, had the Com-
munists not chosen a nonexistent head-
quarters in this instance, the confusion
might have been considerable.

(U-FOUO) Another Instance of Com~
munist black propaganda, but with an un=-
usual twist, came to light in 1961. It in-
volved a favored Communist cold war pro-

cD/QD@ C.
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attack on US Army use of lie~detector, (U)

paganda charge against the United States
and Americans stationed or traveling
abroad. - Newspapers In the Soviet Bloc
regularly charge them with being sples
and Communist newspapers elsewhere just

~as regularly follow sult. One purpose of

such charges is the familiar effort to dis-
credit the United Stotes and Americansin
the eyes of the unsophisticated. But of
equal Importance to the Communist are the
related purposes of detracting attention
from the world-wide army of Communist
agents and isolating the peoples of the
Communist empire from contact with. Ameri-
can travelers and officlals.
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Figure 33. (U) Forged US do¢uments intended to disrupt community relations. (U)

leading Czechoslovak newspaper, "Red
Truth{Rude Pravo)" carried a three=column,
front page story headlined "Directive for
Esplonage Activities of Military Attaches
of the United States." At first glance this
looked like just another of many such
articles. But there was a difference. At
the heart of the article were two classi-
fled OACS|; Deépartment of the Army
letters contalning guidance to Army
Attaches for their ‘relations with Soviet
orbit officials. (See Flgure 34). Backed
by photographs of the compromised SECRET
letters, the story enlarged upon their
translation with the usual Communist em-
broidery. "Red Truth" did not reveal how
or where it had obtained the letters, ex-
cept to mention. cryptically: "The texts
of the secret diroctives have recently been
placed at our disposal.”

(U) That moming all major Czechos-
lovak dailies had front-page stories re-
garding publlcation of the documents by
"Red Truth." The Czechoslovak news
agency, CTK, carrled a lengthy dispatch
describing the "Red Truth" publication on
its English language European wire. The
following day, "Red Truth" and "People's
Defense (Obrana Lidu)* were the only
Czechoslovak newspapers to mention the
story, but by this time Warsaw's "People’s
Tribune (Trybuna Ludu)" and Sofia's
"People's Army (Norodna Armia)" had
picked up the article.
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(V) But the documents were not men-
tioned again In Prague newspapers. Ex-
cept for the stories mentioned above, other
Satellite newspapers made only slight men- @ /
tion of them. Surprisingly, the Russian
press [gnored it. Mostwestern newspapers,
after recelving the CTK release, treated
the story as another hoax or dismissed it
completely,
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(U) A third type of Communist pro-
paganda directed against the Army Is some-
times addressed to American servicemen

(8) themselves in an effort to subvert their
morale and resolve. Since 1961 when the
American garrison in West Berlin was re-
Inforcedasa result of another crisis inthat
Cold War hot spot, the East Berlin Com-
| \

munist radio has been broadcasting each
night at 2300 hours a special program in-
tended for personne! of the US Berlin Com-
mand.  Styling itself the real "Voice of
Information and Education," the station
transmits a program of recorded popular
music and features a sultry-foiced female
announcer and male commentators who
"analyze" the situation in Berlin.

(U) Among frequent references to
home, mother, and sweethearts, the pro-
gram emphasizes the paradox of Americans
protecting Berlin when their fathers fought

s o SECRET 7
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the Germans on their way to Berlin in
1945. The language is reminiscent of the
"Fellow American" leaflet previously
shown. A typlcal commentary whichwas
monitored on 5 December 1961 went as
follows:

(U) "There was a day In 1945 when
American armor was stabbing up towards
Berlin. Behind the armor, the tired foot
soldlers of the US Army were catching
hell on the main road. One guy, a
corporal, let us call him Billy Smathers,
.« « . (words indlstinct) . ...the pockets of
the SS with their burp guns. The damned
88 made the road to Berlin look ltke a
hellish fireworks display.

(U) “TheRussian soldiers were catche
ing the same kind of hell moving toward
Berlin from the other direction. That was

.16 years ago. The Russians made it, the
Americans made it, even old Corporal
Smathers made it. .

(U) "Well, today Corporal Smathers
in on that same road, Helmstedt/Berlin,
110 miles. But listen to thiss The guys
who are commanding Corporal Smathers-~
incidentally he is a master sergeant now,
but his top commanders are the same....

(indistinet). .. .burp guns and 88's thatr—

made Smathers think he was living in hell
back there in 1945.

(U) "Now, do you think | am out of
my mind when | say the same Nazi com-
manders are commanding Master Sergeant
Smathers today? Waell, listen to thisz US
forces in West Germany are part of NATO
forces. Among top NATO dogs are Gene-
rals Heusinger, he planned all Hitler's in-
vasions; Speidel, he was badly whipped in
the Soviet Union but shot a lot of hostages
in France; Kammhuber, an old Nazi man
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from the beginning; Foertsch, Chief of
West German forces and a war criminal.

(U) "There are many more of these
birds, but they are top NATO men now,
and that puts those convoys from here to
Helmstedt under their command. They
particularly want war. And now they think
they can give old Adoif's ghost those old
territories he wanted: Poland, Czechos-
lovakia, the whole of Eurcpe in fact. But
this time they will let Master Sergeant
Billy Smathers and a few million other
Americam do the dirty work for them. "

(U) Another Instance of this kind of
propaganda Is pictured at Figure 35. It is
an English language article addressed to
the "Boys from USA" which appeared in
the 26 August 1961 issue of the East Berlin
newspaper, "BZ am Abend." In the insert
immediately to the right of the English
language text Is a German translation of
it. But, curiously enough, this specimen
confirms the duplicity of Communist pro-
paganda. Whereas the English text Is
addressed to Amerlcans and defames West
Germany, the German language caption
immediately below the photograph of the
US soldiers and equipment is intended for
German readers and slanders United States

“wotives In Berlin. It reads: "On the border

at the intersection of Friedrichstrasse and
Zimmerstrasse, the Americans graphically
demonstrate that they will permit self-
determination by the German people only
as a farce under U SA bayonets, Adanaver
and Brandt dispute whichof them first called
for Yankee tanks, which of them isthe most
loyal menial of the USA." Reference to
the two personalities is to the Chancellor
of West Germany and to the mayor of West
Berlin, respectively.
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b1 conduct” on the part of "forward looking”
persons who “prefer peaceful Communist

objectlves" and ask for "asylum" in the
(U) Not a word of these circum=- "happy" Communist world. As in Abshier's

stances in the Communist account. Instead case, as well as with all Communlst pro=-

the Sino-Soviet propaganda machinesin~  paganda, the truth Is Invariably something

variable attribute such defections to “dis-  else.

satisfaction with Amerlcan policies and
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