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General Information Updated
Treasury-wide Security Programs 6/17/11

1.  Introduction

Treasury security programs consist of the following security functions including operational
support for the Departmental Offices personnel security, industrial security, physical security and
security education/training programs.

2. Treasury-wide Security Programs

a.

Personnel Security (Policy). Establishes Treasury-wide minimum standards for
background investigations and uniformed guidelines for adjudication of those

investigations; interprets and assists bureaus in implementing governmental and
departmental policy; and evaluating the effectiveness of bureau implementation.

Information Security. Establishes Treasury-wide minimum standards for
safeguarding classified information and support for sensitive information, This
includes protective requirements for:

. Identifying.

Marking (including downgrading/ declassification and decontrolling).
Handling,

Processing.

Storing.

Transmitting.

Accounting for/tracking.

Destruction.

Physical Security. Establishes Treasury-wide minimum standards to ensure
protection of Departmental personnel, facilities, and assets; and asmstmg and
evahaatlng the effectiveness of bureau implementation.

Industrial Security. Establishes Treasury-wide minimum standards to protect the
Department’s classified and sensitive information assets, and facilities accessed
by contractors throughout all stages of the acquisition process.

Security Education/Training. Establishing Treasury-wide training for persons
authorized access to classified information (including annually for Original
Classification Authorities identified in Treasury Order 105-19) and support for
sensitive information.
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Counterintelligence (CI). Establishes Treasury-wide policies to identify and deter
intelligence collection activities conducted against the Department’s personnel,
information and programs. Also develops CI awareness training programs and
coordinates CI investigations and activities with the law enforcement and
intelligence communities,
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General Information Updated
Departmental Offices 6/17/11

1. Introduction

The Treasury Security Manual serves as the Departmental Offices (DO) regulations with respect
to security programs administered by the Director, Office of Security Programs (OSP).

2. Departmental Offices - Operations

a.

DO Personnel Security (Operations). Ensures the integrity and trustworthiness of
the DO, Office of Inspector General (O1G), Special Inspector General for the
Troubled Asset Recovery Program (TARP), TARP employees, the Office of
Technical Assistance, HR Connect, and Community Development Financial
Institutions workforce by:

. Initiating and adjudicating required background investigations (BI).

° Granting security clearances for access to classified information.

. Maintaining corresponding security files and electronic database records.
. Providing verification of security clearances for clients and customers.

. Adjudicating sensitive compartmented information (SC1) requests for the

entire Department.

DO Physical Security (Operations). Implements Treasury and national policies
for protection of DO personnel, propetty, and information within the Treasury
Complex (Main Treasury and Annex Buildings) and DO satellite office locations,
This includes:

. Access controls, badges, keys, key-cards, etc., for DO-occupied space.

) Repair/maintenance of security equipment protecting classified and
sensitive information.

. Reporting/resolving security incidents, infractions and violations.

. Liaison with the United States Secret Service (USSS), Federal Protective
Service (FPS), General Services Administration (GSA), et al.

. Collection/destruction of paper classified/sensitive waste.

DO Information Security (Operations). Provides required initial, annual
refresher training and specialized training for employees authorized access to
classified and sensitive information.
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General Information Updated
Treasury and Bureau Responsibilities 6/17/11

Introduction

The provisions of the Treasury Security Manual apply to the Departmental Offices (DO),
all Treasury bureaus, the Office of Inspector General (OIG), the Treasury Inspector
General for Tax Administration (TIGTA), the Special Inspector General for the Troubled
Asset Recovery Program, the TARP, the Office of Technical Assistance, HR Connect,
and Community Development Financial Institutions.

In addition to the authority defined in applicable Treasury Directives, the Director, Office
of Security Programs (OSP) is responsible for the Treasury security programs described
herein.

Personnel Security (Policy) Program Responsibilities
a. Establishing Departmental and Treasury-wide minimum standards:

(1)  For background investigations.

(2)  For uniform guidelines for adjudication.

(3)  Indetermining suitability for employment.

4 For access to classified information and in support of access to sensitive
information.

(5) To maintain a central index of Department-granted security clearances.

b. Interpreting and assisting bureaus in implementing national and Treasury
personnel security policies. This entails providing supplemental program advice
and policy guidance through instructional memoranda addressing specific
problems or topics when significant suitability or security information is
developed,

c. Providing verification of security clearance and investigation information for
personnel security representatives requiring Departmental accreditation to
perform on-site personnel security file reviews at other Federal
agencies/departments.

d. Evaluating implementation and effectiveness of Treasury and bureau-wide
petsonnel security practices and procedures.

e. Recommending program enhancements through periodic bureau evaluations and
staff visits to ensure compliance with minimum Federal personnel security
program standards.




Treasury Security Manual - TD P 15-711

Developing policies to control granting security clearances for access to
information or material designated “Restricted Data” and “Formerly Restricted
Data” consistent with requirements of the Energy Department.

Representing Treasury/bureau interests on interagency forums and meetings with
personnel security concerns, to share best practices, and actively promote
personnel security programs within the Federal government. This includes
serving as the principal contact with the Office of Personnel Management (OPM)
for Treasury and with other Federal agencies and entities on personnel security
matters.

Serving as the determination authority for eligibility for access to sensitive
compartmented information (SCI) pursuant to a delegation from Treasury’s
Senior Official of the Intelligence Community (SOIC),

Information Security Program Responsibilities

a.

Establishing Departmental standards to protect classified information based on
Executive Order (EO) 13526, Classified National Security Information and
Information Security Oversight Office (ISOO) directives.

Setting policy for protection of classified information and providing support for
sensitive information.

Developing security fraining programs to promote awareness and understanding
of requirements for safeguarding classified and in support of access to sensitive
information by Treasury/bureau employees and those contractors and consultants
providing services and/or deliverables to the Department or bureaus based on the
need for access to such information. This includes providing:

(1) Security orientation for new hires.

(2)  Initial security training in conjunction with authorized access to classified
information.

(3)  Annual refresher training,

(4)  Derivative classification training.

(5)  Original classification authority training.

Monitoring Treasury/bureau compliance with national and Treasury mandates for
classified information as well as Treasury support for sensitive information.
Providing classification management oversight, guidance and assistance to ensure
viability of Treasury aetivities to safegnard classified and supporting protection of
sensitive information.

Amually reporting on the status of Treasury’s information security program and
security-related costs (for classified information) to the ISOO.
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Representing Treasury/bureau interests on interagency forums with like security
concerns, to shate best practices, and actively promote security programs within
the Federal government.

Physical Security Program Responsibilities

a.

Establishing Departmental standards for the physical protection of Treasury
personnel, assets, operations, infrastructure, and facilities in order to ensure
continued operation and fulfillment of Treasury essential functions and services.

Establishing Departmental standards for identifying and protecting Treasury
critical infrastructure and key resources.

Reporting and liaising with the Office of Management and Budget (OMB),
Department of Homeland Security (DHS), and the Interagency Security
Committee (ISC) on critical infrastructure physical security program issues,
including reporting annual Plan-of-Action and Milestones and overall program
status.

Developing Departmental standards, guidelines and training on vulnerability
assessment and analysis. Advising and assisting in the analysis and selection of
countermeasures, acting as liaison with external Federal and local law
enforcement, and developing emergency operations,

Developing and administering the Treasury Security and Threat Advisory System
(STAS) for the timely sharing of information concerning threats, security
incidents and security guidance.

Providing guidance to Treasury/bureau officials and overseeing program
compliance.

Industrial Security Program Responsibilities

a,

Establishing Departmental standards and requirements for the protection of
classified and sensitive information, information systems, assets, infrastructure,
and facilities accessed by contractors throughout all stages of the acquisition
Process.

Establishing policies on acquisition security planning, contract administration,
and security guidance to contractors. This includes guidance with respect to
requirements for access to SCI by contractors.

Developing and issuing Departmental standards and requirements implementing
the National Industrial Security Program (NISP) under EO 12829 and its
implementing directives.
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d. Reviewing completed Defense Department (DD) Forms 254, Contract Security
Classification Specification, by all Treasury and bureau components,

€. Providing technical advice, guidance and assistance to project/contracting officers
and designated security officials regarding authorization (and termination thereof)
to release classified information to contractors, subcontractors, vendors, or
suppliers.

f. Maintaining records on eligibility of U.S. industrial facilities and educational
institutions for access to classified information.

g. Liaising with the Department of Defense (DoD), Defense Security Service (DSS)
for all matters concerning Treasury/bureau contractor access to classified
information and contractor security programs. This includes maintaining contact
with the DSS central verification activity to obtain facility security clearance
information.

h. . Issuing security procedures whereby Treasury personnel security staffs might
obtain personnel security clearance information from the Defense Industriai
Security Clearance Office (DISCO).

i, Coordinating acquisition security policies with Treasury’s Office of Procurement
Executive.
J Providing guidance and assistance to bureau security officers, their security staff,

and Treasury/bureau contracting officials in interpreting and implementing
acquisition security policies.

6. DO Personnel Security (Operations) Program Responsibilities

a. Ensuring integrity and trustworthiness of the DO workforce, contractors,
consultants and special-hire appointees.

b. Processing and reviewing security forms for background investigations (Bls) and
other required investigations.

c. Scheduling Bls to investigate service providers and monitoring progress.
d. Adjudicating results of investigations and taking appropriate follow-on actions.
e (ranting security clearances for access to classified information and maintaining

security files on individual employees, contractors, and consultants.

f. Providing orientation to new hires on the clearance process and instruction for
newly cleared personnel on life time non-disclosure requirements as a condition
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ol access to classified information and maintaining a database of employee
clearance/investigative information.

DO Physical Security (Operations) Responsibilities

a.

h.

Providing security services in the Treasury Complex (Main Treasury and Annex
Buildings) and DO satellite office locations.

Conducting official surveys and inquiries; preparing reports of security violations
and infractions, documenting findings and recommending corrective actions as
warranted.

Implementing Treasury security policies for safeguarding classified and in

support of sensitive information.

Maintaining records on security equipment including locations of safes/bar-lock
cabinets storing classified information and combinations.

Monitoring current and planned security measures to maintain the integrity of the
Treasury Complex and providing security liaison to Treasury elements in DO
satellite locations.

Developing aceess control policies and procedures for access to the Treasury
Complex.

Overseeing and processing requests for DO access badges to be issued to DO
employees for the Treasury Complex and credentials for senior Treasury officials.

Approving procurement of new security equipment; security containers, office
shredders, etc,

Overseeing on-site collection and destruction of classified/sensitive paper waste.

Coordinating maintenance and repairs on security equipment safeguarding
classified information and instaliation of locking hardware on Treasury Complex
space housing secure terminals for processing classified information.

Liaising with the United States Secret Service — Uniformed Division in the
Treasury Complex and with Federal Protective Service (FPS) security and
General Services Administration (GSA) leasing/contracting officials with respect
to access controls in satellite office locations housing DO employees.




10.

Treasury Security Manual - TD P 15-71

DO Information Security (Operations) Program Responsibilities

Monitoring the DO Information Security Program to ensure compliance with Executive
Order 13526 including required training, oversight, and liaison with DO

policy-level offices with respect to inquiries on handling, processing, storing, copying,
marking, transmission, accountability, packaging and destruction through the entire life
cycle of classified information and similar processes for sensitive but unclassified
information,

Counterintelligence (CI) Program Responsibilities

a. Establishing Departmental policies to identify and deter the intelligence collection
threat from foreign security services, terrorist networks, organized crime and
other inimical entities against Treasury personnel, information and programs.

b. Coordinating CI investigations and activities with the law enforcement and
intelligence communities, and conducting internal CI inquiries.

c. Developing CI awareness training to alert personnel of the intelligence threat
posed from foreign security services, terrorist and organized crime targeting,
insider information, elicitation, insider threat and collaboration, and lfiaison
relationships.

d. Tracking personnel adherence to CI training requirements.
€. Conducting foreign travel briefings and debriefings of personnel traveling on

official business to overseas destinations (based on intelligence threat priorities)
and in other circumstances when warranted.

f. Monitoring foreign visitor/press access into Treasury facilities.
2. Initiating technical security countermeasures sweeps in designated workspaces.
h. Providing CT analytical support to Treasury operations.

Bureau Responsibilities

Bureaus are responsible for establishing effective corresponding security programs. This
includes notification to the Director, OSP of their assigned personnel handling particular
security programs. Such information shall be updated as changes are made in bureau
personnel and include the individual’s name, phone/facsimile numbers and security
clearance information. ‘
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Bureaus shall assist the Director, OSP in fulfilling that official’s responsibilities with
respect to Department-wide security programs. This includes providing timely responses
to requests for information, reports, analyses, related statistical/cost security information
and sharing their expertise with other bureaus and Federal agencies/departments, as
appropriate, to assist national-level security efforts.

Within the context of personnel security, bureaus shall:

. Ensure consistent, timely and equitable personnel security and suitability
determinations are made in all cases.

. Refter allegations of disloyalty or subversion to the Director, OSP who will notify
the appropriate senior officials and/or will refer the allegations to the Federal
Bureau of Investigation (FBI) or Treasury’s Office of Inspector General (O1G),
the Treasury OIG for Tax Administration (TIGTA) or the Special IG for the
Troubled Asset Recovery Program (SIGTARP), when appropriate

* Consult with the Director, OSP when significant suitability information is
developed concerning senior officials and particularly those with specific bureau
oversight responsibilities. This includes when significant adverse information is
developed prior to the issuance or recertification of security clearances.

. Inform the Director, OSP within one business day when behavioral issues are
reported on those bureau employees who have been granted access to classified
information.

. Maintain records of personnel security clearances granted to their employees.

. Follow the personnel security and personnel security investigations requirements

established within the Treasury Security Manual (TD P 15-71).
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General Information Updated
Authorities and References 6/14/13
Introduction

The following national policy references and authorities are the basis for established
security and related programs within the Department of the Treasury.

Authorities

* Executive Order (E.O.) 10450, as amended, Security Requirements for
Government Employment, dated April 27, 1953.

® E.O. 12333, United States Intelligence Activities, as amended, dated June 30,
2008.

o E.O. 12829, National Industrial Security Program, dated January 6, 1993.
e E.O. 12968, Access to Classified Information, dated August 2, 1995,

) E.Q. 12977, Interagency Security Committee, dated October 19, 1995.

) E.O. 13010, Critical Infrastructure Protection, dated July 15, 1996.

. E.O. 13228, Establishing the Office of Homeland Security and the Homeland
Security Council, dated October 8, 2001.

. E.O. 13231, Critical Infrastructure Protection in the Information Age, dated
Octaber 16, 2001,

. E.O. 13467, Reforming Processes Related to Suitability for Government
Employment, Fitness for Contractor Employees, and Eligibility for Access to
Classified National Security Information, dated June 30, 2008,

. E.O. 13526, Classified National Security mformation, dated December 29, 2009.

. E.O. 13549, Classified National Security Information Program for State, Local,
Tribal, and Private Sector Entities, dated August 18, 2010.

. E.Q. 13556, Controlled Unclassified Information, dated November 4, 2010,

. Presidential Decision Directive NSC-12, Security Awareness and Reporting of
Foreign Contacts, dated August 5, 1993,
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Transmittal No, 99-01, Whistleblower Protection Act, dated May 5, 1999 and
Whistleblower Protection Enhancement Act of 2010.

Presidential Policy Directive 19, Protecting Whistleblowers with Access fo
Classified Information, dated October 10, 2012.

Presidential Policy Memorandum for Executive Departments and Agencies,
Upgrading Security at Federal Facilities, dated June 28, 1995,

Interagency Security Committee (ISC) Security Standards for Leased Space,
September 29, 2004.

ISC Security Design Criteria for New Federal Office Buildings and Major
Renovation Projects, September 29, 2004,

General Services Administration (GSA) Facilities Standards for the Public
Buildings Service (PBS-P100), March 2003.

National Capital Planning Commission (NCPC) report, Designing for Security in
the Nation’s Capital, October 2001.

Federal Information Processing Standards Publication (FIPS PUB) 199,
Standards for Security Categorization of Federal Information and Information

Systems, dated December 2003.

Homeland Security Act of 2002, Creation of the Department of Homeland
Security.

Homeland Security Presidential Dirvective 7, Critical Infrastructure Identification,
Prioritization, and Protection.

Homeland Security Presidential Directive 12, Policy for a Common Identification
Standard for Federal Employees and Contractors.

Homeland Security Presidential Directive 20, National Continuity Policy.

National Industrial Security Program Operating Manual, reissued February 28,
2006.

5 Code of Federal Regulations (CFR) Part 731, Suitability, Part 732, National
Security Positions, and Part 736, Personnel Investigations.
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10 CFR Part 73.21, Requirements for the Protection of Safeguards Information.
{This applies to nuclear energy classified and restricted data).

15 CFR Part 4a, Classification, Declassification and Public Availability of
National Security Information.

31 CFR Part 2, National Security Information, §2.1 Processing of Mandatory
Declassification Review Requests and §2.2 Access to Classified Information by
Historical Researchers, former Treasury Presidential and Vice Presidential
appointees, and former Presidents and Vice Presidents.

32 CFR, Part 147, Adjudicative Guidelines for Determining Eligibility for Access
to Classified Information.

32 CFR Parts 2001 and 2003, Classified National Security Information
(implementing E.O. 13526), dated June 22, 2010.

41 CFR Part 101-20.103, Physical Protection and Building Security.
S United States Code (U.S.C.) 552a, Freedom ofInfornzaﬁon Act.

5 U.S.C. 552a, Public Law 93-579, Privacy Act of 1974.

5 U.S.C. 7532, Suspension and Removal.

18 U.S.C. 798, Disclosure of Classified Information.

18 U.S.C. 1924, Unauthorized Removal and Retention of Classified Documents or
Maferial.

35 U.8.C. 181-188, Invention Secrecy Act of 1951, as amended.
42 U.8.C. 2011 et seq., Atomic Energy Act of 1954, as amended.

42 U.S.C. 13041, Regquirement for Background Checks for Employees Providing
Child Care Services in Federal Facilities.

50 U.S.C. 435, Procedures Governing Access to Classified Information.
50 U.S.C. 783, Offenses Concerning Communication of Classified Information by

Government Officer or Employee to an Agent or Representative of a Foreign
Government.
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* Intelligence Community Directive 503, Intelligence Community Information
Technology Systems Security Risk Management, Certification and Acereditation,
dated September 15, 2008.

. Intelligence Community Directive 704, Personnel Security Standards and
Procedures Governing Eligibility for Access to Sensitive Compartmented
Information and other Controlled Access Program Information, dated October 1,
2008.

e Intelligence Community Directive 705, Sensitive Compartmented Information
Facilities, dated May 26, 2010,

. Director of Central Intelligence Directive 6/1, Security Policy for Sensitive
Compartmented Information and Security Policy Manual, dated March 1, 1995
(with administrative corrections dated November 4, 2003 and amendment dated
July 12, 2006,

. Director of Central Intelligence Directive 1/20, Security Policy Concerning Travel
and Assignment of Personnel with Access to Sensitive Compartmented
Information, dated December 29, 1991,

° Department of Defense 5220.22M, National Industrial Security Program
Operating Manual (NISPOM).

e Treasury Order 105-19, Delegation of Original Classification Authority;
Requirements for Declassification and Downgrading, dated June 27,2011, This
item is included within the consolidated Treasury Classification Guide.

° Treasury Directive 40-01, Responsibilities of and to the Inspector General, dated
September 21, 1992,

. Secretary of the Treasury Delegation, dated January 3, 2005, establishing the
Deputy Assistant Secretary for Security as Acting Senior Agency Official when
the position of Assistant Secretary (Intelligence and Analysis) is vacant or when
that official is unable to perform the functions and duties of the Senior Agency
Official.

References

. ISOO Marking Booklet for identifying required markings for classified

information at
http://thegreen.treas.gov/policies/Resources/[SO0%202010%20Marking%20Boo

klet.pdf.
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Department of the Treasury Classification Guide, dated March 3, 2012, at
hitp://thegreen.treas.gov/policies/Resources/Treasurv%20Security%e20Classificati

on%20Guide.pdf.

Reference Guide for Classified and Sensitive Information, dated August 2004, at
http://thegreen.treas.gov/policies/Resources/Classified%20Information%20User%

20Reference.pdf.

Security Responsibilities, Do’s and Don’ts pamphlet, dated October 2004, at
http://intranet.treas.gov/security/publications/security dos.pdf.

Security Vignettes, Security Training Modules, Security Briefings, “Treasury
Tales” and Security Posters at
hitp://thegreen.treas.gov/programs/Pages/training. aspx.
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Position Sensitivity and Risk Designation  Updated
Section 1 3/28/ 14

1. Introduction

The purpose of this section is to provide policy for the designation of national security
and public trust positions within the Department of the Treasury for national security and
covered positions. It defines the procedures and responsibilities within Departmental
Offices (DOYbureaus for designating these positions and for ensuring the implementation
of the Position Sensitivity/Risk Designation requirements. Proper position designation is
required to support Executive Order 13467, “Reforming Processes Related to Suitability
for Government Employment, Fitness for Contractor Employees, and Eligibility for
Access to Classified National Security Information” initiatives under the Joint Security
and Suitability Reform.

Every position in DO/bureaus shall be designated at either of the following two levels:

. Suitability risk levels commensurate with public trust responsibilities and
attributes of the position as they relate to the efficiency of the service, and as
described in Title 5§ Code of Federal Regulations (CFR) Part 731.

. National Security sensitivity levels commensurate with the potential adverse
impact upon the National Security that the incumbent could effect, as described in
5 CFR Part 732.

2. Responsibilities

a. Personnel Security Office. When personnel are recruited or when new positions
are created, position sensitivity/risk level designations shall be reaffirmed or
determined by the responsible DO/bureau Personnel Security Office. The
Personnel Security Office or other designated organization shall ensure that the
position sensitivity/risk levels are documented. The appointing personnel office
shall ensure that vacancy announcements reflect the appropriate sensitivity level,
requisite background investigation, and clearance level, if applicable. Position
sensitivity designations established at the time of the vacancy announcement may
not be changed to a higher sensitivity level for a minimum of 12 months after a
hiring action. Any sensitivity designation change must be supported by changes in
the official duties/responsibilities of that position that are applicable to the criteria
established by OPM and consistent with existing authorities and approved by the
cognizant DO/bureau security office.

b. The Director, Office of Security Programs (OSP) is responsible for making all
position sensitivity determinations for DO/bureau positions and retains position
sensitivity designation authority for (1) all DO/bureau presidential appointees
requiring confirmation by the Senate; (2) heads of burcaus and their first deputies;

1
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and (3) DO/bureau personnel security officers and any official with delegated
authority to grant security clearances.

Bureau Personnel Security Office. Burcaus have delegated authority to designate
position sensitivity for their personnel/positions, except as identified in (b) above,
within their organization. The Personnel Security Office shall make all final
determinations of position sensitivity in accordance with applicable guidance,

Supervisory Officials. Supervisory officials with sufficient knowledge of duty
assignments and changes may recommend position sensitivity designations and
any changes, subject to final approval of the DO/bureau Personnel Security
Office.

Bureau Personnel Officers. The personnel officials within each bureau can make
the preliminary determination of position sensitivity designations, but the final
determination shall be made by the bureau Personnel Security Office,

3. Scope of the Risk Designation System

a.

The Risk Designation System is used to determine position designation of
National Security Positions, competitive service positions, where the incumbent
can be noncompetitively converted to the competitive service, and initial career
appointments in the Senior Executive Service (SES). To ensure that positions are
designated uniformly and consistently by Federal agencies the system provides a
systematic way of obtaining uniformity in the assessment of risk and national
security sensitivity and is based on a combined assessment of the following:

(1) Determination of General Risk Criteria for placement of agency,
programs, and positions.

(2)  Application of Criteria for each of the following:

s Suitability.

¢ Information Technology (IT) Systems/Automated Information.
Systems.

« National Security.

3) Obtaining Final Position Risk Level for each of the following:

e Public Trust Levels:
- High Risk.
- Moderate Risk,
- Low Risk.
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¢ National Security Sensitivity Levels:
- Special-Sensitive,
- Critical-Sensitive.
- Non-Critical Sensitive.
- Non-Sensitive.

b. When the position is fully or predominantly involved in national security/access
to classified information, the criteria and designation procedures in 5 CFR Part
732 apply in full and may also require consideration of the criteria in 5§ CFR Part
731.

4.  Risk Designation System

The Risk Designation System was developed by the Office of Personnel Management
(OPM) for agencies to use in determining the proper level of investigating and
screening required based on an assessment of risk and national security sensitivity.
The Position Designation and Automated Tool is available at the OPM website at
www.opm.gov/investigations. The four-step process below will result in a final
designation, which in turn, will dictate the investigative requirements for the position
in question.

a. Access the Nature of the Position
. National Security Requirements. When duties of the position require
eligibility for access to classified information or could otherwise impact
the national security, or;

2. Suitability Requirements. Assessment of public trust responsibilities is
required for covered positions.

b, Determine the potential impact of the position on the efficiency or integrity of the
service (Public Trust).

c. Use the point adjustment system for program designation and level of supervision.

d. Identify the final position designation and required investigation.

S.  Public Trust Positions

a. Public trust positions are those in which the incumbent has the potential to affect
the integrity, efficiency, and effectiveness of assigned U.S. Government activities.
The potential for adverse affect includes their action or inaction that could
diminish public confidence, whether or not actual damage occurs.
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b. These positions generally include policy-making, rulemaking, major program
responsibility, law enforcement, public safety and health, fiduciary
responsibilities, or other duties and responsibilities demanding a significant
degree of public trust. These positions usually do not directly involve national
security and are not typicaily occupied by an incumbent that requires a national
security clearance. '

See Exhibit 1. Suitability Position Risk Levels, for additional information to
support this process.

National Security Positions

National security positions are those that (1) involve activities of the U.S. Government
that are concerned with the protection of the nation from foreign aggression or espionage,
including development of defense plans or policies, intelligence or counterintelligence
activities, foreign relations, and related activities concerned with the preservation of the
military and economic strength of the United States; and (2) that require regular use of, or
access to, classified information,

A position within the context of national security is defined as one in which an incumbent
could cause damage to the national security by virtue of the nature of the position.
Positions designated “Special-Sensitive” are those with the potential to cause
“inestimable damage” to the national security and the employee would have access to
Sensitive Compartmented Information (SCI) or Special Access P10g1ams {SAPS) created
by a non-Treasury agency.

See Exhibit 2, National Security Risk Criteria and Levels, for additional information on
how the three sensitivity levels are applied. The fourth level addresses non-sensitive
positions.

Movement of an Individual from Public Trust to National Security
Position

a. When an employee who occupies a public trust position and who previously has
completed the Standard Form (SF) 85P, Questionnaire for Public Trust Positions,
(and was investigated for that purpose) is subsequently determined to require a
security clearance to perform assigned duties, the following shall be done:

(1) The individual public trust position shouid be re-designated to the
appropriate national security sensitivity level, commensurate with the
required security clearance.

(2)  The employee shall exccute a SF 86, Questionnaire for National Security
Positions, and meet the necessary security clearance investigative criteria.
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When a position risk shifts from public trust to national security and a
security clearance is required, the investigation may be upgraded,
depending on the level of security clearance required, to ensure that it
meets the criteria both for the national security clearance level and the
public trust risk level. Conversely, if national security duties and
responsibilities are no longer part of a position, the position then reverts to
its public trust risk level designation.

IT Systems and AIS Position Risk Criteria and Levels

a.

The Office of Management and Budget (OMB) Circular No. A-130, Management
of Federal Information Resources, dated November 30, 2000, mandates the
following:

(D

@)

The Director, OPM maintains personnel security policies for Federal
personnel associated with the design, programming, operation,
maintenance, or use of Federal I'T/AIS.

DO/bureau policies and procedures for the security of Federal I'T/AIS
must conform to the OPM guidance.

The I'T/AIS risk levels and criteria, shown at Exhibit 3, shall be used as an
integral part of Suitability and Security Position Risk Designation Systems.

All contractor personnel having access to information or passwords associated
with DO/bureau I'T/AIS designated sensitive, inchuding off-worksite access, shall
be subject to the risk designation system that is applicable to Federal employees.

Relationship between Suitability Risk Levels and National
Security Sensitivity Levels

With very.few exceptions, National Security positions (exclusive of suitability) relate to
requirements for access to classified information. Therefore, National Security position
sensitivity designations shall include suitability considerations,

Position Sensitivity for Foreign Duty Assignments

The sensitivity of DO/bureau positions at duty stations outside the United States or its

possessions shall be designated, at a minimuin, Critical-Sensitive because the incumbents

will require regular or frequent access to Department of State diplomatic facilities.
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Contractors and Position Sensitivity/Risk Level Designations

The personnel security screening for contractors shall be consistent with that required for
Federal employees who occupy the same positions and have the same position sensitivity
designation, as stated in Executive Ovder 13467. The necessity for personnel security
screening shall be included as a specification in all contracts.

Risk Designation System—~Position Sensitivity

a.

-The position sensitivity and risk level designation of a position must be based on

an overall assessment of the damage that an individual, by virtue of occupying the
position, could cause to National Security or to the efficiency or integrity of
DO/bureau operations, also known as “the efficiency of the service.”

When recruitment actions are taken or when new positions are created, position
sensitivity/risk level designations shall be reaffirmed or determined by the
responsible DO/bureau Personnel Security Officer. The organization wherein the
position lies shall record the appropriate designation in coded form (1N or 1C
through 6N or 6C) in Block 12 on the Optional Form (OF) 8, Position
Description, and on the SF 52, Request for Personnel Action. The appointing
personnel office shall ensure the position sensitivity/risk level is recorded on the
SF 50, Notification of Personnel Action.

Vacancy announcements shall note when positions require a security clearance
and/or involves access to SCI or special access programs. The announcement
must also specify that the individual selected for the position is required to be
able to obtain AND maintain national security eligibility as a condition of
employment.

d. DO/bureaus must utilize a consistent and uniform method for determining
the risk level of positions within their respective organization. If a bureau
develops its own system or adopts a system for designating positions, the system
shall be documented and maintained, just as the OPM system is documented and
maintained in procedural guidance. Use of a system other than the OPM system,
requires the approval of the Director, OSP. See Exhibit 4 for information
regarding the codes that shall be used in all DO/bureau offices.

Management Survey (For Position Risk Designation)

The Position Designation Record shall be completed for each DO/bureau position
and maintained by that organization. The DO/bureau human resources/personnel
offices will maintain a record of Public Trust suitability designations. These
designations also shall be maintained by the DO/bureau Personnel Security
Office.
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b, The Management Survey (For position risk designation) is subject to review by
the Director, OSP and by OPM during periodic audits/evaluations of DO/bureau
suitability programs, or on a case-by-case basis, as required. This is to ensure that
DO/bureaus are considering all the pertinent factors when designating positions
relative to the efficiency of the service.

Exhibit 1. Examples of Suitability Position Risk Levels

Risk Levels

Definitions and Representative Duties/Responsibilities

High Risk (HR)

Public Trust Position

Positions that have the potential for exceptionally serious impact on and/or
damage fo the efficiency of the service.

The duties of the position are especially critical to the Departiment of the Treasury or
a program mission with broad scope of policy or program authority. Positions
include;

Policy-making, Government rulemaking, and program responsibility;
Higher level management dutiesfassignments, or major program responsibilities;
Independent spokespersons or non-management positions with authority for
independent action;

s Investigative, law enforcement, or any position that requires carrying of a
firearm; or

»  Fiduciary, public contact or other duties demanding the highest degree of public
trust.

Moderate Risk (MR)

Public Trust Position

Positions that have the potential for moderate to serious impact on and/or damage
to the efficiency of the service. '

The duties of the position are considerably important to the Department of the
Treasury or a program mission with significant program responsibility, or delivery of
customer services. Positions include:

Assistants to policy development and implementation;
Mid-level management assignments;
Non-managerial positions with authority for independent or semi-independent
action;
s Delivery of service positions that demand public confidence or trust; or
s  Persons who provide child care services.

Low Risk (LR}

Positions that involve duties and responsibilities having limited relationship to
the agency or program mission.

The duties of the position have the potential for fimited impact on and/or damage to
the efficiency of the service,




Exhibit 2. National Security Risk Criteria and Levels

Levels

National Security Risk Criteria

Special-Sensitive (SS)

Positions with the potential to cause inestimable damage to the national security,
including: '

s Access to Sensitive Compartmented information (SCI);

¢ Access to any other intelligence related Special Sensitive information or
involvement in Top Secret Special Access Programs (SAP)

s  Any position that an agency head determines to be in a higher level than
Critical-Sensitive because of special requirements.

Critical-Sensitive (CS)

Positions with potential te cause exceptionally grave damage to the national
security, including:

Positions that involve any of the following:

¢ Access up to and including TOP SECRET or “Q” classified information;

s Development or approval of war plans, or plans/particulars of future, major or
special operations of war, or critical and extremely important items of war;

» National Security policy-making or policy-determining positions whose duties
have the potential to cause exceptional or grave damage to the national
security;

+ Investigative duties, that have the potential to cause exceptional or grave
damage to the national security;

s  Issiance of personnel security clearances;

s Duty on security boards; and

¢ Any other positions related to national security requiring the same degree of
trust.

Non Critical-Sensitive

(NCS)

Positions with the potential to cause damage to the national security, up to and
including damage at the significant or serious level, including:

¢ Access up to and including SECRET or CONFIDENTIAL classified
information;

s Duties that may directly or indirectly cause harm to the national security to a
moderate degree.

Non-Sensitive

No potential for impact on and/or damage to the National Security.

Equates to a Low Risk position designation,
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Exhibit 3. IT/AIS Risk Levels and Criteria

Computer/AIS Risk Adverse Impact on Computer/AIS Security
Levels
High Risk (HR) Potential for exceptionally serious impact.

Public Trust Position

Involves dufies especially critical fo the Treasury mission with broad scope and
authority with major program responsibilities that affect a major IT/AIS system. For
example, a system administrator, data base administrator or network administrator
might be High Risk.

Moderate Risk (MR)

Public Trust Position

Potential for moderate to serious impact.

Involves duties of considerable importance to the Treasury mission with significant
program responsibilities that affect large portions of an IT/AIS system. For
example, a programmer, systems analyst or user of a system containing financial,
proprietary or privacy act information might be Moderate Risk.

Low Risk (LR) Potential for impact invelving duties of fmited relationship to the DO/bureau
mission through the use of IT/AIS system. For example, an e-mail or word
processing use might be Low Risk.

Exhibit 4. Codes for Risk Level and Sensitivity Level
Risk Level Code Sensitivity Level Code
High Risk (Non-IT/AIS) 6N Special-Sensitive (Non-I1T/AIS) 4N
‘| High Risk — IT/AIS 6C Special-Sensitive — IT/AIS 4C

Moderate Risk (Non-I1T/AIS) SN Critical-Sensitive (Non-IT/AIS) 3N

Moderate Risk — [T/AIS 5C Critical-Sensitive — IT/AIS 3C

Low Risk (Non-IT/AIS) IN Noncritical-Sensitive (Non-1T/AIS) 2N

Low Risk — TT/AIS IC Noncritical-Sensitive — TT/AIS 2C

Non-sensitive — IT/AIS See Low Risk
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Issuing Clearances and Granting Access Updated
to Classified Information 3/28/ 14

1. Introduction

This chapter presents the guidelines for establishing the requirements within the
Department of the Treasury for issuing clearances and granting access to classified
information commensurate with Executive Order (EO) 12968, Access to Classified
Information. Questions concerning personnel security policies should be referred to the
servicing Departmental Offices (DOYburcau personnel security office or other designated
component. The Director, Office of Security Programs (OSP) shall provide the
Department’s interpretation of security policy, procedures and, as necessary, written
guidance to DO/bureaus.

2. Policy

Eligibility for access to classified information, except in those exceptionaily rare
circumstances identified in paragraph 5, is limited to United States citizens for
whom an appropriate investigation of their personal and professional history
indicates loyaity to the United States, strength of character, trustworthiness,
honesty, reliability, discretion, and sound judgment; as weil as freedom from
conflicting allegiances and potential for coercion; and the willingness and ability
to abide by regulations governing the use, handling, processing and protection of
classified information.

A determination of eligibility for access to classified information is a
discretionary security decision based on judgments by appropriately trained
adjudicative personnel security officials. Eligibility shall be granted only where
facts and circumstances indicate access to classified information is clearly
consistent with the national security interests of the United States and any doubt
shall be resolved in favor of the national security. Determinations of eligibility for
access to classified information are separate from suitability determinations with
respect to the hiring or retention of persons for employment by DO/bureaus or
any other personnel action.

Any employee, applicant or other individual granted access to classified
information may be investigated at any time to ascertain whether he or she
continues to meet the requirements for access.

No negative inference concerning the standards of EO 12968 may be raised solely
on the basis of sexual orientation of the applicant or employee or on the basis of
mental health counseling when making determinations of eligibility for access to
classified information. However, mental health counseling, where relevant to the
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adjudication of access to classified information, may justify further inquiry to
determine if such access is clearly consistent with the national security.

General Guidance

Determining eligibility for Access to Classified Information.

(1)

(2)

3

(4)

Eligibility determinations for access to classified information shall be
based on information concerning the applicant or employee that is
acquired through the investigation conducted pursuant to EO 12968,
and/or that is otherwise available to security officials. The information
shall be made part of the applicant’s or employee’s official security
record. Applicants or employees shall be.required to provide relevant
information pertaining to their background and character for use in
investigating and adjudicating their eligibility for access to classified
information.

Eligibility for access to classified information, except in those
exceptionally rare circumstances identified in paragraph 5, shall be
granted only to employees who are U.S. citizens for whom an appropriate
investigation has been completed by an appropriate Government authority
and favorably adjudicated.

DO/bureau personnel who possess dual citizenship and/or who exercise
any right, privilege or obligation of the foreign citizenship, i.e. voting in

 foreign elections or foreign property ownership, etc., after becoming a

U.S. citizen may raise a security concern. Possession of a passpott,
identity card or other foreign identity-type document issued by a foreign
government may be a disqualifying condition when considering an
individual for a national security clearance.

In order to mitigate the security concern, DO/bureau personnel who hold a
foreign passport, identity card, or other foreign identity-type document
such as a national identity card or its equivalent, may voluntarily destroy
or surrender it to their personnel security officer (for storage in the
individual’s security file for the length of their DO/bureau employment) or
otherwise invalidate the foreign issued passport. DO/bureau personnel
who choose to voluntarily destroy, surrender to the personnel security
officer, or otherwise invalidate the foreign issued passport or identity card,
or other foreign identity-type document shall provide official proof of the
invalidation and sign Attachment 1.

Surrendered foreign passports and equivalent items may be returned to
those naturalized U.S. Government employees for travel purposes when
their country of origin requires ingress/egress via that nation’s passport
when required by that nation’s law. However, DO/bureau personnel shail

2
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exit and enter the U.S. on their American passport while on engaged in
official and unofficial travel. Surrendered foreign passports or equivalent
identification shall be returned to the employee upon their departure from
DO/bureau employment. DO/bureau personnel who are eligible for, but
do not hold a foreign passport must sign the agreement shown in
Attachment 2. By signing Attachment 2 they agree that they will only
possess a U.S. passport. Breach of this agreement may result in the
termination of that person's security clearance.

Naturalized citizens may be considered for access eligibility in the same
manner as native-born U.S. citizens,

Non-employees generally will not be provided access to classified
information.

Interns whose length of service at Treasury is for less than 180
consecutive days generally will not be provided access to classified
national security information.

No person may have access to classitied information within the
Department of the Treasury until they have signed a Standard Form (SF)
312, Classified Information Nondisclosure Agreement and received
contemporaneous training on the attendant security safeguards as required
under EO 13526. '

Authority to Grant Access to Classified Information.

(D

()

&)

)

DO/bureaus have the authority to make determinations of eligibility for
access to classified information for persons under their authority, and the
consequent granting, denying, and revoking of security clearances and
suspending access to classified information in conformity with the
provisions of EOQ 12968,

Bureaus may render interim eligibility determinations up to the SECRET
level for applicants and employees. The Director, OSP retains the
authority to render interim eligibility determinations for all TOP SECRET
requests.

Emergency access determinations authorized under EQ 13526 remain the
sole responsibility of the Director, OSP.

The Director, OSP retains the authority to determine the eligibility for
access to classified information, and the consequent granting, denying, and
revoking of security clearances and suspending access to classified
information for the following positions.
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o All DO/bureau presidential appointees requiring confirmation by
the Senate.

. Heads of Treasury bureaus and their first deputies.

. DO/bureau personnel security officers and any official with

delegated authority to grant security clearances.

Treasury is not authorized to establish its own special access programs.
Access to classified information relating to a special access program shall
be granted in accordance with procedures estabiished by the head of the
non-Treasury agency that created the program or, for programs pertaining
to intelligence activities (including special activities, but not including
military operational, strategic and tactical programs,) or inteiligence
sources and methods, by the Director of National Intelligence.

The Director, OSP, as the official designee for the Assistant Secretary for
Intelligence and Analysis, as the Head of the Intelligence Community
Element for the Department of the Treasury serves as the Determination
Authority for eligibility for access to Sensitive Compartmented
Information (SCI) within DO/bureaus.

Limitations on Access Eligibility

)

@

3

(4)

)

DO/bureaus shall keep the number of employees with access to classified

information to the minimum necessary to perform official functions.

Eligibility for access to classified information shall be limited to
classification levels for which there is a need for access. No person shall
be granted eligibility higher than needed to perform his or her official
duties.

No person shall be granted access to specific classified information unless
that person has an actual need-to-know for that classified information

Access to classified information will not be requested nor granted solely to
permit entry or ease of movement into and within DO/bureau facilities.
Specifically, access to classified information will not be granted based
upon proximity and/or convenience, or a need to access non-classified
information.

"~ No employee shall be deemed eligible for access to classified information

merely by reason of Federal service or contracting, licensee, certificate
holder or grantee status, or as a matter of right or privilege, or as a result
of any particular title, rank, position, or affiliation.
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d. Initial Access

(B

2

Granting access to any classification level must be made on a need-for-
access basis. Access authorization is permitted only when the official
duties of a position or individual require such access. When that basis no
longer exists, access must be canceled.

A person may have access to specific classified information provided that
all of the following are true:

The individual has appropriately completed an SF-86, Questionnaire for
National Security Positions.

] A favorable determination of eligibility for access, based on the
appropriate investigation by an authorized government authority
and a favorable adjudication, has been made by an official
personnel security officer. -

. The person has received an initial security briefing for access to
classified information contemporaneous with being issued a

security clearance by the appropriate DO/bureau security officer.

) The person has executed a SF 312, Classified Information Non-
disclosure Agreement.

. The person has a “need-to-know” the information.

Access Reinstatement

When an individual retires or is otherwise separated from the employment that
resulted in the original clearance, access is terminated. If a new need for access
arises, access eligibility up to the same level shall be re-approved without further
investigation if the following conditions are satisfied:

(D

@)

3)

“4)

An investigation was completed within the prior five years and the
individual received a favorable adjudication.

The individual has not been separated from U.S. Government employment
for more than two years.

The individual certifies in writing that there has been no change in the
relevant information provided by the individual for the last background
investigation.

There is no known information tending to indicate the individual may no
longer satisfy the standards for access to classified information. -

5
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Reciprocal Acceptance of Access Eligibility Determinations

Unless DO or a bureau has information indicating that an applicant may not
satisfy the requirements in EO 12968, it is Treasury Department policy that
background investigations and eligibility determinations conducted by other U.S.
Government agencies shall be mutually and reciprocally accepted.

Except where there is information indicating that an employee may not satisfy the
requirements in FO 12968, an employee with existing access to a special access
program shall not be denied eligibility for access to another special access
program at the same sensitivity level as determined by the Director, OSP or have
an existing access eligibility re-adjudicated, so long as the employee has a need
for access to the information involved.

Temporary or One-Time Access to Higher Levels of Classified Information

In accordance with section 2.1(b)(3) and 2.3(a), EO 12968, when an urgent
operational or contractual emergency may arise for an employee or contractor to
have one-time or short term access to classified information at a level higher than
that for which eligible, and processing the individual to upgrade the security
clearance would not be practical in a particular situation, the employee or
contractor may be granted access at one security classification level above that for
which eligible, subject to the following terms and conditions.

¢)) One-time access may only be granted by the Director, OSP based upon
sufficient justification provided by the cognizant supervisor.

(2)  The individual granted one-time access must be a U.S. citizen, have a
current and final DO/bureau security clearance, and have been
continuously employed by the DO/bureau or a cleared DO/bureau
contractor for the preceding 24-month period. One-time access is not
authorized for part time or temporary employees, interns or those currently
possessing an interim security clearance,

3) Review of locally available records has been conducted and revealed no
disqualifying information.

4) Whenever possible, access will be limited to a single instance or, at most,
a few rare occasions. If repeated access is required, the proper personnel
security investigation must be initiated.

(5)  Approval for access will automatically expire no later than 10 calendar
days from the date access commenced. If the need for access is expected
to continue for a period in excess of 30 days, written approval is required
from the Director, OSP or appropriate bureau security officer. If the need
for access is expected to extend beyond 30 days, the appropriate personnel

6
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security investigation to support the needed security clearance should be
initiated. Access will not be extended, in any case, beyond 90 days from

" the date access commenced, unless a supporting personnel security

investigation has been requested.

Access at the higher level will only be allowed under the supervision of a
properly cleared DO/bureau employee. The supervisor will be responsible
for recording the higher-level information actually revealed along with the
dates access is afforded and will retrieve the accessed material on a daily
basis and ensure its proper safeguarding.

Access at the next higher level will not be authorized for Communications
Security (COMSEC), Sensitive Compartmented Information (SCI), North
Atlantic Treaty Organization (NATO), or another agencies Special Access
Program or foreign government information.

This provision will be used sparingly. Repeated use of one-time access
within any three month period on behalf of the same individual is
prohibited.

The Director, OSP or bureau personnel security officer, as appropriate, will
maintain a record for each employee or contractor authorized one-time access.
The record will include the following information:

()

(2)

()

)

G)

(6)

The name and social security number of the individual;
The level of access authorized;

Justification for the access to include an explanation of the compelling
reason(s) to grant the higher-level access and, specifically, how the
DO/bureau mission would be furthered;

An unclassified description of the specific information to which access
was afforded and the duration of the access, to include the specific dates
access is afforded:

A listing of the locally available records reviewed and a statement that no
significant adverse information concerning the employee or contractor is
known to exist; and,

Identification of any pertinent security briefings/debriefings or other
training given to the employee or contractor.

Interim Confidential or Secret Access

1

In exceptional circumstances where official functions must be performed

7
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prior to the completion of the final investigation interim access may be
granted to an applicant or employee while the initial investigation is
underway. Interim access to Confidential or Secret information may be
granted under the following conditions.

. A review of the individual’s current SF86 discloses no potentially
disqualifying or questionable information;

. An appropriate background investigation is scheduled prior to
issuance of interim Confidential or Secret access;

o A favorable National Agency Check to include a Federal Bureau of
Investigation (FBI) National Criminal History Check (fingerprint
check) adjudicated by appropriate approved/authorized automated
procedures or trained security personnel is conducted prior to
issuance of interim Confidential or Secret access; and

. Upon a written justification by the cognizant supervisor.

If interim access is granted, the initial investigation must be expedited and
the applicant or employee shall be notified in writing that access is
expressly conditioned on the favorable completion of the investigation and
a determination that the individual is eligible for access to classified
information. Interim access to SCI is not authorized in any circumstance.

Exceptions to paragraph 3h bullets (1) and (2} above, shall be approved in
writing by the Director, OSP.

Interim Top Secret. In exceptionally rare circumstances, interim
eligibility to Top Secret information may be granted to an employee only
when official functions must be performed prior to the completion of the
final investigation and such functions require access to Top Secret
information. The granting of interim access to Top Secret information is
the sole responsibility of the Director, OSP and may be granted under the
following conditions:

The employee has a current and favorably adjudicated SECRET eligibility
determination;

A review of an appropriately completed and current SF-86 discloses no
potentially disqualifying information;

The appropriate background investigation has been scheduled; and

A written justification by appropriate Assistant Secretary level or Bureau
Head equivalent is provided to (and approved by) the Director, OSP.

8
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i. Review of Access Determinations (Periodic Reinvestigations)

(1)  Employees who are eligible for access to classified information shall be
subject to periodic reinvestigations and may also be reinvestigated and/or
re-adjudicated if there is reason to believe they may no longer meet the
standards for access.

(2)  Access to classified information shall be administratively terminated when
an applicant or employee no longer has a need for access. Any
determination made to terminate access to classified information under the
authority of this paragraph shall be discretionary and final.

(3)  Inaccordance with section 5.2(a), EO 12968, an applicant or employee
may have his or her eligibility for access denied or revoked if it is
determined that he or she does not meet the standards for access to
classified information. (See Chapter I, Section 5, Suspension of Access to
Classified Information for specific steps required to ensure “due process”™
in determining an individual’s continued access).

4.  Contractor Access

a. Personnel who are subject to a contract or grant or are rendering consultant
services under the authority of the DO/bureaus, and who require access to
classified information, shall be cleared for such access through the National
Industrial Security Program (NISP). No contractor will be granted access to
classified information if the contract, grant, or services to be rendered does not
require access to classified information. (See Chapter [, Section 2),

b. Personal Services contractors (i.e., consultants or experts who contract directly
with the DO/bureaus), shall be subject to the same requirements as employees for
the purpose of determining position sensitivity, tisk designation, and investigative
requirements. They shall not be processed under the NISP.

5. Intern Access

Generally, interns will not be provided access to classified information given their limited
duration at DO/bureau offices in relation to the time and resources necessary to compiete
an appropriate investigation, adjudication and the required individual training for access
to classified information. As mentioned previously, access to classified information is
discretionary and all such access must be clearly consistence with the national security
interests of the United States. The Director, OSP is the approving authority for all access
requests for interns. Intern access may be granted under the following conditions:

¢ Interns whose on-site length of service with the DO/bureau will meet or exceed a
180-day consecutive period,;
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e A written justification for access to classified information, including the dates of
service, must be submitted by the cognizant supervisor within, but no more than
30 days prior to the intern’s starting date; and

¢ Only Confidential ot Secret access will be granted for interns.

Exceptions to this paragraph shall be approved in writing by the Director, OSP.

Limited Access Authorization for Immigrant Aliens and Foreign
Nationals

a. Non-U.8. citizens are not eligible for a security clearance, however, access to
classified information may be justified for compelling reasons in furtherance of
the DO/bureau mission, including special expertise. A Limited Access
Authorization (LAA) may be justified in those rare circumstances where a non-
U.S. citizen possesses a unique or unusual skill or expertise that is urgently
needed and for which a cleared or clearable U.S. citizen is not available. (NOTE:
LAA authorization is not a security clearance; it is a limited authorization for
access to specific classified information.) When justified, a LAA may be
considered under the following conditions:

. Access is limited to classified information relating to a specific project or
product.

o LAAs may be granted only at the SECRET or CONFIDENTIAL level.
LAAs for TOP SECRET are prohibited. Interim access is not
authorized.

o The appropriate foreign disclosure authority determines that access to
classified information is consistent with authority to release the
information to the individual's country of origin.

. Physical custody of classified material will not be authorized.

. The LAA is not granted to an individual who will perform routine
administrative or other support duties.

* The individual will not be designated as a courier or escott for classified
information or material.

. The individual will not be permitted unescorted access to areas where
classified information is stored or discussed, Classified information will
be maintained in a location that will be under the continuous control and
supervision of an appropriately cleared 1.5, citizen,

10
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A Single-Scope Background Investigation (SSBI) is completed and covers
the prior 10 years of the subject’s life.

The individual must agree to a counter-intelligence scope polygraph
examination before being granted access. Failure to agree will terminate
the processing of the LAA request.

When a LAA appears to be justified, DO/bureaus may submit a request signed by
the bureau head to the Director, OSP with the following information:

The identity of the individual for whom a LAA is requested, including:
name; date and place of birth; current citizenship; social security number
(if held); passport number, date of issuance, place where issued, and
expiration date.

Status as an immigrant alien or foreign national; if an immigrant alien, the
date and port of entry and lawful permanent resident alien registration
number (green card).

Date and type of the most recent personnel security investigation.

Level of access required.

The position requiring access and the nature and identity of the specific
program material (delineated as precisely as possible) for which access is
requested.

The compelling reason(s) for the request including an explanation of the
special skills or special expertise the individual possesses and the rationale

for not employing a cleared or clearable U.S. citizen.

An explanation as to how the DO/bureau plans to control and limit the
individual's access.

An assessment of the risk associated with granting access to classified
information.

All security countermeasures and actions taken to mitigate the risks
associated with the request.

A statement that the candidate has agreed to undergo a
counterintelligence-scope polygraph examination.

The period of time for which access is required,

11
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The Director, OSP will review the LAA request to determine if the justification
provided meets the program requirements, If the justification is not adequate the
LAA request will be promptly returned to the DO office or bureau. If the
justification is adequate, the Director, OSP will forward the SSBI request to the
appropriate investigative agency; however, the decision to authorize limited
access cannot be made until favorable adjudication of the completed SSBI. The
adjudication of all investigations on immigrant aliens or foreign nationals will be
made by the DO OSP adjudication staff,

The Director, OSP wiil coordinate foreign disclosure decisions with the
appropriate executive branch international programs offices.

Individuals with LAAs will be placed under the general supervision of
appropriately cleared persons. Supervisors will be made fully aware of the limits
to access imposed and that physical custody of classified information by the
individual is not authorized. An SF 312, Classified Information Nondisclosure
Agreement must be executed by the immigrant alien or foreign national prior to
granting access to classified information.

Individuals who have been granted an LAA may only have access to.classified
information at the same or lesser level of classified information that the U.S.
Government has determined may be released to the country of which the person is
currently a citizen and will not be allowed to have access to any classified
information other than that specifically authorized.

If an individual granted an LAA is transferred to another position, the LAA
previously granted will be rescinded and the individual will be debriefed.

Periodic Re-investigation (PR) is required every five years for individuals with an
LAA. Because LAA's are not authorized for more than five years, a new request
for LAA must accompany a request for PR. The Director, OSP will review the
justification and promptly notify the DO/bureau to either continue the LAA until
favorable completion of the PR by the investigative agency or to discontinue
access based on lack of justification.

Non-U.S, citizens are not authorized access to foreign intelligence information
without approval of the originating agency, or to COMSEC keying materials, Top
Secret, cryptographic, Restricted Data, or Formerly Restricted Data or another
agency’s Special Access Program.

Prohibition on Access to Classified Information for Foreign
National Employees of Treasury (DO) Overseas Posts

Foreign national employees employed at Treasury/bureau overseas posts shall not be
granted access to U.S. classified information.

12
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Security Clearances for U.S. Executive Directors or International
Financial Institutions

The U.S. Executive Directors and their alternates at (1) the International Bank for

- Reconstruction and Development (IBRD or the World Bank), (2) the Inter-

American Development Bank (IADB), (3) the European Bank for Reconstruction
and Development (EBRD), (4) the Asian Development Bank (ADB), (5) the
International Monetary Fund (IMF), and (6) the African Development Fund
(ADF) exercise their duties under the direction of the Secretary of the Treasury
for any necessary access to classified information.

The security investigations for DO/bureau Presidential appointees that do not
require Senate confirmation are initiated by Treasury’s OSP. Investigations of
Presidential appointees that do require Senate confirmation are initiated by the
White House and conducted by the Federal Bureau of Investigation (FBI).

Access by Historical Researchers and Former Presidential
Appointees

a.

Access to classified information is limited to individuals who have a “need-to-
know” the information. The requirement to limit access may only be waived in
writing by the Director, OSP for persons who either are engaged in historical
research, or previously have occupied policy-making positions to which they were
appointed by the President.

Waivers may be granted only under the foilowing conditions.

(D When it is determined, in writing, that access is consistent with the
interests of National Security.

(2)  Appropriate steps are taken to protect classified information from
unauthorized disclosure or compromise, and information will be protected
in a manner consistent with the current requirements for safeguardin
classified information. '

3) Limitations will be established to ensure that former DO/bureau
Presidential appointees have access only to those classified materials that
the person originated, reviewed, signed, or received while serving as a
Presidential appointee.

Access by Persons outside the Executive Branch

a.

Classified information shall not be disseminated outside the Executive Branch

13
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except under conditions that ensure the information will be given protections
equivalent to that afforded within the Executive Branch.

b. Classified information originated by or in the custody of DO/burcaus may be
made available to individuals or agencies outside the Executive Branch provided
that (1) such information is necessary for performance of a function from which
the U.S. Government will derive a benefit, or advantage, and (2) the release is not
prohibited by the originating DO office or bureau (or foreign government in the
case of Foreign Government Information).

c. Prior to the release of classified information outside the Executive Branch the
following must occur:

(1)  The DO/bureau shall determine the propriety of such action, in the interest
of national security, and must approve the release.

(2)  The Director, OSP must confirm that the recipient is eligible for access to
the classified information involved and agrees to safeguard the
information in accordance with the provisions of the Treasury Security
Manual (TD P 15-71).

Reporting Significant Life Events by DO/Bureau Employees with
a Security Clearance

a. Any DO/bureau employee with a security clearance (regardless of the level) shall
report immediately in accordance with Standard Form 86C, Certification, (at
http://thegreen.treas.gov/policies/Forms 1 /Electronic%20Questionnaires%20for%e2
Olnvestigations%20Processing.pdf) on-line any such changes in circumstances
related to Questions 1 through 29 on that form, in writing, either by email, fax,
U.S Postal Service, or hand delivery, to the appropriate DO/bureau personnel
security officer or other designated person. Most questions on the SF 86C are
self- explainable. The following additional guidance is provided:

b. For question 9, Citizenship, DO/bureau employees shall report when assuming
non-U.S. citizenship including application/receipt of a foreign passport with or
without the intention to use such passport while still a Federal employee and any
renunciation of U.S. citizenship.

c. For question 17, Marital Status, a DO/bureau employee who holds a TOP
SECRET security clearance and who marries/cohabits (in a spouse-like
relationship) during the time they hold such a clearance shall report such
marriage or cohabitation to his or her appropriate personnel security officer or
other designated person(s).

d. For question 21, Mental and Emotional Health, DO/bureau employees shall report

14




1.

12.

Treasury Security Manual — TD P 15-71

if they have consulted with a health care professional regarding an emotional or
mental health condition, or were hospitalized for such a condition, or ordered by a
court to undergo counseling. Counseling that is strictly for marital/family or grief
unrelated to violence (by the employee), strictly related to adjustments from
service in a military combat environment or strictly related to treatment as a result
of a sexual assault are not required to be reported.

€. For question 22, Police Record, DO/bureau employees shall report if they
have been issued a summons, citation or ticket to appear in court in a criminal
proceeding against them, however, fines less than $300 for traffic offenses are not
required to be reported unless the offense involves drugs or alcohol in which case
further information may be required per question 23, Use of Illegal Dirugs and
Drug Activity.

f. For question 26, Financial Record, any DO/employee shall report declarations of
bankruptcy, U.S. Government and/or court-ordered liens.

Administrative Actions

All DO/bureau employees and other persons who have been granted access to
information, property, or other assets controlled by DO/bureaus, are subject to
administrative and/or disciplinary actions for noncompliance with the provisions of the
Treasury Security Manual.

Security Education and Supervisor/Employee Responsibilities

a. The purpose of the security education and training is to ensure that employees
understand the need and procedures for protecting classified and
sensitive information. The goal is to develop fundamental security habits as a
natural element of each task. Adverse impact upon the national security could
result from unauthorized disclosure of classified or sensitive information.
Supervisor responsibilities include:

) Determining security requirements, in coordination with the Director, OSP
or appropriate DO/bureau secuiity officer for their functions and ensuring
employees under their supervision understand and are well familiar with
the security requirements for their particular assignments.

. Providing on-the-job security training as an essential part of security

education and ensuring employees complete required training when
instructed to do so.
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. Continuously evaluating employees on the necessity and/or
appropriateness for access to classified information or assignment to
sensitive duties.

Individual responsibilities include:

* A personal, moral, and legal responsibility to protect classified and
sensitive information within their knowledge, possession or control.

. Adhering to the standards of conduct required of persons holding positions
of trust and avoiding personal behavior that could render them ineligible
for access to classified information or assignment to sensitive duties.

. An obligation to notify their supervisor, the Director, OSP or their
DO/bureau security officer, as appropriate, when they become aware of
information with potential security significance regarding someone with
access to classified information or assigned to sensitive duties,

. Reporting all violations of security regulations to the appropriate
DO/bureau security officials.

. Comply with all security requirements set forth in the Treasury Security
Manual and complete required training as instructed.

The Director, OSP and DO/bureau security officer responsibilities include:

o Instructing employees having knowledge, possession, or control of
classified or sensitive information on how to determine before
disseminating the information that the prospective recipient has been
authorized access, needs the information to perform his or her official
duties, and can properly safeguard the information.

. Advising employees of the strict prohibition against discussing classified
ot sensitive information over an unsecured telephone or in any other
manner that may permit interception by unauthorized persons.

® Advising employees that they must report to their supervisor, the Director,
OSP or DO/bureau security officer, contacts with any individual
regardless of nationality, whether within or outside the scope of the
individuals official activities, in which:

0 Illegal or unauthorized access is sought to classitied or otherwise
sensitive information;

16




Treasury Security Manual — TD P 15-71

o The employee is concerned that he or she may be the target of
exploitation; or

o The employee has contact with known or suspected foreign
intelligence officers from any country.

. Advising employees of the penalties for mishandling classified or
sensitive information or material.

The following are the minimum requirements for security education:

. Indoctrination of employees upon employment by DO/bureaus in the basic
principles of security.

. Contemporaneous orientation of employees when they received their
security clearance to have access to classified or sensitive information at
the time of assignment, regarding security requirements,

. On-the-job training in specific security requirements for the duties
assigned.
. Annual refresher briefings for employees that have access to classified or

sensitive information.
. Special briefings as circumstances dictate.
. Debriefing upon termination of access.
In accordance with EO 12968, the Director, OSP shall ensure that DO/bureaus
have an effective security education and awareness program for those employees

accessing classified or sensitive information.

DO/bureaus shall establish a method to record security education and awareness
training for each individual employee as such training is completed.

13.  Debriefing Program

a.

Prior to an employee or other individual’s departure from DO/bureaus the person
will be debriefed if they: (1) held a security clearance and/or (2) had control of
classified documents. The debriefing should, at a minimum, include reminders
that (1) classified documents are not personal property and may not be removed
from U.S. Government control, and (2) protection of classified information does
not end with the person’s termination of access.

DO/bureau security persommel should ensure that if an individual has signed for
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documents, they are properly accounted for prior to that individual departing.
Upon completion of the debriefing, DO/bureau security personnel shall request
the departing individual compiete the bottom portion of SF 312, Classified
Information Nondisclosure Agreement.

Employees shall be debriefed in the same manner when they no longer require
access to classified information.

14, Unauthorized Exposure to Classified Information

a.

If an individual is inadvertently exposed to classified information, the DO/bureau
security officer shall;

(1) Determine the amount of exposure to the classified information, This
accounting is separate from any security inquiry into the exposure.

(2)  Provide a briefing to the exposed individual regarding the requirements for
protecting classified information.

3) Provide the individual with a copy of the laws requiring him or her to
protect the classified information.

(4)  Have the individual sign TD F 15-05.19 Inadvertent Disclosure Briefing
and Agreement (See Attachment 3). The completed TD F 15-05.19 shall
be placed in the employee’s security file,

If the individual declines to sign the TD F 15-05.19 the following must occur:

(1) The individual must be told that the requirement to protect the information
is enforceable even without his or her signature on the form.

(2)  The DO/bureau security officer shall execute a signeld memo recording the
fact that a briefing was given and the individual declined to sign.

15.  Protecting Whistleblowers with Access to Classified Information

In accordance with Presidential Policy Directive (PDD) 19, dated October 12,
2012 employees eligible for access to classified information can effectively report
waste, fraud, and abuse while protecting classified national security information
free of retaliation against them for reporting such waste, fraud, and abuse. See
Chapter 1, Section 8.
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Attachment 1

DEPARTMENT OF THE TREASURY
PASSPORT AGREEMENT BETWEEN (NAME) AND (TREASURY/BUREAU),

I, (name), hereby agree to adhere to the abligations contained in this Agreement if [ am granted a security
clearance and subsequently authorized access to classified information, As used in this Agreement,
classified information is marked or unmarked classified information, including oral communications, that
is classified under the standards of Executive Order (EQ) 13526, “Classified National Security
Information,” or under any other executive order or statute that prohibits the unauthorized disclosure of
classified national security information, and unclassified information that meets the standards of
classification and is in the process of a classification determination.

1 understand that under EO 12968, “Access to Classified Information,” eligibility for access to classified
information may only be granted to those individuals who are United States citizens, and, among other
qualifications whose personal and professional history affirmatively indicates loyalty to the United States.
I understand and acknowledge that when an individual acts in such a way to indicate a preference for a
foreign country over the United States then a concern arises as to that person’s allegiance to the United
States and his/her willingness to safeguard classified information. In this regard, I have been advised that
conditions that raise a security concern and that may be disqualifying include the exercise of any right,
privilege or obligation of foreign citizenship, including the possession and/or use of a foreign passport.

As a dual citizen of both the United States and XXX, I possess both a 1J.S. and XXX passport, To
eliminate any appearance of foreign preference on my part [ voluntarily

() destroyed
() surrendered to the personnel security officer
() invalidated

my passport issued by XXX. Absent consent of the Director, Office of Security Programs, Department of
the Treasury, [ hereby agree to use only my U.S. passport in connection with any travel (official or
unofficial) while [ am employed with the (U.S. Department of the Treasury or name of bureau). I
understand that any breach of this Agreement may result in the termination of any security clearance |
hold.

[ have read this Agreement carefully and my questions, if any, have been answered. 1 execute this
agreement voiuntarify.

(Printed Name) (Signature and Date)

Witness

(Printed Name) (Signature and Date)

Accepted for Treasury Department:

(Printed Name) (Signature and Date)

TDF 15-03.11A (8/2013)
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Attachment 2

DEPARTMENT OF THE TREASURY
PASSPORT AGREEMENT BETWEEN (NAME) AND (TREASURY/BUREAU),

I, (name), hereby agree to adhere to the obligations contained in this Agreement if I am granted a security
clearance and subsequently authorized access to classified information. As used in this Agreement,
classified information is marked or unmarked classified information, including oral communications, that
is classified under the standards of Executive Order (EO) 13526, “Classified National Security
Information,” or under any other executive order or statute that prohibits the unauthorized disclosure of
classified national security information, and unclassified information that meets the standards of
classification and is in the process of a classification determination,

T understand that under EO 12968, “Access to Classified Information,” eligibility for access to classified
information may only be granted to those individuals who are United States citizens, and, among other
qualifications whose personal and professicnal history affirmatively indicates loyalty to the United States.
{understand and acknowledge that when an individual acts in such a way to indicate a preference for a
foreign country over the United States then a concern arises as to that person’s allegiance to the United
States and his/her willingness to safeguard classified information. In this regard, I have been advised that
conditions that raise a security concern and that may be disqualifying include the exercise of any right,
privilege or obligation of foreign citizenship, including the possession and/or use of a foreign passport.

 As a dual citizen of both the United States and XXX, I am eligible to possess both a U.S. and XXX
passport, However, I currently only possess a U.S. passport. To eliminate any appearance of foreign
preference on my part, absent consent of the Director, Office of Security Programs, Department of the
Treasury, I hereby agree to continue use of only my U.S. passport in connection with any travel (official
or unofficial) while I am employed with the (U.S. Department of the Treasury or name of bureau).
Further, I agree that T will immediately notify the Director, Office of Security Programs of any issuance
of a foreign passport in my name while [ am employed by the Department of the Treasury. I understand
that any breach of this Agreement may result in the fermination of any security clearance I hold.

1 have read this Agreement carefully and my questions, if any, have been answered. 1execute this
agreement voluntarily. ‘

(Printed Name) (Signature and Date)

Witness

(Printed Name) (Signature and Date)

Accepted for Treasury Department:

(Printed Name) {Signature and Date)

TDF 15-03.11B (8/2013)
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Department of the Treasury Attachment 3
INADVERTENT DISCLOSURE BRIEFING AND AGREEMENT

Briefing for Maintaining the Security of Classified Information

1. Classified information has been either discussed with you or exposed to your view in the
performance of your officially assigned duties. This disclosure on
was unintentional. It is therefore necessary to acquaint you with the law on this subject and for
you to execute a statement binding you to secrecy in connection with any information you may
have gained from this inadvertent disclosure.

2. It is impossible to overemphasize the importance of safeguarding this classified information.
The time limit for safeguarding such classified information oniy expires upon an official U.S.
Government determination that the information no longer meets the criteria for protection as
national security information. Transmission or revetation of this information in any manner to an
unauthorized person is prohibited by § 793 and § 794, Title 18, United States Code.

Inadvertent Disclosure Agreement

[ understand that | was inadvertently exposed to classified information through no fault of my
own in the performance of officially assigned duties.

I hereby affirm that [ have read and understand the above instructions for maintaining the security
of certain classified information. I certify that I shall never divulge to anyone else, in any

mannet, the classified information inadvertently exposed to me unless I have received express
written permission to do so from the official custodian of the information. [ understand that the
transmission or revelation of this information in any manner to an unauthorized person is
punishable under § 793 and § 794, Title 18, United States Code, My signature below
acknowledges my understanding of the above.

Typed or Printed Name Social Security Number

Signature Date

U.S. Government Witness Signature Date
Privacy Act Statement

The Privacy Act, 5 U.S.C. 5524, requires that Federal agencies inform individuals, at the time information is solicited
from them, whether disclosure is mandatory or voluntary, by hat authority such information is solicited, and what uses
will be made of the information, You are herby advised that disclosure is voluntary and the authority for soliciting
your Sacial Security Number (SSN) is Executive Order 9397. Your SSN will be used to identify you more precisely,
since many people appearing in the government’s administrative records have the same name.

TD F 15-05.19
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Adjudication Guidelines Updated
Section $ 1/3/12

1.  Introduction

The purpose of this section is to outline the adjudication process as found in Executive
Order (EO) 12968, Access to Classified Information, and the Revised Adjudicative
Guidelines for Determining Eligibility for Access to Classified Information (Revised
Adjudicative Guidelines), issued by the White House on December 29, 2005. This
section shall be used (1} in adjudicating background investigations for ail Departmental
Offices (DO) /bureau applicants, employees, contractors, consultants, and other persons
who require access to classified information pursuant to EOQ 12968, and (2) for
determining eligibility for employment in a sensitive position pursuant to EO 10450,
Security Requirements for Government Employment.

Additionally, these guidelines may be used in determining eligibility for (1) access to
sensitive but unclassified information or DO/bureau information technology (IT)
automated information systems (AIS),or (2} staff-like access to DO/bureau occupied
facilities.

2. Adjudicative Process

[ The adjudicative process is an examination of a sufficient period of a person’s life to
make an affirmative determination that the person is eligible for a security clearance or
assignment to sensitive duties or placement in a public trust position. Eligibility for
access to classified information is predicated upon the individual meeting these personnel
security guidelines.

The adjudicative process includes the careful weighing of a number of variables known
as the “whole person concept.” Available, reliable information about the person, past and
present, favorable and unfavorable, should be considered in reaching a determination.

a. After a thorough review, analysis, and evaluation of all available investigative
information, an appropriately trained adjudicator shall defermine an individual’s
eligibility (1) for access to classified information under EO 12968, or (2) to
occupy a sensitive position pursuant to EOQ 10450, using the Revised Adjudication
Guidelines.

b. If a security determination under EO 12968 or EO 10450 is made after a favorable
initial suitability determination, the security determination shall resolve any
questions of the suitability of an applicant for or an appointee to a sensitive
position.
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DO/bureaus may also determine eligibility for access to sensitive but unclassified
information and/or IT/AIS using the Revised Adjudicative Guidelines,

A determination to grant security clearance eligibility, authorize access to
classified information, or assign a person to sensitive duties or a public trust
position will be based on an investigation conducted in accordance with the
requirements specified in Chapter I, Section 1, of this manual,

Unless there is a reasonable basis for doubting a person's loyalty to the United
States, decisions regarding appointment or retention in civilian employment are
governed by personnel policies.

3. Contract Employees

a.

In general, the responsibility for making classified access eligibility
determinations for contract personnel (i.e., employees of a contractor to the
agency) rests with the Defense Security Service, according to EO 12829, National
Industrial Security Program (NISP). However, for the purpose of granting access
to classified information, individuals who contract directly with DO/bureaus as
consultants or experts shall not be subject to the NISP, but shall be subject to the
same requirements as DO/bureau employees.

Determinations regarding contract personnel access to DO/burcau facilities,
sensitive information, or I'T/AIS, shall be made by the appropriate DO/bureau
security officer, using appropriate adjudication criteria. DO/bureaus should use
the Revised Adjudicative Guidelines for this purpose.

DO/bureaus shall comply with Chapter 11, Section 3 of this manual regarding
notification requirements when significant adverse information is developed in
the case of a DO/bureau contractor that results in a potentially unfavorable
determination for access to (1) DO/bureau facilities, (2) sensitive information, or
(3) IT/AIS.
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Personnel Security Operations Updated
1/8/12

Purpose

The purpose of this section is to outline specific procedures to ensure compatibility and
consistency in the use and maintenance of personnel security investigations and records.
Departmental Offices (DO)/bureaus are responsible for maintaining personnel security
operations as specified in this section.

Policy

DO/bureaus must establish and maintain a personnel security file for employees
in the following positions: (1) national security positions, (2) moderate- and high-
risk public trust positions, and (3) those in low-risk/non-sensitive positions on
whom unfavorable or derogatory information has been developed or received,
unless the file is maintained by the Office of Personnel Management (OPM).

Contractors are subject to the same requirements as DO/bureau employees with a
file maintained for contractor personnel covered by the provisions of Chapter II,
Section 2, of this Manual or who require a background investigation to meet the
requirements of Homeland Security Presidential Directive (HSPD-12).
DO/bureaus need not maintain a file on contractor personnel who was granted
access to classified information under the National Industrial Security Program
(NISP), unless there is a requirement for additional investigation in connection
with (1) access to DO/bureau facilities or automated information systems, or (2)
access to classified information (Sensitive Compartmented Information) not
covered under the NISP.

With regard to favorable investigations on employees or contractor personnel in
low- or moderate-risk positions, DO/bureaus may, at their discretion, retain either
the entire report or pertinent investigative data only,

The specific location of personnel security files is left to DO/bureau discretion,
however, all national security files are to be maintained by the DO/bureau
security officer,

Personnel Security Files

Contents of Personnel Security Files. Personnel security files include the
following documentation:
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. The type of investigation completed.

. The investigative agency that conducted the investigation.

) The date of the investigation.

. Results of the investigation.

) Results of sequrity and suitability adjudications/determinations.

. Security clearance decisions.

. Any significant personnel security or suitability information that is

developed during employment.

Retention of Personnel Security Files. Personnel security files should be retained
for the duration of an individual’s employment or contractual relationship with
DO/bureaus and shall be maintained in accordance with Treasury Directive (TD)
80-05, Records and Information Management Program, and National Archives
and Records Administration General Records Schedule 18 (items 21-25 relating
to personnel security files).

Use of OPM Investigative Reports. DO/bureaus may choose to retain copies of
OPM investigative reports for the duration of the retention schedule; however,
OPM Form 79A (Report of Agency Adjudication Action on OPM Personnel
Investigations) must be retained in the case file as the record of adjudicative
action. Reports of investigations conducted by other Federal agencies, but
transmitted through OPM, must be handled in the manner prescribed by (1) the
originating agency’s Privacy Act System Security Notice, or (2) stamped caveats
that may appear on those documents.

Disclosure of OPM reports of investigation must be done in a manner consistent
with OPM requirements for receipt and distribution of such information, If such
disclosure is to the same individual(s) on a recurring basis, those individuals are
investigated at the level required by OPM.

Disposition of Investigative Reports. Personnel security case files and related
indices must be destroyed or transferred to a Federal Records Center upon
notification of an employee’s death, or not later than five years after separation or
transfer, or expiration of the contractual relationship. DO/bureaus must ensure
that the Privacy Act Notice of Routine Uses for that system of records accurately
describes their practices in this area. Investigative reports and related documents
obtained from other agencies for making security/suitability determinations must
be destroyed in accordance with the investigating agency’s instructions.
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Compliance with OPM. DO/bureaus must establish procedures to ensure
compliance with OPM’s Clearance Verification System (CVS).

4.  Security Clearance Records

a.

Certificate of Clearance and/or Security Determination. Treasury Department
Form (TD F) 15-03.2, or bureau equivalent documents the date and basis of the
determination, but does not reflect any adverse information recorded in the
personnel security file. When a security clearance has been granted, the form
should include the level of security clearance granted, and whether it was granted
on an interim or final basis.

For employees who do not require security clearances, the form must contain the
same biographical and investigative information, but the level of security
clearance shall be reflected as “None” or “None Required.”

The form must be signed by the personnel security officer or other authorized
official, and the signed certificate must be sent to the employee’s personnel office.
That office shall file original on the right side of the Official Personnel Folder
(OPF) with a copy affixed as the uppermost document in the personnel security
file.

Classified Information Nondisclosure Agreement (SF 312). As a condition of
being granted access to classified information, the individual must first receive a
security briefing by appropriate DO/bureau security officials in which he or she is
informed of the obligations and responsibilities attendant upon being granted
access, and must execute the SF 312,

(1)  For employees, the original SF 312 shall be placed on the right side of the
OPF. A copy of the SF 312 may also be retained in the employee’s
personnel security file.

2) For individuals not having an OPF, DO/bureaus must maintain the SF 312
in an appropriate system of records that meets the Information Security
Oversight Office 50-year retention requirement.

Written Consent Form for Access to Financial Records. Every employee granted
access to classified information must provide the employing DO/bureau with a
written consent form. The consent form allows an authorized investigative
agency access to financial and other records as defined in Executive Order (EO)

12968 Section 1.2(e), dccess to Classified Information, for the duration of the
employee’s access to classified information plus three years thereafter when any
of the following occur:
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(1) There are reasonable grounds to believe, based on credible information,
that the employee or former employee is, or may be, disclosing classified
information in an unauthorized manner to a foreign power or agent of a
foreign power.

(2) DO or a bureau has received credible information that an employee or
former employee has incurred excessive indebtedness or has acquired a
level of affluence that cannot be explained by other information.

(3)  Circumstances indicate that the employee or former employee had the
capability and opportunity to disclose classified information that is known
to have been lost or compromised to a foreign power or an agent of a
foreign power. '

Transfer of Personnel Security Records and Clearances between
DO/Bureaus

a. When an employee transfers from DO to a bureau or from one bureau to another,
the complete personnel security file or a copy of it must be transferred from the
personnel security office of the losing bureau to the personnel security office of
the gaining bureau. Exception: when the file of an Internal Revenue Service
(IRS) employee contains tax information, the tax information is not transferred
outside the IRS.

b. A current security clearance is transferable between DO/bureaus without re-
adjudication. DO/bureaus must complete a “Checklist of Permitted Exceptions to
Reciprocity” (Attachment 1) prior to requesting additional information, security
forms or investigations on employees with existing investigations.

Protection of Personnel Security Records

Information in personnel security investigations, records, and operations, must be
carefully safeguarded to protect the interests of both the individual and the DO/bureaus as
required by the Privacy Act. Personnel security records containing classified information
must be stored in a General Services Administration-approved security container or in an
equally secure area accessible only by appropriately cleared DO/bureau officials.
Personnel security records containing Personally Identifiable Information must be
afforded a degree of protection to preclude access by unauthorized persons and be made
available and used only for authorized official purposes.

a. Personnel security investigation information requested by the subject of an
investigation must be processed according to procedures established by
DO/bureaus under provisions of the Privacy Act or the Freedom of Information
Act, as appropriate. Requests for the release of the results of any personnel

4
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security investigation shouid be referred to the DO/bureau or non-Treasury
agency that conducted it.

Reports containing classified information must be protected in accordance with
EO 12958, as amended, Classified National Security Information, and appropriate
Treasury regulations.

Monitoring Personnel, Security Clearance Changes and Adverse
Information

DO/bureaus shall institute procedures to ensure that all of the following employee
inforimation is reported in a timely manner:

) Change of name.
Marriage or cohabitation.

. Termination of employment.

. Reduction in force.

. Furlough.

. Leave of absence for a period exceeding one year.
. Death of an employee.

Any adverse information concerning employees authorized access to or being
processed for access to classified information must be reported, when such
information becomes known, to the Director, Office of Security Programs or
bureau security officer, as appropriate. An individual’s failure to report such
adverse information to the personnel security official or designated official may
result in the suspension or termination of their security clearance. This report
must be submitted even if the employment of the individual has been terminated.
The report must contain:

Subject’s last, first, and middle name.

Social security number.

Date and place of birth.

Clearance level and date of clearance.

Employment status (if terminated, include termination date).

The adverse information being reported.

) The name and telephone number of the individual to contact for further
information regarding the matter.

° Signature, typed name, and the title of the individual submitting the report.

Reports based on rumor or innuendo shall not be made.
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8.  Clearance Verification

a. Only the issuing U.S. Government authority may officially verify an employee’s
security clearance for access to classified information. Within DO this is the
responsibility of OSP’s Personnel Security Branch. Corresponding bureau
security clearance verification is the responsibility of bureau personnel security
officials. -

b. Passing the clearance includes the level of access the employee has been
authorized to receive classified information, e.g., Top Secret, Secret, or
Confidential information. Also identified is the type of background investigation
conducted, by whom, along with the date the investigation was completed. When
an individual’s clearance needs to be passed to another Treasury bureau or other
U.S. Government agency/department it must be passed from issuing personnel
secutity office to receiving personnel security office.

C. Clearance information shall be passed on DO/bureau letterhead. Employees
should notify personnel security officials at least 24 hours before a particular
classified meeting or event requiring the clearance to be passed. The OSP website
at http://intranet.treas.gov/security/forms/ has Treasury Department Form (TD F)
15-03.6 (Request for Security Clearance Verification), see Attachment |, and may
be used by employees to ask that their clearance be passed. Details regarding the
proposed must be provided to the host DO/bureau personnel security office
sufficiently in advance of the intended activity to permit timely processing of each
request. Details include the following:

. Date(s) of the visit.

. Purpose of the visit.

. Level of the employee’s security clearance.

. Name and telephone/fax number of a point of contact at the receiving site.
d. A clearance may be certified to attend routinely scheduled meetings/briefings for

up to one year intervals. This saves time and s more efficient than passing a
clearance for individual classified meetings. The same rules apply on providing
the other agency/department/bureau point of contact information (name,
phone/fax number and purpose).

e. When a DO/bureau employee visits a classified facility and that location
requires the employee’s security clearance information be transferred as a
condition of the visit, the visitor’s DO/bureau personnel security office must
certify to the host security office the necessary security clearance status and other
required visit data on the employee. Acceptance of interim security clearances is
left to the discretion of the agency whose facility is to be visited.

f. When an employee is detailed to another agency, DO or bureau, it is the
responsibility of the sending organization (1) to ensure that the employee meets

6
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all investigative/clearance requirements for the new position, and (2) to grant any
security clearance required for access to classified information.

When employees of other Federal agencies or cleared contractor facilities require
access to classified information at DO/bureau facilities, the sponsoring DO/bureau
office must ask the personnel security office to obtain the pertinent security
clearance verification data on the visitors (see 8a, above). For Federal employees,
the verification data must come directly from the visitor’s agency. For
contractors, verification must be obtained from the parent company or via the
Defense Industrial Security Clearance Office.

Interaction with Offices of Inspectors General

Personnel security cases and investigations in which evidence of criminal activity
is developed shall be referred to the Office of Inspector General, the Office of
Inspector General for Tax Administration, or the Office of the Special Inspector
General for the Troubled Asset Relief Program, as appropriate.
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Attaclnnen_t |

Department of the Treasury
Request for Security Clearance Verification

For security clearance information to be verified (passed) as expeditiously as possible,
the following data must be provided to Departmental Offices/bureau personnel security
specialists holding your clearance certification.

Employee Name: Date of Request:

Date of Birth; SSN: Office Phone:

Bureau/Agency/Department requiring security clearance verification; phone/fax:

Point of Contact/Sponsor Name:

Contact/Sponsor’s Phone and Fax Numbers:

Meeting/Visit Dates: (from) (to) Permanent Certification Yes No

Location(s) (as applicable):

Purpose:

Please allow 24 hours from personnel security specialists’ receipt of this form for security
clearance information to be passed to recipient(s).

Notice: In compliance with the Privacy Act of 1974, 5 U.S.C. § 552a the authority for soliciting your Social Security
Number (SSN) is Executive Order 9397 which authorizes agencies to solicit S§Ns for use as identifiers for
administrative purposes. Your SSN is needed to keep records accurate, because other people may have the same name
and birth date. This information will be used as a means of verifying your security clearance to Treasury bureaus and
other agencies/departments. Information will be transferred to appropriate Federal, State, local or foreign agencies
when relevant to civil, criminal, or regulatory investigations or prosecutions; or pursuant to a request any other agency
in connection with hiring or retention of an employee, the issuance of a security clearance, the investigation of an
employee, the letting of a contract, or the issuance of a license, grant, or other benefit. Disclosure of the information is
voluntary. If some or any part of the requested information is not provided, the effect will be that the processing of
your request for security clearance verification will be impeded or possibly result in the denial of access to classified
information.

TD F 15-03.6
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Chapter | Suspension of Access Updated
Section 5 to Classified Information 1/3/12

1. Introduction

This section presents the procedures to be followed when suspending an individual’s
access to classified information, in accordance with Executive Order (EQ) 12968. The
procedures described herein do not apply to termination of access when the individual no
longer has a need-to-know.

2. Suspension of Access to Classified Information for Cause

When questionable or unfavorable information becomes available concerning an
individual who has been granted access, the Director, Qffice of Security Programs (OSP),
or Departmental Offices (DO)/bureau personnel security officer, as appropriate, may
immediately suspend access. Suspension of access for cause may only be used as an
interim measure that must be resolved through either a favorable or unfavorable security
determination by the Director, OSP, or DO/bureaun personnel security officer, as
appropriate. The supervisor will forward all pertinent information concerning the
individual to the Director, OSP, or DO/bureau personnel security officer, as approptiate,
for a final security clearance determination.

Suspension of access is required when an individual with a security clearance is
incarcerated (to include Work Release Programs) as the result of a conviction for a
criminal offense or is absent without leave for a period exceeding 30 days.

Suspension of access may be appropriate in, but not limited to, any of the following
situations:

(1)  Preparations are being made to revoke an individual’s existing security clearance
and access is suspended while the review of the determination to revoke takes
place.

(2)  Additional time is needed to resolve adverse information that could require
further investigation or the individual must complete certain requirements to
maintain his or her eligibility to maintain a security clearance.

(3)  Pending removal and termination of employment resulting from adverse
personnel actions under 5 United States Code 75,

(4)  Failure by an individual to submit required security forms or releases in a timely
manner.
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Whenever a determination is made to suspend access to classified information, the
following will occur: '

. The individual concerned will be notified in writing of his/her suspended access
to classified information by the Director, OSP, or DO/bureau personnel security
officer, as appropriate, consistent with the interests of national security.
Notification to an individual regarding suspension of access to classified
information may be by personal delivery, government or commercial overnight
carrier, or certified mail. It must be delivered in a timely manner and an
acknowledgment of receipt shall be requested. Regardless of whether delivery of
the notice to the individual is refused or does not reach the individual through no
fault of the Director, OSP or DO/bureau personnel security ofticer, suspension of
access to classified information is immediate,

. A copy of any notification required by this section shall be maintained in the
individual’s personnel security file and a copy shall be provided to the Director,
OSP.

. A brief statement of the reason(s) for the proposed suspension will be included.

* The suspension of access to classified information remains in effect until an

appropriate investigation is conducted and/or a determination is made to revoke or
reinstate an individual’s access to classified information by the Director, OSP or
DO/bureau personnel security officer.

Upon the suspension of an individual’s access to classified information:

. The Director, OSP, or DO/bureau personnel security officer, as appropriate, in
conjunction with the individual’s supervisor, will take steps to ensure that the
individual’s name is removed from all access rosters, and notice of visit
certifications provided to other agencies. Additionally, all employees (including
contractors) working with the affected individual must be notified of the
suspension (without disclosing the cause of the suspension) to ensure the
individual has no further access to classified information.

* Combinations to classified storage containers (safes) to which the individual had
access will be changed unless sufficient controls exist to prevent the individual’s
continued access to the security container.

. The Director, OSP, DO/bureau personnel security officer, and/or the individual’s
supervisor, as appropriate, will ensure that the individual does not have access to
any classified information during the period of the suspension of access to
classified information.
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Chapter I  Denial or Revocation of Security Clearance Updated
Section 6 1/8/12

l.

2.

3.

Introduction

This section presents the procedures to be followed when denying or revoking an
employee’s security clearance, in accordance with Executive Order (EQ) 12968, Access
fo Classified Information. The process to appeal a decision is presented in Chapter I,
Section 7.

The procedures in this section are applicable except where the Secretary of the Treasury
invokes the provisions set forth in EO 12968, Section 5.2(c) or {e).

Notices and Due Dates

a. Notification to an employee ot applicant regarding denial or revocation of
security clearance may be sent by personal delivery, government or commercial
overnight courier, or certified mail. It must be delivered in a timely manner and
an acknowledgment of receipt shall be requested. A copy of any notification
required by this section shall be maintained in the individual’s personnel security
file and a copy shall be provided to the Director, Office of Security Programs
(OSP).

b. Unless explicitly stated otherwise, the time period for a reply or other filing by an
applicant or employee begins upon delivery of notification to the individual.
Where delivery cannot be made or the delivery is refused, the time period begins
five calendar days after issuance of notification to the individual.

The due date specified for a reply or other filing by an individual is the date the reply or
other filing must be received by the appropriate Departmental Offices (DO)/bureau
office. The reply or other filing can be made by personal delivery, facsimile, mail, or
GSA-approved commercial overnight delivery.

Denial or Revocation of Security Clearance

DO/bureaus should proceed with denial or revocation, as appropriate, when the
responsible DO or bureau personnel! security officer determines either of the following:

a, An individual who has been nominated for or currently possesses a security
clearance fails to meet applicable security criteria.
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b. There are insufficient mitigating factors indicating whether security clearance
eligibility may be granted in the future.

Notification of Determination

The individual must be provided with the review proceedings below as set forth in
Section 5.2, EO 12968. :

The applicant or employee must be provided with a written notice of determination
stating that he or she does not meet applicable eligibility standards for access to classified

information. The written notice of determination must contain the following information:

a. As comprehensive and detailed an explanation of the basis for the determination
as the national security interests and other applicable laws permit.

b, The name and address of the official to whom the employee should direct any
reply, request, or other filing.

c. A copy of this section of the Treasury Security Manual (Chapter I, Section 6) and
a statement directing the individual to this section for a description of the review
proceedings available to him or her.

d. A copy of EO 12968.

Review of Determination

a. If an individual to whom a notice of determination is issued requests a review of
the determination, he or she may:

(1 Be represented by counsel or other representative at their own expense.

(2)  Request, in writing, not later than 15 (fifteen) days after receipt of the
Notice of Determination, either or both of the following:

. Any documents, records, and reports upon which a denial or
revocation is based, as defined in section 5.2(2)(2) of EQ 12968.

. The entire investigative file, as permitted by the national security
and other applicable laws.

(3} Request, in writing, a review of that determination, within the following
timeframes:
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. No later than 30 (thirty) days after receipt of the Notice of
Determination, if no timely request has been made under paragraph
5a (1) above.

. No later than 30 (thirty) days after receipt of a notice from
DO/bureau to the individual that the DO/bureau has made the final
release of material requested, where a timely request under
paragraph 5a (2), above, has been made.

Request to appear personally before the deciding authority (the
DO/bureau official designated to review any reply to the notice of
determination), and present relevant documents, materials, and
information. A request to appear personally shall be made no later than
the time at which a written reply to a notice of determination would be
timely made.

DO/bureaus must notify the individual when final release of documents or the file -
is made, so that the due date for a written reply may be set.

M

@)

If the applicant or employee requests any documents, records, or repotts
upon which a denial or revocation is based, the documents must be
provided to the individual within 30 days of receipt of the request. The
documents must be provided to the extent they would be provided if
requested and released under the Freedom of Information Act or the
Privacy Act, as applicable.

If the applicant or employee requests the entire investigative file, such
documents must be provided promptly prior to the time set for a written
reply, as permitted by the national security and other applicable law.

A reply to the notice of determination must be reviewed by an official designated
by DO/bureau officials or personnel security authority.

Note: The deciding authority shall not be under the supervision of the individual
issuing the notice of determination,

()

If the applicant or employee timely requests an opportunity to appear
personally, the deciding authority must comply with the provisions of
Section 5.2(a)(7), EO 12968, be present at the personal appearance, and
prepare a written summary or recording of the personal appearance, at
DO/bureau discretion. The deciding authority will also make any
necessary rulings for the conduct of the personal appearance and regulate
the proceeding as may be necessary.

Note: A confrontation interview as part of the investigation does not
constitute an opportunity to appear personally.
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(2) Upon completion of the review of the case, the deciding authority must
notify the individual in writing of his or her decision (referred to as a
Notice of Review). In the Notice of Review, the deciding authority must
state the reasons for the decision.

If the decision of the deciding authority affirms the determination to deny or
revoke the security clearance, the Notice of Review must also inform the
individual of the right to appeal the decision to the Treasury Department’s
Security Appeals Panel, as described in Section 5.2(a)(7), EO 12968,

To file an appeal, the individual must submit a written appeal to the Security
Appeals Panel at the following address, within 30 days of receipt of the Notice of
Review:

Security Appeals Panel

¢/o Director, Oftice of Security Programs

Room 3180 Treasury Annex

1500 Pennsylvania Avenue, N.W.

Washington, D.C. 20220

Appeals are decided by the Treasury Department’s Security Appeals Panel, which
is discussed more fully in Chapter 1, Section 7.

6.  Final Action

When an applicant or employee timely requests a review of a notice of
determination or, after such review, appeals to the Security Appeals Panel, the
denial or revocation of eligibility for access to classified information is
impiemented only when any or all such proceedings have been completed.

Failure of the applicant or employee to (1) request review of the determination,
(2) appeal to the Security Appeals Panel, or (3) meet any applicable time limit for
these actions normally results in the termination of any further proceedings. The
denial or revocation of security clearance is implemented at that time.

7. Responsibilities for Rulings

a.

Until a deciding authority is designated, the official who issues the notice of
determination will make any necessary rulings with respect to these proceedings.
Upon designation of the deciding authority, the deciding authority will make any
necessary rulings on these proceedings.

Upon receipt of a written appeal to the Security Appeals Panel, the Chair of the
Panel shall make any necessary rulings on procedural matters.
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8.  No Rights Created

These provisions, consistent with Section 5.2 (¢), EO 12968, create no procedural or
substantive rights.
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Security Appeals Panel Procedures Updated
Section 7 1/8/12

. Introduction

This section outlines the procedures for the appeal of a security clearance denial or
revocation, including the responsibilities of the Department of the Treasury Security
Appeals Panel, in accordance with Executive Order (EQ) 12968, Access fo Classified
Information, Part 5, Review of Access Determinations. The appeal process is available to
all Departmental Offices (DO)/bureau employees who have been determined to be
ineligible for access to classified information.

Denial and revocation of eligibility for a security clearance can have a severe impact on
an individual and their career; therefore, the reconsideration and appeals procedures must
be carefully followed to ensure that both security and fairness requirements are met,

2. Notice of Review

Upon completion of the review of a case, the deciding authority must notify the employee
in writing (via Notice of Review) of the deciding authority's decision, the reasons for the
decision, and identify the deciding authority.

3.  Appeal of the Determination

Appeals are resolved by the Treasury Department’s Security Appeals Panel, which is
appointed by the Deputy Assistant Secretary for Security. The panel includes at least two
persons from outside the security field. The Director, Office of Security Programs shall
be a member and chair of the Security Appeals Panel. Upon request of the Security
Appeals Panel, all relevant case materials will be provided by the deciding authority,
including the written summary or recording of any personal appearance.

If the panel determines that additional information or investigation is necessary to render
a decision, the chair may request such information or investigation from the DO/bureau
where the case originated.

The Secretary of the Treasury may personally certify that the appeals process cannot be
made available in a particular case without damaging the national security interests of the
United States by revealing classified information. In such cases, the appeals process shall
not be made available. This certification shall be conclusive.
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Notice of Right to Appeal
The written notice of the results of a review must contain the following statement:

You have the right to appeal this determination to the Treasury Department 's
Security Appeals Panel within 30 days of your receipt of this notice. Your appeal
should be addressed to: '

Security Appeals Panel

c/o Director, Office of Security Programs
Room 3180 Treasury Annex

1500 Pennsylvania Avenue, N.W.
Washington, D.C. 20220

The appeal must be in writing and must contain the following information:
¢ Your full name, address and telephone number(s).

. The name, address and telephone number of your attorney or other
representative, if any.

. A copy of this notice.

. Any written statement, relevant documents, materials, or information you
wish the Security Appeals Panel to consider.

Note: Classified national security information involved in the appeals process
must be protected. Access to this information may only be granted pursuant to
the requirements set forth in EO 12968.

Timeliness of Appeal

An appeal filed outside the 30-day time limit will not be accepted by the Security
Appeals Panel unless the appeilant demonstrates compelling reasons beyond his or her
control that prevented timely filing. Failure of the applicant or employee to request an
appeal within the required time limit will result in a termination of any further
proceedings. The denial or revocation of security clearance shall be upheld at that time,

Supplementary Information

If the panel determines that additional information or investigation is necessary to render
a decision, the Chair of the Security Appeals Panel may request such information or
investigation from the DO/bureau wherein the case originated. The DO/bureau shall
ensure that the request is fulfilled.
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Personal Appearance Before Panel

The appellant has the right to appear personally and to present relevant documents,
materials, and information at some point in the process before an adjudicative or other
authority. This opportunity will be exercised at the bureau level. The Security Appeals
Panel may, at their discretion, afford the appellant the opportunity to appear before them,

a. Recording. The Security Appeals Panel determines whether and how the personal
appearance will be recorded and transcribed. No other mechanical recording of
the personal appearance will be permitted.

b. Attendance. Only the appellant, the appellant's representative, the Security
Appeals Panel members, and a representative from the Treasury Legal Counsel
are permitted to attend the appellant's personal appearance.

C. Informal Proceeding. Because the personal appearance is an informal
proceeding, statements will not be made under oath. There will be no right to
present of cross-examine witnesses.

Decision

The decision of the Security Appeals Panel shall be in writing and is final unless the
Secretary of the Treasury personally exercises appeal authority based upon
recommendations from the Security Appeals Panel. In such case, the decision of the
Secretary shall be final.

The Security Appeals Panel shall provide its decision in writing to the appellant or the
appellant's representative with a copy to the DO/bureau.
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Chapter I Presidential Policy Directive 19, Pr:)tecting Dated
Section 8 Whistleblowers with Access to Classified 6/21/13

Information

Introduction

Treasury employees are protected by the Whistleblower Protection Act of 1989.
Presidential Policy Directive 19 (PPD-19), Protecting Whistleblowers with Access to
Classified Information, dated October 10, 2012 further ensures that employees, serving in
the Executive Branch, who are eligible for access to classified information, can
effectively report waste, fraud, and abuse while protecting classified national security
information and prohibits retaliation against employees for reporting such waste, fraud
and abuse.

Any DO/bureau official who has authority to take, direct others to take, recommend or
approve any action affecting an employee’s eligibility for access to classified
information, shall not, with respect to such authority, take or fail o take, or threaten to
take or fail to take any action affecting an employee’s eligibility for access to classified
information as a reprisal for a protected disclosure.

Protected Disclosure

PPD-19 applies to the protected disclosure” of information, i.e., disclosure of
information by an employee to a supervisor in the employee’s direct line of authority up
to and including the DO/bureau head, to the Inspector General of the employing
DO/bureau (collectively “Inspector General™), or to an employee designated by any of
the above officials for the purpose of receiving such disclosures, that the employee
reasonably believes evidence (1) a violation of any law, rule, or regulation; or (ii) gross
mismanagement, a gross waste of funds, an abuse of authority, or a substantial and
specific danger to public health or safety. The term “protected disclosure™ includes:

a. Any communication described by and that complies with subsection (a)(1),
(d), or (h) of section 8H of the Inspector General Act of 1978; subsection
(d)(5)(A) of section 17 of the Central Intelligence Ageacy Act of 1949; or
subsection (k)(5)(A), (D), or (G) of section 103H of the National Security Act
of 1947;

b. The exercise of any appeal, complaint, or grievance with regard to the
violation of PPD-19;

¢. Lawfully participating in an investigation or proceeding regarding a violation
of PPD-19; and
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d. Cooperating with or disclosing information to an Inspector General, in
accordance with applicable provisions of law in connection with an audit,
inspection, or investigation conducted by the Inspector General, if any of the
actions in (paragraph 2b-d above) do not result in the employee disclosing
classified information or other information contrary to law.

Review Process

Employees may appeal actions they allege to be in violation of PPD 19 as grounds for the
review of eligibility decisions described in Sections 6 and 7 of this Chapter. If adequate
review requires the disclosure of classified information, the employee shall contact the
appropriate DO/bureau official or the Director, Office of Security Programs (OSP), to
make the necessary arrangements.

If an employee alleges a violation of PPD-19 during the processes described in Sections 6
and 7 of this Chapter, the matter shall be referred to the relevant Inspector General by the
Director, OSP, upon exhaustion of the employee’s review or appeal rights, for the
_Inspector General’s review to determine whether an action affecting eligibility for access
to classified information violated PPD-19. The Inspector General may recommend to the
last reviewing official or panel appropriate corrective action. That official or panel shall
carefully consider the findings of and actions recommended by the Inspector General for
reconsideration of the employee’s eligibility for access to classified information
consistent with EQ 12968 and may amend its review determination. To the extent
authorized by law (including the Back Pay Act), such action may include, but is not
limited to, reinstatement, reassignment, the award of reasonable attorney’s fees, other
reasonable costs, back pay and related benefits, travel expenses, and compensatory
damages.

Appeal Process by External Panel Review

An employee alleging reprisal in violation of PPD-19 who has exhausted the review
processes described in Sections 6, 7, and 8.4 of this Chapter may request an external
review by a three-member Inspector General panel as required by Section C of PPD-19
by notifying the Inspector General of the employing DO/bureau. PPD-19 requires the
external panel to complete a review of the claim, which may consist of a file review, as
appropriate, within 180 days.

If the external panel determines the individual was subject to an action affecting his or
her ¢ligibility for access to classified information based upon reprisal, it may recommend
that the last reviewing official or panel take corrective action to return the employee, as
nearly as practicable and reasonable, to the position such employee would have held had
the reprisal not occurred and that the official or panel reconsider the employee’s
eligibility for access to classified information consistent with the national security and
EO 12968.
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The last reviewing official or panel head shall carefully consider the recommendation of
the external panel and within 60 days inform the employing DO/bureau and the Director,
OSP, of its determination with respect to the recommendation. The Director, OSP, shall
within 90 days, ensure that the external panel and the Director of National Intelligence
are informed of what action has been taken. :
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Chapter 11 Personnel Security Updated
Section 1 and Suitability Investigations 12/1/11

1.  Introduction

The purpose of this section'is to present the minimum requirements and standards within
the Department of the Treasury to determine whether an individual’s employment
promotes the efficiency of the service (suitability) and is consistent with the interests of
the national security, as set forth in Title 5 Code of Federal Regulations 731 and 732,
respectively.

Senior managers, supervisors, and employees are responsible for familiarization and
compliance with all personnel security regulations and procedures at their installations.

2. Policy

Every position within Departmental Offices (DO)/bureaus requires that incumbent
employees undergo an investigation conducted by an appropriate government authority
based upon the (1) requirements of Homeland Security Presidential Directive (HSPD-12),
(2) sensitivity of the position, and/or (3) need for access to classified information. The
investigative requirements shall be consistent with the guidance provided by the Office of
Personnel Management (OPM).

3. Personnel Security Program

a. The ‘objective of the Personnel Security Program is to authorize initial and
continued access to classified information and/or initial and continued assighment
to sensitive duties. The program applies to those persons whose loyalty,
reliability and trustworthiness are such that entrusting the persons with classified
information or assigning the persons to sensitive duties is clearly consistent with
the interests of national security.

b. The policies, procedures, and standards prescribed in this section apply to
DO/bureau employees and applicants as well as individuals working as
consultants or experts, students, trainees, and other persons designated by the
Secretary of the Treasury to have access to classified information or assigned to
sensitive duties.

4.  Investigative Responsibilities

By agreement with the OPM Federal Investigative Services Division (OPM-FISD), and
subject to special agreements between OPM- FISD, the DO/bureau background
investigative responsibility is divided as follows: .

1
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On a reimbursable basis, OPM-FIS will conduct standard suitability and national
security investigations as requested by DO/burcaus pursuant to a written
agreement between OPM-FISD and DO/bureaus. In addition to general
agreements, DO/bureaus may enter into special agreements with OPM-FISD to
have OPM-FISD provide other investigative services on a reimbursable basis.
The duration of special agreements and the timing for notice to amend or cancel
them will be established at the time that the agreements are prepared.

DO/bureaus with delegated investigative authority may conduct investigations
where special agreements have been made with OPM-FISD, including all or part
of the National Agency Check (NAC), as well as such additional investigation, as
necessary, to resolve unfavorable or inconsistent information developed during
the background investigation. DO/bureaus with delegated authority must conduct
investigations for competitive service applicants, appointees, and employees that
meet the investigative standards set by OPM-F1S, as covered in the OPM
Investigator’s Handbook.

In order to obtain investigative authority, DO/bureaus must first submit a
business/operations plan to the Director, OSP. The Director, OSP will evaluate
the plan and forward his/her recommendation to OPM-FISD. The DO/bureau
business/operations plan must contain the following information:

(1) Type of investigators DO/bureaus will employ (government
employees, independent contract employees or contract investigation

companies.)

(2) Training plan DO/bureaus will utilize to train investigators and
internal review staff.

(3) Quality Assurance plan DO/bureaus will utilize to monitor:

a. Investigators interviewing techniques, report writing skills and
professionalism while conducting interviews.

b. Internal review staff proficiency in evaluating completed
investigations against national investigative standards for

completeness and issue resolution.

4 Description of information technology/ automated information system(s)
to be utilized in tracking

a. investigative leads assignments to investigators.

b. timeliness of investigative leads.
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(5  Signed memoranda of agreement with appropriate Federal agencies if
DO/bureaus intend to conduct any portion of the NAC.

-

OSP reserves the authority to conduct period reviews of all DO/bureaus
investigation programs.

5. Suitability and Security Investigations

a.

Suitability and security investigations:

() Provide an assessment of an individual's potential likelihood to promote
the efficiency and integrity of DO/bureau operations when filling a
particular position.

(2)  Determine if employment or retention in employment is consistent with
the national security.

The investigative process for both types of investigations develops information
and evaluates the background of employees associated with the Department. The
findings of facts ascertained through security investigations are used to determine
eligibility for access to national security information or for special access program
determinations. General guidance showing the minimum type of security and
suitability investigation for each sensitivity or risk level is provided in Chapter 1,
Section 1.

Employees appointed to any DO/bureau position are subject to a suitability

. investigation (1) upon initial appointment to the Federal service and (2) upon

reappointment after a break in service of 24 or more months. Employees also
may be subjected to investigation for access to national security information prior
to or immediately following entrance-on-duty, in accordance with the provisions
of the Treasury Security Manual (TD P 15-71). Current Federal employees
appointed to DO/bureau positions may be subjected to further investigation, if the
position to which they are being appointed carries a higher risk designation than
that for which they were previously investigated. In general, the type of
investigation to be conducted is based on the position's sensitivity or risk level
designation.

All non-employees, such as persons working under personal contracts i.c.,
consultants or experts, are subject to investigation under guidelines set forth in
Homeland Security Presidential Directive 12 (HSPD-12) if they have an official
association with an operating unit or office. In general, the type of investigation
to be conducted is based on the risk associated with the individual's work and the
anticipated period of association with DO/bureau.
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6. Initiating Requests for Investigations
Investigations are initiated for several reasons.

a. Every employee shall undergo a suitability investigation prior to or immediately
following entrance-on-duty. A suitability investigation shall be initiated upon
selection of an individual for employment within the DO/bureau.

The immediate supervisor or human resources officer must request a suitability
investigation for the new employee.

(1) For all positions designated Low Risk, the Standard Form 85 (SF 85) is
used. For positions designated Moderate or High Risk, the SF 85P is used.
The SF 85P-S is used only after obtaining written approval of OPM.

(2).  The DO/bureau security office directs the applicant to either submit the
required information via OPM’s Electronic Questionnaire for
Investigations Processing (OPM’s e-QIP) or on paper via an SF 85 or SF
85P. The SF 85 or SF 85P provides current biographical information to
allow for an investigation to establish eligibility for access.

b. Although position sensitivity may dictate a more detailed investigation, the
following security clearance levels require the minimum types of investigation
indicated below:

(1)  Top Secret. A Single Scope Background Investigation (SSBI) no more
than five years old, or updated by a Single Scope Background
Investigation-Periodic Reinvestigation (SSBI-PR) within the most recent
five-year period.

(2)  Secrer. An Access National Agency Check and Inquiries (ANACI) no
more than ten years old and no break in Federal service of greater than 23
months.

Prior to movement to a new position that requires access to classified information
or when the assignment results in a significant change in duties, a request for
security clearance must be forwarded to the appropriate DO/bureau personnel
security office or component for approval, even if the assignment involves the
same level of security clearance as the employee's current position.

(1) When an employee occupics a position that subsequently requires access
to classified information, the employee may continue to perform in the
position provided access to classified information is prevented until the
responsible DO/bureau security office grants the appropriate security
clearance. Background investigations are initiated within 14 days of the
effective date of the new position designation,

4
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When an employee moves to a position that requires access to a higher
level of classified information, the employee may continue to perform in
the position and have access to classified information at the leve! for
which he or she has previously been granted until the responsible
DO/bureau personnel security office upgrades the security clearance to the
higher level clearance or grants the appropriate level of temporary or
interim access. Background investigations will be initiated within 14 days
of the effective date of the new position designation,

c., Investigations are initiated via e-mail or other written request. The immediate
supervisor or program manager requests and justifies a security clearance for a
subordinate employee. The request is forwarded to the appropriate DO/bureau
personnel security office.

(D

)

G)

4)

(5)

The request states the level of clearance (Top Secret, Secret or Confidential)
and justifies the request for access. The request describes the individual's
"need-to-know," the nature of access, how often it will occur, and the
duration required for the security clearance. If the duration is indefinite, it
must be so stated.

The DO/bureau personnel security office will direct the applicant to either
submit the required information via OPM’s E-QIP or on paper via a SF 86,
Questionnaire for National Security Positions. A new or updated SF 86 is
required when the security office does not have one on file.

Note: The SF 86 provides current biographical information to allow an
investigation to establish eligibility for access.

SF 312, Classified Information Nondisclosure Agreement, can only be
signed after eligibility for access to classified information has been
granted by the approving authority; therefore, it will not be executed and
sent with the clearance request package.

The individual must sign SF 312 immediately after receiving the required
security indoctrination briefing since it is a legally binding document that
grants the signer eligibility for access to classified information upon
signature in return for abiding by its requirements.

The supervisors and managers requesting a security clearance for a
subordinate employee are responsible for following the safeguarding
requirements and procedures described in Chapters III and V.

Investigative Scope
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Investigative scope and standards applicable to each level and category of classified
information were established by the former Security Policy Board, approved by the
President, and are still in use. Investigative requirements of sensitive positions are
established by OPM.

Nothing in this section shall prevent DO/bureaus from establishing additional
requirements that may be necessitated by mission responsibilities. However,
investigations for access to classified information must be in compliance with Executive
Order (EO) 12968 or any other EO, regulation, or statute pertaining to granting access to
classified information.

a. Periodic Reinvestigations are Mandatory. Circumstances and characteristics may
change dramatically over time and thereby alter the eligibility of an employee’s
continued access to classified information. Periodic reinvestigations shall be
conducted with the same priority and care as initial investigations. The
timeframes for reinvestigation are as follows:

(D

()

All personnel with access to classified information must be reinvestigated
periodically, according to clearance [evel.

. Personnel with access to Top Secret, “Q”, and SCI will be
reinvestigated at least every five years.

. Personnel with a Secret or “L” clearance will be reinvestigated at
least every ten years,

. Personnel with a Confidential clearance will be reinvestigated at
least every 15 years.

Personnel with no access to classified information, that is, personnel in
positions designated Critical-Sensitive, High Risk, and those in Law
Enforcement or Public Trust positions that are designated Moderate Risk,
are subject to a Periodic Reinvestigation (PRI) no later than five years
after placement and at least once every succeeding five years.

b. If there is a change in position risk or sensitivity level, i.e., an employee moving
to a position at a higher risk or sensitivity level than the position he or she
currently occupies, the employee must meet the investigative requirements of the
position désignation of the new position.,

(D

@)

For an employee moving into a Critical-Sensitive or Special-Sensitive
position, the investigation must be completed pre-appointment (reference
Part 8 for waiver conditions).

Other than for Special or Critical-Sensitive levels, if the position risk or

6




10.

Treasury Security Manual — TD P 15-71

sensitivity of an incumbent’s position is increased due to an accretion of
duties and responsibilities, the incumbent may remain in the position, but
the investigation required by the higher risk/sensitivity level should be
initiated within 14 working days of the effective date of the new position
designation.

(3)  Movement of an employee into a Special-Sensitive position must be made
in consultation with the Director, Office of Security Programs (OSP).

Waivers of Pre-appointment Investigations

In accordance with EO 10450, Section 3(b), and 5 CFR 732, at a minimum, a request for
a waiver of a required pre-appointment investigation for Critical-Sensitive positions shall
be based on the existence of the following:

. The nature of the emergency and/or critical need requiring immediate
appointment precludes obtaining pre-waiver checks.

. Checks were initiated but not all responses were received within five days,
. Checks made and favorably completed are listed.

Waiver requests must be submitted to the Director, OSP for approval. The requirement
for pre-appointment investigation for Special-Sensitive positions may not be waived.

Credit Checks

In accordance with the Fair Credit Reporting Act, all DO/bureau applicants and
employees, including contractor employees, for whom a credit check is initiated, will be
notified in writing that credit reports may be obtained for employment purposes. Written
consent must be obtained prior to any such reports being procured. Individuals must be
notified promptly if information in their credit report may result in any unfavorable
action, such as denial of a clearance, employment, or access authorization. TD F 15-03.9,
Fair Credit Repoiting Act Disclosure and Authorization Form shall be used for this
purpose. {See Attachment 1).

Other Types of Background Investigations

There are other types of background investigations that are required depending upon the
position and circumstances of the individuals for which these investigations must be
done.

a. Child Care Worker Criminal Background Checks. Public Law 101-647, Child
Care Worker Employee Background Checks (42 U.S.C. [3041), requires
that (1) each agency of the Federal Government and (2) every facility operated by

7
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the Federal Government (or operated under contract with the Federal
Government) that hires (or contracts for hire) individuals to provide child care
services to children under the age of 18, shall assure that all existing and newly
hired employees undergo a criminal history background check, the results of
which shall be communicated to the employing agency. The approved level of
investigation is the Child Care National Agency Check with Inquiries (CNACT),
which can be procured from OPM.

Investigations for Foreign Governments. Agencies that conduct background
investigations, including the Federal Bureau of Investigation (FBI) and the
Department of State, are authorized to conduct personnel security investigations
in the United States when a foreign government requests them as part of its own
personnel security program and with the consent of the individual.

DO/bureau Employees Assigned/Working Outside the United States. DO/bureau
employees assigned overseas to diplomatic posts/facilities are investigated and
clearances issued by the employing DO/bureau personnel security office. On-
location part-time, intermittent or temporary (PI'T) employees may be hired to
work by the Department of State. If the subject is employed by the Department of
State (DOS), even if working in a DO/bureau office, the DOS has the
responsibility for investigating and granting the security clearance. Consult the
State Departiment’s Foreign Affairs Manual (3 FAM 123) for specific steps to
follow.

Treasury Advisory Committee Members. Personnel security procedures relating
to participants on advisory committees (1) require that pre-appointment and
annual tax checks be requested by sponsoring officials; and (2) include FBI Name
Checks and a security clearance.

(1)  Inorder to conduct those inquiries, committee-sponsoring officials are
responsible for obtaining the following biographical data from nominees
and providing it to the Director, OSP:

. Full Name (last, first and middle). -

. Other Names, Aliases, Maiden Names, Pseudonyms Used.
Date and Place of Birth.

Social Security Number (SSN).

Current Home Address.

Current Employment Address.

Occupation.

(2)  Sponsoring officials shall inform selected advisory commission members
of the purpose for requesting the information, as required by the Privacy
Act, and that the SSN is used in this instance as an identifier to distinguish
between individuals with identical names and birth dates. Sponsoring
officials shall obtain a signed tax check waiver, TD F 15-03.10, Tax

8
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Check/Tax Audit Waiver Form from the selected member (See
Attachment 3).

(3)  When results of the checks are obtained and are favorable, the requesting
office is informed that there is no objection to the person participating in
the requested capacity. This does not, however, constitute a security
clearance for access to classified information.

Exceptions to Investigative Requirements

In accordance with 5 CFR 732, sensitive positions that are intermittent, seasonal, on per
diem, or temporary and do not exceed an aggregate of 180 days, are exempt from the
investigative requirements of EO 10450. However, these sensitive positions are subject
to checks deemed appropriate to ensure that the employment or retention of individuals in
these positions is clearly consistent with the interests of national security. Individuals
performing in intermittent, seasonal, per diem, or temporary positions shall, at a
minimum, have a FBI fingerprint and name check. DO/bureaus may require additional
investigative efforts as required to meet specific needs.

Investigative Requirements after Breaks in Service

If a person who requires access has been retired or separated from U.S. Government
employment for less than 24 months and is the subject of an investigation that is
otherwise current, the agency granting the access, at a minimum must review an updated
SF 86 and applicable records. A reinvestigation is not required unless the review
indicates the person may no longer satisfy the standards of EO 12968.
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Attachment |

Department of the Treasury
Fair Credit Reporting Act
Disclosure and Authorization Form

This is a release for the Department of the Treasury to obtain one or more consumer/credit
reports about you for an investigation in connection with your application for employment or in
the course of your employment with the / Department of the Treasury,
including your employment as a contractor. One or more reports about you may be obtained for
employment purposes, including evaluating your suitability for employment, promotion or
reassignment which results in a change to your position risk level, or access to classified
information.

I, , hereby authorize the Department of the Treasury to
obtain such report(s) from any consumer/credit reporting agency for employment purposes. This
authorization is valid for 5 years from the signed date, or upon the termination of my
employment with / Department of the Treasury, or until the
investigation has been completed, whichever is sooner. If T apply for another position that
requires a credit inquiry, T understand that [ will be required to complete a new authorization.
Copies of this authorization that show my signature are as valid as the original signed by me.

Signature

Date

This form is in compliance with the Privacy Act of 1974. Our authorized right to ask for this information is 5 U.8.C. 301 and
Executive Crder 10450, which established the criteria for sensitive Government positions. The information you supply by
signing this release of information form will be used principally to aid in the completion of an investigation to determine your
suitability tor employment in the Federal service or for other employment purposes. Such purposes include, but are not limited
1o, a security clearance, evaluation of qualification, suitability, loyalty lo the United States, eligibility for access to government
information, facilities, or information technology systems, or congressional inquiries, The information obtained may be re-
disclosed to other Federal agencies for the above purposes and to the extent that is authorized by law.

Your signature on this release is voluntary, however, your failure to complete this form may mean that the required information
cannot be obtained to complete your investigation. This may affect your placement or security clearance prospects.

If the Department of the Treasury intends to take any adverse action based in whole or in part on your credit report, you are
entitled to certain protections set out in the Fair Credit Reporting Act, 15 1J.8,C. 1681b. These protections are shown on the
reverse side of the form.

TD F 15-03.9
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A Summary of Your Rights Under the Fair Credit Reporting Act

The federal Fair Credit Reporting Act (FCRA) is designed to promote accuracy, faimess, and privacy of information in the files of every
*consumer reporting agency” (CRA). Most CRAs are credit bureaus that gather and sell information about you -- such as if you pay your bills on
time or have filed bankruptcy -- to creditors, employess, landlords, and other businesses. You can find the complete text of the FCRA, 15 U.S.C.
§§1681-1681u. The FCRA gives you specific rights, as outlined below. You may have additional rights under state law. You may contact a state
or local consumer protection agency or a state attomey general to leam those rights,

You must be told if information in your file has been used against yow Anyone who uses information from a CRA 1o take action against you
-- such as denying an application for credit, insurance, or employment -- must tell you, and give you the name, address, and phone number of the
CRA that provided the consumer report. You can find out what is in your file, At your request, a CRA must give you the information in your
file, and a list of everyone who has requested it recently. There is no charge for the report if a person has taken action against yeu because of
information supptied by the CRA, if you request the report within 60 days of receiving noftice of the action. You also are entitled to one free
report every twelve months upon request if you certify that (1) you are unemployed and plan to seek empioyment within 60 days, (2) you are on
welfare, or (3) your report is ingccurate due to fraud, Otherwise, a CRA may charge you up to eight dollars. You can dispute inaccurate
information with the CRA. If you tell a CRA that your file contains inaccurate information, the CRA must investigate the items {usually within
30 days) by presenting to its information scurce ail relevant evidence you submit, untess your dispute is frivolous. The source must review your
evidence and report its findings to the CRA. (The source also must advise national CRAs -- to which it has provided the data -- of any error.) The
CRA must give you a written report of the investigation and a copy of your repert if the investigation results in any change. If the CRA's
investigation does not resoive the dispute, you may add a brief statement to your file. The CRA must normally include a summary of your
statement in future reports. If an item is deleted or a dispute statement is filed, you may ask that anyone who has recently received your report be
netified of the change. Inaccurate information must be carrected or deleted. A CRA must remove or comrect inaccurate of unverified
information trom its files, usually within 30 days after you dispute it. However, the CRA is not required to remove accurate data from your
file unless it is outdated (as described below) or cannot be verified. If your dispute results in any change to your report, the CRA cannot
reinsert into your file a disputed item unless the information source verifies its accuracy and completeness. In addition, the CRA must give you a
written notice telling you it has reinserted the item. The notice must include the name, address and phone number of the informaticn source. You
can dispute inaccurate items with the source of the information. If you tell anyone -- such as a creditor who reports to a CRA - that you
dispute an item, they may not then report the information to a CRA without including a notice of your dispute, In addition, once you've notified
the source of the error in writing, it may not continue to report the information if it is, in fact, an error. Outdated information may not be
reporfed. In most cases, a CRA may not report negative information that is more than seven years old; ten years for bankruptcies. Access to
your file is limited. A CRA may provide information about you only to people with a need recognized by the FCRA -- usually to consider an
application with a creditor, insurer, employer, fandlocd, or other business. Your consent is required for reporis that are provided to
employers, or reports that contain medical information. A CRA may not give out information about you to your employer, or prospective
employer, without your written consent. A CRA may not report medical infonmation about you to creditors, insurers, or employers without your
permission. You may choose to exclude your name from CRA lists for unsolicited credit and insurance offers. Creditors and insurers may
use file information as the basis for sending you unsolicited offers of credit or insurance. Such offers must include a toll-free phone number for
you to ¢all if you want your name and address removed from future lists. If you call, you must be kept off the lists for two years. If you request,
cornplete, and return the CRA formn provided tor this purpose, you must be taken off the lists indetinitely. You may seek damages from
violators. If a CRA, a user or (in some cases) a provider of CRA data, viclates the FCRA, you may sue them in state or federal court.

The FCRA gives several different faderal agencies authority to enforce the FCRA;

FOR QUESTIONS OR CONCERNS REGARDING PLEASE CONTACT
CRAs, creditors and others not listed below Federal Trade Commission, Consumer Response Center- FCRA,
Washington, DC 20580 * 202-326-3761
National banks, federal branches/agencies of foreign banks (word Office of the Comptroller of the Currency
"Naticnal” or initials "N.A." appear in or after bank’s name} Compliance Management, Mail Stop 6-6
Washington, DC 20219 * 800-613-6743
Federal Reserve System member banks (except national banks, and Federal Reserve Board, Division of Consumer & Community Affairs
federal branches/agencies of foreign banks) Washington, DC 20551 * 202-452-3693
Savings associations and federally chartered savings banks (word Office of Thrift Supervision
"Federal” or initials "F.5.B." appear in federal institution's name) Consumer Programs, Washington D.C. 20552* 800- 842-692%
Federal credit unions (words "Federal Credit Union" appear in National Credit Union Administration
institution's name} 1775 Duke Street , Alexandria, VA 22314 * 703-518-6360
State-chartered banks that are not members of the Federal Reserve Federal Deposit Insurance Corporation
System Division of Compliance & Consumer Affairs
Washington, DC 20429 * §00-934-FDIC
Air, surface, or rail common carriers regulated by former Civil Department of Transportation
Acronautics Board or Interstate Commerce Commission Office of Financial Management
Washington, DC 20590 * 202-366-1306
Activities subject to the Packers and Stockyards Act, 1921 Department of Agriculture
Office of Deputy Administrator-GIPSA
Washington, DC 20250 * 202-720-7051

11
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Attachment 2

Table 1: Which Investigation to Request

If the requirement | And the person Based on this Then the investigation Using
is for has this access investigation required is standard
CONFIDENTIAL, NONE NONE
SECRET, “L*
ANACI A
CONF, SECRET, | Out of date ANACL
“L” or SSBI
NONE NONE
TOP SECRET, NONE; Current or out of date
SCIL “Q” CONF, SECRET, ANACI B
‘C]”
TS, SCJ, “Q” Qut of date SSBI SSBI-PR C

Table 2: Reinvestigation Requirements

If the requirement is for

Type required if there has been a break in

“Q”

And the age of the service of
investigation is 0-23 months 24 months or more
0 to 14 years, 11 months None (NOTE 1)
CONFIDENTIAL 15 years or more NACLC NACLC
0 to 9 years, 11 months None (NOTE 1)
SECRET, “L” 10 years or more NACLC
0 to 4 years, 11 months None (NOTE 1)
TOP SECRET, SCJ, 5 years or more SSBI-PR SSBI

NOTE 1: As a minimum, review an updated SF 86 and applicable records. A reinvestigation
(NACLC or Special Background Investigation-Periodic Reinvestigation [SBI-PR]) is not
required unless the review indicates the person may no longer satisfy the standards of EO 12968,

12
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Attachment 3

Department of the Treasury
Tax Check/Tax Audit Waiver Form

PRIOR TO COMPLETING THIS FORM, REVIEW THE TERMS OF THIS AGREEMENT.,

By providing the information herein and by signing this waiver, I voluntarily authorize the
Internal Revenue Service (IRS) to release the return(s) and return information indicated below.
The return(s) and return information will be used concerning my appointment or employment by
the United States Government. This waiver is made pursuant to 26 U.S.C. 6103(c), which
permits the release of return(s) and return information, which would otherwise be confidential, to
my designee.

I request that the IRS release return(s) and return information to the following:

Name of Agency and his/her authorized representatives

The information [ am consenting to refease is:

1.

Have I failed to file a Federal income tax return for any of the last three years for which
filing of a return might have been required? (If the filing date for the most recent
required return has not yet lapsed on the date the [RS receives this waiver and IRS
records do not indicate a return filing for the most recent required return, the “last three
years” will mean the three years preceding the year for which returns are currently being
filed and processed.)

Were any of the returns in item [ filed more than 45 days after the due date for filing
(determined with regard to any extension(s) of time for filing?)

Have I failed to pay any tax, penalty or interest liability during the current or last three
calendar years within 45 days of the date of which the IRS gave notice of the amount due
and request for payment?

Am I now or have T ever been under investigation by the IRS for possible ¢riminal
offenses?

Has any civil penalty for fraud been assessed against me during the current or last three
calendar years?

If the information, which is to be released, includes a “Yes” answer to any of the above
five questions, | authorize the IRS to release any information pertaining to that question.

TD F 15-03.10
13
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Name: S8N:

Home Phone; Work Phone:

Current Address:

If married and filing a joint return:

Spouse Name: Spouse SSN:

Name and address shown on returns for the last three years (if different from above).

Year Name : Address
Date Signed Signature of taxpayer authorizing the
(Note: Waiver invalid unless dated disclosure of return information

by the taxpayer and received by the
IRS within 120 days of this date.

NOTE: ANY ALTERATION OF THIS DOCUMENT MUST BE ACCOMPANIED BY THE
TAXPAYER’S INITTALS AND DATE,

This form is in compliance with the Privacy Act of 1974. Our authorized right to ask for this information is 5 U.5.C. 301 and
Executive Order 10450, which established the criteria for sensitive Government positions. The information you supply by
signing this release of information form will be used principally to aid in the completion of an investigation to determine your
suitability for employment in the Federal service or for other employment purposes. Such purposes include, but are not limited
to, a security clearance, evaluation of qualification, suitability, loyally to the United States, eligibility for access to government
information, facilities, or information techriology systems, or congressional inquiries. The information obtained may be re-
disclosed to other Federal agencies for the above purposes and to the extent that is authorized by law.

Your signature on this release is voluntary, however, your failure to complete this form may mean that the required information

cannot be obtained to complete your investigation, This may affect your placement or security clearance prospects.

TDF 15-03.10
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Chapter [I  Investigative Requirements for Federal Updated
Section 2 Employees, Contractors, Subcontractors,  7/28/11

Experts, Consultants and Paid/Unpaid Interns

Introduction

The purpose of this section is to describe investigative requirements for Federal
employees, contractors, subcontractors, experts, consultants, and paid/unpaid interns,
who require staff-like access, wherever the location, to (1) Treasury/bureau-owned or
controiled facilities; or (2) work on contracts that involve the design, operation, repair or
maintenance of information systems; and/or (3) require access to sensitive but
unclassified information.

Investigative requirements described herein also apply to personnel employed by United
States boards/commissions/committees, regulatory corporations/boards/enterprises,
federally funded research and development centers and federally chartered entities, for
example: Smithsonian Institution, Federal Reserve, Legal Services Corporation, State
Justice Institute, and United States Institute of Peace.

This section does not prescribe policy with respect to issuance of security clearances
for access to classified National Security information under the National Industrial
Security Program (NISP). See Chapter IV.

Scope

The provisions in this section apply to all bureaus, the Office of Inspector General (OIG),
the Office of Treasury Inspector General for Tax Administration (TIGTA), and the
Office of the Special Inspector General for the Troubled Asset Retief Program
(SIGTARP) hereafter referred to as “bureaus.” This section does not affect authorities
reserved to the Assistant Secretary (Office of Intelligence and Analysis).

Requirements

a. The Contracting Officer’s Technical Representative (COTR), in conjunction with the
appropriate Departmental Offices (DO)/bureau management and the corresponding
personnel security officer will review the work to be performed under contract and
assign the highest risk designation to the entire contract in accordance with the
criteria in Chapter I, Section 2, Position Sensitivity and Risk Designation. Each
Federal employee, contractor, subcontractor, expert, consultant, and paid/unpaid
intern will undergo investigative processing based on the works risk level
designation.
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The level to which such contractors, subcontractors, experts, consultants, and
paid/unpaid interns are investigated shall be comparable to that required for
Federal employees who occupy the same positions and who have the same
position sensitivity designation. This includes contractors, subcontractors,
expetts, consultants, and paid/unpaid interns who have access to information or
passwords associated with DO/bureau T systems, designated sensitive positions,
including off-worksite access. '

All Federal employees, contractors, subcontractors, experts, consultants, and
paid/unpaid interns are subject to a background investigation to determine their
suitability and fitness for DO/bureau work and the investigation must be
favorably adjudicated. Investigation of contractors, subcontractors, experts,
consultants, and paid/unpaid interns will be conducted by employees of any of the
following:

(1)  The hiring DO/bureau.
(2)  Another Federal agency.

(3) A contracting firm knowledgeable of the background investigations
program that has been selected by the hiring DO/bureau, in consultation
with the Office of Security Programs (OSP),

(4)  Anagency/company delegated by the individual DO/bureau Security
Officer.

DO/bureau personnel security officers, in consultation with the COTR, Computer
Security Officer, or appropriate DO/bureau official are to weigh potential risks
and the magnitude of loss or harm that could be caused by individual Federal
employees, contractors, subcontractors, experts, consultants, and paid/unpaid
interns and determine risk levels for the DO/bureau facilities, information
systems, and sensitive but unclassified information. Each DO/bureau has the final
authority to designate the minimum requirements for their respective Federal
employees, contractors, subcontractors, experts, consultants, and paid/unpaid
interns background investigations,

DO/bureaus shall establish procedures to ensure information contained in the
forms submitted by Federal employees, contractors, subcontractors, experts,
consultants, and paid/unpaid interns for background investigations is treated in a
confidential manner. It is the Department’s policy that such information should
only be available for review by employees of the DO/bureau security office.

Responsibility for adjudication of the background investigations shall remain with

the DO/bureau personnel security officer or delegated authority. This applies to,
but is not necessarily limited to end-product vendors but all Federal employees,
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contractors, subcontractors, experts, consuitants, and paid/unpaid interns,
Individuals hired as Federal employees, contractors, subcontractors, experts,
consultants, and paid/unpaid interns shall be subject to the same requirements as
DOf/bureau employees for the purpose of determining position sensitivity/risk and
investigative requirements and shall not be processed through the NISP.

DOf/bureaus shail establish and maintain a personnel security file for each
individual Federal employee, contractor, subcontractor, expert, consultant, and
paid/unpaid intern in (1) all national security positions; (2) all moderate and high
risk public trust positions; and (3) those low risk or non-sensitive positions on
whom unfavorable or derogatory information has been developed or received
unless the file is maintained by the Office of Personnel Management (OPM).
DO/bureaus need not maintain a file on a Federal employee, contractor,
subcontractor, expetrt, consultant, and paid/unpaid intern granted access to
classified information under the NISP, unless there is a requirement (1) for
additional investigation in connection with access to DO/bureau facilities or [T
systems; or (2) for access to classified information not covered under the NISP.

With regard to favorable investigations on Federal employees, contractors,
subcontractors, experts, consultants, and paid/unpaid interns in low or moderate
risk positions, DO/bureaus may, at their discretion, retain either the entire report
or pertinent investigative data only. The specific location of personnel security
files shall be at DO/burean discretion with the following exception: all national
security files shall be maintained by the DO/bureau security officer.

DO/bureau building service Federal employees, contractors, subconiractors,
experts, consultants, and paid/unpaid interns whose duration of employment
exceeds 30 days shall undergo, at a minimum, limited criminal history
background checks as a condition for U.S. Government work. Such checks shall
be based upon a technical search of the fingerprint files maintained by the FBI.

Federal employees, contractors, subcontractors, experts, consultants, and

paid/unpaid interns who are screened for DO/bureau work shall not be considered
to have been granted security clearance for access to classified information on the
basis of the successful completion of any required investigation under this section.

Federai employees, contractors, subcontractors, experts, consultants, and
paid/unpaid interns requiring access to DO/bureau facilities in foreign countries
who have been certified by the Department of State Diplomatic Security Service
as meeting investigative and adjudicative criteria for access to facilities under the
authority of a Chief of Mission shall be deemed to meet personnel security
standards.
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Honoring Security Clearances

DO/bureau personnel security officers shall honor a Federal employee’s, contractor’s,
subcontractor’s, expert’s, consultant’s, and paid/unpaid intern’s valid security clearance
for access to classified information issued by other United States Government agencies or
departments, provided the investigative basis for the clearance is current and meets
investigative requirements., Additional investigation may be necessary if the
imvestigation upon which the Federal employee’s, contractor’s, subcontractor’s, expert’s,
consultant’s, and paid/unpaid intern’s security clearance was based is not sufficient for
that needed for access to DO/bureau facilities, I'T systems, and/or sensitive information.

Citizenship Requirements

a.

Federal employees, contractors, subcontractors, experts, consultants, and
paid/unpaid interns hired for work within the United States or its territories and
possessions and who require access to DO/bureau-owned or controlled facilities,
IT systems or security items or products, shall either be U.S. citizens or have
lawful permanent resident alien status (green card holders).

DO/bureaus shall adhere to the following standard when allowing Federal
employees, contractors, subcontractors, experts, consultants, and paid/unpaid
interns access to DO/bureau-owned or -controfled facilities, IT systems, or
security items or products.

€Y Low Risk = U.S. Citizen or lawful Permanent Resident Alien.

(2)  Moderate Risk = U.S. Citizen or lawful Permanent Resident Alien with at
least three or more years of U.S. residency from the date of legal entry to
the U.S.

(3)  High Risk = U.S. Citizen.

Only under exceptional circumstances should a waiver be requested when a
Federal employee, contractor, subcontractor, expert, consuitant, and paid/unpaid
intern does not meet the citizenship or lawful permanent resident alien status
requirement. Requests for waivers to the citizenship requirement must be
submitted in writing. Foreign nationals employed as Federal employees,
contractors, subcontractors, experts, consultants, and paid/unpaid interns shall not
be allowed access to DO/bureau-owned or controlled facilities, IT systems, or
security items or products prior to the issuance of a waiver.

Waivers for noncitizens performing in low-risk/non-sensitive positions may be
requested in writing by COTRs through the DO/bureau security officer to the
Director, OSP for determination.
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e. Waivers for noncitizens performing in moderate-risk positions shall be requested
in writing by the COTR, through a senior executive-level (SES) manager in the
business unit that has the contract or through the DO/bureau head, to the Director,
OSP for determination.

f. Waivers for access to high-risk positions will #ot be considered for foreign
nationals.
g. Waivers for foreign nationals working in IT positions involving the development

of DO/bureau hardware or software products will not be considered if the position
involves the design of security models, application integration, customization of
software or hardware, or configuration of servers or networks. Waivers will not
be allowed if the position has the ability to manipulate, or alter or affect the
integrity; accessibility or availability of IT maintained information or records.

h. All waivers involving IT systems must also be routed though Treasury’s Chief
Information Officer for review prior to approval by the Director, OSP and final
determination.

i All waiver requests must include the following:

(1) The full name, date of birth, place of birth, and current citizenship of the
applicant.

(2) A completed SF 85, SF 85P, or SF 86.

(3) A compieted background investigation,

(4) A description of the job/duty to be performed.

(5)  Justification why there is no qualifying U.S. citizen or lawful permanent
resident alien available or capable of performing the task.

(6) A business case necessitating the waiver.

(7)  An assessment of the risk associated with granting the waiver,

(8)  All security countermeasures and actions taken to mitigate the risks

associated with the requested waiver.

Solicitations and Contracts

Solicitations and contracts shall include an appropriate caveat that contractor,
subcontractor, expert, consultant, and paid/unpaid intern screening is required for access
to DO/bureau facilities, IT systems, security items and products, and/or sensitive
information. The caveat shall require the successful contractor, subcontractor, expert,
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consultant, and paid/unpaid intern to execute appropriate security forms prescribed by the
DO/bureau personnel security component (1} prior to work being performed; and (2) in
advance of being granted access to DO/burean facilities, [T systems, and/or sensitive
information.

Adverse Information and Revocation of Access

a. When adverse information is developed in the course of an investigation, the
scope of the inquiry will normally be expanded to the extent necessary to obtain
such additional information as may be required to determine whether the Federal
employee, contractor, subcontractor, expert, consultant, and paid/unpaid intern
may be employed and granted access to DO/bureau facilities, I'T systems, security
items and products, and/or sensitive information.

b. A Federal employee, contractor, subcontractor, expert, consultant, and
paid/unpaid intern on whom unfavorable or derogatory information has been
developed during a personnel investigation must be so advised and offered an
opportunity to refute, explain, clarify, or mitigate the information in question.
The individual should also be advised that neither the nature of the information or
the results of the interview, if he/she is denied employability on the U.S.
Government-funded contract, will be conveyed by the DO/bureau to the
employing company or any representative of the firm. However, if after final
adjudication, a determination is made of ineligibility to render services and access
to DO/bureau facilities is denied, the person will be formally notified and
informed of the decision and the reason(s).

c. When denial of Federal employee staff-like access is appropriate, the contractor,
subcontractor, expert, consultant, and paid/unpaid intern shall be informed,
simultancously with notification to the employing company that the individual is
denied access for reasonable cause. The company shall be notified that the
finding makes the individual ineligible to render services or otherwise perform
work. The government may not disclose any details of the adverse information to
the employing firm. This decision of the U.S. Government does not intend to
imply that the contractor’s, subcontractor’s, expert’s, consultant’s, and
paid/unpaid intern’s suitability for employment elsewhere in the company is
affected.

d. Access to DO/bureau facilities, IT systems, security items and products, and
sensitive information is a privilege. It may be revoked by the affected DO/bureau
based upon unsanctioned, negligent or willful action on the part of a Federal
employee, contractor, subcontractor, expert, consultant, and paid/unpaid intern.
Examples of actions that can trigger revocation include, but are not limited to,
exploration of a sensitive system and/or data, introduction of unauthorized and/or
malicious software, unauthorized modification or disclosure of IT systems and/or
data, or failure to follow prescribed access control policies or procedures.
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8.  Nondisclosure Agreement for Sensitive Information

a.

DO/bureau personnel security officers, in consultation with DO/bureau IT
systems security officers, contracting officers, and COTRs, shall determine
whether sensitive information to which Federal employees, contractors,
subcontractors, experts, consultants, and paid/unpaid interns require access,

‘warrants execution of a nondisclosure agreement as a condition thereof. When

determined to be necessary following review and approval of DO/bureau legal
counsel, each non-disclosure agreement will reference to the conditional nature of
access to sensitive information with respect to the work, or specialized project, for
which such access is required.

A sample nondisclosure agreement is shown in Attachment [.

(1)  DOf/bureaus may draft and execute their own agreements; however, the
use of a nondisclosure agreement other than Attachment 1 requires review
and approval by appropriate DO/bureau legal counse! and the Director,
OSP prior to use.

(2)  If Attachment 1 is used the DO/bureau may only modify it by insertion of
specific language in blank or parenthetical spaces relative to the contract,
contracting DO/bureau or project. Other modifications require appropriate
DO/bureau legal counsel and Director, OSP approval.

The original signed non-disclosure agreement shall be retained in the DO/bureau
personnel security file for minimum of five years and for at [cast as long as the
Federal employee, contractor, subcontractor, expert, consultant, and paid/unpaid
intern has access to the facility, I'T system or security items or products for which
they executed the agreement. The DO/bureau has the discretion to maintain the
agreement for as long as the information is deemed sensitive. A copy may be
maintained in the official contract {ile. If requested, a copy may be furnished to
the individual signatory.

DO/bureaus shall consult with legal counsel to determine whether annual
appropriations acts, in effect at the time an agreement is executed, contain
provisions requiring the inclusion of specific text in nondisclosure agreements.
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Attachment 1

(Project or Contract Name/Number)
Conditional Access to Sensitive Information
Non-disclosure Agreement

IR , hereby consent to the terms in this Agreement in consideration of my being
granted conditional access to certain United States Government documents or material
containing sensitive information.

I understand and agree to the following terms and conditions:

1. By being granted conditional access to sensitive information, the United States
Government has placed special confidence and trust in me and I am obligated to protect this
information from unauthorized disclosure, in accordance with the terms of this Agreement,

2. As used in the Agreement, sensitive information is any information the loss,
misuse, or unauthorized access to or modification of which could adversely affect the national
interest or the conduct of Federal programs, or the privacy to which individuals are entitled under
Title 5 U.S.C. 522a, but which has not been specifically authorized under criteria established by
an Executive Order or an Act of Congress to be kept secret in the interest of national defense or
foreign policy.

3. [ am being granted conditional access contingent upon my execution of this
Agreement for the sole purpose of (identify the nature of contract work or special project). This
approval will permit me conditional access to certain information, (identify type(s) of
information, e.g., documents, memoranda, reports, testimony, deliberations, maps, drawings,
schematics, plans, assessments, etc.) and/or to attend meetings in which such information is
discussed or otherwise made available to me.

4, I will never divulge any sensitive information that is provided to me pursuant to
this Agreement to anyone unless I have been advised in writing by (identify the bureau or in the
case of bureau sensitive information released to the Office of Inspector General (O1G) or
Treasury Inspector General for Tax Administration (TIGTA), or the Special Inspector General
for the Troubled Asset Relief Program (SIGTARP) in accordance with a written arrangement
related to the official audit/investigative functions of the OIG or TIGTA or SIGTARP for that
particular matter). Should I desire to make use of any sensitive information, I will do so in
accordance with paragraph 6 of this Agreement. [ will submit to the (identify DO/bureau) for
security review, prior to any submissions for publication, any book, article, column or other
written work for general publication that is based upon any knowledge I obtained during the
course of my work on (hame the project) to ensure that no (identify DO/bureau) sensitive
information is disclosed.

5. I hereby assign to the United States Government all royalties, remunerations, and
emoluments that have resulted, will result or may result from any disclosure, publication, or
revelation of sensitive information not consistent with the terms of this Agreement,
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6. Upon signing this non-disclosure agreement, I will be permitted access to official
(identify DO/bureau) documents containing sensitive information and understand that any copies
must be protected in the same manner as the originals. Any notes taken during the course of
such access must also be protected in the same manner as the originals.

7. If I violate the terms and conditions of this Agreement, I understand that the
unauthorized disclosure of sensitive information could compromise (identify DO/bureau)
security.

8. If I violate the terms and conditions of this Agreement, such violation may resuit
in the cancellation of my conditional access to sensitive information. This may serve as a basis
for my being denied conditional access to the (identify DO/bureau information, both classified
and sensitive information in the future. If I violate the terms and conditions of this Agreement,
the United States may institute a civil action for damages or any other appropriate relief. The
willful disclosure of information to which I have agreed herein not to divulge may constitute a
criminal offence.

9. Unless and until I am provided a written release by the (identify DO/bureau) from
this Agreement or any portions of it, all conditions and obligations contained in this Agreement
apply both during my period of conditional access, which shall terminate at the conclusion of my
work on (name of project/contract), and at all times thereafter.

10. Each provision of this Agreement is severable. If a court should find any provisions
of this Agreement unenforceable, all other provisions shall remain in full force and effect.

11. Tunderstand that the United States Government may seck any remedy available to it
to enforce this Agreement, including, but not limited to, application for a court order prohibiting
disclosure of information in breach of this Agreement,

[2. By granting me conditional access to information in this context, the United States
Government does not waive any statutory or common law evidentiary privileges or protections
that it may assert in any administrative or court proceeding to protect any sensitive information
to which [ have been given conditional access under the terms of this Agreement.

13. These restrictions are consistent with and do not supersede, conflict with or
otherwise alter the employee obligations, rights or liabilities created by Executive Order 13526
or 13556; Section 7211 of Title 5, United States Code {(governing disclosures to Congress);
Section 1034 of Title 10, United States Code, as amended by the Military Whistleblower
Protection Act (governing disclosure to Congress by members of the military); Section
2302(b)(8) of Title 5, United States Code, as amended by the Whistleblower Protection Act
(governing disclosures of illegality, waste, fraud, abuse or public health or safety threats); the
Intelligence Identities Protection Act of 1982 (50 USC 421 et seq.)(governing disclosures that
could expose confidential Government agents), and the statutes that protect against disclosure
that may compromise the national security, including Sections 641, 793, 794, 798, and 952 of
Title 128, United States Code, and Section 4(b) of the Subversive Activities Act of 1950 (50
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USC Section 783 (b)). The definitions, requirements, obligations, rights, sanctions and liabilities
created by said Executive Order and listed statutes are incorporated into this Agreement and are
controlling.

14, My execution of this Agreement shall not nuilify or effect in any manner any other
secrecy or nondisclosure Agreement which I have executed or may execute with the United
States Government except within the Department of the Treasury as noted in item 8, above.

15. I make this Agreement in good faith, without mental reservation or purpose of
evasion.

Name Date

Signature

This Agreement was accepted by the undersigned on behalf of the (Treasury Department or
identify bureau) as a prior condition on conditional access to sensitive information. Further
release to any other third party requires execution of a nondisclosure agreement.

When information is shared with the Office of Inspector General or the Treasury Inspector
General for Tax Administration or the Special Inspector General for TARP, for official
audit/investigative purposes, the following statement must be added below the signature line.
“This Agreement was accepted by the undersigned on behalf of the (identify bureau and (the
Office of Inspector General or Treasury Inspector General for Tax Administration, Special
Inspector General for TARP, as applicable) for conditional access to sensitive information.
Further release and dissemination of (identify DO/bureau) sensitive information under this non-
disclosure agreement must be in accordance with a written arrangement related to the official
audit/investigative functions of the OIG or TIGTA or SIGTARP for that particular matter.
Further release to any other third party requires execution of a nondisclosure agreement.”

(IdentifyDO/bureau signatory Date

(OIG or TIGTA or SIGTARP signatory) Date
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Section 3 for Treasury Communications Contractor
and Subcontractor Personnel

1.  Introduction

The purpose of this section is to establish the personnel security and investigative
requirements for contractor and subcontractor personnel who require access to designated
Treasury/bureau, other Government agencies, or commercial locations in connection with
the design, development, implementation, maintenance, or management of the Treasury
Communications System (TCS), the successor to the Consolidated Data Network (CDN),
The intent is to eliminate the need for Treasury/bureaus to conduct duplicate
investigations for TCS contractor personnel.

2. Requirements

a. The Internal Revenue Service (IRS) has the primary responsibility for conducting
background investigations of TCS contractor employees.

b. The Assistant Director (Personnel Security), Office of Security Programs (OSP),
has final responsibility for adjudication and certification of individuals to the TCS
Prime Contractor. ‘

c. The prime contractor will assume the primary responsibility for certifying
contractor accesses to TCS user agencies in accordance with paragraph 8 of this
section,

d. Treasury/bureau TCS user agency/organizations shall be responsible for

providing necessary escort(s) as required for particular contractor personnel.

3.  Risk Assessment

Different types of background investigations, varying in scope, have been identified and
are required for positions based on the associated risk level. Risk is assessed according
to the degree of access to information and facilities, as follows:

a. Low-Risk. This level includes personnel who require access to TCS facilities only
to perform support functions, such as facility cleaning or maintenance, mail
service, or warehouse service. Such personnel do not require and shall not be
provided access to TCS information, the TCS Network, or the internal Local Area
Network (ILAN).
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Moderate-Risk. This level includes all personnel who require access to TCS
information or access to the TCS LAN within the TCS Communications Center
(TCC), but do not require access to the Network Control Center (NCC) or to the
TCC Security Facility (TSF). This also includes contractor personnel who require
access to User facilities, but not to communications security (COMSEC) keying
material.

High-Risk. This level includes all personnel who require access to COMSEC
keying material, access to the NCC or the TSF, or access in any similar capacity
to any associated TCS backup or development facility, Also included are persons
who are performing security functions or program management roles, or are
responsible for directing or managing development, maintenance, or operation of
TCS systems.

Results of sample risk assessments associated with position and type of access within
TCS are identified in Attachment 1, Sample TCS Position Risk Matrix.

Background investigation and re-investigation requirements associated with the various
risk levels are described in paragraph 5. Paragraph 6 describes provisions for acceptance
of previous investigations and interim access approval.

4,  Adjudication Criteria

a.

Except as described in paragraph 5b, below, investigations will be adjudicated by
the Assistant Director (Personnel Security), OSP according to criteria set forth in
Title 32 Code of Federal Regulations Part 147, Subpart A, Adjudicative
Guidelines. See Chapter I, Section 3.

The TCS contract requires that all contractor and subcontractor personnel (1)
working on TCS development, implementation, and maintenance; and/or (2)
having unescorted access to contractor-operated TCS facilities, must be United
States citizens.

5. TCS Background Investigations Requirements and Descriptions

There are five types of background investigations selected for contractor personnel
supporting the program. Submitted forms shall be the same for all levels of investigation.
A brief description of the scope of each investigation follows.

a.

Basic Investigation, This investigation serves as the full investigation for
personnel in Low-Risk support positions not requiring access to the network or
TCS information. Also, it provides the basis for interim access approval for those
personnel awaiting completion of a Minimum Background Investigation (MBI} or
Background Investigation (BI), as described in paragraph 7. The investigation is
used in the conversion process described below. The scope of this investigation
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shall be as follows:
(1) Review of SF 85P/SF 85P-S.

(2) Criminal History Check (fingerprint card for the Federal Bureau of
Investigation [FBI]).

(3)  NCIC (Interstate Identification Index and Wanted Persons File).

C)) OPM Security Investigations Index (SII) Search.

(5) Defense Clearance and Investigations Index (DCII) Search.

(6)  IRS Integrated Data Retrieval System (IDRS) Search.

(7y  Credit Check,

Minimum Background Investigation (MBI). This investigation shall be required
for personnel in Moderate-Risk positions not requiring NCC access. The scope of
this investigation shall be as follows:

(1)  All elements of the Basic Investigation.

2) Local Agency Check (five years by voucher).

(3)  Employment Verification for past five years (by voucher)

(4)  Education, highest attended verified (by voucher).

{5) Listed references, minimum two, (by voucher).

Background Investigation (BI). This investigation shall be required for personnel
in High-Risk positions requiring access to the NCC, the TSF, and/or COMSEC
keying material. The scope of this investigation shall be as follows:

(1)  All elements of the Basic Investigation.

(2)  Local Agency Check (five years by voucher).

(3)  Employment verification for past five years.

(4)  Education verification, highest attended.

(5)  References, minimum four; two listed and two developed.

(6)  Neighborhood checks.
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d. TCS Reinvestigations. All TCS contractor personnel will undergo a
reinvestigation five years after the completion of their most recent TCS
investigation. The scope of this investigation will be identical for all levels of
access and to the Basic Investigation, plus Local Agency Checks (five years by
voucher).

e. Additional Checks. Treasury/bureaus may perform such additional checks as may
be necessary for access to certain user facilities, However, any such additional
screening criteria and processes, or for modification of these personnel security
policies, shall be made only with the approval of the Director, OSP.

6.  Acceptance of Previous Investigations

Previous background investigations conducted by other U.S. Government agencies, of the
same or greater scope as the required TCS background investigation, will be accepted as
satisfying investigative requirements for any TCS position. Treasury/bureaus must
complete a “Checklist of Permitted Exceptions to Reciprocity”. See Chapter 1, Section 4
prior to requesting additional information, security forms, or investigations on individuals
with prior background investigations

7. Interim Access Approval

Interim access approval will be certified to the TCS Prime Contractor by the Assistant
Director (Personnel Security), OSP prior to completion of the full investigation. The
only authorized positions for interim approval are given in Attachment 1.

Interim access approval is granted as follows:

a. Individuals who posses a current U.S. Government security clearance for access
to classified information at the Top Secret level may be granted interim approval
to occupy positions designated High-Risk, as specified in Attachment 1, upon
favorable review of the current SF 85P and verification of the security clearance
by the Assistant Director (Personnel Security), OSP.

b. Individuals who possess a current U.S, Government security clearance for access
to classified information at the Confidential or Secret level may be granted
interim approval to occupy positions designated Low-Risk or Moderate-Risk,
respectively, upon favorable review of the current SF 85P and verification of the
security clearance by the Assistant Director (Personnel Security), OSP.

C. Individuals not possessing a current U.S. Government security clearance for
access to classified information may be granted interim approval to occupy
' positions designated Low-, Moderate-, or High-Risk, as specified in Attachment
1, upon favorable completion of the Basic Investigation.

8.  Visit Certifications
4 TD P 15-71
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The TCS contract requires the prime contractor to dispatch contractor personnel to
Treasury/bureau sites and facilities to perform installation, maintenance, and other related
activities for the TCS program. Authorized access to Treasury/bureau sites and facilities
shall be coordinated and certified in the following manner:

TD P 15-71

Treasury/bureaus shall identify a security office or other point-of-contact (POC)
for the TCS program responsible for receiving and maintaining TCS visit
authorizations certified by the TCS prime contractor’s security office. Large
and/or regionally dispersed Treasury/bureaus may need to identify multiple
security POCs,

The TCS prime contractor’s security office will (1) certify contractor TCS
accesses to each responsible Treasury/bureau security office; and (2) provide
timely notification of access terminations to the responsible Treasury/bureau
security office. Access authorizations passed to Treasury/bureau security offices
are verifiable through the Assistant Director (Personnel Security), OSP.

Specific TCS service request activities will be coordinated with each site POC by
the TCS prime contractor organization which will provide to the site POC the
identity of the contractor employee and the requested dates and/or times of site
access.
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Attachment 1

Sample TCS Position Risk Matrix

This matrix identifies typical levels of risk associated with information and system/network
accesses within the TCS program.

Fuacility Access (1) Position Description Level of BI Type Interim
Risk Approval (2)
ISF | NC | EBF | TCC
C
X X X X System and Security Administrator High Bl No
X X X X COMSEC Management Operations High Bl No
X X X X Security S/ or HW Deavelopment High Bi No
X X X X Shift Supervisors High- Bl No
A X X X | Security Operator High Bi No
X A X X | QOperations Management High Bl Yes (3)
X X X X Program Management High Bl Yes (3)
X X X Building Guard Force (b) High Bl Yes
X X X Network Menitor/Control Personnal High BI Yes
X X X Database Administrator (DBA) High Bl Yes
X X X General SIW Development High Bi Yes
X X X HM Development High Bl Yes
X X X | Test Engineer | High Bl Yes
X X X Design Engineer 1 High Bl Yes
X X X Help Desk Personnel | High Bl Yes
X X X Customer Service | High Bl Yes
X X X Service Request | High Bl Yes
Field Engineers, COMSEC High Bl Yes (4)
X | TestEngineer H Maoderate MBI Yes
X Design Enginser I| Maoderate MBI Yes
X Help Desk Personnel I Moderate MBI Yes
X Customer Service |I Moderate MBI Yes
X Service Request Ii Moderate MBI Yes
Field Engineers, General Moderate MBI Yes (4) 57
X | Program Administrator Moderate MBI Yes
X Billing Services Moderate MBI Yes
X Mail Services Low Basic N/A
X | Warehouse Services Low Basic N/A/S
X Facility Maintenance/Housecleaning Low Basic N/A
Notes:
(D TSF TCC Security Facility, network access
NCC Network Control Center, network access
EBF Emergency Backup Facility, network access
TCC Building access, facility LAN, no network access
2) Interim access approval is based on successful completion of the Basic Investigation.
3) Interim access approval is for NCC only; TSF access requires compieted BI.
)] Field Engineers will not normally require access to contractor operated TCS facilities. Access wili be to
Government facilities.
(5) Access to NCC/TSF in emergencies only.
6 TD P 15-71
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Chapter 111 Prerequisites for Accessing Updated
Section 1 and Processing Classified Information  6/17/11

Introduction

Under Executive Order (EQ) 13526, Classified National Security Information, dated
December 29, 2009 or prior Orders, classified information shall be afforded a level of
protection against unauthorized access and disclosure commensurate with its level of
classification. Except as consigned to temporary Federal records storage or until fully
accessioned into the National Archives of the United States, Departmental Offices
(DO)/bureau-originated classified information remains the responsibility of and is
controlled by the originating DO/bureau component.

Eligibility for Access
EO 12968, Access to Classified Information, dated August 2, 1995 provides that to be

eligible for access to classified information distinct actions must be taken. EO 13526
further reiterates that individuals must have:

) A favorable determination of eligibility for access.

. Signed Standard Form (SI) 312, Classified Information Non-Disclosure
Agreement.

. The need-to-know the information.

. Participated in contemporaneous training on the proper safeguarding of classified

information and on the criminal, civil, and administrative sanctions that may be
imposed on an individual who fails to protect classified information from
unauthorized access. Additionally, employees who are Original Classification
Authorities (or OCAs) must receive proper classification and declassification
training at least once annually.

A security clearance for access to classified information shall not be fully valid until each
of the four elements is fulfilled. Each of the required elements is discussed in more detail
below.

Determination of Need-to-Know

Need-to-know is a determination within the Executive Branch in accordance with
directives issued pursuant to EOs 12968 and 13526 that a prospective recipient requires
access to specific classified information in order to perform or assist in a lawful and
authorized U.S. Government function.
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Determination of Trustworthiness

An individual is eligible for access to classified information only after a positive showing
of trustworthiness as determined by proper DO/bureau authority and based upon an
investigation (and favorable adjudication) in accordance with National personnel security
standards, criteria and accompanying Treasury guidance.

Classified Information Non-disclosure Agreement (SF312)

Completion of the SF 312 is required before the U.S. Government may grant an
individual access to classified information. DO/bureaus shall retain executed copies of
the SF 312 in file systems from which the agreement can be expeditiously retrieved in the
event the U.S. Government must seek its enforcement because of a breach of the
agreement.

Copies or legally enforceable facsimiles of the SF 312 shall be retained for 50 years
following the date of signature. The requirements of the SF 312 are a lifetime
commitment — they do not expire or lapse with the signer’s departure from or termination
from U.S. Government employment or service.

Contemporaneous and Refresher Security Training

Individuals meeting the requirements in paragraph 2 above must receive
contemporaneous training on the proper safeguards to protect classified information, i.c.,
handling, processing, marking, storing, accounting/tracking, and destruction, etc.
Additionally, individuals shall participate in periodically assigned refresher training as
mandated by the Director, Office of Security Programs and/or bureau security officials.

Termination of Security Clearance

Access to classified information shall be terminated when an individual no longer has the
need-for-aceess. Departing individuals shall receive a termination briefing to impress
upon them the continuing responsibility not to disclose any classified information to
which the employee or contractor personnel had access, the potential penaities for non-
compliance; and the obligation to return all classified documentary material (including
that originated and/or derived by, and/or physically provided to them) in the individual’s
possession to appropriate officials. Upon completion of the debriefing, the employee
shall sign the security debriefing acknowledgment portion of SF 312. Departing
employees shall also turn over the combination to any security equipment storing
classified information to their supervisor to avoid possibie lock-outs and costly repairs.
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DO/bureau Processing of Classified Information

Classified information may ONLY be processed on approved computers/equipment, i.e.,
the Treasury Secure Data Network (TSDN) for Secret and Confidential information (as
well as particularty sensitive information) or the Treasury Foreign Intelligence Network
(TFIN) for Top Secret and Sensitive Compartmented Information.

Treasury Directive Publications 85-01, Volume and 15-03

For information on uniform procedures to ensure automated information systems,
including networks and telecommunications systems that collect, create, communicate,
compute, disseminate, process, or store classified information, prevent unauthorized
access, ensure information integrity, and to the maximum extent practicable, use common
information technology standards, protocols, and interfaces that maximize the availability
of, and access to, the formats to maximize the accessibility of information to persons who
meet the standards set by EQ 13526 for access to classified information, please refer to
TD P 85-01, Volume IT and TD 15-03 and/or contact the DO, Office of the Chief

Information Officer (OCIO).
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Chaptér [II Mandatory Security Awareness Training  Updated
Section 2 5/15/ 14

Introduction

Executive Order (EQ) 13526 mandates the establishment and maintenance of security
education and training for persons authorized access to classified information. All
Departmental Offices (DO)/bureau employees must receive security awareness training
commensurate with their duties and the classification or sensitivity of the information,
assets, and/or facilities to which they have access. An employee’s success in protecting
classified and sensitive information and resources depends largely on their understanding
of (1) what needs protecting; (2) why, (3) who to protect it from; and, (4) how they must
protect it.

Further, the performance contract used to rate employees requires the designation and
management of classified information as a critical element or item to be evaluated in
rating original classification authorities, security managers or security specialists, and all
other personnel whose duties significantly involve creation or handling of classified
information; including personnel who regularly apply derivative classification markings
in the drafting, deliberative process, review and finalization.

Responsibility for Security Awareness Training

DO/bureaus are responsible for ensuring the following tasks are carried out with regard to
security awareness training:

) Developing and implementing security awareness training provided by
the Director, Office of Security Programs and modifying same, (including
funding) as appropriate, for incorporation within their bureau security awareness
and training,.

. Designating primary and alternate persons responsible for maintaining their
security awareness training programs,

. Creating/retaining records documenting all employee/contractor personnel
security awareness training they provide/sponsor.

. Establishing sufficient controls to ensure supervisors/managers are held
accountable for their employees receiving appropriate security awareness training.

. Periodically analyzing the effectiveness of their security training programs.
. Annually reporting on security awareness training programs as may be requested
by the Director, OSP.
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The types of training programs (their content and required audiences) include, but are not
necessarily limited to, those described in paragraphs 5 through 11 of this section.
Training medules have been developed by OSP for a variety of audiences and along with
several guidance documents/directives are posted on the OSP website under “education
and training” at http://thegreen.treas.gov/programs/Pages/training.aspx and listed under
“publications, references and resources™ at
http://thegreen.treas.gov/programs/Pages/publications.aspx DO/bureaus are free to use
and/or adapt these modules to fit end-user’s unique office working conditions.

NOTE: The Director, Special Security Programs (SSP) within the Office of Intelligence
and Analysis (OTA) is responsible to ensure SCI refresher training is conducted annually
for all DO/bureau SCI indoctrinated petsonnel.

Training Records and Analyses

Records shall be established and maintained for all types of security awareness training
covering the life-cycle of an employee’s tenure with DO/bureaus, preferably in a
centralized database that is maintained by the DO/bureau security component. The
records shall enable adequate analyses of the effectiveness of information given in
particular training, methods used, and quick (one-stop) reconstruction of an employee’s
specific training history for the duration of DO/bureau employment. Training iterations
shall be retrievable by employee name and covered in a corresponding system of records
notice.

DO/bureau offices shall monitor the effectiveness of security training programs and be
measured in terms of comparison/contrast with security incidents, infractions, violations,
spills, and available feedback or commentary from employees. The effectiveness of
security training shall also be included in self-assessments. DO/bureaus may also use
opinion surveys and periodic computer-based training testing to evaluate employees’
security knowledge and awareness.

NOTE: The Special Security Office (SSO) within SSP schedules SCI refresher training

for all DO/bureau SCI indoctrinated personnel. The SSO also maintains records of
attendance and monitors training effectiveness.

Audiences for Security Awareness Training

The audiences for security awareness training include the following people:

. Full and part-time DO/bureau employees.
. Consultants and contractor personnel accessing classified/sensitive information.
. Interns.
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) Other U.S. Government agency employees on detail to DO/bureaus.

. Persons employed by State, local, tribal and private sector entities, and public
sector representatives supporting a task force or other mandated group or activity
within DO/bureaus.

Security awareness training for contractor personnel shall be in accordance with this
section, and the training shall be related to the particular requirements of individual
contracts involving access to classified/sensitive information. This also applies to
program-specific training for: (1) consultants; (2) interns; (3) detailees and (4)
representatives of State, local; tribal, private sector entities and public-supportted task
forces; and/or (5) other groups.

NOTE: All DO/bureau SCI indoctrinated personnel are required to attend annual SCI
refresher training conducted by the SSP.

Initial Security Orientation

a. Audience. All DO/bureau employees shall receive initial orientation to security
practices, procedures, and responsibilities within DO/bureaus prior to functionally
reporting to the workplace. This training is regardless of the position occupied or
the sensitivity of information and access to classified information that they might
later have.

b. Content. Training shall be focused on new-hires to provide basic introduction to
security, types of information they would need to report and to whom; building or
facility access controls, and identification media. Training shall cover the new-
hires’ roles and to enable them to differentiate between classified and sensitive
information they might possibly be inadvertently exposed to or overhear.
Training shall concentrate, where appropriate, on sensitive information, including
use controls, identification and markings, storage, general guidance for handling
and processing sensitive information, disclosure, closing-hour checks, and
destruction for all employees.

c. Timeframes. During new-hire orientation and periodically at discretion of the
Director, Office of Security Programs or bureau security officials.

NOTE: Initial SCT indoctrination briefings are given to all DO/bureau new hire personnel
who require access to SCI material to perform their duties. The briefings provide
complete introductions to common IC security principles.

Contemporaneous Training for Access to Classified Information

a. Audience. All DO/bureau employees authorized access to classified information
shall receive contemporaneous training on attendant security responsibilities for
safeguarding classified information at the time they receive a security clearance.
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b. Content. Training includes markings to properly identify classified information,
handling, processing, storing, copying, accountability, receipting, transmitting,
packaging, and destroying classified information. Training shall concentrate on
using only approved information systems/equipment for classified processing (the
Treasury Secure Data Network or the Treasury Foreign Intelligence Network),
proximity controls, in-use controls, storage, dissemination/discussion, closing-
hour checks, preventing security violations/spills, and destruction of classified
information along with the civil, criminal, disciplinary, and administration actions
that might result fromt non-compliance with DO/bureau security requirements.
Training shall also reference the life-long commitment to protect classified
information that an employee has had access to during their entire tenure and be
included in any termination briefing they receive due to their departure, transfer,
retirement, etc.

c. Timeframes. Training is required upon issuance of the employee’s security
clearance for access to classified information, Where the training is for an
“interim” clearance, the employee does not need to attend the same training when
their “final” clearance is issued. Refresher training is required every year or as
otherwise mandated by the Director, OSP or bureau security officials.

NOTE: In conjunction with the initial SCI indoctrination briefing, a thorough briefing on
local SCl-related security procedures and best practices is given by SSP security officials.

Annual Refresher/Periodic Training

a. Refresher audience. DO/burcau employees shall receive annual refresher training
to remind them of security requirements for safeguarding classified information
(including, as appropriate, on reporting/preventing spills).

b. Refresher content. Refresher training shall be DO/bureau-specific and focus on
keeping employees current on established security policies and relevant events, as
they relate to information, facilities, and assets to which they have access.

Refiresher training may be provided in various formats, e.g., instructor-lead
“talking head” presentations, CD-ROM or computer-based, global message
reminders, and job aids such as pamphlets, posters, hand-outs, tent cards, and
desk references suitable to the organization. Types of training may vary from
year-to-year based on operational needs and the importance of particular security
messages conveyed. Protective requirements for sensitive information shall also
be included as appropriate to given audiences.

c. Timeframes. Periodic update training shall occur in conjunction with employee
reinvestigations for access to classified information (every five years for holders
of Top Secret clearance; every ten years for holders of Secret or Confidential
clearance). Updates shall be directed at trends in violations or other non-

4
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compliance with security policies. Refresher training may also be required by the
Director, OSP or bureau security officials for those employees determined to have
been responsible for a security violation,

NOTE: As part of a continuing security awareness, training and education program,
annual SCI refresher training is given by the SSP to all DO/bureau SCI indoctrinated
personnel.

Mandatory Training for Original Classifiers

a.

C.

Audience. All employees identified by position title in Treasury Order (TO) 105-
19, Delegation of Original Classification Authority; Requirements for
Declassification and Downgrading and DO/bureau officials annually designated
as an Original Classification Authority (OCA) on Treasury Department Form (TD
F) 15-05.2, Report of Authorized Classifiers.

OCAs who do not receive such mandatory training at least once within a calendar
year shall have their classification authority suspended until such training has
taken place. The Secretary, Deputy Secretary or Senior Agency Official (as
identified in TO 105-19) may grant a waiver of this requirement if an individual is
unable to receive this training due to unavoidable circumstances. All such
waivers shall be documented and when granted, the individual shall receive the
required training as soon as practicable,

Content. Detailed training on proper classification and declassification, with
emphasis on avoiding over-classification. At a minimum, the training shall cover
classification standards, levels of classification, classification authority,
categories, duration (setting a declassification date/event), identification and
required markings (including identifying or describing damage), prohibitions and
limitations, sanctions, classification challenges, developing (and updating)
classification guides, handling, processing, accountability, safeguarding,
reproduction, destruction, preventing security violations, use of attendant security
forms and information sharing.

Timeframes. OCA training must be taken at least once each calendar year.

Required Training on Derivative Classification and Using
Classification Guides

Audience. All DO/bureau employees who apply derivative classification
markings; classification management officials, security managers, security
specialists, declassification authorities (including applicable FOIA/PA personnel)
and all other personnel whose duties significantly involve the creation or handling
of classified information.
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Derivative classifiers who do not receive such mandatory training at least once
two years shall have their authority to apply derivative classification markings
suspended until such training has taken place. The Secretary, Deputy Secretary or
Senior Agency Official (as identified in TO 105-19) may grant a waiver of this
requirement if an individual is unable to receive this training due to unavoidable
circumstances. All such waivers shall be documented and when granted, the
individual shall receive the required training as soon as practicable.

Content. Training shall cover the proper application of derivative classification
principles, emphasizing the avoidance of over-classification. At a minimum, the
training shall cover the principles of derivative classification, identification and
required markings, classification prohibitions and limitations, sanctions,
classification challenges, security classification guides, handling, processing,
accountability, safeguarding, reproduction, transmission, destruction, preventing
security violations, attendant security forms and information sharing.

Timeframes. Training shall be taken on derivative classification at least once
every two years. '

Termination Briefing

a.

Audience. All departing, transferring, or retiring DO/bureau employees
authorized access to classified information. Reasonable actions shall be taken to
reach such employees prior to termination, including contacting the gaining
organization for those transferring out of the Department.

Content. Training shall ensure employees are informed of their continued
responsibilities to protect classified information that they had access to during
their entire DO/bureau tenure. For those employees who might not be available at
the time of their departure/transfer or retirement, the termination briefing shall be

- posted on DO/bureau security websites to receive wide dissemination and

availability. Records in DO/bureau security files shall annotate the circumstances
of any failure to provide the required termination briefing.

Timeframe. Training should be taken before employees’ departure, transfer or
retirement from employment with DO/bureau.

NOTE: When an individual no longer requires access to SCI material, the Debrief section
of the Form 4414 will be signed and security debriefing will be conducted by the SSP.

Specialized Security Training

DO/bureau employees shall receive specialized security training within six months after
assumption of duties warranting such training in the following areas:
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Practices applicable to official foreign travel.

Counterintelligence training,

Methods for dealing with un-cleared personnel who work in proximity to classified
information (including hosting classified meetings).

Responsibilities of employees serving as couriers of classified information.
Responsibilities of DO/bureau employees issued (and in using) official credentials.
Procedural requirements for safeguarding classified information processed and stored
on approved DO/bureau information systems/equipment.

Other security training, as mandated by the Director, OSP or bureau security officials.
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Information Security Program Forms Updated
Section 3 10/21/11

1. Introduction

This section identifies standard security forms and their prescribed use in protecting
classified and sensitive information. This includes U.S. Government-wide Standard
Forms (SFs) and required Treasury Department Forms (TD Fs). These forms apply to
information the Departmental Offices (DO)/bureaus that is stored in security containers,
on electronic/magnetic media, and hard-copy paper documents; or in fulfilling
requirements when handling classified information in the course of official business.

2. Standard Form 311 — Agency Security Classification Management
Program Data

The SF 311, Agency Security Classification Management Program Data, is a data
collection form every Executive Branch agency annually submits to the Information
Security Oversight Office, National Archives and Records Administration, to record the
number of original classification authorities; original/derivative classification decisions;
mandatory review requests; automatic, systematic and discretionary declassification
reviews; internal oversight; classification guides and explanatory comments.

3.  Standard Form 312 — Classified Information Non-disclosure
Agreement

The SI 312, Classified Information Non-disclosure Agreement, is a binding agreement
between the U.S. Government and all persons authorized access to classified information.
As used in the Agreement, classified information is marked or unmarked classified
information, including oral communications, that is classified under the standards of
Executive Order 13526 or under any prior Executive order or statute that prohibits the
unauthorized disclosure of information in the interest of the national security; and
unclassified information that meets the standards for classification and is in the process of
such a determination, or under any other Executive order or statute that requires
protection for such information in the interest of national security.

NOTE: Personnel authorized access to SCI material will sign a Form 4414, Sensitive
Compartmented Information Nondisclosure Agreement, This form, available from the
Office of Special Security Programs, is signed at the initial SCI indoctrination as
agreement to the terms outlined thereon. It is also signed at the individuals’ debriefing
when access to SCI material is no longer required.
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Standard Form 700 — Security Container Information

The SF 700, Security Container Information, records vital information about the security
container in which it is located. The form has three parts.

L 2

Part 1 shall be completed in its entirety to reflect the name, address, and telephone
number of DO/bureau employees responsible for classified contents. This part of
the form shall be posted on the (inside) front of the controi drawer of the General
Services Administration (GSA)-approved security container or the (inside) front
top drawer of any non-GSA-approved equipment,

Part 2 is a protective envelope to store the combination.

Part 2A shall record the actual combination of the container.

Both parts 2 and 2A shall have the appropriate level of classification (Top Secret, Secret,
Confidential) stamped or affixed on them. On Part 2A the marking should appear above
the word “WARNING”; on Part 2 it should appear in the top and bottom margins. Part
2A shall be placed in the envelope and hand-carried or sent via other sectire means to the
appropriate DO/bureau security officer responsible for centralized storage. DO/bureau
security officials shall conduct periodic reviews to ensure records of security
combinations on file are true and accurate. Supervisors are responsible for ensuring
DO/bureau security officials are notified when departing employees leave or retire so that
combinations are not lost or forgotten with such departures.

a.

Proftecting Sensitive Information. The SF 700 shall also be used to record
information (including combinations) to equipment that protects sensitive
information. In such instances the authorized sensitivity designation shall be
annotated above the “WARNING” line and also in the top/bottom margins to
differentiate the combination from security equipment storing classified
information.

Lock Combinations. Combinations to equipment storing classified and other
information protected by mechanical and electronic locks must be recorded on the
SF 700. This is to ensure an official record is maintained to facilitate access to
such equipment, prevent possible lockouts, and diminish the need to drill into
(and effect costly repair) the lock/equipment when the combination is unknown,
forgotten, and/or otherwise unavailable.

Classifying Combinations. Dial-type lock combinations shall be administratively
classified at the highest level of classified information that is protected by the
lock. The act of classifying the combination shall NOT be included in statistically
reporting the volume of classified documents generated annually on Standard
Form 311. Combinations shall be changed only by persons authorized access to
the level of information protected unless other sufficient controls exist to prevent
their further access to the lock and/or knowledge of the combination.

2
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Combinations on in-service equipment shall be changed whenever any of the

following occur:

The equipment is placed into use.

A person knowing the combination no longer requires access to it and
other controls do not exist to prevent their access to the lock.

The combination has been subject to possible unauthorized disclosure.
When taken out of service, combination locks shall be reset to the standard

combination 50-25-50 or 10-20-30 and the equipment inspected to ensure
all classified and/or sensitive information remains inside.

Standard Form 701 — Activity Seéurity Checklist

The SF 701, Activity Security Checklist, is a systematic means to thoroughly inspect a
particular office or secure work area and to allow for DO/bureau employee accountability
if any irregularities are discovered.

a. Information included on SF' 701. The SF 701 includes space to indicate whether
the following activities have been completed:

Security containers have been locked or checked by authorized persons.

Desks, wastebaskets, and other surfaces and receptacles are free of
¢lassified information.

Windows/doors have been locked.

Electronic media (such as disks, tapes, removable hard drives, etc.) for
processing classified information have been property stored.

Security alarms and protective equipment are activated,

DO/bureaus may include additional intformation on the SF 701 to suit their unique
circumstances.

b. Each security-approved “Open Storage™ area safeguarding classified information

a

nd Sensitive Compartmented Information Facility (SCIF) shall use the SF 701

unless the area or facility is in continuous operation (24 hours a day, seven days a
week). As with the SF 702, retention of completed SF 701s shall be determined
by DO/bureau security officials. Within a SCIF, retention of the SF 702 is at the
discretion of the Special Security Office (SSO) in Treasury’s Office of
Intelligence and Analysis (OTA).
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Standard Form 702 — Security Container Check Sheet

The SF 702, Security Container Check Sheet, is a tool used in determining the identity of
authorized DO/bureau persons responsible for safeguarding classified information and

particularly the last person acknowledging having locked and secured the security

equipment. The form provides a record of the identity and actual time authorized persons
have opened, closed, and checked a particular security container authorized for storing

classified information.

Location of Check Sheet. SF 702, Security Container Check Sheet, shall be
conspicuously affixed to the outside of every security container or vault storing
classified information. Except for the SF 702, the top surface area of all security
equipment shall remain free of extraneous material to enhance the efficiency of
closing-hour security checks.

Recording Data on Check Sheet. When an authorized person first opens the
container on a given day, he or she shall record the date, the actual time, and his
or her initials on the SF 702. When the container is finally locked at the close of
business, the same person or another cleared employee shall record the actual
fime and their own initials, Users shall avoid citations reflecting standard
opening, locking and checking of the security equipment at routine times, e.g.,
opened at 9:00 AM and closed/checked at 5:30 PM.

The use of all three columns of the SF 702 is encouraged, however, the “opened
by” and “closed by” columns must be completed. Use of the “checked by”
column is up to individual DO/burecau security offices to determine.

Assessing Security. On normal business days, regardless of whether the
equipment was opened or not, the security container shall be checked by its
primary or alternate custodians who have access to the equipment to ensure no
surreptitious attempt has been made to penetrate the security equipment. Such
examination might consist of a quick and casual visual check to note any obvious
marks, streaks, gashes, or defects on the security container and its operation. Any
discrepancies in the appearance or malfunctioning that are different from
immediately prior observations or experience in operating the equipment must be
reported to appropriate DO/bureau security officials for immediate action,

Security equipment storing classified information that has been opened on a
particular day shall not be left unattended where unauthorized persons may gain
unescorted access to it. Leaving a security container unattended (and its contents
accessible) without either direct visual observation or physical access control by
an appropriately cleared individual, no matter how briefly, is a security violation.

Handling the SF 702, DO/bureau office directors and supervisors shall ensure SF
702 forms are used and may assign the responsibility for checking security
containers and annotating the SI 702 to one or more designated duty personnel.

4
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When both sides of the SF 702 are completed, a new SF 702 shall be affixed to
the outside of the security container, Retention of completed SF 702 forms is not
required by DO offices but may be subject to individual bureau determination at
the bureau security officer’s discretion.

7.  Standard Forms 703, 704, 705 — Classified Document Cover
Sheets '

Standard Forms 703, 704, and 705 are used to alert personnel that a document, file, or
folder to which it is affixed, respectively contains Top Secret, Secret, or Confidential
classified information and must be protected. Classified document cover sheets perform
the following functions:

(1)  Alert users that particular information is classified;
(2) Shield classified documents while being used; and,
)] Provide protection from unauthorized scrutiny.

a. Color Coding. Cover sheets are color-coded orange for Top Secret information,
red for Secret information, and blue for Confidential information.

b. Handling Cover Sheets. Classified document cover sheets shall be placed on all
classified documents or classified folders when withdrawn from secure storage,
for internal and external transmission and handling/processing.

Individuals preparing, processing, packaging or hand-carrying classified
documents are responsible for affixing the appropriate document cover sheet.
However, if classified information is delivered or received without the required
cover sheet, the recipient is responsible for attaching the proper classified
document cover sheet.

Cover sheets should be removed before classified information is securely filed to
conserve filing space. Cover sheets should be removed from classified
information and recycled priec to destruction of the classified information. Cover
sheets are meant to be continually recycled until worn out, To protect the
integrity of the color-coding process, cover sheets shall not be photocopied in
black/white and put into use. To accommodate emergency use, cover sheets may
be reproduced on a color copier. DO/bureau offices are responsible for
maintaining their own adequate stock as available through normal supply
channels.

c. Other Cover Sheets. There are also sensitive compartmented information (SCI),
special access program (SAP), and special access required (SAR) cover sheets for
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use in protecting such information. These cover sheets are only available through
the SSO in Treasury's OIA. Copying SCI, SAP, and SAR information cover
sheets outside SSO channels is not authorized.

Standard Forms 706, 707, 708 — Labels on Classified Equipment
and Media

Standard forms 706, 707, and 708 are labels used to identify equipment approved for
processing classified information at the Top Secret, Secret, or Confidential level,
respectively, e.g., copiers approved for classified reproduction, and to identify
electronic/magnetic media, e.g., disks/diskettes, removable hard drives, copier hard
drives, or similar media containing classified information.

a.

Color-coded Labels. Labels for classified information in the SF 700 series are
color-coded in the same manner as classified document cover sheets:

-Orange for Top Secret (SF 706).

Red for Secret (SF 707).

Blue for Confidential (SF 708).

Purple for “classified but level determination pending” (SF 709).
Green for “unclassified” (SF 710).

White “data descriptor” label (SF 711).

Yellow “SCI” label (SF 712).

* & & & & & @

In locations where only unclassified information is processed or stored, the use of
the green “unclassified” label (SF 710) is optional. However, in environments in
which classified and unclassified information is processed or stored, the
“unclassified” label must be used to positively identify removable 1T media
authorized for unclassified use only. Each of these labels is available via national
stock number through normal Federal supply channels.

Classified Equipment. Labels shall be conspicuously placed on classified
equipment in a manner that will not interfere with its operation. Once applied, the
label shall not be removed. A label to identify a higher classitication level may be
applied on top of a lower classification level in the event the classification content
changes, e.g., from Confidential to Secret. A lower classification label shall never
be applied to equipment already containing a higher level of classified
information.

Classified Electronic/Magnetic Media. Employees working with or processing
classified information are responsible for properly labeling and controlling
electronic/magnetic storage media in their custody. Failure to apply the
appropriate security classification label is not a security violation, but it is a
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security infraction. If the failure results in improper storage, loss, unauthorized
access, or compromise of classified information, however, it would be a violation
of established security safeguards.

d. Removable Electronic/Magnetic Media. All removable electronic and magnetic
media used to process classified information shall be physically labeled with the

highest level of classified information contained therein, The same labeling
requirements in 7b above apply to removable electronic/magnetic media.

Removable media shall be physically detached from the processing equipment at
the close of business each workday and secured in an appropriate, locked, GSA-
approved security container. Removable media will be safeguarded at all times
when not otherwise in use and under the constant supervision of a properly
cleared DO/bureau employee.

e. Exception. An exception to the requirement to physically remove and store such
electronic/magnetic items is authorized when the equipment and processing
occurs in either of the following areas:

) An approved SCIF.

. A work/storage area that has been specifically approved by the cognizant
DO/bureau security official for open-storage of classified information and
the area is equipped with minimum security safeguards prescribed by the
Treasury Security Manual for classified information.

Such storage shall take into consideration the level of protection required, the
nature of security-in-depth within the DO/bureau facility housing the equipment
and removable material, and the use of risk-management principles to provide
secure, adequate, and cost-effective storage.

Standard Forms 709 through 715 — Additional Labels/forms for
Classified Equipment, Media and Information Gathering.

SF 709, Classified Labei, shall be used to identify classified information on
electronic/magnetic media when the level of classification has yet to be determined.

SF 710, Unclassified Label, shall be used in a mixed environment in which classified and
unclassified materials are being processed or stored. This label identifies
electronic/magnetic media that specifically contains unclassified information and is an
aid in distinguishing amongst those electronic/magnetic containing classified
information.
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SF 711, Data Descriptor Label, shall be used to identify additional safeguarding controls
for classified information that is stored or contained on particular electronic/magnetic

media.

S¥ 712, Classified SCI Label, shall be used to identify Sensitive Compartmented
Information that is stored or contained on particular electronic/magnetic media.

SF 713, Consent for Access to Records, shall be used as a release form for Executive
Branch investigative and counterintelligence agencies to request financial records or
other financial information and consumer reports and in determining eligibility or
continued eligibility for access to classified information.

SF 71 4, Financial Disclosure Form.

SF 715, Declassification Review Tab, shall be used by agencies working with Federal
records under the automatic declassification provision of EO 13526.

Treasury Department Forms (TD Fs)

a. TD F 15-05.1, Security Orientation Acknowledgment. The TD F 15-05.1 shall be
used to document that DO/bureau employees authorized access to classified
information have been provided particular security training on how to properly
handle and safeguard classified information. Such training is a requirement
contemporaneous with the individual’s receiving his or her security clearance.
The form is also used to document employees receiving refresher and specialized
training to maintain current on protective requirements.

b. TD F 15-05.2, Report of Authorized Classifiers. The TI} F 15-05.2 shall be used
to delegate designated DO/bureau officials as original classification authorities at
the Top Secret, Secret, or Confidential levels. The form may only be signed by
the Secretary (up to Top Secret) or Treasury’s Senior Agency Official (SAO) (up
to Secret), or someone acting for either official.

C. TD F 15-05.3, Report of Authorized Downgrading and Declassification Officials.
The TD F 15-05.3 shall be used to designate DO/bureau officials as authorized to
downgrade and declassify classified information at a specified level (Top Secret,
Secret, or Confidential). The form may only be signed by the Secretary (up to
Top Secret) or Treasury’s Senior Agency Official (up to Secret), or someone
acting for either official.

d. TD F 15-0.4, Top Secret Document Record. The TD F 15-05.4 is required to
account for all Top Secret classified documents. The form identifies each
document’s unique Top Secret control number, the date received, additional
control notices (if any), number of copies, description, originating agency,
document date, disposition (assignment/destruction, etc.) and includes space for
remarks.
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TD F 15-03.5, Classified Document Certificate of Destruction. The TD F 15-05.5
is required for documenting destruction of classified information. The form
includes space for describing documents that are going to be destroyed, and for
the witnessing official and actual destruction official. These individuals must sign
their names for accountability/tracking purposes.

TD F 15-05.6, Record of Security Violation. The TD F 15-05.6 shall be used to
initially report a possible security violation. Space is provided for the responsible
individual to make a statement as to his or her knowledge of what happened. This
is followed by the supervisor’s statement with respect to subsequent action. The
TD F 15-05.6 becomes a matter of record in those instances where DO/bureau
security officials determine the violation to be valid,

TD F 15-05.7, Courier Card. The TD F 15-05.7 is issued to authorized persons
responsible for routinely performing courier duties with respect to the physical
transport and securing of classified information within and between DO/burcau
and non-Treasury locations. The card is issued as evidence of the bearer’s courier
authorization and classification level,

TD F 15-05.8, Receipt for Classified Information. The TD F 15-05.8 is required
for receipting purposes, that is, it is used to track and account for classified
information exchanged between one or more authorized recipients when
accountability is required.

(1)  Requirements. Receipts for classified information must be used for all
Top Secret information but are optional for Secret and Confidential
information. The TD F 15-05.8 shall identify both addressee and sender,
and describe the document without otherwise revealing any classified
information.

(2)  Handling Receipts. The recipient (or other cleared support staff} shall
promptly sign and return the receipt to the sender. The sender shall
maintain a record of outstanding receipts for use in subsequent tracer
actions if the receipt is not returned within the reasonable time-frame of 30
calendar days. Completed receipts shall be maintained for a 3-year period
after which they may be destroyed. No record of the actual destruction of
the receipt is required.

Responsible DO/bureau office heads shall determine the administrative
procedures required to sufficiently handle the volume of classified
information within their organization in conjunction with assistance from
DO/bureau security and records management officials.

(3)  Transmitting Several Items af a Time. Several items may be transmitted to
the same addressee with one receipt form. The inclusion of classified

9
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information on the form shall be avoided. For example, if a subject title is
classified, an abbreviated short form or title shall be used, as in the first
letter of each word in the subject line.

TD F 15-05.9, Reporting of Controlling/Decontrolling Officials. The TD F
15-05.9 is used to identify those employees authorized to control and/or decontrol
sensitive information, as warranted, '

TD F 15-05.10, Top Secret Document Record. The TD F 15-05.10 is used to
maintain a record of all persons who handle individual Top Secret documents and
including all persons who are orally advised of the content. “Handling” includes
signing for, opening, transporting, processing, copying, accountability/tracking
and witnessing/destroying Top Secret information.

TD F [5-05.11, Sensitive But Unclassified Document Cover Sheet. The TD F 15-
05.11 is used to protect sensitive information in the same manner as classified
document cover sheets.

TD F 15-05.12, Regquest and Receipt for Courier Card. The TD F 15-05.12 is to
initiate requests for cleared employees and/or contractors to be issued a Treasury
courier card authorizing the bearer to transport classified information. See
Chapter V, Section 6.

TD F' 15-05.13, Classified National Security Information Critical Element for
Evaluating Non-SES, Original Classification Authorities, Security
Managers/Specialists and Employees whose duties involve the Creation or
Handling of Classified Information. The TD F 15-05.13 provides a means for
evaluating affected employees annual performance contract or evaluation with
respect to classified information as required by Executive Order 13526,

TD F 15-05.14, Request and Receipt for Official Credential. The TD F 15-05.14
is used to initiate requests for those officials requiring evidence of the bearer’s
authority when contacting the public and/or conducting U.S, Government
business with Federal, State, local or foreign officials as authorized by law, statute
or Treasury/bureau regulation. See Chapter V, Section 5.

TD F 15-05.15, Security Debriefing Information. The TD F 15-05.15 is a handout
provided for formerly cleared and departing employees/contractors advising them
of their continued responsibilities to safeguard classified information based on
having signed the Classified Information Non-disclosure Agreement, Standard
Form 312,

TD F 15-05.16, Request for After-hours Access to the Main Treasury Complex.
DO use only.

TD F 15-05.174 and B, Treasury Department Credential. DO use only.

10
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I. TD F 15-05.1888, Main Treasury Complex Work Order/Pass Application. DO
use only.

s. TD F 15-05.19, Inadvertent Disclosure Briefing and Agreement, The TDF 15-
05.19 is used when classified information has been unintentionally and/or
inadvertently discussed with, viewed or exposed to personnel during their officially
assigned duties. It includes the employee’s agreement to safeguard the information in the
same fashion as the SF 312, The form is used to mitigate damage with un-cleared
employees or those exposed to classified information above their security clearance level.

t. TD F 15-05.20, Classified Meeting in Progress Sign. To be posted on doors when
classified meetings are being held to provide notice thereof (and limit access to
appropriate attendees).

u. TD F 15-05.21, Report of Security Incident (for Computer Data Spills). Form to
report pertinent information relating to spills of classified information on
unclassified systems which includes desktops, laptops, blackberries, etc., and
including improperly handled/processing on the Treasury Secure Data Network
and Treasury Foreign Intelligence Network.

Open/Closed or Locked/Unlocked Signs

Reversible “Open/Closed” or “Locked/Unlocked” signs shall be used on security
equipment storing classified information. Such signs help to remind DO/bureau
employees whether a security container is open (unlocked) or closed (locked). The signs
augment internal security practices to further reduce the possibility of a security
violation. They are available through commercial supply channels and may be magnetic
or constiucted of rigid cardboard and are intended to be reused.

Supply of Forms

DO/bureaus can obtain SF 311 at hitp//www.gsa.gov/forms/pdf files/sf311.pdf listed on
GSA’s website under Standard Forms. Additionally, GSA’s website at
www.gsa.gov/Portal/gsa/ep/formslibrary.do may aiso be queried to obtain ISOO
prescribed forms.

Several of the Treasury Department forms in this section can be obtained from the Office
of Security Programs (OSP) website at http:/intranet.treas.gov/security/forms/ or
otherwise through normal DO/bureau printing procurement or on-site printing channels.

11
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pter 111 Information Security Program Reports Updated

Section : 5/15/ 14

Introduction

This section establishes requirements, responsibilities, and time frames for collecting and
reporting statistical data, cost data, and related information on each DO/bureau reporting
component’s information security program. This includes reports required by the
Information Security Oversight Office (ISOQ) as well as the Department of the Treasury,
Office of Security Programs.

Background

The ISOO is the government-wide agency tasked with advising the President on the
status of each individual agency’s information security program.

The information security program is primarily based on Executive Order (EO) 13526.
ISOO requires Federal agencies and departments handling classified information to report
statistical data and security classification-related cost data every year about their
program. All Treasury/bureau-wide data is consolidated by Treasury’s Office of Security
Programs (OSP) and forwarded to the ISOO.

NOTE: The Office of Special Security Programs collates reporting data on SCI original
and derivative classification decisions that is provided to the OSP.

ISOO Information Security Program Reports

a. Agency Security Classification Management Program Data, Standard Form (SF)
311 includes statistical data on the: (1) number of officials authorized to originally
classify; (2) annual volume (and levels) of original and derivative classification
decisions; (3) status of new, carried-over, and mandatory declassification review
appeals; (4) number of pages subject to automatic declassification and systematic
review; (5) number of internal oversight reviews, (6) number f security
classification guides in current use; and (7) explanatory comments. This form,
revised July 2010, is at

" http://thegreen.treas.gov/policies/Forms I /A gency%208ecurity%20Classification
%20Management%20Program%20Data.pdf. Earlier versions of the SF 311 may
NOT be used.

(1) Time Frame. DO/bureau reporting components shall provide their statistical
data to OSP on SF 311 no later than November 1% of each year. The reporting
period covers a 12-month time frame from October 1* through September
30", The November 15 due-date on the top of the SF 311 applies to Federal
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agencies and departments. DO/bureau reports shall not be sent to ISOO.

Instructions. DO/bureau reporting components (and their clients) shall
maintain a “classified chronological file” or comparable system to account
for all original and derivative classification during each reporting period.
Whenever a classified document is created, a hard copy {paper) should be
placed in a dedicated “chron file” and secured in a General Services
Administration (GSA)-approved security container. When the formal data
call is received, the “chron {ile” contents are counted and the data is
entered on the SF 311 where it applies. The “chron file” can be
maintained centrally, by division, office, or individual, at the discretion of
each reporting activity to ensure efficiency of service.

Classified information processed and transmitted via secure email shall
also be accounted for when the email is equivalent to a finalized classified
document or official policy-level decision/position. The statistical totals
by level of classification and original or derivative classification shall be
added to the number of hard copy paper documents. The volume of email
messages equivalent to telephone conversations used to exchange
information/options shall not be included in the accounting of classified
documents.

Any additional instructions for completing the SF 311 issued by the ISOO
will be disseminated by the OSP to reporting DO/bureaus.

Security Classification-related Cost Data include: (1) estimates of budgetary
funding for personnel security, physical security, information security (including
classification management, declassification, information systems security and
miscellaneous costs (Operations Security (OPSEC) and Technical Security
Countermeasures (TSCM)), professional education, training and awareness; (2)
security management, oversight and planning; and, (3) unique items, as
warranted,

Cost data is reported in actual dollars by fiscal year on a security costs estimates
display format that was developed by ISOO.

(D

2)

Time Frames. The due date for reporting cost data varies at ISOO’s
discretion (generally Executive Branch departments and agencies are
notified by February 1** and are expected to respond by April 15™).
DO/bureau components will be advised of the due date for this report by
the OSP.

Instructions. Instructions prepared by ISOO are normally in memo format
and will be disseminated by the OSP to reporting DO/bureau offices.
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Treasury Information Security Reports

The OSP reports are in addition to required ISOO reports, Each of these Treasury forms

may be obtained from OSP’s website at hitp:/intranet.treas.gov/security/forms/.

a. Report of Authorized Classifiers - Treasury Department Form (TD F) 15-05.2,
shall be used to identify DO/bureau officials whose duties require designation as
an original classifier for national security information. Officials are identified by
name, position title, and level of classification authority.

Persons and positions so identified are exclusive of those identified in Treasury
Order (TO) 105-19. All delegations of authorized classifiers shall be in writing
on TD F 15-05.2 and forwarded to OSP for signature by the Secretary (if
delegating original Top Secret classification authority) or the Senior Agency
Official (SAQ), if delegating original Secret or Confidential classification
authority).

(1) Time Frame. DO/bureau reporting components shall use TD F 15-05.2 in
conjunction with their annual submission of the SF 311 report to the OSP.
Such reports remain valid until cancelled by succeeding TD Fs 15-05.2
each year.

(2) Instructions. Instructions for completing TD F 15-05.2 are on the reverse
side of the form. All persons so identified must attend mandatory original
classification authority training conducted as required by EO 13526 on an
annual basis. This training is to ensure designated officials are proficient
in processing, marking, and safeguarding classified information,

b. Report of Authorized Downgrading and Declassification Officials, TD F 15-05.3,
shall be used to identify DO/bureau officials, by name, position title, and level
of authority whose duties warrant being designated to downgrade and
declassify national security information.

(1)  Time Frame. DO/bureau reporting components shall use TD F 15-05.3 in
conjunction with their annual submission of the SF 311 report to the OSP.
Such reports remain valid until cancelled by succeeding TD F 15-05.3
each year.

(2)  Instructions. Instructions for completing TD F 15-05.3 are on the reverse
side of the form. Persons so identified must have current jurisdiction and
control over: (1) classified documents subject to mandatory review,
automatic declassification, or systematic declassification review, under
EO 13526 or, (2) related examinations of classified records. Persons and
positions so identified are exclusive of those identified in TO 105-19. All
delegations of authorized classifiers shall be in writing on TD F 15-05.3
and forwarded to Treasury’s OSP for signature by the Secretary or SAO.
All persons so identified must attend mandatory training conducted or

3
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approved by the Director, OSP, and/or bureau security officials on an
annual basis to ensure designated officials are proficient in safeguarding
classified information and downgrading and declassifying national
security information.

Report of Controlling/Decontrolling Officials, TD ¥ 15-05.9, is now optional.
DO/bureau reporting components that restrict designation of sensitive information
to specifically authorized persons shall use TD F 15-05.9 to identify such
officials, by name, position title, and identify or any other category of information
authorized by law, statute or regulation warranting control/decontrol,

(D

2

DO/bureau reporting components shall use TD F 15-05.9, in conjunction
with their annual submission of the SF 311 report to the OSP. Such repoits
remain valid until cancelled by succeeding TD Fs 15-05.9 each year.

Instructions. Instructions for completing TD F 15-05.9 are on the reverse
side of the form. All persons so identified must attend appropriate training
conducted or approved by bureau security officials to ensure designated
officials are proficient in safeguarding sensitive information authorized by
law, statate or regulation. The form should be signed by the person
responsible for their bureau’s information security program and forwarded
to Treasury’s OSP.
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Chapter III Original and Derivative Classification  Updated
Section 5 6/20/ 14

Introduction

Original classification is the determination by an authorized official that information
within specifically designated categories requires protection against unauthorized
disclosure in the interests of national security. Further, the above disclosure could
reasonably be expected to result in a degree of damage to the national security, including
defense against transnational terrorism that the original classification authority is able to
identify or describe.

Derivative classification is the restatement of existing classified information by persons
who reproduce, extract, or summarize, or apply classification markings derived from
source material or as directed by a classification guide.

The basis for classification is Executive Order (EQ) 13526, dated December 29,.2009,
Classified National Security Information and Information Security Oversight Office
(ISOO) implementing directive contained in 32 CFR Part 2001.

Original Classification and Authority Delegations

“Original” classification is the initial determination that information requires protection
against unauthorized disclosure in the national interest. This is coupled with a
classification designation signifying the level of required protection as determined by an
Original Classification Authority (OCA). Departmental Offices (DO)/bureau OCA
officials are identified in Treasury Order (TO) 105-19, Delegation of Original
Classification Authority; Requirements for Declassification and Downgrading.
Additional OCAs require written designation by the Secretary of the Treasury (at the Top
Secret, Secret and Confidential levels) or by Treasury’s Senior Agency Official (SAQ)
(at the Secret and Confidential levels). Identification and designation of such OCA
officials shall be coordinated by Treasury’s Office of Security Programs (OSP).

According to the Office of the Director of National Intelligence with respect to national
intelligence, a separate OCA designation for “dual-hatted” Treasury officials is
unnecessary provided the official exercises OCA authority consistent with direction,
guidance and all other Presidential Directives, Executive Orders and legal authorities for
national intelligence. Additionally, exercise of the authority is limited to only that
information falling within the OCA's scope of authority requiring protection. It does not
apply to information within other organizations where a classification guide or original
classification decision has already been made.
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Derivative Classification and Authority

“Derivative” classification means incorporating, paraphrasing, restating, or generating in
new form information that is already classified and marking the newiy developed
material consistent with the classification markings that apply to the source information.
Derivative classification may be exercised by any DO/bureau employee, consultant or
contractor (under the National Industrial Security Program (NISP)) with a security
clearance. The basis for derivative classification actions involves use of one or more of
the following types of information:

. Existing classified source document.
. Approved classification guide.
° Classified communication, e.g., information provided orally via secure phone or

obtained/discussed during a classified meeting.

Classification Levels

Classified information, also known as classified National Security Information (NSI) is
information that has been determined pursuant to EQ 13526 or any predecessor order to
require protection against unauthorized disclosure and is marked to indicate its classified
status when in documentary form. Classified information shall be identified by one of
the following three levels: Top Secret, Secret or Confidential.

. Top Secret shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause exceptionally grave damage to the national
security that the OCA is able to identify or describe.

. Secret shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause serious damage to the national security that
the OCA is able to identify or describe. '

J Confidential shall be applied to information, the unauthorized disclosure of which

reasonably could be expected to cause damage to the national security that the
OCA is able to identify or describe.

Classification Standards
In order for information to be properly classified it must be:
. Designated (as classified) by an OCA.

. Owned by, produced by, or for, or under the controi of the U.S. Government.
. Be within one or more of the classification categories in Section 1.4, EO 13526 in

2
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paragraph 6 below.

The OCA must determine that unauthorized disclosure of the information could
reasonably be expected to result in damage to the national security (including
defense against transnational terrorism) and the OCA is also able to identify or
describe the damage.

Significant Doubt. If there is significant doubt about the need to classify
information, it shall not be classified. However, when a DO/bureau employee,
government contractor, licensee, certificate holder, or grantee who does not have
original classification authority creates information believed by that person to
require classification, the information shall be tentatively marked as classified or
indicate a classification decision is pending and be protected in a manner
consistent with the EO and its implementing directives. The information shall be
transmitted as if it was duly classified and promptly provided to the appropriate
DO/bureau official with subject matter interest (having original classification
authority) with respect to this particular information. The DO/bureau official
shall decide within 30 days whether or not to classify this information. The
information will then be marked accordingly to reflect the official’s decision.

Classification Categories

Information shall not be classified unless it concerns one or more of the following; those
in bold text indicative of DO/bureau rationale for classification;

h.

Military plans, weapons systems, or operations.
Foreign government information.

Intelligence activities (including covert action), intelligence sources or
methods or cryptology.

Foreign relations or foreign activities of the United States, including
confidential sources.

Scientific, technological, or economic matters relating to the national
security.

United States Government programs for safeguarding nuclear materials or
facilities.

Vulnerabilities or capabilities of systems, installations, infrastructures,
projects, plans, or protection services relating to the national security.

Development, production, or use of weapons of mass destruction.
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Classification within a Treasury Context

DO/bureaun officials may consider U.S. economic viability/well-being, market sensitivity,
U.S. global competitiveness, tracking terrorist assets/financial crimes as rationale for
classification. See Treasury’s Security Classification Guide at
http://thegreen.treas.gov/policies/Resources/Treasury%20Security%20Classification%20

Guide.pdf .

Classification in Context of Related Information

Certain information that would otherwise be unclassified might require classification
when combined or associated with other unclassified, sensitive, or classified information.
Such classification on an aggregate basis (also known as mosaic classification) shall be
supported by a written explanation that, at a minimum, is maintained with the file or
referenced on the record copy of the information. This could apply when the compilation
reveals an additional association or relationship that meets the requirement for
classification under EO 13526 and/or is not otherwise revealed in the individual items of
information.

Duration of Classification and Automatic Declassification

a. When information is originally classified, the OCA is responsible for establishing
a specific date or event for declassification based upon the duration of the national
security sensitivity of the information. Upon that date or event being reached, the
information shall be automatically declassified. The following sequence shall be
followed in setting the declassification time frame:

b. The OCA shall set a date or event ten years from the date of original classification
that coincides with the lapse of the information’s national security sensitivity
unless he/she otherwise determines that the sensitivity of the information requires
that it be marked for declassification for up to 25 years from the original decision.
OCAs are encouraged to apply carlier dates/events for declassification as befits
particular information when a shorter time frame is warranted. Classification
dates may be written out (as in September 11, 2010) or identified numerically; for
example, 9/11/10 or based on (YYYYMMDD) as in 2010091 1.

c. Within DO (except for the Office of Intelligence and Analysis and its predecessor,
the Office of Intelligence Support) and all bureaus (except the United States Mint
(with respect to the gold bullion depository at Fort Knox and the Bureau of
Engraving and Printing), classified information reaching 25 years of age that was
originated by DO and these two bureaus is automatically declassified. Classified
information originally classified by those identified above shall be referred to
these organizations for declassification.
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Classified Addendums or Attachments

OCAs shall use a classified addendum whenever classified information constitutes a
small portion of an otherwise unclassified document; this is for ease of information
sharing and further safeguarding. This practice might involve including short text of a
few paragraphs as a classified attachment. Whether a classified addendum/attachment is
developed and used, it must feature the same overall, paragraph/portion markings and
declassification instructions that identify a classified document.

Changes in Classification Markings

Changes in classification markings may be made when the declassification date/event is
altered or when the classification level is downgraded (or upgraded} or declassified, as
the case may be. Whenever such a change is made, ail holders of records shall be
promptly notified as practicable. Holders shall alter the markings on their copy of the
information to conform to the change and cite the DO/bureau authority for it. Note that
only an Original Classification Authority is authorized to extend the duration of
DO/bureau classified information up to a maximum of 25 years from its date of origin.
Ttems withdrawn from file collections of classified records for purposes other than
transfer to alternate storage shall be properly marked in accordance with the change
notice(s). [f remarking large quantities of information is unduly burdensome, the holder
must attach a change of classification notice to the storage unit in lieu of the marking
action otherwise required.

Omitted Classification Markings

Information contained in unmarked records, Presidential or related materials and which:
(1) pertain to the national defense or foreign relations of the United States; and, (2) has
been maintained and protected as classified information under prior Orders, shall
continue to be treated as classified information under EO 13526, and is subject to its
provisions regarding declassification. Such information shail be considered as classified
despite the omission of other required markings. Whenever such information is used as a
source for derivative classification or is reviewed for possible declassification, holders
shall coordinate with the appropriate OCA to ensure any omitted markings are applied to
the document.

Classification Guides

A classification guide is a documentary form of guidance issued by an OCA identifying
elements of information regarding a specific subject that must be classified and
establishing the level and duration of classification for each such element. Guides assist
document drafters in determining what types and categories of information have already
been classified and what information is classifiable in a national security sense. Each
guide is a tool for users to facilitate the proper and uniform derivative classification of
information. Fach classification guide constitutes pre-approval by one or more OCAs

3
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that specific information should be classified.

Guides are meant to facilitate standardization when classified information is
incorporated, paraphrased, restated, or generated in new form by DO/bureau derivative
classifiers (any employee with a security clearance). If the derivative classifier is of the
opinion that their action(s) in transposing information ot in conjunction with other
material has changed the level (or altered the basis for) classification, they shall consult
with an official of the originating DO/bureau who has the authority to upgrade,
downgrade or declassify the information for a {inal decision. Such consultation shall
ensure adequate protection of the information while the determination is being made and
thereafter for information that remains classified.

Classification guides may be prepared by individual DO/bureau components or for
individual and specialized projects/programs. Guides are meant to have the widest
internal dissemination necessary for efficient use. Copies of all DO/bureau classification
guides, including any guides that are classified at the Top Secret, Secret, or Confidential
level, shall be provided to the Director, OSP. These classification guides are subject to
review by appropriately cleared OSP employees to ensure compliance with EQ 13526, In
a change to Standard Form 311 (Agency Security Classification Program Data), revised
July 2010, reporting officials are required to identify the number of classification guides
created and currently in use.

Each classification guide must be approved in writing by an OCA identified in TO 105~
[9, and it must also identify one or more points-of-contact to respond to questions or
inquiries about the particular guide. Guides are meant to be living documents and shail
be reviewed and updated periodically based on a comprehensive review. Classification
guidance reviews shall include an evaluation of classified information to determine if it
meets the standards for classification. Participation shall also include original
classification authorities and DO/bureau subject matter experts to ensure a broad range of
perspectives. Reviews shall also capture information following any new, original
classification decisions made by an OCA that are not otherwise identified in the guide.
At a minimum, a classification guide shall identify the:

Reason to classify from Section 1.4 (a-h), EO 13526 (see paragraph 6, above).
Identification of the subject matter of the guide.

The OCA authority by name and position or personal identifier.

DO/bureau point of contact for questions regarding the guide.

Date of issuance or last review.

State the precise elements of information to be protected.

Level of classification to be applied to each item description, and when useful the
elements of information that are unclassified.

Any special handling caveats, as applicable.

. Declassification date or event timeframe or Interagency Security Classification
Appeals Panel-approved exemption. (See paragraph 16 below).
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14. Identification and Markings

a.

NOTE:

Classification Level. The markings Top Secret, Secret, and Confidential shall be
used to indicate the following:

. Information requiring protection as classified EO 13526.

. The highest level of classification contained in a document.

. The classification level of each page.

. In abbreviated form, the classification of each paragraph or poition of a

document, including the subject line, i.e., (TS) for Top Secret, (S) for
Secret, (C) for Confidential, (U) for Unclassified and (SBU) for sensitive
information.

Classification Management guidance for SCI material may also be found in:

o CAPCO, Intelligence Community Classification and Control Markings
Implementation Manual.
¢ ICD 710, Classification and Control Markings System.

Overall Marking. The highest level of classification of information in a document
shail be marked in such way to clearly distinguish it from the text. Markings shall
appear at the top and bottom of the outside of the front cover (if any), on the title
page (if any), on the first and last pages bearing text, and on the outside of the
back cover (if any).

Page Marking. Each interior page of a classified document shall be marked at the
top and bottom, either according to the highest classification of the content of the
pages, including the designation “UNCLASSIFIED” when it is applicable, or with
the highest overall classification of the document.

Subject Line, Paragraph or Portion Marking. The subject line shall identify
whether it is classified (and level thereof) or whether it is unclassified. Each
paragraph/portion of a document, including subject lines, shall be marked with a
parenthetical designation immediately preceding the text to which it applies.

“Classified by” Marking and Reason. At the time of original classification the
OCA’s identity, by name and title, shall be indicated on the face of each classified
document and applied to other classified media in an appropriate manner, The
concise reason(s) for each original classification (from Section 1.4 (a-h)) EO
13526, shall be identified, along with a declassification date or event.

The following marking shall appear on the bottom, right hand side of the first or
cover page of each originally classified document; including classified
information in electronic format, unless specific information would itself reveal
additional classified information.
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Classified by: OCA’s name and title
Reason: One or more reasons from Section 1.4 (a-h) EOQ 13526 or OCA’s

statement as to why the document is classified

Declassify on:  Declassification date (in alpha-numeric or YYYYMMDD

format) or declassification event

“Classified by” Marking and “Derived from” Marking, At the time of derivative
classification the employee’s, consultant’s, or contractor’s identity (by name or
personal identifier and office) shall be indicated on bottom (right-hand) face of
each classified document and also applied onto other classified media in an
appropriate manner.

(D

)

Information derived from one or more existing classified source
documents, or classification guides, or classified communication
(information provided orally via secure phone or obtained/discussed
during a classified meeting) shali be indicated on the bottom (right-hand)
face of each classified document and applied to other classified media in
an appropriate manner. When more than one source is used, the “Derived
Sron?” line shall indicate “multiple sources.” A listing of source
documents shall be maintained with the official file record of the
document or be maintained electronically if the official DO/bureau file
records are kept in that format.

Normally, the declassification date or event from the classified source
document shall be carrvied over to the derivatively classified document. If
there is more than one source, the date or event allowing the information
to remain classified furthest into the future shall be used for
declassification purposes. When using an approved classification guide,
DO/bureau employees, consultants or contractor personnel shall apply the
date or event for declassification as instructed by the guide. Documents
that were derivatively classified based on a classified communication shall
apply the date or event for declassification consistent with the discussion
within the prescribed 10 to maximum 25-year timeframe.

The following marking shall appear on the bottom, (right-hand) of the first
or cover page of each derivatively classified document derived from an
existing classified source document, classification guide or classified
meeting/discussion; this includes classified information in electronic
format.

Classified by:  DO/bureau employee’s name and office

Derived from: Source document or classification guide or secure
meeting/discussion

Declassify on:  Declassification date or event (from source, guide, or
meeting/discussion)

8
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The following marking shall appear on the bottom (right-hand) of the first
or cover page of each derivatively classified document derived from
multiple sources.

Classified by:  DO/bureau employee’s name and office

Derived from: Multiple sources

Declassify on:  Declassification date or event (from source with furthest
future time frame)

Obsolete Marking Terms

The following terms are no longer useable on originally classified documents but may be
cited when the source document is so marked. In such instances the date of the source
bearing such marking must be included on the “Classified by” line of derivatively
classified documents; the previous “Derived by” is no longer valid. These terms include,
“Originating Agency’s Determination Required”, also known as “OADR?”, “Impossible
to Determine” and “X-1” through “X-8” exemption categories from the 10-year
maximum duration of classification rule. The term “Entire Text Classified” shall not be
used in lieu of identifying the level of classification of individual paragraphs/portions or
subject lines on classified documents.

Citation of Exemption Categories and Markings

If an OCA is classifying information that should ciearly and demonstrably be expected to
reveal the identity of a confidential human source or a human intelligence source, the
duration shall be up to a maximum of 75 years and be designated by the following
marking, “50X1-HUM?”. Use of other exemption markings requires pre-approval by the
Interagency Security Classification Appeals Panel (ISCAP) through the ISQO.
DO/bureau requests for authorization to use exemptions must be in writing and
coordinated with the Director, OSP.

Electronically Processed Document Markings

Classified documents generated electronically on specifically-approved IT equipment or
systems, including cables or other message traffic, might be marked automaticaily by the
system software. IT systems for classified processing might prompt the user to input
specific categories of information: (1) classification level; (2) EO 13526; (3)
declassification date, etc., name/alphanumeric identifier of original/derivative classifiers
and/or title; (4) office of origin; and/or, (5) reason(s) for classification and any applicable
exemptions. Despite system prompts identifying these markings, these same markings
(including the declassification instructions) must appear in classified attachments. Where
system prompts do not identify the classification of individual portions, paragraphs, or
bullets, etc, employees are responsible for ensuring the appearance on classified email
they generate.
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Classifiers must ensure the application of required markings and declassification
instructions assigned to particular information remain constant — especially on email
streams of classified information. Whenever the required markings cannot be affixed to
specific classified information or materials, originators shall provide holders or recipients
with written instructions for protecting the information, Markings shall always be
uniformly and conspicuously applied to leave no doubt about the classified status of
information, the level of required protection and the duration thereof.

Removable IT media shall bear external labels indicating the security classification level
of the information and any associated security markings, such as handling caveats or
dissemination controls, as applicable. Examples of such media include, but are not
necessarily limited to disks, diskettes, disk packs, magnetic cartridges/cassettes; U.S.
Government authorized USB, flash/thumb drives and removal hard drives on copiers.
Security classification labels are standardized forms (SF 706, 707 and 708), color-coded
in the same manner as classified document cover sheets; orange for Top Secret (SF 706),
red for Secret (SF 707), blue for Confidential (SI¥ 708). There are also purple for
“classified but level pending (SF 709), green for “unclassified” (SF 710) and white “data
descriptor” (SF 711} color-coded labels.

In locations where only unclassified information is processed or stored, the use of the
green “unclassified” label (SF 710) is optional. However, in environments in which
classified and unclassified information is processed or stored, the “unclassified” label
must be used to positively identify removable IT media authorized for unclassified use
only. Each of these labels is available via national stock number through normal Federal
supply channels.

Unofficial Publication or Disclosure

Following an inadvertent or unauthorized disclosure or publication of information
identical or similar to information that has been classified in accordance with EO 13526
or predecessor Orders, a determination shall be made of the degree of damage to the
national security, the need for continued classification, and, in coordination with the
DO/bureau organization or outside agency in which the disclosure occurred, what
action(s) must be taken to prevent similar occurrences. Classified information shall not
be automatically declassified as a result of an unauthorized disclosure as for example, in
the news media. Prior to public release, all declassified records shall be appropriately
marked to reflect the declassified status of the information.

Limits to Classification, Over-Classification and Reclassification

a. Limitations. Markings other than Top Secret, Secret, and Confidential shall not
be used to identify classified information. No other terms or phrases such as
“Secret/Sensitive” or “Administratively Confidential” shall be used in conjunction
with these markings to identify classified information.

10
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b. Over-classification. In no case shall information be classified to: (1) conceal
violations of law, inefficiency, or administrative error; (2) prevent embarrassment
to a person, organization, or agency; (3) restrain competition; or, (4) prevent or
delay the release of information that does not require protection in the interest of
national security. Information shall only be classified when it meets established
criteria for protecting the national security.

Original and derivative classifiers are responsible for properly marking classified
information they generate and ensuring instances of over-classification are
avoided. This includes reducing the length of email strings and not repeatedly
sending classified information already provided. Acknowledgments of receipt,
referrals for information only and responses that do not contain classified shall be
contained in new, unclassified emails. Additionally, if there are different levels of
classification among paragraphs, sub-paragraphs, bullets and sub-bullets ail
segments shall be portion marked separately in order to avoid over-classification
of any one segment. See Chapter I11, Section 20, regarding challenges legaldmg
over-classification or incorrect classification.

C. Reclassification. Information may be reclassified after declassification and
release to the public under proper authority only in accordance with the following:

. The reclassification action is personally approved in writing by the
Secretary of the Treasury based on a document-by-document
determination by that official that reclassification is required to prevent
significant and demonstrable damage to the national security;

. The information may be 1easonably recovered without bring undue
attention to it.

o The reclassification action is reported promptly by the Director, OSP to
the Director, [SOQ and the Assistant to the President for National Security
Affairs (National Security Advisor).

. For documents in the physical and legal custody of the National Archives
and Records Administration that have been available for public use, the
Secretary of the Treasury has, after making the above determination,
notified the Archivist of the United States, who shall suspend public
access pending approval of the reclassification action by the Director,
[SOO. Any such decision by the Director, [SOO, may be appealed by the
Secretary of the Treasury to the National Security Advisor and public
access shall remain suspended pending a prompt decision on the appeal.

20. Reclassification after Receipt of a FOIA Request

Information that has not previously been disclosed to the public under proper authority

11
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may be classified or reclassified after a request has been received by DO/bureaus under
the Freedom of Information Act (5 U.S.C. 552), the Presidential Records Act (44 U.S.C.
2204(c)(1), the Privacy Act of 1974 (5 U.S.C. 552a), or the mandatory review provisions
of EO 13526 if such classification meets the requirements of the EO and is accomplished
on a document-by-document basis with the personal participation or under the direction
of the Secretary of the Treasury, the Deputy Secretary, or the Senior Agency Official
designated under section 5.4 of the EO. Any such reclassification activity shall be
coordinated with the participation of the Director, OSP

Record Requirements and Chronological Files

Every original and derivative classification action must be accounted for annually and
reported to Treasury’s OSP for consolidation into an overall report for the ISOO at the
end of each fiscal year. OSP may request additional information from DO/bureau
components to fulfill its obligations with respect to the Department’s information security
program.

Employees, consultants and contractor personnel are responsible for keeping a record
each fiscal year of all original and derivative classification decisions on Standard Form
311. This accounting includes classified email (equivalent to final documents or position
papers) prepared on equipment approved for processing classified information.

An effective way to account for the volume of classified documents is to establish a
classified chronological file. Whenever a final document (or equivalent classified email
message is created) a hard paper copy is inserted in the dedicated chronological file. That
file is properly marked with the level of the classified content and stored in a General
Services Administration (GSA)-approved security container. When the OSP data call is
sent out to report that year’s information security statistics, the file documents are
counted by original/derivative classification and respective classification levels.
Retention of the file after its contents are accounted for is at the discretion of the file
custodian; the key is to use this collection methodology throughout the year,
Chronological files might be maintained by individual employee, supervisor, office,
division, section, etc., or centralized as befits the efficiency of the DO/bureau.

Demonstrable and Continuing Need

OSP is responsible for menitoring the exercise of original classification activity
throughout the entire Department. Monitoring includes recommending any additions or
deletions of designated officials to be identified and or removed from TO 105-19.
Recommendations for changes shall be based on the demonstrable and continuing need of
the official to exercise original classification authority {(including specialized or ad hoc
projects warranting classification for national security reasons) and as reported on
Standard Form 311 annually. If, after reviewing and evaluating these reports, OSP (in
consultation with the affected OCA) determines there is no demonstrated or continuing
need to exercise the authority, the Department’s SAO is required to take appropriate
action (in liaison with the Secretary) to reduce the authority, Such action might include

12
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relinquishing authority to originally classify where the SAO finds no classification
activity is taking place.

Reasonable Doubt

If there is significant doubt about the need to classify information, it shall not be
classified. However, when there is still reasonable doubt, it shall be safeguarded as if it
were at least Confidential, pending a determination by an OCA, When such .
determination affirms the initial protection, the information will be marked to reflect its
final classified status in compliance with the Treasury Security Manual. When such
determination results in a decision by an OCA that the information does not warrant
classification, the tentative Confidential markings will be obliterated. OCA decisions
shall be final.

Transmittal Documents

A transmittal document shall indicate the highest level of classified information it
transmits on its first and last page. Where the transmittal itself is unclassified, the
document shalf be marked as either:

. Unclassified When Classified Enclosure (for letters), is Derached, or
. Unclassified When Classified Attachment (for memos), is Detached.

Where the transmittal document itself is classified, the document shall be marked as
either;

. Upon Removal of Enclosure (for letters) this Document is Classified (fill in
appropriate level); or
. Upon Removal of Attachment (for memos) this Document is Classified (fill in

appropriate level).

Foreign Government Information (FGI)

The unauthorized disclosure of foreign government information is presumed to cause
damage to the national security. Foreign government information is information
provided to the U.S. Government by a foreign government or governments, an
international organization of governments, or any element thereof, with the expectation
that the information, the source of the information, or both, are to be held in confidence.
It also includes information produced by the U.S. Government pursuant to or as a resuit
of a joint arrangement with a foreign government or governments, or an international
organization of governments, or any element thereof, requiring the information, the
arrangement, or both, is to be held in confidence

Documents that contain foreign government information shall either retain its original

i3
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foreign classification marking, the phrase, “This Document Contains (indicate country of
origin) Information”, or a marking that otherwise indicates that the information is from a
foreign government or international organization of governments or any element thereof.

If the specific identity of the foreign government must be concealed, the document shail
be marked “This Document Contains Foreign Government Information” and pertinent
portions shall be marked “FGP” together with the classification level, for example, “(FGI-
S (for Secret)) or FGI-C (for Confidential))”. In such cases a separate record that
identifies the foreign government shall be maintained in order to facilitate subsequent
declassification actions.

DO/bureaus shall indicate the portions of documents that contain foreign government and
classification level using accepted country code standards, for example (Country code-S)
or {County code-C). See Chapter 111, Section § for the listing of country codes for
marking classified information.

If the fact that such material is foreign government information must be concealed given
the relationship, understanding, or expectation with the foreign government or
international organization of governments providing the information that it is to be held
in confidence, the above markings shall not be used and the document marked as if it
were wholly of U.S. origin. When classified records are transferred to NARA for storage
or archival purposes, the documentation shall, at a minimum, identify the boxes that '
contain FGL.

Restricted Data or Formerly Restricted Data

“Restricted Data”™ (RD) is information dealing with the design, manufacture, or utilization
of atomic weapons, production of special nuclear material, or use of special nuclear
material in the production of energy. “Formerly Restricted Data” (FRD) is classified
information that has been removed from the “restricted data” category but still remains
classified and relates primarily to the military application of atomic weapons. Release of
RD or FRD held by DO/bureau components requires coordination with the Department of
Energy (DOE) and/or the Department of Defense (DOD). RD or FRD shall be marked in
accordance with regulations issued under the Atomic Energy Act of 1954, as amended, as
prescribed by DOE and/or DOD. :

Classified Working Papers

A working paper is any document or material (regardless of media) expected to be
revised as a finalized product for either information retention or dissemination purposes.
Working papers containing classified information shall be dated when created, marked
with the highest level of classitied information it contains and include portion/paragraph,
subject line markings to indicate those sections that are classified (the level thereof) and
those parts which are unclassified, and declassification instructions.

14
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Classified working papers and earlier iterations may be destroyed, at the discretion of the
originator, so long as the destruction process is in compliance with security requirements
for classified information. Working papers shall be protected, controlled, and marked in
the same manner as finalized documents whenever: (1) released by the originator outside
of DO/bureaus; (2) retained beyond 180 days of origin; or, (3) permanently filed.

Bulky Material, Equipment and Facilities

Buiky material, equipment and facilities, etc., shall be clearly identified in a manner
leaving no doubt about: (1) the classification status of the material, equipment or facility;
and, (2) the level of required protection and duration of classification. Only when this
information would itself reveal classified information may the specific identification be
omitted.

15
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Chapter II1 Required Markings on Treasury Updated

Section 6

Classified Information 6/17/11

Introduction

Basic markings used to identify classified information are addressed in Executive
Order (EO) 13526, Classified National Security Information, dated December 29,
2009 and Information Security Oversight Office (ISOQ) Directive 1, dated June
28, 2010. Proper markings must be applied to all classified Departmental Offices
(DO)/bureau documents, cables, messages, and electronically formatted items.
System prompts may automatically apply the required overall, paragraph/portion
and classified by markings on originally or derivatively classified information.
However, if DO/bureau systems do not, the document creators are responsible for
doing so in the body of the text.

For additional marking guidance see the on-line ISOO Marking Booklet at
http://www.archives.gov/isoo/training/marking_book_update.pdf. If these
markings cannot be affixed to specific classified information or material, the
originator shall provide holders or recipients of the classified information with
written instructions for protecting the information. In cases where classified
information in an electronic environment cannot be marked is such manner to
maintain traceability of classification decisions to the original classification
authority, a warning shall be applied to alert users that the information may not be
used as a source for derivative classification and providing a point of contact and
instructions for users to receive further guidance on the use and classification of
the information. Markings are intended to be uniformly and conspicuously
applied to leave no doubt about the classified status of the information, the level
of protection required, and the duration of classification.

Identifying Classified Information

Required Markings. For both originally and derivatively classified documents,
classification markings shall appear on various parts of hard-copy paper
documents and electronically formatted documents such as e-mail. The parts of a
document that are marked and the markings are described below.,

(1)  Overall Document, Covers, Title Page. The overall marking is determined
by the highest classification level of any one portion within the document.
The highest overall level shall appear at the top and bottom of the
front/back covers (if any), on the title page (if any) and the first page of
each classified document. This marking shall be clearly distinguished
from the written text. For example, if a document contains information
marked “Secret” and other information marked “Confidential,” the highest
overall marking will be “Secret.”
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Interior Pages. Each interior page shall be marked at the top and bottom
either with the highest level of classification of information contained on
that page, including the designation “Unclassified” when applicable, or
with the highest overall classification of the document.

Subject Line. Subject lines shall be portion marked to reflect the
sensitivity of the information in the subject line and shall not reflect any
classification markings for the content or attachments. This marking shall
appear at the beginning of the subject line.

Paragraph or Portion Markings. Each portion of a document, ordinarily a
paragraph, but including subjects, titles, graphics, tables, charts, bullet
statements, subparagraphs, classified signature blocks, bullets and other
portions within slide presentations, and the like, shall be marked to
indicate which portions are classified and which are unclassified. The
latter generally includes portions not meeting the standards for
classification or otherwise determined to be sensitive. The following
parenthetical symbol shall be used to indicate classified, unclassified or
sensitive by placing it immediately preceding the portion to which it
applies:

(TS) for Top Secret

(S) for Secret

(C) for Confidential

(U) for Unclassified

(SBU) for sensitive information

Markings other than “Top Secret”, “Secret”, and “Confidential” shall not
be used to identify classified national security information.

In cases where portions are segmented such as paragraphs, subparagraphs,
bullets, and sub-bullets and the classification level is the same throughout,
it is sufficient to put only one portion marking at the beginning of the main
paragraph or main bullet. If there are different levels of classification
among these segments, than all segments shall be portion marked
separately in order to avoid over-classification of any one segment.

If the information contained in a subparagraph or sub-bullet is a higher
level of classification than its parent paragraph or parent, this does not
make the parent classified at that same level. Each portion shall reflect the
classification level of that individual portion and not any other poitions.

Date of Origin. The date of origin of the document shall be indicated in a manner
that is immediately apparent.
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Waivers. Only the Secretary of the Treasury or the Department’s Senior Agency
Official (SAO) may request a waiver from the portion-marking requirement (from
the Information Security Oversight Office (ISOQ)) for a specific category of
information; the waiver must include reasons why the benefits of portion marking
are outweighed by other factors and demonstrate that the requested waiver will
not create impediments to information sharing. Statements citing administration
burden alone are not sufficient grounds to support a waiver.

Requests from Treasury’s Office of Intelligence and Analysis shall include a
statement of support from the Director of National Intelligence or his or her
designee. All waiver requests from the portion marking requirements will be
coordinated through the Director, Office of Security Programs (OSP). Any
approved portion marking waiver will be temporary with specific expiration
dates. Documents not portion marked, based on'an ISOO-approved waiver must
contain a warning statement that it may not be used as a source for derivative
classification. When transmitted outside the originating organization, the
document must be portion marked unless otherwise explicitly provided in the
waiver approval.

Additional Markings. See Chapter III, Section, paragraph 19 (Limits to
Classification and Reclassification), 20 (Reclassification After FOIA Request
Receipt) and 25 (Foreign Government Information).

Identifying the Original Classification Authority, Reason for
Classification, and Declassification Instruction

On hard-copy paper documents the original classification, reason and
declassification instructions generally appear at the bottom, right-hand corner of
the document. On cables and messages in electronic formats the marking appears
in the introductory text. More detailed information is given below.

Identity of Classification Authority. The name of the Original Classification
Authority (OCA) and his or her position title shall appear on the first page of each
classified document on the “Classified by” line. See Treasury Order (TO) 105-19
for a list of OCA officials by position. An example of the “Classified by” line
marking is as follows:

Classified by: Alexander Hamilton, Secretary of the Treasury
Office of Origin. If not otherwise evident, the DO/bureau office of origin shall be
identified and follow the OCA’s name on the “Classified by” line. The office of

origin may either be abbreviated or spelled out. An example is:

Classified by: Andrea Donovan, Assistant Director of Security
Bureau of the Public Debt
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Reason for Classification. On the “Reason” line, OCAs shall identify the
rationale for classifying the information that best describes the rationale for
classification to be identified as by the number 1.4 plus the corresponding letter
categories, i.e., (a through h) from EO 13526 that applies. Within DO/bureaus,
the following categories are the most frequently used: 1.4(b) foreign government
information, 1.4(c) intelligence activities including covert action, intelligence
sources or methods or eryptology, 1.4(d) foreign relations or foreign activities of
the United States, including confidential sources, 1.4(¢) scientific, technological,
or economnic matters relating to the national security, and 1.4(g) vulnerabilities or
capabilities of systems, installations, infrastructures, projects, plans, or protection
services relating to the national security. OCAs also have the option of entering a
narrative description on the “Reason” line. An example emphasizing the reason
for classification is:

Classified by: Norman Catrie, Assistant Chief of Security
Internal Revenue Service
Reason: Vulnerabilities or capabilities of plans relating to the
national security; or
Reason: 1.4(g)

Declassification Instructions. At the time or original classification, the OCA shall
establish a specific date or event for declassification based on the duration of the
national security sensitivity of the information. Upen reaching the date/event, the
information shall be automatically declassified. If the OCA cannot determine an
earlier specific date /event for declassification, information shail be marked for
declassification 10 years from the date of the original decision, unless the OCA
otherwise determines that the sensitivity of the information requires that it be
marked for declassification for up to 25 years from the date of the original
decision. No information may remain classified indefinitely.

The duration of the original classification decision shail be indicated on the
“Declassify on” line by date or event. When a date is used it shall by identified in
the following (year/month/day) format: YYYYMMDD. Events must be
reasonably definite and foreseeable. Examples emphasizing the declassification
instructions are shown below.

(1) A date or event for declassification corresponding to the lapse of
sensitivity (less than 10 years from the date of the original decision) as in:

Classified by: Camellia Smith, Chief of Security
Financial Management Service
Reason: 1.4(g)
Declassify on: 20150110 by YYYYMMDD to indicate
January 10, 2015; or
Declassify on: Completion of Security Survey

4
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(2) . When a specific date/event within 10 years cannot be established, the
OCA shall apply the date that is exactly 10 years from the date of the
original decision. On a document containing information classified on
January 14, 2010, the “Declassify on” line shall appear as:

Classified by: Freda Jackson, Director of Security
Bureau of Engraving and Printing
Reason: 1.4(b)
Declassify on: 20200114 by YYYYMMDD to indicate
January 14, 2020

€)) The declassification date at 25 years of age of a document classified on
October 1, 2010 would appear as follows:

Classified by: Maurice Dunkelberger, Office of Security Programs
Departmental Offices
Reason: 1.4(d)
Declassify on: 20351001 by YYYYMMDD to indicate
October 1, 2035

If the classified information should clearly and demonstrably be expected to
reveal the identity of a confidential human source or a human intelligence source,
no date or event is required and the marking “50X 1-HUM?” shall be used in the
“Declassify on” line. '

If the classified information should clearly and demonstrably be expected to
reveal key design concepts of weapons of mass destruction, no date or event is
required and the marking “50X-2WMD” shall be used in the “Declassify on” line.

Classified computer media such as USB sticks, thumb/flash drives, hard drives,
CD ROMs and diskettes shall be marked to indicate the highest overall
classification of the information contained within the media.

Identifying the Derivative Classifier, Source(s), and
Declassification Date/Event

Derivative classifiers shall carry forward instructions on the “Declassify on” line
from the source document to the derivative document, or the declassification
instruction from an approved security classification guide. When a document is
classified derivatively on the basis of more than one source or more than one
element from a classification guide, the “Declassify on” line shall reflect the
longest duration of any of its soutces.
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Identity of Persons Applying Derivative Classification Markings. DO/bureau
documents are required to identify the derivative classifier by name and position,
or by personal identifier, in a manner that is immediately apparent on each
derivatively classified document on the “Classified by” line.

Source of Derivative Classification. The identification of the source(s) and
date(s) of the source(s) listed on the “Derived from” line, including the agency
and, where available, the office of origin, and the date of the source or guide used.
The reason for classification for the original decision (as reflected in the source
document(s) or security classification guide), is NOT transferred in a derivative
classification action. “Derived from” source dates may be spelled out or indicated
by YYYYMMDD. Two examples of declassification dates at 10 and 15 years,
respectively are:

¢ Classified by: Nelson Briscoe, Office of Security
Bureau of Engraving and Printing
Derived from: BEP Security Classification Guide 2,
dated January 10, 2010
Declassify on: January 10, 2020

(2)  Classified by: Lisa Bloxdorf, Security Directorate
Financial Crimes Enforcement Network
Derived from: State Dept Finance Paper,
dated September 20, 2010
Declassify on: September 20, 2025

Using more than One Source. When a document is classified derivatively on the
basis of more than one source document or security classification guide, the
“Derived from” line shall show the phrase “Multiple Sources”. The
declassification date shall be the furthest future date from among the various
sources used. Additionally, the derivative classifier shall include a listing of the
source materials either on, or attached to, each derivatively classified document.
An example instruction is:

Classified by: Miguel Uebel, Security Manager
Bureau of Engraving and Printing

Derived from: Multiple Sources (include list thereof)

Declassify on: Date from source furthest into the future




Treasury Security Manual — TD P 15-71

A document derivatively classified on the basis of a source that is itself marked
“Multiple Sources” shall cite the source document on its “Derived from” line
rather than the term “Multiple Sources” as follows:

Classified by: Stacie Arthur, Security Chief
Internal Revenue Service
Derived from: Treasury Report entitled, “New Finance,”
dated October 20, 2010
Declassify on: October 20, 2020

When a document is either derivatively classified based on a source document
containing the (cutmoded) declassification abbreviation marking “OADR” for
“Originating Agency’s Determination Required”, or “MR” for “Manual Review”
or is from a source containing (obsolete) markings X1, X2, X3, X4, X5, X6, X7,
or X8, the derivative classifier shall calculate a date that is 25 years from the date
of the source document when determining a derivative document’s date or event
to be placed in the “Declassify on” line. Examples follow:

Derived by: Timothy Sunshine, Security Office

Office of Inspector General
Derived from: State Department cable, dated 10/20/95, Source marked OADR
Declassify on: (calculated date 10/20/20) written as 20201020

Derived by: Bob Van Deutsch, Security Division

Treasury 1G for Tax Administration
Derived from: FBI letter: Tax Investigations, dated 9/2/03, Source marked X7
Declassify on: (calculated date 9/2/28) written as 20280902

If the source document is missing the declassification instruction, then a
calculated date of 25 years from the date of the source or the current date (if the
source document date is not available) shall be applied by the derivative classifier,

If' a document is marked with the declassification instructions “DCI Only” or
“DNI Only” and does not contain information described in E.O 12951, “Release
of Imagery Acquired by Space-Based National intelligence Reconnaissance
Systems,” the derivative classifier shall calculate a date that is 25 years from the
date of the source document when determining a derivative document’s date or
event to be placed in the “Declassify on” line. If a document is marked with
“DCI Only” or “DNI Only” and the information is subject to E.O, 12951, the
derivative classifier shall use a date or event as prescribed by the Director of
National Intelligence.

Unique Markings on Intelligence and Related Documents

DO/bureaus shall follow the classification marking system prescribed for the
Intelligence Community (1C) when generating intelligence and related

7
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documentation. This system uses a uniform list of security classification and
control markings authorized for all dissemination of classified national
intelligence information by components of the IC. This marking system augments
and further defines the markings requirements established in EO 13526 for
portion markings and overall classification but does not stipulate or modify the
classification authority information required by EO 13526, This authorized
classification and control markings register is maintained by the Controlled
Access Program Coordination Office (CAPCO) also known as the CAPCO
Register of the Director of National Intelligence Special Security Center. The
CAPCO Register identifies the official classification and control markings, and
their authorized abbreviations and portion markings. It provides for the allowable
vocabulary for all national intelligence markings and other non-IC markings to
control the flow of information. The CAPCO Register provides a list of the
human-readable syntax for these markings, regardless of medium (e.g., text,
image, graphics, electronic documents including web page, etc.).

Cables, Message Traffic and Electronic (E-mail) Documents

Markings on classified information in cables, message traffic and maintained in
electronic format such as e-mail, shall conform to the same requirements, overall
classification, subject lines, paragraphs/portions, “Classified by”, “Derived from”,
“Reason”, “Derived from”, “Declassify on”, for hard-copy paper documents.
DO/bureau information systems used for classified processing might prompt the
user to input specific categories of information but if system prompts do not
otherwise identify these additional markings, the information shall appear in the
body of the text. Derivative classifiers must be diligent to retain the designated
declassification date on classified information received electronically to ensure it
remains constant on email message-string traffic.

Whenever the markings cannot be affixed to specific classified information or
materials (either hard-copy or electronic format) classifiers shall provide holders
or recipients with written instructions for protecting the information. Markings
shall be uniformly and conspicuousty applied, leaving no doubt about the
classified status of the information, the level of protection required, and the
duration of classification. Electronic output must bear proper classification
markings to alert users of the information to its classified status.

Electronic documents shall maintain traceability of classification decisions to the
original classification authority. In cases where classified information in an
electronic environment cannot be marked in accordance with derivative
classification procedures (subject line, overall marking, pavagraph/portion
markings, etc.) , a warning shall be applied to alert users that the information may
not be used as a source for derivative classification and providing a point of
contact and instructions for users to receive further guidance on the use and
classification of the information. Such information is otherwise prohibited from
use as a source if it is dynamic in nature, e.g., wikis and blogs, and where

8
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information is not marked in accordance with E.O. 13526. -

When users modify existing electronic entries which alter the classification level
of the content or add new content, they shall change the required markings to
reflect the classification markings for the resulting information. Additionally,
when files are attached to another electronic message or document, the overall
classification of the message or document shall account for the classification level
of the attachment and the message or document shall be marked

Declassification Extensions Up to 25 Years

An OCA may extend the duration of classification for up to 25 years from the
date of the information’s original classification. When the declassification date is
extended, the “Declassify on” line shall be revised to include the new
declassification instructions, the identity of the official authorizing the extension,
and the date of this action. The official shall also make reasonable attempts to
notify all holders of the information of the change in duration of classification.
Classification guides applicable to such categories of information shall also be
updated to reflect such revisions. An example of an extended duration of
classification follows.

Classified by: Andrea Donovan, Security Division
Tax and Trade Bureau

Reason: 1.4(d)

Declassify on: Classification extended to 12/5/24 or
20241205 as in (YYYYMMDD)

Transmittal Documents

Transmittal documents shall indicate on the top and bottom the highest
classification level of any classified information attached or enclosed. The
transmittal shall also include conspicuously on its face (on the bottom, left hand
side) the following statement for letters, memoranda, and email (within the text)
respectively:

Letters — “Unclassified When Classified Enclosure Removed”,

Memoranda and email — “Upon Removal of Attachments, this Document is
(indicate classification level).

Foreign Government Information
Unless otherwise evident, documents that contain foreign government information

(FGI) should include the marking, “This Document Contains (indicate country of
origin) Information”. Portions of documents containing foreign government

9
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information shall be marked to indicate the foreign government and classification
level using country codes from Chapter III, Section 8. For example, FGI from
Germany would appear as “(DEU — C)” for information classified Confidential.

If the identity of the specific foreign government must be concealed, the
document shall be marked, “This Document Contains Foreign Government
Information” and pertinent portions shall be marked “(FGI — C)”. A separate
record identifying the foreign government shall be maintained in order to
facilitate subsequent declassification actions.

If the fact that the information is foreign government information must itself be
concealed, the markings described above shall not be used and the document shall
be marked as if it were wholly of U.S. origin,

Whenever classified records are transferred for storage or for archival purposes to
the National Archives and Records Administration (including temporary storage
in a Federal Records Center, for example, Suitland, Maryland, the accompanying
documentation shall, at a minimum, identify the boxes that contain foreign
government information.

Working Papers

Working papers are designed as documents or material, regardless of the media,
which are expected to be revised and/or collaborated until the finalized version is
completed, disseminated and filed. Working papers containing classified
information shall be dated when created, marked with the highest classification of
any information contained therein, protected at that level, and if otherwise
appropriate, destroyed when no longer needed. Whenever any of the conditions
below applies, working papers shall be controlled and marked in the same manner
prescribed for a finished document at the same classification level.

Released by the originator outside of the Departmental Offices or originating
Treasury bureau;

Retained more than 180 days from the date of origin; or
Fited permanently.

For accountability purposes in annually completing Standard Form 311, Agency
Security Classification Program Data, only finalized documents shall be counted
in reporting the volume of classified information reported. Despite multiple
collaborative efforts crossing lines of authority, where working papers are
finalized, the DO component or bureau of record shall be the activity to report the
statistical volume of such documents or material on the SF 311.

10
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11. Unmarked and Bulky Materials

Non-DO/bureau information contained in unmarked records, or presidential or
related materials pertaining to the national defense and foreign relations of the
United States, that was created 25 years ago, maintained, and protected as
classified information under prior orders shall continue to be treated as classified
information under E.Q. 13526, and is subject to its provisions regarding
declassification. With few exceptions, all DO/bureau classified information is
automatically declassified at 25 yeats of age; see Chapter III, Section 9 with
respect to downgrading and declassification.

Unmarked material reviewed and/or withdrawn from storage in the conduct of
research, search/review request action or other type of examination, that is
determined to contain classified information shall be marked to comply with E.O.
13526 before being returned to storage.

Bulky material, equipment, and facilities, etc., shall be clearly identified in a
manner that leaves no doubt about the classification status of the material, the
level of protection required, and the duration of classification. Upon a finding
that identification would itself reveal classified information, such identification is
not required. Supporting documentation for such a finding must be maintained in
the appropriate security facility.

12. Classification by Compilation/Aggregation

A compilation of items that are individually unclassified may be classified if the
aggregated information meets the standards established by the E.O. and reveals an
additional association or relationship, as determined by the original classification
authority. Any unclassified portions shall be portion marked (U), while the
overall markings shall reflect the classification of the compiled information even
if all portions are marked unclassified. In any such situation, clear instructions
must appear with the aggregated information explaining the unique circumstances
under which the individual portions constitute a classified compilation, and when
they do not.

11




Chapter I11
Section 7

1. Introduction

Foreign Classification Markings

Treasury Security Manual — TD P 15-71

Updated
8/28/ 14

Classified information provided by a foreign government requires the equivalent level of
protection to that required by the foreign government ov international organization of
governments furnishing the information to the United States. Departmental Offices (DO)
and bureau users are required to protect foreign government information to the extent
adequate to achieve equivalency with U.S. classified information.

2. Foreign Equivalent Markings

Foreign government information may either retain its own (foreign) classification
marking or be assigned an equivalent U.S. classification marking. Most countries use a
three-tier system similar to the United States (Top Secret, Secret, and Confidential).
Some countries, however, rely on a two- or even a four-tier system for identifying their

classified information.

The following chart shows the equivalent classification markings used by particular
countries to properly identify their classified information. It shall be used in determining
the equivalent U.S. Government classification when applied to foreign government

information by DO/bureaus.

3.  Foreign Markings Chart

“Nation | Top Secres i:Secret Confidential | Restricte
Argentina Estrictamente Secreto | Secreto Confidencial Reservado
Ausiralia Top Secret Secret Confidential Restricted
Austria Streng Geheim Geheim Verschluss  |--------
B(e;%llfn'};h) Zeer Geheim Geheim Vertrouwelijk Sg?sp;rg:(cﬁng
Bolivia at‘;eg;?_;etéo or Secreto Confidencial Reservado
Brazil Ultra Secreto Secreto Confidencial Reservado
Britain (UK) UK Top Secret UK Secret No equivalent No equivalent
Cambodia Sam Ngat Bamphot Sam Ngat Eoeung Art Ham Kom Psay

ambang
Canada Top Secret Secret Confidential Restricted
Chile Secreto Secreto Reservado Reservado
Columbia Untrasecreto Secreto Reservado gggﬂ?neg?g'oal
Costa Rica Alto Secrelo Secreto Confidencial
Benmark Yderst Hemmaeligt Hemmeligt Fortroligt Tiltjenestebrug
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| Secr

| Confidentia

TFiCH

Secreto

Reservado

Ecuador Confidencial

Egypt Jirri Litghaxeh Sirri Khas Mehoud Jidden
El Salvador Ultra Secreto Secreto Confidencial Reservado
Ethicpia Yemiaz Birtou Mistir Mistir Kitki  f--------
Finland Etiftain Salainen Salainen | -------- | e
S AR
Germany Sireng Geheim Geheim Vs-Vertraulich

Guatemala Alto Secreto Secreto Confidencial Reservado
Haiti Top Secret Secret Confidential Reserve
Honduras Super Secreto Secreto Confidencial Reservado
Hong Kong Top Secret Secret Confidential Restricted
Hungary Szigoruan Titkos Titkos Bizalmas @ [--------
India Param Gupt Gupt Gopniya SPéztrlnbi?nhst /
Indonesia Sangat Rahasia Rahasia Agak Rahahasia | Terbatas

fran Bekoliserri Serri ﬁ;ﬁ: amaneh Mahramaneh
Irag Sirri Lil-ghaxah Sirri Khass Mehdoud
Ireland Algjorti Trunadarmal | -------- [ --------
Ireland (Gaelic) An-sicreideah Sicreideach Runda Srianta

Israel Scdi Beyoter Sodi Shamur Mugbal

ltaly Secgretissimo Segreto Riservatissimo Riservat
Japan Kimilsu Gokuhi Hi Toriatsukaichui
Jordan Makiun Jiddan Maktum Sirei Mahdud

Korea I-Kup Bi Mii I-Kup Bi Mil IN-Kup Bi Mil Bu Woi Bi
Laos Lup Sood Gnod Kaum Lup Kaum Lup gi\num Kut Kon
Lebanon Tres Secret Secret Confidentiel [ --------
Mexico Alto Secreto Secreto Confidencial Restringido
Netherlands Zeer Geheim Geheim Sggf:fﬁgﬁji] or Dienstgeheim
New Zealand Top Secret Secret Confidentiai Restricted
Nicaragua Alto Secreto Secreto Confidenciai Reservado
Norway Strengt Hemmelig Hemmelig Konfidensiell Begrenset
Pakistan Intahai Khufia | Khufia Sinha-E-Raz .Er’:;as'm“fahd“d
Paraguay Secreto Secreto Confidencial Reservado
Peru Estrictamente Secreto | Secreto Confidencial Reservado
Philippines Top Secret Secret Confidential Restricted
Poriugal Muito Secreto Secreto Confidencial Reservado
Saudi Arabia Saudi Top Secret Saud! Very Saudi Secret | Saudi Restricted
South Africa Top Secret Secret Confidential Restricted
(Afrikaans) Uiters Geheim Geheim Vertroukik Besperk
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Top Secret Secre ‘Confidential | Restricted
. . . Diffusion
Spain Maximo Secrelo Secrelo Confidencial Limitada
. Hemlig
Hemlig -
Sweden {singlered  |--------  [eesec---
(double red borders) border)
Switzerland (Three languages: French, German, and ltalian. Top Secret has a regisiration
number to distinguish it from Secret and Confidential).
Taiwan Chichimi Chimi | -------- [ e
Thailand Lup Tisud Lup Maag Lug Pok Pid
Turkey Cok Gizli Gizl Ozel Hizmete Ozel
United Kingdom UK Top Secret UK Secret No equivalent No equivalent
Uruguay Ultra Secreto Secreto Confidencial Reservado
Vietnam Toi-Mat Mat Kin EEZ Bien Han

NOTE: Greece and Russia each have 4-tiered classification systems in the Greek and Cyrillic
alphabets, respectively. Chinese characters are not conducive to the above chart.
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Chapter 111 Country Codes Used for Marking Updated
Section 8 Classified Information 6/17/11

Introduction

Country codes are used to identify classified documents and materials that are pre-
approved by proper U.S. Government authority for release to specific countries and to
their nationals with equivalent, foreign government-issued security clearances.
Individual country codes are abbreviated designations associated with particular nations.
The three-letter country codes are listed in part 3.

Coding System

The three-letter system of country codes developed by the intelligence community (IC)
shall be used by Treasury/bureaus. Country-code designations shall be used in
conjunction with the terms “REL TO” (releasable or releasable to) markings and the
applicable classification level. For example, if the classification level is “Secret” and the
information is “releasable to” Germany, the coding is “SECRET//REL TO USA, DEU.”
The inclusion of release to the United States or USA is also required on all coding which
is in all upper case letters. Another example is “CONFIDENTIAL/REL USA, ARG,
PRY” which is “Confidential information releasable to (UJ.S.) and Argentina and
Paraguay.”

Where incoming country codes on source documents differ from the IC standard,
Treasury/bureau derivative classifiers shall apply the three-letter country code in lieu of
the code on the source document(s). For example, if the incoming document is marked
“SECRET//REL TO USA, UK,” the Treasury/bureau document shall be marked
“SECRET//REL TO USA, GBR” to reflect that particular Secret information is releasable
to the United Kingdom.

Foreign release authority and instructions for proper release may only be accomplished in
consultation and coordination with the Special Security Office, Office of the Assistant
Secretary for Intelligence and Analysis,

Three-letter Country Codes

As changes are made in the country code listing they will be updated on the Treasury
Office of Security Programs website. The list of changes is that applied from 1989 to
2010. The'three-letter country codes shall be used to identify the following countries,
possessions and territories:




AFGHANISTAN .o AFG
ALAND ISLANDS ... ALA
ALBANIA (e ALB
ALGERIA ... DZA
AMERICAN SAMOA ..ot ASM
ANDORRA L, AND
ANGOLA ..ot veeee AGO
ANGUILLA ..o AlA
ANTARCTICA ..o ATA
ANTIGUA AND BARBUDA ... ATG
ARGENTINA (i e ARG
ARMENIA . ARM
ARUBA ..o ABW
AUSTRALIA ... AUS
AUSTRIA i s, AUT
AZERBAIJAN .ottt AZE
BAHAMAS, THE .....coiccoiinmiiniinni e, BHS
BAHRAIN ..ot snrebe s e earas s s BHR
BANGLADESH ..t BGD
BARBADOS. ... BRB
BELARUS ..ot BLR
BELGIUM ...t BEL
BELIZE ..ot BLZ
BENIN. oottt st BEN
BERMUDA it BMU
BHUTAN ..ottt s BTN
BOLIVIA, PLURINATIONAL STATE of.....ocooviniiinnnin BOL
BOSNIA AND HERZEGOVINA........oviiiiiiniiiiein e, BIH
BOTSWANA ..ot e, BWA
BOUVET ISLAND ...t BVT
BRAZIL vt e BRA
BRITISH INDIAN OCEAN TERRITORY .....ccocoiviinnanne. 10T
BRUNEI DARUSSALAM.......ovviviriiminecviines i, BRN
BULGARIA o BGR
BURKINA FASO ..ot BFA
BURUNDI ..ottt BDI
CAMBODIA........oiiiiiiiiiii e KHM
CAMEROON ...ooiiiiiiiiiiiiiiiii i iienn i CMR
CANADA i CAN
CAPE VERDE.. ..ottt CPV
CAYMAN ISLANDS it CYM
CENTRAL AFRICAN REPUBLIC.......coivvvimiininiiiinnnnins CAF
CHAD Lo s TCD
CHILE ..ottt inis e e ne e snsnne CHL
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CHINA, PEOPLE'S REPUBLIC of ..ccvviiriviiniiirciiennns CHN
CHRISTMAS ISLAND ...ooivviviiviiinrnicniii e CXR
COCOS (KEELING) ISLANDS ..o, CCK
COLUMBIA L.ttt COL
COMOROS L.t e COM
CONGO, DEMORATIC REPUBLIC of...cooocinviiiiinninns COD
CONGO, REPUBLIC 0f the ....covviiiiiriiiiiiecsenneeicininens COG
COOK ISLANDS ...oiicceiiervtevinnvirnisessisees e ssanee s eanes COK
COSTARICA ..ottt erenareee e e s aas s aas CRT
COTE D’IVOIRE ...viiiiirieen it Clv
CROATIA (local name HRVATSKA) oo, HRV
CUBA sttt s rre st sen bbb e CUB
CYPRUS oot iieceeeeeeercerenrsivsnessessneesanereeennene e setne s ssaasessnneas CYP
CZECH REPUBLIC ..ottt CZE
DENMARK .ooriiiiereeireencrictiricsic i DNK
DIIBOUTI vttt sans DII
DOMINICA ..ottt e DMA
DOMINICAN REPUBLIC....cooiiiiiiieitrcnec e, DOM
ECUADOR .11ttt sres e sren s e tens ECU
B G Y PT et cieeiereeererererear s st e eesar e s e e s e e s s bne e s sraae s EGY
EL SALVADOR ..ottt sint s SLV
EQUATORIAL GUINEA ...t GNQ
ERITREA ...oioiiieeeeieee e snr s s s at e ann e ERI
ESTONIA .11ttt s s ta s bnes EST
ETHIOPIA ....coi ot isienssesinieseise s sanec e sae s sssnees e ETH
FALKLAND ISLANDS (MALVINAS) .o FLK
FAROE ISLANDS ..ottt FRO
S 1L O U P OO PO RO OPUT ORI FJI
FINLAND ottt sresne s sas s abe s eara s FIN
FRANCE ..ot cervcsnrs s sccsintcs s snresanes e sase e FRA
FRANCE, METROPOLITAN.........coviiiiiiniii, FXX
- FRENCH GUIANA ..ot seains GUF
FRENCH POLYNESIA .. oot teninenees PYF
FRENCH SOUTHERN TERRITORIES........ccoviiiviinene ATF
GABON ottt eiebs s s s GAB
GAMBIA ... s GMB
GAZA STRIP sece PALESTINE TERRITORY,
OCCUPIED ...c.titiiiiiiiiitee i
GEORGIA ..ttt e aeseainans GEO
GERMANY .vvvvrrieierarrirerreres it isscsnssrsisae s saenssaniess DEU
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GHANA ..o e GHA
GIBRALTAR ..ottt saeen s GIB
GREECE ...ttt GRC
GREENLAND it e GRL
GRENADA ..ottt GRD
GUADELOGUPE ... GLP
GUAM . GUM
GUATEMALA ..o, GT™
GUERNSEY oo, GGY
GUINEA ..ottt e GIN
GUINEA-BISSAU ..o GNB
GUYANA i GUY
HATTT it HTI
HEARD ISLAND and MCDONALD ISLANDS.............. oMD
HOLY SEE (VATICAN CITY STATE)....cciviiiiininiiinn VAT
HONDURAS ..ot HND
HONG KONG 1o s HKG
HUNGARY 1ot HUN
TCELAND .ociiiiiiiiiiinicctveinn et ISL
INDIA s IND
INDONESIA ..ottt IDN
IRAN, ISLAMIC REPUBLIC of....cccccnviiiiiinicniiniinn, IRN
TRAQ oot s IRQ
IRELAND ., IRL
ISLE OF MAN...citviiiiiiiiiiis i IMN
ISRAEL ..ottt vt ISR
ITALY wiviiiiimiminiisi s s esssenie s ITA
JAMAICA i JAM
JAPAN i JPN
JERSEY ..o JIEY
JORDAN .ottt s JOR
KAZAKHSTAN e, KAZ
KENYA it KEN
KIRIBATT .coiiiiiieiiie ittt et KIR
KOREA, DEMOCRATIC PEOPLE’S REPUBLIC of ...... PRK
KOREA, REPUBLIC of (SOUTH) ..covvvirrriviriiivicininn KOR
KUWAIT .o e KWT
KYRGYSTAN ottt KGZ
LAO PEOPLE’S DEMOCRATIC REPUBLIC (LAOS)... LAO
LATVIA i LVA
LEBANON ..ottt s sians LBN
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LESOTHO oot eos e seeeseeeseesst st s sasesens LSO
LIBERTA oo et reatsees s assasssasssesssasssssansses LBR
LIBYAN ARAB JAMAHIRIYA (LIBYA) cooovcvvrerrerrnnae, LBY
LIECHTENSTEIN ..o eveeeseeseressessesoeesonessmessasosssssseses LIE
TITHUANIA oo seess s s sissessssasssssnsesssrensnssenes LTU
LUXEMBOURG - eseeeeeresrereeserenesssossossassansanees LUX
MACAD et eser s eves st er st MAC
MACEDONIA (FORMER YUGOSLAV REPUBLIC of). MKD
MADAGASCAR oot esereneeesesnssessins e MDG
MALAWT oo s eeoeereveseeerorasos st sesasasse s MWI
MALAYSTA oo eeee s eveeesessstssasessesesnsses s snas MYS
MALDIVES ..o o1 veeveereereeeeseveessesseesessee s sseeseesesisesssasens MDV
MALT et cee e eeoeeeseves s st sseseses e ssasesessasnsaenssees MLI
MALTA ¢eververeeereereeeesvesesees e reseseessess s esstssssss s saenssnes MLT
MARSHALL ISLANDS ¢vvoveeverveseeeveetvesmeeressessiesesenesne ML
MARTINIQUE w1 erevesse s ssssesessaesenssnsssnsessns MTQ
MAURITANTA oo ereve s svesemeeseeesseeseeseesensenas MRT
MAURITIUS oooeeereeeees s svsssess s ssssssesssseseses s sissessenes MUS
MAYOTTE oo teseee s ssessesesssessssssssassarenns MYT
MEXTCO oo eeeeeeeeeeee e ees s eeereesmssesassis s saassaesseasseseans MEX
MICRONESIA, FEDERATED STATES 0f ..o FSM
MOLDOVA, REPUBLIC 0F vovvoioeereeereveserescresssesesnenes MDA
MONACO 11veeeereerereereeseesseesesesessesssesseesse et ssssssaessasssnes MCO
MONGOLIA ...eever e veeeseesreeeseesseessessmssssssasseseseeaonesean MNG
MONTENEGRO .. evvee oot anaaee e, MNE
MONTSERRAT ovveoeeereeer e seseresssesseesesesesssmsesesesisesoseos MSR
MOROCCO oo eeeorereseerimsecsssiasssssssssssssssesassrasssessenes MAR
MOZAMB TQUE ..eeoeeere e eeeeeereseeseeeesossassssssssisssseans MOZ
MYANMAR (BURMA.co.ecveeeeceeeeeseveseeseeisssssssssss e MMR
NAMIBIA oot rone e eeesstsese st sssssssne s ssssssassene NAM
NAURU oot eeeesseesseseeesssessesosesosesonessesssssesssessanes NRU
NEPAL ¢ ves s es e seeossessosseessessesenesemesesassesesssrssens NPL
NETHERLANDS ...t eoeeereerseseseassissssssssssssassanees NLD
NETHERLANDS ANTILLES w.covoovereerivevsinsensonsensnes ANT
NEW CALEDUINTA 1ovoreeereve e eeeseeesseseeseeeseessessssssens NCL
NEW ZEALAND ..oveeceeereeeeesseesevessisstsessssssisssssssssssaesenss NZL
NICARAGUA «.eoeeeeereeseee s eesseesevesessessmsssssssesasssanes NIC
NIGER .+ veevee e erereeseeseesscoeeseereseaseasesesessssssasssssasssssannes NER
NIGERIA e eseesseo e eseeseesesesemtosssssas s s sssnanses NGA
NIUE +eoo e tes e eere st seesseasseeneesesesessssssasssssssasssessases NIU
NORFOLK ISLAND ..o eenscesscesssemssassesssesssasssees NFK
NORTHERN MARIANA ISLANDS ..o o MNP
NORWAY oo e ereremeenessessess s esssnessnesssssssisssasesans NOR
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OMAN oo veeeeese e ese sttt ss s ssnssses OMN
PAKISTAN ©.oeoeeeeveeeesesveseeasenessessesssssssssasassssssssesssssenes PAK
PALAU ooossseseeeeseeseeneeeseeseeessmsssssssnssssssssssassssasssnsssnns PLW
PALESTINIAN TERRITORY, OCCUPIED

(GAZA STRIP) ....ooveerveeeseeesssinsesasessssssssssssssssesrns PSE
PANAMA ...o.oeeerereeeenereseeeessevessenssssssssesssesesssssassssasessos PAN
PAPUA NEW GUINEA ....ccovvreverermsrmsesssresinnressssesresnsenns PNG
PARAGUAY woooeeeeeeeoeeveorees e siesessssesssasssssnssssssssssssses PRY
PERU voovvoeveseeeeeeesseseeeeseseensesensesassssssssatsassssssassnsssssssaes PER
PHILIPPINES c.oveeeveerese s svesieessesssssssssassssssssessesssssssanees PHL
PITCATRN oo eeeeeereeeesesereosetsseasssossssesssosesssssssressesssssenees PCN
POLAND 1.1 veoeveeeeeseeosereeresnseseessssss e sssssssssessasssssssssssssns POL
PORTUGAL voveevee st esesasses s ssessssssnsssssassssssssons PRT
PUERTO RICO weoveevereeeeesiessressresssessesseessssssaseasnsssssnns PRI
QATAR oo eevconeassesss s saesssssnssnsssessssasassssos QAT
REUNION .oooeoeesecresvessssessessssessenssssssnssssessssesssnsssssnssons REU
ROMANIA oo rese st s saesestsssses s sssssssens ROU
RUSSTAN FEDERATION ....ocooemrierereeeeeeeresnsesssssssenne RUS
RWANDA ©..ovoeeeeseeseesetesseeseeseres st sssssnssassssssssnssons RWA
SAHARA OCCIDENTAL (see WESTERN SAHARA)..........
SAINT BARTHELMY ..o.ovviiiiieiiisioie s eveeeneeeenee e BLM
SAINT HELENA, ASCENSION and

TRISTAN da CUNHA ...voorevereieeesceeeresivnssssnsesssens SHN
SAINT KITTS and NEVIS ..cooivriiieireeeneiessenssssssnsans KNA
SAINT LUCTA cereeeeeeeeeeeresssveressenesesiesssesssessansssssesssos LCA
SAINT MARTIN (FRENCH PART)......ccovvoviervneeeenes MAF
SAINT PIERRE and MIQUELON .........coereermmsresrssrennones SPM
SAINT VINCENT and the GRENADINES .........voereneens VCT
SAMOA +1vvoeveeeeeeereeeseeresere vt sssasssins s saesssenssssrssassssseses WSM
SAN MARINO ... .oeeereeeeieeeeeees e st SMR
SAO TOME and PRINCIPE ......oorveveeremereenernsisssoseeens STP
SAUDT ARABIA oo eeeveseensssesssssssssesressssesssssssens SAU
SENEGAL vveoeeevereereerosesasesoeessssesssssssssessssmsmsssssassssssssas SEN
SERBIA oveeeeeeeevereesessessseesiassessssssssssssssssssrsssssssasesassesns SCG
SEYCHELLES .evveeveeereeeveoseeosverssrssssesssssesssesssassansssssssss SYG
STERRA LEONE ..covveereeeeeceresessessssesesessssssssasssssssssssas SLE
SINGAPORE c.eeeeeeeeeseese o s sessssssessassessssesansssssssasens SGP
SLOVAKIA (SLOVAK REPUBLIC) ....ovvvrereersvoneresnenens SVK
SLOVENTA ceoeereeereseorereetsvosesssessssassssessssesssassasssssssssasessns SVN
SOLOMON ISLANDS ..oonveeeeeereeovsrvaerseensessessssssaeres SLB
SOMALIA c.voeeee oo sessaesesessesssssssseesesnssesssssssssssesesns SOM
SOUTH AFRICA .v.cveereeerreeeeeeeeessesisssssessennssssssssessassons ZAF




SOUTH GEORGIA and the SOUTH SANDWICH

ISLANDS Lot SGS
SPAIN L1ttt ESP
SRILANKA ..ot nn s inrs st LKA
SUDAN ittt et SDN
SURINAME L.ciiiiiiii it SUR
SVALBARD and JAN MAYEN ... SIM
SWAZILAND .....cooviiiiiiiiiinis it SWZ
SWEDEN ...t iiiirrte s e rinbe s s SWE
SWITZERLAND ..o CHE
SYRIAN ARAB REPUBLIC .....ccovviivriiiiiniienn, SYR
TAIWAN, PROVINCE of CHINA........c..ooniiiiini TWN
TAJKISTAN (e TJK
TANZANIA, UNITED REPUBLIC of...ocviviiiiiinnne TZA
THATLAND . ..ccoiirierer ittt siaen s nnesssaniare e s THA
TIMOR-LESTE it TLS
TOGO ettt ae e TGO
TOKELAU .ottt vsnnarss s ss e snenene s TKL
TONGA . . o e TON
TRINIDAD and TOBAGO ....cocoviiviviiiiinniierees TTO
TUNISIA oot e e s aee e TUN
TURKEY ceiiiioiiitrees et sninsee s sranassnennesenssn TUR
TURKMENISTAN ..ot TKM
TURKS and CAICOS ISLANDS ... TP TCA
TUVALU it TUV
UGANDA et it st UGA
UKRAINE ...teirevmcrevsisiiiiiic s nstieteesssnsans snanrne s e ssnns UKR
UNITED ARAB EMIRATES ... ARE
UNITED KINGDOM.....coitiiiiminiiiisis i GBR
UNITED STATES ..ot USA
UNITED STATES MINOR QUTLYING ISLANDS........ UMI
URUGUAY ettt cts st URY
UZBEKISTAN L.ooiiiiiiiiriii s ssiarese e uzB
VANUATU (it VUT
VENEZUELA, BOLIVARIAN REPUBLIC of ................ VEN
VIET NAM. ...ttt siais e nas VNM
VIRGIN ISLANDS (BRITISH) ..vvivviiiiiniiiinniineneene VGB
VIRGIN ISLANDS (US) 1o VIR
WALLIS and FUTUNA ISLANDS ..o WLF

WEST BANK (see PALESTINIAN TERRITORY)......cco oo,
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WESTERN SAHARA (SAHARA OCCIDENTAL)......... ESH
YEMEN ..ottt YEM
ZAMBIA i ZMB
ZIMBABWE. ..ottt ZWE
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Chapter III Downgrading and Declassification Updated
Section 9 . 6/17/11

Downgrading

Downgrading is the determination by a downgrading/declassification authority, that
information classified and safeguarded at a specified level shall be classified and
safeguarded at a lower level, e.g., from Top Secret to Secret or from Secret to
Confidential and applying appropriate markings on such documents to reflect this change
in status, the identity of the downgrading/declassification official and notification to
authorized recipients of the reduced status.

Declassification

Declassification is the authorized change in the status of information from classified to
unclassified information. It includes applying appropriate markings on such documents
to reflect this reduced status, the identity of the declassification official and notification to
authorized recipients of the change in status. The basic premise is information shall be
declassified as soon as it no longer meets the standards for continued classification under
Executive Order (E.O.) 13526, and with due respect to protecting foreign government
information as well as foreign confidential sources.

In some cases the need to protect classified information may be outweighed by the public
interest in disclosure of the information, and in these cases the information should be
declassified. When such questions arise, they shall be referred to the Secretary of the
Treasury or the Department’s Senior Agency Official (SAQO), via Treasury’s Director,
Office of Security Programs (OSP). Either official will determine, at their discretion,
whether the public interest in disclosure outweighs the damage to the national security
that might reasonably be expected from disclosure. This provision does not amplify or
modify the substantive criteria or procedures for classification or create any substantive
or procedural rights subject to judicial review,

Downgrading and Declassitication Authority

Downgrading and declassification may be exercised by the Departmental Offices (DO) or
bureau official authorizing the original classification (if the official is still serving in the
same position); a successor; a supervisory official; or, an official delegated original
classification authority by the Secretary of the Treasury or the Department’s SAQ; the
DAS for Security as identified in Treasury Order (TO) 105-19, Delegation of Original
Classification Authority; Requirements for Declassification and Downgrading,

DO/bureau officials identified in TO 105-19 may automatically downgrade and
declassify information within their jurisdiction up to the level of their own security

1
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clearance. Where the official does not have the same level of original classification
~authority as the document(s) subject to review, the decision shall be referred to the next
higher level official for formal approval. Referrals shall inchude recommendations as to
continued classification, downgrading, or declassification, whether in full or in part.

The Secretary may delegate downgrading and declassification at the Top Secret, Secret,
and Confidential levels. The SAO may delegate downgrading and declassification at the
Secret and Confidential levels. All such delegations to officials not otherwise identified
in TO 105-19 shall be updated annually (in coordination with the Director, OSP), and in
writing on Treasury Department Form (TD F) 15-05.3, Report of Authorized
Downgrading and Declassification Officials. Officials so identified may not downgrade
or declassify information that exceeds the level of their own security clearance.
Whenever the SAO position is vacant, the Deputy Assistant Secretary for Security will
automatically serve as the Acting SAQO and exercise the full authority of the SAO on
information security matters. If both positions are vacant, the Director, OSP will scrve as
the Acting SAQ.

Downgrading and declassification authority may only be applied to Treasury/bureau
originated information. Treasury/bureau reviewers may provide recommendations from a
Departmental perspective, but any decision to downgrade or declassify another agency’s
classified information must be deferred to the originating agency or department.

Unofficial Publication or Disclosure

Following an inadvertent or unauthorized disclosure or publication of information
identical or similar to information that has been classified in accordance with EO 13526
or predecessor Orders, a determination shall be made of the degree of damage to the
national security, the need for continued classification, and, in coordination with the
DO/bureau organization or outside agency in which the disclosure occurred, what
action(s) must be taken to prevent similar occurrences. Classified information shall not
be automatically declassified as a result of an unauthorized disclosure as for example, in
the news media. Prior to public release, all declassified records shall be appropriately
marked to reflect the declassified status of the information.

Downgrading and Declassification Markings

Whenever a change is made in the original classification to downgrade classified
information, it shall be promptly and conspicuously marked to indicate the reduced
status. If declassification markings cannot be affixed to specific information or materials,
holders or recipients of the information shall be provided with written instructions for
marking the information. Markings shall be uniformly and conspicuously applied to
leave no doubt about the declassified status of the information and who authorized the
declassification. The following markings shall be applied to records, or copies of
records, regardless of media:
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a. The word, “Declassified” or term “Declassified by the Treasury Department ot
Burecau Name”.

b. The identity of the declassification authority by name and position, or by personal
identifier, or the title and date of the declassification guide.

c. The date of the declassification action.

Earlier classification markings shall be lined out with either an “X” or straight line,
cancelled or otherwise obliterated (in part or full at the discretion of the authorized
downgrading and declassification official) including individual pages and
paragraphs/portions throughout the document,

Information in bulk records storage shall be labeied on the exterior of the security
container or bar-lock cabinet (until October 1, 2012) to alleviate the burden of re-marking
significant record holdings. However, individual documents withdrawn from storage for
review and/or further dissemination shall be marked to reflect the downgraded or
declassified status.

Information officially declassified by DO/bureaus shall be marked to leave no doubt
about its declassified status. The fact that particular newly-declassified information of
DO/bureau origin was previously classified at a given level is not a sensitivity concern. It
should normally not matter with respect to determining whether the now-declassified
information can be released. However, declassification itself does not mean the
information is automatically releasable; there might be particular reasons for withholding -
information from release as for example under the Freedom of Information and Privacy
Acts. Ifin doubt, consult with DO/bureau subject matter experts, security officials and/or
records management officials for guidance. In the case of SCI information that has been
declassified, guidance shall be obtained from the Office of the Assistant Secretary for
Intelligence and Analysis.

Classified Documents Requested by Departing Officials

Treasury Order (TO) 25-05, The Freedom of Information Act, and TO 80-05, Records
and Information Management Program, contain procedural steps for ensuring current
DO/bureau employees, departing employees, consultants, and contractor personnel do not
remove documentary materials from DO/bureau custody without written authorization.
Classified documents may not be removed by departing DO/bureau officials unless and
until the information has been officially reviewed, declassified, marked accordingly, and
approved for removal under the above TOs.

The standard for any declassification actions shall be the degree to which existing
classified information no longer warrants continued protection in the national security
interest. Prior to any decision being made, documents shall be reviewed by property
cleared subject-matter experts for their opinion and formal judgment. Declassification
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decisions must be made by either the originator/successor or by an authorized
downgrading/declassification official. Final decisions shall be rendered on a document-
by-document basis.

The fact that departing political appointees or career officials may prefer to take such
information with them or may request that it be declassified and released to them will not
be a consideration in the declassification of official DO/bureau classified records or file
series. The national security needs to safeguard classified information supersede the
personal preferences of departing officials. Such departing officials shall not declassify
information or instruct subordinates to declassify information that they request for
removal, or under any circumstance remove classified documents or material originated
by another agency or department that had been provided to DO/bureaus; by a foreign
government; from an international organization of governments; or any elements thereof.
Non-Treasury originated classified information must be referred to the originating
Federal agency or department, or the foreign originators, for decision, as appropriate.

Transferred Classified Records

In the case of classified records transferred in conjunction with a transfer of functions,
and not merely for storage purposes, the receiving DO/bureau entity shall be deemed to
be the originating agency.,

Classified records originating in a DO/bureau entity that has ceased to exist and for which
there is no successor shall be deemed to be the responsibility of the current holder. Such
records may be declassified or downgraded by those in possession after consultation with
any other agency that has an interest in the subject-matter of the records. Classified
records accessioned into the National Archives and Records Administration (National
Archives) as of the effective date of E.O. 13526 shall be declassitied or downgraded by
the Archivist of the United States in accordance with the Order, directives issued
pursuant to the Order, DO/bureau declassification guides, and any existing procedural
agreement between the Archivist and the Secretary of the Treasury.

DO/bureau records management officials and those offices responsible for originally
classifying information shall take all reasonable steps to declassify classified information
contained in records determined to have permanent historical value before the records are
accessioned into the National Archives. The Archivist may also require that classified
records be accessioned into the National Archives when necessary to comply with
provisions of the Federal Records Act. This provision does not apply to records being
transferred to the Archivist pursuant to Section 2203 (44 USC) or records for which the
National Archives serves as the custodian of the records of an agency or organization that
has gone out of existence.
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10. Mandatory Review for Declassification

Mandatory review is a mechanism through which the public can request declassification review
of classitied records, regardless of age or origin, subject to certain limitations set forth EO
13526, i.e., the request describes the document or material containing the information in
sufficient specificity to enable DO/bureaus to locate it with a reasonable amount of effort; the
document or material containing the information responsive to the request is not contained
within an operational file exempted from search and review, publication, and disclosure under 5
U.S.C. 552 in accordance with law; and the information is not the subject of pending litigation.

Where particular information is determined to no longer meet the standards for classification
under EQ 13526, the information shall be declassified and released unless withholding is
otherwise authorized and warranted under applicable law. 1f DO/bureaus have previously
reviewed particular information for possible declassification within the last 2 years, they need
not conduct another review. Accordingly the requester shall be so informed of this fact and the
prior review decision along with advising the request of appeal rights.

Treasury’s procedures for requesting and processing mandatory declassification reviews of
classified information are contained in 31 CFR Part 2, National Security Information, and
published in the Federal Register

Requests for mandatory declassification reviews are not limited to U.S. citizens, permanent
resident aliens, Federal agencies, or a state or local government. Except as provided by Section
3.5(b), E.O. 13526 all information classified by DO/bureaus under this Order or any predecessor
Order shall be subject to mandatory declassification review, When conducting mandatory
declassification reviews the information shall be declassified if it no longer meets the
classification standards. DO/bureaus receiving mandatory review requests are expected to
conduct a line-by-line review of the record(s) for public access and are expected to release the
information to the requestor, unless that information is prohibited from release under the
provisions of a statutory authority, such as, but not limited to, the Freedom of Information Act (5
U.S.C., 552), a amended, the Presidential Records Act of 1978 (44 U.S.C, 2201-2207), or the
National Security Act of 1947 (Public Law 235, 61 Stat. 496, 50 U.S.C. Chapter 15). The
following conditions apply to mandatory review.

a. Each request must describe the document or material containing the information
with sufficient specificity to enable the DO/bureau to locate it in their file
holdings with a reasonable amount of effort. Declassification review requests that
are forwarded by a Presidential Library or other U.S. Government agency (with
that agency’s recommendations about declassification and release) are normally
accompanied by the classified documents and should not require records search.
Requests for broad types of information, entire file series of records, or similar
non-specific requests may be denied for processing. Additionally, if the
information has been reviewed by a DO/bureau within the past two years, or the
information is the subject of pending litigation, the DO/bureau shall inform the
requester of this fact and appeal rights.




Treasury Security Manual — TD P 15-71

In responding to mandatory declassification review requests, DO/bureaus shall
make a final determination within one year from the date of receipt. When
information cannot be declassified in its entirety, reasonable efforts shall be made
to release, consistent with other applicable law, those declassified portions of the
requested information that constitute a coherent segment. Upon denial, in whole
or in pait, of an initial request, the requestor shall be notified of the right of an
administrative appeal which must be filed within 60 days of receipt of the denial,

Requests for Classified Records in the Custody of a Non-Treasury Agency. When
DO/bureaus receive a mandatory declassification review request for records in
their possession that were originated by a non-Treasury agency, it shall refer the
request and the pertinent records to that agency. DO/bureaus shall provide
written notice to the originating agency of their opinion with respect to possible
declassification and/or release to enable DO/bureau views to be taken into
consideration.

Fees for Mandatory Review. Fees for mandatory review may be imposed by the
Treasury/bureaus for significantly voluminous and bulky requests involving
search and/or review time.

)

(2)

For searches that take more than two hours or for review times that takes
greater than two hours, the rate of a GS-11 Step 1 employee, in the
Washington-Baltimore Federal pay area, in effect when the request is
received by the Office of Security Programs (OSP), shall apply. The first
100 pages of fully or partially releasable documents are free. The cost of
additional pages is 20 cents per page. This same fee schedule shall apply
to other instances where services of DO/bureau employees are rendered
for search and review of records, as warranted.

Collection of fees may be waived, in writing, by a bureau head or the
equivalent DO/bureau official at the Assistant Secretary or equivalent
level. Fees are payable by check or money order to the Treasurer of the
United States.

Processing Maridatory Declassification Review Requests

Requests for mandatory declassification review shall normaily be addressed to the
Assistant Director (Information Security), Office of Security Programs, 1500
Pennsylvania Avenue, NW, Washington, DC 20220. Treasury burcaus directly receiving
a mandatory declassification review request from outside the Department shall process
the request and report statistical information related thereto in their annual submission of
Standard Form 311, (Agency Security Classification Program Management Data). If a
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request does not reasonably describe the information sought, OSP will notify the
requester that unless additional information is provided or the scope of the request is
narrowed, no further action will be taken.

When OSP receives a mandatory declassification review request it will determine the
appropriate DO office(s) and/or bureau(s) that should: (1) review the documentation; or,
(2) conduct a search of their pertinent file records in tasking the affected DO/bureau
office(s). In referring classified information, the OSP will:

a. Identify the originator of the request (if other than DO/bureau origin).

b. Describe the document(s) or material.

c. Assign a target date for completion of the review.

d. Provide technical advice with respect to inquiries concerning such mandatory

declassification review requests (including actions required by DO/bureaus).

The OSP will ensure required markings are applied to outgoing copies of the reviewed
document(s) or material in conformance with E.O. 13526, When completed, the OSP
will respond on behalf of the DO/bureaus and close out each mandatory declassification
review request with the affected Presidential Library and/or other Federal agency. This
includes notifying requesters of their right to administratively appeal any decisions-to-
deny or to not fully declassify information for which DO/bureaus are responsible.

a. Process for DO/Bureau Security Officers/Points of Contact to Use. When an
appeal is made, the DO/bureau security officer or security contact will take the
following steps:

(1)  Acknowledge receipt and safeguard classified document(s) or material
contained in mandatory declassification review requests forwarded to
them by the OSP.

(2) Determine and assign responsibility for each referred request within their
DO/bureau office to those cleared people with subject-matter knowledge
and/or interest based on established need-to-know criteria for classified
information, and track the internal review process. Reviewing officials
shall make a final determination within 60 calendar days of receipt.
However, if materials subject to review are overly voluminous and bulky,
additional review time may be authorized provided such a request is made
in writing along with a target date for completion. All DO/bureau requests
for additional review time must be in writing and sent to the Assistant
Director (Information Security), OSP for determination.

(3)  Retrieve, and as needed, conduct a search of records previously forwarded
to Federal records storage or still housed within current and/or active files.

7
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This includes identifying the need for any document(s) to be reviewed by
other DO/bureau components or Federal agencies.

Reporting the amount of search or review time is no longer required
except where fees are being imposed for requests involving a significant
bulk volume of records. Where fees are being charged, DO/bureaus shall
assist in determining the search and/or review time. OSP in coordination
with records management officials may request pre-payment where the
cost is likely to exceed $500 and in ensuring the requester’s written
agreement to underwrite the cost,

Process mandatory declassification reviews in a timely manner and
follow-up with the OSP upon finalization. The written response must
identify the following information:

° Any section(s) of the document(s) requiring continued
classification, with corresponding paragraph/portion matkings
(including subjects and titles), if not already affixed to the

document(s).

® The rationale for continued classification under E.O. 13526, as
applicable, or exception to release as identified in paragraph 7
above.

. The new date/event for declassification or any objection(s) to

declassification and release.

. When the DO/bureau decision is that the document(s) can be
declassified in full, the response shall so indicate.

Apply required markings on file copies of reviewed material retained that
reflect the decision with respect to declassification and release. The same
DO/bureau reviewer(s) shall notify known DO/bureau and non-Treasury
holders of records of their determination(s).

Appeals of Declassification Decision Denials

If a decision by DO/bureau reviewers to not fully declassify documents or material that
are subject to a mandatory declassification review is appealed, a new decision shall be
rendered. Such appeals must be filed within 60 calendar days of receipt of the denial. If
additional time is required to make a determination the requestor shall be so notified and
provide the requestor with the reason for the extension. The appellate review and
evaluation of the document(s) or material shall be conducted by appropriately cleared
DO/bureau employees with jurisdictional authority over the information and be
completed within 30 calendar days. If more time is required, the appellate authority shall
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1.

12.

13.

14.

notify the requester and state the reason(s). Appellate reviewers may rely on the
recommendation(s) of the previous reviewer(s