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U.S. Department of Transportation
Office of Inspector General

REPORT OF INVESTIGATION INVESTIGATION NUMBER DATE
I0BEO0012SINV — ALERTS | 2/04/2009
08IHAS593001 - TIGR

TITLE PREPARED BY: STATUS

FINAL

(b)(6), (b)(7)c (b)(6), (b)(7)c

National Highway Traffic Safety Administration
(NHTSA), Washington, DC

DISTRIBUTION APPROVED BY:

NHTSA (1), JI-3 (1) ESV

l. PREDICATION

On January 7, 2008, the U.S. Department of Transportation (DOT) Office of Inspector General
(OIG) Hotline received a telephonic complaint from | (b)(6), (b)(7)c |
(b)(6). (b)(@National Highway Traffic Safety Administration (NHTSA), Washington, DC, referring
information alleging that | (b)(8), (b)(7)c |
Office of Vehicle Safety Compliance, NHTSA, Washington, DC, violated time and attendance
(T&A) regulations. Specifically,| @), (0)@)c |alleged that during| (b)(6), (b)(7)c |
(b)(6), (b)(7)c |fai|ed to show-up for work at the DOT headquarters, and despite failing to
submit annual or sick leave requests, was paid for the eight days.

At the request of | (0)(6), (b)(7)c (Office of Vehicle Safety Compliance, NHTSA,

| (b)(6), (b)(7)c INHTSA, contacted DOT Security and obtained
a copy of the DOT headquarters entry/exit records for J(mgs@;twyaugh Septe67. The
records show that| (b)), (b)(7)c |did not enter or exit the DOT Headquarters building on @@;@)(7)c
2007, or from Aueugh August), (b)2007. The records also showed no building entry or

exit on Septemipgrf), (b)2R07. According to| _ (b)(6), (b)(7)c | T&A recorsisg), (bfosk 2 hours of
annual leave on Augeis), (damg 3 hours of annual leave on Septenies), (2027, but did not submit
a leave request for the remainder of the tj g not at work. Moreover, the entry/exit record
indicates that| (b)), (b)(7)c larrived to work late, on numerous occasions between Jw)nﬂ
Septemipsia), (b)20Q7, but did not submit leave requests for the tdme@was late.
| ()(6), (b)(7)c |provided this information to| ()(6), (b)(7)c _|who then contacted OIG, requesting an
investigation into this matter. (Attachments 1 & 2)
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1. METHODOLOGY

On February 19, 2008, DOT/OIG| (b)(6), (b)(7)c | presented this case to
Assistant U.S. Attorney (AUSA) Stephanie MILLER, District of Columbia (DC) Superior
Court. She declined criminal prosecution.

In addition to interviewing| (b)(6), (b)(7)c |OIG interviewed:

* (b)(6), (b)(7)c Office of Vehicle Safety
Compliance, NHTSA. (b)(6), (b)(7)c

During this investigation, OIG spoke to the following individuals in order to obtain
documentation and background information:

. | (b)(6). (B)(7)c INHTSA.
o | (b)(6), (b)(7)c , Office of Vehicle Safety Compliance, NHTSA.
o (b)(6), (b)(7)c Office of Vehicle Safety Compliance, NHTSA.

We also obtained and reviewed copies of [ o)), )7)e | T&A, emiis). (Bx@nt to NHTSA
management announcimye), (p)@e¢ival time at work, and| (w)@®), (b)7)c | government
computer sign on/off information.

I11. SUMMARY OF FINDINGS

OIG’s investigation determined that between Jumeds), (b)(®ad September)(6), (b)(B007,
| (b)(6), (b)(7)c |was paid for working 162 hours and 9 minutes when, in fagts), (guvas absent
without leave (AWOL), in violation of the Standards of Ethical Conduct for Employees of
the Executive Branch, 5 U.S.C. § 2635.705(a). 1  During that timagg), (bjwss paid at the
GS-13, (b)(6), (b)(7)c

| ®)©. b0 |

! 5 U.S.C. § 2635.705(a),| (b)(6), (b)(7)c io{agf(agu(m)gation to “use official time in an honest effort to perform

official duties.” In addition, NHTSA Order 360-5A, dated July 21, 1995 — Absence and Leave, Chapter VII, page
29, Absence Without Leave (AWOL), paragraph 1. states, “Any absence from duty for which permission has not
been granted in accordance with applicable regulations and NHTSA policy is an unauthorized absence. Such
absence includes unexcused tardiness and failure to report to work promptly after a period of approved leave. An
absence from duty which was not authorized or approved, or for which a leave request has been denied, should be
recorded as “AWOL" on the leave record. An employee receives no pay for the entire period of absence without
leave.” (Attachments 3 & 4)
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During the same time,| (b)(6), (b)(7)c |was required by | (b)(6), (b)(7)c |to send an
email frmmvernment computer to | (b)(6), (b)(7)c | government  email
accounts ups), (b amivalbqn"k station. This was a daily requirement, resulting from
| (b)(6), (b)(7)c |previous inability to arrive to work on time.

OIG determined that, between Jm@z{m&)d Septembexs), (0)2007,| (b)(6), (b)(7)c |falsely
generated 22 of the required emails from| (b)(6), (b)(7)c stated
that on the ctay@)‘abﬁely submitted the “arrival” emails from| (b)), (0)(@)c [Kis)¥), (o}r9sild
not be able to get to work(nb)7&9 AM start time(bMagged-on the NHTSA email site
fron‘(E)(a), (b)(7)and sent the required “arrival” email.|  (b)®), (b)(7)c _stated thﬂBEhaﬂ: used

(b)(@r)eual leave and sick leave as quicklyoﬂsmnayi earned it, leavipgs), (b)wjth no available
leave. Therefore, whexd), jveuld be late for wasks), (bjoptions were: (1) being declared
AWOL or (2) requesting to be placed on leave without pay, (LWOP).| (b)(6), (b)(7)c |did
not believe that [ (b)), (b)(7)c |would authorize LWOP to cover the number of time), (bfiag
been late getting to work ass), (bjdist not want additional AWOL entriessig), (ofogesonnel
file.” Therefoyes), gwpmitted the false emails to| (v)(e), b)) _|

| (b)), ()(7)c |attributeds), (blmability to get to work on time to not having child-care back-
up in place on days whenn)®), (b)7jhad to work over-time at| (b)(8), (b)(7)c |

(bf(e), (b)(}ﬁr whene), (o)wsas late getting home because the morning shift relief arrived late.

Either wayg), (b)saisls), (b)eoield not leave | (b)(6), (b)(7)c |alone waiting f@¥(e), (b)(7)c
(b)(6), (b)(Afe get home from work.

Finally, OIG determined that between Junes), (bland Septembsrs), (6]@207, [ ®)6). 0@ |
spent 2 hours or more sleepingg';arcdurin what should have b@g(lb, (b)30cminute lunch
break. This occurred on 31 of the 43 days), ()wprked. According to] ()@e), )@)c |
entry/exit recaids), (bbomuld routinely, exit the DOT Headquarters Building at 11:35 AM and
re-enter the building at 1:45 PM, or later, taking 2 and sometimes 3 hours (), (b)tapch
break.| (b)®), (b)(7)c |conceded| |was sleeping during these timesge), (b)(explained that
(b)), (B)(7)c . .

becausgy)(s), (b)(7)evorked all n.&ﬂi, Wakild be up with| (b)(6), (b)(7)c resulting in

(b)(B), (b)mnt being able to get a full nights regiy), pjegnstantly felt tired while at work and
instead of eating lunsftg), gk a napoire), (bieae

IV. DETAILED FINDINGS

1. OIG found| (b)@), (B)(7)c |was AWOL for 162 hours and 9 minutes

% | (0)(6), (b)(7)c Was previously counseled on Fetmymﬂg@@ﬁ; for unsatisfactory attendance from September 2004

to January 2005; l\/@mlm , for unsatisfactory attendance from November 2006 to February 2007, and on
Nove(mi;ge@ ¢ for continued unsatisfactory attendance. The last sentence of the first paragraph contained in
the Noveqmhes), (§2G9¢ memo to[(b)(6), (b)(7)c states, “In addition, you have been declared absent without leave
(AWOL) for 21 hours thus far this year.” (Attachments 5, 6, and 7)
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OIG’s investigation found that between JuneEand Septembigs), (b mﬁ7,| (b)(6), (b)(7)c |
was paid for working 162 hours and 9 minutes, when in tm(d), (bl)(\m AWOL during that
time. Asal (b)6), (b)(7)c |earning an| (b)(6), (b)(7)c this equates to $6371.76 paid
to| (b)e), )(7)c |under false pretenses.

On March 12, 2008, (0)®). (b)@)c |was interviewed by| (b)(6), (b)(7)c |
(b)(6). (b)(7)d DOT/OIG, regarding the above allegations.| (b)), ()@)c |advised that, from
June 2007 to November ZQBXked an Alternative Work Schedule (AWS)#), (bftwuirs
being 6:30 a.m. to 4:00 p.m. On Novembgis), (b}2997. [ (b)), ()@)c_|was counseled® for

the third time abgyts), (p)umsatisfactory T&A apgls), (o)finability to imprawgs), (bjatiendance
record. As a resyjts), (oyvgs no longer allowed to work an AWS.  Insteaek), (o\was scheduled

to work Monday - Friday, 6:30 a.m. to 3:00 p.m. (Attachment 6). As of the date(to (7)c
interview with Q). (BWas still on the 5-days per week work schedule.

[ (b)6). ()@ |also stated thats), (bfdaily routine would involugh), (b)(passing through the
DOT Headquarters security gates wimg), (gfitved to work, and again in the afternoon when
(b)(@). (b)teft work for the dayg), (b)seid had been given permission to start work between
5:00 a.m. and 5:30 a.m., and leave work a few minutes early, in order to miss the morning
and afternoon traffic congestion. Occasiona(Hysm)muld step out of the building for a few

minutesp)i), Bfiag parkse), B)eak in a metered zops(p), (bjstated tae), (bjnch break was 30
minutes @)d), (ysytally broughit), (ptunch and atenid), (bfiesk

As a result of a Mamjnﬁ @97, counseling session, which addresﬂelﬁEmsatisfactory
T&A[ B)©). b)) Ito send]  )@), b)@e ___an email, every morning, upgrs), (bjarival
to work. The computer generated time stamp would be| (b)), (b)(7)c notificationu)(ﬁe@a)c
arrival time at work. OIG showed | (b)), (b)(7)c [an email dated October 1, 2007, with a
time of 5:16 a.m. and asked if the email was one of the qpgs), (bgemt between Ma(mhsa(mp&

Novemipew), 82007 [ (b)), (b)(7)c _lacknowledged that it was.

OIG produced the DOT OST Security record of | ()®), (b)7)c |entry/exit at DOT

Headquarters from J(uneihﬁeugh Septem@g@), (bj@@@?. (Attachment 8) |  (b)®), (@) |
was shown an email dated August), (0)2667, with a time of 5:28 a.m. and told tha), (b)O%T

enter/exit record for Aug jg j%goz haﬁwlentering DOT Headquarters at 9:41 a(m((7)c
was also shown an Augéé f)'( 2607, email with a time of 6:41 a.m. and told that on

Augu@&ﬂ?, the OST entry of record showed tbas), (bjtist not enter the building until
9:57 a.m. (Attachment 8, pp. 22, lines 522-543)

® Based on the documents provided to DOT/OIG,| (b)(6). (b)(7)c jwas previously counseled .ﬂ(b@(emmsmisfactory
T&A on Fehiisf, (09Fc(Attachment 7) and Maygs), (0200¢ (Attachment 5)
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When asked could account for the above discrepancies,| (b)(6), (b)(7)c |first
response was, “l don’t have any excuse. | would have thought | would have given a leave
slip, if I wasn’t here.” (Attachment 9, pp. 23, lines 548-549) When OIG asked))i(E;)Mas
logging into a computer frth)@me and under the guise of being at work.

(0)®6), (b)(7)c | responded, “I don’t think so. | wouldn’t think 1 could do that.”
(Attachment 9, pp. 23, lines 550-555)

When asked how it was possible th}itEemail indicates tbﬂ@w@s in the building at 6:06
AM, but the electronic entry/exit record kasp), (b)jemtering the building, for the first time that
day, at 9:55 a.m.,| (b)), (b)(7)c [responded, “I must have been logging in when I, when |
wasn’t here, saying that | was.” When asked wher«es@ms logging in from,| ()@), b)@)c |
replied, “l guess wherever [a] computer [was] available to me.” (Attachment 9, pp. 23,
lines 556-564)

A few moments later, when asked, “Where were you at, physically, when you were logging
in there telling them that you were here (DOT Headquarters).” | ()®), (b)(7)c [said, “I was
probably at home. 1 don’t, you know, | only have one place that | am other than here.”
“Yeah, I’'m at home.” (Attachment 9, pp. 24-25, lines 549-603)

The Julyd), (62067, entry/exit notation was described to| (b)), (b)@)c_(a%6). (b)ot entering
the building until 10:47 a.m., which was 47 minutes afgs), (bjghruld have arrived at work,

given the 3.5 hours of annual legyg), (pfeek that mornipge), (b)was also shown the record
which indicqtsdsng&ed the building at 12:04 p.m. and did not return until 1:57 p.m@)), (b)(7)c
was told that the entry/exit record reflects numerous days in wipi), (bfogk 2 to 3 hour lunch
breaks)(e), (b)(Wwas asked, “What were you doing?” | (b)), (b)(7)c  |replied, “Sleeping.”
(Attachment 9, pp. 27, lines 657-671) It was also pointed out that| (b)6), ()(7)c |
entry/exit record showests), (b)departing for the day, 15 to 30 minutes earlier thg), (b0
p.m. departure time.

| (b)(6), (b)(7)c |was asked s not starting work on time, vuig), (b7as sleepingu'm{), (b)(7)c
car, in the middle of the day, and w@x\r@s leaving work eathys), m)rgplied:

“I have, I have reasons, and they are the truth, and | just feel uncomfortable saying them, but

| guess | have to. Getting here late, | mean it could have been any number of just a couple

of reasons, which would have been tha@lﬁ)(s), (b)(7]ds1ad worked and | had to stay ujls), (bjgot
home or someone else could come over because(p)(6), (b)(@wvould then had to sleepy(), (b)(7)c
| (0)®), ®)@c | And | knew | didn’t have any leave. And it wasn’t an opportunity to, to use
the leave. And I did where I could (use leave).

We have; (0)(6). (B)(7)c |
| (b)(6), (b)(7)c Sleeping in the car, it was never
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meant to be sleeping in the car. It was just I’m so tired now that I’ve been up all this time
because (b)(6), (b)(7)¢at work or whatever issue it was | (b)(6), (b)(7)c | 1 would
go out to the car purposely to relax to get some sleep, and then a half hour turned into an
hour or turned into two hours. Get home to leave -- leaving early, it would just be an
instance of trying to get ahead of some traffic any little minute that | could to be there so

thaib)e), (b)(7)eould go to work6a), (bexening shift on time.

It is as simple as that, and I never looked at it in the totality, | guess, you know. Every day
was a different day, and I didn’t -- | think I was telling myself that I’m going to make up the
time when | can by staying late whenever | can or coming in early whenever | can. | guess |
did when I could, and obviously too much for me to do, and I didn’t handle it the right way.
| don’t know what | could have done, but I guess | should have at the very least gone to

| (b)(6), (b)(7)c \and tobote), (b)that I’'m having issues with, you
know, being able to pay for things, and I don’t wantg)), (o)(@ko Work i), (ohas to, and we
(b)(6), (b)(7)c but just living a distance away. It’s a compounding

of things. It doesn’t -- 1t’s not an excuse but those are, those are the reasons, and | don’t
think they’re good reasons. | don’t think that’s effable but there’s nothing, nothing really
more to it other than | took the wrong way trying to deal with being able to be at work when
I’m supposed to be at work.” OIG asked, “And so you’re not disputing any of this (referring
(Eg@l;)@ences)?" To which| ®)®), )@ |replied, “I’m not disputing any of that.”
(Attachment 9, pp. 29-31, lines 712-754) Records further indicate| (b)), (b)@)c |had
accumulated), (ours of leave without paybirs), (menths; and tbat), (oftad previously been
denied a request for advance leave.

(b)(6), (b)(7)c |was told m@n)try/exit record did not show any activity during the week
of Augbgt), (Hirreunis), (62007 a)d), (Bues asked to explain whey@), (ves during that time.
(b)(@), (b)(eRlied, “I honestly don’t know what the hell that’s about. | would not, not come to
work for a week. There is no way that | would do something like that. You’re saying that |

wasn’t here from thﬂthﬁough the(6), (b)(7(Attachment 9, pp. 38, lines 925-944)

OIG’s response was that according to|  (b)(6), (b)(7)c |entry/exit record and T&A records,

(b)(@(ﬁmﬂs of annual leave Augus®), (0)2087, but the entry/exit records have no activity
during that entire week. (b)(6), (b)(7)c _ |response was, “I don’t — the truth is | do not
know. 1, | really don’t understand.” (Attachment 9, pp. 38 & 39, lines 945-960)

(b)(6), (b)(7)c |was aske(d)iﬁ)mat on vacation that week(sab'td, “No. We don’t take a
week vacation, my family and me. We don’t. | never have that kind of leave to, to do that.”

OIG suggested that perhaps| (b)), (b)@)c |just decided to go on vacation, whetbgs), (aftagt
the leave or not, to which| ()@®), )7)c |replied, “No. No. We’ll take a long weekend or
something, you know.” | don’t know if you believe me or not, but I’m telling you the truth,
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| think 1 was here. I’m not going to tell you | know | was here because | can’t remember
that far back. (Attachment 9, pp. 39-40, lines 961-974; p. 44, lines 1082-1089)

| (b)(6), (b)(7)c |Was asked to descr'[bﬁ(e{), bbm@rning routine, upon arriving to WO(k)(E) (b)

explained that, at the end of the work-days), (b)eaws®), ()wverk computer turned-on, sqith), (b

needs to do in the morning is log-g)6), (b)caid that), (u)\e9stONE), (epmputer within 5 to 10
minutes after arriving at work.

2.| (b)(8), (b)(7)c |Access to DOT Headquarters from September 2007 to
January 2008.

m)(ﬂ),_@b(wa@ asked hoye), (ng’ ajned access to DOT Heao!quartqsﬂtd t%z%)' (bhﬁic, “had a
few [identification] cards.” (Attachment 9, pp. 47, line 1163) In the [3 S had to

get a replacement card on more than one occasiw)(mo@uld leth)(6), (b)(7)uvear this badge
hﬁ

| (0)6). (D)7 |was told that no entry/exit record existed figte), (oyafter Septemﬁ(e@@@?,

around the house and from time to time, this would result ingye), (b)(7) osin@@T

7)c
(7)c

Security Badgeyd), (b)tapdieved tbat), ()vawild never find the missing badge, so instead), (b)(7)c

would go to OST Security and submit a request to have a replacement badge issued.

| (b)®), (b)(7)c | said that shortly afters), (b)tost the security badge for the new DOT

Headquarters building (in September 20Q4)q), (oiesnd a badge that had been issued (t0(6), (0)(7)c

during the time DOT Headquarters was located at L’Enfant Plagg(s), (o)discovered that), (o
could get into the new DOT Headquarters building by showing the L’Enfant Plaza issued
badge to the security guards, who then allowam@mcpass through the gat@s(M(sa'td that
during the five months that), (Bjeniered and exited the building in this manngyd) oyisk so
using the 3 Street Entrance of the West Building. When asked ), (9gisknot get a new

security badge issusd), (ojeplied that), (ojeyembered how much of a hassle it was to visit
the OST Security Office during their selected hours when they would issue security badges,

(05®), (bRentinued to w&@oﬂ;& security badge and have the Security Guards pasge), (b)yimnand

(b)(

out every day.

5), (b)told OIG that in January 2008, a member of OST security visited| (b)), (0)(@c |
inquiring as to whyg), (b)was not showing on their electronic entry/exit data base. After
speaking with[” (b)(6), (b))c|OST security taixb), (b)tmebtain a new electronic badge. OIG
spoke with OST]| (b)(8), (b)(7)c 'who confirmed that| (b)), (b)(7)c was
identified during one of their audits as an individual who had not ugggs), (b)ewv building
security badge to enter the building for the previous 45 days.| (b)(6), (b)(7)c
produced an old L’Enfant Plaza security badge telling(b)(6), (b)(?)cthat), ()ad kosts), (bjmew
electronic badge, but had found an old one that), (Dprrviously thought was lost. We note
that upon issuance of the new building badge, NHTSA personnel were required to have
obtaingdzﬁbp’rqt L’Enfant Plaza badge. This suggests that either NHTSA personnel failed to

(7)c
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properly account for[_(®)6), ®)(@c |old badge, or that), (hmes had a minimum of three
badges (2 from L’Enfant, 1 from the new building) in the past two to three years. Due to a
database conversion at OST security, we were unable to ascertain how many badges

| (0)®). ()7 |had received during)), femire with DOT.

3. Analysis of Security Event Logs for|  ()@), (b)(7)c |Government Computer

On Februasyp), (0)2008, | (b)(6), (b)(7)c | provided (b)(6), (b)(7)c |
(b)(6), (b)(7)c \U.S. DOT/OIG, Computer Crimes Unit, Washington,

DC, with a CD-ROM containing the Microsoft Security Event Log (EVT) for
| (0)6), (b)(7)c |government computer | (b)(6), (b)(7)c was asked to
review the time period of Augusi)(), (b)(7j2007, to determine if| (b)), (b)(7)c [logged onto

(b)(6), (bjwerkstation.”  (Attachment 10)

(b)(6), (b)(7)c |compared a number of days that| (b)), (b)(7)c |e|ectronica||y entered the
building, with corresponding days from| ()@), (b)7)c |EVT and determined that the EVT
times were 4 hours later than|  (v)), (b)@)c _ |initial entry into the building. | (b)®), (b)(7)c |
determined that the only explanation for this difference is that the EVT times are in
Greenwich Mean Time (GMT).> The Northeast section of the United States is in a minus (-)
4 hours GMT Zone, during Daylight Savings Time (DST), which is reflected below:

(b)(6), (b)(7)c

* “When a user returns to their workstation and unlocks the console, Windows treats this as a logon and logs the
appropriate Logon/Logoff event but in this case the logon type will be 7 — identifying the event as a workstation
unlock attempt.” http://www.windowsecurity.com/articles/L ogon-Types.html

>  Greenwich Mean Time (GMT), sometimes called Greenwich Meridian Time marks the starting point of every time
zone in the World. GMT is the mean (average) time that the earth takes to rotate from noon-to-noon.
http://wwp.greenwichmeantime.com/what-is-gmt.htm
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(b)(6), (b)(7)c

Based on the EVT Logon,  (b)(6), (b)(7)c |was at work the entire week of Augus®), (b)2007,
and, because these times were used to substant'(atmsence at work, they were also used
to show that| (b)), (b)(7)c MWas late (**) getting to work, on all five days, during the week

On Marelth), (b)2R08, | (b)(6), (b)(7)c_|requested to meet with OIG, stating wa
additional information tha), (hbebieved OIG should include as part(tg('(merviewb)((nc
advised OIG thatp)), (b)(7 &housmuld make OIG aware of potentially mitigating
information.|  m)), d)(7)c |explained that foIIOV\(b)'(mjctiaI interview on March 82g), (b)(7)c
spoke withp)®), (b)@)ctellinge), ()@hout the outcome of the interview and apologizing to

()6), (b)Efor deceivipgh), pjwjch the false e-mails, etc. [ b)@). ()@ lalso toldd)®) (b)(?gchat

(b)(d), ()vas being treated for an| (b)(6), (b)(7)c
(0)(6), (b)(7band informedlb(e), (b)(7]&hat OIG had not been told about the (b)(6), (b)(7)c
medication.

(b)(6), (b)(7)c

(b)(6)., (b)(7)c

(b)(6), (b)(7)c
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Moreover,| ()@®), (b)(7)c |Stated that during a March 2007 meeting with | (b)), (b)(7)c |
(b)(6). (D)(7)c askeg(6), (o).
there was anything going on that] (b)(6), (b)(7)c \were not aware of. | (@), (b)(7)c |

responded that), (afad a lot going on(bye), fiast to take care of those thingsy)), (b)z)and no
more was said.

A few weeks after the March 2007 meeting,| (b)©), (0)7)c |5ai@), (BapRroached) ), (b)7jand

(b)(6), (b)(7)c

(b)(6), (b)(7)c (Attachment 11, pp. 12-13, lines 291-

308).

(dmeEe?mail statement to OIG followings), (b)seeond interview,| (b)), (b)(7)c |Stated that
this was, “more or less the extent of the conversation.” | (), (b)(7)c |S2id thaE), (b)as in

no way suggesting thatp)e), (o)7)€ould or should have done anything more and ), (0)(7)c
| ®@©), 0)@c  ftakes full responsibility foyg), ()@etions. (Attachment 12, pp. 4,
paragraph 6 and pp. 5, paragraph 1)

| (b)(6), (b)(7)c |a|so wanted the record to reflect that beginning sometime in January 2008,

(b)(d), (bfeB@aN to stay in the office beyand), (jmemal departure time of 3:00 PM, even thogle), (8)(7)c
knew that none of that time was going to be credited. felt that this was the right thing to

do and this vuag), (o)vay to give back the t(itmeE}(ﬁb P CHZ been paid for but did not earn.
However,| ()@®), ()@ |provided no documentary evidence or witness testimony to

support this claim. (Attachment 12, pp. 2, paragraph 2)

[ 0)6), b)(7)c |said hys), (b)inicnot looking for this information to be considered as an
g), (b)aokons, (buBmWaated NHTSA management to be aware of these

factors that were occurringoj(d), (bbl(if)e, (Attachment 12, pp. 6, paragraphs 2 & 3)

5.  Despite knowledge of| (b)(6), (b)(7)c |previous T&A issues,|  (b)6), (b)) |
failed to provide appropriate oversight of| (b)), (b)(7)c

On Mayighs), (b)2008,| (b)(6), (b)(7)c Office of
Vehicle Safety Compliance, NHTSA, Washington, DC, was interviewed byn)®), (b)(7)c
| (b)(6), (b)(7)c IDOT/OIG, regardingp), (pfagtions as | (b)6). (b)(7)c

(b)(6), (b)(7)c [ first in the Office of
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(b)(d), (bb(cgmfided in me at one point that (b)(6), (b)(7)c

Chief Counsel, Litigation and Enforcement Division as| (b)), (b)(7)c | and in December
ZOO&bjuEpmsent position.

(b)(6), (b)(7)avas asked if| (b)(®6), (b)(7)c |ever asked for help with any type of personal
problems, to whickdye), m)zjeeplied, “No. As you know fres), (bitatements), (bidegs say that

| (b)), (b)7)c | (Attachment 13, pp. 8, lines 177-199)b)(e). (b)(7)explained thas), (ayesponded
to (b)(6), (b)(7)c

(b)(@), ()@ not attempt to elaborate on the issue, resulting in the conversation concluding.

(b)js) éb?;nclMOI‘eOVGI‘(@(G), (b)(7j§tated that]  (b)(6), (b)(7)c |d10 not respond; to the contrary,

)(6), (b)7)said that| Inever again discussed this matter with| (b)), (b)7)c |although in

 ORuld have questioned|” (B)@), B)(7)e_ labout the matter.

—~

—~
O

hindsight, perhfB$

)(6), (b)(dwas asked if| (b)(6), (b)(7)c |ever complained to management that

(b)(6), (b)(7)c |Was getting to work late or taking long lunch breaks or leaving work early.
)(6), (b)(7)said that the configuration of work space within the new DOT Headquarters
Building placesis), )(inca part of the building away from the employees| (b)®), (0)7)c |
including (b)(6), (b)(7)c__| Despifg), (ojewyareness of [ (0)(6), (o)@)c | T&A probleme), (bfiige
not monitor| (b)), ()@)c Istating| (v)®), (b)@)c [‘seem for the most part responsible,” and
monitoring| (b)), (b)(7)c |as to who’s there and who’s not at any given moment in time, is
“nej(p), (b)@mpProach” tajye), (b)(7)Attachment 13, pp. 12-13, lines 293-317)

—~

—~

#)(6), ()(7)¢eferred to the period of time that DOT Headquarters was located at L’Enfant
Plaza, stating, “I remember going back to the old building, you know, noticing that)), (o))
was not as this work station a lot @), (b)(xas — with another employee, butqygt), (Byag able
to @&®), (bjwrk done and then some, so | wasn’t — I didn’t ri(dy?(ﬁlab@ut it, if you must
know. | didn’t rigig{e), (p)(aizout it.” (Attachment 13, pp. 13, lines 318-323)(b)(e), (b)(7)¢
recalled, “...a couple of times | did say where were youbps), (biciaémed thMms in the
office and | kr(ams@)msn’t and | challengestp), ()jomcthat.” (Attachment 13, pp. 14, lines
325-328)

“So probably within ten minutes of the quitting I’d go through looking fey(), (o)[@), (b)(7)c
wasn’t there and, you know, | knew that), (ymsrepresented that.” (Attachment 13, pp. 14,
lines 341-343)

(0)(6), (b)(7)&vas, again asked, if| (b)(®), (b)(7)c |ever tried to explajm), (bhbﬁence from the office

(H6), (b)l@de arrivals to work.m)), (b)(7)eeplied, “You know, it was apparent obviously (7)c
was having troubles, emMW)uld kind of deny (b)), (b)(never try to explain anything. I’'m
just trying to think of a particular circumstangg), (bjogwer tried to — you kngiye), @lives, first
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of all, as you’re aware, in (b)(6), (b)(7)c
(Attachment 13, pp. 14-15, lines 348-353)

(b)(6), (b)(7)c
(b)(6), (b)(7)c And so in the period that | dealt wishp), (b)(7)c
there’s been a succession of children coming into the world in the| (b)(6), (b)(7)c
this long comml(nsga(g@ye me the impression oftentimes of people -- of someone who was
burning the candle at both ends6), (o)wes commuting this distanege), ()had the difficulty,
you know, with| (b)(6), (b)(7)c 'you know, odd
shifts, which would oftentimes, you know, resulois), (ojgefing to work late, not having any
available leave, using up all of his leave.”

Despite the discussion between the two men of possible drug dependencyg)), (b)zjeiid not
link the T&A issues with a possible dependency issugy(), (b)(stated, “there were time and
attendance issues, you know, that frequently come to the fore associated with this lifestyle
tbl(l@&, but whether any of it -- you know, there was never a suggestion that it was
associated with| (0)(6), (b)(7)c 'with anything that was not
readily understandable, If that’s what you’re asking. But, you knqwj(), (b)(get a lifestyle
that’s fundamentally incompatible with holding a full-time position, you know, a hundred
miles from wheye), (bjives.” (Attachment 13, pp. 15-16, lines 362-383)

(b)(@k‘r@uer requested leave in advance for any of that. | would get it the day -— you know,
that morning in a phone call saying, you know, (b)(6), (b)(7)c

| (b)(6). (B)(7)c | That would

happen very frequently. Byb), ()is¥er — you knaws), (o)igver came to me in the first

instance and said, you know, my situation is fundamentally unmanageable.” (Attachment

13, pp. 16-17, lines 393-400)

b)(6), (b)(7)was asked how| (b)(6), (b)(?)c_|could be arriving late, taking long lunch breaks, and

leaving early, | (b)(6), (b)(7)c with nobody questioning[ (b)), (b)(7)c_las to
(b)((/vhereabouts.(b)(e), (b)(@dold OIG, “I must say -— | mesyw), (b)evark station was not well
attended. And there’s another employee like th@twmk station was not well attended. |
guess probably in retrospect | certainly should have done more than I did. | mean | know
), (bJaydeast in times past, had used the gym. I didn’t know whethge), Bvas perhaps at
the gym)(), (b)was a ghost employee, a phantom employee. 1’m not disputing that. | didn’t
inquire about it. Perhaps | should have. As a[p)@®), (b)@)c! basically was getting the work
out ef(®), () heweveryf), (ojwas doing everything. It wasn’t a situation wheyed), ()wasn’t

performing work thag), (p)tag to @g(wﬁs getting it all done, so there was less of a need
and maybe | -— you know, | just did not -— | did not make the inquiry | should have in the

situation whey@), (o)v8s gone so much, so I’ve learned my lesson. | suppose there’s a lesson

~
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for us all to have in this and we probably could have uncovered this that much earlier, huh?”
(Attachment 13, pp. 32, lines 775-792)

V. SUMMARY AND RECOMMENDATIONS

OIG has concluded| (b)@), (b)(7)c Was AWOL for| (b)(6), (b)(7)c admitted

to arriving(), ()heurs late for workm), (btays between Jiye), F@(mgi;Septen‘(@  (6)2007,

and has admitted to each of these days. Moreover, @16), (b qﬁcmﬁ@\)WOL days,
| ()®), (b)(7)c [took extended lunch breaks, sleepingbb(df(fﬁwﬁor periods of)), (b)(iheurs

at a tinag), ()leso has admi@g@@jeﬁtworlﬂb)(e), (b)(7jeninutes earlyre), (dafEhe), GAWOL
days.

During the investigation, OIG discovered that| (b)), (b)7)c |lied t0| (b)(6), (b)(7)c dﬂ)ﬂeb (bj(?)c
of thes), (bstays), (iywas AWOL, by sending emails to| m)(6), (b)@)c |indicating that), (oyvas at
(b)(@), (PRT work position when in fagtd), (bhvas at[ (b)), (p)@)c |at the time the emails were
transmittees), (o)weuld then arrive to WO(Hske), (b)(|7l)@urs late, having falsely indicatedb§(7)c
b)(6). E)D)HbRE), phest beett), EHveek station since 6:00 a.m. or earlier.

According to|  (b)6), )@)c |OST’s electronic swipe in/out tpge), (bdigt not enter DOT
Headquarters building for the entire week of Augigt), (bfitrougts), 0)@907. | (b)), (b)(7)c
admitted to being AWOL on the days indicated on the OST swipe infout log; howgyg), (b)(7)c
refuted this particular allegation, but could not provide a reason as to why there was no
activity(@@&T swipe in/out log for this particular period of time. OIG requested and
received a forensic review of|  (b)@), (0)7)c |log in/out(tggpvernment computer and

the information indicated that| (b)), (b)()c |was at work all five days of the week of

Auguit). (Bftmougl), (5)2067, althowgls), @rived late to work on all five days.”

(b)(6), (b)(7)c |attributeds), (bbaz:)tdons to| (b)(6), (b)(7)c
(b)(6). (b)(7)c
(b)(6), (b)(7)c | Memos, dating back to 2005, from

NHTSA management to| (b)), (b)(7)c |show that| (b)), (b)(7)c [was not maintaining any

type of leave balance, in fagt). (o)vas USH)@), (b)legve as quicklybwamed it resulting in
(b)(6), ()breéng AWOL for (b)(6), (b)(7)c

’ The only logical conclusion is thatl (b)(6), (b)(7)c |gained access to DOT Headquarters by displaying an old DOT
badge and the security guards then aIIowed| (b)(6), (b)(7)c |to enter the building. This method of entry would not
have been electronically documented.
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Although|  (0)(6), ())(7)c  |volunteered to OIG that] (b)(6), (b)(7)c

(b)(6), (b)(7)c

Given OIG’s findings thatl ()®), (b)(7)c was AWOL on multiple occasions, and thgs), (b)(7)c
submitted false documentation to| (b)), (b)(7)c |in an order to commit T&A fraud, OIG
recommends that NHTSA take appropriate administrative action regarding

| (®)®), (b)) | fraudulent activities. Moreover, given that| @m)®), b)@)c |had been
previously disciplined/counseled on multiple occasions for T&A violations, we recommend

that NHTSA consider taking appropriate administrative action for(b)(), (b)(7)dfailure to
properly| (b)(6), (b)(7)c \activities and location.  This failure to provide
appropriate oversight of an employee with multiple known T&A violations allowed

| (b)®), (b)(7)c [t receive over $6,000 in wage compensation whiga), ()\vas not entitled to
receive.

If 1 can answer any questions or be of further assistance in this matter, please feel free to
contact me at(o)(®), (b)(7)cor Rick Beitel, Assistant Inspector General for Washington
Investigative Operations, ade)(e), (b)(7

(9]
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To:

(A Memorandum

U.S. Department of
Transportation

Office of the Secretary
of Transportation
Office of Inspector General

ACTION: OIG Investigation #110E000032SINV, Date:  July 2, 2010
Re: Conduct of (b)(6), (b)(7)c et al.

Reply to
Calvin L. Scovel, I11 Attn. of:
Inspector General

John D. Porcari
Deputy Secretary
Office of the Secretary of Transportation

Rosalind A. Knapp
Deputy General Counsel
Office of the General Counsel

On February 22, 2010, Rep. Darrell Issa (R-California), Ranking Member of the
Committee on Oversight and Government Reform, asked the Office of the
Inspector General to conduct an internal investigation to determine whether certain
Department of Transportation officials "acted outside the bounds of acceptable
professional conduct” in communications with State Farm Insurance Co. in
February 2010. Our Report of Investigation is attached for your review and any
administrative action deemed appropriate. In summary, our investigation
identified possible violations of the Standards of Ethical Conduct for Employees
of the Executive Branch.

Please advise our office of any action taken with respect to this investigation.

If you have any questions or concerns, please feel free to contact me at (b)), (b)(7)c

(b)(6), (b)(Beincipal Assistant Inspector General for Investigations Timothy Barry at

(b)(6), (b)(7)c |or Acting Assistant Inspector General for Special Investigations

Robert Westbrooks at' (b)), (b)(7)c |
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#/10EOO00032SINV 2

BACKGROUND

Toyota Motor Corporation has recalled millions of vehicles in the United States
following persistent customer complaints of sudden acceleration. To date, the National
Highway Traffic Safety Administration (NHTSA) has received complaints involving 89
fatalities allegedly caused by sudden acceleration in Toyota vehicles. Beginning in
January 2010, three congressional committees opened oversight investigations into
Toyota's and NHTSA's handling of the matter.

In early February 2010, the media reported that the insurer State Farm had provided
NHTSA with information in 2007 concerning sudden acceleration in Toyota vehicles.

Department of Transportation (DOT) Assistant | (b)(6), (b)(7)c |
| (b)(6), (b)(7)c staff contacted State Farm officials in response to these

reports. Specifically, on February 10, | (b)(6), (b)(7)c land a direct

report to[ (b)e), (0)@)c | emailed State Farm | (b)(6), (b)(7)c |
(writing in part: "We're still getting heat [on the State Farm media issue]. If you

get media inquiries it would be great if you could echo the fact that we were being

responsive to complaints of safety problems.” (Attachment 1) On February 15, Ms.

b)(6), (b)(7)cemailed| (b)(6), (b)(7)c [writing in part: "I'd like to post a blog setting the record
straight about State Farm and NHTSA and | want to be sure we are on the same page

about the facts. Second, | understand that State Farm will be testifying about the Toyota
matter on Capitol Hill, and again, | want to be sure | understand what you plan to say and
that it's consistent with the facts." (Attachment 2)

On February 22, Rep. Darrell Issa (R-California), Ranking Member of the Committee on
Oversight and Government Reform, asked the Office of the Inspector General (OIG) to
conduct an internal investigation to determine whether | (b)®), (0)(7)c | and
"acted outside the bounds of acceptable professional conduct™ in these communications

with State Farm. We expanded the scope of this investigation when we determined that
other DOT officials had also communicated with State Farm in this matter.

For the purposes of this investigation, we define "acceptable professional conduct™ in
terms of the U.S. criminal code (Title 18) and the Standards of Ethical Conduct for
Employees of the Executive Branch.

18 U.S. Code 8§ 1505 (Obstruction of proceedings before committees) states in part:

* * *

Whoever corruptly, or by threats or force, or by any threatening letter or
communication influences, obstructs, or impedes or endeavors to influence,
obstruct, or impede . . . the due and proper exercise of the power of inquiry
under which any inquiry or investigation is being had by either House, or
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any committee of either House or any joint committee of the Congress shall
be fined under this title, imprisoned not more than 5 years, or . . . both.

The Standards of Ethical Conduct, 5 C.F.R. § 2635.101 (Basic obligation of public
service) states in part:

* * *

(b) (14) Employees shall endeavor to avoid any actions creating the
appearance that they are violating the law or the ethical standards set forth
in this part. Whether particular circumstances create an appearance that the
law or these standards have been violated shall be determined from the
perspective of a reasonable person with knowledge of the relevant facts.

In applying the "Appearance" standard to allegations of obstruction of proceedings before
congressional committees, the test is whether a reasonable person knowing all of the
relevant facts could believe that the employee was attempting to corruptly influence or
obstruct the congressional investigation.

Attachment 3 describes the Objective, Scope and Methodology of our investigation.
Attachment 4 is a Timeline of Significant Events.

SYNOPSIS

We found thatcalledon February 9 to (@), (bwprds) “extend an
olive branch" following the media reports that portrayed NHTSA in a negative light.
o)(®) B)ARsked What), Bgewld do to help DOT better message its positis)(§), jeskedt” 2 "°
b)), (b)(Aer a copy of DOT's statement, whib‘}qenwiled(w), (b)ancFebruary 10. dy6), (b)(7)c
capacity as| (b)(6), (b)(7)c \regularly provides statements to third parties.
Although congressional interest in State Farm's contacts with NHTSA was prominently
noted in media reports by February 9, the issue of a congressional hearing or testimony
was not discussed during the conference call or in[()®), (b)(7)c|subsequent emaib)(e), (b)(7)c
(b)(6). (b)(@itrteraction with State Farm was limited(gg), (p)pacticipation in the February 9
conference call ash), (ojEgbruary 10 email. We found no evidence of wrongdoing @y), ()(7)c

(b){6), ()(inceither communication.

We identified a possible violation of the Standards of Ethical Conduct by| (b)(8), (b)(7)c |
for creating an appearance that((was attempting to: (1) influence State Farm's
testimony to Congress and (2) obstruct or impede the congressional oversight
investigations. At the times), (b)@mailed| (b)(6), (b)(7)c | was aware of the
congressional oversight investigations involving NHTSA's handling of the State Farm
informatiom)((hwolvement in the issue was based on various news reports, all of
which prominently noted congressional interest in the matter. Prior to send'[agn)kail,
| (0)®), (b)7)c [told the Secretary ttmtpl&nned to ask State Farm about its testimony.
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(bb[t@amtaiu _(h)(6), (b)(7)c 1asked |(b)(6), (b)(7)c/what State Farm planned to say on Capitol
Hill, and s&ik). (b)(manted to ensure it was "consistent with the facts." Following a brief
delay). (bjsant a second email to[(b)(6), (b)(7)clasking to address the blog that day and the
testimony the next day)({aier emailed|p)(6), (b)(7)c/a draft blog post (in the Secretary's
voice) without explanation or qualifier indicating i ). (B)¢Bs in any way uncertain as to
the accuracy of the facts. While| (b)), (b)(7)c Iconcede(dbbej@ interview that at the
ti)es), (b)¢was not certain if DOT had all the facts, the tone and contils with
(b)(6), (b)(7)c|convey certainty. After being rebuffed by State Farm,| (b)(6), (b)@)c_|sent an
email to DOT General Counsel| (b)), (b)7)c [(Statipye), (pjtad emailed |(b)(6), (b)(7)c|
becaus), (b)wanted to make sure State Farm and DOT “are totally in sync on the
testimony on the Hill on how this has been handled."

| (b)(6), (b)(7)c |emails drew an immediate objection from State Farm attorneys. A State
Farm attorney contacted DOT's General Counsel to convey that State Farm was not in a
position to coordinate its communications with the Department. | (b)), (b)7)c__|emails
drew the attention of a House committee ranking member, who requested an OIG internal
investigation. | (b)), (b)(7)c |emails brought notoriety to the Department in the form of
published articles in Politico and the Washington Post.

We identified a possible violation of the Standards of Ethical Conduct by |(b)(®), (b)(7)c|for
creating an appearance that), (b)\vas attempting to obstruct or impede the congressional
oversight investigations wheie), (b)cadsed a NHTSA Special Order to be issued for a
purpose not authorized by law. The Special Order was not issued for the purpose of
gathering vehicle safety information. NHTSA had no open safety investigation involving
Toyota unintended acceleration at the time the Special Order was issued. The Special
Order was not initiated at the request of the NHTSA Office of Defects Investigation
(ODI), and we found no evidence ODI staff was even aware it was issued until after the
fact. [(0)(6). (b)(7)c|arranged for the Special Order to be issued for the express purpose of
obtaining "a complete set" of the congressionally subpoenaed documents.
acknowledgedhitd), (V6 interview that the Special Order was issued only after NHTSA
could not locate State Farm records that it ought to have been able to find and in
anticipation of a congressional hearing. The Special Order cover letter states that the
purpose was to "cross-reference” NHTSA documents with State Farm documents;
however, it is not clear how NHTSA could "“cross-reference™ to documents it could not
locate. The documents obtained through the Special Order were not used in any specific
investigation into sudden acceleration. Instead,| (b)), (b)7)c |Provided the information
to a Detroit News reporter within hours to (ﬂj@mbmrds) "give whéh(6), (b)ﬂWas doing a
little more credibility.” The Special Order was an artifice to keep DOT a step ahead of

congressional investigators and media criticism. | (b)(6), (b)(7)c |also provided inconsistent
information duriyg)), (6 interview.

The attempt by the subject of a congressional oversight investigation (DOT/NHTSA) to
"synch" its testimony with a witness prior to a hearing, if successful, could have thwarted
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a legitimate congressional inquiry or misled the committees. This is particularly
concerning when DOT/NHTSA's unaided testimony may have subjected the agency to
heightened congressional scrutiny or embarrassment. Similarly, by obtaining a "complete
set" of the State Farm documents being provided to the committees, the Department
could have given a false impression as to how effectively it responded to this
information. In the words of one congressional investigator, "By obtaining documents
submitted to the Committee, NHTSA and DOT were able to formulate a defense of their
review of insurance information. This defense may not have been possible had NHTSA
not obtained documents from State Farm, pursuant to the Special Order."

DETAILS
State Farm Media Reports

According to State Farm representatives, in late January 2010, State Farm was contacted
by a reporter from the website insure.com. The reporter had recalled State Farm's
interaction with NHTSA in the Firestone matter, when State Farm notified NHTSA in
1998 about a large number of claims relating to Firestone tread failure. The issue was the
subject of congressional hearings and culminated in the passage of the TREAD Act of
2000. The insure.com reporter called State Farm to ask if it had similarly reported
unintended acceleration to NHTSA. On January 29, 2010, a State Farm public affairs
official confirmed to the reporter a single contact with NHTSA in 2007.*

On February 2, the NHTSA Hotline received a FOIA request from a USA Today reporter
asking for information NHTSA may have received from State Farm. The request
specifically identified a letter allegedly received by NHTSA in late 2007.

The USA Today published the State Farm story online on February 7 under the headline
"State Farm gave NHTSA a heads up in 2007." A State Farm spokesman was quoted
saying the insurer "has received numerous inquiries about alleged unwanted acceleration
problems in Toyota and Lexus vehicles in recent years . . . Information from State Farm
may help confirm a trend NHTSA is already aware of, or help identify a new one." The
article referenced the State Farm-Firestone connection: ("In the late 1990s, State Farm
was a key contributor to identifying the increasing trend of tire tread separation, which
eventually led to major recalls involving Ford Explorers and Firestone tires."). The
article concluded by noting the congressional interest in the issue:

Congress is also studying Toyota's and NHTSA's reactions. On Wednesday, the
House Committee on Oversight and Government Reform is holding a hearing on

! This 2007 date later proved to be inaccurate. When State Farm received congressional subpoenas during the first
week of February, it further researched the company's contacts with NHTSA and discovered a 2004 contact as
discussed further below.
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the gas pedal issues. On Feb. 25, a House Energy and Commerce subcommittee
is holding a hearing on whether Toyota and NHTSA acted swiftly enough. The
whole thing got brushed over,' says Rep. Bart Stupak, D-Mich., subcommittee
chairman. 'We think it may go back to 2004.'

The USA Today article did not contain any statement from NHTSA.

The story was repeated in the USA Today newspaper (print) on February 8 under the
headline "State Farm gave NHTSA a heads up in 2007; Insurer warned about Toyota and
Lexus models." This article contained the same State Farm quote and noted the same
congressional interest. (Attachment 5)

The Washington Post published the story on February 9 under the headline "Insurer
warned U.S. on Toyotas; Acceleration issues cited in 2007; automaker recalls Priuses in
Japan." This article also noted the congressional interest:

Congressional investigators are now focusing on whether the government reacted
properly to years of complaints and other evidence regarding the acceleration
problems. As those investigations get underway, Toyota announced early Tuesday
that it would recall its 2010 Prius hybrid vehicles in Japan over brake problems.
The insurer's warnings to the National Highway Traffic Safety Administration
could add to criticism that the agency missed or overlooked signs of trouble.

In the Washington Post article, a NHTSA spokesperson confirmed that the "agency
received a claim letter from State Farm in September 2007 regarding a Camry crash."
(Attachment 6)

On February 9, CNN News broadcast a segment on the State Farm issue. As in the other
reports, the congressional interest in NHTSA's handling of the matter was prominently
featured.

INES FERRE, CNN CORRESPONDENT: A lot of people must be wondering
who knew what when? That's the question. And we know that the insurance
company State Farm said it received numerous alleged accelerator problem
complaints on some Toyota and Lexus cars over the last years. It had notified the
National Highway Traffic Safety Administration about these problems in 2007. A
State Farm spokesman says information from State Farm may help confirm a
trend NHTSA is already aware of or help identify a new one. The question is did
the government do enough, Tony [Harris-CNN anchor]? Did they act fast
enough? We know there have been investigations. For example there was one in
2007 on some Lexus models that lasted a couple of months from August to
October of 2007. And they determined that it was because of the floor mat issue
and then, later, they had some floor mat recalls on some Lexus models . . . So
now, lawmakers are also wondering did they do enough and we also know that
tomorrow, there is going to be a House Committee -- an oversight hearing . . .
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And that is going to -- that hearing is going to talk about the accelerator issue.
They want to know, Representative Darrell Issa sent a letter to the chairman of
that committee saying, "Evidence suggests that for nearly a decade, both Toyota
and officials at the (NHTSA) were aware of complaints related to unintended
acceleration.” Tony, they just want to know who knew what . . . and did these
people do enough? Did Toyota do enough and did the administrators from the
government also do enough?

By February 9, there was considerable media attention concerning the State Farm issue.
The DOT News Briefing for this date (the Department's daily email summary of news
stories) had the following headline under the NHTSA section: "Congressional
Investigators Question NHTSA'’s Vigilance, Toyota’s Car Fix." Under this headline are
summaries and links to stories from CBS Evening News, Washington Post, Politico, New
York Times, and Reuters. (Attachment 7)| (b)(6), (b)(7)c |lis responsible for the
DOT News Briefing.

The State Farm media reports were one piece of the larger Toyota sudden acceleration
issue. During this periodl (b)(6), (b)(7)c Istaff were working long hours, including
weekends, to address the issue and respond to the media.

The Congressional Inquiry

The House Committee on Energy and Commerce officially contacted State Farm on this
issue on February 9. The Committee posted the following on its website:

Chairman Henry A. Waxman and Subcommittee Chairman Bart Stupak sent
letters today to five automobile insurance companies requesting information
regarding persistent consumer complaints of sudden unintended acceleration in
vehicles manufactured by the Toyota Motor Corporation, and warnings the
insurance companies may have provided to the National Highway Traffic Safety
Administration (NHTSA) about defect trends in Toyota vehicles.

The Committee's February 9 letter to State Farm| (b)(6), (b)(7)c states:

The Subcommittee on Oversight and Investigations of the Committee on Energy
and Commerce is examining persistent consumer complaints of sudden
unintended acceleration in vehicles manufactured by Toyota Motor Corporation,
and the response by Toyota and the National Highway Safety Administration
(NHTSA) to those and other complaints lodged by Toyota drivers in recent years.

The letter requested that State Farm produce various documents including reports
provided by State Farm to NHTSA and emails since 2000.

By this time, oversight investigations were also underway by the House Committee on
Oversight and Government Reform (OGR), as well as the Senate Committee on
Commerce, Science and Transportation. As House OGR minority investigative staff
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confirmed to the OIG, NHTSA was a subject of their oversight investigation and OGR
was examining how NHTSA reacted to information it had received over time from State
Farm.

State Farm Extends an ""Olive Branch™

According to State Farm officials, after seeing the February 9 Washington Post article
they became concerned the story was being sensationalized. Although State Farm had
provided what it believed to be accurate information regarding the 2007 contact, the
insurer was concerned NHTSA was being portrayed in a negative light. State Farm
officials told OIG investigators the insurer values its relationship with NHTSA, and they
did not want the media attention to damage it. State Farm officials decided to call DOT

(b)(®6), (b)(7)c |10 (in their words) "extend an olive branch." | b)(6), (b)(7)c |
i (0)(6), (b)(7)c \was instructed to make the call. On February 9, (b)), (b)(7)c|left a
voice mail with | (b)(6), (b)(7)c |provided the voice mail
information to| (b)(6), (b)(7)c . The two then
contacted (b)(6). (b)(7)c |and the three called| (b)(6), (b)(7)c|

back from| (b)), (b)(7)c | Office. According to all participants, (b)), (b)(7)c/apologized on
behalf of State Farm for the way the story was being sensationalized. | (b)), (b)(7)c |did
most of the talking for DOT. [(0)), (b)(7)c|asked what State Farm could do to help DOT
better message the Department's positigs ), (ojasked for DOT's statement in response to
the media reports.

The next morning (February 10), at 6:43 a.m.,(b)(6), (b)(7)aemailed| (b)(6), (b)(7)c |saying "it

would be great if you could echo the fact that we were being responsive to complaints of

safety problems." |(b)@®), (b)7)c|attached a copy of DOT's statement. The statement
confirmed that State Farm provided NHTSA with information in 2007 involving the

crash of a 2005 Toyota Camry and stated that the information was added to the NHTSA
complaint database. OIG investigators have determined that this complaint was not, in
fact, added to the NHTSA complaint database. However, we found no evidence tt6), (0)(7)c

(b)(6), (b)(Meas aware of this inaccuracy at the timgs), (bjemailed the statement to |p)(6), (b)(7)c
b)(6), (b)(7)¢had no further direct contact with|w)(), (b)(7)c|or any other State Farm officials.

(b)(6), (b)(7)c |Reacts to the State Farm Media Reports

By February 10, | (b)(6), (b)()c_| was convinced State Farm was responsible for the
negative press, unaware the media had, in fact, first contacted State Farm. (), (b) LG

interview,| (b)), (b)(7)c_|claimed, "| (b)(6), (b)(7)c |
| (b)(6), (b)(7)c (8)(6). ()(@so faulted the| (D)(6). (b)(T)c ifor
their handling of the issue. In a February 10 email to (b)(6), (b)(7)c

b)(6), (b)(7)cWrote in part:

(b)(5), (b)(6), (b)(7)c
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(b)(5), (0)(6), (b)(7)c

(b)(5), (b)(6), (b)(7)c

bIB), K)OIS interview,| (b)®), ()@)c lalso faulted USA Today)6), (bjexplained, "(0)®), (0)(7)d
I (b)(6). (b)(7)c |
(0)(6). (B}, (0] 534, " (b)(6). (b)7)c |
(b)(6). (b)(7)c |
(b)(6), (b)(7)c \" A State Farm spokesperson Is
quoted in both the USA Today and the Washington Post articles acknowledging that
"Information from State Farm may help confirm a trend NHTSA is already aware of, or
help identify a new one." When asked about these quotes, | (b)), (b)(7)c |told OIG
investigators, 'f (b)(6), (b)(7)c "

Following the February 8 USA Today story,| (b)®), (b)?)c |developed a public relations
strategy and | (b)(6). (B)(7)c - According #96). (b)(7)c
(b)(6), (b)(7)c_| alsO| (b)(6), (b)(7)c on NHTSA at the suggestion of[ (b)(6), (b)(7)c
(b)(6), (b)(7)c | In a February 11 email to| ()@®), (b)(7)c
| (b)(6), (b)(7)c | stated in part,

(b)(), (0)(6), (b)(7)c

* * *

(b)(5), (b)(6), (b)(7)c

(b)), (b)), (b)7)c | (Attachment 8)

The statement| (b)(6), (b)(7)c |forwarded to| (b)(6), (b)(7)c |read as follows:

State Farm copied the National Highway Traffic Safety Administration on a claim
letter to Toyota dated September 7, 2007 concerning a 2005 Camry crash that
occurred earlier that year. Our investigative staff reviewed the report and added
the information to our complaint database. At the time we received the letter the
agency already had a formal investigation open. That investigation led to the
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Toyota floor mat recall, announced on September 26, 2007, that included the
Camry. NHTSA had also completed an investigation earlier that year on sudden
acceleration in Camrys in which it had reviewed data from State Farm.

As OIG investigators later learned, State Farm had provided information on sudden
acceleration to NHTSA beginning in 2004, and the information was not added to
NHTSA's complaint database, ARTEMIS, as represented.

The Trip to Bloomington

The Secretary traveled to Bloomington, Illinois, on February 12, to attend a local
Chamber of Commerce function. Bloomington is the corporate headquarters of State
Farm. As| (b)), (0)(7)c | later told OIG investigators, ' (D6 (D))o

(b)(6), (b)(7)d

(b)(6), (b)(7)c i

On February 10,/ (b)®), (0)@)c |emailed| (b)(6), (b)(7)c lto aska), (b)(7)c
opinion on such a trip: " (b)(6), (b)(7)c
(b)(6), (b)(7)c | He's wondering what you think about that. . . ."
(b)(6). (b)(7)c_|replied, ™ (b)(6), (b)(7)c |
(b)(6), (b)(7)c
I (b)(6), (b)(7)c " | 0)®6), (b)(7)c |responded: “Would

you call me? (b)), (b)@)c |(Attachment 9)

Later that morning,| mye). (b)7)c €Mailed| (b)(6), (b)(7)c Istating in partb)(s), 0)(6), (b)(7)c

(b)(5), (b)(6), (b)(7)c

| (b)(6), (b)(7)c |prepared the following talking point for the Secretary for his Bloomington
trip.

Our Office of Defects Investigation at NHTSA routinely works with State Farm
and other insurance companies, asking them for claims data to support our
ongoing investigations.

In the case of unintended acceleration, NHTSA asked State Farm for information
and State Farm provided five years worth of data in March of 2006.
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State Farm also copied NHTSA on a claim letter to Toyota dated Sept. 7, 2007
concerning a 2005 Camry crash that occurred earlier that year. Our investigative
staff reviewed the report and added the information to our complaint database. At
the time we received the letter, we already had a formal investigation open. That

investigation led to the Toyota floor mat recall announced on Sept. 26, 2007 that
included the Camry.

Here's the bottom line: We were on top of the situation. State Farm didn't discover
this stuff and bring it to our attention, which is how it was portrayed to reporters.

At approximately 10:45 a.m. on February 12, the Secretary met briefly with State Farm
I (b)(6). (b)(7)c and| (B)(6), (b)(7)c at a reception
in the Central Illinois Regional Airport in Bloomington. |m)®), (b)(7)clapproached the
Secretary after the Secretary concluded his remarks. According to| (b)), (b)(?)c |after
exchanging greetings and thanking the Secretary for his continued support of high speed
rail, the Secretary brought up the Toyota issue saying words to the effect, ")), (b)(7)c|
| (b)(6). (b)(7)c |
(b)(6), (b)(7)c " lo)(6), (b)(7)ctold the Secretarys), (b%
awful” if what State Farm provided to the media created problems. |()(6), (b)(7)c|38) (7)c
was "deeply apologetic” and State Farm had no intention to embarrass NHTSA. At some

point in the conversation, the two were joined by|[ (b)@e), (b)@)c | According #R6), (b)(7)c

(b)(6). (b)(7)éand the Secretary repeated their conversation for the benefit of [ ()(@), (b)(7)c
b)(6), (b)(7)c|Said the Secretary stated that the media coverage has led to congressional
hearings. |(b)(6), (b)(7)clstated that| (b)), (b)@)c_|replied, "We're aware" or "I know," and

said State Farm "would cooperate fully in the congressional investigation.{b)), (b)(7)c

[(B)(6), (D)7)d later told OIG investigators tbat), (bjeelkieved “"there was no ill intent” on the

part of the Secretary during this conversation.

Sometime during the weekend of February 13-14, the Secretary and| (b)), (b)(7)c | talked
by phone abeyt), (neeting with State Farm. As| ()(), (b)7)c [told OIG investigators,

(b)(6), (b)(7)c
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Emalls State Farm

On Monday morning, Feer(aWsl -emalled the Secretary about his State

CEEEmEen emailed GG, a8

(b)(5), (B)(6). (B)(7)c

(d @IG interview,[ ()  |could not explain under what authoriiy
obligated or entitled to ensure that State Farm's testimony was "consistent with the facts."

Wher'nailed_later that day about delays in rounding up the

esponded:

three
(0)(5). D)6} D) 7)c
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(b)(5), (b)(6), (b)(7)c

(b)(5), (b)(6), (b)(7)c

At 1:17 pm,[(b)6), ()@)c]replied,| (b)(5), (b)(6), (b)(7)c

(b)(5). (b)(6), (b)(7)c

| (b)), b)(7)c |forwarded this email thread to DOT General Counsel| (b)), (0)(7)c |with

the following note attached: | (b)(5), (b)(6), (b)(7)c
(b)(5), (b)(6), (b)(7)c
(b)(5), (b)(6), (b)(7)c (Attachment 11)

At 1:26 pm,|_(b)(6). ()()c_|emailed|b)(6), G)(@)cla copy of & (b)(6), B)D)e (in the
Secretary's voice) on the State Farm story. The email does not contain any explanation or

qualifier by| (b)), (b)(7)c | indicating tt), (b)wps uncertain about the accuracy of any
facts represented In the post. The attached blog post states:

NHTSA welcomes safety information from all sources

There's been a lot written recently about the National Highway Traffic Safety
Administration's responsiveness to information provided by State Farm on the
issue of Toyota vehicle safety--much of it factually incorrect or incomplete.

I have read the articles discussing how State Farm notified NHTSA of trends in
customer claims that point to car safety issues.

But what's missing from those articles is the fact that NHTSA officials actually
asked State Farm to provide that information so they could incorporate it into
their ongoing vehicle defect investigations. As they do information from all
sources.

[EMBEDDED VIDEO FROM NBC NIGHTLY NEWS]

For example, State Farm copied NHTSA on a claim letter to Toyota dated
September 7, 2007. This letter concerned a crash that occurred earlier that year
involving a 2005 Camry. Our investigative staff reviewed the incident report and
added the information to our complaint database.

What you may not have read is that, at the time we received the letter from State
Farm, NHTSA already had accumulated considerable experience investigating
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similar concerns with this vehicle as part of two defect petitions and was in the
process of investigating this vehicle for a separate concern involving floor mat
entrapment. Although no defect was identified in either defect petition, the
investigation led to the Toyota floor mat recall, announced on September 26,
2007, that included the Camry.

Despite media reports to the contrary, NHTSA has not received analyses or
warnings related to unintended acceleration from State Farm. From time to time,
NHTSA requested and received broad data concerning unintended acceleration in
all manufacturers’ vehicles. This information offered no new root causes or
trends.

I'll say it again: we already had an investigation open, and State Farm provided
NHTSA no new information.

Now, NHTSA had also completed an investigation earlier that year on sudden
acceleration in Camrys in which it reviewed five years worth of data from State
Farm that agency officials had requested.

So, the idea that NHTSA is in the business of ignoring information--valuable or
otherwise--from automobile insurers, safety organizations, or consumers is
patently ridiculous. I hope we can all agree that, when consumer safety is at stake,
it's important that consumers be able to turn to their safety agencies. Right now,
consumers need the clarity on Toyota safety that only an authoritative safety
agency can provide.

[EMBEDDED VIDEO FROM ABC's GOOD MORNING AMERICA]

And that's why | appeared with Brian Williams on NBC's Nightly News and with
George Stephanopoulos on ABC's Good Morning America.

| want people to know, as | have said over and over, that safety is our number one
priority at DOT, and in none of our agencies is that better demonstrated than our
auto safety agency. (emphasis in original) (Attachment 12)

As OIG investigators later learned, State Farm had provided some information to
NHTSA on its own initiative and the information was not added to NHTSA's complaint
database.

(b)(6), (b)(7)c |emailed| (b)(6), (b)(7)C at 4:59 p.m. on February 15, stating in part

(b)(5). (b)(6), (b)(7)c
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(b)(5). (b)(6), (b)(7)c

During). B)OXG interview, [ (b)(6), (B)7)e describgd), (b)intent in sending these emails to
State Farm as follows:

(b)(6), (b)(7)c

State Farm Reacts to| (b)®), (b)(7)c |Emails

State Farm | (b)(6), (b)(7)c limmediately identified | (®)®), B)@)c |
emails as a legal concern. | (b)), (b)(7)c [told OIG investigators, "There was no way an
employee of State Farm would be discussing State Farm congressional testimony with
anybody [outside State Farm]." As SOOI‘@b&@EX&\X\ﬂ (b)(6), (b)(7)c Iemajd@muiered the
issue to be handled between legal departments.

State Farm| (b)(6), (b)(7)c itold OIG investigators (ha), (b)tee, had a
problem with [ (b)), (0)(@)c_| email. According to| (b)), (0)(7)c |the last thing State
Farm wanted was the appearance it was coordinating congressional testimony with
anyone.

The Lawyers Talk; DOT Learns of Additional Contacts between State Farm and
NHTSA

Sometime in the late afternoon on February 15, State Farm| (b)(6), (b)(7)c |
| (b)(6), (b)(7)c |ca||ed| (b)(6). (b)(7)c told OIG investigateys), (o)wes ordered to

call DOT to respond to | (b)(6), (b)(7)c |email and explain that State Farm was not in a
position to coordinate communicationsg)e), M)tnied to reach [ (p)e), b)@)c | but was
unsuccessfulgw@;(ajtedl (b)(6), (b)(7)c |replied with words to the effect,
"You probably want to talk to the lawyers." After unsuccessful attempts to connect, the
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(b)(6), (b)(7)c leventually spoke by phone. | (0)(6), (b)(7)c |Was Wit}ig), (b)(7)c
(b)(6), (b)(@)6B), (b)office when they spoke to| (b)(6), (b)(7)c itold OIG investigators
that), (biadd | (b)), (b)(7)cthat State Farm had received three congressional subpoenas, and
(b)@), (p)@3éd words to the effect, "State Farm is not in a position to coordinate
communications" given the pending congressional inquiries. [()@), (0)(7)c| then asked
about the accuracy of the blog post. [ (b)), (b)(7)c |reported that), @sohd| )e), o) @)e |"did
not want to characterize or editorialize” but that State Farm's first contact was on
February 27, 2004, not 2007, and it was initiated by State Farm. [(o)(6), (b)(7)c|asked for the
specifics of the 2004 contact and about any other dates. [ (b)), (b)(7)c 38I(H), (b)@I§6), (b)(7)c
(b)(6), (b)(@that State Farm was still working on the congressional document requests @sye), (o)(7)c

did not have all the dates, but| (o)), (b)(7)c |provided| (b)), (b)(7)c \with the dates of five

other known contacts.

(bh8), (b)QJE interview,| @), (b)(@)c | recalled the conversation as follows:

(0)(®). (b)lexplained to] (b)), (B)(7)c_|that we were trying to get the facts of
the matter in this case, and that we understood that they had information that
could be helpful to us, and that we were kind of operating at a deficit because we
were missing information, and[__ (b)), (b)7)c _|said tbaH), (bjexgected to be
subpoenaed by the committees on the Hill. | tkﬁﬂk@g’@ﬁb@%heard from two
or three of the committees on the Hill, expected to be subpoenaed the next day for
all of their documents, and that did not want to be seen as cooperating with us at
all. And thrs), (fpmceeded to keep talking. | megs), (@kind of shut us down, but
tb){ﬂ@@ay&ed telling us dates we should look for e-mails.

(b)(6), (b)(7)c|recalled the conversation as follows:

... So | talked (toa}td | said, we don’t have a record of such a
conversation, can you get us the document, the email or whatever it is, so that we
can see what it was, because we don’t know what it was. Amg(e), (b)(said, you
know, well, we don’t want to send you the documents, you know, you should
already have them. And I remember saying, well, okay, we should already have
them, but we’ve looked and we don’t. So we’d like to know what they say. And
s0 -- 3B§te), (b)(bpsically said, well, I’'m not going to send you the documents, but
I’ll tell you the dates around which time you should be looking for the documents.

(S0, (blgawe us a series of dates. My recollection is there were roughly five
different dates, wig g‘ vgs taking down in some way. Agwmsgiyh look, look
for those dates. Those are the dates, you know, that are relevant. So we said,
okay, thank you. And then we had NHTSA go -- or IT or whoever it was,
somebody had them go look for the documents around those dates. So that’s what
| remember as the first call being. Jusi{e), (b)(BRying, here are the dates of
communications that you should go back and look for.

(b, (JOI6 interview, | (b)), (B)(@)c]did not recall| b)), (b)@)c tellingp), (b)that State Farm

was not in a position to coordinate communications, @), (o)id recall saying (i6), (b)(7)c
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(b)(®), (b)7)c [all I'm asking you for is dates so that we can find the records that after all

are our communications with you. I'm not asking for anything more than thaby{g), (b)(7)c

b)(6), ()@eould not recall hoye), (jgasned that State Farm had been subpoenaed stating, "l

don’t know. I don’t remember.” When asked about witgm), (bjestned that State Farm and
NHTSA did not have a common understanding of events,| (b)®), (b)7)c |told OIG
investigators at one point: "My belief is that there is a common understanding of what the
events show. But | wouldn't know. | haven't talked to| (b)), (b)(7)c [about it."

At 3:44 pm on February 15,| (b)(6), (b)(7)c [sent an email to NHTSA\| (b)(6), (b)(7)c |

(b)), B)(Mkother NHTSA staff, and [ @)@, )@ | With the subject title "Urgent

Conference call on State Farm contacts.” In the email,[ (b)), (0)(7)c Iwrote, [ ©)®), ()@)c |

(b)(5), (b)(7)c

At 4:59 p.m., | (b)®), (b)(7)c |emailed| (b)(6), (b)(7)c with a summary of the

conference call with| (b)(6), (b)(7)c |describing how| p)(e), (b)(7)c | provided additional dates
of contacts from State Farm. (Attachment 13)

NHTSA Unable to Find Additional Contacts

According to| (b)®), (b)(7)c |received a voice mail from| (b)), (b)(7)c fon the afternoon of
February 17. | (b)(6), (b)(7)c |told OIG investigators that] b)), (b)(7)c [said that NHTSA had
looked in its files and could not locate the February 27, 2004 contact, and some of the
other dates provided by| (b)), (b)7)c | NHTSA was concerned that State Farm was
expected to provide these documents to the Hill and they [NHTSA] did not have a record
of the contacts.

| (0)(6), (b)(7)c |recalled NHTSA's inability to find the additional contacts:

(b)(6), (b)(7)c

On the morning of February 18,[ (b)(6), (b)(7)c |spoke with| (b)(6), (b)(7)c by
telephone. (By), (BJQIS interview, | v)(e), (b)(7)c 3ajd). (brsked| (b)), (b)(7)c [to "send us the
documents you're sending to the Committee.” According to| (b)(6), (b)(7)c |

said, "We can't -- | can't give you the documents without a subpoena.” | (b)), (b)(7)c|told
OIG investigators that), (bjand| (b)®), (b)(7)c |replied, "Well, we have subpoena authority
and we have, you know, special order authority, but we don't -- you know, weren't going
to subpoena you for it." [ (b)), (b)(7)c |replied, "It would be much easier if you would. We
would like a subpoena so that we can turn them over." | @), (b)(7)c |told OIG
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investigators thab), (bguggested |(b)(6), (b)(7)cluse the NHTSA subpoena authority to issue a
“friendly" subpoena.

(b)(6), (b)(7)c [recalled this conversation as follows:

(b)(6), (b)(7)c |was decidedly not forthcoming about anything. | remember
we were extremely irritated that after having some press releases from thenqm)a)c

essentially wouldn't tell us anything over the phone @), (bjimilgal response was,
write me a letter or, you know, basically just wouldn't engage with us over the

phonen)&s), (Bm0w(b)(6), (b)(7)éwere both pretty hackedtp), (o)iust that after they

essentially stirred up this issue --

* *

INVESTIGATOR: And (waemyd‘ree on giving those -- that information?

| (b)(6), (b)(7)c | Not at all. As a matter of fact, what came out of either that
initial conversation or a subsequent conversation because we had several, was that
(b)( uldn't give us any information until we actually subpoenaed them. . . .

(b)(6), (b)(7)c |later told OIG investigators that NHTSA was, in fact, eventually able to
locate all the State Farm contacits(6), (b)éaid the initial difficulty was because State Farm's

dates of contact were inaccurate. However, NHTSA! (b)(6), (b)(7)c |
(b)(6), (b)(7Jevho serves as the (b)(6), (b)(7)c |between NHTSA and State Farm,

told OIG investigators thag), (o)epuld not, in fact, locate all the State Farm contacts,

(b)(6), (b)(@acknowledged that NHTSA "didn't have a complete picture becaud® P X7
predecessor had passed away." According to| (b)(6), (b)(7)c |the State Farm information
helped "fill in the gaps."

NHTSA issues a Special Order to Obtain State Farm Documents

On February 18, following the| (b)(6), (b)(7)c |conference caII,| (b)(6), (b)(7)c |vvent
to NHTSA (b)(6), (b)(7)c land asked
(b)(6). (B)[tocdraft a subpoena.| (b)(6), (b)(7)c 'and has been
in this position for approximately (b)(6), (b)(7)c irecommended using a Special

Order rather than a subpoena, and told | (h)6), (b)(7)c |that NHTSA has issued a Special
Order to State Farm in the past.? According to| (b)(6), (b)(?)c |the office has never issued a
subpoena under the Vehicle Safety Agj), (b)explained to OIG investigators that NHTSA
obtains information through Information Requests and Special Orders, and Special
Orders are broader in scope than subpoenas and are not limited to violations of the Act.
Special Orders can be used to obtain documents and answers to questions, can include a

continuing obligation provision, and may be enforced in U.S. District Court. |(b)(6), (b)(7)c

@rovided OIG investigators with a copy of a draft Special Order (printed on a grid sheet) issued to State Farm in
2006. No copy of the final Special Order could be located. This Special Order includes a request for information that would be
considered personally identifiable information. According teh)(6), (b)(ZJNHTSA has no central record keeping system for
Special Ordemﬂgﬂb’ey}@able to tell OIG investigators how many Special Orders have been issued by NHTSA.
U.S. Department of Transportation — Office of Inspector General
FOROFHICIALUSE-ONLY
(Public availability to be determined under 5 U.S.C. 552, Freedom of Information Act)

REDACTED FOR DISCLOSURE


MGCSXG
Redacted for Disclosure

MGCSXG
Cross-Out


#/10EOO00032SINV 19

said that (b)(6), (b)(7)c At the time of
the request,| (b)(6), (b)(7)c |[Wwas not told that a congressional investigation was pending or
that the Special Order was to obtain State Farm documents being provided to
congressional committees under subpoena. Within hours,|(b)(6), (b)(7)c|drafted the Special
Order and a cover letter for| (b)), (b)(7)c [signature. |(b)(6), (b)(7)c| said "time was of the
essence" with this Special Order.

(b)(6), (b)(7)c [then called NHTSA| (b)(6), (b)(7)c |to get a fax

number for State Farm.| ()(6), (b)(7)c |faxed the Special Order to State Farm, who received
the fax at 6:44 pm (Central Time). (Attachment 14) The cover letter for the Special
Order states:

Pursuant to 49 U.S.C. §8 30166(g) and 49 CFR Part 510, The National Highway
Traffic Safety Administration (*"NHTSA" or "agency") issues the enclosed Special
Order relating to unintended acceleration in Toyota vehicles.

As you know, there is considerable public interest in information on unwanted
acceleration in Toyota vehicles. State Farm has provided information to NHTSA
in the past, and we are sending this Special Order to cross-reference our
documents with yours. We understand that a congressional committee has also
requested this information and State Farm has provided it or will soon provide it.
We therefore expect that it is readily available.

Under the above-cited statute and regulation, the Secretary of Transportation may issue
Special Orders "in carrying out this chapter.” The Secretary's authority is defined as
investigations that "may be necessary to enforce this chapter” or "related to a motor
vehicle accident and designed to carry out this chapter."” This chapter referenced is
chapter 301, entitled "Motor Vehicle Safety."

In his OIG interview, |(b)(6), (b)(7)c/explained the purpose for which the Special Order was
issued:

The purpose as | think I've tried to explain several times was to make sure
that NHTSA had all the communications between State Farm and NHTSA that
had been relevant to this issue.

BY INVESTIGATOR: In anticipation of a congressional hearing?

(b)(6), (b)(7)c
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At another point dur(mgl(memew told OIG investigators Mma(t.(nc

believed NHTSA had all the records prior to Issuing the Special Order:

emalled_descrlblng Iwm.}mefed the Secretary on

the Special Order.

When interviewed, told OIG investigators the Special Order was issued in
connection with an mvestlgatlon "in the generic sense,"(bus), (agopld not recall if NHTSA
had an open investigation of Toyota at the mm;gaed the Special Order

recalled, "

NHTSA told OIG investigators
that the SpeC|aI Order was not related to any open investigation. We found no evidence

(b)(.WﬂS aware of the existence of the Special Order until after the documents were
produced by State Farm andiwas asked to review the records.
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Durile interview,|(b)(6), (b) 7)c|implied to OIG investigators that the State Farm
information was of minimal valygyg), (b)Stated, " | (b)(6), (b)(7)d |

(b)(6), (b)(7)c
According to| (b)(6), (b)(7)c |nowever |(b)(®), (b)(7)c|callex). (byomcFebruary 19 askiegs), (o)D)
produce the documents quicker because the Secretary was about to testify before

Congress. [(b)®), (b)(7)c |stated to[ (b)(e), (b)7)c |words to the effect, | (b)), (b)(7)c

(b)(6), (b)(7)c |
)(6), (b)(7)c| (b)(6), (b)(7)c replied that State Farm would not provide the documents until after
It had complied with the congressional request.

~

State Farm Produces the Documents

On Friday evening, February 19, State Farm hand-delivered documents to the three
congressional committees as ordered by the subpoenas. State Farm then complied with
the Special Order and supplied a copy of the documents to DOT. State Farm's response
to DOT states in part, "As we discussed, we are herewith producing all of the material
that we have produced to the House Energy and Commerce and Oversight and
Government Reform Committees up to the present time which you have indicated would
comply with the Special Order." Also included in State Farm's response was the
following section: "Additionally, the House Committee on Oversight and Government
Reform asked a series of questions to which State Farm responded.” The State Farm
response then identified the six questions and State Farm's answers. (Attachment 16)

According to| (b)), (b)) H) ® { viewed the documents in| (b)), (b)(7)c (office V\(HHE), (b)(7)c

(0)6), (b)7)and [ (bye), b)@)c || fd OIG investigators, "And we -- they found some
documents and we were able to pin it down pretty quickly, the dates from 2003 and
2004." | (b)), (b)(7)c |similarly recalled reviewing the documents on that Friday night in
| (b)(6), (b)(7)c | office. |(b)(6), (b)(7)c|denied to OIG investigators reviewing these recor@ss), (b)(7)c
stated, "As soon as they arrived, | gave them to| (m)@®), ()7)c |[to deliver them to
NHTSA."

(b)(6), (b)(7)c [told OIG investigators ¢ ‘:::u eyiewed the State Farm documents that Friday
evening and scanned the documents (Bi@), (b)¢ mputer(.wsed the information to "fill in
gaps.” [ (b)(6), (b)(7)c |said, "And | made up a ring binder. | made several copies and
circulated it throughout the department, with my chronology and commentary, and the
supporting documents, some State Farm, some mine because | felt that | had an
obligation to explain to my management, you know, what we knew and when we knew
it." [ (o)), (b)(7)c |said thatis), (b)&mrowledge that was the sole use of the State Farm
information. We found no evidence that DOT submitted any of the State Farm documents
to congressional committees.
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(b)(6) Provides the State Farm Information to a Detroit News Reporter

Within hours of receiving the State Farm's records on February 19,| m)®), (0b)(7)c |
provided the State Farm information and possibly the records themselves to a reporter
from the Detroit News)(E). (b)@mailed a different Detroit News reporter at 9:33 a.m. on
Saturday, February 20, saying, '| (b)(6), (b)(7)c |

(b)©), B)(?)ec | (Attachment 17)

At 11:12 am.,[ )@®), (b)(7)c |emailed the Secretary,| (b)(5), (b)(6), (b)(7)c
(b)(5), (0)(6). (b)(7)c
(b)(5), (b)(6), (b)(7)c ((Attachment 18)

The Detroit News story was referenced in the Secretary's February 21, 2010 blog entitled,
"The Truth about State Farm, Toyota and NHTSA." (Attachment 19) As | )®), (b)7)c |
later explained to OIG investigators,

(b)(6), (b)(7)c

The blog states,
There's been a lot written recently about the National Highway Traffic Safety
Administration's responsiveness to information provided by State Farm on the
issue of Toyota vehicle safety--much of it factually incorrect or incomplete.

Today's Detroit News has it right, however. . .

Dur(us)@)tﬁ interview,_(B)(6), (0)(@)c_could not identify any factual inaccuracies in
any of the press reports.

The Detroit News story reported,

The Detroit News obtained on Saturday a series of e-mails between State Farm
and NHTSA officials in 2004 that show the government had already been probing
the issue. The e-mails show NHTSA was appreciative of the "timely"
submissions by the insurer. The records also show that NHTSA continued to
working with State Farm in 2009 as it further probed the issue of unintended
acceleration in Toyota vehicles.

®The b)(6), (b)(7)c It is not clear

contact on issues of mutual interest. Investigators were unable to determine who initiated contact on this matter.
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But the new e-mails don't shed any new light on why NHTSA ended its
investigation in July 2004 without requiring any action by Toyota Motor Corp.
NHTSA dropped its investigation because it didn't find a safety defect or any
evidence of an unreasonable safety risk, the government said . . .The records
detailing contacts between the insurer and NHTSA were turned over by State
Farm to the House Oversight and Government Reform Committee late Friday,
which will hold a Wednesday hearing on Toyota's worldwide recall of 8.5 million
vehicles over pedal entrapment and sticky pedal concerns.”" (Attachment 20)

DOT's Official Response to Rep. Issa‘s Referral for Investigation

The congressional committees received the State Farm records on Friday, February 19.
By Monday, February 22, Rep. Issa's staff identified a legal concern with| _(b)(5), (b)(7)c
and|(b)(6), (b)(7)clemails and referred the matter to the Inspector General.

On February 22, a Politico reporter emailed| (b)), (b)(7)c I(response on the Rep.
Issa investigative referral. (b 5), (HOJG interview,| (b)®), (b)(7)c ktated tba(dmmn had a
conference call with the Secretary (who was out of town),| (b)), (b)(7)c | and|()(6), (b)(7)c|to
discuss what to say to the Politico reporter. According to| (b)), (b)(7)c | the Secretary
was clear in what to say. | (b)(6). (b)(7)c_| saidh). (Bhwyote it down and typed it up. At 4:38
pm(8). (b)érnailed the statement to the Secretary, with a courtesy copy to[ (b)(6). (b)(7)c Jand
| ibjisj, ibji?ic |(Attachment 21) After receiving no comments or suggested changes(s), (b)(7)c
(b)(6), ()Lemailed the statement to the Politico reporter at 4:52 p.m. (Attachment 22)
(b)(6), ()(7)c_[told OIG investigators taib), (bjene|m)e), ()@)clalso called the reporter to
provide additional information on background, but the reporter did not use any of the

backgroungbjd), (oftoey.

The Secretary's statement, as transcribed by| (b)), (b)(7)c |read as follows:

State Farm apologized to me and my staff about media stories that portrayed State
Farm as having been the first to alert NHTSA to sudden acceleration in Toyota
vehicles. After those apologies, my staff was merely confirming that State Farm
now agreed that NHTSA was already looking into this issue before it received
information from State Farm.

We found no evidence that State Farm has publicly acknowledged that it agreed NHTSA
was already looking into the issue before it received information from the insurer. With

the exception of |_(b)(6), (b)(7)c |emails, we found no evidence that State Farm privately
acknowledged this assertion. At the time | (b)(6), (b)(7)c original February 15
emaikd). (b)ostieved there to be only a single State Farm-NHTSA contact in 2007, m;tmc
also acknowledges tia), (b)@ached out to State Farm becausg), (bjdit not have all the
facts. The statement that DOT staff was "merely confirming™ is a characterization that is
incomplete and inconsistent with the record.
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[ 0)6), (D)@)c |and |®)(6), (b)(7)c|Received Ethics Training

Upon assumixydl)tties in the Department, | (b)®), (b)(7)c |received an initial agency
ethics orientation from Office of General Counsel| (b)(6), (b)(7)c | on
February 23, 2009. (Attachment 23) | (b)(6). (b)(7)c |received an initial agency ethics
orientation on May 18, 2009. (Attachment 24) According to| (b)), (b)7)c | one of the
topics covered during the ethics orientation is avoiding the appearance of impropriety.
| (b)(6), (b)(7)c stated thﬂ@wﬂcally explains to employees that if allegations about their
conduct would be reported in the Washington Post, then they may be in violation of the
Standards of Ethical Conduct. As we understand this Washington Post test, while the
activities of high-level government officials may occasionally be reported in the media,
the test is intended to apply to media reports relating to the propriety of the official's
conduct.

Media Reports Relating to| (b)), (b)(7)c |Conduct

On February 22, 2010, (b)(6), (b)(7)c |emai|s and Rep. Issa's investigative referral were
reported in Politico under the headline, "Rep. Darrell Issa calls for probe into DOT bigs."
The article states in part: "Issa’s call for the investigation into{p)), (0)@)é— formerly a
Washington correspondent for the Chicago Tribune — has Democrats peeved at the
Obama administration. A Democratic aide said such contact does not look good for
DOT--such  emails show a ‘lack of judgment™ (Attachment 25)
On February 23, the Washington Post published a story on| (b)®), (b)(?)c_|emails and
Rep. Issa's investigative referral under the headline, "Did Transportation Dept. interfere
with Toyota investigation?" (Attachment 26)

| (0)®), (b)7)c |communicated with the White House following the publication of the

Politico and Washington Post articles. In a February 23 email to| (b)), (b)(7)c |at the
White House,| )(®), (b)(7)c [wrote in part,

(b)(3), (b)(6), (b)(7)c

(dx8), (b)emeail,| (b)), (b)7)c |made no mention of NHTSA's inability to locate the State
Farm information or the necessity of issuing a Special Order to obtain the missing
information.
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_and _ Tell OIG Investigators They Believe Their

Actions Were Appropriate

replied:

(), (6JOI6 interview.[(b)(6), (B)T)c|was askechid), Bitmught the use of a NHTSA Special

Order to obtain congressionalli subﬁoenaed records was an appropriate use of NHTSA's

Special Order authority. replied:

In addition, on Special Orders, told OIG investigators that
the Special Order in this case was appropriate because it was "clearly relevant to the
agency's functionings)(s), (b)ls@i twd no concerns about drafting the Special Order
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because: (1)()(6), (b)(7)¢had asked for it,” and (2) NHTSA had issued a Special Order to
State Farm in the past. We determined, however, that unlike the Special Order in this
case the prior Special Order to State Farm was not issued in the context of a
congressional investigation and was used to obtain personally identifiable information
about State Farm policy holders.

When asked about the Special Order, NHTSA | (b)(6), (b)(7)c |

(b)(6), (b)(said, "I hadn't thought of it frankly, but | am glad they did, otherwise we would
have had a witness facing Congress saying gee - | don't know what we said regarding
State Farm back then."

Congressional Staff's Reaction to the Special Order

Rep. Issa's OGR committee staff was not aware that NHTSA issued a Special Order to
State Farm to obtain a copy of congressionally subpoenaed documents and information.
Staff told OIG investigators that NHTSA's actions may have impacted their oversight
investigation. Specifically, committee staff stated:

A key question before the Committee was whether NHTSA reacted appropriately
to reports of SUA investigations prior to the 2009 recalls. Based on Committee
records, it appears that at the outset of our investigation, NHTSA and DOT were
unaware of what information related to SUA events they received from State
Farm and how the agency responded to the information. It was not until after
NHTSA and DOT reviewed documents also submitted to OGR that NHTSA
understood the timing and scope of what they had received from State Farm over
the past decade regarding sudden unintended acceleration in Toyota vehicles. By
obtaining documents submitted to the Committee, NHTSA and DOT were able to
formulate a defense of their review of insurance information. This defense may
not have been possible had NHTSA not obtained documents from State Farm,
pursuant to the special order.

ADDITIONAL INFORMATION

On June 7, 2010, we referred this matter to the Public Integrity Section of the U.S.
Department of Justice (DOJ) to determine if the above-described conduct violated any
criminal statutes. DOJ has declined prosecution.
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U.S. Department of Transportation
Office of the Secretary of Transportation

OFFICE OF INSPECTOR GENERAL

INVESTIGATION NUMBER DATE
REPORT OF INVESTIGATION 111E002CCU July 25, 2012
TITLE PREPARED BY SPECIAL AGENT | STATUS

/ INVESTIGATOR

(b)(6), (b)(7)c

SA  (b)6), b)(7)c Final
National Highway Traffic Safety Administration
1200 New Jersey Ave., SE, DISTRIBUTION
Washington, DC 20591 1o (o)), )@ | 178
NHTSA

APPROVED BY

(b)(6). (b)(7)c

SUMMARY:

This investigation was based on a project to identify U.S. Department of Transportation (DOT)
employees and contractor employees who may be using DOT computers and network
resources to access and download child pornography (CP) from the Internet. The Office of
Inspector General (OIG) reviewed DOT Internet logs and identified an IP address assigned to

(b)(6), (b)(7)c National Highway Traffic Safety Administration
(NHTSA), DOT Headquarters, 1200 New Jersey Ave., SE, Washington, DC 20591, that was
accessing the Internet and searching for terms indicative of CP.

DOT-OIG's examination of | @)@), g)@e DOT-issued laptop computer identified pornographic
images, to include obscene visual representations of sexual abuse of children (specifically,
images of a cartoon nature) and numerous Internet searches indicative of an individual looking
for pornographic material, specifically material depicting minors.

DOT-OIG monitored [)@®). )@e DOT workstation for over a month recording |)@). G)@e online
activities and capturing screen shots of |m)e), d)@e desktop display at the time keywords were
typed into the web browser. The screen shots included searches for “hentai loli,” “dancing
girls,” “lesbian loli,” “hentai my little pony,” “hentai beautiful twins,” and “hentai blood.”

During an interview with DOT-OIG agents, (b)), ()@cadmitted to searching for and viewing
cartoon images thaté). (described as “inappropriate” while at work and am). G(DOT-issued
computer.®)®), G)@provided a written statement detailings), wyinierent activities at work.
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The DOT-OIG conducted a sample time analysis for the month of December 2010 and
concluded p)©). G)@e spent approximately 22 hours (avg. 37 min/day) actively searching out
online content. By multiplying the value of approximately 22 hours/month by 12 months, the

figure for time spent bywm)e), G)@eper year actively searching online content is approximately
264 hours/year (11 days).

The DOT-OIG coordinated with a Department of Justice (DOJ) Trial Attorney with the District
of Columbia, who declined the case for prosecution as there were no chargeable CP images.
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IDENTIFICATION:

The following is identifying information regarding the subject of investigation:
Name: (b)(6), (B)(7)c

Home Address:
(0)(8), (b)(7)c

Grade: (b)(6), (b)(7)c
Date of Birth: (b)(6), (b)(7)c
SSN: (b)(6), (B)(7)c
Current Title/Post of Duty: (b)(6), (b)(7)c

National Highway Traffic Safety Administration,
Department of Transportation Headquarters
1200 New Jersey Ave, SE

Washington, DC 20591

Criminal History: None
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BACKGROUND:

In late January 2011, DOT-OIG initiated an investigation to identify DOT employees and
contractors who may be using DOT computers and network resources to access and/or
download CP from the Internet. DOT-OIG obtained a copy of Bluecoat! logs covering the
previous 12 months, and analysis of the logs identified an IP address at DOT headquarters as
having a large number of “hits” (in the thousands) for Internet searches of terms indicative of
CP (Attachments 1 and 2). The IP address was assigned to|®)e). (b)@e DOT-issued computer.
DOT-OIG conducted an analysis of | w)®), t)@e DOT-issued computer and found evidence that
supported the results of the Bluecoat log analysis.

The possession, distribution, and/or receipt of child pornography constitutes a federal crime in
violation of 18 USC § 2252 (Certain activities relating to material involving the sexual
exploitation of minors) and/or 18 USC 8 1466A (obscene visual representations of the sexual
abuse of children). This activity is also in violation of Standards of Ethical Conduct for
Federal Employees codified under 5 C.F.R § 2635.704, Use of Government Property.

All DOT federal employees, contractors, and other personnel who are provided access to DOT
information or to DOT information systems are required to acknowledge the DOT Rules of
Behavior annually. This is done either through the DOT online training management systems
(TMS) for employees, or the DOT Security Awareness Training (SAT) application for its
contractors. Section 4(d), Use of Government Office Equipment, DOT Order 1351.37,
Departmental Cyber Security Compendium, Appendix E, DOT Rules of Behavior (Attachment
3), specifically addresses the use of government equipment.

4. Use of Government Office Equipment, (d) | understand that the viewing of
pornographic or other offensive or graphic content is strictly prohibited on DOT
furnished equipment and networks, unless explicitly approved by Secretarial Office
Head or Component Administrator in order to support official duties.

1 A network device that maintains a log of websites visited by computers connected to the DOT network.
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DETAILS:
Review of [)®). )@e DOT-issued laptop computer

On March 14, 2012, the OIG's Computer Crimes Unit (CCU) began analysis of a forensic
image? of the hard disk drive (HDD) on|m)e), t)@e DOT-issued laptop computer. Analysis of all
allocateds images located on the HDD did not identify sexually explicit images any kind.

Analysis of the unallocated space4, Hiberfil.sys® and Pagefile.sysé on the HDD identified
sexually explicit images to include obscene visual representations of sexual abuse of children
(specifically, images of a cartoon nature) . This analysis involved carving out files with a .JPG
file header from unallocated space using Foremost’. Carving is a process of locating a deleted
file, either in its entirety or through fragments, by searching for its unique file headers and
following the data string. The data carve resulted in the identification of approximately 4,833
image files, including 1,340 pornographic image files of which 310 of these files appeared to
contain obscene visual representations of sexual abuse of children (cartoon in nature). Due to
the explicit nature of these images, they were not included in this report but will be made
available to authorized personnel upon request. No other relevant data was found.
(Attachment 4)

Review of the System Registry determined that ®®). ®@avas using Mozilla Firefox witly(e). ®))c
browser set to delete browsing history when closed.@)®), b)@cconfirmed these settings during an
interview.

2 Files that contain the data from the source media that can be restored to other media in such a manner that the bit-by-bit
order on the source drive is the same as the restored drive.
3 Allocated files are those files the file system sees as active, non-deleted files and currently referred to by the file system.
4 Space on media that is not currently referred to by the file system. If this area has been previously used, and not “wiped,”
it will contain remnants from that prior use. Deleted files are one type of unallocated space.
5 Source: http://www.forensicswiki.org/wiki/Hiberfil.sys
Hiberfil.sys is the file used by default by Microsoft Windows to save the machine's state as part of the
hibernation process. The operating system also keeps an open file handle to this file, so no user,
including the Administrator, can read the file while the system is running.
6 Source: http://searchcio-midmarket.techtarget.com/sDefinition/0,,sid183_gci214300,00.html
In storage, a pagefile is a reserved portion of a hard disk that is used as an extension of random access
memory (RAM) for data in RAM that hasn't been used recently. A pagefile can be read from the hard disk
as one contiguous chunk of data and thus faster than re-reading data from many different original
locations. Windows NT administrators or users can reset the system-provided default size value of the
pagefile to meet their particular needs.
7 Source: http://foremost.sourceforge.net/
Foremost is a console program to recover files based on their headers, footers, and internal data
structures.
8 A unit of information that precedes data. In file management, a header is a region at the beginning of the file that may
contain information such as date created and size and type of file.
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A review of [®)©), b)@e| Firefox user account profile “k7y57azc.default” provided investigators
with a list of search terms used by (b)e).®@ein the conduct of this alleged web activity, to
include: “hentai,” “hentai + mother + daughter + dog,” “hentai + anal + balls,” and “hentai +
anal + animal.” (Attachment 5)

Monitor of e)e), ®)@d DOT-issued Computer

On August 4, 2011, the DOT-OIG ] (b)(6), (b)(7)c, (b)(7)e

| ©)Ne

| (b)(6), (b)(7)c, (b)(7)e

| (b)(7)a " The screen shots included searches for “hentai loli,”
“dancing girls,” “lesbian loli,” “hentai my little pony,” “hentai beautiful twins,” and “hentai

blood.” Due to the explicit nature of the images contained in these screen shots, they were not
included in this report, but will be made available to authorized personnel upon request.
| (b)7)e included the following terms:

beautiful twinsstella white nights
drawings lesbian

nami nico closeuhardpuffy

abby winters bdsm

broken hymenfuta growing penishentai
puffy nipplesphoto

longhentai

virginembarrassedmilton twinsblood
fishnet stockings

clitoris

my hentai dog and showlady and the tramp
little lesbian loli

hentai loli

leslita

luckiest peemmahentai

All monitoring activities ceased as of September 15, 2011, and the monitoring software was
removed on September 27, 2011.
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Sample Time Analysis

The DOT-OIG conducted a time analysis for the month of December 2010 to determine how
much time)), d@espent searching and viewing pornographic and other offensive material on
the Internet while at work with DOT. The analysis was based on time data provided within the
Bluecoat logs. Specifically, the Bluecoat logs capture how long it takes to idenfity and
produce web content after a user enters a search string. DOT-OIG concluded @)@), b)@espent
approximately 22 hours (avg. 37 min/day) actively searching out online content. By
multiplying the value of approximately 22 hours/month by 12 months, the figure for time spent
by ®)e). )@eper year actively searching online content is approximately 264 hours/year (11
days). This calculation is based on a combination of the DOT-OIG's time analysis and
®)©). b)(Me admissions during his interview with DOT-OIG agents. This calculation does not
take into account how much timegw)e), )@dnay have spent actually viewing the online content.

Interview of (b)(6), (b)(7)c bie), ®20:11

On Novembge), 02611, DOT-OIG agents interviewed (b)), (b)(7)c

(b)(6), (B)(7)c regarding allegations of possible criminal conduct which included
searching for and accessing CP. During this interview, ®)@). )@cadmitted to usinge), GDOT-
issued laptop computer at work to search for sexually explicit material using Firefox web
browser and Google Images. (Attachment 1)@ ®@onsented to a search of (b)(6), (b)(7)c
desktop computer. No relevant data was found on the HHD. (Attachment 8)

Interview of (b)(6), (b)(7)c bi6), 02011

On November®). 03011, DOT-OIG agents interviewed)e), @)@cat DOT headquarters (HQ),
1200 New Jersey Ave., SE, Washington, DC 20591 (Attachment 9).®)®). )@ was askedfa), @)(7)c
was willing to provide a sworn, written statement (Attachment 10) regarding), )online
activities, ange), @greed. kne), ) weritten statement, w)e), )@e admitted to using)e), myweork
computers, over a Six or seven year period, to search for sexually explicit material and to play
games while at worle), m@explained that in the past two yeanss). ®has been conducting Google
Image searches for terms like “hentai,” “futanari,” and “loli.” @)e). ) @eadded thats), mysgarches
were for cartoon representations and not for pornography involving actual children. | ®)®). ()@
admittegts), ywaderstoade), (behavior was wrong angts), dywould periodically discontinuge), m)7)c
activities and then start up again.

U.S. DEPARTMENT OF TRANSPORTATION - OFFICE OF INSPECTOR GENERAL

70f8
Ry G by

(Public availability to be determined under 5 U.S.C. 552)

REDACTED FOR DISCLOSURE

IG F 1600.2 (5-86)


MGCGXJ
Line

MGCGXJ
Redacted for disclosure


DOJ referral

On January 10, 2012, CCAd)e), G)riefed USDOJ Trial Attorney on the status of

the case and results of the investigation.
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This was a multi-agency investigation with CHP, State of California, Department of Motor
Vehicles (DMV) and the OIG.

IDENTIFICATION

Name of Defendant: James Franklin Taylor

Business Address: 700 Parker Avenue
Rodeo, California 94572

DOB: 09/01/1945

Position: Owner

BACKGROUND

NHTSA is an agency within DOT that administered the Cash-for-Clunkers program. On June
24, 2009, President Barack Obama signed the Consumer Assistance to Recycle and Save
("CARS") Act of 2009. The Act directed the Secretary of Transportation, acting through the
NHTSA, to establish and administer a program in which owners of vehicles meeting statutorily
specified criteria could receive a monetary credit or rebate for trading in a vehicle and
purchasing or leasing a new, more fuel-efficient vehicle. The rebate was either $3,500 or
$4,500 depending upon the improved fuel efficiency of the new vehicle. The CARS program
was to reduce the emission of greenhouse gases by taking older, less fuel-efficient cars off of
the street. The CARS program started in July 2009 and lasted to approximately August 24,
2009.

DETAILS

On December 17, 2010, the case was referred to the U.S. Attorney's Office (USAQO), Criminal
Division, Northern District of California, Oakland, CA, for prosecution. The case was
accepted by the USAO and assigned to Assistant United States Attorney (AUSA) Keslie
Stewart. (Attachment 1)

On December 29, 2010,‘ (B)(©). (B)(7)e \ was interviewed

regardimg(k)nowledge about Auto Wreckers. (b)), (0)@)e found out through an audit that Auto
Wreckers picked up approximately 295 vehicles from four car dealerships in Northern

California.(B)@), (b)@ealso found that Auto Wreckers had only entered about 20 cash-for-clunkers
into the National Motor Vehicle Title Information System (NMVTIS). ()©), b)@e stated
NMVTIS was a U.S. Department of Justice database that NHTSA accessed to make sure
disposal facilities reported the status information on the trade-in vehicles. On June 10, 2010,

(0)(6), (b)@econducted a compliance audit at Auto Wreckers. At that time, Taylor stated tog)e), (b)@)e

that all of the cash-for-clunkers at his facility were crushed. (Attachment 2)
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On February 7, 2011, | (b)(6), (b)(7)c ' TFE, was interviewed

regarding the two cash-for-clunkesge), myhad @fe), mHacility g)e), my@conducted business with
| ®)®). ®)@e  since approximately October 2009. |~ u) @) i@e | dropped off two vehicles at TFE
on January 21, 2010, to have exported to Nigeria. The two vehicles were a 2002 Isuzu Rodeo

and a 2000 Jeep Grand Cherokeqd)(e), (b)(7bnever exported the two vehicles out of the country for

| (b)(6), (b)(7)c \(4)(5), (b)(7bghought (b)(6), (b)(7)c mentioned to
(b)(6), (b)( (ggt the two vehicles from the Cash-for-Clunkers programy g g g0t suspicious
about the two vehicles and notified U.S. Customs. (Attachment 3)

On February 10, 2011, (b)(6), (b)(7)c ‘Auto Wreckers, was interviewed
about the two cash-for-clunkesss), (was trying to export to Nigeria. L (b)(6), (b)(7)c

of the 2002 Isuzu Rodeo and 2000 Jeep Grand Cherokee.| @®)®), )@ bought the two cash-for-
clunkers from Auto Wreckers in approximately early 2010. Besides these two cash-for-
clunkers, )@), ®)@e | also purchased two more cash-for-clunkers (2001 Acura MDX and 1997

Toyota Tacoma pickup truck) from Auto Wreckers admitted that all four vehicles
(b)( purchased from Auto Wreckers were from the Cash-tor-Clunkers program ) myAnew they

were from the Cash-for-Clunkers program and paid approximately $800 apiece for each of the

vehicles. Taylor told | @)e). ®)@e |tha®), Gyhad vehicles available and to go to| ®)e). G)®e

Chevrolet in Richmond, CA, to take a look at the cash-for-clunkers. (Attachment 4)

On March 24, 2011, James F. Taylor, owner of Auto Wreckers, was interviewed regarding the
cash-for-clunkers he sold to| mye), m@e | Taylor stated he did participate in the Cash-for-
Clunkers program. | (b)(6), (b)(7)c T who worked at
Auto Wreckers as the| @), @)@e | Under Taylor’s direction, (b)), ()@e entered the disposal
information of all the cash-for-clunkers in NMVTIS as crushed. Taylor said it was his
responsibility to make sure the cash-for-clunkers were crushed, no Taylor admitted
to selling some of the cash-for-clunkers as auto parts. He also admitted to selling two of the
cash-for-clunkers t0| (b)(6), (b)(7)c \Taylor sold the two cash-for-clunkers for approximately
$600-$800 apiece. He believed that' ®)@), )@e wrote him a personal check for the two
vehicles. After Taylor reviewed photographs of four cash-for-clunkers, he identified a 2002
Isuzu Rodeo and a 2000 Jeep Grand Cherokee as being the two vehicles he sold t
However, Taylor alleged that the other two cash-for-clunkers (2001 Acura MDX and 1997
Toyota Tacoma pickup truck) were taken out of | ®)®), (@e  Chevrolet lot in Richmond, CA,

by| ®)©). G@e | without Taylor’s knowledge. (Attachment 5)

During the search warrant at Auto Wreckers on March 24, 2011, the OIG identified 16 cash-
for-clunker vehicles at Auto Wreckers and two cash-for-clunkers (2002 Isuzu Rodeo and 2000
Jeep Grand Cherokee) that were seized at TFE. According to NMVTIS records, the 18 cash-
for-clunkers were reported crushed. On March 31, 2011, the OIG observed 16 of the cash-for-
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clunkers being crushed at Auto Wreckers. The 2002 Isuzu Rodeo and 2000 Jeep Grand
Cherokee were seized as evidence. (Attachment 6)

On April 12, 2011,
truck, was interviewed regarding the cash-for-clunkg

purchased the truck with
gave $500 cash to give to

of the 1997 Toyota Tacoma pickup

for the down payment on the truck.
stilled owed | @)@), d)@e | $900. believed that they
purchased the truck in approximately January or February 2010. never paid
the $900 because never provideg)(e), G)(mith the correct title paperwork
for the truck. When tried to get the truck registered at the DMV, DMV rejected
the registration. provided DMV with the wrong Vehicle Identification Number

(VIN) information that provided(s), G)¢)c After a DMV investigator visited Auto
Wreckers inquiring about the truck, Taylor bought the truck back frOm_for $700

so it could be destroyed. (Attachment 7)

On April 12, 2011, of the 1997 Toyota Tacoma pickup truck, was
interviewed regarding the cash-for-clunksx wrchased WithH. At the time of
the sales transaction, did not know that the photocopy of the Certificate of Title that
_provided‘ belonged to another vehicle and not to the 1997 Toyota

Tacoma pickup truck. (b)), )@edid not verify the VIN on the Certificate of Title to the VIN on

the Toyota Tacoma truck during the sales transaction. -did not receive the original
Certificate of Title for the Toyota Tacoma truck during the sales transaction. itold

(©)6). B)De thas®)B)bought the 1997 Toyota Tacoma pickup truck from a car dealership.
(Attachment &)

Chevrolet, was interviewed

ealt with Taylor regarding the lease agreement. Since Taylor did not have
enough space at his business to store cash-for-clunkers, Taylor temporarily leased storage
space at_Chevrolet. Taylor leased the storage space for approximately six months.
After approximately a month Taylor was leasing the storage space ave Taylor a key
so Taylor could access the storage lot at anytime. after about a month
or two Taylor started storing the cash-for-clunkers at
befqng.ga:ve Taylor the key showed up at
there and wanted to take a look at the cash-for-clunkers Taylor was storing.

-Lhmt-(was working with Taylor and that Taylor said it was OK f
some of the Vehicles.-called Taylor to find out if it was OK for to take a
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never representeds being

look at the vehicles and Taylor said it was OK.
an employer of Auto Wreckers. (Attachment 9)

On May 5, 2011, Taylor was interviewed again regarding the cash-for-clunkers he sold to
Taylor said it was idea to buy cash-for-clunkers from him, dismantle

them and then ship them to Nigeria as parts only. Since Taylor had known for over
20 years, Taylor believed tha as going to dismantle each of the cash-for-clunkers
and return the engines to Auto Wreckers. Originally, Taylor wanted both of the cash-for-
clunkers dismantled at his shop, but[/@)e) ®)@e |informed Taylor thats), @would dismantle the

vehicles at a ya as renting somewhere in Alameda, CA. Taylor did not have any
knowledge tha was shipping cash-for-clunkers as whole vehicles. Taylor believed
selling a cash-for-clunker as parts only was legal. Taylor did not have a business agreement
with regarding the cash-for-clunkers. Taylor claimed he was not partners with
mything relating to the cash-for-clunkers. (Attachment 10)

On June 9, 2011,

was interviewed again regarding the cash-for-clunkems(s), (b)7)c
purchased from Taylor. said the four cash-for-clunkens-purchased from Taylor
were removed from Chevrolet the same day, but not towed awa@)-mlated the
2001 Acura MDX and 1997 Toyota Tacoma truck were towed away to United Auto Towing in
Oakland, CA the first day, and the following day the 2002 Isuzu Rodeo and 2000 Jeep Grand

Cherokee were towed to TFE in Alameda, CA. _sain.snld the Acura MDX (6), (b)(7)c
believed that the Acura was shipped to Nigeria by

said Taylor provideg ith the title for the Acura. added

th purchased the Acura for $2,000 cash. According to Taylor provided
(b) ith a sales receipt for the Acura. | )@),®)@e | gave Taylor a cashier's check for $2,000.
stated Taylor callad-about the cash-for-clunkers and provide:d-with a hand-
written list of all the cash-for-clunkers Auto Wreckers had in their possession.
(Attachment 11)

of the 2001 Acura

On September 7, 2011,
MDX, was interviewed regarding the cash-for-clu
stated was the individual who sold
$1,000 in cash for the Acura MDX and in return, provide
receipt. The Acura MDX was the only vehicl ad purchased from
was not aware whe purchased the Acura MDX that it was a cash-for-clunker.
never tol that the Acura MDX was a cash-for-clunker. had mentioned to
at (Attachment 12)

ke Acura MDX.

With a bill of sale
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On May 29, 2012, a Criminal Information was filed in U.S. District Court, Northern District of
California, Oakland, CA, charging Taylor with one misdemeanor count, in violation of 18
U.S.C. §§ 1018 and 2- Aiding and Abetting the Making and Delivery of a False Certificate.
On June 8, 2012, Taylor pled guilty to one misdemeanor count, in violation of 18 U.S.C. §§
1018 and 2- Aiding and Abetting the Making and Delivery of a False Certificate.
(Attachments 13 and 14)

On September 25, 2012, Taylor was sentenced in U.S. District Court, Northern District of
California, Oakland, CA, by Honorable Judge Kandis A. Westmore. Honorable Judge
Westmore sentenced Taylor to one year probation. Taylor was also ordered by the Court to
pay a fine of $3,500 and a special assessment of $25. (Attachment 15)

On October 2, 2012, the OIG observed the last two cash-for-clunkers (2002 Isuzu Rodeo and
2000 Jeep Grand Cherokee) being crushed by Auto Wreckers. As a result of Taylor’s
conviction and sentencing, OIG will close its investigative case file. (Attachment 16)

#
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U.S. Department of Office of Inspector General
Transportation Washington, DC 20590
Office of the Secretary

of Transportation

April 22,2013

(b)(B), (b)(7)c

(b)(6), (b)(7)c
Office of the Honorable Sherrod Brown
United States Senate
1301 East Ninth Street, Suite 1710
Cleveland, OH 44114

Re: (b)(6), (b)(7)e
Dear (©)®), (b)7)c

This letter is in response to your email of April 23, 2012, in which you asked the U.S.
Department of Transportation Office of Inspector General (OIG) to review the allegations
of Senator Sherrod Brown’s constituent, (b)(6), (b)(7)c As explained more fully
below, we were unable to substantiate  ()e6), b)7)c  allegations. Consequently, we have
closed our file in this matter.

Background

On October 10, 2002, the National Highway Transportation Safety Administration
(NHTSA) opened an investigation of Dayton Wheel Concepts, Inc. (Dayton) after
receiving a complaint alleging the sudden collapse of a motorcycle wheel produced by
American Wire Wheel, a company purchased by Dayton. Given NHTSA’s investigation,
Dayton recalled the wheel and provided affected customers with wheels of a different
design.

In a Decembigrs), 02009, letter, ®)©), 0)7c  through legal counsel, petitioned NHTSA to
investigate several allegedly defective motor vehicle wheel models manufactured by
Dayton (b)(6), (b)(7)c and order remedial action for the company. During the
investigation, a NHTSA Vehicle Defects Investigator reviewed information provided by

®©), 0)7)c  including emails and other documents; analyzed data provided by Dayton;
analyzed NHTSA’s consumer complaint database; and interviewed several owners of
motor vehicles equipped with Dayton wheels. The NHTSA investigator found no trend
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indicating the wheels at issue were defective and denied ®©)®), k(7  petition asking
NHTSA to order remedial action. On November 29, 2011, NHTSA published a report in
the Federal Register describing its investigation and the reasons for denyinge), (b))
®)©), b)7)c defect petition.

Current Allegations and Scope of OIG Review

In response to NHTSA’s investigation, (b)®), ¢)7c made several allegations, which you
forwarded to OIG in your April 23, 2012, email. According to  ()e), (b)7)c
Dayton officials may have improperly “influenced” NHTSA’s investigation and decision
to demye), mydefect petition; NHTSA investigatede), o) @defect petition in a “negligent”
manner; and the investigator “threatened” retaliation against )e), p)7)c for questioning
the quality of the investigation. Our review of the allegations included analyzing
documentation provided by__ ®)6), b)7)c  analyzing documentation authored by NHTSA,
and interviewing (®)©), ®)7c and the NHTSA investigator.

Summary of Findings

®)6), b)7)e  Provided No Actionable Investigative Leads Which Might Demonstrate
Dayton Improperly Influenced NHTSA'’s Investigation and Decision to Demy®), (o) Defect
Petition.

(b)®), b)7)c  suggests Dayton used money and business relationships to ensure NHTSA
did not adequately investigate the company or take action against it for producing
defective wheels. To support this contention, (®)@), ()(7)c cited portions efi), ¢)transcript
of a Maye) 0)@006, telephone conference involving 6)6), BT

(0)(8), (b)(7)c - According to page nine af6), b)(7)c

(b)®), (p)(7)c transcript,  ®)®), )7  stated, “We’ve already gotten a ‘BUY’ from them
[UNINTELLIGBLE]. ... A buy for these [UNINTELLIGIBLE].” Further, ®)), 0)7)c
suggested duringe), o) tglephone conversations with OIG that Dayton paid the NHTSA
official who investigated the 2002 complaint and (b)(6), (O)(7)c in return for
favorable investigations and decisions. ®)®), b)7)e  contends Dayton’s improper
influence is also demonstrated by ()e) ©y7)c comments during the Mage), 03006,
telephone conference. (mye), (ym)c  points to pages 3-6 of the transcript, in whighe), )7

b)), by7)suggested that Dayton involve an attorney who specializes in NHTSA issues
because, according tae), b)7)Such attorneys have “a relationship with people at NHTSA”
and “this is a relationship business|.]”

The information ()e), ®)7)c presented to OIG, however, does provide actionable
investigative leads which might demonstrate Dayton improperly influenced NHTSA
conceming (b)(6), (b)(7)c . The meaning of “buy” is unclear, as is the
context in which it was used. Although ()@), b)7)c contends  ®)e), )7  used the
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word “buy,” it is also possible  ®)®). &)7)c  used the term “bye” or “by.” Moreover, we
interviewed the NHTSA official who investigated the 2002 complaint, as well a§e), ©)7)c

(b)(6), (b)(7)c against Dayton. The investigator insisted that no one at
Dayton, including  @ye), my7)c  attempted to influengge) mydnvestigation in any way.
Finally, even if Dayton sought counsel from an attorney whose practice includes handling
NHTSA petitions, doing so is not improper.

OIG Will Not Reinvestigate  ®)6), b7 2009 Product Defect Petition.

®)©), (e disagrees with the sufficiency of NHTSA’s investigation of o)), b)7)c

®)©), k)7 and the agency’s corresponding decision to take no action against Dayton.
OIG, however, typically does not reinvestigate matters originally reviewed under proper
agency authority and within the technical expertise of the agency. NHTSA is uniquely
qualified to investigate (B)(6), (0)(7)c . Moreover, much of the
documentation (b)), b)7)c  provided to Senator Brown’s office — and that )e), (0)(7)c
now wants OIG to consider — is documentation NHTSA analyzed during its investigation
of (b)(6), (b)(7)c has already been given the opportunity to have the
appropriate agency, NHTSA, investigate the evidence supportinge®). G)@entention that
Dayton continued to produce allegedly defective wheels. Finally, as shown abowe)®), (b)(7)c
®)®), 0)7)c provided no actionable leads which might demonstrate Dayton improperly

influenced NHTSA’s decision to deny (B)(), (B)(7)e . Consequently, we will not
reconsider the findings from NHTSA’s investigation into (b)(6), (b)(7)c ;
(b)(6), (b)(7)c

The Evidence Does Not Support __©)e), 0)(7e  Allegation that a NHTSA Investigator
Threatened to Retaliate Againgls), (v)7)c

In support ©f6). (b)@ontention that the NHTSA investigator threatened®), v)@rith retaliation
for questioning the quality of the investigationp)e), ()b, B)7)provided transcripts ofe), ©)7)c
August 26 and September 8, 2011, telephone conversations with the investigator.
According to the transcript of their September 8, 2011, conversation, the investigator
informed (0)(B), (b)(7)c did not hawge), p)permission to record or release
their conversations and that if (), 0)7)c released a copy of the conversationsg), ()ywould
“refer” the matter to NHTSA attorneys. The NHTSA investigator confirmed for OIG that
®)(6), (b)(7)c would refer the matter to NHTSA attorneys if )e), 0)7)c released
a transcript of their conversations without his permission.

On its face, the NHTSA investigator’s statement does not contain a threat of retaliation
against (@), 0)7)c for questioning the quality of the investigation. The investigator did
not link referring the matter to agency counsel to ()ye), p)7)c questioning the quality of
(b)e), pyarvestigation. In any event, referring )6, py7c  taping of their conversations to
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agency counsel is not improper retaliation, but a request for a legal review of the
propriety of (@), (b)(7)c  actions.

Conclusion
Because our review did not substantiate (b)), b)(7)c _allegations, we have closed our

file. If you have any questions, please contact me at  ®)¢), b)7c . Thank you for
providing us the opportunity to look into this matter.

Ronald C. Engler
Director, Special Inves{jgations
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To:

A Memorandum

U.S. Department of
Transportation

Office of the Secretary
of Transportation

Office of Inspector General

Information: Case Closure—Pharr Police bate: — April 21, 2014
Department
Max D. Smith Reply 19 (0)©). (B)(7)e
Special Agent-in-Charge, JRI-6 (0)(6). (B)(7)e
(b)(6), (b)(7)c
(b)(®), (b)(7)c

In June 2011, the Office of Inspector General (OIG) opened an investigation into
possible mismanagement of grant funds at the Pharr Police Department (Pharr PD).

The grants in question are National Highway and Transit Safety Administration
(NHTSA) Selective Traffic Enforcement Program (STEP) grants administered by the
Texas Department of Transportation (TXDOT).

Review of the documentation and internal controls at Pharr PD were insufficient to
support grant funds. In addition, the accountable manager, (0)(6), (b)(7)c

may have indicated &o@), m)staff that they were only required to fulfill the performance
measures to be paid for the shift.

We forwarded this information to the relevant U.S. Attorney’s Office and District
Attorney’s office, but the cases were declined for prosecution.

After an administrative audit, TXDOT required the City to repay grant funds for the
suspect years, 2009-2011in the amount of $168,461.15.

We have exhausted the administrative and judicial remedies available in this case, we
will be closing our file. If you have any questions concerning this matter please
contact me at (0)(©), (b)(7)c

OIG's case number associated with this investigation is 111G0220600.

Thank you for your assistance.
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REPORT OF INVESTIGATION INVESTIGATION NUMBER DATE
112H0030400 10/14/2014
TITLE PREPARED BY SPECIAL AGENT | STATUS
FINAL

Krugger Auto- Carriage by Air
Charlotte, NC

‘ (b)(6), (b)(7)c

Title 49 USC - 46312 Transporting
Hazardous Material by Air Carrier
Title 18 USC - 2320(a), 2 Trafficking
in Counterfeit Goods or Services 0)(6), (b)(7

1/9

o

DISTRIBUTING

FILE -1 APPROVED

SYNOPSIS:

This matter was predicated on information developed during th | ®)®). ®d)@e | (111H0010400)
investigation and in coordination with other law enforcement agencies.

OIG’s investigation established that in a fifteen months time-span, Krugger sold over 7,000
counterfeit airbags. An additional 1600 were seized during a search warrant and it was
determined that Krugger used the U.S. Postal Service express mail to send the airbags to their
customers failing to follow required shipping requirements for hazardous materials, even after
the USPS.com website identified air bags as a non-mailable item. The investigation also
determined that Krugger and their Chinese suppliers identified the air bags as other car parts
and not as air bags.

During the investigation, interviews were conducted, records were reviewed, search warrants
were conducted, an undercover buy was conducted, and out of country packages bound for
Krugger were intercepted, inspected and seized. It was determined that the air bags were
initially sent to Krugger Auto, Charlotte, NC from their Chinese suppliers and then the airbags
were moved to Igor Borodin’s residence located in Indian Hills, NC. The airbags were listed
and sold on E-Bay and paid for through Pay-Pal. Borodin received air bags from three
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Chinese companies and he then packaged them in priority U.S. Postal boxes in his garage,
weighed them, printed labels, and delivered them to the local post office for shipment to the
customers.

IDENTIFICATION:
Name: Krugger Auto
Address: 6833 Orr Road, Charlotte, NC

Name: Igor Semenovich Borodin
Address:
DOB:
Sex:
Race:
Employer: Self employed with Air bag Pros and Krugger Auto
Status: Holds a green card to become a legal permanent resident

(b)(6), (b)(7)c

BACKGROUND

Title 49, USC Section 5101, Transportation of Hazardous Materials Regulations:
Pursuant to Title 49, United States Code, Sections 5101 provides that the purpose of Chapter 51
is “to protect against the risks to life, property and the environment that are inherent in the
transportation of hazardous material in intrastate, interstate and foreign commerce.” According
to the hazardous Materials Regulations (HMR), airbag modules, also known as airbag inflators,
are classified as Class 9 UN3268 dangerous goods, also known as hazardous materials, and must
be classified, documented, described, packaged, marked and labeled in accordance with the
HMR, as set forth in title 49, Code of Federal Regulations, Sections 171 through 180.

Title 49 USC 46312, Transporting Hazardous Material by Air Carrier: (a) In General.- A
person shall be fined under title 18, imprisoned for not more than 5 years, or both, if the person,
in violation of a regulation or requirement related to the transportation of hazardous material
prescribed by the Secretary of Transportation under this part or chapter 51- (1) willfully
delivers, or causes to be delivered, property containing hazardous material to an air carrier or to
an operator of a civil aircraft for transportation in air commerce; or (2) recklessly causes the
transportation in air commerce of the property. (b) knowledge of Regulations. — for purposes of
subsection (a) knowledge by the person of the existence of a regulation or requirement related to
the transportation of hazardous material prescribed by the Secretary under this part or chapter 51
IS not an element of an offense under this section but shall be considered in mitigation of the
penalty.

Title 18 USC 2320(a), 2 Trafficking in Counterfeit Goods or Services: Whoever
intentionally traffics in labels, patches, stickers, wrappers, badges, emblems, medallions,
charms, boxes, containers, cans, cases, hangtags, documentation, or packaging of any type or
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nature, knowing that a counterfeit mark has been applied thereto, the use of which is likely to
cause confusion, to cause mistake, or to deceive shall be fined not more than $2,000,000 or
imprisoned not more than 10 years, or both, and , if a person, other than an individual, shall be
fined not more than the $5,000,000.

Krugger Auto

(b)(6), (B)(7)c listed Krugger Auto as an auto body repair shop with|  ®)©). (b)®e as the
registered agent. Internet records state Krugger was established in 2005 as a paint and body shop and
in 2010 Krugger was expanded to include a dealership. Krugger Auto was comprised of three
business areas. The airbag portion of the business was all Igor Borodin and was started around
February 2011. (b)(6), (b)(7)c programmed the airbags
and modules and installed them into salvaged or wrecked vehicles. (m@).®@dand Borodin each
purchased salvaged vehicles, repaired them and they split the business expenses for the space and
they each kept the revenue from the cars they worked on. The third side of the business was to build
custom made motorcycles; however, the motorcycle side of the business was in early stages of
development.

DETAILS

This was a joint investigation by the Department of Transportation (DOT), Office of Inspector
General (OIG) and the Homeland Security Investigation (HSI). The case was developed and
worked with the HSI office in Chattanooga, TN and once the warrant was presented to the
Department of Justice (DOJ) in Charlotte, NC the venue was changed to the Western District
of NC and the Charlotte HSI office became active in the case.

On November 15, 2011} ®)e). )@e  California Highway Patrol (CHP), Investigative Services
Unit, Salvage Vehicle Inspection Program, Rancho Cordova, CA provided a copy of an
Invoice®), boktained from  ®@©). ®@e | Lodi, CA wherene), m@purchased a 2009 Accord
Driver Airbag identified as new from Krugger Auto, 6833 Orr Road, Charlotte, NC. b)), (0)(@)c
advised| m)®) |presentedie), mvehicle for inspection for a new title after purchasing the airbag
from Kruggerm)e), y@advisess), tvad been receiving a lot of counterfeit airbags from Krugger
durigge), G)vehicle inspections. (Attachment 1).

On February 2, 2012, ®)@), )@ CHP, sent an email to the OIG advising thats), ()confiscated
two airbags that came from Krugger Auto on the same date. On February 8, 2012 b)), (b)(7)c
advised the airbag®), mepnfiscated are from the person bringing in the vehicle for inspection,
which rebuilt the vehicle and purchased the airbag from Krugger Auto.uye). m)@said the CA
vehicle code allows him to confiscate a part or a vehicle, where all of the identification is
removed)@), G)(farther advised the airbags purchased from Krugger Auto are missing the
identification labels and the labels do not match the bar codes on the parts. (Attachment 2).
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On April 11, 2012, (b)(6), (b)(7)c Five Star Airbag in Jacksonville, AR
were interviewed and adviseee), m@purchased two airbags that originated from Krugger Auto,
Charlotte, NC, a 2011 Toyota Forerunner and a Honda Civic. The problems with the two
airbags included a crooked post, a counterfeit sticker on the back side, the wiring was all the
same color, the contacts did not line up, the rivets on the back were not flush with the plastic
cover and the airbag had ho part number on it. The U.S. Postal priority mailing box was
included for the Honda and showed the sender as Krugger Auto. Neither of the airbags was
identified as hazardous material. The shipping invoices were provided. (Attachment 3).

On April 23, 2012, an email from| ®)e). d)@c Counsel for Honda Patents and Technologies
was provided containing an attachment in an airbag Honda purchased from Krugger Auto.
The attachment advises the customer to check with their local CHP Inspector to find out if the
new airbag bought from a licensed independent dealership will be accepted. (Attachment 4).

On May 11, 2012, a conversation between case agents to advise that a Lexus and a Honda
airbag ordered and received from Krugger had been received in a United Parcel Service box
that was not marked as hazardous material and was not packaged in any special way was
received in Chattanooga, TN. The airbags were wrapped in bubble wrap in the same box.
One of the airbags did not contain a connector and wires were exposed. The preliminary
results of information requested show over 7500 transactions had occurred from online sales
conducted by Krugger Auto in 15 months. (Attachment 5).

On August 14, 2012, an application for a search warrant was presented for (b)(®), (b)(7)c
(b)(6), (b)(7)c Igor Borodin. The search warrant was signed by
David C. Keesler, United States Magistrate Judge. (Attachment 6).

On August 14, 2012, an application for a search warrant was presented for 6833 Orr Road,
Charlotte, NC, the business address for Krugger Auto. The search warrant was signed by
David C. Keesler, United States Magistrate Judge. (Attachment 7).

On August 16, 2012, a search warrant was served on the residence of Igor Borodinme), ()@)c
(b)(6), (b)(7)c and the business location of Krugger Auto 6833 Orr Road,

Charlotte, NC. Igor Borodin was taken into custody after the observation of the large number

of airbags located in the garage of Borodin’s residence. At the (b)(6), (b)(7)c

(b)®), b)(?)e | address 1514 counterfeit airbags were seized along with $60,000 in cash. At the

6833 Orr Road, Charlotte, NC address 99 counterfeit airbags were seized. (Attachment 8).

On August 16, 2012, Igor Borodin was interviewed during the search warrant. Borodin said
he saw a big difference in the prices of car parts on-line so he began looking for better prices
for parts and he found that he could buy airbags cheaper on line. Borodin said he began
buying airbags in larger quantities than he needed sometime around January or February 2011.
He said he purchased some of the early airbags and made a $50 profit so he began buying
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more airbags because the profit was good. Borodin said he initially purchased from Blue
Brothers Industries in China and then he found H.K. Rongan another Chinese company. He
also found Bochi Machinery out of China and he purchased a few from Partsmen or Partzmen
from a seller in TX. Borodin said the company names were never on the boxes because a third
party shipper was used coming from China. He also said there was never a hazardous material
designation on the boxes or documents that accompanied the shipments. He advised H.K.
Rongan sent the majority of their airbags to him through DHL. Borodin said he paid between
$65 and $275 for the airbags with the more expensive airbags going to Range Rovers or
Mercedes. He said he did not buy the airbags from a dealer because they cost him between
$300 and $600 per airbag. Borodin said he was sent a shipment of 4 boxes from H.K. Rongan
that was stopped in Cincinnati, OH because it was in the wrong packaging because the airbags
are explosives and must be sent in a special box. So Borodin contacted them and he was told
they would change the identification to spare parts or shaft parts. H. K. Rongan told Borodin,
they would replace the shipment at no cost to him if the shipments were seized. Borodin said
he changed the shipping address to his relatives soon after he was notified the shipment was
seized and when he received notice the airbags were counterfeit.

Borodin said he sent out the airbags via the U.S. Postal Service in a priority box with the
airbags wrapped in bubble wrap. The airbags are re-wrapped after he received them and
before they were shipped out. Borodin advised his home was paid in full and he had no
mortgage. (Attachment 8).

On August 17, 2012, an arrest warrant was issued for Igor Borodin after a criminal complaint
was filed on August 16, 2012. The complaint sets forth information that Igor Borodin did
intentionally traffic and attempt to traffic in goods, specifically, counterfeit motor vehicle
airbags. (Attachment 9).

On August 21, 2012, a two count indictment was filed against Igor Borodin, doing business as
Krugger Auto, for 49 U.S.C. Section 46312 Transporting Hazardous Materials by Air Carrier
and 18 U.S.C. Section 2320(a), Trafficking in Counterfeit Goods or Services. In the
indictment, a Notice of Forfeiture and Finding of Probable Cause was also given for a
forfeiture money judgment for the proceeds of the violations set forth in the bill of indictment;
b. Approximately 99 counterfeit airbags seized during the investigation from 6833 Orr Road,
Charlotte, North Carolina; C. Approximately 1,514 counterfeit airbags seized during the

investigation from (b)(6), (b)(7)c d. Approximately $60,000 in
United States Currency seized during the investigation from (b)(6), (b)(7)c
(b)®). (B)®e | and the real property at (b)(6), (b)(7)c more particularly

described in Union County Register of Deeds at Book 5581, Page 168. (Attachment 10)

On August 22, 2012, a Notice and Lis Pendens was filed in the United States District Court for
the Western District of North Carolina, Charlotte Division for forfeiture of real property
located at (b)(6), (b)(7)c , which is more particularly
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described in a deed recorded at Deed Book 5581, Page 168 in the Union County Public
Registry. (Attachment 11).

On August 22, 2012, based upon information developed from incoming seizures of airbags
sent for Igor Borodin through a relatives residence a search warrant was prepared, granted, and
filed for the residence located at (b)(6), (b)(7)c Based upon information
provided during the interview of Borodin, Charlotte HSI was notified and seized eight boxes
containing counterfeit airbags from the DHL hub on August 20, 2012 located near the
Charlotte Douglas Airport in Charlotte, NC. It was determined that two boxes destined for

(b)(6), (b)(7)c were found to contain a total of 40
counterfeit Toyota airbags. On August 22, 2012, three additional boxes destined for p)e), b))
(b)), (b)(7)cat (b)(6), (b)(7)c were seized at the Charlotte DHL hub and were

found to be counterfeit. The three boxes contained a total of 15 counterfeit Honda airbags, 10
counterfeit BMW airbags and 10 counterfeit Nissan airbags. The search warrant was
conducted on August 23, 2012. (Attachment 12).

On August 22, 2012, based upon information developed from incoming seizures of airbags
sent for Igor Borodin through a relative’s residence, a search warrant was prepared, granted
and filed for the residence located at (b)(6), (b)(7)c Based upon
information provided during the interview of Borodin, Charlotte HSI was notified and seized
eight boxes containing counterfeit airbags from the DHL hub on August 20, 2012 located near
the Charlotte Douglas Airport in Charlotte, NC. It was determined that two boxes destined for

(b)(6), (b)(7)c were found to contain a total of 10
counterfeit Nissan airbags and 20 counterfeit Toyota airbags. On August 22, 2012, four
additional boxes destined for a (b)(6), (b)(7)c were

seized at the Charlotte DHL hub and were found to be counterfeit. The four boxes contained a
total of 25 counterfeit Honda airbags, 20 counterfeit Scion airbags and 20 counterfeit Toyota
airbags. The search warrant was conducted on August 23, 2012. (Attachment 13).

On August 23, 2012,  ®)®). G)@e  was interviewed (b)(6), (b)(7)c
(b)(6), (b)(7)c advised that (b)(6), (b)(7)c
(b)(6), (b)(7)c
advises), mtecalled receiving packages at the house for on two occasions. The
first time one box came and the second time two boxes camep)®). ()@signed for the boxes and
(6)(6), (B)(7)c to come and pick them upm)e). )@is not aware of any special

markings or hazardous materials labels on the boxesn)®). G@believed the boxes contained car
parts because Borodin worked on cars; however, he did not know for sure because the boxes
were not open. Additionally, (b)(6), (b)(7)c the boxes were coming.
(Attachment 14).

On October 15, 2012, based upon the volume of airbags seized in the Borodin case and testing
performed by the U.S. Department of Transportation’s National Highway Traffic Safety
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Administration (NHTSA) Clint Lindsay from NHTSA provided a safe handling and
precautions flyer for any law enforcement handling of airbags or counterfeit airbags. The flyer
also contained contact points for regional Pipeline Hazardous Materials Safety Administration
staff if needed. (Attachment 15).

On October 17, 2012, a Plea Agreement was reached and signed by Igor Borodin, his attorney

®)®©), d)(@e |, and Assistant United States Attorney Thomas O’Malley. Borodin agreed to one
count of Trafficking in Counterfeit Goods or Services and Transportation of Hazardous
Materials by Air Carrier. The Plea Agreement also requires Borodin to make full restitution,
waive all rights to notice of forfeiture, disclose assets, and present a financial statement. The
Plea also promises no guarantees relating to the immigration status held by Borodin.
(Attachment 16).

On October 22, 2012, a Consent Order and Judgment of Forfeiture were signed by Borodin
and his attorney| @), d@e |AUSA Ben Bain-Creed and the Magistrate Judge. The consent
order includes: $1,743,400 forfeiture money judgment, constituting the proceeds of the
offenses Borodin Pled guilty; 99 airbags seized from 6833 Orr Road, Charlotte, NC; 1514

counterfeit airbags seized from (b)(6), (b)(7)c $60,000 in US
currency seized from (b)(6), (B)(7)c and the real property atb)e), ©)@)c
(b)(6), (b)(7)c (Attachment 17).

On January 17, 2014, an Order to Amend Restitution was filed with the U.S. District Court for
the Western District of North Carolina, Charlotte Division. The order totals $26,844 for
individuals that purchased airbags from Borodin. (Attachment 18).

On March 26, 2014, AUSA Ben Bain-Creed advised the restitution order had been amended
and stands at $27,193. AUSA Bain-Creed advised Borodin filed an appeal regarding the
amount of money from the proceeds of the offense. AUSA Bain-Creed also advised the
residence will not be sold until the appeal has been settled. He further advised the case could
be closed but all documents should be maintained until the appeal has been resolved.
(Attachment 19).

On September 15, 2014, the Restoration Request Pursuant to the Asset Forfeiture was granted.
The victims that came forward were granted their restitution and the Government will maintain
the remainder of the proceeds. (Attachment 20).

The investigation is closed.
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Memorandum

U.S. Department of
Transportation

Office of the Secretary
of Transportation

Office of Inspector General

sulect - Action: Request to Close Case bae January 6, 2015
112G0040600 — Webb PR

From: Replytq b)(6), (b)(7
(0)6), BT At of: (b)(6), (b)(7)c

™ Floyd Sherman
Acting Special Agent-in-Charge, JRI-6

This case was initiated based on information received from the Colorado
Department of Transportation (CDOT) Audit Division that Webb PR had
improperly billed CDOT and the National Highway Transportation Safety
Administration (NHTSA) for services provided at a higher rate than allowed and
improperly billed CDOT for items not allowed under the contract.

The investigation determined that Webb PR was prohibited from billing work
completed by subcontractors at any rate higher than actual cost. It was found that
Webb PR billed CDOT, paid for through federal funding from NHTSA, a total
amount of fraudulent billing of $9,057.42 for 32 instances of overcharging at a
rate of $173.00 per hour when the allowed amount was $123.00 per hour.
Additionally, $288,047.18 in suspected unapproved costs and $31,829.83 in
unapproved incentive items were billed to CDOT. Webb PR and CDOT provided
justification for the unapproved costs and incentive items to NHTSA and no
administrative recovery was pursued by NHTSA. Webb PR paid $8,482.42 to
CDOT, and subsequently recovered from CDOT by NHTSA, for the improper
billing of payments for subcontractor work.

The United States Attorneys’ Office, District of Colorado, declined prosecution of
the case. Webb PR, Peter Webb, and Virginia Williams were suspended from
federal contracts effective 06/24/2015 through 12/31/2015. A compliance
agreement between NHTSA and Webb PR was signed on 12/21/2015 that
suspended debarment action against Webb PR and required Webb PR to provide
NHTSA an Internal Control Plan to aid in preventing future fraudulent billing.

This case will be closed with no further action pending from this office.
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U.S. Department of Transportation
Office of the Secretary of Transportation

OFFICE OF INSPECTOR GENERAL

REPORT OF INVESTIGATION INVESTIGATION NUMBER DATE
110G0000590600 04/14/2015
TITLE PREPARED BY SPECIAL AGENT STATUS
Fort Worth Police Department STEP Grants Final
Fort Worth, TX (0)(©), (O)(7)c
DISTRIBUTION 1/3
JRI-6
APPROVED
Violation(s): 18 USC 81001 - False Statements
MDS

SYNOPSIS:

This investigation was opened upon referral from the Federal Bureau of Investigation (FBI) alleging
Fort Worth Police Department (FWPD) police officers had falsified information on traffic citations
to support overtime hours the officers never worked. The overtime in question was paid from a
National Highway Traffic Safety Administration (NHTSA) safety grant.

The investigation disclosed nine FWPD officers who had worked the NHTSA funded safety grants
and had submitted falsified citations which had times altered to reflect overtime hours which were
not worked. The case was presented to the U.S. Attorney's Office for the Northern District of Texas.
The case was declined for both criminal and civil prosecution, (b)(5)

b)) Eight of the FWPD officers were indicted by the Tarrant
County District Attorney’s Office, but the charges were later dismissed. After the dismissal of the
state indictments the investigation was represented to the U.S. Attorney’s Office for prosecution.
Six of the Officers agreed to surrender their Texas Commission on Law Enforcement licenses. The
City of Fort Worth repaid $231,364.82 in unsupported costs related to the overtime fraud.

DETAILS

A Fort Worth Police Department (FWPD) Sergeant discovered multiple traffic citations in a ticket
book of Herman Young’s, former FWPD officer, motorcycle. The traffic citations had all of the
relevant information related to a traffic stop except the time the citation was not filled in. A review
of Young’s activities disclosed other tickets which had been submitted to the court system with
incorrect or missing times, as well and those citations, where claimed to have been executed during
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overtime paid for under the Texas Department of Transportation (TXDOT) Selective Traffic
Enforcement Program (STEP), a program that was funded by NHTSA safety grants

FWPD Special Investigations Unit initiated an investigation into Young’s overtime shifts worked
under STEP. This investigation led to further review of FWPD’s STEP which revealed fraudulent
activity on the STEP by other FWPD other officers.

FWPD requested the Federal Bureau of Investigation (FBI) to join the investigation. The FBI
contacted DOT-OIG concerning this matter to determine if there was any federal monies involved in
the STEP. A review of the STEP disclosed NHTSA funds the STEP with a level of matching funds
from the city or county who has the STEP. The FBI and DOT-OIG agreed to join the investigation
jointly with the FWPD.

DOT-OIG conducted a review of STEP payments to FWPD officers from FY 2009 and 2010 and
then the top 20 officers by monies paid were reviewed for possible fraud. This review disclosed a
total of nine officers who had suspect traffic citations used to support overtime STEP payments.
Vehicle GPS records and cellular telephone records were reviewed for the suspect officers to
determine their locations during the times they claimed overtime was being worked.

Based on the investigation officers Ron Wiggington, Robert Peoples Jr., Marcus Mosqueda, Maurice
Middleton, James Dunn and’  ®)e), G)@)e were placed on indefinite suspension (terminated).
Herman Young opted to accept a medical retirement. James McDade and Jonathan Johnson
resigned.

An audit of the FWPD STEP by TXDOT for FY 2008, 2009 and 2010 disclosed unsupported costs
totaling $231364.82. The city of Fort Worth agreed to repay the total to TXDOT, who subsequently
reimbursed NHTSA to full amount.

The Tarrant County District Attorney’s office filed state felony charges on all 9 officers for altering
a public document which resulted in fraud.

The state felony charge against @)e), )@cwas dismissed b)(6), (b)(7)c
(b)(6), (b)(7)c and agreeing to surrender his Texas
Commission on Law Enforcement (TCOLE) license.

The Tarrant County DA later dismissed the charges against former officers Ron Wiggington, b)), ()(@)e
(B)@), B)(e | Marcus Mosqueda, Maurice Middleton, James Dunn, Herman Young, James McDade
and (B)(©), (B)(7)e (®)G)
(B)G)
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The case was presented to the US Attorney’s Office for the Northern District of Texas for federal
prosecution. AUSA Chris Wolf reached an agreement with former officers Ron Wiggington, Robert
Peoples Jr., Marcus Mosqueda, Herman Young, James McDade and to surrender
their TCOLE licenses permanently in exchange for not being prosecuted.

 _®®eoGme |AUSA Wolf declined to pursue a prosecution or
further action.

This investigation is closed with no further action anticipated.
H-
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BACKGROUND

This investigation concerns allegations that Millennium Services 2000+, Inc.
(Millennium) failed to pay subcontractors for work performed on a NHTSA contract.

NHTSA awarded Contract No. DTNH-11-C-00223 to Millennium of Silver Spring,
Maryland, on September 22, 2011. The contract called for Millennium to furnish up to
five summary documents (“White Papers”) on emerging issues in emergency medical
services (EMS) and 911 systems. The period of performance was September 30, 2011, to
September 29, 2013. The value of the contract was $451,839. Loyce I. Grigsby is
Millennium’s president and CEO and\ (0)(6), (b)(7)c ‘

Millennium entered into subcontracts with subject matter experts to prepare White Papers
regarding emerging issues in EMS and 911 systems. NHTSA was not a party to
Millennium’s subcontracts; however, under by federal acquisition regulation® (FAR)
NHTSA may review subcontractor claims of nonpayment. For any determination that a
contractor certification of payment to a subcontractor is inaccurate the contracting officer
is responsible to initiate administrative or other remedial action. DOT Order 4200.5E
requires Operating Administrations (OAs) to ensure only responsible persons and
organizations participate in DOT procurement and non-procurement transactions. To
carry out this responsibility OAs are charged with being proactive regarding potential
debarment or suspension actions.

SYNOPSIS

Our investigation identified four subcontractors that were not fully paid by Millennium
for work performed in connection with the NHTSA contract. Our investigation found
that Millennium was reimbursed by NHTSA for $198,137 in connection with the unpaid
subcontractor invoices. The unpaid contractor invoices were included among itemized
vouchers Millennium submitted to NHTSA for reimbursement of expenses under
Contract No. DTNH-11-C-00223.

This case was referred to the Criminal and Civil Divisions of the U.S. Attorney’s Office
(USAOQ) for the District of Maryland. The USAO did not accept the case for criminal
prosecution or civil litigation. Accordingly, we are referring this matter to NHTSA for
any administration action deemed appropriate.

DETAILS

Allegation 1: Millennium failed to pay subcontractors for work performed on a
NHTSA contract.

! 48 CFR 32.112-1, “Subcontractor assertions of nonpayment.”
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FINDINGS

Our investigation identified four subcontractors that were not paid for services they
provided Millennium on Contract No. DTNH-11-C-00223. The unpaid subcontractor’s
invoices total $215,457. Of that amount, we found NHTSA reimbursed Millennium
$198,137 for expenses itemized on vouchers Millennium submitted to NHTSA.

Details of the unpaid subcontractor invoices are summarized below.
ECRI Institute

Millennium received four invoices from the ECRI Institute (ECRI) and we found three of
those invoices in the reimbursement vouchers Millennium submitted to NHTSA.
According to an ECRI official, Millennium paid one of the ECRI invoices, but still has an
outstanding balance of $100,746 on three invoices. (Attachment 1) The following table
summarizes ECRI invoices sent to Millennium.

Contract Millennium ECRI ECRI Balance due
No. Voucher No. | Invoice No. Invoice to ECRI
Amount
11-C-00223 18 14158 $11,194.00 $0.00
11-C-00223 21 14570 $39,179.00 $39,179.00
11-C-00223 21 14655 $50,373.00 $50,373.00
Not Found Not Found 15398 $11,194.00 | $11,194.00

Medical College of Wisconsin

Millennium received five invoices from the Medical College of Wisconsin (MCW) and
we found four of those invoices in the reimbursement vouchers submitted to NHTSA.
According to an MCW accounts receivable official, Millennium paid three of the MCW
invoices, but has an outstanding balance of $26,576 on two invoices. (Attachment 2)
The following table summarizes MCW invoices sent to Millennium.

Contract Millennium MCW MCW Balance due
No. Voucher No. | Invoice No. Invoice to MCW
Amount
11-C-00223 12° 9207669-1 $7,188.08 $0.00
11-C-00223 12 9207669-2 $7,188.12 $0.00
11-C-00223 17 9207669-3 $18,473.92 $0.00
11-C-00223 18 9207669-4 $29,662.99 $20,000.00
Not Found Not Found | 9207669-5 $6,576.15 $6,576.15

2 Our review of NHTSA contract files found this same voucher was also paid under Millennium’s Voucher No. 13,
for Task Order 2 on Contract No. DTNH22-11-D-00248.
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National Academy of Public Administration

Millennium received eight invoices from the National Academy of Public Administration
(NAPA) and we found six of those invoices in the reimbursement vouchers submitted to
NHTSA. According to a NAPA official, Millennium paid five of the NAPA invoices,
but has an outstanding balance of $35,649 on three invoices. (Attachment 3) The
following table summarizes NAPA invoices sent to Millennium.

Contract Millennium NAPA NAPA Balance due
No. Voucher No. | Invoice No. Invoice to NAPA
Amount

11-C-00223 15 1 $4,749.87 $0.00
11-C-00223 16 2 $9,499.75 $0.00
11-C-00223 17 3 $9,499.75 $0.00
Not Found Not Found 4 $23,749.37 | $10,000.00
11-C-00223 18 5 $23,749.37 | $23,749.37
11-C-00223 19 6 $9,499.75 $0.00
11-C-00223 21 7 $12,349.67 $0.00
Not Found Not Found 8 $1,899.95 $1,899.95

Advanced Analytics and Informatics

Millennium received three invoices from Advanced Analytics and Informatics (AAl) and
we found all three invoices in the reimbursement vouchers submitted to NHTSA.
According to an AAI official, Millennium paid two of the NAPA invoices, but has an
outstanding balance of $52,486 on one invoice. (Attachment 4) The following table
summarizes AAI invoices sent to Millennium.

Contract Millennium | AAI Invoice AAl Balance due
No. Voucher No. No. Invoice to AAI
Amount
11-C-00223 19 1257 $3,499.10 $0.00
11-C-00223 19 1258 $13,996.40 $0.00
11-C-00223 21 1259 $52,486.50 | $52,486.50

Unpaid Subcontractor Invoices

The wvouchers submitted to NHTSA on contract DTNH22-11-C-00223 all listed
Millennium as the payee and Loyce I. Grigsby as the certifying official. The contract
specifies that Millennium will comply with the FARs. Under FAR 52.216-7(b), a
contractor is obligated to ordinarily pay for services purchased directly for the contract,
subcontractor services in this case, within 30 days of submitting a pay request to the
government.
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Our investigation found Millennium did not pay subcontractors within 30 days of
invoicing NHTSA. Millennium was reimbursed by NHTSA for the unpaid subcontractor
invoices itemized in this report as early as January 2013 and no later than October 2013.
(Attachment 5) We spoke with the four subcontractors referenced in this report in
November 2014 and all confirmed Millennium still owed them payment for services
related to the NHTSA contract.

A Millennium official told us that Millennium was owed $300,000 by the Agency for
Health Research and Quality because of a contract overrun dispute. Consequently,
payments received from NHTSA were used to pay vendors other than those itemized on
Millennium’s vouchers, as well as employee salaries. (Attachment 6) The official
advised us Millennium was filing bankruptcy and offered to provide Millennium’s
financial ledgers if authorized by either Grigsby or Millennium’s bankruptcy attorney.

Unfiled Bankruptcy

Grigsby indicated in an email that Millennium was in the process of filing bankruptcy.
Grigsby’s attorney informed twuld file bankruptcy in the Southern District of
Florida on behalf of Millennium on@gh&d all the necessary documents. Despite the
information provided by Grigsby and her attorney we found that no bankruptcy has been
filed on behalf of Millennium or Grigsby in the Southern District of Florida or the
District of Maryland. (Attachment 7)

Millennium has avoided full payment to subcontractors, in part, by claiming an intention
to file bankruptcy. When we asked for company financial records Grigsby failed to
authorize release of the information and instead indicated she thought it would all be
handled through bankruptcy. Millennium’s attorney did not specify when the bankruptcy
would be filed. Insteagls), mvespondesls), @xmwould file ongsf) mihad all the necessary

documentation.
ADDITIONAL INFORMATION

Millennium maintains a pre-approved status to obtain contracts with government
agencies under an existing GSA contract schedule. Millennium is currently an approved
vendor for advertising and marketing services under GSA Schedule 541 Contract No.
GS-07F-0475U. (Attachment 8) The contract is valid through January 26, 2016.

In an updated posting of the contract dated July 25, 2013, the corporate overview section
of the contract provides information surrounding Millennium’s disadvantaged business
designation, staff capabilities and services, and other corporate information. The
corporate overview makes no reference to a potential bankruptcy, despite the fact that the
date of the contract update overlapped with two unpaid subcontractor invoices.®

¥ MCW Invoice No. 9207669-4 and NAPA Invoice No. 5 included in Millennium’s Voucher No. 18
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U.S. Department of Transportation
Office of the Secretary of Transportation

OFFICE OF INSPECTOR GENERAL

REPORT OF INVESTIGATION

INVESTIGATION NUMBER

DATE

7201 S. Polk Street, Suite 400
Dallas, Texas 75232

VIOLATIONS

37.10 Penal Code - Tampering with Government
Records (State)

(b)(6), (b)(7)c

112G0020600 6/22/2015
TITLE PREPARED BY STATUS
SPECIAL AGENT
Dallas County Sheriff’s Office — False Statements Final

DISTRIBUTION
JRI-6

(b

6), (b)(7)c 1/2

APPROVED

MDS

SYNOPSIS

This investigation is based on information received from the Dallas County Sheriff's Office
advising they had identified an officer who had submitted false traffic citations to support their
claim for overtime while working a Texas Department of transportation (TXDOT) Selective

Traffic enforcement Program (STEP) Grant.

The Department of Transportation-Office of Inspector General (DOT-OIG) investigation
determined three deputies were involved in submitting overtime reimbursement requests
containing false information as to the times worked and the number of traffic citations issued in
2009, 2010 and 2011 while working overtime under the STEP Grant

DETAILS

Investigation disclosed three deputies, Derce Kirby, Sherman Mcintyre and Johnny Quarles we
submitting false overtime reimbursement requests.
citations using information from persons they had come into contact with during their regular shift.
The deputies also would change times on citations they issued during their assigned shifts to time

they had claimed to be working overtime.

The deputies would produce false traffic
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114E0010600
All three deputies pled guilty and were sentenced in Dallas County Criminal Court, Dallas, Texas,

for tampering with government records. All three were ordered to surrender their Texas Police
Officer's License.

Dallas County agreed to repay $214,030 in ineligible costs to NHTSA as a result of this
investigation.

Quiarles, Mclintyre, and Kirby, were debarred by NHTSA for 3 years.
No other investigative action is anticipated by this office

-H-
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Subject:

From:

To:

R Memorandum

U.S. Department of
Transportation

Office of the Secretary
of Transportation

Office of Inspector General

INFORMATION: Investigation of Lawrence bate September 10, 2015
Cullari, Jr.
Douglas Shoemaker Replyto
Special Agent-in-Charge, JRI-2 Aot JRI1-2
(b)(6), (b)(7)c
(b)(6), (b)(7)c
FHWA (b)(6), (b)(7)c HDA-NJ

| am writing to advise you that we have successfully concluded our investigation
of Lawrence Cullari, Jr.

As you are aware, this case involved allegations that Mr. Cullari, while in his
official capacity as the New Jersey Assistant Division Administrator, influenced
the allocation of FHWA funding and the direction of federal and state
transportation programs in order to unjustly enrich himself. Below is a summary
of judicial and administrative actions taken:

On July 23, 2014, Cullari was arrested by OIG Special Agents and subsequently
charged with five counts of making false statements and one count of wire fraud.

On July 25, 2014, Cullari resigned from federal service.

On March 17, 2015, Cullari pled guilty to a one-count Information charging mail
fraud.

On May 6, 2015, FHWA suspended Cullari and Dencore Consulting, LLC from
participating in Government funded projects.

On September 2, 2015, Cullari was sentenced in U.S. District Court (Trenton, NJ)
to twenty-one (21) months incarceration, three (3) years of supervised release, a
$20,000 fine, and a $100 special court assessment.
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If you have any questions about this investigation or if my office can be of
assistance on any future matters, please feel free to contact me.
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BACKGROUND

In a complaint dated Octob@?lc()ll. counsel for| (B)(6), (B)(7)c alleged
that officials from The Centech Group violated Section 1553(a) of the American
Recovery and Reinvestment Act of 2009 (ARRA)' by dischargin@ub(S), (b)(j)from 6), (b)(7)c
| (b)(6), (b)(7)c position for making ARRA-protected disclosures. (Attachment 1)
As | (b)(6), (B)(7)c oversaw Centech's contract for information technology
(IT) services with the National Highway Traffic Safety Administration (NHTSA) that
included maintaining the website for the Consumer Assistance to Recycle and Save
(CARS) program. During our investigation, the then NHTSA Senior Associate
Administrator for Policy and Operations provided evidence that NHTSA had not
received ARRA funds. Consequently, we informed)@©).®)@in a letter dated April 17,
2012, that we would discontinue our investigation and close that file.” (Attachment 2)

In a subsequent letter dated .lanualw)li&)14.| ®)©), b)@me  asked us to rescind
our “erroneous” determination because it was based on *false, inaccurate and
misleading information from NHTSA[.]” (Attachment 3) As a result, we analyzed the
documentation provided in the January 2014 correspondence, obtained an opinion from
the NHTSA Office of Chief Counsel (attachment 4), and reviewed case law to determine
whether there exists a sufficient basis to reopen our investigation ocomplaint.

SYNOPSIS

We again found that (B)(®). (b)(7)c did not concern ARRA-covered funds. First, we
still believe NHTSA did not receive ARRA funds. Second, even if NHTSA received

ARRA funds, the evidence indicatesp)®), ®)@cwork under the 1T contract was not paid
b)(6), (b)(7)¢
)(6), (b)(7)c

with ARRA-covered funds. Thus, we will not reopen our investigation off
ARRA whistleblower retaliation complaint and will close this file. We informeg,

of our decision in a letter todated Septembitxs), 0)2015. (Attachment 5)
DETAILS

Allegation: OIG should reopen|  ®@.0)@mc 2011 ARRA whistleblower
retaliation complaint against NHTSA contractor Centech because OIG
“erroneously” determined in 2012 that NHTSA had not received ARRA-covered
funds necessary to implicate ARRA whistleblower protections.

As stated above, we closed our investigation intab)e), p)@complaint based on evidence
indicating the agency had not received ARRA-covered funds. ARRA section
1553(g)(2) defines “covered funds™ as:

' Public Law 111-5 (February 17, 2009).
2 0IG File No. 112Z001SINV.
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114G001SINV 5

Congressional intent to add the provisions of ARRA to the CARS program. In
sum, we believe the August 2009 $2 billion supplemental CARS appropriation
did not apply ARRA provisions, including whistleblower protections, to the CARS
program.

In any event, even if we assume that ARRA whistleblower protections applied to
CARS funding, NHTSA officials provided evidence that the agency did not use
CARS funding to pay Centech for its services. NHTSA provided a report from
DOT's Delphi electronic invoicing system that shows the accounting strings used
to track the funding of the Centech IT services contract (No. DTNH22-09-C-OO
131). (Attachment 4) Our analysis of the report found that none of the accounting
strings contained the four-digit identifier that NHTSA designated for CARS program
funds. Additionally, we accessed www.recovery.gov, which shows how ARRA funds are
spent by “recipients of contracts, grants, and loans” and reviewed “The American
Recovery and Reinvestment Act of 2009 — Recipient and Agency Reported Data 2009-
2013.”" The report “is a presentation of all data related to stimulus spending under
[ARRA] for some 275 federal programs managed by 29 federal agencies.” These
agencies were required to report their receipt of ARRA funds for the period February 17,
2009, to December 31, 2013. Because this period encompasses the timej@), G)qworked for
Centech, any ARRA funds received by NHTSA should appear on the report. NHTSA,
however, is not listed on the report. In sum, the evidence indicatetwork under the
contract — and, thus, (b)(6), (b)(7)c \— did not concern ARRA-covered funds.

#

" The report can be accessed at htttp://www.recovery.gov/arra/About/board/Documents/Data_Book 2013.pdf.
Because the www.recovery.gov website was down on October 15, 2015, we were unable to access and attach the
report to this Report of Investigation.
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METHODOLOGY OF INVESTIGATION

This investigation was conducted by a DOT-OIG| (b)(6), (b)(7)c ‘ To address the
complainant’s concerns, the | (b)(6), (b)(7)c ' obtained and analyzed numerous

documents, including letters, memoranda, federal statutes, accounting records, and a
web-based federal report.
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R Memorandum

U.S. Department of
Transportation

Office of the Secretary
of Transportation

Office of Inspector General

sulect - Action: Request to Close Investigation b2 December 14, 2015
111G0060600 — EL PASO PD-Public Corruption

Fom: Floyd Sherman ‘ainor. Floyd Sherman
Acting Special Agent-in-Charge, JRI-6 (B)(©), (b)(7)e

™ Floyd Sherman
Acting Special Agent-in-Charge, JRI-6

This memorandum is to recommend investigation 111G0060600 EL PASO PD-Public
Corruption be closed. The investigation was initiated based on information developed
by JRI-6 Special Agents who conducted an administrative review of the National
Highway Transportation Safety Administration (NHTSA) STEP program performed
by the El Paso Police Department.

Investigation disclosed 18 El Paso police officers who had submitted false tickets and
worksheet while working the STEP Safety Program to obtain overtime payments. 18
officers either resigned or were fired by the City of El Paso. 12 Officers were
prosecuted and accepted pre-trial diversion, in which they surrendered their Texas
Police Officers License, performed community service and paid restitution to the City.

The City of El Paso reimbursed NHTSA via the Texas Department of Transportation
$358, 443.00 for unallowed costs due to a lack of oversight.

This investigation will be closed with no further action from this office.
H-
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Shoemaker, Douglas

From: Shoemaker, Douglas

Sent: Monday, April 25, 2016 12:03 PM
To: L (B)(6). (b)(7)c_|<NHTSA>
Subject: GM Stakeholder Communication

| am writing to advise you that we have concluded our investigation involving allegations that General Motors Co. (GM)
violated provisions of the Transportation Recall Enhancement Accountability and Documentation (TREAD) Act.

It was alleged that GM failed to disclose to NHTSA, and the public, of a potentially lethal safety defect that caused airbag
non-deployment in certain GM model cars (e.g. Chevrolet, Pontiac, and Saturn) and that GM misled consumers about
the safety of GM cars afflicted by the defect. The OIG investigation, and its prosecution by the US Attorney’s Office,
Southern District of New York, corroborated these allegations. Below is a summary of the judicial results.

On September 16, 2015, GM entered into a Deferred Prosecution Agreement (DPA) with the United States wherein GM
agreed to forfeit $900 Million and consented to the filing of a two-count Information, charging GM with engaging in a
scheme to conceal a deadly safety defect (i.e. low-torque ignition switch) from NHTSA, in violation of 18 USC 1001, and
the commission of wire fraud, in violation of 18 USC 1343. Under the terms of the DPA, GM admitted that, from the
spring of 2012 through in or about February 2014, it failed to disclose to NHTSA and the public of the potentially lethal
safety defect described above. The forfeited $900 Million constitutes property derived from the proceeds of GM’s
conduct and wire fraud.

Pursuant to the DPA, GM also agreed to retain an Independent Monitor, approved by the Deputy Attorney General, who
will be empowered to review and assess GM’s policies and procedures concerning motor vehicle safety, recall practices,
and defects in certified pre-owned vehicles.

If you have any questions about this investigation or if my office can be of assistance on any future matters, please feel
free to contact me at| (b)(6), (b)(7)c [0 (b)(6), (b)(7)c |at[_(b)(6), (b)(7)c |

Thank you for your attention to this matter.

Douglas Shoemaker
Special Agent-in-Charge

U.S. Department of Transportation

Office of Inspector General - Investigations
201 Varick Street, Room 1161

New York, NY 10014

Phone:|  ()®), B)@)c |
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Memorandum

U.S. Department of
Transportation

Office of the Secretary
of Transportation

Office of Inspector General

Subject:

From:

To:

INFORMATION: Closing Memorandum for Date:  June 1, 2016
#113T0010300 -| w)®), (b)(7)e

Floyd Sherman, Special Agent-in-Charge Repg
Washington Regional Office, JRI-3 atnof.  JRI-3

National Highway Traffic Safety Administration
Office of Vehicle Safety Compliance
Import and Certification Division

File

On November 1, 2012, we initiated an investigation based on a request for
assistance from (b)(6), (b)(7)c , Immigration and Customs
Enforcement, Homeland Security Investigations (HSI), Wilmington, North
Carolina, concerning allegations related to (b)(6), (b)(7)c ®)©), ®)@e  alleged
®)®), ))c |illegally imported un-safe Land Rover Defender series vehicles into the
United States by making false statements to the National Highway Traffic Safety
Administration (NHTSA) on Form HS-7, Declaration for the Importation of Motor
Vehicles, by stating each vehicle was exempt from Federal Motor Vehicle Safety
Standards (FMVSS) under the 25 year rule (49 USC 30112b).

Following vehicle identification number (VIN) verification with Land Rover North
America, NHTSA determined that two Land Rover Defender vehicles imported to
the United States in September 2012 by| w)@). b)@e Were subject to FMVSS. The
Land Rover Defender does not comply with FMVSS because they were
manufactured without airbags (FMVSS 208) and were not legal for importation
into the United States. | m)©), d)@ec allegedly imported approximately 148 Land
Rover Defender vehicles into the United States that were suspected to be in
violation of FMVSS.
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It was also alleged that| ®e).®@e was making false statements to the
Environmental Protection Agency (EPA) stating those vehicles met EPA standards
and also that| @), ®)@e falsely represented the value of those vehicles to evade the
duty tax imposed on imports to the United States and that VIN’s on the vehicles
had been illegally removed and replaced.

In August 2014, HSI and DOT-OIG agents seized approximately 40 illegally
imported Land Rover vehicles throughout the United States.

On June 5, 2015, a settlement agreement was issued by Assistant United States
Attorney (AUSA) Stephen A. West, Civil Division, United States Attorney’s
Office, Eastern District of North Carolina, concerning the aforementioned seized
Land Rover vehicles. (b)(6), (b)(7)c

(b)(6), (b)(7)c

On May 4, 2016, based on the settlement agreement, the Department of Justice,
Eastern District of North Carolina, declined further prosecutorial consideration of
this matter.

On May 25, 2016, the NHTSA, Office of Vehicle Safety Compliance, Import and
Certification Division was notified of the results of this investigation. Since
(b)), )(7)e 1S not a registered vehicle importer with NHTSA, they had no authority
to take any action agains(e), (b)(hecausg), p)ipan un-regulated entity.

This investigation is closed.
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(A Memorandum

U.S. Department of
Transportation

Office of the Secretary
of Transportation

Office of Inspector General

Subject: INFORMATION: Investigation of Date: November 9, 2016
®)©), d)@e  (116E0090300)
From: Floyd Sherman RO s
Special Agent-in-Charge, JRI-3 (b)), b)(7)e

To: Jack Danielson
Executive Director, National Highway Traffic Safety
Administration

In May 2016, the U.S. Department of Transportation (DOT), Office of Inspector General
(OIG), received a referral from the National Highway Traffic Safety Administration
(NHTSA), Office of Human Resources (OHR), regarding allegations NHTSA employee

®)®). )@e  Made threatening and inappropriate comments towards other employees in
the workplace. The investigation revealed thatp)e), m@acknowledged making insensitive
comments in the workplace and was struggling with personal matters at home, but denied
all allegations regarding threats. After being interviewed by DOT-OIG Special Agents,

(B)(6), (B)(7)c

On May 18, 2016, (0)(6), (b)(7)c NHTSA, spoke with®)®). (b)(?)c
after being alerted by OHR of the allegations and tolsl(e), m)tbat making comments about
using guns or shooting someone is inappropriate in the workplace, in additiom)), 0)(7)c
suggested it might be a good idea to not bring gun magazines into work)e), (@ stated that

m)(@), )@yvas receptive to the conversation and acknowledged that he shouldn't be making
these types of comments in the workplace. They agreed thats)e). g@would be sensitive to
the situation and refrain from discussing guns.

After confronting employees for reporting him to OHR, on Wednesday, July 6, 2016,

(b)(6), (b)(7)c NHTSA, informed DOT-
OIG that (b)(6), (b)(7)c was escorted out of the
building ansle), my@evernment issued cellular phone, PIV Card, and garage permit were
retrieved. In addition,)e), @eccomputer/networking access was terminated.
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116E0090300

On July 27, 2016, DOT-OIG Special Agents interviewed denied
making threatening comments and/or statings), myweuld shoot, kill, or stab people and/or
other NHTSA employeeS(-statem.may ave talked about guns in the office and
may have used the word "shoot" but believes people are just being overly sensitive
admitted that on several occasian®). Ghas talked about shooting

has done to In additia), Glactmitted to statip
the "537 elected officials™ out back and beat them with barber strops.

On July 28, 201 emailed DOT-OIG a signed written statement stating| ®)@) ®@®e |
b)©). @ rom NHTSA

On September 23, 2016, the U.S. Department of Justice, Public Integrity Section, declined

further prosecutorial consideration of this matter,*

C
for whats), b)7)c
weuld take

This investigation is closed with no further action anticipated by this office.

#

DEPARTMENT OF TRANSPORTATION-OFFICE OF INSPECTOR GENERAL

FOROFHEHALUSEONLY
(Public availability to be determined under 5 U.S.C. 552)

2
REDACTED FOR DISCLOSURE


MGCSXG
Redacted for Disclosure

MGCSXG
Cross-Out


	r_I08E000401CC-bh
	r_I08E00012SINV-bh
	r_I08G0002760500-bh
	r_I10E000032SINV-bh
	r_I09Z0000670100-bh
	r_I09Z0000420500-bh
	r_I10G0001020100
	r_I10G0001200500
	r_10I10G0000950400-bh
	r_I11G0100500-bh
	r_I09G0000130401
	r_I12Z001SINV
	r_I11E002CCU
	r_I10G0000700500
	r_I11Z0010900
	r_I07Z0002580902
	r_I07Z0002590902
	r_I08Z0002970902
	r_I10Q000005CC
	r_C13E011SINV F
	r_C13E011SINV_Page_1
	r_C13E011SINV_Page_2
	r_C13E011SINV_Page_3
	r_C13E011SINV_Page_4

	r_I12G0110500
	r_I14E003SINV F
	r_I14E003SINV_Page_1
	r_I14E003SINV_Page_2
	r_I14E003SINV_Page_3
	r_I14E003SINV_Page_4
	r_I14E003SINV_Page_5
	r_I14E003SINV_Page_6

	r_I13T0010500-bh
	r_I11G0220600
	r_I13G0060500
	r_I12H0030400
	r_I12G0140500
	r_I11H0010400-bh
	r_I12G0040600
	r_I10G0000590600
	r_I14P002SINV
	r_I12G0020600
	r_Stakeholder Memo-Cullari
	r_I14G001SINV
	r_I11G0060600
	r_GM Stakeholder email-bh
	r_I13T0010300
	r_I16E0090300
	LetterF.pdf
	LetterF_Page_1
	LetterF_Page_2

	LetterF.pdf
	LetterF_Page_1
	LetterF_Page_2

	CoverPaqeTemplateR.pdf
	Description of document: Closing documents for Thirty Four (34) Department of Transportation (DOT) Inspector General investigations,  2009-2016
	Posted date: 08-April-2019
	Source of document: FOIA Request FOIA Requester Service Center 1200 New Jersey Avenue, S.E., 7th Floor Washington, DC 20590 Fax: 202-366-1975 (Attn: FOIA Requester Service Center) Online FOIA Request Form




