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June 19, 2019 

3600.1 
Case Number: 2014-TSFO-00441 

U.S. Department of Homeland Security 
Freedom oflnformation Act Branch · 
701 South 12th S treet 
Arlington, VA 20598~020 

Transportation 
Security 
Administration 

This letter is a final response to your Freedom of Information Act (FOIA) request dated July 07, 2014, 
addressed to the Transportation Security Administration (TSA) FOIA Branch seeking access to "a copy of 
each report provided to Congress ( or a Congressional Committee) which is not posted on the TSA public 
website. You may restrict this request to reports dated since January 1, 201 O." 

The processing of your request identified certain records that will be released to you. Portions not 
released are being withheld pursuant to the Freedom oflnformation Act, 5 U.S.C. § 552. Please refer to 
the Applicable Exemptions list at the end of this letter that identifies the authority for withholding the 
exempt record, which is indicated by a mark appearing in the block next to the exemption. An additional 
enclosure with this letter explains these exemptions in more detail. 

On March 22, 2019, you agreed via email with my staff to narrow the scope of your request for reports 
that may be classified to only the title page of each report. During a subsequent phone conversation with 
my staff we informed you that even the title page of these reports would be classified. Therefore, TSA is 
providing an index list containing the title of those reports . 

The rules and regulations of the Transportation Security Administration applicable to Freedom of 
Information Act requests are contained in the Code of Federal Regulations, Title 6, Part 5. They are 
published in the Federal Register and are available for inspection by the public . 

Fees 

There are no fees associated with processing this request because the fees incurred do not exceed the 
minimum threshold necessary for charge. 

Administrative Appeal 

Should you decide to file an appeal, it should be mailed to: 

Christine Griggs 
Acting FOIA Appeals Officer 
Office of Civil Rights & Liberties, Ombudsman and Traveler Engagement (CRL/OTE) 



Transportation Security Administration 
70 I South 12th Street, West Building, TSA-33 
Arlington, VA 20598-6033 

Your appeal must be submitted within 90 days from the date of this determination. It should contain 
your FOIA request number and, to the extent possible, the reasons why you believe the initial 
determination should be reversed. In addition, the envelope should be prominently marked "FOIA 
Appeal." Please note that the TSA FOIAAppeals Officer's determination of the appeal will be 
administratively final. 

Additionally, you have the right to seek dispute resolution services from the Office of Government 
Information Services (OGIS) which mediates disputes between FOIArequesters and Federal agencies as 
a non-exclusive alternative to litigation. If you are requesting access to your own records (which is 
considered a Privacy Act request), you should know that OGIS does not have the authority to handle 
requests made under the Privacy Act of 1974. You may contact OGIS as follows: Office of Government 
Information Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College 
Park, Maryland 20740-6001; e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at l-877-684-
6448; or facsimile at 202-741-5796. 

If you have any questions pertaining to your request, please feel free to contact the FOIA Branch at 1-
866-364-2872 or locally at 571-227-2300. 

Sincerely, 

~ 1~ · 

Teri M. Miller 
FOIA Officer 

Summary: 
Number of Pages Released in Part or in Full: 624 
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Report on the Implementation of the Law 
Enforcement Officers Flying Armed 
(LEOF A) Prograin 
In accordance with Section 1615 of the Implementing 
Recommendations of the 9/11 Commission Act of 2007, 
Pub. L. 110-53, codified at 49 USC § 44903 

March 2010 

Transportation Security Administration 

·on that is controlled under 49 CFR paru 15 .nd 1520. No part of this record may be disclostd to 
penons without a "netd to know", as ddined in 49 CFR parts 1 an r of the Transportation Security 

Administration or the s«retary ofTnnsportation. lnautborized release may result in civil penalty or other action. For U . . goverame 
disclosure Is governed by 5 lT,S.C. 552 and 49 CFR parts 15 and 1!120. 
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Message from the Acting Administrator 

I am pleased to present the following report regarding the Transportation Security 
Administration's (TSA's) plans to implement a national program using biometric technology to 
support armed law enforcement travel on commercial aircraft. The report has been compiled in 
response to a legislative requirement accompanying the Implementing Recommendations of the 
9/1 J Commission Act of 2007, Pub. L. 110-53, 121 Stat. 266 (2007) (codified as amended at 49 
use§ 44903). 

Pursuant to statutory requirements, this report is being provided to the Chairmen and Ranking 
Members of the Senate Committee on Commerce, Science, and Transportation and the House 
Committee on Homeland Security. 

If J may be of further assistance, please do not hesitate to contact me or the TSA Office of 
Legislative Affairs, at (571) 227-2717. 

Sincerely yours. 

Gale D. Rossides 
Acting Administrator 
Transportation Security Administration 

WARNING: Thi1 n:cor con · Information that is controlled under 49 CFR parts 15 and 1520. "1.o part of this 
record may be disclosed to persons without a "nee o , FR arts 15 and 1520, except with the written 

permission of the Administrator of the Transportation Security Administration or t e. ·on, Unauthorized 
release may result In civil penalty or other action. For U.S. government agencies, public disclosure Is governed by 

49 CFR parH 15 and 1520. 
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Executive Summary 

The purpose of this report is to describe TSA's actions to establish a federally-managed national 
program for armed law enforcement officers (LEOs) traveling by commercial aircraft as set forth 
in Section 1615 of the Implementing Recommendations <>/the 9/1 I Commission Acr of 2007 
(9/11 Act). 

The implementation of the Lav.· Enforcement Officer Flying Armed (LEOfA) program is a 
significant undertaking requiring extensive consultation with thousands of Federal, State, local, 
and tribal law enforcement agencies which issue credentials to an even larger population of law 
enforcement officers. The national population exceeds 800,000 sworn law enforcement officers 
representing over 18,000 different law enforcement agencies at the Federal, State, tribal, 
territorial, and local level. 

To date. TSA has made progress in achieving the security objectives of Section 1615. TSA 
conducted a series of forums with the law enforcement community in order to better understand 
their operational requirements. Effective July 15, 2009. TSA implemented an electronic 
verification process in order to verify that State, local, tribal, and territorial LEOs, who are 
seeking to carry a weapon on board a commercial aircraft, are doing so for official purposes. For 
Federal law enforcement officers, effective February 28, 2010, TSA will require that each 
Federal LEO flying armed be in possession of a Unique Federal Agency Number (UFAN) issued 
by TSA to that Federal agency. These processes serve as an additional verification step at airport 
checkpoints for law enforcement officers flying armed. 

TSA is now focusing its efforts on documenting requirements necessary to biometrically verify 
the identity of Federal LEOs using credentials issued by their respective agencies in conjunction 
with the implementation of Homeland Security Presidential Directive Number 12. These 
requirements will drive the development of robust cost estimates to support an analysis of 
alternatives to be completed in 2010. 

· Information that is controlled under 49 CFR part!! 15 and 1520. No part of this 
ncord may be disclosed to persons without a "nee o o , e t with the written 

permission of the Administrator of the Transportation Security Administration or the Secretary of Transporta on, 
rdtase may result in ci,·il penalty or other action. For t:.S. government agencies, public disclo,ure is governed by 5 U.S.C. 552 and 

49 CFR parts 15 and 1!520. 
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I. Legislative Requirement 

This document responds to the reporting requirements set forth in the Implementing 
Recommendations of the 9/11 Commission Act of 2007, Pub. L. 110-53, Section 1615(b), 121 
Stat. 266 (2007) (codified as amended at 49 U.S.C. § 44903), which states: 

Not later than 180 days atler implementing the national registered armed law 
enforcement program required by section 44903(h)(6) of title 49, United States Code, the 
Secretary of Homeland Security shall submit to the Committee on Commerce, Science, 
and Transportation of the Senate and the Committee on Homeland Security of the House 
of Representatives a report. Ifthc Secretary has not implemented the program within 180 
days after the date of enactment of this Act. the Secretary shall submit a report to the 
Committees within 180 days explaining the reasons for the failure to implement the 
program within the time required by that section and a further report within each 
successive 90-day period until the program is implemented explaining the reasons for 
such further delays in implementation until the program is functioning. 

. · ·ve Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this 
record may be din:losed to persons wit ou a rts 15 and 1520, except with the written 

permiulon of the Administrator of the Transportation Security Administration or the ecre ry 
release may result in civil penalty or other action. For U.S. government agencies, public disclosurr is governtd by 5 U.S.C. 552 and 

49 CFR parts 15 and 1520. 
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II. Background 

Pursuant to the requirements of the 9/ 11 Act, the purpose of the LEOF A program is to establish a 
process by which biometric technology may be used to verify the identity of a LEO and confirm 
their authority to carry a weapon on board a commercial aircraft. The successful implementation 
of this program will enable verification of identity to a higher degree of certainty than is possible 
using current, non-biometric processes. Leveraging the capabilities of the National Law 
Enforcement Telecommunications System (NLETS), the LEOF A program will also ensure that a 
State, local. territorial, or tribal LEO has a specific reason for flying armed that is within the 
scope of their duties. 

TSA continues to take a methodical approach to issues associated with the LEO FA program by 
separating Federal LEOs from State, local, territorial, and tribal LEOs. A 2000 Report from the 
Bureau of Justice Statistics indicates there arc over 845,000 Federal, State and local LEOs. 
However, 845,000 LEOs do not fly armed annually. In September 2005, DHS estimated 
approximately 462,000 LEOF A trips were taken annually. The breakdown between Federal and 
State or municipal LEOs indicated that approximately 70 percent of these trips were taken by 
Federal LEOs and only 30 percent by State and local LEOs. 

A biometric credential for State. local, territorial, and tribal LEOs may not be feasible given the 
size of the population and its statistically smaller share of annual LEO FA trips. For example, in 
the period since the NLETS solution was made mandatory on July 15, 2009 through November 
23. 2009, only 7,749 individual non-Federal LEOs were issued unique identifiers to fly armed. 
At present, resources are not available for the development and implementation of a separate 
biometric credentialing program for these non-Federal LEOs, and significant program design 
issues must be resolved, including issuance authority, vetting standards, and program costs. 
Nevertheless, TSA is proceeding to improve the LEOF A process to reduce the opportunity for an 
individual to use a counterfeit LEO credential to carry a firearm onboard a commercial aircraft. 

In early 2008, TSA hosted a series of forums soliciting input to enhance verification of State, 
local, territorial, and tribal law enforcement officers' identities while flying armed on 
commercial flights. The participants consisted of State and local law enforcement agencies, the 
National Governors' Security Association, Fraternal Order of Police, International Association of 
Chiefs of Police, the Major County Sheriffs' Association, the Airport Law Enforcement 
Agencies Network, National Sheriffs' Association, the United States Secret Service, and the 
Federal Bureau of Investigation. This collaboration led TSA to develop a verification process 
for State, local, territorial and tribal LEO's flying armed using NLETS. NLETS is an 
international, computer-based message system linking State, local and Federal law enforcement 
and justice agencies to share information. 

· · Information that is controlled under 49 CFR parts 15 and 1520. So part of this 
record may be disclosed to pt-rsons without a .. nee o , 1520, except with the written 

permission of the Administrator of the Transportation Security Administration or the Secretary o Transpo . 
releaw may result in civil penalty or otbrr 11ction. J•or t:.S. goYernment 11gendes, public disclosure is gonrntd by 5 li.S.C. 552 and 

49 CFR p11rts 15 and 1520. 
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(SSI) Under the new system. State, local, territorial. and tribal LE Os with an operational need to 
fly anned on a commercial flight must preregister their travel with TSA by sending an NLETS 
message to TSA in advance of travel. The NLETS message replaces the original letter of 
authority, signed by the chief or agency head, described in 49 CFR 1544.219. Once the NLETS 
message is received by TSA, TSA returns to the agency an NLETS response message containing 
a unique eight-character alphanumeric authorization. TSA checks this authorization, along with a 
check of other required identifying documents, for verification at the LEO checkpoint on the day 
of travel. A transition period for the NLETS notification process began on November 7, 2008, 
during which time TSA continued to honor the authorization letter but encouraged the use of the 
NLETS authorization code. 

(SSI) Beginning July 15, 2009, TSA no longer accepts paper letters of authority for LEOs flying 
while armed on commercial flights. State, local. territorial, and tribal law enforcement officers 
v.ith an operational need to fly armed are required to pre-register their travel with TSA by 
submitting an NLETS message to TSA prior to travel. This new procedure has significantly 
enhanced the LEOF A verification process and provided TSA with increased situational 
awareness of the national law enforcement officer flying armed community. The NLETS 
solution eliminates the opportunity for counterfeit letters of authority and restricts the ability of 
individuals to fly armed without authorization from their employing agency. 

WARNING: This recor ri Information that is controlled under 49 CFR parts 15 and 1520, No part of this 
record may be disclosed to persons without a "nee · 49 CFR parts 15 and 1520, rxcept with the written 

permission of the Administrator of thr Transportation ~curity Administranon o rtation. Unauthorized 
release may result in civil penalty or other action. For l'.S. government agencies, public disclosure is governc 

.&9 CFR parts 15 and 1520. 
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III. Discussion 

With the NLETS solution now in place for State, local, tribal, and territorial LEOs. a reliable 
system for verifying Federal LEO identity is necessary. TSA believes the best way to 
accomplish this is by leveraging the standard identification requirement contained within 
Homeland Security Presidential Directive Number 12 (HSPD-12). HSPD-12 requires Federal 
agencies to issue interoperable biometric Personal Identity Verification (PIV_) credentials to all 
Federal employees. This long-term strategy supports secure, electronic, real-time identity 
verification and authentication as well as the ability to electronically authenticate privileges. 

TSA is currently gathering and documenting requirements for performing biometric verification 
of Federal LEOs using PIV credentials at the screening checkpoint. As part of this requirements 
gathering effort, TSA will identify and analyze alternative solutions and develop detailed cost 
estimates to support selection of a recommended approach for nationwide deployment. TSA 
expects to conclude this analysis in 2010. 

record may be disclosed to persons without a "need to know . a 15 and 1520, except with the written 
permission or the Administrator of the Transportation Security Administration or the Secretary o ri:ud 
rdease may result in civil penalty or other action. For U.S. government agencies, public disclosure is governed by S LS.C. S 

49 CFR par-ts 15 and 1520. 
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IV. Conclusion/DHS Action Plan 

ISA is continuing to make positive progress in implementing the LEOFA program. The advent 
of NLETS pre-registration requirements for State, local, territorial, and tribal LEOs resulted in 
enhanced security measures and addressed security vulnerabilities which formed the basis for 
section 1615 of the 9/11 Act. In addition, TSA has developed an interim identification 
verification process for Federal LEOs, until biometric verification becomes operational. 

(SSI) The Federal interim solution is similar in design and resides in the same database as the 
system currently used to verify State, local, territorial, and tribal LEOs. Each Federal law 
enforcement agency will be issued a Unique Federal Agency Number (UFAN). The UFAN, 
along with a check of other required identifying credentials, will be used for verification at the 
LEO checkpoint by TSA on the day of travel. The Federal interim solution transition period 
began on February I, 2010, and mandatory use of the UFAN will begin on February 28, 2010. 
While this interim solution does not satisfy the biometric mandate, it will enhance aviation 
security by serving as an additional layer of verification for Federal LEOs flying armed until 
biometric identification verification becomes operational. 

TSA is working towards a biometric identification verification process for LEOs. The issuance 
of HSPD-12 compliant PIV credentials for Federal LEOs should further enhance LEOFA 
operations. TSA is currently documenting requirements in order to leverage the biometric 
capabilities of these credentials to support identity verification at the screening checkpoint. 
TSA will use these requirements to generate robust cost estimates and perform an analysis of 
alternatives in 2010. 

WARNING; This record contains Sensitive Sefuri . at is controllrd under 49 CFR parts 15 and 1520. llrio part of this 
record may be disclosed to persons without a "need to know", as e arts 15 and 1520, except with tbe written 

permission of the Administrator of the Transportation Security Administration or the c rtation. Unauthorized 
release may result in c.ivil penalty or other action. For U.S. government agencies, public disclosuIT is governe nd 

49 CFR parts IS and 1520. 

5 



SEN Sri Iv E 5ECtJRITY 11),Ji"'OR M 4 IJQN 

V. Appendix 

Congressional Report Recipients 

The Honorable John D. Rockefeller 
Chairman, Senate Committee on Commerce, Science, and Transportation 

The Honorable Kay Bailey Hutchison 
Ranking Member, Senate Committee on Commerce, Science, and Transportation 

The Honorable Bennie G. Thompson 
Chairman, House Committee on Homeland Security 

The l lonorablc Peter T. King 
Ranking Member, House Committee on Homeland Security 

WAR.IV/NG: Thi$ recor ri Information that is controlled under 49 CFR parts IS and 1520. No part of this 
record may be disclosed to penons without a ne ' din 49 CFR parts 15 and 1520, euept with the written 

permission of the Administrator of the Transportation Security Administra o ransportation. Unauthoriud 
release may rt!lllt in civil penalty or other attion. l•or U.S. government agrm:ies, public disclosure is gove ' d 

49 CFR parts 15 and 1520. 
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Message from the Administrator 

August 30, 2010 

I am pleased to present the following report, "Advanced Imaging 
Technology," prepared by the Transportation Security Administration. 
This report responds to questions from the U.S. House of 
Representatives Committee on Appropriations. It contains detailed 
information on Advanced Imaging Technology's (AIT's) detection 
capabilities and limitations, the procurement process, procurement 
details including cost and deployment strategy, cost containment 
initiatives and AIT upgrades and initiatives. 

Pursuant to congressional requirements, this report is being provided 
to the following Members of Congress: 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

Inquilies related to this report may be dil·ected to me at (571) 227 (b)(6) or to the Department' s 
Deputy Chief Financial Officer, Peggy SheITy, at (b)(6) .__ _____ __. 

Sincerely yours, 

ff t . p.;..u,. 
John S. Pistole 
Admil1istrator 
Transportation Security Administration 

URITY INFORMATION 
WA RNING: T his record comai ns Sens iti ve Security Inrormation 1hat i:; con1ro e u arl of 1h i:; record 
may be disclosed 10 persons without a "neccl to know". as defined in 49 CFR parts 15 and 1520. except with the written pernuss1on o 
Administrator of the Transpo11ation Security Admin istration or the Secretary of Transportation. Unauthorized release may result in ci vii 
penalty or other action. For U.S. government agencies. public disclosure is govcrnccl by 5 U.S.C. 552 and 49 CFR part 15 and 1520. 
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Executive Summary 

Advanced Imaging Technology (AIT) is a passenger screening technology used at airport 
checkpoints to screen for concealed weapons (metallic and non-metallic), explosives and other 
prohibited items. AIT gives Transportation Security Officers (TSOs) the opportunity to view 
anomalies on an individual and to determine whether additional screening procedures are 
required to clear passengers through the screening process. AIT functions as a primary 
passenger screening technology and is used instead of a Walk-Through Metal Detector 
(WTMD). Passengers may opt not to be screened by AIT; however, they are subject to 
alternative screening in such cases. The Transportation Security Administration (TSA) has 
implemented substantial privacy protections in the design and deployment of AIT. 

In response to a direction from Congress to mitigate the threat of non-metallic items, TSA began 
evaluating AIT in 2007. TSA assessed multiple types of AIT systems including X-ray 
backscatter and millimeter wave. Both offer safe and effective screening for weapons and 
explosives concealed on a person's body. Backscatter X-ray technology creates an image using 
X-rays that penetrate clothing. Millimeter wave technology uses sensors to collect millimeter 
wave energy to measure the difference in radiated energy relative to each object against a 
common background to construct a composite image. 

TSA followed the formal testing process set forth in the Passenger Screening Program Test and 
Evaluation Master Plan, which complies with Department of Homeland Security Acquisition 
Directive 102. TSA tested different AIT solutions in the laboratory and then in limited field 
trials in 2007 and 2008. In 2009, TSA began to evaluate using AIT systems in the primary 
screening position as an alternative to the WTMD. On the basis of these results, TSA solicited 
AIT solutions from industry and conducted follow-on laboratory and operational field tests. In 
September 2009, the Department's Acquisition Review Board granted authority for full 
production of AIT systems, and, shortly thereafter, contracts were awarded to two manufacturers. 
In the future, TSA will evaluate other manufacturers' AIT products to assess the capabilities of 
their systems and to refine the AIT concept of operations and procedures. 

TSA has compared AIT to other transportation security equipment and manual processes, such as 
explosives trace detection, enhanced pat-down procedures, WTMD and other imaging 
technologies, and determined that AIT offers the most effective screening measure against non
metallic threats. 

TSA is seeking to enhance the efficiency of using AIT while also reducing privacy concerns 
regarding this technology by working with manufacturers to develop automated threat detection 
software, also known as Automated Target Recognition or A TR. A TR uses advanced image 
analysis software to automatically identify and mark areas of concern on a standardized "stick 
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figure" or a generic body image for TSOs to check. Using A TR software will reduce the staffing 
required to operate AIT systems and would eliminate many privacy concerns related to their use. 
ATR will require extensive software development and testing to ensure effective detection with 
minimal false alarms. TSA is actively working with the DHS Science and Technology 
Directorate, the security industry and foreign government partners to develop an ATR capability 
that ultimately could be installed on U .S.-deployed AIT systems. TSA expects to begin testing 
initial A TR software submissions from vendors in the fall of 2010. 

Ill 
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I. Legislative Inquiry 

This document responds to requests for information in a July 1, 2010, letter from Chairman 
David Price and Ranking Member Harold Rogers of the House Appropriations Committee's 
Subcommittee on Homeland Security. These requests include: 

1. An updated, detailed explanation of the detection capabilities and limitation of the 
Advanced Imaging Technologies (AITs) proposed to be purchased with Fiscal Year 
(FY) 2011 funding and the efforts the Transportation Security Administration (TSA) is 
undertaking to improve this technology with specific regard to enhancing security, 
improving the efficiency of the passenger screening process and mitigating operating and 
maintenance costs 

2. An affirmation that the decision to procure the AITs was a result of a rigorous evaluation 
of deployable passenger screening technologies and techniques, to include, but not 
limited to, Explosives Trace Detection (ETD) machines, Enhanced Pat-Down (EPD) 
procedures, use of canines and available imaging technologies 

3. Projected procurement details, costs and schedule for the AITs, to include associated 
human capital requirements and costs for the deployment, installation and operation of 
such procurements 

4. An explanation of the steps TSA will undertake to constrain operating and maintenance 
costs of the AITs being procured 

5. A detailed explanation of the efforts and resources proposed for the development of more 
advanced, integrated passenger screening technologies 
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IL Background 

Established in the immediate aftermath of September 11, 2001, TSA is charged with protecting 
the Nation's transportation systems to ensure the freedom of movement for people and 
commerce. To that end, TSA's Passenger Screening Program (PSP) identifies, field tests, 
procures, deploys and sustains equipment that detects threats concealed on people and in their 
carry-on items as they enter the airport terminal sterile area. 

The requirement to develop new technologies for airport screening checkpoints is codified in 
49 U.S.C. § 44925(a), which states that: 

The Secretary of Homeland Security shall give a high priority to developing, testing, 
improving, and deploying, at airport screening checkpoints, equipment that detects non
metallic, chemical, biological, and radiological weapons, and explosives, in all forms, on 
individuals and in their personal property. 

This equipment must detect, under realistic operating conditions, the types of weapons and 
explosives that terrorists would most likely attempt to smuggle onto an aircraft. Further, 
49 U.S.C. § 44925(b) requires the Secretary to develop a strategic plan for deploying explosive 
detection equipment at airport screening checkpoints, including walk-through explosive 
detection portals, shoe scanners and backscatter X-ray scanners. 

Threats to aviation are dynamic and are evolving to include non-metallic threats such as powder, 
liquid and plastic ex pl osi ves that are carried on persons entering airport terminal sterile areas. 
Additional screening methods to detect these threats, such as a full body pat-down, are effective 
but time-intensive and cannot be practically applied to all passengers. 

Historically, checkpoints have been configured with walk-through metal detectors (WTMDs) to 
scan passengers and X-ray technology to screen passengers' associated baggage. X-ray 
technology is able to detect both metallic and non-metallic threats concealed in carry-on luggage; 
however, WTMDs can only detect metallic threats. 

TSA began evaluating available AIT in 2007 to address non-metallic threats. From 2007 to 
2008, the Agency conducted laboratory tests, followed by limited field trials. TSA field tested 
different vendor solutions at multiple airports in the secondary screening position for passengers 
who set off alarms when going through the WTMD or who were randomly selected for 
additional screening. In 2009, TSA began evaluating AIT systems in the primary screening 
position as an alternative to the WTMD. TSA concurrently issued a solicitation to industry for 
AIT solutions. The Agency conducted follow-on laboratory and operational field tests on the 
solutions that vendors provided. 
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In September 2009, after the Department of Homeland Security's (DHS') Acquisition Review 
Board (ARB) granted authority for full production of AIT, contracts were awarded to two 
manufacturers. TSA continues to evaluate AIT solutions from other manufacturers to assess the 
capabilities of their systems and to refine the AIT concept of operations and procedures. 

TSA has compared AIT to other available transportation security equipment and manual 
processes that might be deployed at airport checkpoints, such as ETD, EPD procedures, WTMD, 
other imaging technologies and the use of canines. On the basis of market research and the 
review of laboratory studies detailing the use of these screening processes technologies, TSA 
determined that AIT presented the optimal, most balanced solution for achieving a combination 
of guiding criteria, including operational effectiveness, efficiency, through-put, customer 
convenience, privacy and security effectiveness. The studies that measured the effectiveness of 
AIT include, but are not limited to, Qualification Test and Evaluation (QT&E), Operational Test 
and Evaluation (OT&E), risk-reduction analysis and alternatives analysis. 
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III. AIT Detection Capabilities/Limitations 

A. Technology Overview/Capabilities 

AIT systems are designed to facilitate the detection of metallic and non-metallic weapons, 
explosives and other contraband material concealed under layers of clothing. It creates images 
that TSA personnel, through examination, can distinguish from benign objects. TSA is 
deploying two types of AIT-backscatter X-ray and millimeter wave. Both of these 
technologies generate a computer image of the scanned individual that is displayed on a remote 
monitor for analysis by a Transportation Security Officer (TSO) to determine whether anomalies 
are present. The effectiveness of these technologies depends on how distinctly the threat objects 
can be made to stand out against the background and how completely the human body can be 
screened. 

The following is an overview of the AITs currently being procured and deployed: 

Backscatter: These units use a narrow, low-intensity X-ray beam scanned over the body's 
surface at high speed, a portion of which is reflected back from the body and other objects are 
placed or carried on the body. This reflection is converted into a computer image of the subject 
and displayed on a remote monitor. For comparison purposes, the X-ray dose received from the 
backscatter system is equivalent to the radiation received in 2 minutes of airplane flight at 
altitude (0.02 millirem for two scans by backscatter compared to 0.0276 millirem for 2 minutes 
of flight). Newer versions of this technology require less scanning time, reducing individual 
X-ray exposure to 0.002 millirem for the entire process. 

The backscatter AIT meets or exceeds the American National Standards Institute standard for 
personnel security screening systems using X-rays. This standard provides radiation safety 
guidelines for the design and operation of these systems and limits the annual effective dose to 
individuals that are screened. The annual limit is based on recommendations for dose limits for 
the general public published by the National Council on Radiation Protection and Measurements. 
The dose limits were set with the understanding that the general public includes individuals who 
may be more susceptible to radiation-induced health effects, such as pregnant women, children 
and persons receiving radiation treatment for medical conditions. 

Millimeter wave: These units use non-ionizing radiofrequency energy in the millimeter wave 
spectrum to generate an image based on the energy reflected from the body. The frequency for 
millimeter wave technology ranges between 30 and 300 gigahertz. The three-dimensional image 
of the body is displayed on a remote monitor for analysis by a TSO. 
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B. Testing 

The AIT systems that TSA deployed were subjected, at a minimum, to 1) a QT&E conducted by 
DHS Science and Technology Directorate's (S&T's) Transportation Security Laboratory, and 2) 
OT&E conducted by TSA. While QT&E tests equipment in a laboratory setting to validate its 
operational effectiveness, OT&E tests the product in an airport setting to validate its operational 
suitability. TSA began piloting AIT in 2007. Throughout the pilot process, TSA gained 
operational information used to enhance training of the TSOs operating the equipment, improve 
the passenger screening process and further bolster detection capabilities. The AIT was tested 
against defined effectiveness and suitability metrics. These metrics include such criteria as 
laboratory detection, false alarm rate, reliability, maintainability and availability. 

The following chart shows TSA's results for detection and false alarm rates for the L-3 
millimeter wave unit and the Rapiscan backscatter unit. Although no technology is 100-percent 
effective at detection, TSA's use of this critical technology routinely detects artfully concealed 
metallic and non-metallic prohibited items. 

60% 

40% 

20% 

Overall Detection Rate 

71% 74% 

Overall False Alarm Rate 

39% 

20% 
0% ______ ....,_ _____ _ 

0% ----------.--------
L-3 Rapiscan L-3 Rapiscan 
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C. Operational Results 

With broader deployment in U.S. airports, AIT has identified a wide range of artfully concealed 
non-metallic threats and other items. These images are a sample of items detected through the 
use of AIT. 

Bottles of liquid (found to be urine) - screening anomaly in crotch area: 

Marijuana - screening anomaly in buttocks area with glass pipe: 

Cocaine - screening anomaly in pants pocket: 
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-Rolls of Methamphetamine - screening anomaly in groin area: 

Marijuana - screening anomaly in buttocks area: 

Marijuana - screening anomaly in front pocket: 
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Non-metaJlic knife (passenger refused AIT screening and was referred to secondary screening) -
knife was found hanging from chest: 

D. Limitations 

Although new technologies offer great promise in the Department's ongoing efforts to secure our 
homeland, no technology is a silver bullet against the threat of a terrorist attack. No single 
technology is 100-percent effective in detecting very small amounts of explosive material, 
although the likelihood of detection increases as additional technologies are used in a layered and 
risk-informed system. TSA's multi-layered strategy includes technology components, 
complemented by Behavior Detection Officers, Bomb Appraisal Officers, Federal Air Marshals, 
canine teams, well-trained personnel and a ready and engaged traveling public. AIT offers a 
significant increase in detection capabilities for non-metallic threats. However, space constraints 
and the need for an image operator are two primary operational limitations associated with the 
technology. 

The current AIT machine requires a significant footprint at the checkpoint. There are associated 
space limitations, and the machines may not fit into all checkpoints/lanes in their current 
configurations. The checkpoints at larger airports can accommodate the current dimensions, but 
smaller checkpoints and airports may be unable to accommodate the width of an AIT machine. 
This potential limitation mostly applies to Category IV 1 airports, which receive less than 
0.5 percent of passenger traffic per year. To mitigate this limitation, vendors are working to 
develop AIT units that would require less space at the checkpoints. 

1 TSA uses a ranking system for its airports-Category X, I, II, III and rv, with X receiving the highest volume of 
passenger traffic and IV receiving the lowest. 
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The current need for an image operator increases overall staffing requirements for TSA and 
limits AIT cost and operational efficiencies. An automated process could be more efficient 
through faster interpretation times and improved targeting of anomalies. The deployment of 
Automated Target Recognition (A TR) software on AIT machines will eliminate the need for an 
image operator and reduce required staffing and costs associated with the use of AIT. 

E. Enhancing Security 

ATR 

A TR software is composed of algorithms that will automatically identify anomalies on the basis 
of contour, pattern and shape and recognition software to uncover potential hidden weapons, 
explosives and other contraband, eliminating the need for an operator to view each passenger's 
AIT image. These anomalies would be indicated by a form of geographic "bounding box" 
placed on the area of the possible threat, for example, a box around the left leg below the knee. 
The information would be displayed on a "stick figure" or generic body image on a screen near 
the AIT machine that could be viewed by the TSO operating the machine. To resolve the 
anomaly, a TSO would perform a directed pat-down search of the area that appeared in the box. 

TSA is working with the DHS Transportation Security Lab and vendors to develop an A TR 
capability. ATR requires development of complex software algorithms that will be tested 
extensively before fielding. TSA expects to receive initial ATR submissions in the fall of 2010 
for laboratory testing and anticipates that it will upgrade already deployed AIT machines with 
A TR software in 2011. 

ATR has several key benefits that would represent a major advancement in imaging technology. 
These benefits include: 

• Decreased passenger processing time: Current AIT operating procedures rely on the 
Image Operator (IO) to visually detect anomalies, while the future algorithm would 
automate this process. 

• Reduced privacy concerns: Stick figures would replace current AIT images. 
• Elimination of the need for a separate AIT image operator. 
• Reduced footprint and installation costs: No IO station would be required. 
• Reduced training costs: Currently, the majority of AIT training is focused on image 

interpretation, which would no longer be required. 

F. Efficiency of the Passenger Screening Process 

For any technology to be a viable detection option, it must meet TSA effectiveness and 
suitability requirements. Suitability includes meeting required throughput rates to minimize the 
impact on passengers and commercial aviation. TSA also has deployed AIT machines in 
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configurations that are designed to optimize passenger efficiency. Current configurations 
include a co-located WTMD to ensure that efficient passenger throughput can be maintained. 
Future AIT configurations with A TR will allow TSA to remove the co-located WTMD. 

TSA recently has observed a trend of passengers carrying on significantly more items now that 
airlines are charging checked baggage fees. This trend appears to be a significant factor 
affecting overall processing time for screening passengers and their carry-on baggage. Rather 
than AIT screening, current data indicate that X-ray screening of additional carry-on property 
represents the determining factor in overall passenger/carry-on baggage screening duration. 

G. Mitigating Operating and Maintenance Costs 

TSA has initiated efforts to mitigate ongoing operational and maintenance costs associated with 
AIT. These efforts include, but are not limited to, the elimination of an image operator station 
for remote viewing and the reduction of associated staffing (through the development and 
implementation of ATR). Also, incorporating technology upgrades to integrate AIT with other 
functionality will enhance throughput/processing speed. TSA anticipates that operational costs 
will decrease as AIT machines become more efficient. TSA has negotiated 2-year warranties 
from the original equipment manufacturers with the purchase of AIT units. This reduces 
maintenance costs and will provide TSA with 2 years of maintenance data that can be used to 
negotiate pricing when TSA incorporates AIT into its overarching checkpoint equipment 
maintenance contract. Last year, TSA renegotiated this contract and achieved an 8-percent cost 
reduction. 

10 

TIVE SECURITY INFORMATION 

ni.1y lw di.,c lu,ed to p,·r,nn, w ithoul a ··,wed 10 know··. as ,k ii 11ed in 49 Cl 'R p,1r1, 15 ,1m . ~ . "· ' 1 ><'fill ission or 111" 

i\Jminislrator or the Tr,;n.,port,nion Security i\Jmini,lration or tile Sec:rc'lary nf Tran,punation. Un,;uthori1,·d rrk,he may re., 
p,·nalty ur utlicr act inn. For C.S. government ag,·ncie.,. publi( di,d,surc, is gnv,·rneJ by 5 U.S.C. 552 and 49 C.TR parts I 5 anJ 1520. 



SENSITIVE Sf.f'!IR!TY INl'OIU'tlA::'flOfq 

IV. AIT Procurement Process 

TSA follows DHS Acquisition Directive 102 when acquiring any security technology, including 
AIT. This directive describes the Department's Acquisition Life Cycle Framework (ALF), 
Acquisition Review Process and ARB. The ALF is a template for planning and executing 
acquisitions and includes the following processes: 

1. Identify a capability need of the Department, including its Components. 

2. Analyze and select the means to provide that capability. 

3. Obtain the capability via the appropriate types of acquisitions. 

4. Produce, deploy and support the capability through its useful life until disposal. 

Threats to aviation are dynamic and are evolving to include non-metallic anomalies carried on 
passengers, including powders and liquids such as those contained in some explosives. 
Additional screening methods, such as a full body pat-down, are effective but time-intensive and 
cannot be practically applied to all passengers. The evolution of non-metallic threats and 
operational considerations led TSA to identify a need for technology to detect anomalies on 
passengers' bodies. 

TSA developed general criteria as guidance in evaluating potential technologies to meet the 
identified need: 

• Cost: Maximizing operational staffing efficacy and detection capability at an acceptable 
cost level 

• Throughput: Optimizing checkpoint throughput 

• Risk Reduction: Ensuring that the technology provides an acceptable level of risk 
reduction while meeting requirements for probability of detection and false alarm rates. 

• Qualitative: 

o Ensuring the health and safety of the passenger screening environment for both 
passengers and TSA employees 

o Impact on operations 
o Ensuring passenger privacy 

As previously noted, TSA began evaluating available AIT in 2007. TSA used a formal testing 
process as documented in the PSP Test and Evaluation Master Plan (TEMP), which complies 
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with DHS Acquisition Directive 102. The TEMP establishes a framework that provides an 
overview of the testing processes followed for all PSP technologies to ensure products meet TSA 
specifications, are safe and are operationally effective. The test and evaluation strategy is 
consistent with the program acquisition strategy. All PSP technology projects follow this testing 
process, which includes, at a minimum, QT&E conducted by the DHS S&T and OT&E 
conducted by TSA. 

TSA tested different AIT solutions in the laboratory and then in limited field trials in 2007 and 
2008. In 2009, TSA began to evaluate using AIT systems in the primary screening position as an 
alternative to the WTMD. On the basis of these results, TSA concurrently solicited industry to 
provide AIT solutions meeting TSA' s requirements. Follow-on laboratory and operational field 
tests were conducted, and, in September 2009, the Department's ARB granted authority for the 
deployment of AIT using qualified manufacturers. Subsequently, contracts were awarded to two 
manufacturers. 

The qualification process for manufacturers includes evaluation and testing to validate that the 
manufacturer's products conform to the requirements set forth in the governing specifications. 
Qualification and placement on a Qualified Products List (QPL) by a prospective offeror is a 
prerequisite to being able to propose a solicitation for products subject to that qualification 
requirement. Unqualified vendors are ineligible for contract awards and, accordingly, are unable 
to compete for delivery orders issued to satisfy government requirements. Solicitations for items 
subject to a qualification requirement are not issued until more than one vendor has been placed 
on the QPL. See Federal Acquisition Regulation § 9.206-3. 

TSA conducts ongoing evaluations of AIT products submitted by manufacturers to assess their 
systems for potential addition to the QPL and to refine the AIT concept of operations and 
procedures. 
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V. AIT Procurement Detail 

A. AIT Costs 

Costs associated with AIT are shown in the following table. These costs include the initial 
investment in equipment, as well as the elements required to support AIT over the life cycle. 

AIT Costs for One Unit 

Cost Cateeory 
Average equipment cost 

A veraRe instaiiation cost 
A vera{?e annual operations and maintenance 
AveraRe annual staflinR costs (5 FTE per machine) 

AIT Funding ARRA (FY 2009) ARRA (FY 2010) 

Units $ in Millions Units $ in Millions 

Equipment** 150 $25.4 302 $47.9 

Instai!ation *** $24.9 

Staffing 

* Costs include salary and benefits, as well as other support and training. 
** Purchase price includes a 2-year maintenance warranty. 

$175,000 

$55,000 

$17,000 

$412,000* 

FY 2011 

Units $ in Millions 

503 $88.0 

$27.7 

$218.9**** 

*** Installation funding for AITs purchased in late FY 2009 were obligated in FY 2010. 
**** Costs include salary and benefit only. 

B. Schedule 

The TSA FY 2011 budget indicates that the AIT Full Operating Capability could include up to 
1,800 AIT machines; however, that number will be refined as the technology improves and 
efficiencies in operations are gained. TSA is working with manufacturers to develop ATR 
capabilities that could substantially improve throughput. Also, other manufacturers are expected 
to offer smaller footprint and potentially more cost-effective machines. 

In FY 2007, TSA purchased 47 AIT millimeter wave machines. TSA deployed 40, and 7 are 
used for testing. In FY 2009, TSA received American Recovery and Reinvestment Act funding 
and in FY 2010 began to deploy an additional 452 backscatter and millimeter wave AIT 

13 

SENSITIVE NFORMATION 
U'ARS/;\-'(;: Thi, rc•cord c·on1ains Sc•11silivc s~,:urity !11fonnalion lhal is ,:on1rolk·d umlc·r - · ,d 1520. l\"o rarl of this ,~cord 
ni.1y lw di.,clu,~d to p,·r,nn, without a ··,wnl to know··. as dd111~d in 49 Cl-"R p,1r1, 15 ,111d I 521l. n,·~pt with tile', ·on oi' tlw 
i\Jministrator oi' the Tr,;n.,port,nion Security i\Jmini,tration or th~ Scc:rc'lary ni' Tran,punation. Un,;uthori1,·d rrka.,~ may r~.,ult Ill c 
p,·nalty u1· utlicr act inn. For C.S. gov~rnm~1ll ag,·nci~.,. publi( di,d,surc is gnv,·rncJ by 5 U.S.C. 552 and 49 C.TR parts I 5 anJ 1520. 



-
SENSITIVE SECURITY INF<)RMATION 

-machines. In the FY 2011 budget, TSA requested to purchase an additional 503 machines. If the 
FY 2011 budget request is met, at the end of Calendar Year (CY) 2011, TSA will have deployed 
nearly 1,000 AIT machines. 
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VI. Cost Containment Initiatives 

TSA has a number of initiatives to reduce the ongoing operations, maintenance and staffing costs 
related to the procurement and deployment of AITs, without compromising the security of the 
traveling public. We expect the following initiatives to significantly reduce the costs of AIT 
operation: 

A. A TR Upgrade 

The upgrade of ATR to AIT units will eliminate the need for an image operator, thereby 
reducing operational staffing of an AIT by one Full-Time Equivalent per unit. It will also 
remove the need for the remote IO viewing station, lowering installation and maintenance costs. 
A TR will increase the effectiveness and throughput of the checkpoint by indicating targeted 
areas on passengers for resolving anomalies. 

B. Optimized CPU Speed within AITs 

AIT is anticipated to undergo several upgrades to its processing speed over the procurement 
timeline from CY 2011 to CY 2014. Vendors have indicated that the possibility exists for 
processing speeds to increase in the near term through hardware upgrades, allowing the machines 
to handle greater levels of throughput. The optimized CPU speed may reduce the need for one 
AIT to be installed for every X-ray used to screen passenger baggage, allowing a single AIT to 
operate in a two X-ray to one AIT configuration. This has the potential to lower costs as fewer 
AIT units would be required for checkpoints and less staff required for AIT operation. 

C. Maintenance Metrics 

AIT vendors, third-party maintenance providers and TSA work together actively to report 
maintenance metrics to identify and reduce recurring issues. The maintenance metrics are 
tracked to ensure that issues are identified and addressed in a timely manner and do not disrupt 
operations in the field. 
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VII. Technology Initiatives 

AIT offers an upgradable technology platform to encourage vendors to enhance existing AIT 
capabilities or offer complementary security processes. TSA is determining the feasibility of 
increasing the functionality of currently fielded units through enhancements or by employing 
new screening technologies. 

A. Additional Algorithms and Increased Processing Speed 

As the role of AIT in the passenger screening checkpoint evolves, TSA's primary long-term 
objective is to develop and deploy a system capable of automatically distinguishing explosives 
and prohibited items from benign objects concealed on passengers' bodies. Future AIT 
initiatives will focus on the refinement of the A TR algorithm to increase detection, lower false 
alarm rate and further reduce processing time. This reduction of processing time may result in 
one AIT per two X-rays while eliminating the need for the WTMD and related staff. 

B. Integrated WTMD Capabilities 

WTMD only detects metallic items, while AIT can identify anomalies, including metallic and 
non-metallic threats, such as small amounts of explosives on the body. In the future, TSA may 
explore integration of WTMD capabilities into the AIT platform to complement the significant 
capabilities of AIT with metal detection. Integration could provide a higher level of detection for 
metallic objects and enhance the capability of current AIT units at a relatively low cost. 

C. Integration of Shoe Scanner Device (SSD) 

The SSD is a conceptual passenger screening technology to detect explosives and other weapons 
concealed in passengers' footwear or the lower part of legs and feet. SSD would not require 
passengers to remove their footwear as they pass through the security checkpoint. This 
technology would increase efficiency and throughput for the Advanced Technology X-ray 
because TSOs would no longer be required to analyze images of footwear. This technology 
would also improve passengers' experience at the checkpoint by further reducing divestiture. 
SSD can be designed as a complement to AIT because vendors are currently pursuing options to 
integrate SSD within the AIT platform. 
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AIT 
ALF 
ARB 
ARRA 
ATR 
CY 
DHS 
EPD 
ETD 
FfE 
FY 
IO 
OT&E 
PSP 
QPL 
QT&E 
S&T 
SSD 
TEMP 
TSA 
TSO 
WTMD 
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Appendix A-List of Abbreviations/ Acronyms 

Advanced Imaging Technology 
Acquisition Life Cycle Framework 
Acquisition Review Board 
American Recovery and Reinvestment Act of 2009 
Automated Target Recognition 
Calendar Year 
Department of Homeland Security 
Enhanced Pat-Down Procedure 
Explosive Trace Detection 
Full Time Equivalent (Employee) 
Fiscal Year 
Image Operator 
Operational Test and Evaluation 
Passenger Screening Program 
Qualified Products List 
Qualification Test and Evaluation 
Science and Technology (Directorate) 
Shoe Scanner Device 
Test and Evaluation Master Plan 
Transportation Security Administration 
Transportation Security Officer 
Walk-Through Metal Detector 
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Message from the Administrator 

October xx, 2010 

I am pleased to present the following report, "Implementation of 
Title XIV of the Implementing Recommendations of the 9/11 
Commission Act of 2007 and the State of Public Transportation," 
prepared by the Transportation Security Administration. 

This report is required by Section 1412 of Title XIC (Public 
Transportation Security) of the Implementing Recommendations 
of the 9/11 Commission Act of 2007. Section 1412 of Title XIV 
requires the Department of Homeland Secmity to submit a report 
not later than March 31st of each year containing the following: 

• The National Strategy for Public Transportation Security 
required under Section 1404; 

• The amount of funds appropriated to carry out the 
provisions of Title XIV that have not been expended or obligated; 

• An estimate of the cost to implement the National Strategy for Public Transportation 
Security, which shall break out the aggregated total cost of needed capital and operation 
security improvement for fiscal years (FY) 2008-2018; The state of public transportation 
security in the United States, which is to include numerous data points identified in 
paragraph (a)(2)(E) of Section 1412; and 

• A description of the implementation of the provisions of Title XIV. 

Pursuant to congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable Frank Lautenberg 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Secmi ty 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Secmity 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

NG: This record contains Sensitive Security Informa tion that is controlled under 49 CFR parts 15 and 1520. No part of this 
record may ' "need to know", as defined in 49 CFR parts 15 and 1520, except with the written 

permission ol' the Administrator of the Transportation , . ·ecretary of Transportation. Unauthorized 
release may result in civil penalty or other action. For U.S. government agencies, public disc osurc . d 

49 CFR parts 15 and 1520. 
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Inquiries relating to this report may be directed to me at 571 227J(b}(5l I or to the Department's 
Deputy Chief Financial Officer, Peggy Sherry, at .... (b_H6_l ____ __, 

Respectfully, 

John S. Pistole 
Administrator 

W.1RNJ;\-'&: This retord contains Sensiti ,·e Secun y · · ·ontrolled under 4'J Cl'I{ parts 15 and 1520. No pa rt of this 
rernrd may he disclosed to pl'rsons without a "ncNI to know", as define< 111 1520, ex.·ept with lhl' written 

permission of the Administrator of !lie T ranspurtatiun s .. eurit} Admiuistration or the s .. rretary of· rnn, i£ed 
release ma~· resul! in ci\'il penalt.,· or other adicm. For 11.S. gm·ernmen! agencies, public disclosure i, governed hy 5 IJ.S.C. 552 and 

-19 CFR parts 15 and 1520. 
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Executive Summary 

This report is provided by the Transportation Security Administration (TSA) as required by 
Section 1412 of Title XIC (Public Transportation Security) of the Implementing 
Recommendations of the 9/ 11 Commission Act of 2007. The report will address each of the 
following requirements: 

• The National Strategy for Public Transportation Security required under Section 1404; 
o The Mass Transit Annex to the Transportation Security Sector Specific Plan (TS

SSP) developed pursuant to Homeland Security Presidential Directive-7, serves as 
the National Strategy for Public Transportation Security required under Section 
1404. 

• The amount offunds appropriated to cart)' out the provisions of Title XIV that have not 
been expended or obligated; 

o At this time, all funds that have been appropriated to carry out the provisions of 
Title XN have been expended or obligated. 

• An estimate of the cost to implement the National Strategy.frJr Public Transportation 
SecuritJ', which shaii break out the aggregated total cost of needed capital and 
operational security improvements for fiscal .vears (FY) 2008-2018; 

o TSA will provide appropriate cost estimates separately through FY 11 budgetary 
processes for the Department of Homeland Security (DHS) as coordinated by the 
Office of Management and Budget. 

• The state of public transportation security in the United States, which is to include 
detailing the status of security assessments, the progress being made around the country 
in developing prioritized lists of security improvements necessary to make public 
transportation facilities and passengers more secure, the progress being made b_v 
agencies in developing security plans and how those plans d(fferfrom the security 
assessments and a prioritized list of security improvements being compiled by other 
agencies, as weii as a random sample of an equal number of large- and smaii-scale 
projects currently underway; and 

o TSA' s efforts in minimizing the likelihood of a terrorist attack occurring or 
succeeding continue to be guided by five principles: 

• Expanding partnerships for security enhancement 
• Elevating the security baseline 
• Building security force multipliers 
• Leading information assurance 
• Protecting high risk assets and systems. 

• A description of the implementation of the provisions of Title XIV. 
o Section 1405 - Security Assessments and Plans: Through the American Public 

rtation Association (APT A), TSA is working with the industry. TSA 

W.1RNJ;\-'&: This retord contains Sensiti ,·e Security Information that is c · 'J Cl'I{ parts 15 and 1520. No pa rt of this 
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permission of the Administrator of !lie T ranspurtatiun s .. curit} Administration or the s .. cretary of Transportation. 
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intends to use these standards as part of the basis for its notice of proposed 
rulemaking (NPRM). 

o Section 1406 - Public Transportation Security Assistance: The Transit Security 
Grant Program (TSGP) meets this requirement. 

o Section 1407 - Security Exercises: The Intermodal Security Training and 
Exercise Program (I-STEP) meets this requirement. 

o Section 1408 - Public Transportation Security Training Program: An NPRM is 
being drafted. 

o Section 1409 - Public Transportation Research and Development: DHS' Science 
and Technology Directorate is providing a separate report addressing this 
prov1s10n. 

o Section 1410 - Information Sharing: TSA established a partnership with the 
Public Transit Information Sharing and Analysis Center (PT-ISAC) and the 
American Public Transportation Association (APT A) to support public 
transportation officials. 

o Section 1411 -Threat Assessments: An NPRM is being drafted. 
o Section 1414 - Security Background Checks of Covered Individuals for Public 

Transportation: TSA has published guidance on conducting background checks 
on employees; the guidance is available on TSA's website at 
http://www. tsa. gov/ assets/pd fl guidance employee background checks. pd f 

o Section 1415 - Limitations on Fines and Civil Penalties: TSA's Surface 
Transportation Security Inspection Program procedures are in compliance with 
this section. 

Additional information of the status of each provision is summarized in this report. 

W.\RNJ;\-'&: This retord contains Sensiti ,·e , . ation that is controlled under 4'J Cl'I{ parts 15 and 1520. No pa rt of this 
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I. Legislative Language and Background 

SEC.1412. REPORTING REQUIREMENTS. 

(a) ANNUAL REPORT TO CONGRESS.-
(}) IN GENERAL-Not later than March 31 of each year, the Secretary shall 
submit a report, containing the information described in paragraph (2), to the 
appropriate congressional committees. 
(2) CONTENTS.-The report submitted under paragraph (1) shall include

(A) a description of the implementation of the provisions of this title; 
(B) the amount of funds appropriated to carry out the provisions of this 
title that have not been expended or obligated; 6 USC 1141.Deadline.6 
USC 1140.121 STAT. 414 PUBLIC LAW 110-53-AUG. 3, 2007; 
(C) the National Strategy for Public Transportation Security required 
under section 1404; 
(D) an estimate of the cost to implement the National Strategy for Public 
Transportation Security which shall break out the aggregated total cost of 
needed capital and operational security improvements for fiscal years 
2008-2018;and 
(E) the state of public transportation security in the United States, which 
shall include detailing the status of security assessments, the progress 
being made around the country in developing prioritized lists of security 
improvements necessary to make public transportation facilities and 
passengers more secure, the progress being made by agencies in 
developing security plans and how those plans differ from the security 
assessments and a prioritized list of security improvements being 
compiled by other agencies, as well as a random sample of an equal 
number oflarge- and small-scale projects currently underway. (3) 
FORMAT .-The Secretary may submit the report in both classified and 
redacted formats if the Secretary determines that such action is appropriate 
or necessary. 

(b) ANNUAL REPORT TO GOVERNORS. -
(I) IN GENERAL-Not later than March 31 of each year, the Secretary shall 
submit a report to the Governor of each State with a public transportation agency 
that has received a grant under this Act. 
(2) CONTENTS.-the report submitted under paragraph (I) shall specify-(A) 
the amount of grant funds distributed to each such public transportation agency; 
and (B) the use of such grant funds. 

W,\RNJ;\-'&: T us r ·· · ,·e Security Information that is controlled under 4'J Cl•R parts 15 and 1520. No pa rt of this 
record may be disclosed to persons withou a fined in 4'J lTR parts 15 and 1520, Hl'ept with the written 
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II. National Strategy for Public Transportation Security 

The existing Mass Transit Annex to the Transportation Security Sector Specific Plan (TS-SSP), 
developed pursuant to Homeland Security Presidential Directive-7, serves as the National 
Strategy for Public Transportation Security (Section 1404). The TS-SSP is currently being 
reviewed and updated in order to reflect progress in strategic security priorities and objectives, 
and to ensure that the specific requirements of Sections 1404 and 1511 (passenger rail) are 
included. The goal is to complete the updated version in fiscal year (FY) 2011. A brief 
description of the National Strategy follows: 

As the mass transit and passenger rail industry and their Federal, State, and local partners move 
forward with implementing the plan to secure the mass transit and passenger rail systems, they 
seek to provide a secure environment for passengers and employees through training, public 
outreach, procedures and hardening of physical assets, and expanding visible/covert, random, 
and unpredictable security measures. This plan for mass transit and passenger rail security sets 
out to achieve the objectives and priorities identified in the TS-SSP, the Presidential Executive 
Order 13416, "Strengthening Surface Transportation Security," as well as other national and 
regional strategies to mitigate transportation risk. These objectives are achieved by applying risk 
management principles set forth in the TS-SSP. This risk management framework ensures that 
risk-reduction and protection measures are implemented in mass transit and passenger rail 
systems and assets where they offer the most benefit both in response to specific threats and in 
the general threat environment. 

This joint effort takes place through the Transit, Commuter, and Long-Distance Rail Government 
Coordinating Council (TCLDR-GCC) and the Mass Transit Sector Coordinating Council (SCC). 
These forums foster effective communications and coordination for the governmental entities 
and the members of the transit community. The TCLDR-GCC and SCC serve as coordinating 
bodies to discuss, develop, and refine positions on all matters related to transit security. Further, 
they streamline the coordination process between government and the transit industry, helping to 
advance a partnership in developing and implementing security programs. Working through the 
Critical Infrastructure Partnership Advisory Council, government and industry come 
together in efforts to reach consensus on transit security initiatives. 

Within the GCC/SCC framework, mass transit and passenger rail governmental and industry 
partners have devised, and are implementing, a plan consistent with the approach set out in the 
National Infrastructure Protection Plan. This plan aims to enhance security through collaborative 
efforts nation-wide and in regional areas throughout the nation to employ the full spectrum of 
security resources in the most effective manner possible. Essential components of the plan 
include maximizing the power of information, using risk-based principles in conducting 
assessments of assets and systems, and applying the results to ensure domain awareness and to 
identify and implement security programs and concrete and specific criteria to measure the 
effectiveness of these programs. These efforts are advanced in the context of an ever-changing 
threat environment and encompass proactive measures to reduce vulnerabilities in general and 
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improve overall preparedness to meet a range of contingencies, including response to specific 
threat intelligence and security incidents. 

Critical systems and assets have been identified via a collaborative effort involving the 
Transportation Security Administration (TSA) and other components within the Department of 
Homeland Security (DHS), the Federal Transit Administration (FT A), the Federal Railroad 
Administration (FRA), the Federal Bureau of Investigation (FBI), mass transit and passenger rail 
agencies, and State and local governments. FTA, TSA, and other DHS components, in 
cooperation with State, local, and industry security partners, have conducted a number of 
vulnerability assessments of the systems and assets. 

Rail transit, commuter rail, and major transit systems have developed security plans and 
emergency preparedness plans in a format that is consistent with the FT A's Public 
Transportation System Security and Emergency Preparedness Planning Guide (2003). 

TSA' s Surface Transportation Security Inspection (STSI) Program continues these efforts with 
the Baseline Assessment and Security Enhancement (BASE) program. The BASE Program 
reviews transit systems implementation of 17 Security and Emergency Preparedness Action 
Items (security action items), jointly developed by TSA and FT A in coordination with the SCC. 
Specifically, Transportation Security Inspectors (TSI) in the field review transit agency security 
plans and/or related documentation, interview transit agency employees, and observe transit 
system operations in order to score their performance against over 200 checklist line items 
included in the BASE. The information gathered from the TSis is analyzed to inform future 
policy decisions and security program development. In addition to implementing the BASE 
program in the field, TSis support Visible Intermodal Prevention and Response (VIPR) team 
operations, provide local stakeholder liaison and consultation, and respond to significant security 
events in order to facilitate information sharing between local transit agencies and the Federal 
government. 

To further support TSA's mass transit security mission, TSA continues to build out its training 
infrastructure at the Transportation Technology Center in Pueblo, Colorado. In anticipation of 
the need to train new TSis on rail-specific safety and security issues, TSA began training the 
workforce at the facility in 2006. After realizing the value and potential of this site, TSA entered 
into a Memorandum of Agreement with the Federal Railroad Administration to build out a 
dedicated portion of the facility, including classroom and office space, to facilitate development 
and implementation of more advanced surface training opportunities for TSA's field operations 
staff. As part of this effort, TSA partnered with other Federal agencies and stakeholders to 
obtain rail cars for practical training purposes. To further deliver on its commitment to improve 
surface transportation security training, TSA has assigned personnel to develop the surface 
transportation security related course curriculum and to deliver training material. Current 
training offered at the Transportation Technology Center includes coursework focused on 
orienting TSA staff to the rail operating environment and providing safety awareness. Future 
courses at the facility will include advanced rail operations courses, VIPR team training, and a 
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highway motor carrier/over-the-road bus course. All courses will include both classroom 
instruction and on-site practical application and exercises. 

In collaboration with the Transit Policing and Security Peer Advisory Group, formed under the 
auspices of the SCC, TSA works with transit agency managers and security professionals to 
harness the application of resources and the development of programs to maximize the impact 
in enhancing security. The Advisory Group brings together the expertise of 14 transit police 
chiefs and security directors from systems across the nation as a sounding board and liaison 
group to advance effective security programs. These efforts build on the work already 
accomplished in transit systems in assessing their security programs, whether through Federal 
technical assistance programs or contractual arrangements with private entities that conduct risk 
and vulnerability assessments. Ongoing collaboration with these industry partners has facilitated 
assessment of transit systems' posture, notably in six Transit Security Fundamentals that are the 
core underpinnings to an effective transit security program: 

1. Protection of high-risk underwater/underground assets and systems 
2. Protection of other high-risk assets that have been identified through system-wide risk 

assessments 
3. Use of visible, unpredictable deterrence 
4. Targeted counter-terrorism training for key front-line staff 
5. Emergency preparedness drills and exercises 
6. Public awareness and preparedness campaigns. 

The processes for normalizing, analyzing and prioritizing the results of security assessments 
and employing risk-based initiatives and protective programs to mitigate the identified risks are 
dynamic. Regular reviews and integration of information on the threat environment ensure 
these efforts remain properly focused and produce tools that may be employed effectively in the 
diverse public transportation environment. Such reviews also include the regular and on-going 
review of the effectiveness of Federal resources, programs, and services. The goal of this plan, 
and the collaborative efforts and programs it addresses, is to ensure the most effective means 
to achieve more secure and better protected mass transit and passenger rail systems. 

III. Appropriated Funds Not Expended or Obligated 

All funds that have been appropriated to carry out the provisions of Title XIV have been 
expended or obligated. 

IV. Estimated Cost Of Implementing the National Strategy 

TSA will provide appropriate cost estimates separately through the FY 2011 budgetary processes 
for DHS, as coordinated by the Office of Management and Budget. 
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V. State of Public Transportation Security 

TSA's efforts to assist public transit agencies and passenger rail carriers to deter terrorism and 
minimize the effects of terrorist attacks continue to be guided by five principles: 

• Expanding partnerships for security enhancement 
• Elevating the security baseline 
• Building security force multipliers 
• Leading information assurance 
• Protecting high risk assets and systems. 

1. TSA is expanding partnerships for security enhancement through regional coordination 
and liaisons, notably engagement with Federal and mass transit and passenger rail 
security partners through the GCC/SCC framework, the Transit Policing and Security 
Peer Advisory Group (P AG) and multi-agency coordination forums in regional areas 
throughout the country. A key initiative in this effort is the joint classified threat and 
analysis briefings provided to mass transit and passenger rail security officials and their 
Federal partners by intelligence professionals in DHS, TSA, and the FBI. TSA also helps 
facilitate Connecting Communities Public Transportation Emergency Preparedness 
Workshops to continue a successful TSA/FTA partnership project. The Federal Railroad 
Administration participates in Department of Transportation (DOT) efforts promoting 
public transportation security with respect to intercity passengers and commuter 
railroads, contributing in particular its knowledge of railroad operations, infrastructure, 
and organizational structure. TSA also maintains extensive engagement with foreign 
counterparts on transit security matters with the aim of sharing and gleaning effective 
practices for potential integration in the domestic strategic approach. 

2. Elevating the security baseline through the BASE program and the analysis and 
application of results to drive development of security programs and resource allocations 
that most effectively produce security enhancements. TSA's (Surface) Transportation 
Security Inspectors conduct the assessments in partnership with the mass transit and 
passenger rail agencies' security chiefs and directors. The results of the security 
assessments aid in the development of risk mitigation and security enhancement 
programs, resource allocations, and priorities for transit security grants. In addition, 
during the assessments the inspectors cite the most effective security programs, measures, 
and activities developed by the mass transit and passenger rail agencies. This effort 
enabled a compilation of Smart Security Practices. 

3. TSA is building security force multipliers through security training of employees and law 
enforcement, terrorism prevention and response exercises and drills, and public 
awareness campaigns. TSA developed and published the Mass Transit Security Training 
Program to assist agencies in improving security training of their employees. To enhance 
the coordination and deterrent effect, TSA and the representatives of the Transit Policing 
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and Security PAG worked cooperatively to improve the preparation, planning, and 
execution of the Visible Intermodal Prevention and Response (VIPR) program, producing 
guidelines which were distributed throughout TSA. This effort resulted in an increase of 
VIPR deployments in mass transit and passenger rail systems being conducted more 
effectively. To further support the VIPR mission, TSA was provided funding in FY08 
and FYlO through a VIPR appropriation to hire 75 and 79 new Surface TSis, 
respectively. As a result, TSA dedicated TSis full-time to 25 VIPR teams at critical 
locations throughout the country, thus providing local stakeholders with more direct 
access to TSA resources. TSA has also developed the Intermodal Security Training and 
Exercise Program (I-STEP) which is expanding throughout the country. The I-STEP 
incorporates all of the transportation entities of a particular city or area along with their 
first responders, fire and Emergency Medical Services, and local law enforcement to 
facilitate planning, preparation, and final execution of a multi-jurisdictional, cross
functional, anti-terrorism exercise program. 

4. Leading information assurance is an area that TSA has advanced by accomplishing 
significant outreach through multiple means such as the Homeland Security Information 
Network (HSIN), joint DHS/TSA/FBI threat and analysis briefings on a quarterly basis, 
deployment of secure telephone equipment to Amtrak and the top 20 mass transit and 
passenger rail agencies to enable immediate contact on specific terrorist threats, and 
Security Awareness Messages periodically disseminated to mass transit and passenger 
rail security and management officials. 

5. TSA has been protecting high risk assets and systems by participating in a tunnel working 
group formed by DHS and DOT, bringing experts together to implement protective 
measures to prevent attacks, researching and testing new technology for screening, 
enhancing blast mitigation and emergency response capabilities, and working to develop 
testing and modeling programs to mitigate the overall risk to these assets. The National 
Explosives Detection Canine Team Program has continued to augment the explosives 
detection capability of the critical transit agencies by providing partial funding, training, 
certification, and management assistance. 

VI. Descriptions of the Implementation of the Provisions of Title XIV 

The following provisions are listed in the 9/11 Act and pertain to the mass transit and 
passenger rail industries. 

Implementation of Section 1405-Security Assessments and Plans. TSA has 
made significant progress toward ensuring that high risk agencies develop comprehensive 
security plans and has information to help them establish security programs, assessments, 
and plans. 
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Concerning the mandated rulemaking to require that high risk agencies maintain and 
implement security plans, TSA is conducting outreach to the industry and is developing 
a security plan regulation for public transportation agencies. This approach was briefed 
to the GCC in May 2008, the SCC in June 2008, and to the PAG during the monthly 
teleconferences. Consultations with the public transportation community will continue to 
occur through these forums, with further outreach among mass transit and passenger rail 
security officials, employee labor organizations, and first responder associations. TSA 
anticipates publishing an NPRM in late 2011. 

Two of the BASE Security Action Items specifically address whether an agency has a 
security plan and a vulnerability assessment. The largest mass transit and passenger rail 
agencies (ridership greater than 60,000 passengers per day) have developed 
comprehensive security plans and vulnerability assessments that rated high during BASE 
assessments, but TSA is working with them to improve these scores even further. 

Implementation of Section 1406-Public Transportation Security Assistance. 
The existing Transit Security Grant Program (TSGP) fulfills the mandate for "a program 
for making grants to eligible public transportation agencies for security improvements ... " 

The fiscal year 2010 program guidance, published in December 2009, provided funding 
opportunities to specific mass transit and passenger rail agencies, emphasizing several 
different project types that were grouped based on their effectiveness to reduce risk and 
alignment with departmental priorities. The five project effectiveness groups, with 
sample project types, are listed below: 

• Training, Operational Deterrence, Drills, Public Awareness Activities 
o Developing security plans 
o Training, including security awareness, DHS-approved behavior recognition, 

counter-surveillance, and immediate actions for security threats/incidents 
o Operational deterrence, including canine, mobile explosives screening, and 

anti-terrorism teams 
o Crowd assessment 
o Public awareness 

• Multi-User High Density Key Infrastructure Protection 
o Anti-terrorism security enhancement measures, such as intrusion detection, 

visual surveillance with live monitoring, alarms tied to visual surveillance 
system, recognition software, tunnel ventilation and drainage system 
protection, flood gates and plugs, portal lighting, and similar hardening 
actions for: 

• Tunnels 
• High-density elevated operations 
• Multi-user high-density stations 
• Securing of Supervisory Control And Data Acquisition (SCAD A) 

systems 
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• Single User High Density Key Infrastructure Protection 
o Anti-terrorism security enhancement measures for 

• High-density stations 
• High-density bridges 

• Key Asset Operating Protection 
o Physical hardening/security of control centers 
o Secure stored/parked trains, engines, and buses 
o Bus/Rail yards 
o Maintenance facilities 

• Other Mitigation Activities 
o Interoperable communications 
o Evacuation plans 

-

o Anti-terrorism security enhancement measures for low-density stations 

The following grant funding was provided to the mass transit and passenger rail 
industries: 

❖ FY 2010-$253 million; plus another $20 million to Amtrak 
❖ FY 2009-$348 million; plus another $25 million to Amtrak 
❖ FY 2008-$343 million; plus another $25 million to Amtrak 
❖ FY 2007-$255 million including the supplemental funding. 

In December 2007, the Secretaries of Homeland Security and Transportation submitted a 
joint letter to the appropriate Congressional committees regarding their determination, as 
required by Section 1406 (d), that DHS was "the most effective and efficient way" to 
distribute the grant funds. 
Further details on the TSGP, including summaries of consultations with eligible agencies 
through meetings, regular teleconferences, and responses to inquiries, may be accessed 
the DHS public website at http://www.tsa.gov/join/grants/tsgp.shtm. Of note, TSA held 
two After Action Conferences during July 2010 to afford transit and law enforcement 
stakeholders the opportunity to provide feedback on the FY 10 TSGP process, including 
recommendations for improving the program. An eastern regional session was held on 
July 13, 2010, in New York, and a western regional session was held on July 21, 2010, in 
Los Angeles. 

Implementation of Section 1407-Security Exercises. TSA, through the I-STEP, 
an adaptation of the Port STEP concept to surface modes of transportation, employs a 
multi-phased, multi-jurisdictional, cross functional and scenario-based approach to 
evaluate and enhance anti-terrorism and immediate response capabilities. I-STEP 
enhances the preparedness of our nation's surface transportation sector network with 
meaningful evaluations of capabilities to prevent, to prepare for, and to respond to 
terrorist-related incidents. 
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I-STEP provides security-exercise tools and services to modal operators through TSA 
general managers. The tools include software for exercise design, evaluation and tracking 
for a mix of tabletop, advanced tabletop, and functional exercises. 

In addition to the highly successful I-STEP in the National Capital Region, four more 
exercises will have been completed by the end of Calendar Year 2010. 

Implementation of Section 1408-Public Transportation Security Training 
Program. TSA is developing regulations for a public transportation security training 
program to prepare public transportation employees, including frontline employees, for 
potential security threats and conditions. TSA has consulted with a broad range of 
stakeholders as required by Section 1408(b) and anticipates publishing an NPRM in 
2011. 

Implementation of Section 1409-Public Transportation Research and 
Development. DHS' Science and Technology Directorate is providing a separate 
report addressing this provision, which requires DHS to carry out a research and 
development program in consultation with TSA and FT A for the purpose of improving 
the security of public transportation systems. 

Implementation of Section 1410-Information Sharing. TSA recently established 
a partnership with the Public Transit Information Sharing and Analysis Center (PT
ISAC) and the American Public Transportation Association (APT A) to provide access to 
intelligence and research materials gathered by TSA to support mass transit and 
passenger rail officials in this area. 

In a collaborative effort, officials from the TSA Mass Transit and Passenger Rail 
Division and TSA Office of Inspections (01), the Federal Transit Administration, the PT
ISAC, and representatives of the mass transit and passenger rail agencies are developing 
recommendations on specific actions to enhance the scope, accuracy, timeliness, and 
efficiency of information sharing. A primary objective of this effort is producing a 
unified, comprehensive intelligence and security information sharing platform for the 
mode, with reports and other materials on security technologies as essential components. 

Implementation of Section 1411-Threat Assessments. TSA is preparing a 
proposed Rule to require frontline public transportation employees to undergo a name
based check against the consolidated Federal watch lists and an immigration check, and 
pay the associated fees. 

Implementation of Section 1414-Security Background Checks of Covered 
Individuals for Public Transportation. TSA has produced guidance on conducting 
background checks of public transportation employees. This guidance includes a 
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reference to the Federally-established list of disqualifying crimes applicable to and the 
appeal and waiver process system established for hazardous material drivers and 
transportation workers at ports ( 49 Code of Federal Regulations (CFR) 1572.103 and 49 
CFR part 1515 respectively). The guidance further recommends an internal redress 
process for individuals who are adversely impacted to ensure both fairness and security. 
This guidance was widely disseminated in November 2007 including at SCC and PAG 
meetings. It is also published and is available on TSA's website at 
http://www. tsa. gov/ assets/pd fl guidance employee background checks. pd f. 

Item number 14 addresses Background Checks as follows: 

14. Conduct Background Investigations of Employees and Contractors 

a. Conduct background investigations (i.e., criminal history and motor vehicle 
records) on all new front-line operations and maintenance employees, and 
employees with access to sensitive security information and security critical 
facilities and systems. 

b. Conduct background investigations on contractors, including vendors, with 
access to sensitive security information and security critical facilities and systems. 

c. Ensure that background investigations are consistent with applicable laws. 

d. Document the background investigation process, including criteria for 
background investigations by employee type ( operator, maintenance, 
safety/security sensitive, con tractor, etc.). 

Implementation of Section 1415-Limitations on Fines and Civil Penalties. 
The standard operating procedures for the Surface Transportation Security Inspection 
Program are in compliance with this section, which prohibits the Secretary from 
assessing civil penalties against public transportation agencies for violations of DHS' 
regulations or orders except as follows: 

• When the agency is in violation of a regulation or order, the Secretary shall seek 
correction through a written notice to that agency to afford that agency the 
opportunity to correct the violation or propose an alternative acceptable to the 
Secretary. 

• If an agency in violation neither corrects the violation, nor proposes an alternative 
means of compliance within a reasonable time period specified in writing by the 
Secretary, the Secretary may take authorized action. 
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Message from the Administrator 

May 02, 2014 

I am pleased to present the following report, "Screening 
Partnership Program (SPP) Implementation of Government 
Accountability Office (GAO) Recommendations and Compliance 
with Federal Aviation Administration (FM) Modernization and 
Reform Act of 2012," prepared by the Transportation Security 
Administration (TSA). 

TSA is submitting this report pursuant to the Explanatory 
Statement accompanying the FY 2014 Department of Homeland 
Security (DHS) Appropriations Act (P.L 113-76) and House 
Report 113-91. The report discusses TSA's implementation of 
GAO recommendations to compare cost and perfo1mance of SPP 
and non-SPP airports, as well as TSA's compliance with the FAA 
Modernization and Reform Act of 2012. 

As required, we are submitting this report to the following Members of Congress: 

The Honorable John R. Carter 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable David E. Price 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Mary L. Landrieu 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable Daniel Coats 
Ranking Member, Senate Appropriations Subcommittee on Homeland Secmity 

Inquiries relating to this report may be directed to me at 571 227~ or to the Department's 
Acting Chief Financial Officer, Chip Fulghum, at .... (b_H_5) ____ __, 

Sincerely, 

ffIP~ 
John S. Pistole 
Administrator 
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I. Legislative Language 

This report is submitted pursuant to the Explanatory Statement and House Report 113-91 
accompanying the FY 2014 DRS Appropriations Act (P.L. 113-76). 

The Explanatory Statement states: 

"TSA is directed to provide a report to the Committees not later than 90 days after 
the date of enactment of this Act on how it is implementing GAO 
recommendations to compare cost and performance of SPP airports and non-SPP 
airports." 

House Report 113-91 states: 

"In addition, the Committee directs TSA to fully implement all previous GAO 
recommendations deemed necessary to accurately compare cost and performance 
of SPP airports and non-SPP airports and to provide a report to the Committee, 
not later than 90 days after the date of enactment of this Act, with the results of 
these implemented changes, which the Committee expects to be sufficiently 
transparent and reflective of a cost and performance comparison using proper and 
generally accepted accounting principles. 

The Committee directs TSA to report not later than 90 days after the date of 
enactment of this Act on how it is complying with the FAA Reauthorization Act 
[sic] (Public Law 112-95) provisions and to provide the Committees quarterly 
reports on its execution of the SPP program and processing of applications for 
participation, including the status of applications by date of application and date 
of decision." 
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II. Background 

In accordance with the Aviation and Transportation Security Act (A TSA; P.L. 107-71 ), TSA 
contracts with qualified private companies through the SPP at participating airports to screen 
passengers and baggage (including some cargo) for explosives, weapons, and other prohibited 
items through the use of a private, contract screening workforce under federal oversight. 

SPP complies with ATSA and 49 U.S.C. §44920, which authorize the TSA Administrator to 
approve an application, submitted by an operator of an airport, to have the screening of 
passengers and property at the airport carried out by the screening personnel of a qualified 
private screening company under a contract entered into with the Administrator. The FAA 
Modernization and Re_frJnn Act of2012 (P.L. 112-95) amended 49 U.S.C. § 44920 by providing 
several standards that TSA must use when determining whether to approve an application, a 
timeline for approving or denying an application, and specific actions to take if an application is 
denied. TSA continues to meet the statutory requirements of 49 U.S.C. § 44920 and private 
contract screeners continue to play an important part in TSA's mission of protecting the Nation's 
transportation systems. 
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III. GAO Recommendations 

GAO conducted two audits of the SPP that compare cost and performance of SPP airports and 
non-SPP airports. GAO audit 09-27R: TSA 's Cost and Pe,j<Jrmance Study of Private-Sector 
Airport Screening, was conducted from August 2007 to November 2008, with a final report 
published on January 9, 2009. GAO audit 13-208: Screening Partnership Program: TSA Should 
Issue More Guidance to Airports and Monitor Private versus Federal Screener Perfomwnce, 
was conducted from November 2011 to November 2012, with a final report published on 
December 6, 2012. 

In GAO audit report 09-27R, the GAO made recommendations with which TSA partially 
concurred. GAO reviewed TSA's study on cost and performance comparisons and listed IO 
items as limitations. Of the seven limitations identified by GAO associated with TSA's cost 
comparison, three items have been addressed by TSA and four were partially addressed. As a 
result, GAO' s updated review' in March 2011 determined that "TSA' s revised cost comparison 
provides a more reasonable basis for comparing the costs of private-sector and TSA screeners." 
Of the three limitations associated with TSA's performance analysis, GAO determined that one 
was partially addressed, and two were generally not addressed. The first unaddressed limitation 
was related to insufficient variables in performance comparisons between SPP and federal 
airports, and the second pointed to a lack of confidence levels for estimates in screening 
performance, a requirement of generally accepted statistic practices. These limitations in 
assessing contractor performance were reiterated in audit report GAO auditl3-208, which TSA 
has worked to address. 

In the six years since GAO audit 09-27R was conducted, TSA has made great strides in 
improving its cost estimating methodology and providing more transparency into how these 
figures are calculated. TSA uses actual, airport-specific wage and benefit rates for airports that 
are being reviewed for transition, and applies relevant direct costs and overhead to its estimates. 
Since 85-90 percent of screening operations costs are related to personnel compensation and 
benefits, TSA is confident the methodology is accurately capturing the most significant cost 
factor for federal cost estimates. TSA now publishes the federal cost estimate in the SPP 
Request For Proposals (RFPs), so all bidders are aware of the evaluative criteria TSA uses to 
assess the cost efficiency of a contract. On January 10, 2014, TSA held an industry day, which 
included a presentation and open question and answer discussion regarding the federal cost 
estimate. On January 14, 2014, TSA leadership, along with the DHS Office of Inspector General 
(OIG) and GAO, testified before Congress and provided detailed information regarding the 
federal cost estimate to committee staff. TSA welcomes GAO to review its current methodology 
and provide critical feedback in order to further enhance the accuracy of the federal cost 
estimate. 

1GAO-l i-375R: Aviation Security: TSA 's Revised Cost Comparison Provi1les a More Reasonable Basis for 
Comparing the Costs of Private-Sector and T.SA Screeners. 
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In response to the Explanatory Statement and House Report 113-91 accompanying the FY 2014 
DHS Appropriations Act (P.L. 113-76), TSA is planning for a 2014 independent study of its cost 
and performance comparison methodology. TSA intends to discuss the study objectives with 
GAO in advance of initiating the study. 

In GAO audit report 13-208, the GAO made two recommendations with which TSA concurred. 
The recommendations included providing airports with more detailed guidance on how the SPP 
application process works, and developing a formal mechanism to evaluate private contractor 
performance. 

Recommendation 1 proposed that TSA develop guidance that clearly: (i) states the criteria and 
process that TSA is using to assess whether participation in the SPP would compromise security, 
or detrimentally affect the cost efficiency or the effectiveness of the screening of passengers or 
property at the airport; (ii) states how TSA will obtain and analyze cost information regarding 
screening cost efficiency and effectiveness and the implications of not responding to the related 
application questions; and, (iii) provides specific examples of additional information airports 
should consider providing to TSA to help assess an airport's suitability for SPP. 

TSA and GAO believe that the implemented changes have addressed the recommendations. The 
criteria provided to assess screening effectiveness as requested in parts (i) and (iii) of 
Recommendation 1 is left intentionally and appropriately broad. This provides interested parties 
discretion in how they craft proposals to meet the requirement of the Request for Proposals 
(RFPs), and an avenue to suggest alternative approaches or solutions to meet security 
requirements. To aid offerors in building effective proposals, TSA includes in the RFP the 
security requirements and the Federal Cost Estimate (Cost Efficiency) of the airport. The 
airport's participation in SPP is not considered approved until a qualified vendor is selected. 

TSA has no preconceived notion and does not want to restrict the information an airport may 
want to provide in order to justify their application. TSA provides general categories of 
information on its SPP application website and continuously reviews its guidance to ensure 
airports feel comfortable with the process and understand how all the information they provide 
will be used. 

In response to part (ii) of the recommendation, TSA posted an overview of the application 
process to the TSA website. Specifically, the overview describes the process, provides as many 
details as possible concerning the data that is used to approve or deny an application, and 
discusses TSA's cost-estimating methodology and TSA's definition of cost efficiency. In 
addition to this guidance update, TSA revised the SPP application to comply with appropriate 
federal records management directives and posted it at www.tsa.gov/stakeholders/program
application. 

Recommendation 2 proposed that TSA develop a mechanism to regularly monitor private versus 
federal screener performance. Beginning in the second quarter of FY 2013, TSA began 
producing reports that evaluate compliance with all provisions of the statute. These reports 
include an evaluation of SPP airport performance against the performance of TSA airports as a 
whole, as well as performance against other airports in the same category. To evaluate 
performance criteria that are reasonably within the control of the contractor, TSA uses measures 
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that are meaningful, provide value to TSA, are uniformly applied to all airports, and, to the 
extent practicable, are not influenced by factors outside a contractor's control, such as airport 
layout. The measures used to assess performance include pass rates on recertification testing, 
explosive detection drills, and SOP compliance assessments. 

The recommendations provided by GAO in report 13-208 have been closed as "implemented." 
This is an important step in building consistency in performance comparisons between SPP and 
non-SPP airports. TSA continues to take strides to improve performance comparison 
methodology. 
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IV. FAA Modernization & Reform Act of 2012 

The SPP program office is responsible for monitoring TSA compliance with provisions of P.L. 
112-95 § 830, and the program has complied with the provisions since enactment of the Act. 
Specifically, the program continues to review compliance with the following provisions of the 
statute: 

• "Not later than 120 days after the date of receipt of an application submitted by an 
airport operator under subsection (a), the /TSA Administrator/ shall approve or deny the 
application. " 

TSA received one SPP application in FY 2013, from Sarasota-Bradenton International Airport 
(SRQ), on February 5, 2013. TSA vetted and approved the application on May 16, 2013, well 
within the 120-day requirement. 

• "The [TSA Administrator] shall approve an application submitted by an airport operator 
under subsection (a) 1f the /TSA Administrator/ determines that the approval would not 
compromise securit_v or detrimentall_v affect the cost-efficienc_v or the effectiveness of the 
screening of passengers or property at the airport. " 

A team was convened to assess SRQ's application to determine compliance with the above 
statute. It included participants from TSA's Office of Security Operations, Office of Chief 
Counsel, Office of Finance and Administration, Office of Human Capital, and Office of 
Acquisitions. The team did not identify any issues that indicated a degradation of security or 
screening effectiveness by transitioning SRQ to private screening services. The team noted, 
however, that while TSA' s experience is that privatized screening has not compromised security 
or detrimentally affected the effectiveness of screening passengers and property at the SPP 
airports, it is possible that a proposal for private screening services could offer an approach to 
achieve efficiency that could negatively impact security effectiveness. Therefore, final action on 
an airport's acceptance into the SPP must be conditional pending an evaluation of proposals 
received. 

• "If the /TSA Administrator/ denies an application ... I he/ shaii provide to the airport 
operator, not later than 60 days following the date of the denial, a written report that sets 
forth (i) the findings that served as the basisf<Jr the denial, (ii) the results of any cost or 
security anal_vsis conducted in considering the application, and (iii) recommendations on 
how the airport operator can address the reasons for the denial. " 

• "The [TSA Administrator] shall submit to the Committee on Commerce, Science, and 
Transportation of the Senate and the Committee on Homeland Securit_v of the House of 
Representatives a copy of an_v I application denial/ report provided to an airport operator 
under subparagraph (A)." 

TSA did not deny any aircraft operator applications to participate in SPP in FY 2013. Therefore, 
none of the aforementioned actions were necessary. 
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V. Conclusion 

Private contract screeners have played an important role in TSA's mission of protecting the 
Nation's transportation systems since TSA began screening passengers and baggage in 2002. 
That work continues today as private contract screeners actively screen more than 28 million 
passengers and their baggage annually. TSA is also currently adapting its processes to meet the 
statutory requirements of P.L 113-76, as it continues to enhance and improve this program. 

In response to additional Congressional direction in FY 2014, TSA is currently pursuing an 
independent study of the SPP as related to cost and performance comparisons. TSA intends to 
include, as part of this study, a full assessment of the existing methodology, proposed changes, 
and potential impacts of implementing those changes. The Agency expects to develop additional 
program improvements as a result of this study. TSA will wait for GAO to brief the 
Congressional Appropriations Committees on the sufficiency of the study, per the report 
guidance accompanying the FY 2014 DHS Appropriations Act (P.L. 113-76), prior to using its 
results to implement any substantive program changes. 
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SENSITIVE SECJlBJIY INVOH.1'.'IA:TIOf, 

Message from the Acting Adm-inistrator 

On bchal f of the Transportation Security Administration C !'SA), I am pleased to present the 
findings of the Freight Railroad Transportation Secmity Risk Assessment and an accompanying 
National Strategy. This report is in response to a requirement in the lmplemenang 
Recommendations of the 9/ 11 Commission A ct of200 7 (91 I 1 Act), Public Law l 10-53, Section 
1511. It provides the results of a comprehensive assessment of the risk of a terrorist attack 
involving the Nation's railroad transportation system. This report addresses issues in freight rail 
transportation and the interaction between freight railroad operators and passenger railroads such 
as the National Railroad Passenger Corporation (Amtrak). A more detailed description of the 
risk assessment for public transportation operations is contained in the Mass Transit Annex to the 
20 IO Transportation Systems Sector-Specific Plan, which incorporates the requirements of the 
National Strategy for Public Transportation Security enumerated in Section 1404 of the 9/11 Act. 

The Secretary of the Department of Homeland Security (DHS) delegated responsibility to TSA 
to complete a nationwide risk assessment examining the potential threat, vulnerabilities, and 
consequences of a terrorist attack involving the Nation's freight railroad transportation system, 
and to develop a National Strategy to mitigate security risks concerning the Nation's freight rail 
system. 

TSA completed this risk assessment in conjunction with other DHS entities, Federal partners, 
and industry members. TSA consulted with a wide range of freight rail transportation system 
stakeholders in preparing this report. 

This document is marked as Sensitive Security Information and special handling procedures 
apply to its storage and transmission. 

Pursuant to statutory requirements, this report is being provided to the Chairmen and Ranking 
Members of the House Transportation and Infrastructure Committee, the Senate Committee on 
Commerce. Science, and Transportation, the l louse Committee on Homeland Security, and the 
Senate Committee on Homeland Security and Governmental Affairs. 

If I may be of further assistance, please do not hesitate to contact me or the TSA Office of 
Legislative Affairs at (571) 227-2717. 

Sincerely yours, 

Gale D. Rossides 
Acting Administrator 
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Executive Sumtnary 

The Transportation Security Administration (TSA) is submitting this document in response to the 
congressional requirement for a comprehensive assessment of the risk of a terrorist attack on the 
Nation's rail transportation system. as required by Section 1511 of the Implementing 
Recommendations of the 9111 Commission Act of 2007 (9/11 Act), Public Law 110-53, August 2, 
2007. 

The purpose of this report is to describe the strategic level risks to the freight rail mode of 
transportation. It is important to understand that any analysis of risk in the Nation's railroad 
transportation system must be viewed in the context of the entire transportation sector. That 
context is provided by TSA's Transportation Sector Security Risk Assessment (TSSRA). The 
TSSRA is a comprehensive national risk assessment which provides the context in which to 
compare railroad risks with other modes of transportation in the sector. This modal risk 
assessment was prepared using the same methodology as the TSSRA. 

The Rail Security Risk Assessment (RSRA) is an appraisal by TSA analysts of the risks facing 
the freight rail system. Freight railroads are a key link in the U.S. intennodal supply chain. To 
assess the risks of terrorism associated with the freight rail system, TSA drew on previous 
assessments and used a mix of qualitative and quantitative approaches consistent with DHS 
methodology and risk assessments for other modes of transportation. 

Risks identified as areas of primary concern in the freight railroad transportation system are: 

1. The transportation of certain cargoes, particularly toxic inhalation hazard (TIH) materials, 
through densely populated areas. 

2. The vulnerability to attack of certain critical railroad infrastructure,!:!: i(J i: 49 u.s.c. § 114 :ri 

LJ 
The RSRA. risk scores are not a part of this document hut are contained in the freight rail section 
of the overarching TS SRA. However, composite risk scenario scores in the RSRA are estimated 
to be at the middle or lower end of what is projected to be the final scale for the transportation 
sector with threat being generally low, vulnerability ranging from moderate to high, and 
consequence being mostly lo\v with a few specific scenarios being potentially high. 

Included in this report is a National Strategy for Freight Railroad Security, also required by 
Congress in Section 1511 of the 9/11 Act. This strategy is found in the Conclusions and 
Recommendations section of this report. A more detailed explanation of the national strategy 
will he included in the upcoming update of the Freight Railroad Annex of the Transportation 
Systems Sector-Specific Plan. 
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SE!4'~1'fl't'6 SECL1R.ITY JNEQRMATION 

A. Legislative Language 

In pertinent part, Section 1511 of the lmplemenling Recommendations oft he 9/1 I Commission 
Act o/2007 (9/11 Act), Public Law 110-53, Title XV - Surface Transportation Security, Subtitle 
8-Railroad Security, includes the following requirements: 

(a) RISK ASSESSAIENT.-The Secretary shall establish a Federal task force, including the 
Transporratirm Security Administration and other agencies within the Department. the 
Department o/Transportation. and other appropriate Federal agencies, to complete, 
within 6 months of the date of enactment of this A ct, a nationwide risk assessment of a 
terrorist attack on railroad carriers. The assessment shall include-

( I) a methodology ji}r conducting the risk assessment, including timelines, that 
addresses how the Department will work with !he entities described in subsection 
(c) and make use of existing Federal expertise within the Department, the 
Department of Transportation, and other appropriate agencies; 

(2) identification and evaluation of critical assets and infrastructure, including 
tunnels used by railroad carriers in high threat urban areas,-

(3) identification of risks lo those assets and i1frastructure: 
(4) identification of risks that are specific to the transportation of hazardous 

malerials via railroad; 
(5) identification of risks to passenger and cargo security, transportation 

infrastructure protection systems, operations, communications systems, and any 
other area identified by the assessment: 

(6) an assessment of employee training and emergency response planning: 
(7) an assessment ofpublic and private operational recovery plans, taking into 

account the plans/or the maritime sector required under section 70103 of title 46, 
United States Code, to expedite, to the maximum extent practicable, the return of 
an adversely affected railroad transportation system or facilily to its normal 
performance level after a major terrorist attack or other security event on that 
system or jacilit.v: and 

(8) an account of actions taken or planned by both public and private entilies to 
address iden(ified railroad security issues and an assessment of the effective
integration a/such actions. 

(b) lv'AT!Ol\AL STR4TEGY. --

(I) REQU!REME!v'T-lv'o1 later than 9 months after the date r~fenactment of this Act 
and based upon the assessment conducted under subsection (a). the 5'ecretcry. 
consistent with and as required hy section 114(!) of title 49, United States Code. 
shall dew/op and implement the modal plan for railroad transportation. entitled 
the · 'National Strategy for Railroad Transportation Security '' 
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The Secretary of the Departme11t of llomeland Security (DHS) delegated responsibility to the 
Transportation Security Administration (TSA) to complete a natiomvidc risk assessment 
examining the potential threat. vulnerabilities, and consequences of a terrorist attack on the 
Nation's freight rail system, as required by the 9/1 l Act. 

DI IS also delegated responsibility to TSA to develop a national strategy for freight railroad 
transportation. The strategy included in this report in the conclusions and recommendations 
section is based on the freight rail security risk assessment. It is intended that the strategy 
contained in this report is complemented by the Freight Rail Annex of the Transportation System 
Sector Security Plan, as part of the National Infrastructure Protection Plan required by Homeland 
Security Presidential Directive 7 (HSPD-7). 
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B. Freight Rail Security Risk Assessment 

l. Background 

Description o(Mode 

The freight rail system in the United States is comprised of over 140,000 miles of active railroad 
track. A total of over 550 common carrier freight railroads use these tracks and originate over 
35 million1 carloads of raw materials and finished goods each year. Of the common carrier 
freight railroads, there are seven major interstate carriers (Class I) and the remaining carriers are 
classified as regional, short line, and terminal railroads (Class II & IU). 2 These railroads employ 
over 186,000 persons and move more than 2.9 billion tons of material annually. 

Freight railroads are also a key link in the U.S. interrnodal supply chain. Over the past IO years, 
interrnodal traffic has been the fastest growing rail traffic segment. Today, there are 12 million 
intermodal rail shipments annually. An increasing number of the intermodal transfers from the 
maritime mode to freight rail are international movements. 

Definition of Risk Assessment 

At TSA, a risk assessment is a product or process that collects information and assigns values to 
risks for the purpose of informing priorities, developing or comparing courses of action, and 
informing decision making. Jt is an appraisal of the risks facing an entity, asseL, network, 
geographic area, or other grouping. Here, for example, TSA analysts have produced a risk 
assessment outlining risks to the freight rail industry. The product is called the Rail Security 
Risk Assessment (RSRA). 

Purpose 

TSA determines risk by completing risk assessments, and then designs requirements to address 
those identified risks. From these requirements, TSA is able to develop a suite of potential 
solutions that includes. but is not limited to, industry action items, grants, regulations, and 
security countermeasures. 

The purpose of this Rail Security Risk Assessment is to describe the strategic level risks to the 
freight railroad mode of transportation. 

1 Assodation of American Railroads, Railroad Statistics, June 2009 
' As used in this document, Class I, Clas~ 11, and Class 111 ha ~·e th1.: meanings assigned by regulations of the Surface 
Transportation Board ( 49 CFR part 120 l; General instructions 1-1 ). 

·n~itin Security Information thal is no11trolktl u11dcr 49 ('f."R parts 15 uni.I 1520. ;'l;o part of !hi~ 
rccori.1 ma~ be tlisclused to pnson, w1 tl'lintd in 4? CFR parts 15 and 1520, except 1>ith the written 
permission or thr Admi ni.\tralnr or 1he Tran spnrtution Stcu rit)· Adm1 n 1s r ' · an~ ortarion. l 'mrnlhoriitd 
relcut ma} rtsul r in civil µen alt) or othtr ~er ion. For LS. !!Overu mtnt 3gencits, publk disclo~u re is go~·trn,· 
CfR parts 15 and 1520. 
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II. Risk Assessn1ent Methodology 

·1 ·o assess the risks of terrorism associated with freight rai I, TSA used a mix of qua! i tati ve and 
quantitative approaches consistent with risk assessments for other transportation sectors. 

For this Rail Security Risk Assessment (RSRA), TSA established a team ofrisk management 
and security experts within the freight rail transportation system. TSA used the specialized 
experiences and backgrounds of these risk experts, coupled \vith the results and findings from 
risk methodologies and assessments throughout DHS (such as the National Comparative Risk 
Assessment, Strategic Homeland Infrastructure Risk Assessment, and the ongoing 
Transportation Sector Security Risk Assessment), as \veil as published reports from the 
Government Accountability Office regarding risk management approaches. 

TSA detennined that a scenario
based approach was the most 
appropriate methodological tool to 
use for the RSRA. TSA applied the 
generally accepted risk management 
framework of Risk as a product of 
Threat, Vulnerability, and 
Consequence. 

R=TxVxC 

This framework provides a common 
definition and process to analyze the 
basic factors of risk, both to and from 
the entire transportation system. 

TSA's Scenario-Based Risk 

E
SME Input 

.. 

-

Mode Risk Profiles 

• 
© 

'I [1w1 ~,,,....• 
~--. 

Figure 1 : TSSRA Scenario- Based Risk Assess men I Process 

TSA used fault-tree analysis3 to 
develop the scenarios. In an effort to avoid the 9/11 Commission's "'failure of imagination'' 
criticism, TSA initially identified over 100 possible combinations of infrastructure elements and 
terrorist attack methods. TSA used the Failure-Modes and Effects Analysis4 method in 
conjunction with a survey/elicitation of subject matter experts (SMEs), and grouped the detailed 
set of 100-plus scenarios into approximately 10 plausible attack scenarios that were deemed 
reasonable and credible, and meriting further analysis for risk mitigation. 

' Fault-tree .rn.1lysis is an analytic process used to prevent or idcnti t:\ failures of process prior to their uccurrcncc. The approach 
is widely accl.'.ptcd in prot~ssional analytic circles Jnd has many ,\di-known VJriations, including rout causc analysis Jnd aU.ick 
tree analysis. The process asks experts to \,·ork through an e\ent by repeatedly asking the question: .. How could this happenT A 
tree diagram is used to record the process. 
4 Failure modes and ellects analysis (FMl-:A) is a widely used proct:dure for anJlysis of potential foilun:: m,1Je~ within a system 
for c lassi tkation by severity or determination of the effect of failures on the system 

·ns Sensitive Sernrit:, Information thal is rnntrolled under 49 (OICR perts 1:5 anti 1520. N" p;1r1 of this 
record ma) he disclosed tn persons w1 ncd in 49. Cl'R parts 1:5 and 1520, e,e<"pl "ilh the written 
permis~ion nl' the Ad minis1ra1nr nf the Tra nsport111i.,n Sel'"urity Adm in isrra 1011 • · n. l na t1tlniri1.ed 
release ma) re~ult in ci\il i1enalty or other actiou. For LS. l(OHrument 11g:ende~, public di.,dosure is go,eruetl hJ' :5 l .. _. 
('fR parts 1:5 aud 15'.?0. 
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In this assessment, Attack Scenarios arc \·icwcd from two primary perspectives: 

(I) RISK TO THF. TRANSPORTATION SYSTF.M (Frcib~-Failarmid as a Target) 

(2) RISK FROM THE TRANSPORTATION SYSTEM"(Freight railroad as a Weapon) 

TSA's Office of Intelligence (01) evaluated this set of scenarios for threat (T). TSA derived 
vulnerability (V) scores for the scenarios through a survey-based elicitation of the extensive 
interagency and private sector resources associated with freight railroad transportation. TSA 
derived consequence (C) scores from a combination of engineering studies and input from these 
subject matter experts. 

In 2004, TSA initiated Rail Corridor Assessments (RC As) as part of a Homeland Security 
Council tasking. RCAs involve a detailed review of freight rail operations focusing on the 
transportation of toxic inhalation hazard (TH I) materials through large cities known as High 
Threat Urban Areas (HTUAs). 5 The RCAs have developed into comprehensive reviews that 
incorporate assessments of emergency planning and response along with the input of attack 
planners to evaluate likely threat scenarios at specifically determined points along the assessed 
freight rail system. TSA conducted RC As using the Freight Rail I Iazard Analysis TooL \vhich 
TSA jointly developed in full cooperation with the freight rail industry. 

TSA reviev.'ed many of the existing industry practices to reduce risk in conducting the RSRA. 
Further, TSA has conducted comprehensive rail corridor risk assessments, in partnership with 
industry, State and local lav.-· enforcement, emergency management organizations, and elements 
of DHS and the Department of Transportation (DOT)6 in 13 major metropolitan areas. The 
results of these assessments \Vere used to inform the RSRA.. 

Additionally, TSA has hosted an ongoing forum to study and analyze potential threats against 
tank cars carrying chlorine, the most ubiquitous TIH substance carried in the railroad system. 
This forum includes members from the Naval Surface Warfare Center (Carderock Division), the 
Federal Bureau of Investigation (FBI), the Transportation Security Laboratory (DHS Science & 
Technology Directorate), the Federal Railroad Administration, the Pipeline and I Iazardous 
Materials Safety Administration, as well as members of the academic community. 

The railroad industry participants for the RSRA consisted of: 

• The American Association of Railroads (AAR) 
• Burlington Northern Santa Fe Railroad 
• Norfolk Southern Railroad 
• Union Pacific Railroad 

' High 1 hn'al C'rban Area means an area comprising one or more ( i lie,; and surrounding areas ind udi ng a l 0-rn ile bu ffr r 70ne, as 
listed in Appendix A to 49 CFR Part 1580. 
6 DOT participant~ in rail corridor assessrnents include the Federal Railroad Administration (FRA) and the Pipdinc and 
Hazardous Materials Safety Administration (PHMSA). 

/ · ·uni contains Sen~itive Srrnrity lnformntinn tha! i;; cnntrnlled under 49 CFR pnrt~ 15 11ml 1520. "-o par, of this 
record ma,· he disdosc to 1ias 9 CH{ arts 15 and l:/i20, nnpt "'ith the "ritten 
permission of the Administrntor of the Tm n.~portation s,:rnrit) Ad ministration or t ~ ·ere a 
rekase ma~ r<:sult in civil pcnall~ or other wetiou. For I .S. l!"~ernmcnt agrncirs, puhlk di~dosure is l!,H\Uned by S 1 ·.s.c. 5:'i2 and 49 
CFR parts 15 nnd 1520, 
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II I. Findings of the Risk Assess1nent 

(Ui/F0UO) TSA-01 assesses with high confidence that the threat to the freight rail system from 
violent extremists, including al-Qa'ida, is low. Successful overseas attacks against freight rail 
and recent statements from al-Qa'ida senior leadership regarding striking U.S. interests, 
however, could inspire similar attacks in the United States.7 

(b 1(31:49 U.S.C. § 114(r1 

The RSRA risk scores are not a part of this document but are contained in the freight rail section 
of the overarching TSSRA. TSA anticipates that in a comprehensive national transportation 
assessment, risk involving the Nation's freight railroad transportation system will be considered 
low to moderate relative to other transportation related attack scenarios. with the exception of a 
TIH release scenario which may score higher due to the relatively high potential consequence 
associated with this attack scenario. 

Risk TO the Transportation System 

The first set of scenarios considered involved direct attacks on the freight railroad system (risk to 
rail ' 

I ' · U . TSA Office of Intelligence. September 15, 2009, ·'( U) Freight Rail Threat Asscssment''(U) 

WAR,'VJNG: Thi~ neon! con II formation that i.i r(mtrnlled under 49 CFK 11art.i 15 and J~::?0. No 11art of thi~ 
record maJ he dis.closed to pcnons without a "need tu n , , ' .'t"K art.~ IS and 1520. exel·pt with the writtc n 
permis~ion of the .\dminiitrator or the Transportation Sceurit}' AdminiMration or t e , . · n. l nauthoriied 
release m:iy result in 1·i,.,il pt"nalty or other actio". t,·or l'.~- gonrumenl ai:i:encies. public disclu~urc is governed b} 5 
("FR parts 1~ and 1:5211. 
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SENSITIVE SRCOltITY INFOR:l\'1ATJQN 

Ris.k· FROM the Transportation S:ystcm 

(b 1(31:49 U.S.C. § 

(b 1(31:49 U.S.C. § 114(r1 

(b 1(31:49 U.S.C. § 114(r1 

· co11!11ins Srnsitivc Scrnrity Information !hat is rnntrolkd undu 49 CH{ parts 15 1111d 1520. No part uf this 
record may he disclose to per,on, ' { :f'R arts 15 and I 520, onp t wilh tilt' writtcu 
permi,~ifln of the Administr11tor of the Trau,pDrtiHion s.-curiQ Adn1inistration Dr I e . re ) 
rt'lt'ase may n:~ult in Ci\'tl ~nalty or orh,•r action. tor LS. J.:i/\en1ment agencies, public t.fo,:losurt is g,wa11ed by S l".S.C 552 and 49 
CFR part. 15 11nd 1520. 
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(b 1(31:49 U.S.C. § 114(r1 

RAILROAD ATTACK SCENARIOS 

(b 1(31:49 U.S.C. § 114(r1 

lfA · · • Scnsi ti IT S..-curity I nib rm a lion that is ..-untrolled u nd..-r 49 c1:R parts IS 1rnd I 5211. No 1,a rl of thb 
,.,.-.-,,nJ may he llistlo~nl to persons ••• as lkfincll i11 .49 CFR parts 15 am.I 1520, nci:pt with the writt..-n 
pennission nf the i\d1ninistrator ol' the Tnrnsportation Serurity .- tan of Trnnsporta tion. l nauthorized 
rele11~ ma) re;,ult in ci,·il penaltJ or other action. f'or l,.S. gmernment agencies, puhlk disclowre 1~ e- • ' .a; ·2 am.I 49 
CFR part~ 15 and 15:!0. 
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Kev Findings 

Key initial findings. listed below, arc derived li·om a review of the highest risk scenarios within 
the RSRA, in-depth analysis of the entire set of relevant RSRA scenarios, and additional input 
from subiect matter experts. 

(b 1(31:49 U.S.C. § 114(r1 

(b 1(31:49 U.S.C. § 114(r1 

·•1 ~n~t,.ins Stnsitiu S~n1rity Information that is cnntrolled under 49 (:t.'R parl\ 15 a11tl 1~211. '.\n part or 1his 
record may be tlisclo)ed lo jK'rs,m.• \l'Hnmu ,. .. •• •• r., .,1 in 49 ('FR parb 15 and 1520. uccpt with the wriltc\\ 
pt rmis~ion or the ,\dmini.~tr~ 1or flf the Trnn.~portu lion S«•urity Admi ni$lratinu or me ,.,.., ~ ... , . ., ' -· --•'-nri1Nl 
rd,•ase may n·su!t in rhil prnalty or other action. For r.s. govnnment agencits. puhlic <lisclosurr is goHrnrd by 5 l ".S.C. 552 and 4'J 
CFR parts 15 an<l 1520. 
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(b 1(31:49 U.S.C. § 114(r1 

Further, conclusions such as the relative prioritization ofrisk and potential countermeasures in 
the railroad transportation system, compared to other parts of the national Transportation Sector 
are dependent on the outcomes of the comparative analysis in TSA's TS SRA. 

m tion that i~ controlled under 49 cni pnts 15 and I520. r-;o part of thl~ 
neord may hr d isclmctl to persons \\·i thou t a "need to know , as L c · · t '" 
permission of' the Administrator of the Transportation Se..-uril),' Administration or the St-eretary of Transpo,·tMion. I nauthori1.ed 
rdeast maJ re.~ult in ci\il penalty or other ac1irrn. hir I '.S. gonrnment agendl"~, puhlk diwlusure is go,crne,J bf 5 I '.S.C 552 and 49 
(" F"R pa rls 15 and 1520. 

l I 



s1£NSitlv E SEC Oki I i' INF()lt:I'flATtON 

C. National Strategy 1<.)r Freight Rail road Transportation 
Security 

The 9/11 Act, section 1511, mandates that the Secretary of Homeland Security develop and 
implement a "National Strategy for Railroad Transportation Security."' The Secretary of 
Homeland Security delegated to TSA the responsibility for developing this strategy. 

Based on the Railroad Security Risk Assessment (RSRA), the following strategy is offered to 
enhance resilience and reduce security risk within the Nation's freight railroad transportation 
system. This strategy is the frame,.vork for recommended action to manage identified risk. 
While the risks identified in the RSRA still exist, there has already been significant progress 
towards reducing these risks, most specifically the risk associated with the transportation of toxic 
inhalation hazard materials through densely populated urban areas. The RSRA provides a 
methodology that supports the development of a strategy that is focused and contains measurable 
objectives. 

Strategic Security Goals and Objectives 

In the 2010 Transportation Systems Sector-Specific Plan, DHS outlined four goals for the 
transportation sector which are consistent with the President's homeland security agenda, sector 
priorities, and the statutory imperatives for protecting the transportation system and improving 
resiliency of its critical infrastructure and networks. These goals shape the approach used to 
manage transportation sector specific risk: 

I. Prevent and deter acts of terrorism using, or against, the transportation system. 

II. Enhance the all-hazard preparedness and resilience of the global transportation system to 
safeguard U.S. national interests. 

III. Improve the effective use of resources for transportation security. 

IV. Improve sector situational awareness, understanding, and collaboration. 

For the freight rail mode, the overarching strategic security goal has been to reduce the risk 
associated with the transportation of potentially dangerous cargoes by rail. and to increase the 
resiliency of the railroad network. The primary strategic objectives to achieve this goal arc: 

I. Reduce the vulnerability of rail cargo shipments and their potential to threaten the public 
and other critical infrastructure sectors. 

2. Reduce the vulnerability of the railroad network, including critical operating 
in frastructurc. 

· is Srn~iti,·I' Scrnrit:,· Jnform~tion that i~ l.'ontrolkd llnd<•r 49 CH{ parts 15 1111d I S20. :\o purt of thi~ 
record may hi' disclusl.'d Ill pcrwn, wt nu a , 1·ith !hi' written 
permissinn of the Administrator nf thr Transporlatinn Securil)· Administration or the Sttrern ry or Tnrnsport.nin n. t: mrnt rnn,e 
rrlease may result in ci1'il pem1lt} or other actitm. Fnr 1.:.s. grl\ernment agenl'ies. public disdo~ore is gmaned by S LS.C SS2 and 49 
CFR part~ JS and IS:?O. 
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3. Reduce the consequences of attack on the railroad network or using the railroad network 
by cnhanci ng the resilience of the rai !road system. 

NATIONAL. STRATl!/G Y f'OR: FREIGHT RAIL TRAN:SPOR:TATION SECURITY 

STRATEGIC GOAL 
Reduce the risk illl-S'l-oc:18.ted W"ilh th0 frF.l!Eghl .-•ii transportation of p10tenh-611!1y 
diM:ngercu.Js c:;,rg0es a,n.d inic:re:a..!ie the- ra::i..ili-9niE;;y of the fr-eC9ht rail netw"ork. 

Partner with industry and governm.,nt ,.takeholders to identify 
and implement prcgrams and proces£es to achieve measurable 

risk reduct,on through co!laborati"e and regulatory initiatives 

Add 1·ess identified ,:aps from risk assessme"t 

f.<J.Lem::h idf'nti icd a , 
Identify palh forward 

Identify impla1no:ntahon steps 
Outline p.-ogr-iamsE p..-ojccts~ and tr11t•a.tives to close gaps 

Define benchm:a.rk1,, and m1lc5to11es 

Figure 2: The National Strategy for Freight Rail Transportation 
Security 

Reducing the vulnerability of cargo 
shipments means simply to make it 
more difficult for adversaries to use 
potentially dangerous cargoes 
against the public. As was noted in 
the RSRA, a potential risk exists 
that legitimate cargoes could be 
intentionally exploited during 
transportation, causing casualties in 
nearby populations, damaging 
infrastructure. and causing 
disruption in other transportation 
systems. By making it more 
difficult for an adversary to 
successfully use or target these 
cargoes and the conveyances that 
transport them: overall vulnerability 
can be reduced. 

Reducing the vulnerability of the 
neh-vork means to enact processes, 
procedures. and protections that will 
reduce the likelihood of a successful 
attack on freight rail infrastructure. 

The direct consequences of an attack on a sin le location or feature of the frei ht rail network are 
not x ected to result in wid s read im act. :i: 1(31:49 u.s.c. § 114(r1 
(b 1(31:49 U.S.C. § 114(r1 
(b 1(31:49 U.S.C. § 114(r1 

Protection of critical infrastructure is one of the core programs 
of homeland security. 

Enhancing the resilience of the freight transportation system by reducing the consequences of an 
attack is the third primary objective of the railroad transportations stem. These actions ran e 
from preparing emergency responders to deal with the results : b 1: 3 I: 4 9 U · S · C · § 114: r 1 

1: 
1
: Li 31lto ensuri • ' · · ' ' · ntmmty an 

securit lans(':1(31:49 u.s.c. § 114(r1 

:.\1:.31:49 u.s.c. § The reality that an attack may occur and be successful in its intent must be 
accounted for in preparation and planning initiatives. 

WARNING: This record contains Scnshhc Security l11formatio11 that i~ controll~!.1 under 49 Cn{ parlll 15 mul 15211. No parf uf this 
r~ 1 • • l know .. , as ddine(l in 49 CU{ parts 15 an!.l 1520, except Y,ith Ille writtc11 
permi.s~iun of th,:- Ao.lminidrntor of the Tran~portafio11 Srcunty . m n s . th rized 
release may rl"s11lt in dvil penalty or other al"tion. For LS. gonrnment ,1geneies. publie o.lisclo~ure is goierne!.l by 5 \T.S.('. 552 an 
CFR parts 15 and 1520. 
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To realize the strategic gnal for freight rail scrnrity and its ohjcctivcs, TSA \vi\l partner with 
industry and goYcrnmcnt stakeholders to identify and implement programs and processes to 
achieve measurable risk reduct ion through col I aborati ve and regulatory ini tiati vcs. 

The "National Strategy for Railroad Transportation Security'" outlines the risk mitigating 
activities already taken and/or currently underway by TSA and its security partners and proposes 
new ways to address risks in the future. The strategy also includes focus areas where better 
knowledge and understanding is needed to improve the assessment of risk concerning the freight 
railroad transportation system. 

Mission, Asset, and System Specific Risk Assessment (MASSRA) Activities 

Mission, Asset, and System Specific Risk Assessments focus on one or more risk elements, or 
scenario-specific assessments, such as a blast effect analysis on a certain type of conveyance. 
Physical security self-assessments conducted by transportation service providers that estimate 
vulnerability also fall into the MASSRA category. These assessments generally do not cross 
jurisdictional lines and have a narrow, specific focus. They generally provide a detailed analysis 
of infrastructure vulnerabilities and can be used to detennine which countenneasures should be 
used to mitigate risk. The following are a summary of J\1ASSRA activities in the freight rail 
mode. 

• Compliance Inspections: TSA and the Federal Railroad Administration (FRA) conduct 
periodic inspections to ensure compliance with federally-mandated security and security
related regulations. These regulations include TSA's Rail Transportation Security Rule (49 
CFR Part 1580), which, in the freight rail context, requires railroads, rail hazardous materials 
shippers, and rail hazardous materials receivers in High Threat Urban Areas to implement 
chain of custody procedures to ensure the positive hand-off of rail security-sensitive material 
shipments. 10 The FRA enforces PHMSA requirements for security awareness training and 
security planning requirements ( 49 CFR 172.704, 172.802, and 172.820). When deficiencies 
that arc potential system vulnerabilities are discovered, they are tracked and enforced via a 
mutually agreed upon corrective action plan and/or civil penalty actions. 

• Corporate Securit)· Reviews (CSR): The CSR program is an "instructive" review of a 
company's security plan and procedures, and it provides the government with a general 
understanding of each freight railroad's ability to protect its critical assets and its methods for 
protecting hazardous materials under its control. Teams from TSA analyze the railroad's 
security plan for sufiiciency, determine the degree to which mitigation measures are 
implemented throughout the company, and recommend potential improvements. During the 
course of the CSR, the team may also conduct site visits of operations, including critical 
bridges, tunnels, operations centers, and yards. The company's critical asset list is also 

io 49 CFR l'art l 580 also requires these entities to appoint a rail sccuri ty coordinator. provide location irnd shipping tnfonnal ion 
for certain rail cars, and n:port significant ~ecurity concerns to TSA. See 49 CFR l 580.10 ! , 1580.103, and 1580. l 05. 

WAIVV/NG: This rrcord contains Scnsitin Scruri~ Information that is nmtrolkd under 49 CJ"R parts 15 1111d 1520. No part of this 
. · ·· " · n know·• as lkfiocd i11 -1'J Cf'R p11r1s IS and 1520, rxc.-pt with lhl' •nitten 

11urnission of the Admini~lrator of the Tn111sportatin11 Serun~· , mm1s ra w11 • 
release maJ result in civil penalty or other al'tion. For r.s. gowrnment agenties. public di,do'iure is goHrned hJ S l'.S.C 552 ~ud 49 
Cl'R rut, IS ,:ind 1520. 
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discussed to gain an understanding or its "·criticality" determination. Specific rccommcnd1:d 
mitigation strategies arc tied to identified vulnerahilities and discussed \vith company 
officials. 

• Comprehensive Reviews: Comprehensive Reviews are a DHS initiative that TSA and/or 
the United States Coast Guard (USCG) lead in the transportation sector as the respective 
sector-specific agencies. In the freight rail system, Comprehensive Reviews are conducted 
on specific rail corridors and critical railroad infrastructure. Comprehensive Reviews of rail 
corridors currently focus on assessing the vulnerabilities of high-population areas where TIH 
materials are moved by rail in significant quantities. Comprehensive Reviews of critical 
railroad bridges are planned for 2010 and a specialized assessment tool has been developed 
by TSA to facilitate and standardize the process. The reviews in the railroad system are 
conducted by teams comprised of subject matter experts from TSA, FRA, various 
organizations within DHS, the affected railroads, State and local homeland security officials, 
and local response and recovery organizations. 

These assessments aid DHS and the owner/operator in identifying security control points 
(areas of high consequence and vulnerability) at each location. The security control 
points/critical control points arc reviewed using current threat scenarios. and mitigation 
strategies are then proposed. After completing the assessment. the team prepares a summary 
of each corridor and a freight rail hazard analysis. The assessments provide site-specific 
mitigation strategics and lessons learned, as well as tactics that can be modified for usc at the 
corporate or national level. 

• TIH Material Rail Tank Car Risk Assessment Project: TSA has participated in a multi
agency effort with the academic community and experts from various disciplines to conduct 
a series of in-depth examinations concerning the risks associated with a TIH release from a 
rail tank car in a densely populated area. The components of the assessment include the 
development of specific attack scenarios designed to achieve a TIH release in a populated 
area (including the types and amounts of explosives and weaponry placement on the tank 
car); an analysis using computer modeling and field validation testing to determine structural 
damage incurred based on attack scenario weapons used and the physical characteristics of 
standard DOT Specification I 05J rail tank cars; an estimation of release rates from the 
breached tank car for emergency response and dispersion modeling purposes; an estimation 
or the characteristics of a TIH materials plume in a metropolitan environment; and a review 
of applicable dispersion models currently in use to identify deficiencies and recommend 
actions that will improve the accuracy of the current modeling tool set. 

• Site Assistance Visits (SA V): DHS has completed SA Vs on railroads and other sector 
infrastructure. The SA V is an information gathering visit. The visit is non-regulatory and is 
not an inspection. There is not a pass-fail grade. By definition, the SAV methodology is 
designed to facilitate the identification and documentation of critical infrastructure and key 
resources' (CI/KR) vulnerabilities, with discussion of mitigation strategies between 

lf'AHIVJN ,: 1., · · · · ' '1rit · Information ih~I is controlled ,rndi•r 49 C:nt parts l 5 and 152fl. r'l,o part or !his 
record ma\· he di~rlosctl to person.~ withoul ~ 'nee ' Cf"R parts 15 ~nd 1520. cwtpl wi1h the writtc11 
permission of the Admi11i.<lrator of the Transportation Sft""urity Atlmi11i.<tratim1 or I e . . l nauthorized 
rdcasc m~y result in d~il penal!} or other Hctiun. For 1.·s. gonrnment ~ge11cics, puhlil' di;dusurr is guwrnrd h)' 5 LU,. 
C:lR parts 15 and 1526. 
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government and industry. They are tools that ussist with the development of methods lo both 
deter terrorist att.icks and increase !he survivability of these resources. 

Communication a'hd Information Sharing Activities 

TSA regularly communicates with its stakeholders, implementing a variety of mechanisms to 
enhance its stakeholder relationships to effectively respond to issues. questions, or concerns 
regarding freight rail security. The stakeholders engaged include members of the railroad 
industry and shipper communities, as well as Federal, State, local, and tribal governments. TSA 
shares Open Source, For Official Use Only (FOUO), Law Enforcement Sensitive (LES), 
Sensitive Security Information (SSI), and Classified information where appropriate, and 
develops the content for and hosts pertinent, regular conference calls for internal and external 
stakeholders as needed. Meetings with the Government Coordinating Council (GCC) are also 
held every quarter. The Division also meets with State Homeland Security Advisors to discuss 
current programs, as well as to solicit feedback on ways to enhance freight rail security in their 
region. 

• Rail Security Coordinator (RSC) Network: On November 26, 2008, TSA issued a final 
rule on rail transportation security (see 73 FR 72130) which included provisions for freight 
railroad carriers, rail security-sensitive material (RSSM) shippers, and RSSM receivers 
operating within an HTUA to appoint a primary, and at least one alternate, RSC. 11 RSCs are 
designated at the corporate level, and serve as the security liaison betv..-·een their organization 
and TSA. RSCs serve as the primary point of contact for intelligence information and 
security-related activities and communications with TSA (24 hours a day, 7 days a week), 
and must coordinate security practices with appropriate law enforcement and emergency 
response agencies. 

Covered entities are required to submit to TSA the contact information of each of their RSC 
designees, including names, titles, telephone numbers, and e-mail addresses. As such, TSA 
has assembled a comprehensive database of stakeholder contact information to establish a 
network for information sharing with the industry. 

In the event that TSA needs to convey time-sensitive security information to a regulated 
party, the RSC Network is beneficial, particularly in situations requiring frequent information 
updates. The ability to communicate with specific individuals also allows for continuity. 
Individuals serving as RSCs are best suited to understand security problems, raise issues with 
corporate leadership, and recognize when emergency response action is appropriate. 

The RSC Network is intended to benefit both the industry and TSA. By creating channels of 
communication between the private sector and the Federal Government. security and threat 
information can be shared more effectively. Establishing these communication channels 

11 49 CrR 1580. IO I. 
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provides TSA and the i11dusiry with a broader v icw of the risks facing 1hc sector. and allows 
for appropriate steps to be taken to prevent, deter, and minimi7.e the consequences of a 
potential terrorist attack. !he RSC Net work \Vas created \\ ith the intent to Coster information 
sharing and thereby enhance the security or the sector. 

• Homeland Securit)· Information Network (HSIN): The HSIN aims to share information 
in an integrated, secure web-based approach, as well as coordinate and collaborate with 
TSA 's freight rail security partners in ·'real time." The FY 2010 launch of the freight Rail 
portal is expected to create a user friendly tool to enhance information-sharing. The Freight 
Rail portal on HSIN endeavors to be a "one-stop" shop to all of the TSA's freight rail 
security partners. The portal is intended to be used as a way to provide consistent messaging 
on issues and topics related to freight rail security. TSA will continue to develop and 
identify content, and facilitate maintenance of the portal, in order to augment its information 
sharing capability with its stakeholders. 

Risk Mitigation and Resilience Enhancement Activities 

TSA and its partners in transportation security have developed numerous processes, tools, and 
programs to reduce the risk and enhance resilience in the freight rail sector. Details of these 
efforts are listed in the appendices of this Report. The following provides a summary of these 
activities. 

Standards Development and Ru/emaking: 

TSA and the Department of Transportation (DOT) have worked with the railroad industry to 
develop both collaborative and regulatory initiatives that reduce the vulnerability of rail security
sensitive material shipments and increase the security of the freight rail network. Both agencies 
have developed new baseline standards for operational security and enacted regulations that 
require enhanced planning, training, and operational changes to reduce both security and safety 
risks. 

• Security Action Items: TSA has, in conjunction with DOT and the Class I carriers, 
developed a program identifying a list of best practices called Security Action Items (SAi). 
An initial list of 24 SA Is was issued as voluntary security guidelines for the transportation of 
TIH materials. and \Vas distributed to rail carriers and Federal partners in June 2006. These 
SAls addressed three general areas: system security, access control, and en route security. In 
'.\ovember 2006, TSA issued three additional voluntary SAis which directly addressed issues 

(b 1(31:49 U.S.C. § 114(r1 
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,, . .. . ~ ' .. 1' 1'1'3··1·49 US"" 114'r··1 

• Hazardous Materials Regulations: In 2003, the Pipeline and Hazardous Materials 
Administration (PHMSA) added provisions to the Federal hazardous materials regulations 
(68 FR 14509 (March 25, 2003) (49 CFR Parts 100~185)) that require carriers of hazardous 
materials, including freight railroads, to: 1) provide security awareness training to 
employees; and 2) develop and implement security plans that address the assessment of 
security risks for shipments of hazardous materials; petsonnel security; unauthorized access; 
and en route security. 13 FRA is responsible for the enforcement of these regulations. 

• TSA Rulcmaking: On November 26, 2008, TSA issued a final rule on rail transportation 
security covering (in pertinent part) freight railroad carriers, shippers of RSSM, and receivers 
of RSSM located within an HTUA. 14 The rule establishes procedures for positive chain of 
custody while RSSM cars are in transportation. The rule also defined the term "rail security
sensitive materials,"' the transportation of which requires freight railroad carriers, RSSM 
shippers, and RSSM receivers located in an HTUA to carry out the chain of custody and 
control security measures established in the rule. RSSM is defined to mean one or more of 
the categories and quantities of the following materials: 

( 1) A rail car containing more than 2,268 kg (5,000 lbs) of a Division 1.1, 1.2, or 1.3 
(explosive) material, as defined in 49 CFR 173.50; 

(2) A tank car containing a material poisonous by inhalation as defined in 49 CFR 171.8, 
including anhydrous ammonia, Division 2.3 gases poisonous by inhalation as set forth in 
49 CFR 173. l I S(c), and Division 6.1 liquids meeting the defining criteria in 49 CFR 

l 73.132(a)(l )(iii) and assigned to hazard zone A or hazard zone Bin accordance with 49 

CFR l 73.133(a), excluding residue quantities of these materials; and 

(3) A rail car containing a highway route-controlled quantity of a Class 7 (radioactive) 
material, as defined in 49 CFR 173.403. 

Further, the rule requires the appointment of Rail Security Coordinators, the reporting of 
location and shipping information of RSSM rail cars, and the reporting of significant security 
concerns to TSA. 

1
" DI IS & DOT. Recm11me,1dcd Sccuriry ,/c1io11 flems_li>r 1lie Rail "f"n111sportalim1 o/Toxic fnlw!otimi f/a::;ard Muteria/.,. 

\Vashington. D.C. c'<(l\·cmher 21. 2006. 
1
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14 73 FR 72131l-nlS0. 
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TSA 's surface inspector workforce is the primmy mechanism by \vhich the agency monitors 
industry compliance with the chain of custody provisions. 

• PHMSA Rulemaking: On the same day TSA issued the final rule on rail transportation 
security, PHMSA issued a final rule (see 73 FR 72182) designed to enhance rail 
transportation safety and security of shipments of hazardous materials by requiring that 
railroads use routes with the fewest overall safety and security risks to transport security
sensitive hazardous materials. The rule requires rail carriers to analyze safety and security 
risks along rail routes where certain quantities of TIH, explosive, and high-level radioactive 
materials are transported, assess alternative routing options, and select the practicable routes 
that pose the least overall risk to safety and security. The PHMSA rule also clarifies rail 
carriers' responsibility to address within their security plan issues related to en route storage 
and delays in transit. Rail carriers are also required to inspect placarded hazardous materials 
rail cars for signs of tampering, or the presence of suspicious items, including improvised 
explosive devices. 

Beginning July t. 2008, rail carriers began to compile data on specified shipments of 
hazardous materials and routes currently used. Railroads were required to use the six months 
of data they collected between July and December for their initial risk assessments. 
Thereafter railroads must collect this data annually. Railroads must use the data to analyze 
safety and security risks along routes where those materials are transported, assess alternative 
routing options, and make routing decisions based on those assessments. 

The safety/security risk analysis must consider at minimum the 27 Rail Risk Analysis Factors 
listed in Appendix D to 49 CFR Part 172 that may affect the possibility of a catastrophic 
release along a specific route, including factors such as the volume of the commodity 
transported; the total distance traversed; track attributes; population density; the 
environmental characteristics of the area surrounding the route; and any prior history or 
incidents or risk mitigation measures for the route, among others. 

In addition to the routes normally and regularly used for hazardous materials movements, the 
rail carriers must analyze and assess the safety and security of all avai !able alternative routes 
over which they have authority to operate. Railroads also have to consider the use of 
interchange agreements with other railroads when determining practicable alternative routes 
and the potential economic effect of using an alternative route. 

Using the results of the route analyses and risk mitigation measures 1hat will be implemented, 
a rail carrier is required to select the routes posing the least overall safety and security risk. 

DI-IS provided funding to the Railroad Research Foundation, a not-for-profit foundation 
under the Association of American Railroads, to develop a routing model that a railroad can 
use in complying with the rule. Railroads are free to choose other routing models in 
preparing their analyses. 

WAIV\'l,'iG: fhi~ rrconl ronlains Scnsifin Sernrily Information that is runtrollctl under 49 Cl-"R parL\ 15 anti IS20. :'\u part of thi.i 
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Thl' rukmaking also included provisions lo the si:curity plan requirements. The rule requires 
that railroad security plans must include: (1) a procedure for consulting ,vith offrwrs and 
consignees to minimize the time a material is stored incidental to movement; (2) measures to 
limit access to the materials during storage and delays in transit; (3) measures to mitigate risk 
to population centers during storage incidental to transportation; (4) measures to be taken in 
the event of an escalating threat level during storage incidental to transportation; and (5) a 
procedure for notifying the consignee in the event of transportation delays. 

• TSA Rulemaking in Development 

Enhanced security training standards for frontlinc railroad employees: Section 1517 of 
the 9/l l Act directs the Secretary of Homeland Security to develop and issue regulations for 
a training program to prepare railroad frontlinc employees for potential security threats and 
conditions. 

Railroad Carrier Assessments and Plans: Section 1512 of the 9/11 Act requires the 
promulgation of a regulation that will provide guidance and standards to be utilized in the 
conduct of vulnerability assessments and the subsequent development of security plans. 

Compliance and Benchmarking Activities 

• TSA Toxic Inhalation Hazard (TIH) Risk Reduction Project: The freight rail 
vulnerability assessments have led to the implementation of a TIH Risk Reduction Project. 
The Project objectives focus on loaded and unattended toxic inhalation hazard material rail 
cars in HTUAs. The original risk reduction goal for this project was a 50 percent reduction 
in the risk associated with TIH rail shipments within HTUAs by the end of calendar year 
2008. This goal was exceeded with a recorded reduction in risk of over 59 percent. In 2009, 
there was a cumulative risk reduction of over 82 percent as compared against the baseline 
year (sec Table 3 below). The risk reduction was achieved because of the voluntary actions 
of the rail carriers and their customers' collaborative efforts, without regulation. 

• Security Action Item Implementation Sunreys: In September 2006, TSA initiated surveys 
to objectively measure the level of industry implementation of seven field~critical action 
items from the first 24 SAis. The seven security items that were assessed and measured had 
been selected due to their direct impact on transportation security and because they arc most 
directly tied to practices and procedures applied in the field rather than at the corporate 
level. 1 ~ These surveys were not compliance inspections, but rather assessments to determine 
the depth and degree of employee security awareness and security action item 
implementation. During the course of the visit, inspectors observe conditions in the facility 

15 OHS, TSA TS'.'-JM, Freight Rail s~curity Division. Freight Rail Transport-aiion of Toxic !tiha/alicm Ha::urd kfuteria/s. 
Security A.:1/on Item Implem1:nlation Survey S11mmury Report 2006. Washington, D.C. 2006. p. I 
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and interview Ii rst 1 inc empl oyccs to determine the level of implementation. TS A Inspectors 
initially visited rai I road yards and termi11als in each of the 46 HTU As from September to 

December 2006, conducting assessments of over 150 individual railroad facililies and 
. . . 2 6(.)0 I 16 mtcrviewmg over , emp oyces. 
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Tahle 3: TIH Risk Reduction 

Preparedness Activities 

• Planned Reduction 

• Actual Reduction 

• Intermodal Security Training & Exercise Program (I-STEP): I-STEP is the primary 
Federal vehicle for facilitating security exercises in the Railroad Transportation System. 
TSA developed I-STEP in an effort to enhance the preparedness and resilien,:e in the 
transportation network. I-STEP exercises rnnducted in railroad transportation system 
facilitate discussions regarding the infonnation sharing processes and coordination belween 
the Federal Government and the freight rail industry, particularly during heightened states or 
alert. TSA has analyzed the diverse characteristics of the freight rail system to provide the 
right combination of tools and exercise services to address these variations. 

16 Ibid. 

ff ensitivc Security [nform11tin11 that is ro11trol!cd under 49 CFR parts 15 and 1520. N<J part of thl~ 
rnord rn~~- he di~do,ed tn pcnun, w1 I fin~tl in -19 CFR part, 1:- and 1520, nrept "Ith th~ written 
11ermi~.\ion of the Admini~trator of tht Transportu lion Stcurity Admin1str · · · n~ ortation. l' nauttiori,ed 
release may result in ci\il penalty or othtr aetion. For U.S. l(Oterumenf agencie~. put.lie di,dosure is go\trne 
CFR parts 15 and 1520. 

21 



SENSIJJYF SEC! IRITY 1:NFOR:1'tPr'flON 

Grant Progn,,m-

• Freight Rail Sccurit)' Grant Program (FRSGP): in FY 2009, the FRSGP funded security 
training for frontline employees, the completion of vulnerability assessments, the 
development of security plans within the freight rail industry, and the installation of GPS 
tracking systems for railroad cars transporting TlH materials. Eligible applicants are divided 
into groups based on the types of projects they can apply for: Class I, II and Ill railroad 
carriers can apply for training and security plan development. Ov..ners, or lessees of railroad 
cars transporting TlH can apply for tracking device installation. The total FRSGP funding 
available in FY 2009 was $15,000,000. In FY 2010 available funding is $15,000,000 and 
eligible programs include the installation of tracking devices on TIH tank cars, employee 
security training, and security enhancements for critical bridges. 

• Buffer Zone Protection Program (BZPP): The BZPP, administered by DHS, provides 
funding to increase the preparedness and resilience capabilities of jurisdictions responsible 
for the safety and security of communities surrounding designated high-priority critical 
infrastructure and key resources, including chemical facilities, financial institutions, nuclear 
and electric power plants, dams, stadiums and other high-risk/high-consequence facilities, 
through allowable planning and equipment acquisition. Specific BZPP sites within 49 States, 
the District of Columbia, and the U.S. Virgin Islands have been selected based on their level 
of risk and criticality. Railroad systems have qualified for BZPP funding in the past and may 
qualify for future funding. The total BZPP funding available in FY 2009 \Vas $48,575,000. 

Research Projects Related to TIH Rail Transportation: 
There are several projects aimed at improving the resistance of rail cars to attack and accidents 
associated with the transport of TIH materials, as well as to understand the impact of a tank car 
quantity release of a Till material. These projects include: 

• Advanced Tank Car Collaborative Research Program (ATCCRP)- Railroad, shipper, 
and tank car builder groups, with support from TSA, FRA, and Transport Canada and the 
DHS Science & Technology Directorate (S&T). have collaborated on tank car safety and 
security research to reduce potential public safety and security risks associated with the 
transportation of TIH materials. Those groups, represented by the Association of American 
Railroads, the American Chemistry Council, the Chlorine Institute, The Fertilizer Institute, 
and the Railway Supply Institute, agreed to work together on an Advanced Tank Car 
Collaborative Research Program to promote improvements in rail tank car safety and 
security. The focus is on the transportation by rail ofTIH materials. The ATCCRP is 
working to identity and characterize promising tank car design concepts and technologies 
that can be successfully used by tank car builders to achieve significant risk reductions in rail 
tank car safety and security. This research initiative intends to reduce or eliminate the 
likelihood of a release of a TIH material from a rail tank car due to an accident or security 
breach. 
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• TSA's Tank Car Vulnerahilit)· Assessment Project - TSA is funding a tank cur 
vulnerability assessment pro_ject to hcttcr understand the \\'capons that would likely be used 
against a TH r tank car and 1hcir likdy impact on the nH tank car. \Vith support from a team 
of experts from D/1S, FBI, and DOD, the \vcapon threats against the TH-I ta11k car were 
identified, defined, and prioritized. The DHS Transportation Security Lab and the Naval 
Surface Warfare Center (NSWC) conducted an engineering analysis of the weapon's impact 
on the TIH tank car, which is being followed up \vith actual tank car weapons impact testing 
at the Aberdeen Proving Grounds. 

• Understanding Large-Scale Toxic Chemical Transport Releases - The OHS S&T 
Chemical Security Analysis Center (CSAC) has been tasked with investigating knowledge 
and capability gaps that were identified by TSA, in the prediction of the impact and behavior 
of large-scale TJH material releases. For large scale releases of tank car quantities of TIH 
materials, there is knowledge lacking pertaining to cloud formation, liquid pooling, 
vaporization rate, the effects of buildings and terrain as well as other factors that are needed 
to make a proper evaluation and impact prediction. Deficiencies were brought to light after 
the large scale TIH material releases from rail car accidents in Graniteville, South Carolina 
(2005) and Macdona, Texas (2004) where the released TIH cloud behavior did not match 
with accepted scientific predictions. Efforts to netter understand large TIH releases include 
conducting a scientific literature gap analysis, a toxicity analysis, and laboratory. wind tunnel 
and small scale field tests. Release testing of approximately one-ton quantities of chlorine 
and anhydrous ammonia is planned for the spring of 2010 at the Dugway Proving Grounds, 
Utah. The Of-JS CSAC ha'> acknowledged that large scale release testing will be required to 
adequately complete this project. 

• Tank Car Hardening Project (aka ''Dragon Shield")- TSA was involved in a 
government-industry working group consisting of representatives from FRA, the Association 
of American Railroads, the Railway Supply Institute, the American Chemistry Council, the 
Chlorine Institute, and NSWC Indian Head to examine methods to harden tank cars hy 
:i: 1(31:49 U.S.C. § 114(r1 . FRA provided 

n mg ort 1sproJect. (b I(3i:49U.S.C.§114(r I testso aseriesofchlorine 
tank car plates covered with materials submitted by vendor companies throughout the 
United States were conducted at NSWC Dahlgren. The test results provided some promising 
results with additional testing needed. This project is complete. 

• Next Generation Rail Tank Car Project- The Dow Chemical Company, in partnership 
with the Union Tank Car Company and the Union Pacific Railroad, are developing a ·'Next 
Generation" rail tank car that will better withstand the destructive forces a tank car may see 
in a violent train derailment. TSA. through a Memorandum of Cooperation with the Dow 
Chemical Company, is working to incorporate technologies that can provide protection 
against high-caliber firearms. DOD components at NSWC Indian Head and NS\VC 
Carderock are providing technical assistance in the develo ment of the Next Generation 
Tank Car as it relates to protection :i: 1(31:49 u.s.c. § 114(r1 

lf-"ARNING': This rl'<.'.onl (OOIHin, Scnsili,e Secnri~ lnformHtion that is controlled undrr 4? (TR parts IS and J:i20. No part or lhi~ 
e lisdostd rn crsons without a "nHLI to knoll' .. , as ddincd 111 49 (:J:R parts 15 and 1520. except with the wriflrn 

permis~ion ol' the .• nums ra • · · , ;ir · or Tm nsporta tion. l: na uthnri;,:td 
release may rt-,11lt in chil jK""nall\ or other acfiun. ~·ur l'.S. gonrnmcnt H~tncies. pul:ilir di~clo~ure ,s gonrn ..•.. __ -
( FR parls 15 a11d 1 SZO. 

23 



SEN Sil Iv E StCURITY Il'fFQRJ'1 & TJ QN 

• DHS S&T Rapid Response and Recovery Project - In August 2008, DJ-IS S&T signed a 
Technology Transition Agreement (TTA) with the DJ JS Ollice of lnfrastructure Protection 
(JP) and TSA to develop technologies and methodologies that will reduce or eliminate the 
release of TIH materials from rail tank cars and stationary tanks, with potential approaches to 
include sealing and puncture resistant technologies. This work will continue, in part, with 
the work initiated in the Tank Car Hardening Project (aka "Dragon Shield''). TSA intends to 
work closely with DHS S&T on this project in determining ways TIH material rail tank car 
manufacturers can provide protection against some of the expected weapon threats to the rail 
tank car. Funding is anticipated from FY 2009 through FY 2014. 

Metrics for Continuous Improvement 

• TIH Risk Reduction Program: In 2007, TSA began assessing the potential vulnerabilities 
and consequences posed by THI rail cars in major cities by gathering, monitoring, and 
quantifying risk information associated with TIH rail shipments traveling through 
46 HTUAs. The assessment program was developed to measure the progress Federal and 
industry efforts are having in reducing the risk associated with the transportation of TIH in 
major cities. TSA collects and uses both historical and current information on the number of 
Tlll rail shipments in each IlTUA, security at rail yards holding TUI shipments in each 
I-ITU A, and the population of each of these cities, Specifically, TSA compiles information 
for four factors: 

• Total hours TIH cars were present inside an HTUA. TSA collects data from the 
rail industry's automated systems that record the movement and location of all rail 
cars within the U.S. rail system by means of electronic identification tags. TSA uses 
this data to quantify the amount of time TIH rail cars are located within a city. 

• Unattended hours of loaded TIH cars inside an HTUA. TSA collects this 
information through visits conducted by TSA inspectors. 

• Population proximity to unattended TIH cars. TSA uses U.S. Census Bureau data 
to determine the population within a one-mile radius of each TTI-1 car that \Vas sitting 
unattended and to rank each city's possible exposure based on this information. 

• City ranking. TSA prioritizes the cities' importance on a scale of I to 5 (5 being the 
highest) using a logarithmic factor based on the population of each city. 

TSA also developed a formula. based on the information collected. to quantify a risk score 
for each city. The risk score is a relative measure, or indictor, of the TIH security risks 
within a city for a given time period. Historical information for these risk factors was 
gathered from June 1, 2005, to ~fay 31, 2006. This information was used to establish a 
baseline risk score for each of the 46 HTUAs as a means of comparison to the information 
for the current year. 
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As of December 2008, TSA dett:nnined that there V•iUS over a 59 percent national reduction in 
risk since the end of the baseline period. This achievement surpassed the original goal of a 
50 percent risk reduction by the end of 2008. At the end of FY 2009, the measured risk had 
been reduced by 82 percent in comparison to the baseline year. The information TSA has 
collected gives the agency a way to closely compare the vulnerabilities and coasequences 
related to TIH transportation across various cities over time. The development of national 
risk scorecards, which ranks each city by risk score, also allows the agency to monitor which 
cities or railroads have high-risk scores, and to focus further assessment and security efforts 
on these cities or railroads. 

Continued risk reductions will require maintaining the reductions already achieved. This will 
be accomplished by leveraging surface transportation security inspectors to continue field 
verification of risk reduction methods, as well as setting a path for achievement of additional 
reductions in future years. Indeed, the benefits derived from the TIH Risk Reduction 
Program have been so valued that the Office of Management and Budget has designated the 
program as a Program Assessment Rating Tool (PART), and tasked TSA with continuing the 
program through the end of calendar year 2013. As such, TSA \Vil! continue to measure the 
ongoing risk associated with the movement of TIH shipments within the same 46 HTUAs. 
However, rather than continuing to compare the ongoing risk against the original baseline, 
each year will be compared to the prior year, with the goal of a IO percent risk reduction over 
the previous year. 

The Chain of Custody provisions (see 49 CFR 1580. l 07) of the November 2008 Rail 
Transportation Security Rule also require regulated entities to ensure a positive and secure 
exchange of shipments of rail security-sensitive materials, including TIH. Requiring covered 
parties to establish chain of custody and control procedures will further reduce the risk of 
TIH rail transportation in HTUAs. 

• Transportation Risk Reduction Matrix: To measure the fundamental aspects of security, 
the following metrics have been established for the freight rail sector. Measurement of these 
metrics by TSA commenced in FY 2010. Corporate Security Reviews of railroads will serve 
as the primary method for gathering the necessary data. The measurement results will be 
prepared on an annual basis and will be shared with industry stakeholders and the Freight 
Rail Sector Coordinating Council to foster an environment of continuing excellence in risk 
reduction and resilience enhancement through planning, training, and execution. 

• Vulnerability Assessments - percentage of railroad carriers completing vulnerability 
assessments that include the identification of critical assets and analysis of asset 
vulnerabilities 

• Security Plans - percentage of railroad carriers that have system security plans in place 
that at a minimum meet the requirements of 49 CFR 172.802 and address specific 
security countermeasures for critical asset protection at elevated alert levels 

IJARNU•iG: This n•rord ro11tains Sensithr Src11rily Information that is controlled 11ndcr 4? CFR parrs 15 and 1520. '1,o part of this 
rrronl ma~· he tliscloscd lo persons without a "need lo know~, as ddincd in -1? (:1:R parts 15 and 1520, exrcpt with thr written 
perm1((hiii hi "" Adhllllbd Jan Ill Lilt I I n:up::: tad g" f)( C SJ Tl) .1:d . . 1 , · ti f a t1 I Sf' sf lr? l:SPREl?li?P 1 · r:a uu,osl-rrd 
rrkase ma~ resull in ci,il penaltJ or olhrr 11dio11. For LS. go,ernmenr agtnries., public disdosure is govtrned by 5 l'.S.C 552 untl 49 
CFR parts 15 and 1520. 
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• Vetting of Emplo:yecs -- percentage of frontlinc railroad employees that llavc been vcttcJ 
through the use of a security threat assessment (for example, issuance of a TWIC) 

• Training of Employees -- percentage of employees that have hcen trained in security 
awareness in accordance with 49 CFR 172.704 and in the procedures for the 
identification and recognition of IEDs in the railroad environment 

• Dri !ls and Exercises - percentage of n:ti I roads that have participated in a security focused 
exercise within the past 12 months 

• Security Awareness - percentage of railroads that have active employee security 
awareness programs 

• Screening of cargo 

• Technology Applications 

• Secure Critical Infrastructure 

rccorll may be 1lisdosell lo pcrmns without a "ncc1l to kuow··, as 1kfine11 in Ille written 
prrrnis~ion of the .-\llministrntor of the Transportntio11 !-;,,,-urit)· AdminiMration nr the Secretary of Transportation, t,nau on. d 
releas~ may rt'sult in chi I penalty ur other Hrtion. For l'-"· gmernm~nt agencies. public disclosure is governed by 5 ll.S.C :5S2 1111J .f9 
<: FR p:trh IS a11d 1520. 
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Appendices 
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recur may · ... · · :FR arb 15 and 1520, c~ccpt with the wrillcn 
pcrmig~iun of lhe Administrator of the Tramportatinn Securi~· Admini.'ltratinn nr t t' . ecretary o r 
release m~, re~ult in rivil ptnalty or other ac1ion. For LS. gonrnmcnt agencies, public disclosure is gonrned by 5 Ll.S.C. 552 aml 49 
CFR parts 15 and 1520. 

27 



£il'v~ITIVE SECUftlTJ1 Ih F URMAtiON 

Appendix A: Research Projects Related to TIH Rail Transportation 

TSA is currently supporting several projects aimed_ at gaining a better understanding of the 
mechanisms and consequences associated with attacks on rail tank cars that transport TIH 
materials. These projects include: 

• TIH Material (Chlorine) Tank Car Consequence AnalysisNalidation 

Project Overview - The project will identify a scientific and computer-based methodology 
supported by industry, government, and the academic community that can be used to predict the 
behavior of a catastrophic release ofTIH materials like chlorine and anhydrous ammonia after an 
attack on a 90 ton DOT Spec 105J500W tank car in a densely populated urban area. Chlorine is 
a Zone B TIH material. 

For large scale releases of tank car quantities of TIH materials like chlorine, DHS and the 
dispersion modeling community lack critical dense gas release knowledge relating to cloud 
formation, liquid pooling, vaporization rate, the effects of buildings and terrain as well as other 
factors needed to make a proper evaluation and impact prediction. Deficiencies were brought to 
light after large scale TIH material releases in Graniteville, South Carolina (2005) and Macdona, 
Texas (2004), where the released chemical cloud behavior did not match with accepted scientific 
predictions. 

Problem Solution - To solve this problem, TSA has partnered with the DHS S&T Chemical 
Security Analysis Center (CSAC) to investigate knowledge and capability gaps in the prediction 
of the impact and behavior of large-scale TIH material releases. Part of the problem is that th~re 
have been so very few large scale dense gas release experiments; scientists working with DHS 
have suggested that the thermodynamic cloud behavior of small releases and large release are 
very different, particularly as it relates to the amount of liquid TJH that vaporizes as a function of 
time. It is the amount of material that vaporizes from a liquid to a gas and then travels with the 
wind that is critical in determining the downwind concentrations and impact to populations. 
Efforts presently underway to better understand large TIH releases include conducting a 
scientific literature gap analysis, a toxicity analysis, and laboratory, wind tunnel and small scale 
field tests. 

Project Goal - The goal of the project is for large scale TIH material tank car releases, with a 
focus on chlorine as the primary objective and a secondary focus on anh drous ammonia to 
provide DHS S&T with the capability to describe the near field effects b}(

3l49 use § 
114

(r} The 
project will take into account specific initial release conditions and, with the knowledge of the 
near field, be able to accurately predict the near field and far field effects of the released TIH 
material. 

Key Task Areas - Understanding Catastrophic Release Chlorine Cloud Formation - Source 
Term Analysis and Development - The objective of this task is to investigate and develop ways 

· 1s Sensili\'C Stcurity lnfornmlio11 that is eontn,lled 1mder .,9 Cf'R part~ 15 a111l 1520. No part of this 
reeortl ma}' be disclosed to persons w1 ' :f·R rt~ 15 and 1520, l"Xcept with the written 
rinmission of the Administrator or the Transpor1~1io11 Security Adminis1ratio11 or t e . er 
release may rrsnlt in d~il rienal~· or othtr action. For ll.S. government agencies, public disclosure is govtrnetl bJ· 5 ll.S.C 552 and 49 
CF~ parts 15 and 1520. 
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to improve the accuracy of source term data used as input for modeling of largc-sralc Tl I l 
rd cases. The source term describes all of the physical and interactive behavior of a pressurized 
gas released from l..'.ontainmcnL as well as the release environment. Differences bct\-vcen small 
and large releases related to: 

• Phase composition of cloud 

• Effect of chlorine temperature and superheat 

• Pooling of released material 

• Effect of impingement of flashing jct as chlorine is released from container 

• Air mixing and heat to evaporate released chlorine droplets 

• Effects of barriers and buildings 

• Composition (vapor versus liquid droplets) and duration of chlorine cloud 

• Distribution and behavior of aerosol droplets 

• Effect of gravity versus wind on chlorine cloud 

• Depletion of chlorine cloud due to localized reactions 

• Understand toxicity of chlorine 

Relationship to the 9/11 Act- Section l 5 l 9(b) of the 9/11 Act requires DHS to conduct an 
air dispersion modeling analysis of release scenarios ofTIH materials resulting from a 
terrorist attack on a loaded railroad tank car. 

Project Status -This project is ongoing. A project team has conducted gap analysis and 
dctennined areas in present modeling capabilities that could be the cause of significant 
discrepancies between modeled and accidental releases. This was done through hundreds of 
hours of study, discussions, and through an extensive literature search. DHS S&T has 
funded a study of tank car accidents where large amounts ofTIH materials were released, 
such as in :tvlacdona, Texas, in 2004 and Graniteville, South Carolina, in 2005. This 
information will be used to conduct dispersion modeling analysis and validate dispersion 
modeling results. DHS S&T has provided FY 2009, 2010 and 2011 funding for the project. 
This is in addition to funds being provided by TSA. In addition, TSA \vill coordinate its 
efforts with the Defense Threat Reduction Agency (DTRA) who have parallel interests in 
this area. Release tests of representative quantities of chlorine and anhydrous ammonia are 
planned for the spring of 2010 at the Dugway Proving Grounds, Litah, using funds made 
available through the 9/11 Act. 

at inn that is controlled under 49 Cfl{ pa rls 15 u nd 1520. :\ o pu rt of this 
record nrny oc disdowd t-0 persons withool a "need to know , as ( e me 
pennission or the Admioislrator llf the "fran~portation Seturit,-· Administration or the Secretary of Trnnsporfatirm. l nauthorlud 
release may result in d\il µenaltJ or other aelion. For LS. l!Ol·ernment agencits. public disdo~ure is go\erncd by 5 l'.S.C 5:52 and 49 
n;R parts 15 and 1520. 
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• T(H Material Rail Tank Car Threat Assessment 

Project O,·crview: The purpose of this project is to identify, define, and prioritize threats 
and threat scenarios for TlH material rail tank cars, to evaluate the likely methods of attack 
an adversary would use to breach a TIH material tank car, and to define the types and 
amounts of explosives and weaponry placement on the tank car. The results of this project 
allow for the evaluation of the tank car's vulnerabilityfbH3l49 use § 114(r} I 

TSA led a technical team to conduct the tank car threat analysis consisting ofrepresentatives 
from the following organizations: 

• TSA Freight Rail Division 

• TSA Explosive Division 

• NSWC Carderock Division 

• Federal Bureau of Investigation 

• U.S. DOT PHMSA 

• TSA Office of Intelligence 

• DHS S&T, Transportation Security Laboratory 

• OHS Otlice of Intelligence & Analysis 

The technical team determined the five weapons most likely to be used in an attack on a tank 
car containing TIH material. The exact amounts of materials and the method of delivery are 
contained in the classified report that was prepared at the conclusion of the project. The . 
report provides information on the expected efficacy of each weapon type and the limitations 
of each. 

Relationship to 9/11 Act - Section 1519(a) of the 9/11 Act requires DHS to assess the likely 
methods of a deliberate terrorist attack against a railroad tank car used to transport TlH 
materials, and for each method assessed, the degree to which it may be successful in causing 
death, injury, or serious adverse effects to human health. the environment. critical 
infrastructure, national security, the national economy, and public welfare. In complying 
with this requirement, OHS is to consider the most current threat information as to the likely 
methods of a successful terrorist attack on a railroad tank car transporting TIH materials. 

Project Status - This project is complete. 

lfARNING: This rl'('On.l rnntains Sc11sitive Srcuril)' lnformatiou that is controlled under 49 Ct'R part~ 15 uud l:'i20. No pan nf this 
rrrord ma, he uisrloscd to pcr~ons 1'1'ithout a "need to know". as defined in 49 CfR parts IS and 1520, rHept with tht wriH~n 
perm1s~1on nl ihi; Adm1 m~tr!HOP oi the I rh hsPOFtUUOU &curll,· Adfu,RISffilihh hi hlP SE€i Eli f j di I f U11(1h1f iihti ii. I. iii d tlihi tlEG 
relea~c may re~nlt in dvil penalty or other actiou. for l'.S. goHrumenl agencits. pubfa disclosuH i~ gon•rned by 5 l'.S.C. 552 and 49 
CFR parts 15 and 1520. 
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• TIH Material Rail Tank Car Vulnerability 

Project ()yerview -The purpose of this project is lo bctler understand and quantify the 
vulnerability of tank cars used to transport TIH materials to likely terrorist attacks methods. 
Objectives of this project include: 
• Assisting in the development of rail security vulnerability reduction measures 

• Estimating release rate from the breached tank car for emergency response and dispersion 
modeling purposes 

Tank Car Vulnerability Assessment Project -TSA has initiated a project to assess the 
vulnerability of the DOT Specification 1051 TIH material tank car to the \Veapon threats 
identified in the TIH Material Tank Car Threat Assessment Project. The project will analyze 
the level oflikely structural damage incurred and hole size generated by each weapon type 
through computer modeling backed by field validation testing. Technical participants 
include TSA Freight Rail Division, TSA Explosive Division, NSWC Carderock Division and 
FBI Weapon of Mass Destruction and Explosive Group. 

Next Generation Rail Tank Car Project-The Dow Chemical Company, in partnership 
with the Union Tank Car Company and the Union Pacific Railroad, are developing a "Next 
Generation" rail tank car that will better withstand the destructive forces a tank car may see 
in a violent train derailment. TSA, through a Memorandum of Cooperation with the Dow 
Chemical Company, is working to incorporate technologies that can provide protection 
against high-caliber firearms. DOD components at NSWC Indian Head and NSWC 
Carderock are rovidin technical assistance in the develo ment of the Next Generation 
Tank Car (b 1(31:49 U.S.C. § 114(r1 

Tank Car Hardening Project (aka "Dragon Shield") - TSA was involved in a 
government-industry working group consisting of representatives from FRA, Association of 
American Railroads, the Railway Supply Institute, the American Chemistry Council~e 
Chlorine Institute, and NSWC Indian Head to examine methods to harden tank cars t;J 
:i: 1(31:49 U.S.C. § 114(r1 . FRA provided 
funding for this project. :i: 1(31:49 U.S.C. § 114(ri tests of a series of chlorine 
tank car plates covered with materials submitted by vendor companies throughout the United 
States were conducted at NSWC Dahlgren. The test results provided some promising results 
with additional testing needed. This project is complete. 

DHS S&T Rapid Response and Recovery Project- In August 2008, OHS S&T signed a 
Technology Transition Agreement (TTA) with the DHS IP and TSA to develop technologies 
and methodologies that will reduce or eliminate the release of TIH materials from rail tank 
cars and stationary tanks. with potential approaches to include sealing and puncture resistant 
technologies. This work will continue, in part, with the work initiated in the Tank Car 
Hardening Project (aka "Dragon Shield"). TSA intends to work closely with DHS S&T on 
this project in determining ways TIH material rail tank car manufacturers can provide 

• · · · • · · rlr.· Information tllat is eontrolled m1der ,i9 (:FR parts IS and 1520. l'lio parl of this 
rteonl may bl' di~clol;l'd to 1wrsons withoul a "n.-e o , · 5i and 1520, .-ucpt witll tile written 
permission of the Admiuistrntor of tllt Tnrnsportation Seeurity Administration or tile ScnC'lar~· o ra . 
relea~ ma~ result in ci~il pem1ltJ or olher aC'lion. 1-'or LS. goHroment agencies. public disclos11re is governed by 5 l'.S.('. 552 aml ,iq 
CFR parts 15 aud 1520. 
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prokdion <1gainsl some of the expected ,vcapon threats to the rail tank ci:lr. Funding is 
anticipated from FY 2009 through FY 2014. 

Advanced Tank Car Collaborative Research Program (A TCCRP) - Railroad, shipper 
and tank car builder groups, \vith support from TSA, FRA, and Transport Canada and the 
DHS S&T, have collaborated on tank car safety and security research to reduce potential 
public safety and security risks associated with the transportation of TIH materials. Those 
groups, represented by the Association of American Railroads, the American Chemistry 
Council, the Chlorine Institute, The 1-'ertilizer Institute, and the Railway Supply Institute, 
agree to work together on an Advanced Tank Car Collaborative Research Program to 
promote improvements in rail tank car safety and security. The focus is on the transpcirtation 
by rail ofTIH materials. The ATCCRP is working to identify and characterize promising 
tank car design concepts and technologies that can be successfully used by tank car builders 
to achieve significant risk reductions in rail tank car safety and security. This research 
initiative intends to reduce or eliminate the likelihood of a release of a TIH material from a 
rail tank car due to an accident or security breach. 

Relationship to the 9/11 Act - The above referenced projects also address the requirements 
of Section I 5 l 9(a)(3) of the 9/1 l Act. 

n ins Sensiti\C Sl~Uril)' lnfornmtiun that is controllrd under ~9 CfR parts 15 and 1520. ,'\o part of this 
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permis~i,m ol the "'dministralor of the Transportation Seoirity Administration or the Secrelar.1· of Transporta 10n. 
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Appendix B: Current Industry Best Practices for Railroad Security 

The Association of American Railroads developed the Terrorism Risk Analysis Security 
Aianagement Plan in April 2003 as a result of the terrorist attacks of September 11. 2001, and as 
a proactive measure in collaboration with DHS in addressing perceived security vulnerabilities 
within the freight rail system. The AAR created five critical action teams, each for a specific 
area of concern within the rail industry: 

• Hazardous Materials - focused on hazardous materials and chemicals, their suppliers and 

users, methods of transport and possible risks and countermeasures 

• Operational Security - focused on the life cycle of a train and 
vulnerabilities/countermeasures to railroad operations 

• Physical Infrastructure - focused on assimilating lists of critical infrastructure, 
countenneasures to threats, and alert level actions 

• Military Liaison - focused on coordinating with the Strategic Rail Corridor Network 
(STRACNET) on the efficient operation of military rail network, and countenneasures to 
terrorist threats 

• Information Technology and Communications- focused on command and control of rail 

shipments, data systems and tracking of shipments, and key personnel and contractors17 

Furthermore. the AAR plan provides an overall framework for industry-wide security measures 
while leaving the actual implementation up to the individual railroads. Carriers utilized the plan 
as a guidance document to create security management plans for their respective carrier company 
addressing their identification of critical infrastructure and other security concerns. TSA 
reviewed these particular plans for the Class l carriers as part of the TSA Corporate Security 
Review process. 

The AAR developed rating criteria for the vulnerability of key assets and the impact upon the rail 
system. This was completed should a particular asset be disabled by a terrorist attack. These 
rankings were rated as: low, medium, high, and critical. A critical impact was defined as the loss 
of that asset severely degrading or stopping rail operations for an indefinite period of time. 

Overall, the AAR identified 1,300 assets within the rail system. While the AAR did consider 
both issues of direct business relevance and national level of importance in identifying each 
asset, their primary concern was t)le direct business impact of each asset. 0 f these 1 , 3 00 assets. 
a much smaller number were identified as being "critical" in their impact rating. This list of 
critical assets has been used to drive specific countermeasures to target improvements where 
necessary. 18 

17 Browder. William M. Association of Amtcrican Railroads (2005), Freight Rail Secwrity Brhjing lPowerPoint slid..:sj. 
Retrh::ved from UC Berkeley Web site: hlliJ:flwww.rcchtrunskr.bcrkele,,-.edu/railrnad05down!oads/8ROWDER.pd( slides I 3-26. 
18 Ibid. sl idc 17. 
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As part oft he Terrorism Risk Analysis S'ernrity Management Plan, the AAR developed a four 
stage alcrl plan which lays out progressively higher levels of action to be taken in the event or 
certain security situations. It details actions to be taken in the areas of security personnel, 
operations, and information technology and communications. The levels are: 

Level I - "Normal Day to Day Operations" 

Level 2 - "Heightened Security Awareness" 

Level 3 - "A Credible Threat of an Attack on the US or Railroad Industry" 

Level 4 - "A Confirmed Threat of Attack Against the US Railroad Industry or Actual Attack 
in the US" 19 

To etlectively deal with the potential threat, the AAR established a series of countermeasures 
that arc laid out in detail in the plan. These covered three areas which are as follows: 

• "People" countermeasures - covered areas such as employee security training, training of 

emergency response teams, and placement of key personnel 

• "Process" countermeasures- established the AAR Operations Center and the Railway 

Alert Nehvork (RAN). Staffed 24 hours a day, the AAR Operations Center is a 

Department of Defense cleared facility that works in conjunction with the Surface 
Transportation Information Sharing and Analysis Center (ST-ISAC) to ensure 

appropriate collection, analysis, and sharing of security-relaled information. The RAN 

links the Operations Center with the industry to pass on sensitive information and alert 

levels to the railroads, law enforcement agencies, major shippers, and the short line 

railroads. It operates 24 hours a day and utilizes mobile communications at lower threat 

levels, but is physically manned at alert levels 3 and 4 

• "Technology" countermeasures - focused on various aspects of establishing secure 

communications20 

Railroad carriers have also adopted and implemented the list of 24 Security Action Items issued 
in June 2006, as well as the three supplemental SA Is issued in November 2006. The industry has 
used the SAis to increase employee awareness and institute operational processes to reduce the 
risk associated with the transportation of TIH through High Threat Urban Areas. Accordingly. 
the railroads' adoption of the action items into practice a\lo\ved for the successful achievement of 
the goal of a 50 percent risk reduction from TIH in transportation by the end of 2008. 

l? Ibid, slide 33, 
20 !hid, slide 27. 
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Appendix C: Security Action Items 

• Recommended Security Action Items for the Rail Transportation of Toxit 
Inhalation Hazard Materials 

This document contains recommended security action items for the rail transportation of 
materials poisonous by inhalation, commonly referred to as Toxic Inhalation Hazard (TIH)21 
materials. Adoption of these measures is voluntary. Movement of large quantities of TIH 
materials by rail in proximity to population centers warrants special consideration and 
attention. These materials have the potential of causing significant numbers of fatalities and 
injuries if intentionally released in an urban environment. 

The efficient operation of our critical interstate rail system requires a unifoTITI nationwide 
approach to railroad security. The security action items listed in this document have been 
identified by the Department of Homeland Security (OHS) and the Department of 
Transportation (DOT) during risk assessments and security reviews and build upon existing 
DOT hazardous materials regulations. In particular the DOT regulations at 49 CFR Sections 
172. 704 and l 72.800-804 require each transporter of hazardous materials, including TIH 
materials, to develop and implement security plans and to train appropriate employees in 
security measures. OHS and DOT are issuing these voluntary action items as measures that 
should be considered when security plans are developed. implemented, and revised. The 
action items are voluntary to allow the railroad carriers to adopt measures best suited to their 
particular circumstances provided the measures are consistent with existing regulations. It is 
not our intent that these security action items be enacted into law by state and local 
governments. Existing federal regulations likely would preempt any such law. 

The security action items have been divided into three categories I) system security; 2) 
access control; and 3) en-route security. System security and access control refer to practices 
affecting the security of the railroad and its property. En~route security refers to the actual 
movement and handling of railcars containing TIH materials. 

OHS and DOT recognize that no one solution fits all locations and circumstances. These 
security action items allow for flexibility in implementation based upon the assessed 
vulnerability of a particular process or operation. Where applicable, implementation of these 
action items to their fullest extent practicable should be the goal of the affected property 
ov.ner and operator. 

OHS and DOT reserve the right to update or modify these security action items as 
circumstances warrant. 

21 Under the Hazardous Materials Regulations (49 CFR 171-180), TIH materials arc ga~cs or liquids that are known or presumed 
on the basis of tests tu be so toxic to humans as to pose a hazard to health in the event of a release during transportation. See 49 
CPR 171.8, 173.115. and 173.132. 
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Sys tern Sccu rity P radices Aff ccting the Transportation of Tl H Mate rials 

1. Designate rm imlividual with uveral I responsibility for hazardous materials transportation 
security planning, training, and implementation. This individual should report directly to 
an executive officer of the company. Designate an individual with overall responsibility 
for security planning and countermeasure implementation for company-designated 
critical infrastructure. 

2. Conduct exercises. at least annually, to verify the effectiveness of security plan(s). 

3. Develop and conduct an internal or external company audit program to independently 
verify that the security plan is being effectively implemented. The audit process should 
include a policy for record keeping of the audit and a method for management review and 
performance measurement. 

4. Identify and then annually review company-designated critical infrastructure. Ensure that 
changes or additions to the operating environment have been properly addressed. 

5. Maintain a communications network to receive timely government notices of current 
threat conditions and available intelligence information. Adjust security measures as 
necessary to reflect current threats and vulnerabilities based on available information. 

6. Make use of opportunities to establish liaison and regular communication with federal, 
state, and local law enforcement, emergency responders, security agencies, and industry 
partners. Strive to make local law enforcement aware of railroad security issues. 

7. Establish liaison and collaboration with other railroad security offices to promote 
information sharing and security enhancements. 

8. As with industry safety programs, regularly reinforce security awareness and operational 
security concepts to all employees at aJI levels of the organization. 

9. Reinforce the need for employees to immediately report to the proper authorities all 
suspicious persons, activities, or objects encountered. 

l 0. Have contingency plans in place to supplement company security personnel to protect 
company-designated critical infrastructure as threat conditions warrant such as contracts 
to engage private security guard providers or procedures to request supplemental physical 
security assistance of federal, state, local, and tribal authorities. 

11. Restrict access to information controlled by the railroad that it determines to be sensitive, 
in particular information about hazardous materials shipments and security measures. 

12. Make available emergency response planning materials, and when requested, work with 
local communities to facilitate their training and preparation to deploy and respond to an 
emergency or security incident. 

IJ,ARNJ;'','G: "I 1s r · · ri , lnformHtion lhat is cunlroll~d under 4'l Cf,R pans 15 und 1520. No part or this 
record ma~· br 1!isdusrd tu persons without a "ncc1 ' Cl'R arls 15 and 1520, nccpl wilh the written 
11crmissio n of the Admini srrator uf the Transportutinn Security Ad ministration or t e , . I nau 1borized 
rdcasc ma)' result in citif penally or ollu'r actiou. i'or LS. gnHrnme11! agencies. public dbdo~urc is go,uued b) 5 LS. 
CFR parts 15 and 1520. 
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13. Cooperatively work with the fodcrnl, state, local. and tribal governments to identify 
through risk assessments thosr locations where security risks arc the highest. 
Cooperutivc!y work \vitll the tt:·dcral, state, locaL ,md tribal governments to identify and 
implement protective measures at these locations. 

Access Control Security Practices 

14. Focus proactive community safety and security outreach and trespasser abatement 
programs in areas adjacent to company-designated critical infrastructure to reduce the 
likelihood ofwiauthorized individuals on company property and to enhance public 
m.vareness of the importance of reporting suspicious activity. 

15. To the extent feasible and practicable, utilize photo identification procedures for 
company-designated critical infrastructure. Establish procedures for background checks 
and safety and security training for contractor employees with unmonitored access to 
company-designated critical in frastrueture. 

16. To the extent feasible and practicable, and as threat conditions warrant, restrict the access 
of contractors and visitors at non-public areas of company-designated critical 
infrastructure and monitor the activities of visitors in or around such infrastructure. 

17. Establish employee identification measures for all employees. Conduct spot checks of 
identification as threat conditions warrant. 

18. Implement measures to deter unauthorized entry and increase the probability of detection 
at company-designated critical infrastructure as threat conditions warrant. To the extent 
patrols are utilized, vary the pattern and schedule to avoid predictability. 

19. Utilize interlocking signals and/or operating rules to prevent trains from occupying 
moveable bridges until they are locked in place. 

En-route Security Practices 

20. Maintain systems to locate rail cars transporting TIH materials in a timely manner to 
enable the implementation of security measures when necessary and provide information 
on the location of rail cars carrying TIH materials to DIIS and DOT. as requested, in case 
of events of national significance. 

21. During required on-ground safety inspections of cars containing TIH materials, inspect 
for any apparent signs of tampering, sabotage, attached explosives, and other suggested 
items. Train employees to recognize suspicious activity and report security concerns 
found during inspections. 

22. Provide local authorities \Vith information on the hazardous materials transported through 
their communities consistent with AAR Circular OT-55. 

n·tord m~y be lli.sclnS\·d to p1·rsuns without a "need to kuow ... ~s defined in 
permission of the Administrator of the Tramportatirm Scturity :\dmi ni.,tration or the Secret>1.r)' of Tran~porta tion. I. nau1horized 
reJea~ may resuh in ch·i\ p~nulty or other action. tor l 1.S. gonrnmc11t Mg:eocics. 1n1hlic di;;dosure i, go,-erntd bJ 5 t: . .s.C. !'i~2 um! 49 
CFR parts 15 a11d 1520. 
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23. Consider alternative routes when they arc economically practicable and result in reduced 
overall safety and security risks. \Vork with the DllS and DOT in developing better 
software tools to analyze routes. 

24. In rail yards, to the extent feasible, place cars containing TIH materials where the most 
practical protection can be provided against tampering and outside interference when 
appropriate for the threat level in the geographic area in accordance with the AAR 
Security Management Plan. 

• Supplement No. 1, Issued November 21, 2006 

This document contains recommended security action items for the rail transportation of 
materials poisonous by inhalation, commonly referred to as Toxic Inhalation Hazard (Til-1) 
materials. Adoption of these measures is voluntary. Movement of large quantities of TIH 
materials by rail in proximity to population centers warrants special consideration and 
attention. These materials have the potential of causing significant numbers of fatalities and 
injuries if intentionally released in an urban environment. 

The supplemental security action items contained in this document are the result of 
cooperative work between government and industry to craft meaningful and executable 
actions that will provide for the reduction in the security risk associated with the rail 
transportation of TIH materials. These action items are an addition to the original 24 action 
items that \Vere issued on June 23, 2006. 

The three action items contained herein represent the next step in enhancing the security of 
rail shipments of TIH. These three items especially item number 1, the provision calling for 
the preparation of site-specific plans for high threat urban areas build upon rather than 
replace the original 24 action items. 

I. Introduction 

The Department of Homeland Security and the Department of Transportation are concerned 
about the risk posed by the transportation by rail of bulk Toxic Inhalation Hazard materials 
(TIH) in High Threat Urban Areas. Our intention is to work with the freight rail industry to 
develop and implement security initiatives that will measurably reduce the risk and enhance 
the security of bulk Toxic Inhalation Hazards moved by rail in High Threat Urban Areas 
(HTUA). OHS and DOT have identified four areas to be addressed: 

• The establishment of secure storage areas for rail cars carrying Toxic Inhalation Hazard 
(TJH) materials; 

• The expedited movement of trains transporting rail cars carrying TIH materials; 

• The positive and secure handoff of TII--1 rail cars at points of carrier interchange and at 
points of origination and delivery; and, 

• The minimization of unattended loaded tank cars carrying Till materials 

WARNING: rhis r~cnnl contain~ Sensitive s~cnrily Information that i~ controlled under ~<) (:FR pllrt'i 15 a11d 15:!ll. No p,trf of this 
fT(HFd ma 1 hr 11iss!1nsd tu Pt ROD) wab211t I ·~c,ml to k:: Q?)'n ·rr :lsG rrr:I i ti tu cru rurtr J 5 a E r1 1 '""JQ s r Pt I . ·o ti . ta n 
permission of fht Administr~rnr of thr Transportation Sreuril) Administration or the Sr~rrury or Trau~portlllinn. I n~u1lrnrill'.ed 
rdrllsc may rr,ult io ci,,il penalty or other actimt. l1or l'.S. go,ernment agencies. public di~do~ure is gonrned by 5 l\S.C 5S2 llnd 49 
CfR p~rts 15 and l:UO. 
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11. Risk Definition 

All railroad frcigh1 carriers operating in High Threut Urhun 'Areas will develop annc.,cs to 
their security plans that are site specific to that High Threat Urban Arca as defined bv the 
Department of Homeland Security Urban Area Security Initiative (lJASI) geographic areas. 

The security plans will be risk•based and will include metrics that reflect population density 
and the amount of TIH materials transported by rail and the length of time that these 
shipments arc in High Threat Urban Areas. The plans will be classified appropriately to 
protect sensitive information. 

TSA will provide the rail carriers with a list of urban areas previously identified. 

The goal of this initiative is to measurably reduce the risk of the transportation by rail of bulk 
THI materials through high threat urban areas. Railroads will strive to reduce risk by 25 
percent in the first year. TSA will work with the railroads on goals for succeeding years. Risk 
will be defined as a function of fopulation density, number of TIH shipments, and the length 
of time TIH cars are unattended 2 and unsecured. 

III. Data Base 

·me risk reduction will be measured by the time Tl H cars arc held in yards, terminals, on 
railroad-controlled leased tracks and the time that TIH trains are stopped or standing within a 
HTUA. Railroads will strive to provide TSA baseline data within 60 days. 

IV. Action Plans to Reduce Risk 

Supplemental Security Action Item No. 1 

Rail carriers with operations in High Threat Urban Areas (HTUA) will develop site-specific 
security plans that address the security of the transportation in bulk ofTIH material in loaded 
rail cars ("TIH cars") in HTUA. The site-specific security plan should include specific and 
detailed meac;ures to enhance the sernrity of TII--l cars in the carrier's custody. These plans 
should be completed within 90 days of the issuance date of the guidelines. 

The site-security plan will address the following objectives for railroad operations within the 
HTUA: 

1) Reduce the number of hours TIH cars arc held m yards, terminals, and on railroad• 
controlled leased track in HTUA. 

2) Minimize the occurrence of unattended* TIH cars in HTUA. 

22 U nattcnJed Cars for the purpose of this document are those rai ! cars that are in a train or on railroad-control !cd !tads or tracks 
with 110 crew on board, no persnnnd active in the area or no electronic monitoring. '"Personnel .. includt:s railroad employees nr 
agents, law enforcement officers, private securit)' guards. and rail customer employees. 

· rccorll contain~ Se11siti,e Sccurily l11formatiun that is contrullcll under 49 CFR part, l:'i autl 15211. '.'fo rmrl of this 
ncr1rll m,1y he Ilise oset o pc ' · · 4 (TR arh 15 and 1520, except with the written 
11crmis~ion of the Allministrator or the Transporliuion Securil} Adminisfraticm ur t c . en _ 
rdusc m~y result in chil j)t°nalty or otha ~cliou. For l'.S. go,en1mrnt ~gencit~, public dhclo\ure is go,crnctl hy 5 l".S.C. 552 Hnli .J9 
CFR p~rts 15 and 1520. 
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>) Reduce potential c,posure to surrounding pi.:ople, property and environment in HTUA. 
Special emphasis should be placed on reducing potential exposure to hospitals, high
ol'cupancy buildings, schools, and public venues. 

4) Reduce the occurrence of standing TIH trains in HTUA. 

5) Provide a procedure for the protection or surveillance of unattended TIH trains in HTUA 

6) Ensure compliance with CFR 49 Part 174.14 (48 hour rule). 

7) Develop site-specific procedures for the positive and secure handoff of TIH cars at points 
of origin, destination, and interchange in high threat urban areas. 

Supplemental Security Action Item No. 2 

Rail carriers will not operate trains carrying TlH within a specified distance of public venues 
with National Special Security Events in progress and as requested by the appropriate agency 
responsible for overall event security coordination. 

Supplemental Security Action Item No. 3 

Rail carriers \Vill, in the security planning process, identify and select areas throughout the 
carrier's system where cars containing TIH can be moved and held when threat conditions 
\Varrant. Risk and exposure to the general public arc factors to be considered in the selection 
process. The rail carrier will provide this information to the government upon request. 

V. Verification 

The Transportation Security Administration and the Federal Railroad Administration will 
work cooperatively to evaluate the degree of implementation of these security action items 
through data analysis and inspection, and may take appropriate actions to encourage carriers 
to achieve risk reduction. 

• Supplement No. 2, Issued February 12, 2007 

I. Introduction 

The Department of Homeland Security (OHS) and the Department of Transportation (DOT) 
are concerned about the risk posed the transportation by rail of bulk TIH materials in High 
Threat Urban Areas. Our intention is to work with the freight rail industry to develop and 
implement security initiatives that \vill measurably reduce the risk and enhance the security 
of bulk Toxic Inhalation Hazards moved by rail in High Threat Urban Areas. On June 23, 
2006, under Access Control Security Practices, paragraph 15, we recommended that the 
industry: 

15 .... Establish procedures for background checks ... for contractor employees 
with unmonitored access to company-designated critical infrastructure. 

This rcconl contains Stositivc Sccnril}' lnfornrnlion lhal i.s rnntrolkd under 4? (:J."R parts 15 a111I 1520. No 1mrt of thi., 
ffrnr m~y c ·•· · defined ill 4') Cf"R parb !"I and 1520, c~n•pt w11h ihe writlcn 
11crmissin11 of the Allminislratnr of thr Tnmsportution Securit), A mm1stra um . 
releas,;, m;iJ result in civil penalty or uthtr Mction. For LS. go~ernment agencies. public lli.closure is g,wernfd by 5 I r.s.C. 5:'i2 and 49 
CFR parts I:- aud 1 :'i20. 
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This document rrovidcs spcci fie recommendations on such background chcd,s. These 
recommendations do not aher. limit, or conflict with State or Federal statutory protections_~, 
or regulations, orders, and dircctin;s nr DI IS, DOT or any other the governmental agency. 

H. Criminal History Checks 

Many stakeholders may use criminal background checks to assess the suitability of their 
employees for positions. To the extent that a stakeholder chooses to do so for employees with 
unmonitored access to company-designated critical infrastructure, they should consider using 
the federally established list of disqualifying crimes applicable to hazmat drivers and 
transportation \VOrkers at ports (see 49 CFR 1572.103).24 

A. Redress Procedures 

The industry should consider establishing a vigorous internal redress process for adversely 
affected applicants and personnel, including an appeal and waiver process similar to the 
system established for hazmat drivers and transportation workers at ports (see 49 CFR part 
1515). 

An appeal process would be designed to provide an applicant or personnel with the 
opportunity to show that he or she does not have a disqualifying conviction, by correcting 
outdated underlying court records or proving mistaken identity. 

A waiver process would be designed to provide an applicant or personnel with the 
opportunity to be hired or continue employment by demonstrating rehabilitation or facts 
surrounding a conviction that mitigate security concerns. The industry should consider 
permitting an applicant or personnel to submit information pertaining to any of the following: 

l. Circumstances of the disqualifying offense; 

2. Restitution made; 

3. Letters of reference from clergy, employers, probation/parole officers; and 

4. Other factors the individual believes bear on his or her good character. 

The industry may elect to incorporate the redress process into the disciplinary procedures 
already used by railroads as part of its management/labor relations. 

Ill. Social Security Number Verification 

In addition, lhc industry should consider using the Social Security Number Verification 
System (SSNVS) that the Social Security Administration (SSA) makes available to all 
employers. Employers can verify that current employee names and social security numbers 

,i For instance. employee protection~ codified at 49 lJ.S.C. 20 I 09 that prohibit dbcrimination or retaliation of rail employees 
who fik a complaint against a railroad or refuse to work due to hazardous conditions remain in full force and effect. 
04 See 72 FR 3492 (January 25, 2007 ), as corrected by 72 FR 5632 (February 7, 2007) 

. ~ par., :-, an " , excep w1 e .-.·ri tn 
permission nf the .\dmin istrator of !he Trlln.~p.-.rlu tii)n Sl'curity A dminisfration nr !hl' Senet:1ry or Transport:, tion. I na 111horized 
relea~ 1na)· rhull in ch·il penalt~ or other 11ction. f'or l;.s. goYernment agencies. public disclosure is go\·erned by 5 l'.S.C. 552 anti 49 
CFR parls l5 autl 1520. 
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match the SSJ\ 's records, which reduces thi.: likdihood that an individual who has udoptcd a 
fa] sc identity and difficult to thoroughly vet is part of the workforce. 

IV. lmmigrntion·Status 

The industry should also consider using the Systematic Alien Verification for Entitlements 
(SAVE) database to determine a nun-citizen's immigration status. SAVE is an 
intergovernmental information-sharing service for agencies and employers to use to ensure 
that an applicant has lawful presence in the United States. SA VE is nationally accessible and 
contains selected immigration status information on approximately 50 million individual 
non-citizens. 25 

!\ For i11form.:itio11 on ai:ccssing SAVE, cont.;1.ct: Direi:tor, SAVE Program. L'SCIS SAVE Program, Douglas Development 
Building. 2nd Floor, 20 Massachusetts Ave., NW. Washington, DC 20529. 

WAR,\'/.!VG: Thi, rcconJ contllin~ s~n~itivc Security lnformalion that is controlled under 49 CfR parts 15 und 1520. No purl uf this 
r..-rnrd may he disdo~,·d tu 11enons without a "need to lmov,", as dcfim·d in ,19 (:J'R pitri~ 15 and 1520, cHrpl wilh the writ!rn 
perm 1ssion ol lh~ .'.tdfui hi St Pi iof Ui IIIJ i Pa hAj Mi ldhil ii SPE th 1(4 .\Glii I ii l§h &llh ii hi tiiE Jt LI t lAI J hi I I a:upo: IA ilhii. t ma: tliot h.("d 
release may resull i11 thil penalty or othH action. For LS. gmernmenl agencicfi, puhlir di~closure is gonrned by 5 ll.S.C. 552 amJ 49 
CfR parts 15 and 1520. 
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ins Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. 
No part of this record may be sc ose defined in 49 CFR parts 15 and 
1520, except with the written permission of the Administrator of the Transportation ecur1 y 
Secretary of Transportation. Unauthorized release may result in civil penalty or other action. For U.S. government 
agencies, public disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520. 
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Message from the Acting Administrator 
On behalf of the Transportation Security Administration (TSA), I am pleased to present the 
Transportation Sector Security Risk Assessment (TSSRA). This report is in response to a 
directive in Senate Report 110-396 of the 2009 DHS Appropriations Bill (Public Law 110-
396/Division D) and re-emphasized in Senate Report 111-31 of the 2010 DHS Appropriations 
Bill (Pub lie Law 111-8 3). It prov ides a comprehensive risk assessment of the transportation 
sector. 

The Secretary of the Department of Homeland Security (DHS) delegated to TSA the 
responsibility to complete a nationwide risk assessment examining the potential threat, 
vulnerabilities, and consequences of a terrorist attack involving the Nation's transportation 
system. 

TSA completed this risk assessment in conjunction with other DHS entities, Federal partners, 
and industry members. TSA consulted with a wide range of government and private-sector 
stakeholders in preparing this report. 

This report is intended to appropriately inform resource allocation decisions and is part of TSA 's 
response to key findings and recommendations contained in GAO-09-492 (March 2009), 
"Comprehensive Risk Assessments and Stronger Internal Controls Needed to Help lnf<Jnn TSA 
Resource Allocation. " At the convenience of the Committee, TSA is prepared to discuss how 
risk informs the TSA resource allocation process in general and, in particular, the FYl 1 
President's Budget Request for Transportation Security. 

This document is marked as Sensitive Security Information and special handling procedures 
apply to its storage and transmission. 

Pursuant to congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Robert Byrd 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 
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Inquiries relating to this report may be directed to me at (571) 227+1: 1i61 lor to the Department's 
Acting Chief Financial Officer, Peggy Sherry, at 1:1: 1:6 1 I 

Sincerely yours, 

Gale D. Rossides 
Acting Administrator 
Transportation Security Administration 
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Executive Summary 
The purpose of this report is to provide a comprehensive view and comparative analysis of 
terrorist risk involving fives modes of transportation: aviation, freight rail, highway, mass transit, 
and pipeline. 1 

The Transportation Sector Security Risk Assessment (TSSRA) is designed to inform the 
development or maintenance of risk mitigation strategies and actions that include, but are not 
limited to, the development of security standards, grants, programs, countermeasures, and 
resource allocations. It provides a cross-modal analysis as well as individual analyses focused on 
the unique risks in each transportation mode. 

This assessment provides DHS and congressional decision makers with a baseline understanding 
of the risk landscape facing the transportation sector. It is a snapshot report reflecting a particular 
moment in time. Key assumptions and certain limitations were recognized; TSA plans 
refinements to the TSSRA process in the future. 

Figure 1 shows the distribution of total risk (the combination of threat, vulnerability, and 
consequences) by mode. 

(b 1(31:49 U.S.C. § 114(r1 

Figure 1: Percentage of Total Risk by Mode of Transportation 

1 IL was a joint decision hy lhe U.S. Coast Guard (USCG) and TSA lo not include maritime transportation security risk in lhis 
report. The USCG is the lead Federal agency for maritime transportation security and uses the Maritime Security Risk Analysis 
Model (MSRAM) to assess maritime risk. TSSRA and MSRAM employ different analytic approaches, which prevents any 
meaningful cross-modal comparative analysis. The USCG's annual report to Congress titled Threat of Terrorism to U.S. Ports 
and V csscls is a comprehensive risk assessment of maritime security and provides a similar analysis of maritime transportation as 
TSSRA does for lhe olher lransporlation modes. 

Ill 
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Key findings and observations: 

(b 1(31:49 U.S.C. § 114(r1 

Areas for further discussion and analysis: 

(b 1(31:49 U.S.C. § 114(r1 
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(b 1(31:49 U.S.C. § 114(r1 

In the future, TSSRA may be used to: 

• Inform security priorities and resource allocation decisions. 

• Supplement mission-specific assessments to inform policy decisions for enhancing 
security. 

• Inform research and development (R&D) strategies, m particular exploring new 
explosive detection and biological detection technologies. 

• Continue to enhance and strengthen security and awareness training for security-sensitive 
employees and vendors through grants and regulations required by the 9/11 Act. 

• Augment current allocation models and application criteria for grant programs. 

The baseline findings and observations in the TSSRA are the foundation for development and 
implementation of risk management strategies that will lead to better risk mitigation and resource 
allocation decisions by U.S. decision makers and key industry stakeholders. 

V 
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A. Legislative Requirement 
This report fulfills requirements from the 2009 and 2010 Department of Homeland Security 
Appropriations Bills (Public Law 110-396/Division D and Public Law 111-83). 

The specific language is contained in the Senate Report 110-396 of the 2009 DHS 
Appropriations bill (Public Law 110-396/Division D) and Senate Report 111-31 of the 2010 
DHS Appropriations bill (Public Law 111-83): 

The Committee recognizes that the Secretary is to develop, consistent with the 
transportation modal securitJ' plans required under section l 14(t) of title 49, 
United States Code, risk-based priorities based on risk assessments conducted or 
received by the Secretary across all transportation modes that consider threats, 
vulnerabilities, and consequences. The Committee directs the Secretary to submit 
a report, no Later than 60 da:vs after the date of enactment of this act, that 
includes: copies of the risk assessments for each transportation mode; a summary 
that ranb the risb within and across modes; and a description of the risk-based 
priorities.frJr securing the transportation sector that identifies and prioritizes the 
greatest security needs of the transportation sector, both across and within 
modes, in the order that the:v should be addressed. This report should also 
describe the underlying methodologies used to assess risks across and within 
each transportation mode and the basis for any assumptions regarding threats, 
vulnerabilities, and consequences made in assessing and prioritizing risks within 
and across modes. The report shaii be submitted in classified or unclassified 
formats, as appropriate. The Committee.further directs the Secretary to submit, 
concurrent with the fiscal year 2010 budget request, supporting documentation 
that expiicitf.v explains how the comprehensive risk assessments for all 
transportation modes were used to aiiocate resources across and within each 
mode. This documentation should also identffy the corresponding allocation of 
resources being proposed in the budget request (by appropriations account, 
program, project, and activit.v) that address these priorities. This annual 
submission shaii be made in classified or unclassified fomwts, as appropriate. 
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B. Methodology 

I. Overview 

For this Transportation Sector Security Risk Assessment (TSSRA) to assess the risks of 
terrorism associated with the Nation's transportation system, TSA used a mix of qualitative and 
quantitative approaches consistent with accepted practice for secmity risk assessments. 

TSA initially established a team of risk management and secur ity expe1ts within the national 
transportation system to develop the TSSRA methodology. TSA used the specialized 
experiences and backgrounds of these risk experts, coupled with the results and findings from 
risk methodologies and assessments throughout DHS and published reports from the 
Government Accountability Office.2 

Determining that a scenario-based approach was the most appropriate methodological tool to use 
for the TSSRA, TSA applied the generally accepted terrorism risk analysis framework of ri sk as 
a product of threat, vulnerability, and consequence (R = T x V x C). 

iil<D'""'"'"""" 

Results 
in form 

Updates 

@ Cross Modal Analysis Modal Risk Profiles ® 

Figure 2: TSSRA Scenario-Based Risk Assessment Process 

Also found in the National Infrastructure Protection Plan (NIPP),3 this framework provides a 
common definition and process to analyze the basic factors of risk, both to and from the entire 
transportation system. Further detai ls on the risk methodology used in TSSRA may be found in 
the appendices . 

2 For example, the National Comparative Risk Assessment, the Strategic Homeland Infrastructure Risk Assessment, the School 
Bus Security Risk Assessment, the Commercial Trucking Security Risk Assessment, and the Rail Security Risk Assessment. 
3 

2009 National Infrastructure Protection Plan (NIPP), Chapter 3, section 3.3, page 33-34. 
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In order to enhance understanding of the enormous amount of risk informat ion collected for aJI 
transportation modes, the TSSRA methodology is structured with the ability to view risk data 
from two analytical perspectives: attack scenarios and attack families. An "attack scenario" is a 
plausible combination of an asset (e.g., aircraft, train car), an attack method (e.g., IED, VBIED), 
and a target (e.g ., bui lding, bridge). An "attack family" is a grouping of attack scenarios that 
share similar properties. This allows for a direct comparison of risk values between modes and 
provides a strategic overview across all transportation modes. 

TSA used fault-tree anaJysis4 to develop attack scenarios. In an effort to avoid the 9/11 
Commission's "failure of imagination" criticism, several thousand possible combinations of 
infrastructure elements and terrorist attack methods were initially identified. Using the Failure
Modes and Effects Analysis5 method in conjunction with a survey/elicitation of r bje~ t matter 
experts (SMEs), this exhaustive set of scenarios was narrowed to approximately b)~3 lausible 
attack scenarios that were deemed reasonable and credible. These attack scenarios were 
organized by similar attack methodologies; they were then grouped int~(b )(3 lattack families. 

\·;1Q 

Grouping risk assessments by attack families aJlows decision makers to understand the scope of 
transportation risk presented in this report. Taken together, both attack families and attack 
scenarios provide useful insights for decision makers when considering counte1measures. 

(b)( ·1· 
'.'\)·4 ttack Fam• ies 

(Scenario Consolidation) 

Figure 3: Attack Scenario Development 

4 Fault-tree analysis is an analytic process used to prevent or identify failures of process prior to their occurrence. The approach 
is widely accepted in professional analytic circles and has many well-known variations. including root cause analysis and attack 
tree analysis. The process requires experts to trace a path through an event by repeatedly asking the question: "how could this 
happen?" A tree diagram is used to record the process. 

5 Failure modes and effects analysis (FMEA) is a widely used procedure for analysis of potential failure modes within a system 
for class ification by severi ty or determination of the effect of failures on the system. 
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II. Risk Equation and Variables 

TSSRA employs the generally accepted and widely applied risk equation (EQ 1 below) that 
estimates Risk as the product of Threat, Vulnerability, and Consequences. 

(EQ I) (R)isk = (T)hreat x (Y)ulnerability x (C)onsequence 

Table 1 provides an example of how the risk score is calculated for a scenario. 

Scenarfo(ExampleOnly) T V C($B) R 
(b 1(31:49 U.S.C. § 114(r1 

.0154 X .0525 X 76.1 61.53 

Table 1: Risk Calculation Example 

For this assessment, all three risk variables were combined into risk scores for each of l\:,:1~J attack 
scenarios; they were further grouped and prioritized intol:

1:L: 31pttack families used for ans 
comparison across the entire transportation sector. 

Threat (T) 

Threat is defined in TSSRA as the likelihood that an attacker will attempt a particular attack 
scenario given the intent and capability of the attacker. Intent is defined as the likelihood that an 
adversary will choose a given attack scenario once committed to an attack. Capability is defined 
as the likelihood that an adversary will have the resources and skills to undertake a given attack 
scenario within a defined timeframe. 

(EQ2) (T)hreat = 

Estimates for capability and intent were derived by TSA intelligence analysts using an 
intelligence-based adversary intent and capability scoring method or rubric. For the Aviation 
mode, the estimates were also validated by aviation SMEs from the intelligence community 
(IC).6 

Vulnerability (V) 

Vulnerability is defined in TSSRA as the likelihood that an adversary will successfully defeat 
current countermeasures given that the attack is attempted. Vulnerability addresses the 
probability that an attacker successfully eluded law enforcement and counterterrorism forces, the 

1
' TSA's aviation threat estimates were reviewed by aviation analysts from key IC agencies, including the Department of 
Homeland Security. Defense Intelligence Agency. Department of Transportation. Drug Enforcement Administration, Federal 
Bureau of Investigation, National Counterterrorism Center, Office of the Director of National Intelligence, and the United States 
Air Force. 
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probability the attacker defeated both passive and active defenses associated with the asset and 
attack type, as well as the difficulty associated with a particular target and/or attack combination. 

(EQ3) (V)ulnerability = J {Countermeasure Effectiveness (CM), Degree of Difficulty (DD)} 

To ensure a degree of consistency with the vulnerability estimates, a modified Kent Scale7 was 
used to standardize the set of probabilities. 

If the prnhahility of a <·omponent (adive, passive. target) within 
the defensive systems failing for the given snnario is: 

Then the hest estimate is: 
\\'ith an un('ertainty 
( give or take) of: 

Certain 0.99 

Almost Certain 0.'J:1 

Probable 0.75 

Chances Ahout Even 0.5 

l'cobably l\ol 0.25 

Almost Certain])" "lot 0.07 

Impossible 0.01 

Table 2: Modified Kent Scale Used to Estimate Vulnerability 

Consequence (C) 

() 

0.06 

0.11 

0.14 

0.11 

{){)(, 

() 

Consequence is defined in TSSRA as the monetized value of direct and indirect economic and 
human impacts associated with a successful attack. The Consequence estimates were developed 
from a combination of economic research analysis (which included a study of the impacts of 
9/ 11) and an SME elicitation process. Consequence estimates include monetized deaths and 
mJunes. 

The TSSRA also includes estimated indirect economic costs such as cascading economic effects 
at local, regional, and national levels. These estimates help to illuminate the impact on supply 
chains, inventory levels, loss of revenue, and consumer behaviors that affect supply and demand. 

Consequence estimates also incorporate the influence of response (the ability to contain the 
damage and limit the consequences), recovery (the degree to which the target can be restored and 
over what time and at what cost), and resilience (the degree to which the system could absorb the 
attack). 

( .EQ4) ( C )onseq uence = J {Human Co st, Direct Co st, 1 n direct Cost} 

7 The Kent Scale was developed by CIA senior analyst Sherman Ki:nt in 1962 to provide a standard taxonomy of words to assign 
a certainly (or uncertainly) level to intelligence warnings. 
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III. Process 

TSSRA started with the definition of a "universal adversary" as al-Qaida-like: determined, 
moderately-to-highly skilled, well-financed, and capable of planning and executing a relatively 
complex terrorist attack. 

STEP 1. The TSSRA methodology began with a comprehensive review of applicable 
risk, security, and transportation information, including other risk assessments 
throughout DHS and the Federal government. These assessments provided best 
practice examples, validation, and bounding models for TSSRA. Additionally, a 
"universal," al-Qaida-like adversary was used as the terrorist model. 

STEP 2. The next step was the development of attack scenarios through the use of fault
tree analysis. In an effort to avoid the 9-11 Commission's "failure of 
imagination" criticism, thousands of possible combinations of targets and terrorist 
attack methods were initially identified. Scenarios were also viewed from two 
primary perspectives: 

(I) RISK TO THE TRANSPORTATIOJ'\ SYSTK\'1 

(2) RISK FR01H THE TRA 1\'SPORTA TIO~ SYSTE!Vl 

STEP 3. Using the Failure-Modes and Effects Analysis method in conjunction with the 
survey and/or elicitation of subject matter experts (SMEs), the initial set of 
scenarios was narrowed to t~ost plausible attacks deemed reasonable and 
credible. This step resulted in ~lausuble attack scenarios across all modes of 
transportation. 

STEP 4. Additional detail was added to the j:!~~:: 1!IJlausable attack scenarios by further 
considering the possible set of transportation assets, attacks, and targets per mode 
during facilitated sessions comprised of modal SMEs from both the public and 
private sectors. During these facilitated sessions, each of the 1: 1:. 1

~
3 rttack scenarios 

was also assigned a Vulnerability (V) value between 0.01 and 0.99. Vulnerability 
is defined in TSSRA as the likelihood that an adversary will successfully defeat 
current countermeasures given that the attack is attempted The Kent Scale, which 
consists of common phrases that are transformed into bracketed quantitative scores, 
was used during the elicitation process to determine the vulnerability scores. The 
facilitation assisted the SMEs to focus on a single phrase describing the target's 
vulnerability to a specific attack scenario. 

STEP 5. Threat is defined in TSSRA as the likelihood that an attacker will attempt a 
particular attack scenario iven the intent and capability of the attacker. TSA 
evaluated each of th :,1} 3 i: attack scenarios for Threat (T) based on scenario 
Capability and Intent. TSA intelligence analysts considered historical trends of 

9 
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STEP7. 

STEP 8. 

STEP9. 

STEP 10. 
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incidents and suspicious activity, known indicators of intent8 and known terrorist 
capabilities 9 when estimating the relative likelihood of an attack. Raw threat 
estimates were then determined through use of a structured threat rubric, which 
provided a standardized structure produced a value between 0.0 and 1.0. 

Consequence (C) scores were derived from a combination of engineering 
studies and input from subject matter experts in transportation security and 
operations. Consequence is defined in TSSRA as the direct and indirect 
economic and human impacts associated with a successful attack. This variable 
includes monetized death and injury estimates, adds the direct costs of an attack, 
including replacement costs, and also includes indirect economic consequences 
associated with loss of revenues, impact upon tourism, and other downstream 
impacts associated with the attack. Consequence scores were assigned in terms 
of dollars. A combination of information gathered during formal elicitations 
from experts in transportation security, open-source research, and economic 
analysis were used to assign consequence scores. 

Based on the values determined for consequencf vhnerability, and raw threat, 
Raw Risk scores were computed for each of the :\1

~
3 ttack scenarios across five 

modes of transportation via simple multiplication of these three variable inputs. 

After the risk data was developed for each individual scenario, scenario 
categories, called attack families, were developed for a comparision of risk 
across modes of transportation. The attack families were created by grouping 
individual scenarios by both attack method (e.g., explosives, assault, and 
chemical/biological) and transportation mode, as applicable. Within each attack 
family, the attack scenario with the highest raw risk score was selected as 
representative of the attack family for a modal and cross-modal comparative 
analysis. 

The cross modal analysis is a comparison of risk at the attack family level and 
required the development and application of apportioned threat values. In this 
context, "apportioned threat" means that all raw threat scores were normalized to 
fit within the share of total threat assigned to their respective modes. This step 
allowed TSSRA to compare attack families within and across modes, regardless 
of the quantity or level of detail of the underlying detailed scenarios. It also 
allowed TSSRA to add attack family risk scores within a mode to produce a 
mode-level risk score, regardless of the number of attack families within a mode. 
This modal risk score is directly comparable to other mode-level risk scores. 

TSA assesses and manages risk based on threat intelligence that is compiled and 
analyzed on a daily basis. These threats are summarized in the modal threat 
assessments that TSA publishes annually. For the TSSRA, TSA captured the 

~ Intent is the likelihood that an adversary will choose a given attack scenario once they have committed to an attack. 
9 Capability is the likelihood that an adversary will havi; the rcsourci;s and skills to undcrtaki; a givi;n attack scenario within a 
defined limelrame. 
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numerical estimates of its senior intelligence analysts regarding the distribution 
of threat across the transportation sector as of November 2009. The information 
provided is an integral component of the TSSRA apportioned threat variable. 
Because threat is dynamic, it is anticipated that the estimates will be revised in 
future iterations of TSSRA. Figure 4 shows the distribution of estimated threat by 
mode; it does not represent risk. 

(b 1(31:49 U.S.C. § 114(r1 

Figure 4: Threat Distribution by Mode (November 2009) 

STEP 11. Building on the intelligence-based estimation of modal threat distribution 
described in Step 10, TS SRA incorporated one additional element into the 
apportioned threat. Each mode has a certain number of attack families assigned to 
it. Each modal attack family has an assigned raw threat value (from the detailed 
attack scenario that represents the family). TSSRA assigned the final 
apportioned threat factor at the modal attack family level in the following 
manner: the individual modal family raw threat value divided by the sum of all 
family raw threat values within that mode. Hence, the family threat apportioned 
value is the modal threat percentage from step 10 multipled by the individual 
family raw threat value divided by the sum of all the family raw threat values 
within that mode. This accomplished the normalization described in Step 9. 
These apportioned Threat scores ranged from a low of 0.0 to a high of 0.0357. 

STEP 12. Finally, TSSRA assessed Total Risk for a family by taking the product of the 
apportioned threat value, the corresponding family vulnerability value, and the 
corresponding family consequence value. 

11 
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IV. Total Risk 

Total risk used for TSSRA presents the most comprehensive estimate of risk, including all the 
generally accepted components of a terrorism risk assessment. It is consistent with the National 
Infrastructure Protection Plan (NIPP), the Interim National Risk Management Framework, and 
other security risk assessment guidance from the Government Accountability Office (GAO). 

Total Risk is defined as the product of the apportioned threat value, the corresponding family 
vulnerability value, and the corresponding family consequence value. Total Risk for a mode is 
the sum of all family Total Risk values within that mode. 

(EQ5) Total Risk= TA x (DD x CM) x (HC +DC+ IC)l 

Figure 5: TSSRA Cross-Modal Total Risk 
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C. Cross-Modal Comparative Analysis - Transportation Risk 

I. Overview 

TSSRA' s cross-modal comparative analysis provides a strategic analysis of risk across the 
Nation's transportation sector. This strategic analysis is achieved through three risk views: Total 
Risk, Direct Consequence-Based Risk, and Conditional Risk. Total Risk is TSSRA's main view 
ofrisk and includes threat, vulnerability, and consequences (both direct and indirect). Due to 
inherent analytical uncertainties, two alternative risk views are provided: Direct Consequence
Based Risk and Conditional Risk. 

Research shows that the manner in which risk is framed influences how it is understood. 10 Risk 
management experts recommend that risk is viewed from alternative perspectives for the clearest 
understanding. "Providing a best-case scenario usually increases the appetite for risk. Always 
look for the different ways in which risk can be presented" to ensure the fullest appreciation of 
risk. 11 

TSSRA's three risk views provide a deeper understanding of risk to and from the transportation 
sector, providing the ability to fully inform a decision maker's risk mitigation options. 

111 Harvard Business Review. "The Six Mistakes Executives Make in Risk Management.'" Nassim N. Talcb. Daniel G. Goldstein, 
and Mark W. SpilznageL October 2009. p. 80. 

II [hid, p. 81. 
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II. Findings of the Comparative Analysis 

Figure 5 shows the distribution of Total Risk (the combination of threat, vulnerability, and 
consequences) by mode. 

(b 1(31:49 U.S.C. § 114(r1 

Figure 6: Percentage of Total Risk by Mode of Transportation 

(b 1(31:49 U.S.C. § 114(r1 
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The top 25 cross-modal total risk values are shown in Table 3. 
(b 1(31:49 U.S.C. § 114(r1 

Table 3: Top 25 Cross Modal Attack Families (Total Risk) 

(b 1(31:49 U.S.C. § 114(r1 
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Cross-modal findings concerning the transportation sector are as follows: 
(b 1(31:49 U.S.C. § 114(r1 

III. Alternative Views of Transportation Risk 
The TSSRA and its findings are affected by several types of uncertainty, such as indirect 
consequences and threat. The TSSRA provides results based on total risk, which includes threat, 
vulnerability, and consequences (both direct and indirect). However, to better understand risk 
uncertainties and its impact on the results, TSSRA provides an analysis of alternative views
Direct Consequence-Based and Conditional Risk. Because threat is not predictive and is 
continuously changing due to the adversaries' dynamic and adaptive nature, TS SRA addresses 
this threat uncertainty by including an alternative view called "Conditional Risk." Conditional 
Risk removes threat from the risk equation isolating only vulnerability and consequence values. 13 

Additionally, as stated in the NIPP14, consequence estimates must include direct and indirect 
economic impacts. However, calculating indirect consequences introduces uncertainty due to the 
range of capturing economic components such as predicting consumer behavior, government 
response, and industry/economic conditions, and the time period used to capture these estimates. 
By including these alternative views of risk, decision makers will have a full range of risk 
information necessary to better understanding the risks to and from the transportation sector and 
determine appropriate risk mitigation options. 

n See NIPP Appendix 3A, page 148 for a definition of conditional risk. 

14 2(X)9 National Infrastructure Protection Plan (NIPP), Chapter 3. section 3.3.3.2 "Consequence Uncertainty." page 35. 
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IV. Conditional Risk 

Removing threat from the risk equation and isolating only vulnerability and consequences 
generates risk results that have a significantly different distribution of risk across modes, as seen 
in the pie chart below. 

(b 1(31:49 U.S.C. § 114(r1 

Figure 7: Percentage of Conditional Risk by Mode of Transportation 

V. Direct Consequence-Based Risk 
Removing indirect consequences from the risk equation addresses the uncertainty inherent in the 
magnitude of indirect consequence estimates, as seen in Figure 8. This approach emphasizes the 
importance of loss of lives and infrastructure damage and isolates modes of transportation that 
both transport a large amount of passengers and have large infrastructure replacement costs. 

17 
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The table below features a side-by-side comparison of the top 10 attack families for each of the 
three risk views: Total Risk, Direct Consequence-Based Risk, and Conditional Risk. 

(b 1(31:49 U.S.C. § 114(r1 

Table 4: Top Ten Comparison by Attack Family (Cross Modal) 
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Insights about risk in the transportation sector can be drawn from comparisons across these 
views. 

(b 1(31:49 U.S.C. § 114(r1 

In summary, the Total Risk view should be the main risk input into strategic decision making. 
Direct Consequence-Based Risk includes attack families that emphasize deaths, injuries, and 
critical infrastructure damage; whereas, Conditional Risk includes attack families that are not 
threat dependent and exhibit both a high degree of vulnerability and consequence damage. 

20 
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D. Individual Modal Analyses - Transportation Risk 

I. Overview 
TSSRA is not only a cross-modal comparative risk analysis but also an individual modal 
assessment for each of the five transportation modes: aviation, freight rail, highway, pipeline and 
mass transit. Each modal assessment provides a strategic analysis of the modes' respective risk, 
and includes the three risk views: Total Risk, Direct Consequence-Based Risk, and Conditional 
Risk. The modal analysis captures specific risk results that are used for the cross-modal 
comparative analysis, and to identify top risk concerns within each mode. Although a mode may 
not appear in the top tier cross-modal results or have a significant share of the total risk pie, each 
mode has its own unique security concerns. 

II. Aviation Security Risk 
All expressions of risk (threat, vulnerability, and consequence) contained in this section are 
specific to the aviation mode, and comparable with family risk scores with other modes of 
transportation. However, the findings in this section are specific and unique to the aviation mode. 
For more information on current threats to the aviation mode, please refer to TSA's Aviation 
Threat Assessment and the aviation modal plan as part of the Transportation Systems Sector 
Security Plan (TSSSP). 

This baseline risk assessment includes both domestic and international aviation. To reflect the 
differences between domestic and international, the international analysis addresses attacks 
involving aircraft originating from aggregated Rest of World (ROW) locations 15; the domestic 
analysis addresses a notional set of aviation assets and support systems for activities within the 
United States. 

Key findings from the TSSRA are: 

(b 1(31:49 U.S.C. § 114(r1 

I:\ for this n;port "inti:rnational'· means takeoff from a foreign airport that is a last point of departure (LPD) to the United Stati:s. 
"Domestic" means Lake off from a U.S. airport regardless of destination. 
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(b 1(31:49 U.S.C. § 114(r1 

a. Findings of the Aviation Risk Assessment 
As demonstrated by the 9/11 terrorist attacks, terrorist incidents within U.S. airspace or the 
targeting of U.S. commercial carriers can have an immediate and profound impact on the U.S. 
and global economies. According to data compiled by the International Civil Aviation 
Organization (ICAO) and the Federal Aviation Administration (FAA) from 2006-2008, U.S. and 
foreign flag carriers transported an estimated 153.9 million passengers between the United States 
and points abroad; and 717 million domestic and international passengers relied upon air travel 
in the U.S. alone. 16 The aviation sector transports a significant amount of cargo as well. In 
2008, U.S. air carriers flew $37.1 billion revenue-ton miles of air cargo - $13.8 billion 
domestically and $23.3 billion internationally. 17 

The TSSRA categorizes the aviation system in the following groups: 1) Commercial Aviation, 2) 
Airports, 3) General Aviation, and 4) Air Cargo. TS SRA views aviation risk from two primary 
perspectives: domestic and international, where international is defined as the world excluding 
the United States [or more commonly the rest of the world (ROW)]. 

(b 1(31:49 U.S.C. § 114(r1 

1 ~see www.faa.gov: http://www.faa.gov/data_researchla viation/aerospace_forecasts/2009-
2025/media/Review%20of%202008. pdf 
17 See Transportation Systems Sector Security Plan (TSSSP), Aviation Modal Plan. 
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Table 5 provides the top ten attack families by total risk values and supports the key findings. 
(b 1(31:49 U.S.C. § 114(r1 

Table 5: Top 10 Domestic Aviation Attack Families (Total Risk) 

Comparison of Domestic vs. International 
(b 1(31:49 U.S.C. § 114(r1 
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(b 1(31:49 U.S.C. § 114(r1 

Table 6: Domestic and International Attack Family Summary (Total Risk) 

Although not specifically illustrated in the table above, a preliminary analysis of regional-based 
views of International Aviation found the following: 

(b 1(31:49 U.S.C. § 114(r1 

b. Alternative Views of Aviation Risk 
TSSRA provides two alternative views of the risk data compiled for aviation. These views are: 1) 
Direct Consequence-Based Risk, applying only direct consequence (the cost of casualties and 

24 
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direct damage) with threat and vulnerability; and 2) Conditional Risk, using vulnerability and 
total consequences to account for the uncertainty associated with any specific threat. 

Table 7 is a comoarison of the ton five domestic aviation attack families from three risk views. 
(b 1(31:49 U.S.C. § 114(r1 

Table 7: Alternate View Comparison by Domestic Aviation Attack Family 

c. Aviation Conclusions and Next Steps 
It is important to note that this report reflects a snapshot of risk at a particular point in time. Data 
collected are point estimates, which may vary as risk evolves, as the adversary's intent and 
capabilities shift, and as vulnerabilities are addressed. 

Conclusions 
(b 1(31:49 U.S.C. § 114(r1 
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(b 1(31:49 U.S.C. § 114(r1 

Next Steps 
(b 1(31:49 U.S.C. § 114(r1 

• Use TSSRA to inform future studies on transportation security countermeasures. 

19 for additional information sec GAO findings from GAO-09-399 "A National Strategy and Other Actions Would Strengthen 
TSA '.1· tJ(or/.1· to Sernre Commercial Airport Perimeter.1· and Access Controls" http://www.gao.gov/new.items/d09399.pdf) 
211 sec GAO-! 0-128 recommendations, " DHS and T.SA Have Researched. Developed. and Begun Deploying Passenger 
Checkpoint Screening Technologies, /mt Continue to Face Challenges" hllp:1/www.gao.gov/new.items/d IO 128.pdf 
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III. Freight Rail Security Risk 
All ex press ions of risk ( threat, vulnerability, and consequence) contained in this section are 
specific to the U.S. freight rail mode, and comparable with family risk scores with other modes 
of transportation. However, the findings in this section are specific and unique to the freight rail 
mode. For more information on current threats to the freight rail mode, please refer to TSA's 
Freight Rail Threat Assessment and the freight rail modal plan as part of the Transportation 
Systems Sector Security Plan (TSSSP). 

Key findings from the TSSRA are: 
(b 1(31:49 U.S.C. § 114(r1 

a. Findings of the Freight Rail Risk Assessment 

The U.S. freight rail system is a potentially attractive terrorist target based on the kinds of freight 
it transports, the system's importance to the U.S. econom and its inherent vulnerabilities. A list 

· · · (b 1(31:49 U.S.C. § 114(r1 

stems. Theses stems' 

an attack wit in the re1 ht rai mo e wou be economic m nature. 
there are relatively few ~--~~----~-~-~~~~-------res u t m s1gm 1cant num ers casualties. 

The table below provides the top attack families by total risk values and supports the key 
findings. 21 

,, ' •' . ~ ' ' . 1''1'3··1·49 US,..," 114'r··1 

27 



SEl>,SITIYE SE CURIT7l lNFOR1't'IA:TIOf~ 

(b 1(31:49 U.S.C. § 114(r1 

Table 8: Top 9 Freight Rail Attack Families 

b. Alternative Views 

TSSRA provides two alternative views of the risk data compiled for the freight rail assessment. 
These views are: (1) Direct Consequence-Based Risk, applying only direct consequence (the cost 
of casualties and direct damage) with threat and vulnerability; and (2) Conditional Risk, using 
vulnerability and total consequences to account for the uncertainty associated with any specific 
threat. 

Table 9 is a comparison of the top five freight rail attack families from three risk views. The 
results are identical with one notable exce tion: the Direct Conse uence-Based Risk view 
(b 1(31:49 U.S.C. § 114(r1 

22 Th real values range from a low or().() to a high or 0.0357. 
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(b 1(31:49 U.S.C. § 114(r1 

Table 9: Alternate View Comparison by Freight Rail Attack Family 

c. Freight Rail Conclusions and Next Steps 

It is important to note that this report reflects a snapshot of risk at a particular point in time. Data 
collected are point estimates, which may vary as risk evolves, as the adversary's intent and 
capabilities shift, and as vulnerabilities are addressed. 

Conclusions 
(b 1(31:49 U.S.C. § 114(r1 

Next Steps 
(b 1(31:49 U.S.C. § 114(r1 
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IV. Highway Security Risk 
All ex press ions of risk ( threat, vulnerability, and consequence) contained in this section are 
specific to the U.S. highway domain, and comparable with family risk scores with other modes 
of transportation. However, the findings in this section are specific and unique to the highway 
mode. For more information on current threats to the highway system, please refer to TSA's 
Highway Threat Assessment and the highway modal plan of the Transportation Systems Sector 
Security Plan (TSSSP). 

Key findings of TS SRA are: 
(b 1(31:49 U.S.C. § 114(r1 

a. Findings of the Risk Assessment 
The Nation's highway transportation system includes 3.8 million miles of roadways, 582,000 
bridges, and 54 tunnels over 500 meters in length. The highway system supports 86 percent of all 
U.S. personal travel, moves 80 percent of the Nation's freight (based on value), and serves as a 
key component in national defense mobility. The physical components of the highway 
transportation system include the following basic features: infrastructure (roads, bridges, tunnels, 
and terminals); vehicles (commercial and rental trucks, school buses); and facilities (terminals, 
warehouses, depots, and other transportation-related buildings). Finally, control and 
communications systems are necessary for controlling vehicles, infrastructure, and large 
transportation networks. 

Worldwide, terrorists have successfull executed attacks a Tainst or usin hi Thwa assets and 
infrastructure abroad. :i: 1(31:49 u.s.c. § 114(r1 
(b 1(31:49 
IISC: 6114:r, 

The table below provides the top ten attack families by total risk values and supports the key 
findings. 
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(b 1(31:49 U.S.C. § 114(r1 

Table 10: Top 10 Highway Attack Families (Total Risk) 

b. Alternative Views 

TSSRA provides two alternative views of the risk data compiled for the highway assessment. 
These views are: (1) Direct Consequence-Based Risk, applying only direct consequence (the cost 
of casualties and direct damage) with threat and vulnerability; and (2) Conditional Risk, using 
vulnerability and total consequences to account for the uncertainty associated with any specific 
threat. 

23 Th real values range from a low or().() to a high or 0.0357. 
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Table 11 is a comparison of the top five highway attack families from three risk views. The 
results are identical with one no tab le exception: 1: 1>1: 3 1: 4 9 U.S. C. § 114: r I I 
r:1(31:49 U.S.C. § 114(r1 I ,...._ ______________ ___. 

(b 1(31:49 U.S.C. § 114(r1 

Table 11: Alternate View Comparison by Highway Attack Family 

c. Highway Conclusions and Next Steps 
It is important to note that this report reflects a snapshot of risk at a particular point in time. Data 
collected are point estimates, which may vary as risk evolves, as the adversary's intent and 
capabilities shift, and as vulnerabilities are addressed. 

Conclusions 
(b 1(31:49 U.S.C. § 114(r1 
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(b 1(31:49 U.S.C. § 114(r1 

Next Steps 
(b 1(31:49 U.S.C. § 114(r1 
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V. Mass Transit Security Risk 

All ex press ions of risk ( threat, vulnerability, and consequence) contained in this section are 
specific to the U.S. mass transit mode, and comparable with family risk scores with other modes 
of transportation. However, the findings in this section are specific and unique to the mass transit 
mode. For more information on current threats to the mass transit mode, please refer to TSA's 
Mass Transit Threat Assessment and the mass transit modal plan as part of the Transportation 
Systems Sector Security Plan (TSSSP). 

Key findings from TSSRA are: 
(b 1(31:49 U.S.C. § 114(r1 

a. Findings of the Risk Assessment 

The U.S. mass transit system is an attractive terrorist target because of its inherent vulnerabilities 
due to the system's open "architecture" serving large volumes of riders on multiple modes. 
According to the American Public Transportation Association (APT A), 2008 was a record year 
with approximately 10. 7 billion passenger trips which was the highest level of ridership on 
public transportation in 52 years-a 40 percent increase from 2007. 24 

The table below provides the top ten attack families by total risk values and supports the key 
findings. 

24 2009 Public Tramportation Fact Book American Public Transportation Association (APTA). 2009. pg. 7. 
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(b 1(31:49 U.S.C. § 114(r1 

Table 12: Top 10 Mass Transit Attack Families (Total Risk) 

2
' Th real values range from a low or().() to a high or 0.0357. 
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b. Alternative Views 

TSSRA provides two alternative views of the risk data compiled for the mass transit assessment. 
These views are: (1) Direct Consequence-Based Risk, applying only direct consequence (the cost 
of casualties and direct damage) with threat and vulnerability; and (2) Conditional Risk, using 
vulnerability and total consequences to account for the uncertainty associated with any specific 
threat. 

The table below is a comparison of the top five mass transit attack families from three risk views. 
(b 1(31:49 U.S.C. § 114(r1 

(b 1(31:49 U.S.C. § 114(r1 

Table 13: Alternate View Comparison by Mass Transit Attack Family 
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c. Mass Transit Conclusions and Next Steps 

It is important to note that this report reflects a snapshot of risk at a particular point in time. Data 
collected are point estimates, which may vary as risk evolves, as the adversary's intent and 
capabilities shift, and as vulnerabilities are addressed. 

Conclusions 
(b 1(31:49 U.S.C. § 114(r1 

Next Steps 
(b 1(31:49 U.S.C. § 114(r1 
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VI. Pipeline Security Risk 
All ex press ions of risk ( threat, vulnerability, and consequence) contained in this section are 
specific to the U.S. pipeline mode, and comparable with family risk scores with other modes of 
transportation. However, the findings in this section are specific and unique to the pipeline mode. 
For more information on current threats to the pipeline mode, please refer to TSA's Pipeline 
Threat Assessment and the pipeline modal plan as part of the Transportation Systems Sector 
Security Plan (TSSSP). 

Key findings of the TSSRA are: 
(b 1(31:49 U.S.C. § 114(r1 

a. Pipeline Security Risk Findings 
Oil pipelines carry over 75 percent of the Nation's crude oil and 60 percent of its refined 
petroleum products, providing the nation's energy supply with connections to other critical 
infrastructure such as airports and electric power plants. 26 The vast majority of the Nation's 
natural gas moves from well to market via pipeline. In addition to oil and natural gas 
transmission, pipelines are used to transport manufacturing chemicals such as anhydrous 
ammonia, a critical fertilizer for the American farming industry and feedstock for the chemical 
industry. The disruption of key assets within the pipeline system would prove to be disruptive to 
the American economy. Because of its importance to the energy industry and to national and 
global commodities markets, it makes an attractive target for terrorist attacks. 

The U.S. pipeline system suffers from vulnerabilities associated with its relatively low levels of 
physical security, which has allowed for past acts of vandalism and attacks using firearms. 27 The 

(b 1(31:49 U.S.C. § 114(r1 

16 Bureau of Tramportation Statistics (BTS), "National Transportation Statistics. Februa,y2008. 
27 Congressional Research Service, Report RL33347 Pipeline Safety and Security: Federal Programs, 6 
October 2008, p. 2. 
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Commodities once destined for transport through the effected pipeline could be redirected to 
another pipeline-if capacity exists-or more likely, transported by another, more costly, mode 
of transport. 

Table 14 provides the top ten attack families by total risk values and supports the key findings. 

(b 1(31:49 U.S.C. § 114(r1 

Table 14: Top 10 Pipeline Attack Families (Total Risk) 

b. Alternative Views 

TSSRA provides two alternative views of the risk data compiled for the pipeline assessment. 
These views are: (1) Direct Consequence-Based Risk, applying only direct consequence (the cost 
of casualties and direct damage) with threat and vulnerability; and (2) Conditional Risk, using 
vulnerability and total consequences to account for the uncertainty associated with any specific 
threat. 

Table 15 is a comparison of the top five pipeline attack families from three risk views. The 
(b 1(31:49 U.S.C. § 114(r1 
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(b 1(31:49 U.S.C. § 114(r1 

Table 15: Alternate View Comparison by Pipeline Attack Family 

c. Pipeline Conclusions and Next Steps 
The pipeline security risk assessment results of TSSRA provide a detailed assessment and 
evaluation of the relative degree of security risk associated with a potential terrorist attack upon 
and/or involving the pipeline mode. It is important to note that this report reflects a snapshot of 
risk at a particular point in time. Data collected are point estimates, which may vary as risk 
evolves, as the adversary's intent and capabilities shift, and as vulnerabilities are addressed. 

Conclusions 
(b 1(31:49 U.S.C. § 114(r1 
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Next Steps 
l('o)(3) 49 U.S.C. § 114(;) 
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E. Appendices 

This Page Intentionally Left Blank 
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APPENDIX A: Key Assumptions, Determinations and 
Limitations 
Given the inherent uncertainties in this and any risk assessment, the following key assumptions 
and distinctions were made to constrain such uncertainties to a manageable level. Other 
assumptions were made to account for timeline and resource limitations. Primary assumptions, 
determinations and limitations are as follows: 

(b 1(31:49 U.S.C. § 114(r1 

• TSA recognizes that threats are continually evolving and capability and intent parameters 
can change quickly. For this reason, the threat parameters in TSSRA have a current to 
one year projected outlook. TSSRA is not predictive in nature and does not assume an 
attack is certain; it only indicates the relative likelihood that an attacker, given the desire 
to make an attack, would have a certain degree of capability and/or intent for a particular 
scenario. For more information on current threats to the Nation's transportation system, 
please refer to TS A's Modal Threat Assessments and the modal plans as part of the 
Transportation Systems Sector Security Plan (TSSSP). 

• Consequence estimates include a monetized value for direct (immediate economic 
damage) and loss of life as well as aggregated indirect (secondary macro- and micro
economic) impacts. 

• While this assessment considered both direct and indirect consequences and is supported 
by over 850 pages of economic data, the impact of including indirect consequences can 
greatly alter the total risk score. Therefore, this assessment has provided three separate 
views (I) total risk using both direct and indirect consequences, (2) Direct Consequence
Based risk using only direct consequences, and (3) conditional risk where only the 
vulnerability multiplied by the total consequences are evaluated. 

(b 1(31:49 U.S.C. § 114(r1 
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• Nuclear attacks were not considered as part of the TSSRA. TSA is part1c1pating in 
Radiological and Nuclear Terrorism Risk Assessment (RNTRA), another large scale risk 
assessment focused on radiological and nuclear risk and led by the Department of 
Homeland Security's Domestic Nuclear Detection Office. 

l('o)(3) 49 U.S.C. § 114(;) 

• Within each mode there are attack families and scenarios that require further refinement 
of the risk values and better understanding of the risk drivers. 

• Estimates for indirect economic cost associated with consequence are uncertain. These 
costs will impact the assessment of cargo-centric modes of transportation such as 
pipeline, freight rail and commercial trucking. A better understanding of indirect 
consequences such as what to include and how to better calculate the range of outcomes 
would reduce the uncertainty in the consequence estimates. 

(b 1(31:49 U.S.C. § 114(r1 

• The threat parameters for aviation were determined by TSA intelligence analysts and 
reviewed by the intelligence community, including relevant components of the Defense 
Intelligence Agency, Drug Enforcement Administration, Federal Bureau of Investigation, 
National Counterterrorism Center, Office of the Director of National Intelligence, and the 
Federal Aviation Administration. 

(b 1(31:49 U.S.C. § 114(r1 
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,. ' •' . ~ ' ' . 1''1'3··1·49 US"" 114'r··1 

• It was a joint decision by the U.S. Coast Guard (USCG) and TSA to not include maritime 
transportation security risk in this report. The USCG is the lead Federal agency for 
maritime transportation security and uses the Maritime Security Risk Analysis Model 
(MSRAM) to assess maritime risk. TSSRA and MSRAM employ different analytic 
approaches, which prevents any meaningful cross-modal comparative analysis. The 
USCG's annual report to Congress titled Threat of Terrorism to U.S. Ports and Vessels is 
a comprehensive risk assessment of maritime security and provides a similar analysis of 
maritime transportation as TSSRA does for the other transportation modes. 
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APPENDIX B: Methodology Regarding Uncertainty 
One of the follow-on activities for the 2011 TS SRA is to quantify the range of uncertainty 
associated with attack family risk scores. TS SRA' s methodology requires TSA to estimate each 
element of the risk equation (threat, vulnerability, and consequence), and TSA is fully aware that 
there is a degree of uncertainty associated with those estimates. 

As part of the 2010 process, TSA required experts to develop "best" estimates of threat, 
vulnerability, and consequence scores. Additionally, TSA developed "high" and "low" estimates 
for vulnerability and consequence. TSA used the "best" estimates to create a point estimate for 
risk for each scenario, and used the "high" and "low" estimates to create a range of uncertainty 
for each scenario. 

Figure 9 shows the ranges of uncertainty around the point estimates of attack family risk scores 
using the above approach. While it is clear that TSA needs to further develop its methodology to 
improve this uncertainty analysis, some qualitative conclusions can be drawn. 

Within the limits of this analysis, varying the point estimates within their uncertainty ranges 
would cause little change in the overall conclusions of the TSSRA. Individual scenarios could 
move up or down several places in rank order; however, that movement would elevate few into 
the Top 25 that were not already there; and would demote few out of the Top 25. Thus 
conclusions based on specific membership of the Top 25 would change only minimally. 
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Figure 9: Uncertainty Bands for Attack Families (Total Risk) 
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APPENDIX C: Methodolo2y for Number of Parallel Attacks 
(b 1(31:49 U.S.C. § 114(r1 
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APPENDIX D: Aviation 
Appendix D is the top ten aviation attack scenarios. Attack scenarios provide additional detail to 
inform countermeasure strategies. 

(b 1(31:49 U.S.C. § 114(r1 

Table 16: Top 10 Domestic Aviation Attack Scenarios (Total Risk) 
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APPENDIX E: Freight Rail 
Appendix E is the top ten freight rail attack scenarios. Attack scenarios provide additional detail 
to inform countermeasure strategies. 

(b 1(31:49 U.S.C. § 114(r1 

Table 17: Top 10 Freight Rail Attack Scenarios (Total Risk) 
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APPENDIX F: Highway 
Appendix F is the top ten highway attack scenarios. Attack scenarios provide additional detail to 
inform countermeasure strategies. 

(b 1(31:49 U.S.C. § 114(r1 

Table 18: Top 10 Highway Scenarios (Total Risk) 
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APPENDIX G: Mass Transit 
Appendix G is the top ten mass transit attack scenarios. Attack scenarios provide additional 
detail to inform countermeasure strategies. 

(b 1(31:49 U.S.C. § 114(r1 

Table 19: Top 10 Mass Transit Attack Scenarios (Total Risk) 
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APPENDIX H: Pipeline 
Appendix H is the top ten pipeline attack scenarios. Attack scenarios provide additional detail to 
inform countermeasure strategies. 

(b 1(31:49 U.S.C. § 114(r1 

Table 20: Top 10 Pipeline Attack Scenarios (Total Risk) 
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APPENDIX I: TSSRA Participants 

ABSG Consulting Group 
Academy Bus 
Aerospace Industries Association 
Air Line Pilots Association 
Air Products 
Air Transport Association 
Aircraft Owners and Pilots Association 
Airports Council International-North America 
Amalgamated Transit Union 
American Association of Airport Executives 
American Association of State Highway and Transportation Officials 
American Bus Association 
American Chemistry Council 
American Federation of Labor-Congress of Industrial Organizations 
American Federation of Teachers 
American Petroleum Institute 
American Trucking Association 
Aviation Risk Working Group 
Association of American Railroads 
A-T Solutions 
Aviation Security Working Group 
BayFirst Solutions LLC 
BNSF Railways 
Boeing 
Boyle Transportation 
California Department of Transportation 
CATEYES 
Chlorine Institute 
Coach America 
Coach USA 
Commercial Vehicle Safety Alliance 
Compressed Gas Association 
Con-Way 
Dell Transportation 
Delta Air Lines 
Department of Education 
Department of Energy-Office of Electricity Delivery and Energy Reliability 
Department of Homeland Security/Risk Management and Analysis 
Department of Homeland Security, Science and Technology Directorate 
Department of Transportation 
Department of Transportation-Pipeline & Hazardous Materials Safety Ad min. 
Dousman Transport 
Dow Chemical 
Durham School Services 
Engineer Research and Development Center (Army Corps of Engineers) 
Eyre Bus Service 
Federal Aviation Administration 
Federal Bureau of Investigation 
Federal Highway Administration 
Federal Motor Carrier Safety Administration 
First Group 
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First Priority Trail ways 
First Student 
Flower Bus Company 
Food and Drug Administration 
Fowler Bus Company 
Fraternal Order of Police 
ORA Incorporated 
Government Coordinating Councils 
General Aviation Manufacturers Association 
Greyhound Bus Lines Inc. 
Greyhound Bus Lines Inc. 
Grocery Manufacturers Association 
Groendyke Transport, Inc. 
Helicopter Association International 
Honeywell International 
Household Goods Forwarders 
Huntington Coach Group 
ICF International 
Indian River Transport- Liquid Food Carriers 
Institute of Makers of Explosives 
International Association for Chiefs of Police 
International Bridge, Tunnel, and Turnpike Association 
International Dairy Foods Association 
Isochem 
JB Hunt 
Jefferson Lines 
Juice Products Association 
Kansas Department of Transportation 
Keenan Advantage 
Kuehne 
Mach 1 Air Services 
Maryland Mass Transit Administration 
Michigan Department of Transportation 
Mid States Express 
National Association for Pupil Transportation 
National Association for Pupil Transportation, Maryland 
National Association for Pupil Transportation, Utah 
National Association of Small Trucking Companies 
National Association of State Aviation Officials 
National Association of State Directors of Pupil Transportation Service 
National Business Aviation Association 
National Industrial Transportation League 
National Private Truck Council 
National School Transportation Association 
National Sherri ff s Association 
National Tank Truck Carriers 
New World Tours 
New York Department of Transportation 
Norfolk Southern 
Office of the Director of National Intelligence 
Owner Operator Independent Driver Association 
Paradise Trailways 
Peter Pan Bus 
Peter Pan Bus 
Port Authority of New York and New Jersey 
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Prax Air 
Quality Distribution 
SAIC 
Sector Coordinating Councils 
Schneider National Inc. 
Sunrise Transit 
Swift Transportation 
Teamsters 
The Fertilizer Institute 
The Trans Group 
Towne Air Freight, LLC 
Transit Police Department/Washington Metropolitan Area Trans. Auth. 
Transportation Research Associates 
Transportation Trades Department 
Tri-State 
Truck Renting and Leasing Association 
U.S. Department of Agriculture 
Union Pacific 
United Airlines 
United Egg Producers/United Egg Association 
United Motor Coach Association 
United States Coast Guard 
University of Texas 
VA Governor's Office of Commonwealth Preparedness 
Yell ow Transportation 
YRC Worldwide 
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APPENDIX J: Glossary of Terms and Acronyms 
For the purposes of this risk assessment, the following terms and definitions apply. Items in 
bold text are verbatim excerpts from the DHS Risk Lexicon. 

ADVERSARY: individual, group, organization, or government that conducts or has the 
intent to conduct detrimental activities. 

ARMED ASSAULT: an attack method by a team of adversaries using small arms (e.g., rifles). 

ATTACK FAMILY: a broad, general combination of an asset/target (e.g., mass transit passenger 
rail) and an attack method (e.g., IED). Represents a number of more specific individual "attack 
scenarios." 

ASSET: person, structure, facility, information, material, or process that has value (see 
target). 

ATTACK METHOD: manner and means, including the weapon and delivery method, an 
adversary may use to cause harm on a target. 

ATTACK PATH: steps that an adversary takes or may take to plan, prepare for, and 
execute an attack.30 

ATTACK SCENARIO: a combination of a more specific asset/target (e.g., mass transit heavy 
rail or light rail) and a more specific attack method (e.g., leave-behind IED, or suicide IED, or 
11D). 

BIOLOGICAL AGENT A TT ACK: an attack method involving the release of a biological agent 
in order to harm people and induce terror. 

CAPABILITY: the likelihood that an adversary will have the resources and skills to undertake a 
given attack scenario within a defined timeframe. 

CHEMICAL AGENT A TT ACK: an attack method involving the release of a chemical agent in 
order to harm people and induce terror. 

COMPARATIVE RISK AN AL YSIS: an aggregation of the results of modal risk assessments to 
produce a valuation of risks. 

CONSEQUENCE: the monetized value of direct and indirect economic and human impacts 
associated with a successful attack. 

CONSEQUENCE ASSESSMENT: process of identifying or evaluating the potential or 
actual effects of an event, incident, or occurrence. 

:io An attack path may include recruitment, radicalization, and training of operatives, selection and 
surveillance of the target, construction or procurement of weapons, funding, deployment of operatives to 
the target, execution of the attack, and related post-attack activities. 
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COUNTERMEASURE: action, measure, or device that reduces any component (threat, 
vulnerability or consequence) of an identified risk. 

DIRECT ECONOMIC CONSEQUENCE: effect of an attack that includes human costs 
(monetized at a value of $6.3M per fatality) and repair, replacement, and clean up costs directly 
attributed to the attack. 

DIRECT CONSEQUENCE-BASED RISK: This view of risk considers threat, vulnerability, 
and consequence with direct cost estimates only (using a monetized value for lives lost). This 
risk view accounts for: a) high uncertainty, and low confidence in cross-mode comparability, of 
indirect cost estimates; and b) the worldview that human consequences (deaths) are more 
important than others. This view has the effect of highlighting scenarios with the largest number 
of deaths. 

ECONOMIC CONSEQUENCE: effect of an incident, event, or occurrence on the value of 
property or on the production, trade, distribution, or use of income, wealth, or 
commodities. Economic consequences in TSSRA are measured in monetary units. 

HUMAN CONSEQUENCE: effect of an incident, event, or occurrence that results in 
injury, illness, or loss of life. 

Improvised Explosive Device (IED): an attack method that uses various forms of explosive 
substances to create a device that is used to detonate upon a target. 

INDIRECT ECONOMIC CONSEQUENCE: the indirect or secondary economic effects of the 
attack. Includes estimates of long-term effects on the industry attacked, cascading effects on 
industries associated with the attacked industry and the discounting of opportunity costs. 

INTENT: the likelihood that an adversary will choose a given attack scenario once committed to 
an attack. Intelligence indicating intent may include public statements, reported suspicious 
activity, intercepted planning documents, intercepted adversary communications, previous like
kind attacks that demonstrate a pattern, and other relevant information. 

INTERNATIONAL AVIATION: aircraft taking off from a foreign airport that is a last point of 
departure (LPD) to the United States (see ROW). 

PSYCHOLOGICAL CONSEQUENCE: the negative impact of an incident, event, or 
occurrence on the behavior or emotional and mental state of an affected population. 

RADIOLOGICAL DISPERSION ATTACK: an attack method using a device to disperse 
harmful radiological material into the environment. 

RESIDUAL RISK: risk that remains after risk management measures have been 
implemented. 

REST OF WORLD (ROW): the world excluding the United States, or more commonly the rest 
of the world. TSSRA further segments international aviation into rest of world (ROW) regions 
such as Western Europe, East Asia, and Mexico/Central and South America/Caribbean. 
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RISK: potential for an unwanted outcome resulting from an incident, event, or occurrence, 
as determined by the combination of its likelihood and the associated consequences. 

RISK ASSESSMENT METHODOLOGY: set of methods, principles, or rules used to 
identify and assess risks and to form priorities, develop courses of action, and inform 
decision-making. 

RISK TRANSFER: action taken to manage risk that shifts some or all of the risk to 
another entity, asset, system, network, or geographic area.31 

SABOTAGE: an attack method that attempts to disrupt the transportation system. (e.g., 
RF/EMP, cyber, disabling tracks, contaminating food during transport). 

SEMI-QUANTITATIVE RISK ASSESSMENT METHODOLOGY: set of methods, 
principles, or rules to assess risk that uses bins, scales, or representative numbers whose 
values and meanings are not maintained in other contexts.32 

STANDOFF WEAPON ATTTACK: an attack method using standoff weapons (e.g., 
MANPADS, heavy machine gun, mortar, RPG). 

THREAT: the likelihood that an attacker will attempt a particular attack scenario given the intent 
and capability of the attacker. 

THREAT ASSESSMENT: process of identifying or evaluating entities, actions, or 
occurrences that have or indicate the potential to harm life, information, operations and/or 
property. 

UNCERTAINTY: degree to which a calculated, estimated, or observed value may deviate 
from the true value.33 

Vehicle Borne Improvised Explosive Device (VBIED): a commonly used subset of the IED 
attack method. Includes the use of a vehicle in order to carry and deliver a large amount of 
explosive substances for detonation upon a target. 

VULNERABILITY: the likelihood that an adversary will successfully defeat current 
countermeasures given that the attack is attempted. 

:i 
I Risk transfer may refer to transferring the risk from asset to asset. asset to system. or some other combination. or shifting the 

responsibility for managing the risk from one authority to another (for example, responsibility for i:conomic loss could be 
transferred from a homeowner to an insurance company). 
'

2 While numbers may be used in a semi-quantitative methodology, the values arc not applicabk outside of the methodology. and 
numerical resnlts from one methodology cannot be compared with those from other methodologies. 
1

·
1 Uncertainty may sti:m from many causes. including the lack of information. The conci:pt of uncertainty is useful in 

understanding that likelihoods and consequences can oftentimes not he predicted with a high degree of precision or accuracy. 
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Message from the Acting Administrator 

January 7, 2009 

This document constitutes the Transportation Security Administration's (TSA' s) submission of a 
report regarding air cargo screening s ta tis tics for the Third Quarter of Fiscal Year (FY) 2009. 

This report is required by Section 515 of the FY 2009 Department of Homeland Security 
Appropriations Act, 2009 (P.L. 110-329), which specifically requires TSA to submit screening 
statistics to Congress on a quarterly basis. P.L. 110-329 also requires TSA to report the amount 
of cargo screened at each airport by each passenger air carrier. Statistics included in this report 
are derived from data reported by the air carriers in the months of April, May and June 2009. 

Section 1602 of the Implementing Recommendations of the 9/ 11 Commission Act of 2007 (P.L. 
110-53) mandates that 50 percent of cargo placed on passenger aircraft be screened not later than 
February 3, 2009, and that 100 percent of cargo placed on passenger aircraft be screened not later 
than August 3, 2010. TSA is pleased to report that the February 2009 50 percent screening 
mandate has been met. 

Pursuant to congressional requirements, this report is being provided to the following 
Members of Congress: 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Robert C. Byrd 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

Inquiries relating to this report may be directed to me at (571) 227~or to the Department's 
Acting Chief Financial Officer, Peggy Sherry, atfbH6l I 

Sincerely, 

Gale Rossides 
Acting Administrator 
Transportation Security Administration 
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Executive Summary 

This document constitutes the Transportation Security Administration's (TSA' s) submission of a 
report regarding air cargo screening statistics for the Third Quarter of Fiscal Year (FY) 2009. 
This report is required by Section 515 of the Department of Homeland Security Appropriations 
Act, 2009 (P.L. 110-329.). 

The Third Quarter, FY 2009 air cargo screening report includes a variety of statistics that 
identify the volume of air cargo accepted and screened, as reported by passenger air carriers and 
evaluated by TSA. Specifically, the report summarizes the following information: 

1) Air cargo screening statistics from regulated domestic and foreign air carriers. This 
information encompasses all data, figures and diagrams for the months of April, May and 
June 2009. Specifically, the data focus on cargo uplifted on flights originating within the 
United States/territories and cargo uplifted on inbound flights originating outside the 
United States/territories. 

2) Air cargo screening statistics relating to Indirect Air Carriers, shippers and other entities 
certified by TSA to screen cargo for uplift on domestic passenger flights. These Certified 
Cargo Screening Facilities report cargo screening data to TSA pursuant to their program 
requirements. 

3) Inbound cargo from international last points of departure (LPD). Analysis of historical 
data from the Bureau of Transportation Statistics (BTS) suggests that more than 
50 percent of cargo entering the United States from an LPD is screened prior to uplift. 
The BTS data provide insight into the amount of cargo entering the United States aboard 
passenger aircraft by weight. 
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-I. Legislative Requirement 

This document responds to the reporting requirement set forth in the Section 515 ( d) of the Fiscal 
Year (FY) 2009 Department of Homeland Security (DHS) Appropriations Act, P.L 110-329, 
which states: 

Not later than 45 days after the end of each qumier, the Assistant Secretary 
(Transportation Security Administration) shall submit to the Committees on 
Appropriations of the Senate and the House of Representatives a report on air cargo 
inspection statistics by airport and air carrier detailing the incremental progress being 
made to meet section 44901 (g)(2) of title 49, United States Code. 
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II. Background 

The FY 2007 DHS Appropriations Act, P.L. 109-295, signed October 4, 2006, states that the 
Transportation Security Administration (TSA) "shall report air cargo screening statistics 
quarterly to the committees on Appropriations of the Senate and the House of Representatives, 
by airport and passenger air carrier.. .. " The reporting requirement is continued by Section 
515(d) of the FY 2009 Department of Homeland Security Appropriations Act, P.L. 110-329. 

To implement the congressional mandate, TSA has issued a series of Security Directives, 
Emergency Amendments, and updates to air carrier security programs requiring air carriers to 
submit cargo statistics on a monthly basis. The statistics derived from these submissions are the 
basis for TSA' s report to Congress. In addition to the recent SO-percent cargo screening 
requirement, TSA has further secured the air cargo environment by requiring the screening of 
100 percent of cargo placed on passenger aircraft at smaller commercial Category II-IV airports 
throughout the United States and its territories. TSA has also mandated 100-percent screening of 
cargo identified as elevated risk within the U.S. air cargo supply chain, and required that 
sensitive cargo be subject to alternative security measures. In October 2008, TSA mandated the 
screening of 100 percent of cargo placed on narrow body aircraft departing from the United 
States and its territories' airports. 
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III. TSA Air Cargo Screening Statistics Report 

A. Q3 FY 2009 Screening Summary 

Pursuant to the reporting requirement set forth in Section 515(d), of the FY 2009 DHS 
Appropriations Act, P.L 110-329, TSA hereby submits air cargo screening data for the Third 
Quarter of FY 2009. 

Cargo Uplifted on Flights Originating Within the United States and Territories 

Month % Cargo Screened by Weight 
% Cargo Screened by Shipment 

(MAWB*) 

April 2009 62% 78% 

May 2009 62% 76% 

June 2009 62% 77% 

Q3FY2009 62% 77% 

Q2FY2009 60% 80% 

*MA WB stands for Master Air Way Bill 

Cargo Uplifted on Inbound Flights Originating Outside the United States and Territories1 

Month Weight Tendered (lbs) Weight Screened (lbs) Percentage of Pounds 
Screened 

April 2008 277,712,163 148,894,104 54% 

May 2008 267,929,770 143,077,452 53% 

June 2008 267,190,938 145,163,452 54% 

Q3 FY 2008 
812,832,871 437,135,008 54% 

Total 
Q2 FY 2008 

543,804,590 299,132,083 55% 
Total 

1 2008 air carrier reporting data from Bureau of Transportation Stati sties (B TS). FY 2009 third quarter data wi 11 not 
be available until June 2010. 
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B. Domestic Air Carrier Statistics 

Air carriers, operating domestically, reported cargo screening data to TSA pursuant to their 
security programs. An analysis of this data verifies that the February 2009 SO-percent screening 
mandate has been achieved. A summary of these statistics follows: 

Cargo Uplifted on Flights Originating Within the United States and Territories 

Month 
#ofMAWB Weight #ofMAWB Weight Screened 

Uplifted Uplifted (lbs) Screened (lbs) 

April 2009 452,806 213,119,470 355,386 131,677,300 

May 2009 471,026 231,384,776 359,303 143,118,627 

June 2009 481,463 218,401,002 371,879 136,141,859 

Q3 FY 2009 1,405,295 662,905,248 1,086,568 410,937,786 

Q2 FY 2009 921,407 430,031,466 738,819 256,261,190 

Q3FY2009: 77 percent of MA WB screened; 62 percent of weight screened. 

Careo Screenine Distribution for April. Mav and June 2009 
(b 1(31:49 U.S.C. § 114(r1 

Note: K-9 data includes cargo screened by TSA proprietary canine teams (either as primary or secondary 
screening). This cargo may also be included in the data reported by air carriers. TSA airport screening includes all 
screening performed by TSA at Category II-IV airports. 

SENSITIVE SECURITY INFC)RMATION 
· ' ,\'G: Thi.s record c·,rn1ai11, Scmi1iv,, Sc,c·urny l11i'mm,11Hrn lh,n i, ,:0111rnllcd Hn,kr 4'J CHI pan, 15 and l,'i:?.O. Nn p,irl of 1hi., rc,md 

m;iy hL~ di . ..;d(l...;L~1 n l. ·- as d~~rim~d in ..:).t) CFR p;irt . ..; 15 ;nHI 15:.!0, t~xn~pt \.vi1h 1lw 'i.vriltl~n pt~rmi:..:. . ..;inn nf 1lw 

i\J Ill in i:-trator o I' the Tr,;n.,pon,nion Ste urity Ad min i,tr,;11011 or , . 
p~mdl_y or other :.tl"lion. f<'or L.S. ~O\"LTIHH~JLt :.t~cuci~:s. liuhliL" di:sdo~uJT is govcrJLl'd by 5 U.S.C. 552 a[l 
un·LT kHcr i~ uu lon~~r SSI 1shL·Jl il is i..kt.tchL·d frotll the SSI lhal it i.-.: ln.L[1~rniHim.!. 

4 



SFNSJIJVF £11;CUHITY INF()ltMA I ION 

C. Domestic Certified Cargo Screening Program 

Indirect Air Carriers (IACs), shippers and other entities screening cargo for uplift on domestic 
passenger flights as Certified Cargo Screening Facilities (CCSFs) also reported cargo screening 
data to TSA pursuant to their program/order requirements. A summary of this data follows. 
These numbers are included in cargo data reported by air carriers. 

CCSF-IAC Shipments Uplifted on Flights Originating Within the United States and 
Territories 2 

Month # of IA Cs #ofMAWB Weight Screened 
Required to 

Screen3 
Screened (lbs) 

April 2009 139 37,511 39,557,400 

May 2009 178 21,893 26,752,257 

June 2009 226 20,780 33,503,282 

FY 2009 Q3 226 80,184 99,812,939 

FY 2009 Q2 0 48,315 70,766,249 

CCSF (Non-IAC) Shipments Uplifted on Flights Originating Within the United States and 
Territories 4 

Month 
# of Non-IA Cs #ofHAWB* Weight Screened 

Required to Screen5 Screened (lbs) 

April 2009 5 5,217 2,344,408 

May 2009 30 3,646 2,212,500 

June 2009 43 23,059 1,751,159 

FY 2009 Q3 43 31,922 6,308,067 

FY 2009 Q2 0 2,808 4,751,157 
*HA WB stands for House Air Way Bill 

2 These data arc included in cargo data reported by air carriers. 
3 IACs must screen 90 days after certification. The dala collected for lhe # of CCSF IACI Required to Screen in lhis lahle are per 
CCSF facility. 
4 These data are included in cargo data reported hy air carriers. 
' Non-IAC CCSFs must screen 90 days after certification. The data collected for the # of CCSF ( Non-IA Cs) Required 10 Screen 
in this table arc per CCSf facility. 
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D. International LPD Screened Cargo 

1. International Inbound (Last Point of Departure into the U.S.)6 

Month Weight Tendered (lbs) Weight Screened (lbs) Percentage of Pounds 
Screened 

April 2008 277,712,163 148,894,104 54% 

May 2008 267,929,770 143,077,452 53% 

June 2008 267,190,938 145,163,452 54% 

Q3 FY 2008 
812,832,871 437,135,008 54% 

Total 
Q2 FY 2008 

543,804,590 299,132,083 55% 
Total 

Historically, air carriers were not required to report cargo screening data for flights entering the 
United States from an international last point of departure (LPD). Nonetheless, an analysis of 
historical data from the Bureau of Transportation Statistics (BTS) suggests that more than 
50 percent of cargo entering the United States from international LPDs is screened prior to uplift. 
BTS data provides insight into the amount of cargo entering the United States aboard passenger 
aircraft by weight. 

TSA has calculated an estimated percentage of screened inbound cargo by LPD country. The 
estimated percentages assigned to individual countries are based upon data from several sources 
including: TSA international cargo inspectors, TSA representatives and discussions with foreign 
government officials. 

BT S statistics from April, May and June 2008 indicate that approximate! y 812,832, 8 7 1 pounds 
of air cargo entered the United States aboard passenger aircraft. It is estimated that 
approximately 437,135,008 pounds of total cargo were screened prior to uplift from its LPD 
country. On the basis of this data and the current estimated cargo screening percentage for each 
LPD country, it is estimated that 54 percent of inbound air cargo by weight is screened. 

TSA is in the process of addressing data points that are currently unavailable and is preparing to 
require cargo screening reporting from air carriers at international LPDs beginning in spring 
2010. TSA is also working with the U.S. Customs and Border Protection to gain access to real
time inbound cargo data. Coupled with screening reporting data, TSA will have increasingly 
reliable information on international inbound air cargo in the future. 

6 2008 air carrier reporting data from Bureau of Transportation Stati sties (B TS). FY 2009 third quarter data wi 11 not 
be available until June 2010. 
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2. April, May and June 2008 International Screening Statistics 7 

Volume {lbs) 
Of the approximately 813 million 
pounds of air cargo entering the U.S., 
54% was screened by weight. 

Unscreened 
inbound air 

cargo 

46% 

Screened at 15% 

umber of Countries 
93 countries were last points of 
departure for inbound air cargo. 

6 countries screen 
between I 6-99% 

8 countries 
screen at I 00% 

79 countries screen at I 5% 

85% 

7 2008 ai r carrier repo1ting data from Bureau of Transportation Statistics (BTS). FY 2009 third quarter data will not 
be available until June 2010. 

SENSITIVE SECURITY INFORMATION 
,~ ~ • · · cnn» ins Sensi ti ve Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this record 

may be disclosed to persons wnhout a 11---- ,v · '" r,w " """'' 15 and 1520. except with the written pem1ission of the 
Adminisu-mor of the Transportat ion Security Admin istration or the Secretary ofTransportallon. u -- " ;" ~;,, ;1 
penalty or other action. For .S. government agencies, public disc lo. ure i., governed by 5 U.S.C. 552 and 49 CFR pam 15 and 1520. This 
cover lener is no longer SSI when it is detached from the SSI that it is 1rnnsmi1ting 

7 



SEN SITIYJ!3 ~ECUKl'f'Y l?JFORiloiATl()N 

IV. Appendices Ca:X,1 Corrpliance rrota1 ~ifted Total Screened 

A. Cargo Screening Data by Cat X, I and Air Carrier 

BY Al RPO RT CATEGORY X,1 AND AIR CARRIERS 

TSA CARGO SCREENING RESULTS ON SO%, 100% REPORTING BY PASSENGER AIR CARRIERS 

Reporting Period: FY2009-Q3 

Data included in report by carriers submitting usable data to TSA. 

Today's Date: August 4, 2009 

MAWB Sorted by cargo weight (in pounds) uplifted by aircarrier. 

Total MAWB Screened= MAWB Screened at 100% + (MAWB Screened at 50% x 0.5) 

Total LBS Screened= Weight of MAWB Screened at 100% + (Weight of MAWB Screened at 50% x 0.5) 

l#MA\oW 1,320,.%{; 1,038,110 

(a-go Weight {LBS) 652,200,SSS 407,116,171 

Airport I I Carrier Name 

MAWB LBS 
MAWB100% 

LBS MAWS LBS 
MAWB Screened 

LBS 

COde Airport Name 

Grand Total 

(b 1(31:49 U.S.C. § 114(r1 

Uplifted Uplifted 100% 50% SO% Screened 

1,320,596 652,260,558 1,014,355 371,592,704 47,509 71,046,935 1,038,110 407,116,171 
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I :::rt I Airport Name I carrier Name I 
MAWB 
Uplifted I 

LBS 
Uplifted I MAWB100% I LBS 

100% I 

MAWB 
SO% I 

LBS 
SO% I MAWB Screened I 

LBS 
Screened 

(':1(31:49 U.S ·'"' § 114(r1 

SENSITIVE SECURITY INFORMA TIC)N 
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I Airport I I Carrier Name I 
MAWB 

I 
LBS 

I MAWB100% I LBS 

I 
MAWB 

I 
LBS I MAWB Screened I LBS 

I 
% 

I 
% 

I Code Airport Name Uplifted Uplifted 100% SO% SO% Screened MAWB LBS 

(b 1(31:49 U.S.C. § 114(r1 
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I Airport I I Carrier Name I 
MAWB 

I 
LBS 

I MAWB100% I LBS 

I 
MAWB 

I 
LBS I MAWB Screened I LBS 

I 
% 

I 
% 

I Code Airport Name Uplifted Uplifted 100% SO% SO% Screened MAWB LBS 
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Airport I 
Code Airport Name 

(b 1(31:49 U.S.C. § 114(r1 
I Carrier Name I 

MAWB 
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LBS 
Uplifted I MAWB100% I LBS 

100% I 
MAWB 

50% I 
LBS 
SO% I MAWB Screened I 

LBS 
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MAWB100% MAWB Screened 

(b 1(31:49 U.S.C. § 114(r1 
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l:::rt I Airport Name I carrier Name I 
MAWB I LBS 

I MAWB100% I LBS I MAWB I LBS I MAWB Screened I LBS 

I 
% 

I 
% 

I Uplifted Uplifted 100% SO% SO% Screened MAWB LBS 

(b 1(31:49 U.S.C. § 114(r1 
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B. Percentage of Total Inbound PAX Cargo Screened Third Quarter FY 2008 

April, May, June 2008 
% of TOTAL Inbound PAX Cargo Screened 54.0% 

June 2008 
April 2008 April 2008 May 2008 May 2008 Inbound June 2008 

Screened Inbound PAX Screened Inbound PAX Screened PAX Cargo Screened 
(%) Country Cargo (lbs) (lbs) Cargo (lbs) (lbs) (lbs) (lbs) 

(b 1(31:49 U.S.C. § 114(r1 

SENSITIVE SECURITY INFORMA Tl()N 
·,rn1;,in, Sc,11si1iv~ S,,;.·H,-ily l11i'mm,11ion 1ha1 is i;,rnlr,,lkcl lJll(kr 4'J Cl-'fl. p;1rts 15 ;1nd 15·,o. "Jo pan ,,r 1hi, i-c,c·ord 111:iy h~ 

disc los.;.~d h) rL~l"S.OtlS \VlthrnH ll ··rwe(l 1 d i-:.m. l , ·rnd ] ,'PO. t~Xl'.,;,,~pl w i I h 'hL~ \\Ti tl L~ll 1wrm i i..;sinn I ~r llw Admi n i i..;1 r:Lh ~I" I ~r 

llw Tran,pur1atio11 S,-curity Admini.,traliun or the Scnclary oi' Tra11,pnrta1iun. l:naLlll10r11~", , . " .. "' .i,v lt' otil~r anion. l'nr 
L.S. '.'()\"LTIJLllC:JLt :1: 1c[ici~s. Jiul,lil' di~l·lo~urc is p.llvcr11l·d by 5 U.S.C 552 a[td 49 CfR parts l5 a11d 152(l_ Tl1is L"~'l"LT lt·ltcr i~ IJ() lll[l'.'Cr ~:-:tJ \\·JLLJ1 
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Q31nbound Q3 
PAX Cargo Screened 

(lbs) (lbs) 



Screened 
(%) 

(b 1(31:49 U.S.C. § 114(r1 

SENSITIVE SECIJRJIY l~l;FQRJ.iATION 

June 2008 
April 2008 April 2008 May 2008 May 2008 Inbound June 2008 

Inbound PAX Screened Inbound PAX Screened PAX Cargo Screened 
Country Cargo (lbs) (lbs) Cargo (lbs) (lbs) (lbs) (lbs) 

SENSITIVE SECURITY INFORMA Tl()N 
·,rn1;,in, Sc,11si1iv~ S,,;:1Lri1y l11fmm,11ion 1ha1 is i;,rnlr,,lkcl lJll(kr 4'J Cl-'fl. p;1rts 15 ;1nd 15·,o. "-Jn pan ,,r 1hi, i-c,c·ord 111:iy h~ 

disc los.;.~d h) rL~l"S.OtlS \VlthrnH ll ··rwe(l h) t,,.IH. ,··1-.. ,u l:H·ts l ,l illld ] ,'PO. t~Xl'.,;,,~pl w i I h 'hL~ \\Ti tl L~ll 1wrm i i..;sinn I ~r llw Admi n i i..;1 r:Lh ~I" I ~r 

llw Tran,pur1atio11 S,·curity Admini.,traliun or the Scnclary oi' Tra11,pnrta1iun. unau"'"'''·"" ··' ·" ·ivil 1icnallv or other anion. l'nr 
L.S .. '.'()\"LTlllllC:Jlt :1: 1 C[ll"i~S .. JlUl,lil' di~l·lo~urc is .f2_l)VC["]ll'd by 5 U .. S.C 552 a[Ld 49 crR parts l5 a11d 152()_ Tl1is l"~l\"LT lt·ltcr J~ I]() lll[l ...... 
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Screened 
(%) 
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June 2008 
April 2008 April 2008 May 2008 May 2008 Inbound June 2008 

Inbound PAX Screened Inbound PAX Screened PAX Cargo Screened 
Country Cargo (lbs) (lbs) Cargo (lbs) (lbs) (lbs) (lbs) 

disclos.;.~d h) rL~l"S.OtlS \VlthrnH ll ··rwed ld km~1.v··. ai..; d,;,~frn.;.~d lll .:l() CFR. p;nts ] ) illl(L J ,J '·it1 ~11 1wrmii..;sinn 1~r llw Adminii..;1r:Lh~I" 1~r 
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(lbs) (lbs) 



Screened 
(%) 

1(1: 1(31:49 U.S.C. § 114(r1 

§li~J§ITIVE SECURITY 1,JFORil.'IATIO?J 

June 2008 
April 2008 April 2008 May 2008 May 2008 Inbound June 2008 

Inbound PAX Screened Inbound PAX Screened PAX Cargo Screened 
Country Cargo (lbs) (lbs) Cargo (lbs) (lbs) (lbs) (lbs) 

\VAH;VJN(j: Thi, n,,,ml i;rn11;1in, Sc,11si1iv~ S,,;:1Lri1y l11fmm,11ion 1ha1 is i;,,r11r,,lkcl lJll(kr 4'J Cl-'fl. p;1rts 15 ;1nd l 521l. "Jo pan ,,r 1hi, i-c,c·ord 111:iy h~ 
disclos.;.~d h) rL~l"S.OtlS \VlthrnH :1 ··rwed h) km~1.v··. ;Li..; defm.;.~d ]17 .:l() CFR. p;nts l ,l illld l ,'l:.!O. t~Xl'.,;,,~pl wi1h thL~ \\Tit1L~ll 1wrmii..;sinn 1~r llw Adminii..;1r:Lh~I" 1~r 

m1. -~··· •• •~
1

· 
th ' i...-: ~ -r1~Ln·\.' )j" Tra11:-.:.1Jt1rtatiun. Unauthori1L":"d rclcLi:,.,;.:: may r-c:--.ult in l":ivil ptnally or ,utlwr ai:..'linn. 1:nr 
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June 2008 
April 2008 April 2008 May 2008 May 2008 Inbound June 2008 

Inbound PAX Screened Inbound PAX Screened PAX Cargo Screened 
Country Cargo (lbs) (lbs) Cargo (lbs) (lbs) (lbs) (lbs) 
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June 2008 
April 2008 April 2008 May 2008 May 2008 Inbound June 2008 

Inbound PAX Screened Inbound PAX Screened PAX Cargo Screened 
Countrv Car2:o llbsl llbsl Car2:o llbsl llbsl llbsl llbsl 
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~ EN~slTIVE fiECl; RITV IP,FORl'ttATION 

Message from the Acting Administrator 

March 25. 20 I 0 

I am pleased to present the following report "Air Cargo Screening Statistics, Fourth Quarter" 
prepared by the Transportation Security Administration (TSA). 

This report was compiled pursuant to the language set forth in Section 515 of the F isca I Year 
2009 Department of I Iomeland Security Appropriations Act (P.L. 110-329), which specifically 
requires TSA to submit screening statistics to Congress quarterly. P.L. 110-329 also requires 
TSA to report the amount of cargo screened at each airport by each passenger air carrier. 
Statistics included in this report are derived from data reported by the air carriers in the months 
of July, August and September 2009. 

Section 1602 of the Implementing Recommendations of the 9/ I I Commission Act of 2007 
(P.L. 110-53) mandates that 50 percent of cargo placed on passenger aircraft is screened not later 
than February 3, 2009, and that 100 percent of cargo placed on passenger aircraft is screened not 
later than August 3, 20 l 0. TSA is pleased to report that the February 2009 50 percent screening 
mandate has been met. 

This report is being provided to the following Members of Congress: 

The I lonorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The ! lonorable I larold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The I lonorable Robert C. Byrd 
Chainnan, Senate Appropriations Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member. Senate Appropriations Subcommittee on Homeland Security 

Inquiries relating to this report may be directed to me at (571) 227_(b}(5} or to the Department's 
Acting Chief Financial Officer, Peggy Sherry, at b}(6} ~-----~ 

Sincerely yours, 

Gale D. Rossides 
Acting Administrator 

nrord ma,· hf di"· lo,rd 10 ptnon, with" ut n .. need 10 no" . I~ and 1 ~20. rue pl "i th t!,e "ri 11, n 
ptr m;"io n of 1 h, . \d n,; n i,1 rH !or of I h, T ra n,por!a !ion Sr<· u rih ..\d mini,trn !ion or the Secrel • ~ o 
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Executive Summary 

This document is the Transportation Security Administration's (TSA's) 11th submission of the 
congressional requirement for air cargo screening statistics, as required by Section 515 of the 
Fiscal Year (FY) 2009 Consolidated Security, Disaster Assistance, and Continuing 
Appropriations Act (P.L. 110-329). 

The Fourth Quarter FY 2009 air cargo screening report includes a variety of statistics that 
identify the volume of air cargo accepted and screened, as reported by passenger air carriers 
and evaluated by TSA. Specifically, the report summarizes the following information: 

I ) Air cargo screening statistics from regulated domestic and foreign air carriers. This 
information encompasses al! data, figures and diagrams for the months of July, August, 
and September 2009. Specifically, the data focus on cargo uplifted on flights originating 
within the United States/territories and cargo up l i fled on in bound flights originating 
outside the United States/territories. The total percentage of cargo screened on flights 
originating within the United States during this reporting period is 62 percent by weight 
and 77 percent by Master Air Way Bill (MA WB). 

2) Air cargo screening statistics relating to Indirect Air Carriers (lACs), shippers and 
other entities certified by TSA to screen cargo for uplift on domestic passenger flights. 
These Certified Cargo Screening Facilities (CCSF) report cargo screening data to TSA 
pursuant to their program requirements. During this period, 322 CCSF-lACs were 
required to screen. The weight screened by CCSF-IACs is 160 million pounds, while 
the number of MAWBs screened during this period is 117,897. 

3) Inbound cargo from international last points of departure. TSA currently uses an analysis 
of historical data from the Bureau of Transportation Statistics (BTS) to estimate th is 
statistic. Because BTS data lag significantly behind the reporting period, TSA uses data 
from the same period of the previous calendar year. The BTS data provide insight into 
the amount of cargo entering the United States aboard passenger aircraft by weight. 
During this peri ad, BT S data show that 4 3 8 mi 11 ion pounds of cargo were trans ported on 
international flights inbound to the United States. The percentage of weight screened on 
these flights is estimated to be 56 percent during this period. 

rnurd ma~ hie Ji"idn:ii.ftl t-J pC'"r-'i-on, n irtrn1H .-. "ri'l"cd t11 "IHI'\\ . iirh 15 .and I ~1rJ. r,:crpl y. i1h thr ~ rilkt1 
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I. Legislative Language 

This document complies with the language set forth in Section 51 S(d) of the Fiscal Year (FY) 
2009 Department of Homeland Security (DHS) Appropriations Act (P.L 110-329), which states: 

Not later than 45 days after the end of each quarter, the Assistant Secretary 
(Transportation Security Administration) shall submit to the Committees on 
Appropriations of the Senate and the House of Representatives a report on air cargo 
inspection statistics by airport and air carrier detailing the incremental progress being 
made to meet section 44901(g)(2) of title 49, United States Code. 

W·I , ,.,,n,11i,e """"m hiform~titJn !hs! i, r,,n1rnlled under n ( ·rR. part, 1" and I ~21J. '-o pa rt .,f 
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II. Background 

P .L. I 09-2 95, signed on October 4, 2006, states that Transportation Security Administration 
(TSA) " ... shall report air cargo screening statistics quarterly to the committees on 
Appropriations of the Senate and the House of Representatives, by airport and passenger air 
carrier. .. " The reporting requirement is continued by language in Section 51 S(d) of 
P.L. 110-329. 

To implement the congressional mandate, TSA has issued a series of Security Directives, 
Emergency Amendments and updates to air carrier security programs requiring air carriers to 
submit cargo statistics monthly. The statistics derived from these submissions are the basis for 
TSA 's report to Congress. In addition to the recent 50 percent cargo screening requirement, 
TSA has further secured the air cargo environment by requiring the screening of I 00 percent of 
cargo placed on passenger aircraft at smaller commercial Category II-IV airports throughout the 
United States and its territories. TSA has also mandated I 00 percent screening of cargo 
identified as elevated risk within the U.S. air cargo supply chain and required that sensitive cargo 
be subject to alternative security measures. In October 2008, TSA mandated the screening of 
I 00 percent of cargo placed on narrow-body aircraft departing from the United States and its 
territory airports. 

11.-1 R \}\(, I h" rernnJ "'"!ain, ... ,.,,;1,"' "ernrit, Information lh~t i, non trnlleJ u1uler ~9 ( Hl part> l ~ and I ~211. '" pare ,,f 
·"'<>rd m," be Ji,dn,eJ !o per,on, "ith,,ul a·· ntrd 10 ~""" ••• ds drfin,J in ~9 { Hl part, 15 gnJ I ~ZII. ncrpt "ith 1he "ri!leri 
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III. _ TSA Air Cargo Screening Statistics Report 

A. Fourth Quarter FY 2009 Screening Summary 

Pursuant to the language set forth in Section 51 S(d) of P.L. I I 0-329, TSA hereby submits air 
cargo screening data for the fourth quarter of FY 2009. 

_Cargo Uplifted on Flights Originating Within the United States and Territories 

% 

July 2009 62% 77% 

August 2009 62% 77% 

September 2009 61% 76% 

4th Quarter FY 2009 
62% 77% 

Total 
3rd Quarter FY 2009 

62% 77% 
Total 

* MA WB = Master Air Way Bill 

Cargo Uplifted on Inbound Flights Originating Outside the United States and Territories 1 

,..,____ __ ., __ ,.._.~~I .a._~ - -- - ·- -
Moatb . ;.:.,;_ ~ - ... _ .. 

~-,,,-- -~· 1.-""'r' .... s.Wi]I;"·'.:. 
--, - ·-, • -• ? - 4 

July 2008 272,084,297 150,276,478 55% 

August 2008 265,186,608 148,696,071 56% 

September 2008 250,849,702 138,549,483 55% 

4th Quarter 
788, 120,607 437,522,032 56% 

FY 2008 Total 
3rd Quarter 

812,832,871 437,135,008 54% 
FY 2008 Total 

1 2008 air carrier reporting data are from the Bureau of Transportation Statistics. FY 2009 third quarter data will not 
be available until June 20 I 0. 
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B. Domestic Air Carrier Statistics - All Airports 

Air carriers, operating domestically, reported cargo screening data to TSA, pursuant to their 
security programs. An analysis of these data verifies that the February 2009 50 percent 
screening mandate has been achieved and sustained. A summary of these statistics appears 
below: 

Cargo Uplifted on Flights Originating Within the United States and Territories 

# 

July 2009 

August 2009 

September 2009 

4th Quarter 
FY 2009 Total 
3rd Quarter 

FY 2009 Total 

482,969 232,769,095 

473,664 240,174,378 

469,565 244,774,992 

1,426,198 717,718,465 

1,405 ,295 662,905,248 

4th Quarter FY 2009 
77 percent of MAWB screened 
62 percent of weight screened 

372,820 144,008,514 

365,237 147,931 ,375 

357,021 l 50,303,170 

1,095,078 442,243,059 

1,086,568 410,937,786 

Care:o Screenine: Distribution for July, Aue:ust and September 2009 
(b)(3):49 U.S.C. § 114(r) 
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C. Domestic Certified Cargo Screening Program (CCSP) 

lACs, shippers and other entities screening cargo for uplift on domestic passenger flights as 
Certified Cargo Screening Facilities (CCSFs) also reported cargo screening data to TSA, 
pursuant to their program/order requirements. A summary of these data appears below. These 
numbers are included in cargo data reported by air carriers. 

CCSF-IAC Shipments Uplifted on Flights Originating Within the United States and 
Territories2 

July 2009 286 44,764 50,266,267 

August 2009 303 35,882 52,507,664 

September 322 37,251 56,802,780 
2009 

4th Quarter 322 117,897 I 59,576,711 
FY 2009 Total 
3rd Quarter 

226 80,184 99,8 12,939 
FY 2009 Total 

CCSF (Non-IAC) Shipments Uplifted on Flights Originating Within the United States and 
Territories4 

July 2009 60 14,588 2,931,862 

August 2009 82 3,716 1,206,320 

September 2009 92 4,766 2,985,973 

4th Quarter 
92 23,070 7, I 24,155 

FY 2009 Total 
3rd Quarter 

43 31,922 6,308,067 
FY 2009 Total 

2 These data are included in cargo data reported by air carriers. 
3 IA Cs must screen 90 days after certification. The data collected for the# of CCSF IA Cs Required to Screen in thi tab le are per 
CCSF facHity . 
• These data are included in cargo data re ported by air carriers. 
~ Non-I AC CCSFs must screen 90 days after certification. The data co llected for the# of CCSF (Non-IA Cs) Required to Screen 
in th is table are per CCSF facility . 



D. International Last Point of Departure Screened Cargo 

International Inbound-Last Point of Departure (LPD) into the United States6 

Month 

July 2008 272,084,297 150,276,478 55% 

August 2008 265,186,608 148,696,071 56% 

Sept em her 2008 250,849,702 138,549,483 55% 

4th Quarter 
788,120,607 437,522,032 56% 

FY 2009 Total 
3rd Quarter 

812,832,871 437,135,008 54% 
FY 2009 Total 

Historically, air carriers were not required to report cargo screening data for flights entering the 
United States from an international LPD. Nonetheless, an analysis of historical data from the 
Bureau of Transportation Statistics (BTS) indicates that more than 50 percent of cargo entering 
the United States from international LPDs is screened before uplift. BTS data provide insight 
into the amount of cargo entering the United States aboard passenger aircraft by weight. 

TSA has calculated an estimated percentage of screened inbound cargo by LPD country. The 
estimated percentages assigned to individual countries are based on data from several sources, 
including TSA international cargo inspectors, TSA representatives and discussions with foreign 
government officials. 

BTS statistics from July, August and September 2008 indicate that approximately 788, 120,607 
pounds of air cargo entered the United States aboard passenger aircraft. It is estimated that 
approximately 437,522,032 pounds (56 percent) of total cargo were screened before uplift from 
its LPD country. 

TSA is in the process of addressing data points that are currently unavailable and is preparing to 
require cargo screening reporting from air carriers at international LPDs beginning in the spring 
of 20 I 0. TSA is also working with the U.S. Customs and Border Protection (CBP) to gain 
access to real-time inbound cargo data. Coupled with screening reporting data, TSA will have 
increasingly reliable information on international inbound air cargo in the future. 

6 2008 air carrier reporting data are from the Bureau of Transportation Statistics. FY 2009 third quarter data will not 
be available until June 2010 . 
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July, August, and September 2008 Screening Statistics for last point of departure flights 7 

Volume (lbs) 

Of the approximately 788 million pounds 
of air cargo entering the Un ited States, 
56 percent was screened by weight. 

7% 

Unscreened 
inbound air 

cargo 

44% 

\ 
Screened Cargo from 

Countries at I 5% 

umber of Counlries 

93 countries were last points of 
departure for inbound air cargo. 

6 countries screen 
between 16-99% 

8 countries 
screen at l 00% 

79 countries screen at 15% 

85% 

7 2008 air carrier reporting data are from BTS. FY 2009 third quarter data will not be available until June 20 I 0. 

7 
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IV. Appendices 

A. Cargo Screening Data by Category X, I and Air Carrier 

Total Total %Total 
4th Quarter Compliance at Category X, I Uplifted Screened Screened 

#MAWB 1,344.292 1,048,660 780% 

C..rGO Weight (lbs) 706,271,068 438,546,463 62.1% 

BY AIRPORT CATEGORY X, I AND AIR CARRIERS 
TSA CARGO SCREENING RE SUL TS ON 50%, 100% REPORTING BY PASSENGER AIR CARRIERS 

Reporting Period: F Y2009 4th Quarter 
Data included in repor! by carrier, .1ubrn·,11ing usable data to TSA 

Today's Date, November 24, 2009 

.. MAWB Screened= MAWB Screened at 100 percent+ (MAWB Screened at SO percem x 0.5) 

.. lbs Screened= Pounds of MAWB Screened at 100 percent+ {Pounds of MAWB Screened at so percent x 0.5) 

Sorted by corgo weight {lbs) uplifted ond view of the top five airports ond top five carriers of those stations with subtotals displayed. 

MAWB MAWB MAWB 
Airoort Code Airport Name CirrierName Uplifted _l!l5 Upl~d 100% LBS 100% 50% LBS 50% 
Grand 
Total 1,344,292 706 271 068 1,026 065 394 002 817 45190 89087,290 

(b 1(31:49 U.S ·" § 114(r1 '-'· 

.. MAWB 0 LBS 
"MAWB I screened screened 

l 048 660 438 546463 78.01% i 

Ii IN\/\"(,. J t,j.., n·nJrd rm1(:un-., ~ru ... 111\t· '.'-,t•tunl~ lnform.1l1on Eh:11 I' ,·un1rol!r1I 111nfrr -Ill ( l·H p;11·1..,. I~ ;tnd l'..!U. '\n 11:1r-1 nl 1h1, rt",·nnl 01:t~ lw di,~ lii-.,,·d 111 p.-r,uu-., H1lhuul :t ··ne-t"LI fo 

n t hr- ·1 Ltll:"1 Jor I :-i I ion ~r--r u .-i h \ timi.111'1 I r-ahou or rht· '.'"-r,t•r rl·L1 ri,, o I I n11i ... 111 r1i-1 I ion. 
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I Airport Code I Airport Name I I MAWB 
tarrit r Na mt UpUfttd I I MAWB 

LBS Ui:,llfted 100% l I MAWB I 
LBS 100% SO% L8SSO% 

(b 1(31:49 U.S.C. § 114(r1 

9 

I .. MAWB I 
Scn!ln1d 

uLBS 
Screened I %MAWB I %LBS I 



I Airport Code I Airport Name 

(':1(31:49 U.S. § 114(r1 

!-,[ ~•!i ITl\'E DEC ti ltlTY I?,' 1-01111.J.'tTIOPi 

I Carrier Name I MAWB 

Uplifted I I MAWB 

LBS Uplifted 100% I LBS 100% LBS 50% I 
.. MAWB I 
Screened 

ULBS 

Screened I %MAWB I 

•~ ,• u \.:.,..,~ .... i..: • ...... , 111 r1jrm:11i11n cl1.1f i, nuurnllr-ii uud,·1· ..j1.) ( ·rH e1o!rf1, i 5, ;m.J l ~..!O. °'o p:u-1 of thi-., rt(urJ m:1~· hr di1,,dn,eJ In pn·,uci-.. n ifl.nul :1 ··ut·,nJ io 
kuu~~•·. a.., tkfin~•d rn .jtj ("l·R p:1t·h 1_::.. ;uuJ 1:=;.~r1. n .. -1.·qil nirh fhr- , .. rittr-n pcrilli"i'."i°tun ti! Ua· .\dn11111,1n1fo1 m inr I r'.1n"ipo11:.-111,, 'l.u .,J "1 

I J!;H1fhu.ri,t•.i f"i•ii·.-1-..r 111;1,. n•..,uh i11 ri, ii pt·u:dh or oUtt·r ;tftJ1111. l-11r l _'.",_ 1.i_u\ t·J·umr-nt :t~if11\1r--... puhht· di-,c-Jo..,,•n-r- j..,, ~ti\ c-r11,rij h~ :;; l ,.i.,,;.( "~..:! ;tud -1. 11 f ·1-1{ p;1rt, I~ ;11HI I ."\1U. 
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I Airport code I Airport Name I I MAWB 

c.i rrler Na me UpHfted I I MAWB 

LBS Uplifted 100% I I MAWB I 
LBS 100% 50% I .. MAWB I 0 LBS 

LBS SO% Streened S<reened I %MAWB I 
(':1(31:49 U.S ·'"' § 114(r1 

IJ .·1 R,\'{:\"(,. I lw .. n·n1nJ t:"oubrn.., :'.'-,fn,du. i:- .....,~•ou-il~ I ufurm:Hiou lhrH j_..,. (iinlrnU...-d 11uikr -1. 11 ( ·1•B p,1rh 1 ~ ;u1d 1-;!n, \11 par I of 1111.., r-r-n,nt m:1~ hie d,..,d,i...,~·•I {o prno11..,, ,.,i.1t1utU :-1 ·~1H·t·t.l to 

knuW . Jt Uc-l1nt·,l 111 14 t l•N p~,rf.., 15 anq ! 4Ji. t"u('pl "1irl du· ~nlU•n ,a: iiil«Mii iii iii@ ltihiilll<II Jiih hi Ill} i IJll(jhii IJll\111 .4Fttll il_t .tiihiiliiC.!.iiitiii :,; titt .httt I.ii t Iii I I .ili(JiihUllliii. 
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I Airport COde I Airport Name I I MAWB 
Carrier Name Upllfted I l MAWB 

LBS Uplifted 100% I I MAWB I 
LBS 100% 500' L8S50% 

(b 1(31:49 U.S.C. § 114(r1 
I .. MAWR I 

Screened 
.. LBS 
Screened I "MAWB I 

U -1R \-/,\(; I lw,. u·t 1,nl t'onbtrn ... :"-,;c-11-..nn t' S,c-runl; l11tun11:tlrnn (h;~I I'\ 11111fn1lkd undn· 411 ( t· k 1•:u-h I~ ;11ut 1 ~.::!n. "-o p:1.-1 1d 1lu.., irft·n.-d ma~ hi· d1"idO"-it·•I to p••r-..on1,, \-'r 1tho11I ;1 ··uct<l [iJ 

h.n11v, , :1"" 1 t· UH."t 1 · \,. -·1u·ri 1r,·mi,..,ii1n uf tht· \drni1fr.;fn•tor n( (ht I r:1n..,.port:•t1011 '.'Nur1I_\ \dr11.i11i ... 11·arton 111· rhe :-,..,t•t·re1,u~ of l r·.:.11"1purl:.1f~r111 .. 
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Ai rt Code Airport Name 

(b 1(31:49 U.S.C. § 114(r1 

•, Is ?:l •ii TI VE SEC l I HIT Y I N r O H ~ 1 AT IO ~f 

Carrier Name 
MAWB 
Uplifted LBS Uplifted 

MAWB 
100% 

13 

LBS 100% 

MAWB 
50% LBS 50% 

**MAWB 
Screaned 

ulBS 
Screened %MAWS 

rn.t~ H" 11i.1 o..,_,.. to prno lh "' H 1u u l •• "net lo 
·tci I iu in I he '.'-i.t•t· ft• I :11 \ 0 r I r·,n1 .... pi1 .-1 :u iou' 

%LBS 
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B. Percentage of Total Inbound International Passenger Cargo Screened Fourth Quarter FY 2008 

July, August, September 2008 • 
% of TOTAL Inbound PAX 

Cargo Screened 

July 2008 

Inbound July 2008 
Screened PAX Screened 

(%} Countrv Care:o llbsl (lbs} 
(b 1(31:49 U.S.C. § 114(r1 

August 
2008 August 

Inbound 2008 
PAX Cargo Screened 

llbsl llbsl 

September 
2008 September Total Total 

Inbound 2008 Q41nbound Q4 
PAX Cargo Screened PAX Cargo Screened 

Ubsl llbsl llbsl (lbsl 

~ :"'-i ·uri1, lnlorm;.tl1011 lh:11 j,. toufrolkJ uiu.k1· -l 1l t t· H p:u h I~ ;,nd J ,;;;,2:11_ "\o p:11·1 ,d 1111 .. n,'"tord in,1_\ ht• t1i-1iido,,,.rd tu JH'-r-i,,;un, y,. i11wul " .. ur1·1I 

to l...110'"'', ;t, drfinrJ in-11,, l·H p,u-h I~ ,rnJ :"-. ('\f"'-'I> n uTt· iun "'i,r-1 uril\ \tlm11w•nr,u1nn or 1hr ~t•trr1:-1r~ hf 

Tr:w,pud,1lion. I J1iUllhnr-i1t•il 1·,rh-:t"if" 111;1\ n· ... ulr rn ri\ ~1 p,ei11:tlh or .,1hir.- :.ti1,:fi1111_ Fur I .'."-!.. ~o'lr r-r11m<·111 :1i,:nu·i1·-... pul,ht· d1-.t !u ... un• j.., l!O\ tTnt·t 

I 'i211. 
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·-·-

August September 
July 2008 2008 August 2008 September Total Total 
Inbound July 2008 Inbound 2008 Inbound 2008 Q41nbound Q4 

Screened PAX Screened PAX Cargo Screened PAX Cargo Screened PAX Cargo Screened 
(%) Country Cargo (lbs) (lbs) (lbs) (lbs) (lbs) (lbs) (lbs) !lbs) 

(b 1(31:49 U.S.C. § 114(r1 

to kno",,, a~ Jc fi net! i u -1~> ( · Flt p..t rl ~ 1 ~ a 1u..l I -~2U. !'"\( rpc \l"I l 1 :1 r of 
I r::111,pur fnt1011. I n:u11huri1!."'d -rc-h·11'\r ma~ n•..,ul1 iu, i\ ii 1w1rnll_\ or nihr-r :1rlion. 1-"or- l .S. e:m c-n1111rnl n==:c-nrit-... puhh~- 1li"i-dO"-lll""f irr,; ~o\ lTllt~d h\·-=. I 

l~W. 
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---

August September 
July 2008 2008 August 2008 September Total Total 
Inbound July 2008 Inbound 2008 Inbound 2008 Q41nbound Q4 

Screened PAX Screened PAX Cargo Screened PAX Cargo Screened PAX Cargo Screened 
(%) Country Cargo (lbs) (lbs) (lbs) (lbs) (lbs) (lbs) (lbs) (lbs) 

(b 1(31:49 U.S.C. § 114(r1 

u lli '\/,, t,_ f h.i-.. n·runJ l'•inlarn-.. ~en ..... 111\ ._.. :--.rrurn, lnTiir111,H1un lh111 ,~ .('11n1p1lltil 111uh'r -l 1) l J- t\ );if"f" l :"' J m1 I :--.;it. '\,i J:ul HI lh1~ 1·,rnnl 111..i, tH· t.11,rlo'-f't) to lfn11u~ '"1H11HH =~ ·· 11n·d 
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I 
Au~ September 

I July 2008 2008 August zoos September Total Total 
Inbound July 2008 Inbound 2008 Inbound 2008 Q41nbound Q4 

Screened PAX Screened PAX Cargo Screened PAX Cargo Screened PAX Cargo Screened I 
(%) Country Cargo (lbs) (lbs} (lbs} (lbs} - (lbs) (lbs) (lbs) (lbs) _ _j - ~ 

(b 1(31:49 U.S.C. § 114(r1 

JJ" I 111., .;;; · 11 .;;; 1 1J. "\.11 i:u t id 1hi, 1 n11rd m:1\ h~- d, ... dn-.,rd t•1 fH·r-.,1111.., '" ithuut •~ ··n,r{'LI 
to knu'" ··. :t, t.h·fi11fd iu ,jq ( l·I< p;•rl.., I~ ;tntl 1..;;,~11. r,{ t·pi , .. Lth th{'-..~ ritli"u pt-nni..,..._1011 (1f thr \J111m1'1i.U';l1f1r' nf rht f r: .. t1,1wr!:1lwt, t'Tllrll_ c 

I l"iUl .. pqrr.itinu. I 11:tH!h1•n1.tLi n:·lr-:1'\r m:1\ n·..,.ull rn in ii p<'u:tlh ••r j]lh-r-.- :1nun1. I· 1ir- I ·"'· :.:_11, ,·rnm-1..·111 :1~r-nc 1r .... puhhi d11,,do ... 11n· 1, ~-_11\ M-11-n! h_\ .; I .,.t ,;;;,-:,.::! aud ..JtJ '·1· l{ p.irl..,, I.;;; .uu..l 

I ~~H. 
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August September 

I July 2008 zoos August 2008 September Total Total 
Inbound July 2008 Inbound 2008 Inbound 2008 Q4 Inbound Q4 

Screened PAX Screened PAX Cargo Screened PAX Cargo Screened PAX Cargo Screened 

' 
(%) Country Cargo (lbs) (lbs) (lbs) (lbs) (lbs) (lbs) (lbs) (lbs) 

(b 1(31:49 U.S.C. § 114(r1 

1, l11form:·ni,iu fhi1! • .._ niul r11Ur1I trndi·r -1- 1, C I· H p;1rh I:" :,nd I ~111 "\.n p~n I or lhi.., nir11nl m,1, hr th..,dii...,.('d In prr ... i1n,i,, u i1hi1111 :c "tlntl 

hJ knri,," •'"'' ddmnJ IH -IL~ t I •t p:.a i-h l ~ :111d ] ..;;,:!P. r,(tpr ,~ i 1 ,r r 1 !:1Uon ,r~ unit \dnuui1i.U-:lliou 111 [ht" _..._r, rrLtn 11f 
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-
I I 

August September 

I July 2008 2008 August 2008 September Total Total 

Inbound July 2008 Inbound 2008 Inbound 2008 Q41nbound Q4 
Screened PAX Screened PAX Cargo Screened PAX Cargo Screened PAX Cargo Screened 

I {%) Country Caria (lbs) Obs) (lbs) (lbs) (lbs) (lbs) (lbs) (lbs) 
(b 1(31:49 U.S.C. § 114(r1 

I 
I 

265,186,608 I 148,696,071 250,849,702 788,120,607 431 ,s22,032 I TOTAL 272,084,297 150,276,478 138,549,483 
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Message from the Acting Administrator 

March 15, 2010 

I am pleased to present the following report, "Screening of Passengers by Observation 
Techniques," which has been prepared by the Transportation Security Administration. 

Pursuant to congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Robert Byrd 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

Inquiries relating to this report may be directed to me at (571) 227~or to the Department's 
Acting Chief Financial Officer, Peggy Sherry, at fbH6l I 

Sincerely, 

Gale D. Rossides 
Acting Administrator 
Transportation Security Administration 
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Executive Summary 

The Transportation Security Administration's (TSA) Screening of Passengers by Observation 
Techniques (SPOT) program is a behavior observation and analysis program in which personnel 
are trained to identify anomalous behaviors that deviate from an established environmental 
baseline. SPOT is implemented in domestic airports through fielding Behavior Detection 
Officers (BDO) (i.e., specifically trained and certified Transportation Security Officers). This 
report provides a background of the program, from inception to current state, and explains how 
the program provides an additional layer of security vital to the successful protection of the 
Nation's transportation systems, and supports the Department of Homeland Security mission to 
"prevent and deter terrorist attacks and protect against and respond to threats and hazards to the 
nation .... " 1 This report addresses the legislative requirement outlined in Section I of this 
document. 

TSA developed and implemented the SPOT program based on behavior pattern recognition 
techniques utilized by law enforcement organizations and verified by scientific research. TSA is 
closely monitoring the effectiveness of the SPOT program and implementing measures to 
improve the performance of BDOs individually and the program as a whole. 

The program fulfills the mandate outlined in Section 1611 of the Implementing 
Recommendations of the 9/11 Commission Act, P.L 110-53, 121 Stat. 485, Aug. 3, 2007, (9/11 
Act) (codified at 49 U.S.C. §114 (note): 

[TSA] shall provide advanced training to transportation security officers for the 
development of specialized security skills, including behavior observation and analysis ... 
in order to enhance the effectiveness of layered transportation security measures. 

Additionally, the SPOT program complies with Title 49, United States Code, Section 114: 

o Paragraph (d) gives TSA responsibility for security in all modes of transportation. 
o Paragraph (t) requires that TSA: 

- Develop policies, strategies, and plans for dealing with threats to 
transportation security; 

- Coordinate countermeasures with appropriate departments and agencies; 
- Oversee the implementation, and ensure the adequacy, of security measures 

at airports and other transportation facilities; and 
- Enforce security-related regulations and requirements. 

1 Homeland Security Act of 2002, P.L. No. 107-296 (2002), § 101. 
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I. Legislative Language 

This document complies with the reporting language set forth in Senate Report 111-31 and 
House Report 111-298 that accompanied the Fiscal Year (FY) 2010 Department of Homeland 
Security Appropriations Act (P.L. 111-83). These directives state that: 

From Senate Report 111-31, page 57: 

The Committee directs TSA to report, no later than 60 days after the date of enactment of this 
act, on: (I) the scientific basis for using behavior pattern recognition techniques to observe 
airline passengers for signs of hostile intent; (2) the effectiveness of the SPOT program in 
meeting its goals and objectives; and (3) the justification for expanding the program. The 
report shall be made in a classified or unclassified format, as appropriate. 

From House Report 111-298, page 77: 

As discussed in the Senate report, no later than 60 days after the date of enactment of this 
Act, TSA shall report on the scientific basis for using behavior pattern recognition for 
observing airline passengers for signs of hostile intent, the effectiveness of this program in 
meeting its goals and objectives, and the justification for expanding the program. 
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II. Background 

Since 2001, the Transportation Security Administration (TSA) has been mandated by law to, 
among other things, be responsible for day-to-day federal screening operations to enhance 
security of passenger air transportation. TSA is most visibly present through its approximately 
47,000 trained and certified Transportation Security Officers (TSOs) stationed at more than 450 
airports across the country. These professionals screen approximately two million passengers 
daily and deliver both world-class security and customer service at the Nation's airports. 

Recognizing the unique security requirements that post-9/11 presented, TSA developed a non
obtrusive score-based behavior security assessment program called Screening of Passengers by 
Observation Techniques (SPOT). SPOT is a program designed for passive observation by TSA 
personnel, typically in front of the security checkpoint, to identify potentially high-risk 
passengers exhibiting anomalous behaviors that deviate from an established environmental 
baseline, to include behavior cues associated with the fear of discovery. Passengers identified as 
displaying such behaviors are then referred for additional screening and/or directed for Law 
Enforcement Officer (LEO) intervention. SPOT provides Federal Security Directors with an 
additional layer of security based on proven behavior observation and analysis techniques, to 
make timely security risk assessments. TSOs certified in SPOT are known as Behavior 
Detection Officers (BDO). 

In 2003, TSA initiated a study on the feasibility of an additional security measure to identify 
suspect travelers in airports using Behavior Recognition and Analysis (BR&A). Law 
enforcement, security agencies, and academia have acknowledged for decades that all 
individuals, no matter their race, gender, age, or religion, may exhibit particular behaviors when 
in situations of stress, fear and/or deception. Likewise, individuals pursuing illegal, dangerous, 
or possibly terrorist activities may unintentionally exhibit such behaviors in the process of 
accomplishing their objective. The ability to recognize such behaviors increases the potential for 
identifying those individuals. 

BR&A is a highly successful security measure that has been employed by Israeli security 
services for at least thirty years. After the terrorist attacks of 9/11, BR&A concepts were adapted 
and modified by the Massachusetts State Police (MSP) Troop F assigned to Logan International 
Airport (BOS). MSP named this program Behavior Assessment Screening System and trained 
all LEOs assigned to BOS in its use as an enhanced security measure to the newly instituted 
security checkpoint screening system of TSA. 

The unique SPOT program was developed by TSA, with assistance from MSP, to meet TSA
specific security and public service needs, with particular emphasis on the protection of 
individual civil rights, privacy, and to mitigate the possibility of racial profiling. SPOT is the 
only program that uses a behavior scoring system that assigns a numerical value to passenger 
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behaviors and then uses the score(s) to determine the type of risk mitigation response (e.g., 
additional screening and/or LEO intervention). Other BR&A programs use behavior 
recognition, but rely on a lower threshold to trigger suspicion and a more intrusive and lengthy 
interview process that is impractical in the U.S. commercial aviation environment and also raises 
legal concerns. The SPOT scoring system has the following advantages over other BR&A 
programs: 

• Allows for the use of a two-tiered response to high-risk passengers using additional 
screening and/or direct LEO intervention, based upon the passenger's scores; 

• Ensures that only the highest-risk passengers are subjected to higher, more intrusive 
scrutiny thereby maximizing limited resources; 

• Helps minimize or prevent screener subjective-based assessments of risk that could be 
based on flawed assumptions or racial/ethnic bias, by utilizing objective criteria that 
ensure uniform and unbiased results and that must be documented; 

• Partners BDOs to perform SPOT in pairs in order to validate each others' observation and 
to prevent the use of unlawful racial/ethnic profiling; and 

• Uses a quantitative, non-biographical behavior based tracking system that will help 
prevent unlawful racial/ethnic profiling, thus defending the program from claims of 
unlawful profiling. It also allows the program to be fine-tuned periodically to ensure 
optimal results. 

In order for SPOT to be the most effective, TSA and local law enforcement must work together 
in a coordinated response to high-risk passengers. This approach: 

• Maximizes the effectiveness of the LEO and TSA elements at the airport or other 
transportation facility through a teamwork concept in which each component has clearly 
identified responsibilities; and 

• Ensures that the highest-risk passengers are interviewed and evaluated by a LEO. 

Operational test-bed assessment of the SPOT program began in 2003 at Logan International 
Airport (BOS) in Boston, Massachusetts. A SPOT working group was created in February 2004, 
comprised of various TSA and DHS components (including offices of Civil Rights, Chief 
Counsel, Privacy, Policy and Tech Lab), MSP, the FBI Behavioral Sciences Unit and the Federal 
Law Enforcement Training Center. Through the working group, SPOT standard operating 
procedures for both aviation and mass transit venues were developed and finalized. 
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In October 2004, pilot programs were initiated at Portland International Jetport (PWM) in 
Portland, Maine and T.F. Green Airport (PVD) in Providence, Rhode Island. In October 2005, 
pilot programs were initiated at Minneapolis/St. Paul International Airport (MSP) in 
Minneapolis, Minnesota and Bangor International Airport (BGR) in Bangor, Maine. Eight 
additional airports began performing SPOT as a pilot program from 2005 to 2006. In FY 2007, 
SPOT became an "official" program with FTE specifically allotted for BDOs. 
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III. Discussion 

A. Scientific Basis for Using Behavior Pattern Recognition Techniques 

Each of the behaviors the TSA Behavior Detection Officers are trained to observe is garnered 
from both the scientific and law enforcement community. 

Dr. Paul Ekman, a leading expert in deception detection, performed an evaluation of the SPOT 
program in August 2006. The following conclusions are garnered from his document titled 
"Evaluation of the TSA SPOT Program by Paul Ekman, August 24, 2006": 

1) I strongly endorse the SPOT program after having read their checklist and given 
recommendations about it, and observed the program in operation at [Boston] Logan 
airport last January. 

2) The behavioral observations incorporated within SPOT are based on both law 
enforcement experience and the most recent scientific findings. In my judgment it 
involves NO element of racial or ethnic profiling. 

Additionally, the work of Dr. David Givens, Director of the Center for Nonverbal Studies, was 
utilized in selecting the SPOT behaviors. Dr. Givens is recognized as an expert in nonverbal 
behavior who has worked with agencies within the intelligence and defense community to 
analyze non-verbal behavior cues of known terrorists. Behaviors outlined in his Nonverbal 
Dictionary were selected on the basis of their relationship to stress, fear and deception cues 
associated with the fear of discovery and integrated into the SPOT program. 

Beginning in FY 2009, TSA introduced the Additional Behavior Detection Training course 
(ABDT) as an additional training tool for BDOs. ABDT is a two-day class emphasizing non
verbal behavioral detection. This class teaches BDOs how to recognize possible red flags in 
terms of deception that may manifest itself in micro-expressions and other non-verbal gross 
motor behavior movements. The main focus is with micro-expression detection during the 
Casual Conversation portion of the SPOT process and helps direct questions asked of the 
passenger in order to resolve the situation. The expressions emphasized in the course are 
universal, meaning that micro-expression detection is culturally independent. 

TSA is also seeking additional training opportunities for Behavior Detection Officers. One 
initiative will provide BDOs and TSOs with continual on-line training in microfacial expression 
with an objective of providing BDOs and TSOs an additional detection tool that can help identify 
information indicating a potential security threat through recognition of deceptive behaviors. 
This information would allow TSOs to target their screening efforts more precisely through more 
directed searches or by requesting the assistance of a BDO to further understand the anomalous 
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behaviors. Because behavior detection is more threat-agnostic-it focuses on people rather than 
threat objects, which can and have changed to exploit vulnerabilities in our screening system
the capability will better enable the TSA screening workforce to identify existing and novel 
security threats introduced by a dynamic, adaptive adversary. This training is scheduled to be 
developed in FY 2010. 

The SPOT Program has also begun a validation study of the program. This joint TSA-DHS 
study, being conducted by the American Institutes of Research (AIR), an independent not-for
profit organization, will evaluate the SPOT Program using a random protocol. This effort is the 
first such effort to validate a behavioral based security program in the world. The validation 
process will assess the base rates of screening by introducing a random component to the BDO 
process. In doing this, it measures the rate of BDO referrals compared to randomly selected 
passengers for screening. Based on the in-depth statistical analysis from the data collected, the 
determination of whether the BDO referral process is better, about the same, or less than a 
random process can be surmised. The end results will lead to a more precise understanding of 
the success of the program. 

The validation process consists of systematically selecting individuals for random screening and 
completing a SPOT referral score sheet for each. The BDO will conduct SPOT screening for 
each randomly selected passenger regardless of their SPOT score. The end results will be 
collected for each person and can be compared to actual SPOT score sheets. The most important 
aspect in doing the validation study is to establish baseline false positive and false negative rates 
within the traveling public. False positives are those individuals who are screened using the 
SPOT process and are not a threat; those that are basically inconvenienced. False negatives are 
those individuals that are missed by the SPOT process and who do pose a security threat. These 
are the passengers we are most concerned about and want to increase their detection. The 
validation process using the randomly screening protocol will assess these rates and gather this 
data. 

The study is being conducted at 24 airports nationwide. These vary in size, location and 
throughput in order to gain an overall understanding. All these locations have SPOT already in 
progress with experienced BDOs. The data collection process has already started. 

B. Effectiveness of the SPOT Program in Meeting its Goals and 
Objectives 

SPOT was designed to train Behavior Detection Officers in identifying anomalous behaviors that 
deviate from an established environmental baseline, with the ultimate goal of preventing an 
attack against the Nation's transportation systems. Through a cadre of approximately 3,000 
certified BDOs, the program provides an additional layer of security to mitigate this threat. As 
previously stated, the program partners closely with the airport and other law enforcement 
entities in investigating and resolving suspicious activity reported by BDOs. 
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Although the program has lacked formal performance measures in the past, the program now has 
performance measures that it is currently utilizing and is working diligently to develop additional 
measures to quantify the effectiveness of the program. It is imperative to note that this program 
is a deterrent by nature and, as the courts have noted, "deterrence by definition results in the 
absence of data."2 This lack of data has presented challenges for the SPOT program office when 
developing performance measures. The current performance measures are outlined in the 
following section. 

The SPOT program office maintains a database of all passengers referred for additional SPOT 
screening by BDOs. This database does not contain any personally identifiable information on 
the passengers, but instead captures the behaviors of the passengers that led to the additional 
screening, as well as the resolution of the screening process (no further action taken, law 
enforcement notification, law enforcement investigation, arrested, reason for arrest, etc.). The 
SPOT program office monitors this data on no less than a weekly basis. Situation reports are 
generated from this data and distributed to TSA senior leadership as well as to individual airports 
on a weekly basis. Airports are then able to monitor the performance of their BDOs based on the 
information in the situation reports. The SPOT program office also sends out the "successes" of 
the program to the SPOT airports to inform them of the type of activity occurring at the airports. 
A sampling of SPOT successes is provided in this report (See Appendix 1). TSA uses all these 
reports to measure the effectiveness of the program in meeting its goals and objectives. 

Additionally, TSA plans to migrate the SPOT database to TSA's Performance Management 
Information System (PMIS) in March 2010. Migrating the database will greatly enhance the 
SPOT program's capabilities. In its current configuration, only raw data can be gleaned from the 
SPOT database. Any manipulation of this data must be done manually. Under PMIS, data 
manipulation will be computerized and allow for more robust analyses. For example, we will be 
able to program trend analyses, better segregate data and create specific reports for certain data. 
We will be able to better track performance data at specific airports and categories of airports 
(threat or geographic location). 

C. Justification for Expansion of the Program 

The decision to expand SPOT nationwide to 161 of the Nation's highest-risk airports was one 
based on risk mitigation. TSA operates on a layered security approach, with the BDOs being one 
of the security layers. Each one of these layers alone is capable of stopping a terrorist attack. In 
combination, their security value is multiplied, creating a much stronger, formidable system. A 
terrorist who has to overcome multiple security layers in order to carry out an attack is more 
likely to be pre-empted, deterred or to fail. In addition, SPOT adds an additional measure of 

2 Mac Wade v. Kelly, 460 F.3d 260, 274 (2d Cir. 2006) ("The concept of deterrence need not be reduced to a quotient 
before a court may recognize a search program as effective. Indeed, expressing the phenomena in numeric terms 
often is impossib ause deterrence by definition results in an absence of data.") 

~~-~--" SECURITY INFORMATION 
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unpredictability, due to the fact they can be deployed almost anywhere and are not just confined 
to the footprint of the airport checkpoint. 

In FY 2007, TSA made the decision to further deploy the program beyond the pilot phase 
beginning, and ensured this was done in a risk-based manner. For the initial nationwide 
deployment in FY 2007, SPOT utilized the Current Airport Threat Assessment (CATA) list of 
the 40 airports identified as the most at risk for a terrorist attack. TSA successfully deployed 
SPOT programs at all of those airports by the end of FY 2007, to include all CAT X airports. 
The SPOT program was expanded in FY 2008, to include all CAT X, CAT I, CAT II and one 
CAT III airport (St. Croix). For the reporting period of FY 2009, over 97 percent of the flying 
public transited these airports (more than 500 million passengers alone transited CAT X and 
CAT I airports), all of which have a SPOT program. 

Additional BDO allocations have been required as new security programs and threats emerge. 
The initial BDO allocations during deployment of SPOT were to augment checkpoint security 
operations at the Nation's highest-risk airports. However, terrorists have demonstrated in recent 
years both a desire and ability to attack all modes of transportation. Examples include the 
Madrid train bombings of March 2004, the London bombings of July 2005 and the Glasgow 
Airport attack of 2007. Each of these attacks was focused on the transportation systems. Our 
Nation's transportation systems will continue to be a highly visible target for terrorists as well. 

Recognizing this threat and as specifically authorized in Section 1303 of the 9/11 Act, 6 U.S.C. § 
1112, TSA has developed Visible Intermodal Prevention and Response (VIPR) teams to augment 
security in any mode of transportation at many locations within the United States. These teams 
provide a security presence to deter, detect and prevent the carriage of explosives and any other 
items specified as threat items into a transportation access area or aboard a conveyance. 

BDOs are utilized for VIPR team operations. The BDO resources needed to conduct these 
operations have been deployed from the airports. TSA has allocated additional BDOs to conduct 
SPOT in support of these operations so that airport coverage is not sacrificed. 
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IV. Independent Oversight and DHS Response 

Beginning in May 2008, the Government Accountability Office (GAO) began conducting an 
audit of TSA's Behavior-Based Security Programs (GAO Engagement 440715) at the request of 
the Honorable John Mica, Ranking Member of the House Transportation and Infrastructure 
Committee. TSA has received two draft Statements of Facts and is currently awaiting a draft 
report. At this time, no final recommendations have been made to TSA as a result of this audit. 
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V. Conclusion 

TSA will continue to explore ways to establish the SPOT Program as the benchmark behavior 
detection and analysis program in the world. Initiatives such as the scientific validation of the 
program and ongoing participation and collaboration with our partners in the behavior analysis 
community will continue to allow TSA to make progress toward this goal. We will continue to 
seek additional guidance from leading experts in the scientific, academic and law enforcement 
communities as we further develop the program. 
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VI. Appendix: SPOT Successes 

4/1/08- MCO - BDO Referral Arrested and Found with Pipe Bomb-making Materials - At 
1220 hours on April 1, 2008, the Orlando Supervisory Transportation Security Officer reported 
that at 1210 hours, the BDO observed a passenger behaving suspiciously during the check-in 
process. The passenger presented his checked baggage to the Air Midwest Screening area and 
the BDOs referred the bags immediately for secondary screening. The BDOs continued 
observing the passenger and notified Orlando Police Department and the BAO. During checked 
baggage screenin the Transportation Security Officers (TSOs) detected suspicious items. 
During a ~b~(_:3(49 U.S.C. bag search the TSOs discovered a 6-volt battery, wires, 2 end cap pipes 
with holes in them, lighter fluid, and literature detailing how to build explosives. The passenger 
was monitored via closed circuit television and BDOs continued to observe him as LEOs 
responded. LEOs located and interviewed the passenger who stated he admitted to having 
suspicious items in his carry-on backpack. LEOs and the Assistant Federal Security Director
Law Enforcement (AFSD-LE) evacuated the public area including the sidewalk, the ticket 
counter, and the checked baggage area in the north side of Terminal A at Level 3 and established 
a 300-foot perimeter. Air Jamaica advised that the passenger had checked two bags on the flight. 
The second checked bag was located at the Air Midwest Screening area and, upon screening two 
bottles, a blue liqu· · ·covered. The two bottles were explosives trace detection screened 
and tested positive :

1

; ~

3.f4
~ As a precautionary measure, the Federal Security Director (FSD) 

dispatched BDOs throughout the terminals. TSA Certified K-9 teams were also patrolling the 
terminals. The Bomb Squad, the Federal Bureau of Investigation (FBI), and the Joint Terrorism 
Task Force responded. The Bomb Squad took possession of the passenger's carry-on bag and 
conducted a physical inspection. The items that were discovered consisted of an umbrella, a bag 
of chips, and a laptop computer. At 1509 hours, the passenger was cleared with negative 
findings, placed in a LEO vehicle, and placed in the custody of the FBI. At 1510 hours, the 
perimeter was reduced to allow the ticket counters and the North A sidewalk to resume 
operational. The FSD ordered rescreening of all the checked bags and conducted gate screening 
of the flight' s passengers. Inbound aircraft Air Jamaica 81 (Montego Bay-Orlando) was met by 
TSA Certified K-9s, Customs and Border Protection (CBP), and BDOs. A security sweep of the 
aircraft was conducted before and after the flight was catered with negative findings. During the 
boarding process for Air Jamaica 80, the Aviation Direct Access Screening Program team, the 
TSI, and BDOs were placed in the Jetway and around the gate area. At 1529 hours, the Deputy 
Federal Security Director authorized the reopening of the Air Midwest checked baggage area and 
the BAO took possession of all items. At 2335 hours on April 1 the Orlando AFSD-LE reported 
that the FBI arrested the passenger on a charge of Attempting to Introduce an Explosive or 
Incendiary Device on an Aircraft (US Code 49 Sec. 46505). 

DOR f IL. k dt T IP 'bl F d dl(b1(31:49U.S.C.ci114((1 I - - e erra m e o rave oss1 y un e , · · ~ · . 
~\

1_i?::,49 u.s.c. § - At 1038 hours on March 11, a Boston BDO reported that at 1005 hours, two 
US Airways passengers were referred to secondary screening due to suspicious behaviors. 

-, SECURITY INFORMATION 
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During secondary screening, both passengers' behaviors escalated to a threshold requiring a LEO 
intervention. TSOs notified Massachusetts State Police who responded and interviewed both 
passengers who did not give statements. Both passengers were allowed to continue on the flight, 
which did not incur a delay. There was no impact to airport operations or media attention. 
TSA's Office of Intelligence TSA-O1 conducted government and commercial database checks 
on one passenger to include: ~b_,ii,~\49 U.S.C. § National Crime Information Center (NCIC) 
wants/warrants/criminal histor Nat10nal Law Enforcement Telecommunications System 
(NLETS), :i: 1:31: 49 u.s.c. § 114 :ri and the Terrorist 
Identities Datamart Environment (TIDE) with negative results. :i: 1(31:49 U.S.C. § 114(r I 

(b 1(31:49 U.S.C. § 114(r1 

3/13/08 - FLL - BDO Referral Arrested for Possession of 209 Grams of Ecstasy Worth $2.5 
Million - At 0902 hours on March 13, 2008, a Fort Lauderdale Coordination Center Watch 
Officer reported that at 0656 hours, a BDO team referred a passenger to secondary screening due 
to suspicious behavior. During secondary screening, 209 grams of MDMA 
(Methylenedioxymethamphetamine) "Ecstasy" was discovered in the passenger's carry-on bag. 
Broward Sheriffs Office responded and arrested the passenger on a State charge of Trafficking 
MDMA. 

3/25/08- EWR-Two BDO Referrals Arrested as U.S. Army Deserters -At 1419 hours on 
March 25, 2008, a Newark BDO reported that at 1300 hours, two individuals were referred by 
BDOs for additional screening due to suspicious behavior. During secondary screening, both 
passengers admitted to being Army deserters. Newark Airport Police Department responded, 
arrested both passengers, and held them until the military police arrived to take them into 
custody. 

4/23/08 - HNL - Three BDO Referrals Arrested for Possession of a Large Amount of 
Undeclared Currency with Traces of Illegal Drugs - At 2130 hours on April 23, 2008, a 
Honolulu Screening Manager reported that at 0610 hours on April 22, three passengers were 
referred for additional screening by BDOs due to suspicious behavior they exhibited. During 
secondary screening, $124,250 was detected artfully concealed taped to the bodies of the 
passengers and concealed in their carry-on baggage. LEOs and the Drug Enforcement Agency 
(DEA) responded and interviewed all three passengers who did not give statements. LEOs with 
K-9s inspected the money and detected traces of illegal drugs. All three were detained by the 
DEA pending further investigation. 

7/22/08 - ONT - BDO Referrals Arrested on Multiple Charges - At 1540 hours on July 22, 
2008, an Ontario BDO reported that at 1430 hours, three individuals who were traveling together 
were referred to secondary screening by the BDO due to suspicious behavior. At the same time, 
three separate individuals who were also traveling together were referred to secondary screening 
by the BDO due to suspicious behavior. During secondary screening, all six individuals were 
discovered with suspected fraudulent ID cards. The ID cards were determined to be fraudulent 
by the BDO due to the lack of security markings. LEOs responded and conducted National 

------"fi!lot..,~SITIVE SECURITY INFORMATION 
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Crime Information Center (NCIC) checks, all with negative findings, and allowed the six 
individuals to continue. After being released and completing secondary screening, the first set of 
passengers walked out of the airport. ABDO followed them and made a second notification to 
LEOs. LEOs and CBP responded. The second set of passengers was also escorted back to ICE. 
CBP arrested all six selectees on a state charge of Fraudulent Identification. 

4/4/09 BDO Referral Results in Hospitalization of Individual at Boston (BOS) At 1536 hours 
on April 4, 2009, a Boston BDO reported that at 1517 hours, BDOs observed a passenger acting 
suspiciously while on the public side of Terminal B. Massachusetts State Police responded and 
interviewed the passenger who did not give a statement. LEOs conducted an NCIC check with 
positive results that the passenger is a Section-12 mental patient who had escaped McLean 
hospital. LEOs requested assistance from the Massachusetts Port Fire Rescue and Massachusetts 
General Hospital. Massachusetts General Hospital responded and took the passenger into 
protective custody. 

4/6/09 Passengers Arrested after BDO Referral at Kansas City (MCI) At 1844 hours on 
April 6, 2009, a Kansas City Coordination Center Officer reported that at 1807 hours, BDOs 
referred two passengers to LEOs due to suspicious behavior. The Midwest Ticket Agent 
reported that the two passengers appeared suspicious at the ticket counter after one of the 
passengers tried to change their scheduled flight~I: i:_I_:3_I:_4_9 _U_.s_._c_. §_11_4_:_n ___________ ~ 

L( b:..:.1;:(3~1:~4;..9..:U,r.S~. C~. ":'iciia111114Q( r"?1 ~:-:,:;-;:;7;~------'-........ ""-'-......,......_ ........ ..i.:u ........ """"""' ........ """-'......,,""""""' ...... '""""""""""...._,ct..U. ...... 1 tified 
(b 1(31:49 U.S.C. § 114(r1 

~\

11~::,49 u.s.c. § Kansas City Police responded at the checkpoint and interviewed the 
passengers. LEOs conducted an NCIC check, which revealed that both passengers were wanted 
on outstanding warrants for Kidnapping and Robbery. LEOs arrested the passengers on the 
Outstanding Warrants. 

05/04/09 Passengers Arrested After BDO Referral at San Juan At 1951 hours on May 4, 
2009, a San Juan BDO reported that at 1645 hours, BDOs referred two passengers to secondary 
screening due to suspicious behavior. One passenger did not have a valid government issued 
identification and presented the TDC with a learner's permit that had expired in 2003. TSA 
contacted the Identity Verification Coordination Center, who were able to verify the passenger's 
identity. During the IVCC process, both passengers' behavior escalated. The Puerto Rico Police 
responded and interviewed the passengers, but took no further action. The passengers missed the 
flight and were escorted into the public area. BDOs briefed undercover DEA agents, who 
conducted NCIC checks on the passengers, which revealed outstanding warrants related to drugs. 
DEA and BDOs located the passengers in a fast-food restaurant. DEA arrested the passengers on 
state charges for the outstanding warrants. 

" SECURITY INFORMATION 
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To transmit a report and data to Congress regarding the Transportation Security 
Administration's Screening of Passengers by Observation Techniques (SPOT) program 
as required by the DHS Appropriations Act. 20 JO. PL. 111-83. 

Discussion 

This report provides a background of the SPOT program, from inception to current state. 
and explains how the program provides an additional layer of security vital to the 
successful protection of the Nation's transportation systems. and supports the DHS 
mi1Slon to "prevent and deter terrorist attacks and protect against and respond to threat,; 
and hanrds to the nation .... ., This report also diseusses the current and future initiatives 
designed to eombat the above threats of terrorism. 
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Please clear the attached report for the Department of Homeland Seeurity to deliver to the 
Chairmen and Ranking Members of the Senate and House Appropriations Subcommittees 
on Homeland Security. 
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Message from the Acting Administrator 

May 10, 2010 

I am pleased to present the following report "Air Cargo Screening Statistics" prepared by the 
Transportation Security Administration (TSA). 

This report is required by Section 514 of the Fiscal Year 2010 Department of Homeland Security 
Appropriations Act (P.L. 111-83), which specifically requires TSA to submit screening statistics 
to Congress on a quarterly basis. P.L. 111-83 also requires TSA to report the amount of cargo 
screened at each airport by each passenger air carrier. Statistics included in this report are 
derived from data reported by the air carriers in the months of October, November and December 
2009. 

Section 1602 of the Implementing Recommendations of the 9/ 11 Commission Act of 2007 
(P.L. 110-53) mandates that 50 percent of cargo placed on passenger aircraft is screened not later 
than February 3, 2009, and that 100 percent of cargo placed on passenger aircraft is screened not 
later than August 3, 2010. TSA is pleased to report that the February 2009 SO-percent screening 
mandate has been met. 

Pursuant to congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Robert C. Byrd 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 
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SENSITIVE SECURITY TNFORA4ATION. 

Inquiries relating to this report may be directed to me at (571) 227~or to the Department's 
Deputy Chief Financial Officer, Peggy Sherry, at rb}(5} I 

SENSI 

Sincerely yours, 

Gale D. Rossides 
Acting Administrator 
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Executive Summary 

This document constitutes the Transportation Security Administration's (TSA's) submission of 
the congressional requirement for air cargo screening statistics as required in the Fiscal Year 
(FY) 2010 Department of Homeland Security Appropriations Act (P.L. 111-83). 

The First Quarter FY 2010 air cargo screening report includes a variety of statistics that 
identify the volume of air cargo accepted and screened, as reported by passenger air carriers 
and evaluated by TSA. Specifically, the report summarizes the following information: 

I) Air cargo screening statistics from regulated domestic and foreign air carriers. This 
information encompasses all data, figures and diagrams for the months of October, 
November and December 2009. Specifically, the data focus on cargo uplifted on 
flights originating within the United States and its territories and cargo uplifted on 
inbound flights originating outside the United States and its territories. The total 
percentage of cargo screened on flights originating within the United States during this 
reporting period is 64 percent by weight and 75 percent by Master Air Way Bill 
(MAWB). 

2) Air cargo screening statistics relating to Indirect Air Carriers (IACs), shippers and 
other entities certified by TSA to screen cargo for uplift on domestic passenger flights. 
These Certified Cargo Screening Facilities (CCSF) report cargo screening data to TSA 
pursuant to their program requirements. During this period, 337 CCSF-IACs were 
required for screening. The weight screened by CCSF-IACs was 194,258,754 pounds, 
while the number of MA WB screened during this period was 119,138. 

3) Inbound cargo screening statistics from international last point of departure flights to the 
United States. TSA currently uses an analysis of historical data from the Bureau of 
Transportation Statistics (BTS) to estimate this statistic. Since BTS data lag significantly 
behind the reporting period, TSA uses data from the same period of the previous calendar 
year. The BTS data provide insight into the amount of cargo entering the United States 
aboard passenger aircraft by weight. During this period in 2008, BTS data reported that 
385,217,772 pounds of cargo were transported on International LPD flights inbound to 
the United States. The percentage of weight screened on these flights was estimated to be 
55 percent during this period. 
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I. Legislative Language 

The Transportation Security Administration (TSA) respectfully submits the First Quarter Air 
Cargo Screening Sta tis tics report pursuant to the language set forth in the Fiscal Year (FY) 2010 
Department of Homeland Security (DHS) Appropriations Act (P.L. 111-83), which states: 

Not later than 45 days after the end of each quarter, the Assistant Secretary shall submit 
to the Committees on Appropriations of the Senate and the House of Representatives a 
report on air cargo inspection statistics by airport and air carrier detailing the incremental 
progress being made to meet the requirement of section 4490l(g)(2)(B) of title 49, 
United States Code. 
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II. Background 

The FY 2007 DHS Appropriations Act (P.L. 109-295), signed on October 4, 2006, states: 
" ... TSA shall report air cargo screening statistics quarterly to the committees on Appropriations 
of the Senate and the House of Representatives, by airport and passenger air carrier .... " The 
reporting requirement is continued in P.L. 111-83. 

To implement the congressional mandate, TSA has issued a series of Security Directives, 
Emergency Amendments and updates to air carrier security programs requiring air carriers to 
submit cargo statistics on a monthly basis. The statistics derived from these submissions are the 
basis for TSA' s report to the Congress. In addition to the recent SO-percent cargo screening 
requirement, TSA has further secured the air cargo environment by requiring the screening of 
100 percent of cargo placed on passenger aircraft at smaller commercial Category II-IV airports 
throughout the United States and its territories. TSA has also mandated 100-percent screening of 
cargo identified as elevated risk within the U.S. air cargo supply chain and required that sensitive 
cargo be subject to alternative security measures. In October 2008, TSA mandated the screening 
of 100 percent of cargo placed on narrow body aircraft departing from the United States and its 
territories' airports. 
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III. TSA Air Cargo Screening Statistics Report 

A. Ql FY 2010 Screening Summary 

Pursuant to the reporting requirement set forth in Section 514(b ), of P.L. 111-83, TSA hereby 
submits air cargo screening data for the first quarter of FY 2010. 

Cargo Uplifted on Flights Originating Within the United States and Territories 

Month % Cargo Screened by Weight 
% Cargo Screened by Shipment 

(MAWB)* 

October 2009 62% 77% 

November 2009 65% 76% 

December 2009 64% 73% 

Ql FY 2010 Total 64% 75% 

Q4 FY 2009 
62% 77% 

Total 
Q3 FY 2009 

62% 77% 
Total 

*Master Air Way Bill 

Cargo Uplifted on Inbound Flights Originating Out~ide the United States and Territories1 

Month Weight Tendered (lbs) Weight Screened (lbs) Percentage of Pounds 
Screened 

October 2008 260,802,770 141,628,806 54% 

November 2008 242,854,446 132,155,966 54% 

December 2008 202,791,338 111,433,001 55% 

Ql FY 2008 
706,448,554 385,217,772 55% 

Total 
Q4 FY 2008 

788,120,607 437,522,032 56% 
Total 

Q3 FY 2008 
812,832,871 437,135,008 54% 

Total 

1 2(Xl8 air carrier reporting data from Bureau of Tran,portation S!a!i,tic, (BTS). FY 20JO fir,t quarter data will no! be available un!il June 20JO. 
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B. Domestic Air Carrier Statistics - All Airports 

Air carriers, operating domestically, reported cargo screening data to TSA pursuant to their 
security programs. An analysis of this data verifies that the February 2009 SO-percent screening 
mandate has been achieved and sustained. A summary of these statistics follows. 

Cargo Uplifted on Flights Originating Within the United States and Territories 

Month 
#ofMAWB Weight #ofMAWB Weight Screened 

Uplifted Uplifted (lbs) Screened (lbs) 

October 2009 488,634 259,047,920 376,247 161,369,718 

November 2009 447,554 240,491,902 341,633 155,336,241 

December 2009 417,669 254,560,607 306,561 163,643,376 

Ql FY 2010 
1,353,857 754,100,429 1,024,441 480,349,335 

Total* 

Q4 FY 2009 Total 1,426,198 7 17,718,465 1,095,078 442,243,059 

Q3 FY 2009 Total 1,405,295 662,905,248 1,086,568 410,937,786 

*Ql FY 2010: 76 percent of MA WB screened; 64 percent of weight screened. 

(b 1(31:49 U.S.C. § 114(r1 
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C. Domestic Certified Cargo Screening Program (CCSP) 

Indirect Air Carriers (IAC), shippers and other entities screening cargo for uplift on domestic 
passenger flights as Certified Cargo Screening Facilities (CCSFs) also reported cargo screening 
data to TSA pursuant to their program/order requirements. A summary of this data appears 
below. These numbers are included in cargo data reported by air carriers. 

CCSF-IAC Shipments Uplifted on Flights Originating Within the United States and 
Territories2 

# of IA Cs 
Month Required to # of MA WB Screened Weight Screened (lbs) 

Screen3 

October 2009 305 40,878 61,626,815 

November 2009 328 38,175 61,431,179 

December 2009 337 40,085 71,200,760 

Ql FY 2010 Ending 337 119,138 194,258,754 

Q4 FY 2009 Total 322 117,897 159,576,711 

Q3 FY 2009 Total 226 80,184 99,812,939 

CCSF (Non-IAC) Shipments Uplifted on Flights Originating Within the United States and 
Territories4 

# of Non-IA Cs # of House Air 
Weight Screened 

Month 
Required to Screen5 Way Bills 

(lbs) 
Screened 

October 2009 91 14,179 3,581,877 

November 2009 105 11,786 3,574,596 

December 2009 118 19,502 4,241,307 

Qt FY 2010 Ending 118 45,467 11,397,780 

Q4 FY 2009Total 92 23,070 7,124,155 

Q3 FY 2009Total 43 31,922 6,308,067 

'These data are included in cargo data reponed by air carriers. 
'!AC, mu,t screen 90 days after certification. The darn collected for the# ofCCSF IA Cs Required ro Screen in this table are per CCSF facility . 
., These data arc included in cargo data rcponcd by air carriers. 
' Non-Ii\C CCSFs must screen 90 days alicr certification. The data collcc!cd for the # of CCSF (Non-IA Cs) Required lo S,-ree11 in this table arc 
per CCSF facility. 
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D. International Last Point of Departure Screened Cargo 

International Inbound (Last Point of Departure into the United States)6 

Month Weight Tendered (lbs) Weight Screened (lbs) Percentage of Pounds 
Screened 

October 2008 260,802,770 141,628,806 54% 

November 2008 242,854,446 132,155,966 54% 

December 2008 202,791,338 111,433,001 55% 

Ql FY 2010 706,448,554 385,217,772 55% 

Q4FY 2009 
788,120,607 437,522,032 56% 

Total 
Q3FY 2009 

812,832,871 437,135,008 54% 
Total 

Historically, air carriers were not required to report cargo screening data for flights entering the 
United States from an international last point of departure (LPD). Nonetheless, an analysis of 
historical data from the Bureau of Transportation Statistics (BTS) indicates that more than 
50 percent of cargo entering the United States from international LPDs is screened prior to uplift. 
BTS data provide insight into the amount of cargo entering the United States aboard passenger 
aircraft by weight. 

TSA has calculated an estimated percentage of screened inbound cargo by LPD country. The 
estimated percentages assigned to individual countries are based on data from several sources, 
including TSA international cargo inspectors, TSA Representatives and discussions with foreign 
government officials. 

BTS statistics from October, November and December 2008 indicate that approximately 
706,448,554 pounds of air cargo entered the United States aboard passenger aircraft. It is 
estimated that approximately 385,217,772 pounds (55 percent) of total cargo were screened prior 
to uplift from its LPD country. 

TSA is in the process of addressing data points that are currently unavailable, and is preparing to 
require cargo screening reporting from air carriers at international LPDs beginning in spring 
2010. TSA is also working with the U.S. Customs and Border Protection to gain access to real-

6 
2008 air carrier reporting data from BTS. First Quarter FY 2010 data will not be available until June 2010. 
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time inbound cargo data. Coupled with screening reporting data, TSA will have increasingly 
reliable information on international inbound air cargo in the future. 
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October, November and December 2008 Screening Statistics for LPD flights7 

Volume (lbs) 
Of the approximately 706 million pounds of 
of air cargo entering the United States, 55 % 
was 
screened by weight 

Number of Countries 
92 countries were LPD for inbound air cargo 

7 2008 a ir carrier reporting data from BTS . FY 20 IO first quarter data will not be available unt il June 2010. 
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IV. Appendices 
A. Cargo Screening Data by Cat X, I and Air Carrier 

Cat X, I Compliance Total Uplifted Total Screened %Total Screened 

#MAWB 1,281,771 985,025 76.9% 

Cargo Weight (LBS) 748,374,001 477,612,500 63.8% 

BY AIRPORT CATEGORY X,I AND AIR CARRIERS 

TSA CARGO SCREENING RESULTS ON SO, 100% REPORTING BY PASSENGER AIR CARRIERS 

Reporting Period: FY2010-Q1 

Data included in report by carriers submitting usable data to TSA. 

MAWB Screened= MAWB Screened at 100% + (MAWB Screened at 50% x 0.5) 

LBS Screened= Pounds of MAWB Screened at 100% + (Pounds of MAWB Screened at 50% x 0.5) 

Sorted by cargo weight (Lbs) uplifted and view of the top 5 airports and top S carriers at those stations with subtotals displayed. 

Airport MAWB Scre,ened LBS Screened 
MAWBs 

LBS Screened TotalMAWB Total LBS %0/MAWB % Of LBS 
Airport Name Carrier Name Total MAWB Uplifted Total LBS Uplifted Sa-eened 

Code at 100% at 100% 
at 50% 

at SO% Screened Screened Sc:.-eeoed Sc.-eeoed 

Grand 

Total 1,281.771 748.374,001 96S.771 441,llZ,410 38,S08 7Z,S80,l79 98S,02S 477.612,SOO 76.8S% 63.82% 
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B. Percentage of Total Inbound International Passenger Cargo Screened First Quarter FY 2008 

October, November, December 2008 Ill 
% of TOTAL Inbound PAX Cargo Screened 

Oct 2008 
Inbound Oct 2008 

Screened PAX Screened 
(%) Country Cargo (lbs) (lbs) 

(b 1(31:49 U.S.C. § 114(r1 

Nov2008 Dec 2008 
Inbound Nov2008 Inbound 

PAX Cargo Screened PAX Cargo 
(lbs) (lbs) (lbs) 
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Dec 2008 Ql Inbound Ql 
Screened PAX Cargo Screened 

(lbs) (lbs) (lbs) 
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Message from the Administrator 

November 10, 2010 

I am pleased to present the following report, "Air Cargo Screening 
Statistics," which was prepared by the Transportation Secw-ity 
Administration (TSA). 

This report was compiled pursuant to Section 514 of the Fiscal Year 
2010 Department of Homeland Security Appropriations Act 
(P.L. 111-83), which specifically requires TSA to submit screening 
statistics to Congress every quarter. P .L. 111-83 also requires TSA to 
report the amount of cargo that each passenger air carrier screened at 
each airport. Statistics included in this report are derived from data 
that air carriers reported in April, May and June 2010. 

Section 1602 of the Implementing Recommendations of the 9/11 
Commission Act of 2007 (P.L.110-53) mandates that 50 percent of cargo placed on passenger 
aircraft be screened not later than February 3, 2009, and that 100 percent of cargo placed on 
passenger aircraft be screened not later than August 3, 2010. TSA is pleased to report that the 
February 2009 50-percent screening mandate has been achieved and sustained. 

Pursuant to congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Frank R. Lautenberg 
Interim Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

URITY INFORMATION 

WARNING: This record conta ins Sensitive Security 1nfonnation that is controlled under 49 CFR parts · of th is record may 
be disclosed to persons without a "need to know", as defined in 49 CFR parts I 5 and I 520, except with the written permission o 
Administrator of the Transportation Securi ty Administration or the Secretary of Transportation. nauthorized release may result in civil penalty 
or other action. For U.S. government agencies, ublic d isclosure is governed b 5 U.S.C. 552 and 49 CFR arts 15 and I 520. 
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Inquiries relating to this report may be directed to me at (571) 227 (bH6l or to the Department's 
Deputy Chief Financial Officer, Peggy Sherry, at b}(6} 

Sincerely yours, 

John S. Pistole 
Administrator 

URITY INFORMATION 

\lAN;\.'J,\'(;: Thi, 1·c,ord rnnlains Scnsitiv~ S~curity lnfornrnlion rhar is controlkd Hn(kr 4') CFI< pans IS and I.~ · ... ,rd may 
be disclo,,·d l0 pcr,011, without a ··1w,·d l0 kn0\\··, :i, defined in 49 lTR part, 15 and 1520. except with the wrillcn 1wnni,;sion 0ftlw 
Admi11i,trator of the Trnn,portation Security Admini,trntion or tile Secretary of Trn,isportatio,1. Lnauthori/cd release may result in civil pc,ialty 
or other actio11. !'or L.S. govcrnmclll agencies. ,ublic disclosure is gon,rncd by 5 \.I.S.C 552 and 49 (TR pan, 15 and 1520. 
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Executive Summary 

This document is the Transportation Security Administration's (TSA's) submission of the 
congressional requirement for air cargo screening statistics, as required by the Fiscal Year 
(FY) 2010 Department of Homeland Security Appropriations Act (P.L. 111-83). 

The Third Quarter FY 2010 air cargo screening report includes a variety of statistics that 
identify the volume of air cargo accepted and screened, as reported by passenger air carriers 
and evaluated by TSA. Specifically, the report summarizes the following information: 

1) Air cargo screening statistics from regulated domestic and foreign air carriers. This 
information encompasses all data, figures and diagrams for the months of April, May 
and June 2010. Specifically, the data focus on cargo uplifted on flights originating 
within the United States/territories and cargo uplifted on inbound flights originating 
outside the United States/territories. The total percentage of cargo screened on flights 
originating within the United States during this reporting period is 78 percent by 
weight and 79 percent by Master Air Way Bill (MAWB). 

2) Air cargo screening statistics relating to Indirect Air Carriers (IACs), shippers and 
other entities certified by TSA to screen cargo for uplift on domestic passenger flights. 
These Certified Cargo Screening Facilities (CCSFs) report cargo screening data to 
TSA pursuant to their program requirements. During this period, 391 CCSF-IACs 
were required to screen. The total weight screened by CCSF-IACs was 308,120,685 
pounds, while the total number ofMAWBs screened during this period was 178,457. 

3) Inbound cargo screening statistics from international last point of departure (LPD) flights 
to the United States. TSA currently uses an analysis of historical data from the Bureau of 
Transportation Statistics (BTS) to estimate this statistic. Because BTS data lag 
significantly behind the reporting period, TSA uses data from the same period of the 
previous calendar year. The BTS data provide insight into the amount of cargo entering 
the United States aboard passenger aircraft by weight. TSA used the amount of cargo 
tendered by pounds from 2009 BTS data for April, May and June as a proxy for this 
reporting period and used these data to estimate the amount of pounds screened to obtain 
the overall percentage for this reporting period. During this period in 2009, BTS data 
reported that 401,057,807 pounds of cargo was transported on international LPD flights 
inbound to the United States. The percentage of weight screened on these flights was 
estimated to be 60 percent during this period. 

URITY INFORlVIATION 

\lAN;\.'J,\'(;: Thi, rc,ord rnnlains Scnsitiv~ S~curity lnfornrnlion That is cnntrolkd Hn(kr 4') CFI, pans IS a11e , ~ . ·' ·ord may 
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Admi11i,tra1or or the Trnnsporlalion Security Admini,trnlion or tile Secretary of Trn,isponation. Lm1uthori/cd release may resull '" civil pc,mlly 
or ollier action. !'or L.S. govcrnmelll agencies. )ublic disclosure is governed by 5 \.I.S.C 552 and 49 (TR art, 15 ,md l 520. 
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I. Legislative Language 

This document responds to language set forth in the Fiscal Year (FY) 2010 Department of 
Homeland Security (DHS) Appropriations Act (P.L 111-83), which states: 

Not later than 45 days after the end of each quarter, the Assistant Secretary shall submit 
to the Committees on Appropriations of the Senate and the House of Representatives a 
report on air cargo inspection statistics by airport and air carrier detailing the incremental 
progress being made to meet the requirement of section 4490l(g)(2)(B) of title 49, 
United States Code. 

\lAN1\-'J..V(;: Thi, ,·c,ord rnnlains Scnsitiv~ s~curity lnfornrnlion rhat is nmtrolkd 11n(kr 4') CFI< pa l I S211. \Jo pa,1 oflhi, rc,ord may 
bc di,,·lo,~d lo p~rson, wilho11t a ··nwd lo know". ,H rkhncd in ,'J.L) CFR p,irls IS and I S211. ~~,cpl with th~ wn i.ssiun of lhc 
Admirnstra10r uf tlw Trnnsponatiun Sccumy Adminisrnnion or the S,·ncwry of Tran,pon:nion. L:nautlwri1cd rd,·asc nrny ~- civil 1wnaily 
or ollicr action. !'or L.S. govcrnmclll agencies. )ublic disclosure is governed by 5 \.I.S.C 552 and 49 (TR art, 15 ,md 1520. 
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II. Background 

The FY 2007 DHS Appropriations Act (P.L. 109-295), signed on October 4, 2006, states that the 
Transportation Security Administration (TSA) " ... shall report air cargo screening statistics 
quarterly to the committees on Appropriations of the Senate and the House of Representatives, 
by airport and passenger air carrier ... " The reporting requirement is continued in P.L. 111-83. 

To implement the congressional mandate, TSA has updated the air carrier security programs to 
require air carriers to submit cargo statistics monthly. The statistics derived from these 
submissions are the basis for TSA 's report to Congress. In addition to the February 2009 
SO-percent cargo screening requirement, TSA has further secured the air cargo environment by 
requiring the screening of 100 percent of cargo placed on passenger aircraft at smaller 
commercial Category II-IV airports throughout the United States and its territories. TSA has 
also mandated 100-percent screening of cargo identified as elevated risk within the U.S. air cargo 
supply chain and required that sensitive cargo be subject to alternative security measures. In 
October 2008, TSA mandated the screening of 100 percent of cargo placed on narrow-body 
aircraft departing from the United States and its territory airports. 

\lAN;\-'J..V(;: Thi, rc,ord rnnlains Scnsitiv~ S~curity lnfornrnlion That is nmtrolkd 11n(kr 4' , and I S211. \Jo pa,1 oflhi, rc,ord may 
bc di,,·lo,~d lo p~rson, wilho111 a ··nwd lo know". ,H rkhncd in ,'J.L) CFR r,irls IS and I S211. ~~,cpl with t 1~ , rni.ssiun of lhc 
Admirnstra10r uf tlw Trnnsponatiun Sccumy Adminisrnnion or the S,·ncwry of Tran,pon:nion. L:nautlwri1cd td,·asc nrn_. civil 1wnaily 
or ollicr action. !'or L.S. govcrn,nc:,m agencies. )ublic disclosure is governed by 5 \.I.S.C 552 and 49 (TR art, 15 ,md 1520. 
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III. TSAAir Cargo Screening Statistics Report 

A. Third Quarter FY 2010 Screening Summary 

Pursuant to the reporting requirement set forth in Section 514(b) of P.L. 111-83, TSA hereby 
submits air cargo screening data for the third quarter of FY 2010. 

Cargo Uplifted on Flights Originating Within the United States and Territories 

% Cargo Screened by 
Month % Cargo Screened by Weight Shipment (MAWB*) 

April 2010 70% 77% 
May 2010 83% 81% 
June 2010 82% 79% 

3rd Quarter FY 2010 Total 78% 79% 
2nd Quarter FY 2010 Total 66% 75% 

*MA WB = Master Air Way Bill 

Cargo Uplifted on Inbound Flights Originating Outside the United States and Territories 

Weight Tendered Weight Screened Percentage of 
Month (lbs) 1 (lbs)2 Pounds Screened 3 

April 2010 212,838,721 116,668,104 55% 
May 2010 223,444,250 139,544,054 62% 
June 2010 232,086,877 144,845,650 62% 

3rd Quarter FY 2010 Total4 668,369,848 401,057,807 60% 

2nd Quarter FY 20105 Total 596,936,224 332,303,307 56% 

B. Domestic Air Carrier Statistics -All Airports 

Air carriers operating domestically reported cargo screening data to TSA, pursuant to their 
security programs. Analysis of April data verifies that the February 2009 SO-percent screening 
mandate has been achieved. Analysis of May and June data verifies the May 2010 75-percent 
screening mandate has been achieved and sustained. A summary of these statistics follows. 

1 ISA used 2009 BTS actual data for Weight Te1ulerul as a proxy for April, May and June 2010. 
1 ISA used 2009 BTS actual data to estimate Weight Screened for April, May and June 20 I 0. 
3 ISA used 2009 BTS actual data to estimate Percentage of Pounds Screened for April, May and June 20 I 0. 
4 ISA used an estimate for the Third Quarter (03) FY 2010 data based on BTS Q3 FY 2009 actual data. 
5 ISA used an estimate for Second Quarter (Q2) FY 2010 data based on BIS Q2 FY 2009 actual data. 

VE SECURITY INFORMATION 

\lAR;\'J..V(;: Thi, rc,ord rnnlains Scnsitiv~ S~curity lnfornrnlion That is nmtrolkd 11n(kr ,211. \Jo p:u1 oflhis rc,ord may 
b~ di,,-lo,~d lo p~rson, wilho11t a ··nwd lo know". ,1., rkh11~d in ,'J.LJ CFR p,irls IS and I S211. ~~<:~pl with th~ wrillc11 pen 
Admirnstra10r uf tlw Trnnsponatiun Sccumy Adminisrnnion 01 the S,·ncwry of Tran,pon:nion. L:nautlwri1cd td,·asc nrny rc,uil in civil 1wna , 
or ollicr action. !'or L.S. govcrn,nc:,m agencies. public disclosure is governed by 5 \.I.S.C 552 and 49 (TR art, 15 ,md 1520. 
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Cargo Uplifted on Flights Originating Within the United States and Territories6 

Month 
#ofMAWB Weight #ofMAWB Weight Screened 

Uplifted Uplifted (lbs) Screened (lbs) 
April 2010 410,875 253,643,010 318,346 176,321,998 
May 2010 466,629 289,272,858 379,509 240,423,341 
June 2010 461,419 282,516,493 365,667 230,959,085 

3rd Quarter 
1,338,923 825,432,361 1,063,522 647,704,424 

FY 2010 Total 
2nd Quarter 

1,155,959 744,906,100 869,088 493,424,093 
FY 2010 Total 

Third Quarter FY 2010 
79 percent of Master Air Way Bill (MAWB) screened 

78 percent of weight screened 

Cargo Screening Distribution for April, May and June 2010 
(b 1(31:49 U.S.C. § 114(r1 

C. Domestic Certified Cargo Screening Program 

Indirect Air Carriers (IAC), shippers and other entities screening cargo for uplift on domestic 
passenger flights as Certified Cargo Screening Facilities (CCSFs) also reported cargo screening 

6 These data include screening from Category X, I, II, Ill and IV airports. 

IVE SECURITY INFORMATION 

\lAR1\.'J..V(;: Thi, rc,ord rnnlains Scnsitiv~ s~curity lnfornrnlion rhat is nmtrolkr 11, · ns 15 and I 5211. \Jo pa,1 oflhi, rc,ord may 
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data to TSA, pursuant to their program/order requirements. A table summarizing the data 
follows. These numbers are included in cargo data reported by air carriers. 

CCSF-IAC Shipments Uplifted on Flights Originating Within the United States and 
Territories 7 

Month 
# of IA Cs Required #ofMAWB Weight Screened 

to Screen8 Screened (lbs) 
April 2010 380 48,656 77,212,796 
May 2010 382 62,929 106,961,669 
June 2010 391 66,872 123,946,220 

3rd Quarter FY 2010 Total 391 178,457 308,120,685 
2nd Quarter FY 2010 Total 374 142,074 226,039,556 

CCSF (Non-IAC) Shipments Uplifted on Flights Originating Within the United States and 
Territories9 

Month 
# of Non-IA Cs # of House Air Way Weight Screened 

Required to Screen 10 Bills Screened (lbs) 
April 2010 161 27,538 6,521,112 
May 2010 182 39,656 8,509,948 
June 2010 209 51,438 11,914,341 

3rd Quarter 
209 118,632 26,945,401 

FY 2010 Total 
2nd Quarter 

155 77,421 13,468,743 
FY 2010 Total 

7 
T11ese data are included in cargo data reported by air carriers. 

8 IACs must screen 90 days after certification. The data n11lected for the# of CCSF IA Cs Required to Screen in this table are per 
CCSF facility. The# o{IACs Required to Screen is a total population figure that includes the previous month's total. The Third 
Quarter FY 2010 Total is the total population for the quarter, not a sum of the 3 months in the quarter. 
9 T11ese data are included in cargo data reported by air carriers. 
10 Non-lAC CCSFs must screen 90 days after certification. The data collected for the# of CCSF (Non-lAC.,) Required to Screen 
in this table is per CCSF facility. The # of Non-IA Cs Required to Screen is a total population figure that includes the previous 
month's total. The Third Quarter FY 2010 Total is the total population for the quarter. not a sum of the 3 months in the quarter. 

SECURITY INFORMATION 
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D. International Last Point of Departure Screened Cargo 

International Inbound (Last Point of Departure into the United States) 

Month 
Weight Tendered Weight Screened Percentage of 

(lbs) 11 (lbs) 12 Pounds Screened 13 

April 2010 212,838,721 116,668,104 55% 
May 2010 223,444,250 139,544,054 62% 

June 2010 232,086,877 144,845,650 62% 
3rd Quarter FY 2010 14 668,369,848 401,057,807 60% 
2nd Quarter FY 2010 15 596,936,224 332,303,307 56% 

Historically, air carriers were not required to report cargo screening data for flights entering the 
United States from an international last point of departure (LPD). Nonetheless, an analysis of 
historical data from the Bureau of Transportation Statistics (BTS) indicates that 60 percent of 
cargo entering the United States from international LPDs is screened before takeoff. BTS data 
provide insight into the amount of cargo entering the United States aboard passenger aircraft by 
weight. 

TSA has calculated an estimated percentage of screened inbound cargo by LPD country. The 
estimated percentages assigned to individual countries are based on data from several sources 
including TSA international cargo inspectors, TSA representatives and discussions with foreign 
government officials. 

BTS statistics from April, May and June 2009 indicate that approximately 668,369,848 pounds 
of air cargo entered the United States aboard passenger aircraft. It is estimated that 
approximately 401,057,807 pounds (60 percent) of total cargo were screened before uplift from 
its LPD country. 

TSA has updated security programs that, effective May 2010, require air carriers at international 
LPDs to begin reporting screened cargo. However, because TSA does not have a complete 
quarter of actual data, and the data collected from air carriers showed quality inconsistencies 
often seen with new data reporting requirements, TSA is using BTS data for the entire reporting 
period. 

11 TSA used 2009 BTS actual data for Weight Tendered as a proxy for April, May and June 20 l 0. 
12 TSA used 2009 BTS actual data to estimate Weight Screenul for April. May and June 2010. 
13 TSA used 2009 BTS actual data to estimate Percentage of Pounds Screenul for April. May and June 20 l 0. 
14 TSA used an estimate for Third Quarter (03) FY 2010 data based on BTS Q3 FY 2009 actual data. 
15 TSA used an estimate for Second Quarter (Q2) FY 2010 data based on BTS Q2 FY 2009 actual data. 

SECURITY INFORMATION 
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April, May and June 2009 Screening Statistics for LPD flights 16 

Volume (lbs)11 

01' the approximately 668 million 
pounds of air cargo entering the 
United States, 60 percent was 
screened by weight. 

Screened 

at 100% 
36% 

Number of Countries 
Ninety-two countries were LPDs for 
inbound air cargo. 

16 Based on Third Quarter FY 2009 air carrier reporting data from BTS 
17 On the basis of increased screening requirements, TSA estimated a 32-percent baseline for screening percentage 
in May and June 2009 BTS data. 

VE SECURITY INFORMATION 

WARNING: This record contains Sensitive Security Infon11ation that is controlled under 49 o part of this record may 
be disclosed to persons without a "need to know", as defined in 49 CFR parts IS and l 520, except with the " 'Ti tten pernn ss 
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IV. Appendices 

A. Cargo Screening Data by Category X, I and Air Carrier18 

CATEGORY X & I Total 
Compliance Total Uplifted Screened 

#ofMAWB 1,257,362 1,013,467 

Cargo Weight (lbs) 805,596,450 630,479,347 

BY AIRPORT CATEGORY X, I AND AIR CARRIERS 
TSA CARGO SCREENING RESULTS ON 100-PERCENT REPORTING BY PASSENGER AIR CARRIERS 

Reporting Period: FY 2010 Third Quarter 
Data included in report by carriers submitting usable data to TSA. 

* MAWB = Master Air Way Bills 

April 1lata were calculated 011 the basis of requirement to screen 50 percem of cargo placed 011 passenger aircraft effective on February 1, 2009. 
**MAWB Screened= MAWB Screened at 100 percent+ (MAWB Screened at 50 percent x 0.5) 
* * lbs Screened = Pounds of MA WB Screened at 100 percent + (Pounds of MA WB Screened at 5 0 percent x O. 5) 

May and June data was calculated on the basis o_f requirement to screen 75 percent o_f cargo placed on passenger aircraft effective on May I, 2010. 
* * MA WB Screened = MA WB Screened at 100 percent + (MA WB Screened at 7 5 percent x O. 7 5) 
* * lbs Screened = Pounds of MA WB Screened at 100 percent + (Pounds of MA WB Screened at 7 5 percent x O. 7 5). 

% of Total 
Screened 

80.6% 

78.3% 

18 The data in this table represent screening al Category X and Category I airporh only, while data in the Cargo Uplified 011 Flights Origi11ating Within the United State.v and Territories table on page 4 represent 
screening data at all airports. 
* Figures in this chart have been rounded; therefore, colLunn totals may not equal the s11m of the n11mbcrs displayed in each column. 

E SECURITY INFORMATION 

\VARN/NG: This r~n,rd ,0111-1i11s S~nsiliH s~cnrity l111i.mni1li(111 th,11 i., conlrolkd u11dcr •N "''ll. Iv, p,in ol'rhis r~n,rd may 
be disclosed to pcrso11s without ,1 ··1wcd to ~now"", a, dclincd in 4'1 Cl'R pans 15 ,md 1520. cx,-cpt with the wri11c111wrm ,. 
,\dmini,mllor oi"the Trnn,ponmion Security Admini,trntio,1 or lilc Secrctury oi"Tran,portc1lion. l,'nauthoriHd rekusc nrny result in civil pcna ty 
or other action. For l.'.S. government agencies. public disclosure is governed by 5 L.S.C. 552 and 4'! CFR pan, 15 aml 15~0. 
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Airport 
Code Airport Name 

Grand 
Total* 

(b 1(31:49 U.S.C. § 114(r1 

8Bl>J:81TIVB SECURITY 11>,FORP.IATION 

Summary of Third Quarter Data* 
MAWB l'ouuds 

*Total Total MAWB Pounds Scrffned Scrffned **Total **Total 
MAWB Pounds Scrt;t,ned Screened at at SO% at SO% MAWB Pounds 

Carrier Name Uplifted Uplifted atto0% 100% (75%} (75%} Screened Screened 

1,257,362 805,596,450 999,619 609 ,82 I ,55 8 21,945 33,461,071 1,013,467 630,479,347 

Dara 

VE SECURITY INFORMATION 

\VARN ING: This r,n>rd ,0111-1i11s S,nsiliH S~cnrity l111i.mni1li(111 th,11 i., ,onlrolkrl under ,J'J CFR p;1r1s 15 ,111( _ _ · I rnav 
be disclosed to pcrso11s without ,1 ··1wcd to ~now", a, dclincd in 4'1 Cl'R pans 15 ,md 1520. n,-cpt with the wri11c111wrmi,sio11 of1lw 
,\dmini,1rn1or oi"thc Trnn,ponmion Security Admini,trn1irn1 or tile Secrctury oi"Tran,ponc11ion. l,'naulhoriHd rekusc nrny result in civil penalty 
or other action. For l.'.S. government agencies. public disclosure is governed by 5 L.S.C. 552 and 4'! CFR pan, 15 aml 15~0. 
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'1/o of 1¼. of 
'.\fAWB Pounds 
Screened Screened 

80,60% 78,26% 



SEN -'ITIYE [',IBCURITY Il>J;l'QRAJ 4 T1ClN 

Summary of Third Quarter Data* 
MAWB l'ouuds 

*Total Total MAWB Pounds Scrffned Scrffned **Total **Total '1/o of 1¼. of 
Airport MAWB Pounds Scrt;t,ned Screened at at SO% at SO% MAWB Pounds '.\fAWB Pounds 

Code Airport Name Carrier Name Uplifted Uplifted atto0% 100% (75%) (75%) Screened Screened Screened Screened 

(b 1(31:49 U.S ·" § 114(r1 '-'· 

~ IVE SECURITY INFORMATION 

\VARN/NG: This r,n>rd ,\1111-1i11s S,nsiliH s~cnrity l11fi.mrn1li(111 th,11 i., ,onlrolkd Llll( c1 • • ,ind 1520. Iv, p,in ol'rhis "n,rd may 
be disclosed to pcrso11s without ,1 ··1wcd to ~now", a, dclincd in 4'1 Cl'R pans 15 ,md 1520. n,-cpt with the wnt c 
Admini,1rntor oi"thc Trnn,ponmion Security Admini,trntio,1 or tile Secrctury oi"Tran,por1c11ion. l,'nauthoriHd rekusc nrny result in c1n 
or other action. For l.'.S. government agencies. public disclosure is governed by 5 L.S.C. 552 and 4'! CFR pan, 15 aml 1520. 
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Summary of Third Quarter Data* 
MAWB l'ouuds 

*Total Total MAWB Pounds Scrffned Scrffned **Total **Total '1/o of 1¼. of 
Airport MAWB Pounds Scrt;t,ned Screened at at SO% at SO% MAWB Pounds '.\fAWB Pounds 

Code Airport Name Carrier Name Uplifted Uplifted atto0% 100% (75%) (75%) Screened Screened Screened Screened 

(b 1(31:49 U.S.C. § 114(r1 

.,.. , ··' .. ,,.,,.,;,,, S,nsiliH S,cnrity l11fonrn1li(111 th,11 i., ,onlrolkrl under ,j'J CFR p;lrts 15 iilld I 5'0. Iv, p;lrl ol'rhis r<:n>rd may 

be disc loscd to pcrso11s without ,1 "twcd to uiv ·, :u .-., ,., I~ ,md I 520. cx,-cpt with the wri11c11 1wrm i ,sio11 or 1lw 
,\dmini,mllor oi"thc Trnn,ponmion Security Admini,trn1irn1 or lilc Secrctury oi"Tran,p,mauu, ·" • "''' , · ·suit in civil penalty 
or other action. For l.'.S. government agencies. public· disclosure is governed by 5 L.S.C. 552 and 4'! CFR pan, 15 aml 15~0. 
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Summary of Third Quarter Data* 
MAWB l'ouuds 

*Total Total MAWB Pounds Scrffned Scrffned **Total **Total '1/o of 1¼• Of 
Airport MAWB Pounds Scrt;t,ned Screened at at SO% at SO% MAWB Pounds '.\fAWB Pounds 

Code Airport Name Carrier Name Uplifted Uplifted atto0% 100% (75%} (75%) Screened Screened Screened Screened 

(b 1(31:49 U.S.C. § 114(r1 

SENSITIVE SF:CJ 1RJTY JNFOR~~ATION 

\VA RNI..VG: This r~n,rd ,\1111-1i11s S~nsiliH s~cnrity l11fonrn1li(111 th,11 i., conlrolkrl under ,j'J CFR p;1r1s 15 iilld 15°0. Iv, p;lrl ol'rhis r~n,rd rn;oy 
be disc losc\l to pcrso11s »· ·~"' , .. ~~ ~ · ., " '·, :i; "" ,., I~ ,md I 520. cx,-cpt with the wri11c11 1wrm i ,sio11 or 1lw 
,\dmini,1rn1or oi"thc Trnn,ponmion Security Admini,trn1irn1 or tile Secrctury oi"Tran,poruuon. u1<,uLL, ·"-L" 
or other action. For l.'.S. government agencies. public: disclosure is governed by 5 L.S.C. 552 and 4'! CFR pan, 15 am! 15~0. 
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Airport 
Code Airport Name 

(b 1(31:49 U.S ·" § 114(r1 '-'· 

SENSillvE ~ECUftl~7l lNFORAIATl,lN 

Summary of Third Quarter Data* 
MAWB l'ouuds 

*Total Total MAWB Pounds Scrffned Scrffned **Total 
MAWB Pounds Scrt;t,ned Screened at at SO% at SO% MAWB 

Carrier Name Uplifted Uplifted atto0% 100% (75%) (75%) Screened 

~ IVE SECURITY INFORMATION 

\VARN/NG: This r<:n>rd ,,111l-1i11s S,nsiliH S~cnrity l111i.mrn1lil111 th,11 i., ,onlrol ~r u ·ts 15 ,111d 1520. Iv, p,111 ol'rhis r<:n>rd rn;oy 
be disclosed to pcrso11s without ,1 ··1wcd to ~now", a, dclincd in 4'1 Cl'R pans 15 ,md 1520. cx,-cpt wit 1 tic 11 oftlw 
,\dmini,1rntor oi"thc Trnn,ponmion Security Admini,trntio,1 or tile Secrctury oi"Tran,por1c11ion. l,'nauthoriHd rekusc nrny rc,u , 
or other action. Fm l.'.S. government agencies. public- disclosure is governed by 5 L.S.C. 552 and 4'! CFR pan, 15 aml 1520. 
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**Total '1/o of 1¼. of 
Pounds '.\fAWB Pounds 

Screened Screened Screened 



B. Percentage of Total Inbound International Passenger Cargo Screened Third Quarter Fiscal Year 2009 

April, May and June 2009 
% of TOTAi, Inbound PAX Cargo Screened 

(b 1(31:49 U.S.C. 

April 2009 
Inbound PAX 

Cargo (lbs) 
15°/4 baseline 

60.0% 

April 2009 
Screened (lbs) 
15 '¾ base Ii ne 

May 2009 
Inbound PAX 

Cargo (lbs) 
32'¾ baseline 

May 2009 
Screened (lbs) 
32'¾ baseline 

June 2009 
Inbound PAX 

Cargo (lbs) 
32 '¾ baseline 

: SECURITY INFORMATION 

June 2009 
Screened (lbs) 
32°/4 baseline 

Third Quarter 
Inbound PAX 

ar o lbs 

\VARN/NG: This r,n>rd ,0111-1i11s S,nsiliH S~cnrity l11fonrn1li(111 th,11 i., ,onlrolkrl Llll( ~ · · 15 ,111d 1520. Iv, p,in ol'rhis r<:n>rd may 
be disclosed to pcrso11s without ,1 ··1wcd to ~now", a, dclincd in 4'1 Cl'R pans 15 ,md 1520. n,-cpt with tic\ · · ··011 oftlw 
,\dmini,mllor oi"thc Trnn,ponmion Security Admini,trntio,1 or lilc Secrctury oi"Tran,ponc1lion. l,'nauthoriHd rekusc nrny rc,u 
or other action. For l.'.S. government agencies. public· disclosure is governed by 5 L.S.C. 552 and 4'! CFR pan, 15 aml 1520. 
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Screened 
(%) Country 

(b 1(31:49 U.S.C. § 114(r1 

-

SENSltivE SECURITY INFOttftlATION 

April 2009 
Inbound PAX 

Cargo (lbs) 
15% baseline 

April 2009 
Screened (lbs) 
15% baseline 

May 2009 
Inbound PAX 

Cargo (lbs) 
32% baseline 

May 2009 
Screened (lbs) 
32% baseline 

June 2009 
Inbound PAX 

Cargo (lbs) 
32 % baseline 

SENSITI V L .:1:=~• lRITY INFORMATION 

June 2009 
Screened (lbs) 
32% baseline 

Third Quarter 
Inbound PAX 

Cargo (lbs) 

\VARN ING: This r~n,rd ,onl-1i11s S~nsiliH s~cnrity l111i.mrn1li(1n th,11 i., ,onlrolkrl under ,j'J CFR p;1 .. ·' 1,,0. l\o p,1r1 ol'rhis r~n,rd rn;oy 
be disclosed to pcrso11s without ,1 ··1wcd to ~now", a, dclincd in 4'1 Cl'R pans 15 ,md 1520. n,-cpt with the wri11c11 p,· ,.. "'· 11w 
,\dmini,mllor oi"thc Trnn,ponmion Security Admini,trn1irn1 or lilc Secrctury oi"Tran,ponc1lion. l,'naulhoriHd rekusc nrny result in Cl\· 

or other action. For l.'.S. government agencies. public disclosure is governed by 5 L.S.C. 552 and 4'! CFR pan, 15 and 15~0. 
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Third Quarter 
Screened (lbs) 



SF N5.ITIV:K ~ECURITY 11'FOft:!vlA'flf'!~ 

April 2009 May 2009 June 2009 
Inbound PAX April 2009 Inbound PAX May 2009 Inbound PAX June 2009 Third Quarter 

Screened Cargo (lbs) Screened (lbs) Cargo (lbs) Screened (lbs) Cargo (lbs) Screened (lbs) Inbound PAX Third Quarter 
/0/A\ 1 <; o;_ ,.,..,~.,1;,...,. 1.;o;_ "\?<>;_ ,._.,~~•·,,.,. "\? o;_ ,.,..,~~• ·,,.,. "\? o;_ h<>~",; ,.,. "\?<>/_ ,._ ,.,.,_., (lh,:,\ ~ .., /lh~\ 

(b 1(31:49 U.S.C. § 114(r1 

VE SECURITY INFORMATION 

\VARN ING: This r,n>rd ,\1111-1i11s S,nsiliH s~cnrity l111i.mni1li(1n th,11 i., ,onlrolkd Llll( er• • ·rnd 1520. Iv, p,111 ol'rhis "n,rd rn;oy 

be disclosed to pcrso11s without ,1 ··1wcd to ~now"". a, dclincd in 4'1 Cl'R pans 15 ,md 1520. n,-cpt with the \\Tit c 
,\dmini,1rntor oi"thc Trnn,ponmion Security Admini,trntio,1 or tile Secrctury oi"Tran,ponc11ion. l,'nauthoriHd rekusc nrny result in c1n 
or other action. Fm l.'.S. government agencies. publit disclosure is governed by 5 L.S.C. 552 and 4'! CFR pan, 15 aml 1520. 
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Screened 
(%) Country 

(b 1(31:49 U.S.C. § 114(r1 

SEN Sll IVE SECtJltlT7l IHFOBP.IATl{)N 

April 2009 
Inbound PAX 

Cargo (lbs) 
15% baseline 

April 2009 
Screened (lbs) 
15% baseline 

May 2009 
Inbound PAX 

Cargo (lbs) 
32% baseline 

May 2009 
Screened (lbs) 
32% baseline 

June 2009 
Inbound PAX 

Cargo (lbs) 
32 % baseline 

S~_,r•h~;~!''"~-, SECURITY INFORMATION 

June 2009 
Screened (lbs) 
32% baseline 

Third Quarter 
Inbound PAX 

C afl!O (lbs) 

\VARN/NG: This r~n,rd ,\1111-1i11s S~nsiliH s~cnrity l11fonrn1li(111 th,11 i., co11lrolkrl Llll(,_ •rr, n,ins 15 ,111d 15°0. Iv, p,111 ol'rhis r~n,rd may 
be disclosed to pcrso11s without ,1 ··1wcd to ~now", a, dclincd in 4'1 Cl'R pans 15 ,md 1520. n,-cpt w1tn " "' n,•rmi,sio11 oftlw 
Admini,mllor oi"thc Trnn,ponmion Security Admini,trntio,1 or lilc Secrctury oi"Tran,portc1lion. l,'nauthoriHd rekusc m". •i vi I penalty 
or other action. Fm l.'.S. government agencies. public· disclosure is governed by 5 L.S.C. 55J and 4'! CFR pan, 15 and 15~0. 
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Third Quarter 
Screened (lbs) 
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April 2009 May 2009 June 2009 
Inbound PAX April 2009 Inbound PAX May 2009 Inbound PAX June 2009 Third Quarter 

Screened Cargo (lbs) Screened (lbs) Cargo (lbs) Screened (lbs) Cargo (lbs) Screened (lbs) Inbound PAX 
(%) Countrv 15% baseline 15% baseline 32% baseline 32% baseline 32 % baseline 32% baseline C art!:o fibs l 

(b 1(31:49 U.S.C. § 114(r1 

* Figures m this chart have been rounded; therefore, colLunn totals may not equal the s11m ot the n11mbcrs displayed m each column. 

-, SECURITY INFORMATION 

\VARN ING: This r~n,rd c,1111-1i11s S~nsiliH s~cnrity l11fonnalil1n th,11 i., conlrolkrl Llll( er• • ,ind 1520. Iv, p;in ol'rhis r~n,rd may 
be disclosed to pcrso11s without ,1 ··1wcd to ~now", a, dclincd in 4'1 Cl'R pans 15 ,md 1520. n,-cpt with the wn c ·11w 
,\dmini,mllor oi"thc Trnn,ponmion Security Admini,trn1irn1 or lilc Secretury oi"Tran,portc1lion. l,'naulhori/.Cd rekuse nrny result Lil c1 

or other action. For l.'.S. government agencies. public· disclosure is governed by 5 L.S.C. 552 and 4'! CFR pan, 15 am! 1520. 
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SENSITll/E SECURITY INFORt\tATION 

SECURITY INFORMATION 
WARNING: This record contains Sensitive Security Information rs 15 and I 520. No part of this record may 
be disclosed to persons without a "need to know", as defi11ed in 49 CFR parts 15 and l 520, except wit t e 
Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorized release may result in civil pena y 
or other action. For U.S. ovemment a encies, ublic disclosure is overned b S U.S.C. 552 and 49 CFR arts 15 and 1520. 



SENSITIVE SECJIRITY INFORlviATION -
Message from the Administrator 

May 10, 2011 

I am pleased to present the following report, "Air Cargo Screening 
Statistics," which was prepared by the Transportation Security 
Administration (TSA). 

This report was compiled pursuant to Section 1104 of the Fiscal Year 
(FY) 2011 Full-Year Continuing Appropriations Act (P.L. 112-10) 
and Section 514 of the FY 2010 Department of Homeland Security 
(DHS) Appropriations Act (P.L. 111-83). P.L. 111-83 specifically 
requires TSA to submit screening statistics to Congress every quarter. 
P.L. 111-83 also requires TSA to report the amount of cargo that each 
passenger air canier screened at each airport. Statistics included in 

-

this report are delived from data that air cmTiers reported in July, August, and September 2010. 

Section 1602 of the Implementing Recommendations of the 9/11 Commission. Act of 2007 
(P.L. 110-53) mm1dated that 50 percent of cm·go transported on passenger aircraft be screened 
not later than February 3, 2009, and that 100 percent of cm-go transported on passenger aircraft 
be screened not later than August 3, 2010. TSA is pleased to report that the August 2010 
100-percent screening mandate has now been achieved with respect to cargo transported on 
flights of passenger aircraft originating within the United States. TSA is also pleased to report 
that strong progress has been achieved, as demonstrated through the statistics set forth in this 
report, with respect to screening of cargo transported on flights of passenger aircraft destined for 
the United States from international locations. 

Pursuant to congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable Robert B. Aderholt 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable David E. Price 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Mary L. Landrieu 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable Daniel Coats 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

ECURITY INFORMATION 
WARNING: Thb record contains Sensitive Security Information that 1s co art · 15 and 1520. No part of this record may 
be disclosed to persons without a '· need to know", as defi ned in 49 CFR parts 15 and 1520, except wit he 
Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorized release may result in c1v1 
or other action. Fur U.S. uvern ment a encies, ub lic disdusure is governed b 5 U.S.C. 552 and 49 CFR arts 15 and 1520. 



i~l>lSITIVE SECURIT7l lf~t30ft~IATIO!~ 

Inquiries relating to this report may be directed to me at (571) 227 (bH
5
l or to the Department's 

Deputy Chief Financial Officer, Peggy Sherry, at b}(6l ,.._ _______ __. 

Sincerely yours, 

John S. Pistole 
Administrator 

11 

SENSITIVE SECURITY INFORMATION 
be· di.sclo.sc·d w p~r,rn1.< willloul a "ncnl lO k11<>w .. _ as ckrin,·d in 49 Cl'R pans l.'i and 1., .u. c.,c,v ··--· '" <>i"lln:: 
AJ1L1iJLislralor or lhL': Trau~portatioJL SL":1:.:urily AJ1L1iuislratioLL or tlLl. St'LTL"lary ~,r Tn.LUSJlOJ"tatioll. LnaulboritL·d rdc:.t~t· may JT~ult lll l'l\"l f .urn _ 

or olhcr .lc"lion. For lJ.S. C'.O\'c•rnmc•11t a~~11ci~s. public disclosure i, ~ov~rncd bv _'i 1;.s_c_ 'i_'i'.'. and ,.jlJ CFR p,irl, l.'i and l.'i'.'.IJ. 
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Executive Summary 

This document constitutes TSA' s submission of the congressional requirement for air cargo 
screening statistics as required in the FY 2010 DRS Appropriations Act (P.L. 111-83). 

The Fourth Quarter FY 2010 air cargo screening report includes a variety of statistics that 
identify the volume of air cargo accepted and screened, as reported by passenger air carriers 
and evaluated by TSA. Specifically, the report summarizes the following information: 

1) Air cargo screening statistics from regulated domestic and foreign air carriers. This 
information encompasses all data, figures, and diagrams for the months of July, 
August, and September 2010. Specifically, the data cover cargo uplifted on passenger 
flights originating within the United States/territories and cargo uplifted on inbound 
passenger flights originating outside the United States/territories. The total percentage 
of cargo screened on flights of passenger aircraft originating within the United Stat es 
during this reporting period is 94 percent by weight and 98 percent by Master Air Way 
Bill (MA WB). As noted, however, analysis of the August and September data 
demonstrates that the 100-percent screening mandate has now been achieved with 
respect to cargo transported on flights of passenger aircraft originating within the 
United States. 1 The total screening percentage of cargo transported on flights of 
passenger aircraft arriving into the United States from international locations during 
this reporting period is 78 percent by weight, up from an estimated 60 percent 
identified in the previous quarterly report. 

2) Data on cargo handled by way of alternate security measures. Alternate security 
measures are applied to cargo shipments that may be damaged or compromised if 
TSA 's customary screening methods are employed. These types of cargo shipments 
may include, but are not limited to, the following: human remains, medical shipments, 
live animals, diplomatic pouches, etc. Cargo subject to alternative security measures is 
"screened" within the definition of screening in the Implementing Recommendations of 
the 9/11 Commission Act of 2007 (P.L. 110-53) and counts toward the 100-percent 
mandate. TSA allows cargo handled by way of alternate security measures to be 
accepted for transport on a passenger or all cargo aircraft. For cargo uplifted on flights 
of passenger aircraft originating in the United States and its territories, the total 
volume of cargo screened includes cargo screened using approved screening measures, 
as well as cargo handled by way of alternate security measures. 

1 Calculations ofreported data show that 99.9 percent of the cargo shipments (MA WBs) and weight were screened 
in August and September 2010. TSA is addressing the less than 0.1-percent rate of non-compliance. 

Ill 

SENSI 
il'.4RN/;\'(;: Thi, r,,c·md com aim S,,nsil in, Sce,curi1y Information th;il i, ,comroli,,( \LI ·,n, 15 ,rnd 15211. C\o p;irt nt' This rc,c·,ml m;iy 
be· di.,clo.sc·d w p~r,rn1.< witlloul a "ncnl to k1J<>w .. _ as ckrin,·d in 49 Cl'R )'ans I _'i and l .'i20. c.,cq,l wrl, ., nis.<iP11 pf lb~ 
AJ1L1i1tislralor of lhL': Trau~portatioJL SL":,:.:urily AJ1L1iuislratioLL or tlLL. St·LTL"lary ~,r Tn.tusJirntatioLL. Lnaulbori1L·d rdc:.t~t· may 1 . in1ally 
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3) Air cargo screening statistics linked to Indirect Air Carriers (IACs), shippers, and other 
entities certified by TSA to screen cargo for uplift on domestic passenger flights. 
These Certified Cargo Screening Facilities (CCSFs) report cargo screening data to 
TSA pursuant to their program requirements. During this period, 448 CCSF-IACs 
were required to screen. The total weight of shipments uplifted on flights originating 
within the United States/territories screened by CCSF-IACs was 363,772,750 pounds, 
while the total number of MA WBs of shipments uplifted on flights originating within 
the United States/territories screened during this period was 242,222. 

4) Inbound cargo screening statistics from international last point of departure (LPD) flights 
to the United States. For previously submitted reports and because of the lack of 
available data, TSA used analyses from the Bureau of Transportation Statistics (BTS) to 
estimate inbound cargo screened on LPD flights. As of this reporting period, the data, 
figures, and diagrams for the months of July, August, and September 2010 depict actual 
international inbound cargo arriving from LPD locations reporting cargo screened 
pursuant to their security programs. 

IV 
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I. Legislative Language 

This document responds to language set forth in Section 1104 of the FY 2011 Fuii-Year 
Continuing Appropriations Act (P.L. 112-10) and in the FY 2010 DRS Appropriations Act 
(P.L 111-83 ). Section 1104 specifies that, for FY 2011, DHS is subject to the terms and 
conditions of P.L. 111-83, including these particular report requirements. P.L. 111-83 states: 

Not later than 45 days after the end of each quarter, the Assistant Secretary shall 
submit to the Committees on Appropriations of the Senate and the House of 
Representatives a report on air cargo inspection statistics by airport and air carrier 
detailing the incremental progress being made to meet the requirement of section 
44901 (g)(2)(B) of title 49, United States Code. 
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II. Background 

The FY 2007 DHS Appropriations Act (P.L. 109-295), signed on October 4, 2006, states: 
" .. .TSA shall report air cargo screening statistics quarterly to the committees on Appropriations 
of the Senate and the House of Representatives, by airport and passenger air carrier ... " The 
reporting requirement is continued in P.L. 111-83. 

To implement this congressional mandate, TSA updated the air carrier security programs to 
require air carriers to submit cargo statistics monthly for TSA's report to Congress. Other 
measures implemented by TSA-through its regulatory authorities to meet the 100-percent 
screening requirement for cargo transported on passenger aircraft mandated by the Implementing 
Recommendations of the 9/11 Commission Act of2007 (P.L. 110-53}---included the requirement 
to screen 100 percent of cargo loaded on passenger aircraft at smaller commercial Category 11-IV 
airports throughout the United States and its territories. TSA also mandated I 00-percent 
screening of cargo identified as elevated risk within the U.S. air cargo supply chain and required 
that sensitive cargo be subject to alternate security measures. In October 2008, TSA mandated 
the screening of I 00 percent of cargo placed on narrow body aircraft departing any commercial 
airport within the United States and its territories. 

In May 2010, as an effort to further the transition toward the 100-percent screening requirement 
while also easing the significant burdens imposed on the cargo and aviation industries, TSA 
implemented a requirement for air carriers to screen 75 percent of the cargo transported on 
passenger aircraft for any flight originating within the United States and its territories. As of 
August 1, 2010, TSA now requires air carriers to ensure, pursuant to their security programs, that 
I 00 percent of cargo is screened on any passenger aircraft originating within the United States. 

In May 2010, TSA also increased the required screening percentages for cargo transported on 
flights of passenger aircraft arriving into the United States from international locations, and 
required air carriers to report total inbound weight uplifted and weight screened. The increased 
screening requirements now include: 100 percent on narrow body, 100 percent of all loose 
shipments (those not tendered on skids), and 15 percent of shipments configured on skids, per 
flight. 
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III. TSA Air Cargo Screening Statistics Report 

A. Fourth Quarter (Q4) FY 2010 Screening Summary 

Pursuant to the reporting requirement set forth in Section 514(b) of P.L. 111-83, TSA hereby 
submits air cargo screening data for the Fourth Quarter of FY 2010. Analysis of July data shows 
that TSA' s May 2010 75-percent screening requirement was achieved with respect to cargo 
transported on flights of passenger aircraft originating within the United States. Analysis of 
August and September data shows that the August 2010 100-percent screening mandate has now 
been achieved with respect to cargo transported on flights of passenger aircraft originating within 
the United States. 2 

Cargo Uplifted on Flights Originating Within the United States and Territories3 

Month % MA WB Screened % Weight Screened (lbs) 
July 2010 94% 83% 

August 20102 100% 100% 

September 20 I 02 100% 100% 

Q4 FY 2010 Total 98% 94% 

Q3 FY 2010 Total 94% 83% 

Cargo Uplifted on Inbound Flights Originating Outside the United States and Territories 

% Weight 
Month Weight Uplifted (lbs) Weight Screened (lbs f1 Screened (lbs) 

July 2010 221,384,517 180,091,909 81% 

August 2010 211,018,823 181,080,016 86% 

September 20 I 0 217,502,901 188,858,682 87% 

Q4 FY 20 IO Total4 649,906,241 550,030,607 85% 

Q3 FY 2010 Total5 668,369,848 401,057,807 60% 

2 Cale ulations of reported data show that 99. 9 percent of the cargo shipments (MA WB) and weight were screened in 
August and September 2010. TSA is addressing the less than 0. I-percent rate of non-compliance. 
3 The amount of cargo screened includes sensitive cargo subject to alternate security measures. 
4 For Q4 FY 2010, TSA began using cargo screening data provided by carriers reporting from an LPD to compile 
inbound cargo screening statistics. 
5 TSA used an estimate for Third Quarter (Q3) FY 2010 data based on BTS Q3 FY 2009 data. BTS data used 
previously to report screening estimates do not include sensitive cargo subject to alternate security measures. 
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B. Domestic Air Carrier Statistics - All Airports 

Air carriers operating domestically reported cargo screening data to TSA pursuant to their 
security programs. Analysis of July data shows that TSA's May 2010 75-percent screening 
requirement was achieved with respect to cargo transported on flights of passenger aircraft 
originating within the United States. Analysis of August and September data shows that the 
August 2010 100-percent screening mandate has been achieved with respect to cargo transported 
on passenger flights originating within the United States. A summary of these statistics follows. 

Cargo Uplifted on Flights Originating Within the United States and Territories6 

#MAWB Weight Uplifted #MAWB Weight Screened 
Month Uplifted (lbs) Screened' (lbs) 

July 2010 449,423 276,764,395 423,830 230,543,906 

August 20108 448,055 265,002,937 447,614 264,859,934 

September 20108 453,392 274,796,629 453,104 274,213,525 

Q4 FY 20IO Total 1,350,870 816,563,961 1,324,548 769,617,365 
Q3 FY 2010 

1,338,923 825,432,361 1,259,275 684,067,453 
Tota\9 

Q4 FY2010 August and September8 Q4 FY2010 Total 

100 percent of MA WB screened 98 percent of MA WB screened 

100 percent of weight screened 94 percent of weight screened 

6 These data include screening from Category X. I, II, III, and IV airports. 
7 Cargo screened includes sensitive cargo subject to alternate security measures. 
8 The difference between the reported# of MA WB uplifted and MA WBs screened is the rate of non-compliance, 
which is less than 0.1 percent. TSA is addressing this non-compliance. 
9 Data reported in Q3 are updated to include sensitive cargo subject to alternate security measures. 
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Cargo Screening Distribution for July, August, and September 2010 

(b 1(31:49 U.S C. § 114(r1 
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C. Domestic Certified Cargo Screening Program 

IACs, shippers, and other entities screening cargo for uplift on domestic passenger flights as 
CCSFs also reported cargo screening data to TSA pursuant to their program/order requirements. 
A summary of these data follows. These numbers are included in cargo data reported by air 
earners. 

CCSF-IAC Shipments Uplifted on Flights Originating Within the United States and 
Territories 

# of IA Cs Required 
Month to Screen10 # of MA WB Screened Weight Screened (lbs) 

July 2010 402 56,857 97,787,841 

August 2010 428 97,231 131,450,444 

September 20 I 0 448 88,134 134,534,465 

Q4 FY 2010 Total 448 242,222 363,772,750 

Q3 FY 2010 Total 391 l 78,457 308,120,685 

CCSF (Non-IAC) Shipments Uplifted on Flights Originating Within the United States and 
Territories 

#of Non-IAC # of House Air Way Bills 
Month Required to Screen11 Screened Weight Screened (lbs) 

July 2010 241 103,218 14,231,858 

August 2010 287 125,624 23,065,179 
September 201 0 339 126,250 24,078,526 

Q4 FY 2010 Total 339 355,092 61,375,563 
Q3 FY 2010 Total 209 118,632 26,945,401 

10 I A Cs must screen 90 days after certification. The data collected for the # of CCS F IA Cs Required to Screen in 
this tahle are for each CCSF facility. Under this column, the figure represented at Q4 FY 2010 Total is a cumulative 
total of the number of IACs that are required to screen cargo at the end of the quarter; whereas, the figures 
associated with July, August, and September 2010 represent a running total of the number of IACs that are required 
to screen cargo as of that month. 
11 Non-IAC CCSFs must screen 90 days after certification. The data collected for the# of" CCSF (Non-IA Cs) 
Required to Screen in this table are for each CCSF facility. Under this column, the figure represented at Q4 
FY 2010 Total is a cumulative total of the number of CCSFs (Non-IACs) that are required to screen cargo at the end 
of the quarter; whereas, the figures associated with July, August, and September 2010 represent a running total of 
the number of CCSFs (N on-IACs) that are required to screen cargo as of that month. 
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D. International Last Point of Departure Screened Cargo 

Effective May 1, 2010, both domestic and foreign air carriers operating in international locations 
with an LPD flight into the United States must report cargo screening data to TSA pursuant to 
their security programs. An analysis of July, August, and September statistics follows. 

Historically, domestic and foreign air carriers were not required to report cargo screening data 
for flights entering the United States from an international LPD. Previously, TSA used the 
historical data from BTS; however, as of this reporting period, TSA is calculating the amount of 
cargo and the percentage of screened inbound cargo by air carriers from LPD locations. 

During this reporting period, TSA collected actual data from air carriers during the months of 
July, August, and September 2010. These statistics indicate that 649,906,241 pounds of air 
cargo entered the United States aboard passenger aircraft. It is estimated that 
550,030,607 pounds (85 percent) of total cargo were screened before uplift from an LPD into the 
United States. This is up from an estimated 60 percent of screened cargo identified in the 
previous quarterly report. 

International Inbound (LPD into the United States)12
·

13 

% Weight Screened 
Month Weight Uplifted (lbs) Weight Screened (lbs) 14 (lbs) 

July 2010 221,384,517 180,091,909 81% 

August 2010 211,018,823 181,080,016 86% 

September 2010 217,502,901 188,858,682 87% 

Q4 FY 2010 Total 649,906,241 550,030,607 85% 

Q3 FY 2010 Total 15 668,369,848 401,057,807 60% 

Q4 FY2010 

85 percent of weight screened 

12 For Q4 FY 2010. TSA began using cargo screening data provided by carriers reporting from an LPD to compile 
inbound cargo screening statistics. 
n TSA used an estimate for Q3 FY 2010 data based on BTS Q3 FY 2009 data. 
14 Weight screened in pounds includes sensitive cargo subject to alternate security measures. 
15 BTS data used previously to report screening estimates do not include sensitive cargo subject to alternate security 
measures. 
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July, August, and September 2010 Screening Statistics for LPD flights 

Volume (lbs) 
Of approximately 650 million pounds of air cargo entering the 

United States, 85 percent screened by weight 

Screening Distribution by Cargo Uplifted (lbs) 
Sou rce: TSA Air Ca rgo Screenin g Statistics , Q4 FY2010 
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Number of Countries 
84 countries were last points of departure 

for inbound air cargo 

Screened Cargo Volume Qbs) from the Last Point of 
Departure Countries 

Based on t ot al cargo scree ned at a ll LP D airport s. b )(3):49 U .S.C. § 114(r) 
Source:TSA Air Cargo Scree nin g St atistics , Q4 FY2010 
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IV. Appendices 

A. Cargo Screening Data by Cat X, I, and Air Carrier 

BY AIRPORT CATEGORY X, I, AND AIR CARRIERS 

TSA CARGO SCREENING RESULTS ON 100 PERCENT REPORTING BY 
PASSENGER AIR CARRIERS DEPARTING FROM U.S. AIRPORTS 

Reporting Period: FY2010-04 (July, August, and September 2010) 
Data included in report by carriers submitting usable data to TSA. 

Compliance Total Uplifted 

#OfMAWB 1,272,152 
Cargo Weight (lbs) 805,551,128 

Total Screened 
1,245,197 

759,573,755 

July data were calculated on the basis of requirement to screen 75 percent of cargo placed on passenger aircraft, effective on May 1, 2010. 

% Screened 
98% 
94% 

August and September data were calculated on the basis of requirement to screen 100 percent of cargo placed on passenger aircraft, effective on August 1, 2010. 

NOTE: Figures in this chart have been rounded; therefore, column totals may not equal the sum of the numbers displayed in each column. 
*MAWB and weight screened include sensitive cargo subject to alternate security measures. 

-------------------

Grand Total 

Summary of Q4 Data 
MAWB 

Uplifted 
1,272,162 

SENSITIV 

Weight Uplifted ; 
(lbs) 

806,551,128 
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MAWB Screened 
1,246,197 

Weight Screened ; 
(lbs) 

759,673,755 
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MAWB Screened 
Weight Screened 
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B. International Inbound Cargo Screening Data by Country and Air Carrier 

04 Compliance Uplifted 
BY COUNTRY AND AIR CARRIERS Cargo Weight (lbs) 649,906,241 

TSA INTERNATIONAL INBOUND CARGO SCREENING RESULTS REPORTED BY PASSENGER AIR CARRIERS 
Today's Date: December 14, 2010 
Updated: April 4, 2011 

Reporting Period: FY2010-Q4 

Data included in report by carriers submitting usable data to TSA. 

Sorted by cargo weight uplifted (lbs) and view of the top five countries and carriers with subtotals displayed. 
•weight screened includes sensitive cargo subject to alternate security measures. 
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Message from the Administrator 

December 1 7, 2010 

I am pleased to present the following report, "Air Cargo 
100-Percent Screening," prepared by the Transportation Security 
Administration, detailing the strategy and progress for meeting the 
100-percent screening deadline detailed in the Implementing 
Recommendations of the 9/11 Commission Act of2007 
(P.L. 110-53). The report has been developed in response to a 
legislative requirement in the Joint Explanatory Statement that 
accompanies the Fiscal Year 2010 Department of Homeland 
Security Appropriations Act (P .L. 111-83). 

Pursuant to congressional requirements, this report is being 
provided to the following Members of Congress: 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Frank R. Lautenberg 
Interim Chaitman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

Inquiries relating to this report may be dit·ected to me at 571 227 (b)(5) or to the Department's 
Deputy Chief Financial Officer, Peggy Sherry, at b)(6) 

Sincerely yours, 

ff-SP~ 
John S. Pistole 
Administrator 
Transportation Security Administration 
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Executive Summary 

The Aviation and Transportation Securit:v Act (P.L. 107-71) charges the Transportation Security 
Administration (TSA) with the enforcement of statutory and regulatory requirements for 
ensuring the security of transportation systems and passengers, including when cargo is 
transported by air. 

The Implementing Recommendations of the 9/11 Commission Act o/2007 (9/11 Act) 
(P.L 110-53), among other things, directed the Department of Homeland Security (DHS) to 
establish, by August 2010, a system to screen 100 percent of all cargo aboard passenger aircraft 
departing U.S. airports (domestic uplift) and destined for U.S. airports from foreign last points of 
departure (international inbound), at a level of security commensurate with the security level for 
passenger-checked baggage. Specifically, the 9/11 Act included a requirement for SO-percent 
screening of cargo aboard passenger aircraft by February 2009; this deadline was met for both 
domestic uplift and inbound air cargo. The deadline of August 2010 for 100-percent screening 
of cargo aboard passenger aircraft originating at domestic airports was also met. 

The 9/11 Act permits DHS to include a program to certify the security methods used by shippers 
to accomplish the mandate. To meet the 100-percent screening deadline, TSA developed a 
system to screen 100 percent of cargo aboard passenger aircraft originating at domestic airports 
that minimizes disruptions to the flow of commerce. Under the Certified Cargo Screening 
Program (CCSP), the responsibility of screening is distributed across the supply chain to mitigate 
cargo bottlenecks at airports. 

TSA's approach to implementing the 100-percent screening system for air cargo transported on 
commercial passenger aircraft originating at domestic airports contains the following elements: 

• Standard Security Program (SSP) Requirements 
• CCSP Development and Implementation 
• Screening Technology Pilot 
• Interim Final Rule and Final Rule Publication 
• Program Compliance Efforts 
• CCSP Outreach Initiatives 
• TSA-certified Explosives Detection Canine Team Screening 

TSA's progress toward ensuring that the 100-percent air cargo directive is met is highlighted by 
the following major accomplishments: 

• 100-percent Screening of Cargo Placed on Passenger Aircraft Originating at Domestic 
Airports on August 1, 2010 

• Certification of 1,140 Certified Cargo Screening Facilities as of November 3, 2010 
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In FY 2010, TSA focused air cargo resources on continued implementation of the CCSP by: 

• Increasing cargo inspection resources to educate industry and enforce the 100-percent 
screening requirement 

• Increasing the number of canine screening teams at airports that handle a high volume of 
cargo 

• Testing, evaluating, and qualifying existing technologies for use in complying with the 
screening requirement for specific commodities 

• Deploying approved skid-level and palletized screening technologies, such as vapor 
detection and metal detection 

• Increasing industry outreach to promote adequate levels of shipper and Indirect Air 
Carrier participation to help industry achieve the mandate with minimal impact on the air 
cargo supply chain 

The international inbound component of the screening mandate presents significant challenges, 
which have been briefed to Congress, the Government Accountability Office (GAO), and our 
international partners. To address these challenges, TSA has put forth an international inbound 
strategy and timeline to increase screening requirements for inbound international air cargo. 

This approach contains the following elements: 

• Increasing screening requirements in TSA 's SSPs to 100 percent for inbound air cargo 
• National Cargo Security Program recognition 
• International efforts focusing on strengthening air cargo security standards through 

information sharing and direct multilateral and bilateral engagement 

As a result of the recently disrupted plot to transport explosive devices on inbound air cargo on 
October 29, 2010, TSA has taken immediate steps to further secure the air cargo supply chain 
with air carriers, foreign air carriers, and all-cargo carriers. TSA will continue to evaluate these 
near-term and longer-term measures and will implement them through the appropriate processes. 
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I. Legislative Language 

Section 1602 of the Implementing Recommendations of the 9/11 Commission Act of2007 
(9/11 Act), amends Section 44901 of Title 49 U.S.C. by adding a new subsection 49 U.S.C. 
44901 (g). This new subsection states in part: 

(1) ... Not later than 3 years after the date of enactment of the Implementing 
Recommendations of the 9/11 Commission Act of 2007, the Secretary of Homeland 
Security shall establish a system to screen 100 percent of cargo transported on passenger 
aircraft operated by an air carrier or foreign air carrier in air transportation or intrastate 
air transportation to ensure the security of all such passenger aircraft carrying cargo. 
( emphasis added) 

Subsequently, the Joint Explanatory Statement accompanying Section 514( c) of the Fiscal Year 
(FY) 2010 Department of Homeland SecuritJ' (DHS) Appropriations Act (P.L. 111-83) stated: 

Not I ater than 180 days after the date of the enactment of this Act, the Assistant Secretary 
shall submit to the Committees on Appropriations of the Senate and the House of 
Representatives, a report on how the Transportation Security Administration plans to 
meet the requirement for screening all air cargo on passenger aircraft by the deadline 
under section 4490l(g) of title 49, United States Code. The report shall identify the 
elements of the system to screen 100 percent of cargo transported between domestic 
airports at a level of security commensurate with the level of security for the screening of 
passenger checked baggage. 

This report fulfills the requirement of Section 514( c) of P .L. 111-83. 
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II. Background 

The 9/11 Act mandates screening of 100 percent of all air cargo transported aboard passenger 
aircraft departing U.S. airports (domestic uplift) and destined for U.S. airports from foreign last 
points of departure (international inbound) to provide a level of security commensurate with that 
of passenger-checked baggage by August 2010. To facilitate compliance with this requirement, 
Congress established an intermediate requirement of 50-percent screening by February 2009, 
which was met for both domestic air cargo and inbound air cargo. The deadline of August 2010 
for 100-percent screening for domestic uplift also was met. 

Since FY 2008, the Transportation Security Administration (TSA) has implemented several 
initiatives to achieve 100-percent screening of air cargo on commercial aircraft originating from 
domestic airports. These initiatives include: 1) standard security program (SSP) requirements, 
2) the Certified Cargo Screening Program (CCSP), 3) the Screening Technology Pilot (STP), and 
4) canine screening. 

In FY 2010, TSA advanced the implementation of these initiatives and other cargo inspection 
and screening technology programs, to meet the August 2010 deadline of 100-percent screening 
for passenger planes originating domestically. These initiatives included: 

• Implementation and development of the CCSP 

• Deployment of 50 additional Transportation Security Inspectors-Cargo (TSI-Cs) to 
augment current staff levels focused on high-cargo volume, high-risk airports 

• Deployment of an additional 35 TSA proprietary canine teams transitioned from 
current legacy (state/local) teams 1 

• Testing, evaluation, approval, and qualification of existing technologies for use in air 
cargo screening to assist the perishable products industry and others in complying 
with new cargo screening requirements 

• Development of skid-level screening technologies, including vapor detection and 
metal detection technologies 

1 This deployment is based on authority provided in the FY 2007 U.S. Troop Readiness, Veterans' Care, Katrina 
Recove1y and Iraq Accountability Appropriations Act (P.L 110-28). 
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The international inbound component of the screening mandate presents significant challenges, 
which have been briefed to Congress, the Government Accountability Office (GAO), and our 
international partners. To address these challenges, TSA has put forth an international inbound 
strategy and timeline to increase screening requirements, based on risk, for inbound international 
atr cargo. 

As a result of the recently disrupted plot to transport explosive devices on inbound air cargo on 
October 29, 2010, TSA has taken immediate steps to further secure the air cargo supply chain 
with air carriers, foreign air carriers, and all-cargo carriers. TSA will continue to evaluate these 
near-term and longer-term measures and will implement them through the appropriate processes. 
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III. Strategy 

To satisfy the air cargo screening requirements of the 9/11 Act, TSA implemented screening 
requirements that enable secure cargo screening off-airport (for example, at aviation-related 
facilities not located on airport grounds throughout the supply chain) by shippers, manufacturers, 
distributors, Indirect Air Carriers (IACs), and Independent Certified Screening Facilities 
(ICSFs). The major initiatives associated with this strategy include revisions to the SSPs for 
regulated entities, the CCSP, and the air cargo interim final rule. TSA has also instituted 
industry cargo screening reporting requirements and a robust compliance inspection regimen to 
monitor and ensure progress toward achievement of the air cargo screening mandate. 

A. SSP Revision 

A series of revisions to SSPs regulating aircraft operators and foreign air carriers has prepared 
industry for the 100-percent screening deadline. 

1. 100-Percent Screening on Narrow-Body Aircraft 

Effective October 2008, TSA required 100-percent screening of cargo transported on narrow
body passenger aircraft departing from U.S. airports. Although this accounts for only 
24.4 percent of domestically originating cargo, it protects 96. 8 percent of U.S. originating 
passenger flights and 90.9 percent of overall U.S. originating passenger travel. 2 Implementation 
of this interim requirement significantly reduced the risk posed by unscreened cargo to 
passengers traveling on U.S. originating flights. 

2. SO-Percent Screening Requirement 

Effective February 1, 2009, TSA required SO-percent screening for cargo uplifted on flights 
departing from domestic airports as required by the 9/11 Act and added the ability for aircraft 
operators and air carriers to accept cargo from a Certified Cargo Screening Facility (CCSF). 
This represented a major milestone in the implementation of TSA 's strategy for securing the air 
cargo supply chain. Security programs implementing this milestone were published in 
December 2008. 

2 These percentages represent 2008 figures, as reported by the Bureau of Transportation Statistics. 
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3. 75-Percent Screening Requirement 

Effective May 1,2010, TSA instituted an interim 75-percent screening requirement for cargo 
transported on passenger aircraft per airline per airport departing from U.S. airports. Security 
programs implementing this milestone were published in March 2010. 

4. 100-Percent Screening Requirement 

TSA issued security program updates establishing the 100-percent screening requirement for 
cargo transported on passenger aircraft departing U.S. airports that was effective on August 1, 
2010. Security programs containing this mandate were published in March 2010, and this 
milestone was achieved on August 1, 2010. 

B. Certified Cargo Screening Program 

1. Background (Supply Chain Approach) 

To satisfy the air cargo screening requirements as required by the 9/11 Act, TSA implemented 
screening regimens that enable cargo screening by additional participants throughout the air 
cargo supply chain, including certified IACs, shippers, and ICSFs. 

2. Advantages of the Supply Chain Approach 

Moving screening up the supply chain allows industry to achieve 100-percent screening without 
impeding the flow of commerce. The supply chain approach enables cargo screening to occur 
earlier in the air cargo supply chain at off-airport, trusted, vetted, and assessed facilities. This 
approach provides industry or CCSFs with the flexibility to choose the best, most cost-effective 
course of action in the supply chain to screen cargo. 

3. Interim Final Rule (IFR) Requirements 

On September 16, 2009, TSA published the Air Cargo Screening IFR with an effective date of 
November 16, 2009, which established the regulatory framework for the CCSP. The IFR defines 
cargo screening and specifies that U.S. aircraft operators and foreign air carriers are responsible 
for meeting the 50- and 100-percent screening deadlines. Major elements of the CCSP include: 

• Security: Extensive vetting and training of screening facility personnel, including 
expanded Security Threat Assessment (ST A) requirements for certain CC SP personnel, 
a requirement for all parties (including current STA holders) to renew the STA every 
5 years, and strict requirements for facility security. 
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• Validation: Requirement that each facility submits to an independent assessment by a 
TSA-approved validation firm that meets established corporate eligibility, personnel 
qualifications, and background check requirements. 

• Screening: Detailed program requirements and procedures for physical searches 
during the packaging process, as well as strict protocols for the use of screening 
technology, such as X-ray and Explosives Trace Detection (ETD). (Almost all certified 
shippers use physical searches; IACs [freight forwarders] tend to use technology to 
perform screening.) 

• Chain of Custody: Use of TSA-approved tapes, locks, and seals, along with stringent 
procedures for maintaining a secure chain of custody from the moment cargo is 
screened until it is delivered to an air carrier for uplift on passenger aircraft. 

4. Program Implementation 

Shippers, in general, are not regulated by TSA. Shippers who volunteer to be certified under the 
CCSP are regulated under the IFR. Under the IFR, TSA is developing an SSP [the CCSSP] that 
will have security and chain of custody standards that are similar to those in the SSPs currently 
issued to IACs and aircraft operators. Unlike shippers, IACs are already regulated by TSA, and 
thus upon joining the CCSP, the SSP applicable to these entities will be amended. 

5. Final Rule Development 

In response to stakeholder comments, TSA is considering changes to the regulations. TSA 
expects to publish the Final Rule in March 2011. 

6. Facility Certification Numbers 

As of November 3, 2010, TSA has certified 1,140 CCSFs. 

C. Screening Technology Pilot 

1. Background 

The Screening Technology Pilot (STP) was designed to achieve three key goals: 

• Assist industry in achieving screening requirements of the 9/11 Act by creating 
screening capacity at IACs and ICSFs 

• Measure the effectiveness of select screening technologies on various commodity 
classes 
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• Evaluate chain-of-custody procedures for screened cargo as it moves from the IAC or 
ICSF to the air carrier 

In exchange for limited reimbursement of technology costs, participants in the STP submitted 
monthly data reports detailing CCSP-related costs and information about technology suitability 
and effectiveness in the cargo environment. In addition, STP participants allowed TSA to 
conduct extensive analysis about the impact that the CCSP has had on their cargo flow, supply 
chain, and business operations. 

The STP represents a large roll-out of screening technologies beyond the air carrier level, 
including X-ray and ETD equipment. By the completion of the pilot, more than 120 X-rays and 
more than 250 ETDs were deployed, including 47 large-aperture, Advanced Technology (AT) 
X-ray systems capable of screening cargo loaded on skids that contain certain commodities. It is 
anticipated that the STP analysis will demonstrate the importance and benefit of screening 
technology to CCSFs, thereby facilitating the broader adoption of time-saving and volume
maximizing devices throughout the supply chain. 

2. STP Participant Screening Percentages 

In July 2010, STP participants screened more than 72 million pounds of cargo intended for uplift 
on passenger aircraft departing U.S. airports. This contribution represents 64 percent of all cargo 
screened by CCSFs and 33 percent of all domestically screened cargo uplifted on passenger 
aircraft departing U.S. airports. As of July 2010, the number of STP participants represented 
12 percent of all certified facilities, including many of the largest participants. 

D. TSA-Certified Explosives Detection Canine Teams 

In the air cargo environment, TSA currently employs two types of canine teams to screen cargo 
destined for transport on passenger aircraft: teams led by local law enforcement officers (LEOs) 
and proprietary teams (Federal teams) led by TSA cargo inspectors. As of October 25, 2010, a 
total of 586 canine teams (466 local LEO-led canine teams and 120 authorized federally led 
canine teams) are deployed at 78 airport locations within the United States. 
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78 Canine Team Locations 
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LEO Canine Teams 

1. LEO Canine Teams 
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Dallas • 
(DFW, DAL) 
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Stn Juan 

D 

TSA uses 466 local LEO-led canine teams who spend approximately 25 percent of their time in 
the air cargo environment and associated facilities providing law enforcement presence and 
screenmg air cargo. 

Location and Number of LEO Canine Teams 

Team Team 
I 

Team 
Locations Numbers Locations NumhPrs Locations Numbers 

ABQ (b)(3):49 U.S.C. § FLL (b)(3):49 U.S.C. § PAPD&JFK ~b)(3):49 U.S.C. § 
114(r) 114(r) 

ANC 
114(r) 

GSN PBI 
ATL GSO PDX 
AUS GUM PHL 
BDL HNL PHX 
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Location and Number of LEO Canine Teams 

Team Team Team 
Locations Nnmhers Locations Numbers Locations Numbers 

BGR (b 1(31:49 U.S.C. HPD (b 1(31:49 U.S.C. § PIT (b 1(31:49 U.S.C. § 
§ 114(r1 114(r1 114(r1 

BHM IND PVD 
BNA JAX ROC 
BOI LAS RNO 
BOS LAX RSW 
BUF LIT SAN 
BWI MCI SAT 
CLE MCO SDF 
CLT MEM SEA 
CMH MHT SFO 
cos MIA SJC 
CPD MKE SJU 
CVG MSP SLC 
DAL MSY SMF 
DAY MWAA&DCA SNA 
DEN OAK STL 
DFW OMA STT 
DTW ONT TPA 
ELP ORF TUL 

TUS 

Grand Total 466 

2. TSA Proprietary Canine Teams 

TSA proprietary canine teams are primarily dedicated to screening air cargo at high-volume air 
cargo facilities to enhance air cargo security and facilitate achieving the 100-percent 
congressional mandate. TSA has authorized 120 teams, and the teams are being deployed to 
airports on the basis of cargo volume. Although screening by air carriers and the CCSP are the 
primary means to achieve 100-percent air cargo screening, these teams are an important addition 
to the program. 

As of October 2010, 115 teams had been hired, of which 110 teams have been deployed at the 
top 20 airports by passenger cargo volumes. All teams are in various levels of training; 82 teams 
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are considered certified to screen cargo, meaning air carriers may count cargo screened by these 
certified teams as screened cargo. 

Certified Proprietary Canine Teams 

Airport Total Allocation Certified 
ANC (b 1(31:49 U.S.C. § 114(r1 

ATL 
BOS 
DEN 
DFW 
DTW 
EWR 
GUM 
HNL 
IAD 
IAH 
JFK 
LAX 
MCO 
MIA 
ORD 
PHL 
SEA 
SFO 
SJU 

Total 120 I 82 

As part of the layered security approach, the canine teams conduct routine security sweeps for 
the detection or deterrence of explosive threats where cargo is staged, consolidated, or otherwise 
prepared for transport. The canine teams conduct random patrols at various areas within the 
cargo environment during both peak and non-peak hours. Although teams are available on a 
24-hour/7-day on-call basis, the majority of screening time will be on a random basis. 

A variety of factors impact canine screening statistics, including when a team is certified, the 
level of acclimation assistance required by area teams, and the amount of cargo available to be 
screened at any given time (which can vary seasonally by airport). The following graphs show 
the month-to-month trends in TSA proprietary canine screening overall for FY 2010. 
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Certified Proprietary Canine Team Screening by Month 
(b 1(31:49 U.S.C. § 114(r1 

Certified Proprietary Canine Team Screenin~ by Hour 
(b 1(31:49 U.S.C. § 114(r1 
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Certified Proprietary Canine Team Screening by Cargo Pieces 

(b 1(31:49 U.S.C. § 114(r1 

E. Cargo Screening Distribution/Reporting 

1. Reporting Requirements Explanation 

The FY 2007 DHS Appropriations Act (P.L 109-295), enacted on October 4, 2006, states: 

TSA shall report air cargo screening statistics quarterly to the committees on 
Appropriations of the Senate and the House of Representatives, by airport and passenger 
atr earner ... 

12 

-~~:NSITIVE SECURITY INFORMATION 

WA.NNl1VG: This r~cord contain, S~n,ilivc s~rnrily Information lh'11 is ,\mlrollcd lllHkr 4'1 r.," 1, 1 ,·>11 l\'o p,m 01· this r~cord may 

be di,cl0scd to 1wrsons without u ··need to know ... as dclincd in 4<J (TR pans 15 :md 152(1. c,;ccpt with tlw writt,·n pcrm1s,"' 
Administrator of tile Tra,isporlulion Sccmity Administration or the Secretary of Transportation. lJn~utliori~cd ITica,e may result in civil pcn~lty 
or mher action. For U.S. government agc,idcs, public disclosure is go,crncd by 5 l:.S.C. 552 and 49 CFR parts 15 uml 1520. 



SENS!I!YE SECUB!IY TNEQBMAJTQN 

This reporting requirement is continued by Section 514 of P.L. 111-83. To implement this 
requirement, TSA issued a series of updates to air carrier security programs requiring air carriers 
and CCSP participants to submit cargo statistics monthly. The statistics derived from these 
submissions are the basis for TSA's reporting to Congress. Effective February 2009, TSA 
adjusted air carrier reporting requirements and added CCSF reporting requirements to include 
monthly screening reports on the number and weight of shipments screened. On the basis of this 
reporting, TSA has determined that 100 percent of air cargo (by weight and number of 
shipments) transported on domestic passenger aircraft has been screened since the 100-percent 
requirement went into effect. 

2. Total Screening Percent Growth 

Cargo Uplifted on Flights Originating Within the United States and Territories 

Month 
Percent of Cargo Screened by Percent of Cargo Screened by 

Weieht Shipment (MA WB*) 
April 2010 70 percent 77 percent 
May 2010 83 percent 81 percent 
June 2010 82 percent 79 percent 

Q3 FY 2010 Total 78 percent 79 percent 
Q2 FY 2010 Total 66 percent 75 percent 

* MAWB: Master Air Waybill 

F. Industry Compliance 

TSA TSI-Cs perform compliance inspections, including special emphasis inspections, focused 
inspections, air cargo strikes (weeklong compliance enforcement surges focused on IA Cs, air 
carriers, and CCSFs within a single metropolitan area), investigations, and tests of air carriers 
and IACs. TSA TSI-Cs also perform educational outreach to assist air carriers and IACs in 
complying with air cargo security mandates. TSI-Cs are located at 121 airports in the 
United States. 
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1. Major Initiatives 

In FY 2010, TSA TSI-Cs executed their mission as follows: 

Launched over 3,400 
investigations 

-

Completed 7,829 Sma ll 

Package Tests 

TSA 050 Air Cargo 

2. Compliance Risk Assessment 

Canine teams scree ned 

over 308M lbs in FY2010 

In FY 2010, TSI-Cs conducted more than 48,000 inspections at almost 10,000 cargo facilities. 
TSA assigns each facility a risk score based on factors such as compi.=1.1.1.:.1::.....u"-I.LI.L....L...:>...c.......,.,t::L.L.LLU...lL., 
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FY 2010 Compliance Risk Update 

During FY 2010 more than 48,837 inspections were conducted, resulting in: 

Start of Year 

High Risk 
Entities 

Medium Risk 
Entities 

Low Risk 
Entit ies 

Average Risk 
Score 

rb)(3)49 U.S.C. § 114(,) 

3. TSI-C Staffing Levels 

4,241 

3,938 

4,193 

45.32 

End of Year 

2,669 

2,507 

8,481 

15.90 

% Change 

~ 
~ 
__Fl_ 
~ 

In FY 2010, TSA hired an additional 50 TSI-Cs at airports across the United States. This hiring 
effort augmented the current staffing level and allowed the TSA Office of Security Operations to 
increase the number of inspections it conducted at high-cargo-volume, high-risk airports. Also, 
the staffing increase supported oversight and inspections of CCSP participants, as well as 
assessments of industry compliance with the 100-percent air cargo screening mandate. At the 
end of FY 2010, TSA's total allocation of TSI-Cs was 500 (not including canine team handlers). 
In addition, TSA employs 10 international air cargo inspectors who assess international airpoiis 
and facilities. 
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FY 2010 Additional 50 TSI-C Locations 

llfO - & 
SJC - 1 * PAT- I 

* IIIL- 1 

* GJT-1 

IU - 1 

* HNL- 1 

* DPW- 1 

* Alli - I * 

* AUl - 1 

* D"TW 
D - 1 

1i a.J - 1 

* 
* RD\J - t * CLT- 1 

* SIT- I 

* SJU- 1 

4. Special Emphasis Inspections and Focused Inspections 

BOS - "Z 

Special Emphasis Inspections (SEls) are inspections that focus on areas of air cargo security that 
have been identified as vulnerabilities through regular inspection efforts. SEls involve both 
covert a1d overt tests. coordinated inspections. and when annronriate. more robust enforcement 
actions. (b)(3):49 u.s.c. § 114(r) ] The results of 
SEls are used to identify a baseline of compliance within the specific vulnerabilities to assist in 
driving future TSA cargo security inspection and testing activity. Numerous SEls are conducted 
from year to year to ascertain if efforts are improving the compliance rates. 

TSA conducted quarterly SEls that focused on realistic scenarios and identified vulnerabilities. 
TSA completed the same SEis in FY s 2009 and 2010 so that it could compare year-to-year 
compliance trends and TSI-C effectiveness. As indicated in the following chart, the compliance 
rate improved for all four areas tested in FY 2010. 
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STA Inspections 

Alternative 
Screening/Medi ca I 

Shipments 

Invalid IAC Certificates 

Access Controls 

(b 1(31:49 U.S.C. § 114(r1 

In addition to the SEis listed in the chart, TSA conducted an SEI on international inbound cargo 
to verify airline compliance with new TSA screening requirements for cargo transported into the 
United States on passenger aircraft. These procedures increased the amount of cargo that needed 
to be screened and also set forth an additional requirement for inbound cargo that would be 
flown on an additional passenger air leg once it arrived in the United States. Domestic TSI-Cs 
were directed to inspect cargo as it was unloaded at the airport of arrival in the United States to 
assess if screening requirements were, in fact, met and to ensure that, if an additional domestic 
~~enger air leg was to take place, applicable requirements were applied. This SEI resulted in 
~indings out of 251 inspections. TSA used these results as a basis for increased outreach with 
the airlines regarding screening requirements at non-U.S. airports. 

TSI-Cs also tested cargo acceptance requirements under the Known Shipper Program throughout 
the year. The domestic Known Shipper Program sets forth requirements permitting only cargo 
received from persons that are identified as Known Shippers to be transported on passenger 
aircraft. Known Shippers must be vetted by TSA, the IAC, or the air carrier before receiving the 
status of a "Known Shipper." 

In FY 2010, domestic TSI-Cs conducted approximately 10,000 small package tests. The result 
of these small package tests was a national compliance rate od~b 1ibercent. Whenever there was 
an identified failure, TSI-Cs conducted a regulatory investigation to determine the cause of the 
non-compliance, including referring potential criminal cases to TSA 's Office of Inspections. All 
small package test failures are referred to TSA criminal investigators to ensure the failure was 
not based on intentional circumvention of TSA security requirements. If no criminal nexus was 
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identified, TSI-Cs would pursue normal TSA investigations and enforcement actions as 
necessary. 

5. Air Cargo Strike Enhancement/Augmentation 

Cargo Strikes are weeklong compliance enforcement surges focused on IACs, air carriers, and 
CCSFs in a single metropolitan area. Several Cargo Strikes occur each month, and most top 
cargo volume airports undergo multiple strikes each year. Recent enhancements to the Cargo 
Strike program include: 

• Routine TSA Office of Intelligence briefings related to cargo 
• Emphasis on direct observation of cargo screening 
• Playbook operations in an air cargo environment-a mobile screening checkpoint for 

personnel in secure cargo areas 
• Security Identification Display Area badge audits 
• Addition ofTSA Office of Inspections, TSA Proprietary Canine teams, and TSA 

Transportation Security Officers to cargo strike teams (many teams also include Federal, 
State, and local stakeholders, as well as law enforcement) 

• Introduction of Visible Intermodal Prevention and Response (and related) activity 

FY 2010 Cargo Strikes occurred at the following airports: 

Airport Code 
ALB 
BOS 
BUR 
CVG 
DAL 
DEN 
DFW 
EWR 
HNL 
HOU 
IAH 
ITO 
JFK 
KOA 
LAS 
LAX 
LOB 

SEN 

Airport Name 
Albany International Airport 
Logan International 
Bob Hope Airport 
Cincinnati/Northern Kentucky International 
Dallas Love Field 
Denver International 
Dallas/Fort Worth International 
Newark International 
Honolulu International 
Hobby Airport 
Houston Intercontinental 
Hilo International Airport 
John F. Kennedy International 
Kona International Airport 
McCarran International 
Los Angeles International 
Long Beach Airport 
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Airport Code 
LOA 
LIH 
MCI 
MIA 
MSP 
OGG 
ONT 
ORD 
PIT 
SEA 
SFO 
SJU 
SNA 

Entity Type 

IAC 
Air Carrier 

CCSF 

Airport Name 
La Guardia 
Lihue Airport 
Kansas City International 
Miami International 
Minneapolis-St. Paul International 
Kahului Airport 
Ontario International 
Chicago-O'Hare International 
Pittsburgh International 
Seattle-Tacoma International 
San Francisco International 
Luis Munoz Marin International 
Orange County John Wayne 

FY 2010 Cargo Strike Highlights 

Inspections Inspections with Findings I Findings 

1842 (b 1(31:49 U.S.C. § 114(r1 

621 
161 

EIR = Enforcement Investigative l' . ..:pull 

G. International Inbound 

I EIRs I Compliance Rate 

TSA's proposed strategy to enable industry to achieve the 100-percent screening mandate for 
inbound passenger air cargo includes two key components: increasing screening requirements in 
TSA's SSP to 100 percent and National Cargo Security Program (NCSP) recognition. Through 
NCSP recognition, TSA allows U.S. air carriers and foreign air carriers to follow the security 
programs of countries that TSA determines to be commensurate with TSA requirements. 

In addition, as a result of the recently disrupted plot to transport explosive devices on inbound air 
cargo on October 29, 2010, TSA has taken immediate steps to further secure the air cargo supply 
chain with air carriers, foreign air carriers, and all-cargo carriers. TSA will continue to evaluate 
these near- and longer-term measures and will implement them through the appropriate 
processes. 
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SSP Updates 

As of May 1, 2010, 100-percent screening was required for all loose cargo shipments 
placed on narrow- and wide-body aircraft and a minimum of 15 percent screening was 
required, per flight, for all other cargo that is shrink-wrapped and banded to skids. TSA 
plans to release additional program changes by the end of 2010 for industry comment. 
These revisions will outline TSA's proposal to increase screening requirements for 
inbound air cargo to 100 percent. 

NCSP Recognition 

NCSP recognition allows passenger air carriers to adhere to the air cargo security 
programs of specific countries that TSA determines to be commensurate with TSA 
requirements. Air carriers, by way of an amendment process to the carrier's SSP, may 
adhere to the recognized NCSP of a specific country instead of the carrier's SSP. 
A~endments to a carrier's pr~gram ma~ be ftc,evted for,..,cargo_ ~hat departs airnojs to the 
Umted States from the followmg countnes: ~-- 1

,
31

-
49 U.S . ..,.§ 114,ri _ 

:

1

; ~
3} 4; TSA has focused its efforts on reviewing, analyzing, and evaluating country 

programs and seeks to expedite the participation of other countries, especially those 
countries that have been identified with a high risk factor combined with a high volume 
of air cargo inbound to the United States. NCSP recognition involves a system-to-system 
approach to ensure that the combination of the components that constitute a country's 
NCSP provides a level of security that is commensurate with the components of the U.S. 
air cargo supply chain security system. 

International Efforts 

In addition to increasing screening through security programs and NCSP recognition, 
TSA continues to strengthen air cargo security standards through information sharing and 
direct engagement with international organizations and partner countries. TSA is 
currently engaged in multiple bilateral and multilateral initiatives and has made 
significant progress recently in its work with the European Commission to assess the 
comparability of air cargo security standards of European Union Member States. 
Engaging in such agreements and partnerships increases the cross-sharing of information 
regarding international air cargo security best practices. In addition, ongoing engagement 
in these types of activities will identify potential candidate countries for NCSP 
recognition. 

In September 2010, the International Civil Aviation Organization (ICAO) adopted TSA's 
proposal to incorporate key air cargo supply chain security and threat detection concepts 
into the security Standards and Recommended Practices of Annex 17 to the Convention 
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on International Civil Aviation of 1944 (Chicago Convention). TSA worked closely with 
the International Air Transport Association (IATA) and foreign government partners on 
this effort to strengthen ICAO's standards by advocating the importance of detection 
methods in screening over security controls alone. 

During the November 2010 ICAO Multilateral Meeting on Air Cargo Security in 
Montreal, Canada, representatives from industry and multiple contracting states discussed 
ways to strengthen air cargo security in the near-, intermediate-, and long-term future. 
Participants discussed potential further initiatives to enhance cargo security, including: 
developing a global definition of high-risk cargo; deploying joint teams of training, 
technical, and compliance personnel as a show of global alignment and standardization of 
security requirements; exploring the requirement of advance manifest information for 
cargo targeting; and establishing a standard cargo hub concept to target certain areas that 
would receive multilateral technical and training support to bring the level of security 
above the level of basic standards, providing an example for surrounding cargo facilities 
and regions. 
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IV. Screening Technologies 

TSA continues to support the development of diverse screening methods, including approved 
technologies and the use of canines. Because no single technology is appropriate for every 
screening scenario, TSA has approved a suite of technologies and associated screening protocols 
from which screening entities may choose on the basis of their unique requirements and 
commodities. 

A. Major Initiatives-Air Cargo Screening Technologies 

To ensure that screening entities have guidance regarding appropriate and effective technologies 
available for purchase, TSA developed the TSA Air Cargo Screening Technology List (ACSTL) 
and published the first list in April 2008. The list includes equipment models that TSA evaluated 
for effectiveness in a cargo environment. The ACSTL has been periodically updated as new 
technology models or methods of screening have been approved and now includes both 
"Approved" technologies, which have met TSA standards and are eligible for use for 36 months 
while undergoing further testing, and "Qualified" technologies, which are able to be used for the 
life cycle of the equipment. The most recent version of the ACS TL is version 6.0, dated 
September 13, 2010. 

TSA has authorized the use of the following technologies to screen air cargo. These 
technologies are currently being used by both industry and TSA to screen air cargo unless 
otherwise noted: 

• ETD 
• AT X-Ray (both Small and Medium Aperture) 
• X-Ray (Large Aperture) 
• Electronic Metal Detection (EMD) 

TSA is also actively engaged in the following initiatives related to air cargo screening 
technology: 

• Testing, evaluation, and qualification of existing technologies for use in air cargo to assist 
the fresh fruit industry and others in complying with new cargo screening requirements 

• Deployment of skid-level and palletized screening technologies, including vapor and 
metal detection technologies, to meet the 100-percent screening mandate 

• Continuous collaboration with the DHS Science and Technology Directorate on research 
and development of new screening technologies 
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Technologies that have been "approved" but not "qualified" are eligible for use for 36 months 
from the date they were added to the technology list. During this period, TSA will evaluate the 
operational efficacy of these technologies to accommodate the cargo screening volumes required 
to meet the 100-percent screening mandate of the 9/11 Act. TSA is also evaluating other 
technologies for air cargo screening, including metal detectors, vapor detection systems, and 
microwave technologies. Outcomes of DHS/TSA Transportation Security Laboratory testing, 
Office of Security Technology Operational Utility Evaluation field testing and evaluation, and 
the IAC CCSP may result in modifications or additions to this list. 

Air cargo screening devices submitted for qualification must complete an eight-step qualification 
process. As depicted in the following chart, in this eight-step process, manufacturers submit 
relevant information on their proposed device in "white papers," so that TSA can perform an 
initial assessment of the device's screening merit. On "industry day," TSA provides a detailed 
briefing to manufacturers on the qualification criteria for the technology. After "industry day," 
manufacturers who wish to continue participation in the qualification testing will compile and 
submit a "qualification data packet" containing information specified by TSA. TSA then 
requires manufacturers to enter into a bailment agreement with TSA to establish their respective 
responsibilities and liabilities while equipment is in the custody of TSA. Next, TSA begins 
laboratory and field testing of the technology. In the final step, TSA convenes a Technical 
Review Panel that analyzes the test results and determines if the technology should be qualified. 

B. Screening Technology Qualification Process 

Step Owner 

1 Submit White Papers Manufacturers 

2 Assess White Papers TSA 

3 Conduct/Participate in Industry Day TS A/Manufacturers 

4 Submit Qualification Data Packets Manufacturers 

5 Assess Qualification Data Packets TSA 

6 Coordinate Logistics/Bailment Agreements TS A/Manufacturers 

7 Conduct Qualification Test TSA 

8 Assess Final Reports TSA 
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Qualification Testing (step 7) includes formal laboratory and field tests based on air cargo 
screening qualification standards. Devices that successfully pass the qualification tests are 
placed on a Qualified Technologies List (QTL). Only technologies purchased or leased in 
accordance with this list may be used to meet the 100-percent screening mandate enacted by 
Congress in the 9/11 Act. 

TSA issued screening protocols for using the technologies listed in Section 4A of this report, 
"Major Initiatives-Air Cargo Screening Technologies": ETD, AT X-Ray, X-Ray, and EMD. 
The protocols detail screening methodologies for each technology type and provide guidance on 
which technologies can be used for specific commodity classes. 

C. Access Control Technology Pilot 

The Air Cargo Vulnerability Assessments identified opportunities for improved access control at 
warehouse facilities. TSA is initiating a pilot to test and evaluate various access control 
measures in the operational environment. Like the IAC Screening Technology Pilot, this pilot 
will have immediate benefits of raising the level of security in the air cargo supply chain and 
longer-term benefits of forming policies for access control. 
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V. Outreach 

A. Current and Past Outreach Progress 

CCSP has extended partnerships with industry trade associations and Federal and local 
Chambers of Commerce nationwide to ensure awareness of the program among key industry 
segments. Through most of 2008 and early 2009, TSA's outreach efforts focused primarily on 
air carriers, airports, and IACs at the 18 high-cargo-volume airports. Through these regulated 
entities, TSA also conducted outreach to shippers. In 2010, TSA has further expanded its 
outreach efforts, focusing on shippers in key commodity segments and local trade associations 
through Webinars, targeted email campaigns, and industry forums and conferences. 

TSA will continue to engage local trade groups and associations to obtain a level of industry 
involvement sufficient to continue to meet the domestic portion of the mandate beyond 
August 2010. 

B. Planned Events and Activities 

TSA' s international outreach efforts have included the IA TA and other industry associations 
such as the International Air Cargo Association, as well as numerous air carriers, both U.S.- and 
foreign-flag carriers. TSA has participated in meetings and conferences throughout the world 
directly engaging with those industry representatives and continues to engage with its 
government counterparts in countries around the world. This year TSA participated in the Asia 
Pacific Economic Cooperation Air Cargo Security Conference in Singapore as well as meetings 
with the European Commission, the Association of Asia Pacific Airlines conference in 
Kuala Lumpur, Malaysia, and the ICAO General Assembly. In November, Administrator Pistole 
participated in the IA TA A VSEC World Conference in Frankfurt, Germany, and met with 
aviation security officials to sign an international security agreement with Germany. TSA will 
continue to focus on comprehensive outreach activities and engage all stakeholders as it moves 
forward with these efforts. 
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VI. Challenges for International Inbound 

The challenges TSA faced in developing its domestic approach are also present for international 
inbound air cargo and are further compounded by the unique attributes of the international 
environment. An estimated 2.8 billion pounds of cargo placed on passenger aircraft arrives from 
94 different countries yearly via a global air cargo supply chain with an unknown number of 
participants. 3 Those 94 countries have varying systems for air cargo security. As a result, 
innumerable unique air cargo security programs and regulatory requirements are implemented 
worldwide. 

In addition, organizations such as ICAO and the European Commission have established 
international security standards to which all contracting states must adhere, leading to multiple 
standards and requirements for industry to follow depending on country of operation. Globally, 
screening technology is limited in availability and lacks standardized application. In addressing 
these challenges, TSA must continue to work with U.S. aircraft operators, foreign air carriers, 
and its international partners, at various stages and locations to standardize and improve the 
shipping process. 

3 2009 Bureau of Transportation Statistics data. 
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VII. DHS Action Plan 

TSA has ensured that industry met the August 2010 100-percent screening mandate for cargo 
transported on passenger aircraft. TSA is making significant progress toward successful 
implementation of its air cargo security initiatives and programs targeted toward meeting the 
100-percent screening mandate for international inbound air cargo on passenger flights. In 
FY 2011, TSA will focus air cargo resources to ensure compliance domestically with the 
100-percent screening requirement and work toward screening 100-percent international inbound 
air cargo on passenger aircraft by: 

• Releasing security program changes outlining TSA' s proposal to increase screening 
requirements for inbound air cargo to 100 

• Identifying and evaluating technology equipment to screen specific commodities: 
Perishable, Chemicals, and Pharmaceuticals 

• Implementing the third-party canine screening pilot 
• Increasing cargo inspection resources to educate industry and enforce the 100-percent 

screening requirement 
• Testing, evaluating, and qualifying existing technologies for use in complying with 

screening requirements for specific commodities 
• Deploying skid-level and palletized screening technologies, such as vapor detection and 

metal detection, if approved 
• Issuing the Air Cargo Screening Final Rule 
• Conducting regular outreach to a multitude of stakeholders including, but not limited to, 

foreign governments and Civil Aviation Authorities, foreign and domestic carriers, 
industry associations, international organizations, and regional bodies to harmonize air 
cargo security standards and advance the "supply chain screening" approach toward 
100-percent screening of international inbound cargo on passenger aircraft 

• Assessing legacy NCSP and identify other programs for potential TSA-recognition 
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VIII. Appendix-LEO-led Canine Team Locations by 
Name 

Airport Code Airport Name Airport Code Airport Name 

ABQ Albuquerque International Sunport LGB Lon.e; Beach Airport 

ALB Albany International Airport UH Lihue Airport 

ANC Anchorage International LIT Little Rock National 

ATL Hartsfield Atlanta International MCI Kansas City International 

AUS Austin Bergstrom International MCO Orlando International 

SOL Bradley International MOW Chicago Midway 

BGR Bangor International MEM Memphis International 

BHM Birmingham International MHT Manchester 

BNA Nashville International MIA Miami International 

BOI Boise Air Terminal/Gowen Field MKE General Mitchell International 

BOS Logan International MSP Minneapolis-St. Paul International 

BUF Greater Buffalo MSY New Orleans International 
Metropolitan Washington Airport 

BUR Bob Hope Airport MWAA Authority 

BWI Bal ti more-Washington International OAK Metropolitan Oakland International 

CLE Cleveland Hopkins International OGG Kahului Airport 

CLI Charlotte/Douglas International OMA Omaha Eppley Airfield 

CMH Port Columbus International ONT Ontario International 

cos Colorado Springs Municipal ORD Chicago-O'Hare International 

CPD Chicago Police Department ORF Norfolk International 
Cincinnati1Northern Kentucky 

CVG International PAPD Port Authority Police Department 

DAL Dallas Love Field PSI West Palm Beach International 

DAY James M. Cox Dayton International POX Portland International 

DCA Washington Rca_gan National PIIL Philadelphia International 

DEN Denver International PIIX Phoenix Sky Harbor International 

DFW Dallas/Fort W 011h International PIT Pittsbur_gh International 

DTW Detroit Metro Wayne County PYO T F Green State 

ELP El Paso International RNO Reno/Tahoe International 

EWR Newark International RSW Southwest Florida International 

FLL Ft. Lauderdale-Hollywood International SAN San Diego Intl-Lindbergh Field 

GSN Saipan International SAT San Antonio International 
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Executive Summary 
Our Nation's passenger rail systems and assets are vital to the overall functioning of our Nation's 
transportation sector, economy, and society. Protecting these systems from deliberate attack or 
disruption remains a top Administration priority and is a shared responsibility among transit 
agencies, law enforcement, the private sector, and the traveling public. 

While Federal, state, and local transit agencies and industry partners have taken substantial 
action to enhance protection of passenger rail-through grants, training, operational deterrence, 
exercises, public awareness, and critical infrastructure protection activities-there is still much 
work to be done. Inherent vulnerabilities in the system's open architecture, combined with large 
numbers of riders and aging critical infrastructure, continue to make passenger rail a terrorist 
target. 

To obtain a more complete picture of system-wide risk and inform a national strategy for the 
protection of passenger rail, TSA has conducted a series of risk assessments on U.S. passenger 
rail systems and assets, including subway rail, commuter rail, and inter-city passenger rail. 

These assessments included national, system, asset, and regional level assessments, tailored to 
the needs and characteristics of each type of system. Building on these risk assessments, TSA 
also completed the Transportation Security Sector Risk Assessment (TSSRA) to serve as a 
comprehensive, cross-modal view and comparative analysis of terrorist risk involving 
transportation. 

To determine risk at the system level, TSA, in coordination with transit agencies, also completed 
assessments in 93 of the I 00 largest transit systems and 18 assessments on smaller agencies, 
under the Baseline Assessment for Security Enhancement (BASE) program, which measures 
effectiveness of security programs. 

Improvised Explosive Device (IED) attacks on passenger rail systems in urban areas remain the 
greatest risk to the passenger rail. Chemical, biological, and radiological (CBR) attacks against 
large intermodal stations also have the potential to create a large number of casualties because of 
the volume of people who use those stations. Additional risks include sabotage against 
passenger rail tracks and assaults against passenger rail trains and stations. 

(b 1(31:49 U.S.C. § 114(r1 

To protect against likely attack scenarios, DHS has committed approximately $1.6 billion since 
Fiscal Year (FY) 2006 to local systems to train front line workers; build canine teams, anti
terrorism teams, and passenger screening teams; support local exercises; promote public security 
awareness; harden critical transit infrastructure; and fund intelligent information-gathering 
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systems. Amtrak also has received $97 million in security grants from DHS since FY 2006 for 
similar activities, focused on the Northeast Corridor. 

Building on these efforts and recent risk assessments, TSA has developed a comprehensive 
passenger rail security strategy for passenger rail and mass transit. This strategy is informed by 
practical operational experience of transit agencies, frontline personnel, and security experts, 
numerous risk analyses, threat assessments, vulnerability assessments, and TSA covert testing. 
The overarching goal of this strategy is deterrence through canine, passenger screening, and anti
terrorism teams and infrastructure resilience at high-risk targets through asset hardening, access 
control improvements, and installation of intrusion detection capabilities. 

A trained workforce and an aware public remain critical to the success of this strategy. Moving 
forward, TSA will execute the Visible Deterrence and Resilient Infrastructure Strategy through 
the following 5-part plan: 

1. Federal Funding for Anti-Terrorism Teams: Focus Federal security grants on canine, 
passenger screening, and anti-terrorism teams and on vulnerable critical infrastructure 
(stations, tunnels, and bridges) that, if successfully attacked, would have significant 
consequence. 

2. Intelligence: Strengthen efforts to share intelligence with local operators and support 
intelligence information gathering, such as greater use of the Suspicious Activity 
Reporting System (SARS) by state, local, tribal, and territorial law enforcement agencies. 

3. Augment Local Resources: Augment local anti-terrorism efforts with TSA resources, 
such as Transportation Security Officers (TSO) working in conjunction with Amtrak 
police and local law enforcement to conduct random passenger screening and deploy 
TSA special operation teams to support thousands of annual Visible lntermodal 
Prevention and Response (VIPR) operations each year. 

4. National Security Standards: Collaborate with frontline stakeholders and industry 
partners to utilize best practices in developing national security standards. 

5. Public Awareness: Emphasize the importance of public awareness, such as the recently 
announced DHS "If You See Something, Sa_v Something" campaign, adapted as a best 
practice from the successful New York Metropolitan Transportation Authority (MT A) 
public awareness program. 
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Legislative Language 

Section 1511 of the Implementing Recommendations of the 9/ 11 Commission Act of 2007 (9/ 11 
Act), Public Law 110-53, Title XV - Surface Transportation Security, Subtitle B-Railroad 
Security, includes the following requirements: 

(a) RISK ASSESSMENT.-The Secretary shall establish a Federal task force, including the 
Transportation Security Administration and other agencies within the Department, the 
Department of Transportation, and other appropriate Federal agencies, to complete, within 6 
months of the date of enactment of this Act, a nationwide risk assessment of a terrorist attack 
on railroad carriers. The assessment shall include-

( 1 ) a methodology for conducting the risk assessment, inc I uding timel ines, that addresses 
how the Department will work with the entities described in subsection (c) and make use 
of existing Federal expertise within the Department, the Department of Transportation, 
and other appropriate agencies; 

(2) identification and evaluation of critical assets and infrastructure, including tunnels used 
by railroad carriers in high threat urban areas; 

(3) identification of risks to those assets and infrastructure; 
( 4) identification of risks that are specific to the transportation of hazardous materials via 

railroad; 
( 5) identification of risks to passenger and cargo security, transportation infrastructure 

protection systems, operations, communications systems, and any other area identified by 
the assessment; 

(6) an assessment of employee training and emergency response planning; 
(7) an assessment of public and private operational recovery plans, taking into account the 

plans for the maritime sector required under section 70103 of title 46, United States 
Code, to expedite, to the maximum extent practicable, the return of an adversely affected 
railroad transportation system or facility to its normal performance level after a major 
terrorist attack or other security event on that system or facility; and 

(8) an account of actions taken or planned by both public and private entities to address 
identified railroad security issues and an assessment of the effective integration of such 
actions. 

(b) NATIONAL STRATEGY.-

(1) REQUIREMENT.-Not later than 9 months after the date of enactment of this Act and 
based upon the assessment conducted under subsection (a), the Secretary, consistent with 
and as required by section l 14(t) of title 49, United States Code, shall develop and 
implement the modal plan for railroad transportation, entitled the ''National Strategy for 
Railroad Transportation Security.'' 
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The Secretary of Homeland Security delegated responsibility to TSA to complete a nationwide 
risk assessment examining the potential threat, vulnerabilities, and consequences of a terrorist 
attack on the Nation's passenger rail system, as required by the 9/11 Act. 

DHS also delegated responsibility to TSA to develop a national strategy for passenger rail 
transportation. The strategy included in this report begins on page 9 and is based on the 
passenger rail security risk assessment. 
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I. Passenger Rail Security Risk Assessment and 
National Strategy 

A. Assessments 

TSA has conducted several assessments on passenger rail systems and critical assets at the 
national and regional levels. 

National Assessments 
TSA developed the TSSRA, a report designed to provide both cross-modal and individual 
modal analyses of risk. This report relied on the input of industry, multiple Federal agencies, 
and several departments. 

Key findings include the following: 

(b 1(31:49 U.S.C. § 114(r1 

3 

• , .... , ...,.., · .. , .. ,l ·· 11 .,,,, s~nsili\'e s~L·urily J11forrn;,.iliun thal is conlroll~d uml1..'r ~LJ CFR parls I) and I S·Jq_ Nu part of this r~curd 
m;iy h~~ d i . ..;do . ..;~~d tn 1wrso11 . ..; \\-'it hnut 11 '"n~c~1 td k:. , 1 ~ ... - • i•- -~- -. ·• ·~ - ·· 1 ,::;; ,,,,1 l "1 "l(), .;.::"X.;:,.·~~pt \\--i1 h 1 lw 'i.vriu~~n p~rm i s. . ..;inn nf 1 lw 
Adminis.tratnr nt' tlw Tr;rn_;.;p1~r1;i1 inn s .. ~L:uriiy Adrninis.tr;l1Hrn 1ff 1lw SL~cr,~tary of Tr;m . ..;p1ffLHinn. l. 11:1utllnrL/.t.:u 'L..l'L.., -~- ~ 

p,·nally or other ,;,·1iun. !'or L.S. gov~rn11w111 agcn,i,·.,. rublic discl,N11T is gnvcrncd by 5 U.S.C. 552 anJ +'! lTK pans 15 anJ 1520. 



s 
(b 1(31:49 U.S.C. § 114(r1 

Within mass transit/passenger rail 1, key findings included the following: 
(b 1(31:49 U.S.C. § 114(r1 

System Assessments 
TSA, in coordination with transit agencies, has completed BASE assessments in 51 of the largest 
55 systems by daily ridership (those that average over 60,000 riders a day); 42 assessments 
among agencies ranked 55-100 in size; and 18 assessments on smaller a encies. Of BASE' s 17 

(b 1(31:49 U.S.C. § 114(r1 

Of the BASE assessments conducted on the largest systems, results show these systems 
displayed weaknesses in only 2 of the 17 action items (and none of the 6 critical action items). 

(b 1(31:49 U.S.C. § 114(r1 

The results of these BASE assessments continue to drive both the development of focused 
security programs/initiatives and influence resource allocations under the Transit Security Grant 

1 For more information on currelH threats to the mass transit/passenger rail mode. please refer !o TSA' s Mass Transit Threat Assessmem. DHS 
Office of Intelligence and Analysis's "Threat As,c,sment Mass Transit and Passenger Railroads," and TSA ·, asScssmcnt on Train S!a!ion Anack 
Method,. 
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Program (TSGP), particularly when there is a match among grant funding priorities, system 
proposals, and gaps identified through BASE assessments. 

Critical Asset Assessments 
Mass transit and passenger rail assets differ significantly based on size, location, ownership, 
capacity measures, and redundancy of operations. These differences make it challenging to 
prioritize assets and infrastructure. Ranking mass transit and passenger rail assets and 
infrastructure criticality allows the Federal Government to better target Federal infrastructure 
grants to optimize the resiliency of the Nation's surface transportation assets and infrastructure. 
TSA worked with industry and Government partners to identify a list of the most critical assets 
to mass transit and passenger rail. Factors that went into this determination included the type of 
asset, ridership, the iconic value of the asset, and whether the asset was a transfer station, as well 
as others. See, as an example, Appendix F as types of assets that meet this threshold. 

DHS's Science and Technology Directorate contracted with Lawrence Livermore National 
Laboratories to perform a blast assessment on all 30 underwater tunnels in FY 2006-2008, and 
there was a separate blast assessment on the 2 bridges. 

(b 1(31:49 U.S.C. § 114(r1 

Regional Assessments 
. . . (b 1(31:49 U.S.C. § 114((1 

TSA has also examined risk on a re 10nal basis for mass transit. · · · 
(b 1(31:49 U.S.C. § 114(r1 

The results from this regional analysis support the grant allocation among Tier I transit regions. 
These grants support activities such as front-line employee training, canine teams, anti-terrorism 
teams, mobile screening packages, intelligence support, exercises; public awareness campaigns, 
and tunnel hardening. 

' L"nlinkcd Pas,cngcr Trip, coun!s each car boarding a, a ,cpara!c trip rcgardlcs, of the number of !ran,fcr,. 
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B. Risk Mitigation Actions 

Grants 
The Federal Government cooperates directly with state and local transportation service providers 
to mitigate risk for passenger rail systems across the Nation. As shown in the table below, for 
the period 2006-2010, approximately $1.6 billion has been awarded through TSGP. This 
funding has enhanced security in multiple areas including training, operational deterrence, 
exercises, public awareness, and critical infrastructure protection activities. TSGP attempts to 
increase in-house anti-terrorism capabilities by funding a substantial portion of personnel, 
equipment, and training costs of dedicated anti-terrorism operational teams; procurement and 
deployment of explosives detection canine teams; targeted anti-terrorism and immediate 
response training and exercises for law enforcement and front-line employees; and multi-media 
security awareness campaigns to encourage and maintain public vigilance. 

2006 - 2010 
Regions 

Los Wash., San Other 

Type of Activity New York Angeles Chicago DC Francisco Boston Philadelphia Areas Amtrak Total 
Training $47.2M $1.3M $3.8M S10.8M $2.9M $12.3M $9.7M $24.4M SS.6M 
Oi,erational Deterrence: $ll5.2M $3.0M $29.4M $l5.9M $6.6M $11.BM $16.SM $14.7M $22.6M 

- K-9Teams $11.0M $0.0 $3.8M Sl.1M $1.9M $1.3M $0.SM $2.0M $8.lM 
- Anti-Terrorism Teams $39.7M Sl.9M S9.8M S12.3M $4.3M S3.4M S10.4M S12.1M SO.OM 
- Mobile Screening $10.SM $1.lM $3.SM Sl.8M so.o $6.6M $0.9M $0.0 $9.2 M 
- I nte I Un its/Other O Pack SS4.0M so.o S12.3M S0.7M S0.4M S0.6M $4.7M S0.6M SS.3M 

Exercises $0.2M $0.7M SO.3M SD.3M $0.6M $3.3M $0.SM $3.9M $3.SM 
Public Awa re ness S26.4M S3.8M S0.6M S0.7M S0.2M S2.7M $3.3M S3.6M $4.SM 
Critical Infrastructure 
Protection $4S5.2M S14.1M $46.0M S6S.4M S54.9M $33.4M S27.9M S64.6M SSl.lM 
Sub-Total $644.2M $22.BM $80.lM $93.lM $65.ZM $63.SM $57.9M $111.lM $87.BM 

0th er Activities $42.4M S31.1M S34.3M S62.SM $46.3M $43.SM S23.8M S49.2M S9.4M 
TOTAL $686.6M $53.9M $114.4M $155.6M $111.SM $107.0M $81.7M $160.3M $97.0M 

*Discrepancies in totals can be attributed to rounding. 

Specific Risk Mitigation Activities in each of these areas is discussed below: 

Training 
TSA has worked with the transit operators to provide funding for security training for over 
90 percent of the frontline employees in the highest risk transit systems regions. 

Visible Deterrence 

$118.0M 
$235.lM 
$29.7M 
$93.9M 
$33.6M 
$78.6M 
$13.3M 
$45.SM 

$812.6M 
$l,225.7M 

S342.3M 
$1,568.0M 

The Federal Government continues to augment local anti-terrorism efforts with TSA resources, 
such as TSOs participating on mobile screening teams with Amtrak police to screen passengers, 
and in New York subways with the New York Police Department (NYPD). TSA special 
operation teams (known as VIPR teams) continue to work with local partners to support several 
thousand annual operations. TSA inspectors work with local operators to assess security status 
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SENSITIVE SEC ORI Ii IHFORniATIO~ 

and help those stakeholders raise their security posture. Specific areas of cooperation include 
TSA grant funding and support for the following: 

• 

• 

• 

• 

• 

• 

• 

• 

• 

77 Anti-Terrorism Teams (304 officers) including 128 officers for NYPD dedicated to 
anti-terrorism transit activities funded by the American Recovery and Reinvestment Act 
(ARRA). 

17 Mobile Screening Teams (70 officers; New York, Boston, Chicago, Philadelphia, 
Atlanta and Los Angeles) in which TSA TSOs partner with local law enforcement 
officers to screen transit passengers at unpredictable locations 

61 canine teamsl:i: i(31:49 u.s.c. § 114(r1 

14 intelligence analysts 

3 Bomb Response Liaison Officers 

Directed patrols and surge activities which allow for additional transit law 
enforcement/security personnel to patrol transit stations and infrastructure on an overtime 
basis 

100 Amtrak/TSA mobile screening operations in the Northeast Corridor 

1,000+ transit VIPR deployments each year 

10 TSA teams in New York MTA subway daily working with NYPD screening teams 

• Three TSA teams in Amtrak Northeast Corridor stations with Amtrak screening teams 

Exercises: The Federal Government continues to work with higher risk regions to conduct and 
coordinate multimodal exercises. Since 2008, TSA has coordinated eight interagency exercises. 
Since 2006, TSA has funded over 100 table top/full scale exercises via grants. 

Public Awareness: TSA continues to emphasize the importance of public awareness to 
preventing and disrupting threats. On July 1, 2010, Secretary Napolitano kicked off the DHS "If 
You See Something, Say Something" campaign in New York with TSA Administrator John 
Pistole. Through FY 2010, TSA has awarded more than $40 million for public awareness 
programs, and they will continue to be an important part of TSA' s transit security strategy. 

Critical Infrastructure Protection: The Federal Government relies on a multi-faceted 
approach to protect assets and systems whose targeting by terrorists threatens the most extensive 
potential consequences. The TSGP' s top project priorities are hardening and protective actions 
for underwater tunnels, bridges, and multi-user, high-volume stations. 
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TSA has undertaken soecific hardeninir effo1ts to orotect the Nation's cri tical infrastructure. 
~b)(3):49 U.S.C. § 114(r) 

Approximately $155.2 million have been allocated for tunnel hardening from TSGP since FY 
2006. In addition, two bridges have been identified as nationally critical and both have been 
assessed for blast vulnerabili ty . Finally, 30 transit stations have been identified as nationally 
critical and are undergoing a blast assessment. Approximately $168.5 million in grants have 
been devoted to stations for physical secmity improvements since FY 2006. 

Amtrak Security Efforts: The Federal Government is working with Amtrak on a number of 
activities to strengthen passenger rail security, including the following: 

• Grants: Amtrak has received $97 million in security grants from DHS since FY 2006. 
o $22 million for operational deterrence efforts, including canine teams and mobile 

passenger screening teams 
o $4.5 million awarded for public awareness programs 
o $3 million for exercises 

• Operational Deterrence: 100 Amtrak/TSA mobile screening operations 

• Critical Infrastructme Protection: TSA has worked with Amtrak to rovide hardening to 
b )(3):49 U .S.C. § 114(r) 

(b)(3):49 U.S.C. § 114(r) Hardening activities include 
.......,.--=-----=----,-----,,,.---,----,-----,--='='----,-=-----=-,....,..----,----' 
the Comprehensive Station Action Plan and Toolkit that outlines steps to mitigate 

vulnerabilities and Amtrak Grants Fundin Summar 

(b )(3):49 U .S.C. § 114(r) 

• Amtrak received $450 million under 

Bridges and 

Tunnels, 

$7 .0M, 7% 

Other 

(Response. 

Re covery, 1/0 
Training, 

$5.6M,6% 

Critical Station 

Hardening, 

$29.lM,30% 

Drills/Exerc ise s, 
$3.SM,4% 

Public 

Inte ll igence 

Units/Other 

OPacks, 

$5.3 M, 5% 

Mobi le 

Te ams and 
Suppo rt, 
$9 .2M9% 

the ARRA from Department of Transportation (DOT) for capital asset hardening 
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C. Passenger Rail Security Strategy 

Passenger rail and mass transit systems are open access, high volume systems. The New York 
subway alone carries 2.5 times the passengers that pass through commercial airports daily and 
has as many stations as there are federalized airports. Passenger rail stations are not designed for 
airport and checkpoint-style screening without significantly impairing the ability of the free flow 
of passengers. While airport checkpoints incur daily passenger volume peaks, passenger rail 
systems tend to be driven by rush hour demands. Though Amtrak ridership is less tied to rush 
hours, track locations are often not known until the trains arrive, challenging the ability to set up 
queues for screening passengers. 

The passenger rail security strategy is informed by these circumstances in addition to practical 
operational experience with passenger rail operators, numerous risk analyses, threat assessments, 
vulnerability assessments, and TSA covert operational testing. The strategy is designed to 
reduce the identified risks by increasing visible deterrence and infrastructure resilience, 
supported by a trained workforce and an aware public. The strategy also recognizes the unique 
roles of the Federal Government and local operators to provide system security. 

Visible Deterrence 

The greatest risk to passenger rail systems is from an IED attack (e.g., suicide vest, back pack, 
and other carry-on). London, Mumbai, Madrid, and Moscow were all attacked with IEDs. 
Because passenger rail systems are designed to be open-access, they present unique security 
challenges. Screening every person is not a practical option. Visible, unpredictable deterrence is 
a tool to detect or disrupt surveillance, reconnaissance, or an actual attack attempt. 

At the request of several large metropolitan passenger rail security providers, TSA conducted 
numerous covert tests of nassenrrer rail svstems with teams comoosed of arrents with snecial 
operations backgrounds. 1:1: i(3i:49 u.s.c. § 114(r1 

(b 1(31:49 U.S.C. § 114(r1 

A 2007 RAND Corporation study (excerpt at Appendix H) also supports visible deterrence as a 
cost-effective security measure. Both passenger screening and canine teams were part of their 
"inexpensive solutions with highest cost-effectiveness payoffs" category of Security 
Improvement Recommendations. Security training and public awareness were also included in 
that category. 
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Infrastructure Resilience 

The vast majority of passenger rail infrastructure is aging. Most of the critical passenger rail 
stations, tunnels, and bridges were constructed in the early 20th century, some in the 19th century. 
The infrastructure is old and vulnerable from a structural standpoint. It is also complex, with 
many changes made to the original design, further complicating engineering support. By their 
nature, improving infrastructure resilience is a challenging, complicated process. Because nearly 
all facilities are over 50 years old, historical impact reviews must also be conducted before any 
remediation can take place. Further, many of these critical assets are high-volume locations, 
many of which have been the targets of terrorist plots. These locations are not only well known 
as targets, but have very high passenger loads and considerable operational consequences for the 
systems that rely on them if they were to be impacted by a terrorist attack. 

While considerable funding has been spent on studying, and progress made in hardening, these 
assets, considerable work remains to improve their resilience to terrorist attack. 

Focus on Visible Deterrence and Infrastructure Resiliency 

TSA has been developing measures of security capability for 11 categories of security for all 
modes of transportation, including passenger rail: 

• Vulnerability Assessments 
• Security Plans including business operations continuity 
• Vetting workers, travelers, and shippers 
• Training workers in security awareness and response 
• Preparedness and response drills 
• Public awareness and preparedness 
• Risk mitigating operating practices 
• Unpredictable operational deterrence 
• Screening workers, travelers, and cargo 
• Technology applications 
• Secure critical infrastructure 

Each of these security categories has a specific metric unique to the mode of transportation. 
Mass transit, which includes passenger rail and intra-city transit buses, has 11 distinct measures 
corresponding to each category: 

• Vulnerability assessments (over 60K ridership) 
• Security plan assessments (over 60K ridership) 
• Employee background investigation (over 100K ridership) 
• Security awareness training for workers (over 100K ridership) 
• Tabletop and functional drills (over lOOK ridership) 
• Public awareness and preparedness (over 100K ridership) 
• Canine teams percentage target ( over 100 dedicated police) 
• Anti-terrorism team hours percentage target (over 100 dedicated police) 
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• Passenger screening team hours percentage target ( over 100 dedicated police) 
• Technology application protection (intrusion detection and access control - based on 

level of criticality) 
• Infrastructure hardening protection (based on level of criticality) 

(b 1(31:49 U.S.C. § 114(r1 

5-Part Plan 

The following five part plan for Passenger Rail security is currently under consideration: 
1. Focus Federal anti-terrorism funding 
2. Strengthen intelligence efforts 
3. Augment local resources 
4. Set national security standards 
5. Raise public awareness 

I. Federal anti-terrorism funding: The TSGP, administered by DHS, can be a powerful tool to 
drive a risk-based, intelligence driven strategy. Federal transit security grant funding has 
averaged approximately $400 million per year with Amtrak receiving approximately $25 million 
per year over the past several years. Amtrak also received $450 million in ARRA funding via 
DOT for capital asset security improvements. 

TSGP currently has limits on the amount that may be spent on all types of visible deterrence. 
In FY 2011, there is a 10 percent cap on the total amount of security grant funding that can be 
used for visible deterrence such as canine, passenger screening, and anti-terrorism teams. 
Visible deterrence, training, public awareness, drills, and exercises are considered "operational 
funds" and must also be accounted for within the 10 percent cap, limiting the availability of these 
visible packages to a limited number of transit systems. 

(b 1(31:49 U.S.C. § 114(r1 
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TSA is exploring the following options for the TSGP in FY 2011: 

Visible deterrence 
• Potentially adjusting the operational cap 
• Eligibility for operational packages to all agencies with dedicated transit security 

focus greater than 100 officers 

lnfrastru1,~!•re. Res:iJi1;_uce . , ·. ,., 1,31.49 U.S.·__,,§ 114,ri 
• 

• Fund infrastructure resilience designs 
• Upon approval of a design and plan, evaluate construction costs and related funding 

avenues . rI>1(31:49 U.S.C. § 114(r1 

2. Intelligence: The Federal_Government continues to strengthen efforts to share intelligence 
with local transit operators. The DHS Suspicious Activity Reporting (SAR) System will serve as 
a backbone for information-sharing by and with stakeholders. By providing timely analytical 
information and support to owners and operators, coupled with TSA intelligence sharing with 
stakeholders, the Public Transportation Information Sharing Analysis Center and local Joint 
Terrorist Task Forces (JTTF), the SAR System will help facilitate the exchange of up-to-date 
intelligence and trends. 

DHS is working with the Department of Justice (DOJ), National Counterterrorism Center 
(NCTC), DOT and other Federal entities to publish and provide to law enforcement entities, state 
and major urban area fusion centers, and transportation entities intelligence materials that clearly 
define threats facing our Nation's passenger rail infrastructure as well as tactics, techniques, and 
plans relating to past attacks. This information is used to train front-line personnel so that they 
are better able to recognize behaviors and indicators associated with those threats and distinguish 
between potential threat-related criminal activity and legal behaviors. Aggressive vetting and 
inter-linked information systems allow relevant reports to be rapidly shared with DHS, TSA, and 
local JTTFs so that potential threats can be uncovered, investigated and mitigated. On 
July 1, 2010, Amtrak - along with DOJ and DHS - announced the implementation of a system
wide SAR program that will eventually be expanded to include all regional passenger rail and 
mass transit systems nationally. 

Systems that warehouse large amounts of camera images and are designed for anomaly detection 
are valuable anti-terrorism tools. Therefore, TSA will support the development of these 
intelligent information gathering systems - such as those being developed in New York and 
Chicago. 

3. Augment local resources: TSA will continue support of local anti-terrorism efforts by 
deploying TSOs and special operation teams (known as VIPR teams) to work with law 
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enforcement, such as Amtrak police and NYPD, on passenger screening and other visible 
deterrent operations. 

4. National Security Standards: TSA works closely with local security experts from all the 
major passenger rail operations throughout the United States and internationally to shape risk
based security performance standards. TSA has 11 metrics for passenger transit and individual 
measures of security capability for each major operator. TSA will use those measures to drive 
continuous security improvement by constantly evaluating agency security posture and focusing 
attention and resources on those areas which are most in need of improvement. 

5. Public Awareness: An aware and engaged public is critical to any security plan. DHS has 
adopted the "ff You See Something, Say Something" program as a best practice from the 
successful New York MTA public awareness program. The DHS public awareness initiative, in 
conjunction with local awareness efforts, will encourage the public to report suspicious activity 
as was recently demonstrated in the Times Square terrorist attack attempt. 
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II. Appendix A: Passenger Rail Attack Scenarios 

The table below is an extract from TSA' s TS SRA report. While the full TS SRA report 
addressed all modes of transportation, these scenarios are specific to passenger rail. In order of 
appearance, the five columns in the table are as follows: 

• The scenario's rank among all Passenger Rail (PR) scenarios 
• The scenario's rank among all Mass Transit (MT) scenarios 
• The scenario's rank among all TSSRA scenarios 
• A description of the scenario 
• The scenario's relative risk value (in non-dimensional units) 

(b 1(31:49 U.S.C. § 114(r1 
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III. Appendix B: SAIC Risk Assessment Summary 

Science Applications International Corporation (SAIC) conducted three Needs Assessments on 
Amtrak operations during the period March 2006-March 2009. These assessments concentrated 
their activities in the following areas of the Amtrak system: 

• Urban Areas - Needs Assessments Process conducted on 22 assets/locations 
throughout the South and Midwest 

• U.S. West Coast - Needs Assessments Process conducted on 39 assets/locations 
on the West Coast. 

,I, 1'31·49 
• U.S. Northeast Coast,.,., _;., . , •. - Needs Assessments conducted on 35 

assets/locations :i: 1(31:49 u.s.c. § 114(r1 

Needs Assessment Process used was designed to accomplish the following goals: 
• Identify critical missions, assets, facilities, nodes, and chokepoints for Amtrak's West 

Coast operations; 
• Identify and prioritize specific weapon of mass destruction (WMD) terrorism risks 

related to Amtrak's operations and assets; and 
• Assess the vulnerabilities and risks of specific assets and evaluate and prioritize the 

needs for security countermeasures and response and recovery capability 
enhancements. 

Needs Assessment Process Steps: 
• Step 1 (Risk Assessment) - Conduct a comprehensive assessment of WMD risk to 

Amtrak assets, including a Criticality Assessment, Threat Assessment, Vulnerability 
Assessment, Response & Recovery Capabilities Assessment, Impact Assessment, and 
Risk Assessment; 

• Step 2 (Needs Assessment) - Conduct an assessment of needs in the areas of security 
countermeasures and response and recovery capabilities; and, 

• Step 3 (Cost Benefit Analysis) - Conduct an analysis to compare the life-cycle cost of 
identified solutions with their risk reduction potential 

Transit Risk Assessment Module (TRAM) was ultimately used in all three Needs Assessment 
reports. It should be noted that the TRAM was developed shortly after the first assessment, 
conducted on the Urban Areas, was completed. The data from the Urban Areas assessment 
conducted in 2006 was used in the 2009 update. 
Findings: 
• Urban Areas -

• Date of Assessment: March 26, 2006 - Updated with TRAM application March 26, 
2009 
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West Coast 
• Date of Assessment Report: January 10, 2008 
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• Northeast Corridor/Chicago 
• Date of Assessment- Mav 4 2006 
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Common Security Countermeasures Recommended 
All assets have specific security countermeasures and response and recovery capabilities 
identified that have the potential to reduce risk. Countermeasures that can be applied to 
particular assets and have been identified in the following categories as having high return on 
investment (ROI). High ROI countermeasures are as follows: 
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Warning:This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be 
exempt from public release under the Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled, 
transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information and is not to be 
released to the public, the media, or other personnel who do not have a valid "need-to-know" without prior approval of an 
authorized DHS official. This product contains U.S. Person (LISPER) information that has been deemed necessary for the 
intended recipient to understand, assess, or act on the information provided. It has been highlighted in this document with 
the label LISPER and should be handled in accordance with DHS intelligence oversight or information handling procedures. 
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(U) Executive Summary 

(U) Scope 

(U//FOUO) This TSA Office of Intelligence (TSA-O1) annual mass transit threat assessment provides 
an overview of the threat to the U.S. mass transit system and presents conclusions regarding likely 
perpetrators, as well as their targets and weapons. 

(U//FOUO) Much of the information and conclusions presented below have been derived from information 
found in the National Counterterrorism Center's Worldwide Incidents Tracking System (WITS).1 TSA-O1 
reviewed mass transit-related incidents in WITS between the period of 1 September 2008 to 31 August 
2009. Other information found in this assessment is derived from intelligence and open source reporting with 
a cutoff date of 31 August 2009. Analytical confidence levels in the key judgments- mainly based on the 
strength of the sources used- are in the "high" and "moderate" range. No single source dominated or had a 
particularly catalyzing effect on the analysis. 

(U//FOUO) The U.S. mass transit system incorporates the passenger rail, heavy rail, light rail, and 
transit bus sectors. Approximately 6,000 mass transit agencies/authorities in the United States transport 
approximately 14 million people daily. 
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(U) Executive Summary (cont'd) 

(U) Key Findings 

(U//FOUO) TSA-01 has no credible threat information regarding current planning for an attack on 
U.S. mass transit systems, but in the last two years, terrorists have demonstrated an interest in 
targeting these systems. TSA-01 assesses with high confidence that the current terrorist threat to 
U.S. mass transit systems is medium. 

• (U//FOUO) Al-Qa'ida has demonstrated a continuing desire to carry out violent attacks on mass 
transportation systems in the Homeland. 

• (U//FOUO) TSA-Ol's review of WITS data shows that secular, political, and anarchist groups conduct 
the majority of attacks against mass transit systems. Because of their stated goal to inflict mass 
casualty attacks on the Homeland and their demonstrated intent to do so, TSA-01 assesses that al
Qai'da poses the greatest terrorist threat to U.S. mass transits systems. 

• (U//FOUO) TSA-Ol's review of WITS data shows that terrorists prefer to attack passenger rail 
systems over buses. 

• (U//FOUO) Improvised incendiary devices (IIDs) and improvised explosive devices (IEDs) are the 
most common weapons used against mass transit systems. A review of WITS data indicates that 
IEDs were used in many attacks against passenger trains. IIDs were the preferred tactic of terrorists 
against buses, closely followed by armed attacks and IEDs. TSA-01 assesses that IEDs, IIDs, and 
armed attacks are the most likely weapons to be used to conduct a future terrorist attack against the 
U.S. mass transit system. 
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TSA-01 Mass Transit Modal 
Threat Assessment 

(U) Threat Overview 

(U//FOUO) The Transportation Security Administration's Office of Intel ligence (TSA-O1) has no 
current or credible information regarding threats against the U.S. mass transit system. 

(U) Actors 

(U//FOUO) While terrorists with secular, political, or anarchist leanings historically pose the greatest threat 
to mass transit, based off incident data, TSA-O1 suggests the greatest threat to the Homeland mass transit 
sector wou ld hai l from terrorists motivated by extremist religious viewpoints. TSA-O1 assesses that al-Qa'ida 
and its affi liates currently represent the greatest threat to U.S. mass transit systems. 

• (U//FOUO) According to information found in the Nationa l Counterterrorism Center's Worldwide 
Incidents Tracking System (WITS) database, there were 127 attacks on mass transit systems
passenger trains and buses- worldwide from 1 September 2008 to 31 August 2009. Of these 

!iO 

40 

30 

20 

10 

attacks, WITS attributed almost half-60 attacks-to terrorists with secular, political, or anarch ist 
motives_! Terrorists with rel igious motives- usually Sunni extremists- accounted for about 15 percent 
of the attacks. Perpetrators with unknown motives or those motivated by triba l, ethnic, or clan 
conflicts were responsible for about 30 percent of the attacks. 

(U) Rail Attacks : Perpetrators 

IU) Source: W ITS Total : 69 !iO 
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{U) Bus Attacks Perpetrators 
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Source: WITS 

Unknown Sunni 
Extremists 

Total : 58 

Ethnic 
Clan 

' For the pu rpose of th is report, TSA-O1 defines actors acco rdi ng to NCTC's categorization of perpet rators/ty pes. Tradi tiona lly, NCTC only attri buted attacks 
to perpetrators whe n a claim of responsibi lity was made or if re porting indicated a be lief that a particula r perpetrator was responsi ble. On ly those groups 
that have already been designated a foreign te rrorist orga nization by the State De partment; that have themselves cla imed responsibility for terrorist actions 
or status as a terrorist grou p; or that have been repeated ly and reliably suspected of invo lveme nt in specific te rrorist act ivities are incl uded in WITS. 
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(U//FOUO) No U.S. domestic groups with secular, political, or anarchist motivations have expressed the 
intent to carry out an attack on U.S. mass transit. Sunni extremists-either through consulting with or at the 
direction of al -Qa'ida-have shown the intent and demonstrated capability to attack or engage in planning 
attacks against U.S. mass transit systems. While outside the period used to collect the data used in this 
assessment, two recent incidents emphasize al-Qa'ida's continued intent to strike at U.S. mass transit 
systems. 

• (U) 22 February 2010: U.S. Person (LISPER) Najibullah Zazi, a legal permanent resident of the United 
States from Afghanistan, admitted he brought triacetone triperoxide (TATP) explosives to New York on 
10 September 2009, as part of a plan to attack the New York subway system. During his statement 
to the court, Zazi admitted he and others flew to Peshawar, Pakistan, where they were recruited by 
al-Qa'ida shortly after arriving. During their training, al-Qa'ida leaders asked Zazi and others to return 
to the United States and conduct suicide operations. They agreed.2 

• (U) January 2009: LISPER Bryant Neal Vinas admitted during his statement to the court that in the fall 
of 2007 he leh his home in Long Island, New York, to travel to Pakistan. When he arrived in Pakistan, 
he made contact with and was accepted into al-Qa'ida. Vinas also stated during his court address that 
he consulted with a senior al-Qa'ida leader and provided detailed information about the operation of 
the Long Island Railroad system. Vinas said that the purpose of providing this information was to help 
plan an attack on that system.3 

(U) Targets 

(U//FOUO) Most terrorist attacks against mass transit systems were directed at passenger trains, but 
terrorists frequently attacked buses; as well. Attacks on trains took place most often in India, while attacks on 
buses tended to take place in the Philippines or Pakistan. Secular, political, or anarchists groups conducted 
most of the attacks on these transportation systems. 
No terrorists have attacked rail or buses in the United 
States. 

(U//FOUO) These conclusions are based on and 
supported by statistical data. For instance, according 
to WITS data, of the 69 attacks on passenger 
trains, 50 occurred in South Asia. Only 9 attacks 
on passenger trains were conducted by Sunni 
extremists; secular, political, or anarchists groups 
conducted most of the attacks on trains. No terrorists 
attacked passenger rail in the Homeland. 

• (U) In a series of attacks that took place in two 
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of India's eastern provinces on 28 February 2009 and 1 March 2009, terrorists attacked three railway 
stations, substantially damaging two of them and destroying a third. The terrorists, who probably 
were members of the Communist Party of India-Maoists, also destroyed two sections of railroad 
track, an action that stranded several trains. Although the terrorists used landmines and bombs in 
their attack, and were described by the press as "heavily armed," no injuries were reported.4 

(U//FOUO) WITS data also provides insights into which terrorist groups attack bus systems. Here again, 
secular, political, and anarchists groups were responsible for half of all terrorist attacks on buses. Eleven 
attacks occurred in East Asia/Pacific, and eight attacks in each of the following areas: Central America, 
South America, and the Middle East. South Asia, however, with 24 attacks, experienced more bus attacks 
than any other area.5 Like passenger rail, no terrorist attacks on buses occurred in the Homeland. 

i (U) For operational reasons, TSA distinguishes between fixed route transit buses and over-the-road and school 
buses-categories into which WITS data on buses do not precisely fit. TSA-Ol's annual highway (over-the-road and school 
buses) and mass transit (fixed route transit buses) assessments tried to maintain this classification system, but lacking 
specific data, were not always successful. Therefore, the aggregate number of attacks in both assessments might 
exceed those listed in WITS. 
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• (U) 16 March 2009: In Pakistan, a suicide 
bomber struck at one of Rawalp indi's busiest 
bus stands. A probable Islamic extrem ist killed 
himself and 13 others in the attack, which a lso 
damaged a nearby build ing that houses first 
responders. No group claimed responsibility, 
and the local police chief claimed that the aim 
of the bombing was "to create panic among 
the general public:'Twenty-eight people were 
wounded in the attack.6 
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• (U) 3 February 2009: In Kirkuk, Iraq, police 
arrested a suicide bomber in a bus station 
before he cou ld detonate h is suicide vest. 7 

(U) Tactics 

(U//FOUO) IEDs and IIDs were terrorists' preferred weapons in attacks on mass transit systems. Extremists 
also perpetrated attacks using multiple weapons and methods-for example, barricades, hijacking, and 
hostage taking. TSA-01 assesses that IEDs would very likely play a ro le in an attack against mass 
transit systems in the Homeland. 

(U//FOUO) IEDs and IIDs were terrorists ' weapons (U) Bus Attacks: Weapons 

-11D 
(U) of choice when they attacked buses and trains. IEDs 

and IIDs were used in 30 of 58 terrorist attacks on 
buses. IEDs were used in 41 of 69 attacks on trains.8 

Incidents during this period show that these tactics 
were used by many different groups worldwide. 

3 

~~ . 

• (U) 11 June 2009: Three bombs exploded 
with in an hour of each other in Zugd idi, Georgia. 
The first bomb exploded in the fre ight car of 
a train stopped at the city's rail station; 15 
minutes later, a bomb, which had been placed 
in a trash can at the station, exploded. A third 
bomb exploded near the city's po lice station 30 
minutes later. Zugdidi is located on the border 
of Abkhazia and Georgia, and the bombing was 
likely the work of separatists.9 

• (U) 11 June 2009: A bomb exploded on 
a train travel ing from Karachi to Quetta, 
Pakistan. The bomb killed 1 person and injured 
35. Baluch istan separatists may have been 
responsible for the bombing.10 

• (U) 27 June 2009: Terrorists, who were likely 
associated with the Conspiracy of Fire Ce lls 

Armed Attack/Arson 

C] Assault 

- Kidnapping/Hijacking 
- Kidnappinll/Armod Attack 
C] Other • • 

(U) Rai l Attacks Weapons 

- IEO 

Athens-Thessaloniki, threw fire bombs at a city bus depot in Athens.11 
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(U) Cyber Attacks 

(U//FOUO) There were no terrorist cyber attacks against the U.S. mass transit sector in 2009. Hackers, 
motivated by nationalism but unassociated with any terrorist group, have demonstrated an interest in 
attacking mass transit Web sites overseas. In May 2009, a group of Moroccan hackers managed to access 
and deface the Israeli Dan Bus Company Web site by inserting anti-Israeli slogans throughout the site.12 

Similar instances of defaced rail systems Web sites took place in India in 2008 and 2009. 13
•
14 Although 

common, the tactic of defacing a Web site poses little threat to the operations of mass transit systems. 

(U) Conclusion 

(U//FOUO) TSA-O1 has no current or credible information regard ing threats against the U.S. mass transit 
system; however, the recent discovery of several terrorist plots in the Homeland shows that al -Qa'ida remains 
intent on targeting these systems. TSA-O1 assesses with high confidence that the threat to mass transit is 
medium. 

(U//FOUO) Terrorists continue to view attacks on transit buses and passenger trains as an effective and 
viable tactic, and TSA-O1 assesses that successful attacks against mass transportation modes overseas 
could serve as models for similar attacks in the Homeland. TSA-O1 judges with high confidence that al -Qa'ida 
and its affiliates are the greatest threat to U.S mass transit systems, and specifically to rail. TSA-O1 also 
assesses with high confidence that IEDs would be the most likely weapons used by al -Qa'ida in an attack and 
could likely be incorporated into other types of attacks, such as armed assaults, on the U.S. mass transit 
system. 

(U//FOUO) Prepared by TS A's Office of Intelligence, Transportation Analysis Branch. For dissem ination questions, contact 

TSA-OI_Production@tsa.dhs.gov. 
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(U) Endnotes 

(U) WITS is an unclassified, publicly accessible, Web-based system. Users can browse records and derive statistics for enumerating 
acts of terrorism around the world. Records are based on published methodology and the statutory definition of terrorism: 
"premeditated, politically motivated violence perpetrated against non-combatants by subnational groups or clandestine agents" 
(United States Code 22 USC § 2656f(d)(2)). 

2 (U) DOJ Press Release; 22 Feb 1 O; "(U) Naji bu llah Zazi Pleads Guilty to Conspiracy to Use Explosives Against Persons or Property 
in U.S., Conspiracy to Murder Abroad and Providing Material Support to Al-Qaeda;" (U) 

3 (U) Sealed Pages ofTranscript of Proceedings; 28 January 2009; case 1 :08-cr-00823-NGG; filed 7/23/09 
4 (U) SATP; accessed March 2010;"(U)Terrorist Attacks on Ra ilways in lndia;"(U) 
5 (U) Worldwide Incidents Tracking System; http://wits.nctc.gov; 31 July 2009; (U) 
6 (U)The Daily Times; 17 March 2009; "(U) 14 Killed, 17 Injured in Rawalpundi Suicide Blast;" (U) 
7 (U) McClatchy Newspapers; 3 February 2009; "(U) Roundup of Daily Violence in lraq-3 February 2009;" (U) 
8 (U) Worldwide Incidents Tracking System; http://wits.nctc.gov; 31 July 2009; (U) 
9 (U) AFP; 11 June 2009; "(U) Blasts rock flashpoint Georgia Town;" (U) 
10 (U) ANI; 11 June 2009;"(U) 1 killed, 35 injured in train bomb blast in Baluchistan;"(U) 
11 (U) OSC; EUP20090707431003; 07 Jul 09;"(U) Greece: June 2009 Instability lncidents;"(U) 
12 (U) www.lsraelNN.com; "(U) Moroccan Hackers Hit Dan Bus Site;" 8 May 2009; (U) 
13 (U) www.thehindu.com; "(U) 2 Rly. Websites defaced;" 29 January 2009; (U) 
14 (U) www.expressindia.com; "(U) Hackers deface Eastern Rail website;" 25 December 2008; (U) 
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A Intelligence and :ysis V A s s E s s M E N T 

(U) Threat Assessment: Mass Transit and 
Passenger Railroads 

29 ,June 2010 

(li) Pr.:pared by !he DI/SI& .-1 /-/0111clwul Counl<.'rrerrorism Dil·isirm. frrmrisl Targets and Tacrics 
llrcmch Coordi11art'cl 1rith DI/S IS.-1-(?(licl.! lij /111el/1/!,l.!J1Ce. DHS U(/ice 0(/11/i-astrncture Protection, 
D/-IS!(~fjict! cif Bomhing l'rewnti1111. owl .-lmtrak. The Imeragencr Tl1reu1 .-l.ucss111e111 and Coordination 
Group has rt!rieired this pmd11c1.fi"11m the perspectire o(our nm!k·dera/ partners. 

(U) Scope 

(U//FOUO) This product is intended to support the activities or the Department and to 
assist federal, state, and local government counterterrorism, lnw enforcement officials. 
and the private sector in effectively deterring. preventing. preempting. or responding to 
terrorist attacks against mass transit and passenger railroad assets in the United States. 

(U) Warning: This document is UNCLASSIFIEDIIFOR OFFICIAL USE ONLY (UIIFOUO). II contains mform.ition 111.it may be exempt from public release under the 
Freedom of Information Act (5 U.S. C. 552). II is to be controlled. stored. handled, transmitted, distributed, and disposed of in accordance with OHS policy relating to 
FOUO information and is nol lo be released lo the public. the media. or other personnel who do not have .i v;ilid need lo know without prior approval of an 
authon'zed OHS official. State and local homeland secuflty off1c1als may share this document 1•11/11 au th on zed cr,t1cal infrastructure and key resource personnel and 
pnvate sector security officials without further approval from OHS 

(U} T/1is product contains U.S. person mformat,on Illar has been deemed necessar; for the intended recipient to understand. assess. or act on the information 
provided. It has been highlighted in this document 1'11tl1 /he label u,,,.R and should be handled m accordance with the recipient's intelligence oversight and/or 
mformat,on hand/mg procedures Other U. S person information has been minimized Should yo(J reqll,re Ille mm1mized US person information. please contact 
the DHS/l&A Production Branch at IAPM@hqdhs.gov IA PM@dhs.sgov.gov. or IA PM@dhs1c.gov 
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(U) Enduring Targets 

(U//FOUO) The United States faces a continuinc threat from violent extremists intent on 
attacking the Homeland. Public statements by al-Qa'ida leaders and spokesmen regularly 
threaten attacks on U.S. soil. Spokespersons such as Anwar al-Aulaqil-~mi_ and Adam 
Gadhan1 

,PII< have called for \Vcstcmcrs to conduct simple. small-scale attacks against 
familiar targets that do not require extensive support and training. Preparations and 
planning !<.Jr such attacks are often difficult to detect. 

(U//FOUO) The DI IS/Office of Intelligence and Analysis (l&A) and 
OHS/Transportation Security Administration Office or Intelligence (TSA-01) have no 
credible or spccilic information indicating current terrorist plots to conduct attacks 
against U.S. mass transit and passenger railroad systems. These systems. however. arc 
among the critical inlh1structurc components that violent extremists consistently identify 
as desirable targets. High-ridership passenger railroads and mass transit systems serve 
many major U.S. cities. some \Vith stations near notable government or private sector 
buildings. or other iconic facilities. 

(U//FOUO) Attack Methods 

(U//FOUO) Several characteristics of mass transit and passenger railroad systems make 
them vulnerable to various types of terrorist attacks. They are difficult to secure because 
they arc accessible to the public, operate on published and predictable schedules. and 
have multiple access points. 

(U//FOUO) IEI>s Targeted at Mass Transit: Overseas, a favored tactie of terrorists to 
attack mass transit and passenger railroad systems has been placement of multiple 
improvised explosive devices (IEDs) in baggagc, aboard train cars. and in stations. 
Terrorists have constructed these devices using commercial. military, and homemade 
explosives. 

( U) On 29 ivlarch 2010. two female suicide bombers wearing IED belts conccakd 
under their clothes boarded separate trains in the ~vtoscow Metro system during 
morning rush hour and detonated their devices as the trains entered stations. 
At least 38 people were killed and more than I 00 were injured in the attacks. 

(U) In February 2010. Najibullah Zazi""1
'
111 pied guilty to conspiracy to use 

explosives against persons or property in the U.S. and providing material support 
to al-Qa'ida. In April 2010, Zarein Ahmedza/ \1'

1
·
1t. one of Zazi's two 

co-conspirators. pied guilty to terrorism violations stemming from, among other 
activities. his role in an al-Qa"ida plot to conduct coordinated suicide bombings 
on New York"s subway system in September 2009. 
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(U//fOUO) In January 2009. Bryant Neal Vinas' sl'rn pied guilty to providing 
material support to a foreign terrorist organization. Vinas provided specific 
information and suggestions for attacking the New York transit system. 
specifically the Long Island Railroad1's1

•
1

1t. to al-Qa"ida. 

(ll//FOUO) IEDs Targeted at Passenger Trains. J\ common tactic terrorists overseas 
have used against passenger railroads has been to place IEDs in the trackbed 
-underneath the tracks-to derail a train. There have been no recent terrorist attacks or 
plots in the United States using similar tactics. but it is a viabk attack method that can 
disable or derail trains. kill or injure many passengers. and disrupt railroad operations. 

( U//FOUO) On 27 November 2009. the Russian high-speed luxury passenger 
train Nevsky Express was derailed when an JED placed in the railbed exploded. 
killing at least ?.7 and injuring approximately I 00 passengers. The attack 
occurred in a rural area between l\foscow and St. Petersburg. 

(U) Common Features in Past Attacks 

( U//FOUO) Terrorist attack tactics used against mass transit and passenger railroad 
systems abroad provide insights that can assist law enforcement oflicers and private 
sector owners and operators in securing these critical infrastructure assets. The table 
below highlights common features-including tactics. timing. and device concealment 
methods-of terrorist attacks against mass transit or passenger railroad systems between 
March 2004 and March 20 I 0. 

(ll) T bl I T . t tt k . t ·1 

Madrid, Spain Mumbai, 
lndla-Pakistan Russia Ne,sky I Moscow 

11 March London, UK 
India 

"Peace Train" Express Metro 29 
2004 

7 July 2005 
11 July 2006 

20 February 27 November March 2010 2007 2009 I 
Morning rush 

I 

Morning rush Evening rush I Midnight. alter all I 2130, after all Morning rush 
Timing hour hour hour I passengers were passengers were hour 

I aboard aboard 
•---- --•--- ------- - . 
' I Coordinated, 

I Coordinated. 
Coordinated, 

I 

Coordinated. : Single placed Coordinated: 2 
Tactic 13 drop-and- 8 drop-and• 6 drop-and-leave 

leave devices 4 suicide devices leave devices devices 
explosive suicide devices 

' : 
Devices hidden 

Method of ldent,cal duffel in pressure Large. hard-sided 
Buried beneath 

I Backpacks the tracks under Under clothes 
Concealment I bags cookers ins,de suitcases ballast 

I satchels 
4- - - - --· 

i 
Carried inside I Inside I and placed On overhead 

Placement of On the floor. on 
1 between legs en luggage racks By the doors inside 

passenger cars: 
seats. inside Underneath tracks detonated as 

Devices passenger cars I 
the floor of inside passenger cars trams entered 

passenger cars , passenger cars , stations 
and en bus 

Incendiary device 
I Peroxide-based potassium nitrate ROX (high 

Dynamite 
homemade 

ROX (high 1·11th sulfur to 
Unknown explosive) Explosive (Goma-2) 

explosives 
explosive) 

spread flammable 
explosive material 8.8 lbs and 

Type 22 lbs. included 

I 

g g lb . . I d d 2 5 lbs: included l1qwds-kerosene , 
equivalent to 

4 4 lbs: included h 1 . s. inc u e shrapnel 15 lbs of TNT s rapne shrapnel and petrol-with a I shrapnel 
t1rning device 

Commonly I Yes. but difficult-

available No. stolen 
to-create Yes. in India Yes Unknown No 
explosive 

components? ! materials I 
•-----.. T~ 

- ---~ 
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(U) Suspicious Activity Indicators 

(U//FOUO) The following indicators often can reflect legitimate recreational or 
commercial acti\'ities or criminal activity not related to terrorism. The presence of 
multiple indicators-especially combined with other information-however. may suggest 
a terrorist threat: 

( U//FOUO) Demonstrating unusual or prolonged interest in security measures or 
personnel. entry points and access controls. or perimeter barriers such as fences or 
walls. 

(U//FOUO) Persistently questioning security or facility personnel through 
personal contact. telephone. mail. or e-mail. 

(U//FOUO) Behaving unusually: for example. staring or quickly looking away 
from personnel or ,·chicles entering or leaving facilities or parking areas. or 
displaying anxious behaviors such as retracing steps. 

( U//FOUO) Observing security reaction drills or procedures. 

(U//FOUO) ivtonitoring police radio frequencies and recording emergency 
response times. 

(l.l//FOUO) Parking vehicles in restricted zones or purposely placing objects in 
sensitive or vulnerable areas to observe security responses. 

(U//FOUO) !\fopping out routes or timing traffic lights and traffic flo,v. 

( U//FOUO) Passing anonymous telephone or e-mail threats to facilities in 
conjunction with suspected surveillance incidents: these can be designed to test 
and observe threat reaction procedures. 

(U//FOUO) Apparent use of a hidden camera. such as panning a briefcase over a 
particular area or constantly adjusting a hat or sunglasses. 

(U//FOUO) Discreetly using still cameras. video recorders. binoculars. or note 
taking and sketching at non-tourist-type locations. 

(U//fOUO) Using multiple sets of clothing or identification. 

(Li//FOUO) Attempting to improperly acquire explosives. weapons. ammunition. 
dangerous chemicals. or explosive precursors. 

(lJ//fOUO) Attempting-suspiciously or improperly-to acquire official 
vehicles, uniforms. badges. access cards. or identification credentials for key 
facilities. 
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(U) Protective Measures 

(U//FOLTO) Dl-1S/l&A and TSA recommend and support a robust program of protective 
measures for the mass transit sector. The TSA security recommendations below stress 
vigilance. integration. and unpredictability. They arc intended to extend the frequency 
and duration of tenorists· pn:operational research. surveillance. reconnaissance. and other 
preparations: to create opportunities f<x them to make noticeable mistakes: and to detect 
their activities and disrupt their plans. 

(U//FOUO) Vigilance: Active awareness and participation by all mass transit and 
passenger rail employees. law enforcement officers. vendors who work in and 
near transit and rail systems. and the traveling public. are critical to detecting 
potential tcn-orist activity. Public awareness campaigns are a key component. 
Suspicious activities should be reported to authorities. 

(U//FOUO) Integration: Integration of private sector security and employees, 
law enforcement. and first responders is integral to success. Lacking the 
advantage of air travel· s secure areas and 100 percent screening requirements, a 
key objective in mass transit and passenger rail security is to implement security 
activities designed to disrupt and deter. 

(U//FOUO) Unpredictability: Successltil ten-orists have used surveillance and 
familiarization with targets to discern patterns in security activities and 
procedures. l'vlass transit and passenger rail agencies should strive for 
unpredictability in thcir security procedures and opcrations to thwart both 
prcoperational acti\'ities and actual attacks. 

(U) Suggested Security Measures 

(U//FOUO) Consider establishing surveillance at key entrances and areas of high 
consequence or high pedcstrian traffic. Deploy plain-clothes law enforcement or 
security officials to perform surveillance in terminals. stations. rail cars. rail 
yards. and other locations. 

(U//FOUO) Increase visibility of law enforcement vehicles and uniformed 
security personnel. 

(U//FOUO) Increase frequency of inspections of passenger rail cars, terminals, 
stations. and rail yards for suspicious or unattended items. 

(U//FOUO) Coordinate necessary security efforts with federal. state, locaL and 
tribal law enforcement agencies. 

(U//FOUO) Direct all employees. contractors. and vendors, as appropriate, to be 
alert and to report immediately to the operations center or to local lmv 
enforcement (per the respective emergency notification procedures) any situation 
that appears to constitute a threat or suspicious activity. 
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( U//FOUO) Increase checks of designated unmanned and rcmoll.! siti:s lo frequent 
intervals looking for signs of unauthorized entry. suspicious packages. or unusual 
activities. 

(U//FOUO) lncrcasi: random. less predictable patterns when conducting security 
inspections. patrols. and surn?illance. 

(U//FOUO) Maximize canini: patrols. 

(U) For additional information. sec TSA-01. .. (U) Transportation Threat Assessment: 
Train Station Attack Methods:· 16 June 2010. 

(U) Reporting Notice: 

(U) OHS and the FBI encourage recipients of this document to report information concerning suspicious or 
criminal activity to the nearest stale and local fusion center and lo the local FBI Joint Terrorism Task Force. 
The nearest stale and local rusion centers contact information can be found onlinc at 
http://www.dhs.gov/likslresources/cditorial_ 0306.shtm. The FBI regional phone numbers can be found 
online at http://www.lbi.gov/contact/fo/fo.htm and the DHS National Operations Center (NOC) can be 
reached by telephone at (202) 282-%85 or by e-mail at NOC.Fusion~dhs.gov. For information affecting 
the private sector and critical infrastructure. contact the National Infrastructure Coordinating Center 
(NICC). a sub-clement of the NOC. The NICC can be reached by telephone at (202) 282-920 I or by e-mail 
at NICC'.7fdhs.gov. When available. each rcpon submitted should include the date. time. location. type of 
activity. number of people and type of equipment used fi.)f the activity. the name of the submitting company 
or organization. and a dl.'signated point of contact. 

(U) DHS.tl&A would like to invite you to pa11icipate in a brief customer feedback survey regarding this 
product. Your feedback is e-.;trenu.:l~ important to our effons to improve the quality and impact of our 
products on your mission. Please click bl'low to access the fonn. then follow a fi:w simple steps to 
complete and submit your response. Thank you. 

(U) Tracked by: I ISEC-02-03000-ST-2009. HSEC-02-03004-ST-2009, HSEC-03-00000-ST-2009 
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Product Classification: !Select One Type of Partner: !Select One 

1. How did you use this product in support of your mission? 

D Integrated into one of our finished information or intelligence products 

D Shared contents with federal or DHS component partners 

If so, which partners 

D Shared contents with state and local partners 

If so, which partners 

D Shared contents with private sector partners 

If so, which partners 

D Other (please specify) 

2. Please rank this product's relevance to your mission. 

Critical: 0 Very important: 0 Somewhat important: O Not important: O N/A: 0 
Comment: 

3. How could our product or service be improved to increase its value to your mission? 

Comment: 

4. If this product was supplied in response to a specific request - please rate your satisfaction with 
each of the following services provided by l&A: 

(a) Timeliness of 
Product or Support 

(b) Communication 
During Processing of 
Your Request 

(c) Responsiveness to 
Your Questions 

Very 
Satisfied 

0 

0 

0 

Somewhat 
Satisfied 

0 

0 

0 

Somewhat 
Dissatisfied 

0 

0 

0 

Very 
Dissatisfied 

0 

0 

0 

N/A 

0 

0 

0 

* To help us understand more about your organization so we can better tailor future products, please provide: 

You r Or ga n i za ti on : .__~::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::~ 

Your Na me/Position: .___~--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...-:..-:..-:..-:..-:..-:..-:..-:..-:..--:...--:...--:...--:...--:...--:...--:...--:...--:...--:...-:..-:..-:..-:...-:..-:..-:..--:...--:...--:...--:...--:...--:...--:...--:...--:...-:::; 
Your contact# or email: 

Submit to IA.feedback@hq.dhs.gov -

DHS Form 6001 (3/ 10) 
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VI. Appendix E: TSA Assessment: Train Station 
Attack Methods 

E-1 

SENSITIVE SECURITY INFORMATION 
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"'")' be disclosed lo perao11s wi1houl a ··nc•ed lo know"_ as defined in 4<) C'FR P"rls '~Cl '' ··enl with the \Hillen pc•rrnission of lhc• 
Adminis.trainr nt' th~ ·1·r;i11 . ..;p1fflillinn S,;,::i;uriiy Adrnin[s.tr;ninn 1ff 1lw s~~,..-r~tary of ·1·r;in_;.;p1ff(iHlnn. l.11111utrn .. ~ m:t\.' r~~-..;ul! in t.:i\'[I 
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(U) Scope Note 

(U//FOUO) This Transportation Security Administration Office of Intelligence (TSA-01) assessment is intended 
to provide an in-depth profile of the terrorist tactics, techniques, and procedures (TTPs) used to attack train 
stations. This assessment examines reporting that details attacks at train stations worldwide from 2004 
to 2009, and is the second in a series of products focusing on TTPs used to attack mass transit systems. 
This assessment was produced to help security managers evaluate the effectiveness of and vulnerabilities in 
passenger railroad security programs, plans, and activities. 
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Key Findings 

• {U//FOUO) Train stations will likely continue to be targets for terrorist groups due to their openness, 
ease of access, confined spaces, and mass gatherings of people. 

• {U//FOUO) The number of attacks against train stations worldwide has remained steady since 2006. 

• {U//FOUO) Terrorist groups worldwide have demonstrated the ability to use a variety of weapons 
against train stations; however, improvised explosive devices are the most common weapon used. 

• {U//FOUO) Violent Islamic extremist groups have conducted the most lethal attacks against train 
stations. 

• {U//FOUO) While an attack on a train station can occur at any time, TSA-Ol's data review shows the 
evening rush hour was the most consistent time for an attack. 
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(U) TSA-01 Train Station Attack 
Methods Assessment 

(U) Overview 

(U//FOUO) According to the Worldwide I ncidentTracking System (WITS) and open source data, terrorists 
conducted at least 108 attacks at train stations worldwide from 2004 through 2009, killing approximately 
424 people and injuring 1,602 people. 

(U) Train Station Attacks from 2004 - 2009 

2004 2005 2006 2007 2008 2009 

(U) Source: WITS 

(U//FOUO) From 2004 through 2009, 52 percent of the attacks aga inst train stations involved improvised 
explos ive devices (IEDs).1 
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(U) Motives 

(U//FOUO) The Transportation Security Administration's Office of Intelligence (TSA-01) analyzed terrorist 
groups most actively involved in train station attacks overseas to determine their motivation for attacks. The 
most common group motivations included: 

• (U//FOUO) Secular, Political, and Anarchist Groups: Attack train stations to support their separatist, 
insurgent, or political struggle. Their attacks are generally in response to government policies or 
during periods leading up to government elections or national celebrations.2

•
3 

• (U//FOUO) Sunni Extremist Groups: Attack train stations to create mass casualties, generate fear, 
garner media attention, and create a negative economic impact on the host government.4 

• (U//FOUO) Tribal, Ethnic, and Clan Groups: Attack train stations to support their separatist or 
insurgent struggles against rival clans or host governments. These groups often promote the attitude 
that a particular group is superior because of ethnic or racial characteristics. 5

·
6 

(U) Actors 

(U//FOUO) Sunni extremists conducted the most lethal attacks against train stations during the 2004-
2009 period. They were responsible for 6 percent of all claimed attacks against train stations, and nearly 
75 percent of all deaths and injuries. TSA-01 assesses that these groups prefer to conduct attacks that will 
achieve the goal of generating maximum civilian deaths and injuries.7 

(U//FOUO) According to the data reviewed, the most active Sunni groups include the India-based Laskhar
e-Tayyiba (LT), Jemiyah lslamiya (JI), and Indian Mujahadeen (IM). TSA-01 assesses none of these groups are 
present in the United States; however, their methodologies could be used by affiliates or individuals aligned 
with these groups, who are motivated to attack the Homeland.8 

(U) Train Station Attacks by Group, 2004 - 2009 

- Secular, Political, Anarchists 
- Sunni Extremists 

Tribal, Ethnic, Clan 

- Unknown 

(U) Source: WITS 

(U//FOUO) November 2008: Two members of LT attacked the Chhatrapati Shivaji train station in 
Mumbai, India, as part of a coordinated attack on the city. The attackers used automatic weapons, 
killing 58 people and wounding 95.9 
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• (U//FOUO) July 2006: Seven IEDs were detonated over a period of 11 minutes in a coordinated 
attack by LT against passenger trains in Mumbai, India. The IEDs-placed inside pressure cookers 
hidden inside satchels in overhead compartments-were detonated as the trains left various stations 
during the evening rush hour. The attack killed 209 and injured 809.10 

(U//FOUO) Secular, political, and anarchist groups such as the Communist Party of India-Maoist (CPI-Maoist) 
and the Basque Fatherland and Liberty (ETA), operating in Spain, were responsible for 59 percent of all 
claimed attacks against train stations; however, only 20 percent of these attacks resulted in death and injury. 
TSA-01 assesses that most groups in this category prefer to conduct attacks designed to keep casualties to 
a minimum.11 

(U//FOUO) April 2009: A suspected member of the CPI -Maoist detonated IEDs at a train station in 
Jharkhand, India, damaging the station and the tracks. 12 

(U//FOUO) June 2007: Members of the CPI-Maoist conducted an armed attack against a train 
station in Bihar, India, killing two people and injuring seven.13 

(U//FOUO) March 2006: Members of the CPI-Maoist kidnapped five people and detonated a bomb 
at a train station in Chhattisgarh, India. The victims were released after the explosion. The detonation 
caused damage to a train and the station.14 

(U//FOUO) May 2005: The ETA detonated an improvised incendiary device (11D) in a train station in 
Pais, Spain, damaging the lobby area. 15 

• (U//FOUO) January 2004: Members of the Peoples War Group (PWG) detonated an IED inside a 
train station in Jharkhand, India, which completely destroyed the station.16 

(U//FOUO) According to the data reviewed, the most active tribal, ethnic, or clan groups include Dima Halim 
Daogah (DHD-J) and the Karbi Longri North Cachar Liberation Front (KLNLF) located in India. These groups 
have carried out a small number of attacks. Unlike secular, political, and anarchist groups, each attack by 
these groups resulted in deaths and injuries.17 

• (U//FOUO) December 2008: The KLNLF detonated an IED inside a passenger rail car at a train 
station in Assam, India. The attack killed 3 people and injured 35.18 

J 
(U) Source: WITS 
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• (U//FOUO) May 2008: Members of the DHD-J conducted 
an armed attack against a train station in Assam, India, killing 
three people.19 

• (U//FOUO) July 2006: Members of the DHD-J threw a 
grenade at a train station in Assam, India, killing three and 
injuring four people.20 

(U) Train Station Attack Patterns 

(U//FOUO) Geographical Location 

(U) WITS and open source data also provided insight into which 
geographical areas suffered the most attacks on train stations. 
From 2004 through 2009, most attacks took place in South Asia 
(61 ), followed by Europe (22), East-Asia Pacific (20), Central/ 
South America (2), Africa (2), and the Middle East (1 ). 

(U) Attacks Inside Rail Stations 

{U) 

t Platform 

Passengers 

(U) Source: TSA-01 

(U//FOUO) The easy public access of train stations provides 
terrorists with a variety of attack options. In previous attacks, 
terrorist groups targeted ticket counters, lobby areas, platforms, 
tracks, rail cars, restrooms, control rooms, parking lots, 
entrances, and exits. The intent of the attack may determine 
where an attack will occur. If a terrorist group seeks to cause 
mass casualties, the group will likely conduct the attack in lobby 
areas, on platforms, and in train cars. Attacks designed to cripple 

(U) Graphic representation of the May 
2008 Dehiwala, Sri Lanka attack 

the transportation system itself would likely strike control rooms, tracks, bridges, or tunnels. 

• (U//FOUO) September 2006: An IED detonated in the restroom of a train station in Vala, Thailand, 
and injured 20 people.21 

(U//FOUO) Terrorist groups have also 
detonated IEDs on trains arriving or 
departing train stations. 

• (U//FOUO) May 2008: One IED 
exploded inside a passenger train as it 
arrived at the train station in Dehiwala, 
Sri Lanka, killing 8 people and injuring 
60.22 

• (U//FOUO) February 2007: Sixty
eight people were killed when six 
IEDs detonated on a passenger train 
in Panipat, India, as it departed the 
station.23 

(U//FOUO) IEDs have been placed on tracks 
and in control rooms of train stations. This is 
a frequent tactic aimed at disrupting service 
rather than generating casualties. 

(U) 

22·00 

21·00 

19:00 

18:00 

17:00 

14:00 

23:00 24:00 1 :00 

Train Station 
Attacks 
Via Time 

13.00 
(U) Source: TSA-01 12:00 

(U) Train station attacks via time, 2004-2009 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 

5:00 

6:00 

7:00 

7 



UNCLASSIFIED//FOR OFFICIAL USE ONLY 

• (U//FOUO) July 2007: An IED was used against a targeting railway signal system that detects 
approaching trains at a rail station in And hara, Pradesh. The attack damaged the station but caused no 
injuries.24 

• (U//FOUO) March 2005: An unknown terrorist group detonated an IED on the tracks of the train 
station in Kandhkot, Pakistan, destroying a span of rail line but causing no injuries.25 

(U//FOUO) Terrorist groups have also adopted the tactic of carrying out attacks in multiple locations within 
train stations. They have placed IEDs throughout train stations, most likely with the intent of maximizing 
casualties or attacking first responders. 

(U//FOUO) June 2009: An IED exploded on a passenger train at the train station in Zugdidi, Georgia. 
A second IED detonated in one of the station's trash cans, injuring one person.26 

(U) Preferred Time of Attack 

(U) Train Station Attacks by Month, 2004 - 2009 

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec 

(U) Source: WITS 

(U//FOUO) According to available data, the common period for an attack is between 18:00 and 01 :00. 
Groups seeking to cause mass casualties attacked between 18:00 and 19:00, likely so their attacks would 
coincide with rush-hour crowds. These attacks killed a total of 265 people and wounded 1,105. Attacks 
aimed at damaging rail facilit ies and disrupting service often occurred between 23:00 and 01 :00, when the 
passenger load and likelihood of detection was low.27 

(U//FOUO) During 2004 to 2009, the most active months for attacks were March and October (14 attacks 
each), and the least active were September and November (5 attacks each). The rise and decline in attacks 
during these periods may be attributed to seasonal weather patterns that impact the volume of ridership or 
increased political activity on the part of the host nation's government.28 
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(U) Tactics 

(U) Bombings 

(U//FOUO) Since 2004, IEDs have accounted for 52 percent of attacks against train stations. IEDs are 
effective weapons that require little manpower, can disrupt service, and produce casualties. IEDs were 
detonated using a variety of methods including timing mechanisms and remote-detonation devices such as 
cell phones. IEDs used in attacks on train stations varied in size and were comprised of different materials that 
included, but are not limited to, dynamite, urea nitrate, ammonium nitrate, potassium chloride, sulphur, and 
Tri acetone Triperoixde (TATP). 

(U) Suicide Bombings 

(U//FOUO) Since 2004, suicide bombings have accounted for 2 percent of attacks against train stations. In 
each incident, explosives were hidden in a backpack or concealed under the attacker's clothing. Violent Is lamic 
extremists are suspected of attempting two attacks, while one attack in Sri Lanka was carried out by a secular 
group. Female suicide bombers participated in an unsuccessful attack in Russia and a successful attack in Sri 
Lanka. A suicide attack in Britain failed due to defective devices.29 

(U) Vehicle-Borne Improvised Explosive Devices (VBIEDs) 

(U//FOUO) Since 2004, VBIEDs have accounted for 3 percent of attacks on train stations. Of these attacks 
two were successful, one plot was disrupted by authorities who were acting on a tip, and the last failed 
because the device was defective.30 In each attack, the VBIEDs were left in the parking lot, near the front of 
the station, or near a rail line. 

(U//FOUO) January 2007: A VBIED was detonated at the entrance of a train station in Assam, India, 
wounding five people, and damaging the station.31 

(U) Arson/Firebombings 

(U//FOUO) Since 2004, arson/firebombing attacks have accounted for 16 percent of all attacks against train 
stations. These attacks occur predominately at night, resulting in varying degrees of damage, but no deaths.32 

(U) Train Station Attacks by Tactic, 2004 - 2009 

- IED 

- Armed Attack 
~ Arson/Firebombing 

- Complex Attacks 
- VBIED 

Suicide Bomber 
~ Hostage Taking/Kidnapping 

(U) Source: WITS 
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• (U//FOUO) March 2009: Members of an anarchist group forced travelers from a passenger train at 
a train station in Athens, Greece, and used gasoline and incendiary devices to set fire to it. The attack 
damaged eight passenger rail cars but caused no injuries.33 

• (U//FOUO) February 2007: Members of an anarchist group in Spain used Molotov cocktails to 
attack a train station, causing damage to the control room and a ticket machine.34 

(U) Armed Attacks 

(U//FOUO) Since 2004, armed attacks have accounted for 16 percent of all attacks against train stations. 
During armed attacks, terrorist groups used small arms, hand-and rocket-propelled grenades, and mortars. 
These attacks killed at least 79 people and injured 125. 

• (U//FOUO) November 2008: An attack on the Chhatrapati Shivaji Terminus in Mumbai, India, 
accounted for the majority of casualties recorded since 2004-killing 58 people and wounding 95.35 

• (U//FOUO) January 2006: Unidentified gunmen attacked a train as it arrived at the station in 
Narathiwat, Thailand. This attack killed four people and injured one.36 

(U) Complex Attacks 

(U//FOUO) Since 2004, complex attacks have accounted for 10 percent of all attacks against train stations. 
These attacks incorporated different weapons and tactics such as small arms, IEDs, and hostage taking. 
They resulted in 6 deaths, 2 injuries, and 36 hostages. All of these attacks were carried out by secular or 
political groups.37 

(U) Hostage Taking and Kidnapping 

(U//FOUO) Since 2004, hostage taking and kidnapping have accounted for only 1 percent of attacks on 
train stations. These events were preceded by terrorists creating barricades along the rail line and later 
releasing the victims.38 

(U) Indications and Warn ings 

(U//FOUO) Although a single indicator may not be suspicious by itself, one or more, in combination, may 
signify a suspicious activity. Indicators of terrorist preoperational activity or attack preparations targeting 
train stations may include the following: 

• (U//FOUO) Individuals at or near train stations videotaping/observing 
the station or passenger rail cars; 

(U//FOUO) Individuals seen at or near the train station with maps, 
diagrams, or photos of the facility; 

• (U//FOUO) Individuals observed parking or loitering near the train 
station over a period of multiple days with no solid explanation; 

(U//FOUO) Unattended bags left in public areas to observe reaction 
time and procedures of first responders; 

• (U//FOUO) Passengers who wear oversized coats, dress 
inappropriately for the weather conditions, or carry baggage that is 
excessively bulky, stained, or emitting fumes; 

(U//FOUO) Jujy 2008: 
British authorities 
disrupted a terror plot 
against the London 
Tube after stopping and 
questioning a suspect 
with a video camera 
containing surveillance 
photos of several 
London train stations.39 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 10 



UNCLASSIFIED//FOR OFFICIAL USE ONLY 

• (U//FOUO) A pattern of bomb threats against a train station; 

• (U//FOUO) Theft of transit authority identification cards, uniforms, or 
equipment; 

• (U//FOUO) Encounters with people posing as railroad employees; and 

• (U//FOUO) Unexplained damage to a train station perimeter fence. 

(U) Conclusion 

(U//FOUO) TSA-O1 assesses that train stations will continue to be a likely 
target for terrorist groups worldwide because they are considered soft, 
static targets with a mix of easy access points and confined spaces. TSA-O1 
assesses that IEDs will be the most likely weapon of choice in an attack on 

.(U//FOUO) February 
2006: A New York 5~ rface· . . . . 
Transportation SecuJity . 
Supervisor reported the 
theft of Long l_sland Rail 
Road (LIRR) equipment 
inciudl~g· a LIRR hard . . ... 

, hat, safety ves~ .. ~~ort 
, sle~v~ uniform shirt, 
study. m?terial, laf)terf), 
and blazers from an 

·employee's vehicle. 

a train station. The leave-behind-lED used inside a train station may be the most likely tactic; however, the use 
of a suicide bomber or armed attack cannot be discounted. 

(U//FOUO) Tracked by: HSEC-02-03004-ST-2009 

(U//FOUO) Prepared byTSA's Office of Intell igence, Transportation Analysis Branch. For dissemination questions, contact 
TSA-OI_Production@tsa.dhs.gov. 
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3 (U) Worldwide Incidents Tracking System; http://wits.nctc.gov; 25 January 201 0; (U) 
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5 (UI U.S. Army, Tr•lnlng and Doctrine Command; TRADOC G2; "(UJTRADOC G2 Handbook No. 1.06;" (UI; 4 August 2008; (U) 1 S September 2008 
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17 (U) Worldwide Incidents Track.Ing System; http://wlts.nctc.gov; 25 Janu•ry 201 0; (U) 

18 (U) Worldwide Incidents Tracking System; http://wits.nctc.gov; 19 August 2009; (UI 

19 (UI Worldwide Incidents Tracking System; http://wits.nctc.gov; 22 September 2009; (U) 

20 (U) Worldwide Incidents Tracking System; http://wits.nctc.gov; 21 July 2009; (U) 

21 (U) OSC; FEA1006061604238; 16June 2006; (U) 

22 (UI BBC; 26 May 2008:"IU) Bomb Rock< Busy Sri Lankan Train;"(U) 

23 (UI BBC; 19 Febru•ry 2007;"(UI Dozens Dead in Indian Tr•ln Blam: (U) 

24 (U) Worldwide Incidents Tracking System; http://wits.nctc.gov; 21 July 20009; (U) 

25 (UI Worldwide Incidents Tracking System; http://wits.nctc.gov; 8 August 2009; (U) 

26 (U) Worldwide Incidents Tracking System; http://wits.nctc.gov; 20 August 2009; (UI 

27 (U) Worldwide Incidents Tracking System; http://wits.nctc.gov; 25 January 201 0; (U) 

28 (U) Worldwide Incidents Tracking System; http://wits.nctc.gov; 25 January 201 0; (U) 

29 (U) Worldwide Incidents Track.Ing System; http://wlts.nctc.gov; 25 Janu•ry 201 0; (U) 

30 (U) Worldwide Incidents Tracking System; http://wits.nctc.gov; 25 January 201 0; (U) 

31 (UI Worldwide Incidents Tracking System; http://wits.nctc.gov; 19 August 2010; (UI 

32 (U) Worldwide Incidents Tracking System; http://wits.nctc.gov; 25 Janu•ry 201 0; (U) 

33 (U) OSC, EUP20090304430017; 4 March 2009; (U) 

34 (U) Worldwide Incidents Tracking System; http://wits.nctc.gov; 21 July 2009; (UI 

3S (U) Worldwide Incidents Track.Ing System; http://wlts.nctc.gov; 25 Janu•ry 201 0; (U) 

36 (U) OSC, JPP20060130062006; 30 Jan 2006; (U) 

37 (UI Worldwide Incidents Tracking System; http://wits.nctc.gov; 25 January 201 0; (U) 

38 (U) Worldwide Incidents Tracking System; http://wits.nctc.gov; 25 Janu•ry 201 0; (U) 

39 (U) www.timesonlione.co.uk; 16 December 2009; "(U) Beat Officer Prevented Terror Attack by Stopping Suspicious Touris~· (U) 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 12 



SENSITIVE SECUftl'l'Y INFORMATION 

VII. Appendix F: Critical Asset Assessments 
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VIII. Appendix G: System Security Assessment 
Results 

(b 1(31:49 U.S.C. § 114(r1 
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IX. Appendix H: Excerpt from 2007 RAND Study 
Securing America's Passenger-Rail Systems 
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Table 5.16 
System•Level Security-Improvement Recommendations 

Responses 

Inexpensive solutions with 
highest cost-effectiveness 
payoffs 

Inexpensive solutions with 
reasonable cost•effectiveness 
payoffs 

More expensive solutions with 
highest cost-effectiveness 
payoffs 

Security-Improvement 
Recommendations 

Implement enhanced security 
tfaining (SIO 1.0) 

Use portable (handheld) 
detection systems (SIO 7.0) 

Increase number of signs and 
public-address announcements 
(SIO 4.1) 

Install blast-resistant containers 
(SIO 12.0) 

Add canine team (SIO 2.0) 

Install retractable bollards 
(SIO 13.2) 

Institute employee background 
checks and issue updated badges 
(SIO 3.0) 

Install structurally reinforced 
pillars (SIO 14.0) 

Install rail-information status 
displays (SIO 4.2) 

Install fixed blast barriers (S10 
13.1) 

Install perimeter fencing and IDSs 
(S10 5.0) 

Install perimeter fencing and 
perimeter surveillance systems 
(S10 8.0) 

Implement hybrid security system 
(S10 11.0) 

Expensive, longer-term solutions Add rail-vehicle surveillance 
for future consideration systems (S10 9.0) 

Upgrade personnel ACSs (SIO 10.0) 

Install passenger- and baggage• 
screening systems (S10 6.0) 

Install tunnel surveillance system 
(S10 8.1) 

Average Marginal Annual Cost 
($ millions) 

0.14 

0.62 

0.04 

0.21 

0.63 

0.03 

0.06 

0.27 

0.22 

0.87 

3.1 

4.75 

8.30 

1.35 

1.40 

1.75 

3.06 

Before generating an integrated system-security implementacion plan, security 
planners should prioritize the list of recommended SIOs based on a logical order of 
implementation. Prioritization of the list of recommended SIOs could occur through 
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X. Appendix I: Methodologies 

TSSRA Methodology 
TSA established a team of risk management and security experts within the national 
transportation system to develop the TS SRA methodology. TSA used the specialized 
experiences and backgrounds of these risk experts, coupled with the results and findings from 
risk methodologies and assessments throughout DHS and published reports from the 
Government Accountability Office (GAO) to develop this methodology. TSA also applied a 
scenario-based approach that utilized the generally accepted terrorism risk analysis framework of 
risk as a product of threat, vulnerability, and consequence. 

TSA used fault-tree analysis to develop attack scenarios. Several thousand possible 
combinations of infrastructure elements and terrorist attack methods were initially identified. 
Using the Failure-Modes and Effects Analysis method, in conjunction with a survey/elicitation 
of subject matter experts (SME), TSA narrowed this exhaustive set of scenarios to approximately 

l:_!:_1'~3 lattack scenarios deemed reasonable and credible. TSA organized these attack scenarios by 
similar attack methodologies, then grouped them int~ibj~3lattack families. 

TSA intelligence analysts derived estimates for capability and intent by using an intelligence
based adversary intent and capability scoring method or rubric. For the aviation mode, the 
estimates were also validated by aviation SMEs from the intelligence community (IC), including 
those from DHS, Defense Intelligence Agency, DOT, Drug Enforcement Administration, Federal 
Bureau of Investigation, NCTC, Office of the Director of National Intelligence and the United 
States Air Force. 

TSA developed vulnerability estimates through a series of facilitated sessions with stakeholders 
from the Federal Government and industry. These stakeholders, from 131 organizations, added 
additional detail to thel:_!:j~3lattack scenarios by reviewing the set of possible targets and attacks 
methods during facilitated sessions. During these facilitated sessions, they assigned vulnerabilty 
scores to each of the l(

1

!~4'~3lattack scenarios. 

TSA derived consequence scores from a combination of engineering studies, input from SMEs 
in transportation security and operations, and economic analysis based on regional economic 
impact modeling. Per the 2009 National Infrastructure Protection Plan (NIPP), consequence 
variables include both direct costs of an attack as well as indirect costs associated with loss of 
revenue, impact on tourism, and other downstream impacts associated with the attack3

• 

' 2009 NIPP Pages 34-35. Section 3.3.3 - Consequence Assessments 

1-1 
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-Finally, TS SRA assessed risk by taking the product of the threat value, the corresponding 
vulnerability value, and the corresponding consequence value. 

BASE Methodology 
Under the BASE program, TSA Transportation Security Inspectors-Surface assess the security 
posture of mass transit and passenger rail agencies in 17 Security and Emergency Management 
Action Items. The Action Items were developed in a joint effort with DHSffSA, DOT/ Federal 
Transit Administration, and mass transit and passenger rail operating and security officials 
engaged through the Mass Transit Sector Coordinating Council, and cover a range of areas that 
are foundational to an effective security program. 

The specific purpose of the BASE program is to evaluate, across multiple areas using a thorough 
checklist and narrative responses, the effectiveness of security programs, procedures, and 
measures developed and implemented by mass transit and passenger rail agencies. The results of 
these assessments inform the development of risk mitigation priorities, security enhancement 
programs, and resource allocation decisions, notably transit security grants. The assessments also 
provide the critical underpinning of the security strategy: a continuous improvement process. 
Conducted on a periodic basis, the BASE assessments enable comparative analysis of results to 
provide an objective evaluation of progress in mitigating security risk, both on an individual 
system-level and a nationwide basis. 

1-2 
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XI. Appendix J: Smart Security Practices 

J-1 
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SMART SECURITY PRACTICES 
MASS TRANSIT AND PASSENGER RAIL SYSTEMS 

Background: Beginning with pilot efforts in August 2006 and full implementation as of November 2006, the Transportation Security 
Administration (TSA) has conducted security assessments on mass transit and passenger rail systems under the Baseline Assessment for Security 
Enhancement (BASE) program. The assessments measure a system's implementation of the Security and Emergency Management Action Items, 
jointly developed by TSA and the Federal Transit Administration (FTA) in coordination with the Mass Transit Sector Coordinating Council. 

TSA Surface Transportation Security Inspectors perform the assessments, with the cooperation and direct involvement of security and operating 
officials of mass transit and passenger rail agencies. 1 In the course of conducting assessments, the inspectors identify smart security practices 
developed and implemented by the particular agency. This activity not only recognizes the agency's security enhancement efforts but also produces 
the kind of information that, consolidated and shared among security professionals, can encourage broader adoption of effective security measures. 

The result is this compilation of Smart Security Practices, listing the most effective security activities, measures, practices, and procedures cited in 
the results of the BASE assessments completed to date. The compilation concisely summarizes 55 Smart Security Practices and provides contact 
information for the appropriate official(s) at the implementing mass transit and passenger rail agencies. TSA hopes this product will facilitate 
exchange of this important information, enabling officials of other mass transit and passenger rail agencies to obtain additional details, discuss how 
the particular practice has been developed and implemented, and consider how it may be adapted to the operational circumstances of other systems. 

TSA envisions this list as dynamic, to be expanded and periodically revised as new security assessments and other engagement with the mass transit 
and passenger rail community identifies additional smart practices. 

Feedback on this product is welcome. In this vein, it is important to note that this compilation is not, nor is it intended to be, a comprehensive or 
exclusive listing of the broad range of security acti vi ti es employed each day in the nation's mass transit and passenger rail systems. TSA recognizes 
and appreciates the resources and efforts mass transit and passenger rail agencies around the country devote to enhancing their security posture and 
protecting the riding public. 

In particular, we encourage mass transit and passenger rail agencies to submit security practices they believe warrant consideration as a smart 
security practice for addition to this list. Working together, we can ensure smart security practices gain the recognition they deserve and the 
dissemination that will help elevate security generally in the mass transit and passenger rail mode. 

The smart practices are grouped by six strategic security priority areas. The strategic priorities are described below, followed by the Smart Security 
Practices. 

I 
This publication reflects the product of 63 BASE reviews conducted as of April 15. 2008. which covered 47 of the largest 50 mass transit agencies with second assessments in 

two cases, 9 additional agencies ranked in the 51-100 range, and 5 smaller systems. 
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STRATEGIC SECURITY PRIORITIES 

1. Regional Partnerships and Information Sharing. Establishing regional partnerships and information sharing processes enable mass transit and 
passenger rail agencies to expand the scope of resources available for security enhancement activities in support of and throughout their systems. 
Experience from past incidents has repeatedly demonstrated that advance coordination, close collaboration, and timely sharing of intelligence and 
information enhance security and emergency response capabilities. Collaborative arrangements, regional databases, and alert networks among transit 
agencies, first responders in the systems' operating jurisdictions, and regional, State and Federal security partners, are particularly important for 
improving terrorism prevention and response. Joint seminars, workshops and the sharing of bulletins and information collectively raises security 
posture and enables transit agencies to "connect the dots" and facilitate detection and deterrence of terrorist and criminal activity. 

2. Use of Random, Unpredictable Deterrence. Terrorist planners conduct reconnaissance, observations, and dry runs to assess the state of security 
in a target location or system and to identify gaps and patterns. In particular in the open, accessible, high volume, and fast-paced environment in 
mass transit and passenger rail systems, an effective security program employs a range of security activities in visible, random, and unpredictable 
applications. This operational approach can disrupt observation and reconnaissance, extend planning periods, and increase opportunities for 
detection, enhancing overall deterrence and prevention. The visible activities instill greater security awareness and confidence in the riding public, 
which can foster increased reporting of suspicious activities. Regional collaboration efforts expand the range of resources available for random, 
unpredictable application in mass transit and passenger rail systems. Targeted training of the system's employees, including law enforcement, 
bolsters the effectiveness of anti-terrorism activities. 

3. Advancing the Security Baseline. This important category encompasses actions taken to enhance security planning, operations, and procedures. 
The Security and Emergency Management Action Items address a range of areas that are foundational to an effective security program. Internal 
security audits and assessments by outside entities, such as TSA through the BASE program, elevate security posture by rating effectiveness of 
implementation of security plans, programs, and measures and identifying areas where improvements are needed. Assessment results inform 
development of effective security programs, focused resource allocations, and responsive grant project proposals. Overall, the objective is to 
advance capabilities and readiness in mass transit and passenger rail agencies nationally by maximizing the effective application of available security 
resources for terrorism prevention and response. This category captures these efforts, currently grouped as follows: 

3.a. Empio_vee Awareness and Action Guides 
3.b. Enhanced Securit_v Oversight 
3.c. Background Checb for Employees & Contractors 
3.d. Physical Security 

These categories will expand as future assessments identify additional smart practices in this general area. 
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4. Counterterrorism Training and Preparedness Exercises. Targeted training enhances detection and prevention capabilities and ensures a rapid, 
prepared response in the first critical minutes after an attack - steps that can significantly reduce the consequences of the attack. Well trained and 
rehearsed employees ensure timely and effective actions to resolve a threat and minimize the potential exposure to harm of both the traveling public, 
system personnel, and vehicles, equipment, and other infrastructure. In the event of an attack or other security incident, effective responsive actions 
mitigate the scope of consequences and facilitate more rapid recovery. Training should focus on security awareness, behavior recognition, immediate 
response to a threat or incident, and operations control or dispatch center readiness. 

Experience shows that well designed and regularly practiced drills and exercises are fundamental to rapid and effective response and recovery. 
Transit agencies should develop meaningful drills that test prevention capabilities, response effectiveness, and coordinated efforts with first 
responders, law enforcement, and other supporting entities, such as Federal agencies in their areas with security and law enforcement responsibilities. 
In addition to large regional drills, transit systems should also conduct regular, transit-focused drills. Drills and exercises should test anti-terrorism 
capabilities as well as response and recovery for both natural disasters and terrorist attacks. 

5. Technology Applications to Mitigate High Consequence Risks. Mass transit and passenger rail agencies should develop and implement 
protective measures where a terrorist attack would have the most significant impact in terms of casualties, property damage, and disruption of service 
- the highest risk, highest consequence assets and systems. Effective integration of security technologies serves as a security force multiplier, 
expanding capabilities, guiding the focus and enhancing the effectiveness of operational activities for best mitigating risk, and reducing personnel 
costs. A key component of the overall security program, technologies advance prevention by augmenting detection and deterrence capabilities. 
Examples include visual surveillance with remote monitoring, smart camera systems that key on suspect activities or items, intrusion detection and 
other access control systems, hardening of infrastructure, and equipment to detect explosives and other hazards, such as chemical, biological and 
radiological threats. 

6. Public Awareness and Preparedness Campaigns. Successful security programs in all industries recognize the value and power of the public's 
"eyes and ears." Awareness programs should be well designed and employ innovative ways to engage the riding public to become part of their 
"transit security system." Multi-media campaigns should convey messages emphasizing the importance of the public's continuing vigilance and 
clearly delineate how suspicious persons, activities, or items are reported in the particular mass transit or passenger rail system. Including the riding 
public in preparedness and evacuation drills also enhances security awareness and facilitates emergency response actions. Persistence in keeping the 
public informed and vigilant contributes directly to the effectiveness of law enforcement and security effort. 

6 



SMART SECURITY PRACTICES 

In Sincere Appreciation 

The completion of this product results from the efforts of numerous professionals committed to the security and safety of passengers, employees, and 
law enforcement officers in the nation's mass transit and passenger rail systems. We gratefully acknowledge the work of: 

• The law enforcement chiefs and security directors, managing officials, law enforcement and security officers, and employees of the assessed 
mass transit and passenger rail agencies. 

• The leadership and field inspectors of the Surface Transportation Security Inspection Program, Office of Security Operations, Transportation 
Security Administration. 

• The leadership and staff of the Mass Transit Division, Transportation Sector Network Management, Transportation Security Administration. 

Additionally, we recognize the leadership and staff of the Office of Safety and Security of the Federal Transit Administration, and the dedicated 
members of the Mass Transit Sector Coordinating Council and the Transit Policing and Security Peer Advisory Group for their collective 
contributions to the development of the Security and Emergency Management Action Items and the Baseline Assessment for Security Enhancement 
(BASE) process. 

Success in the security mission depends upon collaborative efforts like those reflected in the activities, practices, procedures, and measures cited in 
this product and devoted to its preparation. Harnessing and focusing the expertise and experience of security partners in the mass transit and 
passenger rail community and the Federal government produces a synergy that enhances the effectiveness of all of our efforts. 

Arlington, Virginia 
December 2009 
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Regional Partnerships and 

Information Sharing 

1.3 

Agency utilizes two distinct means of communicating with front line personnel. First, a special memorandum is used to 
convey time sensitive information, including urgent security news, in a special alert fomiat called '"Fast Lane". These alerts 
are posted in the assembly area where employees report for work. "Fast Lane" contains information that needs to be known 
immediately by all operators and front line personnel. Second, the agency distributes a monthly publication on general 

. District wide news, that includes current Security related issues. "Inside Lane" covers the more general alert information 
!without the immediate urgency. 

Established back-up ops center at the New York State- Dept of Transportation-Region 3 through MOU dated 03-24-04. The 
Regional Partnerships and MOU clearly defines the agreement "1 collaborate in planning. resource management and other activities relating to 

Information Sharing Emergency Management for the mutual benefit of parties. 

1,4 
Regional Partnerships and 

Information Sharing 

Metrolink has three ways to train local emergency responders in railroad safety and security issues. We have sent a letter to 
each of the emergency responders outlining our approach. The first in vol vcs a self-taught approach which consists of a 
Metro link produced 9 minute video tape with appropriate written material on Metro link. This is designed so that the 
emergency response trainers can provide this training in house. The second method is for SCRRA to provide a trainer to go to 
the emergency responder training site and provide classroom instruction in a three hour block using video tapes and slides. 
The third method is for the emergency responder to come to a railroad location and receive hands-on training and classroom 
instn1ction. As of July 2005 we have trained over 5000 emergency personnel and participated (with rail equipment in over 25 
full scale drills). 

A T ARC mechanic teaches firefighters how to effectively fight bus fires and has given a PowerPoint presentation to Louisville 
I .4 area police departments on TAR C's roles and capabi litics during emergency situations. In addition, T ARC loans buses to the 

Regional Partnerships and Louisville Metro Police Department SWAT Team for trnining on boarding buses in crisis situations. TARC is working with 
Information Sharing the Louisville Metro Police Department Bomb Squad to allow them to use a bus to test the bomb squad's robot's capabilities in 

boarding and responding to a bomb threat on a bus. 

: The Fairfax (\mnector Bus System bus operawrs can talk directly to public safety agencies in Fairfax County through on 

1 4 5 
; board 800 MHz radios. The County has a state of the art 800 MHz radio system that includes all major county entities 

R 
. 

1 
p ' ' h. d ! including the Fairfax Connector bus system in its software talk groups. This radio system enables bus operators to talk directly 

cg1ona artncrs 1ps an . h 1. f' - d . · h h h f d · d lk I I b d wit po 1cc, ire, or rescue agencies urmg emergencies t roug t c use o pre- cs1gnatc ta groups. t ias ccn tcstc 
Information Sharing 

several times. and has perfom1ed admirably. Yes, the bus radio system is interoperable with emergency response agency 
(Police, Fire and Rescue} radio systems in the Northern Virginia regions. 
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Chicago Transit Alert Network (CTAN) enables regi,mal trnnsit members "1 share infomiati-1n in a timely manner and provide 
immediate alerts, advisories, and warnings.This network provides information lo local, state and federal agencies, and the 
Surface Transportation Information Sharing and Analysis Center (ST-ISAC). Agreed protocols define levels of alerts and 
notifications by the type and circumstances of the incidents, event, or activity and the format of the messages. The initial 

1 awareness n-1ti fication is made by telephone among the primary members qf CT AN. Upon confimiati-1n, the Emergency 
Regional Partnerships and Management Network (EMNET) is used to broadcast messages to over 400 agencies in the region, including freight railroads, 

Information Sharing the ST-ISAC locaL state and federal security, law enforcement, emergency management and intelligence agencies, with TSA 
included in these alerts and notifications.ST-ISAC further disseminates alerts, advisories, warnings, and other security-related 
information to a broader community interested in mass transit and passenger rail security, induding other transit and rnil 
systems and security, law enforcement, emergency management, and intelligence fusion centers throughout the 

nation.Communications means include telephonic notifications and EMNETs. 

Personnel from these agencies received training from TSA-LAX in Surveillance (Behavior) Detection. A consolidated 

training curriculum and approach for transportation stakeholders, including professionals from area transit and rail systems 
and supporting law enforcement departments. proved effective in expanding regional collaboration and anti-terrorism 
capabilities in the n1mm,m mission "1 enhance transportation security. Trnined members representing em;h transit agency and 

Regional Partnerships and 
law enforcement department then customized the information lo the needs of their indi victual organizations' training programs. 

Information Sharing 

1 

Regional Partnerships and 
Information Sharing 

Provided as a train-the-trainer approach, this collaborative effort has established cadres within the participating transit 
agencies and law enforcement departments to provide Surveillance (Behavior) Detection training to colleagues within their 
organization. 

Long Beach Police Department Transit Enforcement Officers (LBPD-TEOs) are responsible for all routes and assets of Long 

Beach Transit. extending their normal law enforcement jurisdiction to 13 cities and jurisdictions that LBT serves. LBPD
TEOs maintain n1operative relations with jurisdictions in response/support of calls for security and -1ther p-1lice services. 
LBPD-TEOs conduct overt and covert operations to provide visible security presence, heightened awareness, and concerted 
law enforcement security measures throughout the Long Beach Transit system. In addition, the LBPD-TEOs conduct random 
sweeps of areas of security concern identified through intelligence or law enforcement agencies, producing unity of effort 
through n1mm,m training and coordinated prevention and response capabilities. Long Beach Transit and LBPD maintain 
information sharing at many levels. 
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1 

Regional Partnerships and 
Information Sharing 

MBTA Transit Police Weekly Intelligence Bulletin, a Law Enforcement Sensitive product that provides reports on terrorist 
activity around lite world to transit security personnel in the U.S., Canada, Britain, and Italy. The MBTA Transit Police 
Intelligence Unit was created following the Democratic National Convention in 2004. The unit is led by a Detective 
Lieutenant and deploys a staff of one sergeant detective ( assigned to the Boston Joint Terrorism Task F orcc) and five 
detectives. The unit employs (Jne analyst and a college student intern. T11e analyst is funded by DI IS security grant funding. 
MBTA expects to hire lwo additional analysts through DHS security grant funding as well. The weekly bulletin reports on 
terrorist incidents and significant events as they pertain to mass transit and/or rail. The unit collects intelligence from 
international sources, as well as, federal. state, and local agencies. Members participate in regular conference calls with their 
counterparts locally, nationally, an<l internationally. The unit has been designated as the lead agency for the collection (Jf 
mass transit and rail intelligence by the Massachusetts Executive Office of Public Safety. The bulletin also contains sections 
on trends and analysis of local criminal and suspicious activity. It also contains timely bulletins from D HS, FBI, and other 

federal agencies. Each bulletin always contains component focused specifically on training. 

Security and Emergency Response Seminars for local law enforcement, fire departments, and emergency managers lo 
familiarize them with Metra's critical facilities, and its security and emergency response programs. Seminars are held every 

Regional Partnerships and 
quarter, to increase regional coordination and communications for responding to emergencies. To facilitate emergency 

Information Sharing 
response, Chicago Fire Department maintains a current diagrnm (J[ each Metrn facility. 

1 Regional Resource Database contains resource information from New Jersey Transit an<l is maintained by the State of New 
Regional Partnerships and Jersey. This system enables emergency management organizations to query resource availability by type and location. 

Information Sharing Agencies can the request the availble resource(s) for depolyment. 

I 
Regional Partnerships and 

Information Sharing 

Interoperable Communications is a stale of the art system that enables communications between many types of dissimilar 
systems, e.g. radios, telephones, computers, cell phones, establishing a consolidated security network for threat and incident 
response and other emergencies. The Radio InterOpcrability System (RIOS) network integrates over I 00 law enforcement 
and non-law enforcement entities with fully interoperable communications. All of the transit agencies in the Philadelphia 
region are integrated into the net work with SEPT A. Licensed participating entities, such as lite Pennsy 1 vania Slate Police, 
New Jersey State Police, Delaware State Police, and the Federal Bureau of Investigation, can communicate fully using RIOS, 
with or without active SEPTA participation on the network. Non-licensed agencies, such as The Delaware River Port 
Authority (the parent company of the Port Authority Transit Corp(Jrntion, providing commuter service between S(Juthwestern 
New Jersey and Philadelphia) and multiple smaller law enforcement agencies for area townships, have all their radio 
frequencies programmed into the SEPT A network, assuring fu 11-time interoperability communications capability. Memoranda 
of Understanding with all participating agencies advance collaboration and ensure continuity. 
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Roundtablc Question 

On a random, unpredictable basis, a large contingent of Metro Transit Police Department (MTl'D) officers, generally between 
6 and 20 members, including a canine team, blanket Metrorail stations to look for suspicious activity. The team is made up of 

a cross section of the police force including supervisors. administrative officers. and patrol members. Stations arc chosen 
randomly with depk1yments at random times for surprise stati,m and train inspections. TTI team members spread out along 
the length of the station platform and inspect every train as it stops to disembark and embark passengers. In the event of a 
suspicious person or package, the MTPD has the equipment and staff on location to quickly investigate the situation. 

2 feedback from the public has been very positive. Washington Metro 
5.131_ 

Use of Random, As an element of this progrnrn, MTPD officers conduct "Tunnel Inspections" These inspecti,ms focus on underwater tunnels Area Transit Auth(Jrity December-09 
7.112 

Unpredictable Deterrence and are conducted by police officers who have underwater tunnels as part of their patrol assignment for the day. The MTPD, (WMATA) 
with the collaborative efforts of the Washington Metropolitan Area Transit Authority's Rail Operations Control Center allow 
the police officers to board the train operator's cab before the train enters into the underwater tunnel to view the tracks and 
tunnel walls ahead for indications of suspicious conditions or activity. Every officer who has a tunnel in his or her patml area 
is required lo conduct an inspection of lhal tunnel at least twice during his/her tour of duty. 
Generally, multiple tunnel inspections are conducted per day for each underground/underwater tunnel. 

2 
Zone Enforced Unified Sweeps (ZEUS) - random, high visibility security deployments used as a terrorist deterrent and police 

Use of Random, 
training tool, frequently employed throughout the system by multiple disc ipl incs of law enforcement officers of the MT A Maryland Transit 

Junc-08 
Unpredictable Deterrence 

P(J 1 ice. Prominent visible activities, such as the presence of marked pol ice cars and the di splay (Jf emergency equipment, Administrati,m ( MT A) 
enhance the deterrent effect. 

Impact and Atlas Teams: High Visibility Impact Teams (a supervising sergeant and several officers per team perform security 

2 patrol on subways in random deployments day and night. Regional coordination allows for freely crossing district boundaries. 
Use of Random, ATLAS teams consist of Special Operati,ms Officers depk1yed in teams with canine capabilities and trained in behavi(Jr MBTA (Boston) June-08 

Unpredictable Deterrence recognition and response. ATLAS learns are also trained to secure a scene contaminated by chemical, biological, radiological, 
or nuclear (CBRN) material. ATLAS augments MBTA's Special Weapons and Tactics (SWAT) capability. 



. . . Uatc of BASE 
Relevant TSF(s) Smart Practice Dcscnpt1011 from BASE Agcnc) R 

I 
bl Q . 

2 
Use of Random, 

Unpn:dictable Deterrence 

2 

Use of Random, 
Unpredictable Deterrence 

2 
Use of Random, 

Unpredictable Deterrence 

2 
Use of Random, 

Unpredictable Deterrence 

2 
Use of Random, 

Security Inspection Program: MBTA established the first program in the nation to conduct random, non-invasive checks of 
passengers' bags using explosives trace detection equipment, prior to entering transit fac i litics. The MBT A Police Department 
deploys teams on a daily basis in kications selected rnndqmly, augmented by collaboratiqn with TSA Visible lntermodal 
Prevention and Response (VIPR) operations. The MBTA teams consist of a transit police supervisor, two patrol officers, a 
TSA-sponsored explosive detection canine, and detectives from the MBTA Transit Police Intelligence Unit. The explosive 
detection equipment used is the General Electric Itemizer lII Trace Detection Unit. Originally, the MBTA purchased four 
machines through the Massachusetts Executive Office of Public Safety (EOPS). In 2007 the department upgraded the 
eq uipmenl and purchased an additional two machines with funds provided by EOl'S as part of the January 2007 LED bomb 
hoax settlement. MBT A Transit Police bomb squad is maintained on standby alert to provide immediate assistance. Each 
random inspection entails an average I 0-sccond process, with high deterrent value. 

Targeted Patrols During Heightened Threats: Partners with Bloomington, Minnesota Police Department, Minneapolis/St. Paul 
International Airport Police Department, and the Mall of America Security Department to provide increased security presence 
on trains and buses traveling through heavily trnfficked stations during periods of heightened threat. lnteri(Jr and exteri(Jr of 
railcars and buses undergo physical security inspection before entering high traffic stations. Program is implemented fully 
when OHS HSAS Alert is Orange or higher as well as partly and randomly during periods of high ridership (holiday travel, 
shopping season, special events). 

Random Security Surges, Deployments, and Inspections: New York Police Department (NYPD) Transit Bureau employs 
visible, unpredictable (random) security deployments and surges, including canine units and plainclothes patmb, on trnins and 
at stations. Random inspections conducted of underwater tunnels and emergency exits. Numerous Critical Response Vehicle 
(CRY) patrol cars blanket areas of the city and co-located subway stations in random, unpredictable security enhancement 
surges. Operation Atlas uses additional resources to flood the transit system with enhanced security activities during rush 
hour as well as heightened alert periods. Resiwrces are targeted based on threat information. Randomly deployed Train Order 
Maintenance Sweeps (TOMS) surge uniformed police officers to platforms to inspect arriving trains. Plainclothes EAGLE 
teams monitor train yards and lay-up areas for intrusion. 

Random Passenger Baggage Screening: Specially-trained NYPD officers conduct random inspections of passengers' bags 
using explosives and trace detection equipment in unpredictable deployments throughout the subway system. This program's 
random inspection prohlcol and police qfficer opernting guidelines have been upheld as appropriate in legal challenges rnised 
in Federal court. 

Random Security Deployments and Inspections: Port Authority Police Department (!'APO), PATH Command, executes 
"Operation Rolling Eagle," which consists of police saturation in and around stations and other system facilities, random 
canine team patrols, and random inspections of passengers' bags. P APO officers arc assigned at each PA TH facility. P APO 

Unpredictable Deterrence canine teams conduct rnnd(Jm security inspections of stations and trnin cars. (\mductors inspect each car randomly 
throughout the !rain's run on the particular service route. 

MBTA (Boston) 

Metro Transit 
Minneapolis 

MTA (New York City) 

MTA (New York City) 

Port Authority Trans 
l!uds(Jn (PAT!!) 

OUII( ta C 11cst1011 

Junc-08 

June-08 

June-08 

Junc-08 

Junc-08 



. . . Uatc of BASE 
RclcYant TSF(s) Smart Practice Dcscnpt1011 from BASE Agcnc) R 

I 
bl Q . 

2 

Use of Random, 

Unpredictable Deterrence 

3, 1,4 
Advancing the Security 

Baseline 

3 
Advancing the Security 

Baseline 

Random High-Intensity Targeted Inspections: Random. high visibility, targeted saturations by transit police of selected venues 

within WMATA, including rnil stations, trnins, buses, undenvater tunnels, and other critical facilities. Transit Police utilize 

canine learns, special response learn members, sworn administrative members, and uniformed patrol officers during surges. 

Regional, multi-agency police high visibility surges performed at rail and bus facilities during special events and periods of 

increased alert. Police randomly inspect tunnels while riding in operator cab. 

MCTS created the Mass Transit Vehide Emergency Response Guide and gave it to all Milwaukee n1unty Police and Fire 

Chiefa on 11-24-08 to disseminate to their staff. Electronic file was shared so each department is able to reproduce more. This 

guide is a comprehensive twenty page how-to booklet explaining to first responders how to identify the bus shutoff controls, 

gain access. emergency hatches and windows. A very useful guide when minutes count. 

The HOT CARD Procedure is an instructional business card lhal list bullet points for employees to be aware of suspicious 

packages/activities. 

. CA TS employees have been directed to be alert for and to report, through specified means, any situation that appears to be a . 

Washington Metm 

Area Transit Authority 

(WMATA) 

Milwuakee County 

Transit System 

Pinellas Suncoast 

Transit Authority 

(PSTA) (St. 

Petersburg, FL) 

3 
Advancing the Sewrity 

Baseline 

'threat or suspicious activity. These directions arc indicated through H.O.T. cards. H.O.T. cards arc provided to all employees. ; Charlotte Arca Transit 

These cards establishes procedures for inspecting/sweeping vehicles and stations to identify and manage suspicious items, Authority (CA TS) 

: based on HOT characteristics (hidden, obviously suspicious, not typical) or equivalent. H.O.T Cards provide employees (North Carolina} 

direction to call 704-432-TCPD and also, warnings signs provide information on situational awareness. 

3 HSAS procedure booklets has been provided lo all employees as a pocket guide. The pocket guide that is distributed has 

Advancing the Security explanations along with each alert color displaying what actions or change in security should take place in occurrence of alert 

Baseline change. 

3 

Advancing the Security 
Baseline 

:The Los Angeles County Sheriffs Transit Services Bureau has began deploying (since June 2008) its Mobile Search and Screening Teams 
i (MSST) on a random and frequent basis (via LASD's Special Operations Threat Interdiction Unit) to further strengthen rail security, enhance 
: counter-terrorism efforts through visible deterrence and discourage/deter violent criminals from carrying weapons or other dangerous items 
ionto Metrolink and LACMTA trains. According to the Transportation Security Administration, random baggage inspections are an effective 
: security tool for deterring individuals who may pose a threat to passengers on board com muter trains. Since predictable security can be 
; exploited, the screening program is conducted randomly, occurring at various ti mes and at randomly determined stations; measures are part 
of the continued evolution of LASD-TSB's rail-security programs with Metrolink and LACMTA and were not adopted in response to a new or ' 
'particular threat. 

Terrorism Response Guide: Two-part product addressing security enhancement actions to take in response to heightened 

threat or security incident. Controlled portion fully describes required and optional activities for implementation based on 
3 changes in the I kimeland Sewrity A<l visury System ( !ISAS) threat level. Includes an incident response matrix providing 

Advancing the Security direction and guidelines lo facilitate emergency coordination with first responders and other supporting agencies. Separate 

Baseline portion employs easily carried and retrieved cards disseminated to BART employees to provide practical guidance detailing 

response actions, particularly for chemical and biological events. Enables front-line employees to take effective steps to 

prevent harm or mitigate cunsequem:es. 
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Advancing the Security 
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3 
Advancing the Security 

Baseline 

Quick Reference Guides: GCRTA issues a pocket-size quick reference product entitled Terrorism Res1xmse Guide W all its 
personnel, providing guidance on recognition and response to suspicious people, packages, devices and substances. The 

Guide contains checklists for conducting security sweeps and guidance on responding to bomb threats. To facilitate expanded 
security activities at heightened readiness levels. the Guide lists the response activities and the protective measures to be 
implemented at each threat level, including the attack and recovery phases. GCRTA also issues a Terrorism Response Guide 
for Supervisors that provides greater detail than the guide issued lo all personnel and specifies the procedures for 
implementing Incident Command functions. This product includes details on the procedures for designating representatives 
for command posts and their responsibilities. employing incident response teams, and conducting communications and 
emergency notificati,ms. 

All ! lazards Plan Checklist: The Emergency Response plan ("All 1 !azards Plan") contains a checklist specifying departmental 
roles and responsibilities for each of 15 most likely or critical hazard scenarios. The scenarios are identified using threat, 
vulnerability and consequence analyses conducted by subject matter experts in King County Metro. Scenarios encompass a 
range of threats resulting from intentional acts, natural hazards, and accidents, to include: bomb threats, suspicious packages 
or substances, explosions in tunneb, tunnel fires, mass evacuation from tunneb, sheltering in tunnels, changes in homeland 
threat advisory levels, weapons of mass destruction (WMD) threats, natural disasters, pandemic flu, power outages, radio 
system failures, civil unrest, and other hazards. 

Threat and Countermeasures Pocket Guide: Provides guidance to transit employees on dealing with different threats and 
appropriate n1untermeasures in a nmvenient pocket-sized bm1klet. Applies a Federally-funded resource--the National Trnnsit 
Institute-- for the pocket guide for distribution to employee al no cost. Convenient size enables employees to carry on duty for 
ready reference to guide actions as circumstances warrant. 

Emergency Guide: P AAC trains transit police, key operating personnel, and first responders in emergency response involving 
mass transit vehicles. After the training P AAC System Safety personnel issue a book entitled, "Mass Transit V chicle 

3 Emergency Reswmse Guide." Subjects covered in detail include emergency operations with illustrntions on how to operate 
Advancing the Security and disable each vehicle currently within the Port Authority's fleet, both buses and light rail. The information is applicable to 

Baseline the first responders of a terrorist attack. P AAC issues the guide to all first responders along with each supervisor and 
management personnel. The guides arc also maintained in emergency response vehicles. Maintained in a 1/2 inch binder (8 
1 /2 x 1 I ), the 44-page guide is easily carried and st<Jred for ready access by employees. 

3 
Advancing the Security 

Baseline 

HOT (Hidden, Obvious, Typical) Procedures: Wallet Card for employees to recognize and report incidents. Card reinforces 
and refreshes trnining in l lOT procedures provided to all employees by concise r-1ints detailing how to recognize suspicious 
packages, unattended items and strangers in the workplace and how to report to TriMet Operations Command Center. 
Procedures listed for reporting all incidents involving TriMet vehicles, facilities, customers, and employees. Service 

Emergency Information Linc cited for employees to call for information when a TriMct Service Emergency is declared. 
Wallet cards with reporting instructions to be kept with employees and nmtracted personnel for 1 !OT procedures. 
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Security Committee: Active Security Committee oversees, reviews, and updates plans. processes, and implementation for a 
bmad range of security issues. A 11 offices concerned with leading and managing security are represented on the Committee, 

enabling an effective, cross-functional review and consensus process. The functions represented include police, emergency 
preparedness, risk management, maintenance, human resources, project management and public communications. The 

comprehensive, interoffice review conducted by the Committee is instrumental in making its recommendations effective when 
the Chief of Pol ice presents them W the Chief Executive Officer qf DART. 

Security and Breach Committee: Elevates prevention and response capabilities through proactive engagement. Acts in an 
advisory capacity to review incidents--both internal and in other systems-- W correct deficiencies and identify areas of concern 

before they adversely affect security. The Committee, composed of Vice Presidents or their designees from across the 
agency's operational and staff divisions, determines security implementation actions by considering security data and 

statistical trends. such as incidents. crime, and enforcement data, published monthly as Metro Police Attacking Crime Trends 
(MP ACT). This appmach al k1ws the (\1mmittee to be proactive in correcting deficiencies and identify areas of nmcem before 

they adversely affect security. The representative process helps ensure that the right functional tasks are performed by the 

right functional authority within Houston Metro. 

3 Employee Security Accountability: Security accountability integrated into performance assessments of supervisors and front-

Advancing the Security line employees. Performance evaluations consider effectiveness in security activities as well as security issues and concerns 

Baseline that are missed. Security accountability is a factor in determining eligibility and recommendations for promotion. 

Employee and Contractor Background Checks: Conducts in-depth background checks on employees and contractors, 
3 including law enforcement officers. DART Police Department conducts checks on new police applicants, dispatchers, and 

Advancing the Security fare enforcement officers. Background checks for new police applicants, conducted through the Hiring and Recruiting 
Baseline Section, are more intensive and recurring with Criminal History checks occurring every 2 years, and Driver's License checks 

occurring quarterly. 

3 
Advancing the Security 

Baseline 

3 
Advancing the Security 

Baseline 

Employee Background Checks: Comprehensive county, local, and federal record checks of backgrounds of system employees, 
encompassing review of state driving record, verification qf Social Security number, state residency, and ten-year employment 

and education history. 

Vendor/ Contractor Screening and Credentialing: A Regional Transportation Group, consisting of New Jersey Transit, New 

York Metropolitan Transportation Authority, Port Authority of New York and New Jersey, and Amtrak, has developed a joint 

security clearance program whereby background checks for vendor/ contract employees arc maintained in a secure database 
accessible W each agency. Each employee is issued a standardized credential for display while on participating agencies' 

properties. The credential is visibly color coded to display the level of clearance to confirm that the vendor/ contract 

employee meets the required level of clearance for the project and/ or area of required access. 
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Operational Security Protocols: Pre-notification and permission requirements for employees entering restricted security zones 
at underwater tunnels ensure a clear distinction between authorized and unauthorized entries. Security escort provided for all 3 

Advancing the Security 
Baseline 

contractors working in critical or scnsiti vc areas. Expansion of capabil itics through security force multipliers-- security MT A (N cw York City) 

3 
Advancing the Security 

Baseline 

4,1 
Counterterrorism Training 

and Preparedness 
Exercises 

awareness efforts emphasize vigilance of station agents, deaning crew, nmductors, vehicle operators and track workers as 
"eyes and ears" for security. 

Secure Cover for Box Girders Supporting Bridge or Overpass Structure: The agency developed and patented locking cover to 
prevent unauthorized access through manholes into overhead cells or chambers within a concrete overpass or bridge structure. 
The enclosed cells. typically not constructed to prevent unauthorized access. often contain electrical or communications 
equipment or nmduits. This initiative secures power and n1mmunications systems from unauthorized access and tampering. 

The Washington Metmpolitan Area Transit Authority (WMATA) an Emergency Response Training Facility in 2002 for first 
responders in the National Capital Region (NCR). The training facility includes a 260-fool lunneL two Metrorail cars 

positioned to simulate a collision, a third rail, wayside equipment. and tunnel lighting. Theatrical smoke and fire as well as 
sound effects arc used for fire and rescue exercises. Hazmat and terrorism scenario disaster drills arc also conducted at the 
facility. 
To date, more than 15,000 security and public safety professionals have trained and exercised at the facility, including transit, 
local, and State police officers; firefighters from seven jurisdictions in the NCR; FBI and Bureau of Alcohol, Tobacco 
firearms, and Explosives agents: National Guard Response Units from Maryland, Virginia. and Washington, DC: Pentagon 
Force Protection Agency (PFPA) officers; and members of the Chemical Biological Incident Response Force (CBIRF). T11e 
tunnel is available 24-hours-a-day, seven-days-a-week for training and exercises. 
The training facility expanded in 2006 to include the nation's first passenger rail emergency evacuation simulator, which can 
roll a commuter rail car 180 degrees (upside down) in I 0-dcgrcc increments to simulate railcar positions after derailments or 
other rail incidents. Metro uses the "rollover rig" to train fire, p<_1lice, and other first responders on the complications 
associated with rescuing people from a rail car that has rolled over on its side at varying angles. 
The Federal Railroad Administration (FRA) uses the emergency evacuation simulator to assist in engineering studies 
evaluating interior design safety, egress calculations and photo luminescent signagc for commuter passenger rail cars. 

PACE has developed a transit vehicle familiarization training program for Police and Fire which is provided at no cost to the 
4 requesting agencies. Groups of first responders are given a power presentation outlying operational and emergency features of 

Santa Clara Valley 
Transportation 
Authority (CA) 

Washington Metro 
Area Transit Authority 

(WMATA) 

Countcrtcrrorism Training each individual bus model in PACE service. Included is information on critical systems and components, which when PACE Bus 
and Preparedness damaged or compromised will enable resp<_mders to render the vehicle inoperable. The presentations are stored on individual (ArlingWn ! !eights, IL) 

Exercises CD'S and given lo each agency to be used as a reference and/or stored in command vehicles or response vehicles for 
emergency reference. Tactical Response Teams from across the six (6) county region have taken advantage of this program. 
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:The LASD-TSB (LACMTA) has developed a Deviation Assessment and Response Training (DART) course for LE officers and transit agency 
i employees for the purpose of identifying specific protocols associated with potentia I terrorist activities, reinforced through physical/behavior Los Angeles County 

4 ' C . T . . d I baselines which lead to an articulated and well-defined response to deviations. Gleaning from the experience of the FBl's Behavioral Metropolitan Transit 
December-09 ou nterterrorism ra 1nmg an , 

Authorith (LACMTA) 
Preparedness Exercises 

:Assessment Unit, the DEA, British Transport Police, an Israeli Model and others, DART also provides thorough insight and understanding into ; 

;the various investigative and interviewing techniques that assist in properly assessing relevant deviations to affect a proper response." Train- (Los Angeles, CA) 

·----- ,t_he:Iraine~ oppgrt_u_ni1i_es are_ a~ti~ip~ted, __ ... 
·-· 

1The Virginia Railway Express Emergency Response Guidebook (Crisis Manual) and Emergency Response Guidelines DVD is provided to all local 
: 

4,3 
Virginia Railway Express 

Cou nterterrorism Training and i emergency response agencies (ALL EMERGENCY RESPONDERS) and serves as a training tool. This provides ready access materia I for December-09 4.109 

Preparedness Exercises 'emergency responders to assist them when responding to emergency events on the VRE. 
(VRE) 

4 Specialized Law Enforcement Training: Chicago Police Department Special Function Section personnel (I 50) are trained and 
Counterterrorism Training equipped to operate effectively in response to a terrorist threat or incident in the CT A rail system. Targeted training in Chicago Transit 

June-08 
and Preparedness Terrorism Awareness and Emergency Response as well as orientation to the CTA system through its CTA Rail Safoty Class. Authority (CTA) 

Exercises Specialized equipment includes protective suits for hazardous materiab contaminati,m. 

Prevention and Response to Suicide Bombers and WMD: DART Police trained in prevention and response to suicide bombers 
and weapons of mass destruction attacks. All DART Police officers undergo 8 hours in these critical areas as part of the 

4 
annual 40-hour training mandated by the State of Texas. T11e first year of this training is State mandated; the senmd year is 

Counlerterrorism Training 
refresher training required by DART. The training is conducted in-house by DART instructors who attended OHS-sponsored 

Dallas Area Rapid 
train-the-trainer courses at Energetic Materials and Research Training Center (EMERTC) in New Mexico. Training materials June-08 

and Preparedness 
and certificates arc provided to each class by EMERTC. OHS funds for instructor travel to EMERTC. allowing this capability 

Transit (DART) 
Exercises 

to be developed without use of transit security grants funds. (\1urse topics include: how "1 disrupt suicide bombers; 
recognition of improvised explosives devices (!ED); vulnerability assessments and countermeasures; post blast response; 
information management for indications and warnings; legal issues in use of deadly force; and case studies of past incidents. 
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4 
Countcrtcrrorism Training 

and Preparedness 
Exercises 

4 

Comprehensive Anti-Terrorism Training and Readiness: Both internally and with its security and emergency response 

partners. MT A has built a network of capabilities for terrorism prevention and response actions. MTA front-line employees 
are provided training in key areas to bolster security capabilities thmugh vigilant "eyes and ears" throughout the system. 
Subject areas include security awareness training to identify and report suspicious behavior, activities, and items. Roles and 
responsibilities in emergency management. including crisis communications. Behavior awareness and recognition through the 
Terrorist Activity Recognition & Reaction (TARR) Course. Selected employees arc trained in emergency response to 
1 !AZMAT incidents, enham;ing the capability to mitigate the consequence of such an event. MTA provides NYPD Trnnsit 
Bureau officers with targeted safety training to ensure effective operations in the challenges presented to operations in the 
subway system. NYPD units provide MT A with specialized capabilities to ensure readiness to respond to threat and incidents, MT A (New York City) 
including bomb squads, counter-terrorism units, canines, explosives detection, response to weapons of mass destruction 
threats and incidents, and hand-help radiological detection pagers. As part of the integrated support to MTA to address threats 
and incidents involving explosives and dispersal of hazardous materials, NYPD officers have received specialized training in 
Chemical, Ordinance, Biological, Radiological Weapons of Mass Destruction (COBRAIWMD) response, a multi-day program 
that prepares responders to enter contaminated areas, conduct rescue operations, mitigate spread and impact, and manage the 
im:ident. These officers are equipped with level 3 ! I AZMA T suits and respirators to provide the necessary protection to 
operate in a contaminated environment MT A and supporting emergency response agencies have established joint procedures 
for responding to explosives devices, and chemical, biological and radiological releases in the subways system. 

NIMS Training: Ensure understanding and execution of National Incident Management System protocol through 
comprehensive training program. All Operations Center personnel trained in National Incident Management System (NIMS). 
All Supervisors and Deputies n1mplete basic NIMS course on-line, Front-line ernpk1yees receive annual training in security 
awareness and behavior recognition, with "Terrorist Recognition", "Warning Signs", and "The Mark" videos employed as 

training aids. 

Orange County 
Trnnsportati,m 

Authority 

Counterterrorism Training Focused First Responder Training: Familiarization training program for law enforcement, firefighters, and regional responders 
PACE Bus (Chicago} 

and Preparedness 
Exercises 

4 
Counterterrorism Training 

and Preparedness 
Exercises 

regarding critical operational and emergency features on buses. 

Comprehensive Security Training: 100%, of employees, including front-line staff and contract personnel, cleaning and 
construction crews, and other employees, arc trained in security awareness. This training is conducted annually for operations 
personnel, and every two to three years for support personnel and contrnctors. All new employees are trained in security 
awareness and provided a book titled "System Security Awareness for PATH Employees." This pocket-sized reference 
booklet provides guidance on multiple topics, such as identification and reporting suspicious activities. Focused Tunnel and 

Underground Station security training program for supervisors. managers, selected front-line employees , and local police. fire 
and emergency medical service personnel from New York City and New Jersey. As of the end of fiscal year 2007, more than 
26 agencies had participated in this program, providing training to over 700 first responders. Employs "red letter exercises" 

that present security and emergency response scenarios to employees throughout the organization selected randomly to test 
their awareness, access training effectiveness, and reinforce critical skills. 

PATH 
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Emergency Reswmse Trnining: 200 Transit Authority employees trained in disaster relief to provide support to empk1yees, 
Fire/Life Safety Program (all hazards) trains area fire and police for a coordinated response to light rail emergencies. Training 

Counterterrorism Training 
includes classroom as well as hands-on with Transit Authority equipment. Conducted emergency response exercise with San 

4 

and Preparedness 
Exercises 

Jose fire Department in the system's 900 foot tunnel, focusing on communications and response in environment obscured by 
simulated smoke, 

Managing Metro Emergencies: Awareness and capabilities enhancement training course designed to prepare National Capital 
Region first responders to manage effectively emergencies situations in the WMA TA metro rail system. Participants include 
federal agencies: area law enforcement departments; fire and rescue services; Department of Transportation officials from 
Washinghln, DC, Maryland, and Virginia; and Metro operatiqns personnel-- who are likely to take action during a Metro 
emergency. T11e Managing Metro Emergencies training focuses qn five tactical priqrities. Mitigati,m- evaluation, scene 

safet_r, NIMS, incident command, triage, fire suppres.,ion, Evacuation- trains, tunnels, Itations, and huse.,, T ranspm1ation 
Counterterrorism Training 

of emcuated- rescue trains and strategic huses. Recovery (local)- single tracking, hus hridges, critical incident mesmging, 

4 

and Preparedness 
Exercises 

5,3 

media management, Overall system recovery- retuming s_rstem to normal operation, Managing Metro Emergencies 
Reference Guide issued to all participants in the program. This product outlines and summarizes practices and procedures 
covered in the training course, reinforcing learning and providing a ready resource to facilitate effective actions in emergency 
situations. Reference Guide includes information on emergency evacuation procedures, chemical detection, basic information 
on explosives blast ranges, locations of emergency intern1ms, ETS phone locations, emergency features in rai !cars, practices 
and procedures while conducting traffic control during emergencies, safety features on the right-of-way and tunnels. 

Technqlogy Applications : CENTRO's mail room has an isolated air system, In an emergency the mail room personnel can isqlate the room automatically. 
to Mitigate High Doors and lou,ers ½ill automallcally close, the room becomes totally isolated from the rest of the facihty. 

Consequence Risks 

5 

Pierce Transit utilizes a very comprehensive reporting system, designed by a software contractor, which they describe with the 
acronym ODDS. (Operational Decision Data System}. This appears to be a very useful tool for multiple applications within 
the entire system. This ODDS report format records every incident, comment, complaint and report that comes into Pierce 
Transit, whether in house or from outside entities. The system has the capability to cross rcforcncc and sort data by a variety 

Technqlogy Applicatiqns of criteria, with pre-set parnmeters which will automatically "flag" significant items for ck1ser review. All security incidents 
to Mitigate High would be automatically included within the formal, and have the pre-set conditions which alert the Public Safety department 

Consequence Risks to review for further action. This system thereby allows managers to investigate incidents by categories, i.e. complaints 
against a specific operator: incidents occurring on any individual route, chronic public complainers, crimes on the system, etc. 
From the examples demonstrated to the Inspectors, this system, or a system with the same capabilities would be an extremely 
valuable tool to a transit system, regardless of size. 

Silent Alarms with Global Positioning System (GPS): Bus drivers can activate silent alarms, which send a GPS alert to 
Technology Applicatiqns 

Operntions Control Center pinpointing the location and directiqn of travel of the bus for enhanced response by local law 

5 

to Mitigate High 
Consequence Risks 

enforcement. 
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5 
Technology Applicati'1ns 

to Mitigate High 
Consequence Risks 

GCRTA has implemented a n1mprehensive, integrated electronic security system which internmnects CCTV cameras and 
access control with the central alarm and intrusion detection system This capability enhances GCRTA's capability to pre
assess incidents prior to on-scene response. The system documents events with video images, audio recording of emergency 
communications and access cardholder details, expediting post-incident investigations. Overall, this integrated system 
complements and provides valuable suppim W GCRT A transit po 1 ice and dispatchers. 

MetroNet Security System: Integrated security system to enhance detection, prevention, and response capabilities for the 

Transit Center and 26 Metro Transit Park & Ride locations. Video survci llancc coverage of platforms and parking areas 
include a central moniwring of live camern feed through TranStar security console, an alarm activated system which reduces 
monitoring fatigue and staffing requirements, and 24/7 recording capability providing improved investigative capability. 
TranStar Security Console affords multi-faceted capabilities to view live camera feeds at numerous locations throughout the 
system, assess a developing situation or incident, and implement effective preventative or responsive actions. TranStar 
Security Console staffed by dedicated Watch C(Jmmand Officer (WCO). Alert triggered monitoring system-- live feeds 
displayed on multiple video monitors. WCO remotely controls camera to view activity and assess situation to determine if 
alert is actionable. If actionable, WCO coordinates dispatch of patrol officers. WCO able to control remotely entrance and 
exit gates to Park & Ride locations. WCO communicates with passengers generally through the "Talk Master" Public Address 
System and with individual passengers via the Emergency Assistance Stati'1ns installed at Transit Center and Park & Ride 
locations. 24/7 recording capability enables periodic review of file footage to determine the need for security enhancement 
actions in particular locations and provides evidence of incidents to facilitate subsequent investigative actions. 

Greater Cleveland 
Regional Transit 

Authority (GCRTA) 

Metro Transit of Harris 
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5 
Technology Applications 

to Mitigate High 
Consequence Risks 

5 

Intelligent Video Surveillance: Installed state-of-the-art surveillance system empk1ying CCTV with intelligent software to 
expand capabilities to detect suspicious persons, activities, and items and thereby prevent terrorism and reduce crime. System 

developed in the United Kingdom for security surveillance of rail facilities. Marks one of the first operational systems in the 
United States that builds on the techniques and procedures developed in Europe and elsewhere to detect indicators of potential 
terrorist activity and deter attacks, with accompanying crime prevention impact. Through a series of phases, al 1 MT A trnnsit 
properties will eventually be outfitted with the new system The key to this system is the integration of the closed circuit 
digital security cameras, intrusion detection alarms, and the computer software package. The software enables the camera 

systems to identify anomalous behaviors. acti vitics. and items, such as the presence of an unattended package. and alert law 
enforcement officers in the operations center by placing it on a main screen that displays the image as a priority. MT A Po lice 
then assess the anomaly and respond. Additionally, as available intelligence or suspect information allows, the software 
enables the camera system to search for person(s) of interest based on a physical description. The images and alarms are 
recorded and arc hi vcd for further review as the particular situation warrants. MT A's new Police Monitoring Facility provides 
remote monitoring of camera feeds and alarms. Integrated with the agem:y's MT A's Police Communications Center, this 
capability facililates the prompt detection of and response to illegal intrusions or other criminal aclivily. This enhanced 
capability compliments the existing portal security system, which employs infrared zone alarms, and represents an effective 
application of technologies as security force multipliers in the protection of critical infrastructure. Additionally, these 
technologies allow for integration with other local, state, and federal surveillance systems and mobile command vehicles to 
build networked capabilities for deteclion and deterrence and provide a source of forensic data to advance investigatory 
activities should an incident occur. 

Enhanced Storage Yard Security: Enhanced rail and bus yard security technology includes laser intrusion deteclion with pan
tilt-zoom (PTZ) video and still cameras. 

NO RT A buses and street cars outfitted with multiple capabilities to enhance security and support emergency response. 
Wireless, internet capable CCTV cameras that can be viewed remotely, with audio, by dispatchers, police, Operations Centers; 
DVR recording capability, interoperable with other digital surveillance equipment; silent alarms triggered by driver; remotely 

operated engine kill switches: and automatic vehicle locator systems. 

Integrated Technological Systems for Protection of Critical Infrastructure: Extensive security measures employed to protect 
the underwater tunnel security measures are employed, including CCTV surveillance systems with both real-time monitoring 
and recording of observations for later retrieval, as necessary; laser intrusion detection systems; photo-luminescent signage to 

Technology Applications guide evacuation of passengers, of particular importance in the event of a power failure in the system; emergency exits that are 

to Mitigate High equipped with monitoring alarms to provide immediate alert when exits used: emergency exits protected against use for 
Consequence Risks unauthorized intrusion into tunnels by locking mechanisms and stringent physical security of access devices. For enhanced 

security of stations, yards, depots, and buses (on a trial basis), CCTV installed with ongoing integration in MT A's Electronic 
Security System. Intrusion alarms and access controls installed in critical facilities, emergency exits, and signal rooms. 
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Protection of U ndcrwatcr Tunnels: Protccti vc technologies installed at all access portals to tunnel infrastructure, integrating 
laser intrusion detection systems, remote alarms, and survei Hance systems employing smart camern technology. PA Tl I 
buttresses these protective systems with focused training and operational activities, including randomly employed law 
enforcement and canine team patrols and a specialized tunnel and underground station security training program for 
supervisors. managers, selected front line employees. and local police, fire and emergency medical service personnel from 
New York City and New Jersey. 

Technology Applicati,ms Enhanced Video Surveillance: Upgraded camera infrastructure at San Ysidro station (international border), employing smart 
to Mitigate High video technology, exception-based monitoring, and alert notification to trigger security response. 

Consequence Risks 

5 Vehicle Locator and Access Control: Automated Vehicle Locator (AVL) on all buses enables dispatchers to monitor buses. 
Technology Applications CCTV surveillance of transit facilities, parking lots and access/egress points, Funded to install wireless digital CCTV on 

to Mitigate High buses. Access control strictly enforced (visitor badges with ID#s and logs, escorts, proximity cards used and monitored by 
Consequence Risks computer). 

5 
Technology Applications 

hi Mitigate lligh 
Consequence Risks 

6 

Public Awareness and 
Preparedness Campaigns 

Chemical/Biological Early Warning Crisis Management System: Enhances capabilities to detect and mitigate the 
consequences of chemical agent releases in the Metro rail system. The system's architecture integrates security technologies 
with operational preparedness activities to bolster capabilities to address a most challenging threat, particularly in 
underground infrastructure. Technological applications include chemical detection systems for early warning, CCTV cameras 
for real-time monitoring thmughout the system, agent dispersion modeling to facilitate predictive analysis oflikely flows and 
at risk areas, command and control hardware and software to guide timely and effective actions to address a threat or incident, 
and overall system networking to integrate multiple capabilities into unified effort. Operational components include 
development and implementation of coordinated optimal response protocols and targeted training and emergency 
preparedness exercises for first responders and WMAT A operntions control center (OCC) personnel, 

Conducts extensive public awareness campaign employing multiple media (issue pamphlets, signs, placards, announcements) 
to inform customers on how to recognize and report suspicious behavior or items to DART Police and employees. Multi-
media approach employing a range of messages keeps material fresh. Reporting instructions easily understood and 
remembered to enable timely action on observations that prompt concern. DART participates in two key community action 
pmgrams that enhance public awareness and safety and security in the transit system: Operation Lifesaver and the National 
Night Out. Operation Lifesaver is a cooperatively funded non-profit public education program to promote safety at railroad 
grade crossings, and on railroad right-of-ways. National Night Out is a police-community partnership to raise awareness and 
reduce neighborhood crime. 
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Public Awareness and 
Preparedness Campaigns 

Tapping a unique resource, JT A displays posters prominently at their main facility, on buses, and the skyway system to 

promote public and employee security awareness. JT A secured the two types of posters at no cost through the United States 
Computer Emergency Readiness Team (US-CERT) to enhance security awareness of the public and empk1yees. T11e p<_1ster 
promoting awareness of physical security at facililies can be accessed at hHp://www.us-cert.gov/reading_roomiposter_3.pdf. 
The poster for guidance on recognizing and reporting suspicious behavior can be accessed at http://www.us
ccrt.gov/rcading_room/postcr _ 4.pdf. The complete collection of distributable materials may be accessed at http://w,...w.us
cert.gov/reading_ room/distributable. htmltlwork. US-CE RT provides a range of materials pertaining "1 cyber-security 
awareness and prevention. For more information, please access http://www.us-cert.gov/reading_room/. 

Two bus operators arc detailed for 6 months on a public education program to make presentations to schools, community and 
civic groups, and private n1mpanies regarding safety and security practices for riders. This focused outreach and n1mmunity 

Public Awareness and 
engagement includes public awareness for terrorism prevention ("See Something, Say Something" campaign) and guidance on 

Preparedness Campaigns 

6 

6 

Public Awareness and 
Preparedness Campaigns 

evacuations and actions to take in emergencies. 

Multi-faceted adaptation of the Transit Watch Program: The MBTA has implemented a series of initiatives to supplement and 
enhance the effectiveness qf materials pnwided by FTA and TSA under the Trnnsit Watch Program. MBTA specifically 
adapts the materials to its ridership, produces public awareness in English, Spanish, Chinese, and Haitian. MBT A senior 
leadership, along with elected officials such as the Governor of Massachusetts, and the Mayor of Boston, participate in 
periodic events to promote terrorism awareness among the pub] ic on MBT A's systems. The MB TA Media Department has 
developed a pmgram of regular renewal qfpublic awareness signage and message boards "1 update the materials and keep the 
security message fresh. 

Multi-jurisdictional, integrated public security awareness campaigns sponsored by Miami-Dade Transit are held at multiple 
stations in the transit system on quarterly basis. These public outreach efforts bring together security officials and employees 

6 of Miami-Dade Transit, TSA inspectors, representatives from Miami-Dade Police Department, and the City of Miami Police 
Public Awareness and in a joint campaign to inform passengers on security awareness, the importance of their vigilance, and the security 

Preparedness Campaigns enhancement m le they can play thmugh prompt reporting of suspicious activities and items and qt her security concerns. 

6 

Public Awareness and 
Preparedness Campaigns 

Participants in the campaign reinforce the message by disseminating Transit Watch public security awareness materials to 
passengers. 

New York MTA Office of Safety & Security and NYPD lnteragency Counterterrorism Task Force implemented 
comprehensive awareness program called "Transit Watch" "If You Sec Something, Say Something": directed to both MTA 
employees and the riding public. Program disseminates public awareness messages thmugh multiple media. Toll-free 
telephone numbers provided to encourage timely reporting of suspicious persons, activities, and items. Approach enables 

rapid response and tracking of security reports for trend and pattern analysis. Program recently expanded to broadcast 
television in the New York metropolitan area. 
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Public Awan:ness and 

Preparedness Campaigns 

Metro Citizens Corps: Public preparedness pmgram that enhances security awareness and vigilance among selected riders in 
Metro trains. Participants are selected from a working list of Citizen Emergency Response Team (CERT)-certified members 
from jurisdiction neighboring the WMA TA system. These jurisdictions include Arlington County, Fairfax County, and 
Alexandria City, Virginia; Montgomery County and Prince George's County. Maryland; and the District of Columbia. The 
Metro Citizens Corps (MCC) training course nmsists of three mqdules. Module 1- Program Orientation/ Metrorail 
Familiarization/ Tunnel: --Common terminology used by Metro and the mass transit industry. Emergency procedures and 
resources of the Metro. Awareness fo the hazards of the Metro tunnel system environment. Activities to build confidence to 
operate safely (when necessary) within the tunnel system despite the hazards. Module II- Passenger Train Familiarization: -
Features of Metro trains and the resources found within them. Emergency M etm trnin evacuation procedures. Activities to 
build confidence to assist Metro employees should emergency evacuation be necessary. Module Ill- Terrorist Activity 
Recognition and Reaction (TARR): -- Overview of goals, thought processes, and tactics of terrorists. Tools to recognize the 
indicators of terrorist activity prior to and/or during a terrorist incident. Reaction to a terrorist threat/ incident within the 
parameters of training, authority, and regard for personal safety. Imagery and nature qf terrorist attacks and their aftermath in 
order to prepare for the sensory effects produced in these incidents. Due to the physically challenging tunnel and rail yard 
environments M CC participants are required to submit fitness waivers as a condition of enrollment and participation in the 
program. 

Washington Metro 
Area Transit Authqrity 

(WMATA) 
June-08 
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XII. Appendix K: Assessments 

TSA has conducted several assessments on passenger rail systems and critical assets at the 
national and regional levels. 

National Assessments 
In 2007, Congress required TSA to produce a report which provided a comprehensive view and 
com para ti ve analysis of terrorist risk involving five modes of transportation: aviation, freight 
rail, highway, mass transit, and pipeline. 

In response to this requirement, TSA developed the TSSRA, a report designed to inform the 
development and maintenance of risk mitigation strategies and actions that include, but are not 
limited to, security standards, grants, programs, countermeasures, and resource allocations. It 
provides a cross-modal analysis as well as individual analyses focused on the unique risks in 
each transportation mode. TSA delivered that report to Congress in June 2010. 

Mass Transit/ Passenger Rail Security Risk4 

Key findings: 
(b 1(31:49 U.S.C. § 114(r1 

Findings of the Risk Assessment 
The passenger rail system remains an attractive terrorist target because of its inherent 
vulnerabilities due to the system's open "architecture" and large volume of riders. 

•
1 The findings in lhi, section are speci fie· an<l uni4ue lo the mass lrnnsit/passenger rail mm.le. For more in formal ion on c·urrenl threats to the mass 
transit/passenger rail mode, please refer to TSA ·s Mass Transit Threat Asse,sment, DHS Office of Intelligence and Analysis's 'Threat 
Assessment: Mass Transit and Passenger Railroads:· and TSA's assessmem on Train Srntion Anack Methods. 
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(b 1(31:49 U.S.C. § 114(r1 

Alternative Views 
This assessment provides two alternative views of the risk data: (1) Direct Consequence-Based 
Risk, applying only direct consequence (the cost of casualties and direct damage) to threat and 
vulnerability; and (2) Conditional Risk, using vulnerability and total consequences to account for 
the uncertainty associated with any specific threat. 

The following table is a comparison of the top five mass transit attack families from three risk 
views. These attack families are inclusive of assen er rail scenarios. The Direct Conse uence
Based Risk view introduces :i: 1(31:49 U.S.C. § 114(r I 

(b 1(31:49 U.S.C. § 114(r1 

'Thrcm values range from a low of 0.0 to a high of 0.0357. 
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(b 1(31:49 U.S.C. § 114(r1 

Table 3: Alternate View Comparison by Mass Transit Attack Family (includes Passenger Rail) 

Mass Transit/Passenger Rail Conclusions 
This report reflects a snapshot of risk as of November 2009. As our adversaries' intent and 
capabilities shift, and as vulnerabilities are addressed, the risk will evolve. 

(b 1(31:49 U.S.C. § 114(r1 
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System Assessments 
Under the BASE program, TSA has conducted 111 assessments. TSA, in coordination with 
transit agencies, has completed the assessments in 51 of the largest 55 systems by daily ridership; 
42 assessments among agencies ranked 55-100 in size; and 18 assessments on smaller agencies. 
Of BASE's 17 focus areas, TSA views 6 action items as critical. Focusing on the largest 
systems, the results were as follows: 

(b 1(31:49 U.S.C. § 114(r1 

Critical Asset Assessments 
At an asset level, TSA worked with industry and Government partners to identify 62 assets (30 
tunnels, 30 stations, and 2 bridges) as critical to mass transit and passenger rail on a national 
level. These assets are located in 7 regions: 

(b 1(31:49 U.S.C. § 114(r1 

12 entities own these assets: 
(b 1(31:49 U.S.C. § 114(r1 
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(b 1(31:49 U.S.C. § 114(r1 

SAIC,, operating under a grant from the Office of Domestic Preparedness (now part of the 
Federal Emergency Management Agency), conducted a risk and needs assessment for each of 
these assets in FY 2005. These assessments made recommendations for both countermeasures 
and response capabilities for each asset and agencies developed strategies to address these needs. 
Some of the asset owners are in the process of completing or planning a second round of needs 
assessments. 

DHS' s Science and Technology Directorate, at the request of TSA, contracted with Lawrence 
Livermore National Laboratories to verform a blast assessment on all 30 underwater tunnels in 
FY 2006-2008, 1: 1>1(31:49 U.S.C. § 114(r1 I 

(b 1(31:49 U.S.C. § 114(r1 

Regional Assessments 
TSA has also examined risk on a re2"ional basis for mass transit 
page. 1:1: 1(31:49 U.S.C. § 114(r1 

as shown in the chart on the next 
I 

(b 1(31:49 U.S.C. § 114(r1 

'' L'nlinkcd Pas,cngcr Trips counts each car boarding a, a ,cpara!c trip regardless of the number of !rans fer,. 
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r1>1(31:49 U.S.C. § 114(r1 

I hese grants support achv1hes such as front-hne employee trammg, canme teams, antHerronsm 
teams, mobile screening packages, intelligence support, exercises, public awareness campaigns, 
and tunnel hardening. 
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SENSITIVE SECURITY INFORMATION 
: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this record may 

be disclosed to persons 1 " arts 15 and 1520, except with the written permission of the 
Administrator of the Transportation Security Administration or the Secretary o rn in civil enalty 
or other action. For U.S. overnrnent a encies, ublic disclosure is overned b 5 U.S.C. 552 and 49 CFR arts 15 and 1520. 
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Message from the Administrator 

August 1, 2011 

I am pleased to present the following report, "Air Cargo Screening 
Statistics" for the first quarter of Fiscal Year (FY) 2011 , as prepared 
by the Transportation Security Administration (TSA). 

This report was compiled pursuant to Section 1101 of the Fiscal Year 
(FY) 2011 Full-Year Continuing Appropriations Act (P.L. 112-10), 
which appropriated funds for FY 2011 under the authority and 
conditions provided in the FY 2010 Department of Homeland Security 
(DHS) Appropriations Act (P .L. 111-83). Section 514 of P .L. 111-83 
requires TSA to submit air cargo screening statistics to Congress every 
quarter. This report includes the amount of cargo that each passenger 
air carrier screened at each airport. Statistics included in this report are 
derived from data that air carriers reported during October, November, and December 2010. 

Section 1602 of the Implementing Recommendations of the 9/11 Commission Act of 2007 
(P.L.110-53), codified at 49 U.S.C. § 44901(g), mandated that 50 percent of cargo transported on 
passenger aircraft be screened not later than February 3, 2009, and that 100 percent of cargo 
transported on passenger aircraft be screened not later than August 3, 2010. TSA is pleased to 
report that the 100-percent screening mandate has been achieved with respect to cargo 
transported on flights of passenger aircraft originating within the United States. Although TSA 
is continuing to work toward meeting the 100-percent screening mandate for international 
inbound cargo, this has not yet been fully achieved because of the unique challenges posed in 
such circumstances. 

Pursuant to congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable Robert B. Aderholt 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable David E. Price 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Mary L. Landrieu 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable Daniel Coats 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

ITIVE SECURITY INFORMATION 
be disc losed to persons without a "need to know", as defined in 49 CFR parts 15 and 1520, except wi th the wnuen per 
Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorized release may result in civil penalty 
or other action. For .S. ovemment agencies, ubl ic disc \osure is governed b 5 U .S.C. 552 and 49 CFR arts J 5 and 1520. 
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Inquiries relating to this report may be directed to me at (571) 227-J:b 1
:
61

1 or to the Department's 
Deputy Chief Financial Officer, Peggy Sherry, atfb}(6} I 

Sincerely yours, 

(ft P..:.K 
John S. Pistole 
Administrator 

11 
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Executive Summary 

This document constitutes TSA's submission of the congressional requirement for air cargo 
screening statistics for the first quarter of FY 2011 as required in the FY 2011 Fu!L-Year 
Continuing Appropriations Act (P.L. 112-10). 

The First Quarter FY 2011 air cargo screening report includes a variety of statistics that 
identify the volume of air cargo accepted and screened, as reported by passenger air carriers. 
Specifically, the report summarizes the following information: 

1) Air cargo screening statistics from regulated domestic and foreign air carriers. This 
information encompasses all data, figures, and diagrams for the months of October, 
November, and December 2010. Specifically, the data cover cargo uplifted on 
passenger flights originating within the United States and its territories and cargo 
uplifted on international inbound passenger flights originating outside the 
United States. The total percentage of cargo screened on flights of passenger aircraft 
originating within the United States during this reporting period is 100 percent by 
weight and 100 percent by Master Air Way Bill (MAWB). 1 According to data 
submitted by air carriers, the total screening percentage of cargo transported on flights 
of passenger aircraft arriving into the United States from international locations during 
this reporting period is 86 percent by weight. 

2) Alternate security measures are applied to cargo shipments that may be damaged or 
compromised if TSA's customary screening methods are employed. These types of 
cargo shipments may include but are not limited to the following: human remains, 
medical shipments, live animals, diplomatic pouches, etc. Cargo subject to alternate 
security measures is "screened" within the definition of screening in the 
lmpiementating Recommendations of the 9/11 Commission Act o/2007 (44901(g)(5)) 
and counts toward the 100-percent mandate. TSA allows cargo handled by way of 
alternate security measures to be accepted for transport on a passenger or all cargo 
aircraft. For cargo up li fled on flights of passenger aircraft originating in the 
United States and its territories, the total volume of cargo screened includes cargo 
screened using approved screening measures, as well as cargo handled by way of 
alternate security measures. 

3) Air cargo screening statistics linked to Indirect Air Carriers (IAC), shippers, and other 
entities certified by TSA to screen cargo for uplift on domestic passenger flights. 
These Certified Cargo Screening Facilities (CCSF) report cargo screening data to TSA 
pursuant to their program requirements. During this period, 537 CCSF-IACs were 

1 
Calculation, ofrep011ed data show that 99.9 percent of the cargo ,hipments (MAWBs) and weight were screened in October. November, and 
December 20 I 0. TSA is addressing the less than . percent mle or non-compliance. 
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required to screen. The total weight of shipments uplifted on flights originating within 
the United States/Territories screened by CCSF-IACs was 386,977,730 pounds, while 
the total number of MA WBs of shipments uplifted on flights originating within the 
United States/Territories screened during this period was 267,326. 

4) During this reporting period, TSA collected data from air carriers during the months of 
October, November, and December 2010. These statistics indicate that 716,380,464 
pounds of air cargo entered the United States aboard passenger aircraft and indicated 
that 619,407,922 pounds or 86 percent of total cargo were screened before uplift from 
a last point of departure (LPD) into the United States. 

IV 
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I. Legislative Language 

TSA submits the Air Cargo Screening Statistics report for the first quarter of FY 2011 pursuant 
to Section 1101(a)(3) of the FY 2011 Fu/I-Year Continuing Appropriations Act (P.L. 112-10), 
which continued in effect the reporting requirement of the FY 2010 DHS Appropriations Act 
(P.L 111-83), Section 514(b): 

Not later than 45 days after the end of each quarter, the Assistant Secretary 
shall submit to the Committees on Appropriations of the Senate and the 
House of Representatives a report on air cargo inspection statistics by airport 
and air carrier detailing the incremental progress being made to meet the 
requirement of section 44901(g)(2)(B) of title 49, United States Code. 

1 
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II. Background 

The FY 2010 DHS Appropriations Act (P.L 111-83), Section 514(b) requires TSA to report 
quarterly to the Committees on Appropriations of the Senate and the House of Representatives 
"on air cargo inspection statistics by airport and air carrier detailing the incremental progress 
being made to meet the requirement of section 44901(g)(2)(B) of title 49, United States Code." 
The reporting requirement is continued by operation of Section l 101(a)(3) of P.L. 112-10. 

To implement this congressional mandate, TSA updated the air carrier security programs to 
require air carriers to submit cargo statistics monthly for TSA 's report to Congress. Other 
measures implemented by TSA through its regulatory authorities to meet the 100-percent 
screening requirement for cargo transported on passenger aircraft mandated by the implementing 
Recommendations of the 9/11 Commission Act of 2007 (P .L.110-53) included the requirement to 
screen 100 percent of cargo loaded on passenger aircraft at smaller commercial Category II-IV 
airports throughout the United States. TSA also mandated 100-percent screening of cargo 
identified as elevated risk within the U.S. air cargo supply chain and required that sensitive cargo 
be subject to alternate security measures. In October 2008, TSA mandated the screening of 
100 percent of cargo placed on narrow body aircraft departing any commercial airport within the 
United States and its territories. 

In May 2010, TSA increased the required screening percentages for cargo transported on flights 
of passenger aircraft departing to the United States from international locations and required air 
carriers to report total inbound weight uplifted and weight screened. The increased screening 
requirements now include: 100 percent on narrow body, 100 percent of all loose shipments 
(those not tendered on skids), and 15 percent of shipments configured on skids, per flight. 

On August 1, 2010, TSA required air carriers to ensure that 100 percent of cargo is screened 
before uplift on any passenger aircraft flight originating within the United States. 
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III. TSA Air Cargo Screening Statistics Report 

A. First Quarter FY 2011 Screening Summary 

Pursuant to the reporting requirement set forth in P.L 112-10, TSA hereby submits air cargo 
screening data for the first quarter of FY 2011. Air carrier data submitted for October, 
November, and December 2010 show that 100 percent of cargo transported on flights of 
passenger aircraft originating within the United States is screened in accordance with the 
Implementing Recommendations of the 9/11 Commission Act of2007 (P.L. 110-53). 1 

Cargo Uplifted on Flights Originating Within the United States and Territories2 

Month Pct. MA WB Screened Pct. Weight Screened (lbs) 
October 20 IO 1 100% 100% 

November 2010 1 100% 100% 

December 20 IO 1 100% 100% 

QI FY 2011 Total 100% 100% 

Q4 FY 2010 Total 98% 94% 

Cargo Uplifted on Inbound Flights Originating Outside the United States and Territories 

Pct. Weight 
Month Weight Uplifted (lbs) Weight Screened (lbs )2 Screened (lbs) 

October 2010 254,347,740 221, 198,648 87% 

November 2010 234,656,477 204,060,463 87% 

December 20 I 0 227,376,247 194,148,811 85% 

QI FY 2011 Total 716,380,464 619,407,922 86% 

Q4 FY 2010 Total 649,906,241 550,030,607 85% 

1 
Calculations of reported data show that 99. percent of the cargo shipments (MAWB) and weight were screened in October, November, and 

December 2010. TSA is addressing the less than 0. -perccm rate of non-compliance. 
2 

The ammmt of cargo screened includes sensitive cargo subject to Alternate Security \1casL1rcs. 
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SFNS!T!VF ~li:CIJRITY IN"fOIU\(l .. TION 

B. Domestic Air Carrier Statistics -All Airports3 

Air carriers operating domestically reported cargo screening data to TSA pursuant to their 
security programs. An analysis of data from October, November, and December 2010 shows 
that 100 percent of cargo transported on flights of passenger aircraft originating within the 
United States is screened in accordance with the Implementing Recommendations of the 9/11 
Commission Act of 2007 (P .L. 110-53). A summary of these statistics follows. 

Cargo Uplifted on Flights Originating Within the United States and Territories4 

Month 
No.ofMAWB Weight Uplifted No. ofMAWB Weight Screened 

Uplifted (lbs) Screened5 (lbs) 

October 2010 469,799 293,425,529 469,708 293,219,403 

November 2010 426,227 261,217,413 426,189 261,131,633 

December 2010 439,559 278,745,163 439,467 278,620,868 

QI FY 2011 Total 1,335,585 833,388,105 1,335,364 832,971,904 

Q4 FY 2010 Total 1,350,870 816,563,961 1,324,548 769,617,365 

Ql FY2011 Total 

100 percent of MAWB screened 

100 percent of weight screened 

3 
The difference between the reported number of MA WB uplifted and MA WBs screened is the rate of non-compliance, which is les, than 

0. percent. TSA i, addre8sing lhi, non-compliance. 
4 

These data include screening as reported from Category X. I, 11, Ill. and IV airports. 

:; Cargo screened includes sensitive cargo subject to Alternate Security Measures. 
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Cargo Screening Distribution for October, November, and December 2010 
(b 1(31:49 U.S.C. § 114(r1 
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C. Domestic Certified Cargo Screening Program 

IA Cs, shippers, and other entities screening cargo for uplift on domestic passenger flights as 
CCSFs also reported cargo screening data to TSA pursuant to their program/order requirements. 
A summary of this data follows. These numbers are included in cargo data reported by air 
earners. 

CCSF-IAC Shipments Uplifted on Flights Originating Within the United States and 
Territories 

Month 
No. of IA Cs Required to No.ofMAWB Weight Screened 

Screen6 Screened 
October 2010 501 89,444 
November 20l0 520 89,173 
December 20 I 0 537 88,709 
QI FY 2011 Total 537 267,326 
Q4 FY 20l0 Total7 

448 254,854 

CCSF (Non-IAC) Shipments Uplifted on Flights Originating 
Within the United States and Territories 

(lbs) 

127,320,285 

129,996,311 

129,661,134 

386,977,730 

375,872,325 

No. of Non-IAC Required to No. of House Air Way Weight Screened 
Month ScreenR Bills Screened (lbs) 

October 2010 439 113,671 25,764,152 

November 2010 502 146,523 25,329,444 

December 2010 545 228,012 30,053,569 

QI FY 2011 Total 545 488,206 81,147,165 

Q4 FY 2010 Total 339 355,092 61,375,563 

0 
li\Cs mllst screen 90 days after certification. The data collected for the No. of CCSF !AC., Required lo S<"rem in this table arc for each CCSF 

facility. Under this column, the figure represented al QI FY 2011 Total i, a cumulative lolal or the number of !AC, that are required to screen 
cargo at the end of the quarter: wherea,. the figure, associated with October. November, and December 2010 represent a running total of the 
number of IA Cs that arc required to screen cargo as of that month. 
7 

Numbers ofMAWB Screened and Weight Screened do not match Q4 FY 2010 report becau,e the numbers were updated after an internal audit. 
8 

Non-lAC CCSFs mu,t screen 90 days after certification. The data collected for the number ofCCSFs (Non-lAC.1) Required lo Screen in thi, 
table is for each CCSF facility. Under this column, the figure represented at Ql FY 201 l Tma/ is a cumulative total of the number of CCSFs 
(Non-JACs) that arc required to screen cargo at the end of the quaner; whereas, the figures associated with October, November, and 
December 2010 represent a rnnning total of the munbcr ofCCSFs (Non-Ii\Cs) that arc required to screen cargo as of that month. 
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D. International LPD Screened Cargo 

Effective May 1, 2010, both domestic and foreign air carriers operating in international locations 
with an LPD flight into the United States must report cargo screening data to TSA pursuant to 
their security programs. Accordingly, air carriers submitted data for October, November, and 
December 2010. 

These stati sties indicate that 716,380,464 pounds of air cargo entered the United Stat es aboard 
passenger aircraft and that 619,407,922 pounds or 86 percent of total cargo were screened before 
uplift from an LPD into the United States. However, in subsequent discussions with industry, it 
became apparent that all carriers may not have been including transfer cargo or mail in their 
reports. TSA is working with industry to clarify reporting requirements. 

International Inbound (LPD into the United States) 

Month Weight Uplifted (lbs) Weight Screened (lbs)' Pct. Weight Screened (lbs) 

October 2010 254,347,740 221,198,648 87% 

November 2010 234,656,477 204,060,463 87% 

December 2010 227,376,247 194,148,811 85% 

Ql FY 2011 Total 716,380,464 619,407,922 86% 

Q4 FY 2010 Total 649,906,241 550,030,607 85% 

Ql FY 2011 

86 percent of weight screened 

9 
Weight screened in pounds includes sensitive cargo subject to Alternate Security \1casurcs. 
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October, November, and December 2010 Screening Statistics for LPD flights 

Volume (lbs) 
Of approximately 716 million pounds of air cargo entering the 

United States, 86 percent is screened by weight 

Screening Distribution by Cargo Uplifted 
Source: TSA Air Ca rgo Sc reen ing Statistics, Ql FY2011 

14% 

SENSITIVE 

"" Domestic and 
Foratan 

Alrcarrten 
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Number of Countries 
85 countries were last points of departure 

for inbound air cargo 

Screened Cargo Volume (lbs) by Last Point of Departure 

Countries 
Based on to ta l screened at all LPD airports. b )(3 ):49 U.S. C. § 114(r) 

Source: TSA Inbound Air Cargo Screening Stat ist ics, Q l FY2011 

9 

WA RNING: Th is record contains Sensitive Security Information that is controlled un er o art of th is record may 
be disc losed to persons without a "need to know", as defined in 49 CFR pans 15 and 1520, except with the written permission 
Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorized release may result in civil penalty 
or other action. For .S. ovemment agencies, ubl ic disc \osure is governed b 5 U .S.C. 552 and 49 CFR arts J 5 and 1520. 
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IV. Appendices 

A. Cargo Screening Data by Cat X, I, and Air Carriers 

BY AIRPORT CATEGORY X, I, AND AIR CARRIERS 

TSA CARGO SCREENING RESULTS ON 100-PERCENT REPORTING BY 
PASSENGER AIR CARRIERS DEPARTING FROM U.S. AIRPORTS 

Reporting Period: FY 2011 Ql {October, November, and December 2010) 

Data included in report by carriers submitting usable data to TSA. 

Compliance 

No.OfMAWB 

Cargo Weight (lbs) 

Data were calculated on the basis of requirement to screen I 00 percent of cargo placed on passenger aircraft effective on August I, 
2010. 

NOTE: Figures in this chart have been rounded, therefore colLunn totals may not equal the sum of the numbers displayed in each 
collmm. 

*\1A WB and weight screened includes sensitive cargo subject to Alternate Security \1casures. 

Summary of Ql Data 

Grand Total 

Carrier Name 

(b 1(31:49 U.S.C. § 114(r1 

MAWB 
Uplifted 

1,257,150 

Weight Uplifted 
(lbs) 

826,931,380 

10 

MAWB Screened 

1,256,929 

Weight Screened 
(lbs) 

826,515,180 

SENSITIVE SECURITY INF()RMATI()N 

Total Uplifted 

1,257,150 

826,931,380 

Pct. MAWB 
Screened* 

99.98% 
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otal Screened Pct. Screened 

1,256,929 

826,515,180 

Pct. Weight 
Screened (lbs)"' 

99.95% 

99.9% 

99.9% 
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Airport 
Code I 

(b 1(31:49 U.S.C. § 114(r1 

Airport 
Name I 

SEN Sill v E SEC Li kll i' INF l)kMA I ll)N 

Carrier Name 
MAWB 

Uplifted I 
Weight Uplifted I 

(lbs) 

11 

MAWB 
Screened I 

Weight Screened 1···· 

{lbs) 
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Carrier Name 
(b 1(31:49 U.S.C. § 114(r1 
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Airport 
Code I 

Airport 
Name I 

~i:~£1TIYE fiECURttriz INPt')R.MA I ll)N 

Carrier Name 
MAWB 

Uplifted I 
Weight Uplifted I 

(lbs) 
MAWB 

Screened I 

Weight Screened 1···· 

{lbs) 
Pct. MAWB 
Screened* 

(b 1(31:49 U.S.C. § 114(r1 
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Airport 
Name 

-
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Carrier Name 
MAWB 

Uplifted 
Weight Uplifted 

(lbs) 
MAWB 

Screened 
Weight Screened 

{lbs) 

-
Pct. MAWB 
Screened* 
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B. International Inbound Cargo Screening Data by Country and Air Carrier 

BY COUNTRY AND AIR CARRIERS 

Ql Compliance 

Cargo Weight (LBS) 

TSA INTERNATIONAL INBOUND CARGO SCREEN I NG RESULTS REPORTED BY PASSENGER Al R CARRIERS 

Today's Date: February 6, 2011 

Updated: May 6, 2011 

Reporting Period: FYZOll Ql 

Data included in report by carriers submitting usable data to TSA. 

Sorted by cargo weight uplifted {lbs) and view of the top five countries and carriers with subtotals displayed. 

"'Weight screened includes sensitive cargo subject to Alternate Security Measures. 

Uplifted 

716,380,464 

NOTE; Figures in thi8 chart have been rmmded, therefore column totals may not equal the wm or the numbers di8played in each co hmm. 

Screened Pct. Screened 

619,407,922 86.4% 

Country Carrier Name Weight Uplifted (lbs) Weight Screened (lbs)* Pct. Weight Screened (lbs) 

Grand Total 716,380,464 619,407,922 86.46% 

(b 1(31:49 U.S.C. § 114(r1 
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Countrv Carrier Name Weight Uplifted (lbs) Weight Screened (lbs)* Pct. Weight Screened (lbs} 
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Message from the Administrator 

September 21, 2011 

I am pleased to present the following report, "Air Cargo Screening 
Statistics Report" for the second quarter of Fiscal Year (FY) 2011, as 
prepared by the Transportation Security Administration (TSA). 

This report was compiled pursuant to Section 1101 of the Fiscal Year 
(FY) 2011 Full-Year Continuing Appropriations Act (P.L. 112-10), 
which appropliated funds for FY 2011 under the authority and 
conditions provided in the FY 2010 Department of Homeland Security 
(DHS) Appropriations Act (P.L. 111-83)." Section 514 of 
P.L. 111-83 requires TSA to submit cargo screening statistics to 
Congress every quarter. This report includes the amount of cargo that 
each passenger air canier screened at each airport. Statistics included 
in this report are derived from data that air carriers repo1ted during 
January, February, and March 2011. 

Section 1602 of the Implementing Recommendations of the 9111 Commission Act of 2007 
(P.L.110-53), codified at 49 U.S.C. § 44901(g), mandated that 50 percent of cargo transported on 
passenger aircraft be screened not later than February 3, 2009, and that 100 percent of cargo 
transported on passenger aircraft be screened not later than August 3, 2010. TSA is pleased to 
report that the 100-percent screening mandate of August 2010 has now been achieved with 
respect to cargo transported on flights of passenger aircraft originating within the United States. 
Although TSA is continuing to work toward meeting the 100-percent screening mandate for 
international inbound cargo, this has not yet been fully achieved because of the unique 
challenges posed in such circumstances. 

Pursuant to congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable Robe1t B. Aderholt 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable David E. Price 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Mary L. Landlieu 
Chairman, Senate Appropriations Subcommittee on Homeland Security 
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The Honorable Daniel Coats 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

Inquiries relating to this report may be directed to me at ( 5 7 1) 22 7 ~: b 
1

: 
6 1 I or to the Department's 

Deputy Chief Financial Officer, Peggy Sherry, at fbH6l I 
Sincerely yours, 

ff$, p.J4. 
John S. Pistole 
Administrator 
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Executive Summary 

This document constitutes TSA' s submission of the air cargo screening statistics for the second 
quarter of FY 2011, as required by the FY 2011 Full-Year Continuing Appropriations Act 
(P.L. 112-10). 

The air cargo screening report for the second quarter of FY 2011 includes a variety of statistics 
that identify the volume of air cargo accepted and screened, as reported by passenger air carriers. 
Specifically, the report summarizes the following information: 

1) Air cargo screening statistics from regulated domestic and foreign air carriers. This 
information encompasses all data, figures, and diagrams for the months of January, 
February, and March 2011. Specifically, the data cover cargo u pl if ted on passenger 
flights originating within the United States and its territories and cargo uplifted on 
international inbound passenger flights originating outside the United States and its 
territories. The total percentage of cargo screened on flights of passenger aircraft 
originating within the United States during this reporting period is 100 percent by weight 
and 100 percent by Master Air Way Bill (MAWB). 1 According to data submitted by air 
carriers, the total screening percentage of cargo transported on flights of passenger 
aircraft arriving into the United States from international locations during this reporting 
period is 84 percent by weight. 

2) Alternate security measures are applied to cargo shipments that may be damaged or 
compromised if TSA' s customary screening methods are employed. These types of 
cargo shipments may include but are not limited to the following: human remains, 
medical shipments, live animals, diplomatic pouches, etc. Cargo subject to alternate 
security measures is "screened" within the definition of screening in the Implementing 
Recommendations of the 9/11 Commission Act of2007 (49 U.S.C. 4490l(g)(5)) and 
counts toward the 100-percent mandate. TSA allows cargo handled by way of alternate 
security measures to be accepted for transport on a passenger or all cargo aircraft. For 
cargo uplifted on flights of passenger aircraft originating in the United States and its 
territories, the total volume of cargo screened includes cargo screened using approved 
screening measures, as well as cargo handled by way of alternate security measures. 

3) Air cargo screening statistics linked to Indirect Air Carriers (IACs), shippers, and other 
entities certified by TSA to screen cargo for uplift on domestic passenger flights. These 
Certified Cargo Screening Facilities (CCSF) report cargo screening data to TSA pursuant 
to their program requirements. During this period, 557 CCSF-IACs were required to 
screen. The total weight of shipments uplifted on flights originating within the 

1 Calculations of reported data show that 99.9 percent of the cargo shipments (MA WBs) and weight were screened 
in January, February, and March 2011. TSA is addressing the less than 0.1 percent rate of non-compliance. 
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United States and its territories screened by CCSF-IACs was 364,048,222 pounds, while 
the total number of MA WBs of shipments uplifted on flights originating within the 
United States and its territories screened during this period was 287,317. 

4) During this reporting period, TSA collected data from air carriers during the months of 
January, February, and March 2011. These statistics indicate that 701,864,870 pounds of 
air cargo entered the United States aboard passenger aircraft and indicated that 
591,761,885 pounds or 84 percent of total cargo were screened before uplift from last 
point of departure (LPD) flights into the United States. 
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I. Legislative Language 

TSA respectfully submits the Air Cargo Screening Statistics report for the second quarter of 
FY 2011 pursuant to Section 110l(a)(3) of the FY 2011 Full-Year Continuing Appropriations 
Act (P.L. 112-10), which continued in effect the reporting requirement of the FY 2011 DHS 
Appropriations Act (P.L 111-83), Section 514(b): 

Not later than 45 days after the end of each quarter, the Assistant Secretary shall 
submit to the Committees on Appropriations of the Senate and the House of 
Representatives a report on air cargo inspection statistics by airport and air carrier 
detailing the incremental progress being made to meet the requirement of 
section 44901 (g)(2)(B) of title 49, United States Code. 
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-II. Background 

Section 514(b) of the FY 2010 DHS Appropriations Act (P.L. 111-83) requires TSA to report 
quarterly to the Committees on Appropriations of the Senate and the House of Representatives 
"on air cargo screening statistics by airport and air carrier detailing the incremental progress 
being made to meet the requirement of section 44901(g)(2)(B) of title 49, United States Code." 
The reporting reg uiremen t is continued by operation of section 1101 (a) ( 3) of P. L. 112-10. 

To implement this congressional mandate, TSA updated the air carrier security programs to 
require air carriers to submit cargo statistics monthly for TSA's report to Congress. Other 
measures implemented by TSA through its regulatory authorities to meet the 100-percent 
screening requirement for cargo transported on passenger aircraft mandated by the Implementing 
Recommendations of the 9/11 Commission Act of2007 (P.L. 110-53) included the requirement to 
screen 100 percent of cargo loaded on passenger aircraft at smaller commercial Category 11-lV 
airports throughout the United States. TSA also mandated 100-percent screening of cargo 
identified as elevated risk within the U.S. air cargo supply chain and required that sensitive cargo 
be subject to alternate security measures. In October 2008, TSA mandated the screening of 
100 percent of cargo placed on narrow body aircraft departing any commercial airport within the 
United States and its territories. 

In May 2010, TSA increased the required screening percentages for cargo transported on flights 
of passenger aircraft departing to the United States from international locations and required air 
carriers to report total inbound weight uplifted and weight screened. The increased screening 
requirements now include: 100 percent on narrow body, 100 percent of all loose shipments 
(those not tendered on skids), and 15 percent of shipments configured on skids, per flight. 

On August 1, 2010, TSA required air carriers to ensure that 100 percent of cargo is screened 
prior to uplift on any passenger aircraft flight originating within the United States. 
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III. TSA Air Cargo Screening Statistics Report 

A. Second Quarter FY 2011 Screening Summary 

Pursuant to the reporting requirement set forth in P.L. 112-10, TSA hereby submits air cargo 
screening data for the second quarter of FY 2011. Air carrier data for January, February, and 
March 2011 show that 100 percent of cargo transported on flights of passenger aircraft 
originating within the United States is screened in accordance with the Implementing 
Recommendations of the 9/11 Commission Act of 2007 (P.L. 110-53). 1 

Cargo Uplifted on Flights Originating Within the United States and Territories2 

Month Pct. MA WB Screened Pct. Weight Screened 
(lbs) 

January 2011 1 100% 100% 

February 2011 1 100% 100% 

March 2011 1 100% 100% 

Q2 FY 2011 Total 100% 100% 

Ql FY 2011 Total 100% 100% 

Cargo Uplifted on Inbound Flights Originating Outside the United States and 
Territories 

Month Weight Uplifted (lbs) Weight Screened (lbs)2 Pct. Weight 
Screened (lbs) 

January 2011 1 211,139,133 182,032,321 86% 

February 2011 1 242,026,358 188,533,262 78% 

March 2011 1 248,699,379 221,196,302 89% 

Q2 FY 2011 Total 701,864,870 591,761,885 84% 

Ql FY 2011 Total 716,380,464 619,407,922 86% 

1 Calculations of reported data show that 99.9 percent of the cargo shipments (MA WB) and weight were screened in 
January, February, and March 201 l. TSA is addressing the less than 0.1 percent rate of non-compliance. 
2 The amount of cargo screened includes sensitive cargo subject to Alternate Security Measures. 
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B. Domestic Air Carrier Statistics - All Airports 

Air carriers operating domestically reported cargo screening data to TSA pursuant to their 
security programs. An analysis of data from January, February, and March 2011 shows that 
100 percent of cargo transported on passenger aircraft originating within the United States is 
screened in accordance with the Implementing Recommendations of the 9/11 Commission Act of 
2007 (P.L. 110-53). A summary of these statistics follows. 

Cargo Uplifted on Flights Originating Within the United States and Territories3
' 

4 

Month 
No.ofMAWB Weight Uplifted No.ofMAWB Weight Screened 

Uplifted (lbs) Screened5 (lbs) 

January 2011 420,792 256,938,788 420,626 256,718, l 72 

February 2011 409,376 269,122,986 409,376 269,122,986 

March 2011 464,264 287,826,475 464,264 287,826,475 

Q2 FY 2011 Total 1,294,432 813,888,249 1,294,266 813,667,633 

QI FY 2011 Total 1,335,585 833,388,105 1,335,364 832,971,904 

Q2 FY2011 Total 

100 percent of MA WB screened 

100 percent of weight screened 

3 The difference between the reported number of MA WB uplifted and MA WBs screened is the rate of non
compliance, which is less than 0.1 percent. TSA is addressing this non-compliance. 
4 These data include screening as reported from Category X, I, II, III, and IV airports. 
5 Cargo screened includes sensitive cargo suhject to Alternate Security Measures. 
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Cargo Screening Distribution for January, February, and March 2011 
(':1(31:49 U.S ·'"' § 114(r1 
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C. Domestic Certified Cargo Screening Program 

IACs, shippers, and other entities screening cargo for uplift on domestic passenger flights as 
CCSFs also reported cargo screening data to TSA pursuant to their program/order requirements. 
A summary of these data follows. These numbers are included in cargo data reported by air 
earners. 

CCSF-IAC Shipments Uplifted on Flights Originating Within the United States and 
Territories 

Month 
January 2011 

February 2011 

March 2011 

Q2 FY 2011 Total 

Ql FY 2011 Total 

Month 
January 2011 

February 2011 

March 2011 

Q2 FY 2011 Total 

QI FY 2011 Total 

No. ofIACs Required to 
Screen6 No. ofMAWB Screened Wei~ht Screened (lbs) 

560 79,746 109,090,742 

556 84,132 117,022,447 

557 123,439 137,935,033 

557 287,317 364,048,222 

537 267,326 386,977,730 

CCSF (Non-IAC) Shipments Uplifted on Flights Originating 
Within the United States and Territories 

No. of Non-IAC No. of House Air Way 
Required to Screen7 Bills Screened Wei~ht Screened (lbs) 

608 206,193 27,286,715 

608 196,581 25,145,871 

618 243,719 29,968,839 

618 646,493 82,401,425 

545 488,206 81,147,165 

6 IACs must screen 90 days after certification. The data collected for the No. of CCSF IA Cs Required 10 Screen in 
this table are for each CCSF facility. Under this column, the figure represented at Q2 FY 20/ 1 Tow{ is a cumulative 
total of the number of IA Cs that are required to screen cargo at the end of the quarter; whereas, the figures 
associated with January, February, and March 2011 represent a running total of the number of lACs that are required 
to screen cargo as of that month. 
7 Non-lAC CCSFs must screen 90 days after certification. The data collected for the No. of CCSF (Non-IA Cs) 
Required to Screen in this table are for each CCSF facility. Under this column, the figure represented at Q2 
FY 2011 Total is a cumulative total of the number of CCSFs (Non-lACs) that are required to screen cargo at the end 
of the quarter; whereas, the figures associated with January, February, and March 2011 represent a running total of 
the number of CCSFs (Non-lACs) that are required to screen cargo as of that month. 
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SENSITIVE sEC ORI I t ll~POlt1'fPt'fION 

D. International Last Point of Departure Screened Cargo 

Effective May I, 20 I 0, both domestic and foreign air carriers operating in international locations 
with a LPD flight into the United States must report cargo screening data to TSA pursuant to 
their security programs. Accordingly, air carriers submitted data for January, February, and 
March 2011. 

These statistics indicate that 701,864,870 pounds of air cargo entered the United States aboard 
passenger aircraft and indicate that 591,761,885 pounds, or 84 percent, of total cargo were 
screened before uplift from an LPD into the United States. However, in subsequent discussions 
with industry, it became apparent that all carriers may not have been including transfer cargo or 
mail in their reports. TSA is working with industry to clarify reporting requirements. 

International Inbound (LPD into the United States) 

Pct. Weight 
Month Weight Uplifted (lbs) Weight Screened (lbs)8 Screened (lbs) 

January 20 11 211,139,133 182,032,321 86% 

February 2011 242,026,358 188,533,262 78% 

March 2011 248,699,379 211,196,302 89% 

Q2 FY 2011 Total 701,864,870 591,761,885 84% 

Ql FY 2011 Total 716,380,464 6 l 9,407,922 86% 

Q2 FY 2011 

84 percent of weight screened 

8 Weight screened in pounds includes sensitive cargo subject to Alternate Security Measures. 
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sENSiilvE -'ECURITY INl'ORYAITQN 

January, February, and March 2011 Screening Statistics for LPD flights 

Volume (lbs) 
Of approximately 702 million pounds of air cargo entering the 

United States, 84 percent is screened by weight 

SEN 

Cargo Screening Distribution by Pounds Uplifted 
Source: TSA International Air Cargo Screening Sta ti stics, Q2 FY2011 

Unscreened 
16% 

Damasllc ancl 
lntematfonal 
Air canters 

84" 
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WA RNING: This record contains Sen:;it ive Securi ty Information that is controlle un o part o f thi:; record may 
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or other action. For .S. novcrn mcnt a cncies. ubl ic disc losure is overned b 5 U.S.C. 552 and 49 CFR arts 15 and 1520. 



51!,NSl'fl¾'E SIBCUHITY INltORM 4 I!QN 

January, February, and March 2011 Screening Statistics for LPD flights 

Number of Countries 
84 countries were last points of departure 

for inbound air cargo 

Screened Cargo Volume (lbs) by Last Point of Departure 
Countries 

Based on total screened at all LPD airports. 
Source: TSA International Ai r Cargo Screening Statistics, Q2 FY20,..1_1 ____________ ...._ ____ ~ 

b )(3):49 U .S .C . § 114(r) 
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SENSITIVE SECURl'i i' INF()RP.IAT!C)N 

IV. Appendices 

A. Cargo Screening Data by Cat X, I, and Air Carrier 

BY AIRPORT CATEGORY X, I, AND AIR CARRIERS 02 Compliance Total Uplifted Total Screened %Screened 
TSA CARGO SCREENING RESULTS ON 100-PERCENT REPORTING BY PASSENGER AIR 
CARRIERS DEPARTING FROM U.S. AIRPORTS #Of MAWB 1.225,346 1,225,180 

Reporting Period: FY2011-O2 (January, February, and March 2011) 

Data included in report by carriers submitting usable data to TSA. 

Cargo Weight (lbs) 807,619,567 807,398,951 

Data were calculated based on the requirement !o screen 100 percent of cargo placed on passenger aircraft cffocti ve on Augus! I. 2010. 

No!e: Figure, in !his char! have been rounded, therefore column totals may not equal the sum of !he number, displayed in each column. 

*Number of MA WB and weight screened includes sensitive cargo subject to Alternate Security Measures. 

MAWS Weight 
Summary of Q2 Data Uplifted Uplifted (lbs) 

Grand Total 1,225,346 807,619,567 

Airport MAWS Weight 
Code Ain:iort Name Carrier Name Uplifted Uplifted (lbs} 

(b 1(31:49 U.S.C. § 114(r1 
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MAWS 
Screened* 

1,22S,180 

MAWS 
Screened* 

SENSITIVE SECURITY INFORMATION 

Weight 
Screened 

(lbs)* 

807,398,9S1 

Weight 
Screened 

{lbs)• 

\VAR;\'/,\'(;; This r~c·ord ,:onlai11s s~n,itivc s~cunly ltllOrll ·" ·" ., '. Hl ,'JCR 11arls I .'i and I .'i''O. '.\o p,,n oi' lhi, rc•cord "'"Y 
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or other ,1,1iun. l'or U.S. gov,·rn1wnt a~r,Kic,s, public di.,clu.,rnT i, ~nvc,r11ed by 'i U .S.C. 552 aml 4<) lTR pan, 15 and 1520. 

%MAWS 
Screened 

99.99% 

%MAWS 
Screened 

99.99% 

99.97% 

%Weight 
Screened 

(lbs)* 

99.97% 

%Weight 
Screened 



Airport 
Code 

(b 1(31:49 U.S.C. § 114(r1 

SENS!I!VF 51::CURITY IllYF()ft:ft\lA I tt,N 

Weight 
MAWB Weight MAWB Screened 

Airport Name Carrier Name Uplifted Uplifted (lbs) Screened* (lbs)* 
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%MAWS %Weight 
Screened Screened 
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Weight 
Airport MAWB Weight MAWB Screened %MAWS %Weight 
Code Airaort Name Carrier Name Uolifted Uolifted llbsl Screened* fibs\* Screened Screened 

(b 1(31:49 U.S.C. § 114(r1 
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Code 
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Airport Name 

SENSITIVE SEC Li kl I i INP()KfdATl()N 

Carrier Name 

MAWB 
Uplifted 

u 

Weight 

Uplifted (lbs) 
MAWB 

Screened* 

~•=~ ~:~~,-,,u~-, .SECURITY INFORMATION 

Weight 

Screened 

fibs)* 
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%MAWS 

Screened 

%Weight 

Screened 
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Weight 
Airport MAWB Weight MAWB Screened %MAWS %Weight 
Code Airaort Name Carrier Name Uolifted Uolifted llbsl Screened* fibs\* Screened Screened 

(b 1(31:49 U.S.C. § 114(r1 
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URITY INFORMATION 

Weight 
Screened 
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SENSITIVE SECORII r INF(lRPtlATl()N 

B. International Inbound Cargo Screening Data by Country and Air Carrier 

BY COUNTRY AND AIR CARRIERS 

TSA INTERNATIONAL INBOUND CARGO SCREENING RESULTS REPORTED BY PASSENGER AIR CARRIERS 
Today's Date: May 27,2011 

Q2 Compliance Uplifted 
Reporting Period: FY2011-O2 

Cargo Weight (LBS) 701,864,870 

Data included in report by carriers submitting usable data to TSA. 

Sorted by cargo weight uplifted (lbs) and view of the top five countries and carriers with subtotals displayed. 

'Weight screened includes sensitive cargo subject to Alternate Security Measures. 

Note: Figures in this chart have been rounded, therefore column totals may not equal the sum of the numbers displayed in each column. 

Screened 

591,761,885 

Country I Carrier Name Weight Uplifted (lbs) I Weight Screened (lhs)* I % Weight Screened (lhs) 

Summary of Q2 Data 

Grand Total 101,864,870 I s91,161,s8s I 84.31 % 

(b 1(31:49 U.S.C. § 114(r1 
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URITY INFORMATION 
WARNING: This record contains Sensitive Security Information that is contro e o art of this record may 
be disclosed to persons without a "need to know", as defined in 49 CFR parts 15 and 1520, except with the written perm1ss1on o 
Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorized release may result in civil penalty 
or other action. For U.S. overnment agencies, ublic disclosure is overned b 5 U .S.C. 552 and 49 CFR rts 15 and 1520. 



SFNSTI!Vli i;KCUKITY INFOR1'¥1A:'fl0f~ 

Message from the Administrator 

February 3, 2012 

I am pleased to present the following report, "Air Cargo Screening 
Statistics" for the third quarter of Fiscal Year (FY) 2011 , as 
prepared by the Transportation Security Administration (TSA). 

This report was compiled pursuant to Section 1101 of the FY 2011 
Full-Year Continuing Appropriations Act (P .L. 112-10), and "under 
the authority and conditions provided in . . . the Department of 
Homeland Security Appropriations Act, 201 0" (P .L. 111-83 ). 
Section 514 of P .L. 111-83 requires TSA to submit cargo screening 
statistics to Congress every quarter. This report includes the 
amount of cargo that each passenger air carrier screened at each 
airport. Statistics included in this report are derived from data that 
air carriers reported during April, May, and June 2011. 

Section 1602 of the Implementing Recommendations of the 9/11 Commission Act of 2007 
(P.L. 110-53), codified at 49 U.S.C. § 44901 (g), mandated that 50 percent of cargo transported 
on passenger aircraft be screened not later than February 3, 2009, and that 100 percent of cargo 
transported on passenger aircraft be screened not later than August 3, 2010. TSA is pleased to 
repoii that the 100-percent screening mandate of August 2010 has now been achieved with 
respect to cargo transpo1ied on flights of passenger aircraft originating within the United States. 
Although TSA is continuing to work toward meeting the 100-percent screening mandate for 
international inbound cargo, this has not yet been fully achieved because of the unique 
challenges posed in such circumstances. 

Pursuant to congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable Robert B. Aderholt 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable David E. Price 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Mary L. Landrieu 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable Daniel Coats 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

CURITY INFORMATION 
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Inquiries relating to this report may be directed to me at 571 227-1: 1>1(611 or to the Department's 
Deputy Chief Financial Officer, Peggy Sherry, at b}(6l 

s 

Sincerely yours, 

ff;· P~ 
John S. Pistole 
Administrator 

11 
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Executive Summary 

This document constitutes TSA's submission of the air cargo screening statistics for the third 
quarter of FY 2011, as required by the FY 2011 Fu!L-Year Continuing Appropriations Act 
(P.L. 112-10). 

The third quarter FY 2011 air cargo screening report includes a variety of statistics that identify 
the volume of air cargo accepted and screened, as reported by passenger air carriers. 
Specifically, the report summarizes the following information: 

1) Air cargo screening statistics from regulated domestic and foreign air carriers. This 
information encompasses all data, figures, and diagrams for the months of April, May, 
and June 2011. Specifically, the data cover cargo uplifted on passenger flights 
originating within the United States and its territories and cargo uplifted on international 
inbound passenger flights originating outside the United States/territories. The total 
percentage of cargo screened on flights of passenger aircraft originating within the 
United States during this reporting period is 100 percent by weight and 100 percent by 
Master Air Way Bill (MAWB). 1 According to data submitted by air carriers, the total 
screening percentage of cargo transported on flights of passenger aircraft arriving into the 
United States from international locations during this reporting period is 87 percent by 
weight. 

2) Alternate security measures are applied to cargo shipments that may be damaged or 
compromised if TSA's customary screening methods are employed. These types of 
cargo shipments may include but are not limited to the following: human remains, 
medical shipments, live animals, diplomatic pouches, etc. Cargo subject to alternate 
security measures is "screened" within the definition of screening in the Implementing 
Recommendations of the 9/11 Commission Act o/2007 (4490l(g)(5)) and does count 
toward the 100-percent mandate. TSA allows cargo handled by way of alternate security 
measures to be accepted for transport on a passenger or all-cargo aircraft. For cargo 
uplifted on flights of passenger aircraft originating in the United States/territories, the 
total volume of cargo screened includes cargo screened using approved screening 
measures, as well as cargo handled by way of alternate security measures. 

3) Air cargo screening statistics linked to Indirect Air Carriers (IA Cs), shippers, and other 
entities certified by TSA to screen cargo for uplift on domestic passenger flights. These 
Certified Cargo Screening Facilities (CCSFs) report cargo screening data to TSA 
pursuant to their program requirements. During this period, 551 CCSF-IACs were 

1 Calculations of reported data show that 99.9 percent of the cargo shipments (MAWB,) and weight were screened in April, \fay, and June 2011. 
TSA is addressing the less than 0. •percent rate of non-compliance. 

Ill 
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required to screen cargo. The total weight of shipments uplifted on flights originating 
within the United States/territories screened by CCSF-IACs was 403,955,443 pounds, 
while the total number of MA WBs of shipments uplifted on flights originating within the 
United States/territories screened during this period was 370,174. 

4) During this reporting period, TSA collected data from air carriers during the months of 
April, May, and June 2011. These statistics indicate that 730,558,164 pounds of air cargo 
entered the United States aboard passenger aircraft and indicated that 635,711,999 
pounds or 87 percent of total cargo were screened before uplift from Last Point of 
Departure (LPD) flights into the United States. 

IV 
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I. Legislative Language 

TSA respectfully submits the Third Quarter Fiscal Year 2011 "Air Cargo Screening Statistics" 
report pursuant to Section 1101(a)(3) of the FY 2011 Fuii-Year Continuing Appropriations Act 
(P.L. 112-10), which continued in effect the reporting requirement of the FY 2010 Department of 
Homeland Security (DHS) Appropriations Act (P.L 111-83), Section 514(b): 

Not later than 45 days after the end of each quarter, the Assistant Secretary shall 
submit to the Committees on Appropriations of the Senate and the House of 
Representatives a report on air cargo inspection statistics by airport and air carrier 
detailing the incremental progress being made to meet the requirement of section 
44901 (g)(2)(B) of title 49, United States Code. 

1 
s --uRITY INFORMATION 
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II. Background 

Section 514(b) of the FY 2010 DHS Appropriations Act (P.L 111-83) requires TSA to report 
quarterly to the Committees on Appropriations of the Senate and the House of Representatives 
"on air cargo screening statistics by airport and air carrier detailing the incremental progress 
being made to meet the requirement of section 44901(g)(2)(B) of title 49, United States Code." 
The reporting requirement is continued by operation of Section l 101(a)(3) of the FY 2011 
Fu/I-Year Continuing Appropriations Act (P.L 111-83). 

To implement this congressional mandate, TSA updated air carrier security programs to require 
air carriers to submit monthly cargo statistics for TSA 's report to Congress. Other measures 
implemented by TSA through its regulatory authorities to meet the 100-percent screening 
requirement for cargo transported on passenger aircraft mandated by the Implementing 
Recommendations of the 9/ 11 Commission Act of 200 7 (P. L.110-5 3) included the requirement to 
screen 100 percent of cargo loaded on passenger aircraft at smaller commercial Category II-IV 
airports throughout the United States. TSA also mandated 100-percent screening of cargo 
identified as elevated risk within the U.S. air cargo supply chain and required that sensitive cargo 
be subject to alternate security measures. In October 2008, TSA mandated the screening of 
100 percent of cargo placed on narrow body aircraft departing any commercial airport within the 
United States and its territories. 

In May 2010, TSA increased the required screening percentages for cargo transported on flights 
of passenger aircraft departing to the United States from international locations, and required air 
carriers to report total inbound weight uplifted and weight screened. The increased screening 
requirements now include: 100 percent on narrow body aircraft, 100 percent of all loose 
shipments (those nottendered on skids), and 15 percent of shipments configured on skids, per 
flight. 

On August 1, 2010, TSA required air carriers to ensure that 100 percent of cargo be screened 
before uplift on any passenger aircraft flight originating within the United States. 

\V.\l~Nl'\G: This r~cnnl cnnlai11, Scnsiriv~ Scn,rily lnt"omrnlion I hat is controlkd 11nr ~ ·· ,. 1-.irls I~ and I ~211. "Jo rarl oflhi, rc,cord m.iy 
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III. TSA Air Cargo Screening Statistics Report 

A. Third Quarter FY 2011 Screening Summary 

Pursuant to the reporting requirement set forth in P.L 112-10, TSA hereby submits air cargo 
screening data for the third quarter of FY 2011. Air carrier data for April, May, and June 2011 
show that 100 percent of cargo transported on flights of passenger aircraft originating within the 
United States was screened in accordance with the Implementing Recommendations of the 9/11 
Commission Act of 2007 (P.L. 110-53). 

Cargo Uplifted on Flights Originating Within the United States and Territories2 

Month Pct. MA WB Screened Pct. Weight Screened (lbs) 

April 2011 100% 100% 

May 2011 100% 100% 

June 2011 100% 100% 

Q3 FY 2011 Total 100% 100% 

Q2 FY 2011 Total 100% 100% 

Ql FY 2011 Total 100% 100% 

Cargo Uplifted on Inbound Flights Originating Outside the United States and Territories 

Pct. Weight 
Month Weight Uplifted (lbs) Weight Screened (lbs) 3 Screened (lbs) 

April 2011 235,323,055 207,882,529 88% 

May 2011 251,649,359 218,719,558 87% 

June 2011 243,585,750 209,109,912 86% 

Q3 FY 2011 Total 730,558,164 635,711,999 87% 

Q2 FY 2011 Total 701,864,870 591,761,885 84% 

Ql FY 2011 Total 716,380,464 619,407,922 86% 

2 
The ammmt of cargo screened includes sensitive cargo subject to Alternate Security \1casurcs. 

3 
Calculations of reported data show that 99.9 percent of the cargo shipments (MAWBs) and weight were screened in April, \lay, and June 2011. 

TSA is addressing the less than 0. -percent rate of non-compliance. 

3 
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B. Domestic Air Carrier Statistics -All Airports 

Air carriers operating domestically reported cargo screening data to TSA pursuant to their 
security programs. Industry data from April, May, and June 2011 show that 100 percent of cargo 
transported on passenger aircraft originating within the United States was screened in accordance 
with P.L. 110-53. A summary of these statistics follows. 

Cargo Uplifted on Flights Originating Within the United States and Territories 4
' 

5 

No. ofMAWB Weight Uplifted No. ofMAWB Weight Screened 
Month Uplifted (lbs) Screened6 (lbs) 

April 2011 446,768 277,132,979 446,768 277,132,979 

May 2011 468,952 284,205,237 468,952 284,205,237 

June 2011 455,848 289,905,129 455,848 289,905,129 

Q3 FY 2011 Total 1,371,568 851,243,345 1,371,568 851,243,345 

Q2 FY 2011 Total 1,294,432 813,888,249 1,294,266 813,667,633 

Ql FY 2011 Total 1,335,585 833,388, I 05 1,335,364 832,971,904 

Q3 FY 2011 Total 

100 percent of MA WB screened 

100 percent of weight screened 

4 
Any differences between the reported ,rnmber of MA WB upli fied and MA WBs ,creened is the rate or non-compliance. which i,; less than 
0.1 percent. TSA is addres,ing this non-compliance. 

These data include screening as reported li"om Category x. I, II, III, and JV airports. 

Cargo screened includes sensitive cargo subject to Alternate Security Mea,ures. 

4 
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Cargo Screening Distribution for April, May, and June 2011 

(':1(31:49 U.S ·'"' § 114(r1 

5 
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C. Domestic Certified Cargo Screening Program 

IA Cs, shippers, and other entities screening cargo for uplift on domestic passenger flights as 
CCSFs also reported cargo screening data to TSA pursuant to their program/order requirements. 
A summary of these data follows. These numbers are included in cargo data reported by air 
earners. 

CCSF-IAC Shipments Uplifted on Flights Originating Within the United States and 
Territories 

No. of IA Cs Required No. ofMAWB 
Month to Screen7 Screened Weieht Screened (lbs) 

April 2011 548 124,255 128,206,925 

May 2011 551 119,977 134,608,326 

June 2011 550 125,942 141,140,192 

Q3 FY 2011 Total 550 370,174 403,955,443 

Q2 FY 2011 Total 557 287,317 364,048,222 

QI FY 2011 Total 537 267,326 386,977,730 

CCSF (Non-IAC) Shipments Uplifted on Flights Originating 
Within the United States and Territories 

No. of Non-IAC No. of House Air Way 
Month Required to Screen8 Bills Screened Weieht Screened (lbs) 

April 2011 595 228,503 30,285,411 
May 2011 603 323,625 32,634,854 
June 2011 608 208,290 33,260,277 
Q3 FY 2011 Total 608 760,418 96,180,542 
Q2 FY 2011 Total 618 646,493 82,401,425 
QI FY 2011 Total 545 488,206 81,147,165 

7 
!AC,; mllSI screen 90 day,; al"ler certilication. The data collected for the No. ,cfCCSF IAC.v Required to s,.,.een in this table are for each facility. 
Under this column. the figure in QJ FY 201 I Tora/ represents a running total of the number of facilities that are required to screen cargo at the 
end of the quarter: whereas. the figures associated with each month rcprcscm a nmning total of the number of facilities that arc required to 
s crecn cargo as of that month. 

~ Non-lAC CCSF, must screen 90 days after certification. The data collected for the No. o/CCSF (Non-lAC.r) Required to Screen in this table 
are ror each facility. Under lhi, column_ the ligure in QJ FY 201 I Total represents a running total of the number or facilities 1ha1 are required lo 
screen cargo al the end of the quarter; whereas, the figures associated with each month represent a running 101al or the number or facilities that 
are required to ,creen cargo as of that month. 

6 
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D. International Last Point of Departure Screened Cargo 

Effective May 1, 2010, both domestic and foreign air carriers operating in international locations 
with a LPD flight into the United States must report cargo screening data to TSA pursuant to 
their security programs. Accordingly, air carriers submitted data for April, May, and June 2011. 

These industry statistics indicate that 730,558,164 pounds of air cargo entered the United States 
aboard passenger aircraft and indicate that 635,711,999 pounds or 87 percent of total cargo were 
screened before uplift from an LPD into the United States. However, in subsequent discussions 
with industry, it became apparent that all carriers may not have been including transfer cargo or 
mail in their reports. TSA is working with industry to clarify reporting requirements. 

International Inbound (LPD into the United States) 

Pct. Weight Screened 
Month Weight Uplifted (lbs) Weight Screened (lbs)9 (lbs) 

April 2011 235,323,055 207,882,529 88% 

May 2011 251,649,359 218,719,558 87% 

June 2011 243,585,750 209,109,912 86% 

Q3 FY 2011 Total 730,558,164 635,711,999 87% 

Q2 FY 2011 Total 701,864,870 591,761,885 84% 

QI FY 2011 Total 716,380,464 619,407,922 86% 

Q3 FY 2011 

87 percent of weight screened 

9 
Weight screened in pounds includes sen,itive cargo subject to Alternate Security Yleasures. 
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April, May, and June 2011 Screening Statistics for LPD flights 

Volume (lbs) 
Of approximately 731 million pounds of air cargo entering the 

United States, industry data indicate that 87 percent is screened by weight. 

Screening Distribution by Pounds Uplifted 
Source: TSA Inbound Ai r Cargo Screening Statistics, Q3 FY2011 

Domestic and 
International 
Air Carriers 

87% 

L~-------------~ 

umber of Countries 
85 countries were LPDs 
for inbound air cargo 

Screened Cargo Volume (lbs) by Last Point of Departure 
Countries 

Based on total screened at all LPD airports. 
Source: TSA Inbound Air Cargo Screening Statistic,..s ~ 3~F~ 2=0=11~ - ----~-~ 

b)(3)49 U SC § 114(r) 
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IV. Appendices 
A. Cargo Screening Data by Cat X, I, and Air 

Carrier 

BY AIRPORT CATEGORY X, I, AND AIR CARRIERS 
TSA CARGO SCREENING RES UL TS ON 100 PERCENT REPORTING BY PASSENGER 
AIR CARRIERS 

DEPARTING FROM U.S. AIRPORTS 
Reporting Period: FY2011-Q3 (April, May, June 2011) 
Data included in report by carriers submitting usable data to TSA. 

Cat X,I Compliance 

#OfMAWB 

Cargo Weight (lbs) 

Data were cakulated based on the requirement to ,;creen I 00 percent or cargo placed on pas,;enger aircrafl elTeClive on August I, 20 I 0. 

Note: Figures in this chart have been rounded, therefore column totals may not equal the sum of the numbers displayed in each column. 
*Number of :v!A Wll and weight screened includes sensitive cargo subject to Alternate Security :vteasures. 

Summary of Q3 Data 
MAWB Uplifted Weight Uplifted MAWB Screened* 

Based on Category X, I Airports 
(lbs) 

Grand Total 1,297,737 841,74S,048 1,297,737 

Airport I Airport Name I Carrier Name MAWB Uplifted Weight Uplifted MAWB Screened* 
Code (lbs) 

Data 
1(1: 1(31:49 U.S.C. § 114(r1 

/ 

SENSITIVE SECURITY INFORMATION 

-

Total Uplifted 

1,297,737 

841,745,048 

Weight Screened 
(lbs)* 

841,745,048 

Weight Screened 
(lbs)* 

WAR'.\IN(;: This rcrnrtl rn111ain, Scnsitl\T :,ccu, ,cy ""'" , ·1·' · ·"l fTR nan, 15 anti 1520. J\o pan or this record may 
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and Air Carrier B. International Inbound Cargo Screening Data by Count 
--~---------------------------------~ 

Q3 Compliance Uplifted Screened 

BY COUNTRY AND AIR CARRIERS Cargo Weight (LBS) 703,558,154 535,711,999 

Reportin:: Period: Q3 FY 2011 (April, l\.1a~•, June 2011) 

Data included in report by carriers submitting usable data to TSA. 

Sorted by cargo weight uplifted (lbs) and view of the top five countries and carriers with subtotals displayed. 
*Weight screened in pounds includes sensitive cargo subject to Alternate Security Measures. 

Note: Figures in this chart have been rounded, therefore column totals may not equal the sum of the numbers displayed in each column. 

Summary of Q3 Data Weight Uplifted (lbs) Weight Screened (lbs)~ % Weight Screened (lbs) 

Grand Total 

I Country 

I 
(b 1(31:49 U.S.C. § 114(r1 

730,SSS,164 635,711,999 87.02% 

I Carrier Name I Weight Uplifted (lbs) I Wehtht Screened (lbs)* I % Weight Screened (lbs) 

14 
VE SECURITY INF()RMATl()N 

be di,cl0scd 10 1wrsons without :i ··need 10 know··. as dclincd in 4'! (TR pans 15 :md 152(1. c:,.:cq ··, 1 of the 
Administrnwr or111c Transrortution Sccuriiy Admini,1r,uion or the Secretary ofTnrn,ponation. lJnautliori~cd release may resu l lll c,v 
or other action. For lJ .S. govern mcnl agcnci cs. r ubl ic di ,c lo,ure is govcrntd by 5 l,' .S.C. 5 5 2 aml 49 ( TR pan, 15 uml 1520. 

I 
I 

% Screened 

87.0% 



(b 1(31:49 U.S.C. § 114(r1 

SFNS!TIV:lt ~ECURITY IHF6ttftJIA I ll)N 

SENSITIVE SECURITY INF()RMATI()N 
WA R..,.ING: Thi, rc,ord ,0111:1,11., ~~n,111vc ._ ~~'" _ ... '" ··• - ·" ,,1 ,,,,1,.,. •N CF fl n:1r1., 15 :md I s~o. l\o p:1r1 of this r~cord rn:ty 
be di,cl0scd 10 p,·rs0ns without :i ··need 10 know--. as dclincd in 4'! (TR pans 15 :md 152(1. c,;ccpl w1rn uw w, , 
Administrnwr or111c Tran,portution Sccmiiy Admini,1r,uion or the Secretary ofTnrn,ponation. lJnautliori~cd release may resull in civil penally 
or other action. For lJ .S. govern mcnl agcnci cs. r ubl ic di ,c lo,ure is governed by 5 l,' .S.C. 5 5 2 aml 49 ( TR pan, 15 uml 1520. 



~ENSl'fl'IE SECURITY Il>~FOR.~t 4' TJ(lN 

I Countrv I Weieht Uplifted (lbs) I Weieht Screened (lbs)* I % Weieht Screened (lbs) I 
(b 1(31:49 U.S.C. § 114(r1 

16 
SECURITY INF()RMATl()N 

be di,cl0sed 10 1wrsons without :i ··need 10 know··. as delined in 4'! (TR pans 15 :md )~ . c. · t,·n 1cr111is,ion of the 
Admini,trnwr or111c Transrortution Sccmiiy Adminislr,uion or the Secretary ofTnrn,ponation. lJnatttliori~cd IT ca,c 'Llal1v 
or other action. For lJ .S. gm·crn mcnl agcnci cs. r ubl ic di ,c lo,ure is governed by 5 l.' .S.C. 5 5 2 aml 49 ( TR pan, 15 uml 1520. 



SENSITIVE SECURITY INFi)RMATl()N 

I Countrv I Weieht Uplifted (lbs) I Weieht Screened (lbs)* I % Weieht Screened (lbs) I 
(b 1(31:49 U.S.C. § 114(r1 

17 
SITIVE SECURITY INF()RMATI()N 

be di,cl0scd 10 1wrsons without :i ··need 10 know·. as dclincd in 4'! (TR pans _ , 'writt,·n pcrmis,ion of the 
Administrnwr or111c Transrortution Sccmiiy Admini,1r,uion or the Secretary ofTnrn,ponation. lJnautliori~c IT ,., , 'Llal1v 
or other action. For lJ .S. govern mcnl agcnci cs. r ubl ic di ,c lo,ure is govcrntd by 5 l.' .S.C. 5 5 2 aml 49 CFR pan, 15 uml 1520. 



SEN SI I I v r: ~ECUttlt':Y I~,t' 0 R:P.IATl()N 

I Countrv I Weight Uplifted (lbs) I Weight Screened (lbs)* I % Weight Screened (lbs) I 
(b 1(31:49 U.S.C. § 114(r1 

18 
SEN._ ITY INF()RMATl()N 

be di,cl,iscd 10 1wrsons without :i ··need 10 know··. as dclincd in 4'! (TR pans 15 :md 152(1. c,;ccpl w1 • 1is,ion of the 
Admini,trnwr or111c Transrortution Sccmiiy Admini,1r,uion or the Sccrelal'y ofTnrn,ponation. lJnautliori~cd release may I c. · l1v 
or other action. For lJ .S. govern mcnl agcnci cs. r ubl ic di ,c lo,ure is governed by 5 l} .S.C. 5 5 2 aml 49 CFR pan, 15 uml 1520. 



SEN91'fl7lE SECURITY INFORJitJ..TIOhl 

s 
WARNING: This record contains Sensitive Security Information that is con R arts 15 and I 520. No part of this record may 
be disclosed to persons without a "need to know", as defined in 49 CFR parts 15 and 1520, except w1 · ·ssion of the 
Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorized release may res 
or other action. For U.S. overnment agencies, ublic disclosure is overned b 5 U .S.C. 552 and 49 CFR rts 15 and 1520. 



SENSITIVE SECURII i l f4FOR1\IATION 

Message from the Administrator 

February 15, 2012 

I am pleased to present the following report, "Air Cargo Screening 
Statistics" for the fourth quarter of Fiscal Year (FY) 201 1, as 
prepared by the Transportation Security Administration (TSA). 

This report was compiled pursuant to Section 1101 of the FY 2012 
Full-Year Continuing Appropriations Act (P .L. 112-10), which 
appropriated funds for FY 2012 "under the authority and conditions 
provided in . .. the Department of Homeland Security 
Appropriations Act, 201 0" (P .L. 111-83). Section 514 of 
P .L. 111-83 requires TSA to submit cargo screening statistics to 
Congress every quarter. This report includes the amount of cargo 
that each passenger air carrier screened at each airpoii. Statistics 
included in this report are derived from data that air carriers 
reported during July, August, and September 2011. 

Section 1602 of the Implementing Recommendations of the 9111 Commission Act o/2007 
(P.L. 110-53), codified at 49 U.S.C. § 44901(g) , mandated that 50 percent of cargo transported 
on passenger aircraft be screened not later than February 3, 2009, and that 100 percent of cargo 
transported on passenger aircraft be screened not later than August 3, 2010. TSA is pleased to 
report that the 100-percent screening mandate of August 2010 has now been achieved with 
respect to cargo transported on flights of passenger aircraft originating within the United States. 
Although TSA is continuing to work with our international partners toward meeting the 
100-percent screening mandate for international inbound cargo, this has not yet been fully 
achieved because of several factors including cost. However, 100 percent of inbound cargo 
assessed as high risk is currently being screened. 

Pursuant to congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable Robert B. Aderholt 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable David E. Price 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Mary L. Landrieu 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

URITY INFORMATION 
WARNI G: This record conta ins Sensitive Security Information that I CFR parts 15 and 1520. No part of this record may 
be di sc losed to persons wiLhout a "need to know", as de fi ned in 49 CFR parts 15 and 1520, excep ·ssion of the 
Administrator of the Transportation Securi ty Administration or the Secretary of Transporta tion. Unauthorized release may res 
or other action. For .S. ovemment agencies, ublic disc \osure is governed b 5 U .S.C. 552 and 49 CFR arts J 5 and 1520. 
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The Honorable Daniel Coats 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

Inquiries relating to this report may be directed to me at ( 5 71 ) 22 7-r b 
1

: 
6 1 I or to the Department's 

Deputy Chief Financial Officer, Peggy Sherry, atfbH6l I 
Sincerely yours, 

8'-: P~ 
John S. Pistole 
Administrator 

11 
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Executive Summary 

This document constitutes TSA's submission of the air cargo screening statistics for the fourth 
quarter of FY 2011, as required by the FY 2011 Fuii-Year Continuing Appropriations Act 
(P.L. 112-10). The fourth quarter FY 2011 air cargo screening report includes a variety of 
statistics that identify the volume of air cargo accepted and screened, as reported by passenger air 
carriers. Specifically, the report summarizes the following information: 

1) Air cargo screening statistics from regulated domestic and foreign air carriers. This 
information encompasses all data, figures, and diagrams for the months of July, August, and 
September 2011. Specifically, the data cover cargo uplifted on passenger flights originating 
within the United States and its territories and cargo uplifted on international inbound 
passenger flights originating outside the United States/territories. The total percentage of 
cargo screened on flights of passenger aircraft originating within the United States during 
this reporting period is 100 percent by weight and 100 percent by Master Air Way Bill 
(MA WB). 1 According to data submitted by air carriers, the total screening percentage of 
cargo transported on flights of passenger aircraft arriving into the United States from 
international locations during this reporting period is 85 percent by weight. 

2) Alternative security measures are applied to cargo shipments that may be damaged or 
compromised ifTSA's customary screening methods are employed. These types of cargo 
shipments may include but are not limited to the following: human remains, medical 
shipments, live animals, diplomatic pouches, etc. Cargo subject to alternative security 
measures is "screened" within the definition of screening in the Implementing 
Recommendations of the 9/ 11 Commission Act of 2007 ( 44901 (g)( 5)) and does count toward 
the 100-percent mandate. TSA allows cargo handled by way of alternative security measures 
to be accepted for transport on a passenger or all-cargo aircraft. For cargo uplifted on flights 
of passenger aircraft originating in the United States/territories, the total volume of cargo 
screened includes cargo screened using approved screening measures, as well as cargo 
handled by way of alternative security measures. 

3) Air cargo screening statistics linked to Indirect Air Carriers (IACs), shippers, and other 
entities certified by TSA to screen cargo for uplift on domestic passenger flights. These 
Certified Cargo Screening Facilities (CCSFs) report cargo screening data to TSA pursuant to 
their program requirements. During this period, 550 CCSF-IACs were required to screen 
cargo. The total weight of shipments uplifted on flights originating within the United 
States/territories screened by CCSF-IACs was 406,227,721 pounds, while the total number of 
MA WBs of shipments uplifted on flights originating within the United States/territories 
screened by CCSF-IACs during this period was 392,286. 

1 
Calculation, ofrep011ed data show that 99.9 percent of the cargo ,hipments (MAWBs) and weight were screened in July. August. and 
September 20 I I . TSA is addre,sing the less than 0. percent rate of non-compliance. 

Ill 

ECURITY INFORMATION 
ans 15 and 15~0. '\Jo ran or thi, rcrnn..l may 

be· disclosed to pcr,;ons without~ ··nc:cd to know"'. as ,kl111c·d in 49 CFR parts IS ~ml 1520. c·~cc·pt wil 1 t 1c w 
Adm i 11 lstrn1 or oft he Tr1i 11sponat i 011 S~ntrl 1 y Adm in istr1i1 ion or th~ Sl,;'Cl\~tary of fra11spor1 ;i tion. l_, naul hori:,i;d rl,;'h:as~ m:iy r~~ul1 in (ivi I pi;11a 1 y 
or ol h~r a,ti(111, For l.,. S. gov~mmcn t ag:~1Ki~_,_ publi(.' disc losHr~ i, govcrn~d by S LI .S .C. SS 2 ,md iJ.') C FR p,1rls I ) ,md I 5211. 



• 
SENSITIVE SLCHRITY INFORMATION 

-
4) During this reporting period, TSA collected data from air carriers during the months of 

July, August, and September 2011. These statistics indicate that 734,807,056 pounds of 
air cargo entered the United States aboard passenger aircraft and that 627,919,744 pounds 
or 85 percent of total cargo were screened before uplift from Last Point of Departure 
(LPD) flights into the United States. 
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I. Legislative Language 

TSA respectfully submits the Fourth Quarter FY 2011 "Air Cargo Screening Statistics" report 
pursuant to Section 1101(a)(3) of the FY 2011 Fuii-Year Continuing Appropriations Act 
(P.L. 112-10), which continued in effect the reporting requirement of the FY 2010 DHS 
Appropriations Act (P.L 111-83), Section 514(b): 

Not later than 45 days after the end of each quarter, the Assistant Secretary shall 
submit to the Committees on Appropriations of the Senate and the House of 
Representatives a report on air cargo inspection statistics by airport and air carrier 
detailing the incremental progress being made to meet the requirement of section 
44901 (g)(2)(B) of title 49, United States Code. 

1 
ITY INFORMATION 
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II. Background 

The FY 2010 DHS Appropriations Act (P.L 111-83), Section 514(b) requires TSA to report 
quarterly to the Committees on Appropriations of the Senate and the House of Representatives 
"on air cargo screening statistics by airport and air carrier detailing the incremental progress 
being made to meet the requirement of section 44901(g)(2)(B) of title 49, United States Code." 
The reporting requirement is continued by operation of Section l 101(a)(3) of the FY 2011 Full
Year Continuing Appropriations Act (P.L. 112-10). 

To implement this congressional mandate, TSA updated air carrier security programs to require 
air carriers to submit cargo statistics monthly for TSA's report to Congress. Other measures 
implemented by TSA through its regulatory authorities to meet the 100-percent screening 
requirement for cargo transported on passenger aircraft mandated by the implementing 
Recommendations of the 9/11 Commission Act of2007 (P.L. 110-53) included the requirement to 
screen 100 percent of cargo loaded on passenger aircraft at smaller commercial Category II-IV 
airports throughout the United States. TSA also mandated 100-percent screening of cargo 
identified as elevated risk within the U.S. air cargo supply chain and required that sensitive cargo 
be subject to alternative security measures. In October 2008, TSA mandated the screening of 
100 percent of cargo placed on narrow body aircraft departing any commercial airport within the 
United States and its territories. 

In May 2010, TSA increased the required screening percentages for cargo transported on flights 
of passenger aircraft departing to the United States from international locations and required air 
carriers to report total inbound weight uplifted and weight screened. The increased screening 
requirements now include: 100 percent on narrow body aircraft, 100 percent of all loose 
shipments (those not tendered on skids), and 15 percent of shipments configured on skids, per 
flight. 

On August 1, 2010, TSA required air carriers to ensure that 100 percent of cargo be screened 
before uplift on any passenger aircraft flight originating within the United States. 

2 
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III. TSA Air Cargo Screening Statistics Report 

A. Fourth Quarter FY 2011 Screening Summary 

Pursuant to the reporting requirement set forth in P.L 112-10, TSA hereby submits air cargo 
screening data for the fourth quarter of FY 2011. Air carrier data for July, August, and 
September 2011 data show that 100 percent screening of cargo transported on flights of 
passenger aircraft originating within the United States was screened in accordance with the 
Implementing Recommendations of the 9/11 Commission Act of2007 (P.L. 110-53).2 

Cargo Uplifted on Flights Originating Within the United States and Territories3 

Month Pct. MA WB Screened Pct. Weight Screened (lbs)4 

July 2011 1 100% 100% 

August 2011 1 100% 100% 

September 20 I 11 100% 100% 

Q4 FY 2011 Total 100% 100% 

Q3 FY 2011 Total 100% 100% 

Q2 FY 20 l l Total 100% 100% 

Cargo Uplifted on Inbound Flights Originating Outside the United States and Territories 

Pct. Weight 
Month Weight Uplifted (lbs) Weight Screened (lbs)2 Screened (lbs) 

July 2011 253,378,938 217,661,663 86% 
August 2011 233,871,232 201,034,425 86% 

September 2011 247,556,886 209,223,656 85% 

Q4 FY 20 l l Total 734,807,056 627,919,744 85% 

Q3 FY 2011 Total 730,558,164 635,711,999 87% 

Q2 FY 2011 Total 701,864,870 591,761,885 84% 

2 
Calculations of reported data show that 99.9 percent of the cargo shipments (MAWB,) and weight were screened in July. AugL1st. and 

September 2011. TSA is addressing the less than 0.1 percent rate of non-compliance. 
3 The amollnt of cargo screened include, sensitive cargo sL1bjcct to Alternative SeCL1rity McasL1rcs. 
4 

Please sec table on Page 4 for qllantitics of weight screened. 
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Cargo Screening Distribution for July, August, and September 2011 

(b 1(31:49 U.S.C. § 114(r1 
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SFNSITIV:K irJE CURl'FY lf1FOltNlA I ION 

C. Domestic Certified Cargo Screening Program 

IA Cs, shippers, and other entities screening cargo for uplift on domestic passenger flights as 
CCSFs also reported cargo screening data to TSA pursuant to their program/order requirements. 
A summary of these data follows. These numbers are included in cargo data reported by air 
earners. 

CCSF-IAC Shipments Uplifted on Flights Originating Within the United States and 
Territories 

No. of IA Cs Required No. ofMAWB 
Month to Screen7 Screened Weieht Screened (lbs) 

July 2011 550 131,945 133,333,521 

August 2011 550 136,668 141,010,858 

September 2011 550 123,673 131,883,342 

Q4 FY 2011 Total 550 392,286 406,227, 721 

Q3 FY 2011 Total 550 370,174 403,955,443 

Q2 FY 2011 Total 557 287,317 364,048,222 

CCSF (Non-IAC) Shipments Uplifted on Flights Originating 
Within the United States and Territories 

No. of Non-IA Cs No. of House Air Way 
Month Required to Screen8 Bills Screened Weieht Screened (lbs) 

July 2011 601 162,485 32,539,540 

August 2011 622 210,754 33,348,176 

September 2011 625 186,517 34,321,854 

Q4 FY 2011 Total 625 559,756 I 00,209,570 

Q3 FY 2011 Total 608 760,418 96,180,542 

Q2 FY 2011 Total 618 646,493 82,401,425 

7 
li\Cs mllst screen 90 days after certification. The data collected for the No. of CCSF !AC., Required lo S<"rem in this table is for each facility. 

Under this column, the figure reported in Q4 FY 201 J Tot,d represents a total of the nlllnbcr of facilities that arc required to screen cargo at the 
end of the quarter: wherea,_ the figllre, as,ociated with each month repre,enl a total of the number or facilitie, that are required lo screen cargo as 
of that month. 

8 
Non-lAC CCSFs mu,t screen 90 days after certification. The data collected for the No. <!fCCSA /Nm1-!AC.1) Required to S('rern in this table is 

for each facility. Under this column, the figure reported in Q4 FY 20} i ·rorol represent a total of the number of facilities that arc required to 
screen cargo at the end of the quarter; whereas, the figures associated with each month represent a total of the number of facilities that arc 
required to screen cargo as of that month. 
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SENNl'fIVE ~FC!JBTJY INFORMATION 

D. International Last Point of Departure Screened Cargo 

Effective May 1, 2010, both domestic and foreign air carriers operating in international locations 
with an LPD flight into the United States must report cargo screening data to TSA pursuant to 
their security programs. Accordingly, air carriers submitted data for July, August, and 
September 2011. 

These industry statistics indicate that 734,807,056 pounds of air cargo entered the United States 
aboard passenger aircraft and indicate that 627,919,744 pounds or 85 percent of total cargo were 
screened before uplift from an LPD into the United States. However, in subsequent discussions 
with industry, it became apparent that all carriers may not have been including transfer cargo or 
mail in their reports. TSA is working with industry to clarify reporting requirements. 

International Inbound (LPDs into the United States) 

Pct. Weight Screened 
Month Weight Uplifted (lbs) Weight Screened (lbs)' (lbs) 

July 2011 253,378,938 217,661,663 86% 
August 2011 233,871,232 201,034,425 86% 
September 2011 247,556,886 209,223,656 85% 
Q4 FY 2011 Total 734,807,056 627,919,744 85% 
Q3 FY 2011 Total 730,558,164 635,711,999 87% 
Q2 FY 2011 Total 701,864,870 591,761,885 84% 

Q4FY2011 

85 percent of weight screened 

9 
Weight screened in pounds includes sensitive cargo subject to Alternative Security \1casurcs. 
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SENSITIVE SECURITY INFQRMA TION 

July, August, and September 2011 Screening Statistics for LPD flights 

Volume (lbs) 
Of approximately 735 million pounds of air cargo entering the 

United States, industry data indicate that 85 percent is screened by weight 

Screening Distribution by Pounds Uplifted 
Source: TSA Inbound Air Ca rgo Screeni ng Statistics, Q4 FY 2011 

Domestic and 
International Air 

Carriers 
85% 

umber of Countries 
86 countries were last points of departure 

for inbound air cargo 
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SEl>•SITIVE SECURITY IN¥0KJ.IATION 

Screened Cargo Volume {lbs) by Last Point of Departure 
Countries ~-----------------~ b )(3):49 U .S.C . § 114(r) 

Based on total screened at all LPD airports. 
Source ; TSA Inbound Air Cargo Screening Statistics, Q4 FY 2011 
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IV. Appendices 
A. Cargo Screening Data by Cat X, I Airports and Air Carrier 

BY AIRPORT CATEGORY X, I, AND AIR CARRIERS 
TSA CARGO SCREENING RES UL TS ON 100 PERCENT REPORTING BY PASSENGER AIR CARRIERS 
Record Date: November 16, 2011 

DEPARTING FROM U.S. LOCATIONS 
Reporting Period: FY 2011 04 (July, August, and September 2011) 

Cat X,I Compliance 

# Of MAWB 

Cargo Weight (lbs) 

Data were calculated on the basis of the requirement to screen 100 percent of cargo placed on passenger aircraft effective on August 1 • 
2010. 

Note: Figures in this chart have been rounded: therefore, column totals may not equal the sum of the numbers displayed in each column. 
·Number of MAWB and weight screened includes sensitive cargo subject to Alternative Security Measures 

Summary of Q4 Data 

Total Total Percent 

Uplifted Screened* Screened 

1,250,932 1,250,932 100% 

832,507,154 832,507,154 100% 

Sorted by cargo weight uplifted (lbs) and view of the top MAWB Uplifted Weight Uplifted MAWB Weight Screened Percent of MAWB Percent of Weight 

five airports and carriers with subtotals displayed. (lbs) Screened* (lbs)* Screened (%)* 

Grand Total 

Airport 
Code 

1(1: 1(31:49 U.S.C. § 114(r1 

1,250,932 832,507,154 1,250,932 832,507,154 100.00% 

Weight Weight 
MAWB MAWB 

Airport Name State Carrier Name 
Uplifted 

Uplifted 
Screened* 

Screened 
(lbs) (lbs)* 
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Screened (%)* 

100.00% 

Percent of Percent of 
MAWB Weight 

Screened Screened 
/'¾I* /'¾\* 



Airport 
Code 

(b 1(31:49 U.S.C. § 114(r1 
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SENSitivE SEt:'.UttITY ll)lFClRMATl()N 

Weight Weight 
Airport Name State Carrier Name 

MAWB 
Uplifted 

MAWB 
Screened 

Uplifted Screened* 
(lbs) (lbs)* 

11 
ITY INFORMATION 

WAR:\ING: This rcrnrtl rn,nain, Sensitive Scl'llrity l11fornrn1ion that is rnnlro · rt, 15 anti 1510. J\o part oftili, rccmd may 
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Adm ini ~, r1-1tor of 1 h~ Tra11 . ..:rorl;il ion S1.:\ .. -uri ty .... \dmi n i ~1 r::Lt ion or I he Scc:rc1 ;1ry o t' Tr1msporrn1 ion. Un mnhori 1:1,.:"d r~ l ~;1sc rn(LY n:su It m c:1 

or otlwr ,iclinn. For U.S. gov~rnrn~nl :ig~nci~,. rnbli(c diS1clos11r~ is gov~rn~d by 5 i_',S.C. 552 and ,1') CFI< pans IS and 15211. 

Percent of Percent of 
MAWB Weight 

Screened Screened 
1%1* 1%1* 
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Weight Weight 
Percent of Percent of 

Airport 
Airport Name State Carrier Name 

MAWB 
Uplifted 

MAWB 
Screened 

MAWB Weight 
Code Uplifted 

(lbs) 
Screened* 

(lbs)* 
Screened Screened 

/¾I* /¾\* 
(b 1(31:49 U.S.C. § 114(r1 
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Airport 
Code 

(b 1(31:49 U.S ·" § 114(r1 '-'· 

Weight Weight 
Airport Name State Carrier Name 

MAWB 
Uplifted 

MAWB 
Screened 

Uplifted Screened* 
(lbs) (lbs)* 
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Percent of Percent of 
MAWB Weight 

Screened Screened 
(%)* (%)* 



Weight Weight 
Percent of Percent of 

Airport 
Airport Name State Carrier Name 

MAWB 
Uplifted 

MAWB 
Screened 

MAWB Weight 
Code Uplifted 

(lbs) 
Screened* 

(lbs)* 
Screened Screened 

'"''* l<I/ '* 
(b 1(31:49 U.S ·" § 114(r1 '-'· 
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SENSlllvE SECt1RITi l~FOltI'vlATION 

B. International Inbound Cargo Screening Data by Country and Air Carrier 

BY COUNTRY AND AIR CARRIERS 
TSA INTERNATIONAL INBOUND CARGO SCREENING RESULTS ON 100% REPORTING BY PASSENGER AIR CARRIERS 
Record Date: November 16, 2011 

DEPARTING FROM NON-US LOCATIONS 
Reporting Period: FV2011 Q4 (July, August, and September 2011) 

Note: Figures in this chart have been rounded; therefore, column totals may not equal the sum of the numbers displayed in each column. 
¼Weight screened in pounds includes sensitive cargo subject to Alternative Security Measures. 

Summary of Q4 Data 
Sorted by cargo weight uplifted {lbs) and view of the top five countries and Weight Uplifted (lbs) Weight Screened (lbs)• 
carriers with subtotals displayed. 

Grand Total 734,807,056 627,919,744 

I Country I Carrier Name I Weight Uplifted (lbs) I Weight Screened (lbs)• 
I I n"r" 

(b 1(31:49 U.S.C. § 114(r1 
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Percent of Weight Screened (%)• 

85.45% 
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I Country I Carrier Name I Weight Uplifted (lbs) I Weight Screened (lbs)* I Percent of Weight Screened (%)* I 
I I n-• I 

(':1(31:49 U.S ·'"' § 114(r1 
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I Country I Carrier Name I Weight Uplifted (lbs) I Weight Screened (lbs)* I Percent of Weight Screened (%)* I 

(b 1(31:49 U.S.C. § 114(r1 
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Country Carrier Name Weight Uplifted (lbs) Weight Screened (lbs)* Percent of Weight Screened (%)* 
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SENSITIVE SECUkli r Il~POK.P.IATION 

Message from the Administrator 

December 6, 2012 

I am pleased to present the following "Air Cargo Fiscal Year 2013 
Expenditure Plan," prepared by the Transportation Security 
Administration (TSA). This plan is being submitted pursuant to the 
Fiscal Year (FY) 2013 Continuing Appropriations Resolution 
(P.L. 112-175; CR). 

This expenditure plan identifies the purposes for which the funds 
appropriated under the CR will be used, and specifies the initiatives 
that will fulfill the air cargo requirements of the Implementing 
Recommendations of the 9/11 Commission Act of2007 (P.L. 110-53; 
9/11 Act). 

In accordance with congressional requirements, this report is provided to the following Members 
of Congress: 

The Honorable Robert B. Aderholt 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable David E. Price 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Mary L. Landrieu 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable Daniel Coats 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

If I may be of further assistance, please do not hesitate to contact me or the TSA Office of 
Legislative Affairs at 571) 227- b)(6) or the Department's Chief Financial Officer, 
Peggy Sherry, a b)(6) 

~-----~ 

Sincerely yours, 

John S. Pistole 
Administrator 

VE SECURITY INFORMATION 
may be d isclosed to persons without a ··need to know"", as defi ned in 49 CFR parts ) a c wrinen permission of the 
Administrator of rhe Transportation Security Administration or the Secretary of Transportation. Unauthori zed re ea:; 
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Executive Summary 1 

The Aviation and Transportation Security Act (P.L. 107-71) established TSA and, among other 
things, designated the TSA Administrator as being responsible for security in all modes of 
transportation, including civil aviation security. 

Section 1602 of the 9/11 Act requires "the Secretary [of Homeland Security] to establish a 
system to screen 100 percent of cargo transported on passenger aircraft operated by an air carrier 
or foreign air carrier in air transportation or intrastate air transportation to ensure the security of 
all such passenger aircraft carrying cargo." 2 This mandate includes air cargo transported on 
passenger aircraft departing U.S. airports (domestic air cargo) and air cargo transported on 
passenger aircraft destined for U.S. airports operating from foreign last point of departure (LPD) 
airports (international inbound air cargo). The 9/11 Act further requires that the system provide 
a level of security commensurate with the level of security for the screening of passenger
checked baggage by August 2010. 

TSA' s approaches for securing domestic and international inbound air cargo work in tandem to 
create a system in which 100 percent of cargo is screened before loading on passenger aircraft 
originating at airports in the United States and destined for the United States from international 
LPD airports. TSA and the air cargo industry met the 100-percent mandate for domestic uplift 
on August 3, 2010 and met the 100-percent mandate for international inbound air cargo on 
December 3, 2012. Beyond the 9/11 Act mandate, TSA continues to collaborate with U.S. 
Customs and Border Protection (CBP) and other relevant entities to enhance capabilities to 
identify and target high-risk or "non-trusted" shipments for enhanced screening. 

Domestic. On August 3, 2010, DHS and the air cargo industry successfully met the 100-percent 
screening deadline for domestic uplift of air cargo through the implementation of the Certified 
Cargo Screening Program (CCSP) and other supporting security measures. 

• CCSP: Under the CCSP, TSA-certified entities conduct cargo screening throughout the 
air cargo supply chain. The distribution of screening to a variety of off-airport locations 
allows industry to screen air cargo at earlier stages in the supply chain, mitigating 
potential bottlenecks at airports that could impede the flow of commerce. 

• Other Security Measures: TSA continues to secure the domestic supply chain through 
the issuance of security programs, the use of TSA-certified, explosives-detection, canine 
teams; the enforcement of compliance requirements; and the increase in authorized air 
cargo screening technologies. 

1 The amount shown in the Air Cargo Expenditure Plan reflects the estimate shown in the TSA continuing resolution 
apportionment for the FY 2013 continuing resolution period of October 1, 2012, through March 27, 2013, as well as 
available carryover funding. 
2 49 U.S.C. § 44901(g)(l). 
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International Inbound. Under TSA's approach for international inbound cargo, industry is 
required to screen 100 percent of international inbound air cargo transported on passenger aircraft 
as of December 3, 2012. Key components of this approach include: 

• Risk-Based Screening Processes. TSA issued changes to the air carrier Standard 
Security Programs (SSPs), effective June 15, 2012, that required 100-percent 
screening of international inbound air cargo transported on passenger aircraft by 
December 3, 2012. The changes to the SSPs also incorporated risk-based, tiered 
screening protocols for "trusted" and "non-trusted" shippers on the basis of 
established criteria related to the shipper's business relationships with air carriers and 
international freight forwarders, as well as shipper history, including volume and 
frequency of shipments. All cargo must be screened in accordance with the 9/11 Act 
cargo screening requirements. Shipments from shippers that are determined to meet 
the Trusted Shipper criteria are permitted to be screened in a variety of cargo 
configurations, including skid-level cargo, using all approved screening methods, 
whereas shipments from a "non-trusted" shipper must be screened at the piece-level 
using enhanced screening protocols. 

• Air Cargo Advance Screening (ACAS) Pilot. Looking forward, TSA seeks to enhance 
the identification of high-risk shipments on the basis of an analysis of pre-departure 
data on air cargo shipments. Under the ACAS pilot, a joint TSA-CBP initiative, 
CBP's Automated Targeting System (ATS) assesses data on the shipper and the 
shipment for risk before the cargo is transported on the aircraft, enabling TSA-CBP to 
identify non-trusted or high-risk shipments that require enhanced screening. 

• National Cargo Security Program (NCSP). NCSP recognition leverages foreign 
government security programs whose security measures TSA has determined meet or 
exceed current U.S. air cargo supply chain security standards, including the type of 
technology used to conduct the screening, the amount of cargo screened, and the 
processes used to resolve issues identified. These efforts will reduce any 
unnecessarily redundant security measures while ensuring screening and a high level 
of security for cargo shipments inbound to the United States. 

TSA plans to use FY 2012 carryover funding and funding available under the CR (P.L. 112-175) 
to finance the following program initiatives: 

• Air Cargo Screening Program; 
• Canine teams at high-volume cargo airports and throughout the supply chain; 
• U.S. and international air cargo inspectors at high-volume, high-risk airports; and 
• Air cargo and mail-screening technologies. 
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I. Legislative Language 

This document responds to the reporting language set forth in Section l 16(a) of the FY 2013 
Continuing Appropriations Resolution (P.L 112-175). 

Not later than 30 days after the date of the enactment of this joint resolution, each 
department and agency in subsection (c) shall submit to the Committees on 
Appropriations of the House of Representatives and the Senate, for the period 
through the date specified in section 106(3) of this joint resolution, a spending, 
expenditure, or operating plan ... 

(2) as applicable, at any greater level of detail required for funds covered by 
such a plan in an appropriations Act referred to in section 101, in the joint 
explanatory statement accompanying such Act, or in committee report language 
incorporated by reference in such joint explanatory statement. 
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II. Background 

The 9/11 Act requires "the Secretary [ of Homeland Securityl to establish a system to screen 
100 percent of cargo transported on passenger aircraft," including both domestic and 
international inbound air cargo, to provide a level of security commensurate with the level of 
security for the screening of passenger-checked baggage by August 2010. 3 To facilitate 
compliance with this requirement, the 9/11 Act provides an intermediate requirement of 
SO-percent screening by February 2009, which industry met for both domestic air cargo and 
international inbound air cargo. On August 1, 2010, the air cargo industry successfully met the 
100-percent screening deadline for domestic air cargo. On December 3, 2012, the air cargo 
industry successfully met the 100-percent screening deadline for international inbound air cargo 
transported on passenger aircraft. 

Since FY 2008, TSA has explored and implemented several initiatives to establish a system for 
100-percent screening of domestic air cargo transported on passenger aircraft, as well as to 
facilitate the industry's capability to comply with these requirements and meet interim 
milestones. These initiatives include: (1) SSP requirements, (2) the CCSP, and (3) canine 
screenmg. 

In FY 2013, TSA will focus air cargo resources toward ensuring continued compliance with the 
1 GO-percent screening requirement for domestic and international inbound air cargo transported 
on passenger aircraft by: 

• Continuing to require the screening of 100 percent of international inbound air cargo 
transported on passenger aircraft; 

• Continuing to require 100-percent screening of international inbound air cargo 
transported on all-cargo aircraft identified as high-risk; 

• Expanding NCSP engagement and outreach to the governments of foreign countries to 
evaluate air cargo and mail security protocols to determine if such programs provide a 
level of security commensurate with current U.S. air cargo supply chain security 
requirements and, thus, whether they may be recognized by TSA for implementation by 
affected air carriers; 

• Implementing all phases of the ACAS pilot for pre-departure risk assessment of 
international inbound air cargo, before loading the cargo on aircraft bound for the 
United States; 

• Testing, evaluating, and qualifying new and existing technologies capable of, and 
appropriate for, screening specific commodities; and 

'49 U.S.C. § 44901(g). 
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• Continuing outreach to stakeholders to better align global air cargo security standards and 
advance the "supply chain" approach toward securing international air cargo on 
passenger aircraft. 
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III. Expenditure Plan 

A. Total Requested Spending 

The following table provides TSA' s proposed allocation of $6 7 .0 million in accordance with 
language in P.L. 112-175. The table outlines the appropriated amounts under the FY 2013 CR 
and includes the FY 2012 Carryover. 

Total Available FY 2013 Funds (through March 27, 2013) 

Available Funds Amount 
FY 2013 Continuing Resolution $58.8 million 

FY 2012 Carryover $8.2 million 

Total $67 .0 million 

Funding from the FY 2013 CR and FY 2012 Carryover will be allocated to enhance several key 
elements of TSA' s multi-layered approach for achieving 100-percent screening of air cargo 
flown on passenger aircraft. A breakdown of this funding is as follows: 

Allocation of FY 2013 Continuing Resolution and FY 2012 Carryover Funds 

Activity 
Air Cargo Screening Program 

Canine Teams at High-Volume Cargo 
Ai orts and throughout the Su ly Chain 

Domestic and International Air Cargo 
Inspectors (563) at High-Volume, High-Risk 

Air orts 
Air Cargo and Mail Screening Technology 

Testing 
Total 

SENSITIVE 
4 

Planned Expenditures 
$16. 9 million 

$12.6 million 

$32.8 million 

$4.7 million 

$67 .0 million 

Detailed 
Breakdown in 

Paragraph 
111.B. 

111.C. 

111.D. 

111.E. 
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B. Air Cargo Screening Program 

100-Percent Domestic Screening 

To satisfy the domestic air cargo screening requirements of the 9/11 Act, TSA implemented 
screening programs for cargo originating at U.S. locations that enable cargo screening to be 
conducted throughout the supply chain by TSA-approved aircraft operators, Indirect Air Carriers 
(IACs), and shippers. 

TSA' s approach to accomplish the screening mandate for domestic air cargo was achieved by: 

• Implementing security program revisions to require 100-percent screening of cargo 
transported on narrow-body aircraft by October 1, 2008; SO-percent domestic screening 
by February 1, 2009; 75-percent domestic screening by May 1, 2010; and 100-percent 
domes tic screening no later than August 1, 2010; 

• Creating, in 2008, the CCSP, which allows entities such as shippers, manufacturers, 
Indirect Air Carriers (IACs) to screen cargo at different points along the air cargo secure 
supply chain, before tendering to an air carrier for transport on passenger aircraft; 

• Publishing on September 16, 2009, an Interim Final Rule (IFR) that established the CCSP 
and, on August 18, 2011, the Air Cargo Screening Final Rule, which carried forth the 
framework for the CCSP and made a few changes in the requirements from the IFR; and, 

• Approving additional air cargo screening technologies for use by industry. 

CCSP 

TSA's CCSP continues to play an integral role in ensuring compliance with the 100-percent 
screening mandate domestically, enabling TSA-certified IACs, shippers, and Independent Cargo 
Screening Facilities (ICSFs) to screen cargo along the supply chain. As of September 2012, 
1,150 program participant locations were certified by TSA as Certified Cargo Screening 
Facilities (CCSFs) under the CCSP, including 521 IACs, 540 shippers, and 89 ICSFs. 
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CCSP Entities by Type, September 2012 

8% 

• IAC 

• Shipper 

• ICSF 

CCSFs are required to be recertified every 36 months. The recertification process for initial 
program participants certified at the end of 2008 has been under way for more than a year, with 
over 400 locations recertified to date. More than 95 percent of facilities eligible for 
recertification as CCSFs have elected to have TSA recertify their screening operations for 
another 36 months. During FY 2013, TSA will continue to review and certify applicants and 
maintain oversight of the program to ensure the continuation of a robust and quality CCSP. 

100-Percent International Inbound Screening 

The scope and nature of the 100-percent screening requirement present significant challenges 
within the international air cargo environment. Currently, cargo is transported on passenger 
aircraft from 152 international LPD airports to the United States, with nearly 500 air canier 
stations involved in these operations. 

Industry partners recommended through multiple forums, including the DHS Air Cargo Secmity 
Working Group sessions, that a risk-based approach was the best way to achieve the 100-percent 
screening requirement for international inbound air cargo transported on passenger aircraft. 
TSA's risk-based approach for screening international inbound air cargo requires the highest risk 
cargo shipments to undergo the most stringent security screening. 

Through updates to the air carrier SSPs, which incorporate the Trusted Shipper concept, all 
international inbound air cargo transported on passenger aircraft, as of December 3, 2012, is 
screened at 100 percent, in accordance with the 9/11 Act requirements for screening cargo. 
Under the Trusted Shipper concept, TSA has established criteria (including shipper history, 
volume, address, frequency of shipments, and consistency of commodity types) to dete1mine a 
shipper 's status as "trusted" or "non-trusted" on the basis of the shipper's business relationships 

6 

SENSITIVE SECURITY INFORMATION 
emit Information that is controlled under 49 CFR parts 15 and 1520. No pan of th is 

record may be disclosed to persons without a ··nee to • 1 520 exec t with the written 
permission of the Administrator of the Transportation Securi ty Administration or the Secretary of Transpor a 10 . 

may resull in civi l penalty or other action. For U.S. government agencies, public disclo ·ure is governed by 5 U.S.C. 552 and 49 CFR 
arts 15 ,rnd 1520. This cover letter is no longer SSI when it is detached from the SSI that it is transmi tting 



E,E~J~ITIY~ ~FC!IR!TY JNFOBMAJION 

with air carriers and freight forwarders. A shipper's status will dictate the type of screening 
procedures to be applied to the shipment for transport on either all-cargo or passenger aircraft. 
Shippers who have a "non-trusted" status are considered "high risk," and their shipments are 
subject to enhanced security-screening protocols. 

Given that the risks associated with all-cargo aircraft are different, TSA' s strategies for screening 
cargo transported on passenger aircraft versus all-cargo aircraft inbound to the United States 
differ slightly. Although all-cargo air carriers are not subject to the 100-percent screening 
requirements of the 9/11 Act, all cargo determined to be high risk, on the basis of a review of 
information about the shipper and the shipment, must undergo the most stringent screening 
protocols before being loaded for transport on both passenger and all-cargo aircraft. TSA is 
prioritizing air carrier inspections at the highest risk international locations and pursuing Special 
Emphasis Inspections (SEls) at U.S. locations to validate international inbound screening 
compliance. 

TSA's risk-based approach to enable industry to achieve the 100-percent screening mandate for 
international inbound passenger air cargo includes two key components: 

• SSPs: 

o TSA has revised the SSPs to require I 00-percent screening of international inbound 
air cargo under its risk-based approach. TSA incorporated into these revisions the 
Trusted Shipper concept, originally set forth in the May 2011 security directives 
(SDs) and emergency amendments (EAs) issued in response to the attempt to conceal 
explosives in all-cargo aircraft bound for the United States. TSA now requires that a 
fixed number of shipments per month deemed to be "trusted" under the Trusted 
Shipper concept be randomly screened using enhanced screening protocols. 

o Industry comments were adjudicated in April 2012, and the revised S S Ps were 
finalized and released to industry on May 16, 2012, with an effective date of June 15, 
2012. Under the revised SSPs, industry must screen 100 percent of international 
inbound air cargo. 

• NCSP Recognition: 

o Under its NCSP recognition process, TSA conducts a comprehensive review to assess 
whether a foreign government's air cargo security program is commensurate with or 
exceeds current U.S. standards for air cargo security. TSA is primarily focusing on 
those countries with a significant volume of air cargo inbound to the United States, 
while also considering additional factors for country prioritization, such as number of 
airports in the country from which cargo originates and criticality of the country as a 
transshipment point for significant volumes of cargo destined for the United States. 
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NCSP recognition will reduce the burden on air carriers by eliminating unnecessary 
duplicative requirements between the two countries' security programs, while 
ensuring the screening of, and high level of security for, air cargo bound for the 
United States. In addition, NCSP recognition enables TSA to leverage the host 
government's oversight capabilities to verify air carrier screening operations and data. 

o On June 1, 2012, TSA and the European Commission (EC) established mutual 
recognition of their respective air cargo security regimes under the NCSP recognition 
program. This recognition involved a thorough evaluation of the air cargo security 
requirements of EC regulations and included site visits to eight European Union (EU) 
Member States and Switzerland, countries which accounted for approximately 
49 percent of the air cargo volume (by weight) bound for the United States. TSA has 
issued the programmatic requirements to allow air carriers operating at EU Member 
State airports to implement these requirements for flights to the United States. In 
addition to the 27 Member States of the EU and Switzerland, TSA currently 
recognizes the NCSPs of Canada, New Zealand, Australia, Israel, and Japan. 

o As of December 3, 2012, in addition to the 33 countries' NCSPs formally recognized 
by TSA, another 6 countries were being evaluated or were implementing the 
recommendations resulting from the on-site reviews. The priorities for NCSP 
outreach also have expanded to include those countries from which a high volume of 
air cargo originates, such as China. 
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Top 20 Countries by International Inbound Volume 
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o As part of NCSP review and recognition, TSA assesses a foreign country's postal 
security requirements to determine comparability with current U.S. requirements for 
international air mail screening. Under TSA SSPs, international (non-U.S.) mail is 
considered cargo and must be screened in accordance with the standards established 
under the 9/11 Act. TSA continues to make progress engaging international 
stakeholders by incorporating mail security requirements as part of the NCSP 
recognition process. The NCSP process includes discussions with appropriate 
authorities, such as designated postal operators, who administer the security measures 
for the international mail supply chain. 

ACAS 

In FY 2012, TSA and CBP expanded the ACAS pilot, which was initiated in FY 2011 to explore 
the feasibility of collecting pre-departure information on international inbound air cargo and of 
assessing the risk of that cargo. TSA and CBP have set up a joint targeting effort at the National 
Targeting Center-Cargo (NTC-C), which utilizes CBP's ATS. Participants in the pilot include 
express all-cargo, passenger, and heavy all-cargo aircraft operators, as well as international 
freight-forwarders. The pilot is being conducted in a multi-phased approach, allowing for the 
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refinement of targeting methodologies and the establishment of appropriate communication 
systems to enable pre-departure air cargo data collection and response. Under the Trusted 
Shipper Program, the air carrier determines whether the shipper is "trusted" on the basis of a 
validation that the shipper meets TSA's established criteria. Once ACAS is fully implemented, 
TSA and CBP will make a determination on Trusted Shipper status and enhanced screening 
requirements by assessing the data submitted by the carrier or participant using risk concepts 
developed in CBP' s A TS. 

In FY 2013, the ACAS pilot will be further expanded to additional industry participants. TSA 
and CBP will work to fully automate the operational messaging that determines the appropriate 
level of screening for given shipments through incorporation of TSA's Trusted Shipper concept 
into the pilot's comprehensive risk assessment model. CBP intends to release a Notice of 
Proposed Rulemaking for data submissions, and TSA will work toward issuing revised security 
programs to implement risk-based tiered screening protocols. 

Third-Party Explosives Detection Canine (EDC) Pilot 

• In FY 2012, TSA worked to assess the implementation of a third-party EDC program that 
would leverage private-sector resources by enabling the certification and use of third
party (private) canines determined by the agency to meet TSA standards for canine 
screening of air cargo. From January through August 2011, TSA conducted the Third
Party EDC Pilot to: (1) evaluate whether industry canine teams could meet TSA 
standards, including 9/11 Act requirements, for canine screening of air cargo; 
(2) establish and assess the TSA standards and processes necessary for program 
implementation; and (3) determine the TSA resource requirements that would be required 
for program implementation. Through the pilot, TSA identified numerous requirements 
and challenges for the implementation of a third-party EDC program, such as industry's 
need to access appropriate explosives for canine training and testing, TSA oversight 
required for explosives handling for canine training, and the operational mechanics and 
resource requirements for certification and evaluation of third-party canine teams by TSA 
on a nationwide scale. 

• In FY 2013, TSA will work with its federal partners and the air cargo industry to address 
the issues identified through the pilot and will evaluate a variety of options to determine 
the best and most feasible path forward. 

All-Cargo Screening 

In response to the October 2010 attempt to conceal explosives in shipments aboard all-cargo 
aircraft bound for the United States from Yemen, TSA issued SDs and EAs, which, among other 
measures, required enhanced screening of "non-trusted" international inbound air cargo 
transported on all-cargo aircraft. TSA is revising the all-cargo SSPs to include the enhanced 
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screening protocols for cargo transported on all-cargo aircraft, established through the post
Yemen SDs and EAs. 

Information Technology (IT) Systems 

TSA will continue to maintain, develop, and improve its IT systems used to implement and 
manage regulatory requirements for its Air Cargo Screening Program, including: the Cargo 
Reporting Tool (CRT); the Known Shipper Management System (KSMS); and the Indirect Air 
Carrier Management System (IACMS). 

• CRT enables CCSFs to submit monthly cargo screening data to demonstrate compliance 
with the 100-percent screening mandate. In FY 2012, TSA established full access to 
CRT for all air carriers, implemented functionality that enabled users to report for 
multiple facilities, and established additional enhancements to increase the reliability of 
data entered by users. In FY 2013, TSA plans to implement a series of usability and 
security enhancements, as well as additional reporting capabilities that will improve 
TSA' s ability to evaluate and report data submitted. 

• KSMS, which supports TSA's Known Shipper Program, provides a systematic approach 
to assess risks and determine the legitimacy of companies located in the United States 
whose cargo will be shipped on passenger aircraft. KSMS enables IACs and air carriers 
to electronically submit shipper data to TSA for review, and manages the repository of 
shippers for industry after they have been vetted and considered "known" by TSA. In 
FY 2012, on the basis of industry input, TSA added capability that enables IACs to 
submit custom shipper identification numbers to match records in KSMS with IAC 
shipper records. TSA also addressed KSMS usability issues and updated the appeal 
functions, allowing for faster processing times and more accurate review of appeals. In 
FY 2013, TSA plans to add capabilities to improve the vetting of shippers and enhance 
the ability for industry to make shippers "known," which is expected to decrease appeals. 
TSA also plans to deploy international record vetting to handle the submission of 
shippers from Canada or Mexico through KSMS, providing TSA additional oversight. 

• IACMS provides industry the ability to submit applications to become certified and be 
recertified as an IAC as well as the ability to request Security Threat Assessments (STAs) 
for IAC personnel. IACMS processes approximately 150 new IAC applications and 350 
certification renewals monthly. In FY 2012, TSA established an STA renewal process 
within IACMS, resolved usability and security-related issues, and added servers to handle 
the increase in submissions. In FY 2013, TSA will implement a number of user 
enhancements, many of which were recommended by industry, such as enhancements 
that would enable IAC agents to directly submit ST As, pay fees, and manage their STA 
plans. 
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TSA will continue to provide adjudication of STA results, facilitate redress processes, and vet 
the IAC, CCSP, and other TSA-regulated populations. 

Standardized Cargo Screener Training Program 

In November 2010, TSA updated CCSP training materials and made them available to industry 
in February 2011. These training materials provide the basic CCS P program training 
requirements for use by IACs, shippers, and ICSFs certified by TSA. This updated version of 
training materials has simplified training delivery with the goal of enhancing industry adoption 
of TS A-generated training material, as well as air cargo screening program know ledge retention 
and adherence to regulations/compliance. In June 2012, TSA streamlined the CCSP screening 
technology training, including modules in support of screening performed by aircraft operators 
and foreign air carriers. The training addresses the following areas of the SSPs: 

• Facility Security Control; 
• Chain of Custody; 
• Improvised Explosive Device (IED); 
• Physical Search; 
• Securing Unit Load Device Pallets/Containers and Skids; 
• Facility Security Coordinator Responsibilities; 
• CCSF Employees' Qualifications; and 
• Screening Technology - X-Ray/ Advanced Technology (AT) X-ray, Explosives Detection 

Systems (EDSs), Electronic Metal Detection (EMD), and Explosives Trace Detection 
(ETD). 

TSA is proactively conducting outreach to IACs, shippers, and ICSFs across the United States to 
provide information on and promote the use of standardized cargo screener training materials, 
which are designed to ensure that all air cargo personnel are aware of major threats to security 
and how to address them successfully. 

Air Cargo Vulnerability Assessment Program 

Through the Air Cargo Vulnerability Assessment Program, TSA assesses the air cargo supply 
chain nodes, all-cargo aircraft operators, passenger aircraft operators, IACs, known shippers, and 
authorized representatives for vulnerabilities using experienced TSA field and headquarters 
personnel. To date, TSA has conducted 2,687 air cargo supply chain facility assessments at all 
28 Category X airports and 11 of the largest Category I airports. This represents nearly 
100 percent of the volume of cargo handled by air carriers in the United States and 
approximately 80 percent of the volume of cargo handled by IACs and trucking companies in the 
United States. TSA will continue to conduct air cargo vulnerability assessments throughout the 
country at Category X and Category I airports representing the greatest volume of air cargo for 
both all-cargo and passenger flights. The overall results of the assessments will also be used to 
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evaluate TSA air cargo policies, create new air cargo security policies for enhanced and targeted 
security requirements and initiatives, and identify industry best practices. Additionally, the TSA 
Office of Inspections, Special Operations Division ensures the integrity and effectiveness of 
TSA' s air cargo security programs and screening process by identifying vulnerabilities in the 
transportation systems through covert testing. 

Allocation of FY 2013 Continuing Resolution and FY 2012 Carryover Funds 

FY2012 
FY 2013 Carryover 

Detailed breakdown of allocation ($ millions) ($ millions) 
Air cargo policy staff (57 full-time equivalents (FTEs)) to 
support policy and program development for 100-percent 

$7.0 $0 
screening and vulnerability assessments and related legal 
and vetting services 
Air cargo covert testing $1.2 $0 
Program management and IT support for development, 
enhancements, and operations and maintenance of screening $8.7 $0 
subsystems 

Subtotal $16.9 $0 

Total $16.9 million 

C. Canine Teams at Airports and Throughout the Supply Chain 

In the air cargo environment, TSA currently employs two types of canine teams to screen cargo 
destined for transport on passenger aircraft: teams led by local law enforcement officers (LEOs), 
and proprietary (federal) teams led by TSA cargo inspectors. As of September 2012, a total of 
608 canine teams (488 local LEO-led canine teams and 120 authorized federal canine teams) are 
allocated to 79 airport locations throughout the United States. 
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Canine Team Locations (September 2012) 
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Location and Number of LEO Canine Teams 

Team I Team I Team 
I Locations* Numbers Locations Numbers Locations Numbers 

ABQ (b 1(31:49 FLL (b 1(31:49 U.S.C. PBI (b 1(31:49 U.S.C. § 
U.S.C. § § 114(r1 114(r1 

ACY 114(r1 GSN PDX 

ANC GSO PHL 
ATL GUM PHX 
AUS HNL PIT 
BDL HPD (IAH & HOU) PVD 
BGR IND ROC 
BHM JAX RNO 
BNA LAS RSW 
BOI LAX SAN 
BOS LIT SAT 
BUF MCI SDF 
BWI MCO SEA 
CLE MEM SFO 
CLT MHT SJC 
CMH MIA SJU 
cos MKE SLC 

CPD(ORD& 
MSP SMF 

MDW) 
CVG MSY SNA 
DAL MWAA (IAD & DCA) STL 
DAY OAK STT 

DEN OMA TPA 
DFW ONT TUL 
DTW ORF TUS 

ELP 
PAPD (EWR, JFK & 

LGA) 
Grand total I I 488 

*See Appendix A for Airport Codes - Canine Team Locations by Name 

TSA Proprietary Canine Teams 

TSA proprietary canine teams are primarily dedicated to screening air cargo at airports with a 
high volume of originating air cargo to enhance air cargo security. TSA has 120 authorized 
teams for deployment to airports. Although aircraft operators and CCSP participants are 
responsible for screening 100 percent of air cargo transported on passenger aircraft, these teams 
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are important additions to the screening program as an additional layer of security, providing 
random secondary screening to counter any insider threat. 

As of January 2012, TSA has 120 authorized teams for deployment to the top 20 U.S. airports 
(ranked by passenger cargo volumes). As of June 2012, on the basis of low total cargo uplift 
numbers, the cargo canine FTEs at Luis Munoz Marin International Airport (SJU), Denver 
International Airport (DEN), Antonio B. Won Pat International Airport (GUM), Ted Stevens 
Anchorage International Airport (ANC), and Orlando International Airport (MCO) have been re
allocated to Dallas/Fort Worth International Airport (DFW), Los Angeles International Airport 
(LAX), Miami International Airport (MIA), Hartsfield-Jackson Atlanta International Airport 
(ATL), San Francisco International Airport (SFO), Houston Intercontinental Airport (IAH), and 
Boston Logan International Airport (BOS). 

All teams are in various levels of training, and as the following table shows, 76 of the 120 total 
teams are considered certified to screen cargo. This means that under TSA reporting 
requirements for screened cargo, aircraft operators may count cargo screened by these certified 
teams as screened cargo. 

Certified Canine Teams 

Airport* Total Allocation Certified 

ATL (b 1(31:49 U.S.C. § 114(r1 
-

BOS -
DFW -
DTW -
EWR 

-

HNL 
-

IAD 
-

IAH 
-

JFK 
-

LAX 
-

MIA 
-

ORD 
-

PHL 
-

SEA 
-

SFO 
Total 120 I 76 

*See Appendix A for Airport Codes - Canine Team Locations by Name 

As part of TSA's layered security approach, the canine teams conduct routine security sweeps to 
detect or deter explosive threats where cargo is staged, consolidated, or otherwise prepared for 
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transport. The canine teams conduct random patrols at various areas within the cargo 
environment during peak and non-peak hours. As of April 1, 2012, the TSI Cargo Canine Teams 
started the risk-based security initiative by using the Security Index Scores (SISs) to identify 
higher risk cargo to screen (versus randomly screening cargo). By using this approach, canine 
teams are able to focus screening efforts on higher risk cargo. 

A variety of factors affect canine screening statistics, including the time of month a team is 
certified, the level of acclimation assistance required by area teams, and the amount of cargo 
available to be screened at any given time (which can vary seasonally by airport). The following 
graphs show the month-to-month trends in TSA proprietary canine screening overall for 
FY 2012. 

Total Pieces Screened by Month by TSA Proprietary Canines FY 2012 

(b 1(31:49 U.S.C. § 114(r1 

17 

SITIVE SECURITY INFORMATION 
ir,tRNl,VG: This rn"rcl c·onlain, Sl'llsi , . 1forn1alion lhal is conlrnllc::d under 49 CTR parts 15 aml 1520. No part of this 
rc::conl may be- di.,doscu to pc::rs. ,n, wilhnul ~ ··nc::cu to no . ·d i11 49 Cl'R pan, I 'i aml I 'i20. except with the' ,vrillc'll 
r~nui<aion or th~ Adrninistralor or ih~ Tran,pmlcition Sc·curi1y Adrninistra '·rdary or Tran,pmlalion. (.lnaulhmiZL·d r~ka.s~ 
m:,y n,sult in c:ivil p,,11'1l1y or ollwr aclinn. For U.S. gm 0c,r11nw111 ag,,11ci,,.,. puolic disc Imm,, "' v .'i U .. S.C. 5.'i'.'.. ,rnd ..J.<J C:FR 
p:trls l 'i :tnd 15211.. This cnvc,r ktkr i, no l,rng-,r SSI "'h~n it i, dc,i,Kh,,d frnm th~ SS I 1h«1 i1 is lr,uismilling 



SENSltlvE SECURII i' INFORMAIION 

Total Pounds Screened bv Month bv TSA Proorietarv Canines FY 2012 
(b 1(31:49 U.S.C. § 114(r1 

The preceding table is the total pounds screened per month for FY 2012, per the current data 
available. TSA proprietary canine teams collectively screen an average of :

1

; :;3.f4~ of cargo 
uplifted at the top 15 U.S. airports. Following are the trends for canine screenmg contributions 
during FY 2012. 

(b 1(31:49 U.S.C. § 114(r1 
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Overall uplift at the top 15 originating cargo locations for August 2012 is identified in the 
following table: 

Cargo Uplift at Top 15 Originating Locations, August 2012 

Airport August 2012 (cargo 
Code Airport Name CAT volume in pounds) 
ATL Hartsfield-Jackson Atlanta International X 13,340,357 
BOS Boston Logan International X 8,238,265 
DFW Dallas/Fort Worth International X 6,115,798 
DTW Detroit Metropolitan Wayne County X 5,224,874 
EWR Newark Liberty International X 8,140,144 
HNL Honolulu International X 5,435,024 
IAD Washington-Dulles International X 7,675,722 
IAH Houston Intercontinental X 10,096,472 
JFK John F. Kennedy International X 41,094,413 
LAX Los Angeles International X 51,442,924 
MIA Miami International X 17,798,562 
ORD Chicago-O' Hare International X 27,977,468 
PHL Philadelphia International X 4,193,445 
SEA Seattle-Tacoma International X 9,447,768 
SFO San Francisco International X 18,723,782 

Total 
(volume in 

pounds 234,945,018 

Allocation of FY 2013 Appropriations and FY 2012 Carryover Funds 

FY 2012 
FY2013 Carryover 

Detailed breakdown of allocation ($ millions) ($ millions) 
Program staff (20) and trainers/evaluators supporting 
the canine initiatives $0.8 $0 
Payroll, compensation, and benefits for 120 
proprietary canine team handlers $6.6 $0 
Travel for inspection, program oversight $0.3 $0 
State and local cooperative agreements for LEO-led 
canine teams $3.5 $1.0 
Program support services, vehicle maintenance and 
fuel, equipment, and supplies $0.4 $0.0 

Subtotal $11.6 $1.0 
Total $12.6 million 
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-D. Air Cargo Inspections 

Domestic Transportation Security Inspectors - Cargo (TSis-C) 

TSA TSis-C perform compliance inspections, which include SEis, focused inspections, air cargo 
surges (weeklong compliance enforcement surges focused on IACs, aircraft operators carliers, 
and CCSFs within a single metropolitan area), and investigations and tests of aircraft operators, 
CCSFs, and IA Cs. TSA TSis-C also perform educational outreach to assist aircraft operators, 
CCSFs, and IACs in complying with air cargo security mandates. TSis-C are located at 121 
airports with high cargo volumes in the United States. 

In FY 2012, TSA TSis-C executed their mission as follows: 

Compliance Risk Assessment 

Complet ed 6874 Small 

Package Tests 

TSA OSO Air Cargo 

Completed 502 Special 

Em phasis Inspections 

In FY 2012, TSis-C conducted more than 40,000 inspections at approximately 10,000 cargo 
facilities in the United States. TSA assigns each facility a risk score based on several factors, 
such as compliance with TSA security programs, results of enforcement investigations, and 
intelligence information. In FY 2012, there was a significant decrease in the number of cargo 
facilities deemed either "high risk" or "medium risk." In addition, there was an overall lower 
average risk score among all air cargo facilities. 

The FY 2013 Compliance Work Plan outlines goals for inspecting regulated entities on the basis 
of risk at the station level, in addition to the minimum entity inspection requirements. TSA 
calculates risk scores for aircraft operators (which include both passenger and all-cargo), IACs, 
and CCSFs. Risk scores, also known as SISs, are based on a regulated entity's compliance 
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history and any intelligence information. These scores affect the frequency and type of 
inspection conducted by TSA. For example, an Elevated SIS requires quarterly inspections 
based on "targeted" concerns such as derogatory information discovered by the NTC-C, past 
violation history, or findings of noncompliance with acceptance of cargo, access control, 
warehousing and transporting, and cargo screening. TSA has used SISs in FY 2012 to focus 
inspector time during all field activities, including cargo surges, SEis, and testing. At a high 
level, SISs direct inspection requirements as follows : 

Security Index Score Requirements by Risk Level 

Security Index 
Air Carrier, CCSF, and IAC Inspection Requirements 

Scores 

Critical/fargeted Areas inspection and two focused tests ( (X.;a, l 

Elevated Risk 

Supplemental Inspection 
(Focus on screening, if applicable, or on areas with previous findings . 

Moderate Risk Additional tests at Assistant Federal Security Director - Inspections or 
Federal Security Director discretion) 

I 
Annual inspection 

Low Risk 
(Focus on screening, if applicable. Additional visits/tests at Assistant 
Federal Security Director - Inspections or Federal Security Director 
discretion) 

TSI-C Staffing Levels 

In FY 2010, TSA was authorized to hire an additional 50 TSls-C, for a total allocation of 500, to 
augment the then-current staffing level in order to increase the number of inspections at domestic 
high-cargo volume, high-risk airports, and to ensure CCSP and industry compliance with the 
100-percent air cargo screening mandate. As of September 17, 2012, 474 TSis-C have been 
hired, trained, and deployed. 

SEis and Focused Inspections 

SEis are inspections that focus on areas of air cargo security that have been identified as 
vulnerabilities through regular inspection efforts. SEis involve both covert and ov~· .......... = -__, 
coordinated ins ections and when a ro riate more robust enforcement actions. b)(3): 49 

b )(3):49 U .S .C. § 114(r) 
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(b 1(31:49 U.S.C. § 114(r1 

(b 1(31:49 U.S.C. § 114(r1 

efforts are improving compliance rates. 

TSA conducts quarterly SEis, focused on realistic scenarios and previously identified 
vulnerabilities. TSA completed the same SEis from FY 2009 through FY 2012, so that yearly 
compliance trends could be compared. As a result of the continued SEI initiatives, there has 
been an increase in the compliance rate for these specific focused inspections. As indicated in 
the following chart, the compliance rate improved in all non-intelligence-driven SEI areas tested. 

SEI Compliance, FY 2009-FY 2012 

SEI FY 2009 FY2010 l=Y 1011 FY 2012 I' I, 1'3 1·49 1 in 1,437 STA Inspections 1,228 inspections 1,463 inspections \' .... ,\ :' (b 1(31:49 U.S.C. § 114(r1 
I I<::." F; 

1nspect1ons 

(b 1(31:49 U.S.C. § 114(r1 

Alternative 536 inspections 679 inspections 
l(b 1(31:49 
I I <:: ." F; lin 723 

Screening/Med ica I inspections 
Shipments 

(b 1(31:49 U.S.C. § 114(r1 

Invalid IAC 819 inspections 860 inspections CCSF SEI was 

Certificates l"•i3,49US' 0114'C, 

I 
completed in FY 2011 :· ~ . ' . instead of IAC 
Certificates 

I' I, 1'3 1·49 
Access Controls 2,017 total 1,592 total 

\' .... ,\ :' 

lin 1,s63 us cc; 
inspections inspections 1nspect1ons 

(b 1(31:49 U.S.C. § 114(r1 

Startin in FY 2012 SEis became increasin 1 driven b intelli ence and nsk-based secunt g gy y g y 
measures. Because of this change, SEis have been implemented on the basis of multiple risk
based factors. SEis have been conducted on entities that have multiple locations throughout the 
United States and have been identified as having systemic instances of non-compliance with the 
security programs. Additionally, two SEis have been conducted as joint initiatives with other 
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federal agencies. As a result of the continued SEI initiatives, there has been an increase in the 
compliance rate for these specific, focused inspections. 

TSis-C also test cargo acceptance requirements under the Known Shipper Program throughout 
the year. The Known Shipper Program sets forth requirements that apply in the United States 
permitting only cargo transported on passenger aircraft that is accepted from persons who are 
identified as known shippers; this component is an integral aspect of TSA's layered approach to 
air cargo security. To achieve "known" status, the business legitimacy of a shipper must be 
vetted by TSA In F .................... ...-.... .................... -.....'-'l'nducted more than 7,000 small package tests with a 
national compliance ~1:_, 1:?::49 u.s.c. § TSis-C conduct investigations of all small package test 
failures to determine the cause of non-compliance, including referring potential criminal cases to 
TSA' s Office of Inspections. TSA will continue this small package testing in FY 2013. In 
addition, TSA will focus SEis on CCSF locations throughout the country to determine 
compliance with CCSP requirements for the handling, screening, and security of CCSF cargo. 

Cargo Screening Assessment Program (CSAP) 

CSAP is a combination of covert and overt testing of cargo screening procedures. CSAP tests 
are conducted on domestic and foreign air carriers, IACs, and CCSFs. CSAP has two primary 
goals: I) to measure screener performance through testing using realistic IED simulations and 
standardized testing protocols, and 2) to identify potential vulnerabilities in the current processes 
and procedures. As a result of the CSAP, TSA is better able to analyze test results at a national 
level to identify trends, vulnerabilities, and strengths across the system. 

Air Cargo Surge/Augmentation Activities 

Cargo Surges are compliance augmentation activities focused on IACs, air carriers, and CCSFs 
in a single metropolitan area. In FY 2013, TSA is using a risk-based approach for scheduling 
surges, such as in response to intelligence information and supporting national security events 
(for example, national political conventions), plus attention is given to top cargo volume airports. 
Recent enhancements to the Cargo Surge program include: 

• Routine TSA Office of Intelligence briefings related to cargo are provided to inspectors 
and government participants 

• Emphasis on direct observation of cargo screening 
• A mobile screening checkpoint for personnel in secure cargo areas 
• Security Identification Display Area badge audits 
• Addition of TSA Office of Inspections, TSA proprietary canine teams, and TSA 

Transportation Security Officers to cargo surge teams. Many teams also include federal, 
state, and local stakeholders, as well as law enforcement. 

• Introduction of Visible lntermodal Prevention and Response (VIPR) teams and related 
activity. VIPR teams work with local security and law enforcement officials, for 
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example, to supplement existing security resources, provide deterrent presence and 
detection capabilities, and introduce an element of unpredictability to disrupt potential 
terrorist planning activities. Although VIPR is primarily a Compliance Aviation and 
Surface mode activity directly funded through appropriations, TSis-C supplement VIPR 
activities and focus on the air cargo supply chain, which allows the overt, visible 
appearance of inspectors, along with other government agency enforcement and 
regulatory personnel, to prevent and deter. If illegal, terrorist, or regulatory concerns 
arise, the correct agency will lead the effort. 

In FY 2012, 2,415 Cargo Surges occurred at 22 airports. The following chart depicts a summary 
of all Cargo Surges that occurred in FY 2012. 

Summary of Cargo Surges, October-March 2012 

Enforcement Inspections Inspections 
In vestiga ti ve with without Compliance 

Type Inspections Findines Reports FindinJ;!s FindinJ;!s Rate 

IAC 1,711 
(b 1(31:49 U.S.C. § 114(r1 

Air 
369 

Carrier 

CCSF 335 
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During FY 2012, Cargo Surges occurred at the following locations: 

(b 1(31:49 U.S.C. § 114(r1 

Cargo Risk-Based Inspection Technique (CRBIT) 

CRBIT was developed to assist the domestic TSis-C with the identification of car o that may 
(b 1(31:49 U.S.C. § 114(r1 

:i: 1(31:49 u.s.c. § 114(r1 Indicators 

may be intelligence-driven, which is derived from local knowledge or other intelligence 
information provided by the TSis-C. The TSis-C may engage TSA's Cargo Targeting Unit 
jointly located at the NTC-C where information is shared from systems such as ACAS, which 
can support or refute inconsistencies with shipping information. Upon discovery of the 
indicators, the TSis-C must attempt to refute those indicators. In the event the TSI-C is unable to 
refute the indicators, the cargo will be subject to a higher level of security before being 

25 

TIVE SECURITY INFORMATION 
rc::conl may bt disdoscd to pc::rs.,n, witl1nul a ··nc::cd to !..no\\···. as dt LJ c '"'b I) allll I )20. except wi1h the \Hillc'll 

r~nui<aion of th~ Adlllinistralor oi' ilw Tran,pmlcilion S,xuri1y Adlllinistralion or th~ Sccrc. . ·1a1ion. Llnaulhorizcd rcka.sc 
m;iy n~su It in c i vi I rl~n:1 l1 y or o1 twr aL1 inn. Fnr U.S. gov,~rnmL~ll t agl~llL il~ . ..;. pt1hl ic disc ln"url~ i . ..; g:nn~rnl~d hy , t C FR 
p:trls I) :tnd I )211. Thi., ""''"r k11,,r i, no 1"11g-,r SSI wh~n it i, dc,l,Kh,,d frnm th" SSl 1h«1 i1 is lr,uismilling 



SENSITIVE SECURII t INFOR!vfATION 

transported on an aircraft. Currently CRBIT is a domestic effort. Once training is complete for 
all domestic TSis-C, which has been combined with a requirement to instruct cargo screening 
technologies, we will continue with our collaborative efforts offering the course to the TSA 
Office of Global Strategies' (OGS's) international TSis-C. 

The major benefit of CRBIT is that it enables TSA to prioritize inspection efforts on cargo that is 
more likely to present a threat to air commerce. CRBIT will affect inspectors by placing them in 
cargo facilities more often, develop more effective regulatory practices, allow for observation of 
cargo before transport, provide greater impact on ensuring the security of air cargo, and create a 
proactive regulatory environment. Compared to other inspection techniques such as reviewing 
documentation and interviewing persons after the cargo has already flown (which can be more 
forensic in nature), CRBIT is focused on the potential threat-the cargo with indications of risk, 
which requires mitigation before it is flown. CRBIT goes beyond looking at one regulated party 
and the party's compliance with TSA regulations, promoting detection, deterrence, and 
disruption of potential threats against the entire system of air cargo and our traveling public. 

TSI-C Training Initiatives 

In FY 2012, TSA enhanced its TSI-C training with the implementation of the Transportation 
Security Inspector Advanced Cargo Course. The course provides an in-depth review of how to 
inspect the cargo screening process. It gives TSis-C a more detailed exposure to cargo screening 
including both physical and technology-based screening methods, as well as artful concealment 
of IEDs in cargo. TSA also used this course to introduce an enhanced inspection methodology 
for identifying high-risk cargo shipments that would undergo additional scrutiny before being 
transported on an aircraft. 

TSis-C continue to receive training in the following courses: 

• Transportation SecuritJ' Inspector Basic Course - Cargo Week: TSA reworked all Cargo 
Week modules to reduce redundancies, allowing instructors to spend more time on each 
concept, which has resulted in a more advanced instruction. Additionally, TSA 
established a Cargo Lab, a mock IAC/CCSF facility equipped with screening 
technologies currently in use by regulated entities. The facility is used during the 
instruction for an actual demonstration of the equipment and inspection processes. 

• Transportation SecuritJ' Inspector Advanced Cargo Security Course: The course 
provides an in-depth review of how to inspect the cargo screening process. It gives TSis
C a more detailed exposure to cargo screening including both physical and technology
based screening methods, as well as artful concealment of IEDs in cargo. This course 
also provides instruction on the CRBIT, which helps identify cargo that may pose a 
higher risk to the air transportation industry. 
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• Cargo Workshop: TSA enhanced instructor skills for Cargo Inspectors for the 
Transportation Security Inspector Basic Course - Cargo Week. 

CBP NTC-C Liaison and ACAS Staffing 

Since FY 2010, TSA has maintained a liaison position with CBP at the NTC-C to increase 
information sharing between the two agencies. This liaison position is staffed with an expert 
TSI-C. The NTC-C is able to utilize known terrorist information received from National 
Targeting Center-Passenger (NTC-P) and conduct in-depth research in various systems to 
identify cargo shipments and businesses linked to these individuals. Additionally, in FY 2011, 
TSA staffed the NTC-C ACAS unit with 10 TSis-C, working side by side with CBP officers to 
target high-risk air cargo shipments as part of the ACAS pilot initiative. TSis-C staffed at the 
NTC-C also perform domestic security reviews of high-risk air cargo shipments referred from 
field inspectors, assist in cargo alarm resolution, and conduct in-depth research on new IAC 
applicants. In FY 2013, it is anticipated that this staffing will notably increase to support the 
ACAS pilot expansion to additional segments of the airline industry. 

International Cargo Inspections 

During FY 2012, passenger flights from 152 foreign airports in 87 countries transported cargo to 
the United States. More than 3.5 billion pounds of cargo arrived on these conveyances and 
another 4.9 billion pounds was transported by all-cargo aircraft departing from 99 foreign 
airports in 59 countries. A significant amount of these cargo loads did not originate at these 
departure airports but were initiated at locations sometimes two, three, or more airports before 
their final movement to the United States-necessitating a thorough understanding and 
verification of security measures of the cargo supply chain. 

TSA' s OGS is charged with verifying the security measures applied to international inbound air 
cargo and does so through deployment of its Transportation Security Specialists - Cargo 
(TSSs-C). The verification procedures include a series of on-site audits of foreign airports, air 
carrier cargo facilities, and off-airport cargo sites. Verification procedures are conducted at 
every foreign LPD airport at least annually, with interim activities scheduled for the higher
priority sites. These activities included reviews of each air carrier's quarterly self-audit, 
evaluation of all Regulated Agent or Authorized Representative Agreements, and participation in 
the NCSP recognition process. Until the passage of the FY 2012 appropriations, only 10 
international TSSs-C were assigned by TSA to fulfill the tasks. To compensate for the lack of 
available personnel and accomplish the needed vulnerability assessments, TSA conducted 
comprehensive cargo training for its remaining 57 international inspectors whose primary focus 
had been on the passenger aspect of foreign air transport operations. 

The FY 2012 appropriations enabled TSA to establish an additional 53 international inspector 
positions, significantly enhancing its cargo inspection regime. These field positions were 
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distributed among the five existing Regional Operations Centers (ROCs) and enabled TSA to 
create two new ROCs. These offices are located in Miami (covering Central/South America and 
the Caribbean), Dallas (covering Canada and Mexico), Los Angeles (covering Australia, 
New Zealand, and Japan), Singapore (covering Asia), Frankfurt (covering Sub-Saharan Africa 
and Europe), Honolulu (covering the Pacific Islands), and Northern Virginia (covering 
North Africa and Middle East). The TSS-C FTEs were distributed according to the prevalence 
of cargo flights from their respective areas of responsibility. 

Because of the function approach, which utilizes existing TSSs, and the increase in the TSS-C 
FTEs, TSA was able to accomplish the following in FY 2012: 

• 862 cargo inspections of U.S. passenger aircraft operators 
• 576 cargo inspections of foreign passenger air carriers 
• 256 cargo inspections of U.S. all-cargo aircraft operators 
• 13 7 cargo inspections of foreign all-cargo air carriers 

These additional positions also enabled TSA to accomplish the following in FY 2012: 

• NCSP recognition: An important facet of the approach to ensure 1 GO-percent screening 
of international inbound air cargo transported on passenger aircraft involves leveraging 
foreign countries' cargo supply chain security requirements that TSA determines 
provides a level of security that meets or exceeds current U.S. air cargo supply chain 
security requirements. Through policy and program reviews, on-site discussions with 
foreign government cargo security authorities, and observations of cargo screening 
activities across the supply chain, TSA is able to determine which NCSPs can be 
recognized. Of particular concern is the preponderance of countries that currently screen 
cargo, but do not use the type of equipment or the specific techniques required by TSA. 
The additional TSS-C cadre has enabled TSA to conduct on-site visits at each location to 
determine whether the interim measures put in place by the airport or government 
sufficiently mitigate the ongoing threat. As of December 3, 2012, 33 countries' NCSPs 
were formally recognized. Another six were in the process of being evaluated or were 
implementing the recommendations resulting from the on-site reviews. The priorities for 
NCSP outreach expanded to include those countries from which a high volume of air 
cargo originates, such as China. 

• ACAS pilot: This partnership with CBP involves obtaining manifest information on cargo 
destined for the United States well before being loaded on the inbound flight. TSA and 
CBP have developed response protocols that have been implemented when high-risk 
cargo is identified. Through this pilot and use of the risk identifiers developed within 
ATS, TSA is able to ascertain the countries that are the sources of the highest percentage 
and greatest number of potentially high-risk shipments. With the additional personnel, 
TSA has been able to more accurately calculate the level of risk associated with particular 
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airports and deploy to those sites to physically observe response protocols and verify 
necessary actions, as appropriate, when the pilot becomes fully operational. 

(b 1(31:49 U.S.C. § 114(r1 

• ALL-Cargo Airport Assessments: During FY 2011, TSA developed a methodology and 
scope/content of airport assessments for those locations from which all-cargo flights 
depart to the United States, or at which U.S. all-cargo carriers operate. This methodology 
was further refined in FY 2012, and these all-cargo airport assessments are now being 
performed at locations where TSA has not previously visited because of the lack of 
passenger service and resource constraints. During FY 2012, all-cargo airport 
assessments were conducted in Chile, Poland, Luxembourg, Malaysia, China, Brazil, 
Bulgaria, and Canada. 

During FY 2013, TSA intends to accomplish the following air cargo-related initiatives: 

• Data validation and verification: As of December 3, 2012, 100 percent of cargo 
transported on passenger aircraft from foreign LPDs to the United States is screened in 
accordance with air cargo screening requirements in the 9/ 11 Act. The international TSS 
cadre will perform the necessary observations to ensure full compliance with this 
requirement. In addition to on-site observations to ensure the appropriate equipment is 
being employed to screen each commodity, TSA international TSSs will verify the 
accuracy of the self-reported data submitted each month by the passenger air carriers and 
highlight for further resolution any instances where an air carrier's data are not supported 
by onsite observations. 

• Expand NCSP recognition outreach and engagement: Priorities have been placed on 
analyzing NCSPs for those countries from which cargo is shipped directly to the 
United States. During FY 2013, a more thorough understanding of the entire air cargo 
supply chain will be developed; this knowledge will enable TSA to focus attention on 
those countries from which U.S.-destined cargo originates, not just those through which 
the cargo moves. 

• Explosive Canine Detection Program recognition: The effectiveness of canines in 
detecting certain explosives is widely recognized, and numerous countries and 
organizations have initiated programs to capitalize on this screening method. However, 
the capabilities of the various canine programs vary widely around the world. For 
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example, not all programs are designed to detect the same types of explosives. During 
FY 2013, TSA will develop a process for analyzing and potentially recognizing the 
capabilities of the existing EDC programs globally. 

• Strengthening international air cargo securitJ' requirements: TSA will expand its 
outreach and engagement with the International Civil Aviation Organization, the World 
Customs Organization, the Universal Postal Union, and influential Member States 
involved in each entity to strengthen supply chain security. Through the implementation 
of more robust international standards, TSA will ensure progress toward a more secure 
environment that does not slow or stall the movement of legitimate commerce. 

Allocation of FY 2013 Appropriations and FY 2012 Carryover Funds 

FY2012 
FY 2013 Carryover 

Detailed breakdown of allocation against initiatives ($ millions) ($ millions) 
Payroll, compensation, and benefits to hire, train, and 

$22.1 $3.0 
support 500 TSis-C + 19 Headquarters staff and analysts 
Personnel cost for 61 international inspectors and staff 1 $2.8 $1.2 
Travel, training and field inspection equipment, and 

$2.0 $1.7 
vehicle maintenance 

Subtotal $26.9 $5.9 
Total $32.8 million 

j . . .. 
An add1t1onal $3.5 1mlhon 1s also funded under the Aviation Regulat10n appropnat1on. 

E. Air Cargo and Mail Screening Technologies 

The TSA Air Cargo Screening Technology Program supports the qualification and evaluation of 
existing and emerging air cargo screening technologies and procedures to determine the 
suitability, effectiveness, and feasibility for use in the air cargo screening environment. Cargo 
screening offers unique challenges because of a wide variance in commodities shipped, volume, 
throughput, and facility characteristics for each screening entity. No single technology is 
appropriate for every screening scenario. Consequently, TSA has authorized a suite of 
technologies and associated screening protocols from which screening entities may choose on the 
basis of their unique requirements and commodities. 

TSA publishes authorized screening equipment on the TSA Air Cargo Screening Technology 
List (ACSTL) on a secure Web site accessible by regulated parties, which industry can reference 
when making their procurement decisions. TSA does not procure or deploy equipment for the 
air cargo industry. Instead, industry is required to purchase, use, and maintain systems 
authorized by TSA and listed on the ACSTL The current TSA ACSTL includes 111 pieces of 
cargo screening equipment. TSA has qualified 22 large aperture X-ray technologies for 
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screening skid-level configurations. TSA continues to evaluate the operational efficacy of these 
technologies to accommodate the cargo screening volumes currently required to support the 
100-percent screening mandate. TSA is also evaluating other technologies for air cargo 
screening, including vapor detection systems, acoustic-based technologies, mass spectroscopy, 
and supply chain integrity technologies. Outcomes of DHS/TSA Transportation Security 
Laboratory testing and TSA Office of Security Capabilities Operational Utility Evaluation field 
testing and evaluation may result in modifications or additions to this list. TSA has issued 
screening protocols that detail screening methodologies for each technology type and provide 
guidance on which technologies can be used for specific commodity classes. 

TSA is collaborating with the United States Postal Inspection Service to assess effective and 
suitable technologies for use in screening mail and courier bags transported on commercial 
aviation. Significant live explosives testing is scheduled throughout FY 2013, with the goal of 
providing assessment reports by the end of the fiscal year. 

TSA has authorized the use of the following technologies to screen air cargo. These 
technologies are currently being used by industry and TSA to screen air cargo on passenger 
aircraft unless otherwise noted: 

• ETD: These devices are able to detect explosive particles on items intended to be 
transported as air cargo. The process detects trace amounts of explosives transferred to 
an object or package when a terrorist packs explosives. The system is composed of a 
sampling medium (swab), an optional sampling wand to hold the medium during the 
screening process, and an ETD unit to analyze the sample medium for explosive 
particles. 

• X-Ray and AT X-Ray: Both types of systems penetrate cargo with X-rays to produce 
and display images of the cargo contents. X-ray screening technology includes systems 
that allow a qualified operator to ascertain the presence or absence of a threat without 
automated or assisted functionality. AT X-Ray systems incorporate at least two distinct 
primary views-not in the same plane-and offer material discrimination functionality, 
such as the ability to distinguish between organic, inorganic, and metallic materials. 
These systems typically include a variety of manual functions to assist in interpretation, 
such as color options, image enhancements, and zoom capabilities. 

• EDS: EDS is an automated device or combination of devices qualified by TSA as having 
the ability to detect amounts, types, and configurations of explosive materials. These 
devices use rotating X-ray tubes and detectors to create cross-sectional images (or slices) 
of an object. Software assembles images of the individual slices to build a three
dimensional image of the object. An EDS is able to calculate mass and density of any 
individual object and will automatically produce an alarm if the object's mass or density 
falls into the range typical for explosive threats. 
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• EMD: EMD is a non-intrusive inspection system, designed to screen non-metallic cargo 
for metallic components. 

Cargo screening presents unique challenges because of a wide variance in commodities, volume, 
throughput, and facility characteristics of each screening entity. No single technology is 
appropriate for every screening scenario. TSA has approved a suite of technologies and 
associated screening protocols from which screening entities may choose on the basis of their 
unique requirements and commodities. 

Allocation of FY 2013 Continuing Resolution and FY 2012 Carryover Funds 

FY 2012 
FY2013 Carryover 

Detailed breakdown of allocation ($ million) ($ million) 
Testing, evaluation, and qualification of existing and 
new technologies for use in air cargo and mail with $4.6 $0.1 
new cargo screening requirements 

Subtotal $4.6 $0.1 
Total $4. 7 million 
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IV. OHS Action Plan for International Inbound Air 
Cargo 

TSA made significant progress toward successful implementation of its air cargo security 
initiatives to satisfy the 100-percent screening mandate for international inbound air cargo on 
passenger flights. In FY 2013, TSA will continue to focus air cargo resources on ensuring 
domestic compliance with the 100-percent screening requirement and the 100-percent screening 
requirement for international inbound air cargo transported on passenger aircraft by: 

• Continuing to require 100-percent screening of international inbound air cargo 
transported on passenger aircraft; 

• Continuing to require the screening of 100 percent of high-risk international inbound air 
cargo transported on all-cargo aircraft; 

• Implementing all phases of ACAS for pre-departure risk assessment of international 
inbound air cargo; 

• Testing, evaluating, and qualifying new and existing technologies capable of and 
appropriate for screening specific commodities; 

• Expanding NCSP outreach and engagement to foreign countries to evaluate air cargo and 
mail security protocols to determine if such programs provide a level of security 
commensurate with current U.S. air cargo supply chain security requirements, and thus 
whether they may be recognized by TSA for implementation by affected air carriers; and 

• Continuing outreach to stakeholders to better align global air cargo security standards and 
advance the "supply chain screening" approach toward 100-percent screening of 
international inbound air cargo on passenger aircraft. 

33 

ECURITY INFORMATION 
W,tRNl,VG: This rn"rd c·onlain, Sl'llsitivc:: Sc-curily Inforrnalion l la L. • · ,arts 15 aml 1520. No part ol" this 
rc::conl may bt disdoscd to pc::rs.,n, willlnul a ··nc::cd to !..no\\· ... as ddinnl ill 4\/ CFR pan, 15 allll I ).c . ex,~ 
r~nui<aion of th~ Adrninistralor oi' llw Tran,pmlcilion S,xuri1y Adrninistralion or th~ Sc:crdary oi' Tran,pmlalion. Llnaulhorizcd rc:kacsc: 

m;iy n~sult in dvil rl~n:ll1y or oHwr aL1inn. Fnr U.S. gov,~rnmL~llt agl~lldl~ . ..;. pt1hlic discln~url~ i . ..; g:nn~rnl~d hy 5 U.S.C. ~52 :rnd c+t) CFR 
p:trls 15 :tnd 15211. Thi., cm-"c,r kn,,r i, no 1"11g-,r SSI wh~n il i, dc,l,Kh,,d frnm 1.lw SSl 1h«1 i1 is lr,uismilling 



• 
SENSITIVE SJ!CHRITY INFORMATION 

• 

V. Appendices 

Appendix A. Airport Codes - Canine Team Locations 

Airport Code Airport Name Airport Code Airport Name 
ABQ Albuquerque International Sunport LIT Little Rock National 

ACY Atlantic City MCI Kansas City International 

ANC Ted Stevens Anchorage International MCO Orlando International 
Hartsfield-Jackson Atlanta 

ATL International MDW Chicago Midway 

AUS Austin-B crgstrom International MEM Memphis International 

BDL Bradley International MHT Manchester-Boston Regional 

BGR Bangor International MIA Miami International 
Birmingham-Shuttlesworth 

BHM International MKE General Mitchell International 

BNA Nashville International MSP Minneapolis-St. Paul International 
Louis Armstrong New Orleans 

BOI Boise Air Terminal/Gowen Field MSY International 
MWAA (for Metropolitan Washington Airport 

BOS Boston Logan International DCA and IAD) Authority 

BUF Buffalo Niagara International OAK Oakland International 
B altimorc-W ashington International 

BWI Thurgood Marshall OMA Omaha Eppley Airfield 

CLE Cleveland Hopkins International ONT LA/Ontario International 

CLT Charlotte/Dou)! las International ORD Chicaj!o-O'Hare International 

CMH Port Columbus International ORF Norfolk International 

cos Colorado Springs Municipal PAPD Port Authority Police Department 

CPD Chicago Police Department PBI West Palm Beach International 
Cincinnati/Northern Kentucky 

CVG International POX Portland International 

DAL Dallas Love Field PHL Philadelphia International 

DAY James M. Cox Dayton International PHX Phoenix Sky Harbor International 

DEN Denver International PIT Pittsburgh International 

DFW Dallas/Fort Worth International PVD T F Green 

DTW Detroit Metropolitan Wayne County RNO Reno-Tahoe International 

ELP El Paso International RSW Southwest Florida International 

EWR Newark Liberty International SAN San Die,e:o International 
Ft Lauderdale-Hollywood 

FLL International SAT San Antonio International 

GSN Saipan International SDF Louisville Regional 
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Airport Code Airport Name Airport Code Airport Name 
GSO Piedmont Triad International SEA Seattle-Tacoma International 

GUM Antonio B. Won Pat International SFO San Francisco International 
Norman Y. Mineta San Jose 

HNL Honolulu International SJC International 

HOU Houston Hobby SJU Luis Munoz Marin International 

IAH Houston Intercontinental SLC Salt Lake City International 

IND Indianapolis International SMF Sacramento International 

ITO Hilo International Airport SNA John Wayne 

JAX Jackson ville International STL Lambert-St. Louis International 

JFK John F. Kennedy International STT Cyril E. King 

LAS McCarran International TPA Tampa International 

LAX Los Angeles International TUL Tulsa International 

TUS Tucson International 
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Appendix B: Abbreviations/ Acronyms 

ACAS 

ACSTL 

AT 

ATS 

CBP 

CBRIT 

CCSF 

CCSP 

CR 

CRT 

CSAP 

DHS 

EA 

EC 

ETD 

EDC 

EDS 

EMD 

EU 

FTE 

FY 

IAC 

IACMS 

ICSF 

IED 

IFR 

IT 

KSMS 

Air Cargo Advance Screening 

Air Cargo Screening Technology List 

Advanced Technology 

Automated Targeting System 

U.S. Customs and Border Protection 

Cargo Risk-Based Inspection Technique 

Certified Cargo Screening Facility 

Certified Cargo Screening Program 

Continuing Resolution 

Cargo Reporting Tool 

Cargo Screening Assessment Program 

Department of Homeland Security 

Emergency Amendment 

European Commission 

Explosives Trace Detection 

Explosives Detection Canine 

Explosives Detection System 

Electronic Metal Detection 

European Union 

Full-Time Equivalent 

Fiscal Year 

Indirect Air Carrier 

Indirect Air Carrier Management System 

Independent Cargo Screening Facility 

Improvised Explosives Device 

Interim Final Rule 

Information Technology 

Known Shipper Management System 
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LEO 

LPD 

NCSP 

NTC-C 

NTC-P 

OGS 

ROC 

SD 

SEI 

SIS 

SSP 

STA 

TSA 

TSI-C 

TSS-C 

VIPR 

E,E,iiE,l'fIYE SE CURl'f'l INFOR1'tlATION 

Law Enforcement Officer 

Last Point of Departure 

National Cargo Security Program 

National Targeting Center-Cargo 

National Targeting Center-Passenger 

Office of Global Strategies 

Regional Operations Center 

Security Directive 

Special Emphasis Inspection 

Security Index Score 

Standard Security Program 

Security Threat Assessment 

Transportation Security Administration 

Transportation Security Inspector - Cargo 

Transportation Security Specialist - Cargo 

Visible Intermodal Prevention and Response 
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Message from the Administrator 

December 3, 2012 

I am pleased to present the following "Visible lntermodal 
Prevention and Response Program Expenditure Plan" for Fiscal 
Year (FY) 2013, which has been prepared by the Transportation 
Security Administration (TSA). The plan was compiled pursuant 
to language set forth in the FY 2013 Continuing Appropriations 
Resolution (P.L. 112-175). 

The expenditure plan identifies the purposes for which the funding 
will be used and includes details about how and where the 37 
Visible Intermodal Prevention and Response (VIPR) teams have 
been deployed. 

Pursuant to congressional language, this report is being provided 
to the following Members of Congress: 

The Honorable Robert B. Aderholt 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable David E. Price 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Mary L. Landrieu 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable Daniel Coats 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

Inquiries relating to this report may be directed to me at (571) 227-j(b)(6)Ior to the Department's 
Chief Financial Officer, Peggy Shen-y, at l(b)(5) I 

Sincerely yours, 

(f-t P~ 
John S. Pistole 
Administrator 
Transportation Security Administration 
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Executive Summary 

TSA formed VIPR teams in FY 2008, as requested in the President's FY 2008 Budget 
Amendment, and located 10 VIPR teams as determined by the presence of high-risk 
transportation systems within existing TSA Office of Law Enforcement (OLE)/Federal Air 
Marshal Service (FAMS) field offices and TSA Office of Security Operations (OSO) Federal 
Security Director (FSD) field locations. In FY 2010, TSA expanded this initiative by adding 
additional surface VIPR teams in or near 15 additional TSA OLE/FAMS field offices, Resident 
Air Marshal in Charge (RAC) offices, and at FSD field locations throughout the Nation, 
enhancing TSA's capability to be responsive and providing a nationwide footprint. 

TSA received additional funding to deploy 12 multi-modal VIPR teams in FY 2012, bringing the 
total number of TSA VIPR teams to 37. Staffing for these teams was initiated during the fourth 
quarter of FY 2012, with full benefits anticipated by the end of FY 2013. The teams are located 
at or near areas that have been identified by TSA as having concentrations of high-risk 
transportation systems. 

As a result of the continuing maturity of the VIPR program, especially in the development of 
transportation security stakeholder and partner relationships, TSA has been able to significantly 
increase VIPR deployment levels across the Nation. TSA anticipates being able to maintain its 
current deployment level while increasing its reliance on risk-based planning to target 
deployments more effectively. 
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I. Legislative Language 

This document has been prepared pursuant to the FY 2013 Continuing Appropriations Resolution 
(P.L 112-175; "CR"). Section 1 l 6(a)(2) of the CR states: 

Sec. 116. (a) Not later than 30 days after the date of the enactment of this joint 
resolution, each department and agency in subsection (c) shall submit to the 
Committees on Appropriations of the House of Representatives and the Senate, 
for the period through the date specified in section 106(3) of this joint resolution, 
a spending, expenditure, or operating plan ... 

(2) as applicable, at any greater level of detail required for funds covered 
by such a plan in an appropriations Act referred to in section 101, in the 
joint explanatory statement accompanying such Act, or in committee 
report language incorporated by reference in such joint explanatory 
statement. 

1 

E SECURITY INFORMATION 

rnay b~ disclm~d lo ]1<:r.<om wilhoul a ··rn:~d lo know.""'"' ,kh1H.·d in,]<) CF a -~ nc~pl wilh lht: wrillcn p~nni.ssio11 oi" lh~ 

Adm in isl r;i1 or of t hL~ Tr1111spnr1 al i 011 Sec t1ri 1 y Ad 111 in istr111 inn nr I lw Sl~CH~tary n f · fran . ..;pnr1111 inn. L n:LL •· ...:. , m11 • r,~i..;ul1 in civil 
p~n,dly m "1h~r :i,1io11, Fm L:.S. g:nvc,rnnwnl -ig:~•Ki~,. public di.,closur~ i, gov-,rn~d hy 5 C.S.C. 55~ :tnd 4'J CFR Pan, 



SENSTJJYF SFCUHITY INPORlviAtioN 

II. Background 

Under Section 1303 of Implementing Recommendations of the 9/11 Commission Act of2007 
(P.L 110-53; 9/11 Act), the Secretary, acting through the TSA Administrator, developed VIPR 
teams to augment the security of any mode of transportation at any location within the United 
States. The mission of the VIPR program is to promote public confidence in, and protect, our 
Nation's transportation systems through risk-based targeted deployment of integrated TSA assets 
in coordinated activities to augment the security of any mode of transportation. 

The VIPR program was developed and implemented as part of TSA's flexible, layered, and 
unpredictable security program. VIPR also provides TSA the ability to respond quickly to 
unplanned or incident-driven events and execute response and recovery capabilities. 

TSA's first VIPR exercise was in mid-December 2005, approximately 2 years before the VIPR 
program was formally established in 2007 in accordance with the 9/11 Act. In FY 2008, 
Congress institutionalized the VIPR program by providing TSA $20 million (annualized to 
$30 million) to establish 10 multi-modal VIPR teams consisting of Federal Air Marshals 
(FAMs), Transportation Security Inspectors-Aviation (TSis-A), and Transportation Security 
Inspectors-Surface (TSis-S). These 10 teams are co-located within OLE/FAMS field offices and 
at FSD field locations. In FY 2010, the VIPR program received an enhancement of $25 million 
to establish 15 surface VIPR teams. This enhancement was annualized to $50 million in 
FY 2012. The teams funded by this appropriation included FAMs, TSis-S, Behavior Detection 
Officers (BDOs), and Transportation Security Specialists-Explosives (TSSs-E). The FY 2012 
enacted appropriation provided the VIPR program with an additional enhancement of 
$11.8 million for 12 multi-modal VIPR teams that were established at the end of FY 2012. 
These teams focused on FAMs and Transportation Security Officers (TSOs). 

[SST] TSA maintains a partnership with the Department of Homeland Security (DHS) Domestic 
Nuclear Detection Office (DNDO) to train and equip its OLE/FAMS VIPR teams with 
Preventative Nuclear Radiological Detection (PRND) devices that are being deployed primarily 
in surface modes of transportation. Funds for PRND training and equipment are being provided 
by DNDO, to include out-year expenses and equipment life-cycle considerations. TSA is 
res onsible for routine maintenance of the PRND equipment. During FY 2012, approximately 
l]ff4~ of VIPR operations included PRND capabilities. 
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III. VIPR Operational Deployment Methodology 

Since the program's establishment in 2007, VIPR deployments have been conducted in both the 
aviation and surface transportation modes. These deployments are planned and implemented 
using a risk-based approach. This approach utilizes threat, vulnerability, and consequence 
assessments, along with existing intelligence and empirical data, to identify and prioritize 
deployment locations. In addition, VIPR operations incorporate elements of randomness and are 
unpredictable in frequency, location, and duration. Operational deployments based on credible 
threats identified by the intelligence community take priority over deployments based on the 
planning process. TSA senior leadership can also direct a VIPR deployment to meet the agency 
mission, such as countering an immediate threat. 

VIPR teams are deployed through deliberate planning with federal, state, and local transportation 
security and law enforcement officials to augment existing resources in response to an 
intelligence-driven threat and to provide a deterrent presence through risk-based deployments. 
By doing this repeatedly, in coordination with its transportation security and law enforcement 
stakeholders/partners, TSA is better prepared to respond to incidents through the development of 
strong working relationships in local communities. These enhanced working relationships foster 
improved integration and information sharing with other responding entities as the need arises. 

The TSA Joint Coordination Center (JCC) is the national coordination center for all TSA VIPR 
operations and is responsible for oversight of the planning, deployment, and analytical processes 
for VIPR operations throughout the Nation. It is the centralized source of information for the 
TSA Administrator and TSA senior leadership regarding the deployment of TSA assets for VIPR 
operations. The JCC is composed of OLE/FAMS and OSO personnel. 
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IV. VIPR Expenditure Plan 

In FY 2012, TSA's VIPR program received an appropriation of $90 million to maintain 25 
existing teams and establish 12 new multi-modal teams. For the period of the current continuing 
resolution for FY 2013, through March 27, 2013, the funding level of the VIPR program is 
$47.878 million. In addition, carryover funding of $8 million will be available to fund VIPR 
payroll, specific training, and equipment, and to enhance information systems. 

The VIPR teams have been an important step toward building a nationwide footprint for this 
transportation security and law enforcement program. These teams are positioned to work 
closely with other federal, state, and local law enforcement and transportation stakeholders to 
reduce the terrorism risk to the Nation's transportation systems, especially those focused on the 
traveling public. 

The VIPR teams are co-located within or adjacent to OLE/FAMS and OSO FSD offices. The 
latest 12 teams were positioned on the basis of assessment of the risk associated with the 
transportation infrastructure in each area of responsibility (AOR). The 37 VIPR teams are 
deployed in the following AORs to support a full range of deployments at the local, regional, and 
national level. The columns indicate the fiscal year in which the teams were initially funded. 

Area of Responsibility FY 2008 FY 2010 FY 2012 Total 
Atlanta I I 
Baltimore 1 I 
Boston 1 1 2 

Charlotte I 1 
Chicago 1 1 2 

Cincinnati I I 
Cleveland I 1 
Dallas I I 
Denver 1 I 
Detroit 1 1 

Houston 1 1 2 

Las Vegas 1 1 

Los Angeles 1 1 2 

Miami 1 1 

Minneapolis 1 1 

Newark 1 I 2 

New York 1 2 3 
Orlando 1 1 

Phi lade! ph ia 1 1 
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Area of Responsibility FY 2008 FY 2010 FY 2012 Total 
Phoenix 1 
Pittsburgh 1 
San Diego 1 
San Francisco 1 1 
Seattle 1 1 
Tampa 1 
Washington 1 2 

Totals 10 15 12 

Visible lntermodal Prevention and Response {VIPR) 

• Multi-modal VIPR Teams {FY2008} 

• Surface VIPR Teams {FY2010} 
• Multi-modal VIPR Teams {FY2012} 

Team Locations 

• Dallas 

1 

1 

1 

2 

2 

1 

3 

37 

Co-locating the VIPR teams within established OLE/FAMS and OSO FSD offices provides the 
necessary infrastructure to suppmt VIPR operations based on a geographic region approach. The 
locations ensure that TSA can effectively and efficiently deploy VIPR assets to transportation 
venues that can·y the greatest lisk. This widespread asset configuration allows VIPR resources 
to respond quickly to unplanned or incident/intelligence-driven events. In addition, TSA has 
seen an increase in the collaboration and coordination with its transportation and law 
enforcement stakeholders/partners, and, as such, the number of VIPR operations has also 
significantly increased (see chart on following page). 
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Each VIPR team supports a distinct AOR, which includes aviation and surface transportation 
venues. This focus on a specific AOR allows the teams to be highly cognizant of their regional 
needs for VIPR operations, while allowing the deployment of TSA VIPR assets to remain 
scalable and flexible to respond to ongoing threat streams, as appropriate. 

VIPR deployment teams consist of a combination of any of the following: FAMs, TS Is, BDOs, 
TSSs-E, TSOs, explosives detection canine teams, and other local, state, and federal 
transportation security and law enforcement stakeholders/partners. The VIPR mission of 
enhancing existing transportation security and law enforcement assets within a mode of 
transportation guides each VIPR deployment team's actual composition. Operational teams are 
tailored to each transportation venue and the specific needs of each transportation partner, as 
determined by the threats, vulnerabilities, and consequences of specific locations and the 
capabilities of VIPR resources to mitigate the potential effects of those vulnerabilities. 

The TSA VIPR program conducts operations in all modes of transportation. At the inception of 
the program, TSA focused on conducting VIPR operations in aviation modes. In response to 
increasing risk in the surface modes, especially in mass transit, TSA has increased its focus on 
surface modes of transportation and will continue this effort. Responding to current risks, 
approximately 69 percent of all VIPR operations were conducted in surface modes, primarily in 
mass transit, during FY 2012. 

As a result of the increasing maturity of relationships between the VIPR teams and their 
transportations system stakeholders and the increasing number of VIPR teams, the number of 
VIPR operations has grown from 148 deployments per week in FY 2010 to 240 deployments per 
week during FY 2012, resulting in 12,845 operations for FY 2012. The following chart provides 
operational data by mode for TSA's VIPR Operations. For FY 2010---FY 2012, the data 
summarize actual performance, while the data for FY 2013 reflect current program targets. 

[SSI] VIPR Program Summary Data 

Surface 
Multi-Modal Appropriation Aviation Surface Total 

Teams Teams Operations Operations Operations 
FY 2010 10 15 3,789 3,900 7,689 
FY 2011 10 15 2,876 6,500 9,376 
FY 2012 22 15 3,977 8,868 12,845 
FY 2013 22 15 3,800 8,800 12,600* 

• Denotes projected metric for FY2013. 

The FY 2013 CR funding level of $55.878 million inclusive of 2012 carryover will be expended 
as follows: 
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Category Description Amount 
Payroll Field Assets (37 teams to include $49,225,778 

FAMs, Supervisory FAMs, TSis-A, 
TSis-S, BDOs, TSSs-E, and TSOs) 
VIPR Program Support 

General Expenses VIPR Travel, Equipment, Vehicles and $6,652,222 
Vehicle Maintenance, Clothing, 
Training and Information Technology 
contracts 
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V. VIPR Metrics 

TSA has refined its VIPR performance measures plan by developing the following metrics. 
These metrics are assessed as a package that considers the deployment frequency, the risk focus, 
and stakeholder relationships. 

• Number of VIPR team operations: This metric reports the number of VIPR team 
operations conducted within the United States and its territories in all transportation 
modes. This metric is also measured at the aviation and surface mode levels. 

• Percentage of National Special Security Events (NSSEs) and Special Event 
Assessment Rating (SEAR) Events at which VIPR teams are deployed: This 
performance metric reports the percent of NSSE and SEAR events at which VIPR teams 
are deployed. NSSEs and SEARs are determined by DHS. Current VIPR protocol calls 
for VIPR deployments to transportation venues associated with all NSSEs and SEARs 
with a rating of 1 or 2. 

• Percentage of high-risk locations and stakeholders involved with VIPR operations: 
This performance metric reports the percentage of anticipated high-risk locations and 
stakeholders that participate in VIPR operations. The VIPR program works with TSA' s 
Office of Security Policy and Industry Engagement to identify the high-risk locations and 
stakeholders in each mode of transportation. 

• Percentage of repeat VIPR deployments with primary stakeholders: This 
performance metric reports the completion rate of repeat VIPR deployments with primary 
stakeholders. A repeat VIPR deployment is defined as a VIPR operation that continues 
the working relationship, through additional operations, with the same primary 
transportation stakeholder/partner during a quarter. A primary transportation 
stakeholder/partner is defined as a federal, state, or local security or law enforcement 
authority or entity with which TSA conducts a VIPR operation, and is the lead authority 
for providing transportation security activities in the locality where a VIPR operation is 
being conducted. 

The FY 2012 results for these metrics indicate that the program achieved its target levels. For 
FY 2013, the program anticipates achieving its target levels. 

FY 2012 FY 2013 
Metric Target Result Target Projection 

Number of VIPR team operations 9,200 12,845 12,600 12,600 
Percent of NSSE and SEAR events at which 

100% 100% 100% 100% 
VIPR teams are deployed 
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-
Metric 

Percentage of high-risk locations and 
stakeholders involved with VIPR o erations 
Percent of repeat VIPR deployments with 

rimary stakeholders 

(b 1(31:49 U.S.C. § 114(r1 
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VI. Conclusion 

Funding of the 37 VIPR teams enables TSA to continue to address vulnerabilities in the Nation's 
transportation system by augmenting federal, state, local, and tribal transportation security and 
law enforcement resources with a federal transportation security and law enforcement presence. 
The VIPR program also allows for more effective collaboration and coordination with TSA' s 
transportation security and law enforcement stakeholders/partners through dedicated assets that 
can work together to mitigate the terrorism risk to the Nation's transportation infrastructure. 
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Appendix - Abbreviations/ Acronyms 

AOR Area of Responsibility 
BDO Behavior Detection Officer 
DHS Department of Homeland Security 
DNDO Domestic Nuclear Detection Office 
FAM Federal Air Marshal 
FAMS Federal Air Marshal Service 
FSD Federal Security Director 
FY Fiscal Year 
JCC Joint Coordination Center 
NSSE National Special Security Event 
OLE Office of Law Enforcement 
oso Office of Security Operations 
PRND Preventative Nuclear Radiological Detection 
RAC Resident Air Marshal in Charge 
SEAR Special Event Assessment Rating 
TSA Transportation Security Administration 
TSI-A Transportation Security Inspector-Aviation 
TSI-S Transportation Security Inspector-Surface 
TSS-E Transportation Security Specialist-Ex pl osi ves 
TSO Transportation Security Officer 
VIPR Visible Intermodal Prevention and Response 
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Message from the Administrator 

April 28, 2014 

I am pleased to submit the following "Air Cargo Fiscal Year 2014 
Expenditure Plan," prepared by the Transportation Security 
Administration (TSA). 

This report was compiled pursuant to language set forth in the 
Fiscal Year (FY) 2014 Department of Homeland Security (DHS) 
Appropriations Act (P.L. 113-76) and accompanying Joint 
Explanatory Statement, House Report 113-91, and Senate 
Report 113-77. This expenditure plan identifies the purposes for 
which the funds appropriated under P .L. 113-76 will be used, and 
specifies the initiatives that fulfill the air cargo requirements of the 
Implementing Recommendations of the 9/11 Commission Act of 
2007 (P.L. 110-53; 9/11 Act). 

Pursuant to congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable John R. Carter 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable David E. P1ice 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Mary L. Landrieu 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable Daniel Coats 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

Inquiries relating to this report may be directed to me at 571 227-fb)(Sll, or to the Department's 
Acting Chief Financial Officer, Chip Fulghum, at b)(

5
) ~----~ 

Sincerely yours, 

John S. Pistole 
Administrator 
Transportation Security Administration 
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Executive Summary 

The Aviation and Transportation Security Act (P.L. 107-71) established TSA and, among other 
things, designated the TSA Administrator as being responsible for security in all modes of 
transportation, including civil aviation security. 

Section 1602 of the 9/11 Act requires "the Secretary [of Homeland Security] to establish a 
system to screen 100-percent of cargo transported on passenger aircraft operated by an air carrier 
or foreign air carrier in air transportation or intrastate air transportation to ensure the security of 
all such passenger aircraft carrying cargo." 1 This mandate includes air cargo trans ported on 
passenger aircraft departing U.S. airports (domestic air cargo) and air cargo transported on 
passenger aircraft destined for U.S. airports operating from foreign last point of departure (LPD) 
airports (international inbound air cargo). The 9/11 Act further requires that the system provide 
a level of security commensurate with the level of security provided by the screening of 
passenger-checked baggage by August 2010. 

TSA's approaches for securing domestic and international inbound air cargo work in tandem to 
create a system in which 100-percent of cargo is screened before loading on passenger aircraft 
originating at airports in the United States and bound for the United States from international 
LPD airports. TSA and the air cargo industry met the 100-percent mandate for domestic uplift 
on August 3, 2010, and met the 100-percent mandate for international inbound air cargo on 
December 3, 2012. Beyond the 9/11 Act mandate, TSA continues to collaborate with 
U.S. Customs and Border Protection (CBP) and other relevant entities to enhance capabilities to 
identify and target high-risk or "non-trusted" shipments for enhanced screening. 

Domestic 

On August 3, 2010, DHS and the air cargo industry successfully met the 100-percent screening 
deadline for domestic uplift of air cargo through the implementation of the Certified Cargo 
Screening Program (CCSP) and other supporting security measures: 

• CCSP: Under the CCSP, TSA-certified entities conduct cargo screening throughout the 
air cargo supply chain. The distribution of screening to a variety of off-airport locations 
allows industry to screen air cargo at earlier stages in the supply chain, mitigating 
potential bottlenecks at airports that could impede the flow of commerce. 

• Other Security Measures: TSA continues to secure the domestic supply chain through 
the issuance of security programs; the use of TS A-certified, explosives detection canine 
(EDC) teams; the enforcement of compliance requirements; and the increase in approved 
air cargo screening technologies. 

1 49 U .s.c. § 44901 (g)( I). 
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International Inbound 

As of December 3, 2012, TS A reg uires I 00-percen t screening of international inbound air cargo 
on passenger aircraft. Achieving I 00-percent screening of all inbound air cargo carried on 
passenger aircraft fulfills a requirement of the 9/ 11 Act and further strengthens global supply 
chain security. In addition, TSA has implemented the automated, data-driven international 
bound "Trusted Shipper" concept for all-cargo air carriers, and requires them to screen 
100-percent of all high-risk cargo to the same standards as those required for passenger air 
carriers. Key components of TS A's risk-based approach include: 

• Risk-Based Screening Processes: Changes to the air carriers' security programs 
incorporated risk-based, tiered screening protocols for "trusted" and "non-trusted" 
shippers on the basis of established criteria related to the shipper's business relationships 
with air carriers and international freight forwarders, as well as shipper history, including 
volume and frequency of shipments. Shipments from shippers that are determined to 
meet the "Trusted Shipper" criteria are permitted to be screened in a variety of cargo 
configurations, including skid-level cargo when the cargo is homogenous, using all 
approved screening methods, whereas shipments from a "non-trusted" shipper must be 
screened at the piece-level using enhanced screening protocols. 

• Air Cargo Advance Screening (ACAS) Pilot: Looking forward, TSA seeks to enhance 
the identification of high-risk shipments on the basis of an analysis of pre-departure data 
on air cargo shipments. Under the ACAS pilot, a joint TSA-CBP initiative, CBP's 
Automated Targeting System (ATS) assesses advanced security filing cargo data on the 
shipper and the shipment for risk before the cargo is transported on the aircraft, enabling 
TSA-CBP to identify non-trusted or high-risk shipments that require enhanced screening. 

• National Cargo Security Program (NCSP): NCSP recognition leverages foreign 
government security programs whose security measures TSA has determined meet or 
exceed current U.S. air cargo supply chain security standards, including the type of 
technology used to conduct the screening, the amount of cargo screened, and the 
processes used to resolve issues identified. These efforts will reduce any unnecessarily 
redundant security measures while ensuring screening and a high level of security for 
cargo shipments inbound to the United States. 

TSA plans to use funding available under P.L 113-76 to finance the following program 
initiatives: 

• Air Cargo Screening Program; 
• EDC teams at high-volume cargo airports and throughout the supply chain; 
• U.S. and international transportation security inspectors to assess and verify industry 

compliance with TSA requirements at all applicable airports; 
• Air cargo and mail-screening technology testing; 
• ACAS pilot; 
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• NCSP recognition; and, 
• National EDC Security Program (K9SP) recognition. 
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I. Legislative Language 

This document was compiled pursuant to language set forth in the FY 2014 DHS Appropriations 
Act (P.L. 113-76) and accompanying Joint Explanatory Statement, House Report 113-91, and 
Senate Report 113-77. 

P.L. 113-76 states: 

TRANSPORTATION SECURITY SUPPORT 

For necessary expenses of the Transportation Security Administration related to 
transportation security support and intelligence pursuant to the Aviation and 
Transportation Security Act (Public Law 107-71; 115 Stat. 597; 49 U.S.C. 40101 
note), $962,061,000, to remain available until September 30, 2015: Provided, 
That of the funds appropriated under this heading, $20,000,000 may not be 
obligated for "Headquarters Administration" until the Administrator of the 
Transportation Security Administration submits to the Committees on 
Appropriations of the Senate and the House of Representatives detailed 
expenditure plans for air cargo security, checkpoint support, and explosives 
detection systems refurbishment, procurement, and installations on an airport-by
airport basis for fiscal year 2014: Provided further, That these plans shall be 
submitted not later than 60 days after the date of enactment of this Act. 

The Joint Explanatory Statement includes the following provisions: 

Expenditure Plans for Purchase and Deployment of 
Explosive Detection Equipment 

The bill withholds $20,000,000 from obligation for Headquarters Administration 
until TSA submits to the Committees, not later than 60 days after the date of 
enactment of this Act, detailed expenditure plans for fiscal year 2014 for air 
cargo, checkpoint security, and EDS refurbishment, procurement, and 
installations on an airport-by-airport basis. The withholding is included to 
encourage timely submittal of materials necessary for robust and informed 
oversight. As described in the House and Senate reports, the plans shall include 
specific technologies for purchase; program schedules and major milestones; a 
schedule for obligation of the funds; recapitalization priorities; the status of 
operational testing for each passenger screening technology under development; 
and a table detailing actual versus anticipated unobligated balances at the close of 
the fiscal year. The plan shall also include details on passenger screening pilot 
programs that are in progress or being considered for implementation in fiscal 
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year 2014. As described in the Senate report, information m this section is to 
include a summary of each pilot program. 

House Report 113-91 states: 

Expenditure Plans for Purchase and Deployment of Air Cargo, Checkpoint 
Support and Explosive Detection Equipment 

The Committee withholds $20,000,000 from TSA Headquarters Administration 
and continues bill language requiring TSA to provide a detailed spending and 
deployment plan for air cargo, checkpoint support, and explosive detection 
equipment within its fiscal year 2015 congressional budget justification. This plan 
shall be submitted not later than 60 days after the date of enactment of this Act, 
and shall include: expenditures on an airport-by-airport basis for fiscal year 2013, 
including details on technologies purchased; project timelines; obligation 
schedules; and a table displaying actual versus anticipated unobligated balances at 
the close of the fiscal year, with an explanation for any deviation from original 
plans. TSA shall notify the Committee prior to any amendments to its expenditure 
plan and shall update the Committees semiannually on expenditures under the 
plan. 

Senate Report 113-77 states: 

The Committee includes statutory language under "Transportation Security 
Support" restricting $20,000,000 from being obligated for headquarters 
administration until TSA submits to the Committee, no later than 60 days after the 
date of enactment of this act, an expenditure plan on the allocation of air cargo 
funds, including carryover balances. Due to delays in receiving the air cargo 
expenditure plan in prior years, the withholding is included to encourage timely 
submissions of materials necessary for robust and informed oversight. 
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II. Background 

The 9/ 11 Act requires "the Secretary [ of Homeland Security] to establish a system to screen 
100-percent of cargo transported on passenger aircraft," including both domestic and 
international inbound air cargo, to provide a level of security commensurate with the level of 
security for the screening of passenger-checked baggage by August 2010. 2 On August 1, 2010, 
the air cargo industry successfully met the 100-percent screening deadline for domestic air cargo. 
On December 3, 2012, the air cargo industry successfully met the 100-percent screening deadline 
for international inbound air cargo transported on passenger aircraft. 

Since FY 2008, TSA has explored and implemented several initiatives to establish a system for 
100-percent screening of domestic air cargo transported on passenger aircraft, as well as to 
facilitate the industry's capability to comply with these requirements and meet interim 
milestones. These initiatives include: (1) security program requirements, (2) the CCSP, and 
(3) EDC screening. 

In FY 2014, TSA will focus air cargo resources toward ensuring continued compliance with the 
screening requirements for domestic and international inbound air cargo by: 

• Continuing to require 100-percent screening of international inbound air cargo 
transported on all-cargo aircraft identified as high-risk; 

• Expanding NCSP recognition, engagement, and outreach to the governments of foreign 
countries to evaluate air cargo and non-U.S. mail security protocols to determine if such 
programs provide a level of security commensurate with current U.S. air cargo supply 
chain security requirements and, thus, whether they may be recognized by TSA for 
implementation by affected air carriers; 

• Expanding K9SP recognition engagement and outreach to the governments of foreign 
countries to evaluate EDC to determine if such programs provide a level of security 
commensurate with current U.S. requirements and, thus, whether they may be recognized 
by TSA for implementation by affected air carriers. In addition, TSA intends to make a 
decision about the continued use of Remote Explosives Scent Tracing or Remote Air 
Sampling Canine Olfaction (REST/RASCO) for cargo bound to the United States at these 
locations during the summer of 2014; 

• Implementing all phases of the ACAS pilot for pre-departure risk assessment of 
international inbound air cargo, before loading the cargo on aircraft bound for the 
United States; 

• Testing, evaluating, and qualifying new and existing technologies capable of, and 
appropriate for, screening specific commodities; 

2 49 U .s.c. § 44901 (g). 
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• Continuing outreach to stakeholders to better align global air cargo security standards and 
advance the supply chain approach toward securing international air cargo on passenger 
and all-cargo aircraft; and 

• Utilizing a risk-based model to conduct inspections and critical tests of regulated entities 
to better focus domestic compliance resources in vulnerable or concerning areas of the 
supply chain. 
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III. Expenditure Plan 

A. Total Requested Spending 

The following table provides TSA' s proposed allocation of $134.1 million in accordance with 
language in P.L. 113-76. The table outlines the appropriated amounts for FY 2014 and includes 
the FY 2013 Carryover and FY 2004 and FY 2005 Recoveries and Deobligations. 

Total Available FY 2014 Funds under P.L. 113-76 

Available Funds Amount 
FY 2014 $122. 3 million 

FY 2013 Carryover $6.8 million 
FY 2004 and FY 2005 Recoveries and Deobligations * $5.0 million 

Total $134.1 million 
* As detailed in the FY 2013 Fourth Quarter Recoveries and Deobligations Report to Congress. 

Funding from FY 2014 and FY 2013 Carryover will be allocated to enhance several key 
elements of TSA's multi-layered approach for 100-percent screening of air cargo flown on 
passenger aircraft. A breakdown of this funding is as follows: 

Allocation of FY 2014 Enacted Funding, FY 2013 Carryover, and No Year Recovery Funds 

Activit 
Air Cargo Screening Program 

Canine Teams at High-Volume Cargo Airports and 
throughout the Supply Chain 

Air Cargo Inspections 
Air Cargo and Mail Screening Technology Testing 

Total 

B. Air Cargo Screening Program 

100-percent Domestic Screening 

Planned 
Expenditures 
($ in millions) 

$25.8 

$24.8 

$73.1 
$10.4 

$134.1 

Detailed 
Breakdown in 

Para ra h 
111.B. 

111.C. 

111.D. 
111.E. 

To satisfy the domestic air cargo screening requirements of the 9/11 Act, TSA implemented 
screening programs for cargo originating at U.S. locations that enable cargo screening to be 
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conducted throughout the supply chain by TSA-approved aircraft operators and certified cargo 
screening facilities (CCSFs). 

TSA' s approach to accomplishing the screening mandate for domestic air cargo was achieved 
by: 

• Implementing security program revisions to require 100-percent screening of cargo 
transported on narrow-body aircraft by October 1, 2008; 50 percent domestic screening 
by February 1, 2009; 75-percent domestic screening by May 1, 2010; and 100-percent 
domestic screening no later than August 1, 2010; 

• Creating, in 2008, the CCSP, which allows entities such as shippers, manufacturers, and 
indirect air carriers (IACs) to screen cargo at points upstream in the air cargo secure 
supply chain, before tendering to an air carrier for transport on passenger aircraft; 

• Publishing on September 16, 2009, an interim final rule (IFR) that established the CCSP 
and, on August 18, 2011, the Air Cargo Screening final rule, which carried forth the 
framework for the CCSP and made a few changes in the requirements from the IFR; and 

• Approving additional air cargo screening technologies for use by industry. 

CCSP 

TSA's CCSP continues to play an integral role in ensuring compliance with the 100-percent 
screening mandate domestically, enabling TSA-certified IACs, shippers, and independent cargo 
screening facilities (ICSFs) to screen cargo along the supply chain. As of January 2014, 1,053 
program participant locations were certified by TSA as CCSFs under the CCSP, including 487 
IACs, 483 shippers, and 83 ICSFs. 

CCSP Entities by Type, January 2014 

7% 

6 

• Shipper 

• IAC 

ICSF 
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CCSFs are required to be recertified every 36 months. The recertification process requires 
CCSFs to submit an application for renewal to TSA within 90 days of the expiration date for 
their current certification. Upon receipt of this renewal application, the TSA IAC-CCSF 
program office performs a revalidation of operations using inspection data provided from 
Transportation Security Inspector - Cargo (TSI-C) onsite inspections, and verification of 
business legitimacy. More than 85 percent of facilities eligible for recertification as CCSFs have 
elected to have TSA recertify their screening operations for another 36 months, with more than 
850 locations recertified to date. In FY 2013, TSA recertified 400 CCSFs. During FY 2014, 
TSA will continue to review and recertify applicants and maintain oversight of the program to 
ensure the continuation of a robust and quality CCSP. 

100-percent International Inbound Screening 

As previously mentioned, TSA has required I 00-percent screening of international inbound 
passenger air cargo since December 2012. TSA's risk-based approach for industry to achieve 
this mandate includes security program requirements and NCSP recognition. International 
Transportation Security Specialists (TSSs) ensure passenger and all-cargo air carriers' 
compliance with TSA-accepted or -approved security programs. 

Under its NCSP recognition process, TSA conducts a comprehensive review to assess whether a 
foreign government's air cargo security program provides a level of security that is 
commensurate with or exceeds the level of security provided by current U.S. standards for air 
cargo security. TSA primarily is focusing on those countries with a significant volume of air 
cargo inbound to the United States, while also considering additional factors for country 
prioritization, such as the number of airports in the country from which cargo originates, and 
criticality of the country as a transshipment point for significant volumes of cargo bound for the 
United States. NCSP recognition will reduce the burden on air carriers by eliminating 
duplicative requirements between the two countries' security programs, while ensuring the 
screening of and high level of security for air cargo bound for the United States. 

In addition, TSA assesses a foreign country's postal security requirements to determine 
comparability with current U.S. requirements for international air mail screening. Under TSA 
security programs, international (non-U.S.) mail is considered cargo and must be screened in 
accordance with the standards established under the 9/ 11 Act. TSA continues to make progress 
engaging international stakeholders by incorporating mail security requirements as part of the 
NCSP recognition process. The NCSP process includes discussions with appropriate authorities, 
such as designated postal operators, who administer the security measures for the international 
mail supply chain. 

Finally, NCSP recognition enables TSA to leverage the host government's oversight capabilities 
to verify air carrier screening operations and data. As of January 2014, TSA has established 
NCSP recognition with 37 countries that includes all 28 European Union (EU) Member States, 
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Switzerland, Japan, New Zealand, Canada, Australia, Israel, the Republic of Korea, South 
Africa, and Iceland. 

Although all-cargo air carriers are not subject to the I 00-percent screening requirements of the 
9/11 Act, all cargo determined to be high-risk, on the basis of a review of information about the 
shipper and the shipment, must undergo the stringent screening protocols before being loaded for 
transport on both passenger and all-cargo aircraft. TSA prioritizes air carrier inspections at the 
highest-risk international locations. 

ACAS 

In FY 2013, TSA and CBP continued to engage industry and implement the ACAS pilot, which 
was initiated to explore the feasibility of collecting pre-departure information on international 
inbound air cargo, and of assessing the risk of that cargo. TSA and CBP have set up a joint 
targeting effort at the National Targeting Center-Cargo (NTC-C), which utilizes CBP' s ATS. 
Participants in the pilot include express all-cargo, passenger, and heavy all-cargo aircraft 
operators, as well as international freight-forwarders. The pilot is being conducted in a multi
phased approach, allowing for the refinement of targeting methodologies and the establishment 
of appropriate communication systems to enable pre-departure air cargo data collection and 
response. Under the Trusted Shipper concept, the air carrier determines whether the shipper is 
"trusted" by validating that the shipper meets TSA' s established criteria. Once ACAS is fully 
implemented, TSA and CBP will make a determination on Trusted Shipper status and enhanced 
screening requirements by assessing the data submitted by the carrier or participant using risk 
concepts developed in CBP's ATS. 

In FY 2014, TSA and CBP will work to fully automate the operational messaging that 
determines the appropriate level of screening for given shipments through incorporation of 
TSA's Trusted Shipper concept into the pilot's comprehensive risk assessment model. TSA will 
work with CBP on finalizing the notice of proposed rulemaking for data submissions. 

All-Cargo Screening 

In response to the October 2010 attempt to conceal explosives in shipments aboard all-cargo 
aircraft bound for the United States from Yemen, TSA issued security directives (SDs) and 
emergency amendments (EAs), which, among other measures, required enhanced screening of 
"non-trusted" international inbound air cargo transported on all-cargo aircraft. TSA is planning 
to revise the all-cargo Standard Security Programs (SSPs) to incorporate the enhanced screening 
protocols for cargo transported on all-cargo aircraft, established through the post-Yemen SDs 
and EAs. 
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Information Technology (IT) Systems 

TSA will continue to maintain, develop, and improve its IT systems used to implement and 
manage regulatory requirements for its Air Cargo Screening Program, including the Cargo 
Reporting Tool (CRT), the Known Shipper Management System (KSMS), and the Indirect Air 
Carrier Management System (IACMS): 

• CRT enables CCSFs to submit monthly cargo screening data to demonstrate compliance 
with the 100-percent screening mandate. In FY 2014, CRT will be migrated to the TSA 
operating platform to increase performance and security. 

• KSMS, which supports TSA's Known Shipper Program, provides a systematic approach 
to assess risks and determine the legitimacy of companies located in the United States 
whose cargo will be shipped on passenger aircraft. KSMS enables IACs and air carriers 
to electronically submit shipper data to TSA for review, and manages the repository of 
shippers for industry after they have been considered "known" by TSA. In FY 2014, 
TSA plans to update the core software, which will enable KSMS to be more adaptable to 
industry submissions that are received with unique addresses. This also will decrease 
processing times. 

• IACMS provides industry the ability to submit applications to become certified and to be 
recertified as an IA C, as well as the ability to request security threat assessments ( ST As) 
for IAC personnel. IACMS processes approximately 150 new IAC applications and 350 
certification renewals monthly. In FY 2014, TSA plans to add the functionality for IACs 
to assign multiple security coordinators at the station level to assist industry with 
processing and managing STAs and other security-related issues. 

TSA' s Data Application Tool, which hosts corporate profile information, and the ST A Tool for 
CCSF personnel will be maintained under the Operations and Maintenance program. TSA will 
continue to provide adjudication of ST A results, facilitate redress processes, and vet the IAC, 
CCSP, and other TSA-regulated populations. 

Standardized Cargo Screener Training Program 

In November 2010, TSA updated CCSP training materials and made them available to industry 
in February 2011. These training materials provide the basic CCSP program training 
requirements for use by IACs, shippers, and ICSFs certified by TSA. This updated version of 
training materials has simplified training delivery with the goal of enhancing industry adoption 
of TS A-generated training material, as well as air cargo screening program know ledge, retention, 
and adherence to regulations/compliance. In June 2012, TSA streamlined the CCSP screening 
technology training, including modules in support of screening performed by aircraft operators 
and foreign air carriers. In FY 2014, TSA plans to enhance current CCSP training. The 
enhancements include but are not limited to: visual aids, consolidated and concise training 
materials, and responsive and interactive pages. Students will have enhanced knowledge test 
pages to validate their proficiency. The training will address the following areas of the SSPs: 
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• Facility Security Control; 
• Chain of Custody; 
• Improvised Explosive Device; 
• Physical Search; 
• Securing Unit Load Device Pallets/Containers and Skids; 
• Facility Security Coordinator Responsibilities; 
• CCSF Employees' Qualifications; and 
• Screening Technology - X-Ray/ Advanced Technology (AT) X-ray systems, Explosives 

Detection Systems (EDSs), Electronic Metal Detection (EMD) systems, and Explosives 
Trace Detection (ETD) devices. 

TSA proactively is conducting outreach to IACs, shippers, and ICSFs across the United States to 
provide information on and promote the use of standardized cargo screener training materials, 
which are designed to ensure that all air cargo personnel are aware of major threats to security, 
and how to address them successfully. As of December 2013, in support of this effort, TSA has 
conducted 142 visits to different CCSF and IAC locations. In FY 2014, TSA plans on a robust 
outreach effort for IAC and CCSP entities. TSA plans to conduct a minimum of three training 
seminars at gateway airports where a large spectrum of small to large IAC and CCSPs entities 
reside. TSA anticipates approximately 400 participants for each session. 

Air Cargo Vulnerability Assessment Program 

Through the Air Cargo Vulnerability Assessment Program, TSA Vulnerability Assessment 
Teams (VA Ts), made up of experienced TSA field and headquarters personnel, assess the air 
cargo supply chain nodes, all-cargo aircraft operators, passenger aircraft operators, IACs, known 
shippers, CCSFs, and authorized representatives for vulnerabilities. TSA has conducted 2,949 
air cargo supply chain facility assessments at all 28 Category X airports and 11 of the largest 
Category I airports. This represents nearly 100 percent of the volume of cargo handled by air 
carriers in the United States, and approximately 80 percent of the volume of cargo handled by 
IACs and trucking companies in the United States. The VA Ts use a seven-step risk assessment 
and analysis process: 

• Define the Scope (including areas where regulatory requirements and security best 
practices converge); 

• Identify Consequence/Impact; 
• Assess Threats; 
• Assess Vulnerabilities (by measuring the presence of more than 250 countermeasures, 

divided into 20 categories such as Visitor Control, Screening of Cargo, and Tamper
Evident Technology); 

• Analyze Risk and Create Reports; 
• Manage Risk- accomplished through partnership with participant facilities, Federal 

Security Directors, and TSA Headquarters (HQ); and 
• Evaluate Effectiveness and Reassess - through partnership with TSA HQ branches. 
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TSA will continue to conduct air cargo vulnerability assessments throughout the country at 
Category X and Category I airports representing the greatest volume of air cargo for both all
cargo and passenger flights. The overall results of the assessments also will be used to evaluate 
TSA air cargo policies, create new air cargo security policies for enhanced and targeted security 
requirements and initiatives, and identify industry best practices. The results of the assessments 
also are shared with other TSA organizations, including the TSA Risk Knowledge Center, Office 
of Security Operations (OSO) Cargo Compliance Oversight, and Office of Security Policy and 
Industry Engagement organizations to support risk-based security. Additionally, the TSA Office 
of Inspections (001), Special Operations Division, ensures the integrity and effectiveness of 
TSA's air cargo security programs and screening process by identifying vulnerabilities in the 
transportation systems through covert testing. 

Allocation of FY 2014 Enacted Funding and FY 2013 Carryover Funds 

FY 2013 
FY 2014 Carryover 

Detailed breakdown of allocation ($ millions) ($ millions) 
Air cargo policy staff (70 full-time equivalents) to 
support policy and program development and related $9.1 $0.0 
legal services* 
Air cargo covert testing $1.3 $0.0 
Program management and IT support for development, 
enhancements, and operations and maintenance of $12.3 $3.1 
screening subsystems 

Subtotal $22.7 $3.1 
Total $25.8 million 

*Beginning in FY 201 J, veiling servi<:es are fumle<l hy ST A fee funds. 

C. Canine Teams at Airports and Throughout the Supply Chain 

In the air cargo environment, TSA currently employs two types of canine teams to screen cargo 
destined for transport on passenger aircraft: teams led by local law enforcement officers (LEOs), 
and proprietary (federal) teams led by TSA cargo inspectors. As of January 2014, a total of 611 
canine teams (491 local LEO-led canine teams and 120 authorized federal canine teams) are 
allocated to 79 airport locations throughout the United States. 
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Canine Cargo Team Locations (January 2014) 

• Anchorage 

• Honolulu 

• Guam 

• St. Thomas 

• Saipan 
• Boise 

Sacra ento • Reno 
• 

San Francisco• • Oakland 

• San Jose I • San Lake City 

~ ~ON] ""'" 
• Denver 

I • Colorado Springs 

Omaha• 

Kansas 
City • 

As of January 2014 
79 Airport Locations 

Las Vegas 

611 TSA Proprietary and 
LEO Canine Teams 

LEO Canine Teams 

• Albuquerque l
ul•• • 

Little Rock• 

Dallas• 
(OFW, DAL) 

• 
SI. Loul•../~oulsvllle 

- • Nashville 

• Memphis 

(\ angor 

~,(..*, 
Rochester Boston 

~n Juan 

0 

(b)(3):49 U.S.C. § 114(s) 
TSA uses 491 local LEO-led canine teams,"--r-,.----.--- --.------,,---...,........of their time in 
the air cargo environment and associated fac tttes prov1 mg a aw en orcement presence and 
screening air cargo. In light of industry's continued compliance with the 100-percent screening 
requirement, TSA is evaluating the continued utility of canines in the air cargo environment. 
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Location and Number of Funded LEO Canine Teams 

Team Team I Team 
Locations* Numbers Locations Numbers Locations NnmhPr . ..: 

ABQ (b 1(31:49 FLL (b 1(31:49 U.S.C. PBI (b 1(31:49 U.S.C. § 
§ 114(r1 114(r1 

ACY U.S.C. § 114(r GSN PDX 
ANC GSO PHL 
ATL GUM PHX 
AUS HNL PIT 
BDL HPD (IAH & HOU) PVD 
BGR IND ROC 
BHM JAX RNO 
BNA LAS RSW 
BOI LAX SAN 
BOS LIT SAT 
BUF MCI SDF 
BWI MCO SEA 
CLE MEM SFO 
CLT MHT SJC 
CMH MIA SJU 
cos MKE SLC 

CPD (ORD & 
MSP SMF 

MDW) 
CVG MSY SNA 
DAL MWAA (IAD & DCA) STL 
DAY OAK STT 
DEN OMA TPA 
DFW ONT TUL 
DTW ORF TUS 

ELP 
PAPD (EWR, JFK & 

LGA) 
Totals 169 191 I 131 

Grand total I 491 
*Sec Appendix A for Airport Codes - Canine Team Locations by Name 

TSA Proprietary Canine Teams 

TSA proprietary canine teams primarily are dedicated to screening air cargo at airports with a 
high volume of originating air cargo. Although aircraft operators and CCSP participants are 
responsible for screening 100-percent of air cargo transported on passenger aircraft, these teams 
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are important additions to the screening program as an additional layer of security, providing 
random secondary screening to counter any insider threat. 

All teams are in various levels of training, and as the following table shows, 96 of the 120 total 
teams are considered certified to screen cargo. This means that under TSA reporting 
requirements for screened cargo, aircraft operators may count cargo screened by these certified 
teams as screened cargo. Canine teams can be the primary screening layer for outbound cargo. 
However, this is not scheduled or routine activity. For example, an air carrier may request TSA 
canine assistance when it has an unexpected malfunction in its cargo screening equipment, or if it 
receives an irregularly shaped item that cannot be properly screened by its equipment. TSA is 
evaluating the continued need for operations in the cargo environment and how to optimize the 
security benefits for the cargo program. 

Certified Canine Teams, as of January 2014 

Airport* Total Allocation I Certified 
ATL (b 1(31:49 U.S.C. § 114(r1 

BOS 
DFW 
DTW 
EWR 
HNL 
IAD 
IAH 
JFK 
LAX 
MIA 
ORD 
PHL 
SEA 
SFO 
Total 120 I 96 

*See Appendix A for Airport Codes - Canine Team Locations hy Name 

As part of TSA' s risk-based, layered security approach, canine teams conduct random security 
sweeps to detect or deter explosive threats where cargo is staged, consolidated, or otherwise 
prepared for transport. Canine teams conduct random patrols at various areas within the cargo 
environment during peak and non-peak hours. As part of the risk-based security initiative, 
Security Index Scores (SISs) are used to identify higher-risk cargo to screen (versus randomly 
screening cargo). By using this approach, canine teams are able to focus screening efforts on 
cargo that poses greater risk. 
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A variety of factors affect canine screening statistics, including the time of month a team is 
certified, 3 the level of acclimation assistance required by area teams, and the amount of cargo 
available to be screened at any given time, which can vary seasonally by airport. The following 
graphs show the month-to-month trends in TSA proprietary canine screening over a 12-month 
period: 

(b 1(31:49 U.S.C. § 114(r1 

(b 1(31:49 U.S.C. § 114(r1 

Total Pieces Screened by Month by TSA 
Proorietarv Canines - CY 2013 

Total Pounds Screened by Month by TSA 

Proprietary Canines - CY 2013 

The preceding table shows the total pounds screened per month for Calendar Year (CY) 2013, 
~L..IJ,....__......._........,.t data available. TSA proprietary canine teams collectively screen an average of 
ibf;3,{~: u.s.c. cargo uplifted at the top 15 U.S. airports. Following are the trends for canine 
screening contributions during the same time period: 

'Canine teams are certified annually. The certification evaluation takes 4 days to complete. 
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Overall uplift at the top 15 originating cargo locations for December 2013 is identified in the 
following table: 

Cargo Uplift at Top 15 Originating Locations, December 2013 

Airport December 2013 
Code Airport Name CAT (car20 volume in pounds) 
ATL Hartsfield-Jackson Atlanta International X 8,489,334 
BOS Boston Logan International X 9,005,680 
DFW Dallas/Fort Worth International X 5,104,736 
DTW Detroit Metropolitan Wayne County X 4,470,751 
EWR Newark Liberty International X 10,615,775 
HNL Honolulu International X 7,236,734 
IAD Washington-Dulles International X 10,367,758 
IAH Houston Intercontinental X 11,082,900 
JFK John F. Kennedy International X 45,230,634 
LAX Los Angeles International X 46,701,753 
MIA Miami International X 22,896,757 
ORD Chicago-O' Hare International X 26,207,079 
PHL Philadelphia International X 3,962,118 
SEA Seattle-Tacoma International X 6,874,680 
SFO San Francisco International X 15,938,669 

Total (volume in pounds) 234,185,358 
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Allocation of FY 2014 Enacted Funding and FY 2013 Carryover Funds 

FY 2013 
FY2014 Carryover 

Detailed breakdown of allocation ($ millions) ($ millions) 
Pro gram staff ( 17) and trainers/ evaluators supporting 

$1.6 $0.0 
the canine initiatives 
Payroll, compensation, and benefits for 120 proprietary 

$15.7 $0.0 
canine team handlers and 12 OSO HQ staff 
Travel for inspection, program oversight $0.5 $0.0 
State and local cooperative agreements for LEO-led 

$5.2 $0.0 
canine teams 
Program support services, vehicle maintenance and 

$1.5 $0.3 
fuel, equipment, and supplies 

Subtotal $24.5 $0.3 
Total $24.8 million 

D. Air Cargo Inspections 

Domestic TSis-C 

TSA TSis-C perform compliance inspections, which include Special Emphasis Inspections 
(SEls), focused inspections, air cargo surges (I to 2 week-long compliance inspection and 
enforcement activities focused on IACs, aircraft operators, and CCSFs within a single 
metropolitan area), and investigations and tests of aircraft operators, CCSFs, and IACs. TSA 
TSis-C also perform educational outreach to assist aircraft operators, CCSFs, and IACs in 
complying with air cargo security mandates. TSis-C are located at 121 airports with high cargo 
volumes in the United States. 

TSis-C Staffing Levels 

TSA is authorized to hire 500 TSis-C. As of February 2014, 469 TSis-C have been hired, 
trained, and deployed. 

SEis and Focused Inspections 

SEis are inspections that focus on areas of air cargo security that have been identified as 
vulnerabilities through regular inspection efforts. SEis involve both covert and overt tests, 
coordinated inspections, and, when appropriate, more robust enforcement actions. Compliance 
SISs are used to focus SEis on higher-risk entities. The results of SEis are used to identify a 
baseline of compliance within the specific vulnerabilities to assist in driving future TSA cargo 
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security inspection and testing activity. Numerous SEis are conducted yearly to ascertain if 
efforts are improving compliance rates. 

TSA conducts quarterly SEis focused on realistic scenarios and previously identified 
vulnerabilities. TSA completed the same SEis from FY 2009 through FY 2011 so that yearly 
compliance trends could be compared. As a result of the continued SEI initiatives, there has 
been an increase in the compliance rate for these specific focused inspections. As indicated in 
the following chart, the compliance rate improved in all non-intelligence-driven SEI areas tested: 

SEI Compliance, FY 2009-FY 2011 

SEI FY 2009 FY 2010 FY 2011 
ST A Inspections 1,228 inspections 1,463 inspections 1,437 inspections 

\'..,,,\ :' ' ,·.._,,,..... \: 1: 1'1'31·49 LJ 8,... CJ 114'(1 

Alternative 536 inspections 679 inspections 723 inspections 
Screening/Medical j:1>1(31:49 U.S.C. § 114(r1 
Shipments 
Invalid IAC 819 inspections 860 inspections CCSF SEI was completed in 
Certificates 1' 1'1'31·49 us,... CJ 114'(1 I FY 2011 instead of IAC i ,, \ ' ' ,''-", ~ \ ,' 

Certificates 
Access Controls 2,017 total inspections 1,592 total inspections 1,563 inspections 

1: 1'1'31·49 us,... CJ 114'r1 \'..,,,\ :' ' ,·.._,,,..... \: 

Starting in FY 2012, SEis became increasingly driven by intelligence and risk-based security 
measures. Because of this change, SEis have been implemented on the basis of multiple risk
based factors. SEis have been conducted on entities that have multiple locations throughout the 
United States and have been identified as having systemic instances of non-compliance with the 
security programs. Additionally, two SEis have been conducted as joint initiatives with other 
federal agencies. As a result of the continued SEI initiatives, there has been an increase in the 
compliance rate for these specific focused inspections. 

18 
SECURITY INFORlVIATION 

be Llisdo,l,d lll prr.suns without a ··11cl,d lll knuw ... a., Lldincd in +'J CFK pans 15 aml I._ . ~ · ·· ten pcrmi.,sion ui' tlic 
Admini,1ra1ur ui' the Tr:rn,pona1iun Srcurily ALlmini,tralion or the Sinctilfy nfTransponatiun. L:nau11lori1cd re ca,~ , _. icnally 
or other adirnl. For C.S. ~ovt·rnrnL·nt a~C[ll"ics. )uhlic di~~:lu~urc is ~~lVLTncJ by) U.S.C 5)2 anJ +9 CFR iarls 15 awJ 15~0-

I 

I 



~1!:N ~l'fl7ilS Eiits CURITY INFORJl.ll .. TIO~ 

SEI Compliance, FY 2012-FY 2013 

Targeted Intelligence-Driven SEis 
FY 2012 14 insnections {focused Cargo Acceptance test lntelligence-dri ven Intelligence-driven 

(b 1(31:49 U.S.C. § conducted with Federal SEI on specific IACs SEI on specific 
114(r1 Aviation Administration, conducted, IACs conducted, 

290 inspections. 61 inspections. 132 inspections. 

\'..,,,\ :' ' ,·.._,,,..... \: 1' 1'1'31·49 us,.., CJ 114'(1 

FY 2013 Intelligence-driven SEI Intelligence-driven SEI on Intelligence-driven Intelligence-driven 
on specific IACs screening of International SEI on control and SEI on specific air 
conducted, Inbound Air Cargo, custody procedures, carrier screening, 
74 inspections. 172 inspections. 331 inspections 4 inspections 

(b 1(31:49 U.S.C. § 114(r1 

TSis-C also test cargo acceptance requirements under the Known Shipper Program throughout 
the year. The Known Shipper Program sets forth requirements that apply in the United States, 
only permitting cargo to be transported on passenger aircraft that is accepted from persons who 
are identified as known shippers; this component is an integral aspect of TS A's layered approach 
to air cargo security. To achieve "known" status, the business legitimacy of a shipper must be 
reviewed by TSA. In FY 2013, TSis-C conducted more than 6,000 small package tests with a 
national compliance rate 04: 1

; ~3£4~ I TSis-C conduct investigations of all small package test 
failures to determine the cause of non-compliance, including referring potential criminal cases to 
TSA's 001. TSA will continue this small package testing in FY 2014. In addition, TSA will 
focus SEis on CCSF locations throughout the country to determine compliance with CCSP 
requirements for the handling, screening, and security of CCSF cargo. 

Cargo Screening Assessment Program (CSAP) 

CSAP is a combination of covert and overt testing of cargo screening procedures. CSAP tests 
are conducted on domestic and foreign air carriers, IACs, and CCSFs. CSAP has two primary 
goals: 1) to measure screener performance through testing using realistic improvised explosive 
device (IED) simulations and standardized testing protocols, and 2) to identify potential 
vulnerabilities in the current processes and procedures. As a result of the CSAP, TSA is better 
able to analyze test results at a national level to identify trends, vulnerabilities, and strengths 
across the system. 

Air Cargo Surge/Augmentation Activities 

Cargo Surges are compliance augmentation activities focused on IACs, air carriers, and CCSFs 
in a single metropolitan area. In FY 2014, TSA is using a risk-based approach for scheduling 
surges, such as in response to intelligence information and supporting national security events 
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(for example, national political conventions), plus attention is given to top cargo volume airports. 
Recent enhancements to the Cargo Surge program include: 

• Routine TSA Office of Intelligence and Analysis briefings related to cargo are provided 
to inspectors and government participants. 

• Emphasis on direct observation of cargo screening. 
• A mobile screening checkpoint for personnel in secure cargo areas. 
• Security Identification Display Area badge audits. 
• Addition of TSA Office of Inspections, TSA proprietary canine teams, and TSA 

Transportation Security Officers to cargo surge teams. Many teams also include federal, 
state, and local stakeholders, as well as law enforcement. 

• As a force multiplier and to supplement local air cargo security surge activities, a 
coordinated effort was developed between the Visible lntermodal Prevention and 
Response (VIPR) teams, and related activities, with local air cargo security activities. 
VIPR teams work with local security and law enforcement officials, for example, to 
supplement existing security resources, provide deterrent presence and detection 
capabilities, and introduce an element of unpredictability to disrupt potential terrorist 
planning activities. The VIPR teams, which also consisted of Compliance Aviation and 
Surface assets, worked with TSis-C to support each other's mission and allow for overt, 
visible appearance of inspectors, along with other government agency enforcement and 
regulatory personnel, to prevent and deter threats. If a legal, terrorist, or regulatory 
concern was discovered, the correct agency would lead the effort. 
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To date in FY 2014, Cargo Surges have occurred at three airports. The following chart depicts a 
summary of the Cargo Surges that have occurred to date in FY 2014: 
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The following chart depicts a summary of the 19 Cargo Surges scheduled during FY 2014: 

FY 2014 Cargo Surge Locations 
(b 1(31:49 U.S.C. § 114(r1 

TSis-C Training Initiatives 

In FY 2012, TSA enhanced its TSis-C training with the implementation of the Transportation 
Security Inspector Advanced Cargo Course. The course provides an in-depth review of how to 
inspect the cargo screening process. It gives TSis-C a more detailed exposure to cargo 
screening, including both physical and technology-based screening methods, as well as artful 
concealment of IEDs in cargo. TSA also used this course to introduce an enhanced inspection 
methodology for identifying high-risk cargo shipments that would undergo additional scrutiny 
before being transported on an aircraft. 

TSis-C continue to receive training in the following courses: 

• Transportation Securit_v Inspector Basic Course - Cargo Week: TSA reworked all Cargo 
Week modules to reduce redundancies, allowing instructors to spend more time on each 
concept, which has resulted in more advanced instruction. Additionally, TSA established 
a Cargo Lab, a mock IAC/CCSF facility equipped with screening technologies currently 
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in use by regulated entities. The facility is used during the instruction for an actual 
demonstration of the equipment and inspection processes. 

• Transportation Security Inspector Advanced Cargo Security Course: The course 
provides an in-depth review of how to inspect the cargo screening process. It gives 
TSis-C a more detailed exposure to cargo screening including both physical and 
technology-based screening methods, as well as artful concealment of IEDs in cargo. 
This course also provides instruction on the Cargo Risk Based Inspection Technique 
(CRBIT), which helps identify cargo that may pose a higher risk to the air transportation 
industry. 

• Cargo Worbhop: Practical application of the TSA enhanced inspection techniques for 
Cargo Inspectors integrating mentoring tools for Supervisors and Managers. 

CRBIT 

CRBIT was developed to assist the domestic TSis-C with the identification of cargo that may 
pose a risk on the basis of indicators. Indicators are inconsistencies identified with a particular 
shipment. They can be as subtle as irregularities with the exterior of the packaging, or the 
number of cargo pieces tendered compared to actual piece count for uplift on aircraft. Indicators 
may be intelligence-driven, on the basis of local knowledge or other intelligence provided by the 
TSis-C. The TSis-C may engage TSA's Cargo Targeting Unit (CTU) jointly located at the 
NTC-C where information is shared from systems such as ACAS, which can support or refute 
inconsistencies with shipping information. Upon discovery of the indicators, the TSis-C must 
attempt to refute those indicators. In the event the TSI-C is unable to refute the indicators, the 
cargo will be subject to a higher level of security before being transported on an aircraft. 
Currently CRBIT is a domestic effort; however, once training (which has been combined with a 
requirement to teach cargo screening technologies) is complete for all domestic TSis-C, we will 
continue with our collaborative efforts by offering the course to international TSis-C. 

The major benefit of CRBIT is that it enables TSA to prioritize inspection efforts on cargo that is 
more likely to present a threat to air commerce. CRBIT will affect inspectors by placing them in 
cargo facilities more often, developing more effective regulatory practices, allowing for 
observation of cargo before transport, and creating a proactive regulatory environment. 
Compared to other inspection techniques such as reviewing documentation and interviewing 
persons after the cargo has already flown (which can be more forensic in nature), CRBIT is 
focused on the potential threat-the cargo with indications of risk, which requires mitigation 
before it is flown. CRBIT goes beyond looking at one regulated party and the party's 
compliance with TSA regulations by promoting detection, deterrence, and disruption of potential 
threats against the entire system of air cargo and our traveling public. 

CRBIT and the Advanced Training Course has been commended by the Federal Aviation 
Administration and other internal TSA departments as a common-sense, risk-based approach to a 
complex cargo supply chain, which is designed to detect, deter, and disrupt threats. 
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Compliance Risk Assessment 

In FY 2013 , TSis-C conducted more than 43 ,000 inspections at approximately 10,000 cargo 
facilities in the United States. TSA assigns each facility a risk score based on several factors, 
such as compliance with TSA security programs, results of enforcement investigations, and 
intelligence information. In FY 2013 , TSA TSis-C executed their mission as follows : 

TSA OSO Air Cargo 

The FY 2014 Compliance Work Plan outlines goals for inspecting regulated entities on the basis 
of risk at the station level, in addition to the minimum entity inspection requirements. TSA 
calculates risk scores for aircraft operators (which include both passenger and all-cargo), IACs, 
and CCSFs. Risk scores, also known as SISs, are based on a regulated entity's compliance 
history and any intelligence information. These scores affect the frequency and type of 
inspection conducted by TSA. For example, an elevated SIS requires quarterly inspections based 
on "targeted" concerns such as derogatory info1mation discovered by the NTC-C, past violation 
history, or findings of noncompliance with acceptance of cargo, access control, warehousing and 
transporting, and cargo screening. TSA has used SISs to focus inspector time during all field 
activities, including cargo surges, SEis, and testing. At a high level , SISs direct inspection 
requirements as indicated in the following table: 
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Elevated Risk 

Moderate Risk 

Low Risk 
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Security Index Score Requirements by Risk Level 

Air Carrier, CCSF, and IAC Inspection Requirements 

Critical/f argeted Areas inspection and two focused tests 

Supplemental Inspection 
(Focus on screening, if applicable, or on areas with previous findings. 
Additional tests at Assistant Federal Security Director - Inspections or 
Federal Security Director di scretion) 

Annual inspection 
(Focus on screening, if applicable. Additional visits/tests at Assistant 
Federal Security Director - Inspections or Federal Security Director 
discretion) 

NTC-C and Cargo Targeting Unit Staffing 

I 

Since FY 2010, TSA has maintained a presence with CBP at the NTC-C to increase information 
sharing between TSA and other agencies involved in the identification and mitigation of high
risk cargo. The NTC-C is able to utilize known terrolist information received from National 
Targeting Center-Passenger and to conduct in-depth research in various systems to identify cargo 
shipments and businesses linked to these individuals. The CTU is staffed with expert TSis-C 
and TSSs: 

• ACAS: In FY 2011 and FY 2012, TSA staffed the NTC-C ACAS unit with 10 detailed 
TSis-C, working side by side with CBP officers to target high-risk air cargo shipments as 
part of the ACAS pilot initiative. In FY 2013, TSA established a Cargo Programs 
Section that directly supported the ACAS program located at the NTC-C with pe1manent 
targeters. In FY 2014, the Office of Global Strategies (OGS) Cargo Compliance Office 
plans to take over management of the TSA ACAS unit with eight permanent targeters and 
one section chief. 

• Domestic Targeting: In FY 2014, TSA plans to staff NTC-C with eight TSis-C, one 
supervisor, one liaison, and one section chief (who also oversees the Cargo Programs 
Section) to focus on domestic cargo. TSis-C will perform numerous tasks in support of 
the domestic cargo security mission including: 

o Conducting domestic security reviews of high-risk air cargo shipments referred 
from field inspectors during CRBIT activities; 
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o Assisting in cargo alarm resolution through research; 
o Conducting in-depth research on new IAC and CCSF applicants; 
o Conducting ST A verifications for field inspectors and the Office of Law 

Enforcement Federal Air Marshal Service Investigations Risk and Analysis 
Division; and 

o Developing inspection and testing protocols for Cargo Surges, using the various 
systems available to them to focus the surge activity on higher-risk entities. 

In FY 2014, TSA CTU plans to leverage resources at the NTC-C to develop a Risk-Based 
Inspection Tool to be used to direct CRBIT and K9 risk-based activities. 

International Cargo Inspections 

During FY 2013, passenger flights from 140 foreign airports in 86 countries transported cargo to 
the United States. More than 3.5 billion pounds of cargo arrived on these conveyances and 
another 4.9 billion pounds was transported by all-cargo aircraft departing from 111 foreign 
airports in 60 countries. A significant amount of these cargo loads did not originate at these 
departure airports, but were initiated at locations sometimes two, three, or more airports before 
their final movement to the United States-necessitating a thorough understanding and 
verification of security measures of the cargo supply chain. Of particular concern is the 
preponderance of countries that currently screen cargo, but do not use the type of equipment or 
the specific techniques required by TSA. The additional Transportation Security Specialists -
Cargo (TSSs-C) cadre has enabled TSA to conduct on-site visits at each location to determine 
whether the interim measures put in place by the airport or government sufficiently mitigate the 
ongoing threat. 

TSA' s OGS is charged with verifying the security measures applied to international inbound air 
cargo and does so through deployment of its TSSs-C. The verification procedures include a 
series of on-site audits of foreign airports, air carrier cargo facilities, and off-airport cargo sites. 
Verification procedures are conducted at foreign LPD airports at least annually, with interim 
activities scheduled for the higher-priority sites. These activities include reviews of each air 
carrier's quarterly self-audit, evaluation of all Regulated Agent and Authorized Representative 
Agreements, and proper use of approved screening methods. 

In FY 2014 TSA has 61 international inspector positions. These field positions are distributed 
among the six regional operation centers, which are located in Miami, Dallas, Singapore, 
Frankfurt, Honolulu, and Northern Virginia. 

TSA accomplished the following in FY 2013: 

• 812 inspections of U.S. passenger aircraft operators; 
• 484 inspections of foreign passenger air carriers; 
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-• 221 inspections of U.S. all-cargo aircraft operators; and 
• I 07 inspections of foreign all-cargo air carriers. 

These additional positions also enabled TSA to accomplish the following in FY 2013: 

• NCSP recognition: An important facet of the approach to ensure 100-percent screening 
of international inbound air cargo transported on passenger aircraft involves leveraging 
foreign countries' cargo supply chain security requirements that TSA determines 
provides a level of security that meets or exceeds current U.S. air cargo supply chain 
security requirements. Through policy and program reviews, on-site discussions with 
foreign government cargo security authorities, and observations of cargo security 
activities across the supply chain, TSA is able to determine which NCSPs can be 
recognized. As of January 2014, TSA has established NCSP recognition with 37 
countries that include all 28 EU Member States, Switzerland, Japan, New Zealand, 
Canada, Australia, Israel, the Republic of Korea, Iceland, and South Africa. Another five 
are in the process of being evaluated or are implementing the recommendations resulting 
from the on-site reviews. The priorities for NCSP outreach has expanded to include 
those countries from which a high volume of air cargo originates, such as China. 

• ACAS pilot: This partnership with CBP involves obtaining manifest information on cargo 
destined for the United States well before being loaded on the inbound flight. TSA and 
CBP have developed response protocols that have been implemented when high-risk 
cargo is identified. Through this pilot and use of the risk identifiers developed within 
ATS, TSA is able to ascertain the countries that are the sources of the highest percentage 
and greatest number of potentially high-risk shipments. TSA has been able to calculate 
the level of risk associated with particular airports more accurately, and will deploy to 
those sites to physically observe response protocols and verify necessary actions, as 
appropriate, when the pilot becomes fully operational. 

(b 1(31:49 U.S.C. § 114(r1 

• K9SP recognition: The effectiveness of canines in detecting certain explosives is widely 
recognized, and numerous countries and organizations have initiated programs to 
capitalize on this screening method. However, the capabilities of the various canine 
programs vary widely around the world. For example, not all programs are designed to 
detect the same types of explosives. During FY 2013, TSA developed a process for 
analyzing and potentially recognizing the capabilities of the existing EDC programs 
globally. TSA developed a K9SP recognition process and developed a prioritization 
strategy for international engagement with partner countries in order to recognize their 
respective canine programs. The K9SP recognition process is used to evaluate and 
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recognize K9SPs in foreign countries for use in aviation security, to include screening of 
air cargo, passengers and other individuals, checked baggage, and accessible property. 

• Strengthening intemational air cargo security requirements: TSA expanded its outreach 
and engagement with the International Civil Aviation Organization (ICAO), the World 
Customs Organization, the Universal Postal Union, and influential Member States 
involved in each entity to strengthen supply chain security. Through the implementation 
of more robust international standards, TSA will ensure progress toward a more secure 
environment that does not slow or stall the movement of legitimate commerce. In 
FY 2013, TSA engaged significantly with ICAO to develop new Standards and 
Recommended Practices (SARPS) in the area of air cargo security that became effective 
for all ICAO Member States in July 2013. 

During FY 2014, TSA intends to accomplish the following air cargo-related initiatives: 

• Enhance TSA 's international targeting capabi!it.v: Establish OGS 's presence at the 
NTC-C through the recruitment of a dynamic workforce, and develop an infrastructure to 
work closely with CBP and the OSO Cargo Targeting Unit to include comprehensive 
targeting data into OGS's risk analysis. 

• Etpand NCSP recognition outreach, engagement, and oversight: Priorities have been 
placed on analyzing NCSPs for those countries from which cargo is shipped directly to 
the United States. Additional countries continue to be engaged, evaluated, and assessed. 
In FY 2014, TSA will continue to conduct on-site post-recognition NCSP reviews of 
applicable non-air carrier supply chain entities to ensure their security procedures are 
consistent with the country's TSA-recognized NCSP, and address any inconsistencies 
discovered with the National Authority in coordination with the assigned TSA 
Representative. Additionally, TSA will ensure that 100 percent of the NCSP non-air 
carrier inspections are scheduled and conducted, except those locations where the Host 
Government or State Department denies access. 

• Etpand K9SP recognition outreach and engagement: Expand K9SP recognition 
engagement and outreach to the governments of foreign countries to evaluate EDC to 
determine if such programs provide a level of security commensurate with current U.S. 
requirements and, thus, whether they may be recognized by TSA for implementation by 
affected air carriers. In addition, TSA intends to make a decision about the continued use 
of REST/RASCO for cargo bound to the United States at these locations. 

• Institutionalize Customs-Trade Partnership Against Terrorism (C-TPAT) validations: In 
FY 2014 TSA will develop a process in conjunction with CBP by which TSA will 
conduct C-TPA T validations for air carriers on behalf of CBP during normally scheduled 
TSA visits. This initiative must be memorialized within an agreed memorandum of 
understanding between TSA and CBP. Accordingly, a detailed process document must 
be developed to facilitate such visits by TSSs. 

• Enhance air carrier security requirements: Work closely with internal and external 
stakeholders in efforts to enhance air cargo security requirements with a focus on 

28 
SENSITIVE SECURITY INFORlVIATION 

\V.\RNl'\"G: This r~;;md ;;on1a111, . , .. , ; '·- rn:.1inn lhal is ;_·0111rnlkd Hnrkr 4'J CFR parls I 5 and I 5~11. Nn parl of 1hi, n,,ord m-iy 
be disdo,l,d lll per.suns without a ··ncl,d lll knuw··. a., ddined in +'J l.l"K f ,u.. -- ' ·''"with the wrillcn pcrmi.,sion ufthc 
Admini,tra1ur uf the Tr:rn,pona1iun Security Admini,lr:llion or the S,·ne1ary ufTranspona1iun. L:naulllor"·"u _ "' ;,. ·ivil ncnally 
01. oll1cr actirnr For C .S. ~(>\Tl'Illlll"lll a~c::nc ic::s. public d i,dusurc is ~;inTncd by 'i LI .S .C 5'.'i2 and 49 CTR parts 15 and l 5:0. 



SENSITIVE s[Cdkii t INFOlll\(AT!ON 

all-cargo operations. Additionally, continue efforts to address national government 
restrictions/prohibitions that hamper implementation of TSA air cargo security 
requirements by air carriers. 

• Refine international cargo securit_v training and capacity development: Update the Air 
Cargo Security Workshop module to provide requesting countries a comprehensive air 
cargo security capacity development course with an in-depth focus on ICAO SARPS and 
Security Manual. Additionally, continue development and pilot a "model/advanced" air 
cargo security supply chain workshop that reaches beyond the ICAO SARPs and Security 
Manual by leveraging the best practices of the U.S. and its international partners' air 
cargo security supply chains. Finally, TSA will collaborate with country partners in 
order to effectively administer training in common interest locations. 

Allocation of FY 2014 Enacted Funding and FY 2013 Carryover Funds 

FY 2013 
FY2014 Carryover 

Detailed breakdown of allocation a~ainst initiatives ($ millions) ($ millions) 
Payroll, compensation, and benefits to hire, train, and 

$52.7 $0.0 
support 500 TSis-C + 19 HQ staff and analysts 

Personnel cost for 61 international inspectors and staff $7.0 $0.0 

Travel, training, field inspection equipment, and 
$11.1 $2.3 

vehicle maintenance 

Subtotal $70.8 $2.3 

Total $73.1 million 

E. Air Cargo and Mail Screening Technologies Testing 

The TSA Air Cargo Screening Technology Program supports the qualification and evaluation of 
existing and emerging air cargo screening technologies and procedures to determine the 
suitability, effectiveness, and feasibility for use in the air cargo and mail screening environments. 
Cargo and mail screening presents unique challenges because of a wide variance in commodities 
shipped, volume, throughput, and facility characteristics for each screening entity. No single 
technology is appropriate for every screening scenario. TSA has authorized a suite of 
technologies and associated screening protocols from which screening entities may choose on the 
basis of their unique requirements and commodities. 

TSA does not procure or deploy equipment for the air cargo industry. Rather, TSA publishes 
authorized screening equipment on the TSA Air Cargo Screening Technology List (ACSTL) on 
a secure Web site accessible by regulated parties. Therefore, industry may reference the current 
ACTSL when making its procurement decisions. TSA updates the ACTSL as needed (on 
average four times per year) in order to allow industry to remain current with new equipment or 
authorized configuration changes. The current TSA ACSTL includes 109 pieces of cargo 
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screening equipment. TSA has qualified 23 large aperture X-ray technologies for screening skid
level configurations. 

TSA continues to evaluate the operational efficacy of these technologies to accommodate the 
cargo screening volumes currently required to support the 100-percent screening mandate. TSA 
also is evaluating other technologies for air cargo screening, including mass spectroscopy and 
palletized cargo screening systems, as well as supply chain integrity technologies. Outcomes of 
Transportation Security Laboratory testing, as well as Operational Utility Evaluation field testing 
and evaluation may result in modifications or additions to this list. TSA has issued screening 
protocols that detail screening methodologies for each technology type and provide guidance on 
which technologies can be used for specific commodity classes. 

TSA is collaborating with the U.S. Postal Inspection Service (USPIS) to assess effective and 
suitable technologies for use in screening mail and courier bags transported on commercial 
aviation. Significant live explosives testing was conducted throughout FY 2013, and the final 
results are being reviewed and discussed with TSA and the USPIS. 

TSA has authorized the use of the following technologies to screen air cargo. These 
technologies currently are being used by industry and TSA to screen air cargo on passenger 
aircraft unless otherwise noted: 

• ETD Devices: These devices are able to detect explosive particles on items intended to 
be transported as air cargo. The process detects trace amounts of explosives transferred 
to an object or package when a terrorist packs explosives. The system is composed of a 
sampling medium (swab), an optional sampling wand to hold the medium during the 
screening process, and a processing unit to analyze the sample medium for explosive 
particles. 

• X-Ray and AT X-Ray: Both types of systems penetrate cargo with X-rays to produce and 
display images of the cargo contents. X-ray screening technology includes systems that 
allow a qualified operator to ascertain the presence or absence of a threat without 
automated or assisted functionality. AT X-Ray systems incorporate at least two distinct 
primary views-not in the same plane-and offer material discrimination functionality, 
such as the ability to distinguish between organic, inorganic, and metallic materials. 
These systems typically include a variety of manual functions to assist in interpretation, 
such as color options, image enhancements, and zoom capabilities. 

• EDS: EDSs are automated devices or combinations of devices qualified by TSA as 
having the ability to detect amounts, types, and configurations of explosive materials. 
These devices use rotating X-ray tubes and detectors to create cross-sectional images (or 
slices) of an object. Software assembles images of the individual slices to build a three
dimensional image of the object. EDSs are able to calculate mass and density of any 
individual object and will automatically produce an alarm if the object's mass or density 
falls into the range typical for explosive threats. 
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• EMD Devices: EMD devices are non-intrusive inspection systems designed to screen 
non-metallic cargo for metallic components. 

Allocation of FY 2014 Enacted Funding and FY 2013 Carryover Funds and No Year 
Recovery Funds 

FY 2004and 
FY 2005 

FY 2013 Recoveries 
FY 2014 Carryover and 

Detailed breakdown of allocation ($ million) ($ million) Deobli2ations * 
Testing, evaluation, and qualification of 
existing and new technologies for use in air 

$4.3 $I.I $5.0 
cargo and mail with new cargo screening 
requirements 

Subtotal $4.3 $1.1 $5.0 

Total $10.4 million 

* Per Section 515 515 of the Consolidated and Further Continuing Appropriations Act, 2013 (P. 
L. 113-6), "funds appropriated or transferred to Transportation Security Administration 
"Aviation Security," "Administration," and "Transportation Security Support" for fiscal years 
2004 and 2005 that are recovered or deobligated shall be available only for the procurement or 
installation of explosives detection systems, air cargo, baggage, and checkpoint screening 
systems, subject to notification." 
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OHS Action Plan for International Inbound Air Cargo 

On December 3, 2012, through ongoing implementation efforts and improvements to its air 
cargo security initiatives, TSA achieved 100-percent screening for international inbound air 
cargo on passenger flights. In FY 2014, TSA will focus air cargo resources toward ensuring 
continued compliance with the screening requirements for domestic and international inbound air 
cargo by: 

• Continuing to require the screening of I 00 percent of high-risk international inbound air 
cargo transported on all-cargo aircraft; 

• Implementing all phases of ACAS for pre-departure risk assessment of international 
inbound air cargo; 

• Testing, evaluating, and qualifying new and existing technologies capable of, and 
appropriate for, screening specific commodities; 

• Expanding NCSP outreach and engagement to foreign countries to evaluate air cargo and 
mail security protocols to determine if such programs provide a level of security 
commensurate with the level of security provided by current U.S. air cargo supply chain 
security requirements, and thus whether they may be recognized by TSA for 
implementation by affected air carriers; and 

• Continuing outreach to stakeholders to better align global air cargo security standards and 
advance the "supply chain screening" approach toward 100-percent screening of 
international inbound air cargo on passenger aircraft. 
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IV. Appendices 

Appendix A. Airport Codes - Canine Team Locations 

Airport Code Airport Name Airport Code Airport Name 
ABQ Albuquerque International Sunport LIT Adams Field 

ACY Atlantic City International MCI Kansas City International 

ANC Ted Stevens Anchorage International MCO Orlando International 
Hartsfield-Jackson Atlanta 

ATL International MDW Chicago Midway 

AUS Austin-B er)?strom International MEM Memphis International 

BDL Bradley International MHT Manchester-Boston Regional 

BGR Bangor International MIA Miami International 
Birmingham-Shuttlesworth 

BHM International MKE General Mitchell International 

BNA Nashville International MSP Minneapolis-St. Paul International 
Louis Armstrong New Orleans 

BOI Boise Air Tenninal/Gowen Field MSY International 
MWAA (for Metropolitan Washington Airport 

BOS Boston Logan International DCA and IAD) Authority 

BUF Buffalo Niagara International OAK Oakland International 
Balli more-Washington International 

BWI Thurgood Marshall OMA Eppley Airfield 

CLE Cleveland Hopkins International ONT LA/Ontario International 

CLT Charlotte/Douglas International ORD Chicago-O'Hare International 

CMH Port Columbus International ORF Norfolk International 

cos City of Colorado Springs Municipal PAPD Port Authority Police Department 

PBI Palm Beach International 
Cincinnati/Northern Kentucky 

CVG International PDX Portland International 

DAL Dallas Love Field PHL Philadelphia International 

DAY James M. Cox Dayton International PHX Phoenix Sky Harbor International 

DEN Denver International PIT Pittsburgh International 

DFW Dallas/Fort Worth International PVD Theodore Francis Green State 

DTW Detroit Metropolitan Wayne County RNO Reno-Tahoe International 

ELP El Paso International RSW Southwest Florida International 

EWR Newark Liberty International SAN San Diego International 
Ft. Lauderdale-Hollywood 

FLL International SAT San Antonio International 
Louisville International 

GSN Saipan International SDF Standiford Field 
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Airport Code Airport Name Airport Code Airport Name 
GSO Piedmont Triad International SEA Seattle-Tacoma International 

GUM Antonio B. Won Pat International SFO San Francisco International 
Norman Y. Mineta San Jose 

HNL Honolulu International SJC International 

HOU Houston Hobby SJU Luis Munoz Marin International 

IAH Houston Intercontinental SLC Salt Lake City International 

IND Indianapolis International SMF Sacramento International 

ITO Hilo International Airport SNA John Wayne - Oran)?e County 

JAX Jackson ville International STL Lambert-St. Louis International 

JFK John F. Kennedy International STT Cyril E. King 

LAS McCarran International TPA Tampa International 

LAX Los Angeles International TUL Tulsa International 

TUS Tucson International 
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Appendix B: Abbreviations/ Acronyms 

ACAS 

ACSTL 

AT 

ATS 

C-TPAT 

CBP 

CRBIT 

CCSF 

CCSP 

CRT 

CSAP 

CTU 

CY 

DHS 

EA 

EDC 

EDS 

EMD 

ETD 

EU 

FY 

HQ 

IAC 

IACMS 

ICAO 

ICSF 

IED 

IFR 

Air Cargo Advance Screening 

Air Cargo Screening Technology List 

Advanced Technology 

Automated Targeting System 

Customs-Trade Partnership Against Terrorism 

U.S. Customs and Border Protection 

Cargo Risk-Based Inspection Technique 

Certified Cargo Screening Facility 

Certified Cargo Screening Program 

Cargo Reporting Tool 

Cargo Screening Assessment Program 

Cargo Targeting Unit 

Calendar Year 

Department of Homeland Security 

Emergency Amendment 

Explosives Detection Canine 

Explosives Detection System 

Electronic Metal Detection 

Explosives Trace Detection 

European Union 

Fiscal Year 

Headquarters 

Indirect Air Carrier 

Indirect Air Carrier Management System 

International Civil Aviation Organization 

Independent Cargo Screening Facility 

Improvised Explosive Device 

Interim Final Rule 

35 
TIVE SECURITY INFORlVIATION 

be Llisdo,l,d lll prr.suns without a ··11el,d lll knuw··. a., Lldined in +'J CFK pans 15 aml 152(. exc,. · ·s" 111 ui' the 
Admini,1ra1ur ui' the Tr:rn,pona1iun Srcurily ALlmini,tralion or the S,·netilfy ufTransponatiun. L:nau11lori1ed rdea,r may IT,u l 111, 

or other adirnl. For C.S. ~ovt·rnrnL·nt a~C[ll"ics. )uhlic di~~:lu~urc is ~~lYLTncJ by) U.S.C 5)2 anJ +9 CFR iarls 15 awJ 15~0-



IT 

K9SP 

KSMS 

LEO 

LPD 

NCSP 

NTC-C 

OGS 

001 

oso 
RASCO 

REST 

SARPS 

SD 

SEI 

SIS 

SSP 

STA 

TSA 

TSI-C 

TSS 

TSS-C 

USPIS 

VAT 

VIPR 

SEN Sitt v E SEC u 1t1T1I tNFORnlATIO~ 

Information Technology 

Explosives Detection Canine Security Program 

Known Shipper Management System 

Law Enforcement Officer 

Last Point of Departure 

National Cargo Security Program 

National Targeting Center-Cargo 

Office of Global Strategies 

Office of Inspections 

Office of Security Operations 

Remote Air Sampling Canine Olfaction 

Remote Explosives Scent Tracing 

Standards and Recommended Practices 

Security Directive 

Special Emphasis Inspection 

Security Index Score 

Standard Security Program 

Security Threat Assessment 

Transportation Security Administration 

Transportation Security Inspector - Cargo 

Transportation Security Specialist 

Transportation Security Specialist - Cargo 

U.S. Postal Inspection Service 

Vulnerability Assessment Team 

Visible Intermodal Prevention and Response 
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