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U.S. De partment of Homeland Security
Freedom ofInformation Act Branch
701 South 12" Street

Arlington, VA 20598-6020

Transportation
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Administration

June 19, 2019

3600.1
Case Number: 2014-TSFO-00441

This letter is a final response to your Freedom of Information Act (FOIA) request dated July 07, 2014,
addressed to the Transportation Security Administration (TSA) FOIA Branch seeking access to “a copy of
each report provided to Congress (or a Congressional Committee) which is not posted on the TSA public
website. You may restrict this request to reports dated since January 1, 2010.”

The processing of your request identified certain records that will be released to you. Portions not
released are being withheld pursuant to the Freedom of Information Act, 5 U.S.C. § 552. Please refer to
the Applicable Exemptions list at the end of this letter that identifies the authority for withholding the
exempt record, which is indicated by a mark appearing in the block next to the exemption. An additional
enclosure with this letter explains these exemptions in more detail.

On March 22, 2019, you agreed via email with my staff to narrow the scope of your request for reports
that may be classified to only the title page of each report. During a subsequent phone conversation with
my staff we informed you that even the title page of these reports would be classified. Therefore, TSA is
providing an index list containing the title of those reports.

The rules and regulations of the Transportation Security Administration applicable to Freedom of
Information Act requests are contained in the Code of Federal Regulations, Title 6, Part 5. They are
published in the Federal Register and are available for inspection by the public.

Fees

There are no fees associated with processing this request because the fees incurred do not exceed the
minimum threshold necessary for charge.

Administrative Appeal

Should you decide to file an appeal, it should be mailed to:

Christine Griggs
Acting FOIA Appeals Officer
Office of Civil Rights & Liberties, Ombudsman and Traveler Engagement (CRL/OTE)



Transportation Security Administration
701 South 12t Street, West Building, TSA-33
Arlington, VA 20598-6033

Your appeal must be submitted within 90 days from the date of this determination. It should contain
your FOIA request number and, to the extent possible, the reasons why you believe the initial
determination should be reversed. In addition, the envelope should be prominently marked “FOIA
Appeal.” Please note that the TSA FOIA Appeals Officer’s determination of the appeal will be
administratively final.

Additionally, you have the right to seek dispute resolution services from the Office of Government
Information Services (OGIS) which mediates disputes between FOIA requesters and Federal agencies as
a non-exclusive alternative to litigation. If you are requesting access to your own records (which is
considered a Privacy Act request), you should know that OGIS does not have the authority to handle
requests made under the Privacy Act of 1974. You may contact OGIS as follows: Office of Government
Information Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College
Park, Maryland 20740-6001; e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-
6448; or facsimile at 202-741-5796.

If you have any questions pertaining to your request, please feel free to contact the FOIA Branch at 1-
866-364-2872 or locally at 571-227-2300.

Sincerely,

Teri M. Miller
FOIA Officer
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Report on the Implementatmn of the Law

Enforcement Officers Flying Armed
(LEOFA) Program

In accordance with Section 1615 of the Implementing
Recommendations of the 9/11 Commission Act of 2007,
Pub. L. 110-53, codified at 49 USC § 44903

March 2010
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Message from the Acting Administrator

I am pleased to present the following report regarding the Transportation Security
Administration’s (TSA’s) plans to implement a national program using biometric technology to
support armed law enforcement travel on commercial aircraft. The report has been compiled in
response to a legislative requirement accompanying the Implementing Recommendations of the
9/11 Commission Act of 2007, Pub. L. 110-53, 121 Stat, 266 (2007) (codified as amended at 49
USC § 44903).

Pursuant to statutory requirements, this report is being provided to the Chairmen and Ranking
Members of the Senate Committee on Commerce, Science, and Transportation and the House
Committee on Homeland Security.

If I may be of further assistance, please do not hesitate to contact me or the TSA Office of
Legislative Affairs, at (571) 227-2717.

Sincerely yours,

otid vt

Gale D. Rossides
Acting Administrator
Transportation Security Administration

WARNING: This record con ity Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons without a “need to FR parts 15 and 1520, except with the written
permission of the Administrator of the Transportation Secunty Administration or the S jon. Unauthorized
release may result in civil penalty or other action. For U.S. government agencies, public disclosure is governed by

49 CFR parts 15 and 1520.
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SENSITIVE SECURFF-INEQRMATION

Executive Summary

The purpose of this report is to describe TSA’s actions to establish a federally-managed national
program for armed law enforcement officers (LEOs) traveling by commercial aircraft as set forth
in Section 1615 of the Implementing Recommendations of the 9/11 Commission Act of 2007
(9/11 Act).

The implementation of the Law Enforcement Officer Flying Armed (LEOFA) program is a
significant undertaking requiring extensive consultation with thousands of Federal, State, local,
and tribal law enforcement agencies which issue credentials to an even larger population of law
enforcement officers. The national population exceeds 800,000 sworn law enforcement officers
representing over 18,000 different law enforcement agencies at the Federal, State, tribal,
territorial, and local level.

To date. TSA has made progress in achieving the security objectives of Section 1615. TSA
conducted a series of forums with the law enforcement community in order to better understand
their operational requirements. Effective July 15, 2009, TSA implemented an electronic
verification process in order to verify that State, local, tribal, and territorial LEOs, who are
seeking to carry a weapon on board a commercial aircraft, are doing so for official purposes. For
Federal law enforcement officers, effective February 28, 2010, TSA will require that each
Federal LEQ flying armed be in possession of a Unique Federal Agency Number (UFAN) 1ssued
by TSA to that Federal agency. These processes serve as an additional verification step at airport
checkpoints for law enforcement officers flying armed.

TSA is now focusing its efforts on documenting requirements nccessary to biometrically verify
the identity of Federal LEOs using credentials issued by their respective agencies in conjunction
with the implementation of Homeland Security Presidential Directive Number 12. These
requirements will drive the development of robust cost estimates to support an analysis of
alternatives to be completed in 2010.

Information that is controlled under 49 CFR parts 15 and 1520. Ne part of this
record mn) be disclosed to persons without a “nee ept with the written
permission of the Administrator of the Transportation Secunty Administration or the Secretary of Transportation,
release may result in civil penalty or other action. For U.S. government agencies, public disclosure is governed by § U.S.C. 552 and
49 CFR parts 15 and 1520.
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SENSITIVE SECURTTY-INFORMATION

I. Legislative Requirement

‘This document responds to the reporting requirements set forth in the Implementing
Recommendations of the 9/11 Commission Act of 2007, Pub. L. 110-53, Section 1615(b), 121
Stat. 266 (2007) (codified as amended at 49 U.S.C. § 44903), which states:

Not later than 180 days after implementing the national registered armed law
enforcement program required by section 44903(h)(6) of title 49, United States Code, the
Secretary of Homeland Security shall submit to the Committee on Commerce, Science,
and Transportation of the Senate and the Committee on Homeland Security of the House
of Representatives a report. If the Secretary has not implemented the program within 180
days after the date of enactment of this Act, the Secretary shall submit a report to the
Committees within 180 days explaining the reasons for the failure to implement the
program within the time required by that section and a further report within each
successive 90-day period until the program is implemented explaining the reasons for
such further delays in implementation until the program is functioning.

o jtive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons without a i rts 15 and 1520, except with the written
permissjon of the Administrator of the Transportation Security Administration or the Secrelary
release may result in civil penalty or other action. For U.S. government agencies, public disclosure is governed by § U.8.C. 552 and
49 CFR parts 15 and 1520.
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II. Background

Pursuant to the requirements of the 9/11 Act, the purpose of the LEOFA program is to establish a
process by which biometric technology may be used to verify the identity of a LEO and confirm
their authority to carry a weapon on board a commercial aircraft. The successful implementation
of this program will enable verification of identity to a higher degree of certainty than is possible
using current, non-biometric processes. Lcveraging the capabilities of the National Law
Enforcement Telecommunications System (NLETS), the LEOFA program will also ensure that a
State, local, territorial, or tribal LEO has a specific reason for flying armed that is within the
scope of their duties.

TSA continues to take a methodical approach to issues associated with the LEQFA program by
separating Federal LEOs from State, local, territorial, and tribal LEOs. A 2000 Report from the
Bureau of Justice Statistics indicates there arc over 845,000 Federal, State and local LEOs.
However, 845,000 LEOs do not fly armed annually. In September 2005, DHS estimated
approximately 462,000 LEOFA trips were taken annually. The breakdown between Federal and
State or municipal LEOs indicated that approximately 70 percent of these trips were taken by
Federal LEOs and only 30 percent by State and local LEOs.

A biometric credential for State, local, territorial, and tribal LEOs may not be feasible given the
size of the population and its statistically smaller share of annual LEOFA trips. For example, in
the period since the NLETS solution was made mandatory on July 15, 2009 through November
23. 2009, only 7,749 individual non-Federal LEOs were 1ssued unique 1dentifiers to fly armed.
At present, resources are not available for the development and implementation of a separate
biometric credentialing program for these non-Federal I.EOs, and significant program design
issues must be resolved, including issuance authority, vetting standards, and program costs.
Nevertheless, TSA is proceeding to improve the LEOFA process to reduce the opportunity for an
individual to use a counterfeit LEO credential to carry a firearm onboard a commercial aircraft.

In early 2008, TSA hosted a series of forums soliciting input to enhance verification of State,
local, territorial, and tribal law enforcement officers’ identities while flying armed on

commercial flights. The participants consisted of State and local law enforcement agencies, the
National Governors’ Security Association, Fraternal Order of Police, International Association of
Chiefs of Police, the Major County Sheriffs’ Association, the Airport Law Enforcement
Agencies Network, National Sheriffs’ Association, the United States Secret Service, and the
Federal Bureau of Investigation. This collaboration led TSA to develop a verification process

for State, local, territorial and tribal LEO’s flying armed using NLETS. NLETS is an
international, computer-based message system linking State, local and Federal law enforcement
and justice agencies to share information.

ity Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons without a “need to 1520, except with the written
permission of the Administrator of the Transportation Secunt) Administration or the Secretary of Transpo "
relesse may result in civil penalty or other action. For L.S. government agencies, public disclosure is governed by 5 U.8.C, 552 and
49 CFR parts 15 and 1520.
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SENSITIVE SECURITY INFORMAFON——

(SSI) Under the new system, State, local, territonal, and tribal LEOs with an operational need to
fly armed on a commercial flight must preregister their travel with TSA by sending an NLETS
message to TSA in advance of travel. The NLETS message replaces the original letter of
authority, signed by the chief or agency head, described in 49 CFR 1544.219. Once the NLETS
message is received by TSA, TSA returns to the agency an NLETS response message containing
a unique eight-character alphanumeric authorization. TSA checks this authorization, along with a
check of other required identifying documents, for verification at the LEO checkpoint on the day
of travel. A transition period for the NLETS notification process began on November 7, 2008,
during which time TSA continued to honor the authorization letter but encouraged the use of the
NLETS authorization code.

(SSI) Beginning July 15, 2009, TSA no longer accepts paper letters of authority for LEOs flying
while armed on commercial flights. State, local, territorial. and tribal law enforcement officers
with an operational need to fly armed are required to pre-register their travel with TSA by
submitting an NLETS message to TSA prior to travel. This new procedure has significantly
enhanced the LEOFA verification process and provided TSA with increased situational
awareness of the national law enforcement officer flying armed community. The NLETS
solution eliminates the opportunity for counterfeit letters of authority and restricts the ability of
individuals to fly armed without authorization from their employing agency.

WARNING: This recor i rity Information that is controlied under 49 CFR parts 15 and 1520, No part of this
record may be disclosed to persons without & “nee ip 49 CFR parts 15 and 1520, except with the written
permission of the Administrator of the Transporiation Security Administration o rtation. Unauthorized
release may result in civil penalty or other action. For U.S. government agencies, public disclosure is governe

49 CFR parts 15 and 1520.

3




SENSITIVE SECURITY INEORMAFHON—

III. Discussion

With the NLETS solution now in place for State, local, tribal, and territorial L.EQOs, a reliable
system for verifying Federal LEO identity is necessary. TSA believes the best way to
accomplish this is by leveraging the standard identification requirement contained within
Homeland Security Presidential Directive Number 12 (HSPD-12). HSPD-12 requires Federal
agencies to issue interoperable biometric Personal Identity Verification (PI1V) credentials to all
Federal employees. This long-term strategy supports secure, electronic, real-time identity
verification and authentication as well as the ability to electronicaily authenticate privileges.

TSA is currently gathering and documenting requirements for performing biometric verification
of Federal LEOs using PIV credentials at the screening checkpoint. As part of this requirements
gathering effort, TSA will identify and analyze alternative solutions and develop detailed cost
estimates to support selection of a recommended approach for nationwide deployment. TSA
expects to conclude this analysis in 2010.

WARNING: This recard contains ion that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons without a “need to konow ', & . 15 and 1520, except with the written
permission of the Administrator of the Transportation Security Administration or the Secretary o ; rized
relezse may result in civil penalty or other action. For UL.S. government agencies, public disclosure is governed by 5 U.S.C. 5

49 CFR parts 15 and 1520.
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 SENSITIVE SECORITY-INFORMATION—

IV. Conclusion/DHS Action Plan

TSA is continuing to make positive progress in implementing the LEOFA program. The advent
of NLETS pre-registration requirements for State, local, territorial, and tribal LEOs resulted in
enhanced security measures and addressed security vulnerabilities which formed the basis for
section 1615 of the 9/11 Act. In addition, TSA has developed an interim identification
verification process for Federal LEOs, until biometric verification becomes operational.

(SSI) The Federal interim solution is similar in design and resides in the same database as the
system currently used to verify State, local, territorial, and tribal LEOs. Each Federal law
enforcement agency will be issued a Unique Federal Agency Number (UFAN). The UFAN,
along with a check of other required identifying credentials, will be used for verification at the
LEO checkpoint by TSA on the day of travel. The Federal interim solution transition period
began on February 1, 2010, and mandatory usc of the UFAN will begin on February 28, 2010.
While this interim solution does not satisfy the biometric mandate, it will enhance aviation
security by serving as an additional layer of verification for Federal LEOs flying armed until
biometric identification verification becomes operational.

TSA is working towards a biometric identitication verification process for LEOs. The issuance
of HSPD-12 compliant PIV credentials for Federal LEOs should further enhance LEOFA
operations. TSA is currently documenting requirements in order to leverage the biometric
capabilities of these credentials to support identity verification at the screening checkpoint.
TSA will use these requirements to generate robust cost estimates and perform an analysis of
alternatives in 2010.

WARNING: This record contains Sensitive Securtf at is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons without a “need to know”, as de! arts 15 and 1520, except with the writtea
permission of the Administrator of the Transportation Security Administration or the rtation. Unauthorized
relesse may result in civil penalty or other action. For U.S, government agencies, public disclosure is governed DY =i nd

49 CFR parts 15 and 1520.
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V. Appendix

Congressional Report Recipients

The Honorable John D. Rockefeller
Chairman, Senate Committee on Commerce, Science, and Transportation

The Honorable Kay Bailey Hutchison
Ranking Member, Senate Committee on Commerce, Science, and Transportation

The Honorable Bennie G. Thompson
Chairman, House Committec on Homeland Security

The Honorable Peter T. King
Ranking Member, House Committee on Homeland Security

WARNING: This recor, lnfnrmatlon that is controlled under 49 CFR parts 15 and 1520, No part of this
record may be disclosed to persons without 1 “ne d in 49 CFR parts 15 and 1520, except with the written
permission of the Administrator of the Transportation Security Administratio ransportation. Umluthorlzxd
release may result in civil penalty or other action. For 1S, government agencies, public disclosure is gove

49 CFR parts 15 and 1520.

6



Advanced Imaging Technology

Fiscal Year 2010 Report to Congress
August 30, 2010

' Homeland
Securl [Y Transportation Security Administration

TIVE SECURITY INFORMATION

yarts 15 dnd 1520. No p.irl m' this record
may be d1~-.10>ed to persons w lthou[ a necd to lumv.". 3 / .
Administrator of the Transportation Security Admini retary of ithorized release may resu

penalty or other action. For U.S. government agencies, pllb]ll. disclosure is governed by 552 and 49 CFR parts 15 and 1520.




SENSITIVE SECURITY INRFORMATION————

Message from the Administrator

August 30, 2010

I am pleased to present the following report, “Advanced Imaging

Technology,” prepared by the Transportation Security Administration.

This report responds to questions from the U.S. House of
Representatives Committee on Appropriations. It contains detailed
information on Advanced Imaging Technology’s (AIT’s) detection
capabilities and limitations, the procurement process, procurement
details including cost and deployment strategy, cost containment
initiatives and AIT upgrades and initiatives.

Pursuant to congressional requirements, this report is being provided
to the following Members of Congress:

The Honorable David E. Price

Chairman, House Appropriations Subcommittee on Homeland Security

The Honorable Harold Rogers

Ranking Member, House Appropriations Subcommittee on Homeland Security

Inquiries related to this report may be directed to me at (571) 227{PX® Jor to the Department’s

Deputy Chief Financial Officer, Peggy Sherry, at{®)©) |

Sincerely yours,

54.5. Lo

John S. Pistole
Administrator

Transportation Security Administration

WITY INFORMATION

WARNING: This record contains Sensitive Security Information that is controlle

may be disclosed to persons without a “need to know™, as defined in 49 CFR parts 15 mcl ]‘3"(1 U(u,pt with the written permission o

art of this record

Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520.




SENSITIVE SECURTTY TNTOURNAFON—

Executive Summary

Advanced Imaging Technology (AIT) is a passenger screening technology used at airport
checkpoints to screen for concealed weapons (metallic and non-metallic), explosives and other
prohibited items. AIT gives Transportation Security Officers {TSOs) the opportunity to view
anomalies on an individual and to determine whether additional screening procedures are
required to clear passengers through the screening process. AIT functions as a primary
passenger screening technology and is used instead of a Walk-Through Metal Detector
(WTMD). Passengers may opt not to be screened by AIT; however, they are subject to
alternative screening in such cases. The Transportation Security Administration {TSA) has
implemented substantial privacy protections in the design and deployment of AIT.

In response to a direction from Congress to mitigate the threat of non-metallic items, TSA began
evaluating AIT in 2007. TSA assessed multiple types of AIT systems including X-ray
backscatter and millimeter wave. Both offer safe and effective screening for weapons and
explosives concealed on a person’s body. Backscatter X-ray technology creates an image using
X-rays that penetrate clothing. Millimeter wave technology uses sensors to collect millimeter
wave energy to measure the difference in radiated energy relative to each object against a
common background to construct a composite image.

TSA followed the formal testing process set forth in the Passenger Screening Program Test and
Evaluation Master Plan, which complies with Department of Homeland Security Acquisition
Directive 102. TSA tested different AIT solutions in the laboratory and then in limited field
trials in 2007 and 2008. In 2009, TSA began to evaluate using AIT systems in the primary
screening position as an alternative to the WITMD. On the basis of these results, TSA solicited
AIT solutions from industry and conducted follow-on laboratory and operational field tests. In
September 2009, the Department’s Acquisition Review Board granted authority for full
production of AIT systems, and, shortly thereafter, contracts were awarded to two manufacturers.
In the future, TSA will evaluate other manufacturers’ AIT products to assess the capabilities of
their systems and to refine the AIT concept of operations and procedures.

TSA has compared AIT to other transportation security equipment and manual processes, such as
explosives trace detection, enhanced pat-down procedures, WTMD and other imaging
technologies, and determined that AIT offers the most effective screening measure against non-
metallic threats.

TSA is seeking to enhance the efficiency of using AIT while also reducing privacy concerns
regarding this technology by working with manufacturers to develop automated threat detection
software, also known as Automated Target Recognition or ATR. ATR uses advanced image
analysis software to automatically identify and mark areas of concern on a standardized “stick

i
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figure” or a generic body image for TSOs to check. Using ATR software will reduce the staffing
required to operate AIT systems and would eliminate many privacy concerns related to their use.
ATR will require extensive software development and testing to ensure effective detection with

minimal false alarms. TSA is actively working with the DHS Science and Technology

Directorate, the security industry and foreign government partners to develop an ATR capability

that ultimately could be installed on U.S.-deployed AIT systems. TSA expects to begin testing
initial ATR software submissions from vendors in the fall of 2010.
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SENSITIVE SECURI _ ATION

I. Legislative Inquiry

This document responds to requests for information n a July 1, 2010, letter from Chairman
David Price and Ranking Member Harold Rogers of the House Appropriations Committee’s

Subcommittee on Homeland Security. These requests include:

l.

—

An updated, detailed explanation of the detection capabilities and limitation of the
Advanced Imaging Technologies (AITs) proposed to be purchased with Fiscal Year
(FY) 2011 funding and the efforts the Transportation Security Administration (TSA) is
undertaking to improve this technology with specific regard to enhancing security,
improving the efficiency of the passenger screening process and mitigating operating and
maintenance costs

An affirmation that the decision to procure the AITs was a result of a rigorous evaluation
of deployable passenger screening technologies and techniques, to include, but not
limited to, Explosives Trace Detection (ETD) machines, Enhanced Pat-Down (EPD)
procedures, use of canines and available imaging technologies

Projected procurement details, costs and schedule for the AITs, to include associated
human capital requirements and costs for the deployment, installation and operation of
such procurements

An explanation of the steps TSA will undertake to constrain operating and maintenance
costs of the AITs being procured

A detailed explanation of the efforts and resources proposed for the development of more
advanced, Integrated passenger screening technologies
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II. Background

Established in the immediate aftermath of September 11, 2001, TSA is charged with protecting
the Nation’s transportation systems to ensure the freedom of movement for people and
commerce. To that end, TSA’s Passenger Screening Program (PSP) identifies, field tests,
procures, deploys and sustains equipment that detects threats concealed on people and in their
carry-on items as they enter the airport terminal sterile area.

The requirement to develop new technologies for airport screening checkpoints is codified in
49 1.5.C. § 44925(a), which states that:

The Secretary of Homeland Security shall give a high priority to developing, testing,
improving, and deploying, at airport screening checkpoints, equipment that detects non-
metallic, chemical, biological, and radiological weapons, and explosives, in all forms, on
individuals and in their personal property.

This equipment must detect, under realistic operating conditions, the types of weapons and
explosives that terrorists would most likely attempt to smuggle onto an aircraft. Further,

49 U.S.C. § 44925(b) requires the Secretary to develop a strategic plan for deploying explosive
detection equipment at airport screening checkpoints, including walk-through explosive
detection portals, shoe scanners and backscatter X-ray scanners.

Threats to aviation are dynamic and are evolving to include non-metallic threats such as powder,
liquid and plastic explosives that are carried on persons entering airport terminal sterile areas.
Additional screening methods to detect these threats, such as a full body pat-down, are effective
but time-intensive and cannot be practically applied to all passengers.

Historically, checkpoints have been configured with walk-through metal detectors (WTMDs) to
scan passengers and X-ray technology to screen passengers’ associated baggage. X-ray
technology is able to detect both metallic and non-metallic threats concealed in carry-on luggage;
however, WIMDs can only detect metallic threats.

TSA began evaluating available AIT in 2007 to address non-metallic threats. From 2007 to
2008, the Agency conducted laboratory tests, followed by limited field trials. TSA field tested
different vendor solutions at multiple airports in the secondary screening position for passengers
who set off alarms when going through the WTMD or who were randomly selected for
additional screening. In 2009, TSA began evaluating AIT systems in the primary screening
position as an alternative to the WTMD. TSA concurrently issued a solicitation to industry for
AIT solutions. The Agency conducted follow-on laboratory and operational field tests on the
solutions that vendors provided.
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In September 2009, after the Department of Homeland Security’s (DHS’) Acquisition Review
Board (ARB) granted authority for full production of AIT, contracts were awarded to two
manufacturers. TSA continues to evaluate AIT solutions from other manufacturers to assess the
capabilities of their systems and to refine the AIT concept of operations and procedures.

TSA has compared AIT to other available transportation security equipment and manual
processes that might be deployed at airport checkpoints, such as ETD, EPD procedures, WTMD,
other imaging technologies and the use of canines. On the basis of market research and the
review of laboratory studies detailing the use of these screening processes technologies, TSA
determined that AIT presented the optimal, most balanced solution for achieving a combination
of guiding criteria, including operational effectiveness, etficiency, through-put, customer
convenience, privacy and security effectiveness. The studies that measured the effectiveness of
AIT include, but are not limited to, Qualification Test and Evaluation (QT&E), Operational Test
and Evaluation {OT&E), risk-reduction analysis and alternatives analysis.
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ITII. AIT Detection Capabilities/Limitations

A. Technology Overview/Capabilities

AIT systems are designed to facilitate the detection of metallic and non-metallic weapons,
explosives and other contraband material concealed under layers of clothing. It creates images
that TSA personnel, through examination, can distinguish from benign objects. TSA is
deploying two types of AIT—backscatter X-ray and millimeter wave. Both of these
technologies generate a computer image of the scanned individual that 1s displayed on a remote
monitor for analysis by a Transportation Security Officer (TSO}) to determine whether anomalies
are present. The effectiveness of these technologies depends on how distinctly the threat objects
can be made to stand out against the background and how completely the human body can be
screened.

The following is an overview of the AITs currently being procured and deployed:

Backscatter: These units use a narrow, low-intensity X-ray beam scanned over the body’s
surface at high speed, a portion of which is reflected back from the body and other objects are
placed or carried on the body. This reflection is converted into a computer image of the subject
and displayed on a remote monitor. For comparison purposes, the X-ray dose received from the
backscatter system is equivalent to the radiation received in 2 minutes of airplane flight at
altitude (0.02 millirem for two scans by backscatter compared to 0.0276 millirem for 2 minutes
of flight). Newer versions of this technology require less scanning time, reducing individual
X-ray exposure to 0.002 millirem for the entire process.

The backscatter AIT meets or exceeds the American National Standards Institute standard for
personnel security screening systems using X-rays. This standard provides radiation safety
guidelines for the design and operation of these systems and limits the annual effective dose to
individuals that are screened. The annual limit is based on recommendations for dose limits for
the general public published by the National Council on Radiation Protection and Measurements.
The dose limits were set with the understanding that the general public includes individuals who
may be more susceptible to radiation-induced health effects, such as pregnant women, children
and persons receiving radiation treatment for medical conditions.

Millimeter wave: These units use non-ionizing radiofrequency energy in the millimeter wave
spectrum to generate an image based on the energy reflected from the body. The frequency for
millimeter wave technology ranges between 30 and 300 gigahertz. The three-dimensional image
of the body 1s displayed on a remote monitor for analysis by a TSO.
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B. Testing

The AIT systems that TSA deployed were subjected, at a minimum, to 1) a QT&E conducted by
DHS Science and Technology Directorate’s (S&T’s) Transportation Security Laboratory, and 2)
OT&E conducted by TSA. While QT&E tests equipment in a laboratory setting to validate its
operational effectiveness, OT&E tests the product in an airport setting to validate its operational
suitability. TSA began piloting AIT in 2007. Throughout the pilot process, TSA gained
operational information used to enhance training of the TSOs operating the equipment, improve
the passenger screening process and further bolster detection capabilities. The AIT was tested
against defined effectiveness and suitability metrics. These metrics include such criteria as
laboratory detection, false alarm rate, reliability, maintainability and availability.

The following chart shows TSA’s results for detection and false alarm rates for the L-3
millimeter wave unit and the Rapiscan backscatter unit. Although no technology is 100-percent
effective at detection, TSA’s use of this critical technology routinely detects artfully concealed
metallic and non-metallic prohibited items.

Overall Detection Rate Overall False Alarm Rate

100% ? 1% 7‘% 100%

80% 39%

W\

L-3 Rapiscan L-3 Rapiscan
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C. Operational Results

With broader deployment in U.S. airports, AIT has identified a wide range of artfully concealed
non-metallic threats and other items. These images are a sample of items detected through the
use of AIT.

Bottles of liquid (found to be urine) — screening anomaly in crotch area:

Marijuana — screening anomaly in buttocks area with glass pipe:
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Rolls of Methamphetamine — screening anomaly in groin area:

Marijuana — screening anomaly in buttocks area:
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Non-metallic knife (passenger refused AIT screening and was referred to secondary screening) —
knife was found hanging from chest:

D. Limitations

Although new technologies offer great promise in the Department’s ongoing efforts to secure our
homeland, no technology is a silver bullet against the threat of a terrorist attack. No single
technology is 100-percent effective in detecting very small amounts of explosive material,
although the likelihood of detection increases as additional technologies are used in a layered and
risk-informed system. TSA’s multi-layered strategy includes technology components,
complemented by Behavior Detection Officers, Bomb Appraisal Officers, Federal Air Marshals,
canine teams, well-trained personnel and a ready and engaged traveling public. AIT offers a
significant increase in detection capabilities for non-metallic threats. However, space constraints
and the need for an image operator are two primary operational limitations associated with the
technology.

The current AIT machine requires a significant footprint at the checkpoint. There are associated
space limitations, and the machines may not fit into all checkpoints/lanes in their current
configurations. The checkpoints at larger airports can accommodate the current dimensions, but
smaller checkpoints and airports may be unable to accommodate the width of an AIT machine.
This potential limitation mostly applies to Category V! airports, which receive less than

0.5 percent of passenger traffic per year. To mitigate this limitation, vendors are working to
develop AIT units that would require less space at the checkpoints.

" TSA uses a ranking system for its airports—Category X, I, I, III and IV, with X receiving the highest volume of
passenger traffic and I'V receiving the lowest.
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The current need for an image operator increases overall staffing requirements for TSA and
limits AIT cost and operational efficiencies. An automated process could be more efficient
through faster interpretation times and improved targeting of anomalies. The deployment of
Automated Target Recognition (ATR) software on AIT machines will eliminate the need for an
image operator and reduce required staffing and costs associated with the use of AIT.

E. Enhancing Security
ATR

ATR software 1s composed of algorithms that will automatically identify anomalies on the basis
of contour, pattern and shape and recognition software to uncover potential hidden weapons,
explosives and other contraband, eliminating the need for an operator to view each passenger’s
AIT image. These anomalies would be indicated by a form of geographic “bounding box”
placed on the area of the possible threat, for example, a box around the left leg below the knee.
The information would be displayed on a “stick figure” or generic body image on a screen near
the AIT machine that could be viewed by the TSO operating the machine. To resolve the
anomaly, a TSO would perform a directed pat-down search of the area that appeared in the box.

TSA is working with the DHS Transportation Security Lab and vendors to develop an ATR
capability. ATR requires development of complex software algorithms that will be tested
extensively before fielding. TSA expects to receive initial ATR submissions in the fall of 2010
for laboratory testing and anticipates that it will upgrade already deployed AIT machines with
ATR software in 2011.

ATR has several key benefits that would represent a major advancement in imaging technology.
These benefits include:

» Decreased passenger processing time: Current AIT operating procedures rely on the
Image Operator (10) to visually detect anomalies, while the future algorithm would
automate this process.

Reduced privacy concerns: Stick figures would replace current AIT images.
Elimination of the need for a separate AIT image operator.

Reduced footprint and installation costs: No IO station would be required.

Reduced training costs: Currently, the majority of AIT training is focused on image
interpretation, which would no longer be required.

F. Efficiency of the Passenger Screening Process

For any technology to be a viable detection option, it must meet TSA effectiveness and
suitability requirements. Suitability includes meeting required throughput rates to minimize the
impact on passengers and commercial aviation. TSA also has deployed AIT machines in
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configurations that are designed to optimize passenger efficiency. Current configurations
include a co-located WTMD to ensure that efficient passenger throughput can be maintained.
Future AIT configurations with ATR will allow TSA to remove the co-located WTMD.

TSA recently has observed a trend of passengers carrying on significantly more items now that
airlines are charging checked baggage fees. This trend appears to be a significant factor
affecting overall processing time for screening passengers and their carry-on baggage. Rather
than AIT screening, current data indicate that X-ray screening of additional carry-on property
represents the determining factor in overall passenger/carry-on baggage screening duration.

G. Mitigating Operating and Maintenance Costs

TSA has nitiated efforts to mitigate ongoing operational and maintenance costs associated with
AIT. These efforts include, but are not limited to, the elimination of an image operator station
for remote viewing and the reduction of associated statfing (through the development and
implementation of ATR). Also, incorporating technology upgrades to integrate AIT with other
functionality will enhance throughput/processing speed. TSA anticipates that operational costs
will decrease as AIT machines become more efficient. TSA has negotiated 2-year warranties
from the original equipment manufacturers with the purchase of AIT units. This reduces
maintenance costs and will provide TSA with 2 years of maintenance data that can be used to
negotiate pricing when TSA incorporates AIT into 1ts overarching checkpoint equipment
maintenance contract. Last year, TSA renegotiated this contract and achieved an 8-percent cost
reduction.
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IV. AIT Procurement Process

TSA follows DHS Acquisition Directive 102 when acquiring any security technology, including
AIT. This directive describes the Department’s Acquisition Life Cycle Framework (ALF),
Acquisition Review Process and ARB. The ALF is a template for planning and executing
acquisitions and includes the following processes:

1. Identify a capability need of the Department, including its Components.

2. Analyze and select the means to provide that capability.

3. Obtain the capability via the appropriate types of acquisitions.

4. Produce, deploy and support the capability through its useful life until disposal.

Threats to aviation are dynamic and are evolving to include non-metallic anomalies carried on
passengers, including powders and liquids such as those contained in some explosives.
Additional screening methods, such as a full body pat-down, are effective but time-intensive and
cannot be practically applied to all passengers. The evolution of non-metallic threats and
operational considerations led TSA to identify a need for technology to detect anomalies on
passengers’ bodies.

TSA developed general criteria as guidance in evaluating potential technologies to meet the
identified need:

e Cost: Maximizing operational staffing efficacy and detection capability at an acceptable
cost level

» Throughput: Optimizing checkpoint throughput

¢ Risk Reduction: Ensuring that the technology provides an acceptable level of risk
reduction while meeting requirements for probability of detection and false alarm rates.

» Qualitative:

o Ensuring the health and safety of the passenger screening environment for both
passengers and TSA employees

o Impact on operations

o Ensuring passenger privacy

As previously noted, TSA began evaluating available AIT in 2007. TSA used a formal testing
process as documented in the PSP Test and Evaluation Master Plan (TEMP), which complies
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with DHS Acquisition Directive 102. The TEMP establishes a framework that provides an
overview of the testing processes followed for all PSP technologies to ensure products meet TSA
specifications, are safe and are operationally effective. The test and evaluation strategy is
consistent with the program acquisition strategy. All PSP technology projects follow this testing
process, which includes, at a minimum, QT&E conducted by the DHS S&T and OT&E
conducted by TSA.

TSA tested different AIT solutions in the laboratory and then in limited field trials in 2007 and
2008. In 2009, TSA began to evaluate using AIT systems in the primary screening position as an
alternative to the WTMD. On the basis of these results, TSA concurrently solicited industry to
provide AIT solutions meeting TSA’s requirements. Follow-on laboratory and operational field
tests were conducted, and, in September 2009, the Department’s ARB granted authority for the
deployment of AIT using qualified manufacturers. Subsequently, contracts were awarded to two
manufacturers.

The qualification process for manufacturers includes evaluation and testing to validate that the
manufacturer’s products conform to the requirements set forth in the governing specifications.
Qualification and placement on a Qualified Products List (QPL) by a prospective offeror 1s a
prerequisite to being able to propose a solicitation for products subject to that qualification
requirement. Unqualified vendors are ineligible for contract awards and, accordingly, are unable
to compete for delivery orders issued to satisfy government requirements. Solicitations for items
subject to a qualification requirement are not 1ssued until more than one vendor has been placed
on the QPL. See Federal Acquisition Regulation § 9.206-3.

TSA conducts ongoing evaluations of AIT products submitted by manufacturers to assess their
systems for potential addition to the QPL and to refine the AIT concept of operations and
procedures.
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V. AIT Procurement Detail

A. AIT Costs

Costs associated with AIT are shown in the following table. These costs include the initial
investment In equipment, as well as the elements required to support AIT over the life cycle.

AIT Costs for One Unit

Cost Category
Average equipment cost $175,000
Average installation cost $55,000
Average annual operations and maintenance $17,000
Average annual staffing costs (5 FTE per machine) $412,000%
AIT Funding ARRA (FY 2009) ARRA (FY 2010) FY 2011

Units | § in Millions | Units | § in Millions | Units $ in Millions

Equipment™* 150 $25.4 302 $47.9 503 $88.0
Installation ke $24.9 $27.7
Staffing $218.9#* %

* Costs include salary and benefits, as well as other support and training.

** Purchase price includes a 2-year maintenance warranty.

*#% Installation funding for AITs purchased in late FY 2009 were obligated in FY 2010.
*4x% Costs include salary and benefit only.

B. Schedule

The TSA FY 2011 budget indicates that the AIT Full Operating Capability could include up to
1,800 AIT machines; however, that number will be refined as the technology improves and
efficiencies in operations are gained. TSA 1s working with manufacturers to develop ATR
capabilities that could substantially improve throughput. Also, other manufacturers are expected
to offer smaller footprint and potentially more cost-effective machines.

In FY 2007, TSA purchased 47 AIT millimeter wave machines. TSA deployed 40, and 7 are
used for testing. In FY 2009, TSA received American Recovery and Reinvestment Act funding
and in FY 2010 began to deploy an additional 452 backscatter and millimeter wave AIT

[ S—
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machines. In the FY 2011 budget, TSA requested to purchase an additional 503 machines. If the
FY 2011 budget request is met, at the end of Calendar Year (CY) 2011, TSA will have deployed
nearly 1,000 AIT machines.
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V1. Cost Containment Initiatives

TSA has a number of initiatives to reduce the ongoing operations, maintenance and staffing costs
related to the procurement and deployment of AITs, without compromising the security of the
traveling public. We expect the following initiatives to significantly reduce the costs of AIT
operation:

A. ATR Upgrade

The upgrade of ATR to AIT units will eliminate the need for an image operator, thereby
reducing operational staffing of an AIT by one Full-Time Equivalent per unit. It will also
remove the need for the remote IO viewing station, lowering installation and maintenance costs.
ATR will increase the effectiveness and throughput of the checkpoint by indicating targeted
areas on passengers for resolving anomalies.

B. Optimized CPU Speed within AITs

AIT 1s anticipated to undergo several upgrades to its processing speed over the procurement
timeline from CY 2011 to CY 2014. Vendors have indicated that the possibility exists for
processing speeds to increase in the near term through hardware upgrades, allowing the machines
to handle greater levels of throughput. The optimized CPU speed may reduce the need for one
AIT to be installed for every X-ray used to screen passenger baggage, allowing a single AIT to
operate 1n a two X-ray to one AIT configuration. This has the potential to lower costs as fewer
AIT units would be required for checkpoints and less staff required for AIT operation.

C. Maintenance Metrics

AIT vendors, third-party maintenance providers and TSA work together actively to report
maintenance metrics to identify and reduce recurring issues. The maintenance metrics are
tracked to ensure that issues are identified and addressed in a timely manner and do not disrupt
operations in the field.
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VII. Technology Initiatives

AIT offers an upgradable technology platform to encourage vendors to enhance existing AIT
capabilities or offer complementary security processes. TSA is determining the feasibility of
increasing the functionality of currently fielded units through enhancements or by employing
new screening technologies.

A. Additional Algorithms and Increased Processing Speed

As the role of AIT in the passenger screening checkpoint evolves, TSA’s primary long-term
objective 1s to develop and deploy a system capable of automatically distinguishing explosives
and prohibited items from benign objects concealed on passengers’ bodies. Future AIT
initiatives will focus on the refinement of the ATR algorithm to increase detection, lower false
alarm rate and further reduce processing time. This reduction of processing time may result in
one AIT per two X-rays while eliminating the need for the WTMD and related staff.

B. Integrated WTMD Capabilities

WTMD only detects metallic items, while AIT can identify anomalies, including metallic and
non-metallic threats, such as small amounts of explosives on the body. In the future, TSA may
explore integration of WTMD capabilities into the AIT platform to complement the significant
capabilities of AIT with metal detection. Integration could provide a higher level of detection for
metallic objects and enhance the capability of current AIT units at a relatively low cost.

C. Integration of Shoe Scanner Device (SSD)

The SS8D is a conceptual passenger screening technology to detect explosives and other weapons
concealed in passengers’ footwear or the lower part of legs and feet. SSD would not require
passengers to remove their footwear as they pass through the security checkpoint. This
technology would increase efficiency and throughput for the Advanced Technology X-ray
because TSOs would no longer be required to analyze images of footwear. This technology
would also improve passengers’ experience at the checkpoint by further reducing divestiture.
SSD can be designed as a complement to AIT because vendors are currently pursuing options to
integrate SSD within the AIT platform.
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VIII.  Appendix A—List of Abbreviations/Acronyms

AIT Advanced Imaging Technology
ALF Acquisition Lite Cycle Framework
ARB Acquisition Review Board
ARRA American Recovery and Reinvestment Act of 2009
ATR Automated Target Recognition
CY Calendar Year
DHS Department of Homeland Security
EPD Enhanced Pat-Down Procedure
ETD Explosive Trace Detection
FTE Full Time Equivalent (Employee)
FY Fiscal Year
IO Image Operator
OT&E Operational Test and Evaluation
PSP Passenger Screening Program
QPL Qualitied Products List
QT&E Qualification Test and Evaluation
S&T Science and Technology (Directorate)
SSD Shoe Scanner Device
TEMP Test and Evaluation Master Plan
TSA Transportation Security Administration
TSO Transportation Security Officer
WTMD Walk-Through Metal Detector
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Message from the Administrator

October xx, 2010

I am pleased to present the following report, “Implementation of
Title XIV of the Implementing Recommendations of the 9/11
Commission Act of 2007 and the State of Public Transportation,”
prepared by the Transportation Security Administration.

This report is required by Section 1412 of Title XIC (Public

Transportation Security) of the Implementing Recommendations

of the 9/11 Commission Act of 2007. Section 1412 of Title XIV

requires the Department of Homeland Security to submit a report

not later than March 31* of each year containing the following:
» The National Strategy for Public Transportation Security

required under Section 1404,

The amount of funds appropriated to carry out the

provisions of Title XIV that have not been expended or obligated;

» An estimate of the cost to implement the National Strategy for Public Transportation
Security, which shall break out the aggregated total cost of needed capital and operation
security improvement for fiscal years (FY) 2008-2018; The state of public transportation
security in the United States, which is to include numerous data points identified in
paragraph (a)(2)(E) of Section 1412; and

» A description of the implementation of the provisions of Title XIV.

T

Pursuant to congressional requirements, this report is being provided to the following Members
of Congress:

The Honorable Frank Lautenberg
Chairman, Senate Appropriations Subcommittee on Homeland Security

The Honorable George V. Voinovich
Ranking Member, Senate Appropriations Subcommittee on Homeland Security

The Honorable David E. Price
Chairman, House Appropriations Subcommittee on Homeland Security

The Honorable Harold Rogers
Ranking Member, House Appropriations Subcommittee on Homeland Security
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Inquiries relating to this report may be directed to me at (571) 227[PX® ] or to the Department’s
Deputy Chief Financial Officer, Peggy Sherry, at[?®

Respectfully,

John S. Pistole
Administrator
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Executive Summary

This report is provided by the Transportation Security Administration {TSA) as required by
Section 1412 of Title XIC (Public Transportation Security) of the Implementing
Recommendations of the 9/11 Commission Act of 2007. The report will address each of the
following requirements:

¥ The National Strategy for Public Transportation Security required under Section 1404,
o The Mass Transit Annex to the Transportation Security Sector Specific Plan (TS-
SSP) developed pursuant to Homeland Security Presidential Directive-7, serves as
the National Strategy for Public Transportation Security required under Section
1404,

%,

# The amount of funds appropriated to carry out the provisions of Title XIV that have not
been expended or obligated,
o At this time, all funds that have been appropriated to carry out the provisions of
Title XIV have been expended or obligated.

»  An estimate of the cost to implement the National Strategy for Public Transportation
Security, which shall break out the aggregated total cost of needed capital and
operational security improvements for fiscal vears (FY} 2008-2018,

o TSA will provide appropriate cost estimates separately through FY 11 budgetary
processes for the Department of Homeland Security (DHS) as coordinated by the
Office of Management and Budget.

v

The state of public transportation security in the United States, which is to include
detailing the status of security assessments, the progress being made around the country
in developing prioritized lists of security improvements necessary to make public
transportation facilities and passengers more secure, the progress being made by
agencies in developing security plans and how those plans differ from the security
assessments and a prioritized list of security improvements being compiled by other
agencies, as well as a random sample of an equal number of large- and small-scale
projects currently underway; and
o TSA’s efforts in minimizing the likelihood of a terrorist attack occurring or
succeeding continue to be guided by five principles:

» Expanding partnerships for security enhancement

» Elevating the security baseline

*  Building security force multipliers

» [eading information assurance

* Protecting high risk assets and systems.

¥ A description of the implementation of the provisions of Title XIV.
o Section 1405 — Security Assessments and Plans: Through the American Public
zagsportation Association (APTA), TSA is working with the industry. TSA
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intends to use these standards as part of the basis for its notice of proposed
rulemaking (NPRM).

o Section 1406 — Public Transportation Security Assistance: The Transit Security
Grant Program (TSGP) meets this requirement.

o Section 1407 — Security Exercises: The Intermodal Security Training and
Exercise Program (I-STEP) meets this requirement.

o Section 1408 — Public Transportation Security Training Program: An NPRM is
being drafted.

o Section 1409 — Public Transportation Research and Development: DHS’ Science
and Technology Directorate is providing a separate report addressing this
provision.

o Section 1410 — Information Sharing: TSA established a partnership with the
Public Transit Information Sharing and Analysis Center (PT-ISAC) and the
American Public Transportation Association (APTA) to support public
transportation officials.

o Section 1411 — Threat Assessments: An NPRM is being drafted.

o Section 1414 — Security Background Checks of Covered Individuals for Public
Transportation: TSA has published guidance on conducting background checks
on employees; the guidance is available on TSA’s website at
http://www.tsa.gov/assets/pdf/guidance employee background checks.pdf

o Section 1415 — Limitations on Fines and Civil Penalties: TSA’s Surface
Transportation Security Inspection Program procedures are in compliance with
this section.

Additional information of the status of each provision is summarized in this report.
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I. Legislative Language and Background

SEC. 1412. REPORTING REQUIREMENTS.

{a) ANNUAL REPORT TO CONGRESS.—

(1) IN GENERAL.—Not later than March 31 of each year, the Secretary shall

submit a report, containing the information described in paragraph (2), to the

appropriate congressional committees.

(2) CONTENTS.—The report submitted under paragraph (1) shall include—
(A) a description of the implementation of the provisions of this title;
(B) the amount of funds appropriated to carry out the provisions of this
title that have not been expended or obligated; 6 USC 1141.Deadline.6
USC 1140.121 STAT. 414 PUBLIC LAW 110-33—AUG. 3, 2007;
(C) the National Strategy for Public Transportation Security required
under section 1404;
(D) an estimate of the cost to implement the National Strategy for Public
Transportation Security which shall break out the aggregated total cost of
needed capital and operational security improvements for fiscal years
2008-2018; and
(E) the state of public transportation security in the United States, which
shall include detailing the status of security assessments, the progress
being made around the country in developing prioritized lists of security
improvements necessary to make public transportation facilities and
passengers more secure, the progress being made by agencies in
developing security plans and how those plans differ from the security
assessments and a prioritized list of security improvements being
compiled by other agencies, as well as a random sample of an equal
number of large- and small-scale projects currently underway. (3)
FORMAT.—The Secretary may submit the report in both classified and
redacted formats if the Secretary determines that such action 1s appropriate
Or necessary.

{b) ANNUAL REPORT TO GOVERNORS. —

(1) IN GENERAL.—Not later than March 31 of each year, the Secretary shall

submit a report to the Governor of each State with a public transportation agency

that has received a grant under this Act.

(2) CONTENTS.—the report submitted under paragraph (1) shall specity—(A)

the amount of grant funds distributed to each such public transportation agency;

and (B) the use of such grant funds.
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II. National Strategy for Public Transportation Security

The existing Mass Transit Annex to the Transportation Security Sector Specific Plan (T'S-SSP),
developed pursuant to Homeland Security Presidential Directive-7, serves as the National
Strategy for Public Transportation Security {Section 1404). The TS-SSP is currently being
reviewed and updated in order to reflect progress in strategic security priorities and objectives,
and to ensure that the specific requirements of Sections 1404 and 1511 (passenger rail) are
included. The goal is to complete the updated version in fiscal year (FY) 2011. A brief
description of the National Strategy follows:

As the mass transit and passenger rail industry and their Federal, State, and local partners move
forward with implementing the plan to secure the mass transit and passenger rail systems, they
seek to provide a secure environment for passengers and employees through training, public
outreach, procedures and hardening of physical assets, and expanding visible/covert, random,
and unpredictable security measures. This plan for mass transit and passenger rail security sets
out to achieve the objectives and priorities identified in the TS-SSP, the Presidential Executive
Order 13416, “Strengthening Surface Transportation Security,” as well as other national and
regional strategies to mitigate transportation risk. These objectives are achieved by applying risk
management principles set forth in the TS-SSP. This risk management framework ensures that
risk-reduction and protection measures are implemented in mass transit and passenger rail
systems and assets where they offer the most benefit both in response to specific threats and in
the general threat environment.

This joint effort takes place through the Transit, Commuter, and Long-Distance Rail Government
Coordinating Council (TCLDR-GCC) and the Mass Transit Sector Coordinating Council (SCC).
These forums foster effective communications and coordination for the governmental entities
and the members of the transit community. The TCLDR-GCC and SCC serve as coordinating
bodies to discuss, develop, and refine positions on all matters related to transit security. Further,
they streamline the coordination process between government and the transit industry, helping to
advance a partnership in developing and implementing security programs. Working through the
Critical Infrastructure Partnership Advisory Council, government and industry come

together in efforts to reach consensus on transit security initiatives.

Within the GCC/SCC framework, mass transit and passenger rail governmental and industry
partners have devised, and are implementing, a plan consistent with the approach set out in the
National Infrastructure Protection Plan. This plan aims to enhance security through collaborative
efforts nation-wide and in regional areas throughout the nation to employ the full spectrum of
security resources in the most effective manner possible. Essential components of the plan
include maximizing the power of information, using risk-based principles in conducting
assessments of assets and systems, and applying the results to ensure domain awareness and to
identify and implement security programs and concrete and specific criteria to measure the
effectiveness of these programs. These efforts are advanced in the context of an ever-changing
threat environment and encompass proactive measures to reduce vulnerabilities in general and
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improve overall preparedness to meet a range of contingencies, including response to specific
threat intelligence and security incidents.

Critical systems and assets have been identified via a collaborative effort involving the
Transportation Security Administration {TSA) and other components within the Department of
Homeland Security (DHS), the Federal Transit Administration {(FTA), the Federal Railroad
Administration (FRA), the Federal Bureau of Investigation (FBI), mass transit and passenger rail
agencies, and State and local governments. FTA, TSA, and other DHS components, in
cooperation with State, local, and industry security partners, have conducted a number of
vulnerability assessments of the systems and assets.

Rail transit, commuter rail, and major transit systems have developed security plans and
emergency preparedness plans in a format that is consistent with the FTA’s Public
Transportation System Security and Emergency Preparedness Planning Guide (2003).

TSA’s Surface Transportation Security Inspection (STSI) Program continues these efforts with
the Baseline Assessment and Security Enhancement {BASE) program. The BASE Program
reviews transit systems implementation of 17 Security and Emergency Preparedness Action
Items (security action items), jointly developed by TSA and FTA in coordination with the SCC.
Specifically, Transportation Security Inspectors (TSI) in the field review transit agency security
plans and/or related documentation, interview transit agency employees, and observe transit
system operations in order to score their performance against over 200 checklist line items
included in the BASE. The information gathered from the TSIs is analyzed to inform future
policy decisions and security program development. In addition to implementing the BASE
program in the field, TSIs support Visible Intermodal Prevention and Response (VIPR) team
operations, provide local stakeholder liaison and consultation, and respond to significant security
events in order to facilitate information sharing between local transit agencies and the Federal
government.

To further support TSA’s mass transit security mission, TSA continues to build out 1its training
infrastructure at the Transportation Technology Center in Pueblo, Colorado. In anticipation of
the need to train new TSIs on rail-specific safety and security issues, TSA began training the
workforce at the facility in 2006, After realizing the value and potential of this site, TSA entered
into a Memorandum of Agreement with the Federal Railroad Administration to build out a
dedicated portion of the facility, including classroom and office space, to facilitate development
and implementation of more advanced surface training opportunities for TSA’s field operations
staff. As part of this effort, TSA partnered with other Federal agencies and stakeholders to
obtain rail cars for practical training purposes. To further deliver on its commitment to improve
surface transportation security training, TSA has assigned personnel to develop the surface
transportation security related course curriculum and to deliver training material. Current
training offered at the Transportation Technology Center includes coursework focused on
orienting TSA staff to the rail operating environment and providing safety awareness. Future
courses at the facility will include advanced rail operations courses, VIPR team training, and a
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highway motor carrier/over-the-road bus course. All courses will include both classroom
instruction and on-site practical application and exercises.

In collaboration with the Transit Policing and Security Peer Advisory Group, formed under the
auspices of the SCC, TSA works with transit agency managers and security professionals to
harness the application of resources and the development of programs to maximize the impact
in enhancing security. The Advisory Group brings together the expertise of 14 transit police
chiefs and security directors from systems across the nation as a sounding board and liaison
group to advance effective security programs. These efforts build on the work already
accomplished in transit systems in assessing their security programs, whether through Federal
technical assistance programs or contractual arrangements with private entities that conduct risk
and vulnerability assessments. Ongoing collaboration with these industry partners has facilitated
assessment of transit systems’ posture, notably in six Transit Security Fundamentals that are the
core underpinnings to an effective transit security program:

1. Protection of high-risk underwater/underground assets and systems

2. Protection of other high-risk assets that have been identified through system-wide risk
assessments
Use of visible, unpredictable deterrence
Targeted counter-terrorism training for key front-line staff
Emergency preparedness drills and exercises
Public awareness and preparedness campaigns.
The processcs for normalizing, analyzing and prioritizing the results of security assessments
and employing risk-based initiatives and protective programs to mitigate the identified risks are
dynamic. Regular reviews and integration of information on the threat environment ensure
these efforts remain properly focused and produce tools that may be employed effectively in the
diverse public transportation environment. Such reviews also include the regular and on-going
review of the effectiveness of Federal resources, programs, and services. The goal of this plan,
and the collaborative efforts and programs it addresses, is to ensure the most effective means
to achieve more secure and better protected mass transit and passenger rail systems.

oL bW

III. Appropriated Funds Not Expended or Obligated

All funds that have been appropriated to carry out the provisions of Title XIV have been
expended or obligated.

IV. Estimated Cost Of Implementing the National Strategy

TSA will provide appropriate cost estimates separately through the FY 2011 budgetary processes
for DHS, as coordinated by the Office of Management and Budget.
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State of Public Transportation Security

TSA’s efforts to assist public transit agencies and passenger rail carriers to deter terrorism and
minimize the effects of terrorist attacks continue to be guided by five principles:
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release may resull in civil penalty or other action. For ULS, governmend agencies, public disclosure is governe

Expanding partnerships for security enhancement
Elevating the security baseline

Building security force multipliers

Leading information assurance

Protecting high risk assets and systems.

TSA is expanding partnerships for security enhancement through regional coordination
and liaisons, notably engagement with Federal and mass transit and passenger rail
security partners through the GCC/SCC framework, the Transit Policing and Security
Peer Advisory Group (PAG) and multi-agency coordination forums in regional areas
throughout the country. A key initiative in this effort is the joint classified threat and
analysis briefings provided to mass transit and passenger rail security officials and their
Federal partners by intelligence professionals in DHS, TSA, and the FBI. TSA also helps
facilitate Connecting Communities Public Transportation Emergency Preparedness
Workshops to continue a successful TSA/FTA partnership project. The Federal Railroad
Administration participates in Department of Transportation (DOT) efforts promoting
public transportation security with respect to intercity passengers and commuter
railroads, contributing in particular its knowledge of railroad operations, infrastructure,
and organizational structure. TSA also maintains extensive engagement with foreign
counterparts on transit security matters with the aim of sharing and gleaning effective
practices for potential integration in the domestic strategic approach.

Elevating the security baseline through the BASE program and the analysis and
application of results to drive development of security programs and resource allocations
that most effectively produce security enhancements. TSA’s (Surface) Transportation
Security Inspectors conduct the assessments in partnership with the mass transit and
passenger rail agencies’ security chiefs and directors. The results of the security
assessments aid in the development of risk mitigation and security enhancement
programs, resource allocations, and priorities for transit security grants. In addition,
during the assessments the inspectors cite the most etfective security programs, measures,
and activities developed by the mass transit and passenger rail agencies. This effort
enabled a compilation of Smart Security Practices.

TSA is building security force multipliers through security training of employees and law
enforcement, terrorism prevention and response exercises and drills, and public

awareness campaigns. TSA developed and published the Mass Transit Security Training
Program to assist agencies 1n improving security training of their employees. To enhance
the coordination and deterrent effect, TSA and the representatives of the Transit Policing
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and Security PAG worked cooperatively to improve the preparation, planning, and
execution of the Visible Intermodal Prevention and Response (VIPR) program, producing
guidelines which were distributed throughout TSA. This effort resulted in an increase of
VIPR deployments in mass transit and passenger rail systems being conducted more
effectively. To further support the VIPR mission, TSA was provided funding in FY08
and FY10 through a VIPR appropriation to hire 75 and 79 new Surface TSIs,
respectively. As aresult, TSA dedicated TSIs full-time to 25 VIPR teams at critical
locations throughout the country, thus providing local stakeholders with more direct
access to TSA resources. TSA has also developed the Intermodal Security Training and
Exercise Program (I-STEP) which 1s expanding throughout the country. The I-STEP
incorporates all of the transportation entities of a particular city or area along with their
first responders, fire and Emergency Medical Services, and local law enforcement to
facilitate planning, preparation, and final execution of a multi-jurisdictional, cross-
functional, anti-terrorism exercise program.

Leading information assurance is an area that TSA has advanced by accomplishing
significant outreach through multiple means such as the Homeland Security Information
Network (HSIN), joint DHS/TSA/FBI threat and analysis briefings on a quarterly basis,
deployment of secure telephone equipment to Amtrak and the top 20 mass transit and
passenger rail agencies to enable immediate contact on specific terrorist threats, and
Security Awareness Messages periodically disseminated to mass transit and passenger
rail security and management officials.

TSA has been protecting high risk assets and systems by participating in a tunnel working
group formed by DHS and DOT, bringing experts together to implement protective
measures to prevent attacks, researching and testing new technology for screening,
enhancing blast mitigation and emergency response capabilities, and working to develop
testing and modeling programs to mitigate the overall risk to these assets. The National
Explosives Detection Canine Team Program has continued to augment the explosives
detection capability of the critical transit agencies by providing partial funding, training,
certification, and management assistance.

Descriptions of the Implementation of the Provisions of Title XIV

The following provisions are listed in the 9/11 Act and pertain to the mass transit and
passenger rail industries.

Implementation of Section 1405-Security Assessments and Plans. TSA has
made significant progress toward ensuring that high risk agencies develop comprehensive
security plans and has information to help them establish security programs, assessments,
and plans.
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Concerning the mandated rulemaking to require that high risk agencies maintain and
implement security plans, TSA is conducting outreach to the industry and is developing

a security plan regulation for public transportation agencies. This approach was briefed
to the GCC in May 2008, the SCC in June 2008, and to the PAG during the monthly
teleconferences. Consultations with the public transportation community will continue to
occur through these forums, with further outreach among mass transit and passenger rail
security officials, employee labor organizations, and first responder associations. TSA
anticipates publishing an NPRM in late 2011.

Two of the BASE Security Action Items specifically address whether an agency has a
security plan and a vulnerability assessment. The largest mass transit and passenger rail
agencies (ridership greater than 60,000 passengers per day) have developed
comprehensive security plans and vulnerability assessments that rated high during BASE
assessments, but TSA 1s working with them to improve these scores even further.

Implementation of Section 1406-Public Transportation Security Assistance.
The existing Transit Security Grant Program (TSGP) fulfills the mandate for “a program
for making grants to eligible public transportation agencies for security improvements...”

The fiscal year 2010 program guidance, published in December 2009, provided funding
opportunities to specific mass transit and passenger rail agencies, emphasizing several
different project types that were grouped based on their effectiveness to reduce risk and
alignment with departmental priorities. The five project effectiveness groups, with
sample project types, are listed below:

# Training, Operational Deterrence, Drills, Public Awareness Activities
o Developing security plans
o Training, including security awareness, DHS-approved behavior recognition,
counter-surveillance, and immediate actions for security threats/incidents
o Operational deterrence, including canine, mobile explosives screening, and
anti-terrorism teams
o Crowd assessment
o Public awareness
» Multi-User High Density Key Infrastructure Protection
o Anti-terrorism security enhancement measures, such as intrusion detection,
visual surveillance with live monitoring, alarms tied to visual surveillance
system, recognition software, tunnel ventilation and drainage system
protection, tflood gates and plugs, portal lighting, and similar hardening
actions for:
»  Tunnels
» High-density elevated operations
* Multi-user high-density stations
= Securing of Supervisory Control And Data Acquisition (SCADA)
systems
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# Single User High Density Key Infrastructure Protection
o Anti-terrorism security enhancement measures for
»  High-density stations
» High-density bridges
» Key Asset Operating Protection
o Physical hardening/security of control centers
o Secure stored/parked trains, engines, and buses
o Bus/Rail yards
o Maintenance facilities
» Other Mitigation Activities
o Interoperable communications
o Evacuation plans
o Anti-terrorism security enhancement measures for low-density stations

The following grant funding was provided to the mass transit and passenger rail
industries:

FY 2010-$253 million; plus another $20 million to Amtrak
FY 2009-$348 million; plus another $25 million to Amtrak
FY 2008-%$343 million; plus another $25 million to Amtrak
FY 2007-%$255 million including the supplemental funding.

* * *
L CHIR R g

*
b

In December 2007, the Secretaries of Homeland Security and Transportation submitted a
joint letter to the appropriate Congressional committees regarding their determination, as
required by Section 1406 (d), that DHS was “the most effective and efficient way™ to
distribute the grant funds.

Further details on the TSGP, including summaries of consultations with eligible agencies
through meetings, regular teleconferences, and responses to inquiries, may be accessed
the DHS public website at http://www.tsa.gov/join/grants/tsgp.shtm. Of note, TSA held
two After Action Conferences during July 2010 to afford transit and law enforcement
stakeholders the opportunity to provide feedback on the FY 10 TSGP process, including
recommendations for improving the program. An eastern regional session was held on
July 13, 2010, in New York, and a western regional session was held on July 21, 2010, in
Los Angeles.

Implementation of Section 1407-Security Exercises. TSA, through the 1-STEP,
an adaptation of the Port STEP concept to surface modes of transportation, employs a
multi-phased, multi-jurisdictional, cross functional and scenario-based approach to
evaluate and enhance anti-terrorism and immediate response capabilities. I-STEP
enhances the preparedness of our nation's surface transportation sector network with
meaningful evaluations of capabilities to prevent, to prepare for, and to respond to
terrorist-related incidents.
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I-STEP provides security-exercise tools and services to modal operators through TSA
general managers. The tools include software for exercise design, evaluation and tracking
for a mix of tabletop, advanced tabletop, and functional exercises.

In addition to the highly successful I-STEP in the National Capital Region, four more
exercises will have been completed by the end of Calendar Year 2010.

Implementation of Section 1408-Public Transportation Security Training

Program. TSA is developing regulations for a public transportation security training
program to prepare public transportation employees, including frontline employees, for
potential security threats and conditions. TSA has consulted with a broad range of
stakeholders as required by Section 1408(b) and anticipates publishing an NPRM in
2011.

Implementation of Section 1409-Public Transportation Research and

Development. DHS’ Science and Technology Directorate is providing a separate
report addressing this provision, which requires DHS to carry out a research and
development program in consultation with TSA and FTA for the purpose of improving
the security of public transportation systems.

Implementation of Section 1410-Information Sharing. TSA recently established
a partnership with the Public Transit Information Sharing and Analysis Center (PT-
ISAC) and the American Public Transportation Association {(APTA) to provide access to
intelligence and research materials gathered by TSA to support mass transit and
passenger rail officials in this area.

In a collaborative effort, officials from the TSA Mass Transit and Passenger Rail
Division and TSA Office of Inspections (OI), the Federal Transit Administration, the PT-
ISAC, and representatives of the mass transit and passenger rail agencies are developing
recommendations on specific actions to enhance the scope, accuracy, timeliness, and
efficiency of information sharing. A primary objective of this effort is producing a
unified, comprehensive intelligence and security information sharing platform for the
mode, with reports and other materials on security technologies as essential components.

Implementation of Section 1411-Threat Assessments. TSA is preparing a
proposed Rule to require frontline public transportation employees to undergo a name-
based check against the consolidated Federal watch lists and an immigration check, and
pay the associated fees.

Implementation of Section 1414-Security Background Checks of Covered

Individuals for Public Transportation. TSA has produced guidance on conducting
background checks of public transportation employees. This guidance includes a
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reference to the Federally-established list of disqualifying crimes applicable to and the
appeal and waiver process system established for hazardous material drivers and
transportation workers at ports (49 Code of Federal Regulations (CFR) 1572.103 and 49
CER part 1515 respectively). The guidance further recommends an internal redress
process for individuals who are adversely impacted to ensure both fairness and security.
This guidance was widely disseminated in November 2007 including at SCC and PAG
meetings. It1s also published and is available on TSA’s website at
http://www.tsa.gov/assets/pdf/guidance _employee background checks.pdf.

Item number 14 addresses Background Checks as follows:

14. Conduct Background Investigations of Employees and Contractors

a. Conduct background investigations (i.e., criminal history and motor vehicle
records) on all new front-line operations and maintenance employees, and
employees with access to sensitive security information and security critical
facilities and systems.

b. Conduct background investigations on contractors, including vendors, with
access to sensitive security information and security critical facilities and systems.

c. Ensure that background investigations are consistent with applicable laws.

d. Document the background investigation process, including criteria for
background investigations by employee type (operator, maintenance,
safety/security sensitive, contractor, etc.).

Implementation of Section 1415-Limitations on Fines and Civil Penalties.
The standard operating procedures for the Surface Transportation Security Inspection
Program are in compliance with this section, which prohibits the Secretary from
assessing civil penalties against public transportation agencies for violations of DHS’
regulations or orders except as follows:

» When the agency is in violation of a regulation or order, the Secretary shall seek
correction through a written notice to that agency to afford that agency the
opportunity to correct the violation or propose an alternative acceptable to the
Secretary.

» If an agency in violation neither corrects the violation, nor proposes an alternative
means of compliance within a reasonable time period specified in writing by the
Secretary, the Secretary may take authorized action.
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Message from the Administrator

May 02, 2014

I am pleased to present the following report, “Screening
Partnership Program (SPP) Implementation of Government
Accountability Office (GAO) Recommendations and Compliance
with Federal Aviation Administration (FAA) Modernization and
Reform Act of 2012,” prepared by the Transportation Security
Administration (TSA).

TSA is submitting this report pursuant to the Explanatory
Statement accompanying the FY 2014 Department of Homeland
Security (DHS) Appropriations Act (P.L 113-76) and House
Report 113-91. The report discusses TSA’s implementation of
GAO recommendations to compare cost and performance of SPP
and non-SPP airports, as well as TSA’s compliance with the FAA
Modernization and Reform Act of 2012.

As required, we are submitting this report to the following Members of Congress:

The Honorable John R. Carter
Chairman, House Appropriations Subcommittee on Homeland Security

The Honorable David E. Price
Ranking Member, House Appropriations Subcommittee on Homeland Security

The Honorable Mary L. Landrieu
Chairman, Senate Appropriations Subcommittee on Homeland Security

The Honorable Daniel Coats
Ranking Member, Senate Appropriations Subcommittee on Homeland Security

Inquiries relating to this report may be directed to me at (571) 22'}' or to the Department’s
Acting Chief Financial Officer, Chip Fulghum, at/?®©

Sincerely,

ﬁLS- [z

John S. Pistole
Administrator

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It contains information that may be exempt from public release under the
Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with
Department of Homeland Security (DHS) policy relating to FOUO information and is not to be released to the public or other personnel who do
not have a valid “need-to-know™ without prior approval of an authorized DHS official.
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Legislative Language

This report is submitted pursuant to the Explanatory Statement and House Report 113-91
accompanying the FY 2014 DHS Appropriations Act (P.L. 113-76).

The Explanatory Statement states:

“TSA is directed to provide a report to the Committees not later than 90 days after
the date of enactment of this Act on how it is implementing GAO
recommendations to compare cost and performance of SPP airports and non-SPP
airports.”

House Report 113-91 states:

“In addition, the Committee directs TSA to fully implement all previous GAO
recommendations deemed necessary to accurately compare cost and performance
of SPP airports and non-SPP airports and to provide a report to the Committee,
not later than 90 days after the date of enactment of this Act, with the results of
these implemented changes, which the Committee expects to be sufficiently
transparent and reflective of a cost and performance comparison using proper and
generally accepted accounting principles.

The Committee directs TSA to report not later than 90 days after the date of
enactment of this Act on how it is complying with the FAA Reauthorization Act
[sic/ (Public Law 112-95) provisions and to provide the Committees quarterly
reports on its execution of the SPP program and processing of applications for
participation, including the status of applications by date of application and date
of decision.”
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II. Background

In accordance with the Aviation and Transportation Security Act (ATSA; P.L. 107-71), TSA
contracts with qualified private companies through the SPP at participating airports to screen
passengers and baggage (including some cargo) for explosives, weapons, and other prohibited
items through the use of a private, contract screening workforce under federal oversight.

SPP complies with ATSA and 49 U.S.C. §44920, which authorize the TSA Administrator to
approve an application, submitted by an operator of an airport, to have the screening of
passengers and property at the airport carried out by the screening personnel of a qualified
private screening company under a contract entered into with the Administrator. The FAA
Modernization and Reform Act of 2012 (P.L. 112-95) amended 49 U.S.C. § 44920 by providing
several standards that TSA must use when determining whether to approve an application, a
timeline for approving or denying an application, and specific actions to take it an application is
denied. TSA continues to meet the statutory requirements of 49 U.S.C. § 44920 and private
contract screeners continue to play an important part in TSA’s mission of protecting the Nation’s
transportation systems.
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III. GAO Recommendations

GAO conducted two audits of the SPP that compare cost and performance of SPP airports and
non-SPP airports. GAO audit 09-27R: TSA’s Cost and Performance Study of Private-Sector
Airport Screening, was conducted from August 2007 to November 2008, with a final report
published on January 9, 2009. GAO audit 13-208: Screening Partnership Program: TSA Should
Issue More Guidance to Airports and Monitor Private versus Federal Screener Performance,
was conducted from November 2011 to November 2012, with a final report published on
December 6, 2012.

In GAO audit report 09-27R, the GAO made recommendations with which TSA partially
concurred. GAO reviewed TSA’s study on cost and performance comparisons and listed 10
items as limitations. Of the seven limitations identified by GAO associated with TSA’s cost
comparison, three items have been addressed by TSA and four were partially addressed. As a
result, GAQ’s updated review! in March 2011 determined that “TSA’s revised cost comparison
provides a more reasonable basis for comparing the costs of private-sector and TSA screeners.”
Of the three limitations associated with TSA’s performance analysis, GAO determined that one
was partially addressed, and two were generally not addressed. The first unaddressed limitation
was related to insufficient variables in performance comparisons between SPP and federal
airports, and the second pointed to a lack of confidence levels for estimates in screening
performance, a requirement of generally accepted statistic practices. These limitations in
assessing contractor performance were reiterated in audit report GAO audit13-208, which TSA
has worked to address.

In the six years since GAQO audit 09-27R was conducted, TSA has made great strides in
improving its cost estimating methodology and providing more transparency into how these
figures are calculated. TSA uses actual, airport-specific wage and benefit rates for airports that
are being reviewed for transition, and applies relevant direct costs and overhead to its estimates.
Since 85-90 percent of screening operations costs are related to personnel compensation and
benefits, TSA 1s confident the methodology 1s accurately capturing the most significant cost
factor for federal cost estimates. TSA now publishes the federal cost estimate in the SPP
Request For Proposals {RFPs), so all bidders are aware of the evaluative criteria TSA uses to
assess the cost efficiency of a contract. On January 10, 2014, TSA held an industry day, which
included a presentation and open question and answer discussion regarding the federal cost
estimate. On January 14, 2014, TSA leadership, along with the DHS Office of Inspector General
(OIG) and GAO, testified before Congress and provided detailed information regarding the
federal cost estimate to committee staff. TSA welcomes GAO to review its current methodology
and provide critical feedback in order to further enhance the accuracy of the federal cost
estimate.

IGAO-11-375R:  Aviation Security: TSA's Revised Cost Comparison Provides a More Reasonable Basis for
Comparing the Costs of Private-Sector and TSA Screeners.
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In response to the Explanatory Statement and House Report 113-91 accompanying the FY 2014
DHS Appropriations Act (P.L. 113-76), TSA 1s planning for a 2014 independent study of 1ts cost
and performance comparison methodology. TSA intends to discuss the study objectives with
GAOQ in advance of initiating the study.

In GAO audit report 13-208, the GAO made two recommendations with which TSA concurred.
The recommendations included providing airports with more detailed guidance on how the SPP
application process works, and developing a formal mechanism to evaluate private contractor
performance.

Recommendation 1 proposed that TSA develop guidance that clearly: (i) states the criteria and
process that TSA 1s using to assess whether participation in the SPP would compromise security,
or detrimentally affect the cost efficiency or the effectiveness of the screening of passengers or
property at the airport; (i1) states how TSA will obtain and analyze cost information regarding
screening cost efficiency and effectiveness and the implications of not responding to the related
application questions; and, (ii1) provides specific examples of additional information airports
should consider providing to TSA to help assess an airport’s suitability for SPP.

TSA and GAO believe that the implemented changes have addressed the recommendations. The
criteria provided to assess screening effectiveness as requested in parts (i) and (ii1) of
Recommendation 1 is left intentionally and appropriately broad. This provides interested parties
discretion in how they craft proposals to meet the requirement of the Request for Proposals
(RFPs), and an avenue to suggest alternative approaches or solutions to meet security
requirements. To aid offerors in building effective proposals, TSA includes in the RFP the
security requirements and the Federal Cost Estimate {Cost Efficiency) of the airport. The
airport’s participation in SPP is not considered approved until a qualified vendor 1s selected.

TSA has no preconceived notion and does not want to restrict the information an airport may
want to provide in order to justity their application. TSA provides general categories of
information on its SPP application website and continuously reviews its guidance to ensure
airports feel comfortable with the process and understand how all the information they provide
will be used.

In response to part (ii) of the recornmendation, TSA posted an overview of the application
process to the TSA website. Specifically, the overview describes the process, provides as many
details as possible concerning the data that is used to approve or deny an application, and
discusses TSA’s cost-estimating methodology and TSA’s definition of cost efficiency. In
addition to this guidance update, TSA revised the SPP application to comply with appropriate
federal records management directives and posted it at www.tsa.gov/stakeholders/program-

application.

Recommendation 2 proposed that TSA develop a mechanism to regularly monitor private versus
federal screener performance. Beginning in the second quarter of FY 2013, TSA began
producing reports that evaluate compliance with all provisions of the statute. These reports
include an evaluation of SPP airport performance against the performance of TSA airports as a
whole, as well as performance against other airports in the same category. To evaluate
performance criteria that are reasonably within the control of the contractor, TSA uses measures
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that are meaningful, provide value to TSA, are uniformly applied to all airports, and, to the
extent practicable, are not influenced by factors outside a contractor’s control, such as airport
layout. The measures used to assess performance include pass rates on recertification testing,
explosive detection drills, and SOP compliance assessments.

The recommendations provided by GAO in report 13-208 have been closed as “implemented.”
This 1s an important step in building consistency in performance comparisons between SPP and
non-SPP airports. TSA continues to take strides to improve performance comparison
methodology.
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IV. FAA Modernization & Reform Act of 2012

The SPP program office is responsible for monitoring TSA compliance with provisions of P.L.
112-95 § 830, and the program has complied with the provisions since enactment of the Act.
Speciftically, the program continues to review compliance with the following provisions of the
statute:

»  “Not later than 120 days after the date of receipt of an application submitted by an
airport operator under subsection (a), the [TSA Administrator] shall approve or deny the
application.”

TSA received one SPP application in FY 2013, from Sarasota-Bradenton International Airport
(SRQ), on February 5, 2013. TSA vetted and approved the application on May 16, 2013, well
within the 120-day requirement.

»  “The [TSA Administrator] shall approve an application submitted by an airport operator
under subsection (a) if the [TSA Administrator] determines that the approval would not
compromise security or detrimentally affect the cost-efficiency or the effectiveness of the
screening of passengers or property at the airport.”

A team was convened to assess SRQ’s application to determine compliance with the above
statute. It included participants from TSA’s Office of Security Operations, Oftice of Chief
Counsel, Office of Finance and Administration, Office of Human Capital, and Office of
Acquisitions. The team did not identify any issues that indicated a degradation of security or
screening effectiveness by transitioning SRQ to private screening services. The team noted,
however, that while TSA’s experience is that privatized screening has not compromised security
or detrimentally affected the effectiveness of screening passengers and property at the SPP
airports, it 1s possible that a proposal for private screening services could offer an approach to
achieve efficiency that could negatively impact security effectiveness. Therefore, final action on
an airport’s acceptance into the SPP must be conditional pending an evaluation of proposals
received.

e “Ifthe [TSA Administrator] denies an application... {he] shall provide to the airport
operator, not later than 60 days following the date of the denial, a written report that sets
forth (i) the findings that served as the basis for the denial, (ii} the results of any cost or
security analvsis conducted in considering the application, and (iii) recommendations on
how the airport operator can address the reasons for the denial.”

o “The [TSA Administrator] shall submit to the Committee on Commerce, Science, and
Transportation of the Senate and the Committee on Homeland Security of the House of
Representatives a copy of any [application denial] report provided to an airport operator
under subparagraph (A).”

TSA did not deny any aircraft operator applications to participate in SPP in FY 2013. Therefore,
none of the aforementioned actions were necessary.
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V. Conclusion

Private contract screeners have played an important role in TSA’s mission of protecting the
Nation’s transportation systems since TSA began screening passengers and baggage in 2002.
That work continues today as private contract screeners actively screen more than 28 million
passengers and their baggage annually. TSA is also currently adapting its processes to meet the
statutory requirements of P.L. 113-76, as it continues to enhance and improve this program.

In response to additional Congressional direction in FY 2014, TSA is currently pursuing an
independent study of the SPP as related to cost and performance comparisons. TSA intends to
include, as part of this study, a full assessment of the existing methodology, proposed changes,
and potential impacts of implementing those changes. The Agency expects to develop additional
program improvements as a result of this study. TSA will wait for GAO to brief the
Congressional Appropriations Committees on the sufficiency of the study, per the report
guidance accompanying the FY 2014 DHS Appropriations Act (P.L. 113-76), prior to using its
results to implement any substantive program changes.
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SENSITIVE SECURITY INEORMAFFON—

Message from the Acting Admimstrator

On behalf of the Transportation Security. Administration (I'SA), [ am pleased to present the
findings of the Freight Railroad Transportation Security Risk Assessment and an accompanying
National Strategy. This report is in response to a requirement in the Implementing
Recommendations of the 9/11 Commission Act of 2007 (9/11 Act), Public Law 110-53, Section
1511, It provides the results of a comprehensive assessment of the risk of a terrorist attack
mvolving the Nation’s railroad transportation system. This report addresses issues in freight rail
transportation and the interaction between freight railroad operators and passenger railroads such
as the National Railroad Passenger Corporation {Amtrak). A more detailed description of the
risk assessment for public transportation operations is contained in the Mass Transit Annex to the
2010 Transportation Systems Sector-Specific Plan, which incorporates the requirements of the
National Strategy for Public Transportation Security enumerated in Section 1404 of the 9/11 Act.

The Secretary of the Department of Homeland Security (DHS) delegated responsibility to TSA
to comiplete a nationwide risk assessment examining the potential threat, vulnerabilities, and
consequences of a terrorist attack involving the Nation’s freight railroad transportation system,
and to develop a National Strategy to mitigate security risks concerning the Nation’s freight rail
system.

TSA completed this risk assessment in conjunction with other DHS entities, Federal partners,
and industry members. TSA consulted with a wide range of freight rail transportation system
stakeholders in preparing this report.

This document is marked as Sensitive Security Information and special handling procedures
apply to its storage and transmission.

Pursuant to statutory requirements, this report is being provided to the Chairmen and Ranking
Members of the House Transportation and Infrastructure Committee, the Senate Committee on
Comumnerce, Science, and Transportation, the House Committee on Homeland Security, and the
Senate Committee on Homeland Security and Governmental Affairs.

[f I may be of further assistance, please do not hesitate to contact me or the TSA Office of
Legislative Affairs at (571} 227-2717.

Sincerely yours,

~ Gale D. Rossides
Acting Administrator
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record may be dischast s defined in 49 OFR parls 15 amnd 1520 uctplwuh the written permission
of the Administrator of the [ran\ipurmtmn Security Adwministration e the » rized release may result

in civil penabty or other action. For IS, government agencies. public disclosare i is governed by 5 17.5.C, 552 and
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Executive Summary

'the Transportation Security Administration (18A} 1s submitting this document in response to the
congressional requirement for a comprehensive assessment of the risk of a terrorist attack on the
Nation’s rail transportation system, as required by Section 1511 of the Implementing
Recommendations of the 9/11 Commission Act of 2007 (9/11 Act), Public Law 110-53, August 2,
2007.

The purpose of this report is to describe the strategic level risks to the freight rail mode of
transportation. It is important to understand that any analysis of risk in the Nation’s railroad
transportation system must be viewed in the context of the entire transportation sector. That
contex! 1s provided by TSA’s Transportation Sector Security Risk Assessment (TSSRA). The
TSSRA is a comprehensive national risk assessment which provides the context in which to
compare railroad risks with other modes of transportation in the sector. This modal risk
assessment was prepared using the same methodology as the TSSRA.

The Rail Security Risk Assessment (RSRA) is an appraisal by TSA analysts of the risks facing
the freight rail system. Freight railroads are a key link in the U.S. intermodal supply chain. To
assess the risks of terrorism associated with the freight rail system, TSA drew on previous
assessments and used a mix of qualitative and quantitative approaches consistent with DHS
methodology and risk assessments for other modes of transportation.

Risks identified as areas of primary concern in the freight railroad transportation system are:

1. The transportation of certain cargoes, particularly toxic inhalation hazard (TIH) materials,
through densely populated areas.

2. The vulnerability to attack of certain critical railroad infrastructure, |‘ 2113149 U.S.C. § 1141r)

i34
o

The RSRA risk scores are not a part of this document but are contained in the treight rail section
of the overarching TSSRA. However, composite risk scenario scores in the RSRA are estimated
to be at the middle or lower end of what is projected to be the final scale for the transportation
sector with threat being generally low, vulnerability ranging from moderate to high, and
consequence being mostly low with a few specific scenarios being potentially high.

Included in this report is a National Strategy for Freight Railroad Security, also required by
Congress in Scction 1511 of the 9/11 Act. This strategy is found in the Conclusions and
Recommendations section of this report. A more detailed explanation of the national strategy
will be included in the upcoming update of the Freight Raiiroad Annex of the Transportation
Systems Sector-Specific Plan.

WARNING: This record containg Sensitive Secarity Information that is controlled under 4% CFR parts 15 and 1520, No part of this
record may be ddisclosed to peysons without a “need to kn(m 3 dt'fncd in 4‘) CFR parlri 15 and ]i“’ﬂ except with the written permission

gavthorized release may requll
in cml p:—na]l\r oy other action, lm s, umcrnmcnt agencies, public disclosure is governed by 5 US.C, 332 and 49 CFH pards T3
820
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A. Legislative Language

in pertinent part, Section 1511 of the Implementing Recommendations of the 9/1 1 Commission
Act of 2007 (9/11 Act), Public Law 110-53, Title XV - Surface Transportation Security, Subtitie
B—Railroad Security, includes the following requirements:

(a) RISK ASSESSMENT.—The Secretary shall establish a Federal task force, including the
Transportation Security Administration and other agencies within the Department, the
Department of Transportation, and other appropriate Federal agencies, to complete,
within 6 months of the date of enactment of this Act, a nationwide risk assessment of a
terrorist attack on railroad carriers. The assessment shall include—

(1} a methodology for conducting the risk assessment, including timelines, that
addresses how the Department will work with the entities described in subsection
(c) and make use of existing Federal expertise within the Department, the
Department of Transportation, and other appropriate agencies;

(2) identification and evaluation of critical assets and infrastructure, including
tunnels used by railroad carriers in high threat urban areas;

(3) identification of risks to those assets and infrastructure;

(4) identification of risks that are specific to the transportation of hazardous
materials via railroad;

(3) identification of risks to passenger and cargo security, transportation
infrastructure protection systems, operations, communications systems, and any
other area identified by the assessment;

(6) an assessment of employee training and emergency response planning;

{7) an assessment of public and private operational recovery plans, taking into
account the plans for the maritime sector required under section 70103 of title 46,
United States Code, to expedite, to the maximum extent practicable, the return of
an adversely affected railroad transportation system or facility to its normal
performance level after a major terrorist attack or other securily event on that
system or facility; and

(8) an account of actions taken or planned by both public and private entities to
address identified railroad security issues and an assessment of the effective-
integration of such actions,

(b} NATIONAL STRATEGY, —

(1) REQUIREMENT. —Not later than 9 months after the date of enactment of this Act
and based upon the assessment conducted under subsection (a). the Secretary,
consistent with and as required by section 114(1) of title 49, United States Code,
shall develop and implement the modal plan for railroad transportation, entitled
the *'National Strategy for Railroad Transportation Security. ™’

WARNING: This reenrd containg Sensitive Security Information that is controlled under 49 CFR parts 15 and 15200 No puart of this
record may be disclosed tr persons withoul & Yreed t know™, as defined in 49 CFR parts 15 and 1320, cxcept with the written
pPermission o1 {ne 3 : i - i ‘ il i ‘nanthorized
release iy resuitin civil penalty or other action. For U.S. government agencies. public disclosure is governed by § ULS.C. 352 an
CFR parts 15 and 1520,
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The Sceretary of the Department of Homeland Security (DIS) delegated responsibility to the
Transportation Security Administration (TSA) to complete a nationwide risk assessment
examining the potential threal, vulnerabilities, and consequences of a terrorist attack on the
Nation’s freight rail system, as required by the 9/11 Act.

DIHIS also delegated responsibility to TSA to develop a national strategy for freight railroad
transportation. The strategy included in this report in the conclusions and recommendations
scetion is based on the freight rail security risk assessment. It is intended that the strategy
contained in this report is complemented by the Freight Rail Annex of the Transportation System
Sector Security Plan, as part of the National Infrastructure Protection Plan required by Homeland
Sccurity Presidential Directive 7 (HSPD-7).

HWARNING: This record contains Sensitive Security 1nie der 4% CFR parts 18 and 152, No part of this
record may be disclosed te persons without a “negd t know™, as defined in 49 CFR parts 1 - dqrh the written
permission ol the Administirator of the Transportation Seeurity Administration or the Secretary of Transportation, Unanthonz
release may result in civil penaliy or other actien. For U5, government agencies, public disclosure is governed by § US.C, 552 and 49
CFR parts 15 and §520.
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B. Freight Rail Security Risk Assessment

]. Background

Description of Mode

The freight rail system in the United States is comprised of over 140,000 miles of active railroad
track. A total of over 550 common carrier freight railroads use these tracks and originate over
35 million' carloads of raw materials and finished goods each year. Of the common carrier
treight railroads, there are seven major interstate carriers (Class I} and the remaining carriers are
classified as regional, short line, and terminal railroads (Class IT & II1).* These railroads employ
over 186,000 persons and move more than 2.9 billion tons of material annually.

Freight railroads are also a key link in the U.S. intermodal supply chain. Over the past 10 years,
intermodal traffic has been the fastest growing rail traffic segment. Today, there are 12 million
intermodal rail shipments annually. An increasing number of the intermodal transters from the
maritime mode to freight rail are international movements.

Definition of Risk Assessment

At TSA, a risk assessment is a product or process that collects information and assigns values to
risks for the purpose of informing priorities, developing or comparing courses of action, and
informing decision making. It is an appraisal of the risks facing an entity, assei, network,
geographic area, or other grouping. Here, for example, TSA analysts have produced a risk
assessment outlining risks to the freight rail industry. The product is called the Rail Security
Risk Assessment (RSRA).

Purpose

TSA determines risk by completing risk assessments, and then designs requirements to address
those identified risks. From these requirements, TSA is able to develop a suite of potential
solutions that includes, but is not limited to, industry action items, grants, regulations, and
security countermeasures.

The purpose of this Rail Security Risk Assessment is to describe the strategic level risks to the
freight railroad mode of transportation.

i Association of American Railroads, Railroad Statistics, June 2009
* As used in this document, Class [, Class FH, and Class TI have the meanings assigned by regulations of the Surface
Transportation Beard (49 CFR part £201; Gengeral Instructions -1}

: i ssitive Security [nl'ormalmn that is controlled weder 49 CFR parts 15 and 1520 No part of this
recnrd muy b dlsLlused te pieTsons Wi jtefined in 49 CFR parts 15 :and 1520, except with the written
permission ol the Administralor of the Transportation Security Administr ransportation. Unauthorized
release inay result in civil penalty or other action. For ULS. povernment agencies, public disclusure is governe
CFR parts 15 and 15320,
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[1. Risk Assessiment Methodology

To assess the risks of terrorism associated with freight rail, TSA used a mix of qualitative and
quantitative approaches consistent with risk assessments for other transportation sectors.

For this Rail Security Risk Assessment (RSRA), TSA established a teamn of risk management
and security experts within the freight rail transportation system. TSA used the specialized
experiences and backgrounds of these risk experts, coupled with the results and findings from
risk methodologies and assessments throughout DHS (such as the National Comparative Risk
Assessment, Strategic Homeland Infrastructure Risk Assessment, and the ongoing
Transportation Sector Security Risk Assessment), as well as published reports from the
Government Accountability Office regarding risk management approaches.

TSA determined that a scenario- TSA's Scenario-Based Risk
based approach was the most
appropriate methodological tool to
use for the RSRA. TSA applied the 0] $cenarios
generally accepted risk management '
framework of Risk as a product of
Threat, Vulnerability, and
Consequence.

Assessment Process

R=TxVxC

This framework provides a conmeon
definition and process to analyze the
basic factors of risk, both to and from
the entire transportation system.

Figure 1: TSSRA Scenario-Based Risk Assessment Process

TSA used fault-tree analysis’ to

develop the scenarios. In an effort to avoid the 9/11 Commission’s “failure of imagination”
criticism, TSA initially identified over 100 possible combinations of infrastructure elements and
terrorist attack methods. T'SA used the Failure-Modes and Effects Analysis® method in
conjunction with a survey/elicitation of subject matter experts (SMEs), and grouped the detailed
set of 100-plus scenarios into approximately 10 plausible attack scenarios that were deemed
reasonable and credible, and meriting turther analysis for risk mitigation.

" Fault-tree analysis is an analytic process used to prevent or identify failures of process prior to their vecurrence. The approach
is widely accepted in professional analytic circles and has many well-known variations, including root cause analysis and attack
tree analysis. ‘The process asks experts to work through an event by repeatediy asking the question: "How could this huppen?”™ A
trce diagram is used to record the process.

? Failure modes and effects analysis (FMEA) is a widely used procedure (or anatysis of potential [ailure medes within a system
lor classitication by severity or determination of the effect of failures on the system

; ing Sensitive Security Inlm‘mstmn that is controlled under 49 CFR parts 15 und 1530, Na part of this
ucnrd may he disclosed to persons wi ned in 4% CER parts 15 and li"i] (‘Ju‘.‘tpt with the written
permission of the Administracor of the Transportation Seeurity Administration 0. | nanthaerized
release nay resolt in civil penaliy or other activn, For US, govervment agencies, public d:sulususe is governed by § UNCTRT

{'FR parts 15 and 1520,
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SENSITIVE SECURITY TNFORNATHON——

In this assessment, Attack Scenarios are viewed from two primary perspectives:
(1} RISK 70 FTHE TRANSPORTATION SYSTEM (Freight radlroad as a Target)
(2) RISK FROM THE TRANSPORTATION SYSTEM{Freight rsiilroad as a Weapon)

TSA’s Office of Intelligence (OI) evaluated this set of scenarios for threat (T). TSA derived
vulnerability (V) scores for the scenarios through a survey-based elicitation of the extensive
interagency and private sector resources associated with freight railroad transportation. TSA
derived consequence (C) scores from a combination of engineering studies and input from these
subject matter experts.

In 2084, TSA initiated Rail Corridor Assessments (RCAs) as part of a Homeland Security
Council tasking. RCAs involve a detailed review of freight rail operations focusing on the
transportation of toxic inhalation hazard (TIt) materials through large cities known as High
Threat Urban Areas (HTUAs).” The RCAs have developed into comprehensive reviews that
incorporate assessments of emergency planning and response along with the input of attack
planners to evaluate likely threat scenarios at specifically determined points along the assessed
freight rail system. TSA conducted RCAs using the Freight Rail Hazard Analysis Tool, which
TSA jointly developed in full cooperation with the freight rail industry.

TSA reviewed many of the existing industry practices to reduce risk in conducting the RSRA.
Further, TSA has conducted comprehensive rail corridor risk assessments, in partnership with
industry, State and local law enforcement, emergency management organizations, and elements
of DHS and the Department of Transportation ( DOT)® in 13 major metropolitan areas. The
results of these assessments were used to inform the RSRA.

Additionally, TSA has hosted an ongoing forum to study and analyze potential threats against
tank cars carrying chlorine, the most ubiquitous TIH substance carried in the railroad system.
This forum includes members from the Naval Surface Warfare Center (Carderock Division), the
Federal Bureau of Investigation (FBI), the Transportation Security Laboratory (DHS Science &
Technology Directorate), the Federal Railroad Administration, the Pipeline and tazardous
Maierials Safety Administration, as well as members of the academic community.

The railroad industry participants for the RSRA consisted of:

» The American Association of Railroads (AAR)
» Burlington Northern Santa Fe Railroad

e Nortolk Southern Railroad

» Union Pacific Railroad

5 High Threat Lrban Area mgans an area Comprising one or mére cities and surrounding areas inciuding a 10-mile buffer zone, as
listed in Appendix A 1o 49 CFR Part 1380.

"nOT participants in rait cormidor assessments include the Federal Railroad Administration (FRA) and the Pipeline and
Hazurdous Materials Safety Administration (PHMSA).

i ; £ record contains Sensitive Seenrity Iulnrmatum ihai is mntrnlled wder 49 CFR parts 18 and 1520, No paet of this
recordd may be disclosed to pors 9 CFR parts lq and 1520, cxcept mth the “mlru
permission of the Administrator of the Transpartation Svcurity Administration or the
release may result in civit penalty or ather wetion, For US. government agencies, pablic disclesure is governed by 5 U.S.C. 552 and 4')
CFR parts 15 and 1524,
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ITI. Findings of the Risk Assessment

(U//FOUO) TSA-OI assesses with high confidence that the threat to the freight rail system from
violent extremists, including al-Qa’ida, is low. Successtul overseas attacks against freight rail
and recent statements from al-Qa’ida senior leadership regarding striking U.S. interests,
however, could inspire similar attacks in the United States.”

2348 U828 114in

\':|3|49us

The RSRA risk scores are not a part of this document but are contained in the freight rail section
of the overarching TSSRA. TSA anticipates that in a comprehensive national transportation
assessment, risk involving the Nation’s freight railroad transportation system will be considered
low to moderate relative to other transportation related attack scenarios, with the exception of a
‘T'HH releasc scenario which may score higher due to the relatively high potential consequence
associated with this attack scenario.

Risk 70 the Transportation System

The ﬁrst set of scenarlos consmdered involved direct attacks on the trelght railroad system (risk to

5§ 11dir0

I Z{U). TSA Office of Intelligence. September 13, 2009, (U} Freight Rail Threat Assessment”(U)

WARNING: This record conaiie dgformation that is umtrnllul under 49 CFR parts 15 and 1520, No part of this
record may he disclosed to persens wmmul a Yneed W L LER narts 13 and I‘s’ﬂ exct.pt with the written
permission of the Administrator of the Transportarion Security \dmlmstratmn ar the ¥ n,  Cnauthorized
release may result in civil penahty or other action. For US. goverument agencies. public disclesare is governed by A U
CFR parts 15 and 1520,

6




Riske FROM the Transportation System

T hc sccond set of scenarlos 111\01\@ using the ircmht rail system as a weapon (risk from the
Cfhu3nd9 US. 2.8
1140 ]

213149 U.8.C 8§ 114ir)

13149 U.8.C 8§ 114

S RN A ; contains Sensitive Security Infnrmntlou that is umtrn!kd uader 49 CFR parts 15 and 1520, No part of this
recartd may be disclosed to persons 4 CFR parts 15 and 13520, except mlh the “rltth
permission of the Administrator of the Transportition Security Administration or the
release may result in civil penadty or other action, For US, government agencies, public disclosure is gmerned by 5 U.5.C, 5352 and 49
CFR parts 15 and 1320,
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1349 U.8.C § 114in

RAILROAD ATTACK SCENARIOS

1349 U.8.C § 114in

; atis Seusitive Secority Inlnrmalmn that is controlled under 49 CFR parts 15 and 1320, No part of this
|cuml may bg tlmimcd to persons . ay defined in 4% CFR part% 15 and 1520, ¢xcept with the written
permission of the Administrator of the Transportation Secority tury of 1rnncpnrtat10n L nanthorized
relesse may result im civil peoalty or other activn. For 1,5, povernment sgenmuc public disclosure 13 i
CFR parts 15 and 1520,
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Key Findings

Key initial findings. listed below, are derived (rom a review of the highest risk scenarios within
the RSRA, in-depth analysis of the entire set of relevant RSRA scenarios, and additional input
from subject matter experts.

213149 U.8.C 8§ 114ir)

213149 U.8.C 8§ 114ir)

ins Sensitive Security ]nl'nrmstlnn that is cnntrnlltd under 49 CFR parts 15 and 1524, No part of this
reu;rd may be disclmed to persons wi R parts IS and 1510, cxu:pt mlll tile written
permission of the Administrator of the Transportation Security Administration or jzed

release may result in civil penabty or other action. For LS. government agencies. public dlsclusulr is governed by 5 U.5.C. 552 and
CEFR parts 15 and 1520,
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SENSITIVE SECURTTYINFORMAHQN

13149 U.8.C 8§ 114

Further, conclusions such as the relative prioritization of risk and potential countermeasures in
the railroad transportation system, compared to other parts of the national Transportation Sector
are dependent on the outcomes of the comparative analysis in TSA’s TSSRA.

: matiop that iy controlled wader 49 t'l*R parts 5 and 1520, !\u part of thl»
“necd to know', as Lc

permission of the Administrator of the Transportation Security Admmlstra(um oF lhe ‘ﬁecremr\ of Transpertation. U nauthnnu‘d
release may resuht in civil penalty or other action, For LS. government agencies, public disclosure is goveraed by § U.5,C. 552 wnd 49
CFR parts 15 and 1320,
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SENSITIVESECURIT Y INFORMETION-

C. National Strategy for Freight Railroad Transportation
Security

The 9/11 Act, section 1511, mandates that the Secretary of Homeland Security develop and
implement a “National Strategy for Railroad Transportation Security.” The Secretary of
Homeland Security delegated to TSA the responsibility for developing this strategy.

Based on the Railroad Security Risk Assessment (RSRA), the following strategy is offered to
enhance resilience and reduce security risk within the Nation’s freight railroad transportation
system. This strategy is the framework for recommended action to manage identified risk.
While the risks identified in the RSRA still exist, there has already been significant progress
towards reducing these risks, most specifically the risk associated with the transportation of toxic
inhalation hazard materizals through densely populated urban areas. The RSRA provides a
methodology that supports the development of a strategy that is focused and contains measurable
objectives.

Strategic Security Goals and Objectives

In the 2010 Transportation Systems Sector-Specific Plan, DHS outlined four goals for the
transportation sector which are consistent with the President’s homeland security agenda, sector
priorities, and the statutory imperatives for protecting the transportation system and improving
resiliency of its critical infrastructure and networks. These goals shape the approach used to
manage transportation sector specific risk:

[.  Prevent and deter acts of terrorism using, or against, the transportation system.

II. Enhance the all-hazard preparedness and resilience of the global transportation system to
safeguard U.S. national interests.

HI. Improve the effective use of resources for transportation security.

IV. Improve sector situational awareness, understanding, and colfaboration.
For the freight rail mode, the overarching strategic security goal has been to reduce the risk
associated with the transportation of potentially dangerous cargoes by rail, and to increase the

resiliency of the railroad network. The primary strategic objectives to achicve this goal are:

1. Reduce the vulnerability of rail cargo shipments and their potential to threaten the public
and other critical infrastructure scctors.

2

Reduce the vulnerability of the railroad network, including critical operating
infrastructure.

. 3 ins Scpsitive Sceurity Information that is wntrullui l.l!ldtl‘ 49 C I-R parls 15 and 1529, No part of this
record may be diselosed to persons without o i =W Lot with the written
permission of the Adminisirator of the Lransportation Securm Administration or the Secretary of Transpoartation, Lwaathonze
release may result in civil penaley or other action. For ULS. gaversment agencies. public disclosure is goverted by § U.5.4, 552 and 49
{'FR parts 15 and 1526,
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3. Reduce the consequences of attack on the railroad network or using the ratlroad network
by enhancing the resilience ot the railroad system.

I STRATEGYFOR FREIGHT RAIL TRANSPORTATION SECURITY 5 ICIUN S @ LRI LI LAy e e (o)
’ ' shipments means simply to make it

" Ktim i

STRATEGIC GOAL

Reciyca the rick assccatedwith the eight rmil kansportation of potentially more difﬁClllt fOl’ adversaries to use

déngerous cargoas andincreass the rosiliancy ofthe fraight rail network.

potentially dangerous cargoes
_ against the public. As was noted in
STRATEGIC METHODOLOGY ~ the RSRA, a potential risk exists
Partriar with industry and government stakeholders to identify T4t
and implement pragrams and processes to achieve measurable that legmmate cargocs COUld be
risk reduction throaugh colizborative and regulatory initiabves : intentiona“y exploited during
transportation, causing casualties in
nearby populations, damaging
infrastructure, and causing
disruption in other transportation
systems. By making it more
difficult for an adversary to
successfully usc or target these
Addressidentified gaps from risk assessment cargoes and the convevances that
For each identificd gop: transport them: overall vulnerability
tdentify path forward can be reduced.

Identify implamoentatian steps
Qutline programs, prajecrs, and smmiatives (o close gaps

Define hernchmarks and rmilestones

Reducing the vulnerability of the
network means to enact processes,
Figure 2: The National Strategy for Freight Rail Transportation procedures, and protections that will
Security reduce the likelihood of a successful
attack on treight rail infrastructure.
The direct consequences of an attack on a single location or feature of the freight rail network are

not expected to result in widespread impact. [513r49U.8.C. § 114ir]
[-1131:49 U.S.C. § 114ir
213149 U.8.C 8§ 114ir)

Protection of critical infrastructure is one of the core programs

of homeland security.

Enhancing the resilience of the freight transportation system by reducing the consequences of an
attack is the third primary objective of the railroad transportation systcm. These actions range
from preparing cmcrgency responders to deal with the results B13r49US.C. § 1144

119 i onfinuity and

securlty plans'\'3:|{3:|:49 U.S.C §114din

[5131:48U.8.C.§ | The reality that an aitack may occur and be successful in its intent must be
accounted for in preparation and planning initiatives.

WARNING: This record contains ‘sumtlw Sculrtr) Information that is controlled weder 49 CER pares 15 and 1520, No part of this
FEet ) know ", as defined in 49 CFR parts 15 and Iﬁ"l} mccpt with the written
permiwnn of the Administrator of the Transportation Security |/ jgauthorized

release may resullin civil penally or other action. For LN, government agenclcs. public dl.'adl]'il.lle is gmerned by 5 US.C. 352 an
CFR parts 15 and 1520
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SERSTTIVE-SEEHRIEY-EORMATION

To realize the strategic goal {or freight rail security and its objectives, TSA will partner with
industry and government stakcholders to identify and implement programs and processes to
achieve measurable risk reduction through collaborative and regulatory initiatives.

The “National Strategy tor Railroad Transportation Security” outlines the risk mitigating
activities already taken and/or currently underway by TSA and its security partners and proposes
new ways to address risks in the future. The strategy also includes focus arcas where better
knowledge and understanding is needed to improve the assessment of risk conceming the freight
railroad transportation system.

Mission, Asset, and System Specific Risk Assessment (MASSRA) Activities

Mission, Asset, and System Specific Risk Assessments focus on one or more risk elements, or
scenario-specific assessments, such as a blast effect analysis on a certain type of conveyance.
Physical security self-assessments conducted by transportation service providers that estimate
vulnerability also fall into the MASSRA category. These assessments generally do not cross
jurisdictional lines and have a narrow, specitic focus. They generally provide a detailed analysis
of infrastructure vulnerabilities and can be used to determine which countermeasures should be
used to mitigate risk. The following are a summary of MASSRA activities in the freight rail
mode.

« Compliance Inspections: TSA and the Federal Railroad Administration (FRA) conduct
periodic inspections to ensure compliance with federally-mandated security and security-
related regulations. These regulations include TSA’s Rail Transportation Security Rule (49
CFR Part 1580), which, in the freight rail context, requires railroads, rail hazardous materials
shippers, and rail hazardous materials receivers in High Threat Urban Areas to implement
chain of custody procedures to ensure the positive hand-off of rail security-sensitive material
shipments.m The FRA enforces PHMSA requirements for security awareness training and
security planning requirements (49 CFR 172,704, 172.802, and 172.820). When deficiencies
that are potential system vuinerabilities are discovered, they are tracked and enforced via a
mutually agreed upon corrective action plan and/or civil penalty actions.

e Corporate Security Reviews (CSR): The CSR program is an “instructive” review of a
company’s security plan and procedures, and it provides the government with a general
understanding of each freight railroad’s ability to protect its critical assets and its methods for
protecting hazardous materials under its control. Teams from TSA analyze the railroad’s
security plan for sufticiency, determine the degree to which mitigation measures are
implemented throughout the company, and recommend potential improvements, During the
course of the CSR, the team may also conduct site visits of operations, including critical
bridges, tunneis, operations centers, and yards. The company’s critical asset list is also

' 49 CFR Part 1580 also requires these entitics to appuint a rail scourity coordinator, provide location and shipping information
for certain rail cars, and report significant security concerns to TSA, See 49 CFR 1580.101, 1580.103, and 1380.105.

WARNING: This recor l| cantains %mm\c Security ln[’ormatmn that is controlied under 43 CFR parts 15 nnd 1520, No paet of this

o “, as defined i 42 CFR parts 13 and 15320, except with the “nmn
permmmn ol the Administrator of the Immportutlm: Serunity
release may result in civil penalty or ether action. For LS, government agencies. pahlie dnclosme is gmerned by § V.50, 532 and 49
CTR parts 15 and 1520,
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discussed 1o gain an understanding of its “criticality”™ determination. Specific recommended
mitigation strategies are tied to identified vulnerabilities and discussed with company
officials,

¢ (Comprehensive Reviews: Comprehensive Reviews are a DHS initiative that TSA and/or
the United States Coast Guard (/SCG) lead in the transportation sector as the respective
scctor-specific agencies. In the freight rail system, Comprehensive Reviews are conducted
on specific rail corridors and critical railroad infrastructure. Comprehensive Reviews of rail
corridors currently focus on assessing the vulnerabilities of high-population areas where TIH
materials are moved by rail in significant quantities. Comprehensive Reviews of critical
railroad bridges are planned for 2010 and a specialized assessment tool has been developed
by TSA to facilitate and standardize the process. The reviews in the railroad system are
conducted by teams comprised of subject matter experts trom TSA, FRA, various
organizations within DHS, the affected railroads, State and local homeland security officials,
and local response and recovery organizations,

These assessments aid DHS and the owner/operator in identifying security control points
{areas of high conscquence and vulnerability) at each location. The security control
points/critical control points are reviewed using current threat scenarios, and mitigation
strategies are then proposed. After completing the assessment, the team prepares a summary
of each corridor and a freight rail hazard analysis. The assessments provide site-specific
mitigation strategics and lessons lcarncd, as well as tactics that can be moditied for usc at the
corporate or national level.

e TIH Material Rail Tank Car Risk Assessment Project: TSA has participated in a multi-
agency effort with the academic community and experts from various disciplines to conduct
a series of in-depth examinations concerning the risks associated with a TIH release from a
raii tank car in a densely populated area. The components of the assessment include the
development of specific attack scenarios designed to achieve a TIH release in a populated
area (including the types and amounts of explosives and weaponry placement on the tank
car); an analysis using computer modeling and field validation testing to determine structural
damage incurred based on attack scenario weapons used and the physical characteristics of
standard DOT Specification 105) rail tank cars; an estimation of release rates from the
breached tank car for emergency response and dispersion modeling purposes; an ¢stimation
ol the characteristics of a [TH materials plume in a metropolitan environment; and a review
of applicable dispersion models currently in use to identify deficiencies and recommend
actions that will improve the accuracy of the current modeling too! set.

® Site Assistance Visits (SAV): DHS has completed SAVs on railroads and other sector
infrastructure. The SAV is an information gathering visit. The visil is non-regulatory and is
not an inspection. Fhere is not a pass-fail grade. By definition, the SAV methodology is
designed to facilitate the identification and documentation of critical infrastructure and key
resources’ (CI/KR) vulnerabilities, with discussion of mitigation strategies between
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government and industry. They are tools that assist with the development ot imethods (o both
deter terrorist atlacks and increase the survivabilily of these resources.

Communication and Information Sharing Activities

TSA regularly communicates with its stakeholders, implementing a variety of mechanisms to
enhance its stakeholder relationships to effectively respond to tssues. questions, or concerns
regarding freight rail security. The stakeholders engaged include members of the railroad
industry and shipper communitics, as well as Federal, State, local, and tribal governments. TSA
shares Open Source, For Official Use Only (FOUQ), Law Enforcement Sensitive (LES),
Sensitive Security Information (SS1), and Classified information where appropriate, and
develops the content for and hosts pertinent, regular conference calls for internal and external
stakeholders as needed. Meetings with the Government Coordinating Council {(GCC) are also
held every quarter. The Division also meets with State Homeland Security Advisors to discuss
current programs, as well as to solicit feedback on ways to enhance freight rail security in their
region.

¢ Rail Security Coordinator (RSC) Network: On November 26, 2008, TSA issued a linal
rule on rail transportation security (see 73 FR 72130} which included provisions for freight
railroad carriers, rail security-sensitive material (RSSM} shippers, and RSSM receivers
operating within an HTUA to appoint a primary, and at least one alternate, RSC.'" RSCs are
designated at the corporate level, and serve as the security liaison between their organization
and TSA. RSCs serve as the primary point of contact for intelligence information and
security-related activities and communications with TSA (24 hours a day, 7 days a week),
and must coordinate security practices with appropriate law enforcement and emergency
response agencies.

Covered entities are required to submit to TSA the contact information of each of their RSC
designees, including names, titles, telephone numbers, and e-mail addresses. As such, TSA
has assembled a comprehensive database of stakeholder contact information to establish a
network for information sharing with the industry.

In the event that TSA needs to convey time-sensitive security information to a regulated
party, the RSC Network is beneficial, particularly in situations requiring frequent information
updates. The ability to communicate with specific individuals also allows for continuity.
Individuals serving as RSCs are best suited to understand security problems, raise issues with
corporate lcadership, and recognize when emergency response action is appropriate.

The RSC Network is intended to benefit both the industry and TSA. By creating channels of
communication between the private sector and the Federal Government, security and threat
information can be shared more effectively. Establishing these communication channels

' 49 CFR 1580.101.
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provides TSA and the industry with a broader view of the risks facing the scctor, and allows
for appropriate steps to be taken to prevent, deter, and minimize the consequences of' a
potential terrorist attack. The RSC Network was created with the intent to foster information
sharing and thereby enhance the security of the sector.

¢ Homeland Security Information Network (HSIN): The HSIN aims to share information
in an integrated, secure web-based approach, as well as coordinate and collaborate with
TSA’s freight rail security partners in “real time.” The FY 2010 launch of the Freight Rail
portal is expected to create a user fricndly tool to enhance information-sharing. The Freight
Rail portal on HSIN endeavors to be a “one-stop” shop to all of the TSA’s freight rail
security pariners. The portal is intended to be used as a way to provide consistent messaging
on issues and topics related to freight rail security. TSA will continue to develop and
identify content, and facilitate maintenance of the portal, in order to augment its information
sharing capability with its stakeholders.

Risk Mitigation and Resilience Enhancement Activities

TSA and its partners in transportation security have developed numerous processes, tools, and
programs to reduce the risk and enhance resilience in the freight rail sector. Details of these
efforts are listed in the appendices of this Report. The following provides a summary of these
activities.

Standards Development and Rulemaking:

TSA and the Department of Transportation (DOT) have worked with the railroad industry to
develop both collaborative and regulatory initiatives that reduce the vulnerability of rail security-
sensitive material shipments and increase the security of the freight rail network. Both agencies
have developed new baseline standards for operational security and enacted regulations that
require enhanced planning, training. and operational changes to reduce both security and safety
risks.

e Security Action Items: TSA has, in conjunction with DOT and the Class [ carriers,
developed a program identitying a list of best practices called Security Action Items (SAI).
An imtial list of 24 SAIs was issued as voluntary security guidelines for the transportation of
TIH materials, and was distributed to rail carriers and Federal partners in June 2006. These
SAls addressed three general areas: system security, access control, and en route security. In
November 2006, TSA issued three additional voluntary SAls which directly addressed issues

213149 U.8.C 8§ 114ir)
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» Hazardous Materials Regulations: In 2003, the Pipeline and Hazardous Materials
Administration (PHMSA) added provisions to the Federal hazardous materials reguiations
(68 I'R 14509 (March 25, 2003) (49 CFR Parts 100-185)) that require carriers of hazardous
materials, including freight railroads, to: 1) provide security awareness training to
employees; and 2) develop and implement security plans that address the assessment of
security risks for shipments of hazardous materials; personnel security; unauthorized access;
and en route security."” FRA is responsible for the enforcement of these regulations.

s TSA Rulemaking: On November 26, 2008, TSA issued a {inal rule on rail transportation
security covering (in pertinent part) freight railroad carriers, shippers of RSSM, and receivers
of RSSM located within an HTUA. "* The rule establishes procedures for positive chain of
custody while RSSM cars are in transportation. The rule also detined the term “rail security-
sensitive materials,” the transportation of which requires freight railroad carriers, RSSM
shippers, and RSSM receivers located in an HTUA to carry out the chain of custody and
control security measures established in the rule. RSSM ts detfined to mean one or more of
the categories and quantities of the following materials:

(1) A rail car containing more than 2,268 kg (5,000 lbs) of a Division 1.1, 1.2, or 1.3
{explosive) material, as defined in 49 CFR 173.50;

(2) A tank car containing a material poisonous by inhalation as defined in 49 CFR 171.8,
including anhydrous ammonia, Division 2.3 gases poisonous by inhalation as set forth in
49 CFR 173.115(c), and Division 6.1 liquids meeting the defining criteria in 49 CFR
173.132(a)(1)(1ii) and assigned to hazard zone A or hazard zone B in accordance with 49
CEFR 173.133(a), excluding residue quantities of these materials; and

(3) A rail car containing a highway route-controlled quantity of a Class 7 (radioactive)
material, as defined in 49 CFR 173.403.

Further, the rule requires the appointment of Rail Security Coordinators, the reporting of
location and shipping information of RSSM rail cars, and the reporting of significant security
concerns to TSA.

DS & DT Recommended Securin: dction ftems for the Reail Tramsportation of Toxic Inhalation Hazard Muaterials.
Washington. N.C. November 21, 2006.

 When PHMSA adopled its securily regulations, shippers and freight rajlroad carriers were informed that those regulations were
“the first step in what may be a series of rulemakings 1o address the security of hazardous materials shipments.” 68 FR ar 14511,
PHMSA aiso noted "TSA is developing regulations that are likely 10 impose additiona! requirements beyond those established in
[that] final rule.” and slated it would “consult and coordinate with TSA concerning security-related hazardous materials
transportation regulations * * *7 68 FR at 14511,

" 73 IR 7213072180,
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TSA’s surface inspector warkforce is the primary mechanism by which the agency monttors
industry compliance with the chain of custody provisions.

e PHMSA Rulemaking: On the same day 1'SA issued the final rule on rail transportation
security, PHMSA issued a final rule (see 73 FR 72182) designed to enhance rail
transportation safety and security of shipments of hazardous materials by requiring that
railroads use routes with the fewest overall safety and security risks to transport security-
sensitive hazardous materials. The rule requires rail carriers to analyze satety and security
risks along rati routes where certain quantities of TIH, explosive, and high-level radioactive
materials are transported, assess alternative routing options, and select the practicable routes
that pose the least overall risk to safety and security. The PHMSA rule also clarifies rail
carriers’ responsibility to address within their security plan issues related to en route storage
and delays in transit. Rail carriers are also required to inspect placarded hazardous materials
rail cars for signs of tampering, or the presence of suspicious items, including improvised
explosive devices.

Beginning July 1, 2008, rail camriers began to compile data on specified shipments of
hazardous materials and routes currently used. Railroads were required to use the six months
of data they collected between July and December for their imtial risk assessments.
Thereafter railroads must collect this data annually. Railroads must use the data to analyze
safety and security risks along routes where those materials are transported, assess alternative
routing options, and make routing decisions based on those assessments.

The safety/security risk analysis must consider at minimum the 27 Rail Risk Analysis Factors
listed in Appendix D to 4% CFR Part 172 that may affect the possibility of a catastrophic
release along a specific route, including factors such as the volume of the commodity
transported; the total distance traversed; track attributes; population density; the
environmental characteristics of the area surrounding the route; and any prior history of
incidents or risk mitigation measures for the route, among others,

In addition to the routes normally and regularly used for hazardous materials movements, the
rail carriers must analyze and assess the safety and security of all available alternative routes
over which they have authority to operate. Railroads also have to consider the use of
interchange agreements with other railroads when determining practicable alternative routes
and the potential economic effect of using an alternative route.

Ulsing the results of the route analyses and risk mitigation measures that will be implemented,
arail carrier 1s required to select the routes posing the least overall satety and security risk.

DHS provided funding to the Railroad Research Foundation, a not-for-profit foundation
under the Association of American Railroads, to develop a routing model that a railroad can
use in complying with the rule. Railroads are free to choose other routing models in
preparing their analyses.
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The rulemaking also included provisions Lo the sceurity plan requirements. The rule requires
that railroad sccurity plans must include: (1) a procedure tor consulling with offerers and
consignees to minimize the time a material is stored incidental to movement; (2) measures to
limit access to the materials during storage and delays in transit; (3) measures to mitigate risk
to population centers during storage incidental to transportatioen; (4) measures to be taken in
the event of an escalating threat leve]l during storage incidental 1o transportation; and (5) a
procedure for notifying the consignee in the event of transportation delays.

¢ TSA Rulemaking in Development

Enhanced security training standards for frontline railroad employees: Section 1517 of
the 9711 Acl directs the Secretary of Homeland Security to develop and issue regulations for
a training program to prepare railroad frontline employees for potential security threats and
conditions.

Railroad Carrier Assessments and Plans: Section 1512 of the 9/11 Act requires the
promulgation of a regulation that will provide guidance and standards to be utilized in the
conduct of vulnerability asscssments and the subscquent development of sccurity plans.

Compliance and Benchmarking Activities

¢ TSA Toxic Inhalation Hazard (TIH) Risk Reduction Project: The freight rail
vulnerability assessments have led to the implementation of a TTH Risk Reduction Project.
The Project objectives focus on loaded and unattended toxic inhalation hazard material rail
cars in HTUAs. The original risk reduction goal for this project was a 50 percent reduction
in the risk associated with TIH rail shipments within H'TUAs by the end of calendar year
2008. This goal was excceded with a recorded reduction in nsk of over 59 percent. In 2009,
there was a cumulative risk reduction of over 82 percent as compared against the baseline
year (sce Table 3 below). The risk reduction was achicved because of the voluntary actions
of the rail carriers and their customers® collaborative efforts, without regulation.

¢ Sccurity Action Item Implementation Surveys: In September 2006, TSA initiated surveys
to objectively measure the level of industry implementation of seven field-critical action
items from the first 24 SAIs. The seven security items that were assessed and measured had
been selected due to their direct impact on transportation security and because they are most
dircctly tied to practices and procedures applied in the field rather than at the corporate
level.” These surveys were not compliance inspections, but rather assessments to determine
the depth and degrec of cmployee security awareness and security action item

implementation. During the course of the visit, inspectors observe conditions in the facility

I DHS, TSA. TSNM, Freight Rail Security Division. Freight Rait Transportation of Toxie Inhalation Hazard Materials.
Security Action Item Implemeniation Survey Summary Report 2006. Washington, D.C. 2006. p. 1
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and intervicw first line employees to determine the tevel of implementation. TSA Inspectors
initially visited railroad yards and terminals in cach of the 46 HTUAs from September to
December 2006, conducting assessinents of over 150 individual railroad facilities and
interviewing over 2,600 cmployeces. 16

TIH Risk Reduction 2007-2009

B Planned Reduction

W Actuat Reduction

CY 2007 Cy 2008 FY2009

Table 3: TIH Risk Reduction

Preparedness Activities

¢ Intermodal Security Training & Exercise Program (I-STEP): I-STEP is the primary
Federal vehicle for facilitating security excreises in the Railroad Transportation System.
TSA developed I-STEP in an effort to enhance the preparedness and resilience in the
transportation nctwork. I-STEP exercises conducted in railroad transportation system
facilitate discussions regarding the information sharing processes and coordination between
the Federal Government and the freight ratl industry, particularly during heightened states of
atert. TSA has analyzed the diverse characteristics ot the freight rail system 1o provide the
right combination of tools and exercisc services to address these variations.

"% 1bid.
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Grant Programs

» Freight Rail Security Grant Program (FRSGP): 1a FY 2009, the FRSGP funded sceurity
training for frontline employees, the completion of vulnerability assessments, the
development of security plans within the freight rail industry, and the installation of GPS
tracking systems for railroad cars transporting TIH materials. Eligible applicants are divided
into groups based on the types of projects they can apply for: Class i, I and III railroad
carriers can apply for training and security plan development. Owners, or lessees of railroad
cars transporting TIH can apply for tracking device installation. The total FRSGP funding
available in FY 2009 was $15,000,000. In FY 2010 available funding is $15,000,000 and
eligible programs include the installation of tracking devices on TIH tank cars, employee
security training, and security enhancements for critical bridges.

« Buffer Zone Protection Program (BZPP): The BZPP, administered by DHS, provides
funding to increase the preparedness and resilience capabilities of jurisdictions responsible
for the safety and security of communities surrounding destgnated high-priority critical
infrastructure and key resources, including chemical facilities, financial institutions, nuclear
and electric power plants, dams, stadiums and other high-risk/high-consequence facilities,
through allowable planning and equipment acquisition. Specific BZPP sites within 49 States,
the District of Columbia, and the U.S. Virgin Islands have been selected based on their level
of risk and criticality. Railroad systems have qualified for BZPP funding in the past and may
qualify for future funding. The total BZPP funding available in FY 2009 was $48,575,000.

Research Projects Related to TTH Rail Transportation:

There are several projects aimed at improving the resistance of rail cars to attack and accidents
associated with the transport of TIH materials, as well as to understand the impact of a tank car
quantity release of a TIH material. These projects include:

s Advanced Tank Car Collaberative Research Program (ATCCRP) - Railroad, shipper,
and tank car butlder groups, with support from TSA, FRA, and Transport Canada and the
DHS Science & Technology Directorate (S&T), have collaborated on tank car safety and
security research to reduce potential public safety and secunty risks associated with the
transportation of TIH materials. Those groups, represented by the Association of American
Railroads, the American Chemistry Council, the Chlorime Institute, The Fertilizer Institute,
and the Railway Supply Institute, agreed to work together on an Advanced Tank Car
Cotlaborative Research Program to promote improvements in rail tank car safety and
security. The focus is on the transportation by rail ol TIH materials. The ATCCRP is
working to identity and characterize promising tank car design concepts and technologies
that can be successfully used by tank car builders to achieve significant risk reductions in rail
tank car safety and security. This research initiative intends to reduce or eliminate the
likelihood of a release of a TIH material from a rail tank car due to an accident or security
breach.
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TSA’s Tank Car Vulnerability Assessment Project - TSA is funding a lank car
vulnerability assessment project to hetter understand the weapons that would likely be used
aganst a T1H tank car and their likely inpact on the THH tank car. With support from a team
of experts from DHS, FBI, and DOD, the wcapon threats against the TIH tank car were
identified, defined, and prioritized. The [DHS Transportation Security Lab and the Naval
Surface Warfare Center (NSWC) conducted an engineering analysis of the weapon’s impact
on the TIH tank car, which is being followed up with actual tank car weapons impact testing
al the Aberdeen Proving Grounds,

Understanding Large-Scale Toxic Chemical Transport Releases - The DHS S&T
Chemical Security Analysis Center (CSAC) has been tasked with investigating knowledge
and capability gaps that were identified by TSA, in the prediction of the impact and behavior
of large-scale TIH material relcases. For large scale releases of tank car quantities of TIH
materials, there is knowledge lacking pertaining 1o cloud formation, liquid pooling,
vaporization rate, the effects of buildings and terrain as well as other factors that are needed
to make a proper evaluation and impact prediction. Deficiencies were brought to light after
the large scale TIH material releases from rail car accidents in Graniteville, South Carolina
(2005) and Macdona, Texas (2004) where the released TIH cloud behavior did not match
with accepted scientific predictions. Efforts to better understand large TIH releases include
conducting a scientific literature gap analysis, a toxicity analysis, and laboratory, wind tunnel
and small scale field tests. Release testing of approximately one-ton quantities of chlorine
and anhydrous ammonia is planned for the spring of 2010 at the Dugway Proving Grounds,
Utah. The DHS CSAC has acknowledged that large scale release testing will be required to
adequately complete this project.

Tank Car Hardening Project (aka “Dragon Shield”) — TSA was involved in a
government-industry working group consisting of representatives from FRA, the Association
of American Railroads, the Ratlway Supply Institute, the American Chemistry Council, the
Chlorine Institute, and NSWC Indian Head to examine methods to harden tank cars by

[513149 US C.§ 1741 | FRA provided

funding for this project. 213149 U.8.C.§ 114in [tests of a series of chlorine
tank car plates covered with materials submitted by vendor companies throughout the

United States were conducted at NSWC Dahlgren. The test results provided some promising
results with additional testing needed. This project is complete.

Next Generation Rail Tank Car Project — The Dow Chemical Company, in partnership
with the Union Tank Car Company and the Union Pacific Railroad, are developing a “Next
Generation” rail tank car that will better withstand the destructive forces a tank car may see
in a violent train derailment. TSA, through a Memorandum of Cooperation with the Dow
Chemical Company, is working to incorporate lechnologies that can provide protection
against high-caliber firearms. DOD components at NSWC Indian Head and NSWC
Carderock are providing technical assistance in the development of the Next Generation
Tank Car as it relates to protection [[2131:49 U.S.C. § 114iri |

I}ARM\G This vecord containy Sensitive Secarity Informstion that is controlled pnder 42 CFR parts IS5 and 1520, No part of this

permission ol the s
release may vesult in civil praally or other acm:ﬂ Fur LS, gowrnrm:nt agencies. publie disclosare is govern

e diselosed ta persons without a “necd knrm , As Lleﬁncd m 49 CFR paru 13 and 1520, except with the writien
ceretary of I'ransportation,  Unautharized

CFR parts 15 and 1520,

23



TSENSTTTVE SFCHRFF-REGRMATION

DHS S& T Rapid Responsg and Recovery Project — In Augusi 2008, DHS S&1 signed a
Technology Transition Agreement (IT'TA) with the DIIS Oltice of Inlrasiructure Protection
(IP) and TSA to develop technologies and methodologies that will reduce or ¢liminate the
release of TIH materials from rail tank cars and stationary tanks, with potential approaches to
include sealing and puncture resistant technologies. This work will continue, in part, with
the work initiated in the Tank Car Hardening Project (aka “Dragon Shicld”). TSA intends to
work closely with DHS S&T on this project in determining ways TIH material rail tank car
manufacturers can provide protection against some of the expected weapon threats to the rail
tank car. Funding is anticipated from FY 2009 through FY 2014.

Metrics for Continuous Improvement

TIH Risk Reduction Program: In 2007, TSA began assessing the potential vulnerabilities
and consequences posed by TIH rail cars in major cities by gathering, monitoring, and
quantifying risk information associatcd with TIH rail shipments traveling through

46 HTUAs. The assessment program was developed to measure the progress Federal and
industry efforts are having in reducing the risk associated with the transportation of TEHH in
major citics. TSA collects and uses both historical and current information on the number of
TTH rail shipments in each HHTUA, security at rail yards holding TIH shipments in each
HTUA., and the population of each of these cities. Specifically, TSA compiles information
for four factors:

o Total hours TIH cars were present inside an HTUA. TSA collects data from the
rail industry’s automated systems that record the movement and location of all rail
cars within the U.S. rail system by means of electronic identification tags. TSA uses
this data to quantify the amount of time TIH rail cars are located within a city.

¢ Unattended hours of loaded TIH cars inside an HTUA. TSA collects this
information through visits conducted by TSA inspectors.

+ Population proximity to unattended TIH cars. TSA uses U.S. Census Bureau data
to determine the population within a one-mile radius of each TTH car that was sitting
unattended and to rank each city’s possible exposure based on this information.

» City ranking. TSA prioritizes the cities” importance on a scale of 1 to 5 (5 being the
highest) using a logarithmic factor bascd on the population of each city.

TSA also developed a formula. based on the information collected, to quantify a risk score
for each city. The risk score is a relative measure, or indictor, of the TIH security risks
within a city for a given time period. Historical information for these risk factors was
gathered from June 1, 2005, to May 31, 2006. This information was uscd to establish a
baseling risk score for cach of the 46 HTUAs as a means of comparison to the information
for the current year.
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As of December 2008, TSA determined that there was over a 59 percent national reduction in
risk since the end of the baseline period. This achievement surpassed the original goal of a
50 percent risk reduction by the end of 2008, At the end of FY 2009, the measured risk had
been reduced by 82 percent in comparison to the baseline year. The information TSA has
collected gives the agency a way to closely compare the vulnerabilities and consequences
related to TIH transportation across various cities over time. The development of national
risk scorecards, which ranks each city by risk score, also allows the agency to monitor which
cities or railroads have high-risk scores, and to focus further assessment and security efforts
on these cities or railroads,

Continued risk reductions will require maintaining the reductions already achieved. This will
be accomplished by leveraging surface transportation security inspectors to continue field
verification of risk reduction methods, as well as setting a path for achievement of additional
reductions in future vears. Indeed, the benefits derived from the TIH Risk Reduction
Program have been so valued that the Office of Management and Budget has designated the
program as a Program Assessment Rating Tool (PART), and tasked TSA with continuing the
program through the end of calendar vear 2013. As such, TSA will continue to measure the
ongoing risk associated with the movement of TIH shipments within the same 46 HTUAs.
However, rather than continuing to compare the ongoing risk against the original baseline,
cach year will be compared to the prior year, with the goal of a 10 percent risk reduction over
the previous year.

The Chain of Custody provisions (see 49 CFR 1580.107) of the November 2008 Rail
Transportation Sccurity Rule also require regulated entitics to ensure a positive and sccure
exchange of shipments of rail sccurity-sensitive materials, including TEH. Requiring covered
parties to establish chain of custody and control procedures will further reduce the risk of
TIH rail transportation in HTUAs.

¢ Transportation Risk Reduction Matrix: To measure the fundamental aspects of security,
the following metrics have been established for the freight rail sector. Measurement of these
metrics by TSA commenced in FY 2010. Corporate Security Reviews of railroads will serve
as the primary method for gathcring the necessary data. The measurement results will be
prepared on an annual basis and will be shared with industry stakeholders and the Freight
Rail Sector Coordinating Council to foster an environment of continuing excellence in risk
reduction and resilience enhancement through planning, training, and execution.

* Vulnerability Assessments — percentage of ratlroad carricrs completing vulnerability
assessments that include the tdentification of critical asscts and analysis of asset
vulnerabilities

s Security Plans — percentage of railroad carriers that have system security plans in place
that at a minimum meet the requirements of 49 CFR 172.802 and address specific
security countermeasures for critical asset protection at elevated alert levels

WARNING: This record contains Sensitive Scenrity Information that is conteolled under 49 CFR pars 15 amd 15200 No part of this
record may he disclosed to persons without a “need to know™, as defined in 4% CFR parts 15 and 1520, except with the writicn
— . : . ' epmiveion . L o ; ! N
release may result in civil penalty vr other action, For U8, government agencies, poblic disclusure is governed by 5 U.5.C, 552 and 49
CFR parts 15 and 1520.
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+ Veuting of Employees - percentage of frontline railroad employvees that have been vetted
througl the use of a security threat assessment (for exampile, issuance of a TWIC)

+ Training of Employces - percentage of employees that have been trained in security
awareness in accordance with 49 CFR 172.704 and in the procedures for the
identification and recognition of [EDs in the railroad environment

¢ Drills and Exercises — percentage of ramiroads that have participated in a security focused
cxercise within the past 12 months

e Security Awareness - percentage of railroads that have active employee security
awareness programs

e Screening of cargo
¢ Technology Applications

¢  Secure Critical Infrastructure

WARNING. This record contains Sensifive i plled under 49 CFR parts 15 and 15820, No puart of this
record may be disclosed fo persons without a “neui tu know™, as defined in jth the written
permission of the Administrator of the Transportation Security Adwministration ar lhe ‘ﬁecretar\ of Fransportation. TUinauthoriZzed
release may result in civil penatty or other action. For U.S, government agencies, public disclosure is governed by 5 ULS.C. 552 am) 49
CFR parts 15 and 1520
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Appendices
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Appendix A: Research Projects Related to TIH Rail Transportation

TSA is currently supporting several projects aimed al gaining a better understanding of the
mechanisms and consequences associated with attacks on rail tank cars that transport TIH
materials. These projects include:

* TIH Material (Chlorine) Tank Car Consequence Analysis/Validation

Project Overview — The project will identify a scientific and computer-based methodology
supported by industry, government, and the academic community that can be used to predict the
behavior of a catastrophic release of TIH materials like chlorine and anhydrous ammonia after an
attack on a 90 ton DOT Spec 105J500W tank car in a densely populated urban area. Chlorine is
a Zone B TIH material.

For large scale releases of tank car quantities of TIH materials like chlorine, DHS and the
dispersion modeling community lack critical dense gas release knowledge relating to cloud
formation, liquid pooling, vaporization rate, the effects of buildings and terrain as well as other
factors needed to make a proper evaluation and impact prediction. Deficiencies were brought to
light after large scale TIH material releases in Graniteville, South Carolina (2005) and Macdona,
Texas (2004), where the released chemical cloud behavior did not match with accepted scientific
predictions.

Problem Solution - To solve this problem, TSA has partnered with the DHS S&T Chemical
Security Analysis Center (CSAC) to investigate knowledge and capability gaps in the prediction
of the impact and behavior of large-scale TIH material releases. Part of the problem is that there
have been so very few large scale dense gas release experiments; scientists working with DHS
have suggested that the thermodynamic cloud behavior of small releases and large release are
very different, particularly as it relates to the amount of liquid TIH that vaporizes as a function of
time. It is the amount of material that vaporizes from a liquid to a gas and then travels with the
wind that is critical in determining the downwind concentrations and impact to populations.
Efforts presently underway to better understand large TIH releases include conducting a
scientific literature gap analysis, a toxicity analysis, and laboratory, wind tunnel and small scale
field tests.

Project Goal - The goal of the project is for large scale TIH material tank car releases, with a
focus on chlorine as the primary objective and a secondary focus on anhydrous ammonia, to
provide DHS S&T with the capability to describe the near field effects[P@ 4O USC TN | The
project will take into account specific initial release conditions and, with the knowledge of the
near tield, be able to accurately predict the near field and far field effects of the released TIH
material.

Key Task Areas - Understanding Catastrophic Release Chlorine Cloud Formation - Source
Term Analysis and Development - The objective of this task is to investigate and develop ways

; ing ‘»tn\mu. Security Information that is l.(mtmlled ||ndu‘ 4% (1~R parts lﬂ and h’l] Nn plrl nf thls
rn:mrtl m.n I}L dlstluscd tu PEESONS W 4

releaqe may resultin civil penaln nr other aclwu For LL ‘i gmrernment ngenue\ public disclmun‘ is gnverned by § U.5.C. 552 and 49
CFR parts 15 and 1520,
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to improve the accuracy of source term data vsed as input for modeling of large-scale 11
relcases. T'he source term describes all of the physical and interactive behavior of a pressurized
gas released {rom containment, as well as the release environment. Differences between small
and large releases related to:

¢ Phase composition of cloud

o Eftect of chlorine temperature and superheat

¢ Pooling of released material

e Effect of impingement of flashing jet as chlorine is released from container
e Air mixing and heat to evaporate released chlorine droplets

o Effects of barriers and buildings

e Composition (vapor versus liquid droplets) and duration of chlorine cloud
e Distribution and behavior of acrosol droplets

e [Cffect of gravity versus wind on chlorine cloud

o Depletion of chlorine cloud due to localized reactions

¢ Understand toxicity of chlorine

Relationship to the 9/11 Act — Section 1519(b) of the 9/11 Act requires DHS to conduct an
air dispersion modeling analysis of release scenarios of TIH materials resulting from a
terrorist attack on a loaded railroad tank car.

Project Status — This project is ongoing, A project team has conducted gap analysis and
determined areas in present modeling capabilities that could be the cause of significant
discrepancies between modeled and accidental releases. This was done through hundreds of
hours of study, discussions, and through an extensive literature search. DHS S&T has
tunded a study of tank car accidents where large amounts of TIH materials were released,
such as in Macdona, Texas, in 2004 and Graniteville, South Carolina, in 2005. This
information will be used to conduct dispersion modeling analysis and validate dispersion
modeling results. DHS S&T has provided FY 2009, 2010 and 2011 funding for the project.
This is in addition to funds being provided by TSA. In addition, TSA will coordinate its
efforts with the Defense Threat Reduction Agency (DTRA) who have parallel interests in
this area. Release tests of representative quantitics of chlorine and anhydrous amumonia are
planned for the spring of 2010 at the Dugway Proving Grounds, Utah, using funclq made
available through the 9/11 Act.

ation that i3 controlled under 4% CFR parts 1*« and 1520, ‘\0 part nf this
ncor:l may hL d!sdtl'}td to persons without a “need to know™, as dehne
permission of the Administrator of the Transportation Security Administration or the %ecret.ir} of Transportatinn,  Unauthorized
release may resolt i civil penalty or other action. For LLS. government agencies. public disclosure is governed by § ULS.C, 352 and 49
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e  TEH Material Rail Tank Car Threat Assessment

Projeet Overview: The purpose of this project is to identify, define, and priontize threats
and threat scenanos for TIH maternial rail tank cars, to evaluate the likely methods of attack
an adversary would use to breach a TIH material tank car, and to define the types and
amounts of explosives and weaponry placement on the tank car. The results of this project
allow for the evaluation of the tank car’s vulnerability |(b)(3):49 USC.31140

TSA led a technical team to conduct the tank car threat analysis consisting of representatives
from the following organizations:

* TSA Freight Rail Division

» TSA Explosive Division

e NSWC Carderock Division

» Federal Bureau of Investigation

e U.S.DOTPHMSA

e TSA Ofhce of Intelligence

e DHS S&T, Transportation Security Laboratory
+ DHS Office of Intelligence & Analysis

The technical team determined the five weapons most likely to be used in an attack on a tank
car containing TIH material. The exact amounts of materials and the method of delivery are
contained in the classified report that was prepared at the conclusion of the project. The .
report provides information on the expected efficacy of each weapon type and the limitations
of each.

Reclationship to 9/11 Act — Section 1519(a) of the 9/11 Act requires DHS to assess the likely
mcthods of a deliberate terrorist attack against a railroad tank car used to transport TIH
materials, and for each method assessed, the degree 10 which it may be successful in causing
death, injury, or serious adverse effects to human health. the environment, critical
infrastructure, national security, the national economy, and public welfare. In complying
with this requirement, DHS is to consider the most current threat information as to the likely
mcthods of a successtul terrorist attack on a railroad tank car transporting TIH materials.

Project Status — This project is complete.

WARNING: This record containg Sensitive Sceurity Information that is controlled under 49 CFR parts 15 and 1528 No part of this
record may be diselosed ta persons nithuut *acel] to know™, g5 defined in 49 CFR parts 15 and 1520, cxeept with the written
permissien o e Admims 35
release imay vesult in civil penalty or mhe; acnml For L \ gmel nment agenms public dlsclosme is gowrned byS L ‘i ( 552 and 49
CFR parts }5 and 1520,
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TTH Material Rail Tank Car Vulnerability

Projeet Overview — The purpose of this project is to better understand and quantify the
vulnerability of tank cars used to transport TiH materials to likely terrorist attacks methods.
Objectives of this project include:

¢ Assisting in the development of rail security vulnerability reduction measures

s Estimating release rate from the breached tank car for emergency response and dispersion
modeling purposes

Tank Car Vulnerability Assessment Project — TSA has initiated a project to assess the
vulnerability of the DOT Specification 105J TIH material tank car to the weapon threats
identified in the TIH Material Tank Car Threat Assessment Project. The project will analyze
the level of likely structural damage incurred and hole size generated by each weapon type
through computer modeling backed by field validation testing. Technical participants
include TSA Freight Rail Division, TSA Explosive Division, NSWC Carderock Division and
FBI Weapon of Mass Destruction and Explosive Group.

Next Generation Rail Tank Car Project — The Dow Chemical Company, in partnership
with the Union Tank Car Company and the Union Pacific Railroad, are developing a “Next
Generation™ rail tank car that will better withstand the destructive forces a tank car may see
in a violent train derailment. TSA, through a Memorandum of Cooperation with the Dow
Chemical Company, is working to incorporate technologies that can provide protection
against high-caliber tirearms. DOD components at NSWC Indian Head and NSWC
Carderock _are providing technical assistance in the development of the Next Generation
Tank Car 5113149 U.S.C. 8 114ir

Tank Car Hardening Project (aka “Dragon Shield”) — TSA was involved in a
government-industry working group consisting of representatives from FRA, Association of
American Railroads, the Railway Supply Institute, the American Chemistry Council, the
Chlorine Institute, and NSWC Indian Head to examine methods to harden tank cars |/
[Ei3148 US T § 1140 | FRA provided
funding for this project. |2#3:49U.8.C.5114in [tests of a series of chlorine
tank car plates covered with materials submitted by vendor companies throughout the United
States were conducted at NSWC Dahlgren. The test results provided some promising results

with additional testing needed. This project is complete.

DHS S&T Rapid Response and Recovery Project — In August 2008, DHS S&T signed a
Technology Transition Agreement (TTA) with the DHS [P and TSA to develop technologies
and methodologies that will reduce or eliminate the release of TIH materials from rail tank
cars and stationary tanks. with potential approaches to include sealing and puncture resistant
technologies. This work will continue, in part, with the work initiated in the Tank Car
Hardening Project (aka “Dragon Shield”). TSA intends to work closely with DHS S&7T on
this project in determining ways TIH material rail tank car manufacturers can provide

weity fnformation thai is ulntrnilcd und(r 49 CFR parts 15 and 1524 No part of this
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protection against some of the expected weapon threats to the rail tank car. Funding is
anticipated from FY 2009 through FY 2014,

Advanced Tank Car Collaborative Research Program (ATCCRP) - Railroad, shipper
and tank car builder groups, with support from TSA, FRA, and Transport Canada and the
DHS S&T, have collaborated on tank car safety and security research to reduce potential
public safety and security risks associated with the transportation of TIH materials. Those -
groups, represented by the Association of American Railroads, the American Chemistry
Council, the Chlorine Institute, The Fertilizer [nstitute, and the Railway Supply [nstitute,
agree to work together on an Advanced Tank Car Collaborative Research Program to
promote improvements in rail tank car safety and security. The focus is on the transpertation
by rail of TIH materials. The ATCCRP is working to identify and characterize promising
tank car design concepts and technologies that can be successfully used by tank car builders
to achieve significant risk reductions in rail tank car safety and security. This research
initiative intends to reduce or eliminate the likelihood of a release of a TIH material from a
rail tank car due to an accident or securnity breach.

Relationship to the 9/11 Act — The above referenced projects also address the requirements
of Section 1519(a)(3) of the 9/11 Act.

ptaing Sensitive Security Informativn that is mnrmlled lmdu‘ 12 (}R parts 15 amd 1520, Mo part of this
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Appendix B: Current Industry Best Practices for Railroad Security

‘The Association of American Railroads developed the Terrorisin Risk Analysis Sccurity
Management Plan in April 2003 as a result of the terrorist attacks of September 11, 2001, and as
a proactive measure in collaboration with DHS in addressing perceived security vulnerabilities
within the freight rail system. The AAR created five critical action teams, each for a specific
area of concern within the rail industry:

» Hazardous Materials — focused on hazardous materials and chemicals, their suppliers and
users, methods of transport and possible risks and countermeasures

¢ Operational Security — focused on the life cycle of a train and
vulnerabilities/countermeasures to railroad operations

« Physical Infrastructure — focused on assimilating lists of critical infrastructure,
countermeasures to threats, and alert level actions

e Military Liaison — focused on coordinating with the Strategic Rail Corridor Network
{STRACNET) on the efficient operation of military rail network, and countermeasures to
terrorist threats

¢ Information Technology and Communications — focused on command and control of rail
shipments, data systems and tracking of shipments, and key personnel and contractors'’

Furthermore, the AAR plan provides an overall framework for industry-wide security measures
while leaving the actual implementation up to the individual railroads. Carriers utilized the plan
as a guidance document to create security management plans for their respective carrier company
addressing their identification of critical infrastructure and other security concerns. TSA
reviewed these particular plans for the Class [ carriers as part of the TSA Corporate Security
Review process.

The AAR developed rating criteria for the vulnerability of key assets and the impact upon the rail
system. This was completed should a particular asset be disabled by a terrorist attack. These
rankings were rated as: low, medium, high, and critical. A critical impact was defined as the loss
of that asset severely degrading or stopping rail operations for an indefinite period of time.

Overall, the AAR identified 1,300 assets within the rail system. While the AAR did consider
both issues of direct business relevance and national level of importance in identifying each
asset, their primary concern was the direct business impact of each asset. Of these 1,300 assets.
a much smaller number were identified as being “critical” in their impact rating. This list of
critical assets has been used to drive specific countermeasures to target improvements where

necessary.'®

" Browder, William M. Association of American Railroads (2003), Freight Rail Security Brivfing |[PowerPoint slides],
[{setricved from UC Berkeley Web site: http/www.echtranster berkeley.edu/railroadé3downloads’'BROWDER. pdf, slides 13-26.
' hid, slide 17,
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As part ol the Terrorism Risk Analysis Security Management Plan, the AAR developed a four
stage alert plan which lays out progressively higher levels of action to be taken in the event of
certain security situations. [t details actions to be taken in the areas of security personnel,
operations, and information technology and communications. The levels are:

Level 1 — “Normal Day to Day Operations”

Level 2 — “Heightened Security Awareness”

Level 3 —“A Credibie Threat of an Attack on the US or Railroad Industry™

Level 4 — “A Confirmed Threat of Attack Against the US Railroad Industry or Actual Attack
in the US™"°

To effectively deal with the potential threat, thc AAR established a series of countermeasures
that arc Jaid out in detail in the plan. These coverced three areas which are as follows:

e “People” countermeasures — covered areas such as employee security training, training of
emergency response teams, and placement of key personnel

e “Process” countermeasures — established the AAR Operations Center and the Railway
Alert Network (RAN). Staffed 24 hours a day, the AAR Operations Center is a
Department of Defense cleared facility that works in conjunction with the Surface
Transportation Information Sharing and Analysis Center (ST-ISAC) to ensure
appropriate collection, analysis, and sharing of security-related information. The RAN
links the Operations Center with the industry to pass on sensitive information and alert
levels to the railroads, law enforcement agencies, major shippers, and the short line
railroads. It operates 24 hours a day and utilizes mobile communications at lower threat
levels, but is physically manned at alert levels 3 and 4

¢ “Technology™ countermeasures — focused on various aspects of establishing secure

communications®’

Railroad carriers have also adopted and implemented the list of 24 Security Action ems issued
in June 2006, as well as the three supplemental SAls issued in November 2006. The industry has
used the SAls to increase employee awareness and institute operational processes to reduce the
risk associated with the transportation ot ‘TTH through High Threat Urban Areas. Accordingly.
the railroads® adoption of the action items into practice allowed for the successful achievement of
the goal of a 50 percent risk reduction from TIH in iransportation by the end of 2008.

¥ Ibid, slide 33,
 Thid, slide 27.
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Appendix C: Security Action Items

* Recommended Security Action ltems for the Rail Transportation of Toxic
Inhalation Hazard Materials

This document contains recommended security action items for the rail transportation of
materials poisonous by inhalation, commonly referred to as Toxic Inhalation Hazard (TIH)*'
materials. Adoption of these measures is voluntary, Movement of large quantities of TIH
materials by rail in proximity to population centers warrants special consideration and
attention. These materials have the potential of causing significant numbers of fatalities and
injuries if intentionally released in an urban environment.

The efficient operation of our critical interstate rail system requires a uniform nationwide
approach to railroad security. The security action items listed in this document have been
identified by the Department of Homeland Security (DHS) and the Depanment of
Transportation (DOT) during risk assessments and security reviews and build upon existing
DOT hazardous materials regulations. In particular the DOT regulations at 49 CFR Sections
172.704 and 172.800-804 require each transporter of hazardous materials, including TIH
matcrials, to develop and implement security plans and to train appropriate employees in
security measures. DHS and DOT are issuing these voluntary action items as measures that
should be considered when security plans are developed. implemented, and revised. The
action items are voluntary to allow the railroad carriers to adopt measures best suited to their
particular circumstances provided the measures are consistent with existing regulations. It is
not our intent that these security action items be enacted into law by state and local
governments. Existing federal regulations likely would preempt any such law.

The security action items have been divided into three categories 1) system security; 2)
access control; and 3) en-route security. System security and access control refer to practices
affecting the security of the raiiroad and its property. En-route security refers to the actual
movement and handling of railcars containing TIH materials.

DHS and DOT recognize that no one solution fits all locations and circumstances. These
security action items allow for flexibility in implementation based upon the assessed
vulnerability of a particular process or operation. Where applicable, implementation of these
action items to their fullest extent practicable should be the goal of the affected property
owner and operator.

DHS and DOT reserve the right to update or modify these security action items as
circumstances warrant.

21 Under the Haxardous Materials Regulations (49 CFR 171-180), T1H materials are gases or liquids that are known or presumed
on the basis of tes1s to be so toxic to humans as to pose 2 hazard to health in the cvent of a release during transportation. See 44
CFR171.8, 173,115, and 173.132.
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System Sceurity Practices Affecting the Transportation of TIH Materials

I, Designate an individual with overall responsibility for hazardous materials transportation
sceurity planning, training, and implementation. This individual should report directly to
an executive officer of the company. Designate an individual with overall responsibility
for security planning and countermeasure implementation for company-designated
critical infrastructure.

12

Conduct exercises, at least annually, to verify the etfectiveness of security plan(s).

3. Develop and conduct an internal or external company audit program to independently
verify that the security plan is being effectively implemented. The audit process should
include a policy for record keeping of the audit and a method for management review and
performance measurement.

4. [dentify and then annually review company-designated critical infrasiructure. Ensure that
changes or additions to the operating environment have been properly addressed,

5. Maintain a communications network to receive timely government notices of current
threat conditions and available intelligence information. Adjust security measures as
necessary to reflect current threats and vulnerabilities based on available information.

6. Make use of opportunities to establish liaison and regular communication with federal,
state, and local law enforcement, emergency responders, securily agencies, and industry
partners. Strive to make local law enforcement aware of railroad security issues.

7. Establish liaison and collaboration with other railroad security offices to promote
information sharing and security enhancements.

8. As with industry safety programs, regularly reinforce security awareness and operational
security concepts to all employees at all levels of the organization.

9. Reinforce the need for employees to immediately report to the proper authorities all
suspicious persons, activities, or objects encountered.

10. Have contingency plans in place to supplement company security personnel to protect
company-designated critical infrastructure as threat conditions warrant such as contracts
to engage private security guard providers or procedures to request supplemental physical
security assistance of federal, state, local, and tribal authorities.

11. Restrict access to information controlled by the railroad that it determines to be sensitive,
1n particular information about hazardous materials shipments and security measures.

12. Make available emergency response planning materials, and when requested, work with
local communities to facilitate their training and preparation to deploy and respond to an
emergency or security incident.

WARNING: This T
record mayv be disclosed to persons withoud a 4 CFR parts 15 nnd HZB mupl wllh the wr[mn
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13. Cooperatively work with the {ederal, state, local. and tribal governments to identily
through risk assessments those locations where security risks are the highest.
Cooperatively work with the t¥deral, state, local, and tribal governments to identify and
implement protective meastres at these locations.

Access Control Security Practices

14. Focus proactive community safety and security outreach and trespasser abatement
programs in areas adjacent to company-designated critical infrastructure to reduce the
likelihood of unauthorized individuals on company property and to enhance public
awareness of the importance of reporting suspicious activity.

15. To the extent feasible and practicable, utilize photo identification procedures for
company-designated critical infrastructure. Establish procedures for background checks
and safety and security training for contractor employvees with unmonitored access to
company-designated critical infrastructure.

16. To the extent feasible and practicable, and as threat conditions warrant, restrict the access
of contractors and visitors at non-public areas of company-designated critical
infrastructure and monitor the activities of visitors in or around such infrastructure.

17. Establish employee identification measures for all employees. Conduct spot checks of
identification as threat conditions warrant,

18. lmplement measures 10 deter unauthorized entry and increase the probability of detection
at company-designated critical infrastructure as threat conditions warrant. To the extent
patrols are utilized, vary the pattern and schedule to avoid predictability.

19. Utilize interlocking signals and/or operating rules to prevent trains from occupying
moveable bridges until they are locked in place.

En-route Security Practices

20. Maintain systems to locate rail cars transporting TIH materials in a timely manncr (o
enable the implementation of security measures when necessary and provide information
on the location of rail cars carrying TIH materials to DHS and DOT, as requested. in case
of events of national significance.

21. Durning required on-ground safcty inspections of cars containing TIH materials, inspect
for any apparent signs of tampering, sabotage, attached explosives, and other suggested
items. Train employces to recogmize suspicious activity and report security concerns
found during inspections.

22. Provide local authorities with information on the hazardous materials transported through
their communities consistent with AAR Circular OT-55.

N : coptrolied under 49 CFR parts 15 anik 152100
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23. Constder alternative routes when they are cconomically practicable and result in reduced
overall safety and security risks. Work with the DIHS and DOT in developing better
soltware tools to analyze routes.

24. In rail yards, to the extent feasible, place cars containing TTH materials where the most
practical protection can be provided against tampering and outside interference when
appropriate for the threat level in the geographic area in accordance with the AAR
Security Management Plan.

s Supplement No. 1, Issned November 21, 2006

This document contains recommended security action items for the rail transportation of
materials poisonous by inhalation, commeonly referred to as Toxic Inhalation Hazard (TTH)
materials. Adoption of these measures is voluntary. Movement of large quantities of TIH
materials by rail in proximity to population centers warrants special consideration and
attention. These materials have the potential of causing significant numbers of fatalities and
injuries if intentionally relcased in an urban environment.

The supplemental security action items contained in this document are the result of
cooperative work between govemment and industry te craft meaningful and executable
actions that will provide for the reduction in the sccurity risk associated with the rail
transportation of TIH materials. These action items are an addition to the original 24 action
items that were issued on June 23, 2006.

The three action items contained herein represent the next step in enhancing the security of
rail shipments of TIH. These three items especially item number 1, the provision calling for
the preparation of site-specific plans for lugh threat urban arcas build upon rather than
replace the original 24 action items.

1. Introduction

The Department of Homeland Security and the Department of Transportation are concerned
about the risk posed by the transportation by ratl of bulk Toxic Inhalation Hazard materials
(TTEl) in High Threat Urban Areas. Our intention is to work with the freight rail industry to
develop and implement security initiatives that will measurably reduce the risk and enhance
the security of bulk Toxic Inhalation Hazards moved by rail in High Threat Urban Arcas
(HTUA). DHS and DOT have identified four areas to be addressed:

+ The establishment of secure storage areas for rail cars carrying Toxic Inhalation Hazard
(TTH) materials;

» The expedited movement of trains transporting rail cars carrying T1H materials;

» The positive and secure handoft of TIH rail cars at points of carrier interchange and at
points of origination and dclivery; and,

« The minimization of unattended loaded tank cars carrying TTH materials

IWARNING: This reesrd contains Sensitive Sccurity information that is conteolled under 4% CFR parts 15 and 152, No part of this
v wr . alie : . aped i Sl T H 1 L S ...I I"m o :\. II'“. riren IIIII‘.‘I."
permissinn of the Administrator af the Transpartation Security Administration or the Secretary of Fransportation. L nauthorized
release may result in civil penalty or nther action, For U8, government agencies, poblic disclosure is governed by 5 E.5,C. 5532 and 49
CFR parts 13 and 1520.
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1. Risk Definition

All ratlroad freight carriers operating in High Thieat Urban “Areas will develop annexes 1o
their security plans that are site specific to that High Threat Urban Arca as defined by the
Department of Homeland Security Urban Area Security Initiative (UASI) geographic areas.

The security plans will be risk-based and will include metrics that reflect population density
and the amount of TIH materials transported by rail and the length of time that these
shipments are in High Threat Urban Areas. The plans will be classified appropriately to
protect sensitive information.

TSA will provide the rail carriers with a list of urban areas previously identified.

The goal of this initiative is to measurably reduce the risk of the transportation by rail of bulk
TIH materials through high threat urban areas. Railroads will strive to reduce risk by 25
percent in the first year. TSA will work with the railroads on goals for succeeding years. Risk
will be defined as a function of fopulation density, number of TIH shipments, and the length
of time TIH cars are unattended™” and unsecured.

III. Data Base

The risk reduction will be measured by the time TIH cars are held in yards, terminals, on
railroad-controlled leased tracks and the time that TTH trains are stopped or standing within a
HTUA. Railroads will strive to provide TSA bascline data within 60 days.

IV. Action Plans to Reduce Risk

Supplemental Security Action Item No. 1

Rail carriers with operations in High Threat Urban Areas (HTUA) will develop site-specific
security plans that address the security of the transportation in bulk of TIH material in loaded
rail cars (“TTH cars™) in HTUA. The site-specific security plan should include specific and
detailed measures to enhance the security of TIH cars in the carrier’s custody. These plans
should be completed within 90 days of the i1ssuance date of the guidelines.

The site-security plan will address the following objectives for railroad operations within the
HTUA:

1) Reduce the number of hours TIH cars are held in yards, terminals, and on railroad-
controlled leased track in HTUA.

2) Minimize the occurrence of unattended® TIH cars in HTUA.

* Unattended Cars for the purpose of this document are those rait cars that are in a train or on railroad-controlied leads or tracks
with 10 créw on board, no personnel active in the area, or no clectronic monitoring. “Personnel” includes raliroad employees or
agents, law enforcement officers, private security guards, and rail customer employecs.

Sl qhis record contains Sensitive Sceurity Inft)rmatum thut is contrilled under 49 CFR pares 15 and 1520, No part of this
reeard may bhe disclosed o pdl ulip 49 CFR parts 15 and 1520, cxecpt with the \inmn
jermissien of the Administrator n{ the Transportation Security z\dmmmratlml ur the Necn
release may vesult in civil penalty or ather action. For U5, government agencies, public disclosure is aawrncd by 5 US.C, 552 and #9
CFR parts 15 and 1520,

39



3) Reduce potential exposure to swrrounding people, property and environment in HTUA.
Special emphasis should be placed on reducing potential exposure to hospitals, high-
occupancy bulldiags, schools, and public venues.

4) Reduce the occurrence of standing TIH traims in HTUA.,
3) Provide a procedure for the protection or surveillance of unaticnded TiH trains in HTUA
6) Ensure compliance with CFR 49 Part 174.14 (48 hour rule).

7) Develop site-specific procedures for the positive and secure handoff of TIH cars at points
of origin, destination, and interchange in high threat urban areas.

Supplemental Security Action Item No. 2

Rail carriers will not operate trains carrying TIH within a specified distance of public venues
with National Spccial Security Events in progress and as requested by the appropriate agency
responsible for overall event security coordination.

Supplemental Security Action Item No. 3

Rail carrters will, in the security planning process, identify and select areas throughout the
carrier’s system where cars containing TIH can be moved and hetd when threat conditions
warrant. Risk and exposure to the general public are factors to be considered in the selection
process. The rail carrier will provide this information to the government upon request.

V. Verification

The Transportaiion Security Administration and the Federal Railroad Administration will
work cooperatively to evaluate the degree of implementation of these security action items
through data analysis and inspection, and may takc appropriate actions to encourage carriers
to achieve risk reduction.

* Supplement No. 2, Issﬁed February 12, 2007

1. Introduction

The Department of Homeland Security (DHS) and the Department of Transportation (DOT)
are concerned about the risk posed the transportation by rail of bulk TIH materials in High
Threat Urban Areas. Our intention is to work with the freight rail industry to develop and
implement security initiatives that will measurably reduce the risk and enhance the security
of bulk Toxic Inhalation Hazards moved by rail in High Threat Urban Areas. On June 23,
2006, under Access Control Security Practices, paragraph 15, we recommended that the
industry:

15. . . . Establish procedures for background checks . . . for contractor employees
with unmonttored access 1o company-designated critical infrastructure.

ARNING: This record contzins Hm\tlnt Scumh Intormation that is conteolled wnder 4% CFR parts 15 amd 1520k No part of this
1ecar ; ; e o as delined in 49 CFHR parts 13 and l'\"l] mupt with the “]’!t'[l.ﬂ
ernnwnn of the Admmlslratnr nf the Transportation Security Administra .

release may resalt in civil penalty or ather action. For U5, goyernment agencies, publiv dnclﬂsure is governed by § VL8.CL 552 und 49
CFR parts 15 and 1520,
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This document provides specifie recommendations on such background checks. These
recommendations do not alier. Jimit, or conflict with State or Federal statutory protections.™
or regulations, orders. and directives of DIS, DOT or any other the governmental ageney.

II. Criminal History Checks

Many stakeholders may use criminal background checks to assess the suitability of their
employees for positions. To the extent that a stakeholder chooses to do so for employees with
unmonitored access to company-designated critical infrastructure, they should consider using
the federally established list of disqualifving crimes applicable to hazmat drivers and
transporiation workers at ports (sce 49 CFR 1 572.103).24

A. Redress Procedures

The industry should consider establishing a vigorous internal redress process for adversely
affected applicants and personnel, including an appeal and waiver process similar to the
system established for hazmat drivers and transportation workers at ports (see 49 CFR part
1515).

An appeal process would be designed to provide an applicant or personnel with the
opportunity to show that he or she does not have a disqualifying conviction, by correcting
outdated underlying court rccords or proving mistaken identity.

A waiver process would be designed to provide an applicant or personnel with the
opportunity to be hired or continue employment by demonstrating rehabilitation or facts
surrounding a conviction that mitigate security concerns. The industry should consider
permitting an applicant or personnel to submit information pertaining to any of the following:

1. Circumstances of the disqualifying offense;

2. Restitution made;

3. Letters of reference from clergy, employers, probation/parole officers; and
4. Other factors the individual believes bear on his or her good character.

The industry may elect to incorporate the redress process into the disciplinary procedures
already used by railroads as part of its management/labor relations.

LII. Social Seeurity Number Vériﬁcation

in addition, the industry should consider using the Social Security Number Verification
System (SSNVS} that the Social Security Administration (SSA) makes available 1o all
employers. Employers can verify that current employee names and social security numbers

# Far instance, employee protections codified at 49 1).8.C. 20109 that prohibit discrimination or retatiation of rail employees
who file a complaint against a railroad or refuse to work due to hazardous conditions remain in full force and effect.
* See 72 FR 3492 (January 25, 2007), as corrected by 72 FR 5632 (Fehruary 7, 2007)

WARNING: This record contgins Sensitive Seearity (nformution that is controlled under 49 CFR parts 15 and 1520, No part of this

? " RO : o & JFROparts Iy oand Y, cacepl wi ¢ written
permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorized
release inay resnbt in civil pemulty or other action, For LS, government agencies, public disclosure is governed by 5 UL5.C, 352 and 49
CTR parts 13 and 1520,
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match the SSA’s records, which reduces the Jikelihood that an individual who has adopted a
false tdentity and difticult to thoraughly vet is part of the workforce.

V. Immigration Status

The industry should also consider using the Systematic Alien Verification for Entitiements
(SAVE) database to determine a non-citizen’s immigration status. SAVE is an
intergovernmental information-sharing service for agencies and employers to use to ensure
that an applicant has lawful presence in the United States. SAVE is nationally accessible and
contains selected immigration status information on approximately 50 million individual
non-citizens.?*

** For information on accessing SAVE, contuct: Director, SAVE Program, USCIS SAVE Program, Douglas Development
Building. 2ad Floor, 20 Massachusetts Ave., NW, Washington, DC 20529,

WARNING: This vecord containg Sensitive Secority Information that is controlled under 49 CFR parts 15 and 1520, No part of this
record may be diselosed to persons without a “need to know™, as defimed in 49 CFR parts IS and 1520, exeepl with the written
PErmission ol the . : ; Y N B : " ed
velease may result in civil penaliy or other action. For U5, government agencies, public disclosure is governed by 3 U.5.(. 352 and 49
CFR parts 15 and 15240,
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Message from the Acting Administrator

On behalf of the Transportation Security Administration (TSA), I am pleased to present the
Transportation Sector Security Risk Assessment (TSSRA). This report is in response to a
directive in Senate Report 110-396 of the 2009 DHS Appropriations Bill (Public Law 110-
396/Division D) and re-emphasized in Senate Report 111-31 of the 2010 DHS Appropriations
Bill {Public Law 111-83). It provides a comprehensive risk assessment of the transportation
sector.

The Secretary of the Department of Homeland Security (DHS) delegated to TSA the
responsibility to complete a nationwide risk assessment examining the potential threat,
vulnerabilities, and consequences of a terrorist attack involving the Nation’s transportation
syster.

TSA completed this risk assessment in conjunction with other DHS entities, Federal partners,
and industry members. TSA consulted with a wide range of government and private-sector
stakeholders in preparing this report.

This report is intended to appropriately inform resource allocation decisions and is part of TSA’s
response to key findings and recommendations contained in GAQO-09-492 (March 2009),
“Comprehensive Risk Assessments and Stronger Internal Controls Needed to Help Inform TSA
Resource Allocation.” At the convenience of the Committee, TSA is prepared to discuss how
risk informs the TSA resource allocation process in general and, in particular, the FY11
President’s Budget Request for Transportation Security.

This document is marked as Sensitive Security Information and special handling procedures
apply to its storage and transmission.

Pursuant to congressional requirements, this report is being provided to the following Members
of Congress:

The Honorable David E. Price
Chairman, House Appropriations Subcommittee on Homeland Security

The Honorable Harold Rogers
Ranking Member, House Appropriations Subcommittee on Homeland Security

The Honorable Robert Byrd
Chairman, Senate Appropriations Subcommittee on Homeland Security

The Honorable George V. Voimovich
Ranking Member, Senate Appropriations Subcommittee on Homeland Security
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Inquiries relating to this report may be directed to me at (571) 227 t
Acting Chief Financial Officer, Peggy Sherry, at 16 |

or to the Department’s

Sincerely yours,

Bt et

Gale D. Rossides
Acting Administrator
Transportation Security Administration
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Executive Summary

The purpose of this report is to provide a comprehensive view and comparative analysis of
terrorist risk involving fives modes of transportation: aviation, freight rail, highway, mass transit,
and pipelinc.I

The Transportation Sector Security Risk Assessment (TSSRA) is designed to inform the
development or maintenance of risk mitigation strategies and actions that include, but are not
limited to, the development of security standards, grants, programs, countermeasures, and
resource allocations. It provides a cross-modal analysis as well as individual analyses focused on
the unique risks in each transportation mode.

This assessment provides DHS and congressional decision makers with a baseline understanding
of the risk landscape facing the transportation sector. It is a snapshot report reflecting a particular
moment in time. Key assumptions and certain limitations were recognized; TSA plans
refinements to the TSSRA process in the future.

Figure 1 shows the distribution of total risk (the combination of threat, vulnerability, and
consequences) by mode.

213149 U.8.C 8§ 114ir)

Figure 1: Percentage of Total Risk by Mode of Transportation

"1t was a joint decision by the U.S. Coast Guard (USCG) and TSA (o not include maritime transportation securily risk in this
report. The USCG 1s the lead Federal agency for maritime transportation security and uses the Maritime Security Risk Analysis
Model (MSRAM) to assess maritime risk. TSSRA and MSRAM cmploy different analytic approaches, which prevents any
meaningful cross-modal comparative analysis. The USCG's annual report to Congress titled Threat of Terrorism to U.S. Ports
and Vesscls is a comprehensive risk assessment of maritime sceurity and provides a similar analysis of maritime transportation as
TSSRA does for the other ransportation modes.

il



N N 1 ™

Key findings and observations:

13149 U.8.C 8§ 114

Areas for further discussion and analysis:

213149 U.8.C 8§ 114ir)
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13149 U.8.C 8§ 114

In the future, TSSRA may be used to:
» Inform security priorities and resource allocation decisions.

e Supplement mission-specific assessments to inform policy decisions for enhancing
security.

e Inform research and development (R&D) strategies, in particular exploring new
explosive detection and biological detection technologies.

e Continue to enhance and strengthen security and awareness training for security-sensitive
employees and vendors through grants and regulations required by the 9/11 Act.

e Augment current allocation models and application criteria for grant programs.

The baseline findings and observations in the TSSRA are the foundation for development and
implementation of risk management strategies that will lead to better risk mitigation and resource
allocation decisions by U.S. decision makers and key industry stakeholders.
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A. Legislative Requirement

This report fulfills requirements from the 2009 and 2010 Department of Homeland Security
Appropriations Bills (Public Law 110-396/Division D and Public Law 111-83).

The specific language is contained in the Senate Report 110-396 of the 2009 DHS
Appropriations bill (Public Law 110-396/Division D) and Senate Report 111-31 of the 2010
DHS Appropriations bill (Public Law 111-83):

The Committee recognizes that the Secretary is to develop, consistent with the
transportation modal security plans required under section 114(t} of title 49,
United States Code, risk-based priorities based on risk assessments conducted or
received by the Secretary across all transportation modes that consider threats,
vulnerabilities, and consequences. The Committee directs the Secretary to submit
a report, no later than 60 davs after the date of enactment of this act, that
includes: copies of the risk assessments for each transportation mode; a summary
that ranks the risks within and across modes; and a description of the risk-based
priorities for securing the transportation sector that identifies and prioritizes the
greatest security needs of the transportation sector, both across and within
modes, in the order that thev should be addressed. This report should also
describe the underlying methodologies used to assess risks across and within
each transportation mode and the basis for any assumptions regarding threats,
vitlnerabilities, and consequences made in assessing and prioritizing risks within
and across modes. The report shall be submitted in classified or unclassified
formats, as appropriate. The Committee further directs the Secretary to submit,
concurrent with the fiscal year 2010 budget request, supporting documentation
that explicitly explains how the comprehensive risk assessments for all
transportation modes were used to allocate resources across and within each
mode. This documentation should also identify the corresponding allocation of
resources being proposed in the budget request (by appropriations account,
program, project, and activity) that address these priorities. This annual
submission shall be made in classified or unclassified formats, as appropriate.
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B. Methodology

I. Overview

For this Transportation Sector Security Risk Assessment (TSSRA) to assess the risks of
terrorism associated with the Nation’s transportation system, TSA used a mix of qualitative and
quantitative approaches consistent with accepted practice for security risk assessments.

TSA initially established a team of risk management and security experts within the national
transportation system to develop the TSSRA methodology. TSA used the specialized
experiences and backgrounds of these risk experts, coupled with the results and findings from
risk methodologies and assessments throughout DHS and published reports from the
Government Accountability Office.”

Determining that a scenario-based approach was the most appropriate methodological tool to use
for the TSSRA, TSA applied the generally accepted terrorism risk analysis framework of risk as
a product of threat, vulnerability, and consequence (R=Tx V x C).

Results
inform
Updates

@ Cross Modal Analysis Modal Risk Profiles @

:I|IH|1

Figure 2: TSSRA Scenario-Based Risk Assessment Process

Also found in the National Infrastructure Protection Plan (NIPP),3 this framework provides a
common definition and process to analyze the basic factors of risk, both to and from the entire
transportation system. Further details on the risk methodology used in TSSRA may be found in
the appendices.

? For example, the National Comparative Risk Assessment, the Strategic Homeland Infrastructure Risk Assessment, the School
Bus Security Risk Assessment, the Commercial Trucking Security Risk Assessment, and the Rail Security Risk Assessment.

¥ 2009 National Infrastructure Protection Plan (NIPP), Chapter 3, section 3.3, page 33-34.

5
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In order to enhance understanding of the enormous amount of risk information collected for all
transportation modes, the TSSRA methodology is structured with the ability to view risk data
from two analytical perspectives: attack scenarios and attack families. An “attack scenario” is a
plausible combination of an asset (e.g., aircraft, train car), an attack method (e.g., IED, VBIED),
and a target (e.g., building, bridge). An “attack family” is a grouping of attack scenarios that
share similar properties. This allows for a direct comparison of risk values between modes and
provides a strategic overview across all transportation modes.

TSA used fault-tree anal_ysis‘4 to develop attack scenarios. In an effort to avoid the 9/11
Commission’s “failure of imagination” criticism, several thousand possible combinations of
infrastructure elements and terrorist attack methods were initially identified. Using the Failure-
Modes and Effects Analysis® method in conjunction with a survey/elicitation of subject matter
experts (SMEs), this exhaustive set of scenarios was narrowed to approximately lausible
attack scenarios that were deemed reasonable and credible. These attack scenarios were

organized by similar attack methodologies; they were then grouped into()* |attack families.

Grouping risk assessments by attack families allows decision makers to understand the scope of
transportation risk presented in this report. Taken together, both attack families and attack
scenarios provide useful insights for decision makers when considering countermeasures.

_—

(b)X :
3)- 4 ptack Families
{Scenaric Consolidation}

alidated Scenarios
{Failure Mode Effects Analysis)

vy

2500+ Scenarios Created
{Fault Tree Analysis}
R

Figure 3: Attack Scenario Development

* Fault-tree analysis is an analytic process used to prevent or identify failures of process prior to their occurrence. The approach
is widely accepted in professional analytic circles and has many well-known variations, including root cause analysis and attack
tree analysis. The process requires experts to trace a path through an event by repeatedly asking the question: “how could this
happen?” A tree diagram is used to record the process.

3 Failure modes and effects analysis (FMEA) is a widely used procedure for analysis of potential failure modes within a system
for classification by severity or determination of the effect of failures on the system.

6
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II. Risk Equation and Variables

TSSRA employs the generally accepted and widely applied risk equation (EQ 1 below) that
estimates Risk as the product of Threat, Vulnerability, and Consequences.

(EQ 1) (R)isk = (T)hreat x (V)ulnerability x (Clonsequence

Table 1 provides an example of how the risk score is calculated for a scenario.

Scenario (Example Only) v

213149 U.8.C 8§ 114ir)

c(ss)

0154 x .0525 x 76.1 = 61.53

Table 1: Risk Calculation Example

For this assessment, all three risk variables were combined into risk scores for each of ;?' ﬁi'L attack

. - . . . HERTICH! g P L
scenarios; they were further grouped and prioritized into|*/3lattack families used for a r1sk
comparison across the entire transportation sector.

Threat (T)

Threat 1s defined in TSSRA as the likelihood that an attacker will attempt a particular attack
scenarlo given the intent and capability of the attacker. Intent 1s defined as the likelihood that an
adversary will choose a given attack scenario once committed to an attack. Capability is defined
as the likelihood that an adversary will have the resources and skills to undertake a given attack
scenario within a defined timeframe.

(EQ2) (Tyhreat =

Estimates for capability and intent were derived by TSA intelligence analysts using an
intelligence-based adversary intent and capability scoring method or rubric. For the Aviation
mode, the estimates were also validated by aviation SMEs from the intelligence community
(IC)."

Vulnerability (V)

Vulnerability is defined in TSSRA as the likelihood that an adversary will successfully defeat
current countermeasures given that the attack 1s attempted. Vulnerability addresses the
probability that an attacker successfully eluded law enforcement and counterterrorism forces, the

® TSA’s aviation threat estimates were reviewed by aviation analysts from key IC agencics, including the Department of
Homeland Security, Defense Intelligence Agency. Department of Transportation, Drug Enforcement Administration, Federal
Burcau of Investigation, National Counterterrorism Center, Office of the Dircctor of National Intelligence, and the United States
Air Force.
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probability the attacker defeated both passive and active defenses associated with the asset and
attack type, as well as the difficulty associated with a particular target and/or attack combination.
(EQ3) (V)ulnerability = [{Countermeasure Effectiveness (CM), Degree of Difficulty (DD)}

To ensure a degree of consistency with the vulnerability estimates, a modified Kent Scale’ was
used to standardize the set of probabilities.

If the probability of a compoenent (active, passive. target) within With an uncertainty

Then the best estimate is:

the defensive systems failing for the given scenurio is: {give or lake} ol:

Certain 0.99 0

Almost Certain (.93 .46

Probable 0.75 11

Chances About Even L5 .14

Probably Nol 0.25 .11

Almast Certainly Not 0.07 {106
Impossible 0.01 0

Table 2: Modified Kent Scale Used to Estimate Vulnerability

Consequence (C)

Consequence is defined in TSSRA as the monetized value of direct and indirect economic and
human impacts associated with a successful attack. The Consequence estimates were developed
from a combination of economic research analysis (which included a study of the impacts of
8/11) and an SME elicitation process. Consequence estimates include monetized deaths and
injuries.

The TSSRA also includes estimated indirect economic costs such as cascading economic effects

at local, regional, and national levels. These estimates help to illuminate the impact on supply
chains, inventory levels, loss of revenue, and consumer behaviors that affect supply and demand.

Consequence estimates also incorporate the influence of response (the ability to contain the
damage and limit the consequences), recovery (the degree to which the target can be restored and
over what time and at what cost), and resilience (the degree to which the system could absorb the
attack).

(EQ4) (C)onsequence = {{Human Cost, Direct Cost, Indirect Cost}

7 The Kent Scale was developed by CIA senior analyst Sherman Kent in 1962 to provide a standard taxonomy of words to assign
a cerlainty {or uncertainty} level to intelligence warnings.
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III. Process

TSSRA started with the definition of a “universal adversary” as al-Qaida-like: determined,
moderately-to-highly skilled, well-financed, and capable of planning and executing a relatively
complex terrorist attack.

STEP 1.

STEP 2.

STEP 3.

STEP 4.

STEP 5.

The TSSRA methodology began with a comprehensive review of applicable
risk, security, and transportation information, ncluding other risk assessments
throughout DHS and the Federal government. These assessments provided best
practice examples, validation, and bounding models for TSSRA. Additionally, a
“universal,” al-Qaida-like adversary was used as the terrorist model.

The next step was the development of attack scenarios through the use of fault-
tree analysis. In an effort to avoid the 9-11 Commission’s “failure of
imagination” criticism, thousands of possible combinations of targets and terrorist
attack methods were initially identified. Scenarios were also viewed from two
primary perspectives:

(1} RISK 70 THE TRANSPORTATION SYSTEM

(2) RISK FROM THE TRANSPORTATION SYSTEM

Using the Failure-Modes and Effects Analysis method in conjunction with the
survey and/or elicitation of subject matter experts (SMEs), the initial set of

scenarios was narrowed (o & ans ost plausible attacks deemed reasonable and
=3

credible. This step resulted in |,
transportation.

Additional detail was added to the [>/3!plausable attack scenarios by further
considering the possible set of transportation assets, attacks, and targets per mode
during facilitated sessions comprised of modal SMEs from both the public and
private sectors. During these facilitated sessions, each of the |°!Sattack scenarios
was also assigned a Vulnerability (V) value between 0.01 and 0.99. Vulnerability
is defined in TSSRA as the likelihood that an adversary will successfully defeat
current countermeasures given that the attack i1s attempted The Kent Scale, which
consists of common phrases that are transformed into bracketed quantitative scores,
was used during the elicitation process to determine the vulnerability scores. The
facilitation assisted the SMEs to focus on a single phrase describing the target’s
vulnerability to a specific attack scenario.

Threat is defined in TSSRA as the likelihood that an attacker will attempt a
particular attack scenario given the intent and capability of the attacker. TSA

Sl Nattack scenarios for Threat (T) based on scenario
Capability and Intent. TSA intelligence analysts considered historical trends of
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incidents and suspicious activity, known indicators of intent® and known terrorist
capabilities’ when estimating the relative likelihood of an attack. Raw threat
estimates were then determined through use of a structured threat rubric, which
provided a standardized structure produced a value between 0.0 and 1.0.

STEP 6. Consequence (C) scores were derived from a combination of engineering
studies and input from subject matter experts in transportation security and
operations. Consequence is defined in TSSRA as the direct and indirect
economic and human impacts associated with a successful attack. This variable
includes monetized death and injury estimates, adds the direct costs of an attack,
including replacement costs, and also includes indirect economic consequences
associated with loss of revenues, impact upon tourism, and other downstream
impacts associated with the attack. Consequence scores were assigned in terms
of dollars. A combination of information gathered during formal elicitations
from experts in transportation security, open-source research, and economic
analysis were used to assign consequence scores.

STEP7. Based on the values determined for consequence __vulnerability, and raw threat,
Raw Risk scores were computed for each of the|>!3 Lmack scenarios across five

modes of transportation via simple multiplication of these three variable inputs.

STEP 8.  After the risk data was developed for each individual scenario, scenario
categories, called attack families, were developed for a comparision of risk
across modes of transportafion. The attack families were created by grouping
individual scenarios by both attack method (e.g., explosives, assault, and
chemical/biological) and transportation mode, as applicable. Within each attack
family, the attack scenario with the highest raw risk score was selected as
representative of the attack family for a modal and cross-modal comparative
analysis.

STEP 9.  The cross modal analysis is a comparison of risk at the attack family level and
required the development and application of apportioned threat values. In this
context, “apportioned threat” means that all raw threat scores were normalized to
fit within the share of total threat assigned to their respective modes. This step
allowed TSSRA to compare attack families within and across modes, regardless
of the quantity or level of detail of the underlying detailed scenarios. It also
allowed TSSRA to add attack family risk scores within a mode to produce a
mode-level risk score, regardless of the number of attack families within a mode.
This modal risk score is directly comparable to other mode-level risk scores.

STEP 10. TSA assesses and manages risk based on threat intelligence that is compiled and
analyzed on a daily basis. These threats are summarized in the modal threat
assessments that TSA publishes annually. For the TSSRA, TSA captured the

¥ Intent is the likelihood that an adversary will choose a given attack scenario once they have committed to an attack.
Y Capability is the likelihood that an adversary will have the resources and skills to undertake a given attack scenario within a
defined timelrame.

10
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numerical estimates of its senior intelligence analysts regarding the distribution
of threat across the transportation sector as of November 2009. The information
provided is an integral component of the TSSRA apportioned threat variable.
Because threat 1s dynamic, it 1s anticipated that the estimates will be revised n
future iterations of TSSRA. Figure 4 shows the distribution of estimated threat by
mode; it does not represent risk.

13149 U.8.C 8§ 114

STEP 11.

STEP 12.

Figure 4: Threat Distribution by Mode (November 2009)

Building on the intelligence-based estimation of modal threat distribution
described in Step 10, TSSRA incorporated one additional element into the
apportioned threat. Each mode has a certain number of attack families assigned to
it. Each modal attack family has an assigned raw threat value (from the detailed
attack scenario that represents the family). TSSRA assigned the final
apportioned threat factor at the modal attack family level in the following
manner: the individual modal family raw threat value divided by the sum of all
family raw threat values within that mode. Hence, the family threat apportioned
value is the modal threat percentage from step 10 multipled by the individual
family raw threat value divided by the sum of all the family raw threat values
within that mode. This accomplished the normalization described in Step 9.
These apportioned Threat scores ranged from a low of 0.0 to a high of 0.0357.

Finally, TSSRA assessed Total Risk for a family by taking the product of the
apportioned threat value, the corresponding family vulnerability value, and the
corresponding family consequence value.

11
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1V. Total Risk

Total risk used for TSSRA presents the most comprehensive estimate of risk, including all the
generally accepted components of a terrorism risk assessment. It is consistent with the National
Infrastructure Protection Plan (NIPP), the Interim National Risk Management Framework, and
other security risk assessment guidance from the Government Accountability Office (GAO).

Total Risk is defined as the product of the apportioned threat value, the corresponding family
vulnerability value, and the corresponding family consequence value. Total Risk for a mode is
the sum of all family Total Risk values within that mode.

(EQS5) Total Risk = T4 x (DD x CM) x (HC + DC + IC)]

Figure 5: TSSRA Cross-Modal Total Risk

12



C. Cross-Modal Comparative Analysis - Transportation Risk

I. Overview

TSSRA’s cross-modal comparative analysis provides a strategic analysis of risk across the
Nation’s transportation sector. This strategic analysis 1s achieved through three risk views: Total
Risk, Direct Consequence-Based Risk, and Conditional Risk. Total Risk is TSSRA’s main view
of risk and includes threat, vulnerability, and consequences (both direct and indirect). Due to
inherent analytical uncertainties, two alternative risk views are provided: Direct Consequence-
Based Risk and Conditional Risk.

Research shows that the manner in which risk is framed influences how it is understood.'® Risk
management experts recommend that risk is viewed from alternative perspectives for the clearest
understanding. “Providing a best-case scenario usually increases the appetite for risk. Always
looklfor the different ways in which risk can be presented” to ensure the fullest appreciation of
risk.

TSSRA’s three risk views provide a deeper understanding of risk to and from the transportation
sector, providing the ability to fully inform a decision maker’s risk mitigation options.

" Harvard Business Review, "“The Six Mistakes Exccutives Make in Risk Management,” Nassim N. Taleb, Danicl G. Goldstein,
and Mark W. Spitznagel. Oclober 2009, p. 8.

" Ihid, p. 81.
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II. Findings of the Comparative Analysis

Figure 5 shows the distribution of Total Risk (the combination of threat, vulnerability, and
consequences) by mode.

13149 U.8.C 8§ 114

Figure 6: Percentage of Total Risk by Mode of Transportation

213149 U.8.C 8§ 114ir)
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The top 25 cross-modal total risk values are shown in Table 3.

213149 U.8.C 8§ 114ir)

Table 3: Top 25 Cross Modal Attack Families (Total Risk)

213149 U.8.C 8§ 114ir)
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Cross-modal findings concerning the transportation sector are as follows:

13149 U.8.C 8§ 114

III. Alternative Views of Transportation Risk

The TSSRA and its findings are affected by several types of uncertainty, such as indirect
consequences and threat. The TSSRA provides results based on total risk, which includes threat,
vulnerability, and consequences (both direct and indirect). However, to better understand risk
uncertainties and its impact on the results, TSSRA provides an analysis of alternative views-
Direct Consequence-Based and Conditional Risk. Because threat is not predictive and is
continuously changing due to the adversaries’ dynamic and adaptive nature, TSSRA addresses
this threat uncertainty by including an alternative view called “Conditional Risk.” Conditional
Risk removes threat from the risk equation isolating only vulnerability and consequence values.'*

Additionally, as stated in the NIPPM, consequence estimates must include direct and indirect
economic impacts. However, calculating indirect consequences introduces uncertainty due to the
range of capturing economic components such as predicting consumer behavior, government
response, and industry/economic conditions, and the time period used to capture these estimates.
By including these alternative views of risk, decision makers will have a full range of risk
information necessary to better understanding the risks to and from the transportation sector and
determine appropriate risk mitigation options.

13 See NIPP Appendix 3A, page 148 for a definition of conditional risk.

14 2009 National Infrastructure Protection Plan (NIPP}, Chapter 3. section 3.3.3.2 “Consequence Uncertainty.” page 35.

16



IV. Conditional Risk

Removing threat from the risk equation and isolating only vulnerability and consequences
generates risk results that have a significantly different distribution of risk across modes, as seen
in the pie chart below.

13149 U.8.C 8§ 114

Figure 7: Percentage of Conditional Risk by Mode of Transportation

V. Direct Consequence-Based Risk

Removing indirect consequences from the risk equation addresses the uncertainty inherent in the
magnitude of indirect consequence estimates, as seen in Figure 8. This approach emphasizes the
importance of loss of lives and infrastructure damage and 1solates modes of transportation that
both transport a large amount of passengers and have large infrastructure replacement costs.

17
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The table below features a side-by-side comparison of the top 10 attack families for each of the
three risk views: Total Risk, Direct Consequence-Based Risk, and Conditional Risk.

213149 U.8.C 8§ 114ir)

Table 4: Top Ten Comparison by Attack Family (Cross Modal)

19
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Insights about risk in the transportation sector can be drawn from comparisons across these
views.

213149 U.8.C 8§ 114ir)

In summary, the Total Risk view should be the main risk input into strategic decision making.
Direct Consequence-Based Risk includes attack families that emphasize deaths, injuries, and
critical infrastructure damage; whereas, Conditional Risk includes attack families that are not
threat dependent and exhibit both a high degree of vulnerability and consequence damage.

20
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D. Individual Modal Analyses - Transportation Risk

1. Overview

TSSRA is not only a cross-modal comparative risk analysis but also an individual modal
assessment for each of the five transportation modes: aviation, freight rail, highway, pipeline and
mass transit. Each modal assessment provides a strategic analysis of the modes’ respective risk,
and includes the three risk views: Total Risk, Direct Consequence-Based Risk, and Conditional
Risk. The modal analysis captures specific risk results that are used for the cross-modal
comparative analysis, and to identify top risk concerns within each mode. Although a mode may
not appear in the top tier cross-modal results or have a significant share of the total risk pie, each
mode has its own unique security concerns.

II. Aviation Security Risk

All expressions of risk (threat, vulnerability, and consequence) contained in this section are
specific to the aviation mode, and comparable with family risk scores with other modes of
transportation. However, the findings in this section are specific and unique to the aviation mode.
For more information on current threats to the aviation mode, please refer to TSA's Aviation
Threat Assessment and the aviation modal plan as part of the Transportation Systems Sector
Security Plan (TSSSP).

This baseline risk assessment includes both domestic and international aviation. To reflect the
differences between domestic and international, the international analysis addresses attacks
involving aircraft originating from aggregated Rest of World (ROW) locations'”; the domestic
analysis addresses a notional set of aviation assets and support systems for activities within the
United States.

Key findings from the TSSRA are:

13149 U.8.C 8§ 114

' For this report “international” means takeoff from a foreign airport that is a last point of departure (LPD) to the United States.
“Domestic” means Lakeofl from a 1.8, airport regardless of destination.
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213149 U.8.C 8§ 114ir)

a. Findings of the Aviation Risk Assessment

As demonstrated by the 9/11 terrorist attacks, terrorist incidents within U.S. airspace or the
targeting of U.S. commercial carriers can have an immediate and profound impact on the U.S.
and global economies. According to data compiled by the International Civil Aviation
Organization (ICAO) and the Federal Aviation Administration (FAA) from 2006-2008, U.S. and
foreign flag carriers transported an estimated 153.9 million passengers between the United States
and points abroad; and 717 million domestic and international passengers relied upon air travel
in the U.S. alone. '*  The aviation sector transports a significant amount of cargo as well. In
2008, U.S. air carriers flew $37.1 billion revenue-ton miles of air cargo — $13.8 billion
domestically and $23.3 billion internationally.'’

The TSSRA categorizes the aviation system in the following groups: 1) Commercial Aviation, 2)
Airports, 3) General Aviation, and 4) Air Cargo. TSSRA views aviation risk from two primary
perspectives: domestic and international, where international is defined as the world excluding
the United States [or more commonly the rest of the world (ROW)].

213149 U.8.C 8§ 114ir)

"See www. faa.gov: htp://www.faa.govidata_research/aviation/aerospace_forecasts/2009-
2025/media/Review%%200f%202008. pdf
1" See Transportation Systems Sector Security Plan (TSSSP), Aviation Modal Plan.

22
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Table 5 provides the top ten attack families by total risk values and supports the key findings.

13149 U.8.C 8§ 114

Table 5: Top 10 Domestic Aviation Attack Families (Total Risk)

Comparison of Domestic vs. International

213149 U.8.C 8§ 114ir)
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Table 6: Domestic and International Attack Family Summary (Total Risk)

Although not specifically illustrated in the table above, a preliminary analysis of regional-based
views of International Aviation found the following:

213149 U.8.C 8§ 114ir)

b. Alternative Views of Aviation Risk

TSSRA provides two alternative views of the risk data compiled for aviation. These views are: 1)
Direct Consequence-Based Risk, applying only direct consequence (the cost of casualties and

24
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direct damage) with threat and vulnerability; and 2) Conditional Risk, using vulnerability and
total consequences to account for the uncertainty associated with any specitic threat.

Table 7 is a comparison of the top five domestic aviation attack families from three risk views.

213149 U.8.C 8§ 114ir)

Table 7: Alternate View Comparison by Domestic Aviation Attack Family

¢. Aviation Conclusions and Next Steps

It is important to note that this report reflects a snapshot of risk at a particular point in time. Data
collected are point estimates, which may vary as risk evolves, as the adversary’s intent and
capabilities shift, and as vulnerabilities are addressed.

Conclusions

13149 U.8.C 8§ 114
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Next Steps

213149 U.8.C 8§ 114ir)

» Use TSSRA to inform future studies on transportation security countermeasures.

" For additional information sce GAO findings from GAQ-09-399 “ A Narional Strategy and Other Actions Woutlld Strengthen
TSA's Efforts to Secure Commercial Airport Perimeters and Access Contrels” hup/iwww . gao.govinew.ilems/d(19399 pdf)

¥ sce GAO-10-128 recommendations, “ DHS and TSA Have Researched, Developed. and Begun Deploving Passenger
Checkpoint Screening Technologies, but Continue to Face Chalfenges” hip:diwww gao.gov/new.ilems/d 13128 pdf
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III. Freight Rail Security Risk

All expressions of risk (threat, vulnerability, and consequence) contained in this section are
specific to the U.S. freight rail mode, and comparable with family risk scores with other modes
of transportation. However, the findings in this section are specific and unique to the freight rail
mode. For more information on current threats to the freight rail mode, please refer to TSA's
Freight Rail Threat Assessment and the freight raill modal plan as part of the Transportation
Systems Sector Security Plan (TSSSP).

Key findings from the TSSRA are:

213149 U.8.C 8§ 114ir)

a. Findings of the Freight Rail Risk Assessment

The U.S. freight rail system is a potentially attractive terrorist target based on the kinds of freight
it transports, the system’s importance to the U.S. economy, and its inherent vulnerabilities. A list

of potentially sienificant rail tarsets includef=13:49 U.S.C. § 114ir]
213149 U.8.C 8§ 114ir)

['J 323};42 Analysis of worldwide attacks by the U.S. Intelligence Community reveals that there
as been historic interest in carrying out attacks on railroad systems. These svstems’

vulnerahilities are senerally hioh dne toft 215149 U.S.C. § 114ir]

213149 U.8.2.§ 114in

i1i31:49[ The consequences of an attack within the freight rail mode would be economic in nature.
(213149 U.S.C. 8 114dir there are relatively few
targets which, 1f attacked, would result 1n significant numbers casualties.

The table below provides the top attack families by total risk values and supports the key
findings.gl

213149 U.8.C 8§ 114ir)
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Table 8: Top 9 Freight Rail Attack Families

b. Alternative Views

TSSRA provides two alternative views of the risk data compiled for the freight rail assessment.
These views are: (1) Direct Consequence-Based Risk, applying only direct consequence (the cost
of casualties and direct damage) with threat and vulnerability; and (2) Conditional Risk, using
vulnerability and total consequences to account for the uncertainty associated with any specific
threat.

Table 9 is a comparison of the top five freight rail attack families from three risk views. The

results are identical with one notable exception: the Direct Consequence-Based Risk view
51349 U828 114in

2 Threat values range [rom a low ol 0.0 10 a high of 0.0357.
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Table 9: Alternate View Comparisonrby Freighi Rail Aftack Family

c. Preight Rail Conclusions and Next Steps

It is important to note that this report reflects a snapshot of risk at a particular point in time. Data
collected are point estimates, which may vary as risk evolves, as the adversary’s intent and
capabilities shift, and as vulnerabilities are addressed.

Conclusions

213149 U.8.C 8§ 114ir)

Next Steps

13149 U.8.C 8§ 114
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IV. Highway Security Risk

All expressions of risk (threat, vulnerability, and consequence) contained in this section are
specific to the U.S. highway domain, and comparable with family risk scores with other modes
of transportation. However, the findings in this section are specific and unique to the highway
mode. For more information on current threats to the highway system, please refer to TSA's
Highway Threat Assessment and the highway modal plan of the Transportation Systems Sector
Security Plan (TSSSP).

Key findings of TSSRA are:

13149 U.8.C 8§ 114

a. Findings of the Risk Assessment

The Nation’s highway transportation system includes 3.8 million miles of roadways, 382,000
bridges, and 54 tunnels over 500 meters in length. The highway system supports 86 percent of all
U.S. personal travel, moves 80 percent of the Nation’s freight (based on value), and serves as a
key component in national defense mobility. The physical components of the highway
transportation system include the following basic features: infrastructure (roads, bridges, tunnels,
and terminals); vehicles {(commercial and rental trucks, school buses); and facilities {(terminals,
warehouses, depots, and other transportation-related buildings). Finally, control and
communications systems are necessary for controlling vehicles, infrastructure, and large
transportation networks.

Worldwide, terrorists have successfully executed attacks against or using highway assets and
infrastructure abroad. [=1131:49 U.S.C. & 114{r)

(5113149

s 811dir]

The table below provides the top ten attack families by total risk values and supports the key
findings.
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213149 U.8.C 8§ 114ir)

Table 10: Top 10 Highway Attack Families (Total Risk)

b. Alternative Views

TSSRA provides two alternative views of the risk data compiled for the highway assessment.
These views are: (1) Direct Consequence-Based Risk, applying only direct consequence (the cost
of casualties and direct damage) with threat and vulnerability; and (2) Conditional Risk, using
vulnerability and total consequences to account for the uncertainty associated with any specific
threat.

% Threat values range Irom a low of 0.0 10 a high of 0.0357.
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Table 11 1s a comparison of the top five highway attack families from three risk views. The

results are identical with one notable exception: [#131:49 U.S.C.§114(r]

13149 U.8.C 8§ 114

13149 U.8.C 8§ 114

Table 11: Alternate View Comparison by Highway Attack Family

c. Highway Conclusions and Next Steps

It is important to note that this report reflects a snapshot of risk at a particular point in time. Data
collected are point estimates, which may vary as risk evolves, as the adversary’s intent and
capabilities shift, and as vulnerabilities are addressed.

Conclusions

13149 U.8.C 8§ 114
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Next Steps
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V. Mass Transit Security Risk

All expressions of risk (threat, vulnerability, and consequence) contained in this section are
specific to the U.S. mass transit mode, and comparable with family risk scores with other modes
of transportation. However, the findings in this section are specific and unique to the mass transit
mode. For more information on current threats to the mass transit mode, please refer to TSA's
Mass Transit Threat Assessment and the mass transit modal plan as part of the Transportation
Systems Sector Security Plan (TSSSP).

Key findings from TSSRA are:

213149 U.8.C 8§ 114ir)

a. Findings of the Risk Assessment

The U.S. mass transit system is an attractive terrorist target because of its inherent vulnerabilities
due to the system’s open “architecture” serving large volumes of riders on multiple modes.
According to the American Public Transportation Association (APTA), 2008 was a record year
with approximately 10.7 billion passenger trips which was the highest level of ridership on
public transportation in 52 years—a 40 percent increase from 2007

The table below provides the top ten attack families by total risk values and supports the key
findings.

#2000 Public Transportation Fact Book. American Public Transportation Association (APTA). 2009, pg. 7.
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Table 12: Top 10 Mass Transit Attack Families (Total Risk)

% Threat values range Irom a low of 0.0 10 a high of 0.0357.
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b. Alternative Views

TSSRA provides two alternative views of the risk data compiled for the mass transit assessment.
These views are: (1) Direct Consequence-Based Risk, applying only direct consequence (the cost
of casualties and direct damage) with threat and vulnerability; and (2) Conditional Risk, using

vulnerability and total consequences to account for the uncertainty associated with any specific
threat.

The table below is a comparison of the top five mass transit attack families from three risk views.

13149 U.8.C 8§ 114

213149 U.8.C 8§ 114ir)

Table 13: Alternate View Comparison by Mass Transit Attack Family
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c. Mass Transit Conclusions and Next Steps

It is important to note that this report reflects a snapshot of risk at a particular point in time. Data
collected are point estimates, which may vary as risk evolves, as the adversary’s intent and
capabilities shift, and as vulnerabilities are addressed.

Conclusions

213149 U.8.C 8§ 114ir)

Next Steps

213149 U.8.C 8§ 114ir)
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VI. Pipeline Security Risk

All expressions of risk (threat, vulnerability, and consequence) contained in this section are
specific to the U.S. pipeline mode, and comparable with family risk scores with other modes of
transportation. However, the findings in this section are specific and unique to the pipeline mode.
For more information on current threats to the pipeline mode, please refer to TSA's Pipeline
Threat Assessment and the pipeline modal plan as part of the Transportation Systems Sector
Security Plan (TSSSP).

Key findings of the TSSRA are:

13149 U.8.C 8§ 114

a. Pipeline Security Risk Findings

Qil pipelines carry over 75 percent of the Nation’s crude oil and 60 percent of its refined
petroleum products, providing the nation’s energy supply with connections to other critical
infrastructure such as airports and electric power plants.26 The vast majority of the Nation’s
natural gas moves from well to market via pipeline. In addition to oil and natural gas
transmission, pipelines are used to transport manufacturing chemicals such as anhydrous
ammonia, a critical fertilizer for the American farming industry and feedstock for the chemical
industry. The disruption of key assets within the pipeline system would prove to be disruptive to
the American economy. Because of its importance to the energy industry and to national and
global commodities markets, it makes an attractive target for terrorist attacks.

The U.S. pipeline system suffers from vulnerabilities associated with its relatively low levels of
physical security, which has allowed for past acts of vandalism and attacks using firearms.”’ The

213149 U.8.C 8§ 114ir)

% Bureau of Transportation Statistics (BTS), “National Transportation Statistics, February2008.
%7 Congressional Research Service, Report RL33347 Pipeline Safety and Security: Federal Programs, 6
October 2008, p. 2.
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Commodities once destined for transport through the effected pipeline could be redirected to

another pipeline—if capacity exists—or more likely, transported by another, more costly, mode
of transport.

Table 14 provides the top ten attack families by total risk values and supports the key findings.

13149 U.8.C 8§ 114

Table 14: Top 10 Pipeline Attack Families (Total Risk)

b. Alternative Views

TSSRA provides two alternative views of the risk data compiled for the pipeline assessment.
These views are: (1) Direct Consequence-Based Risk, applying only direct consequence (the cost
of casualties and direct damage) with threat and vulnerability; and (2) Conditional Risk, using
vulnerability and total consequences to account for the uncertainty associated with any specific
threat.

Table 15 is a comparison of the top five pipeline attack families from three risk views. The

213149 U.8.C 8§ 114ir)
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Table 15: Alternate View Comparison by Pipeline Attack Family

c. Pipeline Conclusions and Next Steps

The pipeline security risk assessment results of TSSRA provide a detailed assessment and
evaluation of the relative degree of security risk associated with a potential terrorist attack upon
and/or involving the pipeline mode. It is important to note that this report reflects a snapshot of
risk at a particular point in time. Data collected are point estimates, which may vary as risk
evolves, as the adversary’s intent and capabilities shift, and as vulnerabilities are addressed.

Conclusions

13149 U.8.C 8§ 114
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Next Steps

13149 U.8.C 8§ 114
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E. Appendices

This Page Intentionally Left Blank
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APPENDIX A: Key Assumptions, Determinations and
Limitations

Given the inherent uncertainties in this and any risk assessment, the following key assumptions
and distinctions were made to constrain such uncertainties to a manageable level. Other
assumptions were made to account for timeline and resource limitations. Primary assumptions,
determinations and limitations are as follows:

13149 U.8.C 8§ 114

TSA recognizes that threats are continually evolving and capability and intent parameters
can change quickly. For this reason, the threat parameters in TSSRA have a current to
one year projected outlook. TSSRA 1s not predictive in nature and does not assume an
attack 1s certain; it only indicates the relative likelihood that an attacker, given the desire
to make an attack, would have a certain degree of capability and/or intent for a particular
scenario. For more information on current threats to the Nation’s transportation system,
please refer to TSA's Modal Threat Assessments and the modal plans as part of the
Transportation Systems Sector Security Plan (TSSSP).

Consequence estimates include a monetized value for direct (immediate economic
damage) and loss of life as well as aggregated indirect (secondary macro- and micro-
€conomic) impacts.

While this assessment considered both direct and indirect consequences and 1s supported
by over 850 pages of economic data, the impact of including indirect consequences can
greatly alter the total risk score. Therefore, this assessment has provided three separate
views (1) total risk using both direct and indirect consequences, (2) Direct Consequence-
Based risk using only direct consequences, and (3) conditional risk where only the
vulnerability multiplied by the total consequences are evaluated.

13149 U.8.C 8§ 114
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Nuclear attacks were not considered as part of the TSSRA. TSA is participating in
Radiological and Nuclear Terrorism Risk Assessment (RNTRA), another large scale risk
assessment focused on radiological and nuclear risk and led by the Department of
Homeland Security’s Domestic Nuclear Detection Office.

213149 U.8.C 8§ 114ir)

Within each mode there are attack families and scenarios that require further refinement
of the risk values and better understanding of the risk drivers.

Estimates for indirect economic cost associated with consequence are uncertain. These
costs will impact the assessment of cargo-centric modes of transportation such as
pipeline, freight rail and commercial trucking. A better understanding of indirect
consequences such as what to include and how to better calculate the range of outcomes
would reduce the uncertainty in the consequence estimates.

213149 U.8.C 8§ 114ir)

The threat parameters for aviation were determined by TSA intelligence analysts and
reviewed by the intelligence community, including relevant components of the Defense
Intelligence Agency, Drug Enforcement Administration, Federal Bureau of Investigation,
National Counterterrorism Center, Office of the Director of National Intelligence, and the
Federal Aviation Administration.

13149 U.8.C 8§ 114
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It was a joint decision by the U.S. Coast Guard (USCG) and TSA to not include maritime
transportation security risk in this report. The USCG 1s the lead Federal agency for
maritime transportation security and uses the Maritime Security Risk Analysis Model
(MSRAM) to assess maritime risk. TSSRA and MSRAM employ different analytic
approaches, which prevents any meaningful cross-modal comparative analysis. The
USCG's annual report to Congress titled Threat of Terrorism to U.S. Ports and Vessels 1s
a comprehensive risk assessment of maritime security and provides a similar analysis of
maritime transportation as TSSRA does for the other transportation modes.
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APPENDIX B: Methodology Regarding Uncertainty

One of the follow-on activities for the 2011 TSSRA is to quantify the range of uncertainty
associated with attack family risk scores. TSSRA’s methodology requires TSA to estimate each
element of the risk equation (threat, vulnerability, and consequence), and TSA is fully aware that
there is a degree of uncertainty associated with those estimates.

As part of the 2010 process, TSA required experts to develop “best” estimates of threat,
vulnerability, and consequence scores. Additionally, TSA developed “high” and “low” estimates
for vulnerability and consequence. TSA used the “best” estimates to create a point estimate for
risk for each scenario, and used the “high” and “low” estimates to create a range of uncertainty
for each scenario.

Figure 9 shows the ranges of uncertainty around the point estimates of attack family risk scores
using the above approach. While it is clear that TSA needs to further develop its methodology to
improve this uncertainty analysis, some qualitative conclusions can be drawn.

Within the limits of this analysis, varying the point estimates within their uncertainty ranges
would cause little change in the overall conclusions of the TSSRA. Individual scenarios could
move up or down several places in rank order; however, that movement would elevate few into
the Top 25 that were not already there; and would demote few out of the Top 25. Thus
conclusions based on specific membership of the Top 25 would change only minimally.
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Figure 9: Uncertainty Bands for Attack Families (Total Risk)
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APPENDIX C: Methodology for Number of Parallel Attacks

13149 U.8.C 8§ 114
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APPENDIX D: Aviation

Appendix D is the top ten aviation attack scenarios. Attack scenarios provide additional detail to
inform countermeasure strategies.

13149 U.8.C 8§ 114

Table 16: Top 10 Domestic Aviation Attack Scenarios (Total Risk)
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APPENDIX E: Freight Rail

Appendix E is the top ten freight rail attack scenarios. Attack scenarios provide additional detail
to inform countermeasure strategies.

13149 U.8.C 8§ 114

Table 17: Top 10 Freight Rail Attack Scenarios (Total Risk)
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APPENDIX F: Highway

Appendix F is the top ten highway attack scenarios. Attack scenarios provide additional detail to
inform countermeasure strategies.

13149 U.8.C 8§ 114

Table 18: Top 10 Highway Scenarios (Total Risk)
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APPENDIX G: Mass Transit

Appendix G is the top ten mass transit attack scenarios. Attack scenarios provide additional
detail to inform countermeasure strategies.

13149 U.8.C 8§ 114

Table 19: Top 10 Mass Transit Attack Scenarios (Total Risk)

52




T SENSITIVE SECTRIT Y- INFORMATION—

APPENDIX H: Pipeline

Appendix H 1s the top ten pipeline attack scenarios. Attack scenarios provide additional detail to
inform countermeasure strategies.

13149 U.8.C 8§ 114

Table 20: Top 10 Pipeline Attack Scenarios (Total Risk)
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APPENDIX I: TSSRA Participants

ABSG Consulting Group

Academy Bus

Aerospace Industries Association

Air Line Pilots Association

Air Products

Air Transport Association

Aircraft Owners and Pilots Association

Airports Council International-North America

Amalgamated Transit Union

American Association of Airport Executives

American Association of State Highway and Transportation Officials
American Bus Association

American Chemistry Council

American Federation of Labor-Congress of Industrial Organizations
American Federation of Teachers

American Petroleum Institute

American Trucking Association

Aviation Risk Working Group

Association of American Railroads

A-T Solutions

Aviation Security Working Group

BayFirst Selutions LLC

BNSF Railways

Boeing

Boyle Transportation

California Department of Transportation

CATEYES

Chlorine Institute

Coach America

Coach USA

Commercial Vehicle Safety Alliance

Compressed Gas Association

Con-Way

Dell Transportation

Delta Air Lines

Department of Education

Department of Energy-Office of Electricity Delivery and Energy Reliability
Department of Homeland Security/Risk Management and Analysis
Department of Homeland Security, Science and Technology Directorate
Department of Transportation

Department of Transportation-Pipeline & Hazardous Materials Safety Admin.
Dousman Transport

Dow Chemical

Durham Scheol Services

Engineer Research and Development Center (Army Corps of Engineers)
Evre Bus Service

Federal Aviation Administration

Federal Bureau of Investigation

Federal Highway Administration

Federal Motor Carrier Safety Administration

First Group
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First Priority Trailways

First Student

Flower Bus Company

Food and Drug Administration

Fowler Bus Company

Fraternal Order of Police

GRA Incorporated

Government Coordinating Councils

General Aviation Manufacturers Association
Greyhound Bus Lines Inc.

Greyhound Bus Lines Inc.

Grocery Manufacturers Association

Groendyke Transport, Inc,

Helicopter Association International

Honeywell International

Househeld Goods Forwarders

Huntington Coach Group

ICF International

Indian River Transport — Liquid Food Carriers
Institute of Makers of Explosives

International Association for Chiefs of Police
International Bridge, Tunnel, and Tumpike Associstion
International Dairy Foods Association

Isochem

JB Hunt

JelTerson Lines

Juice Products Association

Kansas Department of Transportation

Keenan Advantage

Kuehne

Mach 1 Air Services

Maryland Mass Transit Administration
Michigan Department of Transportation

Mid States Express

National Association for Pupil Transportation
National Association for Pupil Transportation, Maryland
National Association for Pupil Transportation, Utah
National Association of Small Trucking Companies
Naticonal Association of State Aviation Officials
National Association of State Directors of Pupil Transportation Service
National Business Aviation Association
National Industrial Transportation League
National Private Truck Council

National School Transportation Association
National Sherriff's Association

National Tank Truck Carriers

New World Tours

New York Department of Transportation
Norlolk Southern

Office of the Director of National Intelligence
Owner Operator Independent Driver Association
Paradise Trailways

Peter Pan Bus

Peter Pan Bus

Port Autherity of New York and New Jersey
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Prax Air

Quality Distribution

SAIC

Sector Coordinating Councils

Schneider National Inc.

Sunrise Transit

Swift Transportation

Teamsters

The Fertilizer Institute

The Trans Group

Towne Air Freight, LLC

Transit Police Department/Washington Metropolitan Area Trans. Auth.
Transportation Research Associates
Transportation Trades Department

Tri-State

Truck Renting and Leasing Association

U.S. Department of Agriculture

Union Pacific

United Airlines

United Egg Producers/United Egg Association
United Motor Coach Association

United States Coast Guard

Universily ol Texas

VA Governor's Office of Commonwealth Preparedness
Yellow Transportation

YRC Worldwide



APPENDIX J: Glossary of Terms and Acronyms

For the purposes of this risk assessment, the following terms and definitions apply. Items in
bold text are verbatim excerpts from the DHS Risk Lexicon.

ADVERSARY: individual, group, organization, or government that conducts or has the
intent to conduct detrimental activities.

ARMED ASSAULT: an attack method by a team of adversaries using small arms (e.g., rifles).

ATTACK FAMILY: a broad, general combination of an asset/target (e.g., mass transit passenger
rail) and an attack method (e.g., IED). Represents a number of more specific individual “attack
scenarios.”

ASSET: person, structure, facility, information, material, or process that has value (see
target).

ATTACK METHOD: manner and means, including the weapon and delivery method, an
adversary may use to cause harm on a target.

ATTACK PATH: steps that an adversary takes or may take to plan, prepare for, and
execute an attack.”™

ATTACK SCENARIO: a combination of a more specific asset/target (e.g., mass transit heavy
rail or light rail) and a more specific attack method (e.g., leave-behind IED, or suicide IED, or
IID).

BIOLOGICAL AGENT ATTACK: an attack method involving the release of a biological agent
in order to harm people and induce terror.

CAPABILITY: the likelihood that an adversary will have the resources and skills to undertake a
given attack scenario within a defined timeframe.

CHEMICAL AGENT ATTACK: an attack method mvolving the release of a chemical agent in
order to harm people and induce terror.

COMPARATIVE RISK ANALYSIS: an aggregation of the results of modal risk assessments to
produce a valuation of risks.

CONSEQUENCE: the monetized value of direct and indirect economic and human impacts
assoclated with a successful attack.

CONSEQUENCE ASSESSMENT: process of identifying or evaluating the potential or
actual effects of an event, incident, or occurrence.

* An attack path may include recruitment, radicalization, and training of operatives, selection and
surveillance of the target, construction or procurement of weapons, funding, deployment of operatives to
the target, execution of the attack, and related post-attack activities.
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COUNTERMEASURE: action, measure, or device that reduces any component (threat,
vulnerability or consequence) of an identified risk.

DIRECT ECONOMIC CONSEQUENCE: effect of an attack that includes human costs
{monetized at a value of $6.3M per fatality) and repair, replacement, and clean up costs directly
attributed to the attack.

DIRECT CONSEQUENCE-BASED RISK: This view of risk considers threat, vulnerability,
and consequence with direct cost estimates only {using a monetized value for lives lost). This
risk view accounts for: a) high uncertainty, and low confidence in cross-mode comparability, of
indirect cost estimates; and b) the worldview that human consequences (deaths) are more
important than others. This view has the effect of highlighting scenarios with the largest number
of deaths.

ECONOMIC CONSEQUENCE: effect of an incident, event, or occurrence on the value of
property or on the production, trade, distribution, or use of income, wealth, or
commodities. Economic consequences in TSSRA are measured in monetary units.

HUMAN CONSEQUENCE: effect of an incident, event, or occurrence that results in
injury, illness, or loss of life.

Improvised Explosive Device (IED): an attack method that uses various forms of explosive
substances to create a device that is used to detonate upon a target.

INDIRECT ECONOMIC CONSEQUENCE: the indirect or secondary economic effects of the
attack. Includes estimates of long-term effects on the industry attacked, cascading effects on
industries associated with the attacked industry and the discounting of opportunity costs.

INTENT: the likelihood that an adversary will choose a given attack scenario once committed to
an attack. Intelligence indicating intent may include public statements, reported suspicious
activity, intercepted planning documents, intercepted adversary communications, previous like-
kind attacks that demonstrate a pattern, and other relevant information.

INTERNATIONAL AVIATION: aircraft taking off from a foreign airport that is a last point of
departure (LPD) to the United States (see ROW).

PSYCHOLOGICAL CONSEQUENCE: the negative impact of an incident, event, or
occurrence on the behavior or emotional and mental state of an affected population.

RADIOLOGICAL DISPERSION ATTACK: an attack method using a device to disperse
harmful radiological material into the environment.

RESIDUAL RISK: risk that remains after risk management measures have been
implemented.

REST OF WORLD (ROW): the world excluding the United States, or more commonly the rest
of the world. TSSRA further segments international aviation into rest of world {(ROW) regions
such as Western Europe, East Asia, and Mexico/Central and South America/Caribbean.
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RISK: potential for an unwanted outcome resulting from an incident, event, or occurrence,
as determined by the combination of its likelihood and the associated consequences.

RISK ASSESSMENT METHODOLOGY: set of methods, principles, or rules used to
identify and assess risks and to form priorities, develop courses of action, and inform
decision-making.

RISK TRANSFER: action taken to manage risk that shifts some or all of the risk to
another entity, asset, system, network, or geographic area.’

SABOTAGE: an attack method that attempts to disrupt the transportation system. (e.g.,
RF/EMP, cyber, disabling tracks, contaminating food during transport).

SEMI-QUANTITATIVE RISK ASSESSMENT METHODOLOGY: set of methods,
principles, or rules to assess risk that uses bins, scales, or representative numbers whose
values and meanings are not maintained in other contexts.*

STANDOFF WEAPON ATTTACK: an attack method using standoff weapons (e.g.,
MANPADS, heavy machine gun, mortar, RPG).

THREAT: the likelihood that an attacker will attempt a particular attack scenario given the intent
and capability of the attacker.

THREAT ASSESSMENT: process of identifying or evaluating entities, actions, or
occurrences that have or indicate the potential to harm life, information, operations and/or
property.

UNCERTAINTY: degree to which a calculated, estimated, or observed value may deviate
from the true value.”

Vehicle Borne Improvised Explosive Device (VBIED): a commonly used subset of the IED
attack method. Includes the use of a vehicle in order to carry and deliver a large amount of
explosive substances for detonation upon a target.

VULNERABILITY: the likelihood that an adversary will successfully defeat current
countermeasures given that the attack 1s attempted.

1 Risk transfer may refer to transferring the risk from asset to asset, asset to system, or some other combination, or shifting the
responsibility for managing the risk from enc anthority to another (for example, responsibility for economic loss could be
transferred from a homeowner 1o an insurance company}.

** While numbers may be uscd in a scmi-quantitative methodology, the valucs arc not applicable outside of the methodology, and
numerical results from one methodology cannot be compared with those from other methodologies.

¥ Uncertainty may stem from many causcs. including the lack of information. The concept of uncertainty is uscful in
understanding that likelihoods and consequences can oftentimes not be predicled with a high degree of precision or accuracy.
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Message from the Acting Administrator

January 7, 2009

This document constitutes the Transportation Security Administration's (TSA’s) submission of a
report regarding air cargo screening statistics for the Third Quarter of Fiscal Year (FY) 2009.

This report is required by Section 515 of the FY 2009 Department of Homeland Security
Appropriations Act, 2009 (P.L. 110-329), which specifically requires TSA to submit screening
statistics to Congress on a quarterly basis. P.L. 110-329 also requires TSA to report the amount
of cargo screened at each airport by each passenger air carrier. Statistics included in this report
are derived from data reported by the air carriers in the months of April, May and June 2009,

Section 1602 of the Implementing Recommendations of the 3/11 Commission Act of 2007 (P.L.
110-53) mandates that 50 percent of cargo placed on passenger aircraft be screened not later than
February 3, 2009, and that 100 percent of cargo placed on passenger aircraft be screened not later
than August 3, 2010. TSA 1s pleased to report that the February 2009 50 percent screening
mandate has been met.

Pursuant to congressional requirements, this report is being provided to the following
Members of Congress:

The Honorable David E. Price
Chairman, House Appropriations Subcommittee on Homeland Security

The Honorable Harold Rogers
Ranking Member, House Appropriations Subcommittee on Homeland Security

The Honorable Robert C. Byrd
Chairman, Senate Appropriations Subcommittee on Homeland Security

The Honorable George V. Voinovich
Ranking Member, Senate Appropriations Subcommittee on Homeland Security

Inquiries relating to this report may be directed to me at (571) ZZTI(WG) |0r to the Department’s
Acting Chief Financial Officer, Peggy Sherry, at rb)(ﬁ)

Sincerely,

Gale Rossides

Acting Administrator
Transportation Security Administration
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Executive Summary

This document constitutes the Transportation Security Administration's (TSA’s) submission of a
report regarding air cargo screening statistics for the Third Quarter of Fiscal Year (FY) 2009,
This report is required by Section 515 of the Department of Homeland Security Appropriations
Act, 2009 (P.L. 110-329.).

The Third Quarter, FY 2009 air cargo screening report includes a variety of statistics that
identify the volume of air cargo accepted and screened, as reported by passenger air carriers and
evaluated by TSA. Specifically, the report summarizes the following information:

1) Air cargo screening statistics from regulated domestic and foreign air carriers. This
information encompasses all data, figures and diagrams for the months of April, May and
June 2009. Specifically, the data focus on cargo uplifted on flights originating within the
United States/territories and cargo uplifted on inbound flights originating outside the
United States/territories.

2) Air cargo screening statistics relating to Indirect Air Carriers, shippers and other entities
certified by TSA to screen cargo for uplift on domestic passenger flights. These Certified
Cargo Screening Facilities report cargo screening data to TSA pursuant to their program
requirements.

3) Inbound cargo from international last points of departure (LPD). Analysis of historical
data from the Bureau of Transportation Statistics (BTS) suggests that more than
50 percent of cargo entering the United States from an LPD is screened prior to uplift.
The BTS data provide insight into the amount of cargo entering the United States aboard
passenger aircraft by weight.
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SITIV ORMATION

I. Legislative Requirement

This document responds to the reporting requirement set forth in the Section 515(d) of the Fiscal
Year (FY) 2009 Department of Homeland Security (DHS) Appropriations Act, P.L. 110-329,
which states:

Not later than 45 days after the end of each quarter, the Assistant Secretary
(Transportation Security Administration) shall submit to the Committees on
Appropriations of the Senate and the House of Representatives a report on air cargo
inspection statistics by airport and air carrier detailing the incremental progress being
made to meet section 44901(g)(2) of title 49, United States Code.
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II. Background

The FY 2007 DHS Appropriations Act, P.L. 109-293, signed October 4, 2006, states that the
Transportation Security Administration (TSA) “shall report air cargo screening statistics
quarterly to the committees on Appropriations of the Senate and the House of Representatives,
by airport and passenger air carrier....” The reporting requirement is continued by Section
515(d) of the FY 2009 Department of Homeland Security Appropriations Act, P.L. 110-329.

To implement the congressional mandate, TSA has i1ssued a series of Security Directives,
Emergency Amendments, and updates to air carrier security programs requiring air carriers to
submit cargo statistics on a monthly basis. The statistics derived from these submissions are the
basis for TSA’s report to Congress. In addition to the recent 50-percent cargo screening
requirement, TSA has further secured the air cargo environment by requiring the screening of
100 percent of cargo placed on passenger aircraft at smaller commercial Category I[I-1V airports
throughout the United States and its territories. TSA has also mandated 100-percent screening of
cargo identified as elevated risk within the U.S. air cargo supply chain, and required that
sensitive cargo be subject to alternative security measures. In October 2008, TSA mandated the
screening of 100 percent of cargo placed on narrow body aircraft departing from the United
States and its territories’ airports.
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III. TSA Air Cargo Screening Statistics Report

A. Q3 FY 2009 Screening Summary

Pursuant to the reporting requirement set forth in Section 515(d), of the FY 2009 DHS
Appropriations Act, P.L. 110-329, TSA hereby submits air cargo screening data for the Third
Quarter of FY 2009.

Cargo Uplifted on Flights Originating Within the United States and Territories

Month % Cargo Screened by Weight 7o Cargo ng?;:%g)y Shipment
April 2009 62% 78%
May 2009 62% 76%
June 2009 62% 7%
Q3 FY2009 62% T7%
Q2 FY2009 60% 80%

*MAWB stands for Master Air Way Bill

Cargo Uplifted on Inbound Flights Originating Outside the United States and Territories’

Month Weight Tendered (Ibs) | Weight Screened (Ibs) | | crcentage of Pounds
Screened
April 2008 277,712,163 148,894,104 54%
May 2008 267,929,770 143,077,452 53%
June 2008 267,190,938 145,163,452 54%
Q3 FY 2008 812,832,871 437,135,008 54%
Total
Q2 FY 2008 543,804,590 299,132,083 55%
Total

' 2008 air carrier reporting data from Bureau of Transportation Statistics (BTS). FY 2009 third quarter data will not
be available until June 2010.
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B. Domestic Air Carrier Statistics
Air carriers, operating domestically, reported cargo screening data to TSA pursuant to their
security programs. An analysis of this data verifies that the February 2009 50-percent screening

mandate has been achieved. A summary of these statistics follows:

Cargo Uplifted on Flights Originating Within the United States and Territories

Month # of MAWB Weight # of MAWB Weight Screened

Uplifted Uplifted (lbs) Screened (Ibs)

April 2009 452,800 213,119,470 355,386 131,677,300

May 2009 471,026 231,384,776 359,303 143,118,627

June 2009 481,463 218,401,002 371,879 136,141,859

Q3 FY 2009 1,405,295 662,905,248 1,086,568 410,937,786

Q2 FY 2009 921,407 430,031,466 738,819 256,261,190
Q3 FY2009: 77 percent of MAWB screened; 62 percent of weight screened.

Cargo Screening Distribution for April, May and June 2009

13149 U.8.C 8§ 114

Note: K-9 data includes cargo screened by TS A proprietary canine teams (either as primary or secondary
screening). This cargo may also be included in the data reported by air carriers. TSA airport screening includes all
screening performed by TSA at Category [I-IV airports.
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C. Domestic Certified Cargo Screening Program

Indirect Air Carriers (IACs), shippers and other entities screening cargo for uplift on domestic
passenger flights as Certified Cargo Screening Facilities (CCSFs) also reported cargo screening
data to TSA pursuant to their program/order requirements. A summary of this data follows.
These numbers are included in cargo data reported by air carriers.

CCSF-IAC Shipments Uplifted on Flights Originating Within the United States and

Territories>
Month # of IACs # of MAWB Weight Screened
Required to Screened (1bs)
Screen’
April 2009 139 37,511 39,557,400
May 2009 178 21,893 26,752,257
June 2009 226 20,780 33,503,282
FY 2009 Q3 226 80,184 99,812,939
FY 2009 Q2 0 48,315 70,766,249
CCSF (Non-IAC) Shipments Uplifted on Flights Originating Within the United States and
Territories®
Month # of Non-IACs # of HAWB* Weight Screened
Required to Screen’ Screened (lbs)
April 2009 5 5.217 2,344,408
May 2009 30 3,646 2,212,500
June 2009 43 23,059 1,751,159
FY 2009 Q3 43 31,922 6,308,067
FY 2009 Q2 0 2,808 4,751,157

*HAWB stands for House Air Way Bill

* Thesc data are included in cargo data reported by air carricrs.

¥ TACs must screen 90 days alter cerlilication. The data collected for the # af CCSF IACs Required fo Screen in (his table are per
CCSF facility.

*_1 These data are included in cargo data reported by air carriers.

" Non-TAC CCSFs must screen 90 days after certification. The data collected for the # of CCSF (Non-IACs} Required to Sereen
in this table arc per CCSF facility.
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—SENSITIVESECURITY INTOURMATION

D. International LPD Screened Cargo
1. International Inbound (Last Point of Departure into the U.S.)6
Month Weight Tendered (Ibs) | Weight Screened (Ibs) | | crcentage of Pounds
Screened
April 2008 277,712,163 148,894,104 54%
May 2008 267,929,770 143,077,452 53%
June 2008 267,190,938 145,163,452 54%
Q3 FY 2008 812,832,871 437,135,008 54%
Total
Q2 FY 2008 543,804,590 299,132,083 55%
Total

Historically, air carriers were not required to report cargo screening data for flights entering the
United States from an international last point of departure (LPD). Nonetheless, an analysis of
historical data from the Bureau of Transportation Statistics (BTS) suggests that more than

50 percent of cargo entering the United States from international LPDs is screened prior to uplift.
BTS data provides insight into the amount of cargo entering the United States aboard passenger
aircraft by weight.

TSA has calculated an estimated percentage of screened inbound cargo by LPD country. The
estimated percentages assigned to individual countries are based upon data from several sources
including: TSA international cargo inspectors, TSA representatives and discussions with foreign
government officials.

BTS statistics from April, May and June 2008 indicate that approximately 812,832,871 pounds
of air cargo entered the United States aboard passenger aircraft. It is estimated that
approximately 437,135,008 pounds of total cargo were screened prior to uplift from its LPD
country. On the basis of this data and the current estimated cargo screening percentage for each
LPD country, it is estimated that 54 percent of inbound air cargo by weight is screened.

TSA is in the process of addressing data points that are currently unavailable and is preparing to
require cargo screening reporting from air carriers at international LPDs beginning in spring
2010. TSA 1s also working with the U.S. Customs and Border Protection to gain access to real-
time inbound cargo data. Coupled with screening reporting data, TSA will have increasingly
reliable information on international inbound air cargo in the future.

® 2008 air carrier reporting data from Bureau of Transportation Statistics (BTS). FY 2009 third quarter data will not
be available until June 2010.

SENSITIVE SECURITY INFORMATION
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2. April, May and June 2008 International Screening Statistics’

‘ Yolume (Ibs) - Number of Countries
Of the approximately 813 million 93 countries were last points of

pounds of air cargo entering the U.S., departure for inbound air cargo.
54% was screened by weight.

8 countries
6 countries screen screen at 100%
between 16-99%

ountries

Unscreened
inbound air
cargo

46% 79 countries screen at 15%

‘ tries 85%
screening at 7%

16-99% \

Screened at 15%

72008 air carrier reporting data from Bureau of Transportation Statistics (BTS). FY 2009 third quarter data will not
be available until June 2010.

SENSITIVE SECURITY INFORMATION
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IV. Appendlces Cat X, Compliance [Total Uplifted| Total Screened |%Total Screened
A.Cargo Screening Data by Cat X, I and Air Carrier  fmaws 132059  1038110|  786%
|Cago Weight {LBS} | 652,26055§ 407,116,171 02.4%
BY AIRPORT CATEGORY X, | AND AIR CARRIERS
TSA CARGD SCREENING RESULTS ON 50%, 100% REPORTING BY PASSENGER AIR CARRIERS
Reporting Period: FY2009-03
Data included in report by carriers submitting usable data to TSA.
Today's Date: August 4, 2009
MAWS Sorted by corgo weight {in pounds) uplifted by air carrier.
Total MAWE Screened = MAWB Screened at 100% + (MAWE Screened at 50% x 0.5}
Total LBS Screened = Weight of MAWB Screened at 100% + (Weight of MAWE Screened at 50% x 0.5)
MAWE Les Les MAWE LBS LBS % %
Airport MAWB 100% MAWE Screened
Code Airport Name Carrier Name Uplifted Uplifted 100% 50% 50% Screened MAWB LBS
Grand Total 1,320,596 | 652,260,558 1,014,355 371,592,704 47,509 71,046,935 1,038,110 407,116,171 78.61% 62.42%

13149 U.8.C 8§ 114
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T SENSTTIVE STFEERFE-IREORMATION

Airport
Code

Alrport Name

MAWB

Les

MAWE 100%

LBS

MaWB
50%

LBS
50%

MAWSB Screened

LBS
Screened

Carrler Name Uplifted Uplifted 100%

MAWE

LBS

iu3ndo s

81140
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Airport MAWB LBS LBS MAWB LBS LBS % %
. . . y MAWE 100% MAWB Screened
Code Airport Name Carrier Name Uplifted Uplifted 100% 50% 500 Screened MAWB LBS
213149 U.8.2.§ 114in
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Airport
Code

Airport Name

Carrier Name

MAWB
Uplifted

LBS
Uplifted

MAWBE 100%

LBS
100%

MAWB
50%

LBes
50%

MAWE Screened

LBS
Screened

MAWB

LBS
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Airport
Code

Airport Name

MAWSB LBS LBS MAWB LBS LBS
Carrier Name Uplifted Uplifted MAWE 100% 100% 50% 50% MAWB Screened Screened

MAWB

LBS

13149 U.8.C 8§ 114
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Airport | MAWE ‘ LBS LBS ‘ MAWB ‘ LBS LBS
. Scresned

100% 500 Enos ‘ MAWE Screened ‘

| MAWE 100% ‘

. Linlifted Unlifted
13149 U.8.C 8§ 114
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Airport
Code

Airport Name

MAWB LBS
Uplifted Uplifted

Carrler Name

1349 U.8.C § 114in

MAWE 100%

LBS
100%

MaWB
50%

LBS
50%

MAWSB Screened

LBS
Screened

MAWE

LBS
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IN

B. Percentage of Total Inbound PAX Cargo Screened Third Quarter FY 2008

April, May, lune 2008

(%)

Country

Cargo (Ibs)

(Ibs)

Cargo (Ibs)

(Ibs)

(Ibs)

(Ibs)

(Ibs)

% of TOTAL Inbound PAX Cargo Screened 54.0%
June 2008
April 2008 April 2008 May 2008 May 2008 Inbound June 2008 | Q3 Inbound Q3
Screened Inbound PAX Screened Inbound PAX | Screened PAX Cargo Screened PAX Cargo Screened

(Ibs)

iu3ndo s

81140

SENSITIVE SECURITY INFORMATION

e

mlggaialol Lontisin: Sensitive Security [ninrm.nmn 1h'tt is controllad under 39 CHR parts 15 and 15200 Nopant of this record may be
skl s imicl 15200 exvept with the writtien permission of the Administirator of

et or other action, Jor

diselosed 10 persons wathout o need 1o K
the Transpurtation scearity Administatuen or []'I.L Suuu‘m of Transportativn. Unaathorfzane
LS. sovernuwent azcocies. public diselosure 15 poverwed by 3 USCO 352 and 49 CFR pacts 13 and I‘a"(] T]m vover letter is no longar S5 wIcI
15 ddetachied Trong the 351 that W wansoniing

[l

15




SENSITIVE SECLRILTIX_INEQGRAM-A-HOMN-

Screened
(%)

Country

April 2008
Inbound PAX
Cargo (Ibs)

April 2008
Screened
(Ibs})

May 2008
Inbound PAX
Cargo (Ibs)

May 2008
Screened
(Ibs)

June 2008
Inbound
PAX Cargo
(Ibs})

June 2008
Screened
(Ibs})

Q3 Inbound
PAX Cargo
(Ibs)

Q3
Screened
(Ibs})
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Screened
(%)

Country

April 2008
Inbound PAX
Cargo (Ibs)

April 2008
Screened
(Ibs})

May 2008
Inbound PAX
Cargo (Ibs)

May 2008
Screened
(Ibs)

June 2008
Inbound
PAX Cargo
(Ibs})

June 2008
Screened
(Ibs})

Q3 Inbound
PAX Cargo
(Ibs)

Q3
Screened
(Ibs})
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Screened
(%)

Country

April 2008
Inbound PAX
Cargo (lbs)

April 2008
Screened
(Ibs}

May 2008
Inbound PAX
Cargo (lbs)

May 2008
Screened
(Ibs)

June 2008
Inbound
PAX Cargo
(Ibs}

June 2008
Screened
(Ibs}

Q3 Inbound
PAX Cargo
(Ibs)

Q3
Screened
(lbs}
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Screened
(%)

Country

April 2008
Inbound PAX
Cargo (Ibs)

April 2008
Screened
(Ibs})

May 2008
Inbound PAX
Cargo (Ibs)

May 2008
Screened
(Ibs)

June 2008
Inbound
PAX Cargo
(Ibs})

June 2008
Screened
(Ibs})

Q3 Inbound
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(Ibs)
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(Ibs})
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(%)

Country

April 2008
Inbound PAX

Cargo (Ibs)

April 2008
Screened
{Ibs}

May 2008
Inbound PAX

Cargo (Ibs)
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Message from the Acting Administrator

March 23, 2010

I am pleased to present the following report “Air Carge Screening Statistics, Fourth Quarter”
prepared by the Transportation Security Administration (TSA).

This report was compiled pursuant to the language set forth in Section 515 of the Fiscal Year
2009 Department of Homeland Security Appropriations Act (P.L. 110-329), which specifically
requires TSA to submit screening statistics to Congress quarterly, P.L. 110-329 also requires
TSA to report the amount of cargo screened at each airport by each passenger air carrier.
Statistics included in this report are derived from data reported by the air carriers in the months
of July, August and September 2009.

Section 1602 of the Implementing Recommendations of the 9/11 Commission Act of 2007

(P.L. 110-53) mandates that 5Q percent of cargo placed on passenger aircraft is screened not later
than February 3, 2009, and that 100 percent of cargo placed on passenger aircraft is screened not
later than August 3, 2010. TSA is pleased to report that the February 2009 50 percent screening

mandate has been met.

This report is being provided to the following Members of Congress:

The Honorable David E. Price
Chairman, House Appropriations Subcommittee on Homeland Security

~ The tHonorable Harold Rogers
Ranking Member, House Appropriations Subcommittee on Homeland Security

The Honorable Robert C. Byrd
Chairman, Senatc Appropriations Subcommittee on Homeland Security

The Honorable George V. Voinovich

Ranking Member, Senate Appropriations Subcommittee on Homeland Security
lnqumes relating to this report may be directed to me at (571} 227+ |b)(6 |or to the Department’s
Acting Chief Financial Officer, Peggy Sherry, at {2X6)

Sincerely yours,

Cale D. Rossides
Acting Administrator

HAKNING: | his recordc ormatien that is rnnlrnlled undcr 4% CFH parts 15 and 15320, o part of this
record may be disvlosed 1o ptrwns withuut n “need to know™, ALly 15 and 15240, except with the “rllltn
permissivn of the Adminisvirator of the Transportation Security Administration or the Secrctar o
relpase may cesalt in el penalty ar other actinn, For LS, government agencies, public disclosure iy gon erned by S 1.5, 852 and
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Executive Summary

This document is the Transportation Security Administration’s (TSA’s} 1 1th submission of the
congresstonal requirement for air cargo screening statistics, as required by Section 515 of the
Fiscal Year (FY) 2009 Consolidated Security, Disaster Assistance, and Continuing
Appropriations Act (P.L. 110-329).

The Fourth Quarter FY 2009 air cargo screening report includes a variety of statistics that
identify the volume of air cargo accepted and screened, as reported by passenger air carriers
and evaluated by TSA. Specifically, the report summarizes the following information:

1) Ajr cargo screening statistics from regulated domestic and foreign air carriers. This
information encompasses all data, figures and diagrams for the months of July, August,
and September 2009. Specifically, the data focus on cargo uplifted on flights originating
within the United States/territories and cargo uplified on inbound flights originating
outside the United States/territories. The total percentage of cargo screened on flights
originating within the United States during this reporting period is 62 percent by weight
and 77 percent by Master Air Way Bill (MAWB).

2) Air cargo screening statistics relating to Indirect Air Carriers (IACs), shippers and
other entities certified by TSA to screen cargo for uplift on domestic passenger flights.
These Certified Cargo Screening Facilities (CCSF) report cargo screening data to TSA
pursuant to their program requirements. During this period, 322 CCSF-1ACs were
required to screen. The weight screened by CCSF-IACs is 160 miilion pounds, while
the number of MAWBs screened during this period is 117,897.

3) Inbound cargo from international last points of departure. TSA currently uses an analysis
of historical data from the Bureau of Transportation Statistics (BTS) to estimate this
statistic. Because BTS data lag significantly behind the reporting period, TSA uses data
from the same period of the previous calendar year. The BTS data provide insight into
the amount of cargo entering the United States aboard passenger aircraft by weight.
During this period, BTS data show that 438 million pounds of cargo were transported on
international flights inbound to the United States. The percentage of weight screened on
these flights is estimated to be 56 percent during this period.

BARNING: Vhis record contains Seny el mation thal is \nutmiled undrr 39 CFR parts 15 and Y5200 No part of this
recurd mas be diselosed to persons \\llhmltd ‘necd to hnow L7 : arts 15 and I"U exceplwith the written
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I. Legislative Language

This document complies with the language set forth in Section 515(d) of the Fiscal Year (EY)
2009 Department of Homeland Security (DHS) Appropriations Act (P.L. 110-329}, which states:

Not later than 45 days after the end of each quarter, the Assistant Secretary
(Transportation Security Administration) shail submit to the Committees on
Appropriations of the Senate and the House of Representatives a report on air cargo
inspection statistics by airport and air carrier detailing the incremental progress being
made to meet section 44901(g)(2) of title 49, United States Code.

R AT A v S~ Mensitive Security bnformation that s contralled under 49 CFR parts 15 and 1520, “No part af
this record may be disclosed to persons willl oy bmbgiabpinia s delined in 49 CFH pares 15 and 1520, except with the written
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MATION

II. Background

P.L. 109-295, signed on October 4, 2006, states that Transportation Security Administration
(TSA) “... shall report air cargo screening statistics quarterly to the committees on
Appropriations of the Senate and the House of Representatives, by airport and passenger air
carrier...” The reporting requirement is continued by language in Section 515(d) of

P.L.. 110-329.

To implement the congressional mandate, TSA has issued a series of Security Directives,
Emergency Amendments and updates to air carrier security programs requiring air carriers to
submit cargo statistics monthly. The statistics derived from these submissions are the basis for
TSA’s report to Congress. In addition to the recent 50 percent cargo screening requirement,
TSA has further secured the air cargo environment by requiring the screening of 100 percent of
cargo placed on passenger aircraft at smaller commercial Category II-1V airports throughout the
United States and its territories. TSA has also mandated 100 percent screening of cargo
identified as elevated risk within the U.S. air cargo supply chain and required that sensitive cargo
be subject to alternative security measures. In October 2008, TSA mandated the screening of
100 percent of cargo placed on narrow-body aircraft departing from the United States and its
territory airports.

HARNING Lhis record contains Sensiteve Security Information that v controtled under 49 CHR parts 13 and 151 No partof
Lalspicoridamnas be disclused to persons without i “need to Lnun H dcl'med ind43 01 R parts 15 rmd 15210 evcept with the written
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——SESE NV SR ERERDEODMATION.
[II. TSA Air Cargo Screening Statistics Report

A. Fourth Quarter FY 2009 Screening Summary

Pursuant to the language set forth in Section 515(d) of P.L. 110-329, TSA hereby submits air
cargo screening data for the fourth quarter of FY 2009.

Cargo Uplifted on Flights Originating Within the United States and Territories

July 2009
August 2009 62% 77%
September 2009 61% 76%
[ 4th Qua;t;l; IF‘Y 2009 _— _—
3rd QuaTr::at:'l lFY 2009 | 62% 77%

* MAWB = Master Air Way Bill

Cargo Uplifted on Inbound Flights Originating Outside the United States and Territories’

July 2008 272,084,297 150,276,478 55%
August 2008 | 265,186,608 148,696,071 56%
September 2008 250,849,702 138,549,483 55%
4th Quarter )
FY 2008 Total 788,120,607 437,522,032 56%
3rd Quarter
FY 2008 Total 812,832,871 437,135,008 54%

' 2008 air carrier reporting data are from the Bureau of Transportation Statistics. FY 2009 third quarter data will not
be available until June 2010.

WARNING: This iti curity Ill'ormam that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a ined in 49 CFR parts 15 and 1520, except with the written
permission of the Administrator of the Transportation Security Administra nsportation. Unauthorized
release may result in civil penalty or other action. For U.S. government agencies, public disclosure is gove
49 CFR parts 15 and 1520.
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T SENSITIVE SECURITY INFORMATION

B. Domestic Air Carrier Statistics — All Airports

Air carriers, operating domestically, reported cargo screening data to TSA, pursuant to their
security programs. An analysis of these data verifies that the February 2009 50 percent
screening mandate has been achieved and sustained. A summary of these statistics appears

below:

Cargo Uplifted on Flights Originating Within the United States and Territories

July 2009 482,969 232,769,095 372,820 144,008,514
{ August 2009 473,664 240,174,378 365,237 147,931,375
\ September 2009 469,565 244,774,992 357,021 150,303,170
4th Quarter 1,426,198 717,718,465 1,095,078 442,243,059

FY 2009 Total
3rd Quarter 1,405,295 662,905,248 1,086,568 410,937,786

FY 2009 Total

4th Quarter FY 2009

77 percent of MAWB screened
62 percent of weight screened

Cargo Screening Distribution for July, August and September 2009

(b)(3):49 U.5.C. § 114(r)

this record may

permission of the Administrator of the Transportation
release may result in civil penalty or other action. For U.S. gm’ernmut agencies, public disclosure
49 CFR parts 15 and 1520.
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C. Domestic Certified Cargo Screening Program (CCSP)

IACs, shippers and other entities screening cargo for uplift on domestic passenger flights as
Certified Cargo Screening Facilities (CCSFs) also reported cargo screening data to TSA,
pursuant to their program/order requirements. A summary of these data appears below. These
numbers are included in cargo data reported by air carriers.

CCSF-IAC Shipments Uplifted on Flights Originating Within the United States and
Territories’

July 2009 286 44,764 50,266,267
August 2009 303 35,882 | 52,507,664
September 322 37,251 56,802,780
2009
4th Quarter 322 117,897 159,576,711
FY 2009 Total
3rd Quarter
FY 2009 Total 226 80,184 99,812,939

CCSF (Non-IAC) Shipments Uplifted on Flights Originating Within the United States and
Territories

July 2009 60 14,588 7 2,931,862
August 2009 82 3,716 1,206,320
September 2009 92 4,766 2,985,973
4th Quarter
FY 2009 Total 92 23,070 7,124,155
3rd Quarter
FY 2009 Total 43 31,922 6,308,067

? These data are included in cargo data reported by air carriers,

* IACs must screen 90 days after certification. The data collected for the # of CCSF IACs Required to Screen in this table are per
CCSF facility.

“ These data are included in cargo data reported by air carriers,

* Non-IAC CCSFs must screen 90 days after certification. The data collected for the # of CCSF (Non-IACs) Required to Screen
in this table are per CCSF facility.

:_This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may
permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorized
release may result in civil penalty or other action. For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and
49 CFR parts 15 and 1520.
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D. International Last Point of Departure Screened Cargo

International Inbound—Last Point of Departure (LPD) into the United States®

July 2008 272,084,297 150,276,478 55%
August 2008 265,186,608 148,696,071 56%
September 2008 250,849,702 138,549,483 55%
4th Quarter : "
FY 2009 Total 788,120,607 437,522,032 ‘ 56%
3rd Quarter 9
FY 2009 Total 812,832,8?? 437,135,008 54%

Historically, air carriers were not required to report cargo screening data for flights entering the
United States from an international LPD. Nonetheless, an analysis of historical data from the
Bureau of Transportation Statistics (BTS) indicates that more than 50 percent of cargo entering
the United States from international LPDs is screened before uplift. BTS data provide insight
into the amount of cargo entering the United States aboard passenger aircraft by weight.

TSA has calculated an estimated percentage of screened inbound cargo by LPD country. The
estimated percentages assigned to individual countries are based on data from several sources,
including TSA international cargo inspectors, TSA representatives and discussions with foreign
government officials.

BTS statistics from July, August and September 2008 indicate that approximately 788,120,607
pounds of air cargo entered the United States aboard passenger aircraft. It is estimated that
approximately 437,522,032 pounds (56 percent) of total cargo were screened before uplift from
its LPD country.

TSA is in the process of addressing data points that are currently unavailable and is preparing to
require cargo screening reporting from air carriers at international LPDs beginning in the spring
of 2010. TSA is also working with the U.S. Customs and Border Protection (CBP) to gain
access to real-time inbound cargo data. Coupled with screening reporting data, TSA will have
increasingly reliable information on international inbound air cargo in the future.

” 2008 air carrier reporting data are from the Bureau of Transportation Statistics. FY 2009 third quarter data will not
be available until June 2010.

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520, No part of

this record may be disclosed to persons without a “need to know”, as defined E e written
permission of the Administ : unistration or the Secretary of Transportation. Unauthorized
" penalty or other action. For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and

49 CFR parts 15 and 1520.
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July, August, and September 2008 Screening Statistics for last point of departure flights’

Volume (Ibs) Number of Countries

Of the approximately 788 million pounds
of air cargo entering the United States,
56 percent was screened by weight.

93 countries were last points of
departure for inbound air cargo.

8 countries
6 countries screen screen at 100%
between 16-99%

Screened Cargo from
Countries at 15%

72008 air carrier reporting data are from BTS. FY 2009 third quarter data will not be available until June 2010.

= s Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520, No part of
this record may be disclosed to persons arts 15 and 1520, except with the written
permission of the Administrator of the Transportation Security Administration or the = 2 i
release may result in civil penalty or other action. For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and
49 CFR parts 15 and 1520.
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IV. Appendices

A. Cargo Screening Data by Category X, I and Air Carrier

BY AMRPORT CATEGORY X, | AND AR CARRIERS

TSA CARGO SCREENING RESULTS ON 50%, 100% REPORTING BY PASSENGER AIR CARRIERS

Reporting Pericd: FY200% d4th Guarter

Data included in report by carriers submithing usable data to TSA

Today's Date: November 24, 2009

Total Total %Total
4th Quarter Compliance at Category X, | | Uplifted Screenad Screened
# MAWB 1,344,292 1,048,660 78.0%
CatE Weight {lbs] 706,271,068 438,546,463 62.1%

**MAWR Screened = MAWB Screened at 100 percent + {MAWS Screened at S0 percent x 0.5}
**|bs Screened = Pounds of MAWB Screened at 100 percent + {Pounds of MAWR Screened at 50 percent x 0.5)
Sorted by cargo weight {fbs) uplifted and view of the top five airports and top five corriers at those stations with subtotals displayed.

MAWB MAWE MAWE **MAWE | **LBS
Airport Code | Airport Name Cairier Name | Uplifted | LBS Uplifted | 100% LBS 1003 | 50% LBS50% | Screened | Screened RMAWE %LBS
Grand )
Total 1,344,292 | 706,271,068 | 1,026,065 | 394,002 817 | 45,190 | 89.087,290 | 1,048,660 | 438,546,463 78.01% | 62.09%

213149 U.8.C 8§ 114ir)
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MAWB MAWE MAWS "UMAWSE | **LBS
Airport Code Alrport Name Carrier Name Uphlifted EBS Uplifted | 100% LBS 100% 50% LBS 50% Screened | Screened *XMAWB %LBS
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MAWB MAWEB MAWR **MAWB | *“LBS
Airport Code Alrport Name Carrier Narne Uplifted LBS Uplifted | 100% LBS 100% 50% LBS 50% 5cr d | Screened AMAWB %LB3
51349 U.8.C § 114in
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Alrport Code

Airport Name

Carrier Name

MAWB
Upitfted

LBS Uplifted

MAWE
180%

185 100%

MAWB
50%

LBS SO0%

bl

**MAWE | **LBS

Screened

*MAWB

%LBS
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Airport Code

Airport Name

Carrier Name

MAWE
Uplifted

LBS Uplifted

MawB
100%

LBS 100%

MAWEB

LBS 50%

*EMAWE
Screened

SILBS
Screened

AKMAWE

%LBS

51349 U.8.C § 114in
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MAWE MAWSB MAWB EMAW MBS
Airport Code Airport Name Carrier Name Uplifted LBS5 Uplifted | 100% LBS 100% 5% LBS 50% Scr d | Screened %MAWB %LBS

13149 U.8.C 8§ 114

g st il fh

at o contrafled mder FPCTTO paets T amd TSHE So part ot thiy record oy e diadesel o persons withvuCa “need 1o

R s defiaved o 39 ORI poets 15 il 13200 exiept woh e wyslten pegmission i ; atin o e Secreboy ol Dransporteom,

Danuthoersed redease ns vesultin civil peaalis w othecaction Far LS peneonment arencios, paubibc shsvlosire is goveraed by S 1 50005853y

13

praur s LIS L B



SENSITIVE SECTRFES-RGRQRAATION

B. Percentage of Total Inbound International Passenger Cargo Screened Fourth Quarter FY 2008

July, August, September 2008

% of TOTAL Inbound PAX
Cargo Screened

56.0%

August September
July 2008 2008 August 2008 September Total Total
Inbound July 2008 Inbound 2008 Inbound 2008 Q4 Inbound Q4
Screened PAX Screened PAX Cargo Screened PAX Cargo Screened PAX Cargo Screened
{%) Country Cargo (Ibs) {lbs} {lbs) {tbs) {Ibs] {lbs) {Ibs) {lbs)
213149 U.8.2.§ 114in
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August September
July 2008 : 2008 August 2008 September Total Total
Inbound July 2008 Inbound 2008 Inbound 2008 Q4 Inbound Q4
Screened PAX Screened PAX Cargo Screened PAX Cargo Screened PAX Cargo Screened
(%) Country Cargo {Ibs}) {Ibs}) {tbs) {Ibs) (1bs} {lbs) {Ibs} {tbs)
213149 U.8.2.§ 114in
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Screened

(%) Country

July 2008
Inbound
PAX
Cargo {lbs)

N .

July 2008
Screened
{Ibs})

N

August
2008
Inbound
PAX Cargo
{ths)

hbaladi 8 A 4 T L4 AN

T FENT UJINIYICL T IOy

August
2008
Screened
{tbs)

September
2008
Inbound
PAX Cargo
{lbs}

September
2008
Screened
{Ibs)

Total
Q4 Inbound
PAX Cargo
{lbs)

Total
Qa
Screened
{Ibs}
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August Septem ber—‘
July 2008 2008 - August 2008 September Total Total ‘
Inbound July 2008 Inbound 2008 Inbound 2008 Q4 nbound Qa4
Screened PAX Screened PAX Cargo Screened PAX Cargo Screened PAX Cargo Screened 1
(%) Country Cargo {Ibs) {lbs) {Ibs) {lbs) {Ibs) (Ibs) _‘ {lbs} ﬂbs]_J
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August September
July 2008 : 2008 August 2008 September Total Total
Inbound luly 2008 Inbound 2008 Inbound 2008 Q4 Inbound Q4
Screened PAX Screened PAX Cargo Screened PAX Cargo Screened PAX Cargo Screened
L (%) Country Cargo {Ibs) {lbs) {lbs) {lbs) {Ibs) {lbs) (lbs) {Ibs}
213149 U.8.2.§ 114in
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August September |
l July 2008 2008 August 2008 September Total Total [
Inbound July 2008 Inbound 2008 Intound 2008 Q4 inbound Q4
‘ Screened PAX Screened PAX Cargeo Screened PAX Cargo Screened PAX Cargo Screened '
(%) Country Cargo {Ibs) {Ibs) {Ibs) {Ibs) {Ibs) (Ibs) {Ibs) {Ibs)

13149 U.8.C 8§ 114
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Message from the Acting Administrator

March 15, 2010

I am pleased to present the following report, “Screening of Passengers by Observation
Techniques,” which has been prepared by the Transportation Security Administration.

Pursuant to congressional requirements, this report is being provided to the following Members
of Congress:

The Honorable David E. Price
Chairman, House Appropriations Subcommittee on Homeland Security

The Honorable Harold Rogers
Ranking Member, House Appropriations Subcommittee on Homeland Security

The Honorable Robert Byrd
Chairman, Senate Appropriations Subcommittee on Homeland Security

The Honorable George V. Voinovich
Ranking Member, Senate Appropriations Subcommittee on Homeland Security

Inquiries relating to this report may be directed to me at (571) 22?1@){6) |0r to the Department’s
Acting Chief Financial Officer, Peggy Sherry, at [P/

Sincerely,

Gale D. Rossides
Acting Administrator
Transportation Security Administration

~SENSITIVE SECURITY INFORMATION

WARNING: This record conting Sensitive Security Informunion that is controTreme i, T HR prarts 15 amel 15200 No part of
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Executive Summary

The Transportation Security Administration’s {TSA) Screening of Passengers by Observation
Techniques (SPOT) program is a behavior observation and analysis program in which personnel
are trained to identify anomalous behaviors that deviate from an established environmental
baseline. SPOT 1s implemented in domestic airports through fielding Behavior Detection
Ofticers (BDO) (i.e., specifically trained and certified Transportation Security Officers). This
report provides a background of the program, from inception to current state, and explains how
the program provides an additional layer of security vital to the successful protection of the
Nation’s transportation systems, and supports the Department of Homeland Security mission to
“prevent and deter terrorist attacks and protect against and respond to threats and hazards to the
nation ....”"" This report addresses the legislative requirement outlined in Section I of this
document.

TSA developed and implemented the SPOT program based on behavior pattern recognition
techniques utilized by law enforcement organizations and verified by scientific research. TSA 1s
closely monitoring the effectiveness of the SPOT program and implementing measures to
improve the performance of BDOs individually and the program as a whole.

The program fulfills the mandate outlined in Section 1611 of the Implementing
Recommendations of the 9/11 Commission Act, P.L. 110-53, 121 Stat. 485, Aug. 3, 2007, (%/11
Act) (codified at 49 U.S.C. 8114 (note):

[TSA] shall provide advanced training to transportation security officers for the
development of specialized security skills, including behavior observation and analysis...
in order to enhance the effectiveness of layered transportation security measures.

Additionally, the SPOT program complies with Title 49, United States Code, Section 114:

o Paragraph (d) gives TSA responsibility for security in all modes of transportation.
o Paragraph (f) requires that TSA:
Develop policies, strategies, and plans for dealing with threats to
transportation security;
— Coordinate countermeasures with appropriate departments and agencies;
— Oversee the implementation, and ensure the adequacy, of security measures
at airports and other transportation facilities; and
— Enforce security-related regulations and requirements.

! Homeland Security Act of 2002, P.L. No. 107-296 (2002), § 101.
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I. Legislative Language

This document complies with the reporting language set forth in Senate Report 111-31 and
House Report 111-298 that accompanied the Fiscal Year (FY) 2010 Department of Homeland
Security Appropriations Act (P.L. 111-83). These directives state that:

From Senate Report 111-31, page 57:

The Committee directs TSA to report, no later than 60 days after the date of enactment of this
act, on: {1) the scientific basis for using behavior pattern recognition technigques to observe
airline passengers for signs of hostile intent; (2) the effectiveness of the SPOT program in
meeting its goals and objectives; and (3) the justification for expanding the program. The
report shall be made in a classified or unclassified format, as appropriate.

From House Report 111-298, page 77:

As discussed in the Senate report, no later than 60 days after the date of enactment of this
Act, TSA shall report on the scientific basis for using behavior pattern recognition for
observing airline passengers for signs of hostile intent, the effectiveness of this program in
meeting its geals and objectives, and the justification for expanding the program.

SENSITIVE SECURITY INFORMATION
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II. Background

Since 2001, the Transportation Security Administration (TSA) has been mandated by law to,
among other things, be responsible for day-to-day federal screening operations to enhance
security of passenger air transportation. TSA is most visibly present through its approximately
47,000 trained and certified Transportation Security Officers (TSOs) stationed at more than 450
airports across the country. These professionals screen approximately two million passengers
daily and deliver both world-class security and customer service at the Nation’s airports.

Recognizing the unique security requirements that post-9/11 presented, TSA developed a non-
obtrusive score-based behavior security assessment program called Screening of Passengers by
Observation Techniques (SPOT). SPOT is a program designed for passive observation by TSA
personnel, typically in front of the security checkpoint, to identify potentially high-risk
passengers exhibiting anomalous behaviors that deviate from an established environmental
baseline, to include behavior cues associated with the fear of discovery. Passengers identified as
displaying such behaviors are then referred for additional screening and/or directed for Law
Enforcement Officer (LEO) intervention. SPOT provides Federal Security Directors with an
additional layer of security based on proven behavior observation and analysis techniques, to
make timely security risk assessments. TSOs certified in SPOT are known as Behavior
Detection Officers (BDO).

In 2003, TSA initiated a study on the feasibility of an additional security measure to identify
suspect travelers in airports using Behavior Recognition and Analysis (BR&A). Law
enforcement, security agencies, and academia have acknowledged for decades that all
individuals, no matter their race, gender, age, or religion, may exhibit particular behaviors when
in situations of stress, fear and/or deception. Likewise, individuals pursuing illegal, dangerous,
or possibly terrorist activities may unintentionally exhibit such behaviors in the process of
accomplishing their objective. The ability to recognize such behaviors increases the potential for
identifying those individuals.

BR&A 15 a highly successful security measure that has been employed by Israeli security
services for at least thirty years. After the terrorist attacks of 9/11, BR&A concepts were adapted
and modified by the Massachusetts State Police (MSP) Troop F assigned to Logan International
Airport {BOS). MSP named this program Behavior Assessment Screening System and trained
all LEOs assigned to BOS in its use as an enhanced security measure to the newly instituted
security checkpoint screening system of TSA.

The unique SPOT program was developed by TS A, with assistance from MSP, to meet TSA-
specific security and public service needs, with particular emphasis on the protection of

individual civil rights, privacy, and to mitigate the possibility of racial profiling. SPOT is the
only program that uses a behavior scoring system that assigns a numerical value to passenger
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behaviors and then uses the score(s) to determine the type of risk mitigation response (e.g.,
additional screening and/or LEO intervention). Other BR&A programs use behavior
recognition, but rely on a lower threshold to trigger suspicion and a more intrusive and lengthy
interview process that is impractical in the U.S. commercial aviation environment and also raises
legal concerns. The SPOT scoring system has the following advantages over other BR&A
programs:

e Allows for the use of a two-tiered response to high-risk passengers using additional
screening and/or direct LEO intervention, based upon the passenger’s scores;

» Ensures that only the highest-risk passengers are subjected to higher, more intrusive
scrutiny thereby maximizing limited resources;

» Helps minimize or prevent screener subjective-based assessments of risk that could be
based on flawed assumptions or racial/ethnic bias, by utilizing ohjective criteria that
ensure uniform and unbiased results and that must be documented;

e Partners BDOs to perform SPOT in pairs in order to validate each others’ observation and
to prevent the use of unlawtul racial/ethnic profiling; and

e Uses a quantitative, non-biographical behavior based tracking system that will help
prevent unlawtul racial/ethnic profiling, thus defending the program from claims of
unlawful profiling. It also allows the program to be fine-tuned periodically to ensure
optimal results.

In order for SPOT to be the most effective, TSA and local law enforcement must work together
in a coordinated response to high-risk passengers. This approach:

e Maximizes the effectiveness of the LEO and TSA elements at the airport or other
transportation facility through a teamwork concept in which each component has clearly
identified responsibilities; and

» Ensures that the highest-risk passengers are interviewed and evaluated by a LEO.

Operational test-bed assessment of the SPOT program began in 2003 at Logan International
Airport {BOS) in Boston, Massachusetts. A SPOT working group was created in February 2004,
comprised of various TSA and DHS components (including offices of Civil Rights, Chief
Counsel, Privacy, Policy and Tech Lab), MSP, the FBI Behavioral Sciences Unit and the Federal
Law Enforcement Training Center. Through the working group, SPOT standard operating
procedures for both aviation and mass transit venues were developed and finalized.
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In October 2004, pilot programs were initiated at Portland International Jetport (PWM) in
Portland, Maine and T.F. Green Airport (PVD) in Providence, Rhode Island. In October 2005,
pilot programs were initiated at Minneapolis/St. Paul International Airport {MSP) in
Minneapolis, Minnesota and Bangor International Airport (BGR) in Bangor, Maine. Eight
additional airports began performing SPOT as a pilot program from 2005 to 2006. In FY 2007,
SPOT became an “official” program with FTE specifically allotted for BDOs.
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III. Discussion

A. Scientific Basis for Using Behavior Pattern Recognition Techniques

Each of the behaviors the TSA Behavior Detection Officers are trained to observe is gamered
from both the scientific and law enforcement community.

Dr. Paul Ekman, a leading expert in deception detection, performed an evaluation of the SPOT
program in August 2006. The following conclusions are garnered from his document titled
“Evaluation of the TSA SPOT Program by Paul Ekman, August 24, 2006

1) Istrongly endorse the SPOT program after having read their checklist and given
recommendations about it, and observed the program in operation at [Boston] Logan
airport last January.

2) The behavioral observations incorporated within SPOT are based on both law
enforcement experience and the most recent scientific findings. In my judgment it
involves NO element of racial or ethnic profiling.

Additionally, the work of Dr. David Givens, Director of the Center for Nonverbal Studies, was
utilized in selecting the SPOT behaviors. Dr. Givens is recognized as an expert in nonverbal
behavior who has worked with agencies within the intelligence and defense community to
analyze non-verbal behavior cues of known terrorists. Behaviors outlined in his Nonverbal
Dictionary were selected on the basis of their relationship to stress, fear and deception cues
associated with the fear of discovery and integrated into the SPOT program.

Beginning in FY 2009, TSA introduced the Additional Behavior Detection Training course
(ABDT) as an additional training tool for BDOs. ABDT i1s a two-day class emphasizing non-
verbal behavioral detection. This class teaches BDOs how to recognize possible red flags in
terms of deception that may manifest itself in micro-expressions and other non-verbal gross
motor behavior movements. The main focus is with micro-expression detection during the
Casual Conversation portion of the SPOT process and helps direct questions asked of the
passenger in order to resolve the situation. The expressions emphasized in the course are
universal, meaning that micro-expression detection is culturally independent.

TSA is also seeking additional training opportunities for Behavior Detection Officers. One
initiative will provide BDOs and TSOs with continual on-line training in microfacial expression
with an objective of providing BDOs and TSOs an additional detection tool that can help identity
information indicating a potential security threat through recognition of deceptive behaviors.
This information would allow TSOs to target their screening efforts more precisely through more
directed searches or by requesting the assistance of a BDO to further understand the anomalous
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behaviors. Because behavior detection is more threat-agnostic—it focuses on people rather than
threat objects, which can and have changed to exploit vulnerabilities in our screening system—
the capability will better enable the TSA screening workforce to identify existing and novel
security threats introduced by a dynamic, adaptive adversary. This training is scheduled to be
developed in FY 2010.

The SPOT Program has also begun a validation study of the program. This joint TSA-DHS
study, being conducted by the American Institutes of Research (AIR), an independent not-for-
profit organization, will evaluate the SPOT Program using a random protocol. This effort is the
first such effort to validate a behavioral based security program in the world. The validation
process will assess the base rates of screening by introducing a random component to the BDO
process. In doing this, it measures the rate of BDO referrals compared to randomly selected
passengers for screening. Based on the in-depth statistical analysis from the data collected, the
determination of whether the BDO referral process is better, about the same, or less than a
random process can be surmised. The end results will lead to a more precise understanding of
the success of the program.

The validation process consists of systematically selecting individuals for random screening and
completing a SPOT referral score sheet for each. The BDO will conduct SPOT screening for
each randomly selected passenger regardless of their SPOT score. The end results will be
collected for each person and can be compared to actual SPOT score sheets. The most important
aspect in doing the validation study is to establish baseline false positive and false negative rates
within the traveling public. False positives are those individuals who are screened using the
SPOT process and are not a threat; those that are basically inconvenienced. False negatives are
those individuals that are missed by the SPOT process and who do pose a security threat. These
are the passengers we are most concerned about and want to increase their detection. The
validation process using the randomly screening protocol will assess these rates and gather this
data.

The study is being conducted at 24 airports nationwide. These vary in size, location and
throughput in order to gain an overall understanding. All these locations have SPOT already in
progress with experienced BDOs. The data collection process has already started.

B. Effectiveness of the SPOT Program in Meeting its Goals and
Objectives

SPOT was designed to train Behavior Detection Officers in identifying anomalous behaviors that
deviate from an established environmental baseline, with the ultimate goal of preventing an
attack against the Nation’s transportation systems. Through a cadre of approximately 3,000
certitied BDOs, the program provides an additional layer of security to mitigate this threat. As
previously stated, the program partners closely with the airport and other law enforcement
entities in investigating and resolving suspicious activity reported by BDOs.
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Although the program has lacked formal performance measures in the past, the program now has
performance measures that it 1s currently utilizing and 1s working diligently to develop additional
measures to quantify the effectiveness of the program. It is imperative to note that this program
is a deterrent by nature and, as the courts have noted, “deterrence by definition results in the
absence of data.”> This lack of data has presented challenges for the SPOT program office when
developing performance measures. The current performance measures are outlined in the
following section.

The SPOT program office maintains a database of all passengers referred for additional SPOT
screening by BDOs. This database does not contain any personally identitiable information on
the passengers, but instead captures the behaviors of the passengers that led to the additional
screening, as well as the resolution of the screening process {no further action taken, law
enforcement notification, law enforcement investigation, arrested, reason for arrest, etc.). The
SPOT program office monitors this data on no less than a weekly basis. Situation reports are
generated from this data and distributed to TSA senior leadership as well as to individual airports
on a weekly basis. Airports are then able to monitor the performance of their BDOs based on the
information 1n the situation reports. The SPOT program office also sends out the “successes” of
the program to the SPOT airports to inform them of the type of activity occurring at the airports.
A sampling of SPOT successes is provided in this report (See Appendix 1). TSA uses all these
reports to measure the effectiveness of the program in meeting its goals and objectives.

Additionally, TSA plans to migrate the SPOT database to TSA’s Performance Management
Information System (PMIS) in March 2010. Migrating the database will greatly enhance the
SPOT program’s capabilities. In its current configuration, only raw data can be gleaned from the
SPOT database. Any manipulation of this data must be done manually. Under PMIS, data
manipulation will be computerized and allow for more robust analyses. For example, we will be
able to program trend analyses, better segregate data and create specific reports for certain data.
We will be able to better track performance data at specific airports and categories of airports
(threat or geographic location).

C. Justification for Expansion of the Program

The decision to expand SPOT nationwide to 161 of the Nation’s highest-risk airports was one
based on risk mitigation. TSA operates on a layered security approach, with the BDOs being one
of the security layers. Each one of these layers alone is capable of stopping a terrorist attack. In
combination, their security value is multiplied, creating a much stronger, formidable system. A
terrorist who has to overcome multiple security layers in order to carry out an attack is more
likely to be pre-empted, deterred or to fail. In addition, SPOT adds an additional measure of

* MacWade v. Kelly, 460 F.3d 260, 274 (2d Cir. 2006) (“The concept of deterrence need not be reduced to a quotient
before a court may recognize a search program as effective. Indeed, expressing the phenomena in numeric terms
often is impossib ause deterrence by definition results in an absence of data.”)
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unpredictability, due to the fact they can be deployed almost anywhere and are not just confined
to the footprint of the airport checkpoint.

In FY 2007, TSA made the decision to further deploy the program beyond the pilot phase
beginning, and ensured this was done in a risk-based manner. For the initial nationwide
deployment in FY 2007, SPOT utilized the Current Airport Threat Assessment (CATA) list of
the 40 airports identified as the most at risk for a terrorist attack. TSA successtully deployed
SPOT programs at all of those airports by the end of FY 2007, to include all CAT X airports.
The SPOT program was expanded in FY 2008, to include all CAT X, CAT I, CAT II and one
CAT III airport (St. Croix). For the reporting period of FY 2009, over 97 percent of the tlying
public transited these airports (more than 500 million passengers alone transited CAT X and
CAT I airports), all of which have a SPOT program.

Additional BDO allocations have been required as new security programs and threats emerge.
The initial BDO allocations during deployment of SPOT were to augment checkpoint security
operations at the Nation’s highest-risk airports. However, terrorists have demonstrated in recent
years both a desire and ability to attack all modes of transportation. Examples include the
Madrid train bombings of March 2004, the London bombings of July 2005 and the Glasgow
Airport attack of 2007. Each of these attacks was focused on the transportation systems. Our
Nation’s transportation systems will continue to be a highly visible target for terrorists as well.

Recognizing this threat and as specifically authorized in Section 1303 of the 9/11 Act, 6 U.S.C. §
1112, TSA has developed Visible Intermodal Prevention and Response (VIPR) teams to augment
security in any mode of transportation at many locations within the United States. These teams
provide a security presence to deter, detect and prevent the carriage of explosives and any other
items specified as threat items into a transportation access area or aboard a conveyance.,

BDOs are utilized for VIPR team operations. The BDO resources needed to conduct these
operations have been deployed from the airports. TSA has allocated additional BDOs to conduct
SPOT in support of these operations so that airport coverage 1s not sacrificed.
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IV. Independent Oversight and DHS Response

Beginning in May 2008, the Government Accountability Office (GAO) began conducting an
audit of TSA’s Behavior-Based Security Programs (GAQO Engagement 4407135) at the request of
the Honorable John Mica, Ranking Member of the House Transportation and Infrastructure
Committee. TSA has received two draft Statements of Facts and is currently awaiting a draft
report. At this time, no final recommendations have been made to TSA as a result of this audit.
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V. Conclusion

TSA will continue to explore ways to establish the SPOT Program as the benchmark behavior
detection and analysis program in the world. Initiatives such as the scientific validation of the
program and ongoing participation and collaboration with our partners in the behavior analysis
community will continue to allow TSA to make progress toward this goal. We will continue to
seek additional guidance from leading experts in the scientific, academic and law enforcement
communities as we further develop the program.
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VI. Appendix: SPOT Successes

4/1/08 - MCO - BDO Referral Arrested and Found with Pipe Bomb-making Materials - At
1220 hours on April 1, 2008, the Orlando Supervisory Transportation Security Officer reported
that at 1210 hours, the BDO observed a passenger behaving suspiciously during the check-in
process. The passenger presented his checked baggage to the Air Midwest Screening area and
the BDOs referred the bags immediately for secondary screening. The BDOs continued
observing the passenger and notified Orlando Police Department and the BAO. During checked
baggage ¢ screemn the Transportation Security Officers (TSOs) detected suspicious items.
During a #3149 U.S.C. |bag search the TSOs discovered a 6-volt battery, wires, 2 end cap pipes
with holes in them, lighter fluid, and literature detailing how to build explosives. The passenger
was monitored via closed circuit television and BDOs continued to observe him as LEOs
responded. LEOs located and interviewed the passenger who stated he admitted to having
suspicious items in his carry-on backpack. LEOs and the Assistant Federal Security Director-
Law Enforcement {AFSD-LE) evacuated the public area including the sidewalk, the ticket
counter, and the checked baggage area in the north side of Terminal A at Level 3 and established
a 300-foot perimeter. Air Jamaica advised that the passenger had checked two bags on the flight.
The second checked bag was located at the Air Midwest Screening area and, upon screening two
bottles, a blue llqmd were discovered. The two bottles were explosives trace detection screened
and tested positive [ 'Q3,L42 As a precautionary measure, the Federal Security Director (FSD)
dispatched BDOs throughout the terminals. TSA Certified K-9 teams were also patrolling the
terminals. The Bomb Squad, the Federal Bureau of Investigation (FBI), and the Joint Terrorism
Task Force responded. The Bomb Squad took possession of the passenger’s carry-on bag and
conducted a physical inspection. The items that were discovered consisted of an umbrella, a bag
of chips, and a laptop computer. At 1509 hours, the passenger was cleared with negative
findings, placed in a LEO vehicle, and placed in the custody of the FBI. At 1510 hours, the
perimeter was reduced to allow the ticket counters and the North A sidewalk to resume
operational. The FSD ordered rescreening of all the checked bags and conducted gate screening
of the flight’s passengers. Inbound aircraft Air Jamaica 81 (Montego Bay-Orlando) was met by
TSA Certified K-9s, Customs and Border Protection (CBP), and BDOs. A security sweep of the
aircraft was conducted before and after the flight was catered with negative findings. During the
boarding process for Air Jamaica 80, the Aviation Direct Access Screening Program team, the
TSI, and BDOs were placed in the Jetway and around the gate area. At 1529 hours, the Deputy
Federal Security Director authorized the reopening of the Air Midwest checked baggage area and
the BAO took possession of all items. At 2335 hours on April | the Orlando AFSD-LE reported
that the FBI arrested the passenger on a charge of Attempting to Introduce an Explosive or
Incendiary Device on an Aircraft (US Code 49 Sec. 46505).

213149 U.8.C 8§ 114ir)

3/11/08 - BOS - BDO Referral Linked to Travel Possibly Funded
‘4"4"',513,.-,":,49 US.C8 1. At 1038 hours on March 11, a Boston BDO reported that at 1005 hours, two

US Airways passengers were referred to secondary screening due to suspicious behaviors.
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During secondary screening, both passengers’ behaviors escalated to a threshold requiring a LEO
intervention. TSOs notified Massachusetts State Police who responded and interviewed both
passengers who did not give statements. Both passengers were allowed to continue on the flight,
which did not incur a delay. There was no impact to airport operations or media attention.
TSA’s Office of Intelligence {TSA-OI) conducted government and commercial database checks
on one passenger to include:[?13:49U.S.C.§ qNatlonal Crime Information Center (NCIC)
wantsfwarrantsfcnmmal hlstorv National Law Enforcement Telecommunications System
(NLETS),[ 2113543 V.S . § 114ir] . and the Terrorist
Identities Datamart Environment (TIDE) with negative results. [°13149 U.8.C.§ 114
51349 U.8.C § 114in

3/13/08 - FLL - BDO Referral Arrested for Possession of 209 Grams of Ecstasy Worth $2.5
Million - At 0902 hours on March 13, 2008, a Fort Lauderdale Coordination Center Watch
Officer reported that at 0656 hours, a BDO team referred a passenger to secondary screening due
to suspicious behavior. During secondary screening, 209 grams of MDMA
(Methylenedioxymethamphetamine) “Ecstasy” was discovered in the passenger’s carry-on bag.
Broward Sheriff’s Office responded and arrested the passenger on a State charge of Trafficking
MDMA.

3/25/08 - EWR - Two BDO Referrals Arrested as U.S. Army Deserters - At 1419 hours on
March 25, 2008, a Newark BDO reported that at 1300 hours, two individuals were referred by
BDOs for additional screening due to suspicious behavior. During secondary screening, both
passengers admitted to being Army deserters. Newark Airport Police Department responded,
arrested both passengers, and held them until the military police arrived to take them into
custody.

4/23/08 - HNL - Three BDO Referrals Arrested for Possession of a Large Amount of
Undeclared Currency with Traces of Illegal Drugs - At 2130 hours on April 23, 2008, a
Honolulu Screening Manager reported that at 0610 hours on April 22, three passengers were
referred for additional screening by BDOs due to suspicious behavior they exhibited. During
secondary screening, $124,250 was detected artfully concealed taped to the bodies of the
passengers and concealed in their carry-on baggage. LEOs and the Drug Enforcement Agency
(DEA) responded and interviewed all three passengers who did not give statements. LEOs with
K-9s inspected the money and detected traces of illegal drugs. All three were detained by the
DEA pending further investigation.

7/22/08 — ONT - BDO Referrals Arrested on Multiple Charges - At 1540 hours on July 22,
2008, an Ontario BDO reported that at 1430 hours, three individuals who were traveling together
were referred to secondary screening by the BDO due to suspicious behavior. At the same time,
three separate individuals who were also traveling together were referred to secondary screening
by the BDO due to suspicious behavior. During secondary screening, all six individuals were
discovered with suspected fraudulent ID cards. The ID cards were determined to be fraudulent
by the BDO due to the lack of security markings. LEOs responded and conducted National
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Crime Information Center (NCIC) checks, all with negative findings, and allowed the six
individuals to continue. After being released and completing secondary screening, the first set of
passengers walked out of the airport. A BDO followed them and made a second notification to
LEOs. LEOs and CBP responded. The second set of passengers was also escorted back to ICE.
CBP arrested all six selectees on a state charge of Fraudulent Identification.

4/4/09 BDO Referral Results in Hospitalization of Individual at Boston (BOS) At 1536 hours
on April 4, 2009, a Boston BDO reported that at 1517 hours, BDOs observed a passenger acting
suspiciously while on the public side of Terminal B. Massachusetts State Police responded and
interviewed the passenger who did not give a statement. LEOs conducted an NCIC check with
positive results that the passenger is a Section-12 mental patient who had escaped McLean
hospital. LEOs requested assistance from the Massachusetts Port Fire Rescue and Massachusetts
General Hospital. Massachusetts General Hospital responded and took the passenger into
protective custody.

4/6/09 Passengers Arrested after BDO Referral at Kansas City (MCI) At 1844 hours on
April 6, 2009, a Kans