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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 55478B
9 March 2020

This is an interim response to your Freedom of Information Act (FOIA) request
of 14 April 2008, for records pertaining to “[a] copy of each semi-annual and/or
annual report produced by the National Security Agency’s Inspector General since the
establishment of the NSA IG position.” As previously provided, your request has been
assigned Case Number 55478. Your request has been processed under the FOIA.

In previous correspondence, we informed you that we had completed our search
and had identified material that is responsive to your request, placing your case in the
First-in First-out processing queue. Some of the material responsive to your request
was recently processed in a similar FOIA request under litigation, Case Number
79825. Since this material has been requested by multiple individuals, we have posted
the documents to our public website, www.nsa.gov. You can locate them on the
“Frequently requested information” page of the FOIA section. The URL for the “NSA
Semiannual Reports to Congress” section is

https:/ /www.nsa.gov/news-features/declassified-documents/ig-reports/

The nine specific documents on this site that are responsive to your request

are
¢ Semi-Annual Report to Congress 1 October 2003 — 31 March 2004
e Semi-Annual Report to Congress 1 April 2004 - 30 September 2004
e Semi-Annual Report to Congress 1 October 2004 — 31 March 2005
e Semi-Annual Report to Congress 1 April 2005 — 30 September 2005
¢ Semi-Annual Report to Congress 1 October 2005 — 31 March 2006
e Semi-Annual Report to Congress 1 April 2006 — 30 September 2006
e Semi-Annual Report to Congress 1 October 2006 — 31 March 2007
e Semi-Annual Report to Congress 1 April 2007 — 30 September 2007
¢ Semi-Annual Report to Congress 1 October 2007 — 31 March 2008

Certain information has been deleted from the documents, as explained below.

Some of the information deleted from the documents was found to be currently
and properly classified in accordance with Executive Order 13526. This information
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meets the criteria for classification as set forth in subparagraph (c) of Section 1.4 and
remains classified TOP SECRET and SECRET and CONFIDENTIAL as provided in
Section 1.2 of the Executive Order. The information is classified because its
disclosure could reasonably be expected to cause damage to the national security, to
include exceptionally grave or serious damage. Because the information is currently
and properly classified, it is exempt from disclosure pursuant to the first exemption of
the FOIA, 5 U.S.C. Section 552(b)(1).

This Agency is authorized by various statutes to protect certain information
concerning its activities as well as names of its employees. Accordingly, those portions
are exempt from disclosure pursuant to the third exemption of the FOIA, which
provides for the withholding of information specifically protected from disclosure by
statute. The specific statutes applicable in this case are Title 50 U.S. Code 3024(i) and
Section 6, Public Law 86-36 (50 U.S. Code 3605).

Personal information regarding individuals has been deleted from the
enclosures in accordance with the sixth exemption of the FOIA, 5 U.S.C. 552 (b)(6).
This exemption protects from disclosure information that would constitute a clearly
unwarranted invasion of personal privacy. In balancing the public interest for the
information you request against the privacy interests involved, we have determined
that the privacy interests sufficiently satisfy the requirements for the application of the
(b)(6) exemption.

You may appeal this decision. If you decide to appeal, you should do so in the
manner outlined below. NSA will endeavor to respond within 20 working days of
receiving any appeal, absent any unusual circumstances.

e The appeal must be sent via U.S. postal mail, fax, or electronic delivery (e-
mail) and addressed to:

NSA/CSS FOIA/PA Appeal Authority (P132)
National Security Agency
9800 Savage Road STE 6932
Fort George G. Meade, MD 20755-6932
The facsimile number is 443-479-3612.
The appropriate email address to submit an appeal is FOIARSC@nsa.gov.

e It must be postmarked or delivered electronically no later than 90 calendar
days from the date of this letter. Decisions appealed after 90 days will not
be addressed.

Please include the case number provided above.
Please describe with sufficient detail why you believe the denial of
requested information was unwarranted.

You may also contact our FOIA Public Liaison at foialo@nsa.gov for any further
assistance and to discuss any aspect of your request. You may also contact the Office
of Government Information Services (OGIS) at the National Archives and Records
Administration to inquire about the FOIA mediation services they offer. OGIS contact



FOIA Case: 55478B

information is: Office of Information Services, National Archives and Records
Administration, 8601 Adelphi Road-OGIS, College Park, MD 20740-6001; e-mail:
ogis@nara.gov; main: 202-741-5770; toll free: 1-877-684-6448; or fax: 202-741-5769.

Please be advised that we continue to work on your request, and the review of
additional documents responsive to your request continues.

Sincerely,

Shann L. |l

SHARON C. LINKOUS
Acting Chief, FOIA /PA Office
NSA Initial Denial Authority
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(U) SEMBANNUAL REPORT TO THE @ONGRESS

For the Penod October 1, 2003 Thrcmgﬁ March 31, 2004
(b) (3)-P.L. 86-36

. (U) Meade Operatsons Center~Fsl!awup inspectaan NSA/CS.S {G" FNECOM 1G, A}A
IG, NSG IG, JT-03-0005, 3 October 2003 Larr Il ; S

Summary. (UHF6E6) The fcilfowa-p—mspeetmn found that the .
; @ Meade Operations Center,| R

but was still awaiting a decision on its governance and its
place in the organizational structure. Morale had improved under new, stable leadgrship.
We recommended that the Signals Intelligence Directorate (SID) assign a suspense date to
finalize its proposal for governance and to place an agenda item titled “’Implementahon
Plan for MGC Governance” at the next Joint Issues Board Meeting. "

Management Action. (U) Management is taking appropriate corrective aetmn

Overall Report Classification. (U) TOP SECRET/ /COMINT[ /REL TO USA AUS,
CAN, GBR and NZL//X1 ; (b} (1)

Categnry (U) Joint Warfighting and Rea&mess (b} (3)-P.L. 8636

o
""""""""

#
*

) INSA/CSS IG

Summary.£8rWe visited selected| sites to ensure
- that policies and internal controls for its intelligence activities are carried out with due
regard for the law. We found that processes exist to validate that intelligence activities
comply with the law; h however, we also found four areas of concern regarding policies and
internal controls:

1-i:‘l"

-
®
[
X3
®
&
*

Management Action. (U~F6H6>Management concurred with all ' . s
recommendatmns and agreed tcs pubhsh farmal pohcles and agreements that reﬂect curr@nt

vvvvv

rlgomus Secunty reviews—and act on the results: and ensure that vahmble SIGINT assefs

N

are both properly safeguarded and fully utilized. ~ | .

Overall Report Classification. (U) TOP SECRET//COMINT// REL TO USA AUS

-

CAN;, GBR and NZL//X1 (b) (1)

Category. (U) Joint Warfightmg and Readiness ; (b) (3) =50 USC 3024 (i)
(b) (3)-P.L. 86-36

“ . DERIVED FROM: NSA/CSSM 123-2
Eﬁppmmg@\ﬁ for Release by N8A en-BT=01=201%, ~ DATED: 24 February 1998
FOIA Case § 79825 M;mwat@ o) | ; DECLASSIFY ON:Xdam
T Release: 2019-06

NSA:08823
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SEEREF 6~

(U Deplnyment Services, Analysis and Production Directorate; NSNCSS
1G, IN-03-0003, 21 November 2003

Summary. (Uh‘P‘-@H@) The Deployment Services organization in theﬁnalysis &
Production Directorate (A&P) was created to optimize agility in responding to rapidly
changing intelligence needs. The organization also manages the training and development
of the analytlc work force. We found that Deployment Services did a good job of getting the
right person in the right job at the right time—particularly in a crisis—and had forged
effective partnerships with the Associate Directorates of Human Resource Services
(ADHRS) and Education and Training (ADET). However, workforce development needed
attention from A&P leadership, starting with an analysis of future training needs
engendered by new toolsets. Human resource databases, developed and maintained by
Deployment Services staff, are labor intensive. PeopleSoft database services from ADHRS

should eventually allow production personnel to concentrate on mission-centric work.

‘ Managemém Action. (U) A&P Directorate, Deployment Serviées, ADHRS, and
ADET are taking corrective action on all of the recommendations.

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY
Category (U) Human Cﬂpltal (b) {3}-P.L. 86-36 “

(U) Information Assurance Solutions Dmsmn,'NSA!CSS IG, IN-03- 0(309

e

- 23 December 2003 e ,_.-; -

*

Summary. (UAEQHSY The I{l‘fgrhmﬁmr Aﬂsurance Directorate’s (‘LAgD)l

% X . -
* & * - = = = ®

* * * *
- ® *
L] - L] *

Th&«dmsmxr f@llaws a'well documented pmcess.aﬁd

methodology, and earns high praise frqm it$ {;hstmners regarding risk management. The
inspection found that the division was’acce‘ptmg many projects that did not méet

* ® . * l

requirements; in order To perform testmg, the] .|division had to do the cust-omer s work—
a waste of Agency resources. Long lulls betiveen projects were inefficient and.fmstranng to
the division’s cadre of technical experts. Cprrecting the problem depends on dp effectwe
IAD-wide requirements and pnorltlzatmn'pmcess and a mechanism to deploy}

| skills where they are most needed. - ‘ *
Management Action. (U S}Thel | division has since been reassigned to
the . as part of t he IAD reorganization. This .

reassignment of ,theﬁfunetion should resolve most of the concerns specific to the
division. The larger IAD issues are addressed in our special study on IAD Corporate Issues.

Overall Report Classification. () UNCLASSIFIED//FOR OFFICIAL USE ONLY
‘Category. (U) Information Technology Management (Systems Security) ’

2 ) - : Release: 2019-06
'NSA08824
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(U) Ft. Gordon Regional Security Operations Center; NSA/CSS IG, INSCOM IG, AIA
IG, NSG IG, JT-04-0001, 13 January 2004

- Summary.+£€3} A joint inspection of the Ft. Gordon Regional Security Operations
Center (GRSOC) by a team from the Service Cryptologic Elements and NSA/CSS found
problems that directly affected the site’s effectiveness and must be addressed at a high level:
(1) assigning enough people and resources to accomplish the expanding mission; (2)
acquiring space to accommodate mission growth and a continuity of operations ‘faci}ity; and
(3) specifying which Headquarters organization is responsible for resolving field mission
" and support problems The team also found two perenmal problems that are not confined
s by senior leadership: (1)
(2) “Jointness Initiatives” are not gettlng the Jevel
of Higher Headquarters support needed for Sm:cess

Management Action. (U) Management is takmg apprg)prlate carrectw& action. -
Overall Report Classification. (U) TOP SECRET// COMINT}’ /REL TC) USA, AUS,

CAN, GBR, and NZL//X1 . | o) (3) 2.1 8636

Category. (U) Joint Warfighting and Readiness

-

(U) Vulnerability Assessments Division; NSA/CSS IG, IN-03-0004, 23 Jénuary 2004

Summary.€€¥ Vulnerability assessments are an important tool {o help protect the
nation’s critical infrastructure of telecommunications and information systems, per
National Security Directive 42 (NSD-42) and Presidential Decision Directive 63. The
Vulnerability Assessment division is part of the Discover Vulnerabilities (DV) triad of
services offered by IAD organizations; it performs high-level assessments that identify
vulnerabilities in the operational information systems of DoD, Intelligence Community, and
selected private sector customers. The inspection found that the organization provides a
valuable service and enjoys a high degree of customer satisfaction, but the workload, at the
time of the inspection, was uneven and insufficient for the ssignees. Moreover,
‘information sharing with other Triad members and with the larger DV community is
minimal. Two issues that contribute to the division’s workload problems are the absence of
both a centrally managed IAD requirements process and a single codified management
process for the triad of DV services.

Management Action. (U) Management has already taken steps to improve its
control environment, particularly in the area of time and attendance. Recommendations
that require action above the Vulnerability Assessment division, symptomatic of larger IAD
process and policy issues, are addressed in our special study on IAD Corporate Issues.

Overall Report Classification. (U) UN(ZLASSIFIED/ /FOR OFFICIAL USE ONLY
Category. (U) Information Technélagy Management (Systems Security)

3 Release: 2019-06
NSA:08825
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(V) Selected System Engmeermg Contracts; NSA/CSS }G ST-03-0019
30 January 2004 :

Summary. (U063 This spemal study reviewed system engmeering
contracts to ensure proper competition. We found that only[ | were sole source
actions, and they were supported by Competition in Contracting,Act (CICA)
justifications and documentation. The remaining actions were efther 8(a) awards to

~ small disadvantaged businesses, orders legitimately placed on pretjously awarded
competltwe actions, or competitively awarded contracts. We did idgntify potential

~ issues with| | sole source contracts regarding questionabig cost growth,
continuing lack of competi‘tm and failure to perform market research These
contracts will be covered in a separaje repert , -

' Management Action. (U) The Ac(;msxtmn organization and the‘Competztmn
,Advocate recently took steps to make it more likely that competition would be utlllzed to

the maximum extent practicable. Y
Overall Report Classification. (U) UNCLASSIFIED/ /F@R OFFICIAL USE ONLY
Categnry 48)) Acqmsxtmn Madnagement RS

*

(b} {3y~P.L. 86-36

(V) Informatmn Assurance Directorate — Corpnrate Issues; NSA/CSS IG,
ST-03-0016, 19 February 2004 ‘

Summary. (UAFFOE8¥Organizational inspections of three IAD dmsmns two of

which are summarized in this Semiannual Report (Information Assurance Solutions and

- Vulnerability Assessments) and one from the previous Report (Operational Network
Evaluations) surfaced four common themes regarding IAD corporate functions that
‘negatively impact the overall Discover Vulnerabilities (DV) activity. This study offered an- -
overarching view of how DV processes are sometimes at cross-purposes with one another
and recommended measures to align them with corporate IAD goals. Key findings of the -
study that warrant further corporate attention are: (1) a porous IAD requirements process
that is not centralized and lacks sufficient corporate structure and oversight to ensure
consistent handling of customer requests; (2) an ineffective, non-cohesive corporate
marketing strategy; (3) lack of central management of DV activities; and (4) ineffective
knowledge management.

Management Action. (U) IAD leadersth concurred with all of the
‘recommendations and has begun to implement corrective measures to address the findings.

Overall Report Classification. (U) UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
Category (U) Information Technolagy Management '

(U) Summary of OIG Efforts Related to the Congressional Joint Inquiry Into
Intelligence Community Activities Before and After the Terrorist Attacks of
‘September 11, 2001; NSA/CSS IG, ST-04-0015, 25 February 2004

Summary. (UfAR6E63> The IG, DoD has started a review of the Factual Findings
- and Record of the “Joint Inquiry Into Intelligence Community Activities Before and After

4 Release: 2019-06
V NSA:08826"
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the Terrorist Attacks of September 11, 2001,” dated 10 December 2002.. Specifically,
Recommendation 16 of this report tasks the IG, DoD to review the findings and record of
the Joint Inquiry “to determine whether and to what extent personnel at all levels should be
held accountable for any omission, commission, or failure to meet professional standards.”
On 12 November 2003, the Director, NSA wrote to the Congress in response to
Recommendation 10 of the same report. His letter referred to a series of specific areas in
which the Agency has been emergetlcally responding to the issues that gave rise to the
recommendation. ’ 4

(U) At the request of the DoD Deputy Inspector General for Intelligence, the NSA
OIG summarized its efforts related to the Director’s response. Since 2001, about half of the
OIG’s reviews, including inspections, audits, and special studies, have been germane to the
Director’s response. The NSA OIG’s report summarized 55 reviews (over 40 completed) for
the period 2001 to 2004. The OIG grouped the reviews into two categories: technological
solutions and programs (includes research and teehnelsgy initiatives, acquisition
‘management, organizational transformation, and mission and systems security); and
collaboration and information sharing (includes relations with partners and customers,
and joint inspections with the service cryptologic elements). It should be noted that the
summary of each review describes conditions as they existed at the time of the review.
Those conditions may be, and in many cases certainly are, materially different as of the date
of this Semiannual Report.

Overall Report Classification. (U) TOP SECRET//COMINT/TALENT
KEYHOLE//REL TO USA, AUS, CAN, GBR and NZL/ /X1

{b} (1)

Category (U) Other (b) (3}~P.L. 86-36

(U) Campaign Supplemental Fuhding; NSA/CSS IG, AU-03- (}604, Q‘hﬁ%rch' 2004

Summary. €83 This report summarized the results of aur andzt of the supplemental

funds NSA received to respond to the events of 9/11 ard the i mvasmn of Iraq. After g/11,
Congress bolstered the Agency’s budget with fo r'emergency supplemental
appropriations for the-war on terrorism and the Iraqi
conflict. NSA’s Directorate of Finance (DF) had to,manage these large supplemental
appropriations under extraordinary pressure apd time constraints. Qur review focused on
the first two supplemental appropriations, which were received from September 2001 to
September 2002 and totaled The audit found that when NSA requested the
initial emergency supplemental, there was no formal process for developing and
documenting this type of request and tracking the underbnng requirements. Two factors
made the task even harder: the Agency had only a short time in which to submit the
requests, and DoD failed to issue specific guidance to supplement the general guidance
published by OMB shcrﬂy after 9/11. The Agency’s situation was not unique; as reported by

- GAO, DoD’s failure to issue specific internal guidance caused uncertainty on appropriate
uses of the emergency funds throughout its components. For the second supplemental, we
encountered difficulty in completely tracking the actual expenditure categ@ries in the
accounting system te the requirement areas because the reportmg “categories” did not
correlate

5 Release: 2019-06
’ ' NSA:08827
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Management Action. (U/-/-P@G@& Since the current administration plans to
continue funding the war on terrorism through supplemental appropriations, it is
important to have an efficient process for managing them; it should facilitate accurate
accounting that tracks how funds are used to the approved requirement. DF recently
developed a template (including description, justification, requested funds, initiating
organization, and point of contact for documenting each requirement in a supplemental
request) to standardize Agency requests for supplemental appropriations. Properly used,
the template should ensure that requirements are documented and trackable, which will
help maintain the Agency’s credibility with Congress. ( (b) (3)-P.L. 86-36

Overall Report Classsf!catlon (U) SECRET//X1
Category. (U) Financial Management et e

*
® * B *

w ¥
« %Y e
+

*
"

(U) Report of Inquiry: !,jg‘gmlmss of[ [Analysis; NSAICSS IG,

Summary.€8Y In August 2003, an analyst alleged that he published a report in
| and that the report's
editing resulted in the deletion of a significant amount of information. The analyst
believed that the deleted information would have been useful to {)t'her analysts
] Our inquiry concluded that the editing was performed in
accordance with established policiés and pmc;edures regarding sanitizatjion of reports
containing sensitive information. Addltlonally, the d'eleted-mfexmagxon was retained for

potential future use. el
Overall Report Classiﬂcatwn (U} TOP SECRET/ /COMINT//X1 §§§ %i»% USC 3024 (1)
Category. (U) Other (b) (3)~P.L. 86-36

(U) Access to S:gnals Intelhgence Databases; NSA/CSS 1G, IN- 04»0001
11 March 2004

Summary. (U6 A “ke;y NSA goal is to share information in Agency databases
more freely among all parts of the extended enterprise and with Agency customers. Just as
this inspection commenced, the Signals Intelligence Directorate (SID) announced a new
policy for gaining access to these databases. As a result, we curtailed the inspection but
made recommendations to ensure that access requests are handled in accordance with the

new transformation goal. We found that SID’s efforts to streamline database access had
gathered considerable momentum.

, - Management Action. (U~FO8&>To sustain this momentum, SID foimals agreed
to publish a policy framework to guide those who make mission-related decisions on
whether to grant access to SID databases; document the main steps in the new process,
along with time limits for each step; and spell out the authorities, roles, and responsibilities

‘of all parties involved in processing requests to access SID databases.

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY
Category (U) Joint Warﬁghtmg and Readmess

6 _Release: 2019-06
‘ ) ¢ NSA:08828
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(U) Possible Vioiations of Federal Law, NSA/CSS IG, i\f—04-0003, 12 March 2004

Summary. (U~ Pursuant to a 1995 agreement between the Justice
Department and the agencies of the Intelligence Community, we requested that the NSA
General Counsel refer to the General Counsel of another Intelligence Community agency
a’ﬂegations of possible criminal misconduct by an employee of that agency and the results of
our inquiry.

Overall Report Classification. (U) TOP SECRET/ /COMINT/ /NOFDRN/ /X1
Category (U) Other

(U) Time and Attendance Investigations, IV-03-0022 (12 December 2003),
IV-03-0047 (9 December 2003), IV-03-0059 (5 February 2004)

Summary. (UHF0H6>The OIG substantiated three separate and substantial
~ “Time and Attendance Abuse” allegations where employees claimed hours in excess of
what they actually worked. Combined, these cases will result in the recoupment of
almost $30,000 in funds paid to employees for hours falsely claimed. One of these
investigations uncovered rampant timecard abuse in one particular Agency organization
and resulted in findings against six of that organization’s employees.

Overall Report Classifications. (U) UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
(all three investigations)

Category. (U) Other = ' (b) (3)-P.L. 86-36

(U) Attack Sensmg and Warnm_g Pregram NSA/CSS 1G, AU-03- 00@3 24 March 2004

Summary.£5> The purpose of the;'Attack Sensing & Warnmg (AS&W) program is
to detect unanthnmed intrusions or mglicious attacks on DoD systems and networks.’
The audit lobked at the Agency’sl major AS&W projects. We found that thi
program has never undergone the type of independent formal review required by
DoD and NSA acquisition regulations. Furthermore, no one has determined when
future program capabilities will be fielded and how much they will cost. The audit also
found that the Defensive Information Operations officials have no formal process for
passing research and development (R&D) topics or requxrements to the Defense
Computing Research Office.

Management Action. (U#FOB6OY Management has agreed to place the AS&W
program in the appropriate category, schedule a milestone review, conduct Operational
Testing & Evaluation, and coordinate R&D efforts with the Defense Computing Research
Office to share information and avoid duplication of effort.

Overall Report Classification. (U) SECRET//NOFORN//X1
. Category. (U) Other (Major Acquisition Prcgram)

T . Release: 2019-06
NSA:08829
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- SECREFH- (b) (3)-50 USC 3024 (i)
« (b) (3)-P.L. 86-36

- (U) Counter Encryption Programs; NSA/CSS IG, AU-03- C)OGE 31 March 2004

x

Summary =£8) The purpose of the audit was to determmé if a counter encryptmn .

program is capable of meeting current and projected customer requirements to counter |
specific instances of strong encryption] .

‘Management Action. (U) Management concurred in the recommendation to
complete the necessary program documentation and to provide it to the MDA at the
scheduled interim review date of April 2004.

Overall Report Classification. (U) TOP SECRET//COMINT-ECI-KES/ /Xl
Category. (U) Other (Major Acquisition Program)

"’ .

8 ) Release: 2019-06
NSA:08830
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OFFICE OF THE INSPECTOR GENERAL

.k

'NATIONAL SECURITY AGENCY/
CENTRAL SECURITY SERVICE

_(U) SEMIANNUAL REPORT FOR THE PERIOD
' 1 APRIL 2004 - 30 SEPTEMBER 2004

'DERIVED FROM: JSA/CSSM 123-2.
DATED: 24 February 1998
DECLASSIFY ON¢k=

Approved for Release by NSA on 07-01-2019;, FOTA Case ¢ 79825 (litigation) [ =
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{b) {(3)-P.L. 8&-3%

() stmmnmum REPORT TO THE CONGRESS

-

For the Penod Apn! 1 2004 Thraugh September 30, 2004

(U) Selected 'Sy'stem Engmeermg Cantraets~ NSA/CSS 1G; ST-04- 0009

21 May 2004 . - .

' system enginéering contracts 1dent1ﬁecf ina recent report as ‘warranting further review, .

Summary.. (U Our review summam,zed the results of our analyses of two

The cantraets*mtﬂ . and

Ihad md},catmns ot questionabie cost gmwth continuing lack of

com etltm'n and Tailure to perform market research, The ourrent review found that the
Contract needs formal task-orders, and the]::]aontract missed opportunities for
competition. We also noted an emerging.issue: mergers and acqmsxtmns within its
contractor base make the Agency vulr eraEle to potential conflicts of interest among its
vendors. The Contracting Dfﬁcer and ow have a formai,miti‘gation plan to resolve this
concern. . \ : . ’ ‘

Management Action. (0) Manaigefent concurred with our retommendation and is

adding the proper task order clauses to the ontract. For the contract, the
OIG d}d not make a recommendation since the contract ended in June 2004 and the benefit
would be minimal.

Overall Report Classification. (U) UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
Categnry (0 (}ther (Acqmsytmn Management) "

(U)‘F‘{estaurant and Civilian Welfare Funds; NSA/CSS IG; AU-04-0014; 28 May 2004

Summary. (UMEe6y NSA’s Restaurant Fund and Civilian Welfare Fund CWF)
are DoD revenue producing nonappropriated fund instrumentalites (NAFIs) that operate
under Army and NSA/CSS regulations for morale and welfare purposes. The financial
statements of the two NAFIs were audited by an outside audit firm, which issued
unqualified opinions. The external audit for FY2003 found that drug store management
and accountability improved significantly after implementation of recommendations made
in our oversight review of the FY2002 audit. The compliance audit of the Flying Activity -
(conducted at our recommendation in last year’s overmght audit of the CWF) identified four
safety areas that need improvement: standard operating procedures, pilot qualification
cards, clearing authority, and refueling away from the Flying Activity. h

Management Action. (U) We endorsed the improvements recmmmend@d by the
safety inspectors; management is acting on all of them.

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE C}NLY

~ Category. (U) Financial Management
DERIVED FHQM: NSA/CSSM 123-2
DATED: 24 February 1998
DECLASSIFY ON=¥t+

ﬁﬁﬁi!.ﬁihiff ‘ Release: 2019-06
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(b) {(3)-P.L. 86-36 . ' : (b} (1)
_ .. : (b) (3)-P.L. 86-36
(UpFeBey] - - |NSNGSS :q " A
| _ e , o
Summiary. €8> The OIG visited all|". .
locations in Sefjtember 2003 and found that| ihas been very effective in its primary .
responsibility— L * | Nevertheless, the -

*
*
-
*
*

|dilute effectiveness and create oversight and
morale problems, especially among the military. Insufficient oversxght guldance, and ... ..
support from NSA HQ contributed to many of the deficiencies noted during our mspectlon

Management Action. (U) Management is taking corrective action on aﬂ
recommendations.

Overall Report Classmcatlan (U) TOP SECRET/ /COMXNT/X:L
Category. (U) J oint Warfighting and Readiness

(U)_'Contract Accountability Investigation; NSA/CSS IG; [V-04-0001; 06 July 2004

Summary. (UA#F6E6>This investigation was a follow-on review'to a FY2003
Special Study that found significant irregularities with the Agency’s novation and :
- administration of a Systems Engineering and Technical Assistance (SETA) contract. The
supplemental investigation determined: 1) that the Government’s involvement in the
“novation of the SETA contract was consistent with the Federal Acquisition Regulation,
2) that the Government’s past performance assessment was skewed by a mistaken
understanding of fact, however, correction of this error would not have altered the
~ Government’s ultimate conclusion regarding one contractor’s suitability for the novation,
and 3) that the Contracting Officer and the former Chief of NSA/CSS SIGINT Programs
were responsible for the contracting deficiencies with the SETA contract.

Overall Report Classification. (U) CONFIDENI’IAL/ /X1
Category. (U) Other (Acquisition Management)

(U) Office of NSA/CSS Representative, Joint Forces Command; NSA/CSS IG;
IN-04-0004; 30 July 2004 | ~

~ Summary. (U/FOHO30ur inspection found that the NSA/CSS Representative,

Joint Forces Command (NCR JFCOM) is not closely aligned with the new Command’s
mission, which is focused on joint concept development and experimentation and has no

- geographic area of responsibility. Effective representation at JFCOM is important because
the Command is the birthplace of short- and long-term changes to the nation’s military and
its warfighting doctrine. We found the NCR not well positioned to do this because it lacks
strategic guidance from HQ and is not accredited to the Command level. Vestiges of a
‘SIGINT support mission waste Agency resources, despite several proposals from the NCR
to reduce staff. The Information Assurance Directorate (IAD), on the other hand, is

“managing a growing portfolio of initiatives with JFCOM. :

SEGRE%‘»‘?E-; = ’ ‘Release: 2019-06
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Ménagement Action. (U) Management concurred with all but one

recommendation and has either developed plans to resolve them or already implemented
appropriate actions.

Overall Report Classification. (U) UNCLASSIFIED //FOR OFFICIAL USE ONLY |
Category. (U) Joint Warﬁghtmg and Readmess ‘

(UrFETe) Camphance with the Federal Information Secunty Management Act
(FISMA) at NSA/CSS; NSA/CSS IG AU~04~0013 SAugust 2004,

Summary 6 The audit assessed the pmgress by the NSA/ CSS Chlef Infc)rmatwn
Officer in specific aspects of Information Assurance since last year’s report on comphance
with FISMA. Our audit found that NSA continues to make positive strides in improving the
security posture of its networks and systems. The Defense-in-Depth approach—focused on -
people, operations, and technology—is starting to come together, but much remains to be

done. |

Management Action. (U086 Since last year’s report, NSA management
reduced the number of systems operating without C&A, established Plans of Action and <
Milestones to monitor the progress of efforts to correct security weaknesses, improved
information technology (IT) security training, and established an Agency-wide Operations

Security program. Furthermore, management took the first step to establxsh averifiable IT

system inventory and i improve the IT investment management process.
Overall Report Classification. (U) UNCLASSIFIE&/ /FOR OFFICIAL USE ONLY

Category. (U) Information Teehnoiow“} Manafrement (b) (1)
(b) (3)~P.L. 86~36

(U#F@&@)-Couectmg Cammunscatmns of a U.S. Person Abmad Without Attorney
General Authorization; NSA/CSS IG; ST»—Oz% 0016; 10 Aygust 2004

Summary~&) the Signals Intelligence Directorate -
(SID) targeted the communications of a U.S. person located abroad without the required
Attorney General authorization. While conducting our inquiry into this mishap, we
encountered strong indications of shortcomings in the control environment that allowed -
this incident to occur| | After interviewing officials
from SID’s Analysis and Production Directorate, the SID Office of Oversight and
Compliance, and the NSA Office of General Counsel, we identified systemic problems that
point to the lack of key elements that are critical to creating a strong control environment

_ for this high-risk activity, including written guidance containing cleaﬂy defined roles and

respcnsxblhtles for all involved in the process, defined policies and procedures, and tailored
training in the pmcess for those who handle special authorizations.

Managemen{ Action. (U) SID concurred with most of our recommendation and is
takmg appropriate C@I‘I‘SCT.IVE action. :

(b) (3)-P.L. 86-36 |

_ Release: 2019-06
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(b} (1)

BE~36

, Overall Heport Classification. (U) SECRET/ /COMIN’I‘/ ,/Xl
(B) (3)-P. L 6~ 36 Category. (U) Other (Intelligence Oversxght) P

v'.
» 'S
« * "

(b} (3)-P.L.

W
[
A .t
¥
bl S

( . _
IG; INSCOM IG; AIAIG;NSG 1G] .+° |

| NSA/CSS

!'-,".t..

= 5

Summary €3 A joint inspection of]|

v sighificant issues for management to address incliide:

. y a team from the Service Cryptologic Elements and
» "NSA/CSS Tound problems that have a direct impact on the site’s effectivehess. The most

Management Action. (U) Management is taking appropriate corrective action. -

. Overall Report Classification. (U) SECRET/ JCOMINT// REL TO USA AUS; CAN,

. GBR, and NZL//X1
: Cataga ry. (U) J th Warﬁahhno and Readmess

- (U) GROUNDBREAKER Contract Casts NSA/CSS I6; 8T~04 0021:
13 September 2004

Summary. (U~F0E63In September 2001, the GROUNDBREAKER (GB) Program

- Office awarded Eagle Alliance (EA) an $11.2 million Delivery Order to implement the

. special modemization provision in clause H.46 of the basic contract. Initially, EA proposed
. immediate replacement of 17,000 desktops within 1 year. Our review of a previous audit’s

* recommendation found that by December 2002, almost 15 months after contract award,
- only 7,000 desktops had been purchased, far short of the 17,000 described in EA's

. modernization proposal. Deficiencies in the contract terms of the Delivery Order made it

. impossible to determine how the $11.2 million was spent or to track any equipment

- purchased with the money.
Management Action. (U) After re‘viewmg the contractor's records,

we

. recommended closing the recommendation in the audit followup system; however, we are

* considering additional oversight of the GB contract in FY2005.

: Categﬂry (U) Other (Acqmmtmn Management)

L]

Summ

L3
‘ﬁ
-
O . B T

L . * By (1)
SECRETHXY (6} (3} ~B.L, 86-36
4

—é@) Dlsbursmg Account at _| NSA/CSS IG;

Cow

*

-

-

Overall Report Class:ﬁca’uon 49 UNCLASSIFIED/ /FOR OFFICIAL USE ONLY

ancial Services '(DFQ):maintains a cash account at
to pay for certairt goods and services;,_[::]
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() (1)
{b) (3)-P.L. 86-386

*
.
*

| At the request

of the Chief, Accounting and Financial Services, the OIG audited the account to resolve an

| apparent $5900 discrepancy and assess the implementation of prior OIG recommendations
to improve cash management at the site. We found a cash shortage of about $2100, due in
large measure to the site’s failure to implement prior OIG recommendations. We also found
that the site was holding excess amounts of cash—in some cases more than the disbursing
agent is authorized to hold—which creates unnecessary risk and makes it harder to balance

" the account. The site bypassed controls to make $3100 in questionable payments,

apparently authorized byi

and not subsequenﬂy challenged by DFa.

Management Action. (U) Manag&ment agreed to report the cash shmrtage tothe
Defense Finance and Accounting Service to détermine pecuniary liability. Management is
also in the process of reducing the excess cash df the site. Finally, controls have been
implemented to avoid making questionable payrﬁents ‘

Overall Report Classification. (U) CONFIDENTIAL

Category (U) Financial Management

*
-
™
*

( ) Special Pmcessmg Laboratory; NSA/CSS IG; AU-D’4-0006 13 September 2004

Summary. (U/A0¥8) The Special Processing Laboratory (SPL) has pmduced
classified microelectronic chips for NSA and other government,organizations since 1991.
However, when rapid advances in the industry left the SPL laggiug from a technological
standpoint, the Director, NSA decided to close the SPL by FY2006.and replace the
capability with a commercial source—a Trusted Foundry Access (TFA). Our audit
determined that the Agency needs a formal plan to transition a critical DoD program to the
TFA. Another concern was payment of a 50-percent salary-based reterition bonus for all

SPL persmnnel including those not affected

organiza
contract

e closure. We also found that the DoD
to fund their portion of the FY2004 TFA

o utillze ‘the econtract, .
................ (b) (3)~P.L. 86-36

Management Action. (UFOES The; JAD is now, eie-vebphfg‘“a transatlon plan.
-|8PL, émpl'eyees from the retention plan for a cost

We accepted IAD’s proposal to exclude}- -

avoidance of aboutf

Regardi
have now formed an Integrated Process Team to work this problem.

ng the lack of]

SA and DoD

* Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY
Category. (U) Information Technology Management

(U#F@t!@j Management of Activities Under the Foreign Intelligénce Surveillance
 Act (FISA) of 1978; NSA/CSS IG; ST-03-0008; 27 September 2004

Summary. €€ Our review of NSA’s management of electronic surveillance activities
conducted under the FISA of 1978 found that those activities generally ensure that the
rights of U.S. persons are protected. However, the Agency’s internal management controls
for those activities make the process confusing and unduly dependent on the unwritten
knowledge of a few people. Managemerit needs to improve controls over the FISA process

3

~~~~~
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to include (1) written guidance that spells out authorities, roles, and responsibilities; (2)
standard operating procedures with step-by-step instructions; (3) tailored trammg on FISA
operations; and (4) metrics to gauge the efficacy of the process.

Management Action. (UHFOES> Management has agreed to define the pertinent
authorities and responsibilities by October 2004. The other control elements—formal
‘procedures, tailored training, and metrics—will be in place by December 200s.

_ Overall Report Classification. (U) TOP SECRET//COMINT//NOFORN//X1
.. Category. (U) Other (Intelligence Oversight) |

() (1)

) (U) Menwith Hill Station; NSA/CSS IG; INSCOM IG; AIA IG; NSG IG; JT-04-0003;
30 September 2004

Qummavw -r-m- Sinpa tha npon Jm’n'\"l' T e g

B R g S e e

ion of Menwith H:di Station (MHS) site -

leadership and N SA H Q have made great strides in correcting longstanding infrastructire -
problems, improving the quality of hfe for all assignees, and transitioning cryptologic host |

‘responsibilities to the Air Force. The joint inspection team found that MHS has
demonstrated exceptional mission successes, but the explosion in target technology exceeds
the site’s capacity to process and store data, while sustained tasking leaves few ~ if any-
resources for new mission development. The joint team noted other areas that require close |
and continued attention from MHS and NSA HQ : 1) jointly integrating and synchronizing

(b} (3)-P.L. 86~36 }f

operations and support|

[

and; 2) directing the revitalization of major interdependent systems.
‘Management Action. (U) Management is taking appropriate corrective action.

Overall Report Classification. (U) TOP SECRET! /COMINT//TK/ /R,EL TO USA
and GBR//X1

Category. (U) Joint Warﬁghting and Readiness

) NSA/CSS IG, INSCOM IG, DAIG

*

- .+ Summary.<8A team fmm the Army Intelhgence and Semflty Ccmmand
(INSCOM), NSA, and’ Department of the Army Inspectors Gene&’ai (DAIG) conducted an
Inspection of the .

. >

*

- Management Aptit;n. (U) Management is taking appropriate corrective action. .

*

{b) (1}

-
-
-#d‘n‘:’-‘::-;:nxvlu

(b} (3)-P.L.

Be—-36

*

*

*

(b} {31-50 USC 3024 (1)
{(b) {3)~P.L. 86-36
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Qverail Report Classmcatmn (U) SECRET/ /COMINT/ /X1
Category (U) Joint Warﬁghtmg and Readiness -

(U) Corporate Level Functions NSNCSS IG; (Numemus Specxal Study Gontrol
Numbers); 30 September 2004

Introduction. (U) During the October 2000 Senmr Day briefing and in subsequent )
'DIRgrams, the Director, NSA (DIRNSA) called for the centralization of mission-enabling
functions. His goals were to dedicate SID and IAD resources to mission accamphshment
- -and to elimiiate duplication of éffort throughout theenterprise. In-April 2003, DIRNSA -
asked the OIG to-determine how well the Agency has met his charge to consolidate
corporatewlevel functions under centralized corporate sponsors. Over the past year, the OIG
completed reviews of the following functions:
Human Resource Services
~ Protocol ;
Legislative Affairs
Acquisition and Finance .
Information Technology Infrastructure Services
Installations and Lm@sncs
Security
Policy
Education and Training.

Summary. )] Durmg our reviews, we found differing degrees of centrahzatmn
We made recommendations to management and management is takmg appropriate action.

Overall Report Classifications. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY
and CONFIDENTIAL/ /X1 :

Category. (U) Human Capztal (for all Corporate«l.evel Function Reports) -

U) ,‘False Cialms; NSA/CSS IG, IV-04-0010, May 2004 -

Summary. (U) An Agency employee deliberately submitted a fraudulent timesheet
reflecting duty time, as well as a fraudulent travel voucher requesting reimbursement for
travel expenses that were not incurred in connection with the employee’s official duties.
Disciplinary action is pending, and the case was referred to the Department of Justice for
possible prosecution under federal false claims statutes, 18 U.S.C. § 287 and 18 U S.C.§
1001.

~ Overall Report Classificaticn. (U) UNCLASSIFIED//FOR ORFFICIAL USE ONLY
. Category.‘(U) Other (Fraud) ‘

7 Release: 2019-06
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(U) Time and Attendance Abuses; §V-04~0035 (10 May 04), 1V-04-0038

(9 September 04), IV-04-0041 (27 September 04), 1V-04-0048 (8 September 04),
IV-04-0050 (17 September 04), IV-04-0055 (24 September 04), IV-04-0062 \
(30 September 04) :

Summary. (UAFSH6> The OIG substanﬁated seven Time and Attendance Abuse
allegations, wherein employees claimed hours in excess of those they were determined to -
have af:tually worked. In the aggregate, these cases will result in the recoupment of almost
$30,000 in funds paid to employees for hours falsely claimed. Several of these cases were
. referred to the U.S. Department of Justice for possible prosecution of violations of
18 U.S.C.§287and 18 US.C. §1001.

Overall Report Classifications. (U) UNCLASSIFEE;D![F{}R OFFICIAL U ‘@E QM.Y (aﬁu
referenced investigations) ,

- Category. (U) Gther (Fraud)

(U) Misuse of Resources; NSA/CSS §G f\f«(}4—002£} June 2004

Summary. (UAFeE6>The OIG substantiated an allegation that a planned TDY for
training was a waste of government resources. The OIG determmed that identical training
could be obtained locally at a greatly reduced rate. Based upon the OIG’s recommendation,

- Agency management cancelled the planned training, saving the Government over $37,000.

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USEONLY
Category. (U) Other (Misuse of Resources) |

m Release: 2019-06 .
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(U) SEMIANNUAL REPORT TO THE CONGRESS
For the Period Qctober 1, 2004 Through March 31, 2005

(U#FOH©) Timecard Accountability in Tailored Access Operations; NSA/CSS IG:;
ST-04-0022A; 20 October 2004

Summary. (U/#FOBO) This special study investigated an anonymous Hotline
complaint regarding two timesheet issues that warranted immediate attention by Tailored
Access Operations (TAO) management. We found that TAQ’s]

. lacked controls to ensure that hours entered into the payroll system matched the hours
certified by supervisors. We also noted inconsistent application of pay entitlements for
Access Operations personnel who improperly claimed regular duty time as well as overtime:
‘and/or compensatory time for time spent travelmg outside their normal work schedule.

Management Action. L) TAO agreed to publish timekeeper verification -
procedures and to obtain an apmmn from Human Resources/Compensation Policy on-
travel time compensation, premium pay entlt}ements, and scheduling duty hours for
personnel required to travel for TAQ mission exigencies. TAO also assured the NSA/CSS

- Office of the Inspector General that this opinion would be applied consistently across the
organization.

*

Overall Report Classification. (U) CONFII}ENTIAL/ /X1

(B} (3) -FP.L. Bo-36

Category. (U) Human Capital

(U) Yakima Research Station; NSA/CSS IG; NSG IG; JT-04-0014; 3 December 2004
Summary.£€¥ A joint team of inspectors from the Naval Security Group and NSA
conducted a joint inspection of the Yakima Research Station (YRS). Our findings focused
on the lack of compliance with regulations and policies. We also noted the lack of guidance
and support from NSA Headquarters (HQ), especially involving mission focus and
resources. As to mission focus, we found that YRS is strategically adrift and requiresa
mission review; NSA needs to validate the site’s mission and make better use of its talented
workforce. Regarding resources, dramatic changes in the site’s technical and analytic
resources in recent years were not accompanied by a cost-benefit analysis of the
requirements.

Management Action. (U) Managament at YRS and HQ are taking carrectwe action
on all of the findmgs

Overall Repnrt CIass:flcatian (U) TOP SECRET//COMINT/REL TO USA, AUS,
CAN, GBR, and NZL//X1

Category. (U) Joint Warfighting and Readiness-

e ——— ; _ Derived From: NSA/CSSM 123-2
1 Approved for Release by NSA on 07-01-2019, Dated: 24 February 1998
| FOIB Case ¢ 78825 (litigation) I , Declassify On: Source Marked-4d=—

Derived From: NSA/CSSM 1-52

- Dated: 20070108

Declassify On: 20390408
Release: 2019-06
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(V) Conti*aétor Space; NSA/CSS IG; AU-04-0001; 13 January 2005

Summary. (U056 The lack of space has reached crisis proportions at NSA.
The current occupancy rate of 97.4 percent is pmjected to reach 101.4 percent by the end of
FY2005. A major factor is the need to house contractors, who now exceed the civilian
workforce. Our audit found that current policy and planning vehicles are incapable of
producing the long-term comprehensive plan needed to manage the crisis and to track the
contractor presence at NSA. We also found that recent initiatives by the Associate Director
of Installations and Logistics (ADIL) and the Senior Acquisition Executive (SAE) to relieve
the Agency’s space shortage by removing contractors were lacking key elements such as: 1) a
formal policy and process for producing a comprehensive long-term facilities plan aligned
with the NSA/CSS strategic plan; 2) short-term plans to relocate people on existing
contracts do not specify how removal costs (estimated at over| jfrom FY2005-
08) will be funded, nor do they give criteria for selecting which contractors to move; and 3)
NSA needs an explicit, enforceable policy on allowing contractors to work if} Agency spaces.

Management Action. (UA#FOE63 The ADIL and SAE nonconcurred on the
grounds that some actions were already in progress before the audit. Our report recognizes
these initiatives, but they are not completed. Moreover, ADIL and SAE have‘not agreed to
set criteria for deciding which contractors on existing contracts to remove; in‘the opinion of
General Counsel, this leaves the Agency vulnerable to charges of favoritism. Censequenﬂy,
we referred this report to DIRNSA and he directed ADIL and SAE to take management

- action.

Overall Report Classification. (U) UNCLASSIFIED//FOR {)FFICIAI;: USE ONLY
Category. (U) Infrastructure and Environment g 3P L. 86736

L
......... oy )
----- NSA/ :
wrrewe .. G3S IG; -
. 2T .“"e * *
. PR T 2" - *
" * & ~
% ® B " . . .
. * L Y
»

Summary. (‘Si‘()ﬁr‘iﬁspectian of the

[ | found some dnphcatmn ef eﬁ

itself and with other organizations . Analvsis and I

We found that:
and across-S2 leads to duplication of effort] " -~ .* - . Jit is

critical to formalize all aspects of information s a-;‘lng in ‘Memarandums of Und rstanding

with parent ag¢ncies that have integrees inf " * relgtionships elements

need attention- customers need to know-gxactly what to’ prowde ina Request for-

Information and to be kept apprised afthe status of their regylests; and leadershlp at the S2,

SID, and Agency levels is not adequately engaged in-the upport mission which has
cteated an adverse effect cnd morale and staffing. v :

Management Action, (U) Issues related to information sharing and customer
rélationships.are now being addressed. [ Inew management is planning an aggressive

approach to tackle these issues afd to improve

. Overall Répnrt Classification. (U) TOP SECRET//C()M}NT//REL TO USA, AUS,
CAN, GBR, andNZL//MR

{b)y (1)
{b) (3)-P.L. B6-36

9 ’ Release: 2019-06
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4 RS E ; ; (b) (1)

(b) (3)-P.L. 86-36 o (b) (3)~B.L. 86-36
E Categhry‘ (U), Jmnt Warfightmg and Readiness “‘»;"“: .
@)—Speclal Smdy g’l‘:rallcred Acéess. Operatmns NSA/CSS IG; ,S’T 04? {10228 ~3
15 February 2005 *. . .. e p
Summary -(S') A spec1al study found that th .

2-(;05 nrogram ha&ex

. L -
¢ . <. s . in
A 4. ¥ A, X,

Poor mmq&umcatlon and coord]nation
ganization, which manages nd
linitiative. Specifically, the speclaf

telated efforts, have im] eded the sticcess of th el+
study found that: 1) the[ Pregram Manager ( M) lacked the authority needed for |
-effectlve oversight of the 005 program; 2) the Poos PM did not effectively  *
_erjgage other TAD Offices, especially the Fmgram Management Office, in defining
005 requirements; and 3) Program progress was not always accurately assessed and
repﬂrted to Agency leaders.

Management Action. (U) The TAO Group Chief has assumed the role of[:jM
i PM organization directly under her. She plans to formalize the

eam structure to enhance
cominunication, clearly deﬁne requirements, and foster teamwork within TAO and with the
contractor.

Overall Report Classification. (U) TOP SECRET//COMINT//ORCON,
NOFORN//MR

Category. (U) Acquisition Processes and Contraet Management

)
NSATCSS 1G] |

Summary.-58> A Joint Inspectors General team concluded that implementation of
the] . ] while progressing, got off to a poor start

and is currently impeded meadershlp disagreements and procedural differences between
the parent Agencies. TheDifectors of the Agencies must ensure that senior leaders at
re fully committed to implementing thD Specific findings of this joint

review include the foll()mng* 1) the four mlssmns that have already transitioned to the

re beginning to preduce the desited synergies; 2) while the four implementing

ocuments of spring 2004.suffice in the short.term, they do not provide sufficiently

detailed, long-term directip1} needed to fully jmplement th oncept and ensure
productive and efficient operations; 3) seniqr leaders have not resolved the leadership
dxsagreements at the site, which stem from 'widely diverging views on|
implementétmn, and 4) officials need tg resolve implementatiop.and procedural differences
regarding foréign partner Iﬁ.‘formatlon sharmg‘, ftmdmg}_and the management of hmnan

resources. - F e . o

- - * *

-
e

{(b) {3)-P.L. B6-3¢6
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Management Action. (U) Management concurred mﬂrthe recammendatmns
directed to their respective offices. A number of efforts are underway to Implement the
recommendations, and several actions have been completed

Overall Report Classification. (UJSECRET//COMINT//TALENT :

KEYHOLE//NOFORN//25X1 . X
Category. (U) Jomt War'fightmg and Readiness e ,‘,;.fb’ () -F.L. 86736
|-<-‘9)l N NSA/CSS IG; INSCOM IG: :
1 :
Summary. £} A Joint I ; ~ M INSCOM and NSA/CSS -

conducted an inspection at The team found problems.that
have a direct impact on the site’s effectiveness. The mcast significant issues facing the ﬁxte S

f [ The report has been provided for information pufposes
to appropriate NSA elements. The NSA/CSS OIG will follow up on many of the issues in the
report during our 2005 joint IG inspection of] l

Management Action. (U) Management concurred with the recommendations and
is taking appropriate corrective action.

Overall Report Classification. (U) SECRET/ JCOMINT//MR.
Categury.‘ (U) Joint Warfighting and Readiness

V) Possible Violation of Federal Law; NSA/CSS IG; IV-04-0047; 28 October 2004

Summary. ((FFFEH6) Pursuant to a 1995 agreement between the Department of
Justice (DOJ) and the agencies of the Intelligence Community, the NSA/CSS General
Counsel referred allegations of possible criminal conduct by an NSA employee to the DOJ.
The results of the OIG inquiry into this matter were also forwarded to DOJ.

Overall Report Classification. (U) TOP SECRET//COMINT//X1
Category (8)) O’ther (Intelligence Oversight) “

(U) Time and Attendance Investigations; NSA!CSS 1G; IV-04-0056
(16 November 2004); IV-04-0064 (5 November 2004); IV-05-0001 (22 December 2004)

Summary. (U~8£6563The OIG substantiated three Time and Attendance abuse
allegations, wherein employees claimed hours in excess of those they were determined to
have acmally worked. In the aggregate, these cases will result in the recoupment of almost
$20,000.00 in funds paid to employees for hours falsely claimed. Two of these cases were
referred to the DOJ for poss:ble prosecution for violation of 18 U.S.C. § 287 :
and 18 U.S.C. § 1001.
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Overall Report Classifications. (U) UNCLASSIFIED/ / FOR OFFICIAL USE ONLY
(all referenced investigations) .

Category. (U) Other (Fraud)

(U) Misuse of Resources; NSA/CSS IG; iV—04-6054; 8 February 2005

Summary. (U) The OIG substantiated an allegation that an Agency employee was
using Agency computer systems to manufacture counterfeit rebate coupons for submission
to commercial computer manufacturers for personal gain. Disciplinary action is pending,
and the case was forwarded to the NSA/CSS Office of General Counsel for referral to the

DOJ.
Overall Heport Classmcatien (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY

Category. (1) Other (Misuse of Resources)

h ~ Release: 2019-06
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(U) SEMIANNUAL REPORT TO THE CONGRESS
For the Period April 1, éoos Through September 30, 2005

(U) Kunia Regional Securlty Operations Center; NSA/CSS IG; INSCOM IG; AlA IG;
NSG IG; JT-05-0001; 31 March 2005

Summary. (UHFEE07A taam of inspectors from the Service Cryptologic Elements
and NSA conducted a joint inspection of the Kunia Regional Security Operations Center
(KRSOC). KRSOC is the first Regional Security Operations Center to be inspected by the
Joint IG Team since the issuance of NSA/CSS Policy 1-3, NSA/CSS Governance, and the
announcement of the NSA/CSS Build-Out. We found the site Headquarters relationship to
be generally positive; some costly site-directed initiatives had not been coordinated with
Higher Headquarters; and communication between KRSOC leadership and the SIGINT
Analysis and Production Directorate needs attention, especially in light of the NSA/CSS
Build-Out, which will require close collaboration i in order to succeed.

Management Action. (U) Management is takmg appropriate corrective action.

Overall Report Classification. (U) TOP SECRET//COMINT//REL TO USA, AUS
CAN, GBR, and NZL//MR -

Category. (U) Joint Warﬁghting and Readiness ;(m (3)-P.L. B6-3 ii!
'(U) Attack Sensmg and Warning Program (Followup); NSA/CSS IG; S“%‘-(35~0014
28 April 2005 § :
Summary. (U~E6H63 The purpose of the Attack Sensmg anc} W’armng (AS&W)
Program is to protect| "
The 2004 audit report

found that the AS&W program had not undergone the type of independent review requ:red
by DoD and NSA regulations for hlgh—dﬂliar programs. As a result of our followup rewew,
we were able to close out four of the six recommendations made in the 2004 final report.
We found two recommendations that management had not addressed: The Defensive
Information Operations Group has not developed the documentation required by DoD and
NSA acquisition regulations and the same Group did not assign a qualified acquisition
manager to the program as required by DoD and NSA acquisition regulations.

Overali Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY

Category. (U) Infrastmcture and Environment

S ; ; Derived From: NSA/CSSM 1-52
& | for Rel by HSA 07=01=2019 Dated: 20041123
Approved Tor Belease by HSA ore O7-01+2018, : » POOGAD n
| FOIA Case # 79825 (litigation) Declassify On:
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(U) Cryptologic Mission Management Program NSA/CSS 1G; AU-04-0005;
3 May 2005

Summary. (UAFSH6>We found the Cryptologic Mission Management (CMM)
Program Management Office was staffed by qualified and experienced acquisition and
engineering personnel focused on program results and compliance with DoD and Agency
acquisition management requirements. However, a recent review by an Integrated Process
Team (IPT), led by the Agency’s Chief Systems Engineer, made recommendations to help
reduce technical and other program risks. Carrying out the IPT recommendations will
postpone the Milestone B decision for CMM Increment 1 from the end of September 2004
to May 2005. Specifically, our audit found problems with the CMM risk reduction efforts
known as the Focused Demonstration Operational Capability in the following areas: Award
Fee determination; Deliverables; and Unverified Costs.

Management Action. (U/A6H6) Management is acting on all but one of our
recommendations. The SAE nonconcurred with our recommendation to establish a process
to resolve major disagreements on the award fee. Our recommendation is necessary to
prevent future arbitrary award fee decisions as well as fraud or wrongdoing. Therefore, we
are requesting that SAE reconsider his nonconcurrence.

Overall Report Classification. (U) TOP SECRET/ /CDMINT/ /MR
Category. (U) Acquisition Processes anﬂ Contract Management

(Ufi‘Feﬁe}Nuclear Weapons Personnel Reliability Program; NSA/CSS IG;
AU-04-0010A; 26 May 2005

‘Summatry. (Uh‘F@E@}-The purpose of the Nuclear Weapons Personnel Rehablhty
Program (NWPRP) is to ensure that everyone who performs Nuclear Command and
Control (NC2) duties meets the highest standards of reliability. Our audit found that the
| ktrengthened the NWPRP control environment
by implementing the recommendations from eur 2002 review, but the following issues need
attention: { , |

' Management Action. (U//FOE6>Management agreed to implement a formal - -
training program for NWPRP management and support persom’;el designate the Staff . .
Security Officer as the official responsible for advising the program on security eligibility; .

establish formal procedures for NWPRP drug testing; and formally determme the status hf

Overall Repurt Classification, (U) CONFIDENTIAL//MR (2L 01 E-L. 86«35&

Release: 2019-06
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Category. (U) Joint Warfighting and Readiness

(U) Office of Equal Employment Oppoﬂumty, NSA/CSS IG; ST-05-0002;
1 June 2005

Summary. (U) The study found that mandated timelines related to the investigation
of formal Equal Employment Opportunity (EEO) complaints are not being met. In
addition, data related to EEO complaints, which must be posted on the Agency’s public
website, was incomplete and inaccurate, and NSA’s FY2004 EEO Program Status Report,
due by 31 January 2005, was not submitted to the Equal Employment Oppnrtumty
Commmsmn until late April.

Management Action. (U) Management concurred with the recommendations to
correct the issues described above.

Overall Report Classification. {8)) UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
Category. (U) Human Capital | “

(U) Classified Material Destruction; NSA/CSS IG; ST-05-0022; 7 June 2005

Summary. (UAF6H6> An anonymous complaint sent to the Director, NSA and the
Office of Inspector General (OIG) alleged that Eagle Alliance (EA) was utilizing government
resources and processes to dispose of EA computer equipment. The GROUNDBREAKER
contract stipulates that EA is responsible for disposal of EA computer equipment. The
complaint also stated that EA did not have standard operating procedures (SOPs) for
disposing of computer equipment. Our special study found no evidence that EA was using
government resources to dispose of EA-owned computer equipment. However, EA has not
instituted two elements required by the contract: written SOPs covering its disposal process
and a process for disposing of hard drives after removal from EA-owned computers. We

raledMEAjworinz approximatelvl |

e

recommended an immediate decision to either have the Agency take over the disposal
function (amendmg the contract accordingly) or reqmre EA to comply with the contract *
terms.

Management Action. (U) EA will provide its position in writing to theMaryland A
Procurement Office. Senior officials will then present the Agency's approach i, wmtmg L

the OIG.
Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL l'.ISE ONLY‘ .
Category. (U) Acquisition Processes and Contract Management ; ‘
(U) Contract Rates for Office Space; NSA/CSS IG; AU-04-0019; 8 June 2005 : :

Summary. (U) NSA has operated under a model that collocates contracters with the

(b} (3)~F.L. Bg-3%6

3 ) Release: 2019-06
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missions they serve. Our audit found that Contracting Officer’s Representames (CORs)
were not validating on- and off-site costs charged for the contracts in our sample. Since
overhead rates for work done at contractor facilities are usually higher than for government
facilities, NSA wuld be paying off-site rates for contractors who are actually working on-
site. ‘

Management Action. (U) The M‘aryland Pmcurement Office agreed to issue
guidance that requires contractors to provide a breakout of on- and off-site rates and hours
on invoices and to require CORs to check the on- and off-site rates and hours.

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY
Category. (U) At::qu;sman Processes and Contract Management [®y(3)-# 1 86-36

it

PR l' :
(U#©U6)-Followup Inspection: Special U S Liaison - - " o |
NSA/CSS IG; INSCOM IG; NSG IG; AlA I ’
ummary. (U7 ‘followup joint inspection of the Sggg!xal U.S. Llaxsan

- *

»
- *

NSA/CSS found significant progress from the April 2’004 joint 1IG mspectzcn
in the areas of training, intelligence oversight, security, communigations, and information
assurance. Civilian employee recruitment has improved, albeit glowly; however, Se\;era}
findings remain open, pending action by NSA Headquarters. *

Management Action. (U) Management cencurred wx& the remmmendatmns and
is taking appropriate corrective action.

Overall Report ﬁiasssﬁcation (U) SECRET/ /COMINT/ /REL TO USA, CArN GBR,
and NZL//20291123

Category. (U) Joint Warfighting and Readinesé

-
NN N T A Y

.4
. %

(U) Tailored Access Operations; NSA/CSS IG; ST-04-022C; 19 July 2005

Summary (UH#6563-This study, the third in a series of three reports on the
Agency’s Tailored Access Operations (TAO) t)fﬁee, focused on the control envmmment We:™*

found that: 1) .

Management Action. (U) TAQ'management concurred with all OIG
recommendations and plans to take gorrective action by 1 October 2005. ‘The Finance
Directorate will move the reimbursgment process to the Disbursing Office to

Release: 2019-06
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Overall Report Classification. (U) TOP
SECRET//COMINT//NOFORN//220291123

Category. (U) Joint Warfighting and Readiness

(U) FY2005 Report on Compliance With The Federal Information Security
Management Act at NSA/CSS; NSA/CSS I1G; AU-05-0004; 5 August 2005

Summary.<£€) NSA is making a concerted effort to address the weaknesses
identified in our FY2004 audit of compliance with The Federal Information Security
Management Act (FISMA). Although impediments still exist to achieving the Agency’s
certification and accreditation (C&A) goals, the Chief Information Officer (CI1O) has made
progress. NSA continued to maintain and track a Plan of Action and Milestone to address
the inadequate C&A of Agency systems, identified as a material weakness in FY2002.

- However, we discovered several weaknesses in the Agency's IT security posture during our
FY2005 FISMA review. We found that NSA has|

Management Action. (U063 The CIO has made a concerted effort to address
FISMA requirements. This includes holding regular FISMA working group meetings, .
prmndmg a data call to all responsible organizations to address reporting requirements, ahd
raising awareness of FISMA requirements. In addition, the CIO established labs to perform
vulnerability testing and penetration testing and secured additional resources to help create
the documents associated with certifying mission-critical systems. .

Overall Report Classification. (U) TOP )
SECRET//COMINT//NOFORN//20291123

Category. (U) Information Technology Management

|
[(b) (3)-P.L. 86~36]

(U) NSA/CSS Representative Pacific (NCPAC); NSA/CSS IG; §N4€35-0D62;
16 August 2005

Summary. (UAEEH63> Our inspection found that the Agency is well represented
by the NSA/CSS Representative (NCR) Pacific and his staff. Pacific Command :
(PACOM) officials we interviewed had a high opinion of the NCR and his staff and
regard them as a “model” of effective NSA/CSS liaison. Innovative NCPAC initiatives
include embedding overE:bf the NCPAC staff in PACOM activities. Increased
levels of support in the information operations arena are also highly valued by the
Command. Areas for improvement intlude the fnllamng NSA/CSS Policy 1-3 on
governance does not conform to actual pmctme in the Pacific Theater; the operational
span of control for the NCR is unclear; . the Regional Communications
Security Monitoring Center, does not have enongh assignees to perform its mission; and
NCPAC's representational efforts to PACOM suh~cammands in regard to Informatwn
Assurance are insufficient. ‘ _ . ~

.
*

[(0) (3)-P.L. 86-36

. 5 . Release: 2019-06
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{by (3y~B.L. B&6~36

*
*
P

Management Action. (U) Management concurred i m afl recommendatmns, mne
of which are already closed. . -

Overall Report Classification. (U) SECRET,/ /COMINTﬁREL TO USA, AUﬁ, CAN, .
GBR, NZL//20201123 A . ‘

Categary (U) Joint Warﬁghtmg agé‘Readxness R ot

-
-

) nsacssia] - - | 1
"~ Summary. (UHF0E6) Our inspection of the| .’ .
organization found that major development programs; including

have potential, but their ultimate
successh t the Directorate and Agency
levels. The Signals Intelligence Directorate leadership must act quickly to manage the risks -

Management Action. (U) The Director for Analysis and Production concurred with
all of the recommendations and convened an Integrated Product Team to address them. ‘

Overall Report Classification. (U) SECRET//REL TO USA, AUS, CAN GBR, and

NZL//20291123
Category (U) Joint Warfighting and Readmess () (3)-P.L. 86-36
el ‘  nsacss i -
. Summary. ¢3-We VlSl‘ted three sites selected on the

basis of location, risk, and reported oversight issues. Based on our findings, a
repiesentative of SID is working with.one of the sites to improve analysis and reporting on
SIGINT collected there, while another site launched a comprehensive reassessment of its
ability to contribute to the national SIGINT mission and satisfy the requirements of

| * | We also recommended that
thelr emergency action procedures. To thatend,] as now clarified its emergency

operations precedpres, andl . E ﬁgree& to conduct emergency
dI'IHS * ’ *

~-Overall R'eport CIassﬁ;catmns» (U) TQF SECRET//COMINT//zazguzg (all
three reports) .

P 0 *

Category () Jaint-Warfrghtuxg and Readiness

* * *
- *.
- * .
LI
* ¥
- *
$
ul

(b} {1}
(b} (3)-P.L. 86-36
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{b) (1)
() (3)~P.L. 86-36

(U) Electronic lntell;gence (ELINT) Modermzaﬁ@n Pragram, NSA/CSS | G
AU-05-0001; 19 September 2005 . h

Summary.£8) Budgeted to receive} from FY2004-11, the ELINT
Modernization Program is intended to develop, integrate, and deploy the capabilities

needed to fill the gaps identified in a studj conducted at the behest of Congress. The
- audit identified two significant problems: i . I

e et

Management Action. (U) Management concurred with all recommendations and
corrective action is underway. '

Overall Report Classification. (U) SECRET/TALENT KEYHQLE//20291123

: ‘ (b) (1)
|{b) (3)~P.L. 86-36} _— . . ~ . ; (b) (3)~50 USC 3024(1)
- - {f}afegory. (U) Joint Warﬁghﬁng and Readiness RSO
- ) . e NSA/CSS IG; INSCOM IG; AIA IG; NBG IG
‘ .‘ '.' l | ‘* . :
- Summw team of inspectors|

Managément Action. (U) Management is taking appropriate corrective action.

Overall ﬁeport Class:flcétlon (U) SECRET//COMINT//REL TO USA, AUS, CAN,
GBR, NZL//20291123

Category.‘ (U) Joint Warﬁghtmg and Readiness

(U) Precious Metals Recovery Program, NSA/CSS IG; ST-05-0005; -
19 September 2005 <

*

Summary. (U/fFGH-G)-The Precious Metals Recovery Program (PMRP) recycles
-film, circuit boards, and microchips for NSA, DoD; and other Intelligence Community
‘customers. Our specxal study found that the PMRP] |
l ; [and no formal

plan to spend the funds generated from recycling microchips.

: 7 Release: 2019-06
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B {b) {1}
SEEREFHI0291123- (b) (3)-P.L. 86-36 |

Additionally, the policy establishing the PMRP has not been updated since 1991, and

internal controls are needed to safeguard the precious metals that are recovered when
mmrochlps are recycled.

Management Action. (UHFOH6>-Management nonconcurred with our
recommendation to develop a plan to spend these funds rather than letting the money
accumulate. Consequently, we are forwarding the report to the Comptroller.

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ON

Category.‘ (U) Other

®) NSA/CSS iG]

fﬂ,"#'f*'%#ﬂﬂﬂ‘,ﬂﬂﬂ#ﬂﬂﬂ‘ﬂwﬂﬂ

Summary. €83 Our functional inspection of NSA’s program tof - ]

* _}which is managed by the Signals Intelligenee Directorate

. (SID), focused on analysis an »trammg with the goal of determmmg whether SIGINT V

analysts . We foundthat Agency and

SID leaders have not conducted a-Tisk assessment to determine the appmpmate levelof «

effort for| Jand Ageney policy does not adequately, address the authorities anﬁt
responsibilities for this function. Mareaver, NSA'’s Impleinentation Plan for

|d0es not addtess a key gaal of the Director af Central Inteﬂmence |

. . *
* v -
3
* * »

*
*
L3
%
*
%
*

- -
" LS
* * »*
¥ 4
*
& " EYY

X

Management Action. (Uj Management concurred mth ‘our recmnmendatmns and
- is taking appropriate corrective actioh. ,  *, *,

‘ ﬁ‘

Overall Report Classification. (U) TDP«SE@RE-T//RELTO USA: MJS CAN, GBR,
NZL//20291123 , .

* -
0’\ »

. -
Category. (U) Joint Warfighting and Readinesy: . :
E{b) (37-7.1. 86- 3»5{

(U) Information Technology Directorate Field Lla'isnn Division; NSA/CSS IG;
IN-05-0005; 20 September 2005 Lot

Summary. (UHreH6) The Infermanon Technology Directorate’s (ITD) Field
Liaison Division is 3 Iorgamzatmn created in January 2003 as a direct respanse to
recommendations from several Joint IG inspections. During the inspection, the Field
Liaison Division’s leadership changed and the ITD restructure began, resulting in a new
focus for the Division. Nevertheless, the Director for IT asked that we proceed with the
inspection to help identify problems or issues that need to be considered in ITD's
restructuring and consolidation efforts. To this end, we issued a letter report advising the
Director for IT of areas in need of attention as the ITD consolidation continues. Our
inspection found that the Field Liaison Division has had a positive effect on the Extended

8 Co ‘ Release: 2019-06
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Enterprise; however, as ITD implements its concept of centralized management with
decentralized execution, close attention should be given to the following: clearly
delineating roles and responsibilities; implementing a mechanism for assessing the
effectiveness of the new structure; and providing a dynamic, up-to-date, and useful NSAN et
_presence.

Overall Report Classzflcaﬂon. () UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
Category. (U) Informatmn Technolcgy Management

(U) Meade Operations Center; NSA/CSS IG; INSCOM IG; AIAIG; NSGIG;  [(5) (3)-F.L. 86-36|
JT-05-0006; 30 September 2005 - ettt .

w * "

n“"“

| ]Meade Operatlons Center (MOC)) in 2002. A
followup inspection in 2003 assessed progress in several areas, including Command
Topics and Mission Operations. In keeping with the three-year inspection cycle for
major field sites, the Joint IGs scheduled an inspection of the MOC to begin in August
~2005. Our preparation for this inspection revealed that the predominant theme of the
two premous inspections remains unresolved — the persistent lack of documented
mission and an effective governance mechanism or chain-of-command. In a Joint IG
Management Advisory Report, the Joint IGs suspended the on-site phase of the
inspection until the Signals Intelligence Directorate (SID) clearly documents a mission
and begins to exercise an effective governance approach for the organization. The Joint
IGs concluded that the unresolved issues are unlikely to improve without a zero-based
review to determine the missions, if any, that are best performed by the MOC, and 2) the
implementation of effective governance from SID of those missions.

Overall Report Classi fication. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY
. Category. (U) Joint Warfighting and Readiness

(V) !napprdpriata Representation Before the Government and Misuse of
Resources; NSA/CSS IG; IV-05-0005; September 2005

Summary. (UAEGUO3 An NSA/CSS emp}oyee who established a software company
‘inappropriately represented his company in a “pitch” meeting before the Government. This
employee also misused Government resources to solicit and conduct private business.
Furthermore, the employee and his business associate knowingly misused Government
Information Systems to solicit business for their private company. Due to the potential
Title 18 violation, the matter was referred to the DoJ for a prosecutive opinion.

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY

Category. (U) Personnel/Standards of Conduct Procurement and Contract
Administration ~

9 ' 7 Release: 2019-06
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(U) Inappropriate Representation Before the Government; NSA/CSS IG;
IV-05-0011; June 2005

Summary. (UAESHEO) An NSA employee who' momnhghted” part-time for an
-Agency contractor inappropriately represented the contractor in a meeting before the
Government, in a particular matter in which the United States was a party and had a direct
.interest. Due to the potential Title 18 walatmn, our report was referred to the DoJ for a
prosecutive opinion.

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY
Category. (U) Personnel/Standards of Conduct

(U) Time and Attendance Investlgattons NSNCSS 1G; IV-04-0040
(31 May-2005); IV-05-0008 (23 May 2()(35) lV-GB-(}OES (9 September 2005):
IV-05-0032 (9 September.2005) -

Summary. (UASEE3 The OIG substantlated four allegations of Time and
Attendance abuse, wherein employees claimed hours in excess of those they were
determined to have actually worked. In the aggregate, these cases will result in the recovery
of approximately $46,500.00 in funds paid to employees for hours falsely claimed.

Overall Report Classifications. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY
(all referenced investigations)

Category. (U) Other (Fraud)

10 Release: 2019-06
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(U) SEMIANNUAL REPORT TO THE CONGRESS
(U) For the Period October 1, 2005 Through March 31, 2006

im (3)-P.L. 86-36]

*

(U) Commm on Laptop Computers; NSA/CSS IG; ST-05-0015; zs.wéber 2005 .

(UHPOUOY Summary. After conducting many, mves‘tlgahons of fmssmg }aptop*
computers, the Compromise and Computer Enrvensms @fﬁﬁe asked the*NSA OIG to review
the Agency's inventory processes and »&etenmse whether the Agency'has adequate confrols
to track and account for laptep bomguters ‘Qver ‘the past 3 years, the Comprémise and .
Computer Forensics Office conducted [:]'mvestxgahens of missing laptops biit was unable
to locate[ | (" Jclassified, [;[of unknown classification, and[_[unclagsified) of the[ |-
laptops. Such losses, while Tinancially immaterial, ragse ceuntemntelhgenne cncerns.

(U#F@H@)-Management Action. To addsess the root cause of the }mgses—-the }ack
of hand receipts for laptops—the Security, Logistics, and OIG organizations are :
strengthening the enforcement of laptop controls, including penalties for pex;sonne} wha dn
not comply with the hand receipt requirement and managers who fail to enfdrce it. The: .
three organizations will meet every 9o-days to discuss the enfareement of the‘hand rece}pt .
policy and ways to hold managers. accountable . .-

(U) Overall Raport Classrfmat!an CONFIDENTIRL
(U) Category. Infuvmatmn Technology Managemm

W
* . .

.p

() — — NSA/CSS IG :

(UHFEYEYrSummary. |

*

E
*

(U) Management Action. Management agreed to act on all our remmmendannns
However, Signals Intelligence Directorate and Information Technology Directorate are still
‘working out the appropriate division of effort and respons;bﬂmes for managmg and
nptlmlzmg data flow. :

Derived From: NSA/CSSH 1-52
Dated: 20041123 .
Declassify On:-2026+4a8"
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(U) Overall Report Classification. SECRET//COMINT//REL TO USA, AUS, CAN,
GBR NZL \

(V) Categnry Joint Warfighting and Raa&mess

(U) Misuse of Government Resources; NSNCSS IG; v-esu{)(}z? 17 November 2005

(U#S6Y Summary. The OIG's Offices of Intelligence Oversight and
Investigations conducted a joint inquiry\inte an allegation that an NSA/CSS employee
violated applicable law and regulation by usmg Government property for unauthorized and
unofficial purposes. We substantiated the misuse allegation and referred the matter to the
NSA/CSS Office of the General Counsel, for consideration of referral to the DOJ.

U) Overall Report Classification. TOP SECRET//COMINT
(U) Category. Other (Intelligence Oversight)

(U) Contractor Performance Mahagement and Evaluation of the
GROUNDBREAKER Contract; NSA/CSS IG; AU-05-0002; 16 December 2005

(UAFSH6) Summary. This audit focused on improving the use of rewards and
penalties to motivate the contractor to optimize performance. Our audit found that,
although the modernization goal of May 2004 had slipped by 17 months, the contractor
received $10.7 million out of a possible $20.9 million in award fees for modernization. In’
this case, award fees were not used in a way that motivated the contractor to meet a crucial
perfarmance goal. Additionally, millions of dollars in service credits (penalties for failure to
deliver agreed-to services) that should have been credited to the Agency were not recorded
as accounts receivable and reported on financial statements. This ultimately cost the
Government $300,000 in finance or interest charges from July 2002 to March 2005.

(U) Management Action. After initially nonconcurring with our recommendation
to improve modernization incentives, management revised its position and is developing
new, more objective incentive criteria. Corrective actions are now under way or completed

- on all six recommendations.

(U) Overall Report Eiassrfscatsan CONFIDENTIAL
(U) Category. Acquisition Processes and Contract Management, .

{b) {3)~P.L. B86-38

w, Ey Fud®
;;;;; i )
‘‘‘‘‘‘‘‘‘
‘‘‘‘‘‘ PRl "

Report-onthe ‘Auditofthel . .- - ", e e .i‘;
Procurement and aci'ateq lnfras‘tructure ngram NSA/CSS G .

*

L]
£
- * *

(UffFEU8) Summary The af}\flsa ort 1dent1ﬁed potential issues that sm‘-fachd

during the survey phase of our audit of th

‘ Procurement and Associate& lnfrastmcture Program. We curtailed our surveyaitt,r
reviewing a zero-based review r of Cryptanalysis Explmtatmn Services, which included

Our survey supported the conclusions of the zero-based review: lack of sustained funding
threatens the] infrastructure; the physmzﬁ facilities are inadequate; acquisition

2 Release: 2019-06
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(b} (3)-P.L. B&~36

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

practlces are mcenmstﬁm*, and there i is, znsufﬁment mission assurance ferD In addition,
our survey indicated that the Portfolio Maﬁagement Office lacked sufficient authority over
program execution andl resoyrees. el

(U) Managemént Action. Since the recommendations faDin the zem—based
~review are related to the mdicatxms noted durmg our audit survey, we will track completion

in the OIG Followup gystem. ..
. (U)Overall Re ort Giassifmatmn, TOP SECRET//COMINT//REL TO USA, AUS,
CAN, GBR, NZL, .

(U) Category Acqmsxtion Pmcessw and Contract Management
(U) Nuclear Comma'nd and Control (NC2) Program, NSA/CSS IG; AU-04-0108B;
23 January 2006 - .

dit revealed that the] ' |
oard and management of the 'Nuclear

Command and Control Program (NC2

(U) Management Action. Management agreed to act on all recommendations.

(U) Overall Report Classification. TOP SECRET//NOFORN |(2) (3) -s0 usc 3024 (4)

(U) Category. Joint Warfighting and Readiness () (3)-P.L. 86-36

(U) Aerospace Data Facility; NSA/CSS IG; INSCOM IG; NSG IG; AlA IG; JT-06-0001:
23 January 2006 A

~+5rSummary. The joint inspection found that the Aerospace Data Facility has

- 2) NSA HQ .
organizations have not provided policy, standards, or oversight of various efforts across f:he :
Extended Enterprise; and 3) the lack of a mission management tool.hinders the site’s ability -

to optimize its role in consolidated mission planning and execution. .

S *
*

] ' (b} {1}
SECREFHIH293323 (b) (3)-P.L. 86-36
3 NSA:08738
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(U) Management Action. Management concurred with the recommendations and

is taking appropriate corrective action.

(U) Overall Report Classification. TOP SECRET/ /COMINT/TMNT

KEYHOLE//REL TO USA, AUS, GBR
(U) Category. Joint Warfighting and Readiness

(UrFOUO) Red Team Targeting of the

NSA/CSS IG; r B (NEIR MR |

iiiiiiiiiiiiiii

(UHFOHYEY Summary. The National Defense Authorization Act of Fiscal Year 2000 +
directs the National Counterintelligence Executive (NCIX) to submit an annual report to
the Secretary of Energy and the Director of the Federal Bureau of Investigation on the

reee

security vulnerabilities of the computers of the DOE’s national laboratories.

T el N W Wy Mo e W Mg W A W e e e e

(U#FSYe-Management Action. NSA management has amended the Red Team

process and procedures to require, for each exercise,

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY

(U) Category. Joint Warﬁghﬁng and Readiness

" (U) Post-Accreditation Process for Information Technology Systems; NSA/CSS IG;

ST- 05~0018 16 February 2006

(UKFEU®) Summary. Our special study of the post-accreditation pmcess for

information technology systems sampled| vstems that recently went through the
accreditation process and wer: :, lof the systems
were not operational and, ‘., .
T (3 -p.L. 86-39
e
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(b) (3) -P.L. 86-36 ~SECREFH20291123

(U) Management Action. The Information Assurance Directorate responded that it
is working on a post*accredltatlan process that satisfies the recommendations of the OIG

report.
(U) Overall Report dlassiﬁcation TOP SECRET//NOFORN [ ()~~~
(U) Category. infarmatlon Technclagy Management e . .
~(€3 SIGINT Activities | : {NSA!CSS IG, | NSCOM IG; AIA IG;

1 ‘e
{SrSummary. A joint team of inspectors from the AIA, INSCOM, and NSA ‘

Inspectors General conducted an inspection efl 1

(U) Management Action. The report makes ten recommendations to improve the
effectiveness and efficiency of SIGINT operations. Most of these recommendations focus
on the need to bring greater definition to the authorities, responsibilities and functions thh
respect to the operational roles of the SIGINT sites. Management concurred in all
recommendatlons and corrective action is being taken. ‘

W) Overall Report Classification. SECRET//COMINT//REL TO USA AUS, CAN
GBR, NZL

(U) Category. Joint Warfighting and Readiness

(U) "Persistent Cookies” on the NSA Public Website; NSA/CSS IG; ST-06-0015;
21 March 2006

(UFEP6Y Summary. The OIG conducted an inquiry into the circumstances and
implications of the Agency’s usage of “persistent cookies” on its public website, NSA.gov.
We concluded that, during a past system upgrade, a number of cookie properties were
unintentionally reset, extending their expiration beyond the intended settings. As a result,
the website was madvertenﬂy using "persistent cookies” instead of the usual "session
cookies.” Once aware of the situation, the Agency immediately disabled the "persistent
cookies” and restored the intended session length settings. Based upon our interviews,
contacts, and reviews of databases and technical literature, we concluded the Agency's
inadvertent "persistent cookies” did not collect user information or any persanally
identifiable information on visitors to the NSA.gov website.

5 Release: 2019-06
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(UHFOTDOr Management Action. Corporate Communications Strategy Group
personnel have begun documenting the programming code with comments where system
changes could inadvertently enable different types of cookies. The Group intends to have
comprehensive procedures written and implemented by July 2006, and has suspended any
system upgrades until then.

(U) Overall Report Classi ﬁcat:en IJNCLASSXFXEI)/ /FOR OFFICIAL USE ONLY
(U) Category. Other :

(UHFFOUSY-Special Study of Executiiﬁe Level Management of SVétems
Development at NSA/CSS; NSA/CSS IG; ST-05-0004; 22 March 2006

(UAFEHOrSummary. At the corporate level, NSA/CSS needs a formal, stable,

. unified methodology to enable its leadership team to wield effective oversight of key
development programs. This is even more necessary as the Agency accelerates
transformation efforts. The existing disparate approaches to program oversight in several
Agency organizations should be unified into an overarching methodology under the
leadership of one organization or individual. An OIG benchmarking study of two
information-intensive organizations in the private sector and one major DoD development

- program supported the conclusion that until NSA/CSS adopts such a methodology, its
leaders will not have the requisite degree of insight into all aspects of key enterprise
initiatives. By the end of the study, it was clear that the Agency needs such a methodology
to lead the work force successfully through the pervasive changes underway in its mission
and core business.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
- (U) Category. Joint Warfighting and Readiness

(U#046% Interim Report on the Audit of NSA’s Computer Security incident
Response; NSA/CSS IG; AU-05-011A; 24 March 2006

-8} Summary. During our audit of NSA’s Computer Security Incident Response, the
NSA/CSS Information Systems Incident Response Team (NISIRT) told us about a
vulnerability created by default settings

| (U) Management Action. The Information Technology Directorate responded that -
it is working to secure current and futuref }vh:ich satisfies our o
recommendation. ot .
(b) (1)
(b) (3)~-P.L. 86-36
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(U) Overall Report Classiﬁcatian. TOP SECRET//NOFORN
(U) Category. Information Technology Management

(UH©H0) Misuse of the Agency’s Unclassified Network; NSA/CSS IG;
ST-05-0019; 28 March 2006

(UHFEHOrSummary. After expending considerable resources to address misuse of
the Internet by Agency affiliates, the NSA/ CSS Information Systems Incident Response
Team (NISIRT) asked the OIG to review the adequacy of the Agency’s policies regarding
usage of NSA’s unclassified network. We concluded that the Agency’s current policies, the
Computer Security Incident Report process and a new “Smart Filter” which will deny user
access to inappropriate web sites are adequate tools for dealing with misuse. However, we

- also found that many affiliates are not aware of current policies, and that managers are not
informed of misuse by their subordinates: ~

(UFFESHO) Management Action. Management agreed to implement annual
training on Internet policies for affiliates, and NISIRT agreed to advise managers of pahcy
~ violations so they can hold subordinates accountable

(U) Overall Report Classufmatmn CONFIDEN’I'{AL//REL TO USA, AUS, CAN,

GBR, NZL o
(U) Category. Information Technology Management (b) (3)-P.L. 86-36
(usrewe[ : ~Jpoisey Foad Warehouse; NSA/CSS IG;

I

-8} Summary. While investigatinga procurement matter involving computer

equipment shipped to the Dorsey Road Warehouse {(DRW)I ]
i X We undertook a special

study to determine whether DRW *,

£
*

*

: 18rManagement Action. In reé.pense to our ﬁndmgs, the Associate Directorate for" -
Security and Counterintelligence and Associate Dlreetorate for Ins;allatmns and Logistics *

developed short- and long-term strategies| i
l [These strategies addressed our concerns, and we will track . .
implementation thidugh our fallowup system. We consider 1mplementatmn_a high prmnty
that should be fundedassuch. """ ..., ‘. . e
(U) Overall Report Classification. SECRE‘T T ]

(b} {3)~-P.L. 86-38

(U) Category. (U) Infrastructure and Environment
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(U) False Labor Charges by an Agency Contractor; NSA/CSS IG; IV-05-0031;
December 2005

(UHF©H6 Summary. During a routine Security background check, suspicions
surfaced about the accuracy of labor charges by an NSA/CSS contractor employee. An OIG
investigation substantiated that, during a 22-month period, the contractor employee falsely
billed 751 labor hours to an Agency contract, amounting to approximately $35,000 in false

- charges. The matter was referred to the DOJ for a prosecutive opinion, and the NSA/CSS
Office of the General Counsel is seeking restitution from the involved company.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Acquisition Processes and Contract Management

(U) Time and Attendance Investigations; NSA/CSS IG; IV-05-0008 (10 Nov 2005),
1IV-05-0035 (4 Oct 2005); 1V-06-0014 (10 Mar 2006); IV-06-0026 (24 Mar 2006);
1IV-06-0021 (30 Mar 2006) :

- (UAFEUESSummary. The OIG substantiated five allegations of Time and
Attendance abuse, wherein employees claimed hours in excess of those they were
determined to have actually worked. In the aggregate, these cases will result in the recovery
of approximately $44,000.00 in funds paid to employees for hours falsely claimed.

(U) Overall Report Classifications. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(all referenced investigations)

(U) Category. Other (Fraud)

(U) Unauthorized Commitment of Government Funds and Intentional
Falsifications; NSA/CSS IG; IV-05-0015; March 2006

(UAOHOY Summary. An NSA/CSS employee made an unauthorized commitment
of Government funds by accepting approximately|
equipment without a contract. The employee and an Agency contractor then attempted to
conceal the unauthorized action by creating and back-dating a fictitious “Loan Agreement,”
and by providing the OIG with false testimony. The employee and contractor walated
applicable Federal regulations and possibly Title 18, United States Code, Section 1001.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE (}EILY

(U) Category. Acqms;tion Processes and Contract Management
(b) (3)-P.L. 86-36
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(V)] NSNCSS OIG ACTIVITIES RELATED TO
COUNTERTERRORISM

(U) Completed from 1 October 2005 — 31 March 2006
(UHFOUSY Advisory Report on Activities Associated with Expeditionary SIGINT
Deployments to Hostile Areas; NSA/CSS IG; ST-06-0001; 23 January 2006

(UMPOTO T Summary. A February 2005 after-action report raised serious concerns
about the activities and processes associated with the deployment of NSA/CSS personnel to
hostile areas. The issues were referred to the OIG, which conducted extensive research to
determine if a formal review was needed. Based on interviews of|__Jorganizations involved
in the deployment process and[_Jreturnees from hazardous area deployments, such as
[ | we concluded that some aspects of the process, especially training by
enabler organizations, have 1mpr0ved’ considerably over the last 2 yéars. Processes to
ensure appropriate and tintely candidate selection, pre-deployment mission training, IT

support, and corporate resolution of issues raised in after-action reperts need to be
standardized and implemented across the Agency

(U) Management Action. Correctlvg measures addressmg the issues are already
underway, as such, we do not plan to undertake,a fortnai review at this time. However, the
issues raised merit continued action and followup by Agegcy maaagement We plan to
revisit these processes again in 1QFYQ7 to assess pmgt&ss .

(U) Overall Report Classmcat:on SECRET/[CGMINT;,’REL TO USA, AUS, CAN‘
GBR, NZL .; e

*

(U) Category. Joint Warfighting and Readiness Tooe L. _86-3¢]

(U) Ongoing \ .
(U#F@b‘@?—lnspecﬁon of the infermation Warfare Suppart Center NSA/CSS IG;
iN-Gﬁ*OOO'I .

ezl Background The Information Warfare Suppaﬁ Center (IWSC) began
operations in November 1994 in response to the need for SIGINT support to Information

Operations (I0). IWSC’s mission is to provide the combatant commander(s) with|

*
*
*
-
*

*

related to counterterrorism. The primary obj ectives of this inspectiorrincludethe . .
fellﬂmng a) determining whether th s executing its current missions and fum:tmms
in an efficient and effective manner and in accordance with its charter] identifying any

impediments to mission accomplishment; b) determining whether E:perﬁannel cmmply

{b) (1)
{b} {3} ~P.L. 86=38
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with Internal Management Controls and other Agency reguiations an
personnel and organizational management; and c) assessing hcsw wel

{b} {(3)~P.L. 86~36

mformatmn with internal and extemal customers.

£}

olicies governing

hares

(U) Inspection of SID’s Chemical, Bsowgicai Rad:ainglcai Nuclear Missmn

NSA/CSS IG; IN-06-0002

13y Background. Chemical, Biological, Radiological, and N ueiear (CBRN ) terrorism
is one of the most menacing thraats to U.S. security, and from a Signals Intelligence

(SIGINT) perspectived

LR

l [The inspection is evaluating CBRN mission performance,
including examining the execution of CBRN s a transnational target, assessing the 1mpaet~

of Mission Build-Out, and reviewing any funding or human resouice ‘is.sucs .

(U) Special Studies of Presidentially-authorized Program' NSA/CSS IG

- (UffFEUYS) Background: The OIG is perft)rmmg continual audits of NSA's
Presidentially-authorized counterterrorism program. The overall objectives are to
determine whether there are appropriate policies and procedures in place for activities
under the program consistent with the terms of the Presidential Authorization; to evaluate

~ their efficiency and effectiveness in mitigating any high-risk activities associated with the
‘program; and to identify any impediments to satisfying the requirements of the Presidential

Authorization.

(U) Planned

(U#P@l:fﬁ') Inspection of the Geospatsai Exploitation Gﬁ‘ice NSA;’CSS 1G;

- IN-06-0005

18) Background The Geospatial Exploitation Ofﬁce (GEQ).'began operations in

(b} {13

{b) {(3)~-P.L. 86~36

(b} {(3)~50 USBC 30241

H

{b) (1}
(b {3~
{b) {33

-850 USC 30241{i)
-P.L. 86-3%

oo ow ow

*
-
*
*

The primary objective will

be to assess GEQ’s mission effectiveness and their ability to satisfy requirements and
information needs levied on the organization. The inspection will determine whether the
current organization’s missions and functions are being properly executed in an efficient
and effective manner; whether missions and functions are accurately portrayed and being
accomplished; establish whether missions performed are appropriately placed within the
product line; and will 1deni:1fy any impediments, which hinder the efﬁe}ent and effeetwe

executmn of their missions and functions.

10
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~SECRETH20291129 (b) (1)
(b) (3)~P.L. 86-36

ol
ot
& *
» "
A

LR

*

-t5) Office of Middle East and North Africa; NSA/CSS iq ~1N 06-0006
5} Background. The mission of the ng»nals Inté'lhgence Dxrec;orate s Deputy ~

£ % %5 % 2 %

Directorate for Analysis and Production includes the’counmes located ih the Middle East

and North Africa (MENA). The Ofﬁc&o'f MENAL . .

* ’ L]

* i
* *
* g

Our mspeﬁion will evaluate the mission effectiveness of MENA
and its ability to satisfy requxrements' aind information needs levied on the organization,

*

&
& w

-5 .* |Regional Review; NSA/CSS iG . :
<6 Background.. The OIG plans to conduct a regional rmew of ites that are

*

focused on] . including support 1 to counterterrorism.” Ou

&

review will assess sité operations, eomphance with mtelhgence oversight requirements,

and local support actmtle& .

-

»

(U) Followup Review of Access to SIGINT D‘atahases* NSA/CSS IG; ST-06-0003

: -3} Backgound. Information sharing and data access continue to be major
priorities across the Intelligence Community (IC).. To ]u»mpstart the information-sharing
concept, several efforts were initiated, most nﬂtablmthe efforts to provide

*
*
L A A

ok om oW

; {b) (1)
. o {(by {3)-50 USC 3024(1)
S (b} {3)~P.5L. B6-36
(b) (3)-P.L. 86-36 |
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(U) SEMIANNUAL REPORT TO THE CONGRESS
(V) For the Period April 1, 2006 Throughsieptember 30, 2006

(U) Office of Physical Seburzty s Practices Relative to Protest Activity;
NSA/CSS IG; ST-06-0012; 28 April 2006

(UHFEHOY Summary. An article pubhshed in The Sun on 13 January 2006 alleged
that NSA monitored members of the Baltimore Pledge of Resistance, a peace group tied to
the Baltimore Emergency Response Network, as they prepared to protest at Fort Meade.
The article also alleged that NSA used law enforcement agencies to track the activists. We

*  conducted this special study to (a) identify the NSA Police authorities relative to the

activities of protesters on or near NSA property; (b) determine if policies and procedures

- were in place to ensure compliance with those authorities; and (c) determine if the policies
and procedures were followed on 3 July 2004 during protests at NSA by the Baltimore
Pledge of Resistance peace group. We found that NSA Police were authorized, pursuant to
Section 11 of Public Law 86-36, to protect buildings, grounds, and property solely under the
administration and control of, and used extensively by NSA. We also concluded that NSA
police acted in accordance with applicable authorities, policies, and procedures while
performing duties associated with the protest activity. Finally, the Agency made no attempt
to use the Signals Intelligence system to monitor this protest activity.

(U) Overall Report Classificatlon CONFIDENTIAL//REL to USA, AUS, CAN,
GBR, NZL

" (U) Category. Homeland Defense

(U) Time Synchronization Issue; NSA/CSS IG; ST-06-0013; 19 May 2006

~{8) Summary. One of the many challenges the Agency faces when analyzing

complex signals is the accurate measurement and retention of time-related information. To
accomplish its various missions, NSA must reliably affix accurate time date stamps and,
when available, geolocation information on all collected signals. After recemng reliable
indications that NSA’s ability to affix and retain accurate time measurement is deficient, the
OIG announced its intention to begin a special study of this subject. In response to similar
indications, the Director, NSA announced the creation of the Time and Frequency
Coordination Autharlty (TFCA or Authority) in May 2006. As a result, we curtailed the
special study to give the TFCA a chance to address the deficiencies we have reason to believe

“exist. We will therefore make periodic inquiries into TFCA’s ;amgress in the coming
months.

- {U) Overall Ftepart Classification. TOP SECRET//COMINT
(U) Category. Joint Warfighting and Readiness
Derived From: NSA/CSSM 1-52

Dated: 20041123
Declassify On: 20294428~
Approved for Release by NSA &n 07-01-2019, FOIA Case # 5*332% {livigatien)
i ! Release: 2019-06
) NSA:08797




Doc ID: 6672186

~SEERETH20291125

(U) Oversight Rewew of Restaurant Fund, CWF, and Gaﬂ Shop; NSA/CSS IG;
AU-06-0015; 2 June 2006

(U/}‘F@H@) Summary. A firm of Certified Public Accountants (CPAs) issued

- unqualified opinions on the reliability of the financial statements of the Agency’s
Restaurant Fund, Civilian Welfare Fund, and the Cryptaiugw Museum Gift Shop. Our
-oversight review of the CPA audit found no problems in the conduct of the recent audit by
the CPA firm but identified two concerns: high-speed internet connection and
nonappropriated fund instrumentality (NAFI) contract. Without a connection to high-
speed internet service, the NAFI's business and accounting services will continue to be
highly inefficient. The current NAFI contract (and all option years) for the contract with the
CPA firm that reviews Agency NAFIs has expired. A new competitive effort needs to be
awarded and in place before 30 September 2006 so that the contracted CPAs can be on
hand to observe the ending inventory.

(U) Management Action. Management concurred with and is 1mplementmg our
recommendations.

(U) Overall Report Classification. UNCLASSIFIED/ / FOR OFFICIAL USE ONLY
(U) Category. Financial Management

(U) Award Fee Contracts; NSA/CSS IG; AU-06-0002; 30 June 2006

(U#FOUEY Summary. As of 1 October 2005, NSA had award fees o niracts
valued at over, Our audit reviewe ward fee contracts valued at
with total available award tees ofl agout 78 percent or f the

award fees were paid out. We c@ncluded that the«Agency needs a csnststent,a@roach to
these contracts so award fees achieve their purpose: o ‘help control programi, risk and
lmpmve contractor performance. The Agency’s ability-to evaluate contractor performanee
is impeded by (1) failure to document a basis for the awargd fee percentage; (2) award fee
plans that do not allow for meaningful ratmgs (3).inconsistent evaluation methpdologies;
and (4) the absence of formal training in how to ad'mmlster awgrd fee contradts, We also
question the use of Time & Material-Award Fee contracts. becau&e they place 4 heavy
administrative burden on the Agency and do not emphasize’ acqulsﬁmn autcoms

(U) Management Action. Management concurred with "l rewmmendatmns,

corrective actions are underway. Ty K
(U) Overall Report Classification. UNCLASSIFIED/ /FOR OFFICIAL, {ISE ONLY
(U) Category. Acquisition Processes and Contract Management () (3)-P.L. 86-38]

(U) Military !nterdepartmental Purchase Requests and Economy Act ﬁrdgrs
NSA/CSS IG; AU-05-0008; 12 July 2006 e

(UHFOUE) Summary. Over the last 2 fiscal years, Mlhtary Interde artmeéntal
Purchase Requests (MIPRs) and Economy Act Orders ( EA'DS) represente nd
percent, respectxvely, of the total funds (ove for each year) used to purchase
goods and services for NSA. Our audit found that the current practice of delegating the
authority to approve MIPRs/EAOs to Senior Executives or Flag Officers is not achieving the

Release: 2019-06
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{(b) (3)-P.L. B6-36

-sfeﬂmozams

*

¥ *

intent of the law, MIPRs/ EAOS are not reviewed by a Cdntrantmg (}fﬁcer or an independent
entity to see if there is a valid reason for bypassing the Contracting Gmup, and the
originating offices at NSA did little to monitor the biJling and accounting for MIPRs and
EAQOs and did not always verify that goods and services were delivered; .

(U#FOBerManagement Action. Management concurred with our
recommendation to update the draft policies to strengthen internal cohtrols over
MIPRs/EAOs but nonconcurred with the remmmendatmn to establish a separate Agency
oversight mechanism. This was resolved when management agreed that the Acquisition
Program Managers will now be responsible for oversight of MIPRs ana EAOQs.

(U) Overali Report Classificatmn UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Acquisition Proceﬁsesi and Ccntract Management

19) ~ |NSA/CSSIG;
-£8) Summary. Our special si:udy on| found

the Cryptanalysis and Explmtatmﬁ Services (CES) orgapization to be control conscious,

‘with many strong management eontrols in place to ensure‘the integrity o CES'can

further improve internal contrels ove provided the procedures for handlmg '

J jare
formaﬂy reissued, properly cuerdmate , and fully address.the procedural and co.rtp 1ance
issues cited in our report.

*

»
uuuuu
*

\ (&) (1)
(V) Management Actlon. Management concurred in our findings and [(2)(3)-p.1. 86-36

recommendation, agreed to take corrective actions, and plan to camplete all actions by

31 December 2006.

-

(U) Overall Rgpart Classification. TOP SECRET//COMINT/NOFORN
(U) Categc['ﬁ, Joint Warfighting and Readiness

(U) Followup Report on the NSA/CSS
IG; I 21 July 2006 , .
45} Summary. Since 2003, the Agencyl . 5
l |lat NSA/CSS Hawaii. | .

initiatives were the subject of a finding and recommendation in the Febmary 2005 Joint IG
report at Hawaii. We closed the recommendation to address key policy shortfalls based on

actions planned by the Directorate of Engmeenng fDE) and Corporate Plannmg During a
followup inspection, we found that

o
-

|and DE and Corporate Planning have not msued two policies thgt address
deficiencies ndted in, the 2005 Joint IG Report.

*
‘

~&) Management Action.. Management decided to mthdraw the FYE{}Oﬁ funds

ydanuary 2007,  CCtee.. . tee.

LI
* w .

KEYHDLE//REL TO USA, AUS, CAN, GBR, NZL

-mm%%*t'k'l.‘ﬂ“r‘u'i‘%. rac e WL L

{b} (i}
{b) (3)~P.L. 86-36
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(U) Category. Joint Warfighting and Readiness ‘ B EXEEN aa»«:m;‘

(U) FY2006 Report on Comphance with the Federal !nfmmmion §ecunty
Management Act at NSA/CSS; NSA/CSS IG; AU DS@G()OQ 31 Juiy -2006

(UAFOUEOr Summary. NSAis makmg a eom:ertec’i efﬁ)rt to at}dress the weakne&ses
identified in our FY2005 audit of cﬁgnphance with The:Fedeml Informanon Security - -+
Management Act (FISMA). Despite centmmng i pedxments th¢ Agency’s Chief .
Information Office (CIQ) miade progress in carrying out the Plan’of Action and Milestdne fo
address the certxﬁeatmn and accreditation '(C&A) of Agency systems - identifiedasa =
material weakness in FY2002. By J une 2006, abou of all Agency systems and :

| of mission-critical systems tcompared t a year ago) were fully -
accr . Our FY2006 FISI\@ Teview found weaknesses from pr:cir years that were'not |
fully mltlgated | ] <

* *
* *

(U Managem,ent Actmn. The CIO continues to make pmgress in addressmg .
FISMA requirements. This includes holding bi-weekly meetings to-track and report C&A
progress and chaﬂenges for mission-critical systems. In addition, the Office of Information
Assurance Semces reviewed C&A data for accuracy, and the CIO ehgaged an outside firm to
do a compléte review of NSA’s operational information security program. This resulted in
" |recommendations, which the CIO has used to baseline its budget for FY2007. This
improved the CIO’s ability to capture important IT security perfamance measures, as
required by FISMA legislation.

(U) Overall Report Classification. TOP SECRET/ /C()MI-NT/ /NOFORN
(U) Category. Information Technology Management |-

(U) Alaska Mission Operations Center; NSA/CSS IG, AlA IG; NNWC I1G; JT-06-0002;
4 August 2006

~£5) Summary. A joint team of inspectors from the Air Inielhgenee Agency (AIA),
Naval Network Warfare Command (NNWC), and NSA Inspectofs General conducted the
first joint inspection of the Alaska Mission Operations Center (AMOC). Although the
AMOC was officially 2 years old at the time of this inspection, we found no Concept of
Operations or Implementation Plan for establishing the Center. Although progress is being
made in attaining the presumed intent for the AMOC, progress.is impeded by the lack of
clearly defined authorities, responsibilities, processes, and chains of command. We also
found that the Intelligence Oversight program needs many adjustments- some major and
some minor, and Mission Operations was in transition, takmg on new missions from other
sites and working to expand| Overall,
communications and computer systems and Network operatmns were well managed but -

*

()] Management Action. Management ccncurred in all recammendanons and
corrective action is being taken.

b} (1}
(b} {(3)-P.L. 86-38
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(U) Overall Hepcrt Classification. SECRET//COMINT//REL TO USA, AUS, CAN,
GBR, NZL "

(U) Category. Joint Warfighting and Readiness

(U) Asset Management and Cost Allocation for GRGUNDBREAKER Contract;
NSA/CSS IG; AU-06-0001; 18 September 2006

: (U:‘/F@U@)‘ Summary. The GROUNDBREAKER (GB) contract supports the
Agency’s non-mission Information 'I‘echxaalngy (IT) infrastructure. Each month GB bills the
Agency for basic services in four service areas: Distributed Computing, Networks,
Telephony, and Enterprise Management. Our audit recommendations focused on
improving asset management, personnel data, and other areas. In asset management, we
found process deficiencies in physical inventories and discrepancies in inventory data that
contributed to a ercent inventory record error. Based on the results of our random
statistical sample for October 2005, we projected the Agency may have been over billed by
$346,630. Regarding personitel dataj—p

_____|Based on this process, our sample md" cated a potentlal over payment of about
$126,000 fot Ottober 2005.

®
......

*
””””” -
L -
- -
L ™ ¥ -

corrective action is being taken. .
(U) Overall Report Classification. CGNFIDENTIAL//PROPIN [B1 Gi-F .t 56-39 |
(U) Category. Acquisition Processes and Contract Management

(UAFOUEFJoint Defense Facility Pine Gap; NSA/CSS IG, AIA IG; NNWC G,
INSCOM IG; JT-06-0003; 21 September 2006

fG)-Summary A joint team of inspectors from the the Air Intelligence Agency
(AIA), Naval Network Warfare Command (NNWC), Intelligence and Security Command -
and NSA Inspectors General conducted a gmnt inspection of the Joint Defense Facility Pine
Gap (JDFPG). We found a very strong mission focus at the site. However, two problems
that impede mission operations require immediate attention from senior leadership:

(U) Management Action. Management concurred in all recommendations an

-

corrective action is being taken. : .
(U) Overall Report Classification. TOP SECRET//COMINT//TALENT ",
KEYHOLE//REL TO USA, AUS, GBR ‘ TSRS

(b} (3)~P.L. 86-3%
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(U) Category. Joint ‘Warfighting and Readiness

(U) NSA’s Ability to Detect, Contain, and Recover from Cdmputer Security
Incidents; NSA/CSS IG; AU-05-011B; 26 September 2006

 (UFEHeY Summary. The audit objective was to determine if NSA/CSS has -
effective and efficient internal controls to prevent, detect, analyze, mnta;n, and recover

from computer security incidents affecting the NSA/CSS computing e _
findings corroborate the Chief Information Officer’s assessment that| ~

(U) Management Action. Management concurred in all recommendationsand I
,mrrectlve action is being taken. - [(0) (3)-P.L. 86-3¢|

(U) Overali Report Classification. TOP SECRET// COMINT/ /NOFORN
(U) Category. Information Technology Management

(U) Corporate Cnmmunicatmns Strategy Group; NSA/CSS IG; IN-OS 0003;
27 September 2006 ) (1)

+6) Summary. Our organizational inspection found that the Agency’ e e
communications and multimedia activities have not been centralized in the Corporate
Communications Strategy Group. As seen in OIG reviews of other corporate enablers, the
mission organizations eventually regrow these functions, using mission funds and -
personnel, when corporate sponsors cannot pmvxde support. For example, we found that =
the Corporate Communications Strategy Group is not aware of nor does it have oversight
over Agency contracts—totaling about .

*

*
»
-

(V) Management Action. Management (:Oncurred in all recommendations and
corrective action is bemg taken.

(W) Overall Repart Classification. SECRET//COMINT//REL TO USA, CAN GBR,
NZL

(U) Category. Information Technology Management
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(U) Time and Attendance Investigations; NSA/CSS IG, 1V-05-0034, 18 July 06;
IV-06-0011,22 May 20086; IV-06-0013,12 September 2006; IV-06-0027,

15 August 2006; IV-06-0030, 7 September 2006; 1V-06-0033, 20 Jun 2006; 1V-06-0035,
4 August 20086; 1V-06-0036, 29 June 20086; IV-06-0043, 20 June 2006 IV-06-0046,

15 September 2006; 1V-06-0052, 26 September 2006

(U) Summary. The OIG substantiated eleven allegations of Time and Attendance
fraud. In the aggregate, these cases will result in the administrative recoupment of
approximately $93,000 in Government funds paid for duty hours falsely claimed.

(U) Overall Report Classifications. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(all referenced investigations) ‘

(U) Category. Other (Fraud)

(U) Labor Mischarging; NSA/CSS IG; IV-06-0012;26 September 2006

(UFFOUOY Summary. The OIG substantiated an allegation that a contract employee
mischarged 135 labor hours while working on NSA contracts during the 2003 - 2005 time
period. This amounted to approximately $19,000 in charges falsely billed against NSA
contracts, and the contractor reimbursed NSA that amount. The contractor also terminated
the employee. The United States Attorney’s Office, District of Maryland, declined
prosecution due to the contractor’s cooperation and reimbursement to NSA.

(U) Overall Report Classification. UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
" (U) Category. Other (Fraud)

(U) Labor Mischarging; NSA/CSS IG; IV-06-0028; 26 Septémbe‘r 2006)‘

(UHFFOUSrSummary. The OIG substantiated an allegation that a contract employee
mischarged 185 labor hours while working on NSA contracts in 2005. This amounted to
approximately $36,300 in charges falsely billed against NSA contracts, and the prime
contractor has agreed to reimburse the NSA by that amount. The prime contractor
terminated the employee. The United States Attorney’s Office, District of Maryland,
declined prosecution due to the prime contractor’s cooperation and reimbursement.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Other (Fraud) ‘

(U) Falsification of an Official Docurﬁent' NSA/CSS IG; IV-06-0034; 21 July 2006

(UL Summary. The OIG substantiated an allegation that a GG-13 NSA/CSS
employee falsified the rating score on his 2005 Performance Review, forged management
- signatures, and submitted the document to the Agency in support of his 2006 pmm()tmn '
application. The matter was referred for disciplinary adjudication.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Other (Fraud)
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(U) Travel Voucher Fraud; NSA/CSS IG; 1V-06-0008,26 September 2006;
IV-06-0009, 22 September 2006; IV-06- 0024, 14 August 2006

(UMFOUOYrSummary. The OIG substantiated three allegations of travel voucher
fraud. Two investigations involved false travel expense report claims for Personally
Operated Vehicle mileage by an NSA employee and an NSA military assignee. A third
investigation involved an employee who repeatedly remained in country longer than
necessary on OCONUS TDYs, and falsely claimed per diem on his travel vouchers. The
Agency will recover a total of approximately $20,000 in Government funds as a result of
these three investigations.

(U) Overall Report Ciassnf:catmns UNCLASSIFIED//FOR OFFICIAL USE ONLY
(all referenced investigations) ’

(U) Category. Other (Fraud)

(U) Misuse of Government Resources; NSA/CSS IG; IV-06-0023;14 June 2006

- (UHFEUY6Y Summary. The OIG’s Offices of Intelligence Oversight and
. Investigations conducted a joint inquiry into an'allegation that an NSA/CSS employee .
violated applicable law and regulanan by using Government property for unauthorized and
unofficial purposes. The inquiry substantiated the misuse allegation and the matter was
referred to the NSA OGC for consideration of referral to the Department of Justice.

(U) Overall Report Classification. TOP SECRET//COMINT
{U) Category. Other (Misuse of Resources)
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(U) NSA/CSS OIG ACTIVITIES RELATED TO
| COUNTERTERRORISM

{b) (1)

(U) Ongoing ,‘ (b) (3)-P.L. 86-36

-
L A

(UrFetenspection of the lnformatlnn Warfare Support Center; NSA/CSS JG
IN-06-OOO1

c ~&-Background The Information Warfare Support Center (IWSC) began
operations in November 1994 in response to the need for SIGINT support to Infoimation
Operations (I0). IWSC’s mission is to provide the combatant commander(s) wit

related to counterterrorism. The primary objectives of this inspection include the
followmg a) determining whether the IWSC is executing its current missions and functions
in an efficient and effective manner and in accordance with its charter, identifying any
impediments to mission accomplishment; b) determining whether IWSC personnel comply
with Internal Management Controls and other Agency regulations and policies governing
personnel and organizational management; and c) assessing how well IWSC shares
information with internal and external customers. ‘

(U) Inspection of SID’s Chemical, Biological, Radiolngmal Nuclear Mission;
NSA/CSS IG; IN-06-0002

~&3-Background. Chemical, Biological, Radiological, and Nuclear (CBRN) terrorism
is one of the most menacing threats to U.S. security, and from a Signals Intelligence
(SIGINT) perspective)] |

work the CBRN.
target from varying perspectives. The inspection is evaluating CBRN mission performance,
including examining the execution of CBRN as a transnational target, assessing the 1mpact=
of Mission Build-Out, and reviewing any funding or human resource issues: .t

=

(U) Inspection of the Middie East and North Africa Product Line; NSA!CSS IG;
IN-06-0006

5} Background. The mission of the Signals Intelligence D;rectnrate s Deputy -
Directorate for Analysis and Production includes the countries located in the Middle Easb
and North Africa (MENA). The Office of MENA creates analytic strategies, performs .
SIGINT development, and creates SIGINT products and services in response.to customer
Information Needs. Itis also deep]y involved in SIGINT production to suppdrt the Agency s
counterterrorism activities. The primary objectives of the inspection mclude 'the fcllﬁmng

{b) (1)
{b) (3)-50 UsSC 3024 (1)
~SECRETH20293333 o G)-e.n. 86736
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a) determme the effectiveness and efﬁmency in which the Middle East and North Africa
Product Line organization is perforining mission operations functions; b) identify -
impediments that the organization faces in SIGINT production; and ¢) determine whether:
the organization’s personnel comply with Internal Management Controls and other Agency
regulations and policies governing personnel and organizational management.

(UHFOHOY Inspection of the Geospatial Exploitation Office; NSA/CSS IG;
IN-06-0005

Back round The Geospatial Exploitation Office (GEQ) began operations in

The primary objective will-
be to assess GEO’s mission effectiveness and their ability to satisfy requirements and ~ +
information needs levied on the organization. The inspection will determine whether the
current organization’s missions and functions are being properly executed in an efﬁcwm:

- and efféctive manner; whether missions and functions are accurately portrayed and bemg
accomplished; establish whether missions performed are appropriately placed within the

~ product line; and will Identxfy any impediments, which hmder the efficient and effectlve

execution of their missions and functions. TSYES)
‘ : {b) (31 ~-P.L. 86-36
- % K R & O oW O K R X & & W % - R ‘
S lﬂegienai Review; NSA/CSS 1G]

£8)-Background. The OIG is completing a reg;onal review o ;—
focused on| |includijng support to counterterrorism.
review assesses site operations, compliance with intelligence oversight reqmrements

L

-
* ®
k”.“

*

(b} (1)
{by {3)~-50 USC 3024 (i}

(U) Special Studies of Presidentially-authorized Program; NSA/CSS IG (1) (3)-P.L. 86-36

(U6} Background: The OIG is performing continual audits of NSA's
Presidentially-authorized counterterrorism program. The overall objectives are to
determine whether there are appropriate policies and procedures in place.for activities
under the program consistent with the terms of the Presidential Authorization; to evaluate

- their efficiency and effectiveness in mitigating any high-risk activities associated with the
program; and to identify any impediments to satisfying the requirements ef the Presidential
Authorization. .

*

{b) (3)-P.L. 86-36

(U) Planned

*

(U) Followup Review of Access to SIGINT Databases; NSA/CSS IG; ST-06- 60{33“

(U#F©YOBackgound. Information sharing and data access continue to be major
priorities across the Intelligence Community (IC). To jumpstart the information-sharin
concept, several efforts were initiated, most notably|

10 Release: 2019-06
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muntertermmsm activities. The objectives will be
to determine if SID's process for granting tabase access is having the desired outcome,
and, if not, what are the impediments. Addxtmnalb we will determine the adequacy of
security practlces for terminating access once aceess is no longer needed.

* .
*

‘1

*
l(b) (3)~P.L. 86-36]
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(b (1) CREFREETFO-HGAHG€r
(b} (3)~50 USC 3024 (1) \ By {1}
(b} (3)=P.L. 86-36 (b) (3)-P.L. 86-36

T (U) SEMIANNUAL RE:‘QRT TO THE CONGRESS
; (U) For the Period Octaber 1, 2006 Through March 31, 2007

e T Insacssia] -
- Kai! threé reports) e T
(SHREL) Summary. We wsmed threel . sites selected

. on the basis of risk, location, and repormd oversight issues. OUF reviews assessed site

: operations, local customer support activ iés, and compliance intelligence oversight
» requirements and| Basedacm our ﬁndmgsj haﬁagem&nt agreed
. ta oversee and clanty local tasking procedures, {:}ahfy and enforce the reqmrement that all
. onduct emergency destruction drills: and to provide safety ralmn , for personnel

*
¥ *
»
*
*

(U) Overall Report Classifications. TOP SECRET//CGMINT (all three neports) |
(U) Categnr’y Joint Warﬁghtmg and Readmess (b) (3)-P.L. 86-36

(U) Special Umted States Liaison Officer Canberra, Austraha NSA/CSS IG;
IN-06-0008; 16 October 2006 -

- (UHFOYO) Summary. Our inspection of the Special U. 8. Liaison Officer Canberra : -

- (SUSLOC) found that he and his team are effectively representing the Director, National - -

. Security Agency/Chief, Central Secumty Semce (NSA/ CSS) and thﬁ Agency They have the  a
confidence of their counterparts in the Au , 1als Intelligence .

- (SIGINT) organizations

(U) Management Action. Management ccmeurred with all recommendations;
corrective actions are underway

(U) Overall Report Classification. TOP SECRET/ /C{‘)MINT//REL TO USA, AUS,
CAN, GBR, NZL :

(U) Category. Joint Warfighting and Readiness
Derived From: NSA/CSSM 1-52

Dated: 20070108
DéciasSify On:-20320408-

-l Bpproved for Release by §3A~@n~@?«@1wga1§f FOIA Case # 79825 (litigation)
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(U) Data Handling Controls Over a Sensitive SIGINT ﬂafabase; NSA/CSS IG;

ST-06-0019; 17 October 2006 [ 3)-p. 1. 86-34)

(UHFSUO-Summary. The NSA/CSS Ofﬁce of the -Inspeétm General (NSA OIG)
conducted a special study to follpw npvan al’ |
of Inspector General’s 1G) inquiry on a data handling incident. The incident

(U) Management Action. Management concurred with our findings and agreed to
take corrective action.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category: Joint Warfighting and Readiness |

(U) Information Warfare Support Center; NSA/CSS IG; IN-06-0001; 19 Octeber 2006

(UHFEHOY Summary. The Information Warfare Support Center (IWSC) brokers
the SIGINT aspects of the information operations (10) needs of the combatant commands
with NSA/CSS and other Department of Defense, Intelligence Community, and government
organizations. Our inspection found that, while IWSC customers are generally
complimentary about the support they receive, many are confused by the emergence and
continuing evolution of other NSA/CSS organizations engaged in various aspects of I0. In
addition, loss of personnel and funding issues make it increasingly difficult for the IWSC to
provide the level of service customers seek. The inspection determined that maintaining the
organizational status quo is not the best course of action. We also found that: 1) customer
representatives and internal partners do not understand the IWSC’s roles and
responsibilities and its relationship with the Joint Functional Component Command for
Network Warfare and the NSA/CSS Threat Operations Center; 2) NSA cannot accurately
track personnel on Joint Duty Assignment billets and; 3) the IWSC has not corrected five
findings from a Communications Security audit in 2003, that, combined with two incidents
in 2005, indicate a serious problem that requires urgent attention.

(U) Management Action. Management concurred on all recommendations and is
taking corrective action.

(U) Overall Report Classification. TOP SECRET//COMINT/ / REL TO USA, AUS,
CAN, GBR, NZL

(U) Category. Joint Warfighting and Readiness
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. . (b) (1)
. ' ‘ (b} {3)~-P.L. B6-36
(U) Directorate of Engineering; NSA/GSS IG; §N«~06a001 1; 6 November 2006 ;f'

(&#AEE) Summary. Our organizational inspection of the Directorate of Engineering .-
(DE) found that, despite significant progress in recognizing that Systems Engineering (SE) . :
and enterprisearchitecture are critical to transformation activities, the Agency still has not *;
completed an operational capabilities baseline

(U) Management Action. The Director for Business Management and Integration
and the Chief Systems Engineer are already acting on our recommendations.

(U) Overall Report Classification. SECRET//REL TD USA, AUS, CAN, GBR, NZL
(U) Category. Joint Warfighting and Readiness

(U) NSA/CSS 'l:exas; NSA/CSS IG, INSCOM IG, AlA IG, NNWC IG; JT-06-0004;
5 December 2006 - [ 3)-r.1. 86-34

(UHPEYES) Summary. The IG organizations of the U.S. Army’s Intelligence and .
Security Command (INSCOM), Air Intelligence Agency (AIA), Naval Network Warfare .
" Command (NNWC), and NSA conducted a joint inspection of NSA/CSS Texas (NSAT} in -
August 2006. The team found that NSAT is struggling to transform and grow its missions. -

in accordance with the Mission Alignment and Cryptologic Center Build-out, despiteputsin
the resources needed to support such growth. | ;

(U) Management Action. Management concurred with the findings of the joint
inspection team and is taking corrective action.

(U) Overall Report Classification. SECRET//COMINT//REL TO USA, AUS, CAN,
GBR, NZL

(U) Category. Joint Warfighting and Readiness
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(US40 Inspector General Reviews That Indicate Major Systemic Issues;

- (UNFOHEY Summary. At the request of the Deputy Chief of Staff, the Qffice of-the N
Inspector General identified reviews that it completed from 2000 to the present that- N
indicated major systemic issues at NSA. The OIG assigned the following categories to '
these reviews:| ‘ .

(U) Overall Report Classification. TOP SECRET//COMINT//NOFORN

arv. To; : : (b) (1)
(U) Category. Joint Warﬁghtmg and Readiness (5} (3) =50 USC 3024 (1)
(b) (3)~P.L. 86-36

(U) Satellite Modernization Program; NSA/CSS IG; AU-OB-OOO?A 21 December 2006 *
(@#REt) Summary. An audit of| [detected an issue that -

(U) Management Action. Given the competing priorities for funds within the
Agency, the Signals Intelligence Directorate will decide, based on a new life cycle cost
estimate, whether to pursue different alternatives for this important modernization

program.
(U) Overall Report Classification. TOP SECRET//COMINT/ /REL TO USA, AUS,
CAN, GBR, NZL
| (V) Category Joint Warfighting and Readmess L AR 3 -pL. 86736
Acpess toi ------- e - ¥ : I * . .
NSA/CSS 1G] | .

(UHEQUO-Summary. Our special study found that NSA is|
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[(b) (3)~P.L. 86-3§|

*

(U) Managament Action. Management ccnc.urred with all recommendations and
corrective actions are being taken.

(U) Overall Report Classification. SECRET//COMINT//TALENT
KEYHOLE//REL TO USA, AUS, GBR

(U) Category. Joint Warfighting and Readiness

(U) NSA/CSS Georgia; NSA/CSS IG, INSCOM IG, AlA IG, NNWC IG; JT-07-0001;
5 February 2007 . 4

(UFFEUE) Summary. The joint inspection team conducted an inspection of
NSA/CSS Georgia (NSAG) and found that the importance of the NSAG mission, which
directly supports the Global War on Terror, is a great motivator for the entire workforce.
Civilian and military leaders have fﬂrged good working relationships. Nﬂnetheless, fissures
are apparent, related to confusion arising from governance issues and the * pause in
resourcing Mission Build-Out. The near-term viability of some of the new missions

l should be
reassessed in light of the "pause,” which is affecting morale, particularly for assignees sent
to stand up new missions. - |

need to work with Global Capabilities Managers at NSA, Washington (NSAW); To elearly
define the division of effort between NSAG and NSAW target offices. Absent formal
guidelines on the “Run Rich” approach to hiring, we found instances where as :rna‘ny ay |
people were assigned to a single billet. . . ‘

(U) Management Action. Management concurred wﬁh the findings aﬁthe je‘mt

inspection team and is taking corrective action. .
(U) Overall Report Classification. SECR}EZT/ / CQMINT/ /RELTO USA:, AUS CAN,
GBR, NZL .t

;

(U) Category. Joint Warfighting and Readiness I (b) (3)-P.1L. 8’5“35!

*
*

(U) Electronic Funds Transfer; NSA/CSS IG; AU=&6 0019 20 February 200:7

(U#FOUBOY Summary. The Agency has ncst fully camph&d with the law- {m effect
since 1998) that requires the use of elef-trémc fund transfer (EFT) for virtuallyall
disbursements. After the theft Qii U.S. Treasury checks worth about[ . Jthe
NSA Comptroller launched an effort to increase the use of EFT for accounts payable
transactions; EFT for these payments rose} in April 2006 to ]
in September 2006. The Agency has achieved good compliance in two areas — payroll
(about 99 percent) and travel (about g4 percent) of FY2006 transactions — but still falls .
short of the law’s intent, particularly in the area of accounts payable. We found two
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principal reasons why checks are still issued for abautl | transactions that, by law,
should be processed electronically: the Agency’s current financial systems are unable to
handle rocesses needed for EFT and the Accounting and Financial Services -
organization has ng overall process to identify and document the’ Justification for those
recipients who are paid’ by c}leck ‘ .

(U) Management Actlon "The Diregt rred with two
recommendations and is wcarkmg with the $ ffice to implement
the third. : Tt .

(U) Overall Report Classification. TOP SECRET/ /CO‘MI-NT// NOFBRN
(U) Category Financial Management *

}(mm p@ 56-36|
s l*‘

(U) Communications Security Accountab;hty Program, NSA)’C‘SB»IG’ ;ﬂkLL-()B»G()(ZM!»,m
2 March 2007 e

- (UfHrOH6y Summary, The audit found that-the Agency canngqt account for all of
the Communicatiops Secutity (COMSEC) materfal assigned to its Cenhal Office of Recoid.
For example, ECOMSEC items in th@cmunts we sampled were missing. This lackpf
accountability is a direct result of the antiquated and labor-intensive processusedto ™
account for COMSEC items. | . .

| lis very mefficient and prone to errors., 'Marecver when government
- (military and civilian) users reported lost COMSEC material, there was no independent
- investigation to determine the cause. We also found that.many COMSEC audits and
semiannual inventories were overdue;| .
l

" » \

(U) Management Action. Management officials agreed to act on our
recommendations to resolve the internal control weaknesses wzthm the COMSEC
accounting program. ~

(U) Overall Report Classification. SECRET//NOFORN
(U) Category. Joint Warfighting and Readiness

(U) Electrical Power Consumption at NSA; NSA/CSS IG, AU-07-0004; 6 March 2007
(EHREErSummary.

(b} (1)
(b) {3)~P.L. 86~-36
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that delayed occupaney of the new bulldlng to house the

W) Management Action. Management agreed to implement our recommendatmns
(U) Overall Report Classification. TOP SECRET//COMINT//TALENT

KEYHOLE//NOFORN
(U) Category_ Other (

0

b} {3)~P.L. 86~36

*

(U) Leased Faclhtles Plarming and Flt—up, NSA/CSS IG, AU 06-0020; 16 March 2007

(S RER) Summary The audit followed up on a

1 allegation regarding problems :

Problems in fitting up two leased facilities,

including the] |revealed seriqus flaws in project oversight by the Facilities Services -
organization. Long delays and afj incomplete communications infrastructure increased the
cost of activities conducted at th The Agency paid lease costs of about .

Most ot these problems can be traced to the lack of comprehensive project managemenf

with clear lines of authority.

(U) Management Action. The Office of Facilities Services, Office nf Physma}
Security, the Information Technology Directorate, and the Information Assurance
Directorate concurred with our recommendations and have already begun mectwe at":tlon

(U) Overall Report Classification. SECRET//COMINT//NOFDRN

- (U) Category. Joint Warfighting and Readmess

{b} (1)
{b) {(3)~P.L. B6~38

-
*
*

"

(V) NSA’s Secure Cellular Phone Program; NSA/CSS IG, ST-OB—OO‘IO;

22 March 2007
~£SHAEL) Summary. The Agency purchased over

secure cell phones, primarily due to Congressional earmarks. Qur special study found that

-

-

.

L4

~S#HEl ) Management Action. IAD agreed to implement our recommendations

*
w
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(o} (1}
{(b) (3y~P.L. BE~-36

- appears to be the most

cost-ettective solution at this time.
(U) Overall Report Classification. TOP SECRET//COMINT//NOFORN
(U) Category. Joint Warﬁghting and Readiness

(U) Office of the Middle East and North Afnca NSA/CSS 1G;IN-06-0006;
30 March 2007

- (UAFOUSTSummary. The Middle East & Narth Africa Office (MENA) preduces
Signals Intelligence (SIGINT) to satisfy information needs (INs) of combatant commands
and other Department of Defense (DoD), Intelligence Community (IC), and government
organizations pertaining to MENA's targets of primary concern. Our organizational
inspection found that MENA customers are generally complimentary about the support .
they receive, and MENA partners reported having a professional, collaborative working
relationship with MENA Office personnel. However, MENA’s SIGINT Development
(SIGDEV) Division is not centrally managing all MENA SIGDEV activities to optimize
collaboration and weigh the trade-offs between day-to-day production and future target
development. |

V) Ma nagement Action. Management concurred mth all recommendations and * e

has already begun taking corrective action. .
(U) Overall Report Classification. SECRET// COMINT/ /RELTO USA AUS CAN
GBR, NZL %
(U) Category. Joint Warfighting and Readiness DI 36
(U) Human Resources information Technology Modernization; NSNCSS iG . .
IN-06-0004; 30 March 2007 : ‘ N
- (UHFeUe) Summary Various types of human resource (HR) data abcmt Agency N
affiliates is scattered in directories and databases —| [— throughout the

Enterprise. This longstanding problem means that decision makers at NSA Headquarters .
cannot get all the HR information they need when they need it. The proposed solution, -
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(U) Management Action. Management cmncurred w:th all recammendatmﬂs,
however, resolution will require leadership from the highest levels of management.

(U) Overall Report Classification. SECRET//REL TO USA, AUS, CAN, GBR, NZL.
(U) Category. Human Capital h

(U) Labor Mischarging; NSA/CSS IG; IV-06-0059; 26 October 2006

(UHFOYOY Summary. The OIG substantiated an allegation that a contract.
employee mischarged 105.90 labor hours while working on NSA contracts during the 2005
— 2006 timeframe. This amounted to approximately $21,211 in charges falsely billed
against NSA contracts. The contractor reimbursed NSA that amount. The employee had
resigned from the company prior to the start of our investigation. The U.S. Attorney’s
Office, District of Maryland declined prosecution due to the contractor’s caoperatmn and
reimbursement to NSA.

(V)] Management Actlon.; Company made restxtutmn in at:cor&ance with our
ﬁndmgs

(U) Overall Heport Classification. UNCLASSIFIED//FOR OFFICIAL USE DNLY
(U) Category. Other (Contract Fraud)

(U) Labor Mlschar‘g‘mg; NSA/CSS IG; 1IV-06-0060; 20 November 2006

(U246 Summary. The OIG substantiated an allegation that a contract
~ employee mischarged 344.5 labor hours while working on NSA contracts during the 2005 -
2006 timeframe. This amounted to approximately $50,065 in charges falsely billed against
NSA contracts. The contractor reimbursed NSA that amount. The U.S. Attorney’s Office,
District of Maryland, declined prosecution due to the contractor’s cooperation and
reimbursement to NSA.

(U) Management Actlon. Company made restitution in aecar&anﬂe with our
findings.

(U) Overall Report Ciassmcation. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Other (Contract Fraud)

(U) Labor Mischarging; NSA/CSS IG; IV-06-0061; 23 February 2007

(UAF©©) Summary. The OIG substantiated an allegation that a contract
employee mischarged NSA contracts during the 2005 - 2006 timeframe. This amounted to
approximately $10,000 in charges falsely billed against NSA contracts. The contractor
reimbursed NSA that amount and the employee no longer holds a clearance to workon
Agency contracts. The U.S. Attorney’s Office, District of Maryland, declined prosecution
due to the contractor’s cooperation and reimbursement to NSA.

(U) Management Action. Company made restitution in accordance wzth our
ﬁndmgs
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(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Other (Contract Fraud)

(W) T:me and Attnendance Investigations; NSA/CSS G IV-06-0038 (13 Oct 06);
IV-06-0040 (18 Oct 2006); 1V-06-0049 (14 Mar 2007); IV-06-0055 (30 Nov 2006);
IV-06-0063 (1 Dec 20086); IV-07-0005 (19 Mar 2007); IV-07-0006 (12 Mar 2007)

(UAFFOHEY Summary. The OIG substantiated seven allegations of Time and
Attendance abuse, wherein employees claimed over 3,037 hours in excess of those they were
determined to have actually worked. In the aggregate, these cases will result in the recovery
of approximately $108,300 in funds paid to employees for hours falsely claimed.

(UFOUOY Management Action. Administrative recoupment action will recover
the $108,300 mischarged to the agency, and the responsible employees were referred for
additional administrative disclipinary action.

(U) Overali Repnrt Classifications. UNCLASSIF}.ED/ JFOR OFFICiAL USE ONLY
(all referenced investigations) ‘

(U) Category. Other (Fraud)

(U) Diploma Mill Degree; NSA/CSS IG; IV-06-0053, 7 March 2007

(U) Summary. The OIG received information that an Agency employee may have
received his Bachelor of Arts degree from a “diploma mill.” Our investigation concluded
that the employee deliberately misrepresented his credentials and qualifications to NSA
when he claimed a Bachelor of Arts degree from a non-accredited institution.

(U) Management Action. This matter was referred to NSA Employee Relations for
disciplinary action.

(U) Overall Report Ciassmcanon UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
(U) Category. Other (Waste of Resources) "

(U) Procurement Fraud/Criminal Conflict of Interest — Feiony Conviction; | () (&)
NSA/CSS IG; IV-05-0038 .

(U) Summary. As the result nf an 18-month NSA OIG mvestigaﬂon a fm'mer GG-
14 NSA employee within IAD pled guilty| o a felony violation of the
Federal criminal conflict of interest statute, 18 U.S.C. § 208. e was

sentenced to two years probation, six months home confinement, 50 hours community

service, and a $100,000 fine (payable in 15 days). During his employment with NSA, this

individual co-created and directed thd -
| . |

At the same time he was]| Jas an NSA employee, companies owned by .

him and/or his spouse obtained uppnrt-related government contracts or subcantracts ",

totaling over $750,000. As a result of the NSA OIG investigation, the government eancelled

as unnecessary an ongoing $300,000 contract in support of the 2006 thereby.

allowing funds to be put to better use. Further, NSA deieﬁnmed that in the future, sxmﬂar

- w ®

l {(b) {3)-P.L. BB-36
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~ contracted support to thel would not be requlred resulting in a pf:)tentlal cost
avoidance to the government of $1.5 million over the next 5 years. NSA is currently
pursuing the debarment of both the former employee and the companies involved.

(U) Overall Report Classification. UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
(U) Category. AcqultIOIl Processes and Contract Management o

(U) Waste of Agency Resources; NSA/CSS IG; IV-06-0054; 1 December 2006

(U) Summary. This investigation was conducted in response to an allegation that an
Agency employee received tuition assistance of $22,773 from the Agency in furtherance of a -
Doctoral degree from thej | but never completed any of the
_necessary scholastic work for this degree. We substianted the allegation and concluded that
the employee caused the Government to waste eight semésters’ worth of tuition payments.

(U) Management Action. This matter has been referred for aﬁmlmstratlve action
and Trecoupment of the funds from the employee.

(U) Overall Report Classification. UNCIASSIFIEB/ /FOR OFFICIAL USE ()NLY
) Categary Other (Waste of Resources)

=

(b) (6)
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(U) NSA/CSS OIG ACTIVITIES RELATED TO

COUNTERTERRORISM
(U) _QQQM | . : gi; géiwﬁﬂ Usc 3024 (1)
(b} (3}~P.L. 86-36
(U) Inspection of SID’s Chemical, Biological, Radiological, Nuc!ear-M:ssmn e

NSA/CSS IG; IN-06-0002

'('S'#HE'L) Background. Chemxcal Bmk)glcal Radmloglcal and Nuclear (CBRN) o
terrorism is one of the most menacjng _ ;
Intelligence (SIGINT) perspective,

_ work the CBRN
target from varymg perspectives. The inspection is evaluating CBRN misston performance,
including examining the execution of CBRN as a transnational target, assessing the impact
of Mission Build-Out, and reviewing any funding or human resource issues.

(U) Inspection of the Geospatial Exploitation Office; NSA/CSS \G; IN-06-0005

( > Background The Geospatial Exploitation Office (GEO) began
operations in GEO’s

-

primary objective will be to assess GEQ’s mission effectiveness and their ability to éatisfy .

requirements and information needs levied on the organization. The inspection will P
determine whether the current organization’s missions and functions are being properly g
executed in an efficient and effective manner; whether missions and functions are °, ’
accurately portrayed and being accomplished; establish whether missions performed-are .

appropriately placed within the product line; and will ldenuﬁ( any impediments, which
hmder the efficient and effective execution of their missions and functions. .

(b} {(3)~F.L. 8&-36

(U) Special Studies of Counterterrcnsm Programs; NSA/CSS IG

(UHFED6Y Background: While the NSA Counterterrorism Special Programs were
being conducted under Presidential authority, the OIG performed continuous audits. The
overall objectives were to determine whether there were appropriate policies and
procedures in place for activities under the program consistent with the terms of the
Presidential Authorization; to evaluate their efficiency and effectiveness in mitigating any

Release: 2019-06
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high-risk activities associated with the program; and to identify any impediments to
satisfying the requirements of the Presidential Authorization. In January 2007, all of these
programs began operating under the authority of Forexgn Intelhgence Surveillance Court

orders. For these new orders, the OIG is performing reviews in accordance with their
terms, which specify that an initial review will be done to ensure that minimization
procedures are adequate.

(U) Planned

(U) Assistance to ODNI IG for the Terrorist Watchlist Project; NSA/CSS IG;
JT-07-0006

(U) Background. The Terrorist Screening Center (TSC) maintains a consolidated
“terrorism watchlist that is populated by information from the National Counterterrorism
Center (NCTC) and the Federal Bureau of Investigation (FBI). Agencies that possess or
acquire terrorism and counterterrorism information, with the exception of purely domestic
counterterrorism information, are required by Executive Order 13354 to promptly give
access to such information to the NCTC. The NCTC provides a subset of that information to
the TSC for inclusion on the consolidated watchlist. The Intelligenee Community
Inspectors General (ICIG) Forum agreed to coordinate a review of the processes for
nominating individuals to the consolidated terrorist watchlist. The Offices of the Inspector
General of the Office of the Director for National Intelligence (ODNI), Central Intelligence
Agency (CIA), Department of Justice (DOJ), Defense Intelligence Agency (DIA), National
Security Agency (NSA), National Geospatial-Intelligence Agency (NGA), Department of
State (State), and Department of Treasury (Treasury) will participate in the joint review.

(U) Advisory Report Associated with Expeditionary SIGINT Deployments To
Hostile Areas; NSA/CSS IG; ST-07-0015

(UAFSU0) Background. During 2005, the IG conducted research into Agency
activities associated with Expeditionary SIGINT Deployments to hostile areas. The '
resultant report (ST-06-0001 — Advisory Report on the Activities Associated with
Expeditionary SIGINT Deployments to Hostile areas) surfaced issues related to the
candidate selection process, pre-deployment operations training, and corporate resolution
of issues raised in after-action reports. The report also emphasized the need for appropriate
IT support. The follow-up review will: a) determine if issues raised in the earlier report

_ have been adequately addressed; b) assess the effectiveness of the changes/improvements
that have been implemented; and c) surface any new issues.
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®

(U) SEM|ANNUAL REPORT TO THE CONGRESs
(i:v) (3)-P.L. 86-36 (U) For the Period April 1, 2007 Through September 30, 2007

(U) Governmient Purchase Card Program; NSA/CSS IG; AU-06-0016; 12 April 2007 .
(UHO#6) Summary. Our audit found that the Agency has successfully

implemented a Government Purchase Card program and, for the most part, has effective
controls over the] lin annual purchases for FY2006. Unlike many agencies,
NSA only issues credit cards to a small percentage of personnel; this limits financial
‘exposure to wrongdoing and inadvertent misuse. Cardholders and cemfymg officials
praised the program coordinators for their helpfulne&s and responsiveness. Nevertheless,
‘the control environment needs strengthening in certain areas, mcludingenftxreement of
requirements to get information technology purchases approved.

» (U) Management Action. Management concurred with all recommendaﬁans to
strengthen the control environment.

(U) Overall Hépart Classifications. SECRET//NOFORN
(U) Category. Acquisition Processes and Contract Management

(U) Oversight Review of Restaurant Fund, Civilian Weﬁare Fund, and Gift Shop;
NSA/CSS IG; AU-07-0014; 15 May 2007

‘ (U) Summary. The financial statements of the Ag‘em:y‘s Restaurant Fund, Civilian
Welfare Fund, and Cryptologic Museum Gift‘Shnp were audited by a Certified Public
Accountant (CPA) firm who issued unqualified opinions. Our oversight review of the CPA

-audit found no problems in the conduct of the audit by the CPA firm. The two problems
reported last year - the need for a new Nonappropriated Fund Instrumentality (NAFI)
contract and the need for a high-speed Internet connection - have been addressed.

- Additional concerns identified in the current year's report are: 1) the restaurant contractor
did not submit an annual audited profit and loss statement as required; 2) contracted CPAs
were not on-site to observe the year-end closeout inventory; 3) records are not maintained
and tracked in one dedicated database; and 4) NAFI management did not observe inventory
counts to ensure adherence to prescrxbed procedures.

) Management Action. Managemeﬁt is in the process of implementing the audit
recommendations.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Financial Management

Derived From: NSA/CSSM 1-52
Dated: 20041123
Declassiy On: POROT4R8—

Approved for Release by NSA on 07-01-2019, FOIA Case # 79825 (litigation)
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() Chamical Biological, Radiological, Nuclear Terrorism; NSA/CSS IG;

IN-06-0002; 24 May 2007 iy (oy-p.1. 8636

(G4REE) Summary. As “the nexus between terrorism and weapons of mass N
destruction,” the Chemical, Biological, Radiological, and Nuclear (CBRN) Terrorism N
mission is vital to national security. Our functional inspection of CBRN found thatthe ..

CBRN workforce at NSA/CSS Washington (NSAW) and the Cryptologic Centers (CCs) is -
very talented and dedicated. )

~ (U) Management Action. Management concurred in the recommendations and is
taking corrective action.

(U) Overall Report CIasslﬁcation TOP SECRET//COMINT//NOFORN
L) Category. Joint Warﬁghnng and Readiness

(U) SIGINT Dissemination for Analytic Collaboration per USSID CR1611(P);
NSA/CSS IG; ST-06-0017; 25 May 2007

(U) Summary. Provisional United States Signals Intelligence Directive (USSID)
~ CR1611, SIGINT Dissemination for Analytic Collaboration, implements policy for the

dissemination of SIGINT, either as a product or service, or for analytic collaboration. The
USSID has been provisional since 2004. Our special study found that it does not institute
adequate internal controls and implementation procedures are unclear and inconsistent
with NSA dissemination practices. As a result, NSA cannot account accurately for SIGINT
disseminated under the USSID and there are inconsistent interpretations of what
constitutes appropriate dissemination during collaboration activities. If SIGINT is
disseminated before it is minimized for U.S. Person information, violations of Legal
Compliance and Minimization Procedures (USSID SP0018) could occur.

(U) Management Action. The Signals Intelligenee Directorate (SID) management
cancurred with the report’s finding and recommendations. SID agreed to reissue the
USSID, establish a plan to educate the workforce on USSID standards, and establish quahty

cnntrol of SIGINT disseminations during analytic collaboration. These actions will reduce,
- butnot ehmmate, the risk.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Joint Warfighting and Readiness

(UHFOUS) Mission Operatlons at the b
NSA/CSS IG; ] -

{b) (3)-P.L. B86-36 SECRELURELE Qi Splendeiye Rl 2 0203400
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Command (INSCOM) mspeauﬁil of J:hel . Overall, the
is performjng 4dt'an excepticma] level given 1ts Iomi resoumes uwever, the success of
thd transitipn and the site’s ability to take on 'add,ltmnal mission responsibility hinges
on clearly deﬁned authoritles, responsibilities, and.sufficient resources. Our inspection also
found that the lack of a clearly defined and docum¢énted management structure within

is causing ¢onfusion for the workforce and thereby negahvely impacting current
operations; réporting deficiencies were noted due-to gaps in reporting expertise at the site;
and critical programming and manpower actmns.must be completed in the near term for
fo attain and sustain the| |
Center mission requirements as set forth in the e:nnoept plan.

(SHREEFE- O S=ShN=GBF=hE) Management Action. SID Management
concurred with all ﬁndmgsl |management non-concurred with one of the
findings; however, the site is already attempting to clarify the leadership roles to the
workforee, as recommended.

(U) Overall Report Classification. SECRET//COMINT//REL TO USA, AUS, CAN,
GBR, NZL

(U) Category. Joint Wmﬂghtmg and Readmess

(8)] Aﬂvlsory Report on the Research Project on Governance for Agency TSIEY
Programs; NSA/CSS IG; AU-07-0003; 22 June 2007 JB) B -F. L, 86736

““““
*

WB‘W
Chief of Staff, the OIG performed this reylew 2o detérmine what acqnuisition t)verslght is
being performed over th in FY 2007 Research De\fejupment Test &
Evaluation funds. We conclu at almost all of the ﬁmds received some degree of
oversight by the Directorate of Acquisition (DA) and that the ﬁcy 1mpmved this i
oversight by: 1) increasing the number of Program Executive.Offices (PEOs) in the new DA .
organizational structure from[ | 2) creating the Jér 1 list of programs (major
investment programs that are critical to NSA'’s transformation and are directly managed by
the PEOs); and 3) implementing new acqmsman guidance.

(U) Overall Report Classification. TUP SECRET//COMINT//REL TO USA, FVEY
(U) Category. Acquisition Pmmsges and Cnntract Management .

(UHFOUO) Satellite Modemizatiuh - Program Management;
NSA/CSS !G1 . ]

(SHRE | A : \ Management
Office (PMO} for Satelhte Modermzanon has demonstrated

effective lead'ershAP, strong, mmmumcatmn ‘with the partners, and innovative, cost-effective

solutions to ical isspes in mapaging this critical program, valued at approximatel
However, our apdit found that collaboration with the ‘
partners is mpeded by the conflicting standards and requirements of each partici 'pa'ﬁ%

~ partner, whith the PMO is responsxble for resolving. Additionally, based on two of the
dollar thresholds si)emﬁed in Department of Defense Instruction 5000 2, Operation of the

{(b) {3)~-P.L. 86~36
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Defense Acquisition System, as implemented by NSA/CSS Policy 8-1, the SV program

: - (U#FOU©Y Management Action. The actions taken by the Senior Acquisition
- Executive meet the intent of the recommendations on the acquisition issues. The Office of
. the Director of National Intelligence will not include the SV Program on the Major System
* Acquisition list because it is too far along in the acquisition cycle. NSA’s Office of Policy &
» Records provided an alternate recommendation addressing partnership concerns.

. Therefore, the OIG is referring this recommendation to the Chlef Technology Officer for

: action.

‘ (U) Overall Report Ciassiﬂcation.. TOP SECRET//COMINT//REL TO USA, FVEY
@ fé; -P.L. 86-36 (U) Category. Acquisition Process and Contract Management

(U) FY2007 hbpott on Compliance with the Federal Information Security
- Management Act at NSNQSS NSA/CSS 1G; AU-07-0009; 31 July 2007

- (WW) Summary. Our FY2007 report on
- compliance with the Federal Information Senm;ﬂ;y Management Act at NSA/CSS concluded

. that the Agency is making steady improvements to thefmnmmmmm?nd
* networks. However, much more work must be done to

(V) Management Action. Management concurred with the reeommendauons and
continues to take corrective action.

~ (U) Overall Report Classification. TOP SECRET/ /C{}MINT//N(}F()RN
(U) Category. Information Security and Privacy

(U) Mission Aiign‘ment and Build Out; NSA/CSS IG, ST-07-0005; 6 August 2007 ,

(U#FS-erSummary. The IG team began its special study of Mission Alignment
and Build Out in April 2007. The special study was undertaken, in part, because
information gathered from field and HQ inspections pointed to some human resource,
mission delegation, and roles, responsibilities, and authorities issues of vital importance to
Agency transformation. Shortly after the study was initiated, the Signals Inte.lhgence
Directorate (SID) reapportionment discussions were made public. As our review
progressed, it became clear the SID reapportionment would significantly affect our results.
Although we curtailed the study, we had gathered sufficient data to offer observations

Release: 2019-06
NSA:08761




Doc ID: 6672181

hlghhghtmg some systemic governance and manpower issues. We found mnﬁ:slon about

(b} (3)-P.L. B6-36

and inconsistencies between Enterprise governance policies and directorate-level
implementing documents. Disciplined processes, an accurate mechanism to track and
maintain data on human resources, and the commitment of leadership would enhance the

Mission Alignment and Build Out initiative's ability to meet Transformration goals. While

we did not make specific recommendations, we noted areas in need of Ieadershlp attention

to help ensure a unified Global Enterprise.

(U) Overall Report Classification. UNCLASSIFIED/ / FOR OFFKHAL USE ONLY

(U) Category. Joint Warﬁg}mng and Readiness

*
.
-

(b} (1)

(b} {(3)~-P.L. B6~-38

l

*

( ‘ - s ] *y ‘ v
NSA/CSS 1G; AFISRA; NNWC;

(AR EE=TO-Shmir Srti-aBRebE) Summary. The IG organizations of the
NSA/CSS IG, Air Force Intelligence, Surveillance, and Reconnaissance Agency (AFISRA),

®

and the Naval Network Warfare Command (NNWC) performed the first joint inspection of *

(U) Management Action. Management concurred with the findings of the Jamt

inspection team and is taking corrective action.

(U) Overall Report Classification. SECRET//COMINT//REL TO USA, AUS, CAN,

GBR, NZL
(U) Category. Joint Warfighting and Réadiness

(U) SIGINT Voice Processing System; NSA/CSS IG; AU-07-0015; 22 August 2&0}’

(SAREFO-Srnir SmOh-GBF-NEL) Summary. |

% ¥

(b) (1)

{(b) {(3)-50 USC 3024 (1)

{b) {(3}-P.L.

86-36
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(b) (3)~P.L. 86-36

*
*
*

(U) Management Action. Management concurred with all recommendations and
corrective actions are underway.

(U) Overall Report Classification. SECRET//COMIN’I’f[REL TO USA, FVEY
(U) Category. Joint Warfighting and Readiness ‘

by (1}
(b} {(3}~P.L. 86-38

(U) Acquisition Management; NSA/CSS IG AU-07-0002; 23 August 2007 l

(CHRB T O i SrehimaBRm=NZL ) Summary. The Directorate of Acqmsmen -
(DA) has a long history of|

(U) Management Action. Management concurred with all recommendations and
has initiated or planned actions in response to the audit findings. '
(U) Overall Report Classification. TOP SECRET//COMINT/ /NOFORN

(U) Category. Acquisition Processes and Contract Management

(W) Advusory Report on the Followup Research of Activities Associated with

Expeditionary SIGINT Deployments to Hostile Areas; NSA/CSS IG; ST-07-0015;
- 24 August 2007

( Uﬁ‘F&b‘e} Summary. This followup research continues the Office of the Inspector
General'’s examination of the processes associated with the deployment of NSA/CSS
personnel to hostile areas in the Central Command Area of Responsibility (CENTCOM
AOR). A 2006 1G report (Advisory Report on the Activities Associated with Expeditionary
SIGINT Deployments to Hostile Areas) highlighted the need to standardize processes
related to candidate selection, pre-deployment mission training, Information Technology
: (IT) support and corporate resolunan of issues. For the followup, we evaluated data
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{b) (3)~-P.L. B6~-36

provided by interviews and a web siirvey with NSA/CSS personnel who deployed to i

In
ladditinn, we Interviewed representatives of orgamizations involved i the deployment
‘process. We found that, overall, major process improvements have been made, particularly
administrative processes consolidated by the NSA Deployment and Readiness Center.
However, several areas require continued monitoring: mission training; IT investment; P3
performance review, and oversight of time and attendance.

(U) Management Action. Managemeﬁt concurred in the recommendations and is
takmg corrective action.

(U) Overall Report Ciassmeatmn‘ SECRET//RELTO USA, AUS, CAN, GBR, NZL
(i U) Category. Joint Warfighting and Readiness

V) Meﬂwrth Hill Station; AFISRA IG; NNW’C 1G; iNSCOM lG NSA/CSS IG; Other IG;
JT-07-0003; 13 September 2007

(SHRE O Al S SiM-GBR=MEE) Summary. The IG organizations Qf the
Air Force Intelligence, Surveillance, and Reconnaissance Agency (AFISRA), Naval Network
Warfare Command (NNWTC), Intelligence and Security Command, NSA, and another IG
visited Menwith Hill Station (MHS} in June 2007. The joint IG team found that MHS has
demonstrated exceptional mission success and outstanding contributions to the SIGINT
effort in| ngher HQ and MHS leaders
have taken remarkable steps since our last joint mspectlon m 2004 bo effectively mtegrate
and synchronize operations and support in a demandi t. The foll ~
recommendations merit management’s attention:

(UrfFOUOrManagement Action. Management concurred with the ﬁndmgs of the
joint inspection team and is taking corrective action.

(U) Overall Report Classification. SECRET//COMINT/ /TALENT TSEEN :
KEYHOLE//REL TO USA, AUS, CAN, GBR, NZL - (b) {3)~P.L. 86-36

"
- -

(U) Category. Joint Warfighting and Readiness

(U) Status of Agency Study on Information System Security, NSA/CSS IG;
AU-07-0001; 14 September 2007

£6) Summary. The audit determined whether the Agency had taken steps to
e’ [reoommendanons fnr strengthemng the Agancy S

1mplement th

{Our review
s found that since 2000, numerous Agency studies, reports, and assessments of the

: : ¢ ) :

|

{b) {3})-P.L., B&-36
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{b) (1)
{b) (3)~P. L. 86-3§

L4

<

(UHFO©) Management Action. The Information Technology and Information
Assurance Directorates agreed to mplement corrective action for all of the
recommendations.

(U) Overall Report Classification. TOP SECRET/ /COMINT/ /NQFQRN
(U) Category. Information Security and Privacy

(U) Labor Mlscharging, NSA/CSS IG; IV-07-0052; 12 September 2007

(UHMFOUOT Summary. The NSA OIG substantiated an allegation that a mntract
" employee mischarged an NSA Time and Materials contract between January 2006 and
June 2007. We determined the contract employee mischarged 270 hours, amounting to
approximately $22,000 in false billings. The contractor reimbursed NSA that amount and
dismissed the employee. The United States Attorney’s Office, District of Maryland, declmed
prosecution due to the contractor’s cooperation and reimbursement to NSA.

(U) Management Action. The matter was referred to the ADS&CI for possible
security clearance action. The company made restitution in accordance with our findings.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Other (Contract Fraud)

(U) Falsification of Crypto-Tape Testing ﬁocuments, NSA/CSS IG; IV-07-0036,
30 August 2007 oy (3Y-p.L. 86-3¢

(UF©U©) Summary. The NSA OIG conducted an investigation in response to an 1
allegation that an Agency Cryptologic Fabrication worker forged the initials.of two Agency |
officials responsible for conducting quality control tests on secure communications tapes H

(“crypto tapes”). According to the complainant, the subject employee forged the two \ ‘

officials’ initials on quality control documents, but no qua]rfy contrel testing had been HE

conducted. Our investigation substantiated the allegation. . i
Th& forged testing records

were discovered prior to shipment, and we verified that this lot of tapes received
appropriate quality control testing before it was released for distribution. The United States
Attorney’s Office, District of Maryland, declined prosecution in favor of administrative
discipline.

(U) Management Action. The Report of Invesngatmn in t}:ns matter was referredto
the NSA Associate Directorate for Security and Counterintelligence (ADS &CI) for possible
action on the employee’s security clearance, and to NSA Employee Relations for
administrative discipline.

(V) Overall Report Classification. UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
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*

(U) Category. Other (Falsification)

(U) Falsification of Medical Center Document; NSA/CSS IG; IV-07-0028;
15 June 2007

« (U2t} Summary. The NSA OIG substantiated an allegation that an NSA
emylﬂyee falsified an official Government document in order to misrepresent her
whereabouts to Agency management. The employee admitted she intentionally altered an
Agency official’s writing on an Occupational Health, Environmental & Safety Services
document. The NSA OIG previously substantiated significant time and attendance
violations against this particular employee.

(U) Management Action. The NSA OIG Report of Investigation on this matter was
referred to the ADS & CI for possible action on the employee’s security clearance and to
NSA Employee Relations for administrative discipline.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Other (Falsification)

(U) Travel chcher Fraud and Misuse of Government Charge Card; NSA!CSS 1G;
IV-07-0007; 30 August 2007

(UASU6) Summary. The NSA OIG conducted an investigation in response toan
allegation that an NSA Computer Scientist altered TDY itineraries and charged the
Government for post-TDY “Rest and Relaxation” (R&R) trips to Thailand.. Our
investigation substantiated that the employee altered his official itineraries on four separate
occasions to add a total of eight post-TDY R&R trips to Thailand. We determined the
Government paid the employee’s airfare for seven of these eight R&R trips, and that the
employee inappropriately charged airfare for all eight trips to his Government travel charge
card. In addition to the cost of the airfare for the Thailand trips, a review of 38 travel
vouchers submitted by the employee between 2004 and 2007 determined that the employee
was mistakenly reimbursed for other non-reimbursable TDY expenses. The United States
Attorney’s Office, Dlstnct of Maryland, declined prosecution in favor of administrative
discipline.

(U) Management Action. Our Report of Investigation in this matter was referred to
the ADS&CI for possible action on the employee’s security clearance; to NSA Employee
Relations for administrative discipline; and to the NSA Travel Card Program Office for
initiation of a restitution action. The Agency has suspended the employee’s Government
travel charge card. :

" (U) Overall Report Classification. UNCL&SSIFIED/ JFOR OFFICIAL USE ONLY |
(U) Category. Other (Travel Voucher Fraud / Misuse of Resources)

(U) Time & Attendance Fraud, Travel Voucher Fraud, Misuse of Government
Charge Card; NSA/CSS IG; IV-06-0057; 31 August 2007

- (U#FEeUJEY>Summary. The NSA OIG conducted an investigation based upon
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by (3)-P.L. Bo-36

allegations of voucher fraud against a GG-13] [ We substantiated that.
the employee: 1) intentionally falsified her timesheets, for a total shortfall to the
Government of 360.50 hours (approximately $15, 580); 2) intentionally falsified a
Government travel voucher, charging the Government $1,001.40 for expenses in Hawaii
when the trip was essentially a personal vacation; and 3) intentionally misused her
Government travel charge card. The United States Attorney’s Office, District of Maryland,
declined prosecution in favor of administrative discipline.

(U) Management Action. The OIG Report of Investigation was referred to the -
ADS&CI, for possible security clearance action; to NSA Employee Relations for
administrative discipline; and to the NSA Office of Finance for initiation of a restitution
action.

(U) Overall Report Classification. UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
(U) Category. Other (Fraud and Misuse)

(U) Government Credit Card Misuse; NSA/CSS IG; IV-07-0035; 17 September 2@0‘?

(UFOYEY Summary. The NSA OIG substantiated an allegation that a former
military assignee at NSA (now a contractor assigned to an NSA contract) knowingly
misused his Government-issued travel charge card by charging over $23,000 in personal
expenses to the card, including a $21,700 charge for on-line foreign currency trading, -
$1,403.50 for cash advances and $54.00 for cinema tickets. The former assignee failed to
pay a balance of $14,262.95 on the card prior to leaving Government service. The OIG
verified that the former assignee is personally responsible for this debt, and therefore there
is no potential pecuniary loss to the Government. The United States Attorney’s Office,
District of Maryland, declined prosecution in favor of administrative discipline.

(U) Management Action. The NSA OIG’s Report of Investigation in this matter
was referred to the ADS&CI for possible security clearance action.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Other (Misuse of Resources) f

(U) Misuse of Agency Software; NSA/CSS IG; IV-07-0019; 23 July 2007

(UHFOHOY Summary. The NSA OIG substantiated an allegation that a GG-14
employee removed unused, unclassified Government-owned Commercial-Off-the-Shelf
(COTS) software from Agency spaces, without authorization, and then installed the
software on multiple personally owned computer systems. We also determined that, after
installing the COTS software, the employee and/or a family member activated it, rendenng
it useless to the Agency. Finally, we concluded the employee failed to fully and truthfully
respond to management inquiries about the COTS software.

(U) Management Action. The Report of Investigation in this matter was referred to
the ADS&CI for possible security clearance action, and to NSA Employee Relations for
administrative discipline. We also referred the matter to the Agency’s Office of Finance for
initiation of a restitution actlon
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(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Other (Misuse of Resources)

(U) Misuse of NSA Computer Networks; NSA/CSS IG; IV-07-0024; (b) (6)
10 September 2007 .

(U#FOYS) Summary. The NSA OIG substantiated an allegation that a GG-13 Skills
Community Dlreator mlsused Guvemment resources for,private gain. Our investigation
determm‘ at the emplovee used the classified and unclassified computer networks to

(U) Management Action. The matter was referred to NSA Empiayee Re}anons for
administrative discipline.

(U) Overall Report Classification. UNCLASSIFIED/ fFOR OFFICIAL USE ONLY
(U) Category. Other (Misuse of Resources)

(U) Misuse of NSA Unclassified Computer Network NSNCSS 1G; Various Conirol
Numbers; 1 April 2007 to 30 September 2007

(U) Summary. During the past six months, the NSA OIG substantiated a total of 33
allegations that NSA affiliates misused Government resources by accessing adult-oriented
material on the Agency’s unclassified computer network. The 33 cases break down as
follows: 18 contractor matters, 8 military assignee matters and 7 civilian matters.

(U) Management Action. Consequences for contractor employees ranged from
company reprimand to dismissal from employment. Military assignee cases were referred
to the appropriate service for military discipline. Civilian cases were referred to NSA
Employee Relations for administrative discipline. All matters were referred to AI}S&CI for
possible security clearance action.

(U) Overali Report Classification. UNGLASSIF!ED! /FOR OFFICLAL USE ONLY
(U) Category. Other (Misuse of Resaurces}

(U) Child Pornography, NSA/CSS 1G; CO-07-0279; 5 March 2007

(UHFOUEY Summary. The NSA 01G supported an FBI investigation into an
NSA/CSS GG-15 civilian employee
The FBI's investigation was part of Project Sate Childho i esIgne
to protect children from online exploitation and abuse An FBI search of the civilian’s
Maryland residence and analysis of his home computer revealed that he used his home
computer to receive more th images of child pornography from the Internet. On

|he was sentenced in Eederal court td _]years in prison followed by[ ]

years of supervised release for reaelptﬂf child pnmcgraphy He was also ordered koregister
as a sex offender. . . .t :

*
®

(V) Management Actiom The employee isna longer empk)yed at the Agem:y and
does not hold a security clearance. .

* oW
» .

{b) (&}
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(U) Overall Report Classifi¢ation. UNCLASSIFIED//FOR (JFFICIAL USE ONLY
(U) Category. Other (Child Pomagraphy)

(U) Misrepresentation of Academic Credentials; NSA/CSS IG; IV-07-0003
(8 August 2007); 1V-07-0009 (30 April 2007); IV-07-0025 (8 August 2007)

(U) Summary. A Federal law enforcement Agency provided the NSA OIG with a list
of individuals who obtained bogus degrees from diploma mills. Through a data
interrogation process, we were able to determine that the list contained the names of three
NSA civilian employees. We determined that each employee paid a fee for a bogus degree
and represented that degree to the Agency as legitimate. We also determined that the «
employees provided the Agency with academic *transcnpts setting forth courses they did not
actually take and grades they did not actually receive. In each case, we concluded the
employees either knew or reasonably should have known their degrees were illegitimate,
and that they intentionally misrepresented their credentials and qualifications to the NSA.

(U) Management Action. The OIG’s Reports of Investigation were referred to the

ADS&CI for possible security clearance action; to NSA Employee Relations for

administrative discipline; and to NSA Human Resources for any necessary grade and pay
ad]ustments

(U) Overall Report Classification. UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
(U) Category. Other (Misrepresentation)

(U) Hostile Work Environment; NSA/CSS 1G; IV-07-0027; 6 June 2007

- (UHFOUSYSummary. The OIG substantiated an allegation that a GG-15 manager at
an Agency field site created a hostile work environment for one of the military assignees.
Our investigation determined that the GG-15’s performance frustrations with the military
assignee caused him to make statements and gestures toward the military member that
were abusive in nature. We concluded that the GG-15 violated applicable NSA Policy by

using intimidating language and gestures, and faﬂmg to exercise courtesy and respect in
dealing with a coworker.

(U) Management Action, The OIG Report of Investigation in t}ns matter was |
referred to NSA Employee Relations for administrative discipline.

(U) Overaii Fteport Classification. UNCLASSIFIED//FOR {)FFICIAL USEONLY
(U) Category. Other (Hostile Work Environment)

(U) Time and Attendance Fraud; NSA/CSS IG; 1V-07-0011; 05 May 2007

(UAFEHOY Summary. The OIG substantiated an allegation that, between
1 February 2006 and 19 January 2007, a GG-13 Facilities Project Manager intentionally
submitted false and inaccurate timesheets, for a total shortfall to the Government of
646 hours (approximately $28,824). The employee asserted that he regularly conducted
NSA business from inside his car in the NSA parking lot (outside the NSA CONFIRM
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{b} {6)

system), becausq — I()ur investigation
determined this explanation was implausible. "The Un rney’s Office, District

of Maryland, declined prosecution i in favor of administrative d:sca;;lme

_(U) Management Action. The OIG Report of Investigation was referred to the
ADS&CI for possible security clearance action; to NSA Employee Relations for
administrative discipline; and to the NSA Office of Finance for initiation of a restitution

action.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY

(U) Category. Other (Time and Attendance)

[(e) (3)~p.%. 86-38]

uuuuuuuuuuuuuuuuuu

'Wumbw | NSA/CSS IG;

(CHREE-TFO-HBAAEE=EAN-EGBR-NEE Summary|

(U) Management Action. Responsible contractor made restitution in accordance -

with OIG findings.

(U) Overall Report‘Classiﬂcaﬁon. TOP SECRET//REL TO USA, AUS, CAN, GBR,

NZL
. (U) Category. Other (Financial Accountability)

3
®) (1)
(b) (3)-P.L. 86-36
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(U) NSA/CSS OIG ACTIVITIES RELATED TO

COUNTERTERRORISM (o) (3)-50 vsC 3024 (4)

(b} {3)-P.L. B6-36

(W) lnspection of the Gmpatlai Exploitation Office; NSA/CSS IG; lN-ﬂB-&OOS
(CHelRiE=FO-1 S ) Background. The Geos*panal Expimtahon Office (GEQ)

began operations|

{ The primary objectives of the inspection were to

assess GEQ’s mission effectiveness, GEO’s ability to satisfy requirements and information
needs levied on the organization, and GEO mission management. Prior to publication of

the draft report, the SIGINT Directorate’s Deputy Director fg[mm_andm;@gn___
realigned the S2 organization. The realignment resulted in :

iden inthe inspection report that apply to, the GEO mission as a whole and not
the GEO organization in particular. Depending on the cutcome of the draft report review
process, these. mission topics may need to be addressed at the SID level |

o

Several findings and recommendations were .

=

*
v, .

*

*
.
»

-

[oy Gi-®.L. 86-36)

(U) Special Studies of Counterterrorism Programs; NSA/CSS IG

(UHFOUO) Background. In January 2007, all Counterterrorism programs
previously operated under Presidential authority began operating under the authority of
Fcrelgn Inteﬁ:gence Surveillance Court orders. For these new orders, the OIG performed
reviews in accordance with their terms, which specified that an initial review would be done
to ensure that minimization procedures were adequate. The FISC orders imposed strict
time limits, but when possible, these reviews included testing. The OIG completed two such -
reviews in the past six months. In addition, we published a report on a special inquiry
performed to answer concerns raised about activities under one of the FISC orders. -

(U) Assistame to ODNI IG for the Terrorist Watchlist Project; NSA/CSS IG;
JT-07-0006 ‘ ~ "

V) Background The Terrorist Screening Center (T'SC) maintains a consolidated
terrorism watchlist that is populated by information from the National Counterterrorism
Center (NCTC) and the Federal Bureau of Investigation (FBI). Agencies that possess or
acquire terrorism and counterterrorism information, with the exception of purely domwtie
counterterrorism information, are required by Executive Order 13354 to promptly give
access to such information to the NCTC. The NCTC provides a subset of that information to
the TSC for inclusion on the consolidated watchlist. The Intelhgenee Community
Inspectors General (ICIG) Forum agreed to coordinate a review of the processes for
nominating individuals to the consolidated terrorist watchlist. The Offices of the Inspector
General of the Office of the Director for National Intelligence (ODNI), Central Intelligence
Agency (CIA), Depamnent of Justice (DOJ), Defense Intelligence Agency CDIA), Nauonal
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[

Security Agency (NSA), National Geospatial-Intelligence Agency (NGA), Department of

- State (State), Department of Homeland Security (DHS), Bepartment of Energy, and

Department of Treasury (Treasury) are participating in the joint review. While other IC
agencies performed internal reviews within their respective agencies, ODNI and NSA
inspectors jointly reviewed NSA's pamclpahon in the watchlisting nomination process. The
joint inspection team focused on the provision of terrorist-related SIGINT information to
the NCTC for the purpose of watchlisting. Cross-community findings and observations from
the individual agency reports will be incorporated in the overall IC IG report.

Release: 2019-06
NSA:08772



Doc ID: 6672180

SEEREFHREE-TO-HSAVEY (b) {3;-9‘1‘“ 86-36

(b} (1)
{b) (3)~50 UsC 30241{1)

&

(U) § MIANNUAL REPORT TO THE CONGRES$

(b} (3)-P.L. 86-36

® W
W
L
* w

L3

K e - {lJ) For the Period October 1, 2007 Thraugh March 31, 2008 - .

® W

(wmee& "

-
* N-

1

£

LJ

the Inspector General (OIG) cundﬁcted a special i inquiry into an allegation tha "

TNEATCSS 1
ol (%)‘Summary During September and ()ctober 2007, the NSA/CSS Office; of

-

| We found no violations of NSA's legal compliance and

‘ MInxmlzatlon procédures and issued no formal recommendation, but we observed that
additional oversight familiarization training was needed. |

(U) Overall Repm Classification. SECRET//COMINT//REL TO USA, FVEY

(LJ) (:ategory‘(}ther (Operational Authorities)

(U) Contract Warehouse Operations; NSA/CSS IG; AU-07-0019; 14 November 2007

. (et Summary In support of the Infermatmn Technclog‘y Directorate (ITD),
the Agency contracts for warehouse space to store more than] |pieces of information -

technology equipment and parts valued at|

These warehouse services cost

- the Agencyabout| % |

annually. We performed this audit to evaluate the

effectiveness and efficiency of the stﬁrage facilities contract to satisfy the Agency’s
- Fequirements and needs. Our audit'found that the Contractmg Officer Representatxve must
develop and implement a samplmg plaﬁ to verify the accuracy (if the contractor’s inventory
records. Additionally, the Property Acquisition Support Office must tag 21l of the ITD’s
.pilferable items destined for the contract warehmme and account for thert in the Defense

‘Property Accountability Systemn as required by NSA/‘CSS Fmanmal’ Managemenr Manuai 7-

2. Finally, some deliveries are|

J) Management Action. Management concurred with the rééma’iﬁendaﬁons.

(U
(U) Overall Report Classification. SECRET//NOFORN
(U

{b) (13

) Category. Acquisition Processes and Contract Management | () (3) ~B.L. 86-36

(U) Agency’s Streaming Media Capability; NSA/CSS I1G; AU-07-0020;

4 December 2007

(U/lE©&e) Summary. In April and July 2007, the OIG recewed similar hotline
mmplamts about organizations duplicating streaming media and web services to the

Eppooved. for Relesse by HBA o 07 @1~&w}w
FOIR Cassg %? 19825 ikitkqs‘ifii}m ;

i

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: '2032'&1'68-
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Agency. In a 2006 Inspection Report, OIG found the same problem—Agency organizations
use their own personnel or pay contractors to provide multimedia services instead of using
the corporate authority (Office of Multimedia Solutions). Although the
l 1has a legitimate
role in providing operational streaming media in support of Signals Intglligence analysts, it
has, on limited occasions, duplicated services offered by the Office of Miltimedia Solutions.
Although this office is responsible for web design and development of Orgamzatmnal and
project websites on the NSA intranet as reqmrﬁd by NSA/CSS Policy 107, other
organizations are performing identical services. Duplication occurs because responsibilities
of the Office of Multimedia Solutions and other Agency organizations arg not clearly
defined. :

(U) Management Acﬁen. The Chief of Staff and Technology Dlmctorate concurred
with all recommendations and have initiated corrective actions. :

(U) Overall Report Classification. SECRET/ /REL TO USA, FV ﬁZY
(U) Gategory Other (Information Technology) Iib) T |

(U) Laptop and Other Portable Computing Devices At:i:ountabihty, NSA/CS$ IG;
AU-07-0005; 4 December 2007 ( \

(UMFOUS) Summary‘ Sinte 2000 the Ag‘éncy has focused on 1mpmmng its
accounting of portable computing devices (PCDS), such as laptop conjputers.”
Nonetheless, gs.of 29 June 2007 the Ageney had not accounted for some of the more
than] fl’CDs in use at NSA over thé period 2000-2007. Our audit found that,
although TImprovements had been ma‘.de in trackmg and identifying PCDs at the Agency,
the audit trail for PCDs was inefficient and, in some cases, non-existefit, especially for
the hand-receipt process for Agency-owned and contractor-provided PCDs. Despite
adequate accountability procedures for incoming property through Ceu!:ra} Receiving,
Agency personnel could bypass that process. Consequently, PCDs weze brought into the
Agency and not praperly accounted for in property records. Missing or unaccounted for
PCDs were not glways reported as soon as they were known to be lost."Meaningful
investigations ¢annot be conducted when mxssmg PCDs,| |

] | are not reported quickly.

(U/A=oH€) Management Action. After issuance of the audit report in December
2007, the Director, NSA/CSS tasked the Agency’s Senior Leadership Team (SLT) to -
address the persistent problem of unaccounted-for laptops within the Agency. From
December 2007 until February 2008, under the leadership of the Chief of Staff, the
Agency conducted an exhaustive search for laptops, significantly reducing the number of
unaccounted-for laptops identified in our audit report; developed a new Standard
Operating Procedure (SOP) for laptop controls and accountability; approved technical
measures to protect data on PCDs and track laptops; and withheld performance bonuses
for 2007 for most SLT members until the search had been concluded and the SOP
developed.

(U#F©UE¥ In February 2008, the SLT directed a number of actions, including

5 ’ Release: 2019-06
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SRRl e (b) (3)-P.L. 86-36
, I

the preparation of a written report on these issues. On 7 March‘ﬁm)&‘, the Deputy Chief
of Staff submitted the reqmred réport to the SLT. It included'a history of the laptop
accountability issue at NSA since 2002, results of the remht intensive.efforts, and major
actions that lie ahead. Attachments to the report inchirded detailed résults of the search
and the new accountability procedures prepared hy the OIG, Office of General Counsel,
Directorate of Seeurity, and Directorate of Installa‘tmns and Logxstxcg

(U) Overall, the Agency is seriously addressmg the issue of laptop accountability
and is well on its way to establishing a systemic solution to this chall¢nge, incorporating
procedures that could be cons:.ldered for adoption elsewhere in the In‘telhgenee
Community. . .

(U) Overall Report C!assiﬂcation TOP SECRET/ /C()MXNT/ jNOFORN

b} {1}
(b} {3}

Rl 8. (U) Category Othea: (Informatwn Technology)

-

I_g_smsh" e T ~ | NSA/CSS IG}

w"h " * e -

MHE'I:,) SummaW..We visited two : ls;tes selected
on the basis of-risk, location, ancl‘repcrted oversight issues. Our reviews assessed site
operations, localcustomer support, anﬂ«cpmphance with intelligence oversight
requirements anqa_—;::bnstmcncns Ategch site, we fom}d some dxscrepancxes
between policy and the execution of Emergeng Pestruct : s, At one site. support
to law enforcement was nct,ful]y coordmm‘:ed . |

Y A, x

employees had partlmpated in Emergency I)estructlon Exetcises a&er recemng al nﬁc atzon
, : n e equirements of

The other site wﬁi «

have a comprehensive environmental survey performed In 2008, and|
has confirmed receipt of a secure telephone.

(U) Overall Report Classifications. T()P SECRET//COMINT//NOFORN (beth

reports) (b) (1)
(U) Category. Jomt Warﬁghtmg and Readiness . (b) (3)-P.L. 86-36

(U) Ihquiry From Congress Concerning Possible USSID SP0018 Violations;
NSA/CSS IG; ST-08-0017; 17 December 2007

(U) Summary. In response to a request from the office of U.S. Senator Leahy of
Vermont, we reviewed allegations of improper intelligence activities and violations of
SIGINT authorities made by a citizen of Vermont, who had been a U.S. Army Reservist
deployed to Fort Gordon, Georgia, in October 2001. We were unable to substantiate the
allegations since the Reservist had never been assigned to NSA and had not perfcrme:d an
NSA mission while deployed. :

(U) Management Action. We provided our findings for further action to the

3 Release: 2019-06
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Assistant to The Secretary Of Defense (Intelligence Oversight) and the Inspectors General
of the Department of Defense, Department of the Armiy, and the U.S. Army Intelligence and

Security Command.

(b} {1}

(U) Overall Report Classification. SECRET//CGMINT{fNOF()RN (b) (3)-50 USC 3024 (1)

(U) Category. Other (Operational Authorities)

(U) Joint Inspection of NSA/CSS Europe; NSA/CSS IG; AFISRA IG; ;Nsccréa IG,

NNWC IG; JT-07-0004; 18 December 2007

(b} (3)-P.L. BE~-36

*

(&#RE+) Summary. The IG organizations of the Air Force Inteihgance,

Surveillance, and Reconnaissance Agency, Naval Network Warfare Com

mand, Intelligence .
and Security Command, and NSA conducted a joint inspection at Stuttgart{ . !
Germany, in September 2007. For at least two years, NSA/CSS Europe ieatiershp

(NCEUR) has focused onj}

The

SIGINT Director has supported these initiatives and has adopted certain authorities. Under.
NSA/CSS Policy 1-3 on governance, the NCEUR transformation must be appropriately .
codified. Each Senior Functional Authority responsible for mission and enabling functions :
must formally delegate authorities in its management directives and allocate appropriate
manpower and financial resources. Inspectors found many in the NCEUR workforce were -
unaware of or confused about their own and other organizational roles in the ongoing .
transformation. More effective communication of the NCEUR vision and the Director’s
intent is a major challenge. Joint inspection activities uncovered several areas where
additional management oversight is needed, including safety, logistics, property

accountability, training, Intelligence Oversight and cover travel.

(U) Management Action. Management concurred with all recemmendatmns and

corrective actions are underway.

(U) Overall Report Classification. SECRET//COMINT// REL TO USA, FVEY

(U) Category. J Oiﬂt Warfighting and Readiness

(b} {3)~-P.L. BE~-36

(S Retention of Domestic Communications Collected Under FISA

Surveillances; NSA/CSS IG; ST-06-0007; 21 December 2007

(S#AEt) Summary. While conducting collection operations authorized under the
Foreign Intelligence Surveillance Act (FISA) of 1978, as amended, NSA might incidentally

collect domestic communications subject to limitations. Qur evaluation,

conducted from

September 2006 through August 2007, showed that: 1) although NSA collection systems
and raw traffic databases can be programmed to facilitate compliance with retention
procedures, some processing and retention procedures had not been programmed;

2) appropriate training on how data repository systems can improve analyst compliance
with retention rules should diminish the unintentional override of these features; and

3) developing an autemated dissemination system could lower NSA’s rlsk of

noncompliance.

(U) Management Action. Management concurred with the recommendations.

4

Release: 2019-06
NSA:08750



Doc ID: 6672180

{b) (3})~-P.L. 86-38 i lﬂl!iE Hé!hiiit
. ' ‘

Corrective actmm are unﬁer%y on programming and trammg, and management is
dewsmg a plan m -lower risks assocxated with dissemination.

(U) Overan Report Cla‘s‘sxflcatlon TOP SECRET//COMINT/ /N(}FORN
(U§ Category Other (Opergtwnal Authorities)

I(U#FGH'S)'

"
*

; iNsmcss e I .
(S#Fi-El-.) :Summary. In FY;:QOS the OIG reported that - !

|
l During the review, pass‘age of the Protect America Act changed the.
overall authority under which surveillance directed at persons reasonably believed tobe
outside the Unitgd States could be conducted. That Act has now expired, but the
conclusions of tie-0IG study are still valid. The OIG recommended shanges in traxmng and
internal control pnocedures to avoid futyre eo'llect-mn mmdents

V) Manaqement Action. Management uoncurred With all rec:ommendatmns and

corrective actiors are underway. . . te
(U) Oveﬁall Report Ciassmcatiom TOP SE’CRET/ /COMINT Eg § é; o1 se_sc
(U) Cate__garyi Other (Operational &pthﬂmtles)_ . :

mmm@mmridenzs in T .'NSA/CSS:IG;

(&%= Summary. During August,ad September 200 the OIG conducted
special inquiry intd] |:mc1dem:s  that took place in| ] i .
l : ; |
limited period, but NSA edu’ld not verify whether . The OIG
recommniended cfxanges in internal control procedures to avoid future compromise of

*

(U) Management Action. The SIGINT Directorate concurred with the
recommendations and has proposed plans to protect the data. "

(U) Overall Report Classification. TOP SECRET//COMINT /NGFORN
(U) Category. Other (Operational Authorities)

(U) information Technology Enterprise Management System, NSA/CSS lC:‘a
AU-06-0018; 21 December 2007

B (&#=t) Summary. In FY2002, Congress recognized the need for an Information
Technology Enterprise Management System (ITEMS) program at NSA. Although the
Agency has been slow to implement an Enterprise Management System (EMS) that will
monitor the health, status, and security of the Agency’s Information Technology (IT)
Infrastructure, ITEMS is currently regarded as a key program in the Agency’s IT
modernization effort. As of 30 June 2007, the estimated cost of the ITEMS program

] | Our audit found that program requirements are not well defined

By (1) \ ,
(b} (3)~P.L. 86-36 o o v 2E TR AT T m e Tk T Ak ]
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() (1)

(b} {(3}-P.L. B6-36

*

*
*

because of madequate stakehalder mvolvement aweak governance process, and

*

insufficient senior Agency managementvspansarshlp Without full funding and adequate
staffing, ITEMS may not megt #s ¢ oal of delivering a centralized EMS capability to NS
a result of recent budget Cuts

5 *
. As
*®.

I

I | Further, the program’s small government staff creates the risk of inefficient
program management and potentially puts too much reliance on contractor support for
1mpnrtant program work and decision-making.

(U) Management Action. Management concurred with all recommendations, and
corrective actions are underway.

(U) Overall Report Classifications. TOP SECRET//COMINT//NOFORN |

(U) Category. Joint Warfighting and Readiness

[(o) (3)-P.L. B6-36

"
« ¥ * 9
* * - -

. *

*
w % ®
"""""
.

(U) Quick Reaction

Report—|- """~ .

Closeout; NSA/CSS I o

(SHREk) Summary. On 3 August 2007, the OIG received a complaint that aﬁeged
mismanagement of th&! . iclﬂsecxut Our ongoing audit cf‘

the}

[Closeout disclosed a problem that warrants -

immediate attention by Agency leadership because valuable resources are being expended

| The complaint

specifically questmned] - _ ] |
| We found that thel Jhad

not conducted sulticient research to .determme the most cost effecttva ‘method for]

This occurred bﬁ; use the Office was unaware tha‘tr- * |

(U) Overall Report Classification. UNCLASSIFIED//FOR OFEICIAL USE ONLY

(U) Category. Joint Warfighting and Readiness (b) (1)

{b) (31-P.L. 86-36

(U) Follow-up Audit of the Special Study of Time Synchronization; NSA/CSS IG;
AU-07-0018; 23 January 2008

(UAFOH6rSummary. To accomplish its various missions, NSA must reliably affix
accurate time-date stamps and, when available, geolocation information on all collected
signals. However, NSA currently has no way to certify the accuracy of time-related
information, even to the extent of accurately specifying the order of events. Key Agency

- organizations agree that synchronized time is crucial to the mission and must be

established. To fix this long-standing Agency problem, the Time and Frequency i
Coordination Authority (TFCA) was established in May 2006. The objective of our audit

’ 6 . Release: 2019-06
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was to follow-up on the TFCA’s progress to establish and 1mplement an enterprise-wide

- time synchronization solution. Our follow-up audit found that, although TFCA has the
authority, it does not have the organizational structure and resources necessary to direct
and implement a time synchronization solution. The TFCA has not developed an
acquisition plan, which would define user-timing requirements and include key
performance goals, to eliminate the Agency's time synchronization deficiencies.
Furthermore, the TFCA has not developed time standards and policies to ensure that
consistent timmg practices are applied across the Agency in support of the Signals
Intﬂlllgence mission.

(U) Management Action. The Chief of Staff, Chief Technology Officer, and Senior
Acquisition Executive agreed to implement corrective actions for the recommendations.

(U) Overall Report Classification. TOP SECRET//COMINT//REL TO USA, FVEY
(U) Category. Joint Warfighting and Readiness

(U#F@U@-)‘ Follow-Up Inspection of NSA/CSS Accuracy in Aligning Mihtary Joint
Duty Assignments with Billet Specifications; NSA/CSS; IN-08-0003;
24 January 2008

(UFFOU6Y Summary. The inspection, conducted in August 2007, was a follow-up
review of an earlier OIG recommendation concerning NSA’s comphance with a limited
aspect of military joint duty assignment (JDA) regulations. The main areas for B
improvement cited in the inspection include: 1) establishing uniform expectations of Officer
Ass‘ignment Managers’ roles and responsibilities by setting verification frequency dates and
assigning explicit JDA billet authorltles, 2) adhering to the NSA Personnel Management
Manual, Chapter 201, when reassxgnmg JDA officers; and 3) ﬁnahzxng the Certification
Plan, whmh has been in draft since 2006.

(U) Management Action. Management concurred with the recommendations and is
taking corrective action. ,

(U) Overall Report Classification. CONFIDENTIAL
(U) Category. Human Capital

[(b) {3)~P.L. 86~36|

-

- .:*
(U) Advisory Report on TURBULENCE Program Managemem, NSA/CSS IG;
AU-08-0007; 11 February 2008 : :

( UAFOU0) Summary. A centerpiece for Agency transfcrmatwn is the devetopment
of a series of mission modernization capabilities knﬂwn as TURBULENCE. TURB-’ULENGE
focuses on the development and fielding of ap.architectural framework to modernme
mission capabilities in a distributed, peeg-to- peer, real-time environment. When *

- TURBULENCE moved from research to development, it became part of th&l:‘fE&
| | On 9 January 2008, the first increment o

known as Increment 1 Passive, was granted approval by the Milestone Decision Authority to
proceed to the next phasé, system development and demonstration. Our advisory audit
reported that the Agency must commit to full and timely TURBULENCE implementation

through the[ _ [program. Although concrete steps have been taken to increase program
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management rigor, only the initial[ increment has been defined, and funding for a
critically-related IT infrastructure ﬁfbjeét is in question. Program management is also

jto support program o;)eratmns. As a result of these findings, the O1G wd}
begin a series of reviews fcar this fiscal year on se}gcted areas afm .

(U) Overall Repert Olasgmcat;an TOP SECRET//CGMINT//NOF{)RN
(U) Category. Joint Warﬁghtmg‘and Readmess .. ;

*

(U) Signals Survey and Analysis Division Wlthm ‘the cftfc:e* of Target Pursuit“
NSA/CSS IG; IN-07-0004; 6 March 2008 h ) (3)-P.L. 86-36]

(UAFOUYErSummary. The inspection reyiewed the ngaais Survey and Analysis
(SSA) Division for efficiency, effectwaness and compliance, a.nd to determine the
relationship between SSA-and'th el et and the
functional boundaries between SSA and}

Our inspection found a lack of strategic dxxectwn?or th& SSA workforce. Existing
strategic plans do not address the role of signals analysis or SSA specifically. Since the
inspection, SSA leadership has drafted a strategic plan that details specific objectives and
measurements for the SSA workforce. Although SSA ang hare compatible missions,
their organizational separation hampers dialogue and lihits operational collaboration.
Finally, we found that SSA’s relationship with is inconsistent and collaboration is
limited. While the relationship has improved wi e division's renewed focus on the
Centers, interaction is still based primarily on personal networks.

(U) Management Action. Agency management concurred with the -
recommendations.

(U) Overall Report Classification. SECRET/ /COMiNT//REL TO USA, FVEY
(U) Category. Joint Warfighting and Readiness

(U) Oversight Review of Restaurant Fund, Civilian We!faie Fund, and Cryptnicgie
Museum Gift Shop; NSA/CSS IG; AU-08-0015; 7 March 2008

(UFAFOYE> Summary. The financial statements of the Agency's Restaurant Fund,
Civilian Welfare Fund, and Cryptologic Museum Gift Sha;: were audited by a Certified
Public Accountant firm (CPA) who issued unqualified opinions. Our oversight review of the
CPA audit found that the audit was conducted consistent with Government Aud}tmg
Standards. Last year, the CPA audit made four recommendations: (1) require contract
auditors to be on-site to observe year-end inventory closeout, (2) require Sodexho to fulfill
its contractual obligation to provide an annual audited profit and loss statement to the
Restaurant Fund, (3) maintain and track fixed asset records in one database, and (4)
require Nonappropriated Fund Instrumentality (NAFI) managers to supervise inventory -
counts and verify that inventory counting procedures are followed. NAFI management has
addressed and corrected each of these recommendations. The CPAs did not identify any
management concerns this year.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
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(U) Category. Financial Maﬁagement

(W) Agency s Transition to Internet Protocol Version 6: NSA/CSS IG; AU-08-0004;
26 March 2008 ‘

(UFFOH0rSummary. The audit objective was to determine the Agency’s progress
in transitioning to Internet Protocol Version 6 (IPv6) and fulfilling the Information
Assurance (IA) requirements established by the DoD and Director of National Intelligence.
The Information Assurance Directorate has proven to be a valuable IA resource for the
overall transition effort. However, NSA’s transition status stands in contrast to the Office of
Management and Budget’s FY2007 assessment that more than half of the agencies are on
track to meet the deadline. Our audit concluded that the Agency’s transition to IPv6 has
been stalled. The transition plan has not been approved by the Chief Technology Officer,
and the Agency lacks a Program Management Office to manage and coordinate the
transition to IPv6. We also found that recently acquired Information Technology (IT)
devices may not process both IPv6 and its predecessor. By accepting the risk that IT devices
may not process both, the Agency could delay implementation and incur increased costs.

(U) Management Action. The Technology Directorate (TD) concurred with our
recommendations, and the IAD agreed to assist TD with information assurance support on

IPVG tI‘aHSiﬁ(}n &ffm‘.’ts - ;(b) {3) -2, 5. RE~- 'gg}:
(U) Overall Report Classification. UNCLASSIFIED//FQR GFFICM USE ONLY
(U) Category. Joint Warfighting and Readmess R

* #

(U) Vehicle and Driver Semces NSA/CSS | G AU-08-0003; 31 March 2008 ‘

(UHeEer Summary The audit objective was‘to determme whether ‘J:he Agency
operates an efficiént and effective vehicle program’ Asof September 2007, the Agency
owned g:fvehmles and transportation assets: ‘In addition, the Agency leased vehicles -
and assets. Our audit found that, with few exceptions, Commuter and Motorfleet Services
does not operate an efficient vehm}g program of almast[:jvehic}es and assets. In FY2007
the Agency spent over |on vehicles and maintenance. However, more than half
of the Agency vehicles reviewed had been used less than 50 percent of DoD’s mileage
guidelines. The Agency does not have a process for reviewing usage to determine whether
or not a vehicle is needed or whether vehicles should be leased or purchased. Consequently,
the Agency is leasing transportation assets that would be more cost-effective if purchased.

(U) Management Action, Management concurred wﬂ:h a}I recommendations and
correctwe actions are underway.

(U) Overall Report Classification. SECRET//REL TO USA, FVEY
(U) Category. Other (Logistics Services)

(U) Procurement Fraud Initiative; NSA/CSS IG; Various Control Numbers;
1 October 2007 to 31 March 2008

(UMFES7 Summary. In October 2007, we launched an initiative to identify fraudulent
billings by NSA contractors. This initiative involves data interrogation of contractor

' 9 . Release: 2019-06
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access records, coordination with contractor compliance ofﬁmals, analysis of bﬂhng
records, and investigation of access and bﬂhng anomalies.

(UHF@UGTAfter a six-month run, our initiative has produced significant results. To
date, we have identified several hundred potential mischarging matters, opened 38 new
mischarging investigations, and completed 14 mischarging investigations, in which we

. substantiated more than 4,400 mischarged hours, amounting to approximately
$500,000 in potential recoveries. :

(UFFEYE) We are closely coordinating this initiative with the Defense Criminal
Investigative Service, Baltimore, and the Office of the United States Attorney for the
District of Maryland. ;

10 Release: 2019-06
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(U) NSA/CSS 0IG ACTIVITIES RELATED TO
COUNTERTERROR!SM

) Advasory Report on NSA Partlclpation in the Terrorism Watchlisting Preces&,
- NSA/CSS IG; ODNI IG; JT-07-0006; 4 December 2007

(UAFOPEY Summary. In December 2006, the Intelligence Community Inspectors
General Forum agreed to coordinate a review of the processes for nominating individuals to
the consolidated terrorist watchlist. This advisory report responds to the Forum’s
Memorandum of Understanding, 19 March 2007 (amended and restated as of 7 May 2007),
that required the NSA Office of the Inspector General to participate in a joint review. A
team of inspectors from the ODNI and NSA conducted a joint review of NSA's participation
in the terrorist watchlist nomination process from March to September 2007. The advisory

refort hx%hhghted that: 1) no formal process exists for the review of i |

b) no standardized format exists for submitting watchlist-nominations; and 3) no

ntelligence Commumty~mde training is available on the watchlist niomination process.
These observations Were included in the ODNI's inspection report, Intelligence
Community-Wide Review of theTerrorist Watchlist Nomination Process: Findings and
Remmmendanans for Action, 28 Febmhry 2Q()8 .

(U) Management Action. Management has xmtmted acnon 11:1 several areas

highlighted by the joint IG team. *a
(U) Overall Report Classification. SECRET/ /N()F{}RN c}:{b} R B E}i
(U) Category. Joint Warfighting and Readmesa B R v

*

(U) Geospatial Exploitation Offxce,‘NSA/CSS IG; iN%—ODGS 22 January 2008 : ‘.
(U#Fe‘tﬂﬁj‘Summary Durmg an OIG crganiiatmnai ms;)ectﬁm, the Geaspatxagl

Exploitation Office| |

[ Nevertheieﬁs, the recnmmendatlﬁns in 'tile final report stﬂl apply to the GEO
mission. Our inspection found that Signals inteii;gen&e Directorate (SID) leadership .
concurs with the need to define and dlssemmate a clear division of effort across the
Extended Enterprise. Since the on-site phase of the inspection, SIB’S Office of Analysis and
Production’s| ief the, 6EO missmn addressed many prcbiems ﬁewever,
throughout the mspectmn, SID was unéble or unwilling to exercise anv authoritv over.tl
geospatial exploitation mission conducted in

| GEO training, particularly for] must
be relevant and formalized.

(U) Management Action. SID Management concurred with the recommendations.
Although SID did not provide final action plans on several recommendations made in the
draft report, the IG published the final report, including estimated completion dates, and
will address those recommendations during the follow-up phase.

(U) Overall Report Classification. TOP SECRET//COMINT/ /N{)F(}RN
(U) Category. Joint Warfighting and Readiness

kil ‘ : Release: 2019-06
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(U) SEMIANNUAL REPORT TO THE CONGRESS
(U) For the Period April 1, 2008 through September 30, 2008

(U) Assessment of Management Controls to Implement the Protect America Act of
2007; NSA/CSS 1G; ST-08-0001; 3 April 2008

(U/AFOHE) Summary. NSA has implemented procedures to comply with the provisions
with the Protect America Act of 2007 (PAA), which modified the Foreign Intelligence Surveillance
Act (FISA) and was signed into law on 5 August 2007. To protect the privacy rights of U.S.
‘persons, the new legislation required NSA to implement and follow procedures established by the
Director, NSA, to ensure its adherence to three requirements: that targets are located overseas, that
the foreign mteihgence purpose is significant, and that personnel follow applicable minimization
procedures. Our findings included: 1) NSA immediately implemented DIRNSA-directed procedures
on compliance with PAA and strong controls to determine that targets are located outside of the U.S;
2) PAA tasking needs additional controls, in particular to verify that only authorized selectors are on
collection and that the information acquired relates to the foreign intelligence target; and 3) more
rigorous controls will increase the reliability of spot checks for PAA compliance.

(U) Management Action. Management concurred with the recommendations.
(U) Overall Report Classification. TOP SECRET//COMINT//NOFORN
(U) Category. Significantly Improve Intelligence Capabilities

(U) NSA/CSS Hawaii; NSA/CSS 1G; AFISRA IG; INSCOM IG, NNWC IG; INSCOM;
JT-08-0001; 23 April 2008

(U/AFOE6) Summary. The IG organizations of the Air Force Intelligence, Surveillance,
and Reconnaissance Agency; Naval Network Warfare Command; Intelligence and Security
‘Command; and NSA conducted the inspection at Kunia, Hawaii, in January and February

2008. The transformation challenges identified during the inspection of mission operations at
NSA/CSS Hawaii (NSAH) are a microcosm of those facing the Extended Enterprise: the
requirement to maintain legacy capabilities on critical enduring target sets and, at the same
time, develop a workforce that can take on the challenges of the networked world. We found

that

*®
*
.

¥

. With the completion of the
new NS»AH building years away, the ilkeilhoed that personnel will have to remain in the tunnel
past F Y13 has emerged. An eng',ineermg and safet} study of the tunnel has revealed several
health and safety problems that must be_ addressed in the near term. Funding for these repairs
must be identified as well. Fmaﬂy the inspection team identified fourteen commendable
achitvements across all elements of NSAH, reflecting solid Ieadership at all levels.

*® *
-

{b){3)-R.L. B86-386

Derived From: NSA/CSSM 1-52
Dated: 20070108

Solperoved for Releass by HSA op i}"i‘wf}% ”‘Q?‘Sé; §£}3:m w:a,m %% Tﬁ%ﬁ”}% {litigation )

1 Release: 2019-06
: NSA:08773



Doc ID: 6672182

—=SECRET/REL-TOUSA FVEY"

Declassify On: 20326468~
{U) Management Action. Management concurred with the recommendations and is
taking corrective action.

(U) Overall Report Classification. TOP SECRET//COMINT//REL TO USA, FVEY
(U) Category. Joint Warfighting and Readiness

(U) Official Representation and Confidential Military Funds; NSA/CSS 1G; AU-08-0017;
23 April 2008

(U/A9%O) Summary. We conducted this audit to determine whether Official
Representation and Confidential Military Funds are managed consistent with laws and
regulations and to follow-up on our previous audit recommendations. We found that NSA
organizations, such as the Internal Review Group and Operations Risk Management, have
conducted adequate internal-control reviews of the Official Representation and Confidential
Military Funds. Therefore, we discontinued our audit. We will periodically review the
Internal Review Group’s accounting practices to ensure that adequate oversight continues.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Financial Management

(U) Advisory Report on NSA/CSS Extended Hours Operations; NSA/CSS IG; ST-08-
0003; 30 May 2008

(U/A6¥0) Summary. Extended-hours areas include watch/operation centers,
production areas, and support offices. We reviewed the consolidation achieved and efforts
currently underway by the National Security Operations Center, Signals Intelligence
Directorate, Technology Directorate, Information Assurance Directorate, and other Agency
organizations. Our special study found that over the past 12-18 months significant progress in
reducing and consolidating extended- hours organizations has been achieved. An interview of
the Director of Installations and Logistics and the Special Executive for Power, Space, and
Cooling revealed that recent consolidation efforts have produced available space for other uses
and that extended-hours operations areas have minimal effect on power consumption. We also
found that there is no single authority for establishing extended-hours operations, nor is there
official policy or guidance for setting up or maintaining extended-hours areas or functions.
Finally, NSAW does not maintain a consolidated list of extended-hours operations areas.

(U) Overall Report Classification. TOP SECRET//COMINT//REL TO USA, AUS, CAN,
GBR, NZL

(U) Category. Joint Warfighting and Readiness
(U) NSA/CSS Colorado; NSA/CSS IG; AFISRA IG; INSCOM IG; JT-08-0002;
18 June 2008

(U/FOW6) Summary. The IG organizations of the Air Force Intelligence, Surveillance,
and Reconnaissance Agency; Intelligence and Security Command; and NSA conducted the
inspection at NSA/CSS Colorado (NSAC). This was the first inspection of NSAC, The

) . )
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inspectors found that confusion surrounding the NSAC mission, functional realignment,
and implementation timing has created dissention and distrust that has diverted mid- and
upper-level management’s focus from the mission. We found a number of compliance

problems typical of a site undergoing its first inspection. For example,i I

L]

L

-

»

Finally, the inspection team identified three commendable achievements
"re.,, Across all elements of NSAC.

(U) Management Actmn Ménagement concurred with the recommendatmns and is
taking correéﬁve.axtmn

(U) Overall Report Classifications. SECRET/J‘COMINTH’FALENT KEYHSZ)LEI[REL

L]
*
*
*
*
®
L]

TO USA, FVEY :
(U) Category. Joint Warfighting and Readiness {b) (3)~P.L. 86-36
) i ‘.‘-a“.‘,'*?éioseout
NSA/CSS IG4] Lett T e :.;*" ,

(U/F6H63 Summary. In May 2002, the Dlrector_, NSA noj:rl“' ed“the Assm'tam Secretar
of Defense, Command Contru] Communications and fntelhgence,, that thel %

. »
B i

_l - . ¥ * Q : i
| Our audit found that; overall, the Mlcrqer::tmmcs Saiutlons orgamzatmn 3
has made httle progress m the closeout of | L* .’ N 3

jhas done little to prepare theubulldmg for reutlhzatmn or te reduce its power =
consumption. This fallure to act persistsreven though the} . ]
operations ended| 'ﬁ;d Microelectronics Sulﬁ-tmns managemeht has had |

| ) prepare for the shutdown, : } the Agency
has spent more than ton this effort and, * . |

| f _

(U//FOOrManagement Action. Management conciirred with dur recommendations,
but advised us that power consumption was not a priority for the closure. Because of the
Microelectronics Solutions management's inability to mdke any progress in the shutdown of
| we made a recommendation to the
Information Assurance Director to restructure Microelectronics Solutions management that is
responsible for the delay.

(U) Overall Report Classification. TOP SECRET/COMINT/NOFORN

*
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(U) Category. Joint Warfighting and Readiness

(U) NSA’s Top Secret /Special Compartmented Information Public Key Management
(b) (3)-P.L. 86-36 Infrastructure; NSA/CSS 1G; AU-08-0001; 27 June 2008

. (U/AOH6) Summary. NSA Public Key Infrastructure (PKI) protects NSA

« communications and networks by providing authentication of users, encryption, and digital

.. signing. NSA PKI ensures that security restrictions on classified data and information are
maintained when iiformation is e-mailed or published on web pages. Our audit found that,

(U) Management Action. During the audit, the Chief Information Security Officer
initiated actions to address the noted conditions.

T

(U) Overall Report Classification. TOP SE(ERETHCOWNT//NOFORN
(U) Category. Joint Warfighting and Readiness

(U) Nuclear Weapons Personnel Reliability Program; NSA/C'SS.I.G; AU-08-0006;
" 7 July 2008 .
. (U/H9%6y Summary. One of the Agency's most important missions is] ]
|

] The
purpose of the Nuclear Weapons Personnel Reliability i’rogram (NWPRP) is to ensure that
everyone who performs these duties meets the highest standards of reliability, including

physical, psychological, and technical competence. The NSA/CSS Office of Inspector General,

which is responsible for DoD oversight, has conducted periodic audits of the NWPRP since

2001. Our most recent audit found that the NWPRP has significantly improved the security,
medical, and program management controls since our initial review in 2001. The program has
established a systemic process to ensure and document that individuals accepted into the

program meet, and continue to meet, DoD reliability standards. NSA policy requires that
NWPRP employees be randomly drug tested at a higher rate than the rest of the Agency

population. However, flaws in the selection methodology prevent the program from meeting
its stated goals.

(U) Management Action. Management concurred with all recommendations and
corrective actions are underway.

(U) Overall Report Classification. CONFIDENTIAL//REL TO USA, FVEY
(U) Category. Joint Warfighting and Readiness

(U) RT-10 Initiative; NSA/CSS 1G; AU-07-0016; 11 July 2008

4

Release: 2019-06
NSA:08776




Doc ID: 6672182

—SECREFHRELFO-USAFYEY— (b) (3)-P.L. 86-36

4,“.1'

»
* ‘.-‘

=SR-S Summary. To improve SIGINT support for the J-‘o‘lﬂt‘lnteﬂlgence Operations

".

* a®

.
* ¥ * Ii

| L Lt W performed this" au_dlt in response to an .
allegation that RT-10 had been developed W‘lthout ‘the programimatic: mverSrght that NSA and
DoD regulations requlre. “We founﬂ thls ai!egatwﬂ . . " | N
| . * . y . .
| kssengal’%r an uﬂgomg war. The Agencv has recently made progress in
estabilshmg program strn{:ture for. RT-10, an effort that.Should be reinforted as the system is
| B I()ur audit concluded that, smcem the RT-10 program has
operated without the oversight and documenmtmn necessary to hold the Program Office
accountable for cost, s¢hedule, and perfnrmanc& With DoD support, the program was
expanded] although a Capability Productmn Document, the formal requirements
specilication, was not sent to DoD for validation until} |

(U) Management Action. I \flanagﬁzment concurred with the recommendations.
(U) Overall Report Classification. ¥OP SECRET//COMINT-ECI RDV/NOFORN
(U) Category..Joint Warfighting and Readiness

) | fon the Agency’s Unclassified Network; NSA/CSS IG;
AU-08-0005B; 14 July 2008

~SHREF) Summary. In its current state, the Technology Directorate (TD)-developed

(U) Management Action. The TD concurred with our recommendations, and the Signals
. Intelligence Directorate and NSA/CSS Threat Operations Center agreed to assist TD in the
- process. TD has started to take corrective actions.

jg; %; o1 Be-s6 (U) Overall Report Classifications. TOP SECRET//COMINT//NOFORN

(U) Category. Joint Warfighting and Readiness

(U) Compliance with the Federal Information Security Management Act at NSA/CSS;
NSA/CSS IG; AU-08-0012; 31 July 2008

(U/A00y Summary. Our FY 2008 audit on compliance with the Federal Information
Security Management Act found that, after another FISMA reporting cycle, the Agency has

, !
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made some improvements to the security of its systems and networks
Information Technology (IT) security personnel are becoming more effective in
Jinto major Agency

[chever, much more work must

. be.done to correct the material weakness reported in August 2006 regarding IT security for
‘systems within NSA s control. Weaknesses that have not been fully mitigated include:

]
. -
5

: : .
f . (U) Mamagemem Action. Management concurred with the recommendations and
: . . . corrective actions are underway.
- ¥} Overall Report Classifications. TOP SECRET//COMINT//NOFORN

b) (3)-P.L. 86-36

By -F-L (U) Category. Information Security and Privacy
* R .' L3 L I I
N m/v-ﬁ-éymmmsm Repors gn,shg l

: X nvwcsslc;--::u._ |

INSA has

—fS#R-E-Ea Summaxy Tﬁ afchlewe its s-tated goal of

¥ - .. T’hls advisory review focused on the
|developers.

and' Internal conirols melemented by
evelopers are pmperly applying Signals Intelligence

Our review concluded that
(SIGINT) rules to SIGINT activities and Information Assurance (1A) rules to IA-relevant
activities and are 1mpiementmg approprmt 10 controls. HnWaver, not all IO controls have

nlemented becalise s not yet fully operational under
supports a new mission for NSA; and the risk is high if

been decumented or i
| Because| |
safeguards are not mcorporated nto prneedures to ensure protection of .S. persons
n i l

information, an 1O review of control mechamsms may be warranted whe
becomes fully operatlonai

(U) Overall Report Classifications. TOP SE&RET/ICQMINT!/REL TO USA, FVEY
(U) Category. Significantly Imprové Intelligence Capabilities

IProject; NSA/CSS IG;

l'which provides
ransformation 3.0

)
—éS#-HE-I:& Summary. Our audit found tha

|
programs, 15 not adequately funded. Wlthnut adequate funding, critical components of the
Erogram will fm-i is mcluded in a set of pmjects ca]’ied

--* :
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(U) Management Action. Management agreed with our recommendations te improve
the requirements and budget processes for the projects. .

(U) Overall Report Classifications. TOP SECRET//COMINT/NOFORN
(U) Category. Significantly Impmve. Eﬁtelligence Capabilities

L]

(U) Agency’s System Security Plans; NSA/CSS I1G; AU-08-0005A: 8 September 2008

i Summary. Since 2002, the Aggm:y OIG has reported that defmlem‘.les in the
zli_‘gencv s System Security Plans (SSP) PmLI

- L.Contributing factors mclude a lack uf Agency
requirements, standards, and resoyr¢es. Our audit found that, although curl:entl\
implementing initiatives to improve thé SSP Program J

+*
»*
EA *¢ * r l
* + +
- *

*
* g *
[

*
‘ i

_'We also determmed tﬂat tﬁe iniermanon Security OfTice did not establish a baseline level ol
3 .+ evidence for all accreditation decisions.

JITLY L EF LY

(Q}Management Action. The Technology Directorate concurred with our

¢0
*

recommendations and has started to take corrective actions.

(b) (3)-P.L. 86-36 | (U) Overall Report Classifications. TOP SECRET//COMINT//NOFORN

‘ ™

. (U) Category. Information Security and Privacy

) U;-l ization of Ttme and-Material (T&M) Contracts; NSA/CSS 1G; AU-07-0006;
R 16 Sepfembg:r 2008

(U//-F&U'S-) Summary We performed this audlt as part ¢ of the Agency OIG’s contract
fraud initiative to determme whether controls are adequate for cuntmctpr overmght. Since
2005, NSA has coliect’ed Jor is in the process of collecting more than $1 miilioh in contractor

mischarging on service contracts, including T& M. Today the Agency has more thanDl“&M

contracts valued at about ] Our audit found that the Agency does not routinely

perform the extensive over;si[ﬁht needed for T&M contracts, in spite of recent substantiated

mischarging. Our review of] Jcontract actions confirmed this appraisal, especially in regard
to certifying contractor invoices and validating contractor education and experience. The
underlying cause of the contracting problems has been long-term understaffing of the
Contracting Group. A recently approved FY2008 staffing increase to Acquisition should
improve the Group’s ability to work with Agency organizations to avoid T&M contracts and
provide necessary oversight.

7 Release: 2019-06
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(U/APO¥Ey Management Action. The Director, Business Management Integration
(BMI), has not provided comments to Recommendation 2 that Acquisition develop a plan to
convert long-term T&M contracts to fixed-price contracts (including performance-based). We
have again asked the BMI Director to respond to this report. The Contracting Group has
taken or started to take corrective actions in response to our other recommendations. The
Technology Directorate (TD) concurred with our recommendations, and the Signals
Intelligence Directorate and NSA/CSS Threat Operations Center agreed to assist TD in the
process. TD has started to take corrective actions.

(U) Overall Report Classifications. UNCLASSIFIED//FOR OFFICIAL USE ONLY

(U) Category. Acquisition Processes and Contract Management

(U) Joint Duty Assignment Program - Civilian; NSA/CSS IG; ST-08-0020;
29 September 2008

(U/AFOH0) Summary. Our special study on NSA’s implementation of the Joint Duty
Assignment (JDA) Program found that NSA is implementing the JDA program as effectively
as possible given the evolving state of the JDA program within the Intelligence Community.
DoD implementing guidance was issued on 2 June 2008; NSA's implementing guidance is
currently in draft and is expected to be published shortly. However, we did identify the
following concerns that may impede the JDA program: 1) The requirement to keep an
individual on the losing organization's billet for the duration of the JDA tour, which may
result in denial of the assignment, is a contentious issue; 2) JDA vacancies are not attracting
candidates; and 3) JDA credit and waiver decisions are delayed awaiting policy and guidance.

(U/OH0) Management Action. The Associate Directorate for Human Resource
Services concurred with the report, with minor administrative changes.

(U) Overall Report Classifications. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Human Capital

(U) China and Korea Missions; NSA/CSS IG; IN-08-0001; 30 September 2008

—S8#R¥EE) Summary. Our inspection of the China and Korea Production Center found
that, with few exceptions, mission delegation and execution are working well, internal and
external partnerships are positive and productive, and customer satisfaction is high. However,

the following concerns surfaced:

(U/FO%0) Management Action. Management concurred with the recommendation and
. o is taking corrective action.
Ei; g;' o1 863 (U) Overall Report Classifications. TOP SECRET//COMINT//NOFORN

(U) Category. Joint Warfighting and Readiness
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(U) Time & Attendance Fraud; NSA/CSS IG; IV-O?—G(]?.? f

(U/AEQ) Summary. The OIG substantiated an allegatmn thaf between March 2006
and March 2007, a GG-13 NSA employee mtentwaaily suhmljted false and ma(icurate
timesheets for a total shortfall to the governmént of 786 hpuf‘s +On thge employee
pled guilty in United States Dlstmcb(fuurt to a felon -wolatlon of Title 18, United States Code,
Section 1001 (False Statements). On| the employee was sentenced tbears
probaﬁonbhome confinement, and ours community service. The court also
ordered the employee to pay the government restitution in the amount of ij

(U) Management Action. The employee resigned from the Agency in lieu of termination.
In view of the criminal conviction, the matter was referred to the Associate Directorate for
Security and Counterintelligence for security clearance action.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Other (Time and Attendance)

(U) Procurement Fraud Initiative; NSA/CSS IG; Various Control Numbers;
1 April 2008 to 30 September 2008.

(U/FO¥OY Summary. In October 2007, we launched an initiative to identify fraudulent
billings by NSA/CSS contractors. This initiative involves the interrogation of contractor access
data, coordination with company compliance officials, analysis of billing records, and the
investigation of access and billing anomalies.

(U/A08e4 After twelve months, our initiative has produced significant results. To
date, we have identified several hundred potential mischarging matters and completed more
than 40 mischarging investigations. These investigations have revealed more than 9,000 hours
charged by contractors for fraudulent billings or out-of-scope work. Recoveries for these
hours will exceed $1.2 million. In most of the instances where fraud has been substantiatied,
the company has terminated the offending employee. Some examples include:

(U/AFeE0y1V-07-0055. A subcontractor employee fraudulently billed the government
298 hours (approximately $56,000) for non-work activities. The company reimbursed the
government the full amount.

(U/ARQEO) 1V-07-0042. A subcontractor employee fraudulently billed 374 hours
(approximately $39,000) for time spent at lunch. The company reimbursed the government
for the full amount.

(U/ARQWO) 1V-08-0006. A contractor employee fraudulently billed 910 hours
(approximately $68,000). The employee admitted to billing the government for time spent
taking college courses.

(U/A0¥0) IV-08-0014. A subcontractor employee admitted to billing 582 hours
(approximately $98,000) for contract work performed at home, which was specifically
prohibited under the contract terms. The contractor has offered $250,000 to settle all claims
for out-of-scope work performed by its employees on that contract.

(U/A"OE6) 1V-08-0043. A contractor employee fraudulently billed 751 hours
(approximately $82,000) for time spent taking care of personal matters during the workday.
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The employee admitted to billing the government for personal matters.

(U) Special Inquiry: Employee Concerns — Yakima Research Station (YRS), WA
NSA/CSS 1G; ST-08-0023; September 2008

(U//F0¥63 Summary. A spate of complaints from Yakima Research Stations (YRS)
employees concerning work relationships prompted a quick reaction special study by the OIG.
The study found that portions of the relatively small YRS workforce had become factionalized
harming work relationships and creating discord. The new Chief of Station, YRS, who arrived
only weeks prior to the OIG visit, has since restructured the site leadership team. This change
appears to have substantially improved the situation. Additional recommendations regarding

promotion administration and training for a specific work center were provided to the new
Chief of Station.

(U) Overall Report Classification. SECRET//COMINT
(U) Category. Other (Intelligence Support/Standards of Conduct)

(U) O1G-Directed Management Inquiry: Hostile Work Environment Allegations —
NSA/CSS Texas; NSA/CSS 1G; CO-08-0635; August 2008

(U/#6H¥63 Summary. The OIG tasked the NSA/CSS Texas command to conduct a
management inquiry into actions by a mid-level manager who had been accused by several
subordinates of hostile and abusive treatment. The management inquiry substantiated several
instances during which the manager used abusive or profane language. The report has been
forwarded to the NSA Office of Employee Relations for appropriate action.

(U) Overall Report Classification. U/FOUQO
(U) Category. Other (Intelligence Support/Standards of Conduct)

(U) Misuse of Government Resources; NSA/CSS IG; CO-08-0384, CO-08-0403, CO-08-0453,
CO-08-0454, CO-08-0455, CO-08-0517, CO-08-0525, CO-08-0526, CO-08-0563, CO-08-0673,
CO-08-0674, CO-08-0723, CO-08-0724, CO-08-0771, CO-08-0791, 1 April 2008 to

24 September 2008.

(U/F6U03 Summary. The OIG substantiated 15 allegations of NSA affiliates’ misuse of
government resources (e.g., accessing adult-oriented material through the Agency’s unclassified
Internet network).

(U) Management Action. Subjects in these cases were civilian employees, military
affiliates, and NSA contractor employees. Discipline ranged from a letter of warning to reduction in
grade.

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U) Category. Other (Computer Misuse)
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—SECREF/REL-TOUSAFVYEY—

COUNTERTERRORISM

(U) NSA/CSS OIG ACTIVITIES RELATED TO

(U/FeH6 Advisory Report on Decompartmentation Plans for Counterterrorism
Special Programs; NSA/CSS IG; ST-08-0018; 30 June 2008

(U/A*0¥6y Summary. Our advisory report found that the Program Management
Office (PMO) was diligent and thorough in assessing the scope and complexity of removing

data from the compartmented program while ensuring compliance with laws, regulations, and

other mandates. The content, communication, and assignment of supporting plans were
adequate to provide reasonable assurance of compliance and successful implementation,

Although a solid foundation of planning was in place, supporting plans need fine tuning. We
made no formal recommendations;however, management should consider the need for more

detailed written plans and firm milestones in the areas of document preservation, reporting,
and debriefing. Most importantly, because the Program Management Office has formally

disbanded, former PMO members and NSA leadership must rigorously monitor remaining

actions to ensure that the decompartmentation is successful.

(U) Category. Joint Warfighting and Readiness (b) (3)-P.L.
) et
NSA/CSS IG; La e .‘ .." :
~S*REEFSummary. The objc(?tlvas -of this i mqmry were to ldenﬁfy:ﬁuﬂmrmes for the
handling of data i and-tb ‘determine if policies and procedurgs aré in place and-

practices fo

(U) Overall Report Classification. TOP SECRET//COMINT//NOFORN

86-36

Information Systems. Our special stu

dy found tiiat overall the Associjte

followed to ensuri compliance with those authorities. We also Fevieyed system security .

Directorate for Security and Counterintellicence (ADS&CI

*
\r‘ *

S complia'nt with NSA’s

0

L

-

- data, and ‘promdmg review results to the Office of Geﬂeral C
managemen{ *has established a good control envnronment, som

1mprovements are needed, and the Technﬁlugy Directorate must improve oV ermght o

ﬁi

(UfﬁE@UO; Management / Action. ADS&CI management concurred w th our findings
Their piannec&actwns, which wall further reduce the risk associated with

»

LR

{b) (1}
{b) (3)-P.L. 86-36

-

*

[::Fystem security practices.

JADS&CI obtained requlmd approvals, 'for *
" fc—rt;fled and accred:ted by the Technology 1rectorate ADS&CI
managemerﬁ, has minimized risk by limiting access t

ata, reviewing queries of the
\Ithough ADS&CI.

.meet the intent of our recommendations.

(U) Category. Joint Warfighting and Readiness

1

Mnformatlon systefs
[ Toperations,

&
LY Overaﬂ Report Classifications. SECRET//REL TO USA, FVEY
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