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I~ 
NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 55478B 
9 March 2020 

This is an interim response to your Freedom of Information Act (FOIA) request 
of 14 April 2008, for records pertaining to "[a] copy of each semi-annual and/or 
annual report produced by the National Security Agency's Inspector General since the 
establishment of the NSA IG position." As previously provided, your request has been 
assigned Case Number 55478. Your request has been processed under the FOIA. 

In previous correspondence, we informed you that we had completed our search 
and had identified material that is responsive to your request, placing your case in the 
First-in First-out processing queue. Some of the material responsive to your request 
was recently processed in a similar FOIA request under litigation, Case Number 
79825. Since this material has been requested by multiple individuals, we have posted 
the documents to our public website, www.nsa.gov. You can locate them on the 
"Frequently requested information" page of the FOIA section. The URL for the "NSA 
Semiannual Reports to Congress" section is 

https://www.nsa.gov/ news-features/ declassified-documents/ ig-reports / 

The nine specific documents on this site that are responsive to your request 
are: 

• Semi-Annual Report to Congress 1 October 2003 - 31 March 2004 
• Semi-Annual Report to Congress 1 April 2004 - 30 September 2004 
• Semi-Annual Report to Congress 1 October 2004 - 31 March 2005 
• Semi-Annual Report to Congress 1 April 2005 - 30 September 2005 
• Semi-Annual Report to Congress 1 October 2005 - 31 March 2006 
• Semi-Annual Report to Congress 1 April 2006 - 30 September 2006 
• Semi-Annual Report to Congress 1 October 2006 - 31 March 2007 
• Semi-Annual Report to Congress 1 April 2007 - 30 September 2007 
• Semi-Annual Report to Congress 1 October 2007 - 31 March 2008 

Certain information has been deleted from the documents, as explained below. 

Some of the information deleted from the documents was found to be currently 
and properly classified in accordance with Executive Order 13526. This information 
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meets the criteria for classification as set forth in subparagraph (c) of Section 1.4 and 
remains classified TOP SECRET and SECRET and CONFIDENTIAL as provided in 
Section 1.2 of the Executive Order. The information is classified because its 
disclosure could reasonably be expected to cause damage to the national security, to 
include exceptionally grave or serious damage. Because the information is currently 
and properly classified, it is exempt from disclosure pursuant to the first exemption of 
the FOIA, 5 U.S.C. Section 552(b)(l). 

This Agency is authorized by various statutes to protect certain information 
concerning its activities as well as names of its employees. Accordingly, those portions 
are exempt from disclosure pursuant to the third exemption of the FOIA, which 
provides for the withholding of information specifically protected from disclosure by 
statute. The specific statutes applicable in this case are Title 50 U.S. Code 3024(i) and 
Section 6, Public Law 86-36 (50 U.S. Code 3605). 

Personal information regarding individuals has been deleted from the 
enclosures in accordance with the sixth exemption of the FOIA, 5 U.S.C. 552 (b)(6). 
This exemption protects from disclosure information that would constitute a clearly 
unwarranted invasion of personal privacy. In balancing the public interest for the 
information you request against the privacy interests involved, we have determined 
that the privacy interests sufficiently satisfy the requirements for the application of the 
(b)(6) exemption. 

You may appeal this decision. If you decide to appeal, you should do so in the 
manner outlined below. NSA will endeavor to respond within 20 working days of 
receiving any appeal, absent any unusual circumstances. 

• The appeal must be sent via U.S. postal mail, fax, or electronic delivery (e-
mail) and addressed to: 

NSA/CSS FOIA/PA Appeal Authority (P132) 
National Security Agency 
9800 Savage Road STE 6932 
Fort George G. Meade, MD 20755-6932 

The facsimile number is 443-479-3612. 
The appropriate email address to submit an appeal is FOIARSC@nsa.gov. 

• It must be postmarked or delivered electronically no later than 90 calendar 
days from the date of this letter. Decisions appealed after 90 days will not 
be addressed. 

• Please include the case number provided above. 
• Please describe with sufficient detail why you believe the denial of 

requested information was unwarranted. 

You may also contact our FOIA Public Liaison at foialo@nsa.gov for any further 
assistance and to discuss any aspect of your request. You may also contact the Office 
of Government Information Services (OGIS) at the National Archives and Records 
Administration to inquire about the FOIA mediation services they offer. OGIS contact 
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information is: Office of Information Services, National Archives and Records 
Administration, 8601 Adelphi Road-OGIS, College Park, MD 20740-6001; e-mail: 
ogis@nara.gov; main: 202-741-5770; toll free: 1-877-684-6448; or fax: 202-741-5769. 

Please be advised that we continue to work on your request, and the review of 
additional documents responsive to your request continues. 

Sincerely, 

~~ 
SHARON C. LINKOUS 

Acting Chief, FOIA/ PA Office 
NSA Initial Denial Authority 
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SECRfJ'FNJfI 

(U) SEMIANNUAL REPORT TO THE CONGRESS 

For the Period October 1, 2003 Through March 31, .... 2_00_4 _____ _ . I (b) (3) -P. L. 86-361 

(U) Meade Operations Center-Followup Inspection; NSAf CS~.~el~· rNSCOM JG, AJA 
IG, NSG IG, JT -03-0005, 3 October 2003 •••• •:: : : • • • . ;: : 

Summary. (U//POUO;).Thefdl!o~:iflspe~~ion found that t!ie) • I 
l ~Meade Operations Center,! .. . . . . ... I • ( Jut was still awaiting a decision on its governance and its 

place in the organizational structure. Morale had improved under new., stable lead~rship. 
We recommended that the Signals Intelligence Directorate (SID) assign a suspens~date to 
finalize its proposal for governance and to place an agenda item titled "Implementation 
Plan for MOC Governance" at the next Joint Issues Board Meeting. : . 

Management Action. (U) Management is taking appropriate corrective ac~ion. 

Overall Report Classification. (U) TOP SECRET//COJ\,UNT REL TO USA AUS, 
CAN, GBR, and NZL/ /X1 l < > • 

Category. (U) Joint Warfighting and Readiness (b) <3 > -P .L,: 86- 36 

~ ~sAfcss ;~r · · · · · · · · · · · ...- 1 
Summary.""t8,-We visited selected! . ....... .. . .... ... .. .. .. ... ...... .... ..... fsites to ensure 

that policies and internal controls for its intelligence activities are carried out with due 
regard for the law. We found that processes exist to validate that intelligence activities 
comply with the law· however. we also found four areas of concern regarding policies and 
internal controls:I I 

• 

Management Action. (U//FOUO~ Management concurred with all • 
recommendations and agreed to publish formal policies and agreements that reflect currsnt • 
responsibilities; incorporate OIG suggestions to improve the control environment; conqtict 
rigorous security reviews----and act on the results; and ensure that valuab]e SIGINT assefs · 
are both properly safeguarded and fully utilized. • 

Overall Report Classification. (U) TOP SECRET //CO MINT //REL TO USA, AUS, 
CAN, GB~, and NZL//X1 

1 11 
l 

Category. (U) Joint Warfighting and Readiness (bl C3l -so use 
(b) ) -P. 6-36 

Sf:Cf\f:'f'Hlfl 
l 

DERIVED FROM: NSA/CSSM 123-2 
DATED: 24 February 1998 
DECLASSIFY ON:-M-

Release: 2019-06 
NSA:08823 

" 

( ) 



Doc ID: 6672189 
3fJCR£Th'X1 

(UI/FOUO, Deployment Services, Analysis and Production Directorate; NSA/CSS 
IG, IN-03-0003, 21 November 2003 

Summary. (U //:P:OUO) The Deployment Services organization in the,,;\.nalysis & 
Production Directorate (A&P) was created to optimize agility in resppnding to rapidly 
changing intelligence needs. The organization also manages the training and development 
of the analytic work force. We found that Deployment Services did a good job ofgetting the 
right person in the right job at the right time-particularly in a crisis--and had forged 
effective partnerships with the Associate Directorates of Human Resource Services 
(ADHRS) and Education and Training (ADET). However, workforce development needed 
attention from A&P leadership, starting with an analysis of future training needs 
engendered by new toolsets. Human resource databases, developed and maintained by 
Deployment Services staff, are labor intensive. PeopleSoft database services from AD HRS 
·should eventually allow production personnel to concentrate on mission-centric work. 

Management Action. (U) A&P Directorate, Deployment Services, AD HRS, and 
ADET are taking corrective action on all of the recommendations. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Categ_ory. (U) Human Capital J (bl (3)-P .L. 86-36 I. 
(U) Information Assurance Solutions Divisio~:=°NsAICSS IG, IN-03-0@9.,. · 
23 December 2003 • • •• ·., "':: ~ :.. •• 

• • ill ••• .. . , . ..,_ . "i----
Summary. (U//f:OUO~ The InTortna totr hsurance Directorate's crAD) 

• • 
• 

• 

• 

.. . . . . . . . . . . . . . 
.. .. . . 

. . 
t. The 

reqmrements; in or ei ope ormJesting, t e • ivision ha to o t e customers work
a waste of Agency r.,esources. L011g lulls between projects were inefficient and:frustrating to 
the division's ca.dre of technical.experts. Q:>rrectipg the problem depends on 4 effective 
IAD-wide rewnrements and p(ioritizatioq·proces~ and a mechanism to deploy - •• I 

I Jskills where th~y are most ~eded. • •• 

Mana ement Action. U+++-++t-,1+-H<Thddivision has since been reassigned to 
the • as part of the IAD reorganization. This . • 
reassignment of the unction should resolve most of the concerns specific to theO 
division. The larger IAD issues are addressed in our special study on IAD Corporate Issues. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Information Technology Management (Systems Security) 

S£CHE'f'HXf 
2 Release: 2019-06 

NSA:08824 
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:S"EC'R.fJi'l/Ji1 

(U) Ft. Gordon Regional Security Operations Center; NSA/CSS IG, INSCOM IG, AIA 
IG, NSG IG, JT-04-0001, 13 January 2004 

Summary. -te,, A joint inspection of the Ft. Gordon Regional Security Operations 
Center (GRSOC) by a team from the Service Cryptologic Elements and NSA/CSS found 
problems that directly affected the site's effectiveness and must be addressed at a high level: 
(1) assigning enough people and resources to accomplish the expanding mission; (2) 
acquiring space to accommodate mission growth and a continuity of operations facility; and 
(3) specifying which Headquarters organization is responsible for resolving field mission 
and support problems. The team also found two perennial problems that are not confined 
to GRSOC and require innovative solutioLs by senior leadership: (1) I I _g,2) "Jointness Initiatives" a._r_e_n-ot_g_e-tt_1 __ dg---th_e_,l_ev_e_l__, 
of Higher Headquarters suppo~ needed for ~ucces~.. : 

Management Action. (U) Management is taklng appro:priate correctiv<i action. . . . 
Overall Report Classification. (U) TOP SECRET//COMINTJ /RRL Tr> USA, AUS, 

CAN, GBR, and NZL/ /X1 • I (b)( 3 )-P. L. 86~36 ( 

Category. (U) Joint Warfighting and Readiness _,..._ _____ _ 

. 
(U) Vulnerability Assessments Division; NSA/CSS IG, IN-03-0004, 23 ,January 2004 .. 

Summary.-te,,Vulnerability assessments are an important tool to help protect the 
nation's critical infrastructure of telecommunications and information.systems, per 
National Security Directive 42 (NSD-42) and Presidential Decision Qirective 63. The 
Vulnerability Assessment division is part of the Discover Vulnerabiltl:ies (DV) triad of 
services offered by IAD organizations; it performs high-level asses.sments that identify 
vulnerabilities in the operational information systems of DoD, II)telligence Community, and 
selected private .sector customers. The inspection found that tqe organization provides a 
valuable service and enjoys a high degree of customer satisfa · on, but the workload, at the . 
time of the inspection, was uneven and insufficient for th ssignees. Moreover, 
information sharing with other Triad members and with the larger DV community is · 
minimal. Two issues that contribute to the division's workload problems are the abserice of 
both a centrally managed IAD requirements process and a single codified management 
process for the triad of DV services. 

Management Action. (U) Management has already taken steps to improve its 
control environment, particularly in the area of time and attendance. Recommendations 
that require action above the Vulnerability Assessment division, symptomatic of larger IAD 
process and policy issues, are addressed in our special study on IAD Corporate Issues. · 

Overall Report Classification. (U) UNClASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Information Technology Management (Systems Security) 

SECRETHX1 
3 Release: 2019-06 

NSA:08825 



Doc ID: 6672189 

SECNE'fH1f1 

(U) Selected System Engineering Contracts; NSNCSS IG, ST-03-0019, 
30 January 2004 

Summary. (U//FOU8) This special study reviewed 
contracts to ensure proper competition. We found that onl re sole source 
actions, and they were supported by Competition in Contractin Act (CICA) 
justifications and documentation. The remaining actions were e~er 8(a) awards to 
small disadvantaged businesses, orders legitimately placed on prevously awarded 
competitive actions, or competitively awarded contracts. We did i~ntify potential 
issues with I I sole source contracts regarding questionable cost growth, 
continuing lack of compeHtio.n_, and failure to perform market researat. The 
contracts will be covered in a separate report. 

1
1 

• I 

· Management Action. (U) The Acq_u.isition organization and the 'Comp~tition 
Advocate recently took steps to make it more liRely that competition woulp be utilized to 
the maximum extent practicable. • • • • \ . . 

• • ' • 1111 

Overall Report Classification. (U) UNCLASSIFIED//FO.R_ OFFICIAL·USE ONLY . ,. . 
Category. (U) Acquisition Management • • •• \: 

, ••~,-(-b-)-(3_) ___ p __ L-.-86 ___ 3_6_1 
(U) Information Assurance Directorate - Corporate Issues; NSA/CSS IG, ________ _ 
ST-03-0016, 19 February 2004 · 

Summary. (U//FOU01 Organizational inspections of three IAD divisions, two of 
which are summarized in this Semiannual Report (Information Assurance Solutions and 
Vulnerability Assessments) and one from the previous Report (Operational Network 
Evaluations) surfaced four common themes regarding IAD corporate functions that 
· negatively impact the overall Discover Vulnerabilities (DV) activity. This study offered an · 
overarching view of how DV processes are sometimes at cross-purposes with one another 
and recommended measures to align them with corporate IAD goals. Key findings of the 
study that warrant further corporate attention are: (1) a porous IAD requirements process 
that is not centralized and lacks sufficient corporate structure and oversight to ensure 
consistent handling of customer requests; (2) an ineffective, non-cohesive corporate 
marketing strategy; (3) lack of central management of DV activities; and (4) ineffective 
knowledge management. 

Management Action. (U) IAD leadership concurred with all of the 
recommendations and has begun to implement corre~tive measures to address the findings. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Information Technology Management 

(U) Summary of OIG Efforts Related to the Congressional Joint Inquiry Into 
Intelligence Community Activities Before and After the Terrorist Attacks of 
September 11, 2001; NSNCSS IG, ST-04-0015, 25 February 2004 

Summary. (U//F-OU03 The IG, DoD has started a review of the Factual Findings 
and Record of the "Joint Inquiry Into Intelligence Community Activities Before and After 

St!ctt.E'fl{X1 
4 Release: 2019-06 

NSA:08826 
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the Terrorist Attacks of September n, 2001," dated 10 December 2002.. Specifically, 
Recommendation 16 of this report tasks the IG, DoD to review the findings and record of 
the Joint Inquiry "to determine whether and to what extent personnel at all levels should be 
held accountable for any omission, commission, or failure to meet professional standards." 
On 12 November 2003, the Director, NSA wrote to the Congress in response to 
Recommendation 10 of the same report. His letter referred to a series of specific areas in 
which the Agency has been energetically responding to the issues that gave rise to the 
recommendation. 

(U) At the request of the DoD Deputy Inspector General for Intelligence, the NSA 
OIG summarized its efforts related to the Director's response. Since 2001, about half of the 
OIG's reviews, including inspections, audits, and special studies, have been germane to the 
Director's response. The NSA OIG's report summarized 55 reviews (over 40 completed) for 
the period 2001 to 2004. The OIG grouped the reviews into two categories: technological 
solutions and programs (includes research and technology initiatives. acquisition 
management, organizational transformation, and mission and systems security); and 
collaboration and information sharing (includes relations with partners and customers, 
and joint inspections with the service cryptologic elements). It should be noted that the 
summary of each review describes conditions as they existed at the time of the review. 
Those conditions may be, and in many cases certainly are, materially different as of the date 
of this Semiannual Report. 

Overall Report Classification. (U) TOP SECRET//COMINT/TALENT 
KEYHOLE/ !REL TO USA, AUS, CAN, GBR, and NZL//Xl 

Category. (U) Other {b) ( 1) 

(b) (3 

(U) Campaign Supplemental Funding; NSA/CSS IG, AU-03-000.4, ~rM;rch 2004 
. . . 

6-3 

Summary.~ This report summarized the results pi.our audit of the supplemental. 
funds NSA received to respond to the events of 9/11 ij~d fhe iu11asion of Iraq. After 9/11, 
Congress bolstered the A enc 's bud et with fo r-einergeuey supplemental 
appropriation .i,,:-.,----::----:----,.~--~=-.--- for the-war on terrorism and the Iraqi 
conflict. NSA's 1rectorate o Fmance ad to.m·anage these large supplemental 
appropriations under extraordinary pressure apd· time constraints. Our review focused on 
the first two supplemental appropriations, wliich were received from September 2001 to 
September 2002 and totaled! !The audit found that when NBA requested the 
initial emergency supplemental, there was no formal process for developing and 
documenting this type of request and tracking the underlying requirements. Two factors 
mg1de the task even harder: the Agency had only a short time in which to submit the 
requests, and DoD failed to issue specific guidance to supplement the general guidance 
published by 0MB shortly after 9/11. The Agency's situ·ation was not unique; as reported by 
GAO, DoD's failure to issue specific internal guidance caused uncertainty on appropriate 
uses of the emergency funds throughout its components. For the second supplemental, we 
encountered difficulty in completely tracking the actual expenditure categories in the 
accounting system to the requirement areas because the reporting "categories" did not 
correlate. 

SECftE'f'HXf 
s Release: 2019-06 

NSA:08827 
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Management Action. (U//FOUO) Since the current administration plans to 
continue funding the war on terrorism through supplemental appropriations, it is 
important to have an efficient process for managing them; it should facilitate accurate 
accounting that tracks how funds are used to the approved requirement. DF recently 
developed a template (including description, justification, requested funds, initiating 
organization, and point of contact for documenting each requirement in a supplemental 
request) to standardize Agency requests for supplemental appropriations. Properly used, 
the template should ensure that requirements are documented and trackable, which will 
help maintain the Agency's credibility with Congress. f (b) ( 3 ) -P. L. 

Overall Report Classification. (U) SECRET//X1 ••• ! , 

Category. (U) Financial Management •• • • • • 
• • • • • • • • 

• 1111- • • 

I (Ul Re112!l 21 lngyir_\!: u111111.11• 'of .. r _-_· ·-·-·-----~nalysis; NSA/CSS IG, 

Summa . In Au ust 200 an anal st alle ed that he published a report in 
nd that the report's --.----,,.__,.,,.-,-...___,,....,,.....,,.__.,,.._ __ ....,..,,,...._ ____ _,..,. __ 

e iting resulted in the deletion of a significant amount of in ormation. The analyst 
believed that the deleted information would have been useful to otht;r analysts 

I - [i - - l Our inquiry concluded that the editini was performed in 

86-361 

accorclance Wl estaolis a potici~S' mld-proc;edures regarding sanitization of reports 
containing sensitive information. Additionauy: th"e"d'e}etedinfo.rviation was retained for 
potential future use. . • • • • • •· ----------

Overall Report Classification. (U) TOP SECRET //COMINT / /Xt i 1 ~ 
Category. (U) Other ( } 

(U) Access to Signals Intelligence Databases; NSA/CSS JG, IN~04-0001, 
11 March 2004 .. 

Summary. (U/,'FOUO) A key NSA goal is to share information in Agency databases 
more freely among all parts of the extended enterprise and with Agency customers. Just as 
this inspection commenced, the Signals Intelligence Directorate (SID) announced a new 
policy for gaining access to these databases. As a result, we curtailed the inspection but 
made recommendations to ensure that access requests are handled in accordance with the 
new transformation goal. We found that SID's efforts to streamline database access had 
gathered considerable momentum. 

Management Action. (U/fPOUO) To sustain this momentum, SID officials agreed 
to publish a policy framework to guide those who make mission-related decisions on 
whether to grant access to SID databases; document the main steps in the new process, 
along with time limits for each step; and spell out the authorities, roles, and responsibilities 

· of all parties involved in processing requests to access SID databases. 

Overall Report Classification. (U) UNCIASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Joint Warfighting and Readiness 

S£CRETlHf1 
6 Release: 2019-06 

NSA:08828 



Doc ID: 6672189 
SECRE'FHX1 

(U) Possible Violations of Federal Law, NSA/CSS IG1 IV-04-0003, 12 March 2004 

Summary. (U//FOUO~ Pursuant to a 1995 agreement between the Justice 
Department and the agencies of the Intelligence Community, we requested that the NSA 
General Counsel refer to the General Counsel of another Intelligence Community agency 
allegatio11s of possible criminal misconduct by an employee of that agency and the results of 
our inquiry. 

Overall Report Classification. (U) TOP SECRET//COMINT//NOFORN//X1 

Category. (U) Other 

(U) Time and Attendance Investigations, IV-03-0022 (12 December 2003), 
IV-03-0047 (9 December 2003)'; IV-03-0059 (5 February'2004) 

Summary. (U,'/FOU0) The OIG substantiated three separate and substantial 
"Time and Attendance Abuse" allegations where employees claimed hours in excess of 
what they actually worked. Combined, these cases will result in the recoupment of 
almost $30,000 in funds paid to employees for hours falsely claimed. One of these 
investigations uncovered rampant timecard abuse in one particular Agency organization 
and resulted in findings against six of that organization's employees. 

Overall Report Classifications. (U) UNCLASSIFI~D//FOR OFFICIAL USE ONLY 
(all three investigations) 

Category. (U) Other j (bl (3) -P. L. 86-361 

• • 
(U) Attack Sensing and Warnin_g. Progr4rn; NSA/CSS IG, AU-03~000~, 24 March 2004 

• 'II • • * 

Summary. "ES1- ;he purpose of thi:;·Attack Sensing & Warning (AS&W1 _program is 
to detect unauthori'led intrusion~licious attacks. on DoD systems and networks.· 
~it rohked at the Agency'st__Jmajor. AS&W projects. We found that thi~ I 
L__jprogram has never undergone the type of independent formal review required by 
DoD and NSA acquisition regulations. Furthermore, no one has determined when 
future program capabilities will be fielded and how much they will cost. The audit also 
found that the Defensive Information Operations officials have no formal process for 
passing research and development (R&D) topics or requirements to the Defense 
Computing Research Office. 

Management Action. (U//filOUO) Management has agreed to place the AS&W 
program in the appropriate category, schedule a milestone review, conduct Operational 
Testing & Evaluation, and coordinate R&D efforts with the Defense Computing Research 
Office to share information and avoid duplication of effort. · 

Overall Report Classification. (U) SECRET//NOFORN//X1 

. Category. (U) Other (Major Acquisition Program) 

.. SfJCRE'FHX1 
7 Release: 2019-06 
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SfX!RETllX1 ( ) 

(U) Counter Encryption Programs; NSA/CSS IG, AU-03-0002,."31 March 2004 

Summary. ""ffl,. The purpose of the audit was to determin~ if a counter encryption : 
program is capable of meeting current and projected customer i:_equirements to counter • 
specific instances of stro~g encryption~ • 

· Management Action. (U) Management concurred in the recommendation to 
complete the necessary program documentation and to provide it to the MDA at the 
scheduled interim review date of April 2004. 

Overall Report Classification. (U) TOP SECRET//COMINT-ECI-KES//X1 

Category. (U) Other (Major Acquisition Program) 

SfJCRf!Jff'HX1 
8 Release: 2019-06 

NSA:08830 
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J {b) (3)-P.L. 86-36 l . . 
,f V 

(U) S~MIANNUAL R~PORT TO THE CONGRESS .. .. . .. - .. 
•• iii ' ' ·- • • • ' • " • 

: : •• For the Period Api# 1;.2Q04 Through September 30, 2004 
:.· !Iii :: • .. •• 

!Iii • ' ' 

(U) Selecte~ :Sytstem. Engineering Contrae.ts~ _NSA/CSS IG; ST-04-0009; 
21 May 2004: • : : ~ •• , . . . 

II • • II • 

$uqtrRary .. (U//FOUO~ Our i:eview summar:i,.zed the results of our analyses ofnvo 
c,u<!,r&:>m en_gip_e~rin contracts identifieJin, a rece:µt re ort as wc1rrantin further .... 

contra~ts•wit • • • •• and 
• a m ]J3a(,ions o quest1ona e cost grm,vt , contmumg lack of 

competlt1oh, an a1 to n'!ar~et researcliJ The
1
½rrent . .B:e I ~ontract needs formal task-orders, and th con.tract missed opportunities for 

competition. We also noted an emergji.ng:issue: mergers and aeguisitions within its 
contractor base make t~e Agency vul~e tb potential conflic~ •. of i~terest among its . 
vendors. The Contractmg Officer andL..:Jnow have a formal m1ttgation plan to resolve this 
concern. •• · 

Management Action. (U) 
adding the proper task order clauses to 
OIG did not make a recommendation 
would be minimal. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Other (Acquisition Management) 

(U) Restaurant and Civilian Welfare Funds; NSA/CSS IG; AU~04~0014; 28 May 2004 

Summary. (U//FOUO) NSA's Restaurant Fund and Civilian Welfare Fund CWF) 
are DoD revenue producing nonappropriated fund instrumentalites (NAFis) that operate 
under Army arid NSA/CSS regulations for morale and welfare purposes. The financial 
statements of the two NAFis were audited by an outside audit firm, which issued. 
unqualified opinions. The external audit for FY2003 found that drug store management 
and accountability improved significantly after implementation of recommendations made 
in our oversight review of the FY2002 audit. The compliance audit of the Flying Activity 
( conducted at our recommendation in last year's oversight audit of the CWF) identified four 
safety areas that need improvement: standard operating procedures, pilot qualification 
cards, clearing authority, and refueling away from the Flying Activity. 

Management Action. (U) We endorsed the improvements recommended by the 
safety inspectors; management is acting on all of them. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Financial Management 
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1 

DERIVED FROM: NSA/CSSM 123-2 
DATED: 24 February 1998 
DECLASSIFY ON~ 

Release: 2019-06 
NSA:08728 



· · J)oc JD: 6672178 

3ECRE'fh'XI I (b) (3) -P.L. 86-361 

. : . . . . . . . . . . . . 
(bl ( ) 
(b) )-P.L. 86-36 

.. ·- ·, ·····•• ........ ,· 

1 
(U//FOUOjj 1 . . . . INSA/C~~-':3-; .... I .-•---, _:· = 

Sumniary.-ts,,The OIG visited all.. • 
locations in Se tember 200 and found th~a7t,====;;:-a-s'b-e----;e'n._v_e_e'ffi;;;-e-c-:--;ti;--ve----:;;-in-1;:-.ts-p--::ri;--m-a-ry • 
... .,..,,n,n,csibili • Nevertheless the 

• 

----------------dilute effectiveness and create oversight and 
mo r a e pro em§, ~~p~q}a. y arnongJ. ~ milit3:IY. )nsufficie.11t oversight, guidance, and., 
support from NSA HQ contributed to many of the deficiencies noted during our inspection. 

Management Action. (U) Management is taking corrective action on all 
recommendations. 

Overall Report Classification. (U) TOP SECRET//COMINT/X1 

Category. (U) Joint Warfighting and Readiness 

(U) Contract Accountability Investigation; NSA/CSS IG; IV-04-0001; 06 July 2004 

Summary. (U//FOUO) This investigation was a follow-on review'to a FY2003 
Special Study that found significant irregularities with the Agency's novation and · 
administration of a Systems Engineering and Technical Assistance (SETA) contract. The 
supplemental investigation determined: 1) that the Government's involvement in the 
novation of the SETA contract was consistent with the Federal Acquisition Regulation, 
2) that the Government;s past performance assessment was skewed by a mistaken 
understanding of fact, however, correction of this error would not have altered the 
Government's ultimate conclusion regarding one contractor's suitability for the novation, 
and 3) that the Contracting Officer and the former Chief of NSA/CSS SIG INT Programs 
were responsible for the contracting deficiencies with the .SETA contract. 

Overall Report Classification. (U) CONFIDENTIAL//Xi 

Category. (U) Other (Acquisition Management) 

(U) Office of NSA/CSS Representative, Joint Forces Command; NSA/CSS IG; 
IN-04-0004; 30 July 2004 

Summary. (U /tFOUO~ Our inspection found that the NSA/CSS Representative, 
Joint Forces Command (NCR JFCOM) is not closely aligned with the new Command's 
mission, which is focused on joint concept development and experimentation and has no 
geographic area of responsibility. Effective representation at JFCOM is important because 
the Command is the birthplace of short- and long-term changes to the nation's military and 
its warfighting doctrine. We found the NCR not well positioned to do this because it lacks 
strategic guidance from HQ and is not accredited to the Command level. Vestiges of a 
SIGINT support mission waste Agency resources, despite several proposals from the NCR 
to reduce staff. The Information Assurance Directorate (IAD), on the other hand, is 
managing a growing portfolio of initiatives with JFCO.M. 

8ECR.E1WK1 
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Management Action. (U) Management concurred with all but one 
recommendation and has either developed plans to resolve them or already implemented 
appropriate actions. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Joint Warfighting and Readiness 

(U1'i'I-OUO) Compliance with the. Federal Information Security Management Act 
(FISMA) a.t NSA/CSS; NS~CSS IG; AU-04~001_3; 6 August 2004 

" ' " . ' . " ~ 

Summary.-Ee, The audit.assessed the progress by the NSA/CSS Chief Information 
Officer in specific aspects of Information Assurance since last year's report on compliance 
with FISMA. Our audit found that NSA continues to make positive strides in improving the 
security posture of its networks and systems. The Defense-in-Depth approach-focused on 
people, operations, and technolozy-is starting to come together, but much remains to be 
done.I 

Management Action. (U,'rFOUO~ Since last year's report, NSA management 
reduced the number of systems operating without C&A, established Plans of Action and 
Milestones to monitor the progress of efforts to correct security weaknesses, improved 
information technology (IT) security training, and established an Agency-,vide Operations 
Security program. Furthermore, management took the first step to establish a verifiable IT 
system inventory and improve the IT investment ID:anagement process. 

Overall _Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL ONLY 

Category. (U) Information Technology Management < } 
) (3 

(Uh'FOUO~ Collecting Communications of a U.S. Person Abroc!Q Witnout Attorney 
General Authorization; NSA/CSS IG; ST-04-0016; 10 A1,J9Ljst 2004 __________ _,, .. 

Summary.~ Ith~ Signals Intelligence Directorate 
(SID) targeted the communications of a U.S. ·person located abroad without the required · 
Attorney General authorization. While conducting our inquiry into this mishap, we 
encountered strong indications of sbortcomin in the control environment that allowed · 
this incident to occur _____________ __, After intervievving officials 
from SID1s Analysis an Production Directorate, the SID Office of Oversight and 
Compliance, and the NSA Office of General Counsel, we identified systemic problems that 
point to the lack of k~y elements that are critical to creating a strong control environment 
for this high-risk acti•vity, including written guidance containing clearly defined roles and 
responsibilities for all involved in the process, defined policies and procedures, and tailored 
training in the process for those who handle special authorizations. 

Management Action. (U) SID concurred with most of our recommendation and is 
taking appropriate c~rrective action. 

I (t)) (3)-P.L. 86-36 
SECK£:THK1 
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SECR.ETNX1 
(b) ( ) 

(b) (3)-P.L. 86-36 

Overall Report Classification. (U) SECRET//COMINT/ (~.1 ·. 
(bl {3 J-P.L. 86_ 36 Category. (U) Other (Intelligence Oversight) 

.. .. . . . . .. • • 
• • . 

• 
I 

' ' .. . . .. 
: ( h'l'ii~~tt_ ____ ._._._._._._ • ..... ...,_ ______ ._·---------~_, NSA/CSS ·. _:: 
: IG; INSCOM IG; AIA IG; NSG IG;-.-r-·-·-·~=====~--------1'. 
: Summar~.-te,' Ajoint insJ?e~tion of · : I - * : ~y a team from the Service Cryptologic Elements and 

. : NSAjCSS found problems that have a direct impact o th site's effectiv • ess. The 
·· · · •· · · si 11ificantisslies for man a ·ementto address incltia.e: 

Management Action. (U) Management is taking appropriate corrective action. 

Overall Report Classification. (U) SECRET//COMINT//REL TO USA~ AUS, CAN, 
. GBR, and NZL//X1 . . 

Cat.egory. (U) Joint Warfighting and Readiness 

• (U) GROUNDBREAKER Contract Costs; NSA/CSS IG; ST·04~0021; 
: · 13 September 2004 · 

Summary. (U//FO:YO~ ~n September 2001, the GROUNDBREAKER (GB) Program 
: Office awarded Eagle Alliance (EA) an $11.2 million Delivery Order to implement the 
: special modernization provision in clause H-46 of the basic contract. Initially, EA proposed 
: immediate replacement of 17,poo desktops "Within 1 year. Our review of a previous audit's 
· recommendation found that by December 2002, almost 15 months after contract award, 
: only 7,000 desktops bad been purchased, far short of the 17,000 described in EA's 
: modernization proposal. Deficiencies in the contract terms of the Delivery Order made it 
: impossible to determine how the $11.2 million was spent or to track any equipment 
: purchased with the money. 

Management Action. (U) After re-viewing the contractor's records, we 
: recommended closing the recom:mendation in the audit follmvup system; however, we are 
: considering additional oversight of the GB contract in FY2005. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Other (Acquisition Managelltent) r Disbursing Account atl ~ NSA/CSS JG; 

.. 

Summarv.fffi:Accounting and Fjnancil11 Services {DF2):maintains a cash account at · 
j_to pay for certaiJ! goods and services;! I ,___ _________________ . . . . . ..... 

SECRE'fh'Xf 
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• . 
(b) (1) 

(b) {3)-P.L. 86-36 

At the request -----------------,,--........ ---.-----------of the Chief, Accounting and Financial Services, the OIG audited the account to resolve an 
apparent $5900 discrepancy and assess the implementation of prior OIG recommendations 
to improve cash management at the site. We found a cash shortage of about $2100, due in 
large measure to the site's failure to implement prior OIG recommendations. We also found 
that the site was holding excess amounts of cash-in some cases more than the disbursing 
agent is authori.zed to hold-which creates unnecessary risk and makes it harder to balance 
the account. The site bypassed controls to make $3100 in questionable payments, 

apparen~!Y ~~tho_ri~ed b -.--.... -.. ____ ""' nd not su~s-~quently challen?e~ b! D.F2 ... 
Management Action. (U) Managen1~nt agreed to report the cash shortage to the 

Defense Finance and Accounting Service to d~termine pecuniary liability. Management is 
also in the process of reducing the excess cash at the site. Finally1 controls have been 
implemented to avoid making questionable payments . 

• 
Overall Report Cla.ssification. (U) CONFIDENTIAL 

• 
Category. (U) Financial Management • • 

• • 
• 

(U) Special Processing Laboratory; NSA/CSS IG; Au:.04-0006; 13 September 2004 
• I 

.. Summary. (U//FOUO) The Special Processing Laboti,ltory (SPL) has produced 
classified microelectronic chips for NSA and other govemmentorganizations since 1991. 
However, when rapid advances in the industry left the SPL 1aggi'Jlg from a technological 
standpoint, the Director, NSA decided to close the SPL by FY2006.and replace the 
capability Vlrith a commercial source-a Trusted Foundry Access (TFA). Our audit 
determined that the Agency needs a formal plan to transition a critical DoD program to the 
TFA, Another concern was payment of a "_.,.,,,,.,.,..,,,....,T" salary-based retention bonus for all 
SPL ""''"'T'St'.'.:'!1tlC including those no...-~....i;...::...:.w...lil,fe closure. We also found that the DoD 

NSA o fund their portion oftfi.e FY2004 TFA 
• o uttl1~ the ~tre~t. : : . 

-------------. __ .._ • • • • • • ·• • • • • • • • • • (bl (3) -P.L. 86-36 

Management Action. (U ftf-OUO, Tti~ JAD 4s.n_o;y;;. ele.veloptng'"a .. tririsition plan. 
We accepted IAD's ro osal to ex.clud Pt ~inp!o ees from the retenfon plan for a cost 
avoidance of abou ..._ __ ...,... Regar e lack o .....,_______ SA and DoD 
have now formed an n egrated Process Team to wor t 1s pro em. 

. ., 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE O~LY 

Category. (U) Information Technology Management 

(U#FOuo, Management of Activities Under the Foreign Intelligence Surveillance 
Act (FISA) of 1978; NSA/CSS IG; ST~03-0008; 27 September 2004 

Summary.-te,,Our review of NSA's management of electronic surveillance activities 
conducted urider the FISA of 1978 found that those activities generally ensure that the 
rights of U.S. persons are protected. However, the Agency's internal management controls 
for those activities make the process confusing and unduly dependent on the unwritten 
knowledge of a few people. Management nee~ to improve controls over the FISA process . 

SECRETHX1.· 
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to include (1} written guidance that spells out authorities, roles, and responsibilities; (2) 
·standard operating procedures with step-by-step instructions; (3) tailored training on FISA 
operations; and (4) metrics to gauge the efficacy of the process. 

Management Action. (Ui /flOUO) Management has agreed to define the pertinent 
authorities and responsibilities by October 2004. The other control elements-formal 
procedures, tailored training, and metrics-will be in place by December 2005. 

Overall Report Classification. (U) TOP ...,....,,✓,........, 

Category .. (U) Oth~r (Intelli~ence (?ver~ight) . · 

. (U) Menwith Hill Station; NSA/CSS IG; INSCOM IG; AIA IG; NSG IG; JT-04-0003; 
30 September 2004 

St!mm:1!ry.-fe,- Si~ce the 2002jci!:t.:::~;e~tion ofMem-vith Hill Station (MHS) 1 site: 
leadership and NSA HQ have made great strides in correcting longstanding infrastructure : 
problems, improving the quality of life for all assignees, and transitioning cryptologic host : 
· responsibilities to the Air Force. The joint inspection team found that MHS bas : 
demonstrated exceptional mission successes, but the explosion in target technology exceeds • 
the site's capacity to process and store data, while sustained tasking leave;; few - if any- : 
resources for new mission development. The joint team noted other areas that require close : 
and continued attention from MHS and NSA H : 1) 'ointl inte0 ratin ands cbronizinu · 
operations and s~pport ________________________ _. 
and; 2) directing the revitalization of major interdependent systems. 

Management Action. (U) Management is taking appropriate corrective action. 

Overall Report Classification. (U) TOP SECRET//COMINT//TK//RELTO USA 
andGBR//X1 

Category .. (U) Joint Warfighting and Readiness 

C/ I NSA/CSSIG, INSCOM IG, D~'.~J I 
: • Summary.~A team from the Army Intelligence and Se~lifity Command 
(LNSCOM), NSA, and Department of the Army Inspectors General (DAIG) conducted an 
inspection of thel • • I 
. . . . . . . . . . . . . . . . .. . . .. . . . . • 

• 

• 
• • 

• . 
• • 

• 
• 

• 

.. .. .. .. · Management Aptton. (U) Management is taking appropriate corrective action. • • • 

.. .. 

(b) (3)-P.L. 86-36 r 
• 

• 

• 
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Overall Report Classification. (U) SECRET//COMINT//X1 
' . ' 

Category. (U}Joint Warfighting and Readiness 

(U) Corporate Level Functions;NSA/CSS IG;(Nurnerous Special Study Control 
Numbers); 30 September 2004 

Introduction. (U) During the October 2000 Senior Day briefing and in subsequent 
DIRgrams, the Director, NSA (DIRNSA) called for the centralization of mission-enabling 

· functions.· His goals were to dedicate SID and IAD resources to mission accomplishment 
· · ·· · and to eliminate duplication Of effort throughout the· enterprise. In :April 2003~· DIRNSA · · · · 

asked the OIG to determine how well the Agency has met his charge to consolidate 
corporate-level functions under centralized corporate sponsors. Over the past year, the OIG 
completed reviews of the following functions: 

Human Resource Services 
Protocol 
Legislative Affairs 
Acquisition and Finance 
Information Technology Infrastructure Services 
Installations and Logistics 
Security 
Policy 
Education and Training. 

Summary. (U) During our reviews, we found diff~ring degrees of centralization. 
We made recommendations to management and management is taking appropriate action. 

Overall Report Classifications. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 
anq CONFIDENTIAL//X1 . . 

Category. (U) Human Capital (for all Corporate~Level Function Reports) 

(U) False Claims; NSA/CSS IG, IV-04~0010, May 2004 

Summary: (U) An Agency employee deliberately submitted a fraudulent timesheet 
reflecting duty time, as well as a fraudulent travel voucher requesting reimbursement for 
travel expenses that were not incurred in connection with the employee's official duties. 
Disciplinary action is pending, an!i the case was referred to the Department of Justice for 
possible prosecution under federal false claims statutes, 18 U.S.C. § 287 and 18 U.S.C. § 
1001. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFIC:AL USE ONLY 

. Category. (U) Other (Fraud) 

!JE'Cfff't1HX1 
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(U) Time and Attendance Abuses; IV-04-0035 (10 May 04), IV-04-0038 
(9 September 04), IV-04-0041 (27 September 04), IV-04-0048 (8 September 04), 
IV-04-0050 (17 September 04), IV-04-0055 (24 September 04), IV-04-0062 
(30 September 04) 

Summary. (U//FOUO) The OIG substantiated seven Time and Attendance Abuse 
allegations, wherein employees claimed hours in excess ofthose they were determined to 
have actually worked. In the aggregate, these cases will result in the recoupment of almost 
$30,000 in funds paid to employees for hours falsely claimed: Several of these cases were 
referred to the U.S. Department of Justice for possible pros~ution 9f violations of. 
18 tts.C. § 287 andi8 U.S:C. s· 1001.. .. .. .. .. . . . .. .. 

Overall Report Classifications. (U) UNCLASSJFIED//FOR OFFICIAl. lrSE ONLY (all 
referenced investigations) 

Category. (U) Other (Fraud) 

(U) Misuse of Resources; NSA/CSS IG, IV-04-0020, June 2004 

Summary. (Uf/FOUO) The OIG substantiated an allegation that a planned TDY for 
training was a waste of government resources. The OIG determined that:identical training 
could be. obtained locally at a greatly reduced rate. Based upon the OIG's recommendation, 
Agency manag~ment cancelled the planned training, saving the Government over $37,000. 

Overall Report Classification. (U) UNCIASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Other (Misuse of Resources) 

SECfieE'FNXf 
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{U) SEMIANNUAL REPORT TO THE CONGRESS 

For the Period October 1, 2004 Through March 31, 2005 
. 

(Uh'FOUO, Timecard Accountability in Tailored Access Operations; NSA/CSS IG; 
ST-04-0022A; 20 October 2004 

Summary. (UlfFOUO~ This special study investigated an anonymous Hotline 
complaint regarding two timesheet issues that warranted immediate attention by Tailored 
Access Operations (TA()) management. We found that TAO'sl ~~; ~ l 
lacked controls to ensure that hours entered into the payroll system mate e ours • 
certified by supervisors. We also noted inconsistent application of pay entitlements for : 
Access Operations personnel who improperly claimed regular duty time as well as overtime• 
. and/ or compensatory'time for time spent traveling outside their normal work schedule. : . 

Management Action. (U) TAO agreed to publish timekeeper verification • 
procedures and to obtain an opinion from Human Resources/Compensation Policy on 
trayel time compensation, premium pay entitlements, and scheduling duty hours for 
personnel required to travel for TAO mission exigencies. TAO also assured the NSA/CSS 
Office of the Inspector General that this opinion would be applied consistently across the 
organization. 

Overall Report Classification. (U) CONFIDENTIAL//X1 

Category. (U) Human Capital 
I (b) (3)-P.L. 86-361 

(U) Yakima Research St~tion; NSA/CSS IG; NSG IG; JT-04-0014; 3· December 2004 

Summary. -f:€1 A joint team of inspectors from the Naval Security Group and NSA 
conducted a joint inspection of the Yakima Research Station (YRS). Our findings focused 
on the lack of compliance with regulations and policies. We also noted the lack of guidance 
and support from NSA Headquarters (HQ), especially involving mission focus and 
resources. As to mission focus1 we found that YRS is strategically adrift and requires a 
mission review; NSA needs to validate the site's mission and make better use of its talented 
workforce. Regarding resources, dramatic changes in the site's technical and analytic 
resources in recent years were not accompanied by a cost-benefit analysis of the 
requirements. 

Management Action. (U) Management at YRS and HQ are taking corrective action 
on all of the findings. 

Overall Report Classification. (U) TOP SECRET//COMINT/REL TO USA, AUS, 
CAN, GBR, and NZL//Xt 

Category. (U) Joint Warfighting and Readiness· 

Derived From: NSA/CSSM 123-2 
Dated: 24 February 1998 
Declassify On: Source Mark~ 

DerivedFrotn: NSA/CSSM 1-52 
Dated: 20070 l08 

eourmt:],fff:,l{L//lt-EL :PO US.\, l'rUS, 0,6.il',, GBR:, N.Y,'1'MR: 
Decfassifv On: 283!8 t 88 
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(U) Contractor Space; NSA/CSS IG; AU-04-0001; 13 January 2005 

Summary. (U //POUO) The lack of space has reached crisis proportions at NSA. 
The current occupancy rate of 97.4 p~rcent is projected to reach 101.4 percent by the end of 
FY2005. A major factor is the need to house contractors, who now exceed the civilian 
workforce. Our audit found that current policy and planning vehicles are incapable of 
producing the long-term comprehensive plan needed to manage the crisis and to track the 
contractor presence at NSA. We also found that recent initiatives by the Associate Director 
of Installations and Logistics (ADIL) and the Senior Acquisition Executive (SAE) to relieve 
the Agency's space shortage by removing contractors were lacking key elements such as: 1) a 
formal policy and process for producing a comprehensive long-term facilities plan aligned 
with the NSA/CSS strategic plan; 2) short-:term plans to relocate people on existing 
contracts do not specify how removal costs (estimated at overl lfrom FY2005-
08) will be funded, nor do they give criteria for selecting which contractors \o move; and 3) 
NSA needs an explicit, enforceable policy on allowing contractors to work ht Agency spaces. 

Management Action. (U//POtJo, The ADIL and SAE nonconcurred. on the 
grounds that some actions were already in progress before the audit. Our report recognizes 
these initiatives, but they are not c•mpleted. Moreover, ADIL and SAE have)lot agreed to 
set criteria for deciding which contractors on existing contracts to remove; injhe opinion of 
General Counsel, this leaves the Agency vulnerable to charges of favoritism. €onsequently, 
we referred this report to DIRNSA and he directed ADIL and SAE to take management · 
action. •· 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL-USE ONLY . 
Jib) (3)-P.L. 86-31 

••• ii ·-·-·-·•:;. .. -----------------·-· .......... __,,r.. .i.•. 
(UIIFOUO~ _ •.••••• · • • • ·, •• • .:. •• • • • • 1NSA(A$$ Iµ; : 

·, J ··' ..... ill 
' •• 1111 •• , ill •• • • • • lit; 

--------------- • Ii ' •• • • 

___ s_u_m_m __ ,,,_ry. tffl" Our"iiiipection ·of the •• •·. • • • • • 

Category: (U) Infrastructure and. Environment 

found some duplication of effort resulting from. mission.over ap :withi 
"'="1ts-e~a_n_d:--wi-·~th~other or ni · ·n · •· · • •. or ID 2..,__,. 

We found that: • • • • • 
Qand across.S2 leads to duplication of effort •• ·• • • • • . ·tis · 

c:otical to formalize all aspects of informations ating ilil "Memor~~~rstanding • 
~th parent agencies that have integrees inr:-:-:1 rel~t'ions.hips wJ'U]L__Jelements • 
need attention·- customers need to know•etictry what to•provi(.fe in a Request for 
Iii.formation ai.d to be kept apprised Qfihe statps" of th!'\' ':C,ests; and leadership at the S2, : 
SID, and Agericy levels is nit a;;ately engaged in-ihe upport mission wbich bas . 
cteated an adferse effect on • • morale. and st~ng. 

: Manaiiement Action.. '(U) Iss'T relatfn! to information sharing and customer • 
relationships.are now bei:qg addre~ea. new management is planning an aggressive 
abproach to tackle tb.ekte issues ard to improve I I I:. . _. -
. Overall Rftport Classification. (U) TOP SECRET//COMINT/ /REL TO USA, AUS, 

GAN, GBR, anp-NZL//MR .. --------· 
(b) (1) 

(b) (3)-P.L. 86-36 CO~lf'IDENTI:1'1EllREL TO l:f.S:A, 24:HS, €141,~ QlJR:, P.liY:iA•ifR 
-------- 2 Release: 2019-06 
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(b)(3)-P.L. 86-36 l 
, Cate~ f{Jl Joint Warfighting and Readiness •• •i.,: 
' ·•. • • '! • It .. •• • 111: 

' -~ •• -... ••• •• flit • .. • ,. • • .. 

fS,-Special Stqdy i,f :{ailored Accdss. Operations; NSA/CSS IG; pt-9'-oo~B; 

, ... ... ... ... .. . 
1 S February ,ZOOJS •• • • • • • .• • • : : • • • : .. . .. . 
:: Summary.-ffli A s~eeial study found that th . · . • • ·. .. 

ooo ro ram:has.ex erienced schedule sli .. • • " 

.. . .. . 
. . • . .. • • ' • • • • . . .. • • • • ' . . 

• • • ' 
. . . . 

. 
in 1..-.;......---~-__;;. ___ .,.._ _____ ~.::.-~----'------.~-----------i. . 

....__---.,;:.::....:..:..:..:__..:..:..:..:....:;:__;;,____;...:.:.1 ......... ;:..;o;:..;0:...::5:..;p~r:..:0..:;.jcurement ma~-ex 
• • • Poor comtpunication an coor 1nation : 

-,t,.......m--,-.t.-e...,T=a-.....01...---.A,....c._ces-. -s..,,....p-e-ra__,ti,...o-ps--=T,:--,'.A'"""""' ...... o nization, which manages! nnd • 

tejated efforts, !Jave ini~eded :rllccess ofth · · tiative. Specifically, the special 
study found that: 1) the • rogram Manager ( lacked the authority needed for : 
effective oversight of th 0~05 program; 2) tli ___ .... 005 PM did not effectively : 
~e other TAO Offices, especially the I progr. am Management Office, in definin~ 
L_.Poo5 requitements; and 3) Program progress was not always accurately assessed and 
·reported to Agency leaders. . : . . 

Manage ent Action. (U) The TAO Group Chief has assumed the role o_ ...... ~__, M 
• and reali ned the PM or anization directl under her. She plans to formal e e 

earn structure to enhance 
_________________ __., 

communication, c ear y e ne requirements, an foster teamwork within TAO and with the 
contractor. 

Overall Report Classification. (U) TOP SECRET//COMINT//ORCON, 
NOFORN//MR 

Category. (U) Acquisition Processes and Contract Management 

(Ut I 
NS~Al-, c-s-s-1-G'""';i--------.... :""'11-. -----------

' . . 
Summary. -fflt' A Joint Ins ectors General team concluded that implementation of 

the~ _________________ while progressing, got off to a poor start 
and is currently impeded y adership disagreements and procedural differences between 
th nt Agencies. TheJ)iiectors ofthEtAgencies must ensure that senior leaders at 

fully committ~ to implemen?ing th~ I Specific findings of this joint 
reV1ew include the following:- 1) the four missions that have already transitioned to the 

llar~ beginning to prgduce the desiied synergies; 2) while the four implementing 
~entjs of spring 2oo~sUffice in the ~bortterm, they d~ not prt. vide sufficiently 

detailed'j'lopg-term directi(nJ needed to fully Jmplement th oncept and ensure 
productive and efficient o~rations; 3) seniqr leaders ha"e not resolved the leadership 
disagreements at the site, ~)lich stem from.widely dixerging views 0~ I 
implementation; and 4) officials need to resolve imp1ementatiop.an"d procedural differences 
regarding foteign partner i«formation ~haring_, fn~ding,.and·the management of human . . . 
resources. ·.. - • • • • • • • .. . .. - . . . .. .... 

I {bl (3)-P~L. 86-36 f • 
CONFIB£NFJ:,tLHREL TO HS2t, 2UES, Citl•l, GBR, :PlrilJh"fR. 
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€!»lT.f'IBENTL4.L'+RfJE TO l::ES:A, ilUB, Ci\A, GBH, Nflrl:tJ/1\fR ,-. --------

- . . . . 
. • 

• . 
Management Action. (U) Management concurred with-the recommendations 

directed to their respective offices. A number of efforts.a.re \J.nderway to implement the 
recommendations, and several actions have been rompleted. • 

• 
Overall Report Classification. (UJSECRET//COMINT//TALENT : 

KEYHOLE//NOFORN//25X1 • • • • .....· ----...... 

Category. {U) Joint )V~rlighting and Readiness ••• ,.c.--------i 
• ii' • 'II ll 'lll • • ii-

:tvll , , , , : , , , . f NSA/CSS, ,~; ; ~;~~~ -,~i -· ,.- ,, ,, ,, .-- I 
1 1 -•• -,----... _ ------- .. . ~ . .. . 

Summary.~ A Joint l~IJ~ors G~neril] team fu?m'INSCOM and NSA/CSS • 
conducted an inspection at!= === == =: = . · ~ The team found problems:that 
have a direct im act on the site's effectiveness. Tlie most si ificant issues facin the ite's 

• 
• 

• • 
..__ __________ ___. The report as been provi ed or in ormation putposes 
to appropriate NSA elements. The NSA/CSS OIG will follow up on many of the issue$ in the 
report during our 2005 joint IG inspection o~ f , 

Management Action. (U) Management concurred' with the recommendations and 
is taking appropriate corrective action. 

Overall Report Classlflcation. (U) SECRET //CO MINT //MR 

Category. (U) Joint Warfighting and Readiness 

(U) Possible Violation of Federal Law; NSA/CSS IG; IV-04-0047; 28 October 2004 

Summary. (U//FOU01 Pursuant to a 1995 agreement between the Department of 
Justice (DOJ) and the agencies of the Intelligence Community, the NSA/CSS General 
Counsel referred allegations of possible criminal conduct by an NSA employee to the DOJ. 
The results of the OIG inquiry into this matter were also forwarded to DOJ. 

Overall Report Classification. (U) TOP SECRET//COMINT//X1 

Category. (U) Other (Intelligence Oversight) 

(U) Time and Attendance Investigations; NSA/CSS IG; IV-04-0056 
(16 November 2004); IV-04-0064 (5 November 2004); IV-05~0001 (22 December 2004) 

Summary. (U//fOOO, The OlG substantiated three Time and Attendance abuse 
allegations, wherein employees claimed hours in excess of those they were determined to 
have actually worked. In the aggregate, these cases will result in the recoupment of almost 
$20,000.00 in funds paid to employees for hours falsely claimed. Two of these cases were 
referred to the DOJ for possible prosecution for violation of 18 U.S.C. § 287 
and 18 U.S.C. § 1001. 

CONFfDENf'fitLHH.Et TO MSA, 24.l::ES, CAA', GBM, N;l,1,./Jl\l:R 
4 Release: 2019-06 
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€0M?IBENTl:ALNREL TO llSi\, 24:llS, €14:N, GBR, N-'M:JH,fR 

Overall Report Classifications. (U) UNCLASSIFIED! /FOR OFFICIAL USE ONLY 
(all referenced investigations) 

Category. (U) Other (Fraud) 

(U) Misuse of Resources; NSA/CSS IG; IV-04-0054; 8 February 2005 

Summary. (U) The OIG substantiated an allegation that an Agency employee was 
using Agency computer. systems to manufacture counterfeit rebate coupons for submission 
to commercial computer manufacturers for personal gain. Disciplinary action is pending, 
and the case was forwarded to the NSA/CSS Office of General Counsel for referral to the 
DOJ. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Other (Misuse of Resources) 

CON"PffJENFIALh'Rft 'f'O tfS,t, J\UB, OtN, BBR, NZ:lh'},fR 
5 · Release: 2019-06 
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(U) SEMIANNUAL REPORT TO THE CONGRESS 

For the Period April 1, 2005 Through September 30, 2005 

(U) Kunia Regional Security Operations Center; NSA/CSS IG; INSCOM IG; AIA IG; 
NSG IG; JT-05-0001; 31 March 2005 

Summary. (UttFOtJO) A team of inspectors from the Service Cryptologic Elements 
and NSA conducted a joint inspection of the Kunia Regional Security Operations Center 
(KRSOC). KRSOC is the first Regional Security Operations Center to be inspected by the 
Joint IG Team since the issuance ofNSA/CSS Policy 1-3, NSA/CSS Governance, and the 
announcement of the NSA/CSS Build-Out. We found the site Headquarters relationship to 
be generally positive; some costly site-directed initiatives had not been coordinated with . 
Higher Headquarters; and communication between KRSOC leadership and the SIGINT 
Analysis and Produ~tion Directorate needs attention, especially in light of the NSA/CSS 
Build-Out, which will require close collaboration in order to succeed. 

Management Action. (U) Management is taking appropriate .corrective action. 

Overall Report Classification. (U) TOP SECRET //CO MINT //REL TO USA, AUS, 
CAN, GBR, and NZL//MR . 

Category. (U) Joint Warfighting and Readiness . J<b) (3) -P.L. 86-3 I . : 
· (U) Attack Sensing and Warning Program {Followup); NSA/CSS IG; ~T-05-0014; j 
28 April 2005 .. : . . 

Summary. (U~.w.;~ ur ose of the Attack Sensing ans} Warning (AS&W) ~ ___________________ _,_ ________ =--------
Pro ram is to rotect • • 

• 
The 2004 audit report .......,,.-----------------------found that the AS&W program had not undergone the type of independent review required 

by DoD and NSA regulations for high-dollar programs. As a result of our followup review, 
we were able to close out four of the six recommendations made in the 2004 final report. 
We found two recommendations that management had not addressed: The Defensive 
Information Operations Group has not developed the documentation required by DoD and 
NSA acquisition regulations and the same Group did .not assign a qualified acquisition 
manager to the program as required by DoD and NSA acquisition regulations . 

. Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Infrastructure and Environment 

Approved for Release by NSA on 07-01-2019, 
FOIA Case t 79825 (litigation) 

SfJCR£'fN!8!9f12fJ 
l 
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Sf3Cfl:E:fN:28:2:9H2J 

(U) Cryptologic Mission Management Program; NSA/CSS JG; AU~04-0005; 
3 May 2005 

Summary. (UffFOU9~ We found the Cryptologic Mission Management (CMM) 
Program Management Office was staffed by qualified and e:icperienced acquisition and 
engineering personnel focused on program results and compliance with DoD and Agency · 
acquisition management requirements. However, a recent review by an Integrated Process 
Team (IPT), led by the Agency's Chief Systems Engineer, made recommendations to help 
reduce technical and other program risks. Carrying out the IPT recommendations will 
postpone the Milestone B decision for CMM Increment 1 from the end of September 2004 
to May 2005. Specifically, our audit found problems with the CMM risk reduction efforts 
known as the Focused Demonstration Operational Capability in the following areas: Award 
Fee determination; Deliverables; and Unverified Costs. 

Management Action. (U//FOUO~ Management is acting on all but one of our 
recommendations. The SAE nonconcurred with our recommendation to establish a process 
to resolve major disagreements on the award fee. Our recommendation is necessary to 
prevent future arbitrary award fee decisions as well as fraud or wrongdoing. Therefore, we 
are requesting that SAE reconsider his nonconcurrence. 

Overall Report Classification. (U) TOP SECRET//COMINT//MR 

Category. (U) Acquisition Processes and Contract Management 

(Uhf'OUO• Nuclear Weapons Personnel Reliability Program; NSA/CSS IG; 
AU-04-001 0A; 26 May 2005 

Summary. (U //POUe, The purpose of the Nuclear Weapons Personnel Reliability 
Program (NWPRP) is to ensure that everyone who performs Nuclear Command and 
Control (NC2) duties meets the highest standards of reliability. Our audit found that the 

I ~trengthened the NWPRP control environment 
by implementing the recommendations from tmr 2002 review, but the following issues need 
attention: j • 

• 

• 

• 

• 
• 

• 
Management Action. (U//FOUO, Management agr~ to implement a formal : •• 

training program for NWPRP management and support persoll'l}el designate the Staff • • 
Security Officer as the official responsible for advising the progratp on security eligibility; .7 
establish formal procedures for NWPRP drug testing; and formally iletermine the status.bf 

1 1 ........... ~ ..... :•-----~t 
Overall Report Classification. (U) CONFIDENTIAL//MR !<b> !

3
)-P. L. 

86
-

361 
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Category. (U) Joint Warfighting and Readiness 

(U) Office of Equal Employment Opportunity; NSA/CSS IG; ST-05-0002; 
1 J1..me 2005 

Summary. (U) The study found that mandated timelines related to the investigation 
of formal Equal Employment Opportunity (EEO) complaints are not being met. In 
addition, data related to E.EO complaints, which must be posted on the Agency's public 
website, was incomplete and inaccurate, and NSA's FY2004 EEO Program Status Report, 
due by 31 January 2005, was not submitted to the Equal Employment Opportunity 
Commission until late April. 

Management Action. (U) Management concurred with the recommendations to 
correct the issues described above. 

' ' 
Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Human Capital 

(U) Classified Material Destruction; NSA/CSS IG; ST-05-0022; 7 June 2005 

Summary. (U /{FOUO) An anonymous complaint sent to the Director, NSA and the 
Office of Inspector General (OIG) alleged that Eagle Alliance (EA) was utilizing government 
resources and processes to dispose of EA computer equipment. The GROUNDBREAKER 
contract stipulates that EA is responsible for disposal of EA computer equipment. The 
complaint also stated that EA did not have standard operating procedures (S0Ps) for 
disposing of computer equipment. Our special study found no evidence that EA was using 
government resources to dispose of EA-owned computer equipment. However, EA has not 
instituted two elements required by the contract: written SOPs covering its disposal process 
and a process for disposing of hard drives after removal from EA-owned com uters. We . . . 

e • • 
recommended an immediate decision to either have the Agency take over the aisposal : : 
function (amending the contract accordingly) or require EA to comply with th~ contract : : 
terms. • • • . . 

Management Action. (U) EA will provide its position in writing to the Maryland : : 
Procurement Office. Senior officials will then present the Agency's approach in. writing to: : . 
the OIG. , • • • 

Overall Report Classification. (U) UNCLASSIFIED//F0R OFFICIAL USE ONLV:: . .. 
Category. (U) Acquisition Processes and Contract Management ., 

(U) Contract Rates for Office Space; NSA/CSS IG; AU-04-0019; 8 June 2005 : : 

Summary. (U) N.SA has operated under a model that collocates contractors with the: 
• * 

§ECRE'fl/!6!!#'1 :1!3 
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SECRE'Fll2629f.f.23 

. 
missions they serve. Our audit found that Contracting Officer's Representatives (CORs) 
were not validating on- and off-site costs charged for the contracts in our sample. Since 
overhead rates for work done at contractor facilities are usually higher than for government 
facilities, NSA could be paying off-site rates for contractors who are actually working on
site. 

Management Action. (U) The Maryland Procurement Office agreed to issue 
guidance that requires contractors to provide a breakout of on- and off-site rates and hours 
on invoices and to require CORs to check the on- and off-site rates and hours. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Acquisition Processes and Contract Management .. . 
• q 

;..;,.;....,.;;~__,;;.;,_, ____ ,..._,.__ ---------' .. . . . 
. . . . ... . .. 

ial U.S. Liaison • " ,------llUl!li.U.U~.LLl~~-~-=~~~~==~~~~~i:::=:::::...:::::.:.::::::.:..=:.=:.::~--1' .. . . . ,. . 
- • • 'II 

NSA/CSS found significant progress from the April ,t004 joint IG inspection .. 
....,.in----,th,.....e_a_r-ea_s_o_training, intelligence oversight, security, commun4!ations, and information : 
assurance. Civilian employee recruitment has improved, albeit ~owly; however, seieral : 
findings remain open, pending action by NSA Headquarters. • • .. .. 

Management Action. (U) Management concurred with the recommendations and : 
is taking appropriate corrective action. •• : : 

• . .. 
Overall Report Classification. (U) SECRET//COMINT//REL TO USA, ChN, GBR, .. 

and NZL//20291123 ; : : . . 
Category. (U) Joint Warfighting and Readiness 

.. .. .. .. . 
(U) Tailored Access Operations; NSNCSS IG; ~l-04-022C; 19 July 2005 • :: 

Summary. (U f/FOUO~ This study, the third in a series of three reports on Yle :: 
Agency's Tailored Access Operations (TAO) offioe, focused on the control environment. We:: 
found that: 1] • • I 

• 
• 

• 

Management Action. (U) TAO management concurred with all OIG • 
recommendations and plans to take j:!orrective action by 1 October 2005. The Finapce 

!Directorate will move the reimburyment process to theDisbursing Office tol I 

8£CRE'FN!tw.,U23 
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Overall Report Classification. (U) TOP 
SECRET//COMINT//NOFORN//220291123 

Category. (U) Joint Warfighting and Readiness 

(U) FY2005 Report on Compliance With The Federal Information Security 
Management Act at NSA/CSS; NSA/CSS IG; AU-05-0004; 5 August 2005 

Summary.-€83 NSA is making a concerted effort to address the weaknesses 
identified in our FY2004 audit of compliance with The Federal Information Security 
Management Act (FlSMA). Although impediments still exist to achieving the Agency> s 
certification and accreditation (C&A) goals, the Chief Information Officer (CIO) has made 
progress. NSA continued to maintain and track a Plan of Action and Milestone to address 
the inadequate C&A of Agency .systems, identified as a material weakness in FY2002. 
However, we discovered several weaknesses in the 's IT securi ture durin our 
FY2005 FISMA review. We found that NSA has 

Management Action. (U //FOU01 The CIO has made a ~ncerted effort to addresS: 
FISMA requirements. This includes holding regular FISMA working group meetings, : : 
providing a data call to all responsible organizations to address reporting requirements, a~ 
raising awareness of FISMA requirements. In addition, the CIO established labs to perform 
vulnerability testing and penetration testing and secured additional resources to help create 
the documents associated with certifying mission-critical systems. ~ .. 

Overall Report Classification. (U) TOP j(bl c
3

i -P.L. 86 _
36
f 

SECRET//COMINT//NOFORN//20291123 - -

Category. (U) Information Technology Management 

(U) NSA/CSS Representative Pacific (NCPAC); NSA/CSS JG; IN.:05-0002; 
16 August 2005 · 

Summary. (U//F0U03 Our inspection found that the Agency is well represented 
by the NSA/CSS Representative (NCR} Pacific and his staff. Pacific Command 
(PACOM) officials we interviewed bad a high opinion of the NCR and bis staff and 
regard them as a "model" of effective NSA/CSS liaison. Innovative NCPAC initiatives 
include embedding overl.., __ ......_pf the NCPAC staff in PACOM activities. Increased 
levels of support in the information O,Perations arena are also highly valued by the 
Command. Areas for improvement int:.lude the following: NSA/CSS Policy 1-3 on 
governance does not conform to actual practice in the Pacific Theater; the operational 
span of control for the NCR is unclead • • lthe Regional Communications 
Security Monitoring Center, does not have enough asiignees to perform its mission; and 
NCPAC's representational efforts to PACOM sub-co}Ilinands in regard to Information 
Assurance are insufficient. • • • • 

S£CRE'fN2629i123 
5 

... ;.__ ____ _ 
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I (b) (3)-P.L. 86-361 - . 

S£CRE'FN1929i11a 

. .. . 
• • •• • 

• •., • . . . .. 
Management Action. (U) Management concurred in aH recQ'llimendations, nine 

of which are already closed. • • • : : : • 
• • • • • ll!t 

Overall Report Classification. (U) SECRET,'1COMIN'{f /~L TO USA, A~, CAN, : 
GBR, NZL//20291123 • • • • • ; :: • . 

Category. (U) Joint Warfighting avtl1leadiness 
. • ., 

• ., . ., 
• . 

• :: 
• 

Management Action. (U) The Director for Analysis and Production concurred with 
all of the recommendations and convened an Integrated Product Team to address them. 

Overall Report Classification. (U) SECRET //REL TO USA, AUS, CAN GBR, and 
NZL/ /20291123 . 

Category. (U) Joint Warfighting and Readiness (b) }-P .. 8 

~ NSNCSS 1~1 
t 

• 

I I 
: Summary. tB,,We visited threej )sites selected on the 

basis of location, risk, and reported oversight issues. Based on our findings, a 
representative of SID is working with.one of the sites to improve analysis and reporting on 
SIGJNT collected there, while anoth~t site launched a comprehensive reassessment ofits 
abili to contribute to the national SIGINT mission and satisfy the re uirements of 

We also recommended that,,___-.'!!'i ites improve 
... t_e_i_r-em-e-rg_e_n_cy-ac-io_n_p_r_o_ce_d_u-res-. -T-o that end,,I _),as now ari its emergency 
op_e(ations procec)Jires, an~ • , • ~gre~d to conduct emergency 
dnlls. · • • • • • • 

: Overall Ffeport Classjficatiom;, -CU) TQP SECRET//COMINT//20291123 (all 
thre'} reports) : : : • • • • • . ' . . 

• Category. (U) Joibt•Warfigbtuig•;nd Readiness 
ii' ti .. • .... . . . . . 

it Iii. • •• 
•• • • ' 

• • ;,· --------. 
(b) (1) 
(b) (3) -P .. 86-36 

§£Cfiff/1!62§f f!J 
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1) 

3)-P.L. 86-

. 
~ . 

(U) Electronic Intelligence (ELINT) Moderniza(ion Program; NSA/CSS IG; 
AU-05-0001; 19 September 2005 : • . 

Summary.+!i1 Budgeted to receiv4 
1 

: Jtrom FY2004-n, the ELINT 
Modernization Program is intended to de\re op, mtegrate; and deploy the capabilities 
needed to fill the gaps identified in a studv"conducted at the behest of Contrress. The 
audit identified two significant problems: I · I 

Management Action. (U) Management concurred with all recommendations and 
. corrective action is underway. · 

I <bl 
13

i -P :.L. 
86

-
3~1,category. (U) Joint Warfighting and Readiness 

• !Ill. • •• 

(b) {1) 

(b) {3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

~ ··t)jt-----., _ _. ..... : .-.. -:---------.jNSA/CSS IG; INSCOM JG; AIA IG; N!ii.~ IG; 

. . . 
Sll,mm~ team of inspectors I I . ..--------------~---------------------------'-----t 

• 
• 
• 

• 
• • 

• 
• 
• • 

• . 
Management Action. (U) Management is taking appropriate corrective action. 

• • 
Overall fleport. Classificlltion. (U) SECRET//COMINT//REL TO USA, AUS, CAN, 

: GBR, NZL//202c.,1123 • . . 
Category:_(U) Joint WarfightiRi and Readiness 

• . 
: (U) Precious Metais Recovery Program; .NSA/CSS IG; ST •05-0005;. · 
: 19 September 2oos·. • • 

• 
: Summary. (U ;f/:POUO) rfhe Precious Metals Recovery Program (PMRP) recycles 
:film, circuit boards, and microchips for NSA, DoD: and other Intelligence Community 
·customers. Ours ecial stud found that the PMRP 

and no formal .__ ____ ___,.. __ ....,._ ______________ _...J 

plan to spend the funds generated from recycling microchips. ------
8tJCfl:frfA9Q1g11~l 
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I 
I 

• 
I 

I 
I 

Additionally, the policy establishing the PMRP has not been updated since 1991, and • 
internal controls are needed to safeguard the preclous metals that are recovered when : 
microchips· are recycled. · : 

' Management Action. (U //FOU0j Management nonconcurred with our • 
recommendation to develop a plan to spend these funds rather than letting the money : 
accumulate. Consequently, we are forwarding the report to the Comptroller. : 

. I 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONuY 
' Category. (U) Other : 
I 

_
1 

<_u)_I ---~[ . !NsAicss 1Gj I j 
Summarx. ffi Ogr functional inspection of NSA's program t~ : I : 

I : · • I which is managed by the Signals Intelligenee Directorate : 
(SID), fi is and.training with the goal of de(ermining whe(her SIGINT : 
analys • • • We fot!nd:that Agency and: 
SID leaders have not conducted.a•ris assessment to etemnne the approyriate level of , 
effort fort . : : I and Agency .Policy does. not adequately: addres~ the authorities am:t 
res onsibilities tor this function. :Moreover, NSA's lmpleuientation Plan !or 1 

• • • • 

oes not addtess a key gt!>al of the Director qf Central Int~Ilfgence: 
• 

• • 
• • .. 

• • 

• 

. . 
• • 
• • 
•• 
•• 

. . . . . . . . . . . . . . . . . .. . 
• •• It • • ill 

• • 

Management Action. ctr, J4an;ge1]1entconcurred with:our recciminendations and 
is taking appropriate corrective actiofl, • • • ·:. ; : : : • 

• • ... • ••• 

Overall Report Classification. (U)•TQ1>•~:&.,C~T//REI:TO USk1:i\US, CAN, GBR, 
NZL/ /20291123 • • .• .\, • : •• . .. . ,,, 

Category. (U) Joint Warfighting and Keiu1u1·e :~ _ __;-=..... _ __; 

• 
(U) Information Technology Directorate Fie!d Llalson Division; NSA/CSS IG; 
IN-05-0005; 20 September 2005 ••• • • 

Summary. (Utt:F0UO~ Th.e fnformation Technology Directorate's (ITD) Field 
Liaison Division is a1 }<>rganization created in January 2003 as a direct response to 
recommendations from severa Joint IG inspections. During the inspection, the Field 
Liaison Division's leadership changed and the ITD restructure began, resulting in a new 
focus for the Division. Nevertheless, t}le Director for IT asked that we proceed with the 
inspection to help identify problems or issues that need to be considered in ITD's 
restructuring and consolidation efforts. To this end, we issued a letter report advising the 
Director for IT of areas in need of attention as the ITD consolidation continues. Our 
inspection found that the Field Liaison Division has had a positive effect on the Extended 

SECRflr/12629112-a 
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Enterprise; however, as ITO implements its concept of centralized management with 
decentralized execution, close attention should be given to the following: clearly 
delineating roles and responsibilities; implementing a mechanism for assessing the 
effectiveness of the new structure; and providing a dynamic, up-to-date, and useful NSANet 
presence. · 

OveraU Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Information Technology Management 

(U) Meade Operations Center; NSA/CSS IG; INSCOM IG; AIA IG; NSG IG; 
JT-05-0006; 30 September 2005 ••••• • • • • ·: 

Iii ,. • • 

Summary. (U//FOUO) The Joint JGs aonducted ~~ inspection of thel • I 
I !Meade Operations Center (MOC)) in 2002. A 
followup inspection in 2003 assessed progress in several areas, including Command 
Topics and Mission Operations. In keeping with the three-year inspection cycle for 
major field sites, the Joint I Gs scheduled an inspection of the MOC to begin in August 
2005. Our preparation for this inspection revealed that the predominant theme of the 
two previous inspections remains unresolved - the persistent lack of documented 
mission and an effective governance mechanism or chain-of-command. In a Joint IG 
Management Advisory Report, the Joint IGs suspended the on-site phase of the 
inspection until the Signals Intelligence Directorate (SID) clearly documents a mission 
and ·begins to exercise an effective governance approach for the organization. The Joint 
I Gs concluded that the unresolved issues are unlikely to improve without a zero-based 
review to determine the missions, if any, that are best performed by the MOC, and 2) the 
implementation of effective governance from SID.of those missions. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Joint Warfighting and Readiness 

(U) Inappropriate Representation Before the Government and Misuse of 
Resources; NSA/CSS IG; IV•05·0005; September 2005 

Summary._ (U/IPOUO~ An NSA/CSS employee who established a software company 
inappropriately represented his company in a "pitch" meeting before the Government. This 
employee also misused Government resources to solicit and conduct private business. 
Furthermore, the employee and his business associate knowingly misused Government 
Information Systems to solicit business for their private company. Due to the potential 
Title 18 violation, the matter was referred to the DoJ for a prosecutive opinion. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Personnel/Standards of Conduct; Procurement and Contract 
Administration 
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(U) Inappropriate Representation Before the Government; NSA/CSS IG; 
IV-05-0011; June 2005 

Summary. (U /fF-OUO) An NSA employee who "moonlighted" part-time for an 
Agency contractor inappropriately represented the contractor in a meeting before the 
Government, in a particular matter in which the United States was a party and had a direct 

, interest. Due to the potential Title 18 violation, our report was referred to the DoJ for a 
prosecutive opinion. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Category. (U) Personn(!l/Standards of Conduct 

(U) Time and Attendance Investigations; NSA/CSS IG; IV-04-0040 
(31 May 2005); IV-05-0008 (23 May 2006); IV-05-0023 (9 September 2005); 
IV-05-0032 (9 September.2005) 

Summary. (Uf/FOUO) The OIG substantiated four allegations of Time and 
Attendance abuse, wherein employees claimed.hours in' excess of those they were 
determined to have actually worked. In the aggregate, these cases will result in the recovery 
of approximately $46,500.00 in funds paid to employees for hours falsely claimed. 

Overall Report Classifications. (U) UNCLASSIFIED//FOR OFFICIAL USE ONLY 
(all referenced investigations) 

Category. (U) Other (Fraud) 
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(U} SEMIANNUAL REPORT TO THE CONGRESS 

(U) For the Period October 1, 2005 Through March 31, 

(U) Controls on Laptop Comp11ters; NSA/CSS IG; ST-05~0015; "1Cfo~e1 2005 • 
• Ill • 'Ii • ' ii. 

(UUl'OUO) Summary. After conducting many. inve.slip\:ions oi mlssidg laptop" 
• • • .. • • • • ' 

computers, the Compromise and Computer: J;i'orefi!iCS ~ftit!e asked the·NSA QIG to rewew 
the Agency's .inventory processes apd.determ.iRe ivhefher the A&ericy''hasadequate conhols 
to track and account for bfptE>p blm:euters. : O"er the past 3 ye.ars,.the Compr9mise amt • 
Computer Foren,ics f>fflce coqducted0investigations of missing lap"tops but was unable • 
to locate• a classified, nof unknown (?lassification, aiOuncla,Sified) ~f the•: 
laptops. Such losses, whiletfnancially immaterial, raise counterintelligence cltncerns. : . . . . . 

(UfiF9l:J9) Management Action. To addJeSs the root cause of the l0$es---the lack : 
of hand receipts for laptops-the Security, Logistics, and OIG or~nizations a:re : • 
strengthening the enforcement of laptop cq:efrols, including penalties for ped!lonnel who do • 
not comply with the hand receipt requirernent and managers who fail to enfqrce it. The: 
three organizations will meet every 99-days to discuss the enforcement of th~:hand receipt : 
policy and ways to hold managers at!countable • • •: • 

(U) Overall Report Cl,ssification. CONFIDENTI~ :: • 

(U),Category. Info,m~tion Technology Management :: : 
• • • • • • . . . . 

_(_U ____ __,,_._· ________ ___.NSA/CSS tGJ._ __ __. 
I 

1 
. . . 

• 
-

lU ·;-~ .... ~ .:;ummarv.l . L" 
. . 
• . 
. . 

(U) Management Action. Management agreed to act on all our recommendations. 
However, Signals Intelligence Directorate and Information Technology Directorate are still 

·· working out the appropriate division of effort and responsibilities for managtng and 
optimizing data flow. : 

Sf]C:tH]'fh'!B:29':l 123 
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(U) Overall Report Classification. SECRET//COMINT//REL TO USA, AUS, CAN, 
GBR,NZL 

(U) Category. Joint Warfighting and Readiness 

(U} Misuse of Government Resources; NSA/CSS IG; IV-05-0027; 17 November 2005 

(UfrFOUO) Summary. The OIG's Offices of Intelligence Oversight and 
Investigations conducted a joint inquiry.into an allegation that an NSA/CSS employee 
violated applicable law and regulation by using Government property for unauthorized and 
unofficial purposes. We substantiated the misuse allegation and referred the matter to the 
NSA/CSS Office of the General Counsel, for consideration of referral to the DOJ. 

(U) Overall Report Classification. TOP SECRET//COMINT 

(U) Category. Other (Intelligence Oversight) 

(U) Contractor Performance Management and Evaluation of the 
GROUNDBREAKER Contract; NSA/CSS IG; AU-05-0002; 16 December 2005 

(Ut}FOUO~ Summary. This audit focused on improving the use of rewards and 
penalties to motivate the contractor to optimize performance. Our audit found that, 
although the modernization goal of May 2004 had slipped by 17 months, the contractor 
received $10.7 mill.ion out of a possible $20.9 million in award fees for modernization. ID' 
this case, award fees were not used in a way that motivated the contractor to meet a crucial 
performance goal. Additionally, millions of dollars in service credits (penalties for failure to 
deliver agreed-to services) that should have been credited to the Agency were not recorded 
as accounts receivable and reported on financial statements. This ultimately cost the 
Government $300,000 in finance or interestcharges from July 2002 to March 2005~ 

(U) Management Action. After initially nonconcurring with our recommendation· 
to improve modernfaation incentives, management revised its .position and is developing 
new, more objective incentive criteria. Corrective actions are now under way or completed 

· on all six recommendations. 

(U} Overall Report Classification. CONFIDENTIAL 

(U) Category. Acquisition Processes and Contract Manapf;1!1~1!!,:-.•· • . 
, : ••••• !II • ·,. ·,•.·;. • • • 

.... --· • .... I,,# RepoFt-orr the ·~udlt ofthel° ' . . . . . ; : -: : . . .... ' I : : 
Procurement and octate4 lnfrdslructure Program; NSA/CSS IG; : • 

• 
•• ill • • • • • • 

Sttftl!'f)1t:zt12,112, 
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I (b)(3)-P.L. 86-36 l 
. ' : : : : . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

practices are inconsist~nt; and there isJ~ufficient mission assurance forQ In addition, 
our survey indicated tljat t}Je Portfolio Malfagement Office lacked sufficient authority over 
program execution anJi reso\lrces. • • • • • • • • • 

(U) Manage.mint Actian. Since the recommendations f~ n the zero-based 
reyiew are related to fh.e indications noted during our audit survey, we will track completion 
in the OIG Followup ~stem. • • · . •. 

(U) Overall Rebort Classification. TOP SECRET/ /CO MINT //REL TO USA, AUS) 
CAN, GBR, NZLA : I ... 

(U) Category; Acquisition Processef and Contract Management . • 
(U) Nuclear Comma;,d and Control (NC2) Prpgram; NSA/CSS IG; AU-04-01 OB; 
23 January 2006 •• 

___ .....,......,.......,....,.......,.=--,;,...a.;;.di.,.t..,re..,v._eal_ed~th.atth~,.,.1----------1 
oard and mana ement of the Nuclear 

Command and Control Program (NC2 

. 
(U) Management Action. Management agreed to act on all recommendations. 

(U) Overall Report Classification. TOP SECRET//NOFORN 

(U) Category. Joint Warfighting and Readiness 

• 

(U) Aerospace Data Facility; NSA/CSS IG; INSCOM IG; NSG IG; AIA IG; JT-06-0001; 
23 January 2006 

,S,-Summa . The ·oint ins ection found that the Aerospace Data Facility has 

2)NSAHQ 
... o-rg_a_n-iz-a-ti-o-ns_a_v_e_n_o_t _p_ro_VJ ___ e_p_o_i_cy_,-st_a_n_a_r_,_o_r_o_ve-r-s1_g_t_o..,._various efforts across the : 
Extended Enterprise; and 3) the lack of a mission management tool.hinders the site's ability : 
to optimize its role in consolidated mission planning and execution.·. 

SECR£F//2629ii23 
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(U) Management Action. Management concurred with the recommendations and 
is taking appropriate corrective action. 

(U) Overall Report Classification. TOP SECRET//COMINT/TALENT 
KEYHOLE//REL TO USA, AUS, GBR 

(U) Category. Joint Warfighting and Readiness 

(Ut/1"01:tej R~d Team Targetln~ of thej l [ 
NSA/CSS IG,I _ ·- • • • • • • • • • • • • • • • • • • j(b) (3)-P.L. 86-36[ 

(UlfFOttO) Summary. The National Defense Authorization Act of Fiscal Year 2000 ' 
directs the National Counterintelligence Executive {NCIX) to submit an annual report to t 
the Secretary of Energy and the Director of the Federal Bureau of Investigation on the !: 
security vulnerabilities of the computers of the DOE's national laboratories. I I· 

(UlrFOUO) Management Action. NSA man ement has amended the Red Team 
rocess and rocedures to r uire for each exercise 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Joint Warfighting and Readiness 

(U) Post-Accreditation Process for Information Technology Systems; NSA/CSS IG; 
ST-05-0018; 16 February 2006 

(U/tFOttO) Summary. Our speci dy of the post-accreditation process for 
information technology systems sa led stems that recentl went through the 

. 
I 
f 

' I 

' ' I , , 
' ' , , 
, , 
' , , 

accreditation process and w.,....er...., _____ ._. _________ _,.__f t_h_e......,_t_em_s_ 
were not operational and, • 

SliOllDF/litiW iflJ 
4 

• 

• 
• • 

• 
• 

.. .... 
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• • 
• • 

(U) Management Aciton. The Information Assurance Directorate responded that it 
is working on a post-accreditation process that satisfies the recommendations of the OIG 
report. • 

(U) Overall Report Classification. TOP SECRET //NOFORN 
• 

(U) Category. Infornjation Technology Management ••••• • • • • . . ... 
:: SIGINT Activities-, --.------rNSAfCSS IG, INSCOM IG; AIA IG; 

L f 
"'('Sj"Summary. A joint team of inspectors from the AIA. INSCOM- and NSA 

lnsnectors General conducted an insnection ofl 

• .. .. .. . . . . 
• • . . . . . . 
I • 

(U) Management Action. The report makes ten recommendations to improve the 
effectiveness and efficiency of SIGINT operations. Most of these recommendations focus 
on the need to bring greater definition to the authorities, responsibilities and functions with 
respect to the operational roles of the SIG INT sites. Management concurred in all 
recommendations and corrective action is being taken. 

(U) Overall Report Classification. SECRET//COMINT//REL TO USA, AUS, CAN, 
GBR, NZL 

(U) Category. Joint Warfighting and Readiness 

(U) 11Persistent Cookies" on the NSA Public Website; NSA/CSS IG; ST-06-0015; 
21 March 2006 

(Uf11FOUO~ Summary. The OIG conducted an inquiry into the circumstances and 
implications of the Agency's usage of "persistent cookies" on its public website, NSA.gov. 
We concluded that, during a past system upgrade, a number of cookie properties were 
unintentionally reset, extending their expiration beyond the intended settings. As a result, 
the website was inadvertently using npersistent cookies" instead of the usual .. session 
cookies." Once aware of the situation, the Agency immediately disabled the "persistent 
cookies'' and restored the intended session length settings. Based upon our interviews, 
contacts, and reviews of databases and technical literature, we concluded the Agency's 
inadvertent "persistent cookies" did not collect user information or any personally 
identifiable information on visitors to the NSA.gov website. · 

3f!CR£'fh'282Yf 123 
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(U/lfilOUO) Management Action. Corporate Communications Strategy Group 
personnel have begun documenting the programming code with comments where system 
changes could inadvertently enable different types of cookies. The Group intends to have 
comprehensive procedures written and implemented by July 2006, and has suspended any 
system upgrades until then. 

( 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Other 

(Uh'FOUO) Special Study of Executive Level Management of Systems 
Development at NSAICSS; NSA/CSS IG; ST-05-0004; 22 March 2006 

(UTJFOUO) Summary. At the corporate level, NSA/CSS needs a formal, stable, 
unified methodology to enable its leadership team to wield effective oversight of key 
development programs. This is even more necessary as the Agency accelerates 
transformation efforts. The existing disparate approaches to program oversight in several 
Agency organizations should be unified into an overarching methodology under the 
leadership of one organization or individual. An OIG benchmarking study of two 
information-intensive organizations in the private sector and one major DoD development 
program supported the conclusion that until NSA/CSS adopts such a methodology, its 
leaders will not have the requisite degree of insight into all aspects of key enterprise 
initiatives. By the end of the study, it was clear that the Agency needs such a methodology 
to lead the work force successfully through the pervasive changes underway in its mission 
and core business. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Joint Warfighting and Readiness 

(U11/FOUO¼ Interim Report on the Audit of NSA's Computer Security Incident 
Response; NSA/CSS IG; AU-05-011 A; 24 March 2006 

-ts, Summary. During our audit of NSA's Computer Security Incident Response, the 
NSA/CSS Information Systems Incident Res onse Team NISIRT told us about a 
vulnerabili created b default settin s 

(U) Management Action. The Information Technology Directorate responded that • • 
it is working to secure current and futur -------..11. satisfies our • • 
recommendation. 
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(U) Overall Report Classification. TOP SECRET //NOFORN 

(U) Category. Information Technology Management 

(UHFOl::JO~ Misuse of the Agency's Unclassified Network; NSA/CSS IG; 
ST-05-0019; 28 March 2006 

(Ul)FOUO) Summary. After expending considerable resources to address misuse of 
the Internet by Agency affiliates, the NSA/CSS Information Systems Incident Response 
Team (NISIRT) asked the OIG to review the adequacy of the Agency's policies regarding 
usage of NSNs unclassified network. We concluded that the Agencis current policies, the 
Computer Security Incident Report process and a new "Smart Filter" which will deny user 
access to inappropriate web sites are adequate tools for dealing with misuse. However, we 
also found that many affiliates are not aware of current policies, and that managers are not 
informed of misuse by their subordinates; 

(U/lf-OUO) Management Action .. Management agreed to implement annual 
training on Internet policies for affiliates, and NISIRT agreed to advise managers of policy 
violations so they can hold subordinates accountable. 

(U) Overall Report Classification. CONFIDENTIAL/ /REL TO USA, AUS, CAN, 
GBR,NZL 

(U)Category. Information Technology Management J (b) (3)-P.L. 86-361 

• • • • • • • flli 

{UIIFOUQI _ ..•. • ·IDOtsey ·R~a~i Warehouse; NSA/CSS IG; , ...... -----------'"'111i..:..,;;.__..-;~.. . 
-ts, Summary. While investigating ·a procurement matter involving computer 

ment shi ed to h Dorse Road Warehouse DRW e 

study to determine whether DR 

• 
• 

~ Management Action. In response to our findings, the associate Directoraie for 
Security and Counterintelligence and Associate Directorate for Ins allations and Lo · tics • 
develo ed short- and long-term strategies • • • 

,__ _____ _,,These strategies addressed our concerns, amj we will track. • • 
implementation t rdu'.'gh 'OUr followup system. We consider imnJ.em"entatioU:a high priority 
that should be funded as such. • • • • • • • • • • • • • • • •• ~ : : ; 

(U) Overall Report Classification. SECRET • • • • • • • ·, •• 

(U) Category. (U) Infrastructure and Environment 
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7 Release: 2019-06 

NSA:08742 



Doc ID: 6672179 

9lJCRlJTll262Mi:23 

(U) False Labor Charges by an Agency Contractor; NSA/CSS IG; IV-05-0031; 
December 2005 

(UliFOUO, Summary. During a routine Security background check, suspicions 
surfaced about the accuracy oflabor charges by an NSA/CSS contractor employee. An OIG 
investigation substantiated that, during a 22-month period, the contractor employee falsely 
billed 751 labor hours to an Agency contract, amounting to approximately $35,000 in false 
charges. The _matter was referred to the DOJ for a prosecutive opinion, and the NSA/CSS 
Office of the General Counsel is seeking restitution from the involved company. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Acquisition Processes and Contract Management 

(U) Time and Attendance Investigations; NSA/CSS IG; 1v .. os-oooa (1 O Nov 2005); 
IV-05-0035 (4 Oct 2005); IV-06-0014 (10 Mar 2006); IV-06-0026 (24 Mar 2006); 
IV-06-0021 (30 Mar 2006) 

(Uft'FOUO) Summary. The OIG substantiated five allegations of Time and 
Attendance abuse, wherein employees claimed hours in excess of those they were 
determined to have actually worked. In the aggregate, these cases will result in the recovery 
of approximately $44,000.00 in funds paid to employees for hours falsely claimed. 

(U) Overall Report Classifications. UNCLASSIFIED//FOR OFFICIAL USE ONLY 
(all referenced i.nvestigations) 

(U) Category. Other (Fraud) 

(U) Unauthorized Commitment of Government Funds and Intentional 
Falsifications; NSA/CSS IG; IV~05-0015; March 2006 

(U,tfFOUO} Summary. An NSA/CSS emplo ee made an unauthorized commitment 
of Government funds by accepting approximate} -,,_~------------.1 equipment without a contract. The employee an an Agency contractor en attempte o 
conceal the unauthorized action by creating and back-dating a fictitious "Loan Agreemept," 
and by providing the OIG with false testimony. The employee and contractor violated . • 
applicable Federal regulations and possibly Title 18, United States Code, Section 1001. : 

{U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE O~LY 

(U) Category. Acquisition Processes and Contract Management 

SEC:RE'Flli929l1io 
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(U) NSA/CSS OIG ACTIVITIES RELATED TO 
COUNTERTERROFIISM 

(U) Comgleted from 1 October 2005- 31 March 2006 

(UftFOU9t Advisory Report on Activities Associated with Expeditionary SIGINT 
Deployments to Hostile Area~; NSA/CSS IG; ST-06-0001 ;. 23 January 2006 

(U11FOUO) Summary. A February 2005 after-action report raised serious concerns 
about the activities and processes associated with the deployment of NSA/CSS personnel to 
hostile areas. The issues were referred to the OIG, which conducted extensive research to 
determine if a formal review was needed. Based on interviews rganizations involved 
in the deplol;!!!ent process anQeturnees from hazardous area ep yments, such as 
I = I we concluded that some aspects of the process, especially training by 
enabler organizations; have improved" Gonsiderably over the last 2 y~rs. Processes to 
ensure appropriate and tinte.ly candidate~lection, pre:.deployment mission training, IT 
support, and corporate resolutloq of issues ·raised in after-action reports need to be 
standardized and implemented across the Agency. : 

• • 
(U) Management Action. Conectiv~ measm;es addressing the issues are already 

underway; as such, we do not plan to underta'ke.a forfnal review at tliis time. However, the 
iss.ues raised merit continued action and followup w.Agel)cy management. We plan to 
revisit these processes again in 1QFY07 to assess progt~. ••• : 

(U) Overall Report Classification. SECRET//COMIN'1t/RBL TO USA, AUS, CAN, 
GBR, NZL . • ·• •• : .. 

(U) Category. Joint Warfighting and Readiness 1,-<-bl-<-3>---P-.L-. -8-6--3-6! .. 
• . 

• . 
• . 

(U) Ongoing • • 
• . . . . 

(Ufflloue, Inspection of the Information Warfare Support Center; NSA/CSS IG; 
IN-06-0001 : : 

• 
'ts, Background The Information Warfare Support Center (I,VSC) began 

operations in November 1994 in response to the need for SIGINT SUPJ>Ort to Information 
Operations (IO). IWSC's mission is to provide the combatant commander(s) with( I 

• 
• 

• 

• 
• 

related to counterter. rorism. The pridary obiectives of this inspection, include the • • 
following: a) determining whether th s executing its current missions and functions 
in an efficient and effective manner and in accordance with its charter: identifying anx • • 
impediments to mission accomplishment; b) determining whether.___,..r: ersonnel c~piply 

3f:C:R:E'fN!8:2,H:23 
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I (b) (3)-P.L. 86-36 l 
. 

with Internal Management .Controls and other Agency regulations an9 policir governing 
personnel and organizational management; and c) assessing how wel hares 
information with internal and external customers. 

(U) Inspection of S1D's Chemical, Biological, Radiological, Nuclear Mission; 
NSA/CSS IG; IN~oa-0002 

iS1' Background. Chemical, Biological, Radiological, and, Nuclear (CBRN) terrorism 
is o~e of the most menacing threats to U.S. security, and from a Signals Intelligence 
SIGINT ers tiv 

..._ ___________ ...i.-!1e inspection is evaluating CBRN mission perfonpan~,. • 
including examining the execution o{ Cl3AA as a tre.11Snati9nal target, assessing the impast • 
of Mission Build~Out, and reviewing any funding or human resoutce"issues-. · .• 

(U) Special Studies of Presidentially-authorized Program; NSA/CSS IG 

(U#FOUO} Background: The OIG is performing continual audits of NSA's 
Presidentially-authorized counterterrorism program. The overall objectives are to 
determine whether there are appropriate policies and procedures in place for activities 
under the program consistent with the terms of the Presidential Authorization; to evaluate 
their efficiency and effectiveness in mitigating any high-risk activities associated with the 
program; and to identify any impediments to satisfying the requirements of the Presidential 
Authorization. 

(U) Planned 

{U/fJIIOUO) Inspection of the Geospatial Exploitation Office; NSi\fCSS IG; 
IN-06~0005 

rations in 

" 

The primary objective will -------------------------' be to assess GEO's mission effectiveness an t e1r ability to satisfy requirements and 
information needs levied on the organization. The inspection will determine whether th~ 
current organization's missions and functions are being properly executed in an efficient 
and effective manner; whether missions and functions are accurately portrayed and being 
accomplished; establish whether missions performed are appropriately placed within the 
product line; and will identify any impediments, which hinder the efficient and effective 
execution of their missions and functions. 

SEC:REff·l2829'l123 
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. \ .... .. .. , ...... •· ,. 
• •• JI' 

•• .. . . . . . . ··•· .. 
~ Office of Middle East and North Africa; NSA/CSS lq~•1N-06-0006 . . .. . . 

• • ~ lit 

-f91 Background. The mission of the Signals I9te11igence Directorate 's Deputy. · 
Directorate for Analysis and Production includes the·countries located; the Middle East 
and North Africa MENA). The Offie~-o·f°MEN ••• • 

• • • • 

•• .. . . 
• • . 

ur inspeqtton will evaluate the mission effectiveness of M NA 
and its ability to satis requirements tind information needs levied· on the organization~ . . . _________ ........,:· ------ . 
-tetl , • · f Regional Review; NSA/CSS IG,___ • 

• 

-tSt Background .. The OIG plans to conduct a regional r~ew of ites that Me 
focused onl • • '. I including support ~o eounterterrorism.' Ou~ 
review will assess site operations, complianfre with intelligenc~ oversight requirements, L_J 
I ~nd local support activities... • • 

(U} Followup Review of Access to SIGINT Databases; r,jsAJCSS IG; ST-06-0003 . . . 

· -ts, Backgound. Information sharing ana data access continue to be major 
priorities across the Intelligence Community (IC):. To jumpstart the information-sharin 
conce t several efforts were initiated most notabl •• the· efforts to rovid 

--------· 
(b){3)-P.L. 86-361 

. . 
•• .. . . 

• • 
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(U) SEMIANNUAL REPORT TO THE CONGRESS 

(U) For the Period April 1, 2006 Through September 30, 2006 

(U) Office of Physical Security's 'Practices Relative to Protest Activity; 
NSA/CSS IG; ST-06-001 28 April 2006 

(UMPOU6) Summary. An article published in The Sun on 13 January 2006 alleged 
that NSA monitored members of the Baltimore Pledge of Resistance, a peace group tied to 
the Baltimore Emergency Response Network, as they prepared to protest at Fort Meade. 
The article also alleged that NSA used law enforcement agencies to track the activists. We 
.conducted this special study to (a) identify the NSA Police auth.orities relative to the 
activities of protesters on or near NSA property; (b) determine if policies and procedures 
were in place to ensure compliance with those authorities; and (c) determine if the policies 
and procedures were followed on 3 July 2004 during protests at NSA by the Baltimore 
Pledge of Resistance peace group. We found that NSA Police were authorized, pursuant to 
Section 11 of Public Law 86-36, to protect buildings, grounds, and property solely under the 
administration and control of, and used extensively by NSA. We also concluded that NSA 
police acted in accordance with applicable authorities, policies, and procedures while 
performing duties associated with the protest activity. Finally, the Agency made no attempt 
to use the Signals Intelligence system to monitor this protest activity. 

(U) Overall Report Classification. CONFIDENTIAL//REL to USA, AUS, CAN, 
GBR,NZL 

· (U) Category. Homeland Defense 

{U) Time Synchronization Issue; NSA/CSS IG; ST-06-0013; 19 May 2006 

i9' Summary. One of the many challenges the Agency faces when analyzing 
complex signals is the accurate measurement and retention of time-related information. To 
accomplish its various missions, NSA must reliably affix accurate time date stamps and, 
when available, geolocation information on all collected signals. After receiving reliable 
indications that NSA's ability to affix and retain accurate time measurement is deficient, the 
OIG announced its intention to begin a special study of this subject. In response to similar 
indications, the Director, NSA announced the creation of the Time and Frequency 
Coordination Authority (TFCA or Authority) in May 2006. As a result, we curtailed the 
special study to give the TFCA a chance to address the deficie:Qcies we have reason to believe 
exist. We will therefore make periodic inquiries into TFCA's progress in the coming 
months. 

(U) Overall Report Classification. TOP SECRET //CO MINT 

(U) Category. Joint Warfighting and Readiness 
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(U) Oversight Review of Restaurant Fund, CWF, and Gift Shop; NSA/CSS JG; 
AU-06-0015; 2 June 2006 

(Uh'FOUO) Summary. A firm of Certified Public Accountants (CP As) issued 
· unqualified opinions on the reliability of the financial statements of the Agency's 

Restaurant Fund, Civilian Welfare Fund, and the Cryptologic Museum Gift Shop. Our 
· oversight review of the CPA audit found no problems in the conduct of the recent audit by 
the CPA firm but identified two concerns: high-speed internet connection and 
nonappropriated fund instrumentality (NAFI) contract. . Without a connection to high
speed internet service, the NAFrs business and accounting services will continue to be 
highly inefficient. Th.e current NAFI contract (and all option years) for the contract with the 
CPA firm that reviews Agency NAFis has expired. A new competitive effort needs to be 
awarded and in place before 30 September 2006 so that the contracted CP As can be on 
hand to observe the ending inventory. 

(U) Management Action. Management concurred with and is implementing our 
recommendations. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Financial Management 

(U) Award Fee Contracts; NSNCSS IG; AU-06~0002; 30 June 2006 

(U~~~summary. As of 1 October 2005, NSA had award fees o 
valued at over ____ .,..Our audit reviewe ward fee contracts val 
with total available award ee.s_of.._ ___ _.._a .ut 78 percent or~ __ ......,__, f the 
award fees were paid out. We c0Rflu e at e-~eu.cy needs a consistent.ap_proach to 
these contracts so award fees achieve \heir purpose: to help control program: ri~k and 
improve contractor performance. The Agt?ncy's ability.to evaluate contracto~ performance 
is impeded by (1) failure to document a basis for the awarif ft::e percentage; (2) ~ward fee 
plans that do not allow for meaningful ratings {3).inconsistent.evaluation metqi:>dologies; 
and (4) the absence of formal training in how to aaminister awpi:d fee contra<:~. We also 
question the use of Time & Material-Award Fee contracts becauae tpey place ct heavy 
administrative burden on the Agency and do not emphasize-acquisitt<)n outcomes. .. . . 

• • • I 

(U) Management Action. Management concurred with a1l recolJ;lmendations; 
corrective actions are underway. • • • ·:. •: 

" . .. ·, 
{U) Overall Report Classification. UNCLASSIFIED//FOR OFFICflJ: 4JSE ONLY ~-
(U) Category. Acquisition Processes and Contract Management ],_{_bJ-(-3J---P-. L-. -s-6--3 ..... 61 

• . .. 
(U) Military Interdepartmental Purchase Requests and Economy A$!ldrdt1"!3; 
NSA/CSS IG; AU-05-0008; 12 July 2006 • • " • • ·• ., . 

(U/fFOl::1O) Summary. Over the last 2 fiscal years, Militazy Inter3:te a m ntal 
Purchase Requests (MIPRs) and Economy Act Orders (~'Os) represente 
percent, respectively, of the total funds (ovej lfor each year) us top e 
goods and services for NSA. Our audit found that the current practice of delegating the 
authority to approve MIPRs/EAOs to Senior Executives or Flag Officers is not achieving the 

SECREr/l2623H23 
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~ECM'ff,'"20291123 
J (b) (3)-P.L, 86-361 

• 
. . 

intent of the law; MIPRs/EAOs are not reviewed by a Contracting Officer or an independent 
entity to see if there is a valid reason for bypassing the "Contracting Gr<iup; and the 
originating offices at NSA did little to monitor the billing and accounting for MIPRs and 
EAOs and did not always verify that goods and serv.tces were delivered; 

(U/tFOUo, Management Action. Manag,einent concurred with our 
recommendation to update the draft policies to .strengthen internal controls over 
MIPRs/EAOs but nonconcurred with the reco!Dmendation to establis~ a separate Agency 
oversight mechanism. This was resolved when management agreed that the Acquisition 
Program Managers will now be responsible for oversight of MIPRs ana EAOs. . . 

(U} Overall Report Classification: UNCLASSIFIED//FOR OfFICIAL USE ONLY 
• 

(U) Category. Acquisition Processes and Contract Managemeiit . . 
• 

iS' • NSA/CSS IG~ ---------------- ____ _._ ________ ___ 
i9, Summary. Our special study on • • found 

the Cryptanalysis and Exploitatimi Services (CES) drgal}ization to be control conscious, 
with many strong management oontrols in lace to ensurelhe jntegrity oQ CES·can 
further improve internal contrg}s ove provided the procedutesfqr handliugl;7are 
formally reissued, properly coordinat , "fhlly address.th~ P~f:durhl &J'.19 c~nce 
issues cited in our report. • • • • • • • • : ' ------

• 
(U) Management Action. Management concurred in our findings and 

recommendation, agreed l:o take corrective actions, and plan to complete all actions by 
31 ·December 2006. • • 

(U) Overall R!!port Classification. TOP SECRET //CO MINT /NOFORN 

(U} Category. Joint Warfighting and Readiness . 
. 

(U) Followup Rpt,ort on the NSA/CSS 
IG; I I 21 July 2006 . • 

.
ts, .. S. um ... m. ar. y . . · Sinc·e·2·003 •. t. h .. e. Ag .. enc~ : : L I ..... . . .. .. lat NSA/CSS Hawaii . ._I __ ,...: _______ ..... l 

initi~tives were the subject of a finding and r~mmendation in the Februazy 2005 Joint IG :. 
report at Hawaii. We closed the recommendation.to address key policy shm::tfalls based on :: 
actions planned by the Directorate of En ineerin DE and Cor rate Plannin . Durin a: .. 
followup inspection, we found tha • .. 

• .. ·. .. 
an DE an Corporate Planning ave not issu two po 1c1es t ~ta ress 

.......,._e.,...c"""T1-en-c-1es---'-ndted iq the 2005 Joint IG Report. • •• • . . . ' 

-fS, Management Actlor:1 •• 1\{anagement decided to withdraw the FY2bo6 funds 
[ l:3-~a-ag,ee~ ~<? :omplete the rele~ap; policy documents 
oy January 2007. • • • • • • • • • • • 

• • • • • • • 

(U) Overall Report Classification. TOP SECRE'J.'J /OOMUff/JJ~1f:NT 
KEYHOLE//REL TO USA, AUS, CAN, GBR, NZL ••• ··•-----
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(U) Category. Joint Warfighting and Readiness J(ol (3)-P.L. 86-361 ..... 
\ .. : .... - , 

(U) FY2006 Report on Compliance with the Federal lqforrri,tltin $ecurity :: 
Management Act at NSA/CSS; NSA/CSS IG; AU•P6iC1009; pf JulY.·2006 : : 

• • • • •• • • • 

(UHFOl:fO' Summary. NSA is ma}dng a concer.t~ci effort to ~ress the weakn~s~s 
identified in our FY2005 audit of cop;ipliance with 'fHeP'ederal !reformation Security • • 
Management Act (FISMA). .Qespite continuing impediments, th~ Agency's Chief : : 
Information Office (CIQ) made progress in ?ftying out the Plan;of J\Ction and Milestqne f.o 
address the certiqcation and accreditatiou '(C&A) of Agency systerps L.. identified as a · : 
material w!!alo1ess in FY2002. By Juue ~006, abouS,f ali Agency systems end : 
I :;1 of mission-critical systems. ~compared t a year ago) were fully • 
accriiiait-. Our FY2006 FIS •review found weaknesses om ri r ears that were·not : 
full miti ated: • • • 

• • • • 
• • 

(U) Managem.erit Action. The CIO continues to make progi'ess in addressing 
FISMA requiremepts. This includes holding bi-weekly meetings to track and report C&A 
progress and challenges for mission-critical systems. In addition, the Office of Information 
Assurance S~mces reviewed C&A data for accuracy, and the CIO eflgaged an outside firm to 
d ete review of NSA's operational information security PI"?gram. This resulted in 

ecommendations, which the CIO has used to baseline its budget for FY2007. This 
pr v the CI O's ability to capture important IT security performance measures, as 

required by FISMA legislation. : 

(U) Overall Report Classification. TOP SECRET //COMfNT //NOFORN 

(U) Category. Information Technology Management 

(U) Alaska Mission Operations Center; NSA/CSS IG, AIA IG; )'JNWC IG; JT-06-0002; 
4 August 2006 • 

"tsi Summary. A joint team of inspectors from the Air Inielligence Agency (AIA), 
Naval Network Warfare Command (NNWC), and NSA Inspectots General conducted the 
first joint inspection of the Alaska Mission Operations Center (/!MOC). Although the 
AMOC was officially 2 years old at the time of this inspection, we found no Concept of 
Operations or Implementation Plan for establishing the Center; Although progress is being 
made in attaining the presumed intent for the AMOC, progress;is impeded by the lack of 
clearly defined authorities, responsibilities, processes, and chaips of command. We also 
found that the Intelligence Oversight program needs many adjastments- some major and 
some minor, and Mission Operations was in transition, taking on new missions from other 
sites and working to expand! : l Overall, 
communications and computer systems and Network operatiO'llS were well managed, but 

1 r ·. 
(U) Management Action. Management concurred in all recommendatiitns and 

corrective action is being taken. · • 

flf!CR:E'Pll1.6ljf123 
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(U) Overall Report Classification. SECRET //CO MINT/ /REL TO USA, AUS, CAN, 
G}JR, NZL 

(U) Category. Joint Warfighting and Readiness 

(U) Asset Management and Cost Allocation for GROUNDBREAKER Contract; 
NSA/CSS IG; AU-06-0001; 18 September 2006 

(UffFOUO) Summary. The GROUND BREAKER (GB) contract supports the 
Agency's non-mission Information Technology (IT) infrastructure. Each month GB bills the 
Agency· for basic services in four service areas: Distributed Computing, Networks, 
Telephony, and Enterprise Management. Our audit recommendations focused on 
improving asset management, personnel data, and other areas. In asset management, we 
found process deficiencies in physical inventories and discrepancies in inventory data that 
contributed to an,ercent inventory record error. Based on the results of our random 
statistical sampl~rOctQber 2005, we ro·ected the enc ma have been over billed b . . 

. Re ardin ersonrre) ta 
. . 

____ Based on this process, our sample in 1ratsq a potentia over payment o a out • : 
$126,000 for Ottobe:c 2QQ5_.. . • • • • • • : : 

(U) Management Acti~~ .. Manag"efn'ent B011C\U~r~4 i~ ;11 tecom_mendations and :: 
corrective action is being taken. · • • • • • • • • ; ; : : •• ,,,, : 

(U) Overall Report Classification. CONFIDENTIAL//PROPIN 

(U) Category. Acquisition Processes and Contract Management 

(Uf/FOUO~ Joint Defense Facility Pine Gap; NSA/CSS IG, AIA IG; NNWC JG, 
INSCOM IG; JT-06-0003; 21 September 2006 

i9t-Summary. A joint team of inspectors from the the Air Intelligence Agency 
(AJA), Naval Network Warfare Command (NNWC), Intelligence and Security Command 
and NSA Inspectors General conducted a joint inspection of the Joint Defense Facility Pine 
Gap (JDFPG). We found a very strong mission focus at the site. However, two problems 
that imnede mission onerations reouire immediate attention from senior leadership: 

(U) Management Action. Management concurred in all recommendations and 
corrective action is being taken. . • • 

• 
(U) Overall Report Classification. TOP SECRET//COMINT//TALENT 

KEYHOLE//REL TO USA, AUS, GBR 

SECR.£1'112929"1123 
5 Release: 2019-06 

NSA:08801 

• 
• 



Doc ID: 6672186 

(U) Category. Joint Warfighting and Readiness 

(U) NSA's Ability to Detect, Contain, and Recover from Computer Security 
Incidents; NSA/CSS IG; AU·05-011 B; 26 September 2006 

(Uff P'OU8• Summary. The audit objective was to determine if NSA/CSS has 
effective and efficient internal controls to prevent, detect, analyze, contain, and recover 
from computer security incidents affecting the NSA/CSS computing · · -
findings corroborate the Chief Information Officer•s assessment that I I 

(U) Management Action. Management concurred in all recommendations and 
corrective action is being taken. 

(U) Overall Report Classification. TOP SECRET//COMINT//NOFORN 

(U) Category. Information Technology Management 

I 

' . .. 

(U) Corporate qommunications Strategy Group; NSA/CSS IG; IN-05-0003; 
27 September 2006 ...-------. 

-ts, Summary. Our organizational inspection found that the Agency' • 
communications and multimedia activities have not been centralized in the Corporate " ,,. 
Communications Strategy Gr_oup. As seen in OIG reviews of other corporate enablers, the .. 
mission organizations eventually regrow these functions, using mission funds and .:· 
personnel, when corporate sponsors cannot provide support. For example, we found that :: 
the Corporate Communications Strateav Group is not aware of nor does it have oversight ·: 
over Agency contracts-totaling aboutf 1 • 

(U) Management Action. Management concurred in all recommendations and 
corrective action is being taken. 

NZL 
(U) Overall Report Classification. SECRET//COMINT//REL TO USA, CAN, GBR, 

(U) Category. Information Technology Management 
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(U) Time and Attendance Investigations; NSA/CSS IG, IV-05-0034, 18 July 06; 
IV-06-0011,22 May 2006; IV-06-0013, 12 September 2006; IV-06-0027, 
15 August 2006; IV-06-0030, 7 September 2006; IV-06-0033, 20 Jun 2006; IV-06-0035, 
4 August 2006; IV-06-0036, 29 June 2006; IV-06-0043, 20 June 2006; IV-06:-0046, 
15 September 2006; IV-06-0052, 26 September 2006 

(U) Summary. The OIG substantiated eleven allegations of Time and Attendance 
fraud. In the aggregate, these cases will result in the administrative recoupment of 
approximately $93,000 in Government funds paid for duty hours falsely claimed. 

(U) Overall Report Classifications. UNCLASSIFIED//FOR OFFICIAL USE ONLY 
(all referenced investigations) 

(U) Category. Other (Fraud) 

(U) Labor Mischarging; NSA/CSS IG; IV-06-0012;26 September 2006 

(UIIFOUO) Summary. The OIG substantiated an allegation that a contract employee 
m_ischarged 135 labor hours while working on NSA contracts during the 2003 - 2005 time 
period.· This amounted to approximately $19,000 in charges falsely billed against NSA 
contracts, and the contractor reimbursed NSA that amount. The contractor also terminated 
the employee. The United States Attorney's Office, District of Maryland, declined 
prosecution due to the contractor's cooperation and reimbursement to NSA. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Other (Fraud) 

(U) Labor Mischarging; NSA/CSS IG; IV-06-0028; 26 September 2006) 

(U,'iFOUO) Summary. The OIG substantiated an allegation that a contract employee 
mischarged 185 labor hours while working on NSA contracts in 2005. This amounted to 
approximately $36,300 in charges falsely billed against NSA contracts, and the prime 
contractor has agreed to reimburse the NSA by that amount. The prime contractor 
terminated the employee. The United States Attorney's Office, District of Maryland, 
declined prosecution due to the prime contractor's cooperation and reimbursement. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Other (Fraud) 

(U) Falsification of an Official Document; NSA/CSS IG; IV-06-0034; 21 July 2006 

(U/IFOUO) Summary. The OIG substantiated an allegation that a GG-13 NSA/CSS 
employee falsified the rating score on his 2005 Performance Review, forged management 
signatures, and submitted the document to the Agency in support of his 2006 promotion 
application. The matter was referred for disciplinary adjudication. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Other (Fraud) 

SECRETl/26291123 
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(U) Travel Voucher Fraud; NSAICSS IG; IV-06;..0008,26 September 2006; 
IV-06-0009, 22 September 2006; 1\tos-0024, 14 August 2006 

(Uttl-OUO) Summary. The OIG substantiated three allegations of travel voucher 
fraud. Two investigations involved false travel expense report claims for Personally 
Operated Vehicle mileage by an NSA employee and an NSA military assignee. A third 
investigation involved an employee who repeatedly remained in country longer than 
necessary on OCONUS TDYs, and falsely claimed per diem on his travel vouchers. The 
Agency will recover a total of approximately $20,000 in Government funds as a result of 
these three investigations. 

(U) Overall Report Classifications. UNCLASSIFIED//FOR OFFICIAL USE ONLY 
(all referenced investigations) 

(U) Category. Other (Fraud) 

(U) Misuse of Government Resources; NSAICSS IG; IV-06-0023;14 June 2006 

(UllFOUO) Summary. The OIG's Offices of Intelligence Oversight and 
,, Investigations conducted a joint inquiry into an 'allegation that an NSA/CSS employee 
violated applicable law and regulation by using Government property for unauthorized and 
unofficial purposes. The inquiry substantiated the misuse allegation and the matter was 
referred to the NSA OGC for consideration of referral to the Department of Justice. 

(U) Overall Report Classification. TOP SECRET//COMINT 

(U) Category. Other (Misuse of Resources) 

SfCRE'fh'-!6231123 
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(U) Ongoing 

(U) NSA/CSS OIG ACTIVITIES RELATED TO 
COUNTERTERRORISM 

(UffFOUOj Inspection of the Information Warfare Support Center; NSA/CSS JG; 
IN-06~0001 • . 

' . 

tSj Background The Information Warfare Support Center (IWSC) began: 
operations in November 1994 in response to the need for SIGINT support to Info· ation • 
0 erations IO . IWSC's mission is to rovide the combatant commander s wit 

re at to counterterror1sm. T e primary .o oecttves o t 1s mspectton me u e e 
following: a) determining whether the IWSC is executing its current missions and functions 
in an efficient and effective manner and in accordance with its charter, identifying any 
impediments to mission accomplishment; b) determining whether IWSC personnel comply 
with Internal Management Controls and other Agency regulations and policies governing 
personnel and organizational management; and c) assessing how well IWSC shares 
information with internal and external customers. 

(U) Inspection of S1D's Chemical, Biological, Radiological, Nuclear Mission; 
NSA/CSS IG; IN-06-0002 1 

-fSt-Background. Chemical, Biological, Radiological, and Nude;:ir {CBRN) terrorism 
is one of the most menaci threats to U.S. security, and from a Signals Intelligence 
{SIGINT) ers ective 

rktheC:Q,RN. 
target from varying perspectives. The.inspection is evaluating CERN.mission performan~ 
including examining the execution of CBRN as a transnational target, asse$ing the imi,actz 
of Mission Build-Out, and reviewing any funding or human resource issues~ : 

. 
(U) Inspection of the Middle East and North Africa Product Line; NSA/ess IG; . 
IN-06-0006 . 

~Background.The mission of the Signals Intelligence Directoratl! 's Deputy: : 
Directorate for Analysis and Production includes the countries located in th~ Middle East,: 
and North Africa (MENA). The Office of MENA creates analytic strategies, performs : • 
SIG INT development, and creates SIGINT products and services in responsito customt!i 
Information Needs. It is also deeply involved in SIGINT production to suppdrt the Agenty's 
counterterrorism activities. The primary objectives of the inspection include :the following: 

SBGHET.'.'i929i11J 
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a) determine the effectiveness and efficiency in which the Middle East and North Africa 
Product Line organization is performing mission operations functions; b) identify 
impediments that the organization faces in SIGINT production; and c) determine whether 
the organization's personnel comply with Internal Management Controls and other Agency 
regulations and policies governing personnel and organizational management. 

(UffFOUO) Inspection of the Geospatial Exploitation Office; NSA/CSS IG; 
IN-06-0005 

primary objective will• 
e to assess m1Ss10n effectiveness an e1r satisfy requirements and • • 

information needs levied on the organization. The inspection 'Will determine whether tire 
current organization's missions and functions are being proper!f executed in an efficifJ[lt 

. and effective manner; whether missions and functions are accurately portrayed and.being 
accomplished; establish whether missions performed are appropriately placed wittrin the 
product line; and will identify any impediments, which hinder Jhe efficient and effective · 
execution of their missions and functions. 

6-36 

-----------··················~ -tetl ~egional Review; NSA/~SS IG;c=::J• . . 

tst,Back round. The OIG is· com leting a regional review oc==Jthaf are 
focused o .__ __________ __,_including support to counterterronsm. qw:__. 
review assesses site o:rations, com: ranee w:iV, intclli&e!'!"' oversight r"'fuirements,L..J 

1 = = 1 . · · · · · · · · ; . ·--------
: (b) (1) 

(U) Special Studies of Presidentially-authorized Program; NSA/CSS [G ~~~ g! =;\~5
~ 6=~~4 

<i) 

(U,','F=OUO~ Background: The OIG is performing continual audin;:of NSA's 
Presidentially-authorized counterterrorism program. The overall objectives are to 
determine whether there are appropriate policies and procedures in place:for activities 
under the program consistent with the terms of the Presidential Anthoriz;}tion; to evaluate 
their efficiency and effectiveness in mitigating any high-risk activities associated with the 
program; and to identify any impediments to satisfying the requirements of the Presidential 
Authorization. • 

(U) Planned 
I (b) (3}-P.L. 86-361 

(U) Followup Review of Access to SIGINT Databases; NSA/CSS IG; ST-06-0003 • • . 
. (U/}FOUO) Backgound. Information sharing and data access continue to be major 

priorities across the Intelligence Community (IC). To jumpstart the information-sharin

9 concept, several efforts were initiated, most notably!,_ ____________ __.J 
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unterterrorism activities. The objectives will be 
-to_e_t_e-rm_m_e_i _S_I_D-'s_p_r_o_c_ess __ o_r_g-ra_n_t-in_g...._ tal:iase access is having the desired outcome, 

and, if not, what are the impediments. Addititmally, we will determine the adequacy of 
security practices for terminating access once ac~ss. is no longer needed. 

• • 
• 

•• # 
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11 Release: 2019-06 

NSA:08807 



( ) 

(U) SEMIANNUAL REr'oRT TO THE CONGRESS . ~ . ~ 

(U) For the Period Octd~r 1, 2006 Through March 31, 2007 . .. 
iQIIFIFi!L)i t : I NSA/CSS !GI :·~ I I; _ all thre~ reports) • • , : 

: (&','RliL) Summary. We vi"sit.ed. three! ~ • :- ; !sites selected 
: on the basis of risk, location, and reportsq oversi tissues. Our ,reviews assessed site 
: operations, local customer su ort acti i~ :tnd compliance ~ellijence oversight 
: requirements an ....,,...,... _____ _, Based.q,n our findings,LJna1;1agem~nt agreed 
• to oversee and clan ng procedures; clatily and enforce the re~uirement that all 
• • DT'UDT'U>U ,,.,,..,.... •• n .,..,.,,,.~·,._.. .. ,. ,,............. rainin . for rs nnel 

• 
• 

• • 
" 

(U) Overall Report Classifications. TOP SECRET //COMINT Jail three reports) 

(U) Category. Jointwarfighting and Readiness J (b> (3)-P. L. 86-361 

(U) Special United States Liaison Officer Canberra, Australia; NSNCSS IG; " 
IN-06-0008; 16 October 2006 :: .. 

(U/i'FOUO) Summary. Our inspection of the Special U.S. Liaison Officer Canberra : : 
(SUSLOC) found that he and his team are effectively representing the Director, National • • 
Security Agency/Chief, Central Security Service (NSA/CSS) and the Agency. They have the : : 
confidence of their con · · · · Int I i ence • • 
(SIGINT). organizations 

(U} Management Action. Management concurred with all recommendations; 
corrective actions are underway. 

(U) Overall Report Classification. TOP SECRET/ /COMINT//REL.TO USA, AUS, 
CAN,GBR,NZL 

(U) Category. Joint Warfighting and Readiness 

Derived From: NSA/CSSM 1-52 
Dated: 20070108 
Declassify On: 19H(H 91 

:9:EiC:OElf'A'DEt 'R9 ll€1\,, iHiS; €1WJ, f}BR, iMZliUlQiaQlOfi 
1 Release: 2019-06 

NSA:08781 



Doc ID: 6672185 

(LI) Management Action. Management concurred with our findings and agreed to 
take corrective action. ' . 

(LI) Overall Report Classification. UNCI.ASSIFIED//FOR OFFICIAL USE ONLY 

(LI) Category: Joint Warfighting and Readiness 

(LI) Information Warfare Support Center; NSA/CSS IG; IN-06·0001; 19 October 2006 

(UflP'OUO) Summary. The Information Warfare Support Center (IWSC) brokers 
the SIGINT aspects of the information operations (IO) needs of the combatant commands 
with NSA/CSS and other Department of Defense, Intelligence Community, and government 
organizations. Our inspection found that, while IWSC customers are generally 
complimentary about the support they receive, many are confused by the emergence and 
continuing evolution of other NSA/CSS organizations engaged in various aspects of IO. In 
addition, loss of personnel and funding issues make it increasingly difficult for theJWSC to 
provide the level of service customers seek. The inspection determined that maintaining the 
organizational status quo is not the best course of action. We also found that: 1) customer 
representatives and internal partners do not understand the IWSC's roles and 
responsibilities and its relationship with the Joint Functional Component Command for 
Network Warfare and the NSA/CSS Threat Operations Center; 2) NSA cannot accurately 
track personnel on Joint Duty Assignment billets and; 3) the IWSC has not corrected five 
findings from a Communications Security audit in 2003, that, combined with two incidents 
in 2005, indicate a serious problem that requires urgent attention. 

(LI) Management Action. Management concurred on all recommendations and is 
talting corrective action. 

(U) Overall Report Classification. TOP SECRET //CO MINT //REL TO USA, AUS, 
CAN,GBR,NZL , 

(U) Category. Joint Warfighting and Readiness 
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I 

(U) Directorate of Engineering; NSA/GSS IG; IN•0G-0011; 6 November 2006 .. .. 
(GOREt:.) Summary. Our organizational inspection of the Directorate of Engineering .~ 

(DE) found that, despite significant progress in recognizing that Systems Engineering (SE) ,;: 
and enterprise,architecture are critical to transformation activities the enc still has not ; : 
com Jeted an o erational ca abilities baselin • 

(U) Management Action. The Director for Business Management and Integration 
and the Chief Systems Engineer are already acting on our recommendations. 

(U) Overall Report Classification. SECRET//REL TO USA, AUS, CAN, GBR, NZL 

(U) Category. Joint Warfigbting and Readiness 

(U) NSA/CSS Texas; NSA/CSS IG, INSCOM IG, AIA IG, NNWC IG; JT-06-0004; 
5 December 2006 ..-------

(UilFOl::iO) Summary. The IG organizations of the U.S. Army's lntelligence:and : 
Security Command (INSCOM), Air Intelligence Agency (AIA), Naval Network Warf~re • 

· Command (NNWC), and NSA conducted a joint inspection of NSA/CSS Texas (NSA'f) in • 
August 2006. The team found that NSAT is struggling to transform and grow its missions : 
in accordance with the Mission Alignment and C tolo ic Center Build-out des ite • uts in • 
the resources needed to su ort such owth. 

(U) Management Action. Management concurred with the findings of the joint 
inspection team and is taking corrective action. 

(U) Overall Report Classification. SECRET//COMINT//RELTO USA, AUS, CAN, 
GBR,NZL 

(U) Category. Joint Warfighting and Readiness 

SECRfi'HM#:; ft§) H62I, 1Uf8, Cltft\ fJH, i,tnb#:i!88i9i99 
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(Uit+FQtlO) Inspector General Reviews That Indicate Major Systemic Issues; 
NSA/CSS IG; ST-07-001 21 December2006 -----

. (UllF'OUO) Summary. At the request of the Deputy Chief of Staff, the • 
Inspector General identified reviews that it completed from 2000 to the prese:rtt that ; 
indicated major systemic issues at NSA. The OIG assigned,the following! lcat~gories to; 
these reviews:! I · • 

(U) Overall Report Classification. TOP SECRET//COMINT/ /NOFORN 

(U) Category. Joint Warfighting and Readiness 

(U) Satellite Modernization Program; NSA/CSS IG; AU-06-00Q7A; 21 December 2006 •• 

~o,r;inet:) Summary. An audit of detected an issue that 

(U) Management Action. Given the competing priorities for funds within the 
Agency, the Signals Intelligence Directorate will decide, based on a new life cycle cost 
estimate, whether to pursue different alternatives for this important modernization 
program. 

(U) Overall Report Classification. TOP SECRET//COMINT//RELTO U,SA, AUS, 
CAN, GBR, NZL 

(U) Category. Joint Warfighting and Readiness 

Jf!ettf!fY>'ftf'L ffl ~l, 2ttf8, C1h'1,\ SM, Nri&\'398:89!199 
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(U} Management Action. Management concurred with all recommendations and 
corrective actions are being taken. 

(U) Overall Report Classification. SECRET //COMINT //TALENT 
KEYHOLE//REL TO USA, AUS, GBR 

(U) Category. Joint Warfighting and Readiness 

(U) NSA/CSS Georgia; NSA/CSS IG, INSCOM IG, AIA IG, NNWC IG; JT-07-0001; 
5 February 2007 

(U/fFOUO). s·ummary. The joint inspection team conducted an inspection of 
NSA/CSS Georgia (NSAG) and found that the importance of the NSAG mission, which 
directly supports the Global War on Terror, is a great motivator for the entire workforce. 
Civilian and military leaders have forged good working relationships. Nonetheless, fissures 
are apparent, related to confusion arising from governance issues and the "pause" in 
resourcin Mission Build-Out. The near-term viabili of some of the new missions r-7 

shoq~ 
~rea_s_s-ess_e..,.......m~1g.........,t_o...,...,.,t.-e----...--a-us_e_w----r-1.-c ........... 1s_a__,.,..e-cti-,-,----~-~~~-o-r-a- i nE!es sent 
to stand up new missions. 
need to work with Global ,,,,__p_a.........,1 """1t ..... 1e_s...,.....a_n_a_g-ers_a..,,..t..,...,.....-, .........,as,........._m_gt .... o_n ____ ~, .... t-o ..... e .... e-ar ..... -y--' 

define the division of effort between NSAG and NSAW targ~t offices. Absent fornial 
guidelines on the "Run Rich" approach to hiring, we found instances where as)n~"ny a~ 
people were assigned to a single billet. : • • .--. . . . 

(U) Management Action. Management concurred ~th the findings of tlie jo"int 
inspection team and is taking corrective action. : : : • • 

(U) Overall Report Classification. SECRET//COMlNT//REL TO US~_AUS, CAN, 
GBR NZL • :.'.'• ' . -. 

(U) Category. Joint Warfighting and Readiness J!bl <3J-P.L. 86-3{ 
• .. Ii : 

• .. II, : 

(U) Electronic Funds Transfer; NSA/CSS IG; At).06-0019~20 February 2007 

. (UIIFOUO' Summary. The Agency :pas n~t .fully comelied with the laW:(in effect 
since 1998) that requires the use of ele((.trdnic fund transfer (EFT) for virtually;:tll 
disbursements. After the theft oU IU.S. Treasury checks worth aboutl ; I the 
NSA Comptroller launched an effort to increase the use of EFI'( for accounts pa~y_a_bl_e __ _ 
transactions; EFT for these payments rosel _ in April 2006 tol I 
in September 2006. The Agency has achieved good compliance in two areas --p-a_yr_o-1-1--
(about 99 percent) and travel (about 94 percent) of FY2006 transactions - but still falls 
short of the law's intent, particularly in the area of accounts payable. We found two 

§lJEftflf'HM!t 'PB tfS:!t, 2H:fB, Cilin:, BBli, :Pn!i&':<sl9Jl9il,lB 
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principal reasons why checks are still issued for about r-7 transactions that, by law, 
should be processed electronically: the Agency's curre1rt1iiianbial sys~ems are unable to 
handler7Processes needed for EFT and the Accounting and"Financial Services 
organizatlo'nhtts RQ ~verall process to identify and document the justification for those 
recipients who are paid·by.c)leck. · • • 

• • • 
(U) Manageme~t Action:The :Otr~ctora~ of Finance concurred with two 

recommendations and is working with th( • • .!_~ :{>ffice to implement 
the third. • • • • • . . .. 

(U) Overall Report Classification. TOP SECRET//CO'MJ.I'lT//NOllORN. 
• • • 

(U) Category. Financial Management • • • • ·.,__ _____ _, 

. , • • I 

(U) Communications Security Accountability Program; l'))SA/CSS:IG', AU-06-0004;~ . . . . 
2 March 2007 • • • • • • •• • • , 

• • • • • ' 
• • • • • • 'ii, 

(U f1FOUO~ Summary', T:he audit found thv.t•the Agency cannQt account for all of 
the Communicatiops iecutity (COM 1J}iltt1na\ assigned to its Cenlral Office of Reoot.d. 
For example,OCOMSEC items in t)l • • ccounts we sampled were missing. This lackl;>f 
accountability is a direct result .of tlie anti uated and labor-intensive rocess used to .. 
account for COMSEC items. · • : 

I . ;: ; ~s very me c1ent an prone to errors .• • oreover, w en government 
. (military and civi ian users reported lost C0MSEC material, there was no independent : 

investigation to determine the cause. We also found thatinan COMSEC audits and 
semiannual inventories were overdue; 

(U) Management Action. Management officials agreed to act on our 
recommendations to resolve the internal control weaknesses within the C0MSEC 
accounting program. 

(U) Overall Report Classification. SECRET //NOF0RN 

(U) Category. Joint Warfighting and Readiness 

(U) Electrical Power Consumption at NSA; NSA/CSS I.G, AU-07-0004; 6 March 2007 

.-:,~·;-::::._: SummarvJ 

,l!c1tr:rlfft:t'I! m mM, ,uM, oK..,1 Bttff, 111wn,021J1os 
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(U) Management Action. Management agreed to implement our recommendations; 

(U) Overall Report Classification. TOP SECRET//C0MINT//TALENT 
KEYH0LE//N0F0RN 

(U) Category. Other J (bl (3)-P:L. 86-36 l 
• . ~ . 

(U) Leased Facilities Plar.,ning and Fit-l!ip; NSA/CSS IG, AU-06-0020; 16 March 2007 : . . . 
(O'JRE!t:) Summaiy. Tht audit followed up on a alle ation re ardin roblems : 

that delayed occupartfly of the new build\ng to house the I =. : r Problems in fitti.,._n_g_u_p_tw_o_e_as_e--a-Cl_l_ti_es_, ___ _ 

including theOrevealed serious flaws in project oversight by the Facilities Services 
organization. Long delays and a incomplete communications infrastructur · e 
cost of activities conducted at th The aid lease costs of about 

os o ese pro ems can e trace to e ac o compre ens1ve proJec ~agemen 
with clear lines of authority. . . . . . 

(U) Management Action. The Office of Facili.ties Services, Office of Physical . • 
Security, the Information Technology Directorate, and the Information Assurance : : . 
Directorate concurred with our recommendations and have already begun corrective a_ttion. . . . 

(U) Overall Report Classification. SECRET//C0MINT//N0F0RN : :: 

(U) Category. Joint Warfighting and Readiness 

(U) NSA's Secure Cellular Phone Program; NSA/CSS IG, ST-06-0010; 
22 March 2007 

(&'rAEI:.) Summary~ The Agency purchased over I 
secure cell hones, rimaril due to Con essional earmarks. Ours 

. 

... ... .. . ... r·· found t at, . · 

fSl}REib.) Management Action. IAD agreed to implement our recommendations • 

I 
S£CfU3TlfR:Ef. 1'0 lfS,\, 2tUS, Ctl:Plf, BBR., NrL/f28328fOB 
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SECHE'FN-REt ffl f:fSA; AUS, S1'iN, BBR., Hi'::LN20328f98 
(b} ( ) 
(b) (3J . 
• 

• 

-c-o-st!"'"--e""e_cti_v_e_so--u"!"lt1_o_n_a"!"'t t-1s-ti'!"l'm-e-. ----------
appears to be the most 

(U) Overall Report Classification. TOP SECRET//COMINT//NOFORN 

(U) Category. Joint Warfighting and Readiness 

(U) Office of the Middle East and North Africa; NSA/CSS JG;IN-06-0006; 
30 March 2007 

(UifFOUO) Summary. The Middle East & North Africa Office (MENA) produces 
Signals Intelligence (SIGINT) to satisfy information needs (INs) of combatant commands 
and other Department of Defense (DoD), Intelligence Community (IC), and government 
organizations pertaining to MENA's targets of primary concern. Our organizational 
inspection found that MENA customers are generally complimentary about the support 
they receive, and ME~A partners reported having a professional, collaborative working 
relationship with MENA Office personnel. However, MENA's SIGINT Development 
(SIGDEV) Division is not centrally managing all MENA SIGDEV activities to optimize 
collaboration and wei h the trade-offs between da -to-da roduction and future ta t 
develo ment. 

. '---------------------------------4-
(U) Management Action. Management concurred with all recommendations and 

has already begun taking corrective action. 
\ 

. . . . . . . . (U) Overall Report Classification. SECRET//COMINT//REL TO USA, AUS, CAN, 
GBR,NZL ·. · . • . 

(U) Category. Joint Warfighting and Readiness !{bl {3)-P.L . 

. 
(U) Human Resources Information Technology Modernization; NSA/CS~·IG; 
IN~06-0004; 30 March 2007 • 

(UNFOUO) Summary. Various types of human resource (HR) data•about Agency : 
affiliates is scattered in directories and databases -I . . ~ throughout the • 
Enterprise. This longstanding problem means that decision makers at N Headquarters • 
cannot get all the HR information thev need when thev need it. The proposed solution, • 

SECRE'fh'R:IJL 'fB l:lBA:, AUS, tbt:N, SBR, NW.i29328f66 
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(U) Management Action. Management cqncurred with all, recommendations; 
however, resolution will require leadership from the highest levels of management. 

(U) Overall Report Classification. SECRET//REL TO USA, AUS, CAN, GBR, NZL. 

(U) Category. Human Capital 

(U) Labor Mischarging; NSA/CSS IG; IV-06-0059; 26 October 2006 

(UIIFOUO~ Summary. The OIG substantiated an allegation that a contract. 
employee mischarged 105.90 labor hours while working on NSA contracts during the 2005 
- 2006 timeframe. This amounted to approximately $21,211 in charges falsely billed 
against NSA contracts. The contractor reimbursed NSA that amount. The employee had 
resigned from the company prior to the start of our investigation. The U.S. Attorney's 
Office, District of Maryland, declined prosecution due to the contractor's cooperation and 
reimbursement to NSA. 

(U) Management Action. Company made restitution in accordance with our 
findings. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Other (Contract Fraud) 

(U) Labor Mischarging; NSA/CSS IG; IV-06-0060; 20 November 2006 

(U{}F0UO• Summary. The OIG substantiated an allegation that a contract 
employee mischarged 344.5 labor hours while working on NSA contracts during the 2005 -
2006 timeframe. This amounted to approximately $50,065 in charges falsely billed against 
NSA contracts. The contractor reimbursed NSA that amount. The U.S. Attorney's Office, 
District of Maryland, declined prosecution due to the contractor's cooperation and 
reimbursement to NSA. 

(U) Management Action. Company made restitution in accordance with our 
findings. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(l)) Category. Other (Contract Fraud) 

(U) Labor Mischarging; NSA/CSS IG; IV-06-0061; 23 February 2007 

(UftFOUO) Summary. The OIG substantiated an allegation that a contract 
employee mischarged NSA contracts during the 2005 • 2006 timeframe. This amounted to 
approximately $10,000 in charges falsely billed against NSA contracts. The contractor 
reimbursed NSA that amount and the employee no longer holds a clearance to work on 
Agency contracts. The U.S. Attorney's Office, District of Maryland, declined prosecution 
due to the contractor's cooperation and reimbursement to NSA. 

(U) Management Action. Company made restitution in accordance with our 
findings. 

. SECft'Ef'ltftt!t fO ttS,t, Alf§, OtN, BM; NZLH263i8f9B 
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(U) pverall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Other (Contract Fraud) 

(U) Time and Attendance Investigations; NSA/CSS IG; IV-06-0038 (13 Oct 06}; 
IV-06~0040 (18 Oct 2006); IV-06-0049 (14 Mar 2007); IV-06-0055 (30 Nov 2006); 
IV-06-0063 (1 Dec 2006); IV-07-0005 (19 Mar 2007); IV-07-0006 (12 Mar 2007) 

(UffFOUO) Summary. Th~ OIG substantiated seven allegations of Time and 
Attendance abuse, wherein employees claimed over 3,037 hours in excess of those they were 
determined to have actually worked. In the aggregate, these cases will result in the recovery 
of approximately $108,300 in funds paid to employees for hours falsely claimed. 

(Ufll-OUO) Management Action. Administrative recoupment action will recover 
the $108,300 mischarged to the agency, and the responsible employees were referred for 
additional administrative disclipinacy action. 

(U) Overall Report Classifications. UNCLASSIFIED//FOR OFFICIAL USE ONLY 
(all referenced investigations) 

(U} Category. Other (Fraud) 

(U) Diploma Mill Degree; NSA/CSS IG; IV-06-0053, 7 March 2007 

(U) Summary. The OIG received information that an Agency employee may have 
received his Bachelor of Arts degree from a "diploma mill." Our investigation concluded 
that the employee deliberately misrepresented his credentials and qualifications to NSA 
when he claimed a Bachelor of Arts degree from a non-accredited institution. 

(U) Management Action. This matter was referred to.NSA Employee Relations for 
disciplinary action. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Other (Waste of Resources) 

(U) Procurement Fraud/Criminal Conflict of Interest - Felony Conviction; ~ 
NSA/CSS IG; IV•05-0038 · . • •• ~ . . . 

(U) Summary. As the result of an 18-month NSA OIG investigation, a former GG-
14 NSA employee within IAD pied guilty o a felon violaf tm of the 
Federal criminal conflict of interest statute, 18 U.S.C. § 208. ______ __. e was 
sentenced to two years probation, six months home confinement, 50 ours community 
service, and a $100,000 fine (payable in 1 da s) .. Durin his em lo ent with NSA, this 
individual co-created and directed th 

At the same time he was ________ ,._as an NSA employee, companies o~ed by • 
him and/ or his spouse obtained-....--..upport-related government contracts or subpontracts • 
totaling over $750,000. As a res to the l'iSA OIG inv~tigation, thelgove(nment ~ncelled •• 
as unnecessary an ongoing $300,000 contractil'l su1n?ort·of.t!ie 2006 thereby. • 
allowing funds to be put to better use. Further, NSA del:ermiped tqat, in the future, similar 

., . . . . . . . . . . . . . 
SECffEf'h'fttlt., ft) tf.921:,21:lf§, Qth-T, BBR, NZU'20J2M;,,···1 (b) {3)-P:L. 
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S:fCREi'#Rf?t '.PO f:1&1:, AUS, eA~r, 6BR, HWl:20329:1981 (b > < 3) -P. L. s 6-3 6 I 
......... -.... • .... 

contracted support to thd r~o~d ~~t b~ ~;quired; resulting in a potential c~st 
avoidance to the government of $1.5 million over the next 5 years. NSA is currently 
pursuing the debarment of both the former employee and the companies involved. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Acquisition Processes and Contract Management 

(U) Waste of Agency Resources; NSA/CSS IG; IV-06-0054; 1 December 2006 

(U) Summary. This investigation was conducted in response to an allegation that an 
Agency employee received tuition assistance of $22,773 from the Agency in furtherance of a 
Doctoral degree from thel._ __________ ,.lbut never completed any of the 

. necessary scholastic work for this degree. We substiantea the allegation and concluded that 
the employee caused the Government to waste eight sem$ters' worth of tuition payments. 

(U) Management Action. This matter has been rei'erred for administrative action 
and recoupment of the funds from the employee. • . 

(U) Overall Report Classification. UNCLASSIFIE:t}/ /FOR OFFICIAL USE ONLY 

(U) Category. Other (Waste of Resources) 

9ECRfJft{"ltEL 'PO N&t, 2UfS, Clt1'\ 6BR, ~l}l20329i9S 
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(U) Ongoing 

(U) NSA/CSS OIG ACTIVITIES RELATED TO 
COUNTERTERRORISM 

(U) Inspection of S1D's Chemical, Biological, Radiological, Nuclear:Uission; 
NSA/CSS IG; I N•06-0002 : . 

.,. .. .. 
(S,';AEL) l;Jackground. Chemical, Biological, Radiological, and N~clear (CBRN) 

terrorisJ'.!l is one of the most mena · · a. s· 
.. . . 

Intelli ence (SIGINT) 

wor eCBRN ----------------------------target from varying perspectives. The inspection is evaluating CBRN mission performance, 
including examining the execution of CBRN as a transnational target, assessing the impact 
of Mission Build-Out, and reviewing any funding or human resource issues. 

(U) Inspection of the Geospatial Exploitation Office; NSA/CSS IG; IN-06-0005 

( GEO be an 
o erations in GEO's 

primary objective will be to assess GEO's mission effectiveness and their a ility to satisfy . • 
requirements and information needs levied on the organization. The inspection will •• 
determine whether the current organization's missions and functions are being properly •• 
executed in an efficient and effective manner; whether missions and functions are : 
accurately portrayed and being accomplished; establish whether missions performed:are 
appropriately placed within the product line; and will identify any impediments, which 
hinder the efficient and effective execution of their missions and functions. : . I (b) (3)-P.L. 86-36 I 
(U) Special Studies of Counterterrorism Programs; NSA/CSS IG 

(Ufi'FOUO) Background: While the NSA Counterterrorism Special Programs were 
being conducted under Presidential authority, the OIG performed continuous audits. The 
overall objectives were to determine whether there were appropriate policies and 
procedures in place for activities under the program consistent with the terms of the 
Presidential Authorization; to evaluate their efficiency and effectiveness in mitigating any 

SECRETNHEL TO H&t, 2ttfS, CM.:U, 6BR, Jte:U,'20328!88 
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high-risk activities associated with the program; and to identify any impediments to 
satisfying the requirements of the Presidential Authorization. In January 2007, all of these 
programs began operating under the authority of Foi:eign Intelligence Surveillance Court. 
orders. For these new orders, the OIG is performing reviews in accordance with their 
terms, which specify that an initial review will be done to ensure that minimization 
procedures are adequate. 

(U) Planned 

(U) Assistance to ODNI IG for the Terrorist Watchlist Project; NSA/CSS IG; 
JT-07-0006 

(U) Background. The Terrorist Screening Center (TSC) maintains a consolidated 
terrorism watchlist that is populated by information from the National Counterterrorism 
Center (NCTC) and the Federal Bureau of Investigation (FBI). Agencies that possess or 
acquire terrorism and counterterrorism information, with the exception of purely domestic 
counterterrorism information, are required by Executive Order 13354 to promptly give 
access to such information to the NCTC. The NCTC provides a subset of that information to 
the TSC for inclusion on the consolidated watchlist. The Intelligence Community 
Inspectors General (ICIG) Forum agreed to coordinate a review of the processes for 
nominating individuals to the consolidated terrorist watchlist. The Offices of the Inspector 
General of the Office of the Director for National Intelligence (ODNI), Central Intelligence 
Agency (CIA), Department of Justice (DOJ), pefense Intelligence Agency (DIA), National 
Security Agency (NSA), National Geospatial-Intelligence Agency (NGA), Department of 
State (State), and Department of Treasury (Treasury) will participate in the joint review. 

(U) Advisory Report Associated with Expeditionary SIGINT Deployments To 
Hostile Areas; NSA/CSS IG; ST-07-0015 

(UffFOUO) Background. During 2005, the IG conducted research into Agency 
activities associated with Expeditionary SIGINT Deployments to hostile areas. The 
resultant report (ST-06-0001 -A.dvisory Report on the Activities Associated with 
Expeditionary SIGINT Deployments to Hostile areas) surfaced issues related to the , 
candidate selection process, pre-deployment operations training, and corporate resolution 
of issues raised in after-action reports. The report also emphasized the need for appropriate 
IT support. The follow-up review will: a) determine if issues raised in the earlier report 
have been adequately addressed; b) assess the effectiveness of the changes/improvements 
that have been implemented; and c) surface any new issues. 

&ECRETIIREL TO l=ESii, il:U6, €14.1'1, 6BR, NeLHi9a29i98 
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(U) SEMIANNUAL REPORT TO THE CONGRESS 

j (bl ( 3 l - P • L. s 6-3 6 l (U) For 'he_ Period April 1, 2007 Through September 30, 2007 

(U) Govemrrient Purchase Card Program; NSA/CSS IG; AU-06-0016; 12 April 2007 . . 
(UHF8~0~ Summary. OUr audit found that the Agency has successfully 

implemented a Sovernment Purchase Card program and, for the most part, has effective 
controls over thel lin annual purchases for FY2006. Unlike many agencies, 
NSA only issues credit cards to a small percentage of personnel; this limits financial · 
exposure to wrongdoing and inadvertent misuse. Cardholders and certifying officials 
praised the program coordinators for their helpfulness and responsiveness. Nevertheless, 
the control environment needs strengthening in certain areas, including enforcement of 
requirem.ents to get information technology purchases approved. 

(U) Management Action. Management concurred with all recommendations to 
strengthen the control. environment. 

(U) Overall Report ,Classifications. SECRET//NOFORN 
(U) Category. Acquisition Processes and Contract Management 

(U) Oversight ~view of Restaurant Fund, Civilian Welfare Fund, and Gift Shop; 
NSA/CSS IG; AU-07~0014; 15 May 2007 

(U) Summary. The financial statements of the Agency's Restaurant Fund, Civilian 
Welfare Fund, and Cryptologic Museum Gift Shop were audited by a Certified Public 
Accountant (CPA) firm who issued unqualified. opinions. OUr oversight review of the CPA 
audit found no problems in the conduct of the audit by the CPA firm. The two problems 
reported last year - the need for a new Nonapproprlated Fund Instrumentality (NAFI) 
contract and the need for a high-speed Internet connection - have been addressed. 
Additional concerns identified in the current year's report are: 1) the restaurant contractor 
did not submit an annual audited profit and loss statement as required; 2) contracted CPAs 
were not on-site to observe the year-end closeout inventory; 3) records are not maintained 
and tracked in one dedicated database; and 4) NAFI management did not observe inventory 
counts to ensure adherence to prescribed procedures. 

(U) Management Action. Management is in the process of implementing the audit 
recommendations. 

(U) Overall Report Classlflcatlon. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Financial Management 

Derived From: NSA/CSSM 1·62 
Dated: 20041123 
Declaasify On: 18114 '418 
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(U) Chemical, Biological, Radiological, Nuclear Terrorism; NSA/CSS IG; 
IN-06-0002; 24 May 2007 

~8/lRlib) Summary. As «the nexus between terrorism and weapons of mass : 
destruction," the Chemical, Biological, Radiological, and Nuclear (CBRN) Terrorism "' .. 
mission is vital to national security. Our functional inspection of CBRN found that the .. 
CBRN workforce at NSA/CSS Washi on NSA and the tol ·c Centers CCs is •• 
very talented and dedicated. 

(U) Management Action. Management concurred in the recommendations and is 
taking corrective action. 

(U) Overall Report Classification. TOP SECRET//COMINT//NOFORN 

(U} Categ_ory. Joint Warfighting and Readiness 

(U) SIGINT Dissemination for Analytic Collaboration per USSID CR1611(P); 
NSA/CSS IG; ST-06-0017; 25 May 2007 

(U) Summary. Provisional United States Signals Intelligence Directive (USSID) 
CR1611, SIGINT Dissemin,ationfor Analytic Collaboration, implements policy for the 
dissemination of SIGINT, either as a product or service, or for analytic collaboration. The 
USSID has been provisional since 2004. Our special study found that it does not institute 
adequate internal controls and implementation procedures are unclear and inconsistent 
with NSA dissemination practices. As a result, NSA cannot account accurately for SIGINT 
disseminated under the USSID and there are inconsistent interpretations of what 
constitutes appropriate dissemination during collaboration activities. If SIG INT is. 
disseminated before it is minimized for U.S. Person information, violations of Legal 
Compliance and Minimization Procedures (USSID SP0018) could occur. 

(U) Management Action. The Signals Intelligence Directorate (SID) management 
concurred with the report's finding and recommendations. SID agreed to reissue th.e 
USSID, establish a plan to educate the workforce on USSID standards, and e$tablish quality 
control of SIG INT disseminations during analytic collaboration. These actions will reduce, 
but not eliminate, the risk. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) category. Joint Warl:ighting and Readiness 

(U/IFOUO) Mission o:_ratlons at the I I; 
NSA/CSS IG;J - • • • I 

(Ql;Aiib liQ WB11.t .,we, EJAU, 8BR, Ui!L) Summary. ,..LD~.M.l.!i.61~w.t,COnducted 
this assessm~nt of Mission <1perations and Governance at I C =7 concurrent ~t!1 .~t; v..s. Arm1 fnte 1gence an 

e • .. • • •••• 

•• • * •• . . . . . 
• ... • Ii •• --------~·,-· I (b) (3)-P.L. 86-361 SECPFTf(PFl Wl"-', '~ ..Uh hilA;)w\Hl.'aea'11ilii 
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.,,~ • 

~PHRfJf.: M H82t, tWS, ~, tiil8, Ni!ii.'llflifif:U . . . . -·· .. -·.· .. . 
• 

,. • • • I • 

• • • • • • • t • • I •---
Command (INSCOM)1nspectioh of th~ : : I Overall, the 
is ~rfo • g dt ·an exceptional level given its limitijl. respurces. However, the success .... 0......-..... 

th -;-.....,..... sition "and t4e site's ability to take on 1:ldditional mission responsibility hinges 
on y d~:fined autqorities, responsibilities, and.sufficient resources. Our inspection also 
found_tkat the la~ Qf a clearly defined and docum6nted IJJanagement structure within 
I lis causil!tl Mnfusion for the workforce and \ilereby negatively impacting current 
operations; reporting deficiencies were noted due-to gaps in reporting expertise at the site; 
I and 7tical programming and man. :wer actions:must be QOmpleted in the near t. erm for 

o attain and sustain thel _ ; I 
Center mission requirements as set rth in the wncept plan • . 

(ONREL T8 l:IBA, ~!~' ~~~' 8BR, Ha) Management Action. SID Management 
concurred with all findings{._ __________ __.Jmanagement non-concurred with one of the 
findings; however, the site is already attempting to clarify the leadership roles to the 
workforce, as recommended. 

(U) Overall Report Classification. SECRET//COMINT//R.EI. TO USA, AUS, CAN, 
GBR,NZL 

(U) Category. Joint Warfighting and Readiness 

(U) Advisory Report on the Research Project on Governance for Agency 
Programs; NSA/CSS IG; AU-07-0003; 22 June 2007 . . . . . : ( . 

(S/)''lfflLffl tffl1I; llJ.'tffl, f!lrl!f 88R; !ffih~ Summar.y. At tbe-requ~t ofNSA's Deputy 
Chief of Staff, the OIG performed this i:eyklwt<t clet~rmine what a~tio:o oversight is : 
being performed over thq cl · lin FY 2007 Research,.Dev'efopll:\ent, Test & : 
Evaluation funds. We con uded that almost all ofthe.fwnds receiv!'trsome degree of • 
.oversight by the Directorate of Acquisition (DA) and that the Aga:dcy improved this : 
oversight by: 1} increasing the number of.Brogram Executive.Offices (PEOs) in the new DJS. 
organizational structure from! I 2) creating the ;Fier 1 list of programs (major 
investment programs that are critical to NS.A's transfprmation and are directly managed hf 
the PEOs); and 3} implementing new acquisition guidance. : 

(U) Overall Report ClassHlcatlon. TCJP SECRET//COMINT //REL TO USA, FVEY 
• . 

(U) Category. Acquisition Pro~ and Contract Management 
• 

(U/fFOUo, Satellite Modernlzatloh· i------.,rogram Management; 
NSA/CSS IG~ • • • • I 

( . • , , rrogram Management: 
Office (PMO)for Satellite Modernization .,.._~!"l"--o:-------,has demonstrated • 
effective leadership; strong oommunicaticn wi e partners, an innovative, cost--effecdve 
solutions to •. ical iSSt1es in mapagfng this critical program, valued at ap:roxi.mat:~ (. 

• However; our a11dft found that collaboration with thel __ __ 
'-!!p=-ers-1S!""!'1m~pede<i .J:iy the conflicting standards and requirements o.,.f_ea_ch ___ ci_p_a: __ 
partner, which tl\e P~O ·is responsible for resolving. Additionally, based on two of the 
dollar threshold.$ specified in Department of Defense Instruction 5000.2, Operation of the . . . 

1 
(b) (3) P.L. 86-36 r · 
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• (UHFOUo, Management Action .. The actions taken by the Senior Acquisition 
• Executive meet the intent of the recommendations on the acquisition issues. The Office of 
: the Director of National Intelligence will not include the SV Program on the Major System 
: Acquisition list because it is too far along in the acquisition cycle. NSA's Office of Policy & 
• Records provided an alternate recommendation addressing partnership concerns. 
: Therefore, the OIG is referring this recommendation to the Chi.efTechnology Officer for 
• action . . 

____ (U) Overall Report Classification. TOP SECRET//COMINT//REL TO USA, FVEY 

----- (U) Category. Acquisition Process and Contract Management . 
: (U) FY2007 Al!pott.on Compliance with the Federal Information Security 
, Management Act at NSAICSS; NSA.lCSS IG; AU-07-0009; 31 July 2007 . . . 
: · · (Gl:fRlils liQ ws.•., AW8, &rM•, .El9R, ~•ii!) Summary. Our FY.2007 report on 
· compliance with the Federal Information Secutity Management Act at NSA/CSS concluded 
: that the .Agency is making steady improvements td the • . • d 
• networks. However much more work must be done to 

(U) Management Action. Management concurred with the recommendations and 
continues to take corrective action . 

. (U) Overall Report Classification. TOP SECRET//COMlNf //NOFORN 

(U) Category. Information Security and Privacy 

(U) Mission Alignment and Build Out; NSA.lCSS IG, ST-07-0005; 6 August 2007 

(U{}FOUO~ Summary. The IG team began its special study of Mission Alignment 
and Build Out in April 2007. The special study was undertaken, in part, because 
information gathered from field and HQ inspections pointed to some human resource, 
mission delegation, and roles, responsibilities, and authorities issues of vital importance to 
Agency transformation. Shortly after the study was initiated, the Signals Intelligence 
Directorate (SID) reapportionment discussions were made public. As our review 
progressed, it became clear the SID reapportionment would significantly affect our results. 
Although we curtailed the study, we bad gathered sufficient data to offer observations 

8BfllfffftMJ ffl lf9}t; AUS, el!\~ tlrtft, Nf!t/I'!M!ff ffl 
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• 
• 

highlighting some systemic govemance and manpower issues. We found confusion about 
and inconsisten.cies between Enterprise governance policies and directomie-level 
implementing documents. Disciplined processes, an accurate mechanism to track and 
maintain. data on human resources, and the commitment ofleadership )\rould enhance the 
Mission Alignment and Build Out initiative's ability to meet Transformation goals. While 
we did not make specific recommendations, we noted areas in need of leadership attention 
to help ensure a unified Global Enterprise. : . 

(U) Overall Report Classlflcatlon. UNCLASSIFIED//FO~ OFFICIAL USE ONLY 

(U) Category. Joint Warfighting and Readiness 
• 

(O,JREL TB UOA, JlrUO, ei1rr4 e .... r_e_•_«f_l_)_I _______ ; r 
NSA/CSS IG; AFISRA; NNWC; 

(&'.'REL "F8 WS.t,, .•,us, Eiib\N QliilR1 ~,.l) Summary. The IG organizations of the • 
NSA/CSS IG, Air Force Intelligence, Surveillance, and Reconnaissance Agency (AFISRA), : 
and the Naval Network Warfare Command (NNWC) nerformed the first joint ; .; :on of • 

. (U) Management Action. Management concurred with the findings of the joint 
insp~on team and is taking corrective action. 

(U) Overall Report Classification. SECRET//COMINr//REL TO USA, AUS, CAN, 
GBR,NZL 

(U) Category. Joint Warfigbting and R4'adiness 

(U) SIGINT Voice Processing System; NSA/CSS IG; AU-07-0015; 22 August 2007 
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• 

(U) Management Action. Management concurred with all recommendations and 
corrective actions are underway. 

(U) Overall Report Clasalfication. SECRET//COMINr//REL TO USA, FVEY 

(U) Category. Joint Warfigbting and Readiness 

• 
• 

(U) AcquisiUon Management; NSA/CSS IG; AU-07-0002; 23 August 2007 11o .. 
<•~~~..,~~~~~~~~~~~i!.!~~~~~~~-~itt~·o~n~·• 

(DA) bas a long history of 

(U) Management Action. Management concurred with all recommendations and 
has initiated or planned actions in response to the audit findings. 

(U) Overall Repon Classlflcatlon. TOP SECRET//COMINr//NOFORN 

(U) Category. Acquisition Processes and Contract Management 

(U) Advisory Repon on the Followup Research· of Activities Associated with 
Expeditionary SIGINT Deployments to Hostile Areas; NSA/CSS IG; ST-07-0015; 
24 August 2007 

(Uf/FOUO~ Summary .. This followup research continues the Office of the Inspector 
General's examination of the processes associated with the deployment of NSA/CSS 
personnel to hostile areas in the Central Command Area of Responsibility (CENTCOM 
AOR). A 2006 IG report (Advisory Report on the Activities Associated with Expeditionary 
SIGINT Deployments to Hostile Areas) highlighted the need to standardize processes 
related to candidate selection, pre-deployment mission training, Information Technology 
(IT) support and corporate resolution of issues. For the followup, we evaluated data 

Bii€.llli.fi1.lfllil; 118 ll&t, AHS; G~T, BB:H; JJWsl,fiOS8lflB 
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(3 -P. 

provided by interviews and a web surve with NSA , CSS rsonnel who de lo eel to • 
In 

a tion, we mtervJ.ew representatives o organizations mvo m e ep oyment 
, process. We found that, overall, major process improvements have been made, particularly 
administrative processes consolidated by the NSA Deployment and Readiness Center. 
However, several areas require continued monitoring: mission training; IT investment; P3 
performance review, and oversight of time and attendance. 

(U) Management Action. Management concurred in the recommendations and is 
taking corrective action. 

(U) Overall Report Classification. SECRET//REL TO USA, AUS, CAN, GBR, NZL 
I 

(U) Category. Joint Warfi$hting and Readiness 

I 

(U) Menwith Hill Station; AFISRA IG; NNWC IG; INSCOM IG; NSA/CSS IG; Other IG; 
JT-07-0003; 13 September 2007 

E9A'Alih. l'Q W8A, P1W8, 8Att 8BR, tti!L) Summary. The lG organizations of the 
Air Force Intelligence, Surveillance, and Reconnaissance Agency (AFISRA), Naval Network 
Warfare Command (NNWC), Intelligence and Security Command, NSA, and another IG 
visited Menwith Hill Station (MHS) in June 2007. The joint IG team found that MHS has 
demonstrated ex:onal mission success and oubmmding contn"butions to the SIGINT 
effort in! .l Higher HQ and MHS leaders 
have taken remar ble steps since our last joint inspection m 2004 to effectively integrate 
and synchronize operations and support in a demandi enviro ent. The ll • 
recommendations merit management's attention: • • 

• 
• 

• 

• 
• 

• . . 
(U,YFOUo, Management Action. Management concurred with the fui~ of the •: 

joint inspection team and is taking corrective action. • • • ~-
• 

(U) Overall Report ClassHication. SECRET//COMINT//TALENT 
KEYHOLE//REL TO U~ AUS, CAN, GBR, NZL , 

(U) Category. Joint Warfighting and Readiness 

(U) Status of Agency Study on Information System Security; NSA/CSS IG; · 
AU-07-0001; · 14 September 2007 · 

-E8¼ Summa:• The audit determined whether the Agency had taken steps to 

. . 

implement thej,_ _______ lrecommendations for strengthening the Agency's 

informationsvstem security oosture. While our initial focus~ to iden;~ the status of the I : ~ I • Ourreview 
; found that since 20001 numerous Agency studies, reports, an assessments of the 
I 
I 

I I I (~) (3)-~.L .. 86-36 

• 
• 
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. ____ .._ ____ . 
vulnerabili of en Information S ems have been conducted 

(lh'fflet:te) Management Action. The Information Technology and Information 
Assurance Directorates agreed to implement corrective action for all of the 
recommendations. 

(U) Overall Report Classification. TOP SECRET//COMINT//NOFORN 

(U) Category. Information Security and Privacy 

(U) Laber Mischarging; NSA/CSS IG; IV-07-0052; 12 September 2007 

(Uf>1l"OU01 Summary. The NSA OIG substantiated an allegation that a contract 
· employee misc.barged an NSA Time and Materials contract between January 2006 and 
June 2007. We determined the contract employee mischarged 270 hours, amounting to 
approximately $22,000 in false billings. The contractor reimbursed NSA that amount and 
dismissed the employee. The United States Attorney's Office, District of Maryland, declined 
prosecution due to the contractor's cooperation and reimbursement to NSA. 

(U) Management Action. The matter was referred to the ADs&CI for possible 
security clearance action. The company made restitution in accordance with our findings. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Other (Contract Fraud) 

(U) falslflcatlon of Crypto-Tape Testing Documents; NSA/CSS IG; IV-07'."0036, 

• 

30 August 2007 l .... <b_l_!3_l ___ P .-L-. -s-6--3 ..... 61 

(UJFOUO• Summary. The NSA OIG conducted an investigation in response to an ~ 
allegation that an Agency Cryptologic Fabrication worker forged the initials.of two Agency ~ 
officials responsible for conducting quality control tests on secure comiqu.nications tapes ' 
("crypto tapes"). According to the complainant, the subject employee.tbrged the two ~ 
officials' initials on quality control documents, but no • con l testin had been ' 
conducted. Our in · tion substan · ted the alle tion. .. 

,__ ________________ _____.The forged testing records 
were discovered prior to shipment, and we verified that this ot of tapes received 
appropriate,quality control testing before it was released for distribution. The United States 
Attorney's Office, District of Maryland, declined prosecution in favor of administrative 
discipline. 

(U) Management Action. The Report of Investigation in this matter was referred to 
the NSAAssociate Directorate for Security and Counterintelligence (ADS &CI) for possible 
action on the employee's security clearance, and to NSA Employee Relations for 
administrative discipline. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USH ONLY 

Sii,GJIE'.l,t.'HEl. 118 W62\; 2UsfB; &U~ SBR; NillsA'!8!9f!IM 
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(U) Category. Other (Falsification) 

(U) Falsification of Medical Center Document; NSA/CSS IG; IV-07-:-0028; 
15 June 2007 

(UffFOUO) Summary. The NSA OIG substantiated an allegation that an NSA 
employee falsified an official Government document in order to misrepresent her 
whereabouts to Agency management. The employee admitted she intentionally altered an 
Agency official's writing on an Occupational Health, Environmental &: Safety Services 
document. The NSA OIG previously substantiated significant time and attendance 
violations against this particular employee. 

(U) Management Action. The NSA OIG Report of Investigation on this matter was 
referred to the ADS & Cl for possible action on the employee's security clearance and to 
NSA Employee Relations for administrative discipline. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Other (Falsification) 

(U) Travel Voucher Fraud and Misuse of Government Charge Card; NSA/CSS IG; 
IV~07-0007; 30 August 2007 

(U','FOUO~ Summary. The NSA OIG conducted an investigation in. response to an 
allegation that an NSA Computer Scientist altered TDY itineraries and charged the 
Government for post-TDY "Rest and Relaxation" (R&R) trips to Thailand .. Our 
investigation substantiated that the empioyee altered bis official itineraries on four separate 
occasions to add a total of eight post-TDY R&:R trips to Thailand. We determined the 
Government paid the employee's airfare for seven of these eight R&R trips, and that the 
employee inappropriately charged airfare for all eight trips to bis Government travel charge 
card. In addition to the cost of the airfare for the Thailand trips, a review of 38 travel 
vouchers submitted by the employee between 2004 and 2007 determined that the employee 
was mistakenly reimbursed for other non•reimbu:rsable TDY expenses. The United. States 
Attorney's Office, District of Maryland, declined prosecution in favor of administrative· 
discipline. 

(U) Management Action. Our Report oflnvestigation in this matter was referred to 
the ADS&:cl for possible action on the employee's security clearance; to NSA Employee 
Relations for administrative discipline; and to the NSA Travel Card Program Office for 
initiation of a restitution action. The Agency has suspended·the employee's Government 
travel charge card. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY . 

(U) Category. Other (Travel Voucher Fraud/ Misuse of Resources) 

(U) Time & Attendance Fra1.1d, Travel Voucher Fraud, Misuse of Government 
Charge Card; NSA/CSS IG; IV-06-0057; 31 August 2007 

(Uf/fOUO) Summary. The NSA OIG conducted an investigation based upon 

6liGllE!F.4fi&i 119 Y6M., 1Hl8; €AN; S:R.R; JMJsl1'lNWiia 
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I (b) (3)-P.L. 86-361 

allegations of voucher fraud against a 00-131 ______ __,f We substantiated that 
the employee: 1) intentionally falsified her timesheets, lor a total shortfall to the 
Government of 360.50 hours (approximately $15, 580); 2) intentionally falsified a 
Government travel voucher, charging the Government $1,001.40 for expenses in Hawaii 
when the trip was essentially a personal vacation; and 3) intentionally misused her 
Government travel charge card. The United States Attorney's Office, District of Maryland, 
declined prosecution in favor of administrative discipline. 

(U) Management Action. The OIG Report ofinvestigation was referred to the 
ADS&CI, for possible security clearance action; to NSA Employee Relations for 
administrative discipline; and to the NSA Office of Finance for initiation of a restitution 
action. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) category. Other (Fraud and Misuse) 

(U) Government Credit Card Misuse; NSA/CSS IG; lV-07-0035; 17 September 2007 

(Uffl'6UO, Summary. The NSA OIG substantiated an allegation that a former 
military assignee at NSA (now a contractor assigned to an NSA contract) knowingly 
misused his Government-issued travel charge card by charging over $23,000 in personal 
expenses to the card, including a $21,700 charge for on-line foreign currency trading, · 
$1,403.50 for cash advances and $54.00 for cinema tickets. The former assignee failed to 
pay a balance of $14,262.95 on the card prior to leaving Government service. The OIG 
verified that the former assignee is personally responsible for this debt, and therefore there 
is no potential pecuniary loss to the Government. The United States Attorney's Office, 
District of Maryland, declin.ed prosecution in favor of administrative discipline. 

(U) Management Action. The NSA OIG's Report of Investigation in this matter 
was referred to the ADS&CI for possible security clearance action. 

(l)) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY. 

(U) Category. Other (Misuse of Resources) 

(U) Misuse of Agency Software; NSA/CSS IG; IV-07-0019; 23 July 2007 

(UftFOUo, Summary. The NSA OIG substantiated an allegation that a GG-14 
employee removed unused, unclassified Government-owned Commerclal-Off-the--Shelf 
(COTS) software from Agency spaces, without authorization, and then installed the 
software on multiple personally owned computer systems. We also determined that, after 
installing the COTS software, the employee and/or a family member activated it, rendering 
it useless to the Agency. Finally, we concluded the employee failed to fully and truthfully 
respond to management inquiries about the COTS software. 

(U) Management Action. The Report of Investigation in this matter was referred to 
the ADS&CI for possible security clearance action, and to NSA Employee Relations for 
administrative discipline. We also referred the matter to the Agency's Office of Finance for 
initiation of a restitution action. 

8:E!eRE'.H'JnEf: M lf!ht, 2tf:f9, 8\f\T, 8Bfi; i8611'1ti9Hiil 
10 

Release: 2019-06 
NSA:08767 



Doc ID: 6672181 

(U) Overall Report Classification. UNCl.ASSIFIED//FOR OFFICIAL USE ONLY 

{U) Category. Other (Misuse of Resources) 

(U) Misuse of NSA Computer Networks; NSNCSS IG; IV-07-0024; E] 
1 O September 2007 •• • . 

(UHFOUO~ Summary. The NSA OIG substantiated an pllegation that a GG-13 Skills 
Community Director misused Government resources for,.private gain. Our investigation t:!~::~: ::t:: ~~Yee~== ~~ifi: rd-unclassified computer networks to 

{U) Management Action. The matter was referred to NSA Employee Relations for 
administrative discipline. · 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Other (Misuse of Resources) 

(U) Misuse of NSA Unclassified Computer Network; NSNCSS IG; Various Control 
Numbers; 1 April 2007 to 30 September 2007 

(U) Summary. During the past six months, the NSA OIG substantiated a total of 33 
allegations that NSA affiliates misused Government resources by accessing adult-oriented 
material on the Agency's unclassified computer network. The 33 cases break down as 
follows: 18 contractor matters, 8 military assignee matters and 7 civilian matters. 

(U) Management .Action. Consequences for contractor employees ranged from 
company reprimand to dismissal from employment. Military assignee cases were referred 
to the appropriate service for military discipline. Civilian cases were referred to NSA 
Employee Relations for administrative discipline. All matters were referred to ADS&CI for 
possible security clearance action. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Other (Misuse of Resources) 

(U) Child Pornography; NSNCSS IG; C0-07-0279; 5 March 2007 

(U/fFOUOt Summary. The NSA OIG su~=~ FBI inves:~ation into an 
NSA/CSS GG-15 civilian employeel __ _ 1 · 
The FBI's investigation was part of.ProJect Safe anooa, a nationwi e initiative designed 
to protect children from online exph]itation and abuse. An FBI search of the civilian's 
Maryland residence and analysj§ of his home computer revealed that he used his home 
com uter to receive mo.re thanr-liniues of child PQ~O aphy.fro~ the Internet On 

he was senten'cea"'m F.ederal court t years m pmon followed byO 
_y_ea_r_s -o-s-upe_ms....,...,.ed l'E2lease for receipt.o( child pomograp y. He was also ordered taregister 
as a sex offender. • • • • •• • • • • • • • 

, • • .. • • ,. ' 

(U} Management Acflo1T. !fhe ettiPJoyee is no longer etpployed at the Agency and 
does not bold a security clearance. • • • :\ : ••• • • • 

E] 
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(U) Overall Report Classlflcation. UNCtASSIFIED//FOR OFFICIAL USE ONLY 
(U) Category. Other (Child Pornography) 

(U) Misrepresentation of Academic Credentials; NSA/CSS IG; IV-07-0003 
(8 August 2007); IV-07-0009 (30 April 2007); IV-07-0025 (8 August 2007) 

(U) Summary. A Federal law enforcement Agency provided the NSA OIG with a list 
of individuals who obtained bogus degrees from diploma mills. Through a data 
interrogation process, we were able to determine that the list contained the names of three 
NSA civilian employees. We determined that each employee paid a fee for a bogus degree 
and represented that degree to the Agency as legitimate. We also determined that the 
employees provided the Agency with academic transcripts setting forth courses they did not 
actually take and grades they did not actually receive. In each case, we concluded the 
employees either knew or reasonably should have known their degrees were illegitimate, 
and that they intentionally misrepresented their credentials and qualifications to the NSA. 

(U) Management Action. The OIG's Reports of Investigation were referred to the 
ADS&CI for possible securlt:y clearance action; to NSA Employee Relations for 
a~nistrative discipline; and to NSA Human Resources for any necessary grade and pay 
adjustments. 

(U) Overall Report Classiflcatlon. UNCLASSIFIED/ /FOR OFFICIAL USE ONLY 
(U) Category. Other (Misrepresentation) 

(U) Hostile Work Environment; NSA/CSS IG; IV-07-0027; 6 June 2007 

(U//FOUO~ Summary. The OIG substantiated an allegation that a GG-15 manager at 
an Agency field site created a hostile work environment for one of the military assignees. 
Our investigation determined that the GG-15's performance frustrations with the military 
assignee caused him to make statements and gestures toward the military member that 
were abusive in nature. We concluded that the GG-15 violated applicable NSA Policy by 
using intimidating language and gestures, and failing to exercise courtesy and respect in 
dealing with a coworker. 

(U) Management Action. The OIG Report of Investigation in this matter was 
referred to NSA Employee Relations for administrative discipline. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

{U} Category. Other (Hostile Work Environment) 

(U) Time and Attendance Fraud; NSA/CSS IG; IV•07-0011; 05 May 2007 

(UlfFOUO~ Summary. The OIG substantiated an allegation that, between 
1 February 2006 and 19 January 2007, a GG-13 Facilities Project Manager intentionally 
submitted false and inaccurate timesheets, for a total shortfall to the Government of 
646 hours (approximately $28,824). The employee asserted that he regularly conducted 
NSA business from inside his car in the NSA parking lot (outside the NSA CONFIRM 
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:!H!t'ftf!lfl¥:ltl!f: m lf:bt 2tlf8, ew, 8M; ~!'JH!:J E=t . 
• • • -------------------1'· system), beca ~!"'l'!!'!!~~"'"""!'"!!!"'!'!'~~!!'!'P!l----,l'lfl!!"!!!""'P'P~!!'!!l"'l'lr!!'!l~'Pl!l!~Our investigation 

determined this exp ana on was 1mp aus1 e. e m es mey's Office, District 
of Maryland, declined pl'OSeCUtion i~ favor of administrative discipline. 

(U) Management Action. The OIG Report of Investigation was referred to the 
ADS&CI for possible security clearance action; to NSA Employee Relations for 
administrative discipline; and to the NSA Office of Finance for initiation of a restitution 
action. · 

(U) Overall Report Classlficatlon. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Other (Time and Attendance) 
!(b) (3)-l?.L. 86-361 i (Ullf01-1Bi E1iiiiis1it' '"ri,ti,i,1i1iy...._ ________ __, NSA/CSS IG; 

Summ 

(U) Management Action. Responsible contractor made restitution in accordance 
with OIG findings. 

(U) Overall Report Classification. TOP SECRET//REL TO USA, AUS, CAN, GBR, 
NZL 

(U) Category.Other (FinanciQ.}Accountabillty) 
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(b) (1) 

(U) NSAICSS OIG ACTIVITIES RELATED TO 
COUNTERTERRORISM (b) (3)-50 use 3024(il 

(b) (3) -P. L. 86-36 
• 

(U) Inspection of the Geospatial Exploitation Office; NSA/CSS I~; tN-06-0005 . 
~Qf:C Rieb 1i9 WiA, F\1E¥ Back round. The Geos atial• loitation Office GEO 

be an o rations • • • 

• . • . 
• • 

• 
• • 

._ ___________ _,The primary objectives of the inspection were to 

. . • . . .. . . 

assess GEO's mission effectiveness, GEO's ability to satisfy requirements and information 
needs levied on the organization, and GEO mission management. Prior to publication of 
the draft report, the SIGINT Directorate's Deputy Director for AnBhsis and Prod.uction 
rear ed the S2 or anization. The rear ent resulted in l _ . ~ l 

Several findings and recommendations were • 
... 1 ..... e-11 ........... ----.~m---.-.-e--.--....-~m~~1-;..~-o-n_re_po_rt,,......,..-a.-a ....... pply toJ:}1e GEO mission as a whole and not • 
the GEO organization in particular. Depending on the outcome.of the draft report review : 
process, these mission topics may need to be addressed at the SID 1evel. • • . . . 

. •,(b)(3)-E'.L. 86-3! 

(U) Special Studies of Counterterrorism Programs; NSA/CSS IG 

(Uh'rOUO) Background. In January 2007, all Counterterrorism programs 
previously operated under Presidential authority began operating under the authority of 
Foreign Intelligence Surveillance Court orders. For these new orders, the OIG performed 
reviews in accordance with their terms, which specified that an initial review would be done 
to ensure that minimization procedures were adequate. The FISC orders imposed strict 
time limits, but when possible, these reviews included testing. The OIG completed two such 
reviews in the past six months. In addition, we published a report on a special inquiry 
performed to answer concerns raised about activities under one of the FISC orders. 

(U) Assistance to ODNI IG for the Terrorist Watchlist Project; NSA/CSS IG; 
JT~07~0006 

(U) Background. The Terrorist Screening Center (TSC) maintains a consolidated 
terrorism watchlist that is populated by iuformation from the National Counterterrorism 
Center (NCTC) and the Federal Bureau of Investigation (FBI). Agencies that possess or 
acquire terrorism and counterterrorism iuformation, with the exception of purely domestic 
counterterrorism information, are required by Executive Order 13354 to promptly give 
access to such information to the NCTC. The NCTC provides a subset of that information to 
the TSC for inclusion on the consolidated watchlist. The Intelligence Community 
Inspectors General (ICIG) Forum agreed to coordinate a review of the processes for 
nominating individuals to the consolidated terrorist watchlist. The Offices of the Inspector 
General of the Office of the Director for National Intelligence (ODNI), Central Intelligence 
Agency (CIA), Department of Justice (OOJ), Defense Intelligence Agency (DIA), National 
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.. 

Security Agency (NSA}, National Gebspatial-Intelligence Agency (NGA), Department of 
State (State), Department of Homeland Security (DHS), Department of Energy, and 
Department of Treasury (Treasury) are participating in the joint review. While other IC 
agencies performed internal reviews within their respective agencies, ODNI and NSA 
inspectors jointly reviewed NSA's participation in the watchlisting nomination process. The 
joint inspection team focused on the provision of terrorist-related SIGINT information to 
the NCTC for the purpose of watchUsting. Cross-community findings and observations from 
the individual agency reports will be incorporated in the overall IC IG report. 
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• • 

(b) ( 1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

MIANNUAL REPORT TO THE.CONGRESS·· 
• •• 

• • . . 

• • • 
We found no violations o NSA s egal comp iance an 

~1=n=1m=1=z-a .... 10-n-pr_o_c.,..,.u_re_s-an .... a issued no formal recommendation, but we observed that 
a~ditional oversight.familiarization training was needed. 

(U) Overall Report Classification. SECRET//COMINT//RELTO USA, FVEY 
• 

(U) Category.·_other (Operational Authorities) 

. . 
(U) Contract Warehot1$e Operations; NSA/CSS IG; AU-07-0019; 14 November 2007 . 
: (COAEt, Summary. In support of the Information Technology Directorate (ITD), 
(he Agency contracts for warehouse space to store more than! · )pieces of information 
technology equipment ana arts valued at! J These warehouse services cost 
the Agency about •• nnually. We performed t is audit to evb.luate the 
effectiveness and e Ciency.of he storage facilities contract ·to satisfy thf Agency's 

· tequirements and needs. Our audlrfound that the Contracting Officer Representative must 
?-evelop and implement a sampling pl~rt tQ verify the accuracy of the contractor's inventory 
-records. Additionally, the Property Acquisition Support Office must tag all of the ITD's 
:pilferable items destined for the contract wareliouse and account tor thelf,.l in the Defense 
:Property Accountability System as re uired by N • SS Financia(Man ement Manual 7-
·2. Finally, some deliveries are • • • • 

.. 
• 

(U) Management Action. Management concurred with the r~coroinendations . . .. 
(U) Overall Report Classification. SECRET//NOFORN •·-<b_> _____ _ 

(U) Category. Acquisition Processes and Contract Management {b > - P • L • a 6-3 6 

(U) Agency's Streaming Media Capability; NSA/CSS IG; AU-07~0020; 
4 December 2007 

. (U/J£OUS, Summary. In April and July 2007, the OIG received similar hotline 
complaints about organizations duplicating streaming media and web services to the 
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Agency. In a 2006 Inspection Report, OIG found the same problem-Agency organizations 
use their own personnel or pay contractors to provide multimedia services instead of usin 
the cor rate authori (Office of Multimedia Solutions). Althou h the 
,___-----------------------.....:i.~as a eg1t1mate 
role in providing operational streaming media in support of Signals Inttlligence analysts, it 
has, on limited occasions, duplicated services offered by the Office of Multimedia Solutions. 
Although this office is responsible for web design and development of o~ganizational and 
project websites on the NSA intranet as required by NSA/CSS Policy 10-Q, other 
organizations are performing identical services. Duplication occurs beci,use responsibilities 
of the Office of Multimedia Solutions and other Agency organizations are not clearly 
defined. ~ . 

(U} Management Action. The Chief of Staff and Technology Dii+ctorate concurred 
with all recommendations and have initiated corrective actions. : 

' . . 
(U) Overall Report Classification. SECRET/ /REL TO USA, FVEY 

' . . 
(U) Category. Other (Information Technology) l<bl (3 ) -P: L. 86 _ 361 

.. lit • Ill! 

(U) Laptop and Other Portable Computing Devi~• Actpuntabifity; "'SA/CS$ IG; 
AU-07-0005; 4 December 2007 , •• • • • • • • • ,. . . . 

(U/11-OUO' Summary, Sinte 2~00, the ~t,iicy has focused mi imprmfing its 
accounting of portable.oom·puting devices (PCDs), such as laptop coJJlpuQters. • 
Nonetheless, flS.of'29 ·June 2007 the Agen.<~rhad not accounted for som f the more 
than ~CDs in use at NSA over the period 2000-2007. Our audit ouna that, 
althouglimiprovements had been Imide in tracking and identifying PCDs at the Agency, 
the audit trail for PCDs was inefficient and, in some cases, non-existel)t, especially for 
the hand-receipt process for Mency-owned and contractor-provided ,ens. Despite 
adequate accountability P.rocedures for incoming property through Central Receiving, 
Agency personnel could bypass that process. Consequently, PCDs were brought into the 
Agency and not properly accounted for in property records. Missing qr unaccounted for 
PCDs were not filways reported as soon as they were known to be lost. ·Meanin ful 
investigations cannot be conducted when missing PCDs, I rare not reported quickly. _________ _. 

{U/,Q;OUe, Management Action. After issuance of the audit report in December 
2007, the Director, NSA/CSS tasked the Agency's Senior Leadership Team (SLT) to 
address the persistent problem of unaccounted-for laptops within the Agency. From 
December 2007 until February 2008, under the leadership of the Chief of Staff, the 
Agency conducted an exhaustive search for laptops, significantly reducing the number of 
unaccounted-for laptops identified in our audit report; developed a new Standard 
Operating Procedure (SOP) for laptop controls and accountability; approved technical 
measures to protect data on PCDs and track laptops; and withheld performance bonuses 
for 2007 for most SLT members until the search had been concluded and the SOP 
developed. 

(U/lFOUO~ In February 2008, the SLT directed a number of actions, including 
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the preparation of a written repprt on these is~~~., On 7 Marcb-2~oft, the Deputy Chief 
of Staff submitted the required report to the SLT. It includ~·a histo,-, of the laptop 
accountability issue at NSA since 2002, results of the receht intensiv@:efforts, and major 
actions that lie ahead. Attachments to the report inclutled detailed r~ults of the search 
and the new accountability procedures prepared by the OIG, Office of-General Counsel, 
Directorate of Security, and Directorate of Installations and Logistics.: 

\ • •• 

(U) Overall, the Agency seriouslyaddressing the issue oflap(op accountability 
and is well on its way to establishing a systemic solution to this challenge, incorporating 
procedures that could be considered for adoption elsewhere in the Intelligence 
Community. • • : : 

• • • 
(U) Overall Report CIEJssification. TOP SECRET//COMINT//~~FORN 

(U) Category. Othet'·{Information Technology) • • 
.. ,--~. - If • • • _____ .__. ____ _ 

'-,MRl!i~ . · ·:•.:. ~---....------' NSA/CSS IG 
. ..oth repo · • .... 

___ (_!_/J..,.'N!--~-) Sum_;;a'r'y:. Woe visited two __________ :.____ es selected 

on the basis or •i:fsk, locatiop, aiio.·r~ported oversight issues. Our revie~ assessed site 
operations, locarcustomer s\lp,Port, and1!1)mpliance with intelligence oversight 
requirements an~ ? . pnstrttctions. Xt·e\\,c~ site, we found some discrepancies 
between policy and ttie etc.~cution of Emergen • .. ~ ... +... • • • • pport 
to law enforcement was notiully coordiinited • • ':. • • • 

• • • . . . • • • • 
• • • • . . • • 

(U) Management Action. Qianagement atthe sites advised • • Q thai all: 
employees had participated in Emergency Destruction Exet«i~es after reee1vuig ol \ion 

· n reminded of the ui ·ements of • 
• The other sire will 

ave a compre ens1ve environmenta survey pe • • 
has confirmed receipt of a secure telephone. • • 

(U) Overall Report Classifications. TOP SECRET//COMINT//NOFORN (b;th 
reports) . • 

(b) ) 

(U) Category. Joint Warfighting and Readiness > < _______ _. 

, (U) Inquiry From Congress Concerning Possible USSID SP0018 Violations; 
NSA/CSS IG; ST-08-0017; 17 December 2007 

(U) Summary. In response to a request from the office of U.S. Senator Leahy of 
Vermont, we reviewed allegations of improper intelligence activities and violations of 
SIG INT authorities made by a citizen of Vermont, who had been a U.S. Army Reservist 
deployed to Fort Gordon, Georgia, in October 2001. We were unable to substantiate the 
allegations since the Reservist had never been assigned to NSA and had not performed an 
NSA mission while deployed. 

(U) Management Action. We provided our findings for further action to the 
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Assistant to The Secretary Of Defense (Intelligence Oversight) and the Inspectors General 
of the Department of Defense, Department of the Ariny, and the U.S. Army Intelligence and 
Security Command. 

(U) Overall Report Classification. SECRET/ /CO MINT/ /NOFORN 

(U) Category. Other (Operational Authorities) 

(U) Joint Inspection of NSAICSS Europe; NSA/CSS IG; AFISRA IG; INSCOM IG, 
NNWC IG; JT-07-0004; 18 December 2007 : . 

(0,,}REI!) Summary. The IG organizations of the Air Force Intelligence,: • 
Surveillance, and Reconnaissance Agency, Naval Network Warfare Command. mtelligence: 
and Security Command, and NSA conducted a joint inspection at Stuttgartl . : l 
Germany, in September 200 . For at least two ears NSA CSS Euro leaders!ii 
NCEUR has focused o 

The • 
'-s-IG-INT--D-1-re-c-to_r_h_a_s_s_u_p_po_rt_ed-· _th __ e __ s_e-in-i-ti-ati-.v-es_a_n_d_h_a_s_a_d_o_pt_e_d_c_e_rt_a_in-au_t_h--'orities. Under: 

NSA/CSS Policy 1-3 on governance, the NCEUR transformation must be appropriately : 
codified. Each Senior Functional Authority responsible for mission and enabling functions : 
must formally delegate authorities in its management directives and allocate appropriate • 
manpower and financial resources. Inspectors found many in.the NCEUR workforce were • 
unaware of or confused about their own and other organizational roles Jn the ongoing • 
transformation. More effective communication of the NCEUR vision and the Director's • . 
intent is a major challenge. Joint inspection activities uncovered several areas where 
additio.nal management oversight is needed, including safety, logistics, property 
accountability, training, Intelligence Oversight and cover travel. • . 

(U) Management Action. Management concurred with all recommendations and • . 
corrective actions are underway. 

(U) Overall Report Classification. SECRET //CO MINT //REL TO USA, FVEY . 
(U) Category. Joint Warfighting and Readiness I (b) (3)-P.L. 86-361 

(811/AEL) Retention of Domestic Communications Collected Under FISA 
Surveillances; NSA/CSS IG; ST•06-0007; 21 December 2007 

~O,VREL) Summary. While conducting collection operations authorized under the 
Foreign Intelligence Surveillance Act (FISA)of 1978, as amended, NSA might incidentally 
collect domestic communications subject to limitations. Our evaluation, conducted from 
September 2006 through August 2007, showed that: 1) although NSA collection systems 
and raw traffic databases can be programmed to facilitate compliance with retention 
procedures, some processing and retention procedures had not been programmed; 
2) appropriate training on how data repository systems can improve analyst compliance 
with retention rules should diminish the unintentional override of these features; and 
3) developing an automated dissemination system could lower NSA's risk of 
noncompliance. 

(U) Management Action. Management concurred with the recommendations. 
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. ~ . 
Corrective actiot¥ are underway on programming and training, and management is 
devisin8 a plan tflower risks ~iSo~iated with dissemination. . .. . : . 

(tJ) Over@Q Report Cla)isification. TOP SECRET//COMINT//NOFORN 

(U1_ Cate~O!Y- Other (O~~ti).tional Authorities) 

(UIIFOUO)j r · ·•:: · .. 
I f: [NSAICSS 10·~,__·_·.--------==:=----.......... 

(Sl,<REL :Summary. In FYa.Po8~the OIG re orted that . . . 
. . . . : :During the review, pasSQ.ge of the Protect America Act c]langed the. 

overall authoricyll:nder-which surveillance qirected at persons reasonably believed to:he 
outside the Uni~q States could \Je ,;onducted.. That Act has now expired, lmt the : 
conclusions of tBe-OIG study are still vmid. The OIG recommended changes in training and 
internal control procedures to avoid futµre ~oliectfoq incidents. : : . . . . . . 

(U) Manj.Q9ment Action. Management ooncurred "with all recommendation~ and 
corrective actioris are underway. • '. · • • • • ... ;.,· ______ _ 

- . . . . 
(U) Ovetal1 Report Classification, TOP SECRET/ /CO MINT (b) (1) 

(3)-P.L. 86-36 . 
(U) CatE(gory. Other (Operational Authoritie~l ... . . . 

I llJ\ lnoulrv lntJ : · lrasklna '"f 'dents ln°I • • \._, • • • • / I NSA/Css'.10; 

(SOREL} Sammary. During August.and"SeP.tembet 200 the 010 conducted • 
special inquiry int incidents thitt tobk lace i • 

• . 
limited period, but N&A eou1d not verify whether • The OlG 
I recommended cf anges in internal control procedures to avoid ~~re compromise of 

(U) Management Action. The SIGINT Directorate concurred with the 
recommendations and has proposed plans to protect the data. • • .,._ __ _ 

(U) Overall Report Classification. TOP SECRET//COMIN ___ /NOFORN 

(U) Category. Other (Operational Authorities) 

(U) Information Technology Enterprise Management System; NSA/CSS IG; 
AU-06-0018; 21 December 2007 

(Ol}REL) Summary. In FY2002, Congress recognized the need for an Information 
Technology Enterprise Management System (ITEMS) program at NSA. Although the 
Agency has been slowto implement an Enterprise Management System (EMS) that will 
monitor the health, status, and security of the Agency's Information Technology (IT) 
Infrastructure, ITEMS is currently regarded as a key program in the Agency's IT 
modernization effort. As of 30 June 2007, the estimated cost of the ITEMS program 
.__ ______ __, 

(b) ( ) 
{b) (3)-P. . 6-36 

Our audit found that program requirements are not well defined 
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. . . . . . . . . . . 
because of inadequate stakeholder i!}volvemept, a weak g~vernance process, and ••• • 
insufficient senior Agency managem~rlt-sponsorship. Without full funding and adequate : 
staffing, ITEMS may not m~t ~ • oal of deliverin a centralized EMS ca abili to NS . As 
a result of recent b t cuts • . . . 

• • 
,___ _ __, Further, the program's small government staff creates the risk of inefficient 
program management and potentially puts too much reliance on contractor support for 
important program work and decision-making. , 

(U) Management Action. Management concurred with all recommendations, and 
corrective actions are underway. 

(U) Overall Report Classifications. TOP SECRET//COMINT//NOFORN 

(U) Category. Joint Warfighting and Readiness l(b) 13,-P.L. 
........... ,.· !. 

86-361 

(U) Quick Reaction F,leport -I· · · · ' ' : '. · · · · · · : .· .·. . >.::: :, · 
I J:1oseout; NSA/CSS •~- • , , i . I . 

, . . 
(Q'}AEL) Summa st 200 th ived a complaint that alleged : 

mismana ement of the closeout. Our ongoing audit o( 
the loseout disclosed a problem that warrants • 
immediate attention b leadershi because valuable resources are being expended ' 

The com laint 
• 

• • • . . . . 
• . . . 

•• • . . . • • • • . . 
• . 

• • • . . • . . . . . . . . . · . . . • . · . • • • • • . . 
• • . 

• . . . . 
(U) Overall Report Classification. UNCLASSIFIED//FOi Qt'.J!ICIAL USE; ONLY 

(U) Category. Joint Warfighting and Readiness 1) 
(b) ( -P .. 86-

(U} Follow-up Audit of the Special Study of Time Synchronization; NSA/CSS IG; 
AU-07-0018; 23 January 2008 

(UftFOUO) Summary. To accomplish its various missions, NSA must reliably affix 
accurate time-date stamps and, when available, geolocation information on all collected 
signals. However, NSA currently has no way to certify the accuracy of time-related , 
information, even to the extent of accurately specifying the order of events. Key Agency 

· organizations agree that synchronized time is crucial to the mission and must be 
established. To fix this long-standing Agency problem, the Time and Frequency 
Coordination Authority (TFCA) was established in May 2006. The objective of our audit 
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was to follow-up on the TFCA's progrt:~s to establish _and implement an enterprise-wide 
time synchronization solution. Our follow-up audit found that, although TFCA has the 
authority, it does not have the organizational structure and resources necessary to direct 
and implement a time synchronization solution. The TFCA has not developed an 
acquisition plan, which would define user-timing requirements and include key 
performance goals, to eliminate the Agency's time synchronization deficiencies. 
Furthermore, the TFCA h.as not developed time standards and policies to ensure that 
consistent timing practices are applied across the Agency in support of the Signals 
Intelligence mission. 

(U) Management Action. The Chief of Staff, Chief Technology Officer, and Senior 
Acquisition Executive agreed to implement corrective actions for the recommendations. 

(U) Overall Report Classification. TOP SECRET//COMINT//REL TO USA, FVEY 

(U) Category. Joint Warfighting and Readiness 

(U#POUO) Follow-Up Inspection of NSA/CSS Accuracy in Aligning Military Joint 
Duty Assignments with Billet Specifications; NSA/CSS; IN-08-0003; 
24 January 2008 

(U,';'FOUO) Summary. The inspection, conducted in August 2007, was a follow-up 
revi.ew of an earlier OIG recommendation concerning NSA's compliance with a limited 
aspect of military joint duty assignment (JDA) regulations. The main areas for 
improvement cited in the inspection include: 1) establishing uniform expectations of Officer 
Assignment Managers' roles and responsibilities by setting verification frequency dates and 
assigning explicit JDA billet authorities; 2) adhering to the NSA Personnel Management 
Manual, Chapter 201, when reassigning JDA officers; and 3) finalizing the Certification 
Plan, which has been in draft since 2006. 

(U) Management Action. Management concurred with the recommendations and is 
taking corrective action. 

(U) Overall Report Classification. CONFIDENTIAL 
(U) Category~ Human Capital )(bl <

3 l-P:L. 86- 361 
•••• I 

• . ,r 

(U) Advisory Report on TURBULENCE Program Management;.NSA/CSS IG; •• 
AU·08-0007; 11 February 2008 · • : : : • :: 

•• • •• 

(Uff POUO) Summary. A centerpiece for Agen\!Y transformation is the devet«Jpment 
of a series of mission modernization capabilities known" as TURBULENCE. TURBULENCE 
focuses on the development and fielding of ap4t!'chitectural framework to modemiie 
mission capabilities in a distributed, peei;-to-peer, real-time environment. When ; : 
TURBULENCE moved from resear<;h to development, it became part of the! 4d 
l . . • · f On 9 January 2008, the first increment of 
known as Increment I Passive; was granted approval by the Milestone Decision Authority to 
proceed to the next phiilSt!, "system development and demonstration. Our advisory audit · 
reported that the Agency must commit to full and timely TURBULENCE implementation 
through theC]program. Although concrete steps have been taken to increase program 
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m~1:1agement rigor, ~nly the initialDin~r:ment h~s been defined, and fundin~ for a 
cr1ticall -related IT mfrastructure ro ect 1s m uest10n. Pro ram man ement is also 

o support program operations. As a res t o ese m ings, e OIG will 
._e-gi""'n_a_se_r""'1e_s_o"""l"evie~ for this fiscal year on sel~ed areas ofQ ; . . . . 

(U} Overall Report"Clas.ification. TOP SECRET//COMINT//NOFORN • 
• • • 

(U) Category. Joint Warfighting-andJ~eadiness •. : : 
• • • • 

• • • 

(U} Signals Survey and Analysis Division Within the ,~-rAI!/# 

NSA/CSS IG; IN-07-0004; 6 March 2008 •.--------. 

(UNFOUo, Summary. The inspection ~eyiewed tlie 1.nF,Jl!lc:u.::i Surv~y and Analysis 
(SSA) Division for efficiency, effe. ivenesS'. and com Iiance to detennine the 
relationship between.SSA.•antrthe he 
functiQl).al bon.~daries between SSA an • • ........., __ 
I l Our inspection found a lack of strategic uection o:r t e wor orce. 1stmg 
strategic plans do not address the role of signals analysis or SSA specifically. Since the 
inspection, SSA leadership has drafted a strategic plan t~~ils specific objectives and 
measurements for the SSA workforce. Although SSA andL_J3hare compatible missions, 
their orgJnizational separation hampers dialo ue and li its operational collaboration. 
Finally, we found that SSA's relationship with.....,.~....--t·s inconsistent and collaboration is 
limited. While the relationship has improved WI e ivision's renewed focus on the 
Centers, interaction is still based primarily on personal networks. 

(U} Management Action. Agency management concurred with the 
recommendations. 

(U) Overall Report Classification. SECRET //CO MINT //REL to USA, FVEY 

(U) Category. Joint Warfighting and Readiness 

(U) Oversight Review of Restaurant Fund, Civilian Welfare Fund, and Cryptologic 
Museum Gift Shop; NSA/CSS IG; AU-08-0015; 7 March 2008 

(UlfFOUO) Summary. The financial statements of the Agency's Restaurant Fund, 
Civilian Welfare Fund, and Cryptologic Museum Gift Shop were audited by a Certified 
Public Accountant firm (CPA) who issued unqualified opinions. Our oversight review of the 
CPA audit found that· the audit was conducted consistent with Government Auditing 
Standards. Last year, the CPA audit made four recommendations: {1) require contract 
auditors to be on-site to observe year-end inventory closeout, (2) require Sodexho to fulfill 
its contractual obligation to provide an annual audited profit and loss statement to the 
Restaurant Fund, (3) maintain and track fixed asset records in one database, and (4) 
require Nonappropriated Fund Instrumentality (NAFI) managers to supervise inventory 
counts and verify that inventory counting procedures are followed. NAFI management has 
addressed and corrected each of these recommendations. The CP As did not identify any 
management concerns this year. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 
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(U) Category. Financial Management 

(U) Agency's Transition to Internet Protocol Version 6; NSA/CSS IG; AU-08-0004; 
26 March 2008 

(U#FOU9~ Summary. The audit objective was to determine the Agency's progress 
in transitioning to Internet Protocol Version 6 {1Pv6) and fulfilling the Information 
Assurance (IA) requirements established by the DoD and Director of National Intelligence. 
The Information Assurance Directorate has proven to be a valuable IA resource for the 
overall transition effort. However, NSA's transition status stands in contrast to the Office of 
Management and Budget's FY2007 assessment that more than half of the agencies are on 
track to meet the deadline. Our audit concluded that the Agency's transition to IPv6 has 
been stalle4. The transition plan has not been approved by the Chief Technology Officer, 
and the Agency lacks a Program Management Office to manage and coordinate the 
transition to IPv6. We also found that recently acquired Information Technology (IT) 
devices may not process both IPv6 and its predecessor. By accepting the risk that IT devices 
may not process both, the Agency could delay implementation and incur increased costs. 

(U) Management Action. The Technology Directorate (TD) concurred with our 
recommendations, and the IAD agreed to assist TD with information assurance support on 
1Pv6 transition efforts. . J <bl (3 > -P. 1. 86-361 

(U) Overall Report Classification. UNCLASSIFIED//F(?R.OF!'I~ USE ONLY 

(U) Category. Joint Warfighting and Readin~ • • • • • • • • • • • • • 
• • • • • it . . . .. 

(U) Vehicle and Driver Services; NSAiCSS IG; AU-08~0Q93;· 31 March 2008 

(U/fFOUO• .~wnmttiy. ·The audit objective "i~i~ determia~ whetherfue Agency 
operates an eifi.ctent and effective vehicle prograpl: As of September 2007, th-e Agency 
ownedr--t;ehicles and transportation asset& "In addition, th~Agency leasedr--=1rehicles 
and ass~Our audit found that, with few exceptions, Commuter and Motortte'etservices 
does not operate an efficient vehiclE; program of almost hides and assets. In FY2007 
the Agency spent ovetj Ion vehicles and maintenance. However, more than half 
of the Agency vehicles reviewed had been used less than 50 percent of DoD's mileage 
guidelines. The Agency does not have a process for reviewing usage to determine whether 
or not a vehicle is needed or whether vehicles should be leased or purchased. Consequently, 
the Agency is leasing transportation assets that would be more cost-effective if purchased. 

(U) Management Action. Management concurred with all recommendations and 
corrective actions are underway. 

(U) Overall Report Classification. SECRET//REL TO USA, FVEY 

(U) Category. Other (Logistics Services) 

(U) Procurement Fraud Initiative; NSA/CSS IG; Various Control Numbers; 
1 October 2007 to 31 March 2008 

(UftFOUO) Summary. In October 2007, we launched an initiative to identify fraudulent 
billings by NSA contractors. This initiative involves data interrogation of contractor 

i.ili:GI&slii''RJliU!i'li :J.Q 111:M:; fl:qJ~t 
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access records, coordination with ~ntractor compliance officials, analysis of billing 
records, and investigation of accesi and billing anomalies. 

(UHFOUO) After a six-month run, our initiative has produced significant results. To 
date, we have identified several hundred potential mischarging matters, opened 38 new 
mischarging investigations, and completed 14 mischarging investigations, in which we 
substantiated more than 4,400 mischarged hours, amounting to approximately 
$500,000 in potential recoveries. 

(UHFOUO) We are closely coordinating this initiative with the Defense Criminal 
Investigative Service, Baltimore, and the Office of the United States Attorney for the 
District of Maryland. 

8lJCRE'FlHIM JI@ HBd, Fl'ur\( 
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(U) NSA/css· OIG ACTIVITIES RELATED TO 
COUNTERTERRORISM 

(U) Advisory Report on NSA Participation in the Terrorism Watchlisting Process; 
NSA/CSS IG; ODNf fG; JT-07-0006; 4 December 2007 

(Uf}F8l:t8} Summary. In December 2006, the Intelligence Community Inspectors 
General Forum agreed to coordinate a review of the processes for nominating individuals to 
the consolidated terrorist watchlist. This advisory report responds to the Forum's 
Memorandum of U.nderstanding, 19 March 2007 (amended and restated as of 7 May 2007), 
that required the NSA Office of the Inspector General to participate in a joint review. A 
team of inspectors from the ODNI and NSA conducted a joint review of NSA's participation 
in the terrorist watchlist nomination process from March to September 20oz. The advisorY 

rt h · blighted that: 1) no formal process exists for the review ofj _ - I 
) no standardi.zed format exists for submitting watchlist-nominations; and 3) no 

nt g Conm.iunity-wide training is available on the watchlist nomination process. 
These observations Were in,,cluded.in the ODNI's inspection report, Jt,.telligence 
Community-Wide Review oj llte•Terrorist Watch list Nomination Process: Findings and 
Recommendations for Action, 28 Februaty2Q08. : . . . 

(U) Management Action. Management ha; 1nitiates,i action it) several areas 
highlighted by the joint IG team. • • • • • ·------. 

(U) Overall Report Classification. SECRET//NOFORN •• i 
• • • • 

(U) Category. Joint Warfighting and Readivess • • • • • •• ~ • : . . . . . 
' ,. • • • • • • 

• (U) Geospatial Exploitation Office;-NSAICSS IG; fN-06-0005; 22 January 2008 • • . . . . 
(Uff P8U8) S!Jmmary: During an OIG orgamZatio~al inspectipn, the Geospati~ •• 

Ex loitatio OW~ • • • 
____ __. Nevertheless, the recommendatidns i:u e final report still apply to the GEO 
mission. Our inspection found that Signals ·1ntelUgence Directorate CSID) leadership : 
concurs with the need to define and disseminp.te a clear division of eifort across the : 
Extended Enterprise. Since the op"'Bite phase of the inspection, SID'~ Office of Analys\s and·· 
Production'~~--------fof the. 6EO mission addressed maily problems. However, 
throughout the inspection, SID was u11able o · · · • · : 
e atial ex loitation mission co ducted in • 

GEO training, particularly for must -------..-------- -------be relevant and formalized. 

(U) Management Action. SID Management concurred with the recommendations. 
Although SID did not provide final action plans on several recommendations made in the 
draft report, the IG published the final report, including estimated completion dates, and 
will address those recommendations during the follow-up phase. 

(U) Overall Report Classification. TOP SECRET //CO MINT //NOFORN 

(U) Category. Joint Warfighting and Readiness 

Si!GAE''RfJlMs~ 11@ MK1; R¥J¥ 
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(U) SEMIANNUAL REPORT TO THE CONGRESS 

(U} For the Period Aprill, 2008 through September 3(J, 2008 

(U) Assessment of Management Controls to Implement the Protect America Act of 
2007; NSA/CSS IG; ST-08-0001; 3 April 2008 

(U/,'f9U~ Summary. NSA has implemented procedures to comply with the provisions 
with the Protect America Act of2007 (PAA), which modified the Foreign Intelligence Surveillance 

Act (FISA) and was signed into la,v on 5 August 2007. To protect the privacy rights of U.S. 
persons, the new legislation required NSA to implement and follow procedures established by 
Director, NSA, to ensure its adherence to three requirements: that targets are located overseas, that 
the foreign intelligence purpose is significant, and that personnel foll.ow applicable minimization 

procedures. Our findings included: 1) NSA immediately implemented DIRNSA-directed procedures 
on compliance with PAA and strong controls to determine that targets are located outside of the U .S; 
2) PAA tasking needs additional controls, in particular to verify that only authorized selectors are on 

collection and that the infonnation acquired relates to the foreign intelligence target; and 3) more 
rigorous controls will increase the reliability of spot checks PAA compliance. 

(U) Managen1ent Action. Management concurred 'With the recommendations. 

(U) Ovetall Report Classification, TOP SECRET//COMINT//NOFORN 

(U) Category. Significantly Improve Intelligence Capabilities 

(U) NSA/CSS Ha1-vaii; NSA/CSS IG; AFISRA IG; INSCOM IG, NNWC IG; INSCOl\il; 
JT-08-0001; 23 April 2008 

(U//FOU01 Summary, The IG organizations of the Air Force Intelligence, Surveillance, 
and Reconnaissance Agency; Naval Nenvork Warfare Command; InteUigence and Security 
Command; and NSA conducted the inspection at Kunia, Hawaii, in January and February 

2008. The transformation challenges identified during the inspection of mission operations at 
NSA/CSS Hawaii (NSAH) are a microcosm of those facing the Extended Enterprise: the 

requirement to maintain legacy capabilities on criti.cal enduring target sets and, at the same 
time, develop a workforce that can take on the challenges of the networked world. We found 
thay I 

~ . . , I With the completion of the I 
new N&\H building years away, the likeliho&c:I that personnel will have to remain in the tunnel 

past F¥13 has emerged. An engineering_ and safety study of the tunnel has revealed several 
health and safety problems that must be addressed in the near term. Funding for these repairs 

must be identified as well. Finally, !h~ inspection team identified fourteen commendable 
achi~vements across all elemeqts of NSAH, reflecting solid leadership at all levels • . . 

1 (b) {3)-P.L. 86-36 i 
Derived From: NSA/CSSM 1-52 

Dated: 20070108 
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(U}.Management Ai;:,1ion. l\'.Ianagement concurred with the recommendations and is 
taking corrective action. 

(U) Overat1 Report Classification. TOP SECRET//COMINT//REL TO USA, FVEY 

(U) Category. Joint Warfighting and Readiness 

(U) Official Representation and Confidential Military Funds; NSA/CSS IG; AU-08-0017; 
23 April 2008 

(U/fl+OHO, Summary. We conducted this audit to determine whether Official 
Representation and Confidential Military Funds are managed consistent with laws and 

regulations and to follow-up on our previous audit recommendations. We found that NSA 
organizations, such as the Internal Review Group and Operations Risk l\ifanagement, have 

conducted adequate internal-control reviews of the Official Representation and Confidential 
Military Funds. Therefore, we discontinued our audit. We will periodically review the 

Internal Review Group's accounting practices to ensure that adequate oversight continues. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Financial Management 

(U) Advisory Report on NSA/CSS Extended Hours Operations; NSA/CSS IG; ST-08-
0003; 301\tay 2008 

(U/fFOUO) Summary. Extended-hours areas include watch/operation centers, 
production areas, and support offices. \'\le reviewed the consolidation achieved and efforts 

currently underway by the National Security Operations Center, Signals Intelligence 
Directorate, Technology Directorate, Information Assurance Directorate, and other Agency 

organizations. Our special study found that over the past 12-18 months significant progress in 
reducing and consolidating extended- hours organizations has been achieved. An interview of 

the Director of Installations and Logistics and the Special Executive for Power" Space, and 
Cooling revealed that recent consolidation efforts have produced available space for other uses 
and that extended-hours operations areas have minimal effect on power consumption. We also 
found that there is no single authority for establishing extended-hours operations, nor is there 

official policy or guidance for setting up or maintaining extended-hours areas or functions. 
Finally, NSA W does not maintain a consolidated list of extended-hours operations areas. 

(U) Overall Report Classification. TOP SECRET//COMINT//REL TO USA, AUS, CAN, 
GBR,NZL 

(U) Category. Joint Warfighting and Readiness 

(U) NSA/CSS Colorado; NSA/CSS IG; AFISRA IG; lNSCOM IG; JT-08-0002; 
18 June 2008 

(U/ffilOUOj Summary. The IG organizations of the Air Force Intelligence, Surveillance, 
and Reconnaissance Agency; Intelligence and Security Command; and NSA conducted the 

inspection at NSA/CSS Colorado (NSAC). This was the first inspection ofNSAC. The 

SECRErh'REL 10 t:RM, P./E:l' 
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inspectors found that confusion surrounding the NSAC mission, functional realignment, 
and implementation timing has created dissention and distrust that has diverted mid- and 

upper-level. management's focus from the mission. \Ve found a number of compliance 
problems typical of a site undergoing its first inspection. For example,I I 

I Finally, the inspection team identified three commendable a~hievements • 
________ .._ • • • across an elements of NSAC. • . . . 

(U) Management Actio~:Manageipent concurred with the recommendathms and is : 
taking co~r"ei:ti¥e.a_ction. : : . . . 

(U) Overal1 Report Classifications. SECRET//COl\1iNT/f'J:ALENT KEYHPLE//REL : 
TO USA, FVEY ••• • • • • • : ···---------(U) Category. Joint Warfighting and Readiness (b) (3)-P.L. 86-36 

• •• rtt" • • • • • •· •• ·, ,._: oseout; 
NSA/CSS IG; •• • • • • • • • ;,"' _-:: f 

(U) 

- • -- • # I iii' • i• 
(U /,lfilOUO) Summary. In May 2l)Ol, tlie" Director., l\15;\ notifieil'the Astiistan t Secretar: • 

of Defense, Command Control, .Coin~ unications nd tn telli . nee. that th ' • • 

• 
• 

. . . . . • 

• 

• , 'l 

... . 
_______ as done little to prepare the , 'building for reutilizatpm or to reduce its power •· 
consumption. This failure to act ersis even though thel :· : : f 

o erations ended • • nd Microelectronics Sobkions m~na emeflt has had • 
o prepare f-0f the shutdown. ·· the Agency ~------~-...,_.;.-:..--, 

has spent more than · on this effort and •• 

• 
(U//FOUO) Management Action. i\lanagement concurred with bur recommendations, 

but advised us that power consumption was not a priority.for th closure. Because of the 
Microelectronics Solutions mana ement's inabili.t 'tom ke any progress in the shutdown of 

we made a recommendation to the ---------------------Information Assurance Director to restructure J\llicroelectronics Solutions management that is 
responsible for the delay. 

(U) Overall Report Classification. TOP SECRET//COMINT//NOFORN 

SECRE1WREL fB ~, ,r:~ 
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(U) Category. Joint Warfighting and Readiness 

(U) NSA's Top Secret /Special Compartmented Information Public Key Management 
-(b_l_

1
_
3
_l--P-.-L-_-

86 
___ 

3
_
6
_1 Infrastructure; NSA/CSS IG; AU-08-0001; 27 June 2008 

-------~. • (U/,1filOUO) Summary. NSA Public Key Infrastructure (PKI) protects NSA ,. 
.. communicatio.ns and networks by providing authentication of users, encryption, and digital 
:: signing. NSA PK,.I ensures that security restrictions on classified data and information are 
• · maintained when hUormation is e-mailed or published on web pales. Our audit found that, 

• 

• • • 
• 

• • . . 
(U) Management Action. During the audit\ Jhe Chief Information Security Officer 

initiated actions to address the •ooted conditions. 
• 

• 
(U) Overall Report Classification. TOP SEClt~T//COMINT//NOFORN . 

(ll) Category. Joint Warfighting and•Re:adiness 

(U) Nuclear Weapons Personnel Reliability Program; NSA/CSS.IG; AU-08-0006; 
7 July 2008 • •. 

(U0filOUO) Summary. One of the Agency's most important missions is 
The -------------------------------purpose of the Nuclear Weapons Personnel Reliabi.lity Program (NWPRP) is to ensure that 

everyone who performs these duties meets the highest standards of reliability, including 
physical, psychological, and technical competence. The NSA/CSS Office of Inspector General, 

,vhich is responsible for DoD oversight, has conducted periodic audits of the NWPRP since 
2001. Our most recent audit found that the N\VPRP has significantly improved the security, 

medical, and program management controls since our initial review in 2001. The program has 
established a systemic process to ensure and document that individuals accepted into the 
program meet, and continue to meet, DoD reliability standards. NSA policy requires that 
NWPRP employees be randomly drug tested at a higher rate than the rest of the Agency 

population. However, flaws in the selection methodology prevent the program from meeting 
its stated goals. 

(U) Management Action. Management concurred with all recommendations and 
corrective actions are underway. 

(U) Overall Report Classification. CON.FIDENTIAL//REL TO USA, FVEY 

(U) Category. Joint \>Varfighting and Readiness 

(U) RT-10 Initiative; NSA/CSS IG; AU-07•0016; 11 July 2008 

SECRE'fJS'REL 'fO fJSA, P,'EY 
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(b) ( ) 

I 

8EORE1WREL fO l:1-&4, f?,1£'Y 

,..,•: •••• I .::· ... ·. .: 
fS/foR.EL • Summary. To improve SIGINT support for \he;-'>tnt l.nteJ)igence Operations .: 

Capability in Iraq, NSA developed a system called RT--JOi. • •• • • • : :: ·• . .-- ~- -. . . . . . . 
_________________ ·_._._I\V-e·perform~d thirau_i:lit in response to an • 

allegation that RT-10 had been dfvelopecj ~'ithopt \he prograIQ.lnatic-overSight that NSA and: 
DoD re ulations re uire. ·We founa this a.lie atio • • 

• • • 
ssentja or an ongomg war. e gencv as recent y ma e progress m 

... e-st-.a-I_S _l_ng-p-ro_g_r_a_m ... ~tr. acture .. for.RT-IO, an eff.ort that.shouid bf"reinforJ;ed as the system is 
I I Our audit concluded that, sincel' . the RT-~0 program has 
operated without the ove.rsight and documentatioD necessary to hold the Program Office 
accountable for cost., schedule, and performance: ,vith DoD support, the program was 

expande4 lalthough a Capability Pr~uction Document, the f})rmal re911irements 
specification, was not sent to DoD f~r validation until I I 
(U) Management Action. Manag~aient concurred with the recommendations. 

(U) Overall Report Classification. top SECRET//COMINT-ECI RDV//NOFORN 
• 

(U) Category.Joint Warfighting and Readiness 
• 

(Uj._ ________ fun the Agency's Unclassified Network; NSA/CSS IG; 
AU-08-0005B; 14 July 2008 

fSi91H2L) Summary. In its current state, the Technology Directorate (TD)-developed 

(U) Management Action. The TD concurred with our recommendations, and the Signals 
• Intelligence Directorate and NSA/CSS Threat Operations Center agreed to assist TD in the 

process. TD has started to take corrective actions. 

(b) ( )-P.L. 86-36 (U) Overall Report Classifications. TOP SECRET//COMINT//NOFORN 

(U) Category. Joint Warfighting and Readiness 

(U) Compliance with the Federal Infonnation Security Management Act at NSA/CSS; 
NSA/CSS IG; AU-08-0012; 31 July 2008 

(lJ/)POUO• Summary. Our FY 2008 audit 011 compliance with the Federal .Information 
Security Management Act found that, after another FISMA reporting cycle, the Agency has 

SECRE1WRCL. 1B tlS,!l, F1lE/I 
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made some improvements to the security of its systems and networks. 
Information Technology (IT) security personnel are becoming more effective in 

into ma·or A encv 

• 

• However, much more work must 
,.,.,_ ______________________ _ 

•• 
one to correct t c mater1a weakness reported m August 2006 regarding IT security for 

·svstems within N~A's control. 'Weaknesses that have not been fullv mitie:ated include: .. --------•.----------------------------.. .. .. .. .. .. 
: • • (U) Ma.;agement Action. J\,fanagement concurred ,vith the recommendations and 
, • • • corrective actions are underway. ,. 
•-------....-1) Overall Report Classifications. TOP SECRET//COMINT//NOFORN 

) (3)-P. 86-36 
(U) Category. Information Security and Prh,acy 

.. .. .. .. .. .. .. 

~.., •....... 
• .,\ •• • • • • • r , ~ • r/f • • • • • ., • ii! ----------------

(U/ • Ail"1sory~r,cr-~~ .. tbel · csStG;~1-~·-=-:-.-.-.-.------------~ -----~"'" . ------.---• ..... ------
tSHREI:o Summ'aiy. To· a'chieve· iis" stated goal o • • • • •• 

im lemented a -series .of i°nitiatives· cal ed Tra~stbnnation 3.0. ne m1tlatlve 
. . . . 

• • • • 

NSA has 

• • • • h1.s a v~ory review .ocuse on t e 
-..-~,...-----,"li""'l-.....,~ ... ~"""'..1__!J;!._!!.!: contro ~11\lP emented by( 'developers. 
Our review concluded that •. evelopers are properly applying Signa s Intelligence 

(SIGINT) rul~ to SIGI act1v1ties and Information Assqrance (IA) rules to IA-relevant 
activities and aie implementing appr~pri;te 10 controls. Hovtever, not all 10 controls have 
been docume!ed or inipl. e.me. nt.ed .... bept~e I ~s not };et lylly operational under 

_______ ] Becausel .. _____ ... ~supports a new mission for NSA, vnd the risk is high if 
safeguards are not incorporated into proeie.dures to ensure protection of• Q.S. persons 

information, an IO review of control mechani~ms may be warranted when [ .. . ... . I 
becomes fully operational. 

• 
(U) Overall Report Classifications. TOP SEC8.ET//COMINT//REL TO USA, FVEY . 

(U) Category. Significantly Improve Jntelligence Capabilities . 
(ui IProject; NSAJ_. _c_s_s_1G_,..:· ======-----

tsf{RJ;iL~ Summary. Our audit found thad I which provides 
J · • · lfransformation 3.0 
• programs, i; not adequately funded. \Vith~ut adequate funding, critical components of the 

• rogram will ffil.Qis included in e of projects called 
• • · h r · ~, ,,.,,. ..,...., .... v'"'"e..,....e'"'"e'"'"n-

• •. The 
... .. •• . . • 

... •· ... -·· . .. 
• •• -· .. .. !J; • ii, ill • . .. . ... .. . ......... ., 

't,\ II .. !lll!i *11, !Ii ________ _,·,. .... 
(b) (3)-P .L. 86-36 
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·.· ·.· ·.· . . 

(bl (1) 
(3)-P.L. 86-36 

(U) Management Action. Management agreed with our recommendations to improve 
the requirements and budget processes for the,Dprojects. : 

(U) Overall Report Classifications. TOP SE~~ET//COMINT//NOFO~N 

(U) Category. Significantly ImprO'\lf'. Intelligence Capabilities : 
• 

(U) Agency's System Security Plans; NSA/~S IG; AU-08-000SA; 8 Septe~ber 2008 

(Sh'A:Els) Summary. Since 2002, the Ag n~ 'OIG has re orted that deficieircies in the 
ency's S stem Securitv Plans SSP) Pro r • 

• • .. 
• • • • 

• • 
• • . 

• • 

• • 

• • • • • • 
• 

...., ________________ _ 

• 

• 

• 

❖ ~ 
':." "" 
~ ' . 
':' (ll)•&ranagement Action. The Technology Directorate concurred with our 
i _.: • recommendations and has started to take corrective actions. 

(bl (3)-P · L. 86-361 (U) Overall Report Classifications. TOP SECRET//COMINT/INOFORN 
-: .. 

i • • • • (U) Category. Information Security and Privacy 
: . . . . . . 

(U) lf;ilization of Ti~e ami•M~terial (T&M) Contracts; NSA/CSS IG; AU-07-0006; 
:: 16 S°eptembJ;!r 2008 

• •• 

(U,'lfilOUO)•Summary. We performed this audit a~ part of the Agency OIG's contract 
fraud initiative to de}ermine whether controls are adequate fo; contractor oversight. Since 
200S, NSA has collec~d.or is in the process of collecting more than $1 millfoh ;n contractor 

mischarging on service co.irtfacts, including T&:M. Today the Agency has more thanQ&:M 
contracts valued at abmtt_ I Our audit found that the Agency does not routinely 
perform the extensive ove~rgr needed for T &M contracts, in spite of recent substantiated 

mischarging. Our review o contract actions confirmed this appraisal, espec.ially in regard 
to certifying contractor invoices and validating contractor education and experience. The 

underlying cause of the contracting problems has been long•term understaffing of the 
Contracting Group. A recently approved FY2008 staffing increase to Acquisition should 

improve the Group's ability to work with Agency organizations to avoid T&M contracts and 
provide necessary oversight. 

SEOREnS'REL 'FO USA, PIE:V 
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(U/rt'OU~ Management Action. The Director, Business Management Integration 
(BMI), has not provided comments to Recommendation 2 that Acquisition develop a plan to 

convert long-term T&M contracts to fixed-price contracts (illcluding performance-based). We 
have again asked the BMI Director to respond to this report. The Contracting Group has 
taken or started to take corrective actions in response to our other recommendations. The 

Technology Directorate (TD) concurred with our recommendations, and the Signals 
Intelligence Directorate and NSA/CSS Threat Operations Center agreed to assist TD in the 

process. TD has started to take corrective actions. 

(U) Overall Report Classifications. UNCLASSIFIEDI/FOR OFFICIAL USE ONLY 

(U) Category. Acquisition Processes and Contract Management 

(U) Joint Duty Assignment Program - Civilian; NSA/CSS IG; ST-08-0020; 
29 September 2008 

(U/,'FOUOj Summary. Our special study on NSA 's implementation of the Joint Duty 
Assignment (JDA) Program found that NSA is implementing the JDA program as effectively 
as possible given the evolving state of the JDA program within the Intelligence Community. 

DoD implementing guidance was issued on 2 June 2008; NSA's implementing guidance is 
currently in draft and is expected to be published shortly. However, we did identify the 
following concerns that may impede the JDA program: 1) The requirement to keep an 

individual on the losing organization's billet for the duration of the JDA tour, which may 
result in denial of the assignment, is a contentious issue; 2) JDA vacancies are not attracting 

candidates; and 3) JDA credit and waiver decisions are delayed awaiting policy and guidance. 

(U/fPOUO) Management Action. The Associate Directorate for Human Resource 
Services concurred with the report, with minor administrative changes. 

(U) Overall Report Classifications. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Human Capital 

(U) China and Korea Missions; NSA/CSS IG; IN-08-0001; 30 September 2008 

~S#REL) Summaty. Our inspection of the China and Korea Production Center found 
that, with few exceptions, mission delegation and execution are working well, internal and 

external partnerships are positive and oroductive. and customer satisfaction is hie:h. However, 
the following concerns surfaced:I I 

• 

• 

• 
• 

• 

• 
• 

(U/rfilf)Q~ Management Action. Management concurred with the recommendation and 
--------• • is taking corrective action. 

(b) (1) 
(b) (3)-P.L. 86-36 

(U) Overall Report Classifications. TOP SECRET//COMINTI/NOFORN 

(U) Category. Joint Warfighting and Readiness 

SECREr/lREL 19 oiBA, FVEY 
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.B ... f 
(U) Time & Attendance Fraud; NSA/CSS IG; IV-0':'-60i9' .. •: 

• • • • • It 

BESREfHREL rO E:MM, F\IEY 

(U/rFOUO) Summary. The OIG substantiated an all.e~1ttio"n° thal; fi;tween March 2006 
and March 2007, a GG-13 NSA employee i~truti<1Daiii, su.b.m\ttf-ci false and iia~curate 

timesheets for a total shortfall to the goverament of 786 hpuf'!i,• Onl tbe employee 
pied guilty in United States Dis!i:i,.t-Cou·rt to a felon .Vi.91.ation of Title 18, United ~~ltes iode, 
Section 1001 (False Stat_f;mettfs). On _____ ,...the employee was sentenced t • . . ears 

probation~ lhome confinement, and ours community service. The (ourt also 
ordered the employee to pay the government restitution in the amount ofl I 

(U) Management Action. The employee resigned from the Agency in lieu of termination. 
In view of the criminal conviction, the matter was referred to the Associate Directorate for 

Security and Counterintelligence for security clearance action. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OF.FICIAL USE ONLY 

(U) Category. Other (Time and Attendance) 

(U) Procurement Fraud Initiative; NSA/CSS IG; Various Control Numbers; 
l April. 2008 to 30 September 2008. 

(U//POU91 Summary. In October 2007, we launched an initiative to identify fraudulent 
billings by NSA/CSS contractors. This initiative involves the interrogation of contractor access 

data, coordination with company compliance officials, analysis of biUing records, and the 
investigation of access and billing anomalies. 

(U/WOUO) After tw'elve months, our initiative has produced significant results. To 
date, we haYe identified seyeral hundred potential miscbarging matters and completed more 

than 40 mischarging inYestigations. These investigations haYe reyealed more than 9,000 hours 
charged by contractors for fraudulent billings or out-of-scope work. Recoyeries for these 

hours will exceed $1.2 million. In most of the instances where fraud has been substantiatied, 
the company has terminated the offending employee. Some examples include: 

(U/lFOUO) IV-07-0055. A subcontractor employee fraudulently billed the government 
298 hours (approximately $56,000) for non-work activities. The company reimbursed the 

government the full amount. 

(UN¥0UO) IV-07-0042. A subcontractor employee fraudulently billed 374 hours 
(approximately $39,000) for time spent at lunch. The company reimbursed the goYernment 

for the full amount. 

(UOFOUOj IV-08-0006. A contractor employee fraudulently billed 910 hours 
(approximately $68,000). The employee admitted to billing the government for time spent 

taking college courses. 

(U/}:POUO) IV-08-0014. A subcontractor employee admitted to billing 582 hours 
(approximately $98,000) for contract work performed at home, which was specifically 

prohibited under the contract terms. The contractor has offered $250,000 to settle all claims 
for out-of -scope work performed by its employees on that contract. 

(U/lFOUO) IV-08-0043. A contractor employee fraudulently billed 751 hours 
(approximately $82,000) for time spent taking care of personal matters during the workday. 
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The employee admitted to billing the government for personal matters. 

(U) Special Inquiry: Employee Concerns - Yakima Research Station (YRS), WA; 
NSA/CSS IG; ST-08-0023; September 2008 

(U//FOUO) Summary. A spate of complaints from Yakima Research Stations (YRS) 
employees concerning work relationships prompted a quick reaction special study by the OIG. 
The study found that portions of the relatively small YRS workforce had become factionalized 
harming work relationships and creating discord. The new Chief of Station, YRS, who arrived 
only weeks prior to the OIG visit, has since restructured the site leadership team. This change 
appears to have substantially improved the situation. Additional recommendations regarding 

promotion administration and training for a specific work center were provided to the new 
Chief of Station. 

(U) Overall Report Classification. SECRET //CO MINT 

(U) Category. Other (Intelligence Support/Standards of Conduct) 

(U) OIG-Directed Management Inquiry: Hostile Work Environment Allegations -
NSA/CSS Texas; NSA/CSS IG; CO-08-0635; August 2008 

(U/lfi'OUO) Summary. The OIG tasked the NSA/CSS Texas command to conduct a 
management inquiry into actions by a mid-1evel manager who had been accused by several 
subordinates of hostile and abusive treatment. The management inquiry substantiated several 
instances during which the manager used abusive or profane language. The repot1 has been 
forwarded to the NSA Office of Employee Relations for appropriate action. 

(U) Overall Report Classification. U//FOUO 

Category. Other (Intelligence Support/Standards of Conduct) 

(U) Misuse of Government Resources; NSA/CSS IG; CO-08-0384, CO-08-0403, CO-08-0453, 
CO-08-0454, CO-08-0455, CO-08-0517, CO-08-0525, CO-08-0526, CO-08-0563, CO-08-0673, 
CO-08-0674, CO-08-0723, CO-08-0724, CO-08-0771, CO-08-0791, 1 April 2008 to 
24 September 2008. 

(U/rl-E)UQ.:).Summary. The OIG substantiated 15 allegations ofNSA affiliates' misuse of 
government resources (e.g., accessing adult-oriented material through the Agency's unclassified 
Internet nehvork). 

(U) Management Action. Subjects in these cases were civilian employees, military 
affiliates, and NSA contractor employees. Discipline ranged from a letter of warning to reduction in 
grade. 

(U) Overall Report Classification. UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) Category. Other (Computer Misuse) 
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(U) NSA/CSS OIG ACTIVITIES RELATED TO 

COUNTERTERRORISM 

(U/fFOUO? Advisory Report on Decompartmentation Plans for Counterterrorism 
Special Programs; NSA/CSS IG; ST-08-0018; 30 June 2008 

(U/tFOUO~ Summary. Our advisory report found that the Program Management 
Office (PMO) was diligent and thorough in assessing the scope and complexity of removing 

data from the compartmented program whi.le ensuring compliance with laws, regulations, and 
other mandates. The content, communication, and assignment of supporting plans were 
adequate to provide reasonable assurance of compliance and successful implementation. 

Although a solid foundation of planning was in place, supporting plans need fine tuning. We 
made no formal recommendations;ho'wever, management should consider the need for more 
detailed written plans and firm milestones in the areas of document preservation, reporting, 
and debriefing. J'\llost importantly, because the Program Management Office has formally 
disbanded, former PMO members and NSA leadership must rigorously monitor remaining 

actions to ensure that the decompartmentation is successful 

(U) Overa1l Report Classification. TOP SECRET//COMINT//NOFORN --------
(U) Category. Joint Warfighting and Readiness (b)(3)-P.L. 86-36 

(·u·,·) • • .. ........ • .,,: 
L---....., ..... ---r--------:-1"""':"":""'· .... ·-· ~· ~·-....:..·;;. .. .:..··-----1 

•• •• • • • • ii ., .. . . . . . .. . . . 
• Ill, • •• a Ill 

(SNREL) Summary. T~e ohje~ye,s ,of this inquiry were to id<;niify;kut~rities for t~e 
handling of data i~ . JQ,nc:l-to aetermine if policies and procedur.(!§ are in place and• 
followed to ensur comp1iance with those authorities. We als_o, revie.,w"ed sfs~m security: 

Information Systems. Our special stud ' fuund At overaD the Associtte 
....__e_c .. uri I and CounterinteHi ence ADS&CI s com • u~nt with NS*'s 

• 
• 

• a:.---------....r DS&CI obtained requi.red approval~ fo ,,__ ________ _ 
• :. ertified and accredited J1y the Technolog1 irectoratt:. ADS&CI • 
·.managemev has minimized risk by limiting. access t~ , • Jiata, reviewing queries of the 
• data, and }?roviding review results to the. Office of (:eire~al C~1though ADS&CI: 
management:tias established a good co!1trol envirpnfnent, somtl___JinforJ,Pation syst!:.!!2.L 
:, improvem~ts are needed, and the,Techn<?,logy Directorate must improve O)'ersight ofL_J 
: ::. I pys\M'l security practices. : 

~ . 
: (U/lF~lJO• Management ~tion. ADS&CI management concurrjd wlth t•r findings 

Tfleir planneciactions, ,,·hich.will further reduce the risk associated with perations, 
· ! .meet the intent of our recommendations. . . • • ! fU} Overall Report Classifications. SECRET//REL TO USA, FVEY . ---------1: 

(b) ( ) 

{b) (3)- .L. 86-36 

(U) Category. Joint Warfighting and Readiness 
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