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* 
DEPARTMENT OF HOMELAND SECURITY 

UNITED STATES SECRET SERVICE 
WASHINGTON, D.C. 20223 

Freedom of Information Act & Privacy Act Program 
Communications Center 
245 Murray Lane, S.W., Building T-5 
Washington, D.C. 20223 

Date: DEC l 4 2018 

File Number: 20171888 

Dear Requester: 

This is the final response to your Freedom of Information Act (FOIA) request, originally received 
by the United States Secret Service (Secret Service) on July 10, 2017, for information pertaining to 
the Electronic Crimes Task Force {ECTF) Investigative Handbook/Manual. 

Enclosed are documents responsive to your request. In efforts to provide you with the greatest 
degree of access authorized by law, we have considered the reference material under the FOIA 
regulation, Title 5 U.S.C. § 552. Pursuant to this Act, exemptions have been applied where deemed 
appropriate. The exemptions cited are marked below. 

In addition, approximately 44 page( s) were released, and approximately 14 page( s) were withheld in 
their entirety. An enclosure to this letter explains the exemptions in more detail. 

If this box is checked, deletions were made pursuant to the exemptions indicated below. 

• (b) (1) • (b) (4) 
0 (b)(7)(C) 

Section 552 (FOIA) 

D (b)(2) D (b)(3) Statute: 
0 (b)(5) 0 (b)(6) 
0 (b )(7) (D) rgJ (b )(7)(E) 

0 (b) (7) (A) • (b)(7) (F) 
0 (b) (7) (B) • (b)(8) 



The following checked item(s) also apply to your request: 

D Some documents originated with another government agency(s). These documents were 
referred to that agency(s) for review and direct response to you. 

D Some of documents, in our files, contain information furnished to the Secret Service by 
another government agency(s). These documents were referred to that agency(s) for review and 
direct response to you. 

[g] Fees: In the processing of this FOIA/P A request, no fees are being assessed. 

D Other: 

If you deem our decision an adverse determination, you may exercise your appeal rights. Should 
you wish to file an administrative appeal, your appeal should be made in writing and received 
within sixty (60) days of the date of this letter, by writing to: Freedom of Information Appeal, 
Deputy Director, U.S. Secret Service, Communications Center, 245 Murray Lane, S.W., Building 
T-5, Washington, D.C. 20223. If you choose to file an administrative appeal, please explain the 
basis of your appeal and reference the case number listed above. 

If you have any questions or would like to discuss this matter, please contact this office at (202) 
406-6370. FOIA File No. 20171888 is assigned to your request. Please refer to this file number in 
all future communication with this office. 

Enclosure: 

[g] FOIA and Privacy Act Exemption List 

Sincerely, 

1<mE.=c~· ~ 
~~ial Agent In Charge 

Freedom of Information Act & Privacy Act Officer 



FREEDOM OF INFORMATION ACT 
SUBSECTIONS OF TITLES, UNITED STATES CODE, SECTION 552 

Provisions of the Freedom of Information Act do not apply to matter that are: 

( h ) ( I J (. ) speci fica lly a111hori1cd 11nilc1 c, 1tcn,1 csl,1hli'hcd h) an r xcculi vc Order In hc I cpl ~ccrcl III lhc IIIICl'l!l I of 11ali111111 dcfcn.;c or 
Ii ,reign pol icy ,111d (B} are in foci properly classified pursuant to such Executive order; 

(h) (2) related solely to the intemal personnel rules and practices any agency; 

I hJ tJ ) , pccilic,1ll y cxc111p1cd 11nm di,dl" u11.: hy ~111 1111c (t1lhcr tl i.111 ~c\..11011 552h of 1111, lillc). provickd that such !>(11tu1e (A) requires that 
the matters be withheld from the public in such a manner as to leave no discretion on the issue, or (8) esluhli~hcs par( iui lm 
c1 11c1 in fo r w11hholdi11 • or n.:l cr~ 10 p;n1icul ,ir lypc, of n1,11tcr, 111 he wi lhhcld; 

(b) (4) trade secrets and commercial or financial infonnation obtained from a person and privileged or confidential; 

( hi ( 'i J i111c1-,11,cncy 01 u11 rn-agc11cy 1111:mlH ,111d11111~ 01 kucr~ which would 11111 he a ,1il ,1hk· hy law tu ,1 p,111; oth r than an agency in 
litigalion w11h 1hc agency; 

(b) (6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal 
privncy; 

(h) (7) records 01 inlormallon ltlmpikd 101 la ,. cnlc,r(. men! purpo~c.,, hut on ly to the cxlenl that the infonn.itiun : (A) could reasonable 
be expected to interfere with enforcement proceedings; (B) would deprive a persnn of a right to a fa ir triul or un 1mp,1r1 ial 
11djmlic,ll11lll; (C) could reasonably be expected to constitute an unwarranted invasion of personal privacy: (D) could reasonable 
he ex.peeled to disclo~e the idenlily of a con lidenli11 I source, including a State, local, or foreign agency or authori ty or any private 
institution \\ hich furn bhcd inlormatiun on a co11 fide11 tial basis. and, 111 the case of a record or infomialion compiled by a criminal 
law enforccmc111 aulhorily in the comse of a criminul investigat ion, or hy ,m agency conducting a lawful national ~1,,>curily 
intclligcm:c 111\•c.,tigation, infonn.ition furnished by o confidcnl in l source; (E) would disclose techniques and procedures for law 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if 
such disclosure could reasonably be expected to risk circumvention of the law~ (F) could rea!.onably be expected 10 endanger 1hc 
lite ur physical sali:ty_ of any indi vidual; 

(b) (8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency 
responsible for regulation or supervision of financial institutions; 

(h) (9) gcologic,11 .111d gcophysii.:111 111 for111,1l io11 ,111d dc11,1. md uding maps, co11ccrni11g wells. 

PRIVACY ACT 
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

The provisions of the Privacy Act do not apply to: 

(d) (5) material compiled in reasonable anticipation ofcivil action or proceeding; 

U) (2) material reporting invcstigutive cfl i:1rls pcrhlinin 10 enforcement of criminal law including elforts 10 prevent, control, or reduce 
crime or apprehend erimiunls; 

(k)(l) material is currently and properly classified pursuant to an Executive Order in the interest of national defense or foreign policy; 

(k) t2) m,,tcrial comp1lcu durin investigutions for law enforcement pu1110, e, , 

(k) (3) material maintained in connection with providing protective services to the President of the United States or other individuals 
pursuant to section 3056 of Title 18; 

( ) (5) invi:stigulory muterial compiled ~olely for th.: purimse of dctcm1ining uitability, eligibility, or qualification~ for Federal civi lim1 
employment, militory service, Federal contracls, or for access to classi fied info1111ation, but only to the extent th.ii the disclosure 
of such material would reveal the identity of the person who furn ished infonnation to the Government under nn express promise 
1hat the identi ty of the ~ource would be held in confidence, or prior 10 the September 27, 1975, under an implied promise that the 
identity of the source wou ld be held in confidence, 

(k) (6) testing or examination material used solely to determine individual qualifications for appointment or promotion in the Federal 
service the disclosure of which would compromise the objectivity or fairness of the testing or examination process; 

DOCUMENT3 
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United~ 8ec:ret .. Nlc:e 

Dlnctlvea8Y8fem 
Manual : Eltctronlc Crlmu Special Agent Program 
RO : CID 

Electronic Crimes Special Agent Program 

Table of Contents 

ECSAP-o1 Electronic Crimes Special Agent Program (ECSAP) 

Seetlon : ECSAP· TOC 
Data : 10RMtl2014 

ECSAP-02 Electronic Crimes Special Agent Program (ECSAP)/Eleclronlc Crimes Task Force 
(ECTF) PersoMel 

ECSAP-03 Training and As&essment 

ECSAP-04 Equlpmenl 

ECSAP-05 Assessment 

ECSAP-06 Laboratory Requlremenl& 

ECSAP-07 Evidence 

ECSAP-08 Digital Examination Process 

ECSAP-09 Case Records and Reports 

ECSAP-10 Network Intrusion Responder {NITRO) Program 

• 
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UltallaSecntlllNlce 
~~ 

Manual : 
EflotronlcrCrlfflN 8peclal Agent Propwn * CID 

Section : ECSAP 
RO Dae. : 11111012010 

Subject: Electronic Crimes Special Agent Program 

To: All Supervisors and All Maooal Holders of the Electronic Crimes Special Agent 
Program 

Flllng IMtructlona: 

• Remove and destroy sections ECSAP-01 thru ECSAP-10 in entirety 
(including any tables of contents, policy memoranda, and/or 
official messages that may be filed in these sections) and 
replace with the attached revised sections. 

• File this Policy Memorandum in front of this section. 

• This directive is in effect until superseded. 

Impact Statement: This directive advises that the Electronic Crimes 
Special Agent Program (BCSAP) Manual has been updated throughout to 
reflect current Criminal Investigative Division/ECSAP policy and 
procedures. More specific changes to this directive are as 
follows: 

• References to the previous Electronic Crimes section (BCS) 
have been changed to reflect the new Computer Forensics and 
Research Development Branch (CPRB). 

• Two new sections have been added to the Electronic Crimes 
Special Agent Program. Therefore, language has been added 
throughout advising of the new National Computer Forensics 
Institute (NCFI) in Hoover AL, and the Cell Phone Forensics 
facility in Tulsa, OK. 

• Language has been incorporated advising that Computer 
Forensics (CF) examiners are now required to sign a contract 
wit~ the United States Secret Service (OSSS) prior to their 
entrance into the Electric crimes Special Agent Program. 

• The •on-line Reporting System• has replaced the Master control 
Index (MCI) reporting requirements/procedures for receiving 
exam, preview, . and clean room credit. 

• Verbiage regarding the departure of ECSAP agents from the 
Electronic Crimes Special Agent Program has been revised. 



I~ IF I 

Manual : l!lectronlc Crlraa Special Aeent Program Section : ECSAP 
RO cm Data : ot/10/2010 

. Mandatory Review: The Responsible Off ice will review all policy 
contained in this section in its entirety by or before September 
2013. 

Questions regarding this policy should be directed to the Office of 
Investigations, Criminal Investigative Division at 202-406- 9330. 

Michael Merritt 
AD - Investigations 

DCPi: ECSAP 2010-02 

n 
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United States Secret Service 

Dlrec:tlves System 
Manual : Electronic Crimes Special Agent Program 
RO : Cl> 

Section : ECSAP.01 
Dale : 01/10/2010 

ELECTRONIC CRIMES SPECIAL AGENT 
PROGRAM (ECSAP) 

The U.S. Secret Service (USSS) Electronic Crimes Special Agent Program (ECSAP) provides digital evidence 
recovery support for USSS Investigations as well as Local, State and other Federal law enforcement agencies. 

Introduction 

The USSS ECSAP has grown significantly since Its Inception In 1987. This growth has come In response to a 
corresponding rise in the number and types of duties Onvestigative and protective) that involve electronic media 
and emerging technologies. The Investigations vary throughout the spectrum of standard USSS violations ~.e., 
counterfeiting, threats to USSS protecteas, computer crimes, access device fraud, etc.) to network Intrusions, 
child molestation, kidnapping and murder. In order to more effectively meet this challenge, it Is essential that 
ECSAP agents follow an established procedure when conducting digital evidence analysis and electronic 
crimes Investigations. This policy provides general guidance for agents conducting digital evidence recovery 
and analysis, and is an attempt to standardize ECSAP forensic procedures to reduce the number of procedural 
questions and conflicts. 

Scope 

The standards and procedures contained herein are evoMng along with this field. Given the dynamic nature of 
computer forensics, not every scenario can be accounted for, nor does every exam or Investigation follow the 
same path to resolution. Therefore, this policy should be viewed as a general guide to for conducting electronic 
evidence examinations. 

This policy will not specffically discuss each and every type of device that may be encountered. Adequate 
documentation covering many types of devices already exists in the form of ECSAP Program, Computer 
Forensics (ECSAP-CF) training manuals and ECSAP Standard Operating Procedures (SOPs), and ilwould not 
be practical to cover each device sufficiently within the context of this document 

This policy Is not intended to supersede any current or future regulations established by the USSS. 
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Manual : Electronlc: Crtmn Special Agent Program 
RO : CID 

Mission 

SIICtlon : ECSAP-41 
Date : 09/10/2010 

The primary mission of the ECSAP Is to provide digital evidence recovery support to personnel investigating 
violations of laws falling under the jurisdiction of the USSS. Additionally, the ECSAP works in conjunction INith 
local, State and Federal law enforcement agencies as deemed appropriate. 

Laboratory Objectives 

United States Secret Service (USSS) Computer Forensics (CF) Laboratories refer to areas in which CF 
examiners perform forensic analysis of devices or systems that may contain digital evidence or are of interest to 
the USSS. 

To provide a framework of standards, quality principles, and methodologies for the detection, recovery, 
examination and presentation of digital evidence for forensic purposes In compliance with established USSS 
poUcy. 

To encourage a consistent methodology within the USSS, and hence the production of uniform results, to 
facilitate the exchange of data between the program and the law enforcement community. 

To facilitate a training program which encourages laboratory staff to maintain proficiency in their areas of 
responsibility, and keep abreast of emerging technologies. 

As required, to assist Local, State and Federal agency Investigations by performing forensic analysis of digital 
evidence. 

2 
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United stain Secret Service 

DINICtlves System 
Manual : Electronic Crimes Special Agent Program 
RO : CID 

ti 

Section : ECSAP-G2 
Date : 09/10/2010 

ELECTRONIC CRIMES SPECIAL AGENT 
PROGRAM (ECSAP)/ELECTRONIC 
CRIMES TASK FORCE (ECTF) 
PERSONNEL 

The United States Secret Service (USSS) Electronic Crimes Section (ECS) was established within the Criminal 
Investigative Division (CID) to ensure the successful investigation of computer-related and telecommunications 
crimes In the field with appropriate oversight from CID. 

It is essential that open vertical, horizontal, and diagonal channels of communication exist between the USSS 
Headquarters laboratory, field offices, and Electronic Crimes Task Forces (ECTFs) in order to facilitate 
dissemination of technical lnfonnatlon. 

Positions 

The Electronic Crimes Special Agent Program (ECSAP) was designed in accordance with USSS Office of 
Investigations standards. It was developed to support the investigative and protective missions of the USSS. 
This support stems from personnel assigned to USSS Headquarters offices, field offices, resident offices, 
resident agencies, and ECTFs. ECSAP Is managed by CID. 

Several assets, to include regular staff meetings and e-mail cfistribution lists, are utilized to facilitate 
communication among personnel. 

1 
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Manual : Electronic Crimes Special Agent Program 
RO : CID 

Headquarters Positions 

Headquarters Electronic Crimes Section (ECS) Manager 

Section : ECSAP~2 
Date : 09/10/2010 

The Headquarters CID-ECS Manager/Assistant Special Agent In Charge (ASAIC), is responsible for the overall 
administration of the laboratory and reports to the Deputy Special Agent In Charge (OSAIC), CID. Additional 
responsibilities include: 

• Oversight of the ECSAP, ECTF, and Information Technology (IT) sections within ECS. 

• Oversight of all personnel matters, team assignments, budgeting, procurement of equipment and 
facmtles, liaison among participating agencies and serving as the top level supervisor at the laboratory. 

• Ensuring all resources are effectively utilized and the appropriate number of personnel are assigned to 
each task. 

• Ensuring performance expectations are understood by all laboratory personnel. 

• Facilitating the administration of the laboratory standards to the regional task forces and field offices. 

• Assigning acting supervisors. 

• Delegating assigned duties. 

Headquarters ECSAP Supervisor 

The Headquarters ECSAP Supervisor/Program Manager Is an Assistant to the Special Agent in Charge 
(ATSAIC) who is responsible for procedures of the ECSAP Program, supporting the ECSAP agents In the field 
with equipment, resources and training, and reports directly to the ECS Manager. The ECSAP Supervisor 
and/or designee liaise with other agencies and professional organizations et the Headquarters level, and act as 
the Headquarters ECS Program Manager during extended absences of the Headquarters ECS Program 
Manager. The Supervisor may also act as the ECTF or the IT Supervisor during extended absences of those 
positions. The ECSAP Supervisor will assign forensic examination cases fmcludlng special and classified 
exams) to ECSAP agents assigned to CID. If It Is determined that additional manpower Is needed on a 
temporary basis, the ECSAP Supervisor will request additional examiners/personnel from outside the dMslon. 
The ECSAP Supervisor is responsible for the overall direction of the ECSAP and wm delegate assigned 
responsibilities to ECS Operations agents/personnel. 
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Manual : Elec:tronlc Crimea Special Agent Program 
RO : CID 

Headquarters ECTF Supervisor 

Sectton : ECSAP-412 
Date : Of/10/2010 

The Headquarters ECTF Supervisor/Assistant to the Special Agent In Charge (ATSAIC) Is responsible for the 
policy and procedures of the ECTF Program and the Wireless Tracking Program. The ECTF supervisor also 
manages ECTF personnel In the field, and reports directly to the ecs· Manager. 

The ECTF Supervisor reports to the Headquarters ECS Program Manager and acts as the ECSAP, the IT 
Supervisor, or ECS Program Manager during extended absences of those Incumbents. The ECTF SupeNisor 
provides equipment, resources and training to ECTF members In support of the ECTF mission. The ECTF 
Supervisor also assists In facilitating strategic partnerships and oversees ECTF standards of measurement. 
The ECTF Supervisor delegates assigned responsibilities to Headquarters ECTF Operations agen1s/personnel. 

Headquarters IT Supervisor 

The Headquarters IT Supervisor/Assistant to the Special Agent In Charge (ATSAIC) manages the Information 
Technology Section (ITS), and reports directly to the ECS Manager. ITS Is responsible for the Integration of 
Information technology solutions Into Investigations and anticipating future needs. ITS researches, develops, 
and delivers Information technology solutions In support of the investigative mission of the Secret Service. rrs 
strives to deliver cross functional solutions that promote the collection, timely analysis, collaboration, and 
reporting of Investigative Information. ITS pursues state of the art technologies which serw the best interests of 
the Office of Investigations, the Criminal Investigative Division, and USSS field offices. ITS focuses on: 
enhancement of current technical support for field investigative operations; enhancement of knowledge 
discovery, knowledge management and information sharing capabilities; enablement of divisional support 
activities which ensure continued computer system operations and management; and technology exploration. 

Headquarters Operations Assistant 

The Headquarters Operations Assistant is responsible for general administrative support duties at the direction 
of the Headquarters Electronic Crimes Section (ECS) Supervisors. 

Headquarters ECSAP/ECTFnT Agents 

The Headquarters ECSAP/ECTF/IT agents are computer forensic examiners who have compreted the 
Preliminary/Basic Computer Evidence Training (PBCERT), or its equivalent as detennined by the Headquarters 
ECSAP Supervisor. Headquarters ECSAP/ECTFJIT agents complete special or classffied exams as assigned 
by the ECSAP Supervisor, and complete duties as assigned by their respective supervisors. Personnel 
assigned to the Headquarters ECS, who are not examiners, are allowed to perform administrative and field 
support functions as determined by the Electronic Crimes Special Agent Program (ECSAP) Manager/Assistant 
to the Special Agent in Charge (ATSAIC). 
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Manual : Electronic Crimes Special Agent Program 
RO : CID 

Section : ECSAP-02 
Date : 08110/2010 

Regional Electronic Crimes Task Force Positions 

Task Force Operations Supervisor 

The Task Force Operations Supervisor Is responsible for the overall administration of the Task Force 
Laboratory, and Is responsible for all personnel matters, team assignments, budgeting, procurement of 
equipment and facilities for the Task Force, and liaison among participating agencies. The Task Force 
Operations Supervisor delegates assigned duties. The point of contact within CID for the Task Force 
Operations Supervisor Is the Headquarters ECTF SupetVlsor. Assignment of forensic examination cases v.flhin 
the task force Is done at the discretion of the Task Force Operations Supervisor. If it is determined that 
additional manpower is needed on a temporary basis, the Task Force Operations Supervisor may request 
additional examiners through the ecs. 

Task Force Computer Forensic Examiner 

The Task Force Computer Forensic Examiner is required to complete the PBCERT or its equivalent as 
determined by the Headquarters ECSAP Supervisor, prior to conducting examinations. The Computer Forensic 
Examiner reports to the Task Force Operations Supervisor on all forensics issues. 

Task Force Operations Assistant 

The Task Force Operations Assistant Is responsible for general administrative support duties in support of the 
entire task force laboratory at the direction of the Task Force Operations Supervisor. 

Field Offices, Resident Agencies, and Resident Offices 

Field offices, resident agencies, and resident offices are referred to as "field offices• in the following section. 
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Manual : Eedronlc: Crimes Spec:111 Agent Program Section : ECSAP~2 
RO : CID Date : 09/10/2010 

Field Office Electronic Crime Supervisor 

The Aeld Office Electronic Crime Supervisor Is responsible for dally administration of the field laboratory. The 
Supervisor's point of contact at CID is the Headquarters Operations Supervisor. Assignment of forensic 
examination cases within the field office is done at the discretion of the Supervisor. If it Is determined that 
addltfonal manpower is needed on a temporary basis, the Supervisor requests additional examiners through the 
ECSAP Supervisor. 

Field ECSAP Agent 

The Field ECSAP agent Is required to complete the PBCERT or Its equivalent as determined by the 
Headquarters ECSAP Supervisor prior to conducting examinations. ECSAP agents report to the Field Office 
Electronic Crime Supervisor for all Issues and are expected to be available periodically for special/classified 
exams or when assistance Is needed with complex cases or operations. 

National Computer Forensics Institute 

The National Computer Forensics Institute (NCFI), located in Hoover, Alabama is dedicated to the education 
and development of law enforcement professionals who Investigate crimes that may contain digital evidence. 
The NCFI offers State and Local law enforcement officers training ranging from basic computer investigations 
to network Investigations and the forensic recovery of digital evidence. The NCFI also offers courses to State 
and Local prosecutors and judges in an effort to educate and famfflarize them with the inves1igativetechniques 
and legal Issues facing computer related investigations. 

NCFI DIRECTOR 

The NCFI Director Is an Assistant to the Special Agent in Charge (ATSAIC) who is responsible for the 
management of all activities associated with the NCFI, and reports directly to the ECS Manager. The NCFI 
Director oversees the facility budget, class scheduling, provides guidance on nominee selections, approves all 
procurements for equipment and supplies, serves as the primary liaison for local contractors and vendors, and 
directs the activities of other NCFI personnel. 
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Manual : Eledronlc Crimes Speclal Agent Program 
RO : CID 

NCFI ASSISTANT DIRECTOR 

Section : ECSAP.02 
Date : Dl/1012010 

The NCFI Assistant Director Is a forensic examiner who acts es the dally operations supervisor. The NCFI 
Assistant Director oversees curriculum modifications and evaluates contract Instructors. The NCFI Assistant 
Director Is also responsible for the preparation of all invitational travel documentation and documentation 
related to courses offered at the NCFI. Additionally, the NCFI Assistant Director ensures all procured 
equipment and supplies are received, and maintains inventory of student-issued equipment 

Cell Phone Forensic Facility 

U.S. Secret Service Cell Phone Forensic Facility Administrator 

The U.S. Secret Service (USSS) Cell Phone Facility (CPF) Administrator Is an ECSAP agent who Is responsible 
for the dally operations of the facility. The CPF Administrator oversees the budget for the continuing operations 
of the CPF which includes the procurement of all equipment and items necessary for the facility's functioning. 
The CPF Administrator overseas USSS evfdentfary compliance Within the (CPF) and oversees facility research 
and development projects. Additionally, the CPF Administrator liaises wtth cell phone forensic vendors and 
Industry experts, as well as completing forensic examinations and providing training to all areas of law 
enforcement. 

Qualifications, 
Departures 

Competence, Experience, and 

Electronic Crimes Special Agent Program (ECSAP) Program Manager 

ECSAP Program Managers must be a GS-14 with managerial experience. 

Operations Supervisors 

Operations Supervisors must be supervisors familiar with ECSAP/ECTF operations, must have completed the 
USSS •introduction to Supervision• training course, and must have reached the USSS Journeyman level. 
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Manual : Eleclronlc em.a Speolll Aetnt Protram 
RO : CID 

Operations Assistants 

Section : ECSAP-02 
Date : 09110l2010 

Operations Assistants must be familiar with the administrative responsibilities within the ECSAP/ECTF 
programs, must have completed one USSS course In administration; and must have administrative 
experience. 

ECSAP Examiner 

An ECSAP examiner must be a Special Agent GS-1811, and have completed the Prellmlnary/Basic Computer 
Evidence Training (PBCERT)., sponsored by either the Department of Treasu,y, the Department of Homeland 
Security, or its equivalent as determined by the Headquarters ECSAP Supervisor. The ECSAP Examiner 
should be famiHar with the equipment, programs, and the USSS standard operating procedures for conducting 
dlgltal evidence exams. 

Each examiner must have experience In the methods used to conduct digital evidence recovery examinations 
and be able to testify to said methods and documentation. 

ECSAP Examiner Development 

The Basic Computer Evidence Recovery Training (BCERT) Is used to develop and test the competency of 
apprentice ECSAP -CF Examiners. 

New examiners must suc:cessfully complete a one-year probationary period. During this time, the examiner's 
. Jmmedlate supervisor must flWiew al ECSAP ,epcwts for acc:uracy. Upon the completion of lhe ~ 
probationary period, the Headquarters ECSAP Section will evaluate the progress of each examiner to ensure 
compflanoe with ECSAP computer forensics standards. 

If examiners require assistance In the examination process, they can request assistance from the 
Headquarters ECSAP Section. 

Departures of ECSAP Examiners from the ECSAP Program 

ECSAP Examlners, who depart from any program within ECSAP, should contact the Headquarters ECSAP 
Section prior to lheir departure m,m either ECSAP program. ECSAP Examiners must coordinate their 
departures with the Headquarters ECSAP Operations Supervisor to ensure all ECSAP equipment and 
software In their possession has been accounted for and returned to the Headquarter& ECSAP Section. 

1 



Manual : 
RO 

* 
hdon:ECSAP-03 
Dall : 11/3Gl2011 

Subject: Training and Assessment 

To: All Supervisors and AD Manual Holders of the Electronic Crimes Special Agent 
Program 

Filing lnatructlona: 

• Remove and destroy section BCSAP- 03 , Training and Assessment 
(dated 09/10/2010), in its entirety, and replace with the 
attached revised section. 

• File this Policy Memorandum in front of this section. 

• This directive is in effect until superseded. 

Impact StatenHtnt: This directive advises of implementation of the 
standardization plan for development of Electronic crimes Special 
Agent Program, Computer Forensics (BCSAP-CF) examiners. More 
specifically, a new section has been added entitled •Development of 

. ECSAP-CF Examiners• which outlines the CF examiner selection 
process, ~d developmental requirements. 

Mandatory Review: The Responsible Office will review all policy 
contained in this section in its entirety by or before November 
2014. 

Questions regarding this policy should be directed to the Office of 
Investigations, Criminal Investigative Division at 202-406-9330. 

A.T. 
AD - Investigations 

DCP#: BCSAP 2011-02 
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Section : ECSAP-C,3 
Date : 11/3012011 

TRAINING AND ASSESSMENT 

United States Secret Service (USSS) fleld office supervisors are responsible for managing the developmental 
and operational assignment of those Computer Forensic (CF) examiners under their supervision. Ideally, Cf 
examiners must strive to conduct no less than 30 forensic examinations per year. If the workload of a CF 
examiner's office does not provide the opportunity to conduct this number of exams, supervlsonl should 
strongly encourage their examiners' participation when sollcttatlons for CF examiners are made by the 
Criminal Investigative Division (CID), Electronic Crimes Special Agent Program (ECSAP) Manager. CF 
examiners who repeatedly fall to produce a sufflctent number of CF examinations wlB be referred to the 
ECSAP Manager for a perfonnance review. Thia review will consider the overall productMty of the CF 
examiner aa compared to his/her peers, and wll result In recommendation as to whether or not the examiner 
should remain In the CF program. 

Developme~t of ECSAP-CF Exa~iners 

ECSAP-CF Examiner Selection Process 

Agents Interested In becoming ECSAP-CF examiners must meet the following selection aiteria: 

• Understanding of computers as determined by the completion of a Competency Assessment 
• WIDlngness ta complete a four year assignment In the ECSAP Computer Forensics (ECSAP-CF) 

program; 
• Acknowledgement of specialization requirements as outlined within this section; and 
• Successful completion of a phone lnt8rvl8w given by members of CfO-ECSAP, that tests the 

candldata'sunderstandlngofcomputers,hfslharwllingnesatocomplelaafouryearasslgnmenttolhe 
ECSAP-cF program, and the acknowledgment of prescribed speciafizatfon requirements. 

ECSAP-CF Examiner Training/Developmental Requirements 

• Year one will consist af the selectae's successful completion of the Preliminary Basic Computer 
Evidence Recovery Training (PBCERT). 
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• Year two will c:anslat of the CF examiner's successfui completion of: 
a. 30 or more total Computer Exam credits (and/or); 

Section : ECSAP-03 
Date : 1113012011 

b. Advanced Computer Evidence. Recovery Training (ACERT); and 
c. Established Memory Acquisition and Analysts Training 

• Year three wilt consist of the CF examiner's succeJsful completion of: 
d. eo or mare to'- Computer Exam credits (and/or) 
e. Specialization Training In one or more of the following areas: 

I. Call Phone and other Moble Device Forensics; 
II. Networtt Forensics; 
Ill. Macintosh Forensics; · 
Iv. Unux; ~or 
v. Advanced Winda.vs Operating System (OS) Forensics - This will be lhe 

standard area d speciallzatlon of all CF ~•ners who do not specialize In 
another area of specializ8tlon. 

• Year four wlll ~ of advanced ltaining sefected within Year three. 

Maintenance of Competency 
. . 

CF examiners are provided professional development through an annual training conference, designated 
courses throughout the.)'981', and continuing approved onHne courses. It is each examiner's responslbllty to 
ensure that all training is updated within the Leaming Management System (LMS). 

Annual Certification 

CF examiner& wfU be given an annual prafidency exam. The Computer Forenaic8 Research and 
Development Branch (CFRDB), formerly the Eteclronic Crimes Section (ECS), Is responsible for preparing, 
administering, and evaluating the examination. ECSAP agents failing to ~ proficiency resulting 
from the examination wit be required to attand remedial training. At the completion of remedial lralnlhg, 
E~ agents must suc:cessfuDy demonstrate profidency by completing an additional exa,yilnatlon. 

ECSAP examiners should attend the annual USSS ECSAP In-Service Training and participate In the onllne 
LMS, or similar training, to meet a minimum raquirament of at least 40 or more hours of c:on1lnulng educ:atlon. 
Additional courses and training are avalable, and ECSAP-CF examinenl cn ancouraged to request additional 
training thraugh their Immediate supeNilcn. ECSAP-CF agents who are unable to attend the annual USSS 
ECSAP-CF In-Service Training will be required to obtain an additional 40 hours of continuing education c:redfls 
during that year. . 
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Secllon : ECSAP-OS 
Date : 11'3012011 

ECSAP-CF agents. are speclallsts In the examination of digital evidence. They provide expertise In the 
investigations of network Intrusions and electronlc evidence recovery In numerous types of cases. ECSAP 
agents located at Haadquartera perform case management and provide support to ECSAP field agents and 
Bectronlc Crtmes Task Forces (ECTFs), In addition to assisting with Internal lab processing tasks (I.e., 
providing ECSAP agents and Regional Task Forces with lab supplies, hardware, and software). 

Professional Certifications 

In addition to Iha Treasury Computer Forensics Training Program (TCFTP) c:ertlficatlon that each ECSAP-CF 
examiner recenrea upon completion of PBCERT and ACERT; each examiner Is required to achieve both the 
Guidance Software's EnCE certification, and Access Data's ACE certtftcatton within one year of TCFTP 
certfflcatlon. If tha above certifications are not obtained within one year, ECSAP-CF examiners will face 
remedial action. 

Quality Assurance/Peer Review 

A review system wffl be employed throughout the ECSAP-CF program to ensure the quality of the CF 
examination process. This program wll consist of the following components: 

• Review of Exams - Every exam an ECSAP-CF agent creates wll1 be admlnlstratlvely peer reviewed. 
• Flald Investigative Reporting System (FIRS)/Peer Review • FIRS will be used to coordinate the 

Implementation of Iha Peer Review system." 
• Technical Review of Reports - A random selection of open ECSAP exams will be conducted 

routinely. A sec:ond examiner will use Iha notes of the first examha to repeat the examination 
'process. A auccessfu1 review wtD offer the same condualons as the original exam. 

• Peer Reviewers - Peer Ravlewars wlll consist of senior ECSAP-CF examiners as determined by 
ECSAP/CID. 

State/Local Examiners 

State and local sworn law enforcement offlcars who have completed Preliminary Basic Computer Evidence 
Recovery Training {PBCERT), and work In an ECTF office, are authortzed to conduct dlgltal examinations for 
USSS cases and for other state and local agencies as deemed approprtate by the ECTF supervisor. Any such 
examinations must be done In accordance with any existing Memorandum af Understanding between their 
agency/department and the USSS. 

Both Electronic Crimes State and Local Program (ECSLP) m~bers, and state and local CF examtnars who 
received their Initial training at the National Computer Forensics Institute (NCFI) are requested to attend the 
annual ECSAP Conference, If sufficient funding Is available. 
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Invitational Travel fc;,r.s-.te and Local Examiners . . 

Sadlon : ECSAP-03 
Dat. : 1113012011 

State and local CF examiners are occasionally requested to travel to attend training or asslat with electronic 
crime Investigations, exams, arid projects. In addition to the gukleHnes set forth In the Admlnlatratlva Manual, 
section FM[)..()8(02), Travel Authority, It Is requested the submitting offices also follow the guidelines fisted 
befow relating to state and local examlnerl: · 

1. Submit an SSF 4000, lnYltational Travel Request/Authorimtion for Non-Employees, to the 
CI0/ECSAP, or CID/ECTF (If it is an ECTF office). CID will forward the SSF 4000 to the Office of 
lnvaatigations (INV}. · 

2. Once the SSF 4'000 Is •~ed by the Office of Investigations, and an authorizatloo number has 
been Issued, the approved form will be fOfWBNfed to the submitting office. 

3. It wUI be Incumbent on the submitting office to make hotel and flight reservations for the state and 
local examiner unless otheMfae •pacified on the travel Officlal Message. 

4. Upon completion of travel, the submitting office will asllst the state and local e,caminer In completing 
a Travel Voucher Worksheet (SSF 3200), as well as an ACH Eleclronlc Funds Transfer Form (SF 
3881). 

6. Submit the completed SSF 3200 and SF 3881 to Iha CIDIECSAP, or CID/ECTF alongwlth all receipts 
and a copy of lhe approved SSF 4000. The packet wllJ be approved In CID, and .forwarded to the 
Flnanclal Management Dlvlllon (FMO) for reimbursement. 

8. A database of all invtlatlanal travel wl1I be maintained by the CID/ECSAP/ECTF. 
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Manual : Elec:tronlc: crtmes 8pedal Agent Program 
RO : CID 

EQUIPMENT 

Requesting Equipment 

Equipment Under $3000.00 

Sec:Uon : ECSAP.o4 
Date : 09/10/2010 

When requesting equipment under $3000.00, the requesting agent must contact the Criminal Investigative 
Division/Electronic Crimes Section (CIO/ECS), and provide the following Information: 

• Agent's name; 

• Electronic Crimes Special Agent Program (ECSAP) Supervisor's Approval: 

• Date of Request; 

• Date Needed; 

• Requesting agent's place of duty; 

• Requesting agent's office phone number; 

• Agent who was contacted about the request; 

• Part#, property#, etc. if available; 

• Description: A complete description of the needed Item (brand, model, size, color, etc). Include 
the price of the item; and 

• Vendor Information: This needs to be as complete as possible, to Include vendor address, 
telephone number, Web site (If any), etc. 

Prior to the purchasing the equipment, the CID-ECSAP Supervisor/ATSAIC must provide written approval. Once 
approved, the Item may be purchased using the Purchase Caret Refer to the Administrative Manual sections 
FM0-18(03) and FMD-15(04) for information regarding use of the Purchase Card. 
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Equipment Over $3000.00 

Section : ECSAP-04 
Date : 09/10/2010 

Any purchases over $3000.00 must be processed through the standard procurement process. Delivery and 
receipt of these purchases will be based on the dollar value and complexity of the procurement. Refer to the 
Administrative Manual, sections PRO-OS, FMD-06(03), and FMD-06(04) for additional Information regarding 
competition, and the handling of Invoices for contracts and purchase orders respectively. 

Accountability of Equipment 

A Secret Service Property Number (SSPN) shall be assigned to all ECSAP equipment valued at $300 or more. 
Information pertaining to accountable property Is located In the Administrative Manual, sections AOO-02, 
Property Charged to Employees, and AOO-03, Property Charged to Offices. 

An agent departing the Electronic Crimes Special Agent Program is responsible for contacting the ECS for 
instructions on how to return or dispose of ECSAP Issued property. 

Lost or Stolen ECSAP Equipment 

The CID- ECSAP Supervlsor/ATSAIC shall be notified of Incidents pertaining to lost/stolen/damaged ECSAP 
equipment Information pertaining to lost/stolen/damaged equipment can be located in the Administrative 
Manual, section AOD-06, Lost, Stolen and Damaged Property. (See Administrative Manual, section AOD-
06(01)) for detailed infonnation regarding lost. stolen, and damaged property.) 

Shipping ECSAP Equipment 

When shipping ECSAP equipment and media, the shipping office must make certain that all shipments are 
properly packaged to ensure safe transportation with ordinary care in handling. Shipping costs are the 
responsibility of the shipping office unless prior approval has been obtained by ECS. Information pertaining to 
the shipping of Items can be located in the Administrative Manual, section AOD-07(02), Officlal Mail Services 
and Protective Research Manual, section IRM-03(07). 

2 

IR I F I 



I 
Manual : EJectronlc: Cdmn Special Agent Program 
RO : CID 

Turning-In ECSAP Equipment 

Section : ECSAP-o4 
Date : 09/10/2010 

When ECSAP equipment Is being turned-In or returned to the ECS, agents are responsible for ensuring that 
case lnfonnation does not remain on their forensic computers, and that their hard drive(s) have been 
adequately wiped. Agents who have ECSAP equipment that Is damaged or Inoperable should contact the CIO­
ECSAP Supervisor/ATSAIC to determine its final disposition (whether the equipment can be excessed or has to 
be returned to the ECS). 

Maintenance of Equipment 

It Is the responsibility of examiners to maintain their equipment in a serviceable condition and to treat the 
equipment In manner consistent with the applicable manufacturer's guidelines (ECSAP-06) and the Protective 
Research Manual, section IRM-03(07). 
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ASSESSMENT 

SecUon : ECIAP.01 
Date : otJ10/2010 

The Electronic Crimes Special Agent Program (ECSAP) maintains an aggressive quality assurance program 
through the use of standardized training and peer reviews (see ECSAP-08). 

Senior Examiners 

If the workload of an examiner's office does not provide the opportunity to conduct 30 examinations per year, It 
Is Incumbent upon the senior examiner to request opportunities to conduct additional exams through the 
Criminal Investigative OMslon (CID), ECSAP Supervisor/Assistant to the Special Agent In Charge (ATSAIC). 

Journeyman Examiner 

If the workload of an examiner's office does not provide the opportunity to conduct 30examinatlons per year, It 
is incumbent upon the journeyman examiner to request opportunities to conduct additional exams through the 
Senior Examiner or the ECSAP Supervisor/ATSAIC. 

Apprentice Examiners 

Competency testing for the Apprentice ECSAP agent is the "Basic Computer Evidence Recovery Training" 
(BCERT) final examination. Upon completion of the first year after graduating from BCERT, a review of the 
examiner's progress will be evaluated by the program manager for continuation within the program. 
Examiners who fall any pottion of BCERT may be removed from the ECSAP, Computer Forensics program at 
the discretion of the ECSAP Supenrisor /ATSAIC. 
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LABORATORY REQUIREMENTS 

Physical Environment 

Section : ECSAP-t8 
Date : 09/10/2010 

Digital examination laboratories located In United States Secret Service (USSS) controlled facililies will provide 
security In accordance with the local field office. Reference Is made to the Administrative Manual; section AOM-
08(03), Office Security. In addition, every USSS laboratory conducting digital examinations Is required to 
have a securable storage area for the temporary storage of evidence during examinations, as per 
Investigative Manual, section INV-13, Evidence. A separate locking system shall be used to ensure that only 
authorized personnel have access to the laboratory. 

Equipment 

It is the responslbllity of each examiner to maintain the equipment In a servlceable condition, and to treat the 
equipment In the proper manner, according to the following guidelines: 

• Maintain inventory and control of equipment and Instruments 
• Maintain control of materials and supplies 
• Perform calibration of equipment and Instruments 
• store -c1ean" hard drives In a secure location 
• Obtain the latest software patches/updates 
• Obtain the latest virus definition updates 

Inventory and Control of Equipment and Instruments 

Each laboratory is responsible for maintaining control and inventory of equipment and insbuments used for 
forensic examination. This Inventory Is maintained In the Sunflower Asset Management System (SAMS) and 
includes, but is not limited to, forensic computers, hard disk drives, and software. Each Item is inventoried and 
identified by Secret Service Property Number (SSPN), description, and responsible party. If an item is not 
assigned an SSPN, the item should be Inventoried by serial number. •cIean• hard drives shall be stored in a 
secure location. 

When previously used hard drives are to be utilized for the purpose of Imaging, the drives must be wiped using 
issued wiping utilities {NIST Special Publication 800-88 requires one complete over-write using said utility) 
before the Imaging takes place, unless a secure hash function Is used (such as the MOS algorithm) to ensure 
data validation. 
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Control of Materials and Supplies 

I 
Section : ECSAP-G6 
Date : 09110/2010 

Each laboratory Is responsible for maintalring a stockpile of materials and supplies sufficient to support digital 
evidence recovery operations for approximately two months. Additional materials and supplies are available 
from the Electronic Crimes Special Agent Program (ECSAP) Section on an •as needed• basis. Regional Task 
Forces are responsible for maintaining sufficient supplies through allocated funds. 

Calibration of Equipment and Instruments 

The computer forensic machines maintained In the laboratories will be provided with software and hardware 
updates from Headquarters as needed. Additionally, forensic examiners are required to update their anti-virus 
software definitions, and obtain the latest software patches/updates prior to each new examination. 

Software 

Each examiner is responsible for ensuring his/her forensic software is current Additionally, examiners must 
contact the Criminal Investigative Division, Computer Forensics and Research Development Branch, for 
authorization to purchase needed software and to coordinate Its delivery. 

Questions regarding the purchase of additional software should be addressed to the ECSAP - Asslstantto the 
Special Agent In Charge. 
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EVIDENCE 

Processing of Classified Material 

Section : ECSAP.07 
Data : 01/10/2010 

Classified materials are processed by U.S. Secret Service (USSS), Electronic Crimes Special Agent Program, 
Computer Forensics (ECSAP/Cf) laboratories throughout the field, on a case-by-case basis. Any requests for 
service that Includes processing of classified material must be brought to the attention of the Headquarters 
ECSAP/Assistant to the Special Agent In Charge (ATSAIC), prior to the evidence being accepted in the 
laboratory. 

Classified material is processed only within areas approved for the handling of classified material, by ECSAP 
examiners with the proper clearance. 

Cases lnvoMng classified material may be handled offslte only at the direction of the submitting agency, and 
with the approval from the Headquarters ECSAP -ATSAIC. 

Custodians of classified Information should refer to the procedures listed in the Human Resources and Training 
Manual, section SCD-03(01), HandUng and Safeguarding of National Security and Officially Limited lnfonnation. 

Handling and Preserving the Integrity of Evidence 

Special care must be taken when securing eledronic equipment and when handling, transporting, and storing 
evidence. Information pertaining to the handling of evidence, specifically the chain of custody, and Itemized 
proper documentation, Is contained within the Investigative Manual, section INV-13, Evidence. 

Proper USSS forms must be utilized in.the Identification, sealing, and storage of evidence. Specific procedures 
for the handling of digital evidence are documented In the •usss Best Practices Gulde for Seizing Electronic 
Evidence (Version 3),• and the •usss Forward Edge 2• ~OM. 

Examiners should review documentation provided by the requestor in order to determine the processes 
necessary to complete the examination, and ascertain the appropriate legal authority to perform the requested 
examination. Examples of such authorities include: consent to search by owner, search wanant, or other legal 
authority. When in doubt, contact the USSS Headquarters ECSAP Supervisor/ATSAIC for guidance regarding 
legal authority. 
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I 
Section : ECSAP.e7 
Date : 09/10/2010 

ECSAP agents conducting forensic examinations for ou1slde Federal, State, and local law enforcement 
agencies will use approved USSS evidence intake and chain of custody procedures, regardless of whether a 
USSS investigative case Is expected to be opened. For non-USSS cases, ECSAP agents must open an 866 
case and document the evidence In the ECSAP •on-line Reporting System.• An 886 case number should be 
generated upon receipt of the evidence In order for the agent to open the case In the •on-line Reporting 
System.• With this documentation, outside Federal and State/local evidence can be tracked by the field offlce's 
name or number within the on-line reporting system. The SSF 1544, Certified Inventory of Evidence, will no 
longer be needed (Outside Agency Request ONLY). This will simpfifythe evidence Intake procedure, minimizing 
administrative tasks required by examiners In the field, as well as provide for an evldentiary control backup 
available in Headquarters for non-USSS cases. Examiners are reminded to Include proper SSF 1544 
Information in the available database field for USSS cases. 

Exam Assistance Requests from the Department of Homeland Security, 
Office of Inspector General 

When examiners are requested to assist with any analysis originating from the Department of Homeland 
Security (OHS}, Office of Inspector General (OIG), Including imaging previews and/or analysis, the examiner 
must contact the Headquarters ECSAP Program Manager for approval. The examiner should also notify the 
requesting OHS/OIG authorly that they must make an official request to the USSS Office of Professional 
Responsibiflty requesting assistance from the USSS and provide a synopsis of the Investigation. The case 
number will be generated in CID and assigned to the examiner O.e., 178-866-xxxxx). The examiner will then 
follow normal procedures regarding the completion of the on-line exam reports and other documentation. 

One or more of the following forms must be utilized In the Identification, sealing, and storage of evidence 
received from OHS/OIG: 

•The SSF 3160, Evidence Envelope; 
•The SSF 3180A, Evidence Label; 
•The SSF 1544, Certified Inventory of Evidence; 
• The SSF 3051, Certified Inventory of Personal Property; or 
•State/local evidence or property forms. 

The shipping of electronic evidence will be facifrtated through use of the government contract carrier. Every 
package will be shipped with the appropriate packaging materials, In a manner that will minimize the posslbifrty 
of damage, and with the appropriate documentation as descnbed In the Investigative Manual, section INV-13. 

If it is necessary to return the original media held as evidence, it is mandatory that Images of that media be listed 
on a SSF 1544 and placed in the evidence vault 
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Marking of Evidence 

Section : ECSAP-07 
Date : 09110/2010 

In addition to the procedures outlined In the Investigative Manual, section INV-13, USSS forensic examiners are 
required to mark all evidence Included in the forensic examination, Including hard drives and removable media, 
to facilitate positive identification. 

Sealing Evidence 

Evidence presented to the USSS forensic examiner must be sealed with evidence tape and accompanied by 
one or more of the following forms: 

• The SSF 1544, Certified Inventory of Evidence; 
• The SSF 3051, Certified Inventory of Personal Property; or 
• State/local Evidence or Property Form. 

Furthermore, evidence must also be accompanied by one or more of the following documents: 

• The SSF 1922, Consent to Search, or 
• AO 93, Written and signed Search Warrant for the ltem(s) seized. 

3 



IR. IF I 
Manual : Eleclronlc Crimea Special Agent Program 
RO : CID 

Write Blocking 

Section : ECSAP-07 
Date : 09/10/2010 

The acquisition of all digital forensic evidence should be obtained with the assistance of "Write Blockers" and/or 
In "Read Only" mode so as to not contaminate the evidence during acquisition. 

Storage of Evidence 

The USSS provides for overnight and short-term storage through the local field office laboratories and specified 
evidence vaults, as described in the Investigative Manual, section INV-13, Evidence. 

Disposition of Evidence 

In all Federal cases, authorization shall be obtained from the United States Attorney's Office prior to the 
destruction of evidence and Images. 

Securing Computer Systems Containing Evidence 

Physical access to evidence is restricted to the main evidence vault which is provided by the field office or the 
requesting agency; In addition to this, temporary storage is made available within the Computer Forensics 
laboratory. 

All USSS forensic computers are restricted from being connected to the Internet/Intranet Forensic machines 
are allowed to be networked via a local area network (LAN) that does not have access to the Internet/Intranet. 
LANs that use a server are required to have the server password protected, with limited access to Its flies. 
Additionally, the server must be housed in a limited access area with the same appropriate physical security 
measures as the storage of physical evidence. Updates and patches shall be applied via removable media 
only, and will not be directly downloaded on-line. Software that has been downloaded via a non-forensic 
machine must be screened for viruses prior to it being loaded on a forensic computer. 
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Section : ECSAP~7 
Date : 09/10/2010 

Removal of Evidence/Contraband from Secure Digital 
Evidence Storage 

Upon the exhaustion of appellate review, all evidence maintained via Secure Dlgltal Evidence Storage (SDES) 
or other Electronic Storage media should be destroyed. Exceptions are cases where the evidence has been 
Identified as being of Interest to the Assistant United States Attorney's office beyond the scope of the case 
adjudicated, or If a USSS supervisor directs the agent to preserve the evidence. When In doubt, contact the 
Headquarters ECSAP - ATSAIC for further guidance. 

Authorization for the destruction will be In standard Official Memorandum formal The destruction of the 
evidence pertaining to the case will be accomplished by means of an issued wiping software utility that complies 
with the Department of Defense standard (seven overwrites). Documentation of the evidence destruction will be 
In writing and maintained in the case file. 
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Section : ECSAP.08 
Date : 09/10/2010 

DIGITAL EXAMINATION PROCESS 

The digital examination process will vary according to the system. A hardware or software write block will be 
Implemented during the acquisition process. All examinations must Include a minimum of one (1) verified image. 

Quality Assurance 

A vital component of the forensic process is quality assurance. The Criminal Investigative Division {CID), Electronic 
Crimes Special Agent Program (ECSAP) maintains an aggressive quality assurance program through the use of 
standardized training and peer reviews. 

It is mandated that all ECSAP agents complete the requisite certified digital examiner training provided by the 
United States Secret Service (USSS), or If the appUcant has received training and/or experience in computer 
forensics, a review of the agent's qualifications will be completed to determine If the agent can iest-our or be 
admitted Into the ECSAP program based on their quaUflcations. The review of the agent's previous training will be 
overseen and directed by the ECSAP program manager. Such qualifications to enter the program based on 
previous experience can include experience as a computer forensic examiner for a StateJlocal police department or 
within the private sector. 

Another qualification that could allow for an agent to enter the program would is a peer review. A peer review 
consists of a review of a completed computer forensics (CF) exam by a senior CF examiner. 

A peer review of every CF exam Is conducted at the end of an examination. It is incumbent upon the forensic 
examiner to ensure a peer review Is accomplished. The peer review must be accomplished prior to the flnaJ 
approval process which ts conducted by the Electronic Crimes Section (ECS). 

Examinations 

When conducting an examination, the following guidelines must be applied: 

• Perform an electrical safety check prior to any examination of equipment; 

• Remove covers of personal computers (PCs) to check for hidden Items, disconnected drives, etc; 

• Carry out pre-processing checks (system date/Ume, port settings, BIOS geometry, etc.) and complete the 
required documentation; 

• Secure ltams produced from the processes and identify with labeling; 

• Maintain notes/photos as necessary and complete all required paperwork; 
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Sec:tlon : ECSAP.08 
Date : 09/10/2010 

• Photographs shall be taken of all media being examined. The photographs should include the 
associated serial numbers of the media when applicable; 

• All media being examined shall be initialed and dated by the examiner;; and 

• Images of examined media shall be scanned for viruses using the most recent definitions available at 
the time of the exam. The examiner shall document the datelllme of the virus scan, anti-virus software 
utilized, and the definition release date. 

Files relating to each case should be organized under a folder titled with the case name and/or case number. 
This folder can contain all flies/folders relating to the case including: Export/Temp/E01 flies/Evidence/ 
Report/Case Fite, etc. 

State and Local Exams 

For exams performed for Statellocal agencies, copies of Images shall be provided to the appropriate 
state/local agency for final retention. 

Special Exams 

If an examiner receives a request to perform a ·sensitive· exam, (I.e., for the Office of Professional 
Responsibility,; the Office of the Inspector General or a "Classified a exam), these exams should be coordinated 
through the Inspection Division prior to examination. These types of exams shall be completed, or designated 
by the CID/ECSAP for completion by the applicabte field ofllce. 

The Inspection Division shall also be notified of any requests to perform exams for any OIG, including the 
Department of Homeland Security (OHS/OIG) 

Macintosh/Linux Exams 

Examiners who have not received training on "Macintosh• or •unux" systems should contact the MacintosM.inux 
Coordinator, or the Headquarters CIO/ECSAP Manager for assistance. 

All Macintosh exams should be completed by ECSAP agents who have received training in performing a 
Macintosh exam. Macintosh specific hardware and software should be used to perform the exam when 
applicable. 
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RO : CID 

Forensic Library 

I 
Section : ECSAP-08 
Date : 09/1012010 

A forensic Ubrary is maintained In the Headquarters CID/ECSAP. The forensic examiner should also maintain 
appropriate references locally. 

Information Resources 

The USSS provides an Informal Informational onllne router (ECSAP router} to assist forensic examiners In 
keeping abreast of new technologies and trends. The USSS also provides, on a case-by-case basis, additional 
funding for locally requested courses. In addition, the USSS allocates funds to cover one-half of the annual 
membership fees for the High Technology Crime Investigation Association (HTCIA) for its forensic examiners. 
The USSS provides Information on future training opportunities, seminars, courses and classes. These 
resources provide the examiners with a vast quantity of Information spanning this field. 
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From: INV 
Sent: Wednesday, June 03, 2015 12:52 PM 
To: USA 
Cc: INV 

Section : ECSAP-41 
Date : GIID3l2015 

Subject: Establishment of New FIRS-ECSAP, and Global Positioning System (GPS) 
Secondary Case Classification 

//ROUTINE/ / 

FROM: Headquarters (AD - Investigations) 

TO: All Supervisors and Holders of the Investigative Manual 

SUBJECT: Establishment of New FlRS-ECSAP, and Global Positioning System (GPS) 
Secondary Case Classification Codes 

This directive should be reproduced locally and filed in front of the 
following Secret Service manual sections: 

Master File Classification Code (HFCC) Manual: 
(Front) 

Investigative Manual: 
ECSAP-09, Case Records and Reports 

This directive is in effect until superseded. 

DCPf: MFCC 2015-03 

DCPt: ECSAP 2015-02 

The creation of the following secondary case types will be used in the Field 
Investigative Reporting System, Electronic Crimes Special Agent Program 
(FIRS-ECSAP) application for better statistical tracking: 

866.940 - Table t.a, B-Raaden, Hybride 

866.941 - Secret Service Case 
866.942 - Federal Government Case 
866.943 - State and Local Government Case 

866.950 - &leatronia Gaming Syataa 

866.951 - Secret Service Case 
866.952 - Federal Government Case 
866.953 - State and Local Government Case 

866.960 - Wearable ~logy 

866.961 - Secret Service Case 
866.962 - Federal Government Case 
866.963 - State and Local Government Case 
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RO CID 

866 . 970 - Cllobal Poaitioninq Syataa 

866.971 - Secret Service Case 
866.912 - Federal Government Case 
866.973 - State and Local Government Case 

lectlon: ECSAP-01 
.,... : OII03'2D11 

876.150 - HB1'1101UC DfflWSION MID l'ORBNSIC EVALtJ'.rl'.ON PR0QRAM 
(Nin) 

876.151 - Secret Service Case 
876.152 - Federal Government Case 
876.153 - State/Local Government Case 

As technology changes and new electronic devices emerge, criminals often 
leverage these new devices to conduct their criminal activity. ECSAP Agents 
are tasked with conducting forensic examinations pursuant to ongoing criminal 
investigations. 

Questions regarding this policy should be directed to the Criminal 
Investigative Division Regions Section at 202-406-9330. 

Headquarters (AD - Investigations) Jenkins 

2 

0 

,~ IF I 



I R 
1un~ a .. ,,l~ret Service 

Directive• Spa.m 
Manual : Electronic Crimes Special Agent Program 
RO : CID 

Section : ECSAP.09 
Date 09/10/2010 

CASE RECORDS AND REPORTS 

Laboratory Management Information System 

Support of digital analysis conducted by an Electronic Crimes Special Agent Program (ECSAP) agent iS 
controlled by the Criminal Investigative Division (CID), Electronic Crimes Section (ECS), or by their 
controlling Electronic Crimes Task Force (ECTF). The ECS is responsible for supporting all digital 
laboratories throughout the USSS with the exception of the ECTF. The ECTF laboratory managers and 
supervisors control the operations for their respective laboratories. 

The information system used by the digital laboratories consists of the investigative supervisor's case 
tracking database, MCI database, and the managerial and financial policies as dictated by the local field 
office supervisor. Refer to the Investigative Manual, section INV-35, Case Management for further 
information. 

Retention of Files 

For each exam, an electronic copy of the ECSAP examination report, along with digital evidence 
photographs, and notable files located during the exam, shall be placed on a CO or DVD and kept with the 
master case file. 

All records of the USSS are Govemment property and are destroyed in accordance with the procedures of a 
records disposition program. This program establishes specific retention pertods that must be followed in the 
disposal of each category of record. (See Administrative Manual, section MN0-07, Records Disposition 
Schedules, for specific details regarding any and aH of the most current additions and/or revisions to the 
following guidelines). Retention periods for case files are listed in the following table: 

Tvaeotcase Field Office Retention Headquarters Retention 
Criminal Judicial 30 years 30 years after close of case 
Criminal Non-Judicial (except 10 years 30 years after close of case 
foraerv) 
Criminal Non.Judicial (except 5 years 30 years after close of case 
foraerv) 
Non-Criminal 5 years 30 years after close of case 
Pl Judicial and Pl Non- 30 days (or 2 years at SAIC's 20 years after dose of case 
Judlclal (former1v Class Ill) discretion) 
Pl Non-Judicial 30 days (or 2 years at SAIC's S years 

discretion} 
Personnel Security NIA 20 years after date of last action 

.. Any case containing protected Internal Revenue Service information has a minimum retention period of 8 
years. 
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Manual : Electronlc Crimes Special Agent Program 
RO CID 

Case Numbering 

I 
Section : ECSAP-09 
Date : 09/1012010 

For non-USSS cases the original case is opened with an 866.xxx or 876.xxx prima,y case type (I.e. 
866.010, 886.020, 876.112, etc.). lnfonnation pertaining to case types can be located in the Master FIie 
Classification Code Manual. 

The case number format for non-USSS cases should be as follows: CF0-866 .XXXXX (note CFO is 
Controlling Field Office) or CF0-876.XXXXX and the appropriate case type suffix (·S, -ICR, -NC, etc.). 

The case title for non-USSS cases should be the name of the requesting agency. 

For non-USSS cases that consist of ceUular telephones only, PDAs only, sklmmeis only, or a combination 
of au three, (but lacking a hard drive, CD, floppy or other media type) the exam report will be opened with 
an 866.9xx primary case type (i.e., 868.9xl Secret Service Cases, 866.9x2 Federal Government Cases, 
and 866.9x3 State and local Government Cases). SIM cards will be classified under the Cellular 
Telephone classiflcatlon, whether they are recovered In an actual phone or by themselves. 

For example, a local police department requests that an examination be performed on a cellular telephone. 
The examiner would open the case with the primary case type of 866.913. The 866.010 (Liaison 
State/local Govemment) would not need to be included, as the 866.913 specifically addresses State and 
Local government cellular phones. However, if the examination includes a laptop and a cellular phone, the 
examiner may open an 866.010 as long as the 866.913 Is included as a ser.ondary case type. The same 
will apply for PDAs and Skimmeis. The purpose of the new 866.9xx series case types is to track the 
number of specific devices enr.ountered by examine,s, so it is essential these devices be documented via 
the appropriate case type 

Case control credit will be given to the office requesting the ECSAP examination, but exam credit will be 
given to the ECSAP agent perfonning the exam. 

For existing usss cases, the ECSAP exam should be entered into the •0n-1me Reporting System• as an 
868 or 876 report under the existing USSS case number and existing case title with an Index attached 
which would be in numerical order for that fiscal year (i.e. first exam for an USSS office in 2009 would be 
2009-01 John Doe, ser.ond exam 2009-02 John Ooe). This index wiU apply to the case, not to the 
examiner or to the office. For example, the Kansas City Field Office receives a laptop and a cellular 
telephone and requests that a Washington Field Office agent perform the cellular telephone exam. The 
Kansas City report will be 2007 01 case title, and the report opened by washington under Kansas City's 
case will be 2007 02 case title. 

File Naming 

Electronic files associated with exams shall be named by the case number associated with the exam. If 
there are multiple exams for one case, the case number and number of exam In sequence should be used 
(e.g., 320-866-12345Exam1 .. , 320-866-12345Exam2 .. , etc.). 
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RO CID 

Exam Credits 

I 
Section : ECSAP-'>9 
Date : 09/10/2010 

An examination Is defined as the forensic analysis of any hard drive, cellular telephone, POA, skimmer or 
any collective number of removable media o.e. CDs floppy diskettes, SIM cards, etc.). For example, an 
examination Involving three (3) hard drives, four (4) CDs and twelve floppy diskettes will total five (5) exams 
in the on-line reporting system. One credit will be given for each hard drive regardless of size and one (1) 
for each additional type of media. An examination with a PDA, skimmer, cellular telephone with SIM card 
in the phone, and one (1) additional SIM card, will total four (4) exams in the on-line reporting system; one 
(1) for the PDA, one (1) for the skimmer, one (1) for the cellular telephone with SIM card and one (1) for the 
additional SIM card. 

Clean Rooms 

In order for an office to request data extraction from electronic media via a clean room, and for the office 
conducting the clean room data extraction to receive credit, the following steps must be taken. 

• The office that is requesting a clean room data extraction must have an open case with a case 
number. That office would send the electronic media to one of the offices with clean room 
capabilities via an lnve~igations Other District (10D) request. 

• Once the electronic media Is received, the office conducting the clean room data extraction needs 
to open an 876.1 xx on-line report under the office that Is requesting the clean room data extraction 
(similar to any other 100 request). V\ttlen completed, the clean room office would return the 
electronic media and any applicable extracted data to the requesting office. 

• Once the requesting office receives the electronic media, that office will conduct the forensic exam 
and receive 868 credit(s). If the clean room office conducting the data extraction was not able to 
successfully extract the data from or otherwise repair the electronic media, then the requesting 
office would only claim credit on any other electronic media that was forensically examined by the 
ECSAP agent. 

• If the office requesting the clean room data extraction is the same office as the clean room 
office, that office needs to complete an 886 report AND an 876 report. 

• Each recoverable piece of media which is examined by the requesting office wm receive exam 
credit per the standard protocol mentioned ear1ier in this section and will be represented within the 
on-line report. 

• For each piece of media which has data extracted by the clean room office, that office/agent will be 
given one clean room credit and will be represented within the 876 report. 

• If the evidence Is unrecoverable, then the clean room office conducting the data extraction will 
report the evidence and exam credit under 876. The office that requested the clean room data 
extraction wiH report the evidence request in 876.1xx (any 866 reports that were opened would 
need to be removed as no analysis took place). 
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Manual : Electronic Crimes Special Agent Program 
RO CID 

Preview Exam 

I 
Section : ECSAP.09 
Date : 09/10/2010 

Preview Is defined as viewing electronic media with a software/hardware tool for evidence In which no 
forensic Image or files haw been stored on a secured electronic media for the electronic media In question. 

Offices which conduct exams for other agencies and do not have the possibility of becoming an established 
USSS case will be allowed to receive credit for previews. The previews can be the only method used for 
locating evidence. An 876.14x report must be established in the on-line reporting system in order to 
receive exam credit. 

Wlen conducting a preview on an established USSS case, if the examiner discovers evidence, a complete 
forensic exam must be completed. An 866 report must be established in the on-line reporting system for 
exam credit. If an 876.14x is already established it must be removed from the on-line reporting system 
prior to opening an 866 control card. 

Image Exam 

. Imaging credit may be ,ecelved for either USSS cases or other agency cases. An 876.13x report must be 
established In the on-line reporting system in order to receive exam credit. An 866 report can only be 
opened if a complete forensic exam Is conducted on the Imaged electronic media. If an 866 control card is 
established then the 876.13x must be removed from the on-line reporting system. 

On-Line Reporting 

In order to receive exam, image, preview, or clean room credit, all work must be documented In the on-line 
reporting system. 

Please follow the below instructions when creating, assigning, completing, and submitting your on-line 
reports. 
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Manual : Electronlc Crim• Special Agent Program 
RO CID 

* 
Subject: Network Intrusion Responder (NITRO) Program 

Section : ECSAP-10 
Data : 10l0t/201-t 

To: All Supervisors and All Manual Holders of the Electronic Crimes Special Agent Program 

Filing Instructions: 

• Remove and destroy the Electronic Crimes Special Agent Program 
Table of Contents (dated 09/10/2010), and replace with the 
attached revised Table of Contents. 

• Remove and destroy section ECSAP-10, Conducting Network 
Intrusion Investigations (dated 09/10/2010), in its entirety, 
and replace with the attached revised section. 

• File this Policy Memorandum in front of this section. 

• This directive is in effect until superseded. 

Impact Statement: This directive has been updated to reflect current 
policy and procedures governing agent roles, responsibilities, 
qualifications, and investigative procedures applicable to the 
Network Intrusion Responders (NITRO) Program. This directive also 
establishes the new SSF 4358, "Electronic Crimes Special Agent 
Program (ECSAP) Service Agreement," to be completed by agents 
entering into the NITRO Program. Additional changes to this policy 
are as follows: 

• Section title has been changed to "Network Intrusion Responder 
(NITRO) Program." 

• Language has been incorporated advising of the roles and 
responsibilities of NITRO agents. 

• Hew SSI' 4358, Electronic Crimes Special Agent Program (ECSAP) 
Service Agreement, has been established to standardize the 
commitment procedure for agents entering the NITRO Program. 
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I 
81c:tlon I EICAP-10 
Date , 10J0tl2014 

• Language has been included regarding the introduction of the 
Network Intrusion Action Center (NIAC), and the responsibility 
of NITRO agents to update the NIAC regarding network-based 
investigative information, and all network-based response 
scenarios. 

• Language has been incorporated describing the appropriate use 
of Subject Matter Expert (SME) hours. 

• Procedures requesting Internet Protocol (IP) Captures from the 
Technical Security Division has been included. 

Forms lnatructlons: New SSF 4358 may be accessed via the Management and 
Organization Division's home page under MNO Keywords: Forms. 

Mandatory Review: The Responsible Office will review all policy 
contained in this section in its entirety by or before October 
2017. 

Questions regarding this policy should be directed to the Office of 
Investigations, Criminal Investigative Division at 202-406-9330. 

DCPI: ECSAP 2014-02 
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United States SaCl'llt Service 
DlrecUvn System 

Manual : Electronic Cflmn Speclll Agent Program 
RO : CtD 

Section : ECSAP-10 
Da : 1GIGll201' 

NETWORK INTRUSION RESPONDER 
(NITRO) PROGRAM 

Authority and Management 

Title 18 of United States Code, section 1030 provides the United States Secret Service (USSS) authority to 
investigate unauthorized access to computer systems, commonly referred to as network Intrusions. The 
USSS Electronic Crimea Special Agent Program (ECSAP) manages the Network Intrusion Responder 
(NITRO) Program by coordinating Initial and ongoing NITRO training, distributing hardware and software 
resources to NITRO agents, and supporting USSS offices In the field undertaking network-based 
Investigations. 

Types of Network Intrusions 
• Danial of Service (DoS) - An attack that renders the computer resource unable to communicate on 

the network. 
• Malicious Code - A virus, wonn, Trojan horse, or other code-based malicious entity that successfully 

Infects a host. 
• Unauthorized Access - A person gains loglcal or physk:81 access without permlssk>n to a network. 

system, application, data, or other fnfonnatlon Technology (IT) resource. 
• Inappropriate Usage -A person violates acceptable use of any network or computer policies. 
• Multiple Compo~ - A single -lnddant that encompasses two or more types of Intrusions; for 

example, a malicious code Infection leads to unauthorized access to a host, Which la then used to 
gain unauthorized access to additional hosts. 

NITRO Agents 

Personnel Interested In the NITRO Program must complete the Network+ certification course In the Leaming 
Management System (LMS) prior to being considered for basic NITRO training. The Criminal Investigative 
Division (CID) NITRO Program Manager or his/her representative will send out an 0fflclal Message soliciting 
candidates for Basic NITRO (BNITRO) training. Field offices interested In nominating agents for participation 
In BNITRO training wffl email the NITRO Program Manager or the ECSAP Supervisor with the prospective 
agent's name{s). Field offices should contact the NITRO Program Manager or the ECSAP Supervisor If they 
feel that they have an exceptional need of additional NITRO agents. The selection for subsequent network­
based training will be based upon the NITRO agent's performance within the NITRO Program and 
adherence to the NITRO reporting guidelines. The Criminal Investigative Division (CID) will also consider 
candidates by assessing the field office's demand for network Intrusion Investigations, and the office's 
historical reporting activity In the Network Intrusion Action Center (NIAC). 
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h~on : ECIAP-10 
Date : 10IDll2014 

All agents must complete the NITRO basic course prior to entering the NITRO Program. During the basic 
NITRO course, agents will receive a NITRO computer and various software and hardware tools to be used 
during NITRO Investigations. Upon completion of basic NITRO trslnfng, all NITRO agents will become a part 
of the NITRO e-maB group, and will be added to the Network Intrusion Action Center (NIAC). As a member 
of the NIAC, agents wlll receive e-mail updates of network Intrusion reports submitted by members of the 
NIAC. 

Agents who become a part of NITRO wtll Incur a 38 month commitment to the NITRO Program. Agents must 
sign the SSF 4358, Electronic Crimes Spectal Agent Program (ECSAP) Service Agreement, upon entrance 
to the NITRO Program; a copy of this signed document will be maintained In CID. Addltlonally, candidates 
should be aware that NITRO agents may be required to travel out of district for various CIO/ECSAP 
assignments to Include Investigative assistance, presentations, classroom Instruction, and projects 
associated with research and development. NITRO agents subject to Internal field office squad rotations, or 
temporary protection-related assignments should attempt to maintain their NITRO proficiency for the duration 
of their 36 month commitment to the NITRO program. Field office SAICs should make every effort to ensure 
that the 36 month commltment Is adhered to. 

Equipment 

It Is the respanslbllity of each NITRO agent to maintain the Issued equipment In a serviceable condition, and 
to treat the equipment In the proper manner, according to the followlng guidelines: 

• Inventory and Controt of Equipment and Instruments; 
• Control of Materials and Supplies; 
• Cellbratlon of Equipment and Instruments; 
• Store •c1ean• hard drives in a secure location; 
• Obtain the latest~ palcheslupdates; and 
• Obtain the latest virus definition updates. 

Network Intrusion Investigations 

NITRO agents conducting .complex network Intrusion Investigations will have access to various Subject 
Matter Experts (SME) to assist In their Investigations. The use of SME assistance must be coordinated 
tlYough CID/ECSAP, to assure that accounting of bDlable SME hours Is property recorded. Questions 
regarding the adequate utilization of this service should be lmmedlatety addressed with the NITRO project 
manager or the ECSAP supervisor. 

NITRO agents who have authorimtion via Court Order to conduct an Internet Protocol (IP) Intercept, should 
contact the Technical Security D~on (TSD)/lnvestlgatlve Support Branch (ISB)ITetephone Intercept 
Section (TIS), and use the foOowing procedure. 
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• Contact TS0/188/TIS by phone to notify them of your Intent to conduct an IP lnteroept and provide 
the following Information: 

o Case Agent; 
o Who needs &CC888 to the collected data; 
o Case Number; 
o Data Source; and 
o Copy of the signed Court Order authorizing the IP Intercept. 

• Send an Official Message from the SAIC of your office to the SAIC of CID; with •tnfo: to the AO 
Investigations, the SAIC of ISO, and the SAIC of TSO, that detaffs your request for an IP Intercept. 

• Provide a billing contact and address for charges Incurred by TSO for providing the IP Intercept. 

Reporting System 

All NITRO-related responses and run-outs should be documented in the Network lnb'Uslon Aetion Center 
(NIAC) within 24 to 48 hours. NITRO agents ar.e required to update the NIAC whenever they respond to a 
network Intrusion or receive Information related to mallclous or unauthorized network activity. Due to the 
nature of network Intrusions, It Is paramount to update this system as soon as Investigative lnfonnatlon Is 
received. 

Information regarding dJacovered malware and Indicators of compromise (IOC) should be entered in the 
NIAC; these entries should not tnclude the actual malware or mallcfous software. All malware and IOCs 
should be submitted for analysis to \.$CERT. NITRO agents who have obtained either new malware or a 
variant of known malware sJlc)uld contact the NITRO program manager Immediately. The NITRO Program 
Manager wll contact the USSSICID advisor to the NatiOnal Cybersecurtty CommunlcatlOns and Integration 
Center (NCCIC), and wlff COOJQlnate this submission of the malWcn to the NCCIC. 

NITRO-related meb1cs wilt be gleaned from the Information contained within the NIAC. This Information will 
be used to quantify the various Indicators within the NITRO Program, making Its accuracy extremely 
Important In determining the utilization and dtasemlnatlon of Investigative resources. 

The NIAC Is contained within the Field Investigative Reporting System (FIRS); access to FIRS Is descrfbed 
In the lnvestfgatfve Manual, section ECSAP-09, Case Reconts and Reports. 

Case Management/Case Types 

Network intrualon-based categorization may be the primary or secondary caae type for a network-based 
Investigation. Reference the Master Ale Classtftcatlon Code Manual, section CT-700 Inv 
General, for c;aae used in network-based tions. 
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Case Opening/Case Closing 

8Ktlon : !CSAP-10 
Data : 1Cll0tl2014 

NITRO cases should be opened when the following criteria are present: a search warrant or a subpoena has 
been Issued, and/or items with evidentiary value are taken Into custody by the Secret SeNlce. Investigative 
responses that do not generate aufflclent Investigative leads lo open a case, should be entered ln the NIAC 
within 24 lo 48 hours, along with investigative responses that lead to cases being apened. A NIAC entry 
may develop Into a network intrusion case subsequent to Its Initial entry. When this occurs, the Initial entry 
should be updated within the respective •Report-Summary" ln the NIAC. 

Before a NITRO investigation Is closed, contact the Cyber Intelligence Section (CIS) to ensure that media or 
copies of media that ramaln from the Investigation, Is not destroyed. CIS may choose to add this media to 
their Investigative database to enhance their Investigative efforts. All NITRO cases that require the handling 
« dlgffal evidence should be In compllance with Investigative Manual, section ECSAP-07, Evidence. 
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